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IHosicuuTeNLHAA 3aNIUCKA

JlaHHbIE METOAMYECKUE YKA3aHUS MPETHA3HAUCHBI JIJIS 3aKPEIJICHUs TECOPETUYECKUX 3HAHUN U
MpUOOpeTeHUsT HEOOXOAMMBIX IMPAKTUYECKMX HABBIKOB M YMEHHH [0 MpOrpamMme JUCIUIUINHBI
«IlepconanpHast kubepoOezonacnoctb» A cnenunanbHoctu CI1O 09.02.01 KomnbroTepHble CHCTEMBI U
KOMILJIEKCHI.

B pesynbrare ocBoeHUs1 y4eOHON AUCIUTUIMHBI 00YUYaAIONTHICS TOJDKEH 3HATH:

¢ 0a30By0 QyHKIMOHATBHYIO cxemy MIIC;

® [I[POrPaMMHOE 00ECIIEUEHNE MUKPOIIPOLIECCOPHBIX CUCTEM;

® CTPYKTYpPY TUIIOBOM CHUCTEMBI YIIPABJICHUS (KOHTPOJIEP) U OPTaHU3AIUIO
MUKPOKOHTPOJIJIEPHBIX CUCTEM;

® METO/IbI TECTUPOBAHUS U c11OcoObI oTaaaku MIIC;

 yH(GOPMALIMOHHOE B3aMMO/ICHCTBHE PA3IMYHBIX YCTPOICTB Yepe3 HHPOPMAITMOHHO-
TEeJIEKOMMYHHUKAIMOHHYIO ceTh "MHTepHeT" (nanee - cetb HTEpHET);

® COCTOSIHME MPOU3BOACTBA U ucnoib3oBanue MIIC;

® C1I0COOBI KOH(UTYPUPOBAHUS U YCTAHOBKH MEPCOHAIBHBIX KOMIIBIOTEPOB, IPOTPAMMHYIO
MOJIJIEPIKKY X PabOTHI;

e KJIacCCU(UKAIIHIO, OOIIUE MPUHITUIIBI TOCTPOCHUS U (PU3HUYECKUE OCHOBBI PaOOTHI
nepu@epuiHbIX yCTPOUCTB;

® CITIOCOOBI MOJIKJIFOUEHUS CTAHIAPTHBIX U HECTAHIAPTHBIX MIPOrPAMMHBIX YTUJIUT;

® [IPUYMHBI HEUCIIPABHOCTEH M BO3MOXKHBIX COOEB;

B pesynbrare ocBoeHust yueOHON NUCHUTUIMHBI 00YYaIOUTHIICS TOJKEH YMeTh!

® COCTaBIIATh IPOTPAMMBI Ha SI3bIKE acceMOIiepa JUisi MUKPOIIPOLIECCOPHBIX CHUCTEM;

® [IPOU3BOJIUTH TECTUPOBAHKE U OTIAAKY MUKPOMPOIIECCOPHBIX cucTeM (nanee - MIIC);

® BEIOMPATh MUKPOKOHTPOJLIEP/MUKPOIIPOLIECCOP AJI1 KOHKPETHOW CUCTEMBI YIIPaBJICHHUS,

® OCYIIECTBIIATh YCTAHOBKY U KOHPUTYpPUPOBAHHUE MTEPCOHAIBHBIX KOMITBIOTEPOB, U
MOJIKJIIOUEHUE NepuepuiHbIX YCTPOICTB;

® [10/ICOTABJIMBATh KOMIIBIOTEPHYIO CUCTEMY K paboTe;

® IPOBOINTH MHCTALISAIUIO U HACTPONKY KOMITBIOTEPHBIX CHUCTEM;

® BBISIBIISITH IIPUYMHBI HEUCTIPABHOCTEW U COOEB, MPUHUMAThH MEPHI 10 UX YCTPAHEHHIO;

B pesynbrare ocBoeHUS yueOHOM MUCIUILTMHBI 00YYarOIIMICS T0HKEH UMeTh MPAKTUHYeCKU il
OMBIT:

® CO3/IaHMsI IPOTPAMM Ha SI3bIKE acceMOIepa JUisi MUKPOIIPOIIECCOPHBIX CUCTEM;

® TECTUPOBAHUSA U OTJIAJIKM MUKPOIIPOLECCOPHBIX CUCTEM;

® IPYMEHEHHS] MUKPOTIPOLECCOPHBIX CUCTEM;

® YCTAaHOBKH U KOH(UTYPUPOBAHUS MUKPOIIPOILIECCOPHBIX CUCTEM U TOJIKIFOUEHUS
nepuQepuiiHbIX yCTPONUCTB;

® BLISIBJICHHS M YCTPaHEHUsI IPUYUH HEUCTIPABHOCTEH U cO0eB nepudepuitHoro o0opy0BaHusl.



ITPAKTHYECKOE 3AHSATHE Nel

IIn¢gpsl nepectaHOBKHU
Heab: n3y4unTh ciocoObl MUPPOBAHMS TAHHBIX PA3JIMYHBIMU [E€PECTAHOBKAMMU.
Xoa padoThI:

HeobxoauMo 03HaKOMUTBCA C TEOPETUYECKON YacThi0 M 3amu(pOBaTh CBOIO
dbammmio (I MepBbIX ABYX MU(poB) win daMmwinieo U UM (I OCTAJIbHBIX) C
MOMOIIBIO CIEAYIONINX MU POB:

- POCTON OJIMHAPHOMN MEPECTAHOBKH;

- 0JIOYHOM OJJMHAPHOMN MEPECTAHOBKH;

- TaOJIMYHON MapIIPyTHOM MMEePECTaHOBKH;

- BEpTUKAJIbHOU MEPECTaHOBKU;

- IOBOPOTHOM PEIIETKY;

- MarM4ecKkuit kBajipat (pa3Mmep kBajaparta - 4x4);

- IBOMHOW MEPECTAHOBKH.

[Ipy BBIMOJHEHUU 3aJaHUS HEOOXOJMMO TPHUBECTU MCXOIHOE COOOIIECHUE
(bammwmro win  GaMUIMIO W UMs), TaOJUIBI, KJIIOUEBBIE CJOBa (BBIOMpAIOTCS
MIPOM3BOJIPHO), MApIIPYThl BIMCHIBAHWS W BBIMUCHIBAHUS, ITOBOPOTHI PEIICTKH U
3amuppoBaHHOE COOOIIICHHUE.

JlononHuTeNnbHOE 3aAaHue. 3amudpoBaTh CBOIO (GaMUIUI0O U UMSI C ITOMOIIBIO
¢ pOB:

- muppa «llepexpector»;

- U@PHI C UCTIOIH30BAHUEM TPEYTOJIbHUKA.

OcHoBbI MU(pPOBAHUSA

[lepecTanoBka mpeacTaBisieT coboi crnocod mudpoBaHus, NMpu KOTOPOM IS
MOJIy4eHUs] MHU(GPOrpaMMbl CHUMBOJIBI HCXOJHOTO COOOUIEHUS MEHSIOT MECTaMu.
TUNUYHBIM NPUMEPOM MEPECTAHOBKH SBIISIOTCS aHAIPAMMBI, CTABIIHME MOMYJISIPHBIMUA B
XVII B. AnarpammMa (Tped. Ovo - «CHOBa» U YPOUUO - «3aMKChy») - JIMTEPATYPHBIN
NpUEM, COCTOAIIMN B MEPECTAaHOBKE OYKB WIIM 3BYKOB ONPENEIEHHOTO cjoBa (WU
CJIOBOCOYETAHMS), YTO B pe3ysibTare Aa€T Jpyroe CJIOBO WJIM CIOBOCOYETAHUE.
Hampumep: anenbcuH - cHaHWesb, MOJIKOBHUK - KJIOMOBHUK, TFOpPHJIKA - POTaJUK,
JIENIECTOK - TEJIECKOIL.

JIOTIOAIMHHO HE W3BECTHO, KOIJa MOSBUJICS IWHU(P MEPEeCTaHOBKHU, HO BIIOJHE
BO3MO’KHO, YTO MHUCIHI B IPEBHOCTU MEPECTABISUIM OYKBbI B IMEHHU CBOETO Iaps paju
TOT0, YTOOBI CKPBITH €r0 MOITMHHOE UMl T B PUTYaJIbHBIX LEJIAX.

Bce mmdpsl nepecTaHOBKH JIEATCS Ha JBa MOAKJIAcCA!

- mudpel oguHApHOW (TIpOoCTOM) TepecTaHOBKU. [Ipu mm@poBaHUH CHUMBOJIBI
NEPEMENIAIOTCS C UCXOAHBIX TO3UIIMI B HOBBIE OJIUH Pa3;

- wndpbl  MHOXXECTBEHHOW (CJIOKHOM) mepecTaHOBKH. [lpu mmdpoBanuu
CUMBOJIBI TIEPEMENIAIOTCS C UCXOHBIX MO3ULIMKA B HOBBIE HECKOJIBKO pas3.

IIndpsl oxuHAPHOI TEepPeCTAHOBKHU
B o6mem ciyyae a8 JaHHOTO Kiacca MWUGPOB NpU  MHUPPOBAHUU U
nemnpoBaHUM UCIIOIB3YETCs TA0IMIIA IEPECTAHOBOK.
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Puc.1. Tabauma nepectaHOBOK

B nepBoii cTpoke maHHOM TaOJMUIIBI YKA3bIBAETCS MO3UIMS CHMBOJIA B UCXOJTHOM
COOOIlIEHNH, a BO BTOPOM — ero mo3uius B mudporpamme. Takum o00pazom,
MaKCHMaJIbHOE KOJWYECTBO KJIIOUeH 1y mudpoB MepecTaHOBKU paBHO NI, roe n —
JUTMHA COOOIIIEHMUS.

C yBenuuenueM uucia N 3Hadenue N! pactet ouens Ovictpo (1! =1, 5! =120, 10!
= 3628800, 15! = 1307674368000). Ilpum Oospmmx N A8 OPHOIMKEHHOTO
BBIUHCIICHHS N! MOKHO BOCIOJIB30BaThes popmyioit CTupinHra

n! ~ \2mn = (E)
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Illudp npocroii oauHapHoii  mepecTaHOBKH. J[1g1  mmdpoBanus wu
nemudpoBaHUs UCIOJIB3YETCA TaliauIa MEPecTaHOBOK, aHAJIOTHMYHAs MOKa3aHHOW Ha
puc.2.
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Puc.2. Tabnuia mepecTaHOBOK

Hampumep, ecnmm mis mudpoBanus wucxogHoro coobdmenus «ABPAMOB»
WCIIONIB30BaTh TaONMITy, MpEACTaBICHHYI0 Ha puc.2, To mudporpamMmmoini Oyaer
«PABBOMAY. 1511 ©ICNIOJIb30BaHMs Ha MPAKTUKE TaKOW MHUPp HE yI00EH, TaKk KaK IpH
OONBIIMX 3HAYCHHUAX N MPUXOAUTCS padoTaTh C JJIUHHBIMH TaOmuIaMu # IS
COOOIIICHUH pa3HO UTMHBI HEOOXOAMMO UMETh CBOIO TaOIUILY MEPECTaHOBOK.

IHIndp Os0uHON oOAMHAPHON mepecTaHOBKU. [I[py HCNONB30BaHUU ATOrO
mudpa 3a7aeTcs TadiuIa IEPECTAHOBKU OJIOKa CUMBOJIOB, KOTOpasi MOCJIEI0BATEILHO
IPUMEHSIETCS 10 TeX TMOP, MOKa UCXOHOE coobIIeHne He 3akoHnunTcs. Ecau ucxomnoe
cooOIlleHne HE KpaTHO pa3Mepy OJIoKa, Torja OHO MpH MHU(GPOBAHWUU JTOMOJIHSICTCS
IPOU3BOJIbHBIMUA CHMBOJIAMH.

1{2|3

2|3|1
Puc.3. Tabnuma nepecTaHoBOK

Jlnst mpumepa BeiOepeM pasmep Or0Ka, paBHBIA 3, W TNPUMEM TaOJIHILY
MEePECTAaHOBOK, TMOKa3aHHyr0 Ha puc.4.3. JIOMOMHUM HCXOJHOE COOOIIeHue
«ABPAMOB» OykBamu b 19, uto6b1 ero mmuHa Obuta kpaTHa 3. B pesynbrare
mudpoBanus noryanm «PABOAMDBby.

KonuuectBo kimtoueit st JaHHOTrO Immdpa npu PUKCUpOBaHHOM pa3zMepe OJioka
paBHO M!, rme M — pa3mep OJI0Ka.

IHIundpsl mapumpyTHOil nepecranoBKU. [[lupokoe pacnpocTpaneHue noaydnin
mUppsl  MEPECTAHOBKH, HCIOJIb3YIONIME HEKOTOPYI0 TE€OMETpUYecKyio (urypy



(ockyto unu o0beMHYy10). [IpeoOpazoBaHus COCTOST B TOM, YTO B (PUTYpy MCXOJIHBIN
TEKCT BIHUCHIBAETCA MO XO/1y OJJHOTO MapIIpyTa, a BBIITUCHIBAECTCS MO-APYrOMY.

Hudp TA0JIMYHOU MapUIPYTHOM nepecranoBku. Hanbomnbiee
pactpocTpaHeHUEe TOMYyYHJId MHUGPHl MapIIPyTHOW IMEPECTAaHOBKH, OCHOBAaHHBIC Ha
tabmunax. IIpu mudpoBanuu B Takyio TaOIWIy BIOUCHIBAIOT UCXOJIHOE COOOIICHUE IT0
OTIpENICTICHHOMY MapIIpyTy, & BRIMHCHIBAIOT (MTOIyYaroT mudporpaMmy) - O-Ipyromy.
Jlns nanHoro mmdpa MapuIpyThl BIUCHIBAHUS U BBINUCHIBAHUS, & TAKXKE pa3MEphI
TAOJIUIIBI SBJISIOTCS KITFOYOM.
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Puc.4. Ilpumep ucnonb3oBaHus mudppa MapuipyTHOM MepecTaHOBKU

Hanpumep, wucxognoe coobmenus «ABPAMOB WJIbA CEPI'EEBUY»
BIIMCHIBACTCA B TMPAMOYTOJIBHYIO TaONMIy pa3MepaMu 4x6, MapuipyT BIUCHIBAaHUS —
CJI€Ba-HAMPABO CBEPXY-BHU3, MAPILIPYT BBINUCHIBAHUS — CBEPXY-BHHU3 ClI€Ba-HAIpPaBo.
[udporpamma B 3ToMm ciryyae BeIrasguT «AB_Eb CBPUEUAJIP UMbI' OSE ».

HIugp BEPTHUKAJIBbHOH IepecTaHOBKH. fBisercs Pa3sHOBUAHOCTBHIO
npeabiayero mudpa. K ocobeHHOCTIM mudpa MOXKHO OTHECTH CIIEIYIOLIHUE:

- KOJIMYECTBO CTOJIOIIOB B TabJinile (PUKCUPYETCS U ONPEIesIeTCs JIIMHON KITI04a;

- MApLIPYT BIUCHIBAHUS - CTPOTO CII€BA-HAIIPABO CBEPXY-BHU3;

- mmgporpaMmma BbINKCHIBAETCS M0 CTOJIOLAM B COOTBETCTBUU C UX HyMepaluen
(xTr09OM).
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Puc.5. Tlpumep ucrnonb3oBanus mudpa BEPTUKATHLHON MEPEeCTaHOBKH

B kauecTBe KitOYa MOXHO HCIOJIb30BaTh CJIOBO Win (pa3y. Torma mopsaok
BBINTUCHIBAHUSI CTOJIOIIOB COOTBETCTBYET al(haBUTHOMY TOPSAKY OYKB B KIIIOUE.
Hamnpumep, ecnu kimoueBbiM ciioBoM Oynet «IAJJWUHA», To npucyTcTByromas B HEM
OykBa A nosyuaer Homep 1,l— 2 u T.4. Ecim kakas-to OykBa BXOJIUT B CJIOBO



HECKOJIBKO pa3, TO €€ MOSIBJICHUS HYMEPYIOTCs IMOCJIEAOBATENbHO ClieBa HampaBo. B
npumepe nepBas Oyksa /I momyuaet Homep 2, Bropas [l — 3.

[Tpu mmdpoanuu coodmenuss «KABPAMOB NJIbA CEPI'EEBUY» pesynbTaTt
oyner «OSJE_ AB EPUEUAJIPUMBI" b CBy.

HIngp «Ilepexkpecrorx». [ns mepemenMBaHuss OyKB MOTYT HCIOIb30BaThCs
¢urypel cmenmasbHOro Buma. OauH W3 TaKuX CIOCOOOB HOCHUT Ha3BaHUE
«TEePEeKPecTOK». B mpuBeneHHOM HUXKE MPUMEpPE PUCYIOT KPeCcTOoOOpa3Hbie (DUTYPHI B
KOJMYECTBE, JOCTATOYHOM, YTOOBI Pa3MECTUTh B HHUX BCE OYKBBI COOOIICHHUS.
OTKpBITHIN TEKCT 3aITUCHIBAIOT BOKPYT 3TUX (DUTYp 3apaHee OTOBOPEHHBIM CIIOCOOOM - B
HaIleM cliydae 1o 4acoBoi ctpeisike. Takum obpazom, coobmienne «ABPAMOB NJIbA
CEPI'EEBUY» MoOXeT BBITJISAICTh CICAYIONIUM 00pa30M:

Puc.6. IIpumep pasmernieHust oTKpbITOro Tekcra B mudpe «llepekpector»

BbykBel OepyTes noctpouno. BHauane 6epercst oroBopeHHOe KoJinuecTBO OYKB (N)
13 TIEPBOM CTPOKH, 3aTEM YABOCHHOE KOJIU4YeCcTBO OYKB (2N) 13 BTOpoi 1 cHOoBa N OyKB
u3 Tperbel crpoku. Hampumep, mpu N = 3 mudporpamma OyleT BBIISACTh
«bOJIAPMBUBA SCEY EI'EU PB ».

Hiudgpsl ¢ ucnoab30BaHHEM TPEYIrOJbHUKOB H Tpaneuuii. I[lomoun
BBITIOJTHUTD NMEPECTAHOBKHU MOTYT KaK TPEYTOJIbHUKH, TaK U Tpanenuu. OTKPBITHIA TEKCT
BIUCHIBAETCS B 3TH (UTYphl B COOTBETCTBUU C KOJUYECTBOM CJIOB U (opmoit
BBIOpaHHON (UTYpBI, KOTOpasi MOXET OBITh pacTAHyTa WIH CKara, 4TOObl B HEM
MOMECTHJIOCh cooOmienue. [l mepBod (UTyphl, TPEyrojabHUKA, OTKPBITBIA TEKCT
3alUChIBAETCS] IOCTPOYHO OT BEPIIUHBI JO OCHOBAHUSI.
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Puc.7. Ilpumep ucnosib3oBaHus mudpa nepecTaHOBKY MPU BIIUCHIBAHUU B TPEYTOJIbHUK

Hwxe 3amuceiBaeTcss KItoueBoe CiOBO. [lOCKOJIBKY OCHOBaHHE IIUPOKOE,
KJIFOUEBOE CJIOBO TMOBTOpSIETCS. BYKBBI CTpOKM € KIIFOUEBBIM CJIOBOM HYMEPYIOTCS
MOCJIEIOBATEILHO COTJIACHO WX ai(paBUTHOMY MOPSAKY. 3amuppoBaHHOE COOOIIEHNE
BBITTUCBHIBAETCS TIO CTOJIOIAM COTJIACHO BBIIOJTHEHHOM HyMepaluu. Takum o0pa3om, s



oTkpbiTOoro Tekcta «KABPAMOB WNJIbS CEPI'EEBM» u kntoueBoro cinosa «JJIAJNHA»
mudporpamma O0yaet Beirisiaets «<AM_PBI'PUEJIBAAEL EWUBPCy.

Hiupp «IloBoporHass pemerka». B 1550 r. wTanpaHCKUN MaTeMaTHK
Jlxeponamo Kappano, cocrosmuii Ha ciyx0e y mnamnbsl Pumckoro, B kHure «O
TOHKOCTSIX» MPEJIOKIIT HOBYIO TEXHUKY I(PpoBaHus - peméTky Kapnano.

N3navansHo pemeTtka Kapmano npencrasisia coboil Tpadaper ¢ mpope3aHHbIMH
B HEM OTBEpPCTUSAMU. B 3THX OTBepCTUSAX Ha JiMcTe OyMarv, KOTOPBIA KIAld IOJ
pEelIeTKy, 3amuChiBAINCh OYKBBI, CJIOTM U cioBa cooOmenus. [lanee Ttpadaper
CHUMAJICS, U CBOOOJJHOE MPOCTPAHCTBO 3AMOJIHIIOCH 00Jiee MM MEHEE OCMBICIEHHBIM
TEKCTOM JIJIs MACKMPOBKHU CEKPETHOTO Mocianus. Takoil MeTo/1 COKphITUS HH(OpMAIUU
OTHOCHUTCS K cTeraHorpaduu.

[Toznuee ObLT mpeiokeH MUGP «ITOBOPOTHAS PEHIETKa» WM, KaK €ro ee
Ha3bIBAIOT, «pElIETKAa JUIsl BBIOIIUXCA PACTEHUN», IOCKOJIbKY OHAa HaloOMHHAaNa
OTBEPCTHSI B JEPEBSHHBIX PELIETKAX CAJOBbIX CTPOCHUU. OTOT MHPP CUYUTAIOT
MEPBHIM TPAHCMIO3UIIUOHHBIM (T€OMETPUYECKUM) IIUPPOM.

HecMoTpst Ha To, 4TO MEXy M3HAYaIbHBIM IpeanioxkenneM Kapnano u mmdppom
«MOBOPOTHAsI pelieTKay Oonblias pa3HULA, METOAbl COKPBITHS HH(OpManuu,
OCHOBAaHHbIE HAa MCIHOJIb30BaHUU TpadapeToB, NPHUHATO HA3bIBaTh «PEIIETKAMU
Kapnano».

Jlns mmdpoBanus U AeIUPPOBaHUS C MOMOUIBIO TAHHOTO MHU(pa U3rOTOBIIAETCS
OpSIMOYTOJIBHBIN Tpadaper ¢ YeTHbIM KOJIMYECTBOM CTPOK M cTonOLOB. B Tpadapere
BBIPE3AI0TCS KJIETKU TaKUM 00pa3oM, YTOOBI MPU HAJOXKEHUU €T0 Ha TabJUILy TOTO K€
pa3Mepa 4eThIPbMsI BOBMOXKHBIMU CIIOCOOAMU, €r0 BBIPE3bI MOJHOCTHIO MOKPBIBAJIN BCE
A4YeHKU TabJIUIBI POBHO 110 OJTHOMY pPasy.

[Tpu mmdpoBannu Tpadaper HakIagbIBacTCs Ha Tabmuily. B BuanMbie suehku
TaOJIMIBI BHITUCHIBAIOTCS] OYKBBI UCXOJHOIO TEKCTa ClI€Ba-HAIIpaBO CBEpXy-BHU3. Jlanee
TpadapeT MOBOPAYMBAETCS M BIHUCHIBACTCS CIEAYIOIIAs 4acTh OYKB. DTa omnepauus
noBTOpseTcs emie nBa pasa. [lludporpammy BBIIUCHIBAIOT W3 MUTOTOBOW TaOIMIIBI MO
ONpeeICHHOMY MapIIpyTYy.

Takum o0pa3om, KIHOYOM Npu WU(pPOBaHUU sBIsAETCS TpadapeT, MOpAI0K €ro
IIOBOPOTOB M MapUIPyT BHIITUCHIBAHUSI.

[Tpumep mmdpoBanusa coodumenuss «KABPAMOB+/IAIMHA» nokazan Ha puc.8.
Pesynbrar mmdposanus — «AJIB. MHP/JIbA+ OAA».
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Puc.8. Ilpumep ucrnonb3oBaHus mudpa «moBOPOTHAS PEIIETKA

Januslii MeTo UGpOBaHUS NPUMEHSIICS HUIEPJIAHICKUMU MPABUTEISAMH IS
cekpeTtHbix mnociaaHud B 1740-x rr. OH TaxkKe HCHOJB30BAJICS B apMHUU Kamn3epa
Bunbrensma B IlepByto mMupoByro BouHY. [lns mm@poBaHus HEMIbI HCHOJIb30BAIU
pPEHIEeTKH pa3HbIX pa3MEpPOB, KOTOPHIM (PpPaHIy3CKME KPUNTOAHAIUTUKH  JaJH
coOcTBeHHbIE KOJIOBble MMeHa: AHHa (25 OykB), bepra (36 OykB), Jopa (64 OykBbl) u
Omumib (81 O6ykBa). OgHAKO MCHOJIB30BAIUCH PEHIETKU OYE€HBb HENOJTO (BCEro 4eThIpe
Mecdlla) K OTPOMHOMY Pa304apoOBaHUI0 (paHIy30B, KOTOpPbIE TOJbKO-TOJBKO Hadalld
moaAOUpaTh K HUM KIIFOUH.

Marunuyeckue  KBagparbl. Marnueckumu [HOpMaJbHBIMHU | KBaJpaTamu
Ha3bIBAIOTCSl KBAJpaTHbIE TAOJUIBI CO BIMCAHHBIMU B UX SYEHKHU MOCIEI0BATEIbHBIMU
HaTypaJIbHBIMH YMCJIaMU HAUMHAs ¢ 1, KOTOpbIE B CyMME MO KaXKIOMY CTOJIOIY, KasKI01
CTPOKE M IVIaBHBIM IMarOHAJISAM JAIOT OJHO U TO K€ YHUCIIO.

BrnepBeie 3T kBagparel mnosBwiuch B Kurtae, rne uM M Obula mpumnucaHa
HEKOTOpasi «mMaruyeckas cwia». Ilo mnpenaHvro, ONMCAHHOMY B OJHOW W3 IIATH
kaHoHnyeckux KHUr [peBHero Kuras - Ily-13un (KHure 3anucaHHbIX NpenaHuii), B
2200 romy mo H.3. u3 peku Jlo BbIILIa orpomMHas uyepernaxa (1Mo Apyrol BepcuUd -
JIpaKoH), CUMBOJ BeuHOcTH. Ha ee manuupe ObuIM BUIHBI MATHA, 0Opa30BHIBABILINE
yAUBUTENbHBIA PUCYHOK.



Puc.9. Marnueckuit kBaapar Jlo lly

Korma yepemaxa BbIIUIa U3 BOABI, BBICHIXAIM JYKHU IOCJIE€ HEJABHETO JIMBHS.
Benukuii FOii B3sin 3Ty 4epenaxy U pacCMOTpPEN CTPAHHBIM y30p Ha €€ MaHUHUpe. ITOT
y30p BIOXHOBWJI €r0 Ha CO3/JaHHE TpakTaTa 1moj HazBaHueM «XyH ®Danb» («Bemukuii
IJ1aH»), B KOTOPOM TOBOPUJIOCH O (PHU3UKE, acTpPOJIOTHM, MPEACKA3aHUSIX, MOpalH,
MOJIUTUKE U PEJTUTHH.

Maruueckue KBaJpaTbl IIUPOKO MPUMEHSUIMCh JUIsl TEepeladyd CEKPETHOM
undopmaruu. [lpu mmdppoBaHuu HUCXOMHOE COOOIIEHHWE BIUCHIBATIOCH B KBAJpaT IO
MPUBEJCHHON B HHUX HyMepaluu, Toclie 4Yero ImudporpaMma BBIMUCHIBAIACH TIO
ctpokam. KoimuecTBO BO3MOMHBIX MAarM4ecKMX KBaJpaToB (KJIOYEH) OBICTPO



BO3pPACTAET C yBEJIMYEHUEM HX pa3zMepa. Tak, CylIecTBYET JIMIIb OJAWUH Maru4ecKuiu
KBagpaT pa3MepoM 3x3, €CIi HE NPUHUMATh BO BHUMAaHHUE €r0 MOBOPOThI. Marm4eckux
KBajipatoB 4x4 HacuuThiBaeTcs yke 880, a 4MCI0 MarM4yecKuxX KBaJpaTOB pa3MepoOM
5x5 oxomo 250000. ITosToMy mMarmueckue KBaapaThl OOJBITUX Pa3MEPOB MOTJIU OBITH
XOpOIIIe OCHOBOH ISl HAJEKHOW CHUCTEMBI MHU(PPOBAHUSI TOTO BPEMEHH, TIOTOMY YTO
pPy4YHOH TIepe0op BCeX BapHaHTOB KITt0Ua TSI 3TOTO IHdpa ObUT HEMBICIIHM.

PaccmoTpum kBagpar pasmepom 4x4. B Hero BnuceiBaroTcs umcia ot 1 jgo 16.
Ero marust coctoutr B TOM, YTO CyMMa YHCEI IO CTPOKam, CTOJIOIAM M TOJIHBIM
JIMaroHaJsIM paBHSAETCA OAHOMY U TOMY e uuchy - 34.

16|13 |2 |13
5 (10|11|8
9 |6 |7 |12

4 (15|14|1
Puc.10. Maruueckuii kBaapat 4x4

[udpoBanure o MarnyeckoMy KBaapary IPOU3BOAWIOCH CIEAYIOLUIUM 00pa3oM.
Hampumep, tpedyercsa zamudposats dpazy: «KABPAMOB+/IAIMHA..». bykssl 3TOM
(pa3bl BIUCHIBAIOTCS MOCJIEIOBATEIIbBHO B KBAJpaT COIVIACHO 3alMCaHHBIM B sSUeHKax
yyciaM. B mycTheie KIeTKH CTaBUTCS TOUKA WM Jit00ast OyKBa.

16.|3P |25 |I3H
5M|10 sI|11 J1|8 +
9160 |7B |121

4A|15. |[14A[1A
Puc.11. [Ipumep mudpoBaHus ¢ MOMOILIBIO MarH4e€CKOro KBajapara

[Tocne »storo mu@pPOBaHHBIA TEKCT 3aMUCHLIBACTCS B CTPOKY (CUMTHIBAHUE
MIPOU3BOJIUTCS CJIEBA-HAMPABO CBEPXY-BHU3, TOCTPouHO) — «. PBHMSAI+/IOBUA.AA».

IIIndpbl MHOKECTBEHHOM NEPECTAHOBKHU

B nanHOoM mojakiiacce mMHU(POB HCMOIB3YETCS HAES MOBTOPHOrO MIKU(PpPOBaHUS
YK€ 3alM(ppPOBaHHOTO COOOIIEHHS WJIM MHOTOKPAaTHOM NEepecTaHOBKH CHMBOJIOB
MCXOJHOI0 COOOILEHUS TIepe] MONaJaHUEeM B UTOTOBYIO MIKU(POTrpaMMmy.

IIudgp nBoiiHOII mnepecTaHOBKHM. B Tabmuily mo ompenereHHOMY MapIipyTy
3alHUChIBACTCSI TEKCT COOOLICHMs, 3aTeéM MEpPEeCTaBISAIOTCS CTOJOLBI, a IMOTOM
nepectapisitorcss  cTpokd. IludporpamMma  BBIMHMCHIBAETCS 1O ONPEACICHHOMY
MapuipyTy.

[Ipumep wmmbposanus coodmenus «ABPAMOB+IAAMHA» mnoka3aH Ha
cienytoieM pucynke. Pesynbrat mudposanusa — «OABSA+ AUB PJIMHA]».
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MWapwpyT EbIMMCEIBaHWA
Puc.12. [Ipumep ucnons3oBanus mmdpa JBONHON MepecTaHOBKH

Kimtouom k mmdpy SBASIOTCS pa3Mephl TaOIWIIBI, MapIIPyThl BIUCHIBAHUS H
BBINTUCBHIBAHUS, a TAKXK€ MOPSAJIKH MEPECTAaHOBKU CTOJIONOB M CTpok. Ecnu mapuipyTsl
SIBJISIFOTCS (bUKCHUPOBaHHBIMU BEJIMYMHAMU, TO KOJIMYECTBO KITFouei
paBHO N!*M!, N u M — KoIMYECTBO CTOJIOIOB U CTPOK B TAOJHIIE.

HecMoTpst Ha MHOTOCTYTNIEHUATYIO TPOLEAYpY MH(PPOBaHMS, BKIIIOYAs JBOMHYIO
NEPECTAHOBKY, TaHHBIA UMD MOXKET ObITh SKBUBAJICHTHO 3aMEHEH MHU(POM MPOCTOU
OJIMHApHOW  mepecTaHoBkU. Ha cnexyromem pucyHke mpuBegeHa Tabiauna
HKBUBAJICHTHBIX OJIMHAPHBIX MEPECTAHOBOK JUIsl MMpUMepa MU(PpPOBaHUsI, TPUBEIECHHOTO
Ha puc. 12.
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Puc.13. Tabnuiia S5KBUBANIEHTHBIX OJIMHAPHBIX MEPECTAHOBOK

AHaNOrMyHyl0 3aMeHy Ha Wudp OpOoCTON OAMHAPHOW MEePEeCTaHOBKH MOYKHO
BBIITOJTHUTh 17} TUISL IPYTUX mur@poB: TabIuYHAS MapHpyTHas
IIEPECTAaHOBKA, KIIOBOPOTHASI PEIIETKA», «KMATUYECKUN KBAAPAT» U JIP.

Bomnpocs! 1111 caMOKOHTPOJIA

OcHOBHBIE MMOHATHS KHOEpOE30MacHOCTH.
Kubepbe3onacHocTs 1 nHPOpMaMOHHAsT OE301TaCHOCTb.
Cocrasnsitomye nHGOPMaAITMOHHOM 0€30MIaCHOCTH.
YPOBHU KPUTHUECKON HHPPACTPYKTYPHI.

R A\



INPAKTUYECKOE 3AHATHUE Ne2

IIngpsbl 3amenbl

Heab: n3y4nTh C1ocoObl MIM(PPOBAHUS JAHHBIX PA3IMYHBIMU 3aMEHAMM.
Xoa pa0doThI:

HeobxoaumMo 03HaAKOMUTBCA C TEOPETUYECKON YacThi0 M 3amu(pOBaTh CBOIO
(haMUITHIO ¢ TTOMOIIBIO CIICTYIONTUX MH(POB:

- mudpa Lle3aps;

- I03yHTOBOTO mudpa;

- MOJIMOMAHCKOTO KBaJIpaTa;

- mudpyromiei cucremsl Tpucemyca;

- mudpa Playfair;

- cucteMbl OMO(OHOB (JOMyCKaeTcst sl Kaka0i OykBbl ajdaBUTa MPUBECTU
BCEro MO JBe IMMU(PPO3aMEHbI, T.€. MPHUHATH, YTO BCE OYKBHI HMEIOT OJMHAKOBYIO
BEPOSTHOCTH MOSBIICHUS B TEKCTaX);

- mudpa Bukenepa.

[Ipy BBIMOJHEHUM 3a7aHUs HEOOXOJMMO TMPHUBECTU HCXOIHOE COOOIIECHUE
(bamunuro), Tabauiy mudpo3zamMeH, Kiaod (eciau Tadiauma mudpo3aMeH He SIBISIETCS
KJIFOUOM) U 3aiipoBaHHOE COOOIICHHE.

JlonoJiIHUTeIbHOE  3aJaHMe. 3amnudpoBaTh CBOIO (AMWIMIO C  TOMOIIBIO
¢ pPOB:

- mudpa MacoOHOB;

- ourpammHoro mudpa [HopTsr;

- mudpa Xuia;

- BApUaHTHOTO mHUdpa;

- mugpa Tenu;

- COBMEILIEHHOTO mudpa.

OcHoBBI LIU(pPOBAHUA

CymHocTh H(POBAaHKMS METOJAOM 3aMEHBI 3aKJII04YaeTcs B ciemyromeM. [lycTb
MUQGPYIOTCS COOOIIEHNS HAa PYCCKOM SI3BIKE M 3aMEHE TMOJICKHUT Kakaas OyKBa 3THX
cooOmenuii. Torma, OykBe A UCXOAHOTO ajl(aBUTa COMOCTABISETCS HEKOTOPOE
MHOKECTBO CHUMBOJIOB (mudpo3ameH) Ma, B — Mp, ..., I — Mg. Iludpozamens
BBIOMpAIOTCS TaKUM 00pa3oM, 4ToObI Jr0ObIe nBa MHOXectBa (Mijum My, i # j) He
cojiepKaii oOAMHAKOBBIX 3emenToB (M N Mj = Q).

Tabnuia, mpuBeaeHHas Ha puc.l, sSBIsSETCS KIIOYOM Iudpa 3aMeHbl. 3Has ee,
MOHO OCYIIIECTBUTH KaK MU pOBaHUE, TAK U pacmudpoBaHUe.

A |b |..|4d
Ma |M5|...|Mg
Puc.1. Tabnuna mudpo3zameH

[Tpy mmdpoBanun Kaxkjaas OykBa A OTKPBITOTO COOOIICHUS 3aMEHSETCS JIFOOBIM
CUMBOJIOM U3 MHOXecTBa Ma. Eciiu B co00IIeHNN COAEPKUTCS HECKOJIBKO OYKB A, TO



KaXJash U3 HUX 3aMeHsieTcs Ha JIIo00M cuMBOJ U3 Ma. 3a CYEeT 3TOro C MOMOIIbIO
OJTHOTO KJTFOYa MOJKHO TOJIYYUTh PA3IUYHBIC BApUAHTHI MUGPOTPAMMEBI ISl OJTHOTO U
TOr0 K€ OTKPBITOTO cooOimieHus. Tak kak MHokecTBa Ma, Mg, ..., Mg monmapHo He
MEePECEKAIOTCS, TO TO KaXIOMY CHMBOJY IMH(PPOrpaMMbl MOXKHO OJHO3HAYHO
ONPENICNIUTh, KAKOMY MHOKECTBY OH NMPUHAJICKHUT, U, CIEAOBATEIBHO, KaKyl0 OYKBY
OTKPBITOTO COOOIIeHMS OH 3aMeHseT. [loaTomy pacmmdpoBanre BO3MOKHO U OTKPHITOE
COOOIIIEHHE ONPEIEAETCS €AMHCTBEHHBIM 00pa3oM.

[IpuBeneHHOE BBINIE ONMMCAHKWE CYIIHOCTH IU(POB 3aMEHbl OTHOCUTCS KO BCEM
UX PA3HOBHUJIHOCTSM 3a HCKJIIOYEHHEM HoJiMaa(daBUTHBIX MKU(POB, B KOTOPHIX IS
3amu@poBaHUs pa3HBIX CUMBOJIOB HMCXOAHOTO aidaBuUTa MOTYT HCIOJIb30BATHCS
oauHakoBbIe mudpozamensl (T.e. M N My # O ,i#j).

MeTon 3aMeHBbI 4acTO peaju3yeTcss MHOTMMH MOJIb30BaTEIsIMU MpU paboTe Ha
KoMrbloTepe. Eciu 1o 3a0bIBUMBOCTH HE TMEPEKIIOUUTh Ha KIaBHAaType Habop
CHUMBOJIOB C JIATUHUIIBI HA KUPUJUIMILY, TO BMECTO OYKB pyccKoro andaBuTa Mpu BBOJIC
TEeKCTa OyAyT mevaTarbcsi OYKBbI JJATUHCKOTO andaBuTa («mudpo3aMeHb»).

Jlns 3amucH MCXOIHBIX M 3alTU(POBAHHBIX COOOIIEHUN HCIIOJIB3YIOTCS CTPOTO
onpeneyicHHble andaBUThl. ANDaBUTHI IS 3alMCH HMCXOJHBIX W 3ald(PpOBaHHBIX
cooOmeHnit  MoryT otiuyatbes. CuMBOJIbI  000ux  aidaBUTOB MOTyT  OBITh
MpeJCTaBIeHbl OYKBaMH, UX COYETAHUSIMU, YUCIIaMH, PUCYHKAMU, 3ByKaMHU, )KeCTaMU U
T.11. B KadecTBe mpumepa MOXHO MPHUBECTU IUISIIIYLIMX YEIOBEYKOB M3 pacckaza A.

Konan [oitna (Ih:ﬂ'?[;[:ﬁ) U PYKOIIUCh PYHHUYECKOIO MUCHhMa (/| Ak A ) u3 pomana XK.
Bepna «IlyTtemectBue k HEHTPY 3eMIIN».

[udper 3aMeHbI MO OCOOEHHOCTSM MpOIEeAyp MNpeoOpa3oBaHusl COOOIECHUS
MOYKHO Pa3Ie/IuTh Ha CIICAYIONINE MOAKIACCHI (THUIIBI, PA3HOBUIHOCTH).

nudppbl 3ameHbI
(nopcTaHoBEM)

0,£|,H03HE‘-IH0IT'I MHOTO3HAYHOH
JaMeHBl 3dMeEHbI

[
I I l | _ | _ I

‘ omodoHNYeCKNe

perynapHeie HeperynApHble FIBJ'IHE]'I[I}EBHTHI:IE‘

{ogHO3BYYHEIE)

afquTHEHEIE

— NoMUrpaMMHEIE —
P (raMmMupoEaHKA)

| aCUMMETPHYHEIE L
AETEPMUHUPOBAHHLIE KEaHTOBLIE

ACHMMETpPHYHEIE
BEPOATHOCTHEIE

Puc.2. Knaccudukarus mudpoB 3aMeHbI



Ha pucynke cepbiM (OHOM NpeACTaBICHbl MOATYIIbI MU(GPOB, KOTOpbIE HE
00pa3yloT TMOJHYIO BBINICNIEKAIIYIO TPYyIHIy MU(POB, HO MNOJYYUBIIKE MIUPOKOE
MIPUMEHEHUE Ha MPAKTUKE U OMMCAHBI B 3TON WJIU OTACJIbHBIX JCKIIHIX.

B crnenyrommii Tabnmuile mpuBeaeHa KpaTkas XapaKTepUCTHKA THUIOB IIH(POB

3aMCHBI.

Tabnuna 1. Tunsl mmdpoB 3aMeHbI

Tun mudpa Kpatkas [Tpumepsl
XapakTepucThKa  |mudpoB
KonunuectBo
mudpozamen M i
S KaXJI0TO
CUMBOJIA YN
OJIHO3HAYHOU 3aMCHBI|0JIOKA  CHMBOJIOB
(MoHOAI(aBUTHEIE, UCXOIHOTO
IPOCTHIC MOJICTAHOBOYHBIE) andasuta paBHO |
(Mi|] = 1 nna
OJHOTO 1-TO
CUMBOJIa WIH
0JI0Ka CHMBOJIOB).
[udpozamens
COCTOSAT u3
OJIMHAKOBOTO -
KOJIMYeCTBa Jpega a
CHUMBOJIOB WITH H‘—p—nog rOBLLL
pEryaspHbIC OTHETSAIOTCS  IPYT #H] |
ot Apyra TIOPEMHBIN
pazaenuTenemM
(mpobGerom, wGp
TOYKOW, THpPE U
T.IL.).
OJIHO3HAYHOU [Mudpozamene
3aMEHbI COOTBETCTBYET
010K CHUMBOJIOB |OUTPaMMHbIN
IOJINTPAMMHBIC HCXOJTHOTO mdp TlopTsr,
andasuta (| Mi| =|mudp Xwiia
1 s ogHOTO 1-0T0
peryIspHEIE 0JI0Ka CHMBOJIOB).
Hpu RSA,
ACHMMETDHYHbIE 3amu@poBaHUA mdp Ha
OJIHOTO U TOTO >K€|OCHOBE
JETCPMUHUPOBAHH
e OTKPBITOTO 3aJ1auu 00
- COOOIIICHHS OJHUM | YKIQJIKE
u TeM e |paHiia



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_sezar
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_sezar
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_losung
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_losung
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_xill
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p82

OTKPBITHIM KITFOUOM
BCEra Oyner
MOJTy9aThCsl OJTHA U
Ta xKe
mugporpamma.
T.e. s 3a1laHHOTO
OTKpPBITOTO  KJTFOYa
OIMH W TOT e
CHUMBOJI (610K
CHMBOJIOB)
OTKPBITOTO
cooOIIeHusT Bceraa
Ooyner
IIPEICTABIIATHCS
OAHOM W TOM XKe
mudpo3aMeHoil.

HEPCTYJIAPHBIC

[udpozamensl
COCTOAT U3 Pa3HOTO
KOJIMYECTBO
CUMBOJIOB,
3aMHChIBaEMBIX 0€3
pasaenuTeei.

COBMCIIICHHBI

" 1111

MHOTO3HAYHON 3aMEHBI

KonunuectBo

mudpozamed M i
S OTIICTBHBIX
CHUMBOJIOB WITH
0Jloka  CHMBOJIOB
UCXOTHOTO

andasura Ooible
1 (IMi| > 1 nas
OJIHOTO 1-TO
CUMBOJIA 17001
0JI0Ka CUMBOJIOB).

MHOT'O3HA4YHO

[

u

3aMCHbI

oMo OHNYECKUE
(OMHO3BYYHEIE)

[udpozamens

TUTST Pa3HBIX
CHUMBOJIOB WIH
OJIOKOB CHMBOJIOB
HCXOJTHOTO
andasuta HE
MTOBTOPSIOTCS

(MiN M= O ms
JIBYX Pa3HBIX 1-TO U
J-TO CHMBOJIOB HIIH

CHUCTCMA

oMO(DOHOB,

KHUKHBINA



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_book
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_book

OJIOKOB CHMBOJIOB).

noJinaahaBUTHBIE

(MHOTOQI)aBUTHEIE)

Hcxognomy
andaBuTy TUISt
3aMUCH  OTKPBITHIX
COOOIIEHU
COOTBETCTBYET
HECKOJIbKO
anhaBUTOB
mudpo3amMeH.
BriGop Bapuanta
andapuTa
mudpo3amMeH s
3amuppoBaHUs
OTJICTTLHOTO
CUMBOJIA WIH
0Jioka  CHMBOJIOB
3aBUCHUT oT
0COOEHHOCTEM
mudpa. OgHa u Ta
xe mudpo3zaMeHa
MOJXKET
UCIIOJIb30BAThHCS
LTS pa3HbIX
CHUMBOJIOB WITH
OJIOKOB CHMBOJIOB
MCXOTHOTO
andasura (M N
My # O ana 1aByx
pa3HbIX 1-TO U J-TO
CHUMBOJIOB WJIH
OJIOKOB CHMBOJIOB).

JTMCK
AnpbepTH,
cucTeMa

Buxenepa

noJiajahaBUTH

AJJUTHUBHBIC

bIC

(raMMHpOBaHUS)

[Tpu
3amudpoBaHun
CHUMBOJIbI
HCXOJIHOTO
andaButa B
OTKPBITOM
COOOIIIEeHUH
3aMEHSIIOTCS
YUCJIaMU, K
KOTOPBIM
N00aBIIIOTCS
yyucia  CEKPETHOM
CIIy4anHOU

mudpoBanue
CIOXKCHUCM
110 Moy N,
mudp
Bepnama



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_albert
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_albert
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema6#shifr_mod2
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema6#shifr_mod2

YUCIIOBOU
MOCJIEA0BATEIBLHOC
TH (raMMBbl), MOCJE
4ero oepetcs
OCTaTOK oT
JeIeHUS o
MOJTYJIIO
(onepanus mod).

KBAHTOBBLIC

SBnsaroTcs
Pa3HOBUAHOCTBHIO
mudpos
raMMHUPOBaHUS, T
B KauyeCcTBE
HOCHUTEJICH
uHpopMaru
HCIIOJIb3YIOTCS
3JIEMEHTapHbIC
gacTulbl  (My4YKH
3JIEMEHTAPHBIX
YaCTHII).

ACUMMCTPHUYHBIC
BCPOATHOCTHBIC

[Ipu
3amuppoBaHUU
OJIHOTO M TOTO K€
OTKPBITOTO
COOOIIIEHUS] OJTHUM
U TeM xKe
OTKPBITBIM KIIFOYOM
MOTYT TIOJIy4aThCs
pas3HbIe

G porpaMmsl.
T.e. ng 3ama”HHOTO
OTKPBITOrO  KJIFO4a
OIMH U TOT K€
CHUMBOJI (6mox
CHUMBOJIOB)
OTKPBITOTO
COOOIIIEHUST MOXKET
PEeACTaBISATHCS
pa3sHbIMU
murdppo3aMeHaMu.
DTO0  JOCTHUTaeTCs
3a CYeT
UCIIOJIb30BaHUs
CIIy4anHOU

cxema  Dlb-
["amang,

mudp Ha
OCHOBE
DJUIMIITHYCCKHU

X KPUBbLIX



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86

BEITUYMHBI npu
3amuppoBaHUU
cuMmBoila  (OJyoka
CHUMBOJIOB), 4TO
SKBUBAJICHTHO
NEPEKITIOUCHUTO
anhaBUTOB
mudpo3amMeH.

Peryasipubie mudpbl 0JHO3HAYHON 3aMEHbI

MakcumanbHOE KOJWYECTBO KitoueH s moboro mudpa ATOro THUMA HE
mpeBbImaeT N!, e N — KoaumdecTBO CUMBOJIOB B andasute. [Ipm Oompmux N ajis
MPUOIMKEHHOTO BhIUKCIeHUs N! MOXHO BOCTI0JIb30BaThCs (hopmysion CTUpIUHTA.

HIugp Le3aps. CormacHo onucanusMm uctopuka CBeTOHUSA B KHUTE <«JKHU3HB
JIBEHAIATH Ie3apeit» maHHbpIM mmdp ucmnoiab3oBaica I'aem Omumem Ilesapem s
CEeKpeTHOM mepemnucke co cBoumu reHepairamu (I Bek m0 H.3.). IlpuMeHutenpHO K
PYCCKOMY $I3BIKY CYThb €0 COCTOUT B CleAYIOIIeM. BhIUChIBaeTCS UCXOIHBIN andaBUT
(A, b, ..., 5I), 3areM 1OJ HUM BBITUCBHIBACTCS TOT K€ ajl(paBHT, HO C HMUKIUYCCKAM
CABUTOM Ha 3 OYKBBI BJIEBO.

()

A|bB|I'| 4 |E|E XK|3 N1 |K|JIM|H|O|II|P|C|T|V|®|X (LI Y |II|LL|b(bI |b|3|IO|A

()

T |O|E|E|X|3 U1 [K|JIM|H|O|IT|P|C|T|V|®|X|L4 ||| b|bI|b [3[IO|A|b |B

Puc.3. Tabmuna mudpo3amen 1 mudpa Lesaps

[Ipu 3ammdpoBke OykBa A 3amensiercs OykBou I, b- walu 1. n. Tak,
Harpumep, ucxogHoe coobmenne «KABPAMOB) nocie mmdpoBanust OyAeT BbITIAIETh
«"AYTTICE». Ilonyuarens coobmienust «I'JIYTTICE» wumer 3T OykBbI B HHIKHEH
CTpOKe 1 10 OyKBaM HaJ HUMH BOCCTaHABIMBAET UCXoHOE coobmenne «ABPAMOB».

Kitouom B mmmdpe Llezaps siBrisercst BeIMUrMHA CIBUTA HUKHEHN CTPOKH alihaBuTa.
KonuyectBo kiroueld st Bcex Mmoaudukanuid AaHHOTO Mmudpa MPUMEHUTEIHHO K
angaButy pycckoro si3bika paBHO 33. CyliecTBYIOT pazinuHbie Moaudukanuu mudpa
[le3apsi, B yacTHOCTH aTOaIl ¥ JIO3YHTOBBIN MIHQD.

ATt6am. B BerxoMm 3aBeTe cymeCTBYeT HECKOJBKO ()parMEHTOB M3 CBSIIEHHBIX
TEKCTOB, KOTOpbIE 3alIM(POBaHbl C MOMOIIbIO IMIK(ppa 3aMEHbI, HA3bIBAEMOI'0 aTOAIll.
O1oT mWUdp COCTOUT B 3aMEHE KaXI0M OyKBbI JIpyroil OyKBO#l, KOTOpas HaXOIUTCS B
angaBuUTe Ha TAKOM K€ PACCTOSIHUU OT KOHIA aldaBuTa, KaK OpUrMHaIbHast OyKBa - OT
Hayasna. Hanpumep, B pycckom andaBute OykBa A 3amensiercs Ha S, OykBa b - Ha FO u
T.1. B opurunansHoM Berxom 3aBere MCHOIB30BAIMCH OYKBBI €BPEHCKOTrO andaBuTa.
Taxk, B kaure npopoka Mepemun (25:26) cnoso «babenb» (BaBuion) 3ammdpoBano kak
«emax».

JlozyHnrosblii mugp. 11 nannoro mmdpa nocrpoeHue tabnuipl mudpozaMmeH
OCHOBAHO Ha JIO3yHTe (KJII04e) — JIETKO 3allOMHUHAeMOM cjioBe. Bropas cTpoka Tabiuiisl
mu@po3aMeH 3amoJIHAETCS CHayaja CJIOBOM-JIO3yHIOM (IIPUYEM IOBTOPSIOLIUECS
OYKBBI OTOpPACHIBAIOTCS), @ 3aT€M OCTaJbHBIMH OyKBaMH, HE BOIIEIIINMH B CJIOBO-




JO3yHT, B audaBUTHOM Topsake. Hampumep, eciaum BBIOpaHO  CJIOBO-JIO3YHT
«JJAJAMHAY, To Tabauiia MeeT CIEeTYIONTUN BU/L.
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Puc.4. Tabnuna mudpo3zaMeH A1 JJI03YHIOBOTO Iudpa

[Ipn mumdpoBanuu ucxomnoro coobuieuss «ABPAMOB» mno mnpuBeneHHOMY
BBIIIIE K04y Iudporpamma 0yaet BuIrisiaeTh «ISATIIKMI.

B kauecTBe 5103yHTra pexkoMeHAyeTcs BbIOUpaTh (Ppa3y, B KOTOPOH COAEpPKATHCS
KOHEUYHBIC OYKBHI ajipaBuTa. B 001IeM citydae, KOJTMYECTBO BAPUAHTOB HUKHEN CTPOKHU
(IPUMEHUTENBHO K PyCCKOMY S13BIKY) cocTaiser 33! (> 10%).

IMonubuanckuii kBaapar. [lludp u300peTeH TrpedecKuM TOCYIapPCTBEHHBIM
JesATeNIeM, TOJKOBOAIEM M ucropukoM Iloymomem (203-120 rr. g0 H.3.).
[IpuMeHUTENPHO K pycCKOMY ai(aBUTy W HHAMNCKUM (apaOCkuMm) nudpam CyTb
mupoBaHUs 3aKioyajgachk B ciefyronieM. B kBagpar 6X6 BBINMHCHIBAIOTCS OYKBBI
(HeoOs13aTeNbHO B aj1(haBUTHOM TOPSIJIKE).
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Puc.5. Tabnuna mudpo3zamen a1t NOJMOMAHCKOTO KBajpaTa

[udpyemas OykBa 3ameHsIeTCS Ha KOOPJIMHATHI KBajpaTa (CTpoka-cToyioen), B
KOTOpOM oOHa 3anucaHa. Hampumep, ecnu ucxomHoe cooOuienne «ABPAMOBY, To
mupporpamma — «11 12 36 11 32 34 13». B JlpeBueir ['peuun cooOuieHus
nepenaBaiuCh C TOMOIIBI0 ONTHYECKOro Tenerpada (¢ momorisio (akenon). [ms
KakIod OYKBBI  COOOINCHUS  BHayaje IOJHUMAIOCh KOJWYECTBO  (haKeoB,
COOTBETCTBYIOIIICE HOMEPY CTPOKH OYKBBI, a 3aT€M HOMEPY CTOJIOIA.

Tropemusblii mmgp. OTa 3ByKOBas Pa3HOBUIHOCTH IMOJTMOMAHCKOTO KBajpara
Oblma paspaborana 3akimrO4eHHbIMH. CHCTeMa COCTOsJIa M3 HECKOJBKUX YAapoB,
0003HAYaAIOIMUX CTPOKU W CTONOIBI B Tabmuie ¢ OykBamu andasuta. OauH ynaap, a
MIOTOM €I1I€ JIBa COOTBETCTBOBaIM CTpoke 1 u cronbiy 2, T.e. OykBe b. [lay3a cimyxuna
pa3ieuTeNieM MEXIy CTpoKaMM U crojomamu. Takum oOpaszom, 3amudpoBaTh
ucxoanoe coobmieane «KABPAMOB) M0)XHO clieyomuM 00pa3oM.

A |TyK TYK

b [Tyk  Tyk, Tyk

P |Tyk, TyK, TYK __ TyK, TYK, TyK, TYK, TYK, TYK




A|Tyk  TyK

M|1yK, TYK, TYK ___ TYK, TYK

O |TyK, TyK, TYK ___ TYK, TYK, TYK, TYK
B [Tyk  Tyk, TyK, TyK

Puc.6. IIpumep ucnosib30BaHus TIOPEMHOTO b pa

HIudpyromas cucrema Tpucemyca (Tpuremus). B 1508 r. a66at u3 ['epmannn
HNorann Tpucemyc Hamucana MEYaTHYIO paOOTy MO KPHUIITOJIOTHH II0f Ha3BaHUEM
«Ilomurpadusi». B 3TON KHHTe OH BIEPBBIE CHCTEMATUYECKUA OMHCAT TPUMCHCHHE
mUGPYOMUX Ta0NWIl, 3amoJHCHHBIX aldaBuTOM B ciaydaiiHOM mopsiake. Jlms
MOJTyYSHHS TaKOTo MM (pa 3aMeHbI 0OBIYHO MCIIOIL30BAIMCH TaOIUIIA TSI 3aITUCH OYKB
andaBuTa U KiIO4YeBOe cioBO (Wi (paza). B Tabnuily cHavana BOUCHIBAJIOCH IO
CTpPOKaM KIIFOUE€BOE CIIOBO, IIPUYEM MOBTOPSIONIHECS OYKBBI OTOPACHIBAIUCH. 3aTEM dTa
Ta0JIMIIa TOMOJIHSJIACh HE BOIICAIIMMU B Hee OykBamu ajdaBura 1o nopsaky. Ha puc.7
n3o0paxkeHa TabauIa ¢ KirodeBbiM ciaoBoM «J IS JIMHA.

|1 H |A|B
B|T|E |E |X|3
UK[JI M |O|II
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Puc.7. Tabnuna mudpozamen s mudpa Tpucemyca

Kaxxnass OykBa OTKPBITOrO COOOIICHHS 3aMeHsIeTCsl OyKBOM, pacloiOKEHHON Mo
Hel B TOM ke cTosbie. Eciu OykBa HaXOIUTCS B TIOCJIEAHEH CTPOKE TaOIMIIbI, TO AJIS
ee mudpoBaHus OepyT caMmyr BepxHIO OYkBY crojibma. Hampumep, ucxomaHoe
coobmenne «KABPAMOBY, 3anmdposannoe — «K3IDKY DIy.

IIupp maconoB. B XVIII B. maconsl co3nmanu mmdp, 4TOOBI CKPBHITH OT
OOIIIECTBEHHOCTH CBOM KOMMepUecKue caenku. Kak moBenaiu Te, KTO MPEexae COCTOSII
B psiIax 3TOro OOIEeCTBAa, MACOHBI TMOJIB30BAIUCH CIIOCOOOM 3aceKpeurBaHMsI, BEChbMa
MOX0KUM Ha mudp po3eHkpeiepoB. B «pemierke» W B yriiax HaXOISATCS TOYKH,
KOTOPBIMHU 3aMEHSIOTCS OyKBHI:

C..f .I I 0 r
b..e e N k n q
a..d .g J m p

Puc.8. Hludpo3zamens! mmdpa MacoHOB

Tak Kak KISTBBI XpaHHUTh TallHy HapyIIaluCh HE pa3, OOJBIIMHCTBO Benukux
10k macoHoB B CIIIA 6osbIiie HE MONB3YIOTCS MTUCHMEHHBIMU UG paMu, IPEATIOUNTAS
MepeIaBaTh YCTHBIE MHCTPYKLIHUHU BO BPEMS 3aKPBITHIX PUTYAJIOB.

C momorpio mu@pa MaCOHOB MOXKHO JIETKO paciiudpoBaTh CIESAYIONIYIO Gpasy.
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Puc.9. Ilpumep ucnonp3oBanus mudpa MaCOHOB

OTO mepBHI YpPOBEHb, Ha KOTOPOM HAaXOSTCS BCE BIEPBBIC BCTYNUBIINEC B
obmectBo wieHsl: Blue Lodge (pyc. «I"omy6as (Cunsist) moxay).

Onaum u3 CYIIIECTBCHHBIX HEJOCTATKOB mudpos 0/THO3HAYH O
3aMeHBI SBIIICTCSI WX JIETKas BCKpbIBaeMoCTh. [Ipu  BCKkpeITHHM mudporpamMm
UCIIOJIB3YIOTCSl Pa3IMYHbIE TPUEMBI, KOTOpbIE JaK€ NPU OTCYTCTBHM MOIIHBIX
BBIYMCIIUTEIBHBIX CPEICTB MO3BOJIAIOT JTOOUTHCS MOJOKUTENBLHOTO pe3yiibrarta. OauH
U3 TaKUX MPUEMOB 0a3MpPYyETCsl Ha TOM, UTO B MHU(PporpaMmax ocraercs HHGopMaIus o
4acTOTE BCTPEYAEMOCTH OYKB MCXOJHOTO TeKCTa. Eciiu B OTKPHITOM COOOIIEHUH YacTO
BCTpeuaeTcsl kKakas-mibo OykBa, TO B MIM(GPOBAHHOM COOOIICHHHM TaKXe€ 4acTo OyaeT
BCTpeUaTbcsl COOTBETCTBRYIONMM eif cumBoI. Emne B 1412 1. [llnxaba an-Kankamasau B
cBoeM Tpyae «CyOx an-Aaria» npuBes TaOJIUIy YaCTOTHI MOSBICHUS apaOCKUX OYKB B
TEKCTE€ Ha OCHOBE aHalm3a TekcTa Kopana. s pa3HBIX SI3BIKOB MHpPa CYIIECTBYIOT
nogoOHble Tabiuipl. Tak, Hampumep, sl OyKB pycckoro andaBuTa MO JaHHBIM
"HarnmoHanbHOTO KOpITyca PYCCKOTO si3bIKa" Takas TaliuIa BBIMJISIUT CIEAYIONUM
00pazoM.

Tabnuua 2. YacTora nosiBjieHus: O0yKB PyCCKOIO sI3bIKa B TEKCTaxX

Ne n/m|bykBa|YacTtoTta, % |Ne /| bykBa|Yacrtora, %
1 10.97 18 b 1.74
2 E 8.45 19 r 1.70
3 A 8.01 20 3 1.65
4 nu 7.35 21 b 1.59
5 H 6.70 22 q 1.44
6 T [6.26 23 1 121
7 C 5.47 24 X 0.97
8 P 4.73 25 K 0.94
9 B 4.54 26 1l 0.73
10 JI 4.40 27 1O 0.64
11 K 3.49 28 0 0.48
12 M 3.21 29 1 0.36
13 y| 2.98 30 2 0.32
14 IT 2.81 31 o 0.26
15 Y 2.62 32 b 0.04
16 s 2.01 33 E 0.04
17 bl 1.90




CymiecTBYIOT 1o00HbIe TabuuIbl 111 nap OykB (6urpamm). Hanpumep, dacto
BCTPEYACMBIMH OUTPaMMaMU SIBJISIOTCS «TO», «HO», «CT», «I0», «€H» W T.A. Jpyrou
MIPUEM BCKPBITHS MU(GPOrpaMM OCHOBAH Ha MCKITFOUEHHUH BO3MOYKHBIX COYETaHUI OYKB.
Hampumep, B TekcTax (ecim OHM HamucaHbl 0e3 opdorpadudeckux OIMMOOK) HEIb3S
BCTPETUTH COUCTAHUS «Us», «IIBD», «bB» U T.II.

Jlnst ycnoXHEHUs 3a7adyd BCKPBITHS MU(POB OJHO3HAYHOW 3aMEHBI CIE B
JIPEBHOCTH Tepe]] MU(PPOBAHUEM M3 UCXOTHBIX COOOMEHUN UCKITIOYAIU TTPOOEITBI W/ WU
rmacHeie  OykBbl. JlpyrmM  criocoOoM, 3aTpyIHSIONIAM — BCKDPBITHE,  SBISICTCS
mudpoBaHre GurpaMmamu (mapamu OyKB).

[Moaurpammusbie mudpsbl

[onurpammusbie mudpsl - mUPpPbl, B KOTOPHIX OJHA IHdpo3amMeHa
COOTBETCTBYET Cpa3y HECKOJIBKUM CHMBOJIAM UCXOIHOTO COOOIICHHUS.

burpammubiii mmdp Hoptel. [udp IlopTel, npencraBieHHBII UM B BHJE
TaOJIUIbI, SBISETCS MEPBBIM U3BECTHBIM OMTpaMMHBLIM IudpoM. Pazmep ero tabmuiibl
coctaBiisil 20 x 20 s4eek; HaBepXy TOPU30OHTAJIBHO U CJIEBA BEPTUKAIBHO 3aIUCHIBAIICS
ctanmapTHeI andaBut (B HeM He Obuto OykB J, K, U, W, X u Z). B suelikax TaOIHIIbI
MOIJIM OBITh 3alMCaHbl JIF0ObIe yucia, OyKBbI WM CUMBOJBI - caM J[xoBanuu [lopta
MOJIB30BAJICSI CUMBOJIAMU - TPHU YCIOBUHU, YTO COAEPKMMOE HHM OJHON M3 SYEEK HE
MOBTOPSIIOCH. [IpUMEHUTENBHO K PYCCKOMY S3BIKY TaOiuiia mudpo3aMeH MOXKET

BBINIAJIETH CIIETYIOIUM 00pa3oM.
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Puc.10. Tabmuia mmdpozamen st mmdpa [Topter



[IudpoBanue BeIMOIHAETCA MapaMu OYKB UCXOJIHOTO cooOtienus. [lepBas OykBa
napbl yKa3blBaeT Ha CTPOKY IM(po3amMeHsbl, BTopas - Ha ctoilel. B ciydyae HeueTHOTO
KoJu4ecTBa OYKB B MCXOJHOM COOOIIEHWH K HEMY J00aBIIS€TCS BCTIOMOTAaTEIIbHBIN
cuMmBoa («myctod 3Hak»). Hampumep, ucxomgnoe coobmenne «Ab PA MO By,
samudpoBannoe — «002 466 355 093». B kauecTBe BCHOMOTATEIBHOTO CHMBOJIA
HCIIONTh30BaHa OyKBa «S».

IIu¢p Playfair (anra. «HYectnas urpar). B navane 1850-x rr. Yapn3z Yurcron
npUAyMal TaK Ha3bIBa€MbIN «IIPAMOYTOIbHBIN mudp». Jleon [lneidep, Oauzkuil npyr
VYurcrona, pacckazan o0 stom mmdpe Bo BpeMs oduimanbHoro obena B 1854 T.
MUHUCTPY BHYTpPEHHUX jell jopay [lanbmepcTony u npuHIly AnbOepTy. A MOCKOJIbKY
[Ineiidbep ObLT XOpPOIIO M3BECTEH B BOCHHBIX U JAMIUIOMATHYECKUX Kpyrax, TO 3a
TBOpPEHHEM YUTCTOHA HABEUHO 3aKpenuiioch HazBanue «udp I[lneiidepar.

Jauublii mudp cran nepBbIM OYKBEHHBIM OUTpaMMHBIM HIUGPOM (B OUTrpaMMHOM
tabiune [lopThl MCMOAB30BAUCh CUMBOJIBI, @ He OykBbI). OH ObUT IIpeAHA3HAYEH IS
obOecrnieyeHus1 CEKPETHOCTHU TesierpadHoi CBSI3U U MIPUMEHSIICS OpUTAHCKUMH BOWCKAMU
B AHruo-0ypckoii u [lepBoit MupoBo# BoitHax. MM mosbs30Basiach Tak:Ke aBCTpaiviickas
ciayx0a 6eperoBoit 0XpaHbl OCTPOBOB BO BpeMsi BTopoii MUpOBOiT BOMHBI.

[llnpp npenycmarpuBaer mudpoBaHUE Map CUMBOJOB (Ourpamm). Takum
o0Opazom, 3ToT mudp O0Jiee YCTOMUMB K B3JIOMY IO CPaBHEHHIO C IIUGPOM MPOCTOU
3aMEHbI, TaK KaK 3aTPYJHACTCS 4aCTOTHBIM aHamu3. OH MOXET ObITh MPOBEJICH, HO HE
JUTst 26 BO3MOKHBIX CUMBOJIOB (JTATUHCKUM andaBut), a aiis 26 X 26 = 676 BO3MOXKHBIX
ourpamMmMm. AHaiM3 4YacTOThl OWUTpaMM BO3MOKEH, HO SIBIISIETCS 3HAUUTEIHHO OoJiee
TPYJIHBIM U TpeOyeT HaMHOTO 0OJIbIIIEro 00beMa 3au(ppPOBAHHOTO TEKCTA.

st mudpoBanus cooOieHns HEOOXOAUMO Pa30UTh €ro Ha OUrpamMmsbl (TPYIIIBI
U3 IBYX CUMBOJIOB), TIPU 3TOM, €CJIK B OUTpaMMe BCTPETATCS JIBa OJMHAKOBBIX CUMBOJIA,
TO MEXIy HUMHU J00aBIE€TCS 3apaHee OrOBOPEHHBIN BCIOMOTATEIbHBIM CHUMBOJ (B
opuruHaine — X, s pycckoro andasuta - ). Hanpumep, «3ammdppoBaHHOE
coOOIlleHHe» CTaHOBUTCS «3a mu ¢p oB aH HO ec oS00 me HU ef». s
dbopMuUpOBaHUS KIOUEBOW TaOJUIIBI BRIOUPAETCS JIO3YHT U J1ajiee OHA 3aIlOHSAETCS 10
npaBuiam mudpyromeid cucremsl Tpucemyca. Hanpumep, ans nosynra «IAJWMHA»
KJItoueBas TabIUIA BBITJISIUT CIEIYIOMUM 00pa3oM.

|1 H |A|B
B|T|E |E |X|3
U|K|JI M |O |11
P(C|T |V |®|X
Y ||| |bI
b [D[IO]- |1 |2

Puc.11. KiroueBas Tabnuna mist mudpa Playfair

3aTeM, PYKOBOJACTBYSICh CHENYIOINMU IIpaBUJIaAMH, BBITOJIHSIETCS
3amu(poBLIBaHKE TIAP CHMBOJIOB MCXO/IHOTO TEKCTA:

1. Ecniv cuMBOJIBI OUTpaMMBI UCXOTHOTO TEKCTA BCTPEYAOTCS B OJTHOU CTPOKE, TO
9TH CHUMBOJIBI 3aMENIAlOTCs] Ha CUMBOJIBI, PACIOJOXKEHHBIE B OJIMKaMIIMX CTOI0Iax



CIpaBa OT COOTBETCTBYIOLIMX CUMBOJIOB. Eciiu cUMBOII SIBIIsIETCSl TIOCIEHUM B CTPOKE,
TO OH 3aMEHSIETCS Ha MEPBbIA CUMBOJ 3TOM K€ CTPOKH.

2. Ecnu cuMBOJTBI OUTpaMMBI HCXOAHOTO TEKCTa BCTPEYAIOTCS B OJTHOM CTOJOIIE,
TO OHM TMpeoOpa3yroTcsi B CHUMBOJBI TOrO K€ CTOJOIA, HAXOIALIUMUCA
HETMOCPEICTBEHHO 10/ HUMHU. Ecimu CUMBOJ SBISE€TCS HWKHUM B CTOJOIE, TO OH
3aMEHSETCS Ha EPBBIA CHMBOJI 3TOTO K€ CTOJIONA.

3. Ecnmu cuMBOJIBI OUTpaMMBbl HCXOJHOTO TEKCTa HaXOJATCS B pa3HbIX CTOJIONAX U
Pa3HBIX CTPOKAX, TO OHU 3aMEHSIOTCS HA CUMBOJIbI, HAXOIAIIMECS B TEX K€ CTPOKaX, HO
COOTBETCTBYIOIIME JPYTUM yTiaM IpsIMOYTOJIbHUKA.

[Tpumep mmdpoBanusi.

- Ourpamma «3a» (popMupyeTr npsIMOYTOJIbHUK — 3aMEHSETCS Ha <OKO»;

- OUrpamMma «IIm» HaXOAsITCS B OJTHOM CTOJIOIE — 3aMEHSIETCSL Ha «I0e»;

- Ourpamma «(p» HaXOAATCS B OJTHOM CTPOKE — 3AMEHSIETCS Ha «XC»;

- ourpaMmma «oB» (HOPMUPYET NPSIMOYTOIBHUK — 3aMEHSIETCS Ha «HXK»;

- OUrpaMMa «aH» HaxoJsSITCSl B OJTHOM CTPOKE — 3aMEHSIETCS Ha «0ay;

- OurpaMma «Ho» GOPMUPYET MPSIMOYTOJIBHUK — 3aMEHSETCS Ha «am»;

- ourpamma «ec» HopMUPYET IPSIMOYTOIBHUK — 3aMEHSIETCS Ha «I'T»;

- ourpamMma «os» GOpMUPYET NPSIMOYTOIBHUK — 3aMEHSIETCS Ha «Kay;

- burpamma «00» hopMHpPYeET NPAMOYTOJIbHUK — 3aMEHSICTCS Ha «I1ay;

- ourpamma «ie» GopMUPYyeT NPSIMOYTOJIBHUK — 3aMEHSIETCSI Ha IIIER;

- Ourpamma «Hu» GOPMUPYET NMPAMOYTOIBHUK — 3aMEHSIETCS Ha «aH»;

- Ourpamma «es» GOpMHUPYET NPSIMOYTOJIBHUK — 3aMEHSIETCS Ha «TH.

[udporpamma — «ok0 10€ XC Mk 0a aM I'T Ka ma mé aH TH.

Jnst pacuiidpoBkE  HEOOXOIMMO UCIOJIb30BaTh HWHBEPCUIO OJTHUX IPaBuUII,
otkubiBas cuMBoJIbl S (vin X), eciii OHU HE HECYT CMBICIIA B UCXOJHOM COOOIIECHUH.

HIupp Xuaaa. [lepBbiii mpakTUYECKH peaTu3yeMblii Croco0 MHUGPOBaHUS C
UCIIOJIb30BaHUEM anreOpbl ObuT mpuaymaH B 1929 r. matematukom Jlectepom Xuiiom -
npodeccopom u3 Xaurep-komnemka B Heto-Mopke, craths koToporo «Cryptography in
an Algebraic Alphabet» Obuta onybnukoBana B :xypHane «The American Mathematical
Monthly».

Kaxpmoii OykBe andaBura comocraBiseTcss uucio. st pycckoro andaButa
MOYKHO HMCIIOJB30BaTh mpocrtermyr cxemy: A = 0, b = 1, ..., d = 32. [na
3amn@poBaHus OJOK HMCXOJHOTO COOOIIEHHs M3 N OyKB paccMarpuBaeTcs Kak n-
MEpHBIN BEKTOp YHMCEI U YMHOXAETCAd Ha MaTpully pa3MepoM N X Nmo moxyiwo 33.
JlaHHasi MaTpHIla, COBMECTHO C KOJIOBOM TaOiuIel comocTaBiieHus OyKB ajdaBuTa C
YUCJIaMH, SIBJSIETCS KIO4oM 3ammdpoBanus. s pacmmdpoBaHus MPUMEHSETCS
oOpaTHas MaTpuial mo MomyJIk.

Hampumep, nns TpurpaMMHBIX 3aMEH MOTYT HCIIOJIB30BAThCSA  CIEAYIOIIHE
MaTpHIlbI 3amu(poBanus / pacumppoBaHusl.



6 27 1 2 26 17
13 16 32 26 20 4

28 17 15 13 30 21
MaTpuIa MaTpuIa
3amu(poBaHUs pacmuppoBaHU

Puc.12. Matpurer 3ammdpoBanust / paciudpoBaHus

Hcxonnoe coobmienne «ABPAMOBY, nornoiaHeHHOE JBYMsI BCIIOMOTaTeIbHBIMU
OyKBaMu «sish» (711 KPaTHOCTH TPEM), TMOCJIE COMOCTaBieHUsI OyKB ¢ 4HCIaMu OyJleT
BBITISIACTH caeayronuM oopazom «0 1 17 01315 2 32 32». [Tocne nepeMHOXKEHUS

TPOEK YHCeTl Ha MaTpUIly 3amudpoBaHus mudporpaMma mpuMeT ciieayromuid Bug «11
328 32817 1711 24» (unu B 6yxkBeHHoM skBuBajeHTe «KA3 I'bP PKUY»).

ABP-0117

6*0+27*1+1*17)mod 33=11 (K)
(13*0+16*1+32*17)mod 33=32 ()
(18*0+17*1+15*17)mod33=8 (3)
AMO-01315
(6*0+27*13+1*15)mod 33 =3 D)
(13*0+16* 13 +32*15) mod 33 =28 (D)
(28*0+17*13+15*15)mod 33 =17 (P)
Bsis -2 32 32
6*2+27*32+1*32)mod33=17 (P)
(13*2+16*32+32*32)mod 33 =11 (K)
(28*2+17*32+15*32) mod 33=24 (Y)

Jns pacumdpoBaHust TpOMKM yuces mWudporpaMMbl HEOOXOAUMO YMHOXKHUTh Ha
MaTpuily pacuiuppoBaHusl.

KS3-11328

(2*11+26*32+17*8)mod33=0  (A)
(26*11+20*32+4*8)mod33=1  (B)
(13*11+30*32+21*8)mod33=17 (P)
I'bP - 3 28 17

(2*3+26*28+17*17)mod33=0  (A)
(26*3+20*28+4*17)mod33=13 (M)
(13*3+30*28+21*17)mod33=15 (O)
PKY - 17 11 24

(2*17+26*11+17*24)mod33=2  (B)
(26*17+20*11+4*24)mod33=32 (x)
(13*17+30* 11 +21* 24) mod 33 =32 (x)



B pesynbrate Oynmer monyden Habop umcen «0 1 17 0 13 15 2 32 32y,
COOTBETCTBYIOIIIMA HMCXOAHOMY COOOIIEHUIO CO BCIIOMOTATEIbHBIMU CHMBOJAMHU
«ABPAMOBsis».
lO6paTnas marpuna - marpuna A, Ipu yMHOKEHUM Ha KOTOPYIO, HCXOHAs MATPHIA
A naet B pe3yJsibTaTe eAMHUYHYIO MaTpuity E.

Heperyasipubie mugpbl

Eme oaHuM HampaBieHUEM TOBBIIIEHUS CTOWKOCTH IIH(GPOB 3aMEHbI
3aKJII0YACTCS B MCIOJIB30BAHUM HEPETryJSIpHBIX MUGpPoB. B MNpuBENEHHBIX BbIIIE
mudpax (peryJsipHbIX) mu(po3amMeHbl COCTOSIT U3 CTPOTO OMPEACIIEHHOIO KOJMYECTBA
cUMBOJIOB (OykB, 1udp, rpadhudeckux 3JIEMEHTOB W T.1.) WIH B IUdporpamMme OHH
OTIIETISIIOTCS APYT OT Apyra CHeluaibHbIMU CUMBOJIAMU (ITpo0OeIoM, TOUKOM, 3alsTON 1
T.4.). B Heperymsapubix mudpax mmudpo3amMeHbl COCTOST U3 PA3HOTO KOJIUYECTBA
CHUMBOJIOB U 3aIUCHIBAIOTCS B IUdporpamme B mojipss (0€3 BeIIeICHUS APYT OT Apyra),
YTO 3HAYUTEIBHO 3aTPYIHSAET KPUNTOAHATHS.

CoBMemieHHbIH mMU@pP (coBMemeHHass Tadauna). J(auaeii mmdp npuMeHscs
enie CeMEeMCTBOM APIKEHTH - KPUMTOJOTaMu, pazpadaTeiBaBIIUMU MHGpsI a1 [lamnsl
Pumckoro B XVI B. B XX cronetun 3TuM crocoOOM MOJIb30BAIUCh KOMMYHHCTHI B
X0Jle TpaxaaHCKoW BoOuHBI B Mcmanuu. B Havasie BOWHBI MPOTUBHUKH (aliu3ma B
Ncnanuu KOHTPOJIMPOBAIA OOJIBIIMHCTBO KPYMHBIX TOPOJOB U 3AIMINAIIA CBOIO CBS3b,
BKJIIOYAsI paJIMONIEpEIauu, C TOMOIIBIO Pa3IMYHBIX METO/IOB MIU(POBaHUS, B TOM YUCIIE
COBMEIIECHHBIX TU(POB.

BapuaHT KOMMYHHCTOB MOJY4YWJI HA3BaHUE «COBMEIICHHBIN» M3-32 HEOOBIYHOTO
UCIIOJIb30BAHUSI OJHO- M ABYXUU(PPOBBIX IH(ppo3amMeH, Oiiaromapss yeMy COOOIIEeHUE
IpUOOPETAIO JOTOJHUTEIBHYIO 3aIlUTy OT MOTEHIMAIBHOTO ACIU(pPOBATBIITUKA.
Hexkortopsie OykBbI 3amu@poBhIBATUCH OJHON UPPOH, npyrue xe - napoi nudp. [pu
9TOM  KPUINTOAHAJUTHUK TMPOTUBHHKA COBEPIICHHO HE TNPEACTaBIsI, TAE B
MEPEXBAUYCHHBIX COOOIICHUSAX HAXOAATCA OJHOUM(pPOBBIE, a TIe ABYXUHU(PPOBHIC
mrdpo3aMeHbI.

Tabnuna mudpozamen coctout u3 10 cronduos ¢ Hymepanueii 0, 9, 8, 7, 6, 5, 4,
3, 2 u 1. B HauanpHyI0 CTPOKY BIUCBHIBAETCSI KJIOUEBOE CJIIOBO 0€3 MOBTOPSIIOLIUXCS
OykB. B mocnenytoiiye CTpOKH BIUCHIBAIOTCS IO JIECSITh HE BOIIEAIINX B HErO OYKB MO
nopsiAKy ciefaoBanus B andasute. CTpOKH, 32 UCKIIOYEHUEM HAYaJIbHOM, HYMEpPYIOTCS
10 MOPAJIKY, HaunHasi ¢ 1.

019 (8 (7]6(5(4(3 |21
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Puc.13. ITpumep Tabauist mmudpo3aMeH COBMEIIEHHOTO MHU(pa ¢ KIFOUYEBBIM CIOBOM
«JIAAUHA



[Tpu mmdpoBanun OyKBbI HCXOAHOTO COOOIICHUS, BXOIAIINE B KIOUEBOE CIOBO,
3aMEHSIOTCS Ha oAHy mudpy (HOMep CTOJIONA), OCTaIbHBIE — ABYMs (HOMEpa CTPOKH U
cronbma). Hampumep, mjis mpuBEACHHOW BBIE TaONHIBI IMH(PPO3aMEH HCXOIHOE
coobmenne «KABPAMOB) Oyaer 3ammdpoBano kak «610276202919».

[Tpu mosydeHnu mudporpaMmbl aapecat 3HAET, YTO KOTJa MOSBISIOTCS ITUMPHI
I, 2 mwmm 3, ¢ HUMH 00s3aTEIbLHO CBS3aHA emie oJaHa MHdpa, MOCKOIbKY OHHU
MPEICTaBISIOT co00ii uppoByto mapy. Tak uro 35 - 3T0, HECOMHEHHO, Tapa, a 53 - HeT,
Bellb B Ta0JHUIlE HET CTPOKM ¢ HOMepoMm 5. IlepexBar Takoro cooOIICHUS TPETbeu
CTOPOHOM JIaCT €M BCEro JIUIIb Pl HUGP, TOTOMY UTO KPUIITOAHAIIUTUK ITPOTUBHUKA HE
UMEET HM MaJICHIIero MnpecTaBlICHUs, Kakue MUQPbl OJMHOYHBIE, a KaKHue BXOJAIT B
COCTaB T1ap.

OMmodonnyeckne mudpol

Hpyroe HampaBieHHE MOBBIIIECHUS CTOMKOCTH HMIU(POB 3aMEHBI COCTOUT B TOM,
9TOOBI Ka)KI0€ MHOKECTBO Mnppoobdo3HaueHuii Mi 111 OTAEIBHOIO I-T0  CHMMBOJIA
MCXOJIHOTO al(aBuTa coziepkayio 0osiee ogHOro aneMenTa. [lpu ucnosib3oBaHUM TaKOro
mudpa ogHY M Ty K€ OYKBY (€CauM OHa BCTPEYaeTCs HECKOJBKO pa3 B COOOIIECHHH)
3aMEHSIOT Ha pa3Hble mudpo3aMensl 3 Mi. DTO MO3BOJISAET CKPBITh UCTUHHYIO YaCTOTY
BCTPEUAEMOCTH OYKB OTKPBITOTO COOOIIEHUSI.

Cucrema omogonos. B 1401 r. Cumeone ne Kpema ctan ucnonb3oBath TaOJIUIIbI
OMO(OHOB JUISI COKPBITHS YaCTOTHI MOSIBJICHUS TJIACHBIX OYKB B TEKCTE MPHU MOMOIIH
Oonee yem oaHoM mudppo3amensl. Takue mudphl MO3Ke CTadM HA3bIBATHCS MIU(ppaMu
MHOTO03HAYHOH 3aMeHbI Wik oMoponamu. OHu nonyuminu pa3Buthe B XV Beke. B
kaure «Tpaktat o mmdpax» Jleona bartuctel AnbOepTH (UTATBIHCKUN YYEHBIH,
apXUTEKTOP, TEOPETUK UCKYCCTBa, cekpeTaph namnbl Kiumentus XII), onmy6nukoBaHHOM
B 1466 1., mpuBOAKUTCS ONMKCaHKe MH(ppa 3aMEHbI, B KOTOPOM KaXKJ10H OYKBE CTaBUTCS B
COOTBETCTBHE HECKOJIbKO SKBHBAJICHTOB, YMCJIO KOTOPHIX MPOMOPIIMOHAIBHO YACTOTE
BCTPEUAEMOCTU OYKBBI B OTKPBITOM TeKCTe. Tak, eciu OpueHTUPOBAThCS Ha Tabd.2, TO
yucio mudposzamen A 0ykBbl O nomkHO coctaBisaTh 110, nns Oyksel E — 85 u T.4.
[Tpu sTOM Kaxkas mudppo3aMeHa A0JKHA COCTOATh U3 3 Udp U X o0IlIee KOJIUIEeCTBO
paBHo 1000. Ha puc.12 npencraBieH ¢gparMeHT Taduuibl HMppo3aMeH.

Neo/mlA |b |IB [...[M |...|10 [...[P [...{d
1 311({128(175]|...|037|...|248]...|064|...|266
2 357(950(194|...(149|...|267]|...|189]...|333

16 495(990(199|...(349|...(303|...|374|...|749

20 519 427]...1760]...(306|...|469|...|845

32 637 S524|...|777|...|432]...|554




45 678 644 824|...721
47 776 828|...1954
80 901 886
110 903

Puc.14. ®parmenT Tabnuiibl mudppo3amMeH A CUCTEMbI OMO(DOHOB

[Ipn mmdpoBaHUM CHUMBOJ HUCXOJHOTO COOOIICHHS 3aMEHsSeTCs Ha JioOyio
mudpo3amMeny U3 cBoero crojbmna. Eciu cumBoi BCTpedaeTcss MOBTOPHO, TO, Kak
MPaBUJIO, HUCIOJB3YIOT pasHble Mmudpo3amensl. Hampumep, ncxomHoe cooOIeHUE
«ABPAMOBY nocie mudppoBaHus MOKET BITIAETh «357 990 374 678 037 828 175».

Kuunxnbiii mmgp. 3aMEeTHBIM BKJIQJIOM TPEYECKOr0o y4eHOro JHes TakTuka B
Kpuntorpaduio SBISETCS NPEMJIOKEHHBIH UM TaK Ha3bIBaeMbId KHUXKHBIN MmHdD,
OnUCaHHbIH B counHeHUU «OO0 000pOHE YKPEIUVIEHHBIX MECT». ODHEH MpeIoKuI
MPOKAJILIBATh Maj03aMETHBIC JBIPKU B KHUTE WJIM B JPYTrOM JIOKYMEHTE HaJl OyKBaMu
cekpeTHoro cooOmenusa. MutepecHo orMeruth, uto B IlepBoil MHpOBOI BoOIHE
TepPMAHCKHUE IIMHUOHBI UCIOJIb30BAIM aHATOTHYHBIA MHU(p, 3aMEHUB JBIPKU HAa TOYKH,
HAaHOCUMbIC CUMIATUYECKUMHU YEepHUJIAMU Ha OYKBBI ra3eTHoro Ttekcrta. OmnucaHHbIC
CIOCOOBI TIEpeaud CEKPETHBIX COOOIIEHUH (C TIOMOIIBI0O TOYEK) OTHOCATHCS
K cTeraHorpadMu4ecKuM METOJIaM COKPBITHSI HH()OPMAIIUH.

[Tocne IlepBoii MHpPOBOM BOWHBI KHIDKHBIN MUdp TpUOOpeN HHOW BHIL.
[udpo3amena s Kaxa0M OYKBBI onpeesisiach HA00poM (PP, KOTOPhIEe YKa3bIBAIH
Ha HOMEp CTPaHUIIbl, CTPOKHU U TTO3UIIMU B CTPOKE.
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Puc.15. [Ipumep ucnonab30Banms KHUKHOTO mudpa
(kaapsl U3 coOBETCKOro ceprasia « CeMHaIlaTh MTHOBEHU BECHBI»)



KomnuecTBO KHHUI, HW3JaHHBIX 3a BCHO HCTOPUIO YEJIOBEYECTBA, SIBISETCA
BEJIMUMHOW OTpaHWYEHHOM (MO KpailHed mepe, sSIBHO MeHblne, yeM 15!). Omgnako
OTCYTCTBUE TOJIHOW 3JEKTPOHHOM 0a3bl MO W3JaHUSAM JIeJae€T MPOLEAYPY BCKPBITHUS
muGporpaMm MOUYTH HE BHITIOTHUMOM.

BapuantHble mu@ppsbl. BapuantHbie muU@ps HAMTOMUHAIOT NOJIUOUAHCKUI
KBaApaT, HO JUISI KaXIOHW CTPOKM W CTOJOIA HCIOIB3YyeTCS 1O JBa OYKBEHHBIX
uneHtudukatopa. B kBaapar (MpsMOYroJibHHK) IHUdpo3aMeH BHa4ajie 3alrChIBACTCS
KIIFOUEBOE CJIOBO 0€3 MOBTOPSIOMIUXCS OYyKB, a 3aT€M JOTMOJIHSAETCS HE BOUICALIUMU B
Hero OykBaMU MO MOPSAKY clienoBaHusi B andaBure. Kaxmoil cTpoke W cTONOLY
KBajlpaTa CTaBUTCA B COOTBETCTBME MO JiBe€ OykBbl andaButa. bBykBel 115
UACHTU(UKAIIMKI CTPOK U CTOJIOIOB HE JIOJKHBI TOBTOPSATHCS.
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Puc.16. [Ipumep Tabnuupl mrdpo3aMeH BApUaHTHOTO MHU(pa C KIFOYEBBIM CIIOBOM

«JIAANHA»

KomMOunaium OyKB-UJAeHTU(HUKATOPOB CTPOKM W CTOJOIA MAaIOT MO BOCEMb
mudpo3amMeH Uil KaXaol  OykBbI ~ MCXOJHOTO  Tekcta.  Hampumep, s
6ykBbl JI Bo3MoxHbl mmdposamens:: ®U, H®, ®II, Id, bIU, Wb, bII u IbI. T
TabauIel mudpo3aMeH, TpuBeIecHHON Ha puc.16, ucxomnoe coodmenne «ABPAMOB»
MozKeT OBITh 3ammdposano kak «bI3 bIX OI] 3® I'P PII Al».

HommandasurHbie LMPpbI
B  nonuangaBUTHBIX MHU@pPax  HUCIOJIB3YEeTCS  HECKOIbKHUX  aji(aBUTOB
mudpo3ameH. Bpibop Bapuanta andaButra mmdpo3aMeH A 3amr@poBaHUs
OT/ICJIBHOTO CUMBOJIA UJIU OJIOKAa CUMBOJIOB 3aBUCHUT OT OCOOCHHOCTEH 1mmdpa.
JMuck AabbepTu. B «Tpakrare o mmdpax» Anb0epTu NpUBOJIUT NEPBOE TOUHOE
onrcanre MHoroaipaBuTHOTO Mmudpa Ha OCHOBE MHU(PPOBATHLHOTO TUCKA.



Crypto Museum

Puc.17. Penmuka nucka Anb0eptH, ucnonszyemoro Kondenepamueit Bo Bpemst
I'paxxnaHCKOM BOWHBI B AMEPUKE

OH cocTosuT W3 JIBYX JHCKOB — BHEIIHETO HEMOJBH)XHOTO M BHYTPEHHETO
MOJBWKHOTO JIMCKOB, Ha KOTOpble ObUIM HaHeceHbl OykBbl andasuta. IIporecc
mupoBaHUS 3aKJIIOYAIICS B HAXOXKJIEHUHU OYKBBI OTKPBITOTO TEKCTa HA BHEIIIHEM JUCKE
M 3aMeHe ee Ha OyKBy C BHYTPEHHEro JucKa, crosuryr nox Hel. Ilocie storo
BHYTPEHHUM JUCK CHBUTAICS Ha OJHY TMO3UIMI0 W IU(poBaHUWE BTOPOM OYKBBI
IPOU3BOIMIIOCH YK€ 10 HoBoMy mmbpandasuty. Kimrodom manHoro mmdpa sBIsIICS
MOPSAZIOK PACTIONOKEHUS OYKB Ha JUCKAX M HAYAJIbHOE TOJIOKEHHE BHYTPEHHETO JIMCKa
OTHOCHUTEIBHO BHEILIHETO.

Ta6auna Tpucemyca. Onaum u3 mUbpPoB, MPUIYMAHHBIX HEMEUIKUM ab0aTom
TpucemycoMm, cran mHoroandaBUTHBIN IMUGP, OCHOBAHHBIA HA TaK HA3bIBAEMOM
«rabmune Tpucemyca» - Tabiuiie €O CTOPOHOM paBHOW N, T/A€ N — KOJIMYECTBO
CHUMBOJIOB B ajipaBute. B mepBoil cTpoke MaTpUIlbl 3aUCHIBAIOTCS OYKBBI B MOPSIKE UX
OouepeHOCTH B aidaBuTe, BO BTOPOM — Ta K€ MOCIEAOBATEIBHOCTh OYKB, HO C
UKJIMYECKUM CIABUTOM Ha OJIHY MO3UIIMIO BJIEBO, B TPEThEH — C IIUKINYECKUM CIIBUTOM
Ha JIBE MMO3UIMHU BJIEBO U T.]I.
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Puc.18. Tabmuma Tpucemyca

[lepBass cTpoka sBISIETCS OJHOBPEMEHHO W an(aBUTOM JUisi OYKB OTKPBITOTO
tekcta. [lepBas OykBa TekcTa mudpyercs 1o nepBoi CTpoke, BTopas OykBa MO BTOPOH

[

(V)

H TakK gaJice. [Tocne ncnoap3oBaHMS IIOCJICAHC

N CTPOKH BHOBb BO3BpaIlarOTCA K IICPBOU.

Tak coobmenune «ABPAMOB» npuo6perer Bun «ABTI'PY3y.



Cucrema mmdpoanuss Buxxenepa. B 1586 r. dpanuysckuit guniomat bries
Bwxenep npeacrasun nepen komuccuen ['enpuxa I onrcanne npocToro, HO JOBOJIBHO
CTOiKOro mmdpa, B OCHOBE KOTOPOro JIeKHT Tabiuia Tpucemyca.

[lepen mmdpoBaHueM BBIOMpAETCS KIIOY W3 CHMBOJOB aindasuta. Cama
mporeaypa mudpoBaHus 3akitodaeTcs B cienyromieM. [1o i-oMy CHMBOIIy OTKPBITOTO
COOOIICHNS B TIEPBOM CTPOKE OMPEAEIseTCsS CTOJOEI, a MO 1-OMy CHMBOJY KJIIOYa B
KpallHeM JIeBOM CToj0me — cTtpoka. Ha mepecedeHum cTpokM W crojbma Oyner
HAXOJUTHCSA 1-bI CUMBOJI, TOMENIaeMblid B mudporpammy. Eciiu 1uHa Killoua MEHbIIIE
COOOIIeHHUs, TO OH MCIOJb3yeTcsd MOBTOpPHO. Hampumep, HcXonHOE COOOIICHHE
«ABPAMOBY, kimiou — « IAAUHA», mudporpamma — « JAGUHOE.

CrpaBelTMBOCTH paJid, CIEAyeT OTMETUTh, YTO aBTOPCTBO JAHHOro Imudpa
NPUHAICKUT UTaIbiaHIly J>xoBanHu batucra bennazo, koTopblid onucan ero B 1553 r.
Ucrtopust «mpourHopvpoBaia BaKHbIM (akT W Ha3Bajna mmdp uMeHeMm Brokenepa,
HECMOTpPSL Ha TO, YTO OH HUYETO HE CAEeNal IS €r0 CO3JaHus». beinaszo mpemaioxul
Ha3bIBaTh CEKPETHOE CIIOBO WM (pazy mapoJem (uT. password; ¢p. parole - cI0BO).

B 1863 r. ®puapux Kacucku ony0arMKoBall airOPUTM aTaku Ha 3TOT MUQP, XOTA
M3BECTHBI CIyYau €ro B3JIoMa Mu(pa HEKOTOPHIMU OIBITHBIMU KPUNTOAHAIUTUKAMH U
panee. B uactHoctn, B 1854 r. mmdp ObUT B3JIOMaH H300peTaTeNeM IIEPBOU
AQHAJIMTUYECKOW BBIYMCIUTENBHON MaimuHbl Yapas3oMm ba00umkeMm, XOoTs 3TOT (akt
CTajd U3BECTeH ToJbko B XX B., KOrja rpynmna y4eHbIX pa3Oupalia BBIUUCICHUS U
nuyHble 3aMeTku ba00umka. HecmoTps Ha 310 mmdp BukeHepa mmen pemyTaiuio
UCKIIFOYUTEIBHO CTOMKOTO K «PYYHOMY» B3JIOMY €HI€ J0JIro€ Bpems. Tak, W3BECTHBIN
nucarenb 1 MaremaTuk Yapnws3 JlrorBumk Jlomkcon (JIptorc Kappo) B cBoeli ctaTbe
«AndaBuTHbIN MHGP», OMYOJIUKOBAHHOW B AETCKOM XypHaie B 1868 r., Ha3Ban mudp
Bwxkenepa HeB3nmambiBaembiM. B 1917 r. nHayuHo-momymsipHbId KypHan «Scientific
Americany» Takxxe 0To3Bajcs o mudpe BrkeHnepa, kak 0 HEMOIAIOMEMCS B3JIOMY.

Poropubie mammubl. Unen AnbOeptu u  bennazo uWcnonap30Baiuch MpH
CO3[JaHUM DJIEKTPOMEXAHWYECKUX POTOPHBIX MAIMH MEPBOM IMOJOBUHBI XX BEKa.
Hekoropeie M3 HUX KCHOJB30BAIMCh B Pa3HBIX CTpaHax BIIIOTH A0 1980-x romos. B
OOJIBIIIMHCTBE M3 HUX HCIOJb30BAJIUCh POTOPHI (MEXaHUYECKHE KoJieca), B3aUMHOE
PaCIIOJIOKEHUE KOTOPHIX OMPEEIsio TeKyui andaBuT mudppo3aMeH, UCIOIb3YEeMbIi
JUISl BBITIOJIHEHMS MOJICTaHOBKU. Hanbosee U3BECTHON M3 POTOPHBIX MAIIUH SIBISETCS
HEMeEI[Kasi MallliHa BpeMeH BTopoil MUpPOBOI BOMHBI « DHUTMay.
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Puc.19. Daurma

BbIXO/IHbIE MITBIPK OJHOTO pPOTOpPAa COEAUHEHBI C BXOJHBIMH IITBHIPSAMU
CJIEIYIOIIEr0 pOTOPa U MPU HAKaTUU CUMBOJIA HUCXOJHOTO COOOLICHMS HA KJIABHATYpE
3aMBIKaJIM IEKTPUUECKYIO LI€Tb, B PE3YJIBTATE YErO 3aropajlach JaMIIOUKa C CUMBOJIOM
mrppo3aMeHbI.

a) 4eThIpe MOCJIEA0BATEIBHO 0) WITBIPU pOTOpa
COEAMHEHHBIX POTOpa
Puc.20. PoTtopHast cucteMa DHUTMBI



[[ndpyromee nelcTBue «IHUTMBDY TOKA3aHO IS JIBYX IIOCJIEIOBAaTEIbHO
Ha)KATBIX KJIABHUII - TOK TEUET Yepe3 POTOPHI, «OTpakaeTcs» OT pedieKTopa, 3aTeM
CHOBa 4epe3 pOTOPHI.

Neewlit  CpegHuii Mpasbiil
poTop  poTop  poTop

<]

PednekTop

I e \\

@
o
-®
Mpaekiii poTop

/i_ <] COABMHYNCA
Ha ogHy

NO3NULHHD

—

Puc.21. Cxema mmudpoBanus

[Ipumeuanne. CepbIMH JTUHUSAMH MOKA3aHbl APYTU€ BO3MOXKHBIE JIEKTPUUYECKHE
nenu  BHYTpU  Kaxjaoro  poropa. byksa A mudpyercs  mo-pazHOMy — mpu
MOCIIEZI0BATEIBHBIX HAXATHIX OJHOW KiaBuIM, cHavana B G, 3atem B C. Curnan uzaer
o JIpyroMy MapuipyTy 3a cu€T MIOBOpOTa OJHOTO M3 POTOPOB TOCIE HaXKaTHS
npeabIayeid OyKBbl HCXOAHOTO COOOIIEHUS.

IIngpsr Tenn. ['1aBHbIMU pa3BiIeUEHUAME U1 aMEPUKAHIEB TPUALATHIX TOI0B
XX Beka ObuM OyJabBapHOE UYTHMBO W paauo. [ packpyTKM CBOMX KHIKEK
n3narenscTBO Street & Smith npocnoncupoBano paguonepenady, BEAyIIUM B KOTOPOH
ob11 Tenb (anrn. Shadow), 3aragouyHbIi paccKa3uyrK CO 3JOBEIIMM TOJI0COM, KOTOPHIN B
Hayaje KaXXIoro BbINyCcKa 3asBisll: «KTo 3Haer, 4to 3a 310 mpsAdYercs B cepAulax
moneit? Tenb 3Haet!». Ycnex paguonepenaadyu NOATOJIKHYJ U3AATEIBCTBO K PEUICHUIO
Ha4yaTh BBIMYCKAaTh CEPUI0 KHUT, B KOTOPOH TriaBHBIM repoeMm Obul Obl Tenb. CBom
yeayru npemioxkmn Yonrep ['mOcoH, OombInoil roouTens (GOKYCOB U TOJIOBOJIOMOK.
ITon ncesnonnmoM MakcBenn ['paHT OH NMPUHSIICA MUCAaTh POMAaH 3a POMAaHOM, Ja C
TaKOW CKOPOCTBIO, YTO 3a CBOIO HU3Hb Hamucan nodth 300 KHUKEK O rpo3e TeX, KTO
HEUUCT noMbIiciaMu. B HoBeiuie «llemoyka cMepTu» cymeprepor BOCIOIb30BAJICA TaK
Ha3bIBAEMbIM KOJOM HAIlpaBJEHUsS, XOTSA Ha CaMOM JeJie OH JIEWCTBYET CKOpee Kak
mudp, 4eM Kak KoJ.
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Puc.22. Tabmmia mmmdpo3aMeH U yIpaBIISIONINX CHUMBOJIOB

Yrpasisionige CUMBOJIBI B MIOCTEAHEN CTPOKE TAOIHIIBI CIIYKAT JJIsI H3MEHCHUS
koja 3amudpoBanus/aemudpoBanus (Beibopa mudpandaBura). JIMHUM BHYTpH
YIOPaBISIONIETO CHUMBOJIAa YKa3bIBAlOT ajpecary, Kak JepKaTh JHUCT Oymaru i
nemu(ppoBaHus O4epeIHOTO cuMBoJia mm@porpaMmmbl. CuMBOaI 1 03HaYaeT, 4ToO JUCT
HAJ0 Jep’KaTh Kak OOBIYHO: BEpX M HU3 PACIOJIOKEHBI Ha CBOMX MmecTax. CumBoi 2
TpeOyeT s aemudpoBaHus OYEpEeTHOTO CHMBOJIA MOBOpOoTa Jmcta Ha 90° Bmpaso.
VYrpaBisioiye CUMBOJIBI MOTYT MOSIBJIATBCS TIEpe JTI000M CTPOUYKOM TEKCTa, a TakKe B
ee cepeInHe.

W3 HWKEenpuBEACHHOTO MPHMEpPa MOKHO Y3HATh HACTOSIIHE UMS W (HaMUITUIO
CyTeprepos.
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Puc.23. Hacrosiue ums u pamunus Teru

CornacHO MepBOMY YIIPaBISIONMIEMY CHUMBOJY, JIUCT CIEAYET NepKaTh OOBIYHBIM
oOpa3oM, HE TIOBOpayWBas, W MOCJE 3aMeHbl OykBbl 00pazyroT «Lamont Cranstony
(JTamonT KpancToH).

Bomnpoce! 11t caMOKOHTPOJIA

CouuanbHble MPUYMHBI KHOEPIIPECTYTICHUN.
DKOHOMHUYECKHE MPUUUHBI KHOEPIIPECTYIICHUH.
[IpaBOBbIE NPUYMHBI KHOEPIPECTYIUICHHUM.
[Tpobsiembl kKHOEPOE30MTACHOCTH.

W



INPAKTUYECKOE 3AHATHE Ne3

KomOunupoBanubie mngpsi

Heab: n3yunTh c1iocoObl MUPPOBAHKS TAHHBIX PA3IMYHBIMU KOMOMHALUSMU.
Xoa pa0doThI:

Heo0xoaumMo 03HaKOMUTBCS C TEOPETUYECKOW YacThlo W 3aludpoBaTh CBOIO
damunuio u ums ¢ nomoibio muppa ADFGVX.

[Ipyn BbIIOJIHEHUM 3aJaHUs HEOOXOJIMMO TMPUBECTH MCXOAHOE COOOIIEeHUE
(bammmro U uMs), Tabauily mU@pPO3aMeH, KIHYEBOE CIOBO, IEPECTaHOBOYHYIO
Ta0IUIly U 3ali(ppoBaHHOE COOOIIECHHE.

HIudpst ADFGX u ADFGVX

KomOunupoBannbie (cocTaBHbIe) IUQPHI NPEANOTATAIOT UCIIOIb30BAHUE IS
mupoBaHUs COOOILIEHUSI Cpa3y HECKOJIBbKUX METOJOB (HalpuMep, cHavajla 3aMeHa
CHUMBOJIOB, a 3aT€M HX MIEPECTAHOBKA).

JIBa cambIX U3BECTHBIX MOJIEBBIX mU(pa B ucropuu kpunrorpapuu - ADFGX u
ADFGVX. llludpp ADFGX BnepBbie ObUT UCIIOIB30BaH BO BpeMs PEIIAIONIMX TAloB
[TepBoii MHpOBOM BOWHBI, KOrga B mapre 1918 r. kail3epOBCKHE TE€HEpasabl Hayaiu
kpynHoe HactyrieHue. [ludpp ADFG(V)X 6bu1 pazpaboTan mojikoBHUKOM Dpuiiem
Hebenem, oduiiepom cBsi3M, CIyXKUBIIUM B ITabe repManckod apmmu. O6a mudpa
IpeanoiaraloT BHaYajle MPUMEHEHHE K OyKBaM MCXOJHOTO COOOIICHMS 3aMEHY, MOCIie
Yero JJI MOTY4YEHUs: OKOHYATEIbHON MIM(PPOrpaMMbl BBITIOJIHIETCS] IEPECTAHOBKA.

Tabmuna mudpposzamen ADFGX mnpencrapnser coboir mMarpuiy 5 x 5, a mus
ADFGVX — 6 x 6. Crpoku u crTosOibl o0o3Ha4yaroTcs OyKBamH, BXOISIIMMH B
HazBanue wmudppa. I[lpumep Tabmuupl mudpozamen g mmppa ADFGVX
MIPUMEHUTENIBHO K PyCCKOMY ali(haBUTY MOKA3aH HA CIEAYIOIIEM PUCYHKE.

A|D|F|G|V|X
A N|Y|K|B
D|B|T|E|®XK|3
FIN|A[J|M|O|II
G| P|II|T|A|E|X
V|I[|H || C|B |bI
X|b|D|O|-]-]-

Puc.1. Ilpumep Tabmuub! mmdposzamen ais mudppa ADFGVX

[udpozamena mais OyKBbBI UCXOIHOTO TEKCTa COCTOUT U3 OyKB, 0003HAYAIOITUX
CTPOKY U CTOJIOEIl, Ha TMepeceYeHUH KOTOPhIX OHa HaxoauTcs (cM. mudp
«Ilonubuanckuii kBaapary). Hampumep, st coobmennss «ABPAMOB» nHabop
mmdpozamen oyaer «FD AX GA FD FG FV DAy.

Ha BTOpoM »3Tame myis BBINOJHEHUS IIEPECTAHOBKHM TIOJYYCHHBIH Ha0Op
muU¢pPo3aMeH BIUCHIBACTCS TTOCTPOYHO CBEPXY-BHU3 B TAOJHILY, KOJMYECTBO CTOJIOIIOB
B KoTopou ctporo ompeaeneHo (ADFGX) umu cOOTBETCTBYET KOJIMYECTBY OYKB B




kioueBoM cioBe (ADFGVX). Hymeparust ¢roin60oB 100 OroBapuBaeTcsi CTOPOHAMHU
(ADFGX) m100 COOTBETCTBYET MOJIOKCHHIO OyKB KIIFOUEBOTO CJIOBAa B ali(paBUTE, KaK
B mmdpe BepTukanpHOW nepectaHoBkH (ADFGVX). Hampumep, 118 ITOIy4E€HHOTO
BBIIIICc HaOopa mmMdpo3aMeH IEepPEeCTAaHOBOYHAS TaOMWIla C KIFOYEBBIM CJIIOBOM
«IAMHA» noka3aHa Ha CIEQYyIOIIEM PUCYHKE.

nla|am|a
2163
FID|A
FID|F

DA
Puc.2. TlepecranoBounas Tabnuna mudppa ADFGVX ¢ kioueBsiM crioBoM «IATNHA»

A
4151
X|G|A
G|F|V

Ha tperbem 3Tame OYKBBI BBIITHUCHIBAIOTCS W3 CTOJIOIIOB B COOTBETCTBUHU C HUX
HyMepalue, TpU OSTOM CUUTHIBAHUE TMPOUCXOJUT MO CcTosdOlnaM, a OyKBbI
OOBEUHAIOTCS B NATUOYKBEHHbIE Tpynmbl. TakuMm o00pa3oM, OKOHYATEJIbHAs
mudporpamma Juisi paccmatpuBaemoro npumepa oyner Beirsiaeth «AVFFD AFXGG
FDDAY.

OCHOBBI 0JI0YHOTO0 KOMOMHUPOBAHHOTO MK POBAHUSA

Cpenn KOMOUHHPOBAHHBIX METOJIOB mudpoBaHus HauOoJsee
pacrpocTpaHEHHBIMHU SIBJISTFOTCS METOJIBI OJIOYHOTO mudpoBanus. bJI04YHoe
mudpoBaHue npeAmnogaracT pa3oMEHNUE HCXOJHOTO OTKPBITOTO TEKCTa Ha paBHBIC
0JIOKH, K KOTOPBIM TIPUMEHSETCS OAHOTHUITHAS Tpolleaypa mudpoBanus. B HacTosmee
BpeMsi OJIOUHBIC MHUQPHI MUPOKO UCTIONB3YIOTCA Ha MpakTuke. Poccuiickuii u ObIBIINI
amepukaHckuil crannapThl mudpoanus (DES) oTHocATcS MMEHHO K 3TOMY Kiaccy
mudpoB. B ocHoBe mmdpoB nexaT Tak Ha3biBaeMble «ceTH Peiictens». B 1971 r.
Xopcr @eiictens (Horst Feistel) 3amateHToBasi n1Ba yCTpOWCTBA C Pa3IUYHBIMU
anropuTMaMu mudpoBaHUs, Ha3BaHHBIC 3aTeM oOnuM uMmeHeM «JIromdep» (Lucifer).
OnHO W3 YCTPOWCTB UCIOJIB30BAJIO KOHCTPYKIIMIO, BIOCJIEICTBUM HA3BAaHHYIO «CETHIO
Oeticrenss» («Feistel cipher», «Feistel network»). Pabora Ham co3gaHueM HOBBIX
KpuntocucteM Benach uM B cTeHax IBM Bmecte c¢ Jlonom Kommepcmurom (Don
Coppersmith). IIpoekt «Jlromudep» ObUT CckOpee HSKCHEPUMEHTAIbHBIM, HO CTall
O0asucom mus amroputMa Data Encryption Standard (DES). B 1977 r. DES cran
crangaptom B CIIIA na mudpoBanue gaHHbIX BIOTh A0 2001 r. U 10 mocieaHero
BPEMEHU IIMPOKO MUCIOJIB30BANICS B KPUNITOTPahUISCKUX CUCTEMAX.

Cetp DeiicTens COCTOUT U3 HECKOJIBKUX TYeeK.



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema7#p73

Hi Li

ki

3

L
(i} F(L. Ko

His1 Li=1

Puc.3. Slueiika Dericrens

Ha ompenenennom paynae mudpoBanus mudpyemsiii 0J10k pa3OuBaeTcs Ha JIBE
paBHble MoJIOBUHKU - Hj (Bbictuit, high) u Lj (au3kuii, low). K mpaBoii momoBuHKe
PUMEHSETCS byHKIUS mmppoBanus f ¢ UCIIOJIb30BaHUEM KJIFOUEBOTO
aneMeHTa Ki (WacTi  KJtoya WM MOJUGHUKAIMM 4acTh Kiroda). Ilociae  3toro
BBIIIOJTHSIETCS  CJIOKEHHE 10 MOAYJI0 JBa JIEBOM TMOJOBUHKA M pe3yJibTara
MOAU(UKALIUA TIpaBOMl TMOJOBUHKUA. B pesynbrare mmppyemMbiM OJOKOM  JUIs
CJIEIYIOIIEro payH/ia 0yieT 00beIuHEHNE TTOJIOBUHOK, MTOJIYYEHHBIX TI0 (popMysiam

Hix = L, (1)
Li+1 = Hi @ f(Li, k). (2)

B oOmem Buzae, 1eHTpanbHas 4acTh OJIOYHBIX IMIM(POB, OCHOBAHHBIX Ha CETAX
®delicTens, BRIMISIUT CISAYIOIUM 00pa3oMm.
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| Hn+1 Ln+1 | | Hn+'| Ln+1 |
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3ammdpoBanue PacuiudpoBanue
Puc.4. Cerp @eiicTens



Kak BumHo, mnponeaypsl 3ammdpoBaHUsS U paciIUPpOBaHUS TOJTHOCTHIO
UJCHTHYHBI, 32 MCKIIOYCHUEM TOPSIKA MCIOIh30BaHUS KIIOUYEBBIX dyteMeHToB Ki. [Ipu
3ToM (DyHKIUSA mudpoBanus f MoKeT OBITH CKOJIb YTOAHO CIIOKHOW M HE 00s3aTEIIBHO
obpatumoit. OOpaTUMOCTh TapaHTUPYET caMa KOHCTPYKITUS CETH.

[IudpoBanre mpu MOMOIIM JAHHOW KOHCTPYKIIMU JIETKO peaTu3yeTcs KaK Ha
MpOrpaMMHOM YPOBHE, TaK W Ha amnmapaTHOM, 4YTO OOeCIeYMBaeT IIMPOKUE
BO3MOXKHOCTH TpuMeHeHus. Ha ocHoBe cereri Deiictens pa3paboTaHo OO0JbIIOE
KosmuecTBO mudpos, cpean kotopbix: DES, TOCT 28147-89, Blowfish, CAST, FEAL,
IDEA, Khufu, Twofish u MHOTHE npyTHE.

DES
DES (Data Encryption Standard, cranmapt wmudpoBaHus JaHHBIX) -
denepanbubiii cranaapt mmdposanust CIIA B 1977-2001 rr. a5 MCNOJAbL30BAHUS BO
BCeX HeCEKPeTHBIX NpaBUTEJbLCTBeHHbIX KkaHanax cBs3u (FIPS PUB 46 «Data
Encryption Standard»). HecmoTpss Ha TO, 4TO B HACTOSAIIMK MOMEHT (eaepaTbHbIM
craumaproMm mupposanuss CIIA seiusercs Rijndael (AES), paccmorpenne DES
MIO3BOJISIET TTOHATH OCHOBHBIE TPUHIIUIIBI OJIOYHOTO MIU(PPOBAHUSI.

B aJropuTMe, JIeJKaIlEM B OCHOBE DES, HCIIOJIB3YIOTCSA
METO/IbI 3aMEHbI, IEPECTAHOBKYA U TAMMUPOBAHUS (CII0XKEHUE TTO MOIYJIIO 2).

OTkpbITOE CcoOOIlleHHE pa3duBaeTcss Ha Oyioku mmHOM 64 Outa. Ecnium nmvHa
cooOmieHus He KpaTHa 64, OHO JOMOJHSETCS ClpaBa HEAOCTAIOIIMM KOJUYECTBOM
OUTOB.

Jlanubie mudpyroTcs KI0YoM JuMHOW 56 O6utoB. Ha camoMm jene Kiou UMeeT
pasmep 64 Outa, 0IHAKO peaabHO /IS BHIPAOOTKH KITIOUYEBBIX DJIEMEHTOB HCIIOJIb3YIOTCS
TONBKO 56 n3 HuX. Camble MaaIIMe OUTHI Kakaoro Oaita kiroya (8-oi, 16-bIH, ..., 64-
BIif) HE TOMANAIOT B KJIIOYEBBIE AJIEMEHTHI M CIYXKaT UCKIIOYUTENBHO JIJIsi KOHTPOJIS
yeTHOCTU. TpeOyercsa, 4YToObl CcymMma OWUTOB Kaxjaoro OailTa KIro4a, BKJIIOUas
KOHTPOJIbHBIH, OblJIa YeTHOM (YCTHBIA MapUTETHBINA OWT).

Jlnst perieHrs pa3HOOOpa3HbIX KpUNTOrpaduuecKux 3aaad, pa3padoTaHbl YeTbIpe
pabdouux pexuma, peanusyromux DES:

- niiektponHasa xonosast kHura ECB (Electronic Code Book);

- cuemrenune 0s0koB nrdpa CBC (Cipher Block Chaining);

- obpatHas cBa3b no mudprexcry CFB (Cipher Feed Back);

- oOparHas cBs3b 1o Beixony OFB (Output Feed Back).

Pe:xxum ECB (3s1ekTpoHHas kopoBasi kHura - Electronic Code Book).

OTtkpeITOe cooOIIeHHe pa30uBarOT Ha 64-OuToBbIe OJOKW. Kaxkaepli u3 HHUX
mMUGPYIOT HE3aBUCUMO C UCITOJIH30BAHUEM OJIHOTO U TOTO )K€ KJTFo4a Mu(poBaHHUS.

Oo6mas cxema mudpoBaHus 6J10ka U300pakeHa Ha PUC.S.
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Puc.5. Cxema mmdpoBanus 0j0ka

1. IudpoBanue 64-O6MTOBOrO OJOKA JAHHBIX | HAUMHASTCS C HAYAIBHOM
nepectaHoBku 6uToB IP.



Ta6muma 1. Hauanbnas nepectanoBka [P
58(50(42|34|26|18|10|2

60(52|44/36|28|20{12
62(54|46(38(30(22|14
64(56(48(40(32|24|16
57(49|41(33|25|17| 9
59(51|43|35(27|19|11
61(53|45(37|29|21|13
63(55(47(39(31|23|15

N[O wWw|—k,r |00 | D>

B Ttabnune ykas3piBaeTcsi HOBOE IOJIOKEHHWE COOTBETCTBYIoIero Outa. Takum
o0pa3oM, IIpH BBHIMOJIHEHUU HAYaJIbHOW MepecTaHOBKU S8-b1it OUT cTaHeT 1-biM, 50-bIit —
2-bIM, 42-01i — 3-UM H T.1I.

2. Pesynbrat nepectanoBku T* paznensercs Ha nBe 32-6utoBbie yactu Hiu Ly, C
KOTOPBIMU BBITIOJIHSAIOTCS 16 payHA0B npeoOpa3oBaHusl.

3. B kaxmom paynje i ctapmasi mosioBuHa Hi 610ka MoauduIupyeTcss myTem
noOUTOBOTO TpHOABICHUS K HEell Mo Moayiro 2 (D) pe3yabpTaTta BhIUMCICHUS (QYyHKIIUU
muppoBanus f, 3aBucsmedt ot wmimammedr monoBuHBI Onoka Liu  48-OuToBOTO
iroueBoro  snemeHTa Ki.  KimoueBoit  anmemeHT Ki BeIpaOaThiBacTcss W3 KIIIOYA
mudpoBanus. Mexay payHIamMu cTapiias U MJajiias IMOJIOBUHBI OJIOKA MEHSIIOTCS
MecTamMH. B mocienHeM payHzae HMPOUCXOAMUT TO K€ camMoe, 3a UCKIIIOUEHHEM OOMEHa
3HAQYEHUSIMU TTOJIOBUHOK OJIOKA.

4. TlomyGmoku Hiz u Li7 o0ObenuHSIOTCS B TONHBIH Onok T**, B KOoTOpOoMm
BEINOJIHAETCS KOHEUHas OUTOBas mepecrtanoBka |P1, obparHas HauanbHOI.

Tabmuna 2. Koneunas nepectanoska [P

40(8]48|16|56|24|64|32
39(7|47|15|55|23|63(31
38(6|46|14|54|22|62|30
37|5(45|13|53|21|61|29
36(4(44/12|52(20(60|28
35(3(43|11|51{19|59|27
34|2(42|10|50{18|58|26
33(1{41| 9 |49|17|57|25

PesynbraT mocnegHeil omepalud U SBISETCA BBIXOJHBIM 3HAUYEHHEM LIMKIIA
mudpoBanus — 3amm@poanHbM 610koM C.

Bce nepecranosku B Tabmunax IP u IP™ nomoGpansl pa3paGoTunkamMu Takum
o0pa3zoM, 4TOOBl MaKCHUMaJbHO 3aTPYAHUTH Mpolecc pacmppoBKU MyTEM moadopa
KJIH04a.



Cxema ¢ynkiuu mmdposanus f mpuseneHa Ha puc.6.

L, 32 k; 48

X {48
D
H [ 48

L’ % 32

Puc.6. Cxema ¢pyHkiuu mmdppoBaHus

1. Ha Bxonm moctymaer 32-OutoBas mojoBuHa Immmdpyemoro Oioka Liu 48-
OMTOBBIN KITFOUEBOM d51eMeHT Ki.

2. Lipa3buBaercs Ha 8 Terpan mo 4 Outa. Kaxkmas terpaga mo HUKIMYECKOMY
3aKOHY JIOTIOJIHAETCA KpallHUMU OUTaMU U3 COCEIHUX TeTpaj A0 6-OMTHOro cioBa
(pynkuusa pacumpenus E). LuknuyHocTs 03HauvaeT, 4To nepBblil Out L nobGaBnsercs
MOCJIETHUM B TOCJEIHEE CJIOBO, a mociaeaHuil Out L mobaBisieTcs mepBbIM B MEPBOE
cioBo. Jlamee BbeImonHseTCs O0ObeauHeHUWE TeTpany B 48-OutHbld  Oyok X.
Hampumep, Li=011101101... ... 0 11012, torna X =101110 101101 ... 011010,.

3. X moduToBo cymmupyercs o Moy 2 (D) ¢ kiroueBsiM dnieMeHToM Ki.

4. 48-6utoBblii 010K maHHbIX H paznensiercss Ha BoceMb 6-OMTOBBIX 3JIEMEHTOB,
0003Hauennsix hi, hy, ..., hs.

5. Kaxnoe u3 3HaueHwit hj mpeoOpasyercss B HOBoe 4-OMTOBOE 3HaueHue tjc
MOMOILBIO COOTBETCTBYIOLIETO y37a 3aMEHBI S;j.

Tabnuna 3. 3naueHus tj

VY3en Howmep cronbia
Howmep cTpoku
3aMCHBI 0(1(2]3 5|6(7(8(9(10(11|12|13|14|15
0 1414 113| 1|2 |15/|11| 8 | 3 (10| 6 (12| 5 0
S 1 0|15/7 (4 (14| 2 (13|1 (10| 6 |12|11| 9 3
' 2 411(14/8|13|6|2|11(15{12|/9| 7|3 |10|5
3 15(12/8124|9|1|7|5|11|3|14|10/0 |6 |13
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Ecmu ma  Bxopg Sjmocrymaer  6mok hj=bibobsbsbsbe, 10  aBYXOmTOBOE
urciio bibes ykassiBaeT HOMEp CTPOKH MaTpHIibl, a 4eThIpEXOUTOBOE umcio bobzbsbs -
HOMEp CTOJ0Ia B TabiuIle y3/10B 3aMEH. B pesynbraTe mpuMeHEHUs y3ia 3aMeHbI Sj K
omoky hj moayuaetcst uuciio (ot 0 mo 15), koropoe npeodpasyercs B tj. Hampumep, B
y3en 3aMmeHbl S; noctynaeT hz=101011,. Torma, Homep ctpoku paBeH 310 (D10s=115),
HOMEDP CTOJ'I6LIa — 510 (b2b3b4b5=01012), t3=910 (10012)



6. IlomydyeHHble BOCeMb 3JeMEHTOB {j BHOBb 00BEIUHSAIOTCS B 32-OMTOBBIM
omox H’.
7. B H’ BemomnHsercs nepectaHoBka OuToB P.
Tabnuna 4. [lepecranoBka P

16| 7 |20(21|29|12|28|17
15|23|26| 5 |18|31|10
2181(24({14/32|127|3 |9
19|13|30| 6 |22|11| 4 |25

PesynbraT mocnegHed omepanuy W SIBISETCS BBIXOJAHBIM 3HAYC€HUEM (YHKIIUA
mudpoBanus L.

KitoueBbie 271eMEHTHI BBIPA0ATHIBAIOTCS M3 KJII0Ya ¢ UCIOJB30BAaHUEM CIIBHTOB H
OUTOBBIX BBIOOPOK-TIEPECTAHOBOK. TakuMm 00pa3oM, KIIOYEBBIE 3JIEMEHTBI COCTOST
UCKITIOUUTEILHO W3 OWTOB HCXOJHOTO KIIOYa, «IEPETaCOBAHHBIX» B Pa3IMYHOM
nopsike. Cxema BIpaOOTKHU KITIOYEBBIX 2JIEMEHTOB MTOKA3aHA Ha CJIEAYIOIIEM PUCYHKE.

Kiﬁd
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Puc.7. Cxema BbIpabOOTKHU KIIFOUEBBIX 2JIEMEHTOB

1. BeipaboTka KIIIOYEBBIX JJIEMEHTOB M3 Kitoua K HaumHaeTcs CO BXOJTHOMU
BbIOOpKU-TIepecTaHOBKU OuTOB PC1, koTOpas otOupaer 56 u3z 64 OuTOB KitO4Ya H
pacrosaraet ux B ApyroM MOpsKe.



Ta6muna 5. [lepecranoska PCq
57149(41|33(25|17| 9

158(50(42|34|26|18
10| 2 |59|51|43|35|27
19|11| 3 |60|52|44|36
63|55|47(39|31|23|15
7 162|54|46|38|30|22
14| 6 |61(53|45|37(29
21(13| 5 |28|20|12| 4

2. Pesynbrart BeIOOpKU-TIEpecTaHOBKH K* pasnensercs Ha aBe 28-OMTOBBIC YaCTH:
crapmryro Hi u mmamamryro L.
3. 16 pa3 BBINIOJHIETCS MPOLIEAYPA.
3a. B 3aBuCcHMOCTH OT HOMEpa UTepalru 00€ YaCTH HHUKIUYECKHU CIIBUTAIOTCS Ha
1 wm 2 6uTa BIEBO.
Tabmmma 6. [{luknueckuii cIBUT

Howmep utepanuu|(1|2|3(4|5(6|7|8(9|10{11{12{13|14|15|16
Casur (out) |1(1|2|2(2|2|12]12|1|2 |2 |2|2|2|2|1

36. Ilocne cnBura 4yactu OOBEAMHAIOTCS M W3 HHUX C TIOMOIIBIO BBIOOPKH-
nepectaHoBku PC; otOupatorcsi 48 OuUTOB, KOTOpble U (POPMHUPYIOT OUEPEIHOM
KJIFOYEBOM JJIEMEHT.

Taomumna 7. [1lepecranoBka PC,

14117|11|24| 1|5
3128{15| 6 (21|10
23(19(12| 4 |26| 8
16| 7 {27|20|13| 2
41\52|31|37(47|55
30(40|51(45|33|48
44149139|56(34|53

46(42|50|36(29|32

Anroputmbel mmdpoBanuss u pacmmdposanuss DES-ECB B oOmem Buae
BBIPAKAIOTCS CIEIYIOUUMU CXeMaMu
C= DES(T) = IP(T) — H; @ f(Ll, kl), Ll — ... — Hgs @ f(LlG, k16), I—16 — [P
1(232*L17+H17), (8.3)
T= DESI(C) = |P(C) — H; @ f(Ll, k15), L — ... > Hgs @ f(LlG, kl), Lig— IP
1(232*L17+ H17). (84)




Kak BUIHO cxeMa aiaropuTma OCTaeTCs HEU3MEHHOM, MEHSETCS JIMIb MOPSIOK
WCIIOJIB30BAaHUs KJIIOYEBBIX dJIeMEHTOB. Takum oOpazoM, s pacmudpoBaHUS
HeoOxonumo «mporHate» DES ¢ TeM ke KIo4oM, HO UCIHOJb30BaTh KIIOUEBBIC
AJIEMEHTHI B 00OpAaTHOM TIOPSIJIKE.

Hcnosb30BaHue pa3iddHbIX METO0B IIM(PPOBAHUS

- 3ameHa - GpyHKIus pacmmpenus E, y3imb1 3ameHs! S;

- mepectaHoBka — nepecranosku IP, IP1, P, PCy1, PC,,  uepemosanue Liu Hi,
UKJINYECKUNA CIBUT;

- raMMHUpOBaHue — P.

N3-3a HEOONBIIOrO 4YHCIIa BO3MOXKHBIX KIIO4YeH (Bcero 256), mosiBisieTcs
BO3MOXKHOCTh HMX TIOJIHOTO Tiepebopa Ha OBICTPOACHCTBYIOMICH BBIYUCIUTEIBHON
TexHuKe 3a peanmbHOe Bpemsa. B 1998 r. Electronic Frontier Foundation mcmomb3ys
crenuanbHbeli KoMmbioTep DES-Cracker, ymamoce B3nmomate DES 3a 3 gusa. Ilo
HETIOATBEPIKIACHHBIM JaHHBIM, ATEHTCTBO HalmoHalbHO# Oe3omacHocTtu CIIIA yxe B
1996 r. morno BckpeiBath kiMtod DES 3a 3-15 MuH. ¢ moMOmpIO yCTpOWCTBA
croumocThio 50000 nosmapos.

Pe:kxum CBC (cuemnienue 6;0xoB mmdpa - Cipher Block Chaining).

CxeMbl aJIrOpUTMOB TPEACTABJICHBI Ha cieayromeM pucyHke. [lo kaxmoit u3
CTpeJoK nepenaercst 64 Oura nndopmaiuu.
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Puc.8. Cxemsl anroputmoB DES B pexxume cuierienus 6:10xoB mudpa (CBC)

1. UcxomHoe cooOmienne pazouBaercs Ha 64-0uToBbie O0Ku: T1, T2, ..., Th.



2. IlepBbiii 0yiok T1 CKIIambIBaeTCS MO MOAYJIO 2 ¢ 64-OMTOBBIM HadalbHBIM
BekTOopoM Co, KOTOpBI MeHsieTcss u aAepxkutcs B cekpere (Co - CHHXPONOCHLJIKA, TI0
CyTH, BTOPOU KJIIOY).

3. IlonyueHHas cymMma 3aTeM mudpyeTcs ¢ ucrnoiib3oBanruemM kimoda DES.

4. 64-6urtoBsrii mmdp C1 CKIAIBIBACTCS IO MOIYJIIO 2 CO BTOPBIM OJIOKOM TEKCTa,
pe3yabTaT mudpyeTcs 1 morydaeTcs BTopoit 64-6utosbiii mmdp Co, 1 T.1.

5. IIponemypa moBTOpsieTCS 10 TEX IMOp, MOKa He OyayT 0OpaboTaHbl Bce OJOKU
Tekcrta. Takum obOpasoM, s Bcex 1= 1..n (N- 4uciao OJIOKOB) pe3yibTar
mmppoBanus Ci onpeaensercs cienyrommm oopazom: Ci = DES(T; @ Cia).

Od4eBuaHO, YTO MOCTEAHNN 64-OUTOBBINA OJOK MHMGPTEKCTA ABIACTCS (yHKIIUCH
CEKpPETHOTO KJII0Ya, HAYaAJIbHOTO BEKTOpa M KaXJA0ro OWTa OTKPBITOTO TEKCTa
HE3aBUCUMO OT €ro JUIMHBL. OJTOT OJIOK THU(GPTEKCTa  HA3BIBAIOT KOAOM
ayrentupukamuun coodmenns (KAC). Kogx KAC mMoxeT OBITH JIETKO TNPOBEPEH
MoJy4yaTesieM, BIIAJICIONIMM CEKPETHBIM KJIIOUOM W HayajJbHbIM BEKTOPOM, IIyTEM
MMOBTOPEHUS MPOLETyPhl, BBIMOJHEHHON OTIpaBUTENIeM. JJIOCTOMHCTBO TAaHHOTO pekuMa
B TOM, YTO OH HE MO3BOJIAECT HAKAIUIMBATHCS olmMOKkaM npu nepeaade. biok Tj sBisercs
¢ynkuuerr tonbko Cii u Ci. Ilosromy ommbka mnpu mnepemaye MPUBEIET K IMOTEPE
TOJIBKO JIBYX OJIOKOB MCXOJIHOTO TEKCTa.

Pe:xxumbl CFB u OFB (oopatHasn cBsizh o mudprekcry - Cipher Feed Back;
odpaTHas cBsi3b 10 BbIxoay - Output Feed Back).

B anroputmax CFB u OFB ucnosb3yercst Takon e MOAX0/1, YTO U B aJITOPUTME
CBC, xorga pesynbTar mmdpoBanus (pacuudpoBanusi) 010ka Ha MPEABIIYIIEM IIare
HCToJIb3yeTcs s mudpoBKu (pacimu@poBku) odepeaHoro 0inoka. B atux pexumax
pasmep BXOJHOTro 0JI0Ka MOKET ObITh MEHbIIIE 64 OUT.

OTKpPbITEIA TEKCT

OTHPBITEIR TEKCT

T, kout T, kout
A
T Wi Wi
" npTeKcT uhpTekcT .
\K/ - Ci, k BuT Ci, kBut ’\]g
OFB v CFB CFB y OFB
> @ 9<
BexogHoi bnok BexogHoR Bnok
BblOpaHHEIe | 0TDpaKoBaHHLIE BblfpaHHble | 0TOpakoBaHHEIE
k ouT, Ri (64-K) but kBuT, Ri (64-k) BuT
ObpatHan ObpaTtHan
T CBA3b CBA3b T
DES-ECB DES-ECB

i i

BxoaHoW Bnok, Sit BxoaHon Bnok, S

(64-k) buT kbut (64-k) but k but
C,ELEIHI'HEH{GHTT T Cosur Ha k BnT] T
< T
Co, 64 BuTa Co, 64 BuTa
3ammudpoBanue PacmmudpoBanue

Puc.9. Cxemsl anroputmoB DES B pexxumax CFB u OFB

AnropuTt™m mu@poBaHHUSL.

1. UcxoaHoe coobiienue pazouBaercs Ha 010ku, jumHo# K out: T1, T, ..., Th.



2. Cunxponocbuika mudpyercs ¢ ucnoiab3oBanueM kimoua DES.

3. W3 monydeHHOro pe3ynbTrara BBIOMpAIOTCS crapimme K OuT, KOTophIe
CKJIQIBIBAIOTCA C OJIOKOM OTKPBITOTO TeKCTa [iM0 MOIYM0 2 i TOJXyYCHHUS
mugprekcra Ci.

4. Ilponenypa moBTOpsIETCS A0 TEX IOP, ITOKAa He OyayT 0O0paboTaHbl Bee OJIOKH
Tekcta. [Ipu 3TOM, coaepKuMoe BXOJHOTO OJioKa caBuTacTcs Ha K OUT BIIeBO (MpUveM
CIBHT HE NUKINYECKWH) u mianmme K our 3anonssrorcs ymoo mudprekcrom (CFB),
au6o crapmmu K 6ut BeixogHoro 610ka (OFB).

AnropuTt™M pacuiM@poBaHUs aHAJOTUYEH AITOPUTMY MIH(PPOBAHUS U OTINYAETCS
TOJIbKO BXOJIOM M BBIXOJIOM CTPEJIOK B OJIOK CJIOKEHUS IO MOJTYJIIO 2.

Tpoiinoii DES.

[Ipu Ttpoiinom DES tekct mmdpyercs 3 paza DES. Takum oOpazom, mjinHa
KJItoua Bo3pactaeT 0 168-6ur (56x3). Ognako, npumenenue tpoitHoro DES He Bcerna
03HAYaCT YBEIMUYCHUE YPOBHS OC30IIaCHOCTH COOOIIICHHUS.

Turnel TpoitHoro mudppoanus DES:

- DES-EEE3: ludpyetcs 3 pa3a ¢ 3 pa3IuyHbIME KIIOYaMHU.

- DES-EDE3: 3 DES omnepanmun mmdppoBka-pacmmppoBKa-muppoBka ¢ 3
Pa3TUIHBIMHA KITFOYAMH.

- DES-EEE2 u DES-EDE2: Kak u npenpiaymue, 3a HCKIIOYCHHEM TOTO, YTO
nepBast ¥ TPEThs ONEPaIliy UCTIOJIB3YIOT OJJMHAKOBBIN KITIOY.

Cdepbl npuMeHeHus1 pa3Hbix pexxnmMoB DES.

OnektpoHHass kojoBasi kHura ECB pekomeHayercs UCHONb30BaTh IS
mupoBaHus COOOIIEHUNA NITMHON B OJIMH OJIOK (Kak MpaBwiio, kiroudeit). HemocraTox
ECB, B cpaBHeHUU ¢ APYTHUMH pEKUMaMU MU(POBAHUS - COXPAHEHNE CTATUCTUYECKHUX
0COOEHHOCTEH OTKPBITOTO TEKCTA.

OpUTMHAJIbHAsI OUTOBAs KPUTITOTPAaMMa B PEKUME JIPYTHE PEKUMBI
KapTa ECB muppoBaHUS
M300paKeHUS (coxpaHMIHCH (mceBmocmy4aiiHast
CTaTHUCTUYECKUE MIOCJICIOBATEIIBHOCTD)
OCOOEHHOCTH)

Puc.10. CoxpaHeHre cTaTUCTUYECKUX OCOOCHHOCTEN OTKPHITOTO TEKCTa
Cuemnenue 6moxkoB mudpa CBC u Ttpoiinoit DES MoryT ucnonb3oBaThes s
mudpoBaHue O60JIbIMX 00bEMOB JMaHHBIX (B yacTHocTu TpoiHOM DES wmcnonb3yercs



Ui SMHCCUU B 00paboTKu KpeauTHbIX KapT VISA, EuroPay m apyrux miaTexHbIX
CHUCTEM).

OoOpatnas cBs3p no mudprekety CFB u obOpatnas cBs3p mo Beixogy OFB
PEKOMEHIyeTCsl IS MG POBAHUS OTICIBLHBIX CHMBOJIOB HJIA HEOOJBIITUX COOOIIECHUHN.

Bomnpocs! 1t caMOKOHTPOJIA

MeToibl 3a1UThI JTAHHBIX.
Kpunrorpadus.

Kpunroananus.

Kpunronorus.

KpunrocToikocTb.

DnekTpoHHas udpoBasi MOANUCH.

onhkowdPE



INPAKTUYECKOE 3AHSTHUE Ne4

IIndpoBanue ¢ OTKPBITHIM KJIHOYOM

Heab: 3y4nTh C1ocoObl MU(PPOBAHUS TAHHBIX C OTKPBITHIM KIIFOUOM.
Xoa pa0doThI:

HeobxoaumMo 03HaAKOMUTBCA C TEOPETUYECKON YacThi0 M 3amu(pOBaTh CBOIO
(haMUITHIO ¢ TTIOMOIIBIO CIICTYIONTUX MH(POB:

- anrroputMa RSA;

- aJiITOpPUTMa Ha OCHOBE 33/1a4u 00 YKJIaJKe paHIa;

- anropuTMa mudpoBaHus Iiab-1"amars.

[Ipyn BbIIOJIHEHMM 3aJaHUs HEOOXOJIMMO TMPUBECTH MCXOAHOE COOOIIEeHUE
(bammmio) ¥ TaOIMITBI TeHEepALUK KTI0Ue, mudpoBaHus U paciiudpoBaHUsl.

J171s1 IepBOTO M TPETHErO CIOCOOOB MPUHSATH KOJI CUMBOJIAa B COOTBETCTBUU C €0
MOJIOKEHUEM B ajipaBUTE, JJIs1 BTOPOro — ¢ KoaupoBkoid Windows 1251.

Jlns anroputMa ImudpoBaHus Onb-I'amans ciaydaiinble ducia K Ijas Kaxkmoi
OYKBBI HCXOJHOTO COOOIIEHHUS IOJKHBI OBITh Pa3HBIMH.

OcHoBbI LU pOBAHUS

['maBHas  mpoOJjieMa  HCMOJB30BAaHUS  OJHOKJIIOUEBBIX  (CUMMETPUYHBIX )
KPUIITOCUCTEM 3aKJII0YaeTcs B paclpeaesieHud kimouyed. [{ns toro, 4yToObl ObLI
BO3MOKEH OOMeH uHpopManueil Mexay IByMs CTOPOHAMM, KIIOY JIOJDKEH OBITh
CT'€HEPHUPOBAH OJIHOM U3 HUX, a 3aTeEM B KOH(UICHIIMAILHOM MOPSAIKE MepeiaH Jpyrou.
OcoOyro ocTpoTy AaHHas mpobiieMa mpuoOpesia B HAIlU JHHU, KOTJa Kpurrorpadus
cTajla OOIIEAOCTYIHOM, BCJEACTBUE YEro KOJMYECTBO IOJIb30BaTeIe OO0NbIINX
KPHUIITOCUCTEM MOKET UCUUCIISTHCSA COTHSIMH U THICIYaMU.

Hawano acummerpuunbiM mmdpam ObUIO TONOXKEHO B padore «HoBbie
HalpaBJEHUs B COBpeMeHHOW kpuntorpabum» Yurpunga Hubdu wu Maprtuna
Xennmana, omyonukoBaHHOM B 1976 r. Haxopsce mopn BiausiHueMm paboThl Panbda
Mepkia (Ralph Merkle) o pacrpocTpaHeHUM OTKPBITOTO KJIHOYa, OHU MPEIIIOKIIH
METO/] MOJIYYEHHUS! CEKPETHBIX KIIIOYEH JUIsi CHMMETPUYHOrO MU(POBaHUS, HUCIOIB3YS
OTKpBITBIM KaHai. B 2002 r. XemimaH NpemIOkKWI Ha3bIBaTh JaHHBIN aJITOPUTM
«Juppu - Xennmana - Mepknay, npuszHaBas BkiIaag Mepkna B u300peTeHUE
KpUnrorpaduu ¢ OTKPHITHIM KIIFOUOM.

Xotsa padora duddu-Xemnmmana cosmana OOJBIION TEOPETHUCCKUM 3aaeN IS
OTKpPBITON KpunTorpaduu, MepBOl pearbHON KPUIITOCUCTEMOM C OTKPBITHIM KIHOYOM
cunTaroT anroput™ RSA (Ha3BanHBIN 10 MMeHH aBTOpoB - Pon PuBect (Ronald Linn
Rivest), Anu [llamup (Adi Shamir) u Jleonapa Anneman (Leonard Adleman)).

CrpaBeIMBOCTH paau CJEIyeT OTMETHTh, 4TO B jaekadbpe 1997 r. Obuia
oOHapomoBana WHGOpPMAIKs, COTIACHO KOTOpoW OpuTtaHckuii matematuk Kiuddopa
Kokc (Clifford Cocks), pabotaBmmii B nentpe npasutenbctBeHHOM cBsizu (GCHQ)
BenukoOputanuu, onucan cucreMmy, aHanoruunyto RSA, B 1973 r., a HECKOIBKUMU
MecsiiamMu mo3xe B 1974 r. ManbkosibM BuibsMCOH H300pen MaTeMaTH4YeCKUM
aIrOpUTM, aHAJIOTUYHBIN anroputMy Jduddu — Xennmana - Mepkiia.




Cyrb mu@pOBaHUS C OTKPBHITHIM KJIIOYOM 3aKJIIOYaeTcss B TOM, 4YTO A
muGpoBaHUS JAHHBIX HCIOIB3YETCS OAWH KIII0Y, a Juisl pacmudpoBaHus Apyrou
(TTOATOMY TaKHE CHCTEMBI YaCTO HA3bIBAIOT ACHMMETPHYHBIMH).

OcHoBHasi MpeANOChLIKA, KOTOpas TMpHBeJIa K TOSBJICHHUIO ITUGPOBAHUSI C
OTKPBITHIM KIJIFOUOM, 3aKJII0Yajoch B TOM, YTO OTHPABUTENIb COOOIICHHS (TOT, KTO
3amu@poBbIBaeT CcOOOIIEHNE), HE O00sA3aTEIBHO [OJDKEH OBITh CIOCOOEH ero
pactdpoBbBaTh. T.€. Jaxke UMes UCXOTHOE COOOIIEHNE, KITF0Y, C TIOMOIIBIO KOTOPOTO
OHO MHU(POBATOCH, U 3HAS AJTOPUTM MIU(PPOBAHUS, OH HE MOXKET pacurdppoBaTh
3aKpBITOE COOOIIeHNE 0e3 3HAHUS KITtoua paciiu@poBaHus.

[epBsrit KJTIOY, KOTOPBIM mudpyercs HCXOJTHOE coo01ieHue,
HA3bIBAECTCS OTKPBITBIM U MOXET ObITh OMYOJUKOBAH [l HUCIIOJI30BAaHUS BCEMU
MOJIb30BATENISIMU CUCTeMbI. PacimndpoBanue ¢ MOMOIIBIO 3TOrO KIIF0Ya HEBO3MOKHO.
Bropoit  kJtouy, C MOMOIIbI0  KOTOpOro  jAemudpyercs cooO11eHue,
Ha3bIBACTCS 3aKPBITHIM U JOHKEH OBITh HM3BECTCH TOJBKO 3aKOHHOMY IOJyYaTelTto
3aKPBITOrO COOOIICHUS.

ANTOpUTMBI MU(POBAHUSA C OTKPHITHIM KJIIOYOM HCIOJIB3YIOT TaK Ha3bIBAEMbIC
HEOOpaTUMbIE WM OJHOCTOPOHHWE (PYHKIMH. DTH (PYHKIIUH O0JIAAIOT CIICTYIONTUM
CBOWCTBOM: TIPH 33JJaHHOM 3HAYECHWH apTyMEHTA X OTHOCHUTEIHHO TPOCTO BBIUYHCIUTH
sHauenue ¢ynknuu f(X), omnako, ecnu u3BectHo 3HaueHWe ¢yHKuu Y = f(X), To Her
MPOCTOTO TYTH JUIsl BBIYUCIICHUS 3HadeHUs aprymeHTa X. Hampumep, dynkmus SIN.
3Has X, Jierko HaiiTh 3HadeHue SIN(X) (Hanpumep, X =z, Toraa SIN(w) = 0). OnHako,
eciu SIN(x) = 0, 0IHO3HAYHO OMPEEIUTD X HENb34, T.K. B 3TOM CIIy4ae X MOXKET ObITh
JFOOBIM YHCIIOM, OTIPEIEIISIEMbIM 10 hopMyiie i * 7, rie | — 1es1oe Yrcio.

Opnako He Besikas HeoOpatumass (GYHKIMUS TOIWUTCS JJIS HUCIOJIb30BAaHUS B
peanbHBIX Kpuntocucremax. B ux uucne u ¢pynkuus SIN. Crnenyer Takke OTMETHTH,
YTO B CaMOM  OMNpPEACICHHMH  HEOOpaTMMOCTH  (PYHKIIMM  TPHUCYTCTBYET
HeompeneaeHHOCTh. [lol  HEOOpaTMMOCTHIO  TOHMMAETCS HE  TEopeTHYecKas
HEOOpaTUMOCTh, a TPAKTUYECKas HEBO3MOXKHOCTh BBIYHCIHTH OOpaTHOE 3HAUYCHUE,
WCIIONIb3ySl COBPEMCHHBIC BBIYMCIIUTEIBLHBIE CpPEICTBA 3a OO0O3PUMBIM HWHTEpBA
BPEMEHU.

[ToaToMy d9TOOBI TrapaHTUPOBATh HAACKHYIO 3alUTy HWHOOpPMAIUHU, K
KPUIITOCUCTEMAaM C  OTKPBITBIM  KJIIFOUOM  TIPEIBSABISIOTCS JBa BaXKHBIX U
OYCBHIHBIX TPEOOBAHMUSI.

1. TIpeobpazoBaHue UCXOMHOTO TEKCTA JIOJDKHO OBITh YCIIOBHO HEOOPATUMBIM U
UCKJIIOYATh €0 BOCCTAHOBJICHUE HA OCHOBE OTKPBITOTO KIIIOUA.

2. Ompenenenue 3aKphITOrO KII0Ya HA OCHOBE OTKPHITOTO TAKXXE JOJIKHO OBITh
HEBO3MOKHBIM Ha COBPEMEHHOM TEXHOJIOTUYECKOM YPOBHE.

Bce mpennaraembie cerojiHs KPUIITOCUCTEMBI C OTKPBITBIM KIIFOUOM OIHUPAIOTCS
Ha OJIMH U3 CJICTYIONINX TUIOB OJHOCTOPOHHUX MPeodpa3oBaHMIA.

1. Pasnosxkenue OOJBIINX YHCEN HA MPOCThie MHOXKUTENHN (aroput™m RSA).

2. Berancnenue qUCKpeTHOTO Jorapudma Wik TUCKPETHOS BO3BEACHHUE B CTEIICHD
(asrroput™ Inddu-Xenmana-Mepkia, cxema Dib-I amais).

3. 3ajaya 00 yKkJaJKe prok3aka (paHia) (aBTopbl XeamMaH u Mepkin).

4. BeruucieHue KopHel anredpanvecKux ypaBHEHUM.

5. Ucnonb3oBaHre KOHEUHBIX aBTOMAaTOB (aBTop Tao Penxn).




6. Ucnionb3oBaHre KOJOBBIX KOHCTPYKIUH.

7. Ucnionph30BaHNE CBOWCTB AJUIMNTUYECKUX KPUBBIX.

ITo ocoOeHHOCTSIM mpoueayp MpPeoOpa3OBaHHUSA COOOIICHUS aCCHMETPHUYHBIC
mUGPBI OTHOCITCS K b paM 3aMEHBI U ISTSATCSA Ha JBa THIA!

- ICTePMUHUPOBAHHBIC - TIPH 3amM(POBAaHUU OJHOTO U TOTO K€ OTKPBITOTO
COOOIIICHNS OJJHUM M TE€M K€ OTKPBITHIM KJIIFOYOM Bceraa OyAeT MoiaydaThCs OJHA U Ta
xe mudporpamma. T.e. 11 3aJaHHOTO OTKPHITOTO KITF0Ya OJWH U TOT K€ CUMBOJI (010K
CUMBOJIOB) OTKPBITOIO COOOIIEHUSI Bceraa OyAeT MPEeACTaBISTHCS OIHONM M TOM XKe
mudpo3ameHot. JlaHupli TUm mWUEGPOB  OTHOCUTCS K PEryJSIpHBIM  mrdpam
OJIHO3HAYHOU 3aMEHBI;

- BEpOSTHOCTHBIC - MpU 3alllM(PpOBaHUM OJHOTO U TOTO K€ OTKPHITOTO
COOOIICHUSI OJHUM M TEM K€ OTKPBITHIM KIIOUYOM MOTYT TMOJy4aTbCsd pa3HbIe
mudporpaMmel. T.e. JUIsl 3aIaHHOTO OTKPBITOTO KJF0Ya OAMH U TOT kK€ CUMBOJ (OJI0K
CHUMBOJIOB) OTKPBITOTO COOOIIEHUS MOKET MPECTABIATHCS PA3HBIMH UG PO3aMEHAMHU.
DTO MOCTUTACTCS 3a CUET MCIOJIb30BAHUS CIIYYaHOW BEIWYMHBI TIPU 3amu(DPOBAHUU
cuMBoJia (OJIOKa CHMBOJIOB), YTO 9SKBHBAJEHTHO TMEPEKIIOUCHUIO aliaBUTOB
mudpozamen. JlaHHbp TUO MWHUPPOB OTHOCUTCS K NOJHai(aBUTHBIM _middpam
MHOTO3HAaYHOW 3aMEHBI.

Aaroputm RSA

Croiikocth  RSA  ocHOBbIBaeTcss Ha OOJBIIONW BBIYUCIUTEIBHON CIOKHOCTH
M3BECTHBIX AJITOPUTMOB PA3JIOKEHUS YMCIAa HA MPOCThIE COMHOMXUTENU (IETUTENN).
Hampumep, nerko HallTH mpousBeeHHE ABYX MPOCThIX yucen 7 u 13 maxe B yme — 91.
[TonpoOyiiTe B ymMe HaWTH JBa MPOCTHIX YHUCIA, MPOU3BEIACHUE KOTOPHIX paBHO 323
(uucna 17 u 19). KoneuHo, nisi COBpeMEHHOM BBIUMCIUTEIBHON TEXHUKUA HAWTH JBa
IPOCTHIX YHCIIA, MPOU3BENCHHE KOTOpPhIX paBHO 323, He mpobiema. [lostomy s
HaJeKHOro IM@poBaHus airoputMoM RSA, kak mpaBuio, BBIOMPAIOTCS MPOCTHIE
YKCIIa, KOJUYECTBO JBOMYHBIX PA3psI0B KOTOPBIX PABHO HECKOJIBKUM COTHSIM.

B aBrycre 1977 r. 3HaMEHUTBHII aMEPUKAHCKUN NHUCATEIb W MOMYJISPU3ATOP
Hayku MaptuH ['apHEep o3aryiaBuil CBOKO KOJIOHKY IO 3aHHMATENIbHOM MATEMATUKE B
xypHaine Scientific American tak: «HoBbIli Bun mudpa, Ha pacuiu@poBKy KOTOPOTO
NOTpeOyIOTCS MUILTMOHBI JieT». [lociie 00bsiCHEHN NPUHIIMIA CUCTEMBI IU(POBAHUS C
OTKPBITBIM KJIHOYOM OH MOKa3all caMo 3alu(ppoBaHHOE COOOILIEHNUE U OTKPBITHIN KIIHOY
N, Bcroyib3yeMbIii B 3TOM IIUdpe:

N =114 381 625 757 888 867 669 235 779 976 146 612 010 218 296 721 242
362 562 561 842 935 706 935 245 733 897 830 597 123 563 958 705 058 989 075 147
599 290 026 879 543 541.

lapauep mnpuszBan uWrTareneid MompoOOBaTh pacHM(poBaTh COOOIIECHUE,
HCIOJIB3YSl MPEOCTaBICHHYI0 MHGOpPMAIMIO, U JaXKe Aall MOACKAa3Ky: JJIS pPelIeHUs
HEO0OXOIMMO pa3IoKUTh YUcia0 N Ha MPOCThie MHOXKUTENU p U . bosee Toro, ['apanep
HasHauw1 npu3 B pazmepe $100 (mpuiuyHas cyMMa Ha TOT MOMEHT) TOMY, KTO TIEPBBIM
NOJIyYUT MPaBUIbHBINA OTBET. Kaxkblil, KTO 3ax04eT nmoboJiblie y3HaTh 0 mudpe, nucanl
Iapauep, MoxeT oOpatutbes k coznarensMm mudpa — Pony Pusectry, Anu lamupy u
Jleonapny  Amnmemany w3 JlaGoparopum  uHbopmanuu ~— MaccauyceTcKoro
TE€XHOJIOTUYECKOIO0 UHCTUTYTA.



[IpaBubHBIN OTBET OBLI MONy4YeH jauilb depe3 17 mer. OH cran pe3ynbTaToM
coTpyaHuuectBa oosiee uem 600 yenosek. Kirouamu okazanucs p = 32 769 132 993 266
709 549 961 988 190 834 461 413 177 642 967 992 942 539 798 288 533 u q = 3 490
529 510 847 650 949 147 849 619 903 898 133 417 764 638 493 387 843 990 820 577,
a 3ammudpoBaHHas (¢pa3za 3Bydala Tak: «BoimeOHbIe ciaoBa — 3TO Ope3rIMBBIHA
STHATHHK.

ABTopbl RSA moanepxuBanu uaer0 €€ akKTUBHOTO paclpocTpaHeHus. B cBoro
ouepenb, AreHTCTBO HauuoHanbHOU Oe3zonacHoctu (CILIA), omacasch MCOIB30BaHUS
ATOr0 AJIFOPUTMA B HErOCYJAapCTBEHHBIX CTPYKTypax, Ha MPOTSKEHUU HECKOIBKUX JIET
0e3ycrnenHo TpeboBalo MpEeKpalleHHs] paclpoCTpaHeHuss cuctembl. CUTyalusi opoit
noxoauia a0 adbcypaa. Hampumep, koraa nporpammuct Anam bek (Adam Back) onucan
Ha s3pike Perl amroputm RSA, coctosmuit u3 nstu ctpok, npaButenbctBo CIIA
3aMpeTusio PaclpoCTpaHEHHE JTOM TMporpamMMbl 3a TpeaenaMu cTpasbl. Jlomw,
HEJIOBOJIbHBIE TIOJIOOHBIM OTPAaHWYEHHWEM, B 3HAK MPOTECTa HAredaTald TEKCT JTOU
MpoTrpaMMbl Ha CBOUX (PyTOOIKAX.

[lTepBbIM 3TamoM JIO00TO ACHMMETPUYHOTO aJTOPUTMA SIBJISIETCS CO3/IaHHE
moydaTesieM mudporpaMM mapbl KIFOUel: OTKPBITOTO M CeKpeTHoro. s anroputma
RSA stan co3ganus Kiaro4erd COCTOUT U3 CIICAYIONIUX OIepalyi.

Ta6numna 1. [Ipouenypa co3ganus Kirouen

No OnucaHue onepanuu [Tpumep

n/m
Bri6uparoTcs aBa MpocThiX uncial p u q. p=7,q=13
Brruncnsercs npoussenenue N =p * q. n=91
Beruncnsercs pynkuus Jiiaepa® ¢(n). o(n) = (7-1)(13-

1) =91-7-13+1
=72
4 |BwiOupaeTcsi OTKPBITHIN KITIOY € - TPOU3BOJIbHOE HATYpPabHOE e=5

uncio (0 < e <n), B3aUMHO ITPOCTOE® ¢ Pe3yIbTaTOM (YyHKIHMHU
Oiinepa (e L ¢(n)).

5 |BeruucnsieTcs 3aKphIThIA K04 d - 06paTHOE 4ncino® K € mo d=29
Moayito @(n) u3 cootHomrenus (d * e) mod @(n) = 1. [(29*5) mod 72
= ]_]

6 |[IyOmukyercs OTKpBITBIN Kiatou {€, N} B CrielHaIbHOM
XPaHWIUIIE, TJ€ UCKITI0YAETCS BO3MOXKHOCTH €0 TIOJIMECHBI
(o6mexocTynHoM cepTu(HMIIMPOBAHHOM CIIPABOYHHUKE).

[Ipumeyanus.

1) [IpocToe YMCI0 — HATYpATBHOE YHCIIO0, OOJIBIIECE CAWHUIBI U HE UMEIOIICEe
APYTUX HATYPAJIbHBIX JACTUTENCH, KpOME CaMOro ce0sl ¥ TUHUIIBI.

2) Pesynprar pacuera pyHKUIHH disiepa ¢(N) paBeH KOJIMYECTBY
MOJIOKUTENBHBIX YHCET, HEe MPEBOCXOASIIMX N ¥ B3aMMHO TPOCTHIX ¢ N. Hekoropeie
CJIy4ad U CTocoO0bl pacuera PyHKIUM Djiepa NpuUBEAEHBI B CIASAYIONIEH TaOIuIIe.




Ta6muma 2. CnocoObl pacyeTa ¢

HKIIMK Dujepa

Pacuernbii Hpumep
. dopmyina (uamcio / pacueTHas popmya /
CITyJaid
CIIUCOK B3aUMHO ITPOCTBIX YHCEN)
n n=7
IPOCTOE o(n)=n-1 o(7)=7-1=6
YUCIIO {1, 2,3,4,5, 6}
n=pq —1E —
n=15=3*5
NMPOM3BE/ICH ¢(n) = ¢(p) ¢(q) = _ _ _
15)=03)9p(5)=3B-1)(5-1)=
e BYX P-1)(Q-1)=n-p—g+1 o(15) @1(5)_%(_)5+(1:8)( )
MPOCTHIX | (32 HCKJIIOYEHHUEM Ciiydasi p = q = 2) {1,2,4,7,8, 11, 13, 14}
quUCel
=n4
ngocfoe n=9=3
OO B ¢(n) = p? - p* ¢(9)=32-3*1=9-3=6
CTEIICHU {1,2,4,5,7, 8}
P pi
k . —Q/ —
pid o(m) = o(pI)e(p?) ... o(pF<) = n=84=223'7
pazNokKeHHUE o (84) = 54(1_3)(1_1)(1_1)=
qucia _ ql(l l) qg(l_i) ql{(l—l 2 3 7
COIJIACHO P1 NAE D, ke "
OCHOBHOM {1,5, 11, 13, 17, 19, 23, 25, 29, 31,
TeopeMbl _ n(1 _1) (1 _1) (1 _l) 37, 41, 43, 47, 53, 55, 59, 61, 65,
apu(pMETUKH P1 P2 P 67,71,73,79, 83}
(oOmui
CiIyvai)

3) BzauMHO npocThbie YMCiIa — YUCIIa, He UMEIOIIHNE OOIIMX JenuTeNnei, kpome 1,
T.€. HAMOOIBIINIA OOIINIA IETUTENIb KOTOPHIX paBeH 1.

4) OOpaTHBLIMH YHCJIAMH 110 MOIYJII0 M HA3BIBAIOTCA TaKKE 9uCiIa N M N2, s
KOTOPBIX crpaseuBo Belpaxkenue (N * n') mod m = 1. J{ns BeUMCIEHUS 0OPATHBIX
yuceqa MO MOAYJIO OOBIYHO MCIOJIB3YETCS PACIIMPEHHbIM anroput™m  EBkiuaa. B
0€3MOIyILHOM MareMaTuke oopaTHoe 4uciao N’ (obpartHoe 3HaueHue, oOparHas
BEJIMUMHA) - YUCJIO, HA KOTOPOE HAJ0 YMHOXXHTh JAHHOE YHCIO N, 4TOOBI MOIYYHUThH
equany (N * nt= 1). Tlapa umcen, NpoU3BENEHHE KOTOPHIX DPABHO EIMHHIIE,
HA3BIBAIOTCSA B3aUMHO o0paTHbIMu. Hanpumep: 5 u 1/5, -6/7 u -7/6.

[Tpouemypsl mudpoBanus U AemuPOBAHUS BBITIOIHIIOTCS MO CIICTYOITIM

dbopmynam

C =T®mod n,
T = CYmod n.

(1)
(2)

rne T, C - 4uClOBbIE AKBUBAJCHTHI CHMBOJIOB OTKPBHITOTO M IIM(PPOBAHHOTO

COOOIIEHHUS.



[Ipumep mmdbpoBanus o anroputMy RSA mpuBeneH B ciepyrolnied Tabdiuiie.
Kopl OYKB COOTBETCTBYIOT UX IOJIOKESHHIO B pyccKoM aiiaBute (HaumHasg ¢ 1).
Tabmuua 3. [Ipumep mmdposanus no aaroputmy RSA

CumBox (A|B [P |[A{M|O|B

OtkpsiTOe cooOmienue, T
Kox [1]2]18|1|14(16/3
[udporpamma, C = T°> mod 91 1|32|44/1(14|74|61
OtxkpsiToe coodmienne, T =C? mod 91|1| 2 [18(1(14|16| 3

CrmemyeT OTMETHTh, YTO P U ( BRIOMpAOTCA TaKUM o00pa3oM, dYTOOBI N OBLIO
OompIlie Kozla JIFOOOTO CHMBOJIA OTKPBITOTO COOOIIeHUs. B aBTOMaTH3MpOBaHHBIX
CUCTEMAX MCXOAHOE COOOIIEHUE IEPEBOIUTHCS B IBOMYHOE NIPEICTABIICHUE, TIOCIIE YETO
mupoBaHUE BBINOJIHSAETCA HaJ OJIoKaMHu OUT paBHOW IuHBL. [Ipu 3TOM JqyinHa Onoka
JI0JIKHA OBITH MEHBIIIE, YeM JIJTUHA JIBOUYHOTO TIPE/ICTaBICHUS N.

AnroputM RSA TpeOyeT MHOro MAalIMHHOTO BPEMEHHM M OYEHb MOIIHBIX
nporeccopoB. J[o 1980-x rr. TOIbKO MPaBUTENBCTBA, ApMHUS U KPYIHBIE MPEATPUATHS
UMEJIN JIOCTATOYHO MOIIHBIE KOMIBIOTEPHI Il paboTel ¢ RSA. B pesynbprare y HUX
Ob1a pakTUyecku MoHOMONMS Ha ¢ dexkTuBHOE muppoanue. Jletom 1991 r. Oununn
[HummepMaH, amepuKaHCKUN (QU3MK U OOper 3a COXpaHeHHEe KOH(PHUACHIIMAIbHOCTH,
npeioxkui oecratHyo cuctemy mudppoBanus PGP (anrn. Pretty Good Privacy —
«JIOCTaTOYHO XOpoIliasi CTeNeHb KOH(PUICHIUAIBHOCTH»), AITOPUTM KOTOPOM MoOT
paboTaTh Ha JOMaITHUX KoMmmbloTepax. PGP ucnons3yer kiaccuueckoe CUMMETPUYHOE
mudpoBaHre, 4YTO U oOOecreyuBaeT €l OOJBIIYI0 CKOPOCTh Ha JOMAIIHUX
KOMITbIOTEPAX, HO OHA MHU(PYET KIIOUU [0 ACUMMETPUYHOMY alropuTMy RSA.

[{ummepMaH OOBSICHUI MPUUUHBI ATOM MEpbl B OTKPHITOM MHChbME, KOTOPOE
3aCJTy>KUBAeT OBITh MPOIUTUPOBAHHBIM 37€Ch, MO KpallHEeW Mepe, YacTUYHO H3-3a
IPOPOUYECKOTO OMUCAHUS TOTO, KaK MBI )KMBEM, pad0TaeM U 00IIaeMCs J1Ba JECATUIICTHS
CILyCTS.

Omo auunoe. Omo Koughuoenyuanrvhoe. M smo monvko eauie 0eno u Huuve
opyzoe. Bvi moodiceme nianuposams NOIUMUYECKYIO KAMHAHUIO, 00Cyicoamy eauiu
HAN02U UNU UMemb MAatHylo 110008HYI0 C653b. MU 6b1 Modiceme 3aHUMAmMbCs mem, 4mo
8aM He Kadcemcs He3aKOHHbIM, XOmsA MaKoeulm asisemcs. Ymo 0vl mo Hu OvLI0, bl He
xomume, umoObl 6awiu JUYHbIE JIEKMPOHHblE NUCLMA ULU KOHQOUOEHYUATbHbIE
O0OKyMenmbvl OblIU NpoYumansvl Kem-mo ewe. Hem nuuyeco nnoxoeo 6 mom, umoobwl
OXpaHAmMb  8aAULy YACMHYIO Jicu3Hb. HacmHuas oicu3Hb  HENPUKOCHOBEHHA, KaK
Koncmumyyus...

Mbuvl osuorcemes k 6yoywemy, 20e mup 6yoem onymau 80J0KOHHO-ONMUYECKUMU
cemsMu 8blCOKOU eMKOCMU, C853bl8AOWUMU HAUU NOBCEMECHHO PACNPOCMPAHEHHbLE
NepCOHANbHbIE KOMNbIOmepbl. DNeKMPOHHAS NOYMa cmanem HOPMOU OJisl 8ceX, a He
HOBUHKOU, Kak ce2o0Hs. Illpasumenbcmeo 6Oydem 3awuwyamv HAWU I1EKMPOHHbIE
CO0OWeHUs1 20CY0apCmEeHHbIMU NPomoKoaamu wugposanus. Hasepnoe, 6onvuiuncmeo
nodeu npumem smo. Ho, 603modicHo, Hekomopble 3axomsam umems c8ou coOCmMeeHHble
3awummusie mepul... Eciu konguoenyuanonocmos npusHame 6He 3aKOHA, MONLKO 00U
8He 3aKOHA Oyoym ero 0b1aoamo.



Cneycnyscool obnadarom ayywumu Kpunmozpaguyeckumu mexroao2uimu. Kaxk u
mopeosyvl opydcuem u Hapkomuxamu. Kax u 6oenuvie noopaduuxu, HegpmsHbie
KOMRanuu u opyeue Kopnopayuu-eueaumsl. Ho obviumbie n100u u odwecmeeHnmvie
Op2aHU3aYUU NPAKMUYECKU He UMEIOm HeOO0pO2UX 3AUUMHLIX KPUNMO2PpaduyecKux
MexHOI02Ull ¢ OMKPLIMbIM KII0YoM. [[o cux nop ne umenu.

PGP oOaem  n00sam B03MOIHCHOCD camum  3auWuUWame C8010
KoHQuoenyuanvrocmo. Ce200Hs cyujecmeyem pacmyuias coyuanbHas nompeoHoCcms 8
amom. Bom nouemy st nanucan PGP.

B 3akimodyeHun cieayeT OTMETUTh CTOMKOCTh AaHHOro ainroputma. B 2003 r. Anu
[Mamup u Opan Tpomep pazpaboramu cxemy ycrpoiictBa TWIRL, kotopoe mnpu
croumoctrt § 10 000 moxer memudpoBarh 512-OmtHbIN K04 3a 10 MUHYT, a TpH
croumoctd $ 10 000 000 — 1024-OutHBIN KIIOY MEHBIIE, YeM 3a roa. B Hacrosiee
Bpems Jlabopatopusi RSA pekoMeHyeT UCIonb30BaTh KI0UYU (mapaMerp N) pasmMepoM
2048 6uToB.

AJITOPUTM Ha OCHOBe 33/1a4H 00 YKJIaJKe paHua

B 1978 r. Mepkn u XemnMaH MPeaoXKUAIA HCIOIL30BaTh 3aJady 00 YKJIajake
paHia (prok3aka) Juisi acCMHMMETpUYHOro mudpoanus. OHa OTHOCUTCS K Kiaccy NP-
MOJIHBIX 33724 U (HOPMYIHPYETCs CIeAYIOMHIM 00pa3oM. J[aHO MHOXECTBO MPEIMETOB
pasznugHoro Beca. CripanmBaeTcs, MOKHO JIU TIOJIOKHUTh HEKOTOPHIE U3 ATUX MPEIMETOB
B paHell Tak, 4TOOBI €r0 BEC CTaJl paBEH OIpeeICHHOMY 3HaueHu0? boree dhopmaibHO
3amaya (opmynupyercs Tak: jgaH Habop 3Hauenuit Mi, Mz, ..., Mnhu cymmapHoe
3Ha4YeHUE S; TpeOyeTCs BRIUMCIUTD 3HaUeHuUs Di Takue uro

S=b;M; + boM, + ... + byM,, (3)

rie n — KOJIMYECTBO IPEIMETOB;
bi - OMHApHBIA MHOXHTE b, 3HaUeHHE bj = 1 03HAYAET, YTO MPEAMET 1 KJIAAyT B PIOK3aK,
bi =0 - He KIayT.

Hanpumep, Beca npeameroB uMerot 3Hauenus 1, 5, 6, 11, 14, 20, 32 u 43. [lpu
TOM MOYKHO YIaKOBaTh PIOK3aK TakK, YTOObI €ro BEeC CTaJl paBeH 22, UCHOJIb30BaB
npeaMeTsl BecoM 5, 6 u 11. HeBo3MOKHO ymakoBaTh prOK3aK Tak, YTOOBI €ro BEC CTajl
paBeH 24.

B ocHoBe anroputMma, npemsioxxeHHOro MepkiaoM U XeJNIMAaHOM, JIEKHUT HIes
muppoBaHUs COOOIIEHUS HA OCHOBE PEIICHUs CEpUH 3a7a4 YKIaIKu paHma. [Ipeamers
U3 Ky4d BBIOMPAIOTCS C MIOMOIIBIO 0JI0Ka OTKPBITOTO TEKCTA, JIMHA KOTOPOro (B OUTAX)
paBHa KOJIMYECTBY TIpeAMETOB B Kyue. [Ipm STOM OUTBI OTKpPBITOTO TEKCTa
COOTBETCTBYIOT 3HA4YCHUSM D, a TEKCT SABISCTCS MOJYYCHHBIM CYMMAapHBIM BECOM.
[Tpumep mmdporpammsbl, TOJTYICHHON C MTOMOIIIBIO 3a7a4u 00 YKJIaJIKe paHIa, MOKa3aH
B CJIeAyIomIel Tabuiie.

Tabnuna 4. [Ipumep mmdpoBanusi Ha OCHOBE 33724 00 YKJIaJIKE paHIa

OtkpsiThiii TEker|11|2{0(0|1|0|0(0|1/0{1|1(0(0|1|0/0|0j0O|0|0|0]|O
Prox3ak (kmrou) |1(5(6(11|14|20|32|43|1|5(6|11|14|20{32(43|1|5|6{11(14|20(32|43
Iudporpamma 32 (1+5+6+20) 73 (5+11+14+43) 0




CyTb HUCNONB30BAHUS JAHHOTO MOJAX0/1a sl IUGPOBAaHUS COCTOUT B TOM, YTO Ha
caMOM JieJie CYHIECTBYIOT JIB€ pa3JIMUHbIC 3aJayd YKJIaJKA paHla - OJHA M3 HUX
pelaeTcs JIETKO M XapaKTepU3yeTcsl JMHEUHBIM POCTOM TPYJAOEMKOCTH, a JIpyTrasi, Kak
MPUHATO CUNTATh, HET. JICTKUI IS YKJIAAKU PaHEIl MOXKHO MPEBPATUTh B TPYAHBbIN. Pa3
TaKk, TO MOXHO MPUMEHUTh B KA4ECTBE OTKPHITOIO KIHOYa TPYAHBIA ISl YKIaJKU
paHell, KOTOPBIM JIETKO MCIIONb30BaTh MJid IIU(POBAHUS, HO HEBO3MOXKHO - JJIsi
nemmdpoBaHus. A B Ka4eCTBE 3aKPHITOTO KIIOYAa TPUMEHHTH JEeTKUM I YKIAIKA
paHel, KOTOPBI MPeoCTaBISIET MPOCTON CITOCO0 AeMU(pPOBAHKS COOOIIECHHUS.

B kadecTBe 3akphITOro Kiouya (JIETKOTO /I YKJIQJKH paHlla) HCHOJb3yeTcs
CBEpPXBO3pACTAIOIIAs
ocien0BaTeNbHOCTh. CBepXBO3pacTauleil Ha3bIBAETCS MOCIAEA0BATEIbHOCTD, B
KOTOPOH Ka)Ibli MOCIEAYIONINI uieH OoJibllie CyMMbl BcexX npeabiaymux. Hanpumep,
nocieaoBaTenbHOCTh {2, 3, 6, 13, 27, 52, 105, 210} sBusercs cBepxBo3pacTarolei, a
{1, 3, 4,9, 15, 25, 48, 76} - ner.

Pemenne st CBEpXBO3paCTAIOIIETO paHIlAa HAWTH JIETKO. B KadyecTBe TEKyIIEro
BBIOMpaAETCs MOJHBIA BEC, KOTOPBIM HAJ0 MOJYyYUTh, U CPABHUBAETCS C BECOM CaMOTO
TSKEJIOrO MpeaMeTa B paHile. Eciau TeKylui BeC MEHbIIE Beca JAHHOTO MPEAMETa, TO
€ro B PIOK3aK HE KJIaayT, B IPOTUBHOM CITy4ae €ro YKJIaJIbIBalOT B PIOK3aK. ¥ MEHBIIAIOT
TEKYyIIMA BEC Ha BEC MOJOKEHHOTO MpeAMETa U MEePEeXOJAT K CIEAYIOIIEMY IO Becy
npeaMery B nocienoBaTeabHOCTH. lllaru moBTOpsIIOTCS 10 T€X MOp, MOKa MPOIECC HE
3akoHuuTCA. Ecnm Tekyluid BeC YMEHBIIUTCS OO HyJs, TO pELICHHWE HaiineHo. B
POTUBHOM CITy4ae, HET.

Hanpumep, mycTh NOJIHBINA BEC prok3aka paBeH 270, a mociieI0BaTEIbHOCTh BECOB
npeameToB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Camsrit 6ompmoi Bec — 210. OH
Menblie 270, noatoMy npeamet BecoMm 210 knaayT B prok3ak. Berunrator 210 u3 270 u
nonyqaroT 60. Cnemyrommii HanOonbIMii Bec mocheaoBaTenbHocTH paBeH 105. On
oosbiie 60, mosTomy npeaMer Becom 105 B prok3ak He kinaayT. Clenyromuil camblii
TSOKENBIN TIpeaMeT uMmeeT Bec 52. OH MeHble 60, mo3ToMy IpPEaMET BECOM 52 TaKkKe
KJIAJyT B PIOK3aK. AHAJOIMYHO MPOXOMST MPOLEAYPY YKIAIKH B PIOK3aK MPEAMETHI
BecoM 6 u 2. B pesynbrare nosHbiil Bec ymeHbmuTcs 10 0. Eciin Obl 3TOT prok3ak ObLI
OBl MCIOJIb30BAH I ACMMU(PPOBAHUS, TO OTKPHITHIA TEKCT, MOJYYEHHBIH U3 3HAYCHUS
mugprekcra 270, Obu1 Ob1 paBed 10100101.

OTKpBITHIN KJTIOU TPEACTABIACT COOOM HE CBEPXBO3PACTAIOIIYI0 (HOPMAJBHYIO)
nocliieoBaTeIbHOCTh. OH (OPMUPYETCS HA OCHOBE 3aKPBITOTO KIIIOYa U, KaK MPUHATO
CUHMTaTh, HE MO3BOJIAET JIETKO PEIIUThH 3a7ady o0 ykiajke panua. Jjis ero mosydeHus
BCE 3HAUEHMS 3aKPBITOTO KJIOYAa YMHOKAIOTCS HA YUCJIO N 0 MOAYJIIO M. 3HaueHue
MOMYJISE M JOJKHO OBITH OOJIBIIIE CYMMBI BCEX YHCEI TIOCIE0BATEIIbHOCTH, HAIPUMED,
420 (2+3+6+13+27+52+105+210 = 418). MuHOXHTEIb N TOJDKEH OBITh B3aHMHO
MPOCTBIM YHCIIOM C MOJyJieM M, Hampumep, 31. Pe3ynbTaT mocTpoeHHns HOpMaJIbHOM
MOCJIEI0BATEILHOCTH (OTKPBITOTO KJIF0Ua) IPEACTaBIIEH B CIICIYIONICH TabuIie.

Tabnuua 5. IlpuMep nosrydeHusi OTKPBITOrO KJr04a

3aKphITHIN KITI0Y, K; 2|13| 6 |13|27]|52|105(210

OTKpBITHIN KITIOY,

(ki*n) mod m = (ki*31) mod 420

62(93(186|403|417|352|315|210




st mmdpoBanus cooOmeHne cHavalia pa30uBaeTcs Ha OJIOKH, O pa3Mepam
paBHBIE YHCITy SJIEMEHTOB TIOCIEIOBATEIIPHOCTA B PIOK3aKe. 3aTeM, CUHTas, 9YTO
€IMHMIIA YKa3bIBAaeT HA MIPUCYTCTBHE dJIEMEHTA MOCIICIOBATEIFHOCTH B PIOK3aKe, a HOJTb
— Ha €r0 OTCYTCTBHE, BBIYHCIIIOTCS MOJHBIC BECa PIOK3aKOB — IO OJHOMY PIOK3aKy
JUTSL KQXA0r0 OJ10Ka COOOILEHHUS.

B kadectBe mpumepa Bo3pbMeM OTKpbITOe coobmenne «ABPAMOBY, cuMBoBI
KOTOPOTO MPECTaBUM B OMHAPHOM BHUJE B COOTBETCTBUM C TaOJUIIEH KOJOB CUMBOJIOB
Windows 1251. Pe3ynbrar mmudpoBanus ¢ MOMOIIBIO OTKpbITOro Kitoya {62, 93, 186,
403,417, 352,315, 210} npencrapieH B ciaeAyOIIeH TaOuIle.

Tabnumna 6. [Tpumep mudpoBanus

OTKpBITOE COOOIIICHUE IInpporpamma
CumBoin | Bin-xox Cynnia secon (PrOK3aK), Ci

A 1100 0000 62+93 155

b 1100 0001 62+93+210 365

P 1101 0000 62+93+403 558

A 1100 0000 62+93 155

M 1100 1100 | 62+93+417+352 924

O 1100 1110 |62+93+417+352+315 1239

B 1100 0010 62+93+315 470

Jlnst pacmudpoBaHus COOOIIEHHS ITIOdydaTelh JO/DKEH CHadaaa ONpPEIesuTh
o6patHoe umcio N, Takoe uro (N * nY) mod m = 1. [ocne onpeneneHus 0GpaTHOro
yhcna KakJOe 3HaueHWe IMQPPOrpaMMbl yMHOXAETCs Ha Nl 1Mo Momymro Mu
IIOMOIIBIO 3aKPBITOTO KIIFOYa OIPEAEIISIOTCS OUTHI OTKPBITOIO TEKCTA.

B namem npumepe cBepXBO3pacTarolas Nocieq0BaTeIbHOCTh paBHa {2, 3, 6, 13,
27,52, 105, 210}, m = 420, n = 31. 3uauenue n™t pasro 271 (31¥271 mod 420 = 1).

Ta6nuna 7. [Ipumep pacudpoBanus

IIndporpamma| (¢i*n™Y) mod m = e OTKpBITOE COOOIIIEHNE
(prok3ak), ¢i |(Ci*271) mod 420 yMMa BECoB Cumson | Bin-xon

155 5 2+3 1100 0000 A

365 215 2+3+210 1100 0001 b

558 18 2+3+13 1101 0000 P

155 5 2+3 1100 0000 A

924 84 2+3+27+52 | 1100 1100 M

1239 189 2+3+27+52+105( 1100 1110 O

470 110 2+3+105 1100 0010 B




B cBoeii paboTe aBTOpPHI PEKOMEHJOBAIM OpaTh JJIMHY Kito4a, paBHyr 100
(KOJITMYECTBO 3JIEMEHTOB MOCIEI0BATEILHOCTH). B 3aKkitoueHun ciaeayeT OTMETUTh, YTO
3a/7a49a BCKPBITHS JAaHHOTO cIocoba mmdpoBaHus ycnemHo pemreHa Illamupom wu
[Murmenom B 1982 .

BepositHocTHOE K poBaHKe

ABTOpaMU U ¥ MEPBOTO aITOPUTMa BEPOSTHOCTHOTO MH(PPOBAHUS SBISIOTCS
[adpu Tonsasaccep (Shafi Goldwasser) m CunbBuo Muxkamu (Silvio Micali). s
JAHHOTO THMa WUGPOB MpU MUGPOBAHUU OJTHOTO M TOTO K€ MCXOJAHOTO COOOILIEHUS C
MIOMOIIIBIO OJIHOTO M TOTO K€ OTKPBITOTO KIF0Ua K1 MOKHO TOJIYYHUTh pPa3HbIC
mMU(PTEKCTHI, KOTOPbIE MPHU paciu(pOBKE 3aKPHITHIM KIIOUOM K2 Tal0T M3HAYaIbHOES
UCXOJIHOE COOOIIECHHUE.

Cl = Ekl(T), C2 = Ekl(T), C3 = Ekl(T), cees CN = Ekl(T), (4)

T= Dkz(Cl) = Dkz(CZ) = Dkz(Cg) = .= Dkz(CN). (5)

Takasi 0COOCHHOCTH BEPOSITHOCTHOTO MIM(POBaHUS JeJIaeT OeCCMBbICICHHBIMU
aTaky Ha mudp "C M3BECTHBIM OTKPBITHIM TEKCTOM'" 1 "C BBIOOPOM OTKPBITOrO TEKCTa'.

Huxe paccmaTpuBaroTcs ABa aaropuTMa BEpOSITHOCTHOTO MM(POBAHUS:

- aIropuT™ 1mmdpoBanus Dib-I amand,

- QJICOPUTM HA OCHOBE AJUIUNTUYECKUX KPUBBIX.

Aaroput™m mudpoBanus duab-I'amans
Cxema Obuta mnpemioxxkeHa Taxepom Onp-I'amanem B 1984 1. OH
ycoBepieHcTBoBaNl cuctemy ubdu-Xemimana u moaydusa J1Ba aaropuTMa, KOTOphIE
UCTIOJIb30BAINCH I mudpoBanus u oOecriedeHus: ayTeHTHuUKauu. CTONKOCTh
JAHHOTO alropuTMa Oa3upyeTrcs Ha CIO0XKHOCTH pEHICHUs 3aJauyd JTUCKPETHOTO
JorapuMHUpPOBAHUS.
CyTb 3a1auM 3aKI0YAETCA B CieaytomeM. imeercs ypaBHEeHUE
g“modp=y. (6)
TpebyeTcst MO M3BECTHHIM (, Y U P HATHU HATypasibHOE (I[€JI0€ MOJOKUTEIHHOE)
qrcio X (IMCKPeTHBIN Jorapugm).
[Topsimok co3anust Kiroue NpUBOAUTCS B CIEAYIOIEH Ta0IuIe.
Ta6nuna 8. [Ipouenypa co3ganus Kiroden

No Onucanue onepanuu [Ipumep
/1
1 |BeiOupaercs mpocToe Yrciio p. p=37
2 |Boibupaercs uncno ¢ (0 < g <p), sBIisOmIeeCs NePBOOOPa3HBIM g=2
KOpHEM T10 MOAyJIi0 P,
3 |BwiOupaercs 3akpbIThIN KJIHOY X (TUCKPETHBIN JIorapudm) - X=05
POU3BOJIbHOE HaTypaibHOE yncio (0 <x <p).
4 |Beraucnsercs y = g* mod p. y = 2°mod 37
=32 mod 37 =
32

5 |[lyOnuKkyroTcst OTKpBITHIN KiItod {Y, ¢, P} B ClIELUATbHOM




XPaHUJIUIIIE, TJI€ UCKII0YAETCsI BO3MOXKHOCTD €T0 IMOIMEHBI
(o0megocTymHoM cepTUGHIIUPOBAHHOM CIIPABOYHHKE).
[TapameTpsl § ¥ P MOKHO CIENIaTh OOUIUMH JIJIsI TPYIIIBI
MOJIL30BaTEIICH.

") TlepBooOpa3Hblii (IPMMHTHBHLINH) KOpPeHb IO MOAYJIO P — HaTypalbHOE
YHCIIO g TAKOE, YTO

g(P(p) mod p= 1

U

gmodp#1, mal<i<qe(p)

rae ¢(p) — pyukuus Ditnepa (T.K. p — IPOCTOE YUCIO, TO G(p) =p - 1).

ITposepka. [Ipu g=2up =37, ¢(37) =37 -1 = 36.

2% mod 37 = 1;

2'mod 37 =2 (#1);

22mod 37 =4 (# 1);

22 mod 37 =8 (# 1);

2*mod 37 =16 (# 1);

2% mod 37 =28 (# 1);

2¥mod 37 =19 (#1).

st mudpoBaHus KaXKJI0ro OTACIBHOIO 0JIOKA MCXOJHOTO COOOIICHUS JOJIKHO
BeIOMpaThCcs caydaiiHoe umciao K (1 < k < p — 1). Ilocie wero mudporpamma
TeHEpUPYETCs MO CIACAYIOMUM (Popmyiam:

a=g“mod p, (7)

b = (y* T) mod p, (8)

IS T - HMCXOTHOE cooOmieHue;
(a, b) — 3ammppoBanHOE COOOIICHHE.

HemmdpoBanue cooOIIeHUsI BBITOJHSIETCS MO Cleayolieit hopmyiie:

T = (b (2)") mod p 9)

YN

T = (b a**) mod p, (10)

rae (a¥)! — oOparHoe 3HaueHUE UKca a* 10 MOLYIIIO P.

[Tpumep mmdpoBanus u aemmbpoBaHus Mo aaropuTmy Iib-I'amans npu k = 7
npuBeAeH B TabIuIe, XOTs /Uil UG POBaHUS KaX10T0 OJ0Ka (B HAIIeM ciiy4yae OyKBbI)
MCXOJTHOTO COOOIICHHS HAI0 MCITOJIb30BaTh CBOE CydaiHoe 4uciio K.

ITepBas yacTh mudpoBaHHOro coodmenns —a = 2’ mod 37 = 17.

a* = 17°= 1419857, (@)1= 2 (1419857 * 2 mod 37 = 1) wm a*1* = 17371° =
1.3928892 * 10%,

Tabnuua 9. Ilpumep mmdpoBanus no aaroputmy Dib-I"amans (npu k = const)

OTKpBITOC CumBoun A|B|P|A|M|O|B
coodmenwue, T Kon 1|2 |18|1|14|16|3
Cnyugaiinoe uncio k IANANaRaNaN
npposanue [TepBas yacTh mmMQppOrpamMmel, a = 17\17({17\17\17({17|17
2% mod 37




Bropas yacts mudporpammsl, b= (32%*(19| 1|9 (19| 7 | 8 |20
T) mod 37

OO6paTHOE 3HaYCHHE YHCIIa a* 110 212(2(2|12(2]2
Monymmo p, (a¥)*

PacmmdpoBanue
OtxkpaiToe coobmenne, T = (b * (aX)?1) | 1|2 (18| 1 [14|16| 3

mod 37

BBuy Toro, uro umcio K sBiseTcs ciiydaliHbIM, TO TaKyIO CXEMY €Ille Ha3bIBalOT
CXEMOI BepPOSITHOCTHOT0 mmudpoBanus. BeposTHOCTHBIH XapakTtep MHGPOBAHUS
SBJISICTCSI TIPEMMYIIECTBOM JUIsI CXeMbl Oib-I'amansi, T.K. y CXeM BEpOSTHOCTHOTO
mudpoBaHus HaOMOMAaeTCs OOJbIas CTOWKOCTh IO CPAaBHEHHIO CO CXEMaMH C
ompeneneHHpIM TIporieccoM mmmdpoBanus. Hemoctatkom cxembl mudpoBaHUsS Iib-
lamanst sBisieTcsl yABOCHHWE [IMHBI 3am(PPOBAHHOTO TEKCTAa TIO CPABHEHHUIO C
HaYaJIbHBIM TEKCTOM. J[J11 cXeMBbl BEpOsSTHOCTHOTO mudpoBanus camo coobuienue T u
KJIII0Y HE OMNpeAeNsioT mu@prekcT ogHo3HauHO. B cxeme Dnb-I'amans HeoOxomaumo
UCIIOJIb30BaTh  pa3JMuYHbIC 3HAYCHHUS CIydailHOH BenuuuHbl K 1yt  mmdpoBKu
pazauunbix  cooOmienuit T u T°. Ecam  ucnons3oBaTth  oAuHAKOBBIC K, TO  mis
COOTBETCTBYIOIMX MU(pTeKcTOB (@, b) 1 (2°, b”) Bemonnsercsa coornomenue b (b’)?! =
T (T°)! (mod p). 13 51010 BeIpakeHUs MOKHO JIerko Berauciauth T, ecin nzsectro T°.

[Ipumep. I[lpeAnonoxuM 3IOYMBIIUICHHUK TMEPEeXBaTWUI  3aliu(ppoBaHHOE
coobmienue C = ((a1, b1), (az, b2), ..., (an, bn)), 115 KOTOPOro HCIOIL30BATIOCH OAHO U
Toke ciydaiiHoe unciio K. OH 3HaeT oauH n3 0510k0B Ti = Ex1(Ci) wim npu n3BecTHOM
oTkpeiToM Kkitoue (Y, d, P) eMy yaaiock mnoaodpars K’, KOTOpoe COBHAIO C
UCIIONIb3yeMbIM TIpH  IMdpoBanuu K. Hampumep 1o BTopomMy BapuaHTy, IS
mudpoBanus cumpoia X (T' = 22) 3noymblluieHHUK Uctionb3oBan k> = 7 (paBuoe k).
Torga, b(X) = b> = (327 * 22) mod 37 = 11, (b’)1 = 27, (T’)! = 32. Pacumdposanue
NEePEXBAUYCHHOTO COOOIIECHUS TPUBEACHO B CICAYIONICH TaOIHIIe.

Tabnuna 10. [Tpumep pacummdbpoBaHusi IEPEXBAUSHHOTO COOOIICHUS

Bropas yacth nepexBauennoi mmdporpammsr, b (1911 |9 (19| 7 | 8 |20
L=(b* (b)) modp=(b*27) mod 37 32(27(21(32| 4 31|22

Bekpoitoe Koz, onpezessemslii 10 ypaBHEHUIO
OTKPBITOE (T*(T)YH)modp=L 112|181 |14|16|3
COOOIIIEHHE, (T & 32) mod 37=L
T CumMBon A|B|P|A|M|O|B

AJITOPUTM HA OCHOBE YJUIMNITHYECKUX KPUBBIX
Hcnonp3oBanne JIITUNTHYCCKUX KPHUBBIX IS CO3JaHUS KPUIITOCHUCTEM OBLIO
HezaBucuMo npesoxkeno Humom Ko6muiem (Neal Koblitz) u Bukropom Mumiepom
(Victor Miller) B 1985 r. [Ipu ucnonb30BaHUU AJITOPUTMOB Ha JUTUNTHUYECKUX KPUBBIX
M0JIaraeTCsl, YTO HE CYIIECTBYET OBICTPHIX QITOPUTMOB JUIS PCIICHHUS 3aJa4u
JUCKPETHOTO JIOTapu(MHUPOBAaHUS B Tpynmax WX TOYEeK. B HacTOAIMA MOMEHT
W3BECTHBI JIUIIIH DKCIIOHCHITUAIBHBIC aITOPUTMbBI BBIYUCICHUS 0OpaTHBIX (DYHKIMHA JIJIst




AIUTANITUYECKUX KPHUBBIX. ITo CpPaBHEHUIO ¢ Cy0IKCIOHEHIIMAIbHBIMU
QITOPUTMAMH PA3JIOKEHUSI YUCIAa Ha MPOCTHIE COMHOXHUTEIH (CM. KPUOTOCHCTEMY
RSA), 3T0 103BOMSET MPU OJUHAKOBOM YPOBHE CTOWKOCTH YMEHBIIUTH Pa3MEPHOCTH
KJIF0Ya B HECKOJIBKO a3, a, CIEAO0BATEIbHO, YIPOCTUTh MPOTPAMMHYIO M amlmapaTHYIO
peann3alnrio KpUITOCUCTEM.

DU TAYECKOU KpuBOi#l E Ha3bIBaeTcs MHOKECTBO TOYEK X, Y),
YIOBJIETBOPSIOIIMX OJHOPOJHOMY YpaBHEHHIO Beliepuirpacca:

Y2 + arxy + agy = X3 + asx? + ayX + as, (11)

/1€ aj - KO3(OUIIMEHTHI YpaBHEHUS.

'y s -

D/—: x\_-1 0

a) y?=x3-x 0)y?=x3-3x+2 B)y?=x3—-x+1

Puc.1. [IpuMepsbl 3JUTUNITHYECKUX KPUBBIX

B kpunrorpadun srmumMnTudeckre KpUuBbie pacCMaTPUBAIOTCA HAJ IBYMs TUTIAMU
KOHCUYHBIX TOJICH: MPOCTBIMH TOJIIMH HEYETHOW XapaKTepucTukw (Zp, Taep > 3 -
MPOCTOE YUCIIO) U moyisiMu Xapaktepuctuku 2 (GF(2™M)).

OIJIMNITUYECKUE KPUBBIE HAJ TOJSAIMU HEYETHOM XapaKTEPUCTUKH Zp MOKHO
MPUBECTH K BHUIY, HAa3bIBAEMOMY JJUIMIITUYECKON KPUBOM B KOPOTKOM Qopme
Benepmrpacca:

y?=x3+ Ax + B (mod p), (12)

rae A, B € Z, - k039QdUIMeHTsl 3JUTMITHYECKON KPUBOU, yAOBIETBOpsionue 4
A3+ 27 B2 #0 (mod p).

3amuce A = B (mod p) o3HayaeT, 4TO OCTATKU OT JeiieHUs Ha P jeBoi (A) u
npaBoii (B) dacTeil BelpaskeHHs paBHbL. B Takux ciydasix TOBOPSAT, YTO MpaBasi U JeBas
4acTH BhIpaXkeHHs "'cpaBHUMBI o Moayso' . Hanpumep, 72 =23+ 4 * 2 + 3 (mod 5)
= (7®»mod5=(22+4*2+3)mod5 = 49mod5=19mod5 = 4=4,

TMockonsky ¥ = 2VX3 + AX + B rpaduk KpuBOH CHMMETPHYEH OTHOCHTEILHO
ocu abcuucc. YToObl HAMTH TOYKU €ro MepecedeHus C OChbi aldCIHCC, HEOOXOIUMO
pEelINTh KyOMUeCKOe ypaBHEHUE




x3+Ax+B=0. (13)

DTO MOXKHO CIenaTh ¢ TIOMOIILI0 M3BECTHBIX Gopmyn Kapaano. /luckpuMuHaHT
ATOTO ypaBHEHHUS

A\®  (B\? _ 4A3+27B2

2= (5) +() ="

3 2 108 | (14)

Ecou A > 0, To ypaBHEHHE UMEET TPU PA3IMYHBIX JEUCTBUTEIBHBIX KOPHS (CM.
puc. la — Xy, X2 1 x3). Ecmu A = 0, To ypaBHEHHE UMEET TPU AEHCTBUTENBHBIX KOPHSI, IO
KpaiiHeil mepe, /1Ba M3 KOTOpBIX paBHBI (cM. pHuc. 16 — X;u X2). Ecmu A < 0, 1O
ypaBHEHUE UMEET OJIUH JCUCTBUTEIbHBIA KOPEHb (CM. pUC. 1B — X1) U iBa KOMILIEKCHO
CONPSIKEHHBIX.

Hcnonb3zyemble B KpUNTOrpapuu KpUBbIE HE JOJKHBI UMETh OCOOBIX TOYEK.
['eomeTpuyeckn 3TO 3HAYUT, YTO TpauK HE JAODKEH HUMETh TOYEK BO3Bpara u
camomnepeceueHuit (cMm. puc. 16). Ecnu kpuBasi He uMeeT 0coObIX TOUEK, TO €€ rpaduk
UMEET JIBE YaCTU NPU TMOJIOKUTEIHHOM JUCKPUMHUHAHTE (CM. puc. 1a), U oiHy - mpu
oTpuriatesbHoM (cM. puc. 1B). Hampumep, nnsa rpadukoB Beillie B MEPBOM Cilyyae
JTUCKPUMUHAHT paBeH 64, a B TPETheM OH paBeH -368.

Cnenyer OTMETHTh, YTO B Zpy KaXJIOT0 HEHYJEBOI'O J3JIEMEHTa €CTh JU0O JBa
KBaJIpaTHBIX KOpHs, JIMOO HET HU OJHOTO, MOATOMY TOYKH JIUIUNTHYECKON KPUBOU
pa3buBaroTcs Ha mapsl Bujaa P = (X, y) u -P = (X, -y). Hanmpumep, syumuntryeckas KpuBas
y2=x3+ 3x + 2 Hag nosneM Zs npu X = 1 U p = 5 UMeET J1BE TOUKH B KAYECTBE PEILCHHUS:
P=(1,1)u-P=(1,-1), 7. 1?=13+3*1+2(mod 5)u (-1)’= 13+ 3 * 1 + 2 (mod 5).

BBeneM nBe ornepannu, KOTOPbIE MOKHO BBIMOJIHAThH HaJl TOUKaMU KPUBOM.

Caoxxenne Touek Ps(Xs, Y3) = P1(Xy, Y1) + Pa(X2, Y2).

JI1s1 TeOMeTpUYECcKOro clloKeHus Touek P1 u P, HeoOxoaumo depe3 HUX mpoBECTH
OpSIMYIO 10 TPETHErO0 MEPECEUEHUs] C AJUIMNTUYECKOW KPUBOH U U3 HEr0 OIyCTUTH
NEPHEHAUKYJIAP OTHOCUTEIEHO OCH aOCIMCC J0 Y€TBEPTOTO MEePEeceueHus - 3TO U OyaeT
pe3yabTat ciokeHus (Touka P3).

a)y?=x3-x 0)y?=x3-x+1

Puc.2. CioxeHue ToUeK



AHanuTHYECKH ClOKeHHne Touek P, 1 P, BeImomHseTcs mo ¢hopMyiam:

[ X3 = (A2 —x; —x2)modp

ys = (A(xy —x3) —y;) mod p, (15)

riae A - yriioBod Kod(huIMeHT mpsiMoi, mpoxojsiieii yepe3 Touku Piu Py,
PACCUUTHIBACMBIN IO BBIPAKEHUSIM:

Y2—W

A=——= (mod
-TIPU X1 £ X2 : 122—151 ( ”,tl);
3xi +A
A= 1 (mod p)
- TIpU X1 = X7 & 2y, :

Ecau P; = Py, To A paBeH 3HaYeHUIO IPOU3BOIHOM B TOUKE P1i.

-

]
[
b )
) =
ﬂ_

2P op

a) y?=x3-x 0)y?=x3-x+1

Puc.3. YaBoenne Toukn

YMHo:keHHe TOUKH Ha unciio P(Xy, Vi) = K * P(X, y).
Cnoco0 1. Bemonnuts K pas ciosxenue Todxu P
P.(x;y,) =k-P(xy)=P+P+P+...+P
k (16)

Cnoco6 2. C ucmons3oBaHre IBOMYHOro mpezacrasienus unciaa K = (b, ..., by,
b1) u onepaumu ynsoenus touku. Hanpumep, k = 11019 = 1101110,, Toraa Py = 64P +
32P + 8P + 4P + 2P.

AJITOPUTM BBIYHUCIICHUST Pk MOXKET BBITJISIICTh CJIEAYIOIIMM 00pa3om.

1. Px :=null

2.Q:=P

3. Hukn. Jlngi:=1mg0L

3.1.Eciu bj =1

to Ecau Py = null
TO Py = Q




nHaue Py = Py + Q

32.0=2*Q //=Q-=

Q+Q

Hnsa k = 110 Bmecto 109 cnoxkenuit Oyner 1 mpucBauBaHue, 4 CIOXKECHHS U 6
YIABOEHUM (CIIOXKEHU ).

PaccmoTpum niporienypy Co31aHusl KIIFOYECH.
Tabmmma 11. IIporienypa co3manusi KIrOYeH

No
/o

Onucanue onepanuu

[Ipumep

BriGupaeTcst mpocToe Yucio P - MOAYIb ILTUITHYECKOM
KpPUBOWU
(mo TOCT — p > 22%),

p=41

BriOuparotcs koaphuineHTs! dunTuyecko kpusoi A u B.
JlomkHO cobmroarses yeiaosue (4 A3+ 27 BY) mod p £ 0, B
MIPOTUBHOM CITy4ae MEHSIOTCS MapaMeTphl AJUTUNTUIECKON
KpUBOH p, A niu B.

A=3,B=7

(4*33+27*7%
mod 41 = 37

OmnpenensieTcs ToUKa SJUTMNTAYCCKON KpuBoit P(Xp, Yp) 1
MOPAJIOK MUKJIMYECKON MOATPYIIIBI TPYIIIBI TOYEK
SIUNTUYECKON KpuBoit (.

BriOupaercs mpou3BoIbHOE HATYypaIbHOE YK CII0 Xp (0 < Xp < p)
U OMPENIEIISIETCS Yp U3 YPABHEHUS SJUIMNTUYECKONU KPUBOIA.
JIOJIKHBI COOJTIOAATHCS YCIIOBUSL:

- TSl Xp JIOJDKEH CYIIECTBOBATH Yy (HE JJIs1 BCSIKOTO Xp TIPH
JAHHBIX MapameTpax KpuBoi (A, B, p) MOXeT CyliecTBOBaThH
Yo);

-P#0uqP=0,rae O - HysieBas TOUKa AIUIMITHIECKON
kpuBoii (P + (-P) = 0);

- (| — IpOCTOE YUCJIO;

-p'mod q# 1, nusa Beex nenwix t=1,2, ..., T, rne T < 31;

- 2% < (1 < 2% (1o T'OCT).

B npoTuBHOM citydae MEHSIIOTCS TUOO MapaMeTphbl
AIUTATITUYECKON KpUBOH p, A miu B nubo BeiOupaercs apyras
Touka P.

Xp =17,
yp =17
[172 mod 41 =
(73+3*7+7) mod
41 =2]

q=47

BriOupaercs 3akpbIThiil Kir04u d (IUCKpETHBIN JTorapudm B
rpyIIe TOYEK JUTMITHYECKON KPUBOIA) - MPOU3BOJILHOE
HaTypanbHOoe unciio (0 <d <q).

OmnpenensieTcs TOYKa UIUNTHIECKOHN KpuBoit Q(Xq, Yg) =d *

P(Xp, Yp).

[Ty6nukyercst otkpbiThii Kit04 {(A, B), P(Xp, Yp), P, Q(Xq,
Yq)} B crienManbsHOM XPaHUJIMINE, TS HCKITFOYaeTCs
BO3MOKHOCTh €0 MOAMEHHI (0011eJ0CTYITHOM
cepTUGUIMPOBAHHOM CIIPABOYHHUKE).




J11st BBIpAOOTKH M MPOBEPKH dIECKTPOHHOU 1T (PPOBOI
MOJIKCH ( SIBIISETCS YaCThIO OTKPBITOTO KJIKOYa BMECTO P.

) IIpsamoii  crmoco® BBIYMCIEHHS MOPSAKAa TIPYNIbl TOYEK AJUIMITHYECKOM
KpUBOM .

1) PaccunThiBaroTCs KOOPAMHATHI IEPBOM TOUKHU U3 BHIPAKECHUS

y=x3+Ax+B(modp) = y?>=x>+3x+7(mod4l).

[Ipumem x; = 7, Torma y1> mod 41 = (73 +3 * 7+ 7) mod 41 = 2, orkyna y; = 17.

P(XD’ yp) = P(Xli yl) = P(77 17)

2) Haxomum koopauHaThl BTOpOM TOYKH. J[Jis 3TOro BHayajae BBIYUCISAETCS

KO3 hUImeHT A
~(3xf+ 4) _3*77 43 150
A= 7 (mod p) = 217 (mod 41) = 34 (mod 41) =

344 mod 41 = 150 mod 41 =

344 mod 41 = 27

Pemas mocnennee ypaBuenue, nmoiaydaeM A =2 (34 * 2 mod 41 =27).

KoopnuHatel BTOpOM TOYKM TOJly4aeM TIYTeM Y/JBauWBaHHUS TIEPBOM U3
BBIPAKCHUN:

X2 = (A2 — 2x1) mod p = (22— 2 * 7) mod 41 = -10 mod 41 = 31,

Yo = (MX1—X2) —y1) mod p = (2 (7—31) — 17) mod 41 = -65 mod 41 = 17.

3) Kaxnaymo clemymomylo TOYKy pacCuMThiBaeM 110 (opmylam, II0Ka B
3HaAMEHaTele HeBBOEI dhopMyIiel He OyaeT rmoaydeH 0:

=222 (mod p),
Aj_q—Xq

[ X = (A —x; —x;_y) mod p

Vi = (4;(x, —x;) —y,) mod p (17)

[Tonyuaem:

-7\.3:0,X3:3,y3:24;

- = 29, Xq = 11, Ya = 31,

-7\.5:24, X5:25,y5:2;

- 7\.46 = 2, Xag = 7, Yae = 24.

K nonydyennomy umcity Touek godasisieMm Touky O, B pesynbTare dyero q = 46 + 1
= 47. Touka O ecTb pe3yJabTaT CIOKEHHs JIIOOBIX IBYX Touek P(xi, Vi) u -P(Xi, -Yi) u
MPEACTABISIET COOOM OECKOHEYHO YAAJEHHYI0 TOYKY, B KOTOPOH TMIOTETUYECKU
CXOJISITCS BCE BEPTHUKAIIbHBIC KPUBEIE.

[Iponienypa mm@poBaHUS OTACTLHOTO OJIOKa BBHINOJHACTCS —CIICTYIOITUM
obpazom.

Ta6nuna 12. Iponenypa mudpoBanus oTACIHHOTO 0J10Ka (OYKBHI)

No Onucanue onepamuu [Tpumep
/11
bykBa «K»
1 |Onpenensiercs IecSITUYHOE MpeicTaBIeHUE OYKBHI L. t=12

2 |BeiOupaercs ciyuaitnoe uucio K (0 < k < p). k=5




3 |Ompexensercst TOYKA ILITUNTHYSCKON KpUBOU P (Xpk, Pk(25, 2)
Ypk) =k * P.
4 |Omnpenensercs ToYKa ALTUNTHICCKON KpruBord Qk(Xgk, Qk(3, 24)
Yak) =k * Q.
5 |Berumcnsercs ¢ = (t * Xq) mod p. c=(12*3)mod 41 =
36
6 |lludporpamma — mapa {Py, C}. {P«(25, 2), 36}
[Tporieaypa pacmmppoBaHusS OTIASIBHOTO OJOKa BBIMOIHACTCS CIICTYIOIIHM
00pazoM.
Tabmuna 13. [Iponemypa pacmmdpoBanus OTaeabHOTO 0710Ka (OYKBBI)
Ne Onucanue onepanuun ITpumep
n/m
1 OmnpenensieTcs ToOYKa JUIMNTHICCKOM KpuBoi D(Xq, yd) = d * D(3, 24)
Pk
Xd'1 =14
. |[(3*14) mod 4l =
Brramcrnsiercs 1ecAaTHIHOe peCTaBICHNE 3alTuPOBaHHOM
— * -1 1]
2 |OykBBIt=(c * X4™) mod p,
-1 .
r7ie X4~ — 00paTHOE YHCIIO0 K X4 [T0 MOIYJIIO P. t = (36 * 14) mod
41 =12
3 |OmnpenensieTcs UCXOHOE COOOIICHUE TI0 €€ IECITHUHOMY bykBa «K»
IPEICTaBJICHUIO.

e

[IpuBeneHHsbIi Bbime croco0 mudpoBaHus SBIsETCA Bapuanued mudpoBaHUs
Onp-I'amanda. Ecnu cToilkocTh anroputMa mudpoBanus Onb-I'amans Oa3zupyercs Ha
CIIOKHOCTH PEIICHMs] 3aJauyd JUCKPETHOro JorapupMupoBaHUs, TO CTOMKOCTb
mupoBaHUs C TOMOLIBI0 DJIUIMNTHYECKUX KPUBBIX 0a3zupyeTcss Ha CII0XHOCTU
HaxOoXJeHuss MHOXuTens K Touku P mo ux mpoumsseaenuto. T.e. ecitm Q = k P, 10
3Has P u K moBonbHO Jierko Bbrauciuth Q. DddexkTuBHOE pelieHre o0paTHOW 3a1auu
(natitu K mpu n3BectHbIX P 1 Q) Ha TEKYIIMiIT MOMEHT IOKa HE OIMyOJIMKOBaHO.

Bomnpocs! 1111 caMOKOHTPOJIA

TpebGoBaHus kK cUCTeME 3alUThI HH(DOpMAIUH.
Kpunrorpaduueckue araku.

Bugp! arak.

[Tpunun Kepkxoddca.




MPAKTUYECKOE 3AHATHE Ne5

Xewr-¢pyukuus (MDS)

Heab: n3yunTh criocoOb! MUGPOBAHUS JAHHBIX C TIOMOIIBI0 Xel-(yHKITHHA.
Xoa padoThI:

HeobxomumMo ~ O3HaKOMHTBCS ~ C  TCOPETHYECKOM  YacThlo M TIO
anroputMy MD5 nonmyunth xemnr-o0pa3 coOOIIeHHsI, COCTOSIIETO U3 TIEPBBIX TPEeX OYKB
cBoel paMumuu.

[Ipu BeIMOTHEHUY 3aJJaHUsI HEOOXOAUMO MPUBECTH:

- TEOPETHYECKYI0 4acTh, BKJIIOUawolryto "lllar OCHOBHOTrO IUKJIA BBIYMCIICHUS
xema" (puc.2), "Illar mukma paynna" (puc.3) u tabauiy "PaynaoBsie ¢yukiuun RF"
(Tabin.1);

- ucxojgHoe cooOmenue (3 OykBbl (aMUIMH) B CHUMBOJIBHOM U JIECATUYHOM
MIPEJICTaBICHHUAX B COOTBETCTBUH ¢ KoaupoBkoit Windows 1251;

- mpooOpa3 cooOleHUs B MIECTHAALATEPUYHOM TMpenactaBieHun (512 o6wur),
BKJIFOYAs BCIIOMOTATEIbHBIC CIWHWYHBIA W HYJIeBbIe OHWTHI, a TaKXkKe OWTHI,
OTIpEEISAIONTNE JJIMHY COOOIICHNS;

- UcXoaHble 3HaueHUs mnepemeHHbIXx A, B, C m D B mecTHagumaTepuyHOM
npeacTtapieHud (mo 32 oura);

- i 1-ro, 2-ro u 16-ro 32-OutoBoro Onoka mnpooOpasza - pe3yJbTaThl
BbIuKclieHud nepeMeHHbiXx A, B, C u D B miectHaamaTepuyHOM NpPECTABICHUN IS
BCEX PAyH/IOB;

3Ha4YeHUs IEPEMEHHBIX
Paynn|Wtepanusi|B Havane UTepanyu |B KOHIIE UTEPALIUU
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- pe3yJbTaT HUTOTOBOTO CJIOXKECHHS TI0 MOJIYJIIO 2% HCXONMHBIX 3HAYCHHM
nepemeHHBIX A, B, C u D co 3Ha4eHHSIMU 3THUX MEPEMEHHBIX, TOJYYCHHBIX ITOCIC 4-TO
payH/Ia B MICCTHAANATCPUYHOM MpeacTaBicHuu (128 OUT) 10 M mocie MmepecTaHOBKH
OaWT.

OcHOBHbBIE IOHATHS

XemupoBanue (MHOT/Ia XdIIMpOBaHWEe, aHTI. hashing) - mnpeoGpazoBaHue
BXOJHOTO MacCHBa J@aHHBIX TPOU3BOJLHOM JUIMHBI B  BBIXOJHYIO  CTPOKY
¢ukcupoBaHHON yMHBL.  Takme mpeoOpa3oBaHMsS  TaKkKE  HA3BIBAIOTCS Xelll-
GyHkuuaMuU i PyHKUUAMH  CBEPTKH, BXOJHOM MaccuB — MpooOpa3oM, a
pe3yJbTaThl TpeoOpa3oBaHUs - XellleM, XelI-KoJA0M, Xelm-o0pa3oMm, UH(pPOBBIM
0TIEeYaTKOM WJIU Aai1zKecTOM coo01eHus (aHri. message digest).

Xem-()yHKUMs — JIETKO BblUMCIUMAsA (PYHKUHUA, MpeoOpasyromas HCXOJHOE
COOOIIEHUST TIPOU3BOJILHON JJIUHBI (TIpooOpa3) B cooliieHne (HUKCUPOBAHHOW JIJTMHBI
(xem-o0pa3), I KOTOPOTO HE CYyHIeCTBYeT 3(PQGEKTHUBHOTO alropuTMa IOHCKa
KOJUIM3UH.

Kosummsmeii 111 GyHkium h HaszpiBaeTcs Takas napa 3HaueHui (X, Y), uro h(x) =
h(y) mpu x # y. Takum oOpazom xemni-GpyHKIUS JOJDKHA 00Ja1aTh CICAYIOUMMH
CBOWCTBAMU:

- JUIA JaHHOTO 3Ha4YeHus N(X) HeBO3MOXKHO HaATH 3HaueHUe aprymeHTa X. Takue
Xem-OYHKIMK Ha3bIBalOT CTOMKUMH B CMbICJIe OOpalleHus Wid CTOMKHMHM B
CHJIBHOM CMBICJIE;

- JUI1 JAaHHOTO apryMeHTa X HEBO3MOYKHO HAWTH JApPYroW apryMEHT Y Takow,
gto h(X) = h(y). Takue xemnr-QyHKIUM HA3BIBAIOT CTOMKAMHA B CMbICJIE BBIYMCIEHHS
KOJUJIM3UI WK CTOMKUMH B €J1a00M CMBbICJI€.

B cnyuae, korja 3HaueHue Xem-QpyHKIUKU 3aBUCUT HE TOJIBKO OT Ipoodpas3a, HO U
3aKpBITOrO KJI0Ya, TO 3TO 3HAYEHUE HA3BIBAIOT KOJAOM MMPOBEPKH NOJJIHUHHOCTH
coo0mennii (Message Authentication Code, MAC), K0/10M NIPOBEPKH MOJJIHMHHOCTH
nanHbix (Data Authentication Code, DAC)w 1 MMUTOBCTABKOM.

Ha mpakTtuke xeni-GpyHKIMN UCTIONIB3YIOT B CICAYIOMINX IIEIISIX:

- VIS yCKOPEHUS MOMCKa JTaHHBIX B b/I;

- [UIsl IPOBEPKH [EJIOCTHOCTH U MOJIMHHOCTU COOOIICHHH;

- JUISL CO3JaHus ¢okaToro oOpasa, mpuMeHseMoro B nporeaypax DLII;

- IS 3aIIUTHI MApOJIsl B MPOIEAYpaxX ayTeHTUDUKAIINY.

VYckopenus: moucka AaHHbIX. Hampumep, mpu 3amucu TEKCTOBBIX MMOJied B 0ase
JTAHHBIX MOYKET PaCCUUTHIBATHCS UX XEII-KOJ M JaHHbIE MOTYT MOMEIIAThCs B pa3fied,
COOTBETCTBYIOIIMI ATOMY XemI-koay. Toraa npu MoMCKe JaHHBIX HaJ0 OyJeT cHadalia
BBIYUCIIUTh XEII-KOJ] TeKCTa W Cpa3y CTaHET M3BECTHO, B KAKOM pazjelie uX Hajo
UCKaTh, T.€. UICKAaTh HaJI0 OyJeT He Mo Bcel 0ase, a TOJABKO Mo oJHOMY €€ pazzieny (3To
CUJIBHO YCKOPSIET MOUCK).

BBITOBBIM aHAJIOTOM XEIIMPOBAHUSI B JAHHOM CIIy4a€ MOXET CIYXKHUTh
pasmMeliieHue cioB B cioBape mo andasuty. [lepBas OykBa ciioBa SIBISE€TCS €ro Xelll-




KOJIOM, U MPHU MOUCKE MbI POCMATPUBAEM HE BECh CJIIOBAPH, & TOJBKO Pa3zell C HyKHOM
OYKBOW.
[Ipouemypa BbIYMCICHHUS (CTaHAApTHAS CXeMa aJIrOpUTMAa) XemI-(QyHKIUH
MIPE/ICTABJICHA HA CIEAYIOIIEM PUCYHKE.
Ha4yano >
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Puc.1. Tlponieaypa BerurcieHrs 3Ha4€HUSI XeI-QyHKIIUN

1) K ucxomnomy coobmenuto T qo0aBnsercss BcrioMoraTesbHas HHPpOpMaIUs
(Hanpumep, IuHA MpooOpas3a, BCIOMOraTelbHbIE CUMBOJIBI U T.J.) TaK, 4TOObI JIJIMHA
npooOpasza X ctana  kpaTHOM  BenuuuHe Lgi, ompegeneHHoit  cnenudukanueit
(cranmapTom) xeu-QpyHKIUH.

2) Jlns  vWHAOMANW3AIMU  TPOLEAYPhl  XCIIUPOBAaHUS  HCIIONB3YeTCs
CHUHXPOIIOCHLIKA Yo.

3) IIpooGpa3 X pazbuBaercsi Ha N OgokoB Xi (1 = 1 .. n) ¢dUKCHUPOBAHHOU
IUTUHBI Lga, HAJ KOTOPBIMH BBITIOJHSETCS OJHOTUIHAS mpoleaypa xemmpoBanus f(yia,
Xi), 3aBUCSINAsA OT pe3yJibTaTa XCIUPOBAHHS MIPEIBIAYIIETo OJIOKa Yi-1.

4) Xemr-oopazom h(T) ucxomgnoro cooGiienus T Oyaer pe3ysabTar HpOLETYpHI
XEIIMPOBAHUS Yn, TIOTYUYEHHBIN TIO0CTIe 00paOOTKHU MOCIETHETO OJIOKA Xn.



MD5

MDS5 (aarn. Message Digest 5) — 128-OuTHBIM aIrOpuTM XEIIHPOBAHMS,
paspaborannbeiii mpodeccopom Porampmom JI. PuBectom m3 MaccadyceTcKoro
texHosornueckoro nactutyTa (Massachusetts Institute of Technology, MIT) B 1991 r.
SABnsiercs yydlieHHOW B 1iaHe Oe3omacHocT Bepcueit MDA4.

Huxe npuBeeH alropuT™ BbIYUCICHUS XeIla.

1. BolpaBHMBaHUE NIOTOKA.

B koner MCXogHOTo COOOIIEHMS, IJTUHOW L, JONMHMCHIBAIOT €AWMHUYHBIA OWT,
3aTeM HEOOXOAMMOE YHCIIO HYJIEBBIX OUT Tak, 4TOOBI HOBBIM pa3mep L' ObL1 cpaBHUM C
448 mo moaymo 512 (L” mod 512 = 448). JobaBineHrue HYJIEBBIX OUT BBIMOJHSICTCS,
Jake eclid HOBasl JUIMHA, BKJII0Yasi €AMHUYHBIN OUT, ykKe cpaBHUMa C 448.

2. Jlo0aBJieHHE JJIHHBI COOOIIEHHUSs.

K MoaudunmpoBaHHOMY COOOIIEHHIO JOMUCHIBAIOT 64-OMTHOE MpPEACTABICHHE
JUTMHBI JAHHBIX (KOJIMYECTBO OUT B cooOmieHun). T.e. myimHa cooOuieHus T cTaHOBUTCS
kpatHoi 512 (T mod 512 = 0). Ecinu 1inHa HCXOAHOTO cooOLieH s npeocxoaut 2% -
1, To momuchIBalOT TOdbKO Miamimme 64 Outa. Kpome storo, mans ykazaHHOro 64-
OMTHOIrO TpEeJCTaBJICHUS JJIMHBI BHAyaje 3allUChIBAIOTCA Miaaiiie 32 OurTa, a 3aTeM
crapiiue 32 oura.

3. Maunmanu3zanus 0ygepa.

JInst BBIYUCHEHUN MHULMAIU3UPYIOTCS 4 MEPEMEHHBIX pa3MepoM 1o 32 Outa u
3a1al0TCSl HAYAJIbHbIE 3HAYEHUS (IIECTHAALIATEPUYHOE MPEICTABICHUE):

A =67 452301,

B = EF CD AB 89;

C =98 BA DC FE;

D =10325476.

B »aTux mepeMeHHBIX OyayT XpaHUTBHCS PE3yJbTaThl MPOMEXYTOUHBIX
BerunciieHnit.  HawampHoe — cocrosiHne ABCD HaspiBaeTcsl  MHHUIMATU3HPYIONTAM
BEKTOPOM.

4. Boruuc/jieHue Xela B MUKIJIE.

Hcxoanoe coobiieHue pazouBaercs Ha Ojoku T, mmuHou 512 out. s xkaxmoro
0JI0Ka B IIUKJIE BBIMIOJHSIETCS MPOIEaypa, MpUBEeAeHHAs Ha puc.2. PesynbraT 00paboTKku
BCceX OJIOKOB MCXOIHOIO COOOIIEHHWS B BHIE OO0beOUHEHHS 32-OUTHBIX 3HAUYECHUUN
nepemeHHbIX ABCD u OyneT sBIsIThCSI XeIeM.



Bnok ncxogHoro coobuwenna, T
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Puc.2. lIlar oCHOBHOT'O 1IMKJIa BEIUMCIIEHUS X€Illa

B kaxmom paynzae Hanm nepemeHHbIMH ABCD u 6moxom mcxomguoro tekcra T B

nukie (16 urepainuii) BBIMOJHSIOTCS OJHOTHUIIHBIE TPeoOpa3oBaHUs MO CIEIYIONIEH
CXEMe.
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Puc.3. Oxgna utepanus 1ukia payHia

YcnoBHbIe 0003HAYEHUS.
1) RF - paynnoBas yHKIus, onpeaenseMas o Ciaeayrolei Taduie.
Tabnuua 1. Paynnoseie pynkiuu RF

Ne paynna Uigonme dopmyia pacuera
2 payHn byHKIIH pMyna p
F F(B,C,D)=(BAC)Vv (B AD)
G G(B,C,D)=(BAD)VvV(~DAC)

H H(B,C,D)=B@®C®D




4 | I(B,C,D)=C @ (-D Vv B)

2) tj- jJ-asm 32-OuroBast 4yacTh OJoKa wucxomHOro coodmeHus T ¢ oOpaTHBIM
MOPSJIKOM CIIeZIOBaHUs OailT;

3) Ki - 11enmast yacTh KOHCTAHTBI, ONIPEIEIIIEMOM 1Mo hopmyiie

ki=2%*|sin(i+16* (r-1))|, 1)

rae i — HOMEp uTepalnuu UK @ = 1..16);
I — HoMep payHaa (r = 1..4).

ApryMeHT (pyHKITUH Sin U3MEPSAETCS B paguaHax.

4) H — cnoxenne 1o Moxyo 2%,

5) <<< Sj — NUKJIMYECKHUMN CIBUT BIIEBO HA Si pa3psia0B.

Hcnonb3yemas 32-0uToBasg 4acTh 0JIOKAa UCXOJHOTO cOOOIIeHud tj U BeaudyrHa
[MUKJIMYECKOTO CJIBUTa BJIEBO Sj 3aBUCAT OT HOMEpa WTEpallud W TPHUBEACHBI B
cleayroe Tadbuie.

Tabnuna 2. BennuuHel, HCHOIB3yEMbIE Ha IIare IUKIa payHaa

Ne nrepanmm |12 (3 |4 |5 |6 |7 |8 |9 [10{11(12|13|14|15|16
G (Tt (T3 |ta |t5 [t |t7 |ts [to |t10|t11 |t12|t13|t1a |ti5 |16
Paynn 1
Si |7(12|17|22|7 (12(17|22|7 |12(17|22|7 |12{17|22
i |o|t7 |ti2|ts |t6 {t1n|tis|ts |tio|tis|ts |to |tia |tz |t [l13
Paynn 2
Si 519 |14|20(5 (9 (14|20|5 |9 [14|20|5 |9 (14|20
i |to|to [tio|tis |t (U5 |Tg |t1r|tia|ts |ta |t7 [t10|t13|t16 T3
Paynn 3
S; 4(11116(23|4 (11(16|23|4 |11(16|23|4 |11{16(23
ti |t1|ts |tis|te |taz|ta |t1n|t2 |to |tie|t7 [t1a|ls [tz |t [T10
Paynn 4
S; [6(10115|21|6 [10(15|21|6 |10{15|21|6 |10{15(21

[locne 4 payHmoB HOBoe (MOAM(DUIIMPOBAHHOE) 3HAUYCHHE KaXAOM U3
nepemeHHbIx ABCD ckiagsiBaercs (H) ¢ ucxoanbim (3HadeHHEM TEpeMeHHOM 10 1-To
payHza).

5. IlepectanoBka 6aiiT B nepemenHbix ABCD. [Tocie 06paboTku Bcex 6JI0KOB
UCXOJHOTO  COOONICHMS] JJisi KaXJIOM TEepPEeMEHHOW  BBITIONHIETCS  oOpaTHas
nepecTaHoBKa OauT.

IHouck KoOJLTH3MH.

B 2004 r. xurtaiickue uccienonatenu Ban Caorwons (Wang Xiaoyun), @en [[pHryo
(Feng Dengguo), Jlait Croaizs (Lai Xuejia) u O Xyn6o (Yu Hongbo) o0bsiBriin 00
0OHapyKEHHOW UMU YA3BUMOCTHU B aJIFCOPUTME, MO3BOJISAIONICH 3a HeOoIbIIoe Bpems (1
yac Ha kiactepe IBM p690) HaxouTh KOJUTU3UH.

IIpumenenue mmudpoBaHus AJIA NOJy4YeHHs Xel-o0pa3a
JInst BBIpaOOTKM YCTOWYMBOTIO K KOJUTM3MSIM X€II-00pa3a MOTYT NPUMEHSITHCS
CHeLHalIbHbIE PEKUMBI, IPEyCMOTPEHHBIE B OJIOUHBIX MIH(pax (Hanmpumep, CUEIIeHne



onokoB mmdpa y DES), unu B camoii Xem-(pyHKIIMH, KaK COCTaBHAas 4acTh, MOXET
MCIIOJIb30BATHCS OJIMH U3 PEKUMOB OJ104HOTO mIUdpa.

HanomHuM 4TO B citydae, KOrja 3HaueHHE Xell-(yHKIHUU 3aBUCUT HE TOJIBKO OT
npoo0Opa3a, HO W 3aKpBITOTO KIIOYa, TO XEHI-00pa3 Ha3bIBalOT KOJOM IPOBEPKH
noaanHHocTu coobmenuii (Message Authentication Code, MAC), K010M MPOBEPKHU
noaanHHocTH NaHHbIX (Data Authentication Code, DAC) uin UMHTOBCTABKOIA.

B kauectBe mpumepa npuseaeM pexxum DES-CBC (cuemnienue 610koB mmudpa -
Cipher Block Chaining).

Co T4 Tz Th
P AN Y
> > ( -1
v Y I wy
3awndposanie DES-ECB DESECB| | |DES-ECB

|

v W I i_
|

Puc.4. Cxema anroputma DES B pexxume crierienus 6J10KoB mudpa

[Mocnenuuii 3ammdpoBanubiii 6710k Cnh u ecTh xerr-oopa3 coobmienus T = {T1,
T2, ceey Tn}

Bomnpoce! 11t caMOKOHTPOJIA
1. Bunpl mmdpoBaHus TaHHBIX.
2. CummeTpuyHoe mudpoBaHue.
3. AccumerpuuHoe muppoBaHue.



INPAKTHYECKOE 3AHSATHE Ne6

Hpentudurkanus u ayreHTupuranus

Heab: n3yunTh NpOIeAYPHI HACHTU(DHUKAIINN U ayTCHTU(PUKAIINN.
Xoa pa0doThI:

HeoOxomumo  mpuBecTHM  MOCHEAOBATENBHOCTH  BBIOJHEHUS  MPOIEAYD
uaeHTU(PUKAIIH/ay TEHTU(UKALIMN C UCTIONIB30BAHUEM CIIEAYIOUINX CIIOCOOOB:

- Ha OCHOBeE asiropuTMa RSA;

- no cxeme [1IHoppa;

- o cxeme Deire-Ouara-Illamupa.

[Ipu BBIMOSHEHUU 3aJjaHUs HEOOXOIUMO MPUBECTH TAOIUIIBI TEHEPALMH KITFOUEH
u ayTteHTH(ukauuu. B kauectBe cnydaiiHoro uucia (k wmm r) NpUHATH KOJBI,
COOTBETCTBEHHO, 1-0H, 2-0i1 u 3-eil OykBbI CBOEH (haMUJIMK COIVIACHO UX MOJIOKEHUIO B
andasure.

OO0uue cBeaeHust

Nnentuduxanus (anria. identification) - mpormecc pacmo3HaBaHHS CYIIHOCTEH
IyTEM MPUCBOCHUS UM YHUKAIBHBIX METOK (MJACHTU(UKATOPOB, JIOTUHOB).

Ayrentudurkanms (anrn.  authentication) -  mpoBepka  COOTBETCTBHS
(MOMJIMHHOCTH) CYIIHOCTH TMPEIBABICHHOMY €10 HIeHTUPUKaTopy. (3aMeThm, 4YTO
IPOUCXOXKJIEHUE PYCCKOSA3BIYHOIO TEPMHUHA «AyTEHTH(PHUKALUI)» HE COBCEM MOHSATHO.
Anrnumiickoe «authentication» ckopee MOXKHO MPOYMUTATh KaK «ayTEHTUKALMS; TPYIHO
CKa3aTh, OTKyJa B CEPEANHE B3sUIOCH elle «P» — MoxkeT, u3 uaentupukaunu? Tem He
MEHee, TEpMHH ycTosics U 3akperieH B PJI ['octexkomuccuu PD).

J171s1 TOJTHOTBI KAPTHHBI MPUBEIEM OIpe/ieNieHne TEPMUHA aBTOPU3aLIUs, KOTOPBIN
HE CIIeJIyeT MyTaTh C ABYyMs BBIIICTIPUBEICHHBIMU. ABTOpU3anus (anri. authorization)
- TPENOCTaBJIEHUE CYUIHOCTH BO3MOYKHOCTEl B COOTBETCTBUM C TOJIO)KEHHBIMH €M
MpaBaMy WJIM MPOBEPKA HAJTMYKS MPAB MPHU MONBITKE BBIMOJHUTH KaKOe-JIN0O JIeHCTBHE.

Nnentudukanus u ayTeHTH(PUKALMS — 3TO TepBas JUHUS OOOPOHBI, «BXOIHAS
IBEPHY» B UHPOPMALIMOHHOE MPOCTPAHCTBO OPraHU3al1H.

N nentudukarus MO3BOJISIET CyOBeKTYy (moJsib30BaTEIIO, mpoIieccy,
JNEUCTBYIOIIEMY OT MMEHHU ONPEIEICHHOrO MOJb30BaTeNsd, WIM HHOMY annapaTHO-
MpOrpaMMHOMY KOMITOHEHTY) Ha3BaTh ce0s (cooOumTh cBoe ums). IlocpenctBom
ayTeHTH(PUKAIIMK BTOpas CTOPOHa YOekKTaeTcsi, YTO CYyOBEKT NEHCTBUTEIHLHO TOT, 3a
KOTO OH ce0sl BBIJIAET.

Nnentudukaus CpogHd TPHCBOCHUM HMMEHH peOeHKYy (HE COBCEeM TOYHOE
CpaBHEHHE, HO Bce Xke). B mobol uHDOPMAIMOHHONW CHUCTEME JOJIKHBI OBIThH
oTpeeieHbl BCE CYOBhEKThI, yUacTBYIOIMNE B MHGOPMAIIMOHHOM oOMeHe. YacTh U3 HUX
MOXET OBITh CTPYNIHPOBAHA, €CJIM OHU HAJCJICHBI OJIMHAKOBBIMU (CXOXKHMMHU) TIpaBaMu
1 00Jaal0T OJIMHAKOBBIMU (CXOKHUMHM) XapakTepucThukaMu. Kaxapiil cyobekT (rpymnmna
CyOBEKTOB) JOJDKEH 00/1a1aTh YHUKAJIbHBIM UMEHEM (0003HAUEHUEM ).

AytenTtudukaius ObIBACT OAHOCTOPOHHEN (0OBIYHO KIIMEHT JOKAa3bIBAET CBOIO
NOJJIMHHOCTh  CEpPBEPY) U ABYCTOPOHHeH (B3auMHOM). [lpumep oaHOCTOpOHHEH
ayTeHTHU(PUKALUK — TIPOLEYpa BX0/1a MOJIb30BATENS B CUCTEMY.



CyOBeKT MOXET TMOJTBEPIUTh CBOIO IMOJJIMHHOCTh, TPEABSIBUB OJWH W3
CIEAYIONIUX ayTEHTU(PUKATOPOB:

- HEYTO, YTO OH 3HaeT (mapojib, JHUYHBIA WICHTU(DHUKAIMOHHBIA HOMED,
KpunTtorpadguuecKkui Ko U T.11.);

- HEYTO, YeM OH BiajeeT (MacrnopT, JUYHYI0 KapTOUKy WJIM MHOE YCTPOMCTBO
aQHAJIOTMYHOT'O0 HA3HAYCHHUS);

- HEYTO, YTO €CTh YaCTh €r0 caMoro (ToJIoc, OTIeYaTku nanbies, oopasen JJHK u
T.IL.).

B Tom ciyuae, ecaiu B Xoie NpoleAypbl ayTeHTU(MUKAIUM KIUEHT IOJDKEH
pPEAbSIBUTH cpazy HECKOJIBKO ayTeHTU(PUKATOPOB, ayTeHTU(UKAIIHS
Ha3zbIBaeTCsa MHoOrogakTopHoii. Hanpumep, B xone aByxdakTopHOH ayTeHTHU(DUKAIIUH
KJIMEHT JIOJDKEH 3HATh MapoJib U BOCIOIB30BATHCS IMYHON KapTOYKOH.

PaccMOTpyM  OCHOBHBIE NPOTPAMMHO-TEXHHMUYECKHE CIIOCOOBI  peau3aluu
UJICHTU(PUKAIIUU U ayTEHTUPUKAIUU:

- IapoJu,;

- C MUCHIOJIL30BAaHUEM XEII-(DYHKIINH,

- Ha OCHOBE MMUGPOBAHUS C OTKPBITHIM KJIIOYOM,;

- cepBep ayreHTudukannu Kerberos;

IHapoabHas uaeHTUGUKANUSA/ayTeHTH(PUKATMSA

BBeneHHbIN NOJIB30BATENIEM IMAPOJb CPAaBHUBAETCA C MApOJIEM, UMEIOIIUMCS B
b1, xpansielica B 3amuinaeMond nHOOPMAITMOHHONW CUCTEME, U €CJIM OHU COBIAJAIOT,
TO J1aeTCs pa3pelIeHUe Ha HUCIIOIb30BAHNE 3aIHMIIAEMbIX PECYPCOB.

['maBHOE 1OCTOMHCTBO MapOJIBLHON ayTeHTU(UKAIIIH — IpOCTOTA 151
npuBbIYHOCTS. [Taponu gaBHo BcTpoeHsl B OC, CYB/l u nmporpamMmmusbie mpoayKThl. [Ipu
PaBUJIHBHOM HCIOJIB30BAHUH MAPOJIM MOTYT OOECHeYUTh MPUEMIIEMbIH IS MHOTHUX
OpraHu3aluii ypoBeHb 0€30MacHOCTH. TeM He MeHee, 0 COBOKYITHOCTH XapaKTePUCTUK
UX CIIEyeT NMPU3HATH CAMBIM CJIA0BbIM CPEACTBOM MPOBEPKU MOAITMHHOCTH.

[TaposibHas ayTeHTU(DUKAIUS UMEET MAcCy HeI0CTATKOB:

- KaK IpaBWJIo, Napojib F'€HEPUPYETCS B OJTHOM MECTe (HampuMep, Ha cepBepe) U
J0JIKEH OBITh MepefaH BO BTOpoe (HampuMmep, KiIMeHty). [Ipu nepegade napoib MOKET
OBITH MEPEXBAYEH 371I0YMBIIIJIEHHUKOM;

- mHorue OC ¥ NpUIIOKEHHUS] UMEIOT MapoJid, YKa3aHHbIE MPOU3BOJIUTEIEM IO
yMoganuio. ITocie ycTaHOBKH TaKOM CHCTEMbI OY€HBb YacTO 3a0BIBAIOT MX YAaluTh. b/l
CTaHJAPTHBIX MApOJIe MOXKHO HaTH B IHTEpHETE;

- 3JIOyMBIIUIEHHUK MOXET TmonyuuTs b/l maponen, xpaHdammxcs B
3amu(pOBAHHOM BHUJIE, U BOCIIOJIH30BATHCS CH:

- B Windows NT/2000/XP yuernsie 3amucu (MOJIH30BATEIN U TAPOIIH)
xpanstcss B (daine «%System Root% \ System32 \ Config \ sam». Ilpwu
paboraromieit OC noab30BaTeNb HE MOKET BBINOJHATh ONEPALUU YTSHUS/3aMUCH
c gaHHbIM (aitiom (OmokupyeTcs mpoleccoM lsass.exe, «yOUTh» KOTOPBIM
HEeBO3MOXkHO). [lomyuuts noctyn k (aitny moxHo, 3arpy3uB OC c npyroro
HocuTend. J[pyroil BapuaHT 3akir0o4aeTcsi B MCIOJIb30BaHUU (aiina «%System
Root% \ Repair \ sam». OH gocTymneH Al YTCHMS/3alUCH, HO, KakK IMpaBUIIo,
COJZIEPKUT MAPOJIH «CTOJETHEW» JABHOCTH;



- B panHux Bepcuax Unix aitn ¢ ydeTHbIMH 3anucsmMu «/etc/passwd» Obut

JOCTYIICH JJISI YTEHUS JIFOOBIM JKENAaromuM. B COBpEMEHHBIX Pa3HOBHIHOCTSIX

Unix ¢aiin ¢ maponsmu «/etc/shadow» umm «etc/secure» TOCTYIIEH TOJBKO C

MPUBKWIECTUAME CylniepBU30pa. Jpyroil cnoco0 MmoaydeHus: I0CTyla K MapoJisiM —

oOpyIeHus mporecca, ooparmaromerocs K ¢ainy ¢ napoiasmu. [Ipu stom Unix

co3naet (aitn «core dumpy, coaepkaiiuil 1ammn naMaTH (C MapoIsiMHu);

- mocne TmomydeHus (daiia ¢ 3ammM(pPOBAHHBIMUA  MMAPOJIIMH  MOXKHO
BOCIIOJI30BATHCS MHOTOYUCIICHHBIMU MTPOTpaMMaMU-B30MIIMKaMu. OTHUMH U3 CaMbIX
HOIYJIIPHBIX B3JIOMINUKOB siBisitoTes: st Windows — LOphtCrack, mst Unix — John the
Ripper. Bpems, Tpebyemoe uisi B3jioMa MapoJtisi, 3aBUCUT OT €ro kadecta. Tak,
Hanpumep, B3jaoM mnapodis st LOphtCrack Ha xommbroTepe ¢ nponeccopom Xeon 400
MI 11 Tpy UCTIOJIB30BAHUU:

- mudp ¥ JTATUHUIIBI — 5,5 9acoB;

- BceX cUMBOJIOB — 480 4acos.

- KpOME TIEPEUYHUCIICHHBIX BBIIIE NPUEMOB B3JIOMa IMAPOJIEH, HX MOXKHO
MOJICMOTPETh  (HAampuMep, C TIOMOIIBIO ONTHYECKUX IPHUOOPOB), COOOIIUTH
IpyTy/moapyre (€Ciau CEKpeT 3HAIOT JBOE — ITO YK€ HE CEKpeT), 3alucaTh Ha OyMakKe
Y TIPUKJICUTH Ha KJIaBUATypy WK MOHUTOD U T.II.

TeM He MeHee, TaK Kak MapoJibHAas 3allUTa UCIOIb3YETCs] BO MHOTUX MPOIYKTaX
U CUCTEMaX, MOKHO MOPEKOMEHI0BaTh CICAYIONIUE MePbl, MO3BOJIAIOIINE MOBBICUTH
HA/IEKHOCTH MAPOJIbHOM 3alI[UTHI:

- HaAJOXKEHHWE TEXHUYECKHX OrPAHMYCHUN (MapoJib JOJKEH OBbITh HE CIMIIKOM
KOPOTKHUM, OH JOJKEH COJAep» aTh OyKBbI, HU(pHI, 3HAKU MyHKTyaluu U T.m.). Eme
JydIIe BOCTIOb30BaThCs MPOrpaMMaMu - TeHepaTopaMu aposei (Kirodeil);

- OrpaHUYeHure J0CTyna K (aiiy ¢ mapoJisiMu;

- yIaJIeHUe Pe3epBHBIX Komuit (aitnos ¢ mapossimu («%System Root% \ Repair \
samy);

- WCIOJIb30BAHHUE 3alllMIICHHBIX MPOTOKOJIOB OOMEHa KiIro4YaMu (Hampumep,
OCHOBaHHbBIC Ha IPOTOKOJEe 0OMeHa kiodamu Jluddu-Xemimana);

- OTpaHMYCHME YHUCJIa HEYJAYHBbIX MOMBITOK BXOJa B CUCTEMY (3TO 3aTPyJHUT
npuMeHeHue «mMeroga rpy6oit cune»). B Windows 2000 u XP stor mapametp
yCTaHABJIMBAETCS MO TNyTH «AIMUHHCTpUpoBaHue / JlokaibHasi  MOJUTHKA
6e3onacHoctH / [lonuTuku ydetHbix 3anuceid / [Tonutrka OIOKMPOBKHM YUETHOM 3aMKCH
/ TloporoBoe 3HaueHue OJ0KUPOBKU». Tam ke («IIoJUTHKHM yUEeTHBIX 3aIHCei») MOKHO
HACTPOUTh CPOK OJIOKHUPOBKU YYETHOW 3aMKMCH, MUHUMAJIbHYIO JUTMHY TapoJisi, CPOKH
ero JCUCTBHUS U T.I1.;

- YIOPABJIEHHUE CPOKOM JIEHUCTBUSA IMApPOJICH, HUX NEPUOAUYECKAsl CMEHA,
WCIIOJIh30BAHNE CEAHCOBBIX KIIFOYECH;

- YIQJICHUE MAPOJICH YBOJICHHBIX VI JIUIIEHHBIX [TOJJHOMOYHM MOJIb30BATEIICH.

IIporokos uaeHTUPUKAUN/AYTEHTH(PUKALUHN € UCIIOJB30BAHMEM Xell-PyHKIUH

HanmomuuM, 4To xem-yHKIuUs — JIeTKO BblYMcIuMasi QyHKLHUS, Mpeodpasyrolas
HCXOJIHOE COOOIIEHUS MPOU3BOJILHOM JIIUHBI (TTpoo0Opa3) B coolieHre (PUKCUPOBAHHOE
JUIMHBI (Xew-o0pa3), Il KOTOpoil He cymiecTByeT 3(()EKTUBHOTIO alropuTMa MOUCKa
KOJIJIU3UH.




[Ipn wunenTudukanuu/ayTeHTUGUKALMK T0JIb30BATENb BBOJUT Mapojb, a MO
KaHaJdy CBSI3U BBICBUIAETCS €ro xem-oopas. I[IpoBepsitomias cuctemMa CpaBHUBAET
BBEJICHHBI Xeml-o0pa3 ¢ 00pa3om, XpaHsmeMcs B WHOOPMAIMOHHOW CHCTEME IS
ATOTO MOJI30BATENs U B CIydyae UX COBHAACHUS pa3pemiaeT A0cTyl. Takum oOpaszowm,
CHCTEMa HE XpaHUT IapoJicH, 4TO MOBBIMIACT €€ 3aMUIIICHHOCTh (10CTOMHCTBO).

HenocraTok npuBeICHHOW CXEMBI 3aKIIOYaeTcs B TOM, 4YTO BCE pPaBHO
HEOOXOJIUMO Kak-TO IMepefaBaTh Xem-o0pa3 MJii XpaHEHHUs] B CUCTEME WM JUIs
ayTeHTU(PUKALUA ¥ HA 3TOM IyTH €r0 MOXKET MEePEXBATUTh 3JI0YMBIIUICHHHUK, a 3aTeM
BOCIIOJIb30BAThCS UM.

IIporokos uaeHTUPUKATUN/AYTEHTHPUKAIUN HA OCHOBE IU(PPOBAHMS €
OTKPBITHIM KJIY0M

[[upokoe pacnpocTpaHeHUE NMPU UICHTUDUKAIMY U ayTEHTU(DUKAIIUHU TTOTYYUIH
MpOTOKOJIBI Ha 0aze acummeTpuyHoro mudpoBaHus. CyliecTByeT JAECITKH
Pa3HOBUJHOCTEN TaKMX MPOTOKOJOB, HAW0OJIEe M3BECTHBIMU W3 KOTOPBIX SIBIISIIOTCS
MPOTOKOJBI Ha OCHOBE anropuTMoB RSA, cxembl  Deiire-Ouata-Illamupa, I1b-
["amads, [laoppa u T.1.

|. IIpoTokosa ayreHTHUKANM HA OCHOBe ajJropurmMa RSA.

Otan 1. I'eHepanus KiIro4eu.

1. A reHepupyer OTKphIThIN {€=5, n=91} u 3akpeiTblii {d=29} KmtOUM.

2. A miepeiaet OTKpHITHIN KiTtou b.

Oran 2. AyteHTuduxanus.

Tabnuna 1. Ayrentudukaius Ha ocHOBe anroputMa RSA

No Onucanue onepanuun [Ipumep
n/m
. _Le k=23
1 b BIOupaet ciayuyaitnoe uucio K (0 <k <n), erancisier r = k® mod r = 235 mod
n ¥ moceLIaer I A, -
91=4
k’ = 4% mod
2 | A Berumciser k’ = rf mod n u moceinaer k’ B. 91 = 23
3 b nposepsiet cootHomieHue K = K’ u, €clii 0HO UCTHHHO, 23=23
MPUHUMAET JI0Ka3aTeNbCTBO, B IPOTUBHOM ClIy4ae - OTBEpraer.

II. Cxema ayrentudpukanun Kinayca llnoppa.
Oran 1. ['enepanus kiroueli (BHIMOTHICT A).
Ta6nuna 2. 'enepanust kiaroueit o cxeme Knayca [llnoppa

No OnucaHue onepaiuu ITpumep
/11
1 Br16uparoTcst ABa MpOCTHIX Yucia P ¥ ( TaKue, 9TO p=23,q=11
(p-1) modq=0.

BriOupaercs cekpetnbiit kimrou X (0 < X < Q).

1
w

BeiOupaercs ¢, st kotopro g4 mod p = 1.




[31 mod 23 = 1]

y=4
4  |Beibupaercs Y, mis kotoporo (g€ *y) mod p = 1. [(38 * 4) mod 23 = 26244
mod 23 = 1]

5 |IlyOmukanus OTKpbITOro Kitoua {Y, g, P}

Orarn 2. AyTteHTuuKanus.
Tabmmma 3. Ayrentuduxkarus mo cxeme Kiayca IlTHoppa

No Onucanue onepamuu [Tpumep
/11
. _ k=6
A BeIOMpaeT ciayyaitHoe uncio K (0 <k < q), BeIYuciser r = 6
1 |« r =3° mod 23
g“ mod p u noceunaet r b. - 16
9 b BuiOupaeT ciny4daiinoe uncio € (0 < e < 2Y), rae t - HeKOTopBbIii e=4
napameTp, U TOoChUIaeT € A.
s=(6+8%*4)
3 |A Bpruncnsger S=(k +x * e) m u noceinaet S b.
cisie ( ¢) mod q 1 moceLIae mod 11 = 5
b nposepsieT cooTHowenue I = (¢° * y*) mod p u, ecim oHO 16 = (3% * 4%
4  |BBITIOJIHSIETCS, MPUHUMAET JIOKA3aTeNbCTBO, B IPOTUBHOM CITydae mod 23
- OTBEpraer.

Jns obecrieueHnst cToMKocTH TmpoTokona B 1989 r. IllHopp pekomeHmoBai
UCIIOJIb30BaTh P JyuHoM 512 6ut, q pyuHon 140 6ut u t = 52.

II1. Ynpoumennas cxema ayreHtupukanuu @eire-@uara-lllamupa.

JlanHass cxema Oa3upyercss Ha MPOTOKOJIE JOKa3aTelbcTBa C  HYJIEBBIM
pazrinamenuem. IIpoTokoJ goka3arebCTBa ¢ HYJIEBbIM pasrjameHueM (cekpera) -
MHTEPaKTUBHBIA (MHOTOPAYH/IOBbIN) BEPOSITHOCTHBIN MPOTOKOJ 0OMeHa MH(popMalueH,
KOTOpBIM TMO3BOJIAET OJIHOM CTOPOHE JI0Ka3aTh BTOPOM CTOpOHE 3HAHUE CeKpeTa 0e3
PACKpBITHS CaMOro cekpeTa. BeposTHOCTHBIN XapakTep MPOTOKOJIa TOBOPUT O TOM, YTO
B pe3ysbTare oOMeHa MH(POpMALME y JOKa3bIBAIOLIEH CTOPOHBI, €CIM OHA HE 3HAET
CEKpeTa, eCTh BCe-TaKU MaJIblii IIIaHC YOEIUTh BTOPYIO CTOPOHY B 3HaHUU CEKPETA.

CyTpb J0Ka3aTenbCTBA ¢ HYJIEBBIM pa3TiallieHueM MOMYJIIPHO MOKHO OOBSCHUTH
Ha npumepe «nemepm Anannunay (aBtopsl - XKan-Kak Kuckarep u JIyu ['nity).

Puc.1. Ilemepa Anagnuna




B nemepe nmeercs notaitHas nasepb C-D, OTKpBITH KOTOPYIO MOXET TOJIBKO TOT,
KTO 3HAeT BOJIIEOHBIE CIOBa. AJMca XOYeT AoKa3aThb boOy, 4To 3HaeT BOIIICOHBIE
CIOBa, HO HE XodyeT HMX packpeiTh boOy. Torma Amumca moxer ybemnuth boOa
CIEIYIOIINUM 00Pa30oM.

1. oG ctout B Touke A.

2. Anuca npoxoaut kK Touke C wm D.

3. o0 mpoxomuT k Touke B u mpemsiaraeT Anuce mosSIBUTBCA C JEBOTO MPOXOAA
WJIU C TIPaBOTO.

4. Anuca BBINONHSET MPOChOy, HCIONB3YS, €CIU HEOOXOIUMO, BOJIICOHBIC
CJIOBA.

5. Anuca u bo6 t pa3 nopropsrot maru 1-4.

Ecnu Annca He 3HAET CEKpeTa, TO BEPOSTHOCTh IMPABUIBHO BBIUTH Yy HEE B
kaxaoM paynae 50%. Ecnu maru noBToputh t pas, TO BEpPOSTHOCTh MPABUIBHOTO
BBIXOJIa BO BCex caydasx | manc Ha 2'. Hanpumep, npu t=16 y Anucel Beero 1 manc us
65536 (= 2%°).

[IpakTryeckasi peaji3anusi IPOTOKOJA C HYJIEBBIM pa3rJialllicHUEM Ha MpUMEpe
cxeMmbl ayreHTHukanuu deitre-duara-Illamupa.

Oran 1. 'enepanus kitouedt (BeimosnseT [locpeanuk).

Tabnuua 4. I'enepanus kaouei no cxeme Peitre-Ouara-Llamupa

No OnucaHue onepanuu [Tpumep
n/m
1 BriOupaet Moysib N, paBHBIN TPOU3BEICHHUIO BYX IIPOCTHIX p=54=7,n
qyucen p u q. =35

BriOupaet uucio V, sBisitoleecs: KBapaTUiHbIM BBIYETOM T10
MOJIYJIFO N ¥ UMEETCs 00paTHOE 3HAYEHHE V' [0 MOIYJIIO N.

KBagpaTu4Hblii BbIYET — YKCIIO, YAOBIETBOPSIOLIEE X=4
BBIpakeHHIo x> mod n = v, rae 1 <x <n. Jlng moxyns n = 35, v =42 mod 35
KBaJpaTUYHBIMU BblyeTamMu sBisitores 1 (x =1, 6, 29, 34),4,9, 11, =16

2 (14,15, 16, 21, 25, 29, 30. vi=11
OGparHoe 3HaYenue Beraucisercs no Gopmyre (V* v modn= |[(16 * 11) mod
1. 35 =176 mod
VY kBaapatuyHbix BerueToB 14, 15,21, 25 u 30 Het oOpaTHBIX 35=1]

3HAYCHUW M0 MOJYJIIO.

Takum obpasom, v € {1, 4, 9, 11, 16, 29}.

. s=9
3 Omnpenenser 3aKphITHIN KITIOY S - HAUMEHbBIIIEE 3HAYCHHE, [92 mod 35 =
yJI0BIETBOpsoNIee BhpaxkeHnto s> mod n = v, 11]
4 [TyGnukanus OTKPBITOro Kirova {V, N},

[lepenaua A 3aKkpbITOro Kitoua S.

Otan 2. AyreHTuukanus.




Ta6nuna 5. Ayrentudukanus no cxeme deiire-duara-Illamupa

No Onucanue onepanuu [Tpumep
/T
1 A BBIOUpaeT ciayyvaitnoe yucio I (0 <r <n), r=38
BBIUMCISAET Z = I mod n u nockutaer Z B. z=82mod 35 =29
b noceutaeT A ciyvaiiHbiii out b. b=0 b=1
Eciu b=0, To A noceinaet b r, unaue - y = (r * s) mod r=38 y=(8%*9)
n. mod 35 =2
4 |Ecmu b=0, To B mposepser, uto Z = r? mod n, unaue - 29 = 29 =(22*
z = (y?* v) mod n. 82 mod 35 | 16) mod 35
PaccMmoTtpenHsiit MOPAIOK omnepanui, BBITIOJIHEHHBIN | pa3

Ha3bIBaeTCA aKKpeauTaumei (paynaom). Eciou nepByro onepaiuio MOMEHSITh MECTaMu
CO BTOpOH, TO A, Jaxke HE 3Has 3aKPHITOrO KIOYaS, MOXET M0oJ00paTh Takoe
3HauYeHUE I, KOTOpoe OyJeT MPUBOAUTH K YCHEIIHOW aKKpEIUTAIlMd B 00OUX CIydasx
(b=0 u b=l1). I[logoOpaTh >xe Takoe I, KOTOpoe OyJIeT MNPUBOJAUTH K YCIEIIHON
aKKpeIuTaluid B O0OMX CiIy4yasXx OJHOBPEMEHHO HEBO3MOXkHO. Takum oOpazom,
ecni A He 3HAeT 3aKpBITOTO KIII0Ya S, TO BEPOSTHOCTH YCIEITHOW AaKKpeTUTAIIUU
(momgbopa r) paBHa 100% / 2. Akkpeauranus mmoBTOpsiercs tpas, moka He OyaeT
JOCTUrHYTa TpeOyeMast BeposaTHOCTh 100% / 2%, uTo A He 3HaeT 3aKpBITOro KIKo4a S.

Crnenyer OTMETHUTh, YTO IPUBEJACHHBIC BHIIIE MPOTOKOJ Ha 0a3ze RSA u cxema
[[THoppa, MmO CBOEW CYTHU, TOXKE MOKHO OTHECTH K IPOTOKOJIaM JI0KA3aTelbCTBA C
HYJICBBIM _pasrjiaiieHueM. Benp ayTeHTH(UIMpyeMash CTOpOHA JOKas3bIBaeT 3HAHUE
cekpera (3akpbITOro Kioya), He pasrjamas ero. Ilpm sTomM mponemaypa
ayTeHTHU(PUKAIIMA HOCUT JIETEPMUHUPOBAHHBIN XapaKTep U BHITIOJIHSIETCS BCETO 33 OJIUH
payHI.

Cepsep ayrenTupuxanum Kerberos

Kerberos — nporpamMHbIi IpoayKT, paspaboTanHblid B cepeaude 1980-x romos B
MaccauyceTckoM TEXHOJOTUYECKOM HWHCTUTYTE€ M MPETEPHeBIIUN C TeX TOp Pl
MPUHITMTTHATBHBIX W3MeHeHni. Knmuentckue kommoHeHThl Kerberos mpucyTcTByIOT B
O0onpMHCTBE coBpeMeHHbIX OC.

Kerberos mpennasHaveH s pernieHus clieayroniei 3agaun. ViMeercs OTKpwITas
(He3amumIleHHas) CeTh, B y3j7aX KOTOPOH COCPEIOTOUCHBI CYyOBEKTHI — MOJIb30BATENH,
TaK)Ke€ KIMCHTCKHE W CEpPBEpPHBbIC NPOrpaMMHBIC KOMIOHEHTHI. Kaaplii CyOBEKT
o0J1ajlaeT CEeKpeTHBhIM KIIFOYOM. UTOOBI cyObekT C MOr J0Ka3aTh CBOKO MOJJIMHHOCTD
cyobekTy S (6e3 aToro S He craHeT obcimyxuBath C), OH JOJDKEH HE TOJBKO HAa3BaTh
ce0s, HO W TPOJEMOHCTPUPOBATH 3HAHHWE CEKpeTHOro Kitouya. C HE MOXET MpPOCTO
MOCJIaTh S CBOM CEKPETHBIN KITI0Y, BO-TIEPBBIX, TIOTOMY, YTO CETh OTKpBITA (IOCTYITHA
JUTSI TACCUBHOTO M aKTUBHOTO TPOCIYIIMBAHUS), 4, BO-BTOPBIX, TOTOMY, YTO S HE 3HAET
(u HE momkeH 3HaTh) cekpeTHbid Kimou C. Tpebyercs MeHee MPSIMOJIMHEWHBIN CITOCO0
JIEMOHCTPAIIUN 3HAHUSI CEKPETHOTO KITI0Ya.




Cucrema Kerberos mpencraBnsier coOOH JOBEPEHHYIO TPETHIO CTOPOHY (T.€.
CTOpPOHY, KOTOpPOW  JOBEPSAIOT BCE), BIAJCIONIYI0  CEKPETHBIMH  KJIIOYaMHU

00CTy)KMBaEMBIX CyOBEKTOB M MTOMOTAONIYIO UM B TMOMIAPHON MPOBEPKE MOITHHHOCTH.
Llepbep Knuent CepBep

F

{IDe, 1Ds, ts} I
Mas_c = encrypt(ke, Kes)

TGT = encryptks, {Dc, IPc, kes, LteT})

o {Mas ¢, TGT}

kes = decrypt{ke, Mas c)
Mec_s = encrypi(kes, {IDc, ts})

— Mes TG}
| :| {IDe, IP¢, kes, Lt} = decryptiks, TGT)
:| {ID’c, 's} = decrypt(kes, Mc_s)
:‘ IDe== 1D
:| Ms c = encrypt(kes, t's)
Ms_c}
/

OB6MEH JAHHEIMKU C NOMOLL EHO
CeaHCoBOro KNioya kes

Puc.2. IIpoBepka cepBepoM S noMHHOCTH KiaueHTa C

VYHpoleHHO  MOCIEeI0BATeNbHOCT,  WACHTH(UKAIMKW/ayTeHTU(PUKAIUKA ~ C
nomoteio Kerberos sepcun 5.0 Ha ocuHoBe crerudpukaruun RFC 1510 ["Request for
Comments: 1510. The Kerberos Network Authentication Service (V5)" - "3ampoc aus
komMmenTapueB:  1510. CereBoil  cepBuc ayrentudukanmu  Kerberos"] seirmsaur
CJIEIYIOIIM 00pa3oM.

(1) Kmuenr  moceutaer  Kerberos 3amnpoc, COJIepIKaIINA CBOM
uaeHtudukarop 1Dc u unentudukarop ceppepa (3ampammbaemoit yciyru) 1Ds, a Takxke
METKY BpEeMEHH L.

(2) Kerberos:

* TI0 METKEe BpeMeHU {s mpoBepseT CHHXPOHMU3AIMIO CBOMX YacoOB C dYacaMu
KJTUEHTA,;

* popmupyet coobieHue Mas ¢ - 3amu@poBbIBACT CEAHCOBBIN K04 Kcs KITFOUOM
ximeHTa Ke;

» ¢popmupyet Ouser TGT - 3ammdpoBeiBaeT unentudukarop kimenta IDc, ero
IP-ampec IPc, ceancoBbiii ka4 Kes i Bpemst  km3HM ~ Omiiera  (CEaHCOBOIO
kiaoua) LT Kimrouom cepsepa Ks;

* oTcbtaet coobmenne Mas c u ouner TGT kinenry.

(3) Knuenr:




* pacmudpoBeBaeT coodmenne Mas c ¢ momomipto  cBoero  kiroua Ke st
MOJTyYEHHUS CEAaHCOBOr0 Kiaroya Kes;

» dopmupyet coobmenne Mc s - 3ammdpoBsiBacT cBoil uaeHTHGUKATOp IDC 1
METKY BpeMEHH {s ceaHCOBBIM KIIOYOM Kes;

* orceiaeT coobdmenne Mc s m 6unetr TGT cepsepy.

(4) Cepsep:

* pacmugpoBeiBaeT Omner TGT ¢ momomipio cBoero kioda Ks murst mosrydeHus
unentudukaropa kiuenta IDc, ero IP-ampeca IP¢, ceancoBoro kiroua Kes 1 BpeMeHH
*ku3Hu owiera LteT;

* pacmudpoBbiBacT coobiieHue Mc s ¢ TOMOIIBIO CEaHCOBOTO KiIro4a Kes JIs
noyyueHus uaeHTudukaropa kiauenrta 1D'c u meTku Bpemenu t's,

. LTSI ayTeHTHU(PUKALIUU KJIMEHTA BBITIOJIHSET CpaBHEHUE
unentudukaropoB IDc u ID'c, momyueHHBIX, cOOTBeTCTBeHHO, U3 Owmiera TGT u
coobmenust Mc s;

» popmupyet coobiienrue Ms ¢ - 3ammudppoBbIBacT METKy BpeMeHH 1's ceaHCOBBIM
KII0YOM Kes;

* oTchuIaeT coodiieHue Ms_c KiMeHTy.

(5) Knuenr:

* pacuupoBeiBacT coobiieHre Ms ¢ ¢ TTOMOIIBIO ceaHCOBOro Kiaro4a Kes 1iis
MOJTyYCHUS METKH BpeMeHu U's;

* ISl ayTeHTU(PUKALIMK CepBepa BBIMOIHSIET CpaBHEHUE METOK BpemeHu ts u T's.

(6) OOMeH JaHHBIMH MEXIY KIMEHTOM ¢ CEPBEPOM BBIMIOIHIETCS C
TIOMOIIIBIO CCAHCOBOIO KJIt0Ya Kes B TEUCHHWE BPEMEHHM JKU3HU Owmieta (CeaHCOBOTO
karo4a) LreT.

Kak BUIHO M3 JaHHOTO MPOTOKOJIA, TIOMUMO HACHTU(UKAIMK/ayTeHTH(PUKAIH,
napajijieIbHO pelraercs BOMpoc ¢ 00MeHoM ceaHcoBbIM kiro4yoM. Cornacao RFC
1510 Bce KmrOYM, BKIIOYAs CEAHCOBBIM, HWCIOJB3YIOTCS JUISI  CHMMETPHUYHOTO
mmdpoBanuss (B uactHoctu DES). B RFC 1510 paccMOTpeHBI  AOMOJHUTEIHHBIC
JeTaau: NMPUMEHEHUE XEIIUPOBAHUS JIJII KOHTPOJS 1LEIOCTHOCTH (B yacTHoctTh MDA4
nnu MD5) cooOlieHust B ciiydae ONIMOOYHBIX JCUCTBUM CTOPOH W T.A. B OTHEnbHBIX
cnenupUKanusax pacCMOTpeHbI paciuupenus st Kerberos:

- RFC 3962 ["Request for Comments: 3962. Advanced Encryption Standard
(AES) Encryption for Kerberos 5" - "3anpoc mis komMmenTapues: 3962. PaciinpeHHbIi
crannaapt immdpoBanus aiua Kerberos 5"| - mpuMmeHeHHe COBPEMEHHOTO CTaHAapTa
CHIA cummerpuunoro mudppoBanusi AES;

- RFC 4556 ["Request for Comments: 4556. Public Key Cryptography for Initial
Authentication in Kerberos (PKINIT)" - "3ampoc mis xommeHTapueB: 4556.
[IIudpoBaHre ¢ OTKPBITHIM _KIOYOM JUISl TPEIBAPUTEIHHON ayTeHTUDUKAINK B
Kerberos (PKINIT)"] - NPUMEHEHUE aCHMMETPUIHOTO mdpoBanus (B
yacTHocTU RSA) a1 npeABapUTeNIbHON ayTeHTU(UKauu KireHnTta nepes Kerberos;

- ¥ Jp.

Bomnpocs! 111 caMOKOHTPOJIA

=

Kpunroananus.
2. YacToTHBIN aHAIN3.



N Ok ow

Merton nosiHOTO TIEpedopa.

ATaka o KJiro4am.

Kpunrtoanann3 cuMMeTpUYHBIX MTU(POB.
Kpunroanain3 aciMMETPUYHBIX ITU(POB.
Kpurniroananu3 o moO0YHBIM KaHajaM.



MPAKTUYECKOE 3AHATHE Ne/

DaexTponHasi uudposas noanuch (RSA, 'OCTo1 34.10-94 u 34.10-2001)
Heab: n3yunts crnocoObl reHepannu u nposepku JLI1.

Xoa pa0doThI:

HeoOxomumMo  03HAKOMHUTBCS € TCOPETHYECKOM  YacCThIO W TIPHUBECTH
MIOCJIEIOBATEIbHOCTh  BBIMOJHEHUA MNpoueAayp reHepauuu U npoBepku OLII ¢
HCIIOJIb30BaHUEM CIISYIOIIUX CITIOCOOOB:

- Ha 0aze anroputMa RSA;
- o 'OCT 34.10-94,
- o 'OCT 34.10-2001.

[Ipy BBIOJIHEHUH 3aJjaHUS HEOOXOIUMO IIPUBECTH TaOIMIBI TEHEpAIIUU KITIOUEH,
otnpaBku coobmieHuss ¢ DIl u momydenus coobmienus ¢ OIIII. B kadecTBe xemi-
obpaza ucxoanoro coodmenus h(T) npuHITH KOABI, COOTBETCTBEHHO, 1-0M, 2-01 1 3-ei
OYKBBI CBOCH (haMHIJIMHU COTJIACHO UX IOJIOKEHHUIO B alipaBUTE.

OO0ume cBegeHust

[TpoTtokonsl DIIII ¢ onHON CTOPOHBI OTHOCST K MPOTOKOJIAM ayTeHTU(DUKAILIUH,
T.K. TAPAHTUPYIOT, YTO COOOIICHHE IMOCTYHMJIO OT JIOCTOBEPHOIO OTIPABUTENS, a C
JIPYrol CTOPOHBI K MPOTOKOJAM KOHTPOJS LEJTOCTHOCTH, T.K. TapaHTHPYIOT, 4YTO
coOOIIeHNE TPUIILIO B HEMCKAKEHHOM BHjE. boyiee Toro, moiydarens B JajdbHEHIIEM
MOXKeT ucnoiib3oBaTh DI Kak q0Ka3aTeNbCTBO JTOCTOBEPHOCTU COOOIIECHUS] TPETHUM
munaM  (apOutpy) B TOM Ciy4ae, €CJIIM OTIPABUTENIh BIIOCICACTBUU TMOMBITACTCS
OTKa3aThCs OT HETO.

JuiekTpOHHasi nu@poBasi MOANUCH — PEKBU3UT BJIEKTPOHHOTIO JOKYMEHTA,
npeAHa3HAYEHHBIN ISl 3alllUThl JAHHOTO JOKYMEHTa OT MOIAEJIKH, MOJYy4YEHHBIM B
pe3yibTaTe KpunTorpapuyeckoro npeoOpa3oBaHus HHPOPMALMHU C HCIOIb30BAHHEM
3akpeIToro kiroda DI u mo3Bomstomuil uoenmuguyuposams éradenvya ceprudukaTa
KJII0OYa TOJINUCH, a TAKXKE YCMAHOBUMb OMCYMCMBUe UCKANXCEeHUs UHGOpMayuu B
A1eKTpOHHOM JokyMeHTe (DenepanbHbiii 3ak0H Ne 1-D3 "OO6 smekTpoHHOM UPPOBOI
noanucu" ot 10.01.2002r.).

DJIeKTPOHHasi Hu(ppoBasi MOANMUCHL — HHPOpMaLUgd B SJIEKTPOHHOU (opme,
KOTOpasi NpHCOEOUWHEHAa K JApyrod HHPoOpMaluM B  3JIEKTPOHHOUW  (opme
(moamuckIBaeMOi MHQPOpPMAIIUK) WIIM UHBIM 00pa30oM CBsi3aHa C Takoi mHpopmaruen u

KOTOpas HCIIOJIB3YeTCS TUTSL onpeoeieHus. auya, NOONUCHIBAIOWE20
ungopmayuio (Genepanbupiii 3akoH Ne 63-O3 "OO >1eKTpOHHOM HOAMHMCH" OT
06.04.2011r.).

[DnexkTponnasi nudpoBas| moanuch — CTpoka OWUT, TIOJyYCHHAS] B PE3yJbTaTe
nporiecca GopmupoBanus mnoamucu  (ISO/IEC  14888-1:2008 "HMubopmarmoHHbBIS
TexHosioruu. Metopl 3anuThl. [{ludgpossie noanucu ¢ npunoxkenueM. Yacte 1. O6mme
nonoxkenuss” u  [OCT P 34.10-2012  "WudopmainmoHHass  TEXHOJOTHS.
Kpunrorpaduueckas 3ammra uHpopmanmu. IIpoueccel popmupoBanus U NpoBEpPKU
anekTponHod mudposor mnoanucu"). [lo I'OCT nonstus "OnekTpoHHas udpoBas

noAnuck", "3eKTpoHHAs NOANKCE" U "IM(pOoBas MOANUCH" SABJISIIOTCSI CHHOHUMAMHU.



['oBops 0 cxeme DJIEKTPOHHOM TMONAMUCH, OOBIYHO HMMEIOT B  BUIY
CIEAYIONIYIO KJIACCHYECKYI0 CUTYAIUIO!

- OTIIPABUTENH 3HACT COJIEPKAHUE COOOIIECHUSI, KOTOPOE OH IOITUCHIBALT;

- TOJIy4yaTellb, 3HAs OTKPBITHIA KJIIOU MPOBEPKHU TMOJIMKUCH, MOXKET MPOBEPUTH
MPAaBWJIBHOCTh MOANUCH MOJYYEHHOTO COOOIIEHUs B JII000€ BpeMs 0e3 Kakoro-mmdo
pa3pellIeHUs U y4acTHsl OTIPABUTEIS;

- 0€30MaCHOCTbH CXEMBbI TOAMUCHU TapaHTUPYETCS.

[Ipu co3panuu 3IEKTPOHHON MOAMKUCH MO KJIACCUYECKON CXeME OTIPABUTEIb:

- IPUMEHSET K UCXOAHOMY cooOmieHuio T xem-byukimio h(T) u moiydaer xer-
o06pa3 coolrieHus I;

- BBIYUCISIET DJJIGKTPOHHYIO TMOJAMKCH S IO Xel-o0pa3y I ¢ UCMOJIb30BAHUEM
CBOET0 3aKPBITOTO KJIHOYa;

- IOChLIAET COOOIIeHNE T BMECTE C SJIEKTPOHHOU MOAMKUCHIO S MOTYUYaTENIo.

[Tomy4yaTenb, OTAENIMB SJICKTPOHHYIO IMOJAMHCH OT COOOIICHHUS, BBIMOJHSICT
CICIYIOLINE JCUCTBUS:

- TPHUMEHSET K MOoJIydeHHOMY cooOmenuio T xemr-dpyakimio h(T) u monxygaer
Xenr-oopas cooOIeHus I;

- pacuiu(poBBIBACT XelI-00pa3 r’ U3 3JIEKTPOHHOU MOAMUCH S C UCIIOIb30BaHUEM
OTKPBITOTO KJIF0Ya OTIPABUTEIIS,

- TPOBEPSIET COOTBETCTBUE XEMI-O0pa3oB I U I’ U €CIIM OHM COBIAJAIOT, TO
OTIPABUTEIb JCUCTBUTENIBHO SBISIETCS TEM, 32 KOro ce0sl BBIJIAET, U COOOIICHHUE MPHU
nepeaavye He MOABEPTIIOCH UCKAKEHUIO.

Kak BuAHO U3 3TOW CXEMBbI, MOPSAIOK HCIOJIB30BAHMS KIIIOUEH OOpaTHBIN TOMY,
KOTOPBIM MCIOIB3YETCS IPH Tepeaue CEeKPETHBIX cooOIieHnid. BHauane oTmnpaBuTeNb
VICIIOJIB3YET CBOM 3aKPBITBIM KJIIOY, & 3aTEM IIOJIy4daTeab IMPUMEHSET OTKPBITBIM KIHOY
OTHPABUTETIS.

CymectByer Heckosbko cxeM OLII, koropele, kak NpaBuiIO, NPUMEHSIOTCS
COBMECTHO C ONpeAcieHHbIMU Xenl-GpyHKuusaMU. HekoTopble M3 HHMX MPUBEACHBI B
TabuIe.

Ta6auma 1. Cxemsr D111

Cxema 1udpoBoit moanucu 3amaya, nexkamas B|Xem-GYHKIHS
OCHOBE CTOMKOCTH
MD4 wiu MDS5S (Message
Digest Algorithm -
Pa3znoxenune uncna Ha
RSA aNrOpUTM KpaTKOTO
MHOKHUTEIIN
M3JI0KEHUs cooOmenus, P.
Pusecr)
SHA-1  (NIST. FIPS
DSS (NISTY. FIPS Publication Publication 180: Secure
186: Digital Signature Standard|/QuckpeTtHoe Hash Standard (SHS). May
(DSS). May 1994)|norapudmupoBanre mo|1993)
DSS — ®enepanbHblii cTaHmapT|cxeme Diab-1"amans SHS — crammapt xomI-
udposoit moamucu CIIA byHKIMH CIIIA
SHA - Secure Hash




Algorithm
XeTr-(OyHKITHH

aNrOpUTM

ECDSA (Elliptic Curve Digital
Signature Algorithm) - anroputm
udpoBoi MOAIINCHU Ha
SIUIUIITHYCCKUX KpPHUBBIX.
HpI/IHHT B Ka4CCTBC CTaHOapTa
ISO?14888-3 B 1998 r,
ANSI® X9.62 1999 r,
IEEE* 1363 — 2000 r. u NIST 186-
2 2000 T.
(mocnemustiss pemakums — NIST.
FIPS Publication 186-3: Digital
Signature Standard (DSS). June
2009)

JuckperHoe

JorapumupoBaHue B
rpymre TOYCK
AJUTANITUYECKOM
KpHUBOU

SHA (NIST. FIPS 180-3:
Secure Hash  Standard
(SHS). October 2008)

I'oCT 34.10-94

(UudopmaniionHast  TEXHOJIOTHS. I'oCT 34.11-94

Kpunrorpaduueckas 3aIuTa Nudopmarnmonnas

P rpag Hl JluckpetHoe (Mudopman

uHpopMaIuu. [Ipouenypsi TEXHOJIOTHSI.
JorapuMUPOBAHHE 10

BbIPAOOTKU u MIPOBEPKHU Kpunrorpadpuueckas

. . cxeme Ounb-I"amans

AIIEKTPOHHON HU(PPOBON MOAMHUCH 3aIuTa uHdopmaIuu.

Ha 0aze ACUMMETPUIHOTO DYHKITUS XAIMIAPOBAHU)

KpUTITOTPa(UIeCKOro ajJropuTMa)

I'oCT P 34.10-2001 I'OCT 34.11-94
JluckpetHoe

(UudopmaniionHasi  TEXHOJIOTHSI. (Uudopmanmonnas
jgorapuMUpOBaHUE B

Kpunrorpaduaeckas 3aIuTa TEXHOJIOTHSI.
rpyrrme TOYEK

uH(pOopMaIuu. [Tpouecchr . Kpunrorpaduueckas
AIUTATITUYECKON

dbopMHupoBaHUS U TMPOBEPKHU KDUEBOI 3almTa uHdopmaIuu.

AIIEKTPOHHOM ITU(POBOIA MOITUCH ) P OyHKIUS XAIIUPOBAHUS)

I'oCT P 34.10-2012 roct P  34.11-2012
JluckpeTHOe

(UuadopmanionHast  TEXHOJIOTHS. (MUudopmanronnas
aorapuMUpoBaHUE B

Kpunrorpaduaeckas 3aIuTa TEXHOJIOTHSI.
rpyrme TOYEK

uH(popmanuu. [Ipouecchr . Kpunrorpaduueckas
AIUTATITUYECKON

dbopMupoBaHUsT U MPOBEPKHU KpUBOi 3ammTa uHpopMaruu.

ANIEKTPOHHOM IIU(POBOIA MOAIICH)

OyHKIUS XAIIUPOBAHUS)

[Ipumeyanus.

INIST - Hauuonaneneii MuctuTyT crammaptoB u texuonoruii, CIIA (The
National Institute of Standards and Technology).

’ISO
Organization for Standardization).

- MexnmyHapoaHas opraHu3anus 1o crapmaptusanud - (International

SANS| - AMepuKaHCKHII HAaLMOHAIBHBIM MHCTHTYT cTaHmapToB (American

National Standards Institute).




“|IEEE - WHCTUTYT MHXKEHEPOB 110 DJIEKTPOTeXHUKE M dnekrponuke (Institute of
Electrical and Electronics Engineers).

IIporokos Ha 0a3e anropurma RSA
Oram 1. OtnpaBuTenb A FEHEPUPYET OTKPHITHIA {€=5, n=91} u 3akpbIThiii {d=29}
KITFOUH, TTyOJMKYeT OTKPBITHIN KITIOY.
Oran 2. OrtnpaBka CcOOOMIEHHWS ¥ DJIGKTPOHHON TMOAMHUCH  (BBITIOJHSCT
OTIIPaBUTEIIb A).
Ta6muna 2. Ornpaska coobmienus u D111 Ha 6a3e anroputma RSA

Ne  |Onmcanne onepanuu [Tpumep
n/n

Beruancnenue xem-oopasa h = h(T),
1 roe T — UCXOIHOE coobmrenue;|h =7

h(T) — xem-pyukuus (s MDS mivHa xenr-odpasza 128 6ur).

BripaboTka ~ AJMEKTpPOHHOMW  TOAIMMHCHU S = hd mod n,
2 rae d — 3aKPBITHINA KITIOY oTrpaBuTeis A;
N — 4acTh OTKPBITOTO KJI0Ya OTHpaBUTEINs A,

s = 7% mod 91

OtmpaBka noay4darento b ncxoaHoro coobmenus T u
3JIEKTPOHHOM TMOINCH S.

Ortan 3. IlonydyeHue cooOIIEHUS U TIPOBEPKA JICKTPOHHOU MOANUCH (BBITTOIHSIET
noJsrydarens b).
Tabsuua 3. Ilonyuenue coobuienust u nposepka DI Ha 6a3e anroputma RSA

Ne  |Onmcanue onepanuu ITpumep

/1

1 Brruucnenue xemr-odpasa mno noixydeHHoMmy coobmenuto h’ = h(T’), =7
rae T’ — nomydeHHoe cooOIeHue.

5 Brruncienne xem-oopasa u3 »naektpoHHoi noamucu h = s8¢ mod n,|h = 63° mod
I7i€ € U N — OTKPBITBINA KIIIOY OTHpaBUTENS A. 91=7

3 Ecim h' = h, To nomyuarens b nenaer BbIBOA, 4TO mosydeHHOE|/ =7

cooOmienne T’ = T u OHO AEHCTBUTEIHHO OTIIPABIICHO A.

Auaroputm nudposoii nognucu 'OCT 34.10-94
Anroput™m mudposoi moanucu ['OCT 34.10-94 moxox wHa DSS-94 u sBusercs
BapHale cxeMbl Jiib-1"amas.
Ortan 1. BeipaboTka Kiiroueii (BBIIOIHIET OTIIPABUTED A).
Ta6nmma 4. Beipadotka kimroueit myst D11 mo 'OCT 34.10-94

Ne  |Ommcanue oneparmu Tpumep

n/m

1 Bri6op IPOCTOTO qHCIa Pl 4q
(1o TOCT — 2°% < p < 2°12 6o 2190 < p < 21024), p=




Bre16op mpocroro uwmcia (, sBisiomerocs aeiautenem (p — 1)|q = 13
2  |(mo I'OCT — 2%* < g < 2%9), [(79 — 1) mod
13 =0]
a = 8
3 Brioop a (0 <a <p —1), msg koroporo a? mod p = 1. [82¥ mod 79 =
1]
4 |Bei6op 3akpsiToro kmoua X (0 < X < Q). X=4
g |Beramcnenney = a mod p. y = 8*mod 79
=67
[TyGnukanus OTKPBITOTO KJIF0Ya {p,q, a, Yy}
[lepBbic Tpu mapameTpa p, U a - OTKPBHITHI B MOTYT COBMECTHO
6  |ucmoap3oBaThCs 0JIb30BATEISIMH CeTH,
Y — MEePCOHANBHBIA OTKPBITBIM KIIIOY JIJISI OJHOTO TOJIb30BaTEIIS
(oTnpaBuTens A).

Oran 2. OrtnpaBka CcOOOIIEHUS ¢ DJIEKTPOHHOM MOANHCH  (BBIMOJHSET
OTIIPABUTEIND A).
Tabmuma 5. OrnpaBka coobmenns u LI mo 'OCT 34.10-94

No  |Onucanue onepanuu [Tpumep
n/m
1 Breruucnenue xem-oopaza h = h(T) h=7
(mo 'OCT mymua xemr-oopasza 256 6ur). -
2 Brioop k (0 <k < q). k=11
Brruncienne IBYX 3HAYCHUMN:
W = a“ mod p uw = W mod gqlw = 8%mod 79 =
3 (o I'oCT JUTHHA w’ 256 owur).|21
Eciu w’ = 0, mepelitu k dtamy 2 u BbeIOpath apyroe|w’ =21 mod 13 =8
3HaueHue uucia k.
Boruncnennes= (x  w  + k h) mod q
4 (o I'OCT JUTHHA S 256 our).|s = (4*8 + 11*7)
Ecnu s = 0, nepeiitu k 3Tamy 2 u BeIOpaTh Apyroe 3HadeHue |mod 13 =5
yucna k.
5 OtnpaBka  mousydarento b ucxognoro  coobmenus T u

AJIEKTPOHHOM moAmnucu {w’, S}.

Oran 3. [lonydyeHue cooOleHUsT U MMPOBEPKA SJIEKTPOHHOU MOAMKUCH (BBIOJIHSAET
noay4vareib B).




Ta6numna 6. [Tonydyenue coobmenust 1 nmposepka DI mo 'OCT 34.10-94

No  |Onucanue onepanuu [Tpumep
/11
Brruncnenne xem-odpasa 1o nojiydeHHOMY cooO1ieHuto h’ =
1 |h(T), rae T — MOJTy4YE€HHOE coobmenue. [h' =7
Ecou T =T’, To noipkuo ObiTh h =h’.
2 |Bwruucienne V="h’ %2 mod q. v=7"mod 13 =2
Brorancnenne TBYX 3Hauenuni: |Z; = (5 * 2) mod 13
3 2= (sv)modquzz=((q—w’) v) mod q. = 10
z,=((13-8) * 2)
mod 13 =10
Brruncnenue U = ((a? * y?2) mod p) mod q. u = ((81°* 67Y)
4 mod 79) mod 13 =
8
Ecou w” = u, 10 mnonydarens b nemaer BbiBOA, uTO|8 =8
5 |momyueHHoe coobmenne T° = T U OHO JEHCTBUTEIHHO
OTIPABJIEHO A.

Aaroputm nmudposoii nognucu F'OCT P 34.10-2001 u 'OCT P 34.10-2012
Anropurmel 1udposoi moamucu 'OCT P 34.10-2001 u TTOCT P 34.10-2012
coBnagaroT v moxoxu Ha ECDSA.
Otan 1. Ornpasutesb A reaepupyet oTkpbIThii {(A,B)=(3,7), P(Xp,Yp)=P(7,17),
=47, Q(Xq,Yq)=Q(36,20)} u 3akpriThiit {d=10} KIr04H, TyOJIUKYET OTKPBHITHIA KITHOY.
Oran 2. OrnpaBka coOOOIIEHUS ¢ DJIEKTPOHHOM TMOAMHCH  (BBITOJIHSET

OTIIPABUTEIND A).
Tabnuna 7. Ornpaska coobrenus 1 DI mo 'OCT 34.10-2001 (34.10-2012)

No  |Onucanue onepanuu [Tpumep
n/m
1 Brruncnenue xem-oopasa h = h(T) h=7
(no T'OCT pinna xem-o6pasa 256 6ur). B
2 Beruucnenue € =h mod g. e=7mod47 =7
Brioop k (0 <k < q). k=11
4 OmnpenencHue TOYKU uunTuYeckor kpuon C(Xc, Ye) = k|C = 11 * P(7, 17) =
P(Xp, Yp)- (16, 16)
Brraucnenue r = X. mod g.
3) Ecnu r = 0, mepeliTu k 3tamy 2 u BEIOpaTh apyroe 3HaueHue | = 16 mod 47 = 16
yucina k.
BLIqI/Icn_eHHe 5= r d + k € mod q. s = (16*10 + 11%7)
6 Ecnu s = 0, mepeiiTu k dTamy 2 1 BEIOpATh IPYroe 3HaYCHUE _
mod 47 =2
gyucna k.



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86

OtnpaBka  mosrydarento b ucxomaHoro
JIEKTPOHHOH ToanucH (I, S).

coooOmenusa T u

Ortan 3. [lonydeHnue cooOuIeHNs U MPOBEPKa AIEKTPOHHOMN MOAMHUCH (BBITIOIHSIET
noiy4atens B).
Tabnuua 8. [Toxyuenue coobrienus u nmposepka DI mo 'OCT 34.10-2001 (34.10-

2012)
Ne |Onucanue onepanuu [Tpumep
/1
Breraucnenmne Xem-oopaza 1o MIOJTyYCHHOMY
1 cooomenuro h’>= h(T’), rme T’ — momy4yeHHOE =7
COOOIICHHE.
Ecm T ="T’, To momkHo OBITE h = h’.
2  |Bpruucnenue ¢’ =h’ mod q. e'=7mod47=7
e’ 1= 27
g |Beraucnenne v = e’ 1 mod q,/[(7 * 27) mod 47 = 1]
rae € 1 — 00paTHOE YKCIIOo K € 110 MOYIIIO .
v =27 mod 47 = 27
Brraucnenne TIBYX 3HauYeHHi: (23 = (2 * 27) mod 47 =7
4 |zz=(sv)modquzz=((g-r)Vv)modq. z,=((47 — 16) * 27) mod
47 = 38
Omnpenenenue Toukw sumnTudeckon kpupou C’(xe,|C’ =7 P(7, 17) + 38 Q(36,
5 |ye) = 21 P(Xp, Vi) + 22 Q¥ Yo). 20) = (22, 26) + (11, 31) =
(16, 16)
6  |Bbrumcnenue r’ = X mod q. I'=16 mod 47 = 16
Ecmm r = r, To momy4arens b nemaer BbIBOA, uro|16 =16
7/ |momyuyeHHoe coobmenue T’ =T u OHO AEUCTBUTENBHO
OTIPABIICHO A.

PaznoBuanocTu I1II

Kpome knaccuueckoit cxembl DI paznuuaroT eiie HECKOJIbKO CHeUAJIbHBIX:

- cxema "KOH(UACHIMAIBHON" (HEOTBEpraeMoi) MOJIMUCH — TOAMKUCH HE MOXKET
OBITH MTPOBEPEHA 0€3 yJaCTHs CTEHEPUPOBABIIIETO €€ JINIIA;
- cxeMa noanucu "Beaenyro" ("3aTeMHEHHON" MOANKUCH) - OTIPABUTENb HE 3HAECT
ITOJIITUCAHHOT'O UM COOOIIICHUS;

- CXEMa

"MyJbTUIIOANIACH" -

BMCCTO OJHOTO OTIIPABUTCIIA COO6IHCHI/IC

MoANMChIBACT I'pyIiIia N3 HCCKOJIbKUX YHACTHHUKOB,

- cxeMa ''TpynmoBod" TMOANHCH - TIOJNy4yaTeldb MOXKET MPOBEPUTH, YTO
NOJNKUCAHHOE COOOIICHUE MPUIIUIO OT YiIeHa HEKOTOPOW IpyIIbl OTIPaBUTENEH, HO HE
3HAET, KEM MMEHHO W3 YJECHOB TPYIIIBl OHO MOJANUCAHO. B TO ke Bpewms, B ciydae
HEO0OXOIUMOCTH, OTIIPABUTEIL MOXKET OBbITh ONPEACIICH;

- ¥ JIp.



Opuanuyeckue ocHoBaHuA ucnoab3osanust LTI

10 auBaps 2002 r. Ilpesunent Poccuiickorn @enepanuu B.B. [lytun noanucan
Oenepanpabii 3ak0H Ne  1-O3  "OO6 osmekrponHOM 1udpoBort moxmucu". Ilean
®enepaibHOro 3akoHa Ne 1-d3 - obecrieueHUe MPABOBBIX YCIOBUN HCMOJIb30BAHUS
OIII B 37€KTPOHHBIX TOKyMEHTaX, MpU coOmoaeHnr KoTopbix JIII1 B aymekTpoHHOM
JIOKYMEHTE MPU3HAETCS PaBHO3HAYHOW COOCTBEHHOPYYHOM MOJMHUCH B JOKYMEHTE Ha
OyMa)XHOM HOCHTEJIE.

B wactosmuit mMomeHT geiictByer denepanbhpiii 3akoH Ne 63-Dd3 "OO6
anexktpoHHod moanucu" ot 06.04.2011 r. Cepa neiicrBus (ueinb) DeaepajbHOroO
3akoHa Ne 63-®3 - perynupyeT OTHOLIEHUSI B 00JACTH WCIIOJIB30BAHUS JIEKTPOHHBIX
NOANMCEd  MPU  COBEPLIICHUM  TPAXKIAHCKO-TIPABOBBIX  CHEJOK,  OKa3aHUU
rOCYJIapCTBEHHbIX W MYHHIMNAIBHBIX YCIYT, WCIOJHEHUH TOCYyJapCTBEHHBIX H
MYHUITUTATBHBIX (DYHKIIMM, TpU COBEPUICHUU WHBIX IOPUINYECKU 3HAUUMBIX JCHCTBUH,
B TOM YHCJIE B CITy4asiX, YCTAHOBJICHHBIX APYTUMHU (PeaepalibHbIMU 3aKOHAMMU.

B cucrtemax, rie 4ncio moJib30BaTesield UCUUCISIETCS COTHSIMU U ThICAYaMHU, JJIs
npoBepku DI ucnons3yrorcs Tak Ha3piBaemble ceptudukatsl DI (3I1).

Ceprudpuxar DIII - OTKPBITHIA KIIOY € HEKOTOPOM JOIMOJHUTEIBHON
nHpopmalriuei o ero BIajeible (perucTpalMoOHHBIA Homep ceptudukara, OUO
BJAa/CIIblIA, CpPOK IEUCTBUA u T.1.), IMOIITUCAHHBIN kiatrouom IlenTpa
ceprudpuxanuu (L{C, Certificate Authority, CA, Y noctoBepstomuii eHtp, Y1I).

B ®enepanbHom 3akone "OO SIEKTPOHHOW MOANMUCH" JaHBl CIEAYIOIIHE
ONpEIECICHUS.

Ceprudukar KIHOYA NPOBEPKH IJIEKTPOHHOW MOANUCH — DSJICKTPOHHBIN
JOKYMEHT WM JOKYMEHT Ha OyMa)kHOM HoOcuTese, BeinanHubie Y1 nmubo moBepeHHbIM
auuoM YI[ m moarBepikIaronIvMe MPUHAMIECKHOCTh Kitoua npoBepku Ol Biagenbily
ceprudukara kirouda rmposepku JlI.

KpasudpuuupoBannsiii  ceprudukar KIH0YA NPOBEPKH IJIEKTPOHHOMU
NOANMCH — cepTudukat kitoua npoBepku I, BbIIaHHBIN aKKpeaIuTOBaHHBIM Y1 miu
JIOBEPEHHBIM  JIMIIOM  aKkpeauTtoBaHHoro YII[ 1nubo deaepasibHbiM  OpraHoMm
WCTIOJTHUTENILHOW BJIACTH, YIIOJTHOMOYEHHBIM B cpepe ncnosibzoBanus Jll.

[Ipn nonyyenun pokymeHnta, noanucanHoro JIIII, BHawane momaercsa 3ampoc B
LC, xotopsiii BeicbutaeT ceprudurar DI, napopmannio 00 OKOHYAHMHU CpOKa €ro
neictBug win uHpopmamnuioo 00 orcyrcrBuM ceptudukara. Ecim L[C  Bbician
cepTuUKaT, TO CUMTAETCS, YTO JOKYMEHT TMOcial HMEHHO TOT, KTO YyKa3aH B
ceprudukare. Jns aBromatuzanuu aestenbHoctd [IC  mpuMeHsieTCs  CHCTEMBI,
Ha3bIBAEMbIC CHCTEMbI TOMNIEPKKH HHPPACTPYKTYpPbl OTKPBITHIX Kirodei (Public
Key Infrastructure, PKI).

Brnepsoie ccyna mog DI (na mokynky moma) Obuta Beimana B CIIA 25 urons
2000r.

Bomnpocs! 111 caMOKOHTPOJIA

KomnbroTepHslil BUpYyC.
Yepss.

TposiHCKHE IPOTrPaMMBI.
Jlornuyeckue 60MOBI.

W



5. ®aiisioBbIE BUPYCHI.

6. Crenc Bupyc.

7. TlomumopdHbIe BUPYCHI.

8. AHTHBHpYCHBIE IPOTPAMMBI.



INPAKTUYECKOE 3AHATHUE Ne8

KonTpoasb nesoctHocTr (OMTHI Y4eTHOCTH, KOHTPOJIbHBbIE HU(PBI)
Heab: n3y4nTh C10cOObl KOHTPOJIS UETOCTHOCTH IaHHBIX.

Xoa pa0doThI:

HeoOXomuMO 03HAKOMHTBCA € TEOPETHUYCCKOM YacThl0 U ONPESACIHUTH
KOHTPOJIbHBIE TAHHBIC C UCTIOJIb30BAHUEM CJICTYIONINX CIIOCOOOB:

- OutoB _4YeTtHocTH. B KadecTBe WCXOAHBIX JAHHBIX MPUHATH OUTOBOE
npeacTaBieHue OyKB haMIIMKM B COOTBETCTBUH ¢ KonupoBko Windows 1251;

[TapuTeTHBIN OUT

byksa|buroBas ctpoka = =
YeTHBIN (even)|HeueTHbIH (0dd)

- KOHTPOJIbHBIX 1H}p. B KadecTBe MCXOMHBIX MAaHHBIX MPUHATH HEOOXOIMMOE
KOJUYECTBO IU(Pp (32 UCKIIOUCHHEM KOHTPOJIBHOM) M3 CTPOKH, COCTOSIIEH W3 KOJOB
OyKB (paMUJIMH, UIMEHH M OTUYECTBA COTJIACHO UX TOJIOKEHHUIO B ajaBuUTE:

- o anroputmy JlyHa (15 mudp);

- n1a mrpuxkoaa mo cragaapty EAN-13 (12 mmdp);

- n1a MHH dusuueckoro aumna (10 mudp);

- U141 KOJIOB CTaHIIMI Ha KEJIE3HOI0POKHOM TpaHcnopte (5 mudp);

OO0wmue ceenenns
Kak ObLI0 OTMEYEHO B EPBOM JIEKIIUU, LEJIOCTHOCTH SIBISIETCS OJHUM U3 TpeEX
KJIFOUEBBIX CBOICTB uH(popmanumn (OCTYMHOCTB, LEJIOCTHOCTh U
KOH(UAeHIHATBHOCTE). Ilpy 3TOM  MOJ HEJOCTHOCTHIO IOHUMAETCA  CBOMCTBO
uHpopmManMu,  XapakTepusylollee €€  YCTOMYMBOCTh K  CIy4yalHOMY  WIIU
MpEAHAMEPEHHOMY Pa3pyLIEHUIO WU HECAHKLIMOHUPOBAHHOMY M3MEHEHUIO.
PaccmoTpum HEKOTOpBIE CIOCOOBI U METOJIbI KOHTPOJIS LIEIOCTHOCTH.

IIpoBepka yeTHOCTH

[IpencraBisgeTr coOoi camblif TPOCTOM CIOCOO OOeCIeYeHUs IETOCTHOCTH IPHU
XpaHCHHH WM Tiepefade JaHHbIX. butoBas cTpoka (0ObUHO mJIMHOW 7-8 OHT),
KOHTPOJb  KOTOpOW  HEOOXOAMMO  BBITIOJIHUTH,  JOMOJHSETCA  OAHUM,  TaK
Ha3bIBAEMbIM MAPUTETHBIM OMTOM (aHTJ. parity bit). CyiecTByeT nBe pa3HOBHIHOCTH
MIPOBEPKU UYETHOCTHU: C YeTHbIM (even) U HedeTHbIM (odd) mapureTHeiM OutomM. B
MEPBOM CJTydae IIPH 3alUCH WUJIU TIePEChUIKE TaHHBIX MAPUTETHBIN OUT yCTaHABIUBACTCS
pPaBHBIM |, €CJIM KOJIMYECTBO €IMHUIl B KOHTPOJIHMPYEMOM CTPOKE HeueTHoe, u 0 — eciu
yeTHoe. B cirydae HeueTHOro mapuTeTHOro OUTa MOCTyNaroT Ha00OPOT.

Ta6numna 1. [Ipumepsl ycTaHOBKH OMTA YETHOCTH

[TapuTeTHBI OUT

buroBas crpoka » .
4eTHBIN (even)|HedeTHbIH (0dd)

1100 1011 1 0
1001 1001 0 1




1111 1111
0000 0000 0 1

HenocTraTkmn:

- HCTIPaBJICHHE OIITMOKHU HEBO3MOIKHO;

- B Clly4ae M3MEHEHHUS COCTOSHUS YETHOI'O KOJIMUecTBa OWUT (Hampumep, JIBYX),
BBIYUCJICHHBI TapUTETHBIM OWT COBHAJET C 3amucaHHbIM. T.e. ommbOKka He Oyner
oOHapyxeHa. B To ke BpeMs, COIVIACHO CTAaTUCTHKH, Npuonm3utenbHo 90% Bcex
OIMMOOK TaMSITH IPOUCXOJUT MMEHHO C OJWHOYHBIM paspsjgoM. Takum oOpaszom,
IIPOBEPKU YETHOCTU OBIBAET JOCTATOYHO JIJIsi OOJIBIIIMHCTBA CUTYAIIHH.

Hcnonb30BaHue KOHTPOJIbHBIX P

B ornnuue ot npeapiaymero crnoco0a s KOHTPOJIS LETOCTHOCTHA UCIOJIb3YEeTCs
He Out, a udpa. OOBIYHO, KOHTPOIUPYEMBIH HaOOp HMudp BHAYAIE IO OMPEACICHHBIM
MpaBUJIaM CKJIQJbIBAETCS, a 3aTeM OEpeTCsl OCTAaTOK OT JIEJIEHUs 110 MOAYJII0, KOTOPBIN 1
ABJISIETCS KOHTPOJIbHOM 1u@poi. Huke paccMaTpuBarOTCsi HEKOTOPbIE CHCTEMBbI
KOJMPOBAHUSI C UCTIOIH30BAHUEM KOHTPOJIbHOM ITU(DPHI:

- aaroput™ JlyHa;

- Tpuxkoa mo cragnaprty EAN-13;

- 3arpaHUYHBIN MacopT rpaxkaanuHa PO ¢ GuoMeTpuyeckuMu JIaHHBIMU;

- UJICHTU(DUKAITMOHHBIA HOMEP HAJIOTOIIATEbIINKA,

- KOJIbl CTAHIIMI HAa KEJIE3HOTOPOKHOM TPAHCIIOPTE.

Aaroputm Jlyna (anra. Luhn algorithm) - anroputM BbelYuCIEHUS] KOHTPOJILHOMN
uudpst B coorBeTcTBUM co cTtangaptoMm ISO/IEC 7812 «neHTudukaiimoHHbIe KapThl.
WNnentudukanuss 3MUTEHTOBY». AJTOPUTM pa3paboTaH coTpyaHukoMm ¢upmbl [IBM
I"ancom [Murepom Jlynom B 1954 r. Ucnonb3yeTcs AJid MoAc4YeTa KOHTPOJIbHON U PHI:

- HOMEpOB BceX 0aHKOBCKHUX KapT;

- HOMEPOB HEKOTOPBIX JUCKOHTHBIX KapT;

- KOJIOB MTOJIUCOB 00513aTEIBHOI0 MEAUIIMHCKOTO CTPAXOBAHUS;

- €IMHOTO 8-3HAYHOTO HOMEpa KEJIE3HOI0POKHOr0 BaroHa Ha PXK/I;

- IMEI-konoB (anri. International Mobile Equipment Identity - mexxayHapoaHbIit
UACHTU(PUKATOP MOOMILHOTO 000OPYAOBaHMS);

- ICCID-xonoB (anrn. Integrated Circuit Card ID - upentudukarop Kaprthl ¢
UHTETPUPOBAHHON MUKPOCXEMOH );

- T.1.




MNOJINC

obaszarenbHOro megy

CTPaXOBaHM:

N

‘DIEVADI

a) OaHKOBCKas KapTa 0) MOJIMC METMLIIMHCKOTO CTPAXOBaHUS

B) LIUCTEPHA



Espacio libre:
PIN:

r) MmoOmIbHBIN TenedoH (IMEI) 1) SIM-kapra (ICCID)

Puc.1. Homepa u kozbl ¢ KOHTPOJIBHBIMU ITU(PpamMu

B cnenytomieit Tabnuiie npuBeieH MOPSIIOK BRIUUCIECHUS KOHTPOJIbHOMN ITUMPHI HA
MpUMeEpe KoJia MoJIca MEIUIIMHCKOTO cTpaxoBaHus (puc. 10).
Tabnuna 2. Berancnenue KOHTPOIBHOUM UGB 10 anroputMy JlyHa
(ecnu Konm4ecTBO U(p, BKIIOYASI KOHTPOJIBHYIO, B KOJIE YETHOE)

Ne Onmcanue oneparnuu [Tpumep
/o

(2*2)mod9=4
G5*2)mod9=1
(6*2)mod9=3
0*2)mod9=0
(4*2)mod9=8
(0*2)mod9=0
(0*2)mod9=0
1*2)mod9=2

Kaxxmas u3 uudp, cTosimas B HEYSTHON TTO3HITNH,
1 |ymHOXaeTcst Ha 2, TTOCJI€ YETO BBIYHUCIIAETCS OCTATOK OT
neneHus Ha 9.

2 |Bpruucnsiercs cymma OCTaTKOB Sy. Si=4+1+3+0+
8+0+0+2=18
3 |Beraucnsercs cymma mudp S, CTOAIUX B YSTHBIX S¢=7+8+2+8+
MO3UIINSX, 32 UCKIIFOUCHUEM ITOCTICTHEH (KOHTPOJIBHOM ). 2+0+2=29

4  |BeramciasieTcss KOHTpoabHas (mocieausis) nudpa cd us cd=3




ypaBHenus (S, + Sy + ¢d) mod 10 = 0. [(18 + 29 + 3) mod
10 = 0]

Ecnu xonmaectBo mudp B koae HeuetHoe (Hanpumep, 11 IMEI-komnoB), To 1 u 2
oTiepanus BBIMOTHSIIOTCS I MAQP, CTOANUX B YETHBIX MO3UIHUSAX, 3 Omepanus — s
u@p, CTOALUX B HEUETHBIX MMO3UIIMSIX.

IlTpuxkox mo cranaapry EAN-13- oana w3 Bapuanuii EBpormeiickoro
CTaHAapTa WTPUXKOJA, MPETHA3HAYEHHOI0 /U KOJMPOBaHUs UACHTH(UKATOpa TOBapa
U IPOU3BOJHUTEIIA. Permamentupyercs  I'OCT  MUCO/MBK 15420-2001
«ABTromaTtnueckass uaeHTuukanus. KoaupoBanue mTpuxoBoe. Crnenudukanus
cumBoinku EAN/UPC (EAH/IOIuCn)y.

5"901234™M23457">

Puc.2. llItpuxkox EAN-13
B crnenyromieit Tabnuile MpUBEIEH MOPSAJIOK BBIYUCICHUS KOHTPOJIBLHOM LUQPHI
o crarmapty EAN-13.

Tabmuna 3
No Onucanue onepanuu [Tpumep
n/m
1 |Boeraucnsiercss cyMmma mu@p Sy, CTOSIIUX B HEUETHBIX Sp=5+0+2+4+
MO3UIIUAX, 32 UCKITFOUEHHUEM TOCIeIHEH (KOHTPOJIbHOM). 2+4=17
2 |Bwruucnsercs yrpoeHHas cymma udp Sq, CTOSIINUX B S¢=3*(9+1+3
YCTHBIX TO3UIUAX. +1+3+5)=66
3 Brrancsiercst koHTposibHas (ocneanss) mudpa cd u3 (a7 +%d6=.|.77) .
ypaBuenus (S, + Sy + ¢d) mod 10 = 0. 10 = 0]

B Poccun ¢ 2009 r. Bo Bcex cyObekTtax P® nelCTBYIOT MyHKTHI BBIJA4H
MacCMOPTHO-BU30BBIX JOKYMEHTOB HOBOTO ITOKOJICHUS - 3aIPAHUYHbIX NACIOPTOB
rpa:;kaaHuHa P@® ¢ 6uoMeTpuYeCKMMU JIAHHBIMU.

B 1okymeHTe WCMONB3YIOTCA PAa3MYHbIE CIIOCOOBI 3alUThl, B T.4. 3allUTa
IIEJIOCTHOCTH 32 CUET KOHTPOJIbHBIX Iudp. B mmactukoBoit crpanuiie ¢ dortorpadueit

BJIaACIblIa U BCTpOCHHBIM BHYTpI/I YUIIOM HUMCCTCA T.H. MAIIIMHOCYHHUTHLIBACMAsa 30HaA
(MC3).




PKRUSANISIMOVLKLKVLADIMIR<KLLLLLLLLLLLLLLLLKLKLKLKL
7254362395RUS7301072M230712[7)k<<<<<<<<<<<<<[02]

Puc.3. MamHocuuThIBaeMas 30Ha Iacrnopra
(CMHUM KOHTYPOM BBIJICJICHBI KOHTPOJIbHBIC IIH(PHI)

B mmxHEl ctpoke MC3 HCIONB3YyIOTCS IIATh KOHTPOJIBHBIX Idp. Ee cTpykTypa
MIpUBE/ICHA B CIICAYIOIIEH TaOnuIle.
Tabmuua 4. Ctpykrypa HrxkHel crpoku MC3

ITo3unus
[To3umu 3HaKOB, UCIIOJIB3YEMbIEC o
KonTponbhas uugdpa KOHTPOJIbHOM
JUISL pacyeTa KOHTPOJIbHBIX LU(P -
Howmep macmopta 1-9 10
JlaTa poxxaeHus 14-19 20
JlaTa ucTeueHus cpoka JAeicTBUs 22-27 28
nacrnopra
JInyHbI HOMED 29-42 43
3aKIIOUNTENbHAS KOHTPOJIbHAS 1-10, 14-20, 22-43
(mo3unuu 11-13 u 23 uckimroyarorcs 44
nudpa
U3 pacyeTa)

AJNTOpUTM pacuera KOHTPOJIbHBIX LU(P 3aKII0YAETCA B MEPEMHOKEHUN KaXKJI0N
M(}pbBI COOTBETCTBYIOIIETO 3JIEMEHTA JAHHBIX HAa BECOBOM MOKA3aTeNb MOBTOPSIOLIEHCS
yuciaoBoil mocnenoBarenbHoctn 731 731 ..", CcyMMHpOBaHUM MOJYYEHHBIX
NPOU3BEACHUN W B3ATHM oOcTaTka oT neneHuss Ha 10. Ecim B sneMeHTe JaHHBIX
BCTPEYAIOTCSl OYKBBI JJATUHCKOTO andaBuTa, TO MPU pacyeTe OHU 3aMEHSIFOTCS Ha YHClia
ot 10 (A) nmo 35 (Z); 3nak "<" coorBerctByer 0. Huxke npuBeneH npumMep pacuera
KOHTPOJBHBIX IIHGD.

Tabnuna 5. [Ipumep pacuera KOHTPOIBHBIX M(Dp HUKHEN cTpoku MC3

Haszna | Howmep nmacnopra |K Hara K ara K| JInun |KIK
YECHUE | poxnaenus L] ucreuenus (1| s |LI L]
CpoKa HOMEDP
JICUCTBUSA
No 11213|4|5(6(7(8(9(1|1(11{1(1|1|1|1|1(2|2(2({2|2|2|2|2|2|2]|..|4|4|4
TO3UL] 0(12/13{4(5(6(7|8(9|0(1/2|3|4|5|6|7|8|9]|.|2|3|4

nn

Huwxn |7(2|5|4(3|6(2[3|9|5|RYUS7({3|0|1|0|7(2(M2{3|0|7|1|2|7|<|..|<|0|2

A1




CTpOKa
MC3

Becos |7|3|1(7|3(1|7|3|1|7 713(1|7(3|1(7| |7|3(1|7|3|1|7|7]..|3]|1
ou

IIOKa3a
TENb

Pacue
T
KOHTP
OJIBHO
71 (7*7+2*3+5*1+4*7+3 (7*7+3*3+0*1 (2*7+3*3+0*1
mudp | *3+6*1+2*7+3*3+9* +1*7+0*3+7* +7*7+1*3+2*
BI 1) mod 10 = 135 mod 1) mod 10 = 1) mod 10 =
B 10=5 72mod10=2 77mod10=7
2JICEMC
HTC
JTaHHBI
X

(0*7+
... H0*
3)
mod
10=0

Pacue
T
3aKJTIO
YUTEI
BHOM
KOHTD
OJILHO

(V)

u

uudp
bl

[(135 + 5*7) + (72 + 2%7) + (77 + 7*7) + (0 + 0*1)] mod 10 = 382 mod 10 = 2

Nnentndpukanmonnbiii Homep Hajorominareabmuka (MHH) - yHukanbHBIIT
UACHTU(PUKATOP, TPUCBAUBAEMbIN IOPUAMYECKOMY WM (PU3MUYECKOMY JIUILY JJIsl ydeTa
ymatel HaoroB B Poccuiickonn @enepanuu. [Ipy nmocTaHOBKE Ha HAJIOTOBBIA yYeT
MOJIOTYETHOMY JIUITY BBIAAETCS CBUIETEINBCTBO, B KOTOPOM yKasbiBaercs ero MMHH.
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Puc.4. CBI/II[eTeJ'ILCTBO 0 MOCTAHOBKE HA yYeT
Kontponwsnas (kontponwsHbie) 1uppa NHH omnpenensercss mo creayrommm
dbopmymam:
- s aecatuznaunoro MHH ropuanueckoro numa:
Nio = ((2n1 + 4ny + 10n3 + 3n4 + 5ns + 9ng + 4n7 + 6ng + 8ng) mod 11) mod
10; (1)
- nis neeHaanatuzHaudoro MHH ¢usudeckoro nuna:
N1 = ((7n1 + 2n, + 4n3 + 10n4 + 3n5 + 5ng + 9n7 + 4ng + 6Ng + 8”10) mod 11) mod
10, (2
Ny = ((3n1 + 7n, + 2n3 + 4n4 + 10n5 + 3ng + 5n7 + 9ng + 4ng + 6Ny + 8n11) mod
11) mod 10, (3)
rae n; - i-as mudpa MHH.

Hns MHH dusudeckoro nuiia, 0TOOpakeHHOTO Ha puc. 4, KOHTPOJIbHbIE ITUDPHI:
N = ((7*2 + 2*7 + 4*2 + 10*4 + 3*0 + 5*7 + 9*0 + 4*3 + 6*1 + 8*7) mod 11)
mod 10 = (185 mod 11) mod 10 =9 mod 10 =9,



Nz = ((3*2 + 7*7 + 2*2 + 4*4 + 10*0 + 3*7 + 5*0 + 9*3 + 4*1 + 6*7 + 8*9) mod
11) mod 10 = (241 mod 11) mod 10 = 10 mod 10 = 0.

Koabl cranumii Ha JKeJ1e3HOI0POKHOM TpaHcnopTe. B nHbopManmoHHbBIX
CHUCTEMaX KeJIE3HOI0POKHOTO TPAHCIIOPTA MPUHSITHI PA3JIMUYHbBIE CIIOCOOBI
koxupoBanus ctadiumii. B ACYKT ucnonb3yercst Ko CTaHIIUU, COCTOAIINN U3 6 1udp
(n1n2n3n4nsne). Tlocmenuss mudpa koaa (ng) ABIACTCS KOHTPOILHOM U ONPEACIIACTCS 110
caenytouie popmye:

ne = (1ny + 2n; + 3n3 + 4n4 + 5ns) mod 11. 4)

Ecnu octatok ot aenenus Mesbiie 10, TO OH sBISE€TCS KOHTPOJIBHOM IUGPOIA,

MHaye BBIIOJIHSIOT CIABUT BECOBOIO PsAJia HA IBE€ MO3ULIUUA U BBIYHUCICHUS TOBTOPSIIOT:
ne = (3ny + 4n; + 5n3 + 6n4 + 7ns) mod 11. (5)

Ecnu HOBBIN OCTaTOK OT JI€JICHHUS] BHOBb MOJYYHUTCS paBHBIM 10, TO KOHTpOJIbHAs
udpa npuHUMaeTcs papHoi 0, MHaUe - OCTaTKy, BHIYUCICHHOMY 10 hopmyiie 5.

[lepBbie uetbipe uuppel ACYXT nns craHimuii, OTKPBITBIX IJi1 TPY30BBIX
onepauuii, Ha3piBatoT kojioM Enunoii ceresoit pasmerku (ECP). Bapuanusa kona ECP
C KOHTPOJIBHOM ITU(POH COCTOUT M3 5 3HAKOB (N1N2N3N4Ns), TOCISIHUN U3 KOTOPBIX (Ns)
OIpelIeNsieTCsT TOYHO Takxke, Kak WU i kojga crtaHiuu B ACYXT. Otimuume
3aKJIF0YAETCs B UCIIOJIb30BAaHUU COKpAIlIEHHBIX BeCOBBIX psaoB (1, 2, 3, 4) u (3, 4, 5, 6).
T.x. naras uudpa ana rpy3oBbix ctanimii B ACYXT npunumaercs pasuoit 0, To
KoHTpoJibHbIE U(ppbl kKoaoB cTtaHiuil ACYXT u ECP coBnagator. B wactHocTH, KOJ
ctaHn XadapoBck-1 JlanpHEBOCTOUHOM JKeJIe3HON JOPOTH:

- ACYXT: xox - 970406, kontposbHas mudpa - Ng = (1*9 + 7*2 + 0*3 + 4*4 +
5*0) mod 11 = 39 mod 11 = 6;

- ECP: xox - 97046, kouTponbHas udpa - Ns = (1*9 + 7*2 + 0*3 + 4*4) mod 11
=39 mod 11 =6.

Bomnpoce! 11t caMOKOHTPOJIA
bpanamayap.

Firewall.

AnmnapaTHas 3amura nHhopManuu.
Buapl anmapatHbIX CPEACTB 3ALUTHI.
3ammurta ot HC/I.

agbrwhE



INPAKTUYECKOE 3AHATHE Ne9

TajiHble MHOTOCTOPOHHME BHIYUCJICHHUS U pa3Je/ieHHe CeKpeTa

Heab: n3y4nTh ciocoObl MUPPOBAHMS TAHHBIX PA3JIMYHBIMU IE€PECTAHOBKAMMU.
Xoa pa0doThI:

HeoOXomuMO  O3HAaKOMHUTBCS C  TEOPETHYECKOH YacThbl0 W IPHUBECTH
MOCJIEIOBATEILHOCTD BBITIOJHEHUS CIIEIYIOIIUX TPOTOKOIOB:

- TalHBIX MHOTOCTOPOHHMX BBIYUCIICHUH JUIsl pacueTra CpPeIHEW BEJIMYMHBI TPEX
yucesl. B kauecTBe MCXOIHBIX JTaHHBIX MPUHATH KOABI 1-0M, 2-0if u 3-eii OyKBBI CBOCH
(dbaMIIIUK COTJIACHO MX MOJIOKEHUIO B andaBUTE;

- pa30MeHus CEeKpeTa C UCMOJb30BaHUE TaMMUPOBAHUS ISl TPEX yYacTHUKOB. B
KauecTBE CEKpeTa IMpHUHITh IMepBble 3 OYKBBI (QaMuiauu, I8 TaMM - JIFOOBIC
TpeXOYKBEHHBIC COUCTAHNS,

- pazaeneHusi cekpera no cxeme [lamupa mns (3, 5)-moporomoit cxembl. B
Ka4yeCcTBE CeKpeTa S MPUHATH KOA 1-0i OYKBEI CBOCH (paMHIIMH COTJIACHO €€ MOJIOKCHHUIO
B anasure;

- pa3zeneHus cexkpera nmo cxeme Acmyrta-biayma nnsa (3, 5)-moporopoit cxemsl. B
Ka4yeCTBE CeKpeTa S MPUHATH KoA 1-0i OYKBEI CBOCH (paMHIIMH COTJIACHO €€ MOJIOKCHUIO
B andasure.

[Ipy BBIMOJHEHUU 3aJaHUs HEOOXOJUMO TIPUBECTH WCXOAHBIE JaHHbIE U
TaOJIUIIbI, COJIEPKAIIUE TTOCIIEI0BATEIIFHOCTD BBITIOJTHEHHUS POTOKOJIOB.

TaiilHble MHOTOCTOPOHHME BbIYHCJICHUS

CyTb mpoTOKONA 3aKIIOYAETCs B ONPEACICHUU pe3ysibTaTa HEKOTOPBIX
npeoOpa3zoBaHuil HaJ HHGOPMAIIHEH, KOTOPOIi BIIAJCIOT HECKOJIBKO Jtoieh (CyOBEeKTOB).
[Ipu 3TOM OHUM HE XOTAT PACKPHIBATH €€ ISl IPYTHUX.

IIpuMmep nporokoJia.

3ajmaya — OINpeAeseHre CpeaHel 3apa0OTHOM MIIaThl TPEX COTPYAHHUKOB:
Hupexrtopa (1), Cexperaps (C) u Yoopuuis! (V).

3apaboTHas miaTa, KOTOPYIO COTPYAHUKUA HE XOTSAT PaCKpPhIBATh IPYT APYTY:

- dupexrop — 10 y.e.;

- Cekperapp — S y.e.;

- Yo6opuuna — 2 y.e.

[Tapsr ktoueit acummerpuyHoro mudposanus (RSA) mist oomena nHbopmarmeit
MEXTy COOOM:

- JIUpeKTOp: OTKPBITHIH KIIFOY — €; = 5 U n; = 91; 3aKkphITHIA KiIr04 - d; = 29;

- CekpeTaph: OTKPBITHIN KJII0Y — € = 7 U ne = 91; 3akpbIThiii K104 - d; = 31;

- Yoopimia: OTKpBITHIH K04 — ey = 17 1 ny = 91; 3aKkpbIThIi K049 - dy = 17.

B paccmoTpenHOM mpumepe moaoop Kito4uel HEKOPPEKTEH, T.K. BBIOOP MPOCTHIX
qucen JUIsl ONpeNeSieHUs] MOAYJs JOJDKEH BBIMOJHIATHCA KaXAbIM HHIAWBUYATIBHO.
JlaHHOE yIPOILEHHE MPUHSTO B IEIAX pACCMOTPEHUS pabOTHI MMPOTOKOJIA.

Tabnuua 1. [TpoToKOoJ TallHBIX MHOTOCTOPOHHUX BBIYMCIECHUHN

No Onucanue onepauuu [Tpumep
n/m




Y npubaBisieT caydyailHOE CEKPETHOE YHUCIIO X K CYMME CBOEi X=3
1 |3aprutatel, MIUQPPYET pe3yabTaT ¢ TOMOIIBIO OTKPBITOTO (2 + 3)" mod
kioua C u orcsunaet ero C. 91 =47
473 mod 91 =
C pacmmpoBEIBacT pe3yJbTaT, 100aBIsIeT K HEMY CBOIO 5
2 |[3apruiaty, mudpyeT pe3yabTaT ¢ IOMOIIBIO OTKPHITOTO Kiroua Jl u 5
oTchbu1aet ero [ (5 + 5)° mod
' 91 =82
822° mod 91 =
J| paciupoBBIBAaET pe3yJbTaT, 100aBsIeT K HEMY CBOIO 10
3 |[3apriaty, mudpyeT pe3yabTaT C TOMOIIBIO OTKPHITOTO KiIto4a Y U (10 +
OTCBLIAET €ro Y. 10)}" mod 91 =
76
767 mod 91 =
4 ¥ pacummdpoBbIBaeT pe3yabTaT, OTHUMAET X U OOBSIBISET 20
CPEIIHIOIO 3apIuiaTy. C3=(20-23)/3
=5.(6)

B nmanHol cxeMe moouepenHoe mudppoBaHue/nemdpoBaHue HEOOXOIUMO IS
PENOTBPAIICHUS] BBIYUCICHUS MOIIEHHUKOM WHMOpPMAIMK, KOTOPOW BJIAJACIOT
VYaCTHHKM TIpoTOKoia. Ecnmum mepecwkimaemyio wuH(popmaruioo He mudpoBaTh, TO
MOIIEHHUK, 3Hasg (YHKIUIO MpeoOpa3oBaHus U TepexBaTuB  HMHGPOPMAIUIO,
HaIIPaBJICHHYIO OJTHOMY M3 YYaCTHHKOB M BBICJIAHHYIO UM CJICAYIOIMIEMY, MOXKET JIETKO
BBIYMCIINTh  CKPBIBAEMBbIC  HMCXOJHBIC JaHHBIC. Hampumep, TPOTUBHHK  WJIU
HE0OOPOCOBECTHBI yYAaCTHUK TPOTOKOJA, TEpPEeXBaTUB HWH(OpPMAIHIO, BBICIAHHYIO
yoopiuiet cekperapto (5) u cekperapem pgupektopy (10), ompenenut 3apmiiary
cekperaps 10 — 5 =5 y.e. llludppoBanue npegorBpamiacT Noj00HyI0 aTaKy.

IIpoTokoJibl pa30ueHus1 M pa3fAejIeHUusl CeKpeTa

CynHOCTh JAaHHBIX IMPOTOKOJIOB 3aKJIKOYAETCS B TOM, YTO BIIAJEJEL CEKpeTa
pacmpenesnser ero 4actu (J0JM) MEeXIy HECKOIbKUMHU JopMU (cyOnekTamu). Kaxmas
yacTh camMa MO ce0e HUYEero He 3HAaYuT W He JaeT uHpopmauuu o cekpere. [ns
BOCCTAHOBJIEHHsI CEKpeTa TpedyeTcss coOpaTh BCE WM OINpPENEICHHOE KOJUYECTBO €ro
nosiel. B mepBom ciydae ToBOpAT O pa3dueHmu (aHri. splitting), a BO BTOpoMm
0 pa3aeJsiennu (aHri. sharing) cekpera.

Bropoe oTiauuMe MpOTOKOJIOB pa3OMEHHs OT TPOTOKOJIOB  Ppa3/esieHUs
3aKiIrovaeTcss B pacnpeneneHun gojied. [lpum pa3OueHuu pasHble JOAM MEpeaaroTcs
Pa3HBIM JIIOJSIM, TIPU Pa3/IeJICHUU — OJIMH YEJIOBEK MOXKET BIAJETh CPa3y HECKOJIbKUMU
JOJISIMH.

[Ipumepamu MNOJOOHBIX CHUTyallUd MOKET OBITb COXpaHEHWE B TailHE [0
OTIpEICIEHHOTO MOMEHTa pelenTa M3rOTOBJIECHUS MPOAYKTa, CYITHOCTH HU300peTeHHUS,
KOJIOB 3aITyCKa OaJIITUCTUYECKUX PaKET U T.II.




Pa30ueHne cekpeTa ¢ MCMOJIb30BAHHE TAMMHPOBAHUSA
IIpocTyio u B TO e BpeMs 3(PEKTHBHYIO CXeMy pa3OHECHHS CEKpeTa MOXKHO
MOCTPOUTh Ha 0a3e raMMHUPOBAHUS MO MOAYII0 2. B 3TOM ciiydae cekpeT BHaJale

KOJIUpYETCA B ABOMYHOM BHE. [[1s1 ero pa3OueHus Biajenell TeHEpUpyeT HECKOJIbKO
OWTOBBIX CTPOK (TaMM), KOTOpPBIC OTACIBHO TMepefacT KaKIOMY H3 YYACTHHKOB
mpotokoia. KpoMe 3TOro OH CKIambBaeT MO MOAYJII0 2 OWTOBOE TMPECTaBIICHUE
CeKpeTa CO BCEeMH TaMMaMH U pe3ynbTar (mudporpaMMy) BEIKIAABIBAECT B JOCTYITHOEC
JUISL YYaCTHUKOB MecTo. JIJIsi BOCCTaHOBIICGHHS CEKpeTa HEOOXOJUMO CIIOXKHUTh
mudporpaMmy co BCEMHU BbIJJaHHBIMH TaMMaMH, IIPU Y€M HE BaXKHO, B KAKOM MOPSIIKE.
B cnenyromieit Tabnuiie npeacTaBieH NpuMep pa3OMeHUs CEKpeTa MEXIy Tpems

y4aCTHUKAMHU.
Ta6muma 2. [IpoTokon pa3dueHus ceKpeTa Ha TPpeX YYaCTHUKOB
No Onucanne onepauuu [Tpumep
n/n
byksa| K @) |
KonnpoBanue cexpera — CIoBO :
1 xo T, Cexper Bin- | 1100 | 1100 | 1100
kon | 1010 | 1110 | 0100
byksa| IO JI s
l'ammay Bin- | 1101 | 1100 | 1101
xox | 1110 | 1011 | 1111
. byksa| I A P
5 ['eneparnus cmy4ailHbIX TaMM U Canma :
nepenaya ux y4YaCTHUKAM. 2 Bin- | 1101 | 1100 | 1101
kox | 1000 | 0000 | 0000
bykea| C Y K
I'ammag Bin- | 1101 | 1101 | 1100
xox | 0001 | 0011 | 1010
1100 | 1100 | 1100
1010 | 1110 | 0100
Cexper 1101 | 1100 | 1101
[Mammay 1110 | 1011 | 1111
HonyquHe IHH(prI’paMMBI u FaMMaQ @ 1101 | 1100 | 1101
3 BBIKJIaIBIBAHHUC eC B AJOCTYITHOC JIJIA FaMMag 1000 | 0000 | 0000
Y4aCTHHUKOB MCCTO. 1101 | 1101 | 1100
0001 | OO11 | 1010
Iudporpamma| Bin- | 0001 | 0001 | 0000
kon | 1101 | 0110 | 0001
[Tudpporpanma 0001 | 0001 | 0000
Ca o P 1101 | 0110 | 0001
4 |BOcCTaHOBNEHHE CEKpETa. Faﬁ; @ | 1101 | 1100 | 1101
B 1000 | 0000 | 0000
anMas 1101 | 1100 | 1101




1110 | 1011 | 1111
1101 | 1101 | 1100
0001 | 0011 | 1010

Bin- | 1100 | 1100 | 1100
Cekpet kox | 1010 | 1110 | 0100

bykea| K O |

[Ipumeyanne. buHapHOE€  IIPEACTABIEHHE  CHMBOJOB B COOTBETCTBHM
¢ konupoBkoil Windows 1251.

JI71s1 BOCCTAaHOBIIEHUSI CEKPETa YYACTHUKH MPOTOKOJIA, KOTOPHIM BBIJAHBI FaMMBI,
JOJDKHBI cOOpaThCs BMECTE M B JIFOOOH IMOCIEI0BATENLHOCTH CIOKUTH CBOM FaMMBbI C
mmdporpammoil. B ToM ciydae, ecid raMMHpPOBAaHUE BBIMOIHIETCS MOOYEPEIHO U
0oOMeH MH(OpMaUU MEXAY YYaCTHUKAMH BBIIOJIHSAETCS TIO OTKPBITHIM KaHajlaM CBS3U
(HanpuMep, MEpBbI YYACTHHK CKIAAbIBaeT MHU(porpaMmy cO CBOEH TramMMoll u
OTCBUIAET PE3yJIbTaT BTOPOMY, BTOPOM CKJIAJBIBAET IOJYYECHHBIN PE3YyJIbTaT CO CBOEH
raMMol U OTCBUIAE€T TPEThEMY U T.J.), TO MEPECHIIAEMYI0 MEXKIY HUMU HH(DOpPMALIHIO
HEOOXOAUMO MHU(pPOBaTh, KaK IpU TallHBIX MHOIOCTOPOHHHMX BbIYMCICHUSAX. B
IPOTUBHOM CJIy4ae MOIIEHHUK MOKET OIIPEIEIUTh FaMMbl YYACTHUKOB IIPOTOKOJIA.

B o0mieM citydae, B OCHOBE MPOTOKOJIA Pa30MEHMsI CEKPETa JICKUT HIU(PPOBAHUE C
pa3HBIMH KJIrouamu (HampuMep, Kak B pacCMOTPEHHOM Tpumepe win tpoitHom DES)
WIN TOCIIEIOBATEIbHOE MPUMEHEHHE Pa3HBbIX METOJO0B IIKM(poBaHMs (HAapUMEp, Kak
B KOMOMHUPOBAHHBIX MHU(Dpax).

Pazgesnenne cekpera mo cxeme IllamMmupa (MHTEpIOJISAIHOHHBIX IOJTMHOMOB
Jlarpanika)

B oTinume ot pa3dueHus ceKpeTa y4acTHHUKY (CyOBEKTY) MOXKET MepeaaBaThbCs
Cpa3y HECKOJbKO PaBHBIX JOJIEH M JJI1 BOCCTAHOBJICHHS CEKpETa HE00A3aTeIbHO UMETh
Bce aoau. Hampumep, kox 3amycka Oa/sIMCTHUECKONW pakeThl pa30MBaeTcss Ha MSTh
J0JIeH, KOTOpbIE MepelatoTCs TPEM MOJIKOBHUKAM (TI0 OAHOM J10J1€) U OJIHOMY T'€Hepaly
(nBe momnm). Eciu nist BocCTaHOBIIEHUST KOJIa 3amycka (Cekpera) HeoOXoauMo coOparth
TPH AOJH, TO 3TO MOTYT CA€JaTh TPH MOJKOBHHUKA WJIM T€HEPAJ C OJHUM IOJKOBHUKOM.
Taxast cxema, r1ie cekper JenuTcs Ha N JoJieH, a sl ero0 BOCCTaHOBJIEHUSI HEOOXO0IMMO
coOpath He MeHee YeM M J0J1ei, Tae m < n, Ha3biBaeTcs (M, N)—MOPOroBoii cXxeMo¥.

B 1979 r. Amu Illamup (omuH wu3 aBTOpoB RSA) mpemnoxusi TpOTOKOI
pa3lieJieHus] CEeKpeTa C HCIMOJIb30BAHUEM IMOJIMHOMOB (MHOTOWIEHOB), MaKCHUMAaJIbHas
CTeNeHb KOTOPHIX paBHA m-1. {151 BOCCTAaHOBJIEHHS CEKpPETa MUCIONb3YIOTCS (POPMYIIbI
UHTEPIOJSIUOHHOTO MoJruHOoMa Jlarpanxka.

NuTepnoasiunoHHbIi moauHoM Jlarpanaxa.

[Iycts umeercss Hekotopas ucxonHas (yHkus f(X), ¢ MOMOIIBIO KOTOPOM
ompenesieHbl m Todek — nap (X, Yi). Torma MoxHO mogo0paTh MOJIMHOM CTENeHu m-1,
KOTOpBI OyJEeT MPOXOIUTh Yepe3 BCe TOUYKHM MW MaKCUMalbHO OJM3KO OIKCHIBAThH
HMCXOMHYIO (DYHKITHIO.

WNuTtepnonsunonusiii moauHoM L(x) onpenensercs Gpopmynoin




m—1

fO) R LX) =a, X"+ a, X"+ +a,x’+a,x+a, = Z y: 1. (x)
i=0
1)
rae  aj- KOd(PUIMEHTH  HMHTEPIOJAIHOHHOTO  ToymHOMa Jlarpanxa,
Yi - 3HAYECHUS UCXOIHON byHKIIN B 1-01 TOYKE;

li(X) - 6a3ucHBIC TOJUHOMBI, ONIpeaeIsieMbIe IO (HOPMYJIC
m—1

X —X;
= || =
j=0.jzi ' ()

7€ Xj, Xj - 3HaUEHUs apryMeHTa (QYHKINH B 1-OU U J-Oi TOUKaX.

IIpumep nmoadopa MHTEPHOJASILIMOHHOIO oJiuHOMA Jlarpanaxa.
Ucxonnas Gpynkius f(x) = Sin(x?).

Touku UCXOAHOU (PYHKIIMH:

- Xo = -2, f(Xo) = -0.7568;

- X1 =-1, f(Xl) =-0.8415;

- X2 =0, f(x2) =0;

- X3 =1, f(x3) = 0.8415;

- X4 = 2, f(x4) = 0.7568.

Omnpenenenre 6a3MCHBIX MOJTMHOMOB:

X —x, X—X, X—X, X—X. X—X x+1 x—0 x-—-1 =x-2 x+1 x x—1 x—-2 1 .
Iy(x) = 1 = L. == 3. 2 = = =—-(x*—2x%—x%+ 2x)
° 24

Xo—%; Xp— X Xo— Ay Xg—X3 Xg—%; —2+1 —2-0 —2-1 —2-2 -1 -2 -3 —4

=1

4
X —x; X—%X; ¥—%X, X—X X=X xr+2 x—0 x—1 x-2 x+2 ¥ x—1 x—2 1 .
Ii(x) = 1_[ L= °. 2. 3. - . . . = = (x*—x?—4x? 4+ 4x)
A A TLTX Xy TXg Xy TXp XXz Xi T X -1+2 -1-0 —-1—-1 -1-2 1 -1 -2 -3 -6
J=0g=

4
x—x xX—x X—Xy X—X xX—x x+2 x+1 x—1 x—2 x+2 x+1 x—1 x—2 1 .
L(x) = | | 1= e . 1. 2. t - S DD D Sl T T T T (x*—5x244)
Xy —X; Xy Xg Xy Xy Xy—x3 Xp—x, 0+20+1 0-10-2 2 1 —1 —2 —4

J=hj=2

4
x—x X—X; X—Xy X—X, X—X x+2 x+1 x—0 x—2 x+2 x+1 x x—2 1 .
I(x) = 1_[ i = LI 1. z. 422 - .2 “= el = (x*+ 2% —4x? — 4x)
Xy —Xg X3 — Xy Xz3—X; X3—x, 1+2 1+1 1-01-2 3 2 1 -1 —6

Xy — X
isnjz3 ¢ 7

3
X —x X—X, X—X, X—X, X—X x+2 x4+1 x—0 x—1 x4+2 x+1 x x—1 1 .
‘14(5‘):1_[ 1= L. 1, z. 3 = . . . = el = (x*+2x% —x? — 2x)
Ay —X;  Xyg— Xy Xyg— Xy Xy =X, Xy—xy 2+2 241 2-0 2-1 4 3 2 1 24

Jj=o

OrnpeneneHne HHTEPHOIAIMOHHOTO MoJMHoMa Jlarpanika:

L(x) = Z}’:l:(@ =§—1-(:c4—2353—x2 +2x)+y—2- (x*—x% —4x? + 4x) +y_1_ (x* —5x2 +4)+y—2- (c*+ 2% — 4x® — 4x) -%—;—:;-(x4+2x3—x1 —2x) =

=0
—0.7568 . 0.5415
7 S(xt—2xt — x4 2x) + o

0.8415 (et 23— ax®— 4 )+70.?568
s (x x° —4x® —4x
—6 24

5 0 5 2 5
(x*— x® —4x? 4 4x) +—4- (x*—5x2+4) + - (x* 4+ 2x? —x? — 2x) = —0.3436x* + 1.1851x>
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f{x)=Sin{x"*2) — — L(x}=-0.3436x"4+1.1851x"2

Puc.1. I'paduku ncxoaHou pyHKIIMU U HHTEPIIOJISILTUIOHHOTO MOJIMHOMA

Kak BuUIHO Ha puUCYyHKE, WHTEPHOJSIUOHHBIM TMOJMHOM JIOBOJIBHO XOPOIIO
anMmpOKCUMHUPYET UCXOHYIO (QYHKIIMIO B JKana3oHe x € [-2; 2].

IIpoToko, pa3eseHusi ceKpeTa HA OCHOBE MHTEPHOJSIIUOHHBIX MOJUHOMOB
Jlarpanika.

Jnsa paspeneHus cekpera S, BOCCTaHABJIMBAEMOIO € MOMOIIBID M JOJEH,
HCTIOJB3YETCS TOJIMHOM CTENEH! m-1 Mo MOJyJo p

f(xX)=L(x) = (@p_1x™ 1+ ap, x™ 2+ + a,x*+a,x+ 5) mod P

3)
rae f(x) = L(x) - ucxoanas pyHKIUS U UHTEPIIOJSILIMOHHBIN MOIUMHOM Jlarpanxa;
a; - LEJIOYNCIICHHBIE KO3 ULIMEHTBI MOJIMHOMA;
S = a- pa3mensieMblii  CEKpeT, 3aKOAMPOBAaHHBIA B  BUAEC  YHWCIHA,

P - IpPOCTOE YUCTIO.

KoaddurmenTtsl nonnHoMa a; BHIOMPAOTCS POU3BOJIBHO, 32 UCKIIFOUEHUEM g =
S. Moayns p nomkeH OBITh MPOCTBIM YHUCIOM, OOJBIIUM CeKpeTa S u 00Iero
KOJIM4ecTBa JoJiel n. Braxenen cekpera i X = 1..n onpenenser 3Ha4eHus NOJIMHOMA
yi = f(X;) u nepenaet mapsl (Xj, Yi) y4aCTHUKAM COTJIACHO ONPEICICHHOMY JUISl KaXIOTO
KOJIMYECTBY JoJied. J[is1 BocCTaHOBJICHUSI ceKpeTa HeoOXoauMo coOpaTh m aoJei (map
(Xi, Yi)) 1 HalTH 3HAYCHUS KOAPPHUIMCHTOB UHTEPIOJISAIUOHHOTO MOJIMHOMA, BKITIOYAs
CeKpeT S = ap.

T.x. wucxonHas (QyHKUHA W HUHTEPIOJALMOHHBIA TMOJMHOM BBIPAXKAIOTCA
OJIMHAKOBOM (OpMyJIOM, TO OMNpeAeiCHHbIE 10 U3BECTHBIM TOYKaM (JIOJISIM)
KO3 PUIIMEHTHl HMHTEPHOJALMOHHOTO TOJMHOMA COBHNAAYT ¢ KodduiueHtamu
MCXOJTHON (DyHKUHUU.



IIpumep nporokoia.
Cekper S=11.

KonuaecTBo moei, HeOOXOIUMBIX JIJI1 BOCCTAHOBJICHHUS CEKpeTa, m = 3.

OO6miee KOIUYECTBO AOJICH n = 5.
Ta6muma 3. [Ipouemypa onpeneneHus ¥ pacpeIeICHHIS
(BBIMOJHSET BIAAEIICLL)

noJyien

No Onucanue onepanuun [Tpumep
n/m
1 |Beibop mpocToro 4ucia P, KOTopoe 00JIbIIe KOJTUYECTBA p =259
J0JIeH N U cexpera S.
Br160p nmpon3BosibHOTO MHOTOUWIeHA cTeneHr M-1 : f(X) =
(azx? + a;x + S) mod p, a;=10,a; =23
2 |rae 3HAYCHUS a2 U A1 BEIOMPAIOTCS CIIyYaiiHBIM 00pa3oM, f(x) = (10x% + 23x
XPaHITCS B TailHE M OTOPACHIBAIOTCS TIOCIIE PACIPEaCICHHUS + 11) mod 59

JTOJIEH.

Onpenenenne goaeci (Xi, Vi), rme Vi = f(X) u xi =1+ 1.

Yo = (10*12 + 23*1
+11) mod 59 = 44
y1 = (10%22 + 23*2
+11) mod 59 = 38
y> = (10*32 + 23*3
+ 11) mod 59 = 52
y3 = (10%42 + 23*4
+ 11) mod 59 = 27
y4 = (10*52 + 23*5
+ 11) mod 59 = 22

[Ty6nukarus p u pactupeneneHue noieu (Xi, Yi) Mexmay
y4aCTHUKAMHU.

p =59
(Xo, Yo) = (1, 44)
(X1, y1) = (2, 38)
(X2, ¥2) = (3, 52)
(X3, y3) = (4, 27)
(X4, ya) = (5, 22)

Tabnumna 4. [Ipoueaypa BOCCTaHOBIEHUS CEKpETa
(BBIMOJIHSIOT YYACTHUKH)

No Onucanue [Tpumep
1/ oreparuu
i
(X1, y1) = (2, 38)
1 |C6op M goneii. (X2, ¥2) = (3, 52)

(X4, ya) = (5, 22)




d 59

pd 59

o moaymo bt s
JpOOHOTO
MHOKHUTEIS
noauHoma 1/ b.

L) x—3 x—5 x-—-3 x-5 1(ﬂ 8x + 15)
Jdx) = . — . =—-{x® —8x
Onpenenenue xz__f xz__55 . :1_—2 . :3; f
A3UCHBIX (%) = . - . (P _Tx 4
6 2 (%) 3—2 3-5% 1 —2 —2 (2 =7 10)
IIOJINMHOMOB. i(}_x_g x—3_x—2 x—3_1 (x* —5x +6)
W=eT'5 373 T2 6 T
33 . 52 . 22 .
Ornpenenenue L(x) = [? (x*—8x +15) + =" (x2—7x+10) + = (x?—5x+ 5}] md
WHTEPHOJISIIUOHHO 76 . 156 . 22
p 1 L(x}=[—-(x‘—8x+15}——-(x‘—?x+1ﬂ}+—-(x‘—5x+5}] 14
r'0 MOJIMHOMA 6 6 6
1
Jlarpanxa. L(x) = |2+ (~58x7 +374x — 288}] maod 59
Onpenenenue 1.1
oOpaTHOro yncia b
b1 = 10 [(6 * 10) mod 59 = 1]

3aMeHa JpoOHOTO
MHOxuTenst 1/ b u
YMHOKCHHE

K03 hULIEHTOB
[IOJIMHOMA Ha
MHOXkuUTENH b2,

L(x) = [10 * (-58x? + 374x — 288)] mod 59 = (-580x? + 3740x —
2880) mod 59

[IpuBenenue
ko3 ureHToB
MOJIMHOMA U
OIIpEEIICHHE
cekpera S.

a, =-580 mod 59 =-49 mod 59 = 10
a1 = 3740 mod 59 = 23
S =ap=-2880 mod 59 = -48 mod 59 = 11
L(x) = (10x2 + 23x + 11) mod 59

[Tpumeuanne. OOGpaTHOE YHCIIO MO MOAYIIO onpesessercs u3 Beipaxkenus (b * b?)

mod p = 1 (HanpuMep, ¢ MOMOIILIO0 PACIIUPEHHOI0 aropuTMa EBKinia).

Kak ormeuaer bproc IlIHaiiep npuMeHUTENBHO K TOPOroBoi cxeme (6, n):

Haubonee enevamiAaAromum  MOMEHMOM COBMECNMHO20 UCNOJIb306AHUA CeKpena

AGNAEMCA MO, uMOo, eciu Kodgduyuenmsl 6blOPAHLL CAVUAUHLIM 00pPA30OM, NAMb
yenogek oasxce npu NOMOwU OECKOHEUHbIX GbIYUCTUMENbHBIX MOWHOCMEN He CMO2ym
V3HAMb HUYE20, Kpome ONUHbL COOOWeHUsT (KOmOopas U maxk um u38ecmua). Imo makaice
bezonacho, Kak 00HOpa308vlll O10kHOM. [lonvimKa 8LINOIHUMb UCUEPNBIBAIOUUL NOUCK
(m.e., nepebop 6cex B03MOICHBIX Wecmu Kodpduyuenmos) noxasicem, umo J0O0e
B03MOJCHOE COOOUeHUe OCTNAHENCS CeKPEMHbBIM.

bproc lInaiiep. «Ilpakmuuecxas kpunmozpaghusiy



Pa3nenenue cekpera mo cxeme Acmyra-biayma
B (m, n)-moporoBoii cxeme Acmyta-biayma s pacnpeneneHus —aoiei
WCIONB3YIOTCA IPOCTBIE! U B3aMMHO NPOCTbIC 4YUCHa%, a Ui BOCCTAHOBJICHHS -

KHUTalCcKas TeopemMa 00 ocTaTKax.
Cxema M mpuMep MPOTOKOJIA.
Cekper S=11.

KommuecTBo nomneit, HEOOXOIUMBIX JJI1 BOCCTAHOBJICHHSI CeKpeTa, m = 3.

OO0111e€ KOJIMYECTBO JOJEN n = 5.

Ta6muna 5. [Iponiemypa onpeneneHus U pacrnpeaeaeHus 10

(BBITIOJIHSIET BJIAJIEICIT)

Ne Onucanue onepanuun ITpumep
/1
1 Br16op mpocTtoro yucia P, KOTOpoe OOJIbIIIe p=13
cekpera S.
Bei6op N B3aumHo npocThix uncen di,
yIOBJICTBOPSIONIUX YCIOBHUSM: di € {17, 20, 23, 29, 37}
2 |-di>p; 17*20*23<13*29* 37
- di < disg; 7820 < 13949
- d]_* d2 * * dm < p *dn-m+2 * dn-m+3 * * dn.
Br16op mpousBosibHOTO yncia I,
YIOBJICTBOPSIOIIETO YCIIOBHIO r =30
T 17-20-23-11
3 . i];ildi S 30 < 600.7 = B ]
p S>=11+30*13 =401

Boeraucnenne S* =S+ rp.

4 |Onpenenenue moneii (di, ki), rme ki =S’ mod di.

ki =401 mod 17 = 10
ko =401 mod 20 =1
ks =401 mod 23 = 10
ks =401 mod 29 = 24
ks =401 mod 37 = 31

[TyOnukanus p u pacupenenenue noneii (di, Ki)
MEXKJy YYACTHUKAMHU.

p=13
(di, k1) = (17, 10)
(dz, kg) = (20, 1)
(ds, ks) = (23, 10)
(ds, ka) = (29, 24)
(d5, k5) = (37, 31)

CyIlIHOCTh KUTAWCKON TeopeMbl 00 OCTATKAX 3aKJIIOYAETCA B OIPEICICHUU
HEKOTOPOTo YKcia S’ Mo HabOpy €ro OCTaTKOB Kj OT JeNieHHus] Ha HEKOTOPhIE 3aJaHHbIC

B3aMMHO MPOCTHIE yuca d;.




S'modd, = k,
S'modd, = k,

S' mod d,m = .Iim. (4)
Hanpumep, mas tpex map (di, ki) — (3, 1), (5, 3) u (8, 3) — TakuM YUCIIOM SIBJISCTCS
S’ =43,

43mod3 =1
43mod5 = 3
43mod8 = 3

B cnenyromeit Tabnuie, Hapsay C OpOLEIypOd BOCCTAHOBIIEHHUS CEKpETa,
MIPUBEJICH AJITOPUTM ONpeeNICHHs yucia S’ (KUTalicKoi TeopemMbl 00 ocTaTtkax) B M. 2-
S.

Tabauma 6. [Iponieaypa BoCCTaHOBJICHUS CEKpETa
(BBIMOJIHSIOT YYACTHUKH)

No OnucaHue onepanuu [Tpumep
n/m
(d2, k2) = (20, 1)
1 |C6op m nmonei. (ds, k3) = (23, 10)
(ds, ks) = (37, 31)
9 Brraucnenne npoussenenus D BzanmuO D = 20 * 23 * 37 = 17020

pocThIX uncen d;.

D, =17020/20 =851
3 |Bpruucnenne comuoxuteneit Dj = D / d;. D, =17020/23 =740
D; = 17020/ 37 = 460

D; = 11 [(851 * 11) mod 20 = 1]

-1
4 hodgpeil:f{egne o6parnbx yncen Dj?! mo Dy = 6 [(740 * 6) mod 23 = 1]
AYIAM S D3 =7 [(460 * 7) mod 37 = 1]
S* = (1*851*11 + 10%740%6 +
5 |Beruncienue S’ = (X k; D; Dj*) mod D. 31*460*7) mod 17020 =
153581 mod 17020 = 401
6 |Omnpenenenue cekpera S =S’ mod p. S=401mod13=11

[Tpumeuanune. O6paTHOE YKUCITIO TIO MOAYJIIO OMpeesieTcss u3 BoipakeHus (b * b
1Y mod p = 1 (manpumep, ¢ TOMOIIBLIO PACHIMPEHHOTO anroputMa Epkiamna).

Mpocroe umcsio — HarypambHOE uMCIO, GONbIIEE CAMHHMILI M HE HMMEIOIIEE
JPYTUX HATyPAJIbHBIX JETUTENCH, KpOMEe CaMOTO CeOsl ¥ €TMHUIIBI.

’B3anMHO NMPoCThie YMCJIA — YHCTIa, He UMEIOIMe OOIMMX JenuTeNel, kpome 1,
T.€. HAUOOJIBIIHNI OOUTUI JEeTUTETh KOTOPBIX paBeH 1.

J{pyrue pasHOBMIHOCTH CXeM pa3JeJIeHUsI CeKpeTa
KpomMme kiaccuueckoit moporoBoi cXembl pa3fieieHus cekpera (Biaaesel pa3aaeT
JIOJIU ¥ TPU BOCCTAHOBJICHUM YYACTHUKH PACKPBIBAIOT CBOM JOJIM) CYIIECTBYIOT U
JIPYTUE CXEMBI.




1. Pa3nesienne cekpera 0e3 BJiajae/bla. YUYaCTHUKH MOTYT CO3JaTh CEKPET U
pa3aeauTh €ro Ha JOJIM TaK, YTO HUKTO M3 HUX HE y3HAET CEKpeTa, MOKa OHU COBMECTHO
€ro He BOCCTaHOBSIT.

2. Pa3nesienue cekpera 0e3 pacKpbITHS J0Jied NPH BOCCTAHOBJIEeHHH. B sTOM
CMBICJIE MPOTOKOJI MPEJCTABISACT COO0M HEUTO CpeHee MEXKAY pas3ieieHHEM CeKpeTa
Y TATHBIMU MHOTOCTOPOHHUMM BBIYUCIICHUSMH.

3. Pa3gesenne cekpera ¢ BO3MOXKHOCTBI) TMPOBEPKH KOPPEKTHOCTH
OTIeJNbHBIX A0Jiei. Kax1plii U3 y4aCTHUKOB HE3aBUCUMO OT JIPYTHUX MOKET MPOBEPHUTH
KOPPEKTHOCTh CBOCH J0JIM 0€3 BOCCTAaHOBJICHUS CEKpeTa.

4. Pa3nesienne cekpera ¢ BO3MOKHOCTHIO OJIOKHPOBAHUS BOCCTAHOBJICHUSA
cexkpera. Kaxaplii M3 y4yacTHHUKOB TMOJy4aeT ABE NOJU: «Ia» U «HeT». Eciu npu
BOCCTAHOBJICHUM CEKpETa 4YHWCIO JO0JEH «HET» IMPEBBIIIAET HEKOTOPOE MOPOroBOE
3HAYEHME, TO €r0 BOCCTAHOBJICHWE HEBO3MOXKHO, Ja)K€, €CJIM KOJMYECTBA JOJICH «J1a»
JIOCTATOYHO.

5. Pa3nesienue cekpera ¢ BO3MOKHOCTbIO OJIOKHpOBaHuA aoJield. Ecin miocie
pacnpencieHus J0Jiel, HEKOTOpPhlE M3 YYaCTHHKOB TEPSIOT JOBEPHE, TO MOXKHO
OJIOKUpPOBATh UX JOJH.

6. Pa3nesieHne cexkpera ¢ BO3MOKHOCTHIO BbIfIBJIeHHsI (aJbIIUBBIX
noJieit. [I[py  BOCCTAaHOBIICHMHM  CEKpeTa  BO3MOYKHO  BBISIBJICHHME  YYaCTHUKOB,
MPEOCTaBUBIINX (PaIbIIUBBIE JOJIH.

7. TI'pynmoBoe pa3sjgejenue cekpera. CekpeT pacrnpenaensercsa Ccpeau
YYaCTHUKOB, 00beIMHEHHBIX B Kk Tpymi. J[JI1 BOCCTaHOBIICHHS CEKpeTa HEOOXOIMMO
cobpaTh B KaXJI0# I'PYIINe ONpeaesIeHHOE KoaudecTBo noneil. T.e. umeeT mecto ((my,
n1), (M2, N2), ..., (Mg, Nk))-moporosas cxema.

Bomnpocs! 1111 caMOKOHTPOJIA

Metoasl ayTeHTUUKAIUH.

JlakTUockomnus.

JlunaMuyeckre MeToAbl OMOMETPUUYECKON ayTeHTU(PUKALINH.
Bepuduxanus noanucu.

3amura OMOMETPUYECKUX JaHHBIX.

agbrwhE



MMPAKTUYECKOE 3AHSTHE Nel0

IIpeacraBiieHue 4Ynces B ABONYHOM BH/IE

Heab: U3yunTh CIOCOOBI IPEACTABICHUS YUCEI B IBOUYHOM BUJIE.
Xoa pa0doThI:

Heo6Xx01MMo 03HAKOMHUTBCS ¢ TEOPETHICCKON YacCThIO M IIPEICTABUTD:

- IEPBBIX TPH YKCIIa B IPSIMOM, OOPaTHOM U JOTIOJHUTEIHHOM TBOMYHOM KOJIE;

- YEeTBEPTOC YKCIIO B IBOMYHOM (hopMaTe ¢ IMIABAOIICH 3alsTON, BKIIOYAIOIIEM
3HAKU MMOPSAAKA ¥ MAHTUCCHI. B oTUeTe MpuBeCTH UCXOIHOE YHCIIO B HOPMAJIM30BaHHOU
HAyYHOH 3aIlMCH 110 OCHOBAHUIO 2 W TIOPSIOK IOJyYCHHS IPOOHOH YacTH B JIBOWYHOM
BUJIE;

- IISITO€ YKCJI0 B IBOMYHOM (hopMaTe OAMHAPHON TOYHOCTH (single) mo ctanaapTy
|[EEE 754.

BapuanTsl 3a1aHui BEIOpaTh COrIacHO TabJIUIIE.
Hcxonnbie unciia st mpeAcTaBICHUS

B popmare ¢ | B popmate

No IJIABAIOIIEH | OMHAPHOUN

BapHaHTa|g gpsiMOM, OOPATHOM U JOIIOJHHUTEILHOM KOJE BK;}?}?{:&EGFO %
3HAKM MOPSJKa | CTaHAAPTY

Y MAHTHUCCHI IEEE 754
1 101 -102 -103 104 -104
2 102 -103 -104 105 -105
3 103 -104 -105 106 -106
4 104 -105 -106 107 -107
5 105 -106 -107 108 -108
6 106 -107 -108 109 -109
7 107 -108 -109 110 -110
8 108 -109 -110 111 -111
9 109 -110 -111 112 -112
10 110 -111 -112 113 -113
11 111 -112 -113 114 -114
12 112 -113 -114 115 -115
13 113 -114 -115 116 -116
14 114 -115 -116 117 -117
15 115 -116 -117 118 -118
16 116 -117 -118 119 -119
17 117 -118 -119 120 -120




18 118 -119 -120 121 -121
19 119 -120 -121 122 -122
20 120 -121 -122 123 -123
21 121 -122 -123 124 -124
22 122 -123 -124 125 -125
23 123 -124 -125 126 -126
24 124 -125 -126 127 -127
25 125 -126 -127 128 -128

KoanpoBanue ungopmannu

KonupoBanue — mnpejncraBieHue uHopmanuum B albTepHaTHBHOM Buje. [lo
CBOEH CyTH KOJIOBbIE CUCTEMBI (MJIM TIPOCTO KOJIbI) aHAJIOTUYHBI b pamM 0AHO3HAYHOU
3aMEHBI, B KOTOPBIX 3JIEMEHTaM KOAMPYEMOW WH(OPMAIIMH COOTBETCTBYIOT KOIOBBIC
o6o3naueHns. OTIMuue 3aKII0YaeTCs B TOM, YTO B mH(pax MPUCYTCTBYET MEPEMEHHAS
9acTh (KJII0Y), KOTOpas I OMPEIEICHHOTO UCXOIHOTO COOOIICHHS P OJHOM M TOM
KEe aaropuTMe IMHUQPPOBAHWS MOXKET BbIIaBaTh pa3HbIe MHMQPPTEKCTH. B KOMOBBIX
cUCTEeMax TEPEeMEHHOW JacTu HeT. [103ToMy OJTHO M TO K€ MCXOJHOE COOOIIECHUE TPH
KOJUPOBAHWM, KaK IMPaBUJIO, BCETJa BBITJIAUT OAWHAKOBO. J[pyroil OTIMYHTEILHOMN
O0COOEHHOCTBIO KOAMPOBAHUS SBJISETCS MPUMEHEHHUE KOJOBBIX O0O3HAYEHUU (3aMEH)
HEIUKOM JUIsl CJoB, (Gpa3 wiM 4Yucel (COBOKYMHOCTH Iu(dp). 3ameHa 3JIEMEHTOB
KoAupyeMoi uHGOpPMAIMU KOJOBBIMH O0O3HAYEHUSIMA MOXET OBITh BBIIOJIHEHA Ha
OCHOBE COOTBETCTBYIOIIEH TaOmuiel (HamomoOue Ttabmuiel mudpo3aMeH) Jmbo
ompeseneHa mNocpeACTBOM (PYHKITUU WM aJlTOPUTMA KOJUPOBAHHUS.

B xaudecTBe 3/1eMEHTOB KOAMPYeMOil HH(OPMALIMU MOTYT BBICTYIIATh:

- OYKBBI, CJIOBa M (hpa3bl €CTECTBEHHOTO S3bIKA;

- pa3NMMYHBIE CHUMBOJIBI, TaKWE KaK 3HAKW TPENUHAHUSA, apu(PMETHUYECKHE |
JIOTUYECKHUE OTICPAIMH, OTEepaTopbl CpaBHEHUS W T.A. ClieqyeT OTMETHTh, YTO CaMH
3HAKH OTIEPAIUiA U OTIEPATOPHl CPAaBHEHHUS — 3TO KOJOBBIC 0003HAUCHHSI,

- yuCa;

- ayJIMOBU3yaIbHbIE 00pa3bl;

- CUTYyallu!u U SIBJICHUS;

- HaclleZICTBEHHAs nH(popMaIus;

- A T.1.

KonoBblie 0003HaYeHMsI MOTYT MPEICTABIISATH COOOM:

- OyKBBI ¥ COU€TaHUs OyKB €CTECTBEHHOTO SI3bIKA;

- YUCTIa;

- rpadmdeckre 0003HAUCHMUS,

- DJIEKTPOMATrHUTHBIE UMITYJIbCHI;

- CBETOBBIC 1 3BYKOBBIC CHTHAJIBL;

- Ha0Op U COYETAaHHE XUMUUICCKUX MOJICKYJT;

- A T.1.

KomupoBaHre MOKET BBITIOJNHATHCS B IEJISIX:




- ynoOcTBa XpaHeHUs, oOpabOTKM M mepenaun uHbopmanuu (Kak MMpaBuUio,
3aKOJMpPOBaHHAs MH(OPMAIIUS MPEACTaBISAETCS 0oJiee KOMITAKTHO, a TAaK)K€ MPUTOJIHA
st o0pa®oOTKM W Tmepefadd  aBTOMATHUYECKHMMH  TPOTPAaMMHO-TEXHUYECKUMU
CpEeJCTBaMH ),

- y1o0cTBa HHPOPMAITHOHHOTO 0OMEHA MEXKITy CyOBEKTaMU;

- HarJIAIHOCTA OTOOpaKEeHHUS;

- UACHTU(PHUKAIIUN O0BEKTOB U CyOBEKTOB;

- COKPBITHS CEKPETHOM UH(POpMALIUY;

- U T.A.

KomupoBanue wuHbopmalun ObIBacT OAHO- U MHOTOYPOBHEBBLIM. [IpumMepom
OJIHOYPOBHEBOI'0 KOAMPOBAHUSI CIIY>KAT CBETOBBIC CHTHAJIbI, MOJaBaeMble CBETO(POpPOM
(KpacHBIE — CTOM, JKENThIH — MPUTOTOBUTHCS, 3€JCHBIM — Brepea). B kauecTBe
MHOTOYPOBHEBOIO KOJIHWPOBAaHHUS MOMXHO IIPUBECTH NPEACTABICHUE BU3YAJIBHOTO
(rpaduueckoro) obpaza B Bujae (aitna ¢gortorpaduu. BHayane BuzyanbHas KapTHHKa
pa3OuBaeTcsi Ha COCTABJISIONIME JJIEMEHTApHBIE 3JIEMEHTHI (MHMKCENbI), T.€. Kaxaas
OT/ICJIbHAsl 4YacTh BU3YAJIbHOM KAPTUHKUA KOJAUPYETCS AJIEMEHTAPHBIM 3JIEMEHTOM.
Kaxaplii 25ieMeHT npeacTaBisieTcs: (KOAUPYETCs) B BUAE Ha0Opa AJIE€MEHTApHBIX 1[BETOB
(RGB: anrn. red — kxpacHslii, green — 3ejleHBIM, blue — CHHMIT) COOTBETCTBYIOIICH
MHTEHCUBHOCTBIO, KOTOpass B CBOIO O4YEpeIb NPEACTABIAECTCS B BHUAE YHCIOBOIO
3HaueHus. BriocnenactBuu HaOOpBI YKCell, KaKk MpaBuiio, Ipeoopa3yroTcs (KOAUPYIOTCA)
C 1eNblo 0oJiee KOMIAKTHOTO MpeAcTaBieHus uHbopmaluu (Hanpumep, B popmarax
jpeg, png u T.1.). 1 HaKOHeIl, UTOTOBBIE YHUCIIA MPEACTABISIIOTCS (KOAUPYIOTCS) B BUJIE
ANIEKTPOMATHUTHBIX CUTHAJIOB MJis Tepeayd IO KaHajiaMm CBS3W WJIM OOJacTedl Ha
Hocutene wuHpopManuu. CremyeT OTMETUTh, YTO CaMHU 4YHUCIa TPH MPOTrPaMMHOM
00paboTKe MPECTaBISAIOTCS B COOTBETCTBHUH C TPUHITOW CHUCTEMOW KOJIUPOBAHMS
quced.

KoagupoBanue wuHpOpManum MOXKeT ObITh 00paTHMBbIM U HeoOpaTuMbIM. [Ipu
o0paTUMOM  KOJMPOBAaHMM HAa OCHOBE 3aKOJHUPOBAHHOIO COOOLIEHUS MOYKHO
0JIHO3HAYHO (0€3 MoTepu KauecTBa) BOCCTAHOBUTH KOJUPYyEMOE COOOIIeHUE (MCXOHBIN
o0Opa3). Hampumep, koaupoBaHue ¢ MOMOIIbI0 a30yku Mopse unu mrpuxkona. [lpu
HEOOpaTMMOM  KOJHMPOBAaHUM OJHO3HAYHOE BOCCTAHOBIIEHHE MCXOAHOTo oOpa3a
HEBO3MOkHO. Hanpumep, kogupoBanue ayInoBu3yaibHON nHGopManmu (popmartsl jpg,
mp3 WK avl) Win XeIKUPOBAHUE.

Paznuyator 0011e10CTYIIHBIE U CeKPETHBIE CUCTEMBI  KoaupoBaHusd. llepBbie
UCTIOJIB3YIOTCSL JUIsl OOJierdyeHuss MH(POPMAIMOHHOTO OOMEHA, BTOphIE — B IIENISIX
COKPBITUS UH(POPMAITUU OT MTOCTOPOHHUX JIUII.

IIpeacraBjienne 4ymces1 B IBOMYHOM BHAe (B KommbioTepe). Kak M3BeCcTHO,
uHdopmarus, XpaHsmascs W oOpadaThiBaeMas B KOMIIBIOTEpaxX, MpEACTaBIcHA B
nasonvyHoM Buze. bur (anri. binary digit - 1BonyHOE YKCII0; TakXKe Urpa CIIOB: aHII. bit
- KyCOUY€K, 4acTHUIIa) - €JUHHUIIA U3MEPEHUs KOJaudecTBa MHGOPMAIIMU, PaBHAS OJHOMY
pa3psy B ABOMYHOM cucTeme cuucieHus. C moMollbio OMTa MOXKHO 3aKOAMPOBATH
(mpeacTtaBuTh, pasznuuarb) ABa coctossHUuA (0 wnu 1; nma wiam HeT). YBenuuuBas
KOJMYECTBO OUTOB (pa3pslioB), MOXKHO YBEJIMYHUTh KOJUYECTBO KOJIUPYEMBIX
coctossHui. Hampumep, nis Gaiita (aHri. byte), coctosimero u3 8 OUTOB, KOJIUYECTBO
KOIUPYEMBIX COCTOHMI cocTaBnseT 28 = 256.




Yucna koqupyroTes B T.H. popmaTax ¢ PUKCUPOBAHHOM M TUTABAIOIICH 3aIsITOM.

1. ®opmat ¢ GUKCUPOBAHHOM 3aNIATOM, B OCHOBHOM, ITPUMEHSETCS JJISl LIEBIX
YHUCEN, HO MOKET MIPUMEHSATHCS U JIJIS1 BEIICCTBEHHBIX YHCEI, Y KOTOPHIX (PHUKCHPOBAHO
KOJIMYECTBO JIECITUYHBIX 3HAKOB MOCIE 3amsTol. JlJis Henblx Yucen moJipa3yMeBaeTcs,
YTO «3arsaTasy HaXOAUTCs CIIpaBa MOCie MIIIIero oura (paspsaa), T.e. BHE pa3psiIHON
cetkn. B ganHOM (opmare CymecTBYIOT JBa NpPENCTaBICHUS: Oe33HAKOBOE (IS
HEOTPULIATEIbHBIX YUCEN) U CO 3HAKOM.

JIns1 0e33HAK0BOrO MPEICTABICHUS BCE pa3psibl OTBOASTCS IOJ MPEICTABICHUE
camoro yucia. Hanpumep, ¢ momoliipo 6aifTa MOKHO MPEACTaBUTH O€33HAKOBBIE 1IE/IbIE
gyucina oT 010 10 25510 (00000000, - 11111111,) wiM BeIIECTBEHHBIC YMCIA C OJHUM
JIECATUYHBIM 3HAKOM OT 0.010 o 25.510 (00000000, - 111111115).
JI71s1 3HAKOBOIO NIPEACTABICHUS, T.€. TOJIOKUTEIbHBIX W OTPULATEIBHBIX YHCEN,
CTapiuii pa3psg oTBoauTCs o 3HakK (0 — MOJIOKUTENIbHOE YUCIIO, 1 — OTpHUIIaTENIbHOE).

Paznuuaror mpsiMoii, oOpaTHBIM W JOMOJHUTEIBHBIM KOJIBI 3alMCH 3HAKOBBIX
quces.

B npsiMoM KoJile  3amuCh  TOJIOKUTEIBHOTO W OTPUIIATEIBHOTO  YHCIIA
BBITIOJTHSETCS TaK K€, KaK U B 0€33HAKOBOM IPEJICTABIICHHUE (32 UCKIIIOYEHHE TOTO, YTO
CTapIIMii paspsii OTBOAUTCSA MOJ 3Hak). Takum o00pa3zoMm, uyucina S -
510 3anuceiBatoTesa, kak 00000101, u 10000101,. B mpsiMoM Koje MMEIOTCS JBa KOJa
yucia 0: «mnonoxurenbHbiil Hyab» 00000000, u «otpunarensubiid HyJib» 10000000,.

[Ipn ucnonb30BaHMU 0OPATHOIO KOJAA OTPULATEIBHOE YHUCIO 3alUCHIBAETCS B
BUJIE MHBEPTUPOBAHHOTO MOJOXKUTENbHOTO umcia (0 meHstorcs Ha 1 w HA0OOPOT).
Hanpumep, uucna 510 u -530 3anuceiBarorcs, kak 00000101, u 11111010, Crnenyer
OTMETHTbh, YTO B OOPATHOM KOJIe, KaK U B TIPSIMOM, UMEIOTCS «TIOJIOKUTEIIbHBINA HYJIb)»
00000000, 1 «otpuniatenbubiii HyJab» 11111111, Ilpumenenne oOpaTHOTO KOJa
MO3BOJIAET BBIUECTh OJHO YUCIO M3 JAPYroro, MCIOJIb3ys OINEPAlUI0 CIOXKEHHUS, T.€.
BbIYMTaHUE JBYX uucen X — Y 3amensercs ux cymmoun X + (-Y). Ilpu stom
HCTIONB3YIOTCS JIBA IOMIOJTHUTEIBHBIX MpaBUiIa;

- BRIUMTAEMOE YHCJIO MHBEPTUPYETCS (MPEICTABISAETCSA B BUIE 0OpAaTHOTO KOAA);

- €CJIM KOJIMYECTBO pa3psiioB pe3yJibTaTa MoJydaeTcs: OOJIbIlle, YeM OTBEJICHO Ha
MPE/ICTABICHUE YMCEN, TO KpaWHUW JIeBbIM pa3psan (cTapluuid) oTOpachiBaeTcsa, a K
pe3yJbTary nobasisiercs 1o.

B cnenyromieit Tabauie npuBeaeHbl IPUMEPHI BEIUUTAHHUS.

Tabnuna 1. [IpuMepsl BBIYUTAHUS JBYX YUCEN C UCTIOIH30BAaHUEM 00PAaTHOTO KOJIa

X-Y 5-5 6-5 5-6 5-(-6)
X 00000101 | 00000110 | 00000101 | 00000101
Y, 00000101 | 00000101 | 00000110 | 11111001
3aMeHa CI0KCHUEM 5+ (-5) 6+ (-5) 5+ (-6) 5+6

OO6paTHbIit ko aig Berautaemoro | 11111010 | 11111010 | 11111001 | 00000110
(-Y2)

00000101 | 00000110 | 00000101 | ©OOOO00101
Cnoxeunne + + + +
11111010 | 11111010 121111001 | 00000110




11111111 | 100000000 11111110 | 00001011
00000000
OTtOpachkIBaHHE CTAPIIIETrO pa3psiaa HE + HE HE
u nobasnenue 1 tpebyercs | 00000001 | TpebGyetcs | TpeOyercs
00000001
PesynbTar -0 1 -1 11

Hecmotps Ha TO, 4TO OOpaTHBIM KOJI 3HAYUTENIBHO YNPOIIAET BHIUUCIUTEIIbHBIC
MPOLEAYpPhl, @ COOTBETCTBEHHO U OBICTPOACHCTBHE KOMIIBIOTEPOB, HAJIMYHUE JIBYX
«HYJIe» W Jpyrue YCIOBHOCTU MPUBEIU K MOSIBICHUIO JOMOJHUTEIbHOIO Koja. [Ipu
MPEJCTABICHUN OTPUIATEIBLHOIO YHMCJIa €r0 MOJyJb BHayajle UHBEPTUPYETCS, KaK B
00paTHOM KOJie, a 3aTeM K MHBEpPCUHU cpasy Jo0aBiseTcs 1,.

B cnenyromelr Tabnuile npuUBEAEHbI HEKOTOPHIE YMCIIA B PA3IUYHOM KOJAOBOM

IIPE/ICTaBIICHUU.

Tabnuna 2. IlpencraBiaeHue yncel B pa3andHbIX KOJaxX
Hecarnanoe |Kox aBomdHoro mpeactaBieHus (8 OUT)
TIPCACTABICHUC| 1haMoit |06paTHBII | 1OTOTHUTETBHBIH

127 01111111}01111111 01111111

6 00000110|00000110 00000110

5 00000101{00000101 00000101

1 00000001{00000001 00000001

0 00000000{00000000 00000000

-0 10000000(11111111 ---

-1 10000001{11111110 11111111

-5 10000101(11111010 11111011

-6 10000110(11111001 11111010

-127 11111111{10000000 10000001

-128 --- --- 10000000

]IpH MNpCACTAaBJICHUN OTPULATCIbHBIX YHUCCII B JOIIOJIHUTCIBHBIX KOAaX BTOPOC

MIPABUJIO HECKOJIBKO YIPOILAETCS - €CIU KOJIMYECTBO Pa3psiIOB PE3yJbTara MoIy4aeTcs
OonpIlie, YeM OTBEEHO Ha MPENICTABICHNWE YUCEN, TO TOJBKO OTOPACHIBACTCA KPAMHHIA
JIEBBIN pa3psia (CTapuInid).

Tabnuma 3. [IpuMepsl BEIYUTAHUS JBYX YUCEN C UCTIOIH30BAHUEM JIOTIOTHUTEIHHOTO

KOoJIa
X-Y 55 6-5 56 5 (-6)
X, 00000101 | 00000110 | 00000101 | 00000101
Y, 00000101 | 00000101 | 00000110 | 11111010




3aMeHa CIIOKEHHEM 5+ (-5) 6 + (-5) 5+ (-6) 5+6

JIOmOTHUTENBHBIN KO JJIs 11111011 | 11111011 | 11111010 | 0OOOOO110
BbIYATAaEMOTO (-Y?)

00000101 | 00000110 | 00000101 | 00000101
+ + + +

Caiokenne 11111011 | 11111011 | 11111010 | 00000110
00000000 | 100000001| 11111111 | 00001011

OtOpacheIBaHHE CTApIIETO pa3psaaa HE 00000001 HE HE

u nobasnenue 1 Tpedyercs TpebyeTcs | Tpedyercs

Pesynbrat -0 1 -1 11

Mo0>kHO BO3pa3uTh, UTO MPECTABICHUE YHCEI B IOMOJHUTEIBHBIX KOJaX TpeOyeT
Ha OJIHY omneparuio Oosiblie (Iocie MHBEPCUHU Bceraa TpeOyeTcs: ciaoxkeHue ¢ 1), 4To
MOXXET U He MOTpeOOBaThCs B JAJIbHEHIIIEM, KaK B IpUMeEpax ¢ 0OpaTHBIMU Kojamu. B
JAHHOM CJlyyae cpalaThiBae€T W3BECTHBIM «IPUHIMN 4YailHuKa». Jlydime cuenaTth
poreaypy JUHEWHON, YeM MPUMEHATh B Hel npaBuiia «Eciu A to B» (maxe eciu oHO
o/1HO). To, YTO C 4YENOBEYECKOM TOYKHM 3PEHHUS KAXKETCs YBEIMYCHHEM Tpya03aTpar
(BBIYMCIUTEIPHONM ¥ BPEMEHHOM CJIOKHOCTH), C TOYKM 3pEHUS MPOrPaMMHO-
TEXHUYECKOU peanu3aluyd MOXKET 0Ka3aTbes 3P(HEeKTUBHEM.

Eme oaHO U3 mnpeuMyliecTB JOMOJHUTEIBHOTO KoAa TMepel OOpaTHBIM
3aKJIF0YAETCSl B BOBMOXKHOCTH TMPEJICTABICHUS B €UHUIIC UHPOPMAIIMKA HAa OJTHO YUCIIO
(cocTtostHue) OoJblle, 3a CUET HUCKIIOUEHUS] «OTpHUIATeIbHOro HyJsi». [losTomy, Kak
MPaBWJIO, AWANA30H MPEJCTABICHUS (XpaHEHUS) IJIS 3HAKOBBIX LENbIX YHCEN IJIMHOU
oauH OalT cocrasisgeT oT +127 mo -128.

2. ®opmar ¢ mIaBawmied 3anATOi, B OCHOBHOM, HCIIOJB3yeTCS IS
BEIIECTBEHHbIX  uuced. Ywmcino B jgaHHOM  QopMare  MpEACTaBISIETCS B
AKCIIOHEHI[MAJIbHOM BH/JIE

X=e"*m, (1)

IJie € - OCHOBaHHUE MOKa3aTeIbHOU (DYHKIINH;

N - TOPSIAOK OCHOBAHUS,

e" - XxapakTepucTUKa YHCIa;

m - manTHcca (J1laT. mantissa - mpubaBKa) — MHOXHTENb, HAa KOTOPBIH HAJIO
YMHOXHUTb XapaKTePUCTUKY YHUCIa, YTOOBI MOJYYUTh CAMO YHCIIO.

Hanpumep, 9ucio gecaruanoe 9ucio 350 MoxkeT ObITh 3anmcaHo, Kak 3.5 * 102,
35 * 10}, 350 * 10°m rt.1. B Hopmaau3oBaHHOW Hay4dHOW 3ammcH,
NOPAZIOK N BeIOMpaeTcsi TakOM, 4TOOBI a0COMIOTHAS BEJIMYMHA M OCTaBajach HE MEHbIIIE
eAUHUIBI, HO cTporo MeHblme aecatd (1 < |m| < 10). Takum oOpazom, B
HOPMAJIM30BAHHONM HAy4HOM 3anmc uuciao 350 Bemmaur, kak 3.5 * 102 Ilpm
OTOOpKEHUM YHCENI B MpOrpaMMax, YYUThIBas, 4YTO OCHOBaHWe paBHO 10, wux
sanuceiBatoT B BuAge m E £ n, rae E o3nawaer «*10™) («...yMHOXHUTb Ha NECATHh B
cTereHd. ..» ). Hanpumep, ancio 350 — 3.5E+2, a yucno 0.035 — 3.5E-2.




Tak kak yucia XxpaHUTCs U 00padaThIBAETCS B KOMIIBIOTEpax B JBOMYHOM BHJIE,
TO I ATHX mened mpuauMaetrcs € = 2. OgHoi W3 BO3MOXKHBIX (OPM JBOMYHOTO
IIPEACTABJICHHS] YHUCEII C IUIABAIOLIEH 3aIATON SABJISIETCS CASAYIOLIAS.

Bus | B | D [ Bn | B | Bn | Bn | B | Bins | Bma [ B | Bma |Bma | Bma |Bma | Bm | Bm| Bm| Bm| Bm | Bm | bm | bm | bm
7165|143 |2]1 5 4 3 2 1 0 l9|8|7|6(54]|3]2]1
3Ha BCIIMYMWHA 3Ha BCJIMYMHA
K K
IMOPAOOK MaHTHCCA

Puc. 1. JIBondHbIN popMaT IpeIcTaBICHUS YHCEI C TIaBAIOIICH 3amsaTOM

butel bnt m bmz#, o3HayaromMe 3HAK TOPSAIKA W MAHTHUCCHI, KOAHPYIOTCS
AQHAJIOTUYHO YHciaM ¢ (PMKCUPOBAHHOM 3aIIATOM: JJIS TOJOXKHUTEIBHBIX ducen «0», ays
OTpULATENbHBIX — «1». 3HaueHue mnopsAjKa BBIOMpAETCS TaKUM O0pa3oM, YTOOBI
BEJIMYMHA 11€JI0M 4YacTH MAaHTUCCHI B JIECITUYHOM (M COOTBETCTBEHHO B JIBOMYHOM)
IPE/ICTaBIICHUU PaBHsIIACh «1», 4TO Oy/leT COOTBETCTBOBATH HOPMATM30BAHHOM 3aIKCH
U JBOMYHBIX umcen. Hampumep, mis aucia 3501 mopsagok n = 839 = 001000, (350 =
1.3671875 * 28), a mma 57610— n = 9;0= 001001, (576 = 1.125 * 2°). BuroBoe
IPE/ICTaBIICHUE BEJIMUMHBI MTOPSIKA MOKET OBITh BBIIOJIHEHO B MIPSIMOM, OOPAaTHOM WIIH
JIOTIOJTHUTENBHOM KoJie (Hampumep, st h = 819 OuHapubiii Bug 0010002). Benmnunna
MaHTHUCCHI 0TOOpakaeT IpoOHYI0 YacThb. [ ee mpeoOpa3oBaHusi B ABOMYHBIN BHI, OHA
MOCJIEA0BATEILHO YMHOKAETCS Ha 2, MOKa He cTaHeT paBHO# (. Hampumep,

0| 3671875

x 2
0| 734375

X 2
1| 46875

® 2
0| 9375

x 2
11 875

X 2
11 .75

x 2
11 5

X 2
11 .0

Puc. 2. [Ipumep nosmydenust 1poOHOM YacTu B OMHAPHOM BUJE

[{esible yacTH, MOJy4yaeMbI€ B pe3yJIbTAaTE MOCIEA0BATEIBHOTO NTEPEMHOKEHHUS, U
NPEJICTABISAIOT COOOW JABOMYHBIM Bua ApoOHOM uactu (0.3671875;0= 0101111,).
OcraBmiasics 4acTh pa3psioB BEJWYMHBI MaHTUCCHI 3amnoJiHseTcs 0. Takum oOpasowm,
uTOTOBBIN Bu uncia 350 B (hopmaTe ¢ miaBaromiel 3amsiTol ¢ y4eTOM MpeCTaBICHUS
MaHTHUCChI B HOPMaJIM30BAHHOM 3aIUCH

0 |0/0|0|1|0(0|0O| O |0O|1|0j1|1|1|1|0|0|0O|O|O|0|0O|O

3HaK| BCJIMYHNHaA (3HAK BCJINYHHA




+ 28 + (1) + 0.3671875

MOPSA0K MaHTHUCCa

Puc. 3. JIBonunsrii Bug uncia 350

B mporpaMMHO-ammapaTHBIX peann3aisax apu@METHUSCKUX NEeUCTBUN IIMPOKO
pacmipocTpaHeH CTaHmapT MIPEICTaBICHHUS qrcel C TUTaBarOIICH
toukoii IEEE 754 (mocnenuss penakuus «754-2008 - IEEE Standard for Floating-Point
Arithmeticy). JlanHbIN cTaHIapT omnpeaenseT ¢GopMaThl ¢ IUIABAIOIIUMH 3aISITBIMU JIJIS
npeAcTaBieHus] 4ucesl oguHapHoii (anrn. single, float) u gBoiHoi (anra. double)

toyHocTu. O01Ias cTpykTypa popmMaToB
bn:l: bni bn]_ bml bml
3HaK BEJIMYMHA
MOPSTIOK
MaHTHCChI MaHTHCChI

Puc. 4. O0Omuit hopmar npeacraBieHus: ABoMUHbIX uyncen B ctanaapte IEEE 754

dopmaThl MPEACTABICHUS OTIMYAIOTCS KOJIMYECTBOM OHMT (OaiT), OTBOIUMBIM
JUIs TIPEJICTaBJICHUS] 4HUCEeJl, W, COOTBETCTBEHHO, TOYHOCTBIO IPEJCTABJICHUS CaMMX
quced.
Tabauma 4. XapakTepucTUKy (popMaToB MpeICTaBICHUS JBOMYHBIX YHCEN B CTAHIApTE

IEEE 754

dopmar single double
OO6muii pa3mep, out (6aiT) 32 (4) 64 (8)
Yucno 6uT 115 mopsaka 8 11
Uwucno OUT 1151 MAHTUCCHI 23 52
(6e3 yueTa 3HaKOBOTO OUTA)

0128  -127 21024  9-1023
Bennuuna nopsiaka (£3.4*10%..1.7*10 | (1.8 *10%%8 .9.0* 10
38 307)

CwmeleHue nopsijika 127 1023
JIanason MpEACTABIICHHSA WHCCT | 1 4 x 1045 3.4 % 10% | £4.9 * 10324 1.8 * 10%
(6e3 ydera 3HaKa)
KonuyecTBo 3Havamumx mudp
qyucia 8 16
(1e 6onee)

Ocobennoctrio mipeacTaBienus uncen mo cranaapty [EEE sBasercs orcyTcTBue
OuTa moj 3HaK mopsaka. HecMoTps Ha 3TO, BETUYHMHA MOPSIAKA MOXKET MIPUHUMAThH KaK
MOJIOKUTENIbHBIE 3HAYEHUS, TaK W OTPHULIATENIbHbIE. DTOT MOMEHT YYWUTHIBAETCS T.H.
«cmenienneM  nopsakay. I[lociae  mpeoOpa3oBaHusl TBOMYHOTO BHAA  IMOPSIKA
(3amrcaHHOTO B MPSIMOM KOJE) B JIECSITUYHBIN OT MOJYYEHHOM BEJIMYMHBI OTHUMAETCA




«CMeEIlleHUEe mnopsiaka». B pe3ynaprare Moaydyaercss «UMCTUHHOE» 3HAYEHUS MOpsaKa
yucna. Hanpumep, ecnmm 11 4uciia OJWMHAPHOM TOYHOCTH YKa3aH MOPSI0K
11111111, (= 25510), TO BeauurHa mopsaka Ha camoM zeie 1281 (= 25510 - 12710), a
ecir 00000000 (= 010), T0 -12710 (= 010 - 12710).

BenmrunmHa MaHTHCCHI YKa3bIBaeTCs, Kak W B IPEAbAYIIEM Cliydae, B
HOpPMaJIM30BaHHOM BH/JIE.

C yderoMm BbIIEU3TI0KEHHOTO, Yrcio 35010 B opmaTe OAMHAPHOW TOUYHOCTH
crangapta IEEE 754 3anuceiBaeTcs cleayonyM 00pa3oM.

0 1|10/0/0(0{1|1/1|0(1|0|1(1|1|1|0|0|0|0|0|0|0|0|0|0|0|0|0(0|0]|0

Ma;?jIIéCBI HOpHI[OK BCINYMHA MAHTHUCCHI
28 (8 =135 - 127) (1) + 0.3671875

Puc. 5. JIsonunsiii By uncia 350 nmo cranpapty [EEE

K gapyrum ocobenHoctsiMm cranjpapta [EEE  oTHOcuUTCS  BO3MOXKHOCTB
npeacTaBieHus cnenuanbHbiX uncen. K Hum otHOcsATcs 3HaueHus NaN (anri. Not a
Number - we uucno) u +/-INF (anrm. Infinity - GeckOHEYHOCTH), MOTYYAIOIIUXCS B
pe3yibTaTre onepanuil TUma JeleHHs Ha HOJb. Takke Cloja IoNajgaroT
J€HOPMAaJIN30BaHHbIE YUCIIA, Y KOTOPBIX MAHTHCCA MEHBIIIE €UHUILIBL.

B 3axiroueHume mo uuciaaM ¢ IUIaBAMOIIEH 3alsATOM HECKOJBKO CJIOB O
IPECIOBYTON «OMIMOKe OKpPYIrJeHusi». T.K. B IBOUYHON (popMe MpeACTaBICHUS YnCia
XPaHUTCS TOJIbKO HECKOJBKO 3HAaYammx Ludp, OHAa HE MOXKET «IOKDPHITH» BCE
MHOT00Opa3re BEUIECTBEHHBIX 4YHMCEN B 3aJaHHOM Juamna3oHe. B pesymbrare, eciu
YHCII0O HEBO3MOXKHO TOYHO TNPEACTaBUTh B JIBOMYHOW (OpME, OHO MpPenCTaBIseTCS
OmmkadiuM  BO3MOKHbIM.  Hampumep, ecium k  uymcny Tuna double  «0.0»
MOCIIEAOBATEIBHO A00aBIATh «1.7», TO MOKHO OOHAPYXHUTH CIEIYIONIYI0 «KapTHHY
W3MEHEHHS 3HAYCHH.

0.0

1.7

3.4

51

6.8

8.5

10.2
11.899999999999999
13.599999999999998
15.299999999999997
16.999999999999996
18.699999999999996
20.399999999999995
22.099999999999994
23.799999999999994
25.499999999999993
27.199999999999992



28.89999999999999
30.59999999999999
32.29999999999999
33.99999999999999
35.699999999999996
37.4
39.1
40.800000000000004
42.50000000000001
44.20000000000001
45.90000000000001
47.600000000000016

Puc. 6. Pe3ynbrar nocinemoBarenbHOro nooasieHus uncia 1.7 (Java 7)

Jpyroil HioaHC OOHApyKHUBaeTCSI IIPU CIOKEHHUM ABYX UYHCEI, y KOTOPBIX
3HAYMTEIBHO OTAMYaeTcs mopsaok. Hampumep, pesynsratom cioxkenus 10+ 10°
10 6yner 10%°. Jlaxxe ecnm mocaenosarenbHo TpuuumoH (10'%) pas mo6asmsare 10710 k
10%°, to pesynbrar octanercs npeskauM 100, Ecmu sxe x 1010 no6asuts npousseneHue
1029 * 10%2, yTo ¢ MaTeMaTHUeCKOW TOYKM 3pPEHHS OJHO M TO K€, PE3YJIbTAT CTAHET

10000000100 (1.0000000100 * 10%9),

Bormpocs! 111 caMOKOHTPOJIS

N nentudukarus.

AyTeHTuuKaIms.

ABTOpHU3aLHS.

MHuorogakTopHas ayTeHTU(DUKAIHS.
OpnHodaxTopHas ByX3TanHasi ay TeHTU(DUKALKS.

o0 E



INMPAKTUYECKOE 3AHSATHE Nell
Creranorpadus

Leab: U3y4uTh METOMIBI CTEraHOTpaduH.
Xox paboThi:

1. Onmcanue creraHorpaguIecKoro MeTo 1a

KommbroTepabie cTeraHorpadudeckue  METOMABI KaK  CaMOCTOSATENIBHO, TaK M
COBMECTHO C Kpurnrorpaduei, moayymiu MUpoKoe pacpoCTpaHEHUE B IENISIX 3aIIUTHI
KoH(puIeHuMansHo uHPopManuu. B maGoparopHoii paboTe paccMmarpuBaeTcs
CTEraHorpauuYecKoe COKPBITUE CEKPETHBIX COOOIIEHUH B TEKCTOBBIX JOKYMEHTaX
penaktopa Microsoft Word 3a cuer cnemuduyeckoro (opmaTupoBaHHs CHUMBOJIOB
TekcTa. [[pUHIMIBI COKPBITHS 0a3UPYIOTCS HA IPYTUX W3BECTHBIX CTEraHOTpadUueCKUX
METOJIax.

1. MuxkpoTtouku. crionp30BaHne MHUKPOTOYEK IS Tepedadyd  CEeKPETHBIX
cooOleHnit omucan rpedeckuid yueHbld OHed Taktuk B counHeHun «OO0 00opoHE
YKPEIIEHHBIX MecT». CyTh NPEJI0KEHHOTO UM TaK Ha3bIBAEMOTO «KHUYKHOTO HIU(ppay
3aKJovaliach B TMPOKAJIBIBAHUM MAaj03aMETHBIC JBIPOK B KHUTE WM B JIPYTOM
JTOKyMEHTe HaJ OykKBaMM CeKpeTHOro coobmieHus. Bo Bpems [lepBoil MupoBOil BONHBI
r€pMaHCKHUE MIMUOHBI MCIOJIb30BAJIM aHAJOTUYHBIN MHU(P, 3aMEHUB JILIPKA Ha TOYKH,
HaHOCHUMbIC CUMIIATUYECKUMU YEPHUIIAMU Ha OYKBBI Ta3€THOTO TEKCTA.

He npocTo urpa

Eéan kakyio-To Mrpy M MO:KHO HasBaTh LApHLEH HIp, TO STOr0 THTYAA, HECOMHEHHO,
3aCAYKHBAIOT WaxMaThl. B HHX cAydaHHOCTb HHKAaK He BAMSAET Ha XOJ Mrpbl, a Orpeze-
ASIOLLIEE 3HAYEHHE MMEIOT YMCTas CTPATErHsi U NaMsATb: YMCAO BO3MOKHBIX XOZ0B B Map-
uu umeer nopsiaok 10> — ato neBoobpasnumas Beanunna. O aHazk bl 4eMIHOHOM MHpa
Mo MaxMaTaM CTaA MPO(ecCHOHaAbHbIH MaTeMaTHk OManyaab Nackep (1868—1941).
Ceityac Mbl FOBOPHM O CTaHJApPTHBIX LIaxMaTax Ha JA0cke u3 64 kaeTok, HO ewe B za-
AeKyio BuKTOpHaHCKyio anoxy marematuk Aptyp Koan (1821-1895) yaxe pacemorpea

TpexMepHble 1aXMaTbl, B KOTOPbIE CETOJHS HIPAIOT IMEPCOHAZH CepHara «3Be3HbIH

My Th».
Puc.1. CokpsITHE COOOIICHUS «CEKPET» B TEKCTE 3a CUET MAJI03aMETHBIX TOYCK
(Xoaxun HaBappo. Taitnas xu3Hb ynucen. Mup MmareMaTtuk — Tom 31)

[To ananmorum ¢ MUKPOTOUKAMH CKpBhIBacMasi B TEKCTE CEKpeTHas MHQpOpMaIus
CrienMaJIbHBIM 00pa3oM nomMeuaercs (popMaTupyercs).

2. Ucnoab3oBaHue 0co0eHHOCTEN YestoBeueckoro 3penus. [10100HbIE METO B
IITUPOKO HCITONIB3YIOTCS JUISI COKPBITUSA WH(MOpPMAIMU B MYJIBTHMEIMUHBIX (aiinax (B
yactHocTH, MeTod LSB, Least Significant Bit - HauMeHbIINI 3HaYaUi OUT) 3a CUET UX
n30bITOuHOCTH. [lo aHamornm ¢ HUMH, B OOBIYHOM TEKCTE CHMBOJIBI, COCTABJISIONINE
CEKpETHOE COO0OIIeHUE, MOTYT (OpMATUPYIOTCA TaK, YTO 3TO OyJIeT He3aMEeTHO IS
rjla3a HEUCKYIIEHHOTO 4YHuTaTeNdsl TekcTa. B 9acTHOCTH, CHMBOJIBI CEKPETHOTO



COO6IJ.[6HI/I}I MOTYT BBIACJIATHCA APYTUM LBCTOM, HC3HAYWUTCIIBHO OTIMYAIOIICIOCA OT

OBE€TAa OCTAJIbHBIX CUMBOJIOB.
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Puc.2. Ilpuanmn GpopmMaTHpOBaHHUS CUMBOJIOB CEKPETHOTO COOOIIEHUS «CEKPET»
(uBeT cuMBOJI0B KpacHbd — RGB(255, 0, 0))
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Puc.3. Creranorpadudeckoe COKphITHE CHMBOJIOB CEKPETHOTO COOOIICHHS «CEKPET
(uBeT cuMBOJIOB «mouTH YepHbIi» — RGB(1, 0, 0))



Ha puc.3 uBer cumBosioB cekpetHoro coobmienus RGB(1, 0, 0) npakTtudyecku He
OTJIMYAETCS OT I[BETa CUMBOJIOB ocTalibHOro Tekcta RGB(0, 0, 0).

3. Cemarpammbl U KogupoBanue. [Ipenpiaymmii MeTo MOKHO YCHUITUTh 32 CUET
WCTIOJIb30BaHUs TPEABAPUTEIBLHOIO KOJUPOBAHUS CHMBOJIOB CEKPETHOTO COOOIICHHS.
[Tepen (opmaTupoBaHHMEM CHMBOJIBI CEKPETHOTO COOOIIEHUS BHAYaje KOJUPYIOTCS
OWTOBBIMU CTPOKAMH JJIMHOW N COTJIACHO MPUHATON KOJUPOBKE. B MCXOTHOM TEKCTE
BBIOMPAIOTCS N TEPBBIX CHUMBOJIOB, KOTOpbIE OYyIyT COOTBETCTBOBaTh OHUTOBOMY
IPEICTAaBIICHUIO TEPBOIO0 CHUMBOJA CEKpPeTHOro coodmienus. s Hynel OuTOBOM
CTPOKH OCTaBJISIIOT UCXOJIHOE (hopMaTUpOBAHKE, ISl €IMHULl — HE3HAYUTEIBHO MEHSIOT
(cm. puc. 3). Ilponeaypy mocienoBaTeIbHO MOBTOPSIOT JJII OCTABIIMXCS CHMBOJIOB
CeKpeTHOro cooOiieHus. Hampumep, clioBo «cekper» coryiacHo koauposke Windows
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Puc.4. [Ipuanun konupoBaHus 1 (GOpMaTHPOBAHUSI CHMBOJIOB CEKPETHOTO COOOIICHHS
«CEKpeT»
(uBet mynei yepubiii — RGB(0, 0, 0); et equnun kpacusiii — RGB(255, 0, 0))

Creranorpagus
Kak ormeuanoce paHee, pa3paOOTKOW CpPEICTB U METOJOB COKPBITHUSA (akTa
nepenayn CcooOIIeHMs] 3aHUMaeTcs creraHorpagus (rped. oteyovOg — CKpPBITHIM U
YPOQ® — TUIYy; OYKBAJIBHO «TalHOMHCHY). Hambosee 3pheKkTUBHO €€ MpUMEHEHHE
COBMECTHO ¢ Kpunrorpapuueckumu merogamu. OObIUHO cTeraHorpaduio AT Ha JBa
HaIpaBJICHUS: KIIACCHYECKYIO U KOMITBIOTEPHYIO.



KomnbrorepHasi creranorpagus

Pa3BuTre KOMMBIOTEPHOW TEXHOJOTUM WM CPEACTB KOMMYHHUKAIMU MPUIIATA
HOBBI UMIYJIbC PA3BUTHIO U COBEPIICHCTBOBaHUIO cTeraHorpaduu. CerogHs Kaxiablii
MOET BOCIIOJIB30BAThCSI TEMH MPEUMYIIIECTBAMHU, KOTOPHIE AaeT cTeraHorpadus Kak B
00JIacCTH CKPBITOW Tepeaayn WHQPOPMAIUHA, YTO OCOOCHHO IOJIE3HO B CTpaHaXx, TJe
CYIIECTBYET 3allpeT Ha CTOMKHE Cpe/icTBa KpuITorpaduu, Tak U B 00JIACTH 3alUThI
aBTOPCKUX TpaB. B HacTosee BpemMsi METOIbl KOMITBIOTEPHOU cTeraHorpaduy aKTHBHO
UCIIOJIb3YIOTCS JJI PEIICHUS CIIETYIONINX 3a/1a4.

1. 3amura KoHPUIEHIUAJILHOH MH(OPMAIUM OT HECAHKIMOHMPOBAHHOIO
AocTyna. 3To 00JacTh UCIOJIb30BAaHUSI KOMIBIOTEPHOW cTeraHorpaduu siBIsieTCs
HanOosnee H(PGEeKTUBHOW TIPU pEIICHHH TMpoOJIeM 3aluThl KOH(GUISHIHAIBHOM
uHpopmaruu. Tak, Hanmpumep, OOBEM CEKPETHOTO COOOIIEHUS B 3BYKOBBIX U
rpadguueckux (Qaitnax MoxkeT cocTaBisaTh 10 25 - 30 % ot pa3mepa ¢aiina. [Ipuuem
ay/MOBU3YaJIbHbIC U3MEHEHUSI TAKOBBI, UYTO HE OOHAPYKUBAIOTCS MPU MPOCTYIIUBAHUN
1 IpOCMOTpE (haityioB OOJBIIMHCTBOM JIIOJIEH, Jaxe eCau (aKT COKPHITHUS U3BECTEH.

2. IlpeomosieHne cuUCTeM MOHMTOPHHIAa M YIOPABJEHHUS CeTEeBbLIMH
pecypcamu. Cteranorpauueckue METOJAbl TMO3BOJSIOT MPOTUBOCTOSATH IMOIBITKAM
KOHTPOJSl HaJl WHGOPMAIMOHHBIM MPOCTPAHCTBOM MPHU MPOXOXKIECHUU HH(OOpPMALIUU
Yyepes cepBepbl YIPABICHUS JJOKAJTBHBIX U TJI00ATbHBIX BRIUUCIUTEIIBHBIX CETEH.

3. Kamy¢aupoBanue mnporpammHoro oodecneuenus. [Ipumensercs B Tex
ciaydasx, Korja wucnoib3oBaHue I[IO He3aperucTpupOBaHHBIMHU IOJb30BATEISIMU
aBisieTcs: HexxenaTenbHbIM. [1O MokeT ObITh 3akamy(IupoBaHO MO CTaHIAPTHHIC
yHUBEpCAJIbHBIC MPOTrpaMMHBIE MPOAYKTHI (HaIpUMEp, TEKCTOBBIE PEIAKTOPHI) HIIU
CKPBITO B haiiiax MyJIbTUMEIUA U UCTIOJIH30BATHCA TOJIBKO JIMIIAMHU, UMEIOIMMHU Ha 3TO
mpasa.

4. 3amura aBropckux mpaB. OgHuM ©3 HauOoliee TMEPCIEKTUBHBIX
HarnpaBJICHUN KOMITBIOTEPHOMU creranorpaduu SIBJISIETCS TEXHOJIOTUS
UCIIOJIb30BaHus MU(PPOBBIX BOAsIHBIX 3HaKkoB [[B3 (digital watermarking) — B nanaHOM
cilydae, CO3/JaHhe HeBUIAMMBIX IJ1a3y 3HAKOB 3allMTHl aBTOPCKUX MpaB Ha rpaduyueckue
n aynuo ¢ainsl. Takue L[B3, momemenHsle B (ails, MOryT OBITh paclO3HAHbI
CIICUUAIBHBIMU TPOTPaMMaMHM, KOTOpbIE W3BJIEKYT u3 ¢aiijla MHOIro MOJe3HOU
nH(popmMaluu: Koraa co3iaH Qaii, KTo BJIaJIeeT aBTOPCKUMU MTpaBaMH, Kak BCTYNHUTH B
KOHTAaKT C aBTOPOM U T.a. [Ipy TOM MOBaJIbHOM BOPOBCTBE, KOTOPOE MPOUCXOAUT B
HNuTepHere, noiib3a OT TaKOM TEXHOJIOTUU OYEBHUIHA.

CeronHss Ha pbIHKE CYIIECTBYET JTOBOJBHO MHOTO (UpM, Mpeaararonmx
MPOAYKTHI NIl CO3/IaHUSI M JETEKTUPOBAHUS BOASHBIX 3HAKOB. OAWMH U3 JTUIEPOB -
¢upma Digimarc. Ee mpoaykramu, eciu BEpUTh NPEIOCTABICHHOW camoil ¢Gupmoit
uH(pOpMaIuu, MOJIB3YIOTCS OoJiee MILTMOHA OQUIIMATBHBIX KIUEHTOB: IU3alHEPHI,
XYJI0)KHUKH, OHJIAWHOBBIE Tasiepen, xypHai Playboy. Crnernanbpabie MOMCKOBBIE areHTHI
CKaHUPYIOT pecypchl HMHTepHeT, mpocmarpuBas KapTUHKA Ha Hanuuue [IB3, u
cOOOIIAIT BiaAenbIaM O (hakTax UCIOJIb30BAHUS UX COOCTBEHHOCTH.

HecmoTtpsa Ha Bce 3aBepeHHs CO34aTelied COOTBETCTBYHOIIMX IMPOAYKTOB, L[B3
OKa3aJduCh HECTOMKMMH. OHHU MOTYT TEPEHECTH MHOI0€ - U3MEHEHUE SIPKOCTU HU
KOHTpacTa, UCHOJIb30BaHUE crnemp@PEeKkToB, JAake TmedyaTb U MOCIEayrollee



CKaHUPOBAHME, HO OHU HE MOTYT MEPEHECTHU BO3JCHUCTBUE CIELUATBHBIX MPOTPaMM-
CTHUpATENIE, KOTOPhIE MOABUINCH B UHTEpHETE.

Haubomee wW3BECTHBIE METOMbI  KOMITBIOTEPHOU
XapaKTepUCTHKA MPUBEJCHBI B CIEAYIOICH TabIuIIe.

cTeraHorpaduu W UX

Tabauma 1. Metoabl KOMIBIOTEPHOH cTeraHorpaduu U MX XapaKTepUCTHKA

Creranorpaduueckue
METO/IbI

Kpatkas xapakrepucruka
METOJIOB

[Tpumeuanus

1. MCTOI[BI, OCHOBAHHBIC Ha NCIIOJIB30BaHHHN CIICTITMAJIBHBIX CBOMCTB HOCUTEIICH JaHHBIX

1.1. CxpeiTHE
nHpopmaruu B
HEHCIIOIh3YEMBIX MECTax
JTUCKOB

1. Mcnonb3yroTcst JOPOXKKH,
JIOCTYTHBIE JIJI1 YTEHUS, HO HE
BocnpuHumaeMbie OC
(HampumMmep, B PE3EPBHYIO
00J1aCTh )KECTKOTO JUCKA).

2. 3anuch B HEUCIIOIb3yEMBIE
MecTa ontuueckux auckos (CD,
DVD, Blue-ray u T.1.)

1. Huskas crerneHp
CKPBITHOCTH.

2. Bo3moxHa nepenaya
0O0JBIINX 00BEMOB
uH(popMaIuu.

1.2. Hanecenue
JIOTIOJTHUTEIIBHBIX
JIOPOKEK Ha THOKHeE
MarHuTHBIC JTUCKHU
(BBIIIUIH U3
yHOTpeOIeHHS)

T.x. mypuHa JOPOKKH B
HECKOJIbKO pa3 MEHBIIIE
PACCTOSIHHS MEXIY JTIOPOKKAMHU
(1 TMOKMX MarHUTHBIX
JIUCKOB), TO Ha IUCK MOKHO
HAHECTH JOITOJIHUTECIbHBIC
JIOPO>KKH U 3amucaTh TyAa
uH(pOpMaIuIO, HE JOCTYTHYIO
OC.

Bo3MmoxxHa nepegava
0OoJIBIINX 00BEMOB
uHpopMaIuu.

1.3. CnenmanbHoe
dbopmMaTHpOBaHUE TUCKOB

dopmMaTUpOBaHUE TUCKA O]
pa3Mep CEKTOPOB OTJIMYHBINA OT
npunsaroro B OC.

1. Hannuue nporpamm Kax
dbopMaTHPYIOIUX
MOI00HBIM 00pa3oM
JUCKU, TaK U YUTAIOITUX
moboe (popMaTupoBaHHE.
2. Bo3moskHa nepenaua
00JIbIIINX 00BEMOB
uH(popmaIuu.

2. MeTOJIBI, OCHOBAHHBIC Ha UCIIOJB30BaHHUH CIICTTUAJIBHBIX CBOMCTB (bOpMaTOB JaHHBIX

2.1. Metoppl [Tons pacmmpenust umerorcsa Bo | 1. Huskas crenenp
WCIIOJTH30BAHUS TTOJICH MHOTHX MYJIbTHMEIUHHBIX CKPBITHOCTH.

JTAHHBIX, dbopmarax. Ouu 3anonusroress | 2. [lepemada HeGompIux
3ape3epBUPOBAHHBIX JIJIsl |HYJIEBOW MHGOpMAIIHEH 1 HE 00BeMoB nHpOpMaIuu.
pacIIMpeHus YUYUTHIBAFOTCS TIPOTPAMMOM.

2.2. Metonbl 1. Ucnonb30oBaHue cCMENIEHNS 1. Cnabas
CIEIUATBHOTO CHUMBOJIOB, CJIOB, MPEUIOKEHUN |IIPOU3BOIUTEIBLHOCTD
dbopmaTupoBaHusl B nu ab3a1leB B TEKCTE (MOKHO — |METOJIOB.




TCKCTOBBLIX JOKYMCHTAX

o0ecrneunTh BCTAaBKOM
JIOTIOJTHUTEIBHBIX TTPOOEIIOB).
2. BriOop ompeneneHHbIX
MO3UIIUM CUMBOJIOB (HAIpuMep,
aKpOCTHX).

3. Mcnonw3oBaHue
JIOTIOJTHUTEIIbHBIX
BO3MOKHOCTEHN
dhopmMaTHpOBaHUS TEKCTOB
(HampuMep, UCIOJIH30BaHHE B
MS Word: ckpsITOro T€KCTa;
CIICIIUAJIBHBIX IIPUQPTOB;
CHMBOJIOB OIIPEICICHHOTO
mpudTa, pazMepa Win 1BETa;
0eoro 1BeTa 11 CUMBOJIOB U
(¢hoHa; 0THOTO MpoOeIa MEXKITY
ciaoBaMHu 1151 kogupoBaHus 0"
Y JIBYX — Ju1sl KoguposaHus " 1"
U T.J.).

2. ITepenayda HEOOIBIITNX
00BeMoB nH(MOpMaIUu.
3. Huskas creneHb
CKPBITHOCTH.

2.3. Metoasl
CIICIUAJILHOTO
dbopmaTHpoBaHUS
TEKCTOB IIPH TIeYaTH

1. ITeyats ceMaIbHBIMU
mpudTamMu, CAMBOJIaMU
oTpeIeIeHHOTo mpudTa,
pa3Mepa WM 1BeTa.

2. Baecenue mMano3aMeTHBIX
HCKaXEHUW UHpOpMAIUU TIPU
neuaty (bbLT Mcnonp30BaH npu
MeyaT KOHTPAKTOB C
KJIWUECHTaMH B OJTHOM U3
MOCKOBCKHX KOMIIaHUM. JTa
TalHOIIMCH BBITJISIICNIA KaK
OOBIYHEBIC HE3HAYNTCIBLHBIC
nedexTh neyaTu u
oOecrieunBasa OnpeeICHHYIO
CTETICHB MOTBEPKIACHUS
MOJITMHHOCTH JOKYMEHTA).

1. Cnabas
MIPOU3BOJIUTEIIBHOCTh
METO/IOB.

2. Ilepenada HeOOIBITTUX
00BbeMOB HH(pOpMaIUH.

2.4. CxppiTHe
uH(popMaIm B
CBOOOIHBIX 00J1aCTIX
JUCKA

1. Ucnionp3oBanue cBOOOTHOM
YJaCTH IMOCACAHETO KacTepa
(aitna.

2. Ucnonnp3oBanue cBOOOTHBIX
KJIaCTepOB 0€3 3aIlucH B
TaOJIUIIBI pa3MelleHus (aityioB
nH(pOpMAITK O TOM, YTO B ATHX
KJIaCTepax COACPIKUTCS
uHbopmarus.

1. Hu3kas creneHb
CKPBITHOCTH.

2. Bo3MoxHa nepegaya
00JIbIINX 00BEMOB
uH(popmanuu.




2.5. Ucnonb3oBaHue
0COOEHHOCTEH (hailmoBOM
CHUCTEMBI

1. Micnonib30BaHKE CKPBITHIX
(aitnos.
2. Ucnonp30BaHue MOTOKOB B

NTFS.

1. Hu3kas creneHb
CKPBITHOCTH.

2. Bo3amoxHa niepenaya
0OJBIINX 00BEMOB
uHbOpMaIuu.

3. MCTOI[BI, OCHOBAHHBIC Ha MCIIOJIb30BAHUU H30BITOYHOCTH ayauno- u

BUJIcOMH(pOpMaITIu

3.1. MeToanl
HICIIOJIb30BAHHUS
N30BITOYHOCTH
MYJIbTHMETHHHBIX
dopmaToB

Munamimme pa3psiasl 0auT,
HecyIme nHpopMaruio 06
WHTEHCHUBHOCTH CBETa U 3ByKa
coziepKaT OYEHb MaJIo MOJIE3HOM
uHpopmaruu. VX 3anomHenue
MPAKTUICCKA HE BIUSICT Ha
KaueCTBO BOCIIPHITHS.

1. 3a cueT BBegeHHUA
JOTIOJIHUTEIIBHOM
uH()OPMAITUU UCKAKAIOTCS
CTATHCTHYCCKHUC
XapaKTePHUCTHKU
U(PPOBBIX TOTOKOB.

2. Jlnst cHUKeHus
KOMITPOMETHPYIOTIIHAX
MIPU3HAKOB TpeOyeTcs
KOPPEKIIHS
CTATUCTUYECKUX
XapaKTEePUCTHUK.

3. Bo3moxkHa nepenaya
00JIBIINX 00BEMOB
nH(popmaruu.

HUcnoab3zoBanue noroxkoB B NTFS.

Jroboit ¢aiitn B NTFS moker coaepkathb Heckoyibko mnoTOkoB ("daitnos").
Kaxnprit daitn NTFS conepxut crangapthbeiii (default) mnmm 6e3biMsiHHBIN (unnamed)
MOTOK JaHHBIX (data stream). IMEHHO 3TOT MOTOK BHAMT Iepes cOOOM IOJIb30BaTElb,
OTKpBIBAIOIIMI (aiti B TEKCTOBOM peaakTope. M HMMEHHO pa3Mep STOro IMOTOKa
oTOOpakaeTcs B KadecTBE pazMmepa (Qaitna. AlbTepHAaTUBHBIN MOTOK JaHHBIX (alternate
data stream) — ¢aiin, BcTpauBaeMblii B 1pyroii. EMy MOXeT gaBaTbes J1I000€ UMs U €T0
pa3Mep He BIUsET Ha pa3Mmep Qaiina.

B uwactHocTH, mHpopManus o daiine ¢ Bkiaagkm "Cpoaka" okna "CporicTa'
XpaHUTHCS B aJIbTEpHATHBHOM MoToke ""#Summaryinformation
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Puc 5. CpotictBa (aitna

PabGora ¢ motokamu komaugamu DOS.

KonupoBanue @aiina "CoBCek.txt" B anbTEpHATHUBHBIM MOTOK
"HeCek.txt".

type CoBCek.txt > HeCek.txt:ss

[Tocne xonupoBanus pazmep (Paitna "HeCexk.txt" He meHsercs.

Llymxka. Takum 00pa3zom, B (aiist pazmepom 0 0aliT, MOKHO 3alncaTh HECKOJIBKO
['GaiiT Mycopa B MOTOKH, 3aHSB MOYTHM BCE MECTO Ha AMCKE, HO (ailll mo-npexHemy
Oynetr umets pazmep 0 GailT.

Boccranosnenue TekcToBoro (aiisia u3 moToka.

more < HeCek.txt:ss > CoBCek.txt

Jlnst BeisBiIeHMsT (paityioB, OOJamarOMIMX aJIbTEPHATUBHBIMU TOTOKAMH MOYKHO
BOCIOJIb30BaThCs yTrauTol Streams (http://technet.microsoft.com/ru-ru/sysinternals, c
HCXOJHBIM TEKCTOM yTUIUTHI Ha C).

n

ss"  (paitna




Ciwrstreams .exe cI¥_ %

Streamz vl.5 — Enumerate alternate MIFE data streams
Copyright <G> 1999-2003 Mark Russinovich
Susinternals — wuw.sysinternals.com

Condir. txt:
tdSummaryInformation :$DATA 192

:{4cBeccl155-6cle—11d1-Be41-D0cO4fh?386d42 = SDATA
Cistxt.txt:pen C:ispagefile.sys:
tdir:5DATA 833
tdoc:5DATA 25600
tex:5DATA 45056

Puc 6. OToOpaskeHne MOoTOKOB yTUIIMTOM Streams

Kpome nerkoro oOHapy»KeHHUs, JPYTUM CYIIECTBEHHBIM HEIOCTATKOM SIBIISACTCS
BO3MOKHOCTh HCIOJIb30BaHMS JTaHHOTO crmocoba Tosibko Ha auckax ¢ NTFS. Tlpu
KOMUpOBaHUU (aiioB Ha JIUCKU C JApyroi ¢GaioBod CHUCTEMOMN albTepHATUBHBIC
MTOTOKU TEPSAIOTCAL.

HNcnoab3oBanue M30bITOYHOCTH ayAH0- U BUAe0(alJIOB.

N3 Bcex mnpuBeleHHBIX B Tabd. 1 MeTomoB, OSTOT sBiseTca Haubosee
nepcrnekTuBHBIM. CyIIeCTBYIOT pa3fiMyHble €ro MoAu(UKAIMU, CaMbli MPOCTOW U3
kotopbix LSB (Least Significant Bit, Haumensmmii 3Havanuii 6ut). CyTh 3TOr0 MeTO1a
3aKJII0YACTCS B 3aMEHE IMOCJIEHUX 3HAaualux OWTOB B KOHTEHHepe (M300paxkeHus,
ayiio WM BUJIEO3aMKCH) HAa OUTHI CKphIBaEMOTO cooOieHus. JJomyctum, numeercs 8-
outHoe n3zoOpaxkenue B rpaganusx ceporo (0 (000000002) oG03HAYaET YEPHBINA IBET,
255 (11111111,) — Gensrit). Beero umeercs 256 rpamanuii. Takke TMPEANONIOKAM, Y4TO
coobmienne coctout u3 1 Oaiita — Hampumep, (01101011;). [Ipu ucnons3oBanuu 2
MJIQAIIMX OUT B ONMHUCAHUM THKCENEH, HaM moTpedyercs 4 mukcens. JlomycTuMm, oHH
4yepHOro 1peta. Torjga mukcenu, CoAEpKaIIUe CKPBITOE COOOIIEeHHEe, OYayT BBITISAICTh
cinenyromuM obpazom: (00000001 00000010 00000010 000000117). Torma user
MUKCEIeN U3MEHUTCS: TIepBOro - Ha 1/256, BTOpOro u TpeThero - Ha 2/256 u 4eTBepTOro
- Ha 3/256. Takue UCKaXKEHUsI KCXOJHOTO M300paKEHUsI, KaK MPaBUIIO, HE3AMETHBI JJIsI
YeJI0BEYECKOro 3peHus. [l pa3sHOIBETHBIX H300paKEHUM MCKAKECHHS elle MEHEe
3aMEeTHBI, TeM 0oJiee, UTO B HUX OWUTHI UCXOJHOTO M300pa)ke€HUsT MOTYT COBIAJATh C
OUTaMU CEKPETHOTO COOOIIICHMUS.

OngHoll W3 Jydliux TMporpaMM B CBOeM Kiacce sBisiercs SecretBMP
(http://www.bordak.fatal.ru/secretomp/). B mpumepe mpu ckpeitum (aiiza give-me-
too.zip (570 404 Oatita) B datime etr500.bmp (1 229 852 O6aiita) pasmep
pesyabtupytomero ¢aina 5.bmp cram 1 229 850 Gaiita, a Ka4eCTBO PHCYHKA OCTAIOCh
HEU3MEHHBIM JIJIS IJ1a3a.
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Puc 7. Oxno nporpammer SecretBMP

(cneBa — UCXOHBIN (halsI-KOHTEHHED, CIIpaBa — (aiiil co BCTAaBIICHHOMN CeKPETHOM

uHpopmanuei)

Bomnpoce! 11t caMOKOHTPOJIA
1. DnexTponHas uQppoBas MOIMUCE.
2. Bupel 21eKTPOHHBIX ITUGPOBBIX MOIMUCEH.
3. Ilpumenenue pa3HbIX BUIOB TOAMUCEH.
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https://e.lanbook.com/book/130184

3. @or, 0. I. Metoas! 3amutsl nHdopmanuu: yuyednoe nocodue / 0. JI. ®ot. — Openlypr:
ory, 2019. — 230 c¢. — ISBN 978-5-7410-2296-2. — Tekct: 31neKTpoHHbIH // JlaHb: 371EKTPOHHO-
oubnmoteunas cucrema. — URL: https://e.lanbook.com/book/159977




		2021-08-31T20:03:45+0300
	Шебзухова Татьяна Александровна




