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1.

1. O01mHe moJio:keHUsA

CamocrosarensHas padoTa — raHupyemas ydueOHas, ydueOHO-MCCIETOBATENLCKAS, HAYUHO-
HMCCIEN0BATENbCKAA pad0Ta CTYAEHTOB, BEIITOJHAEMAA BO BHEAYAUTOPHOE (ayIUTOPHOE) BPEMS IO
340AHUI0 U TIPH METOIMYECKOM PYKOBOACTBE MPENONABATENA, HO 0O€3 €ro HEmOCPEICTBEHHOTO
y4acTus (IIpU 4aCTUYHOM HEMOCPEICTBEHHOM YYACTHHU IIPENONABATENA, OCTABIIAIONIEM BEIYIIYIO
pOJE 3a padOTOM CTYIEHTOB).

CamocrosarensHas padora cryaeHroB (CPC) B BY3e saBnsgercsa BaHBIM BUAOM y4eOHOU U
HAYYHON OEATENIRHOCTH CTyaeHTa. CamocTtoATtenbHas padoTra CTyOEHTOB WrPAET 3HAYUTEILHYIO
POJIbE B PEUTUHTOBOM TEXHOJIOTHH 00y YEHUA.

K 0CHOBHBIM BHIaM CAMOCTOATENBEHON Pa0OTEI CTYJEHTOB OTHOCSTCS:

- (popMupoOBaHME U YCBOEHHE CONEPKAHMUA KOHCIIEKTA JIEKIIMM HA 0a3€ peKOMEHAOBAHHOU
AEKTOPOM yueOHOM JMTEpaTypel, BKMOUas WH(POPMAUOHHEIE OO0Opa30BATEIBHEIE PECYPCHI
(5JIEKTPOHHBIE YUEOHUKU, ATEKTPOHHBIE OMOINOTEKN U OP.);

- HAITUCAHUE TOKJIAIOB;

- MOATOTOBKA K CEMUHAPAM, OPAKTHUYECKUM U JIA00pAaTOPHBIM padoram, nx 0(popPMIIEHHUE;

- COCTABJIEHHWE AHHOTHPOBAHHOIO CIIMCKA CTAT€ M3 COOTBETCTBYIONIUX KYPHAJIOB IIO
OTpACJIAM 3HAHUM (MMEJArOTUYECKUX, NCUXOJIOTUUECKNX, METOINYECKUX U . );

- BEIITOJTHEHNE YUEOHO-UCCIEI0BATENLCKAX PA0OT, MPOEKTHAS IEATEIBEHOCTE;

- ODOArOTOBKA MPAKTUYECKMX pazpabOTOK M PEKOMEHAAIMH MO0 PEHEHU0 npoO0meMHOM
CUTY L1 H;

- BBIMNOJHCHHUE NOOMANIHUX 34JaHUM B BUIE PEHMIEHUSA OTACILHBEIX 3a4ad, MPOBEICHUA
THUIIOBEIX PACYETOB, PACUETHO-KOMIBIOTEPHBIX M UHANUBHUIY AIBHEIX PA00OT MO OTACIBEHEIM pa3aeiaM
COIEPKAHUA TUCIUILIAH U T.1.;

- KOMOBIOTEPHBEIM TEKYIIWM CAMOKOHTPOJIbL W KOHTPOJb yCOeBaeMoCcThn Ha 0Oaze
3JIEKTPOHHEIX 00y4aronMX M aTTECTYIONINX TECTOB;

- BBIITIOJITHEHUE KYPCOBBIX pad0OT (IPOEKTOB) B pAMKAX IUCLMILINH;

- BEINOJTHEHUE BBITYCKHOW KBATM(PUKAIIMOHHON PadOTEL U Jp.

Meromuka opraHm3anuu CaMOCTOATENBHOU pAa0OTEl CTYAEHTOB 3aBUCUT OT CTPYKTYPHI,
Xapakrepa u O0COOEHHOCTEH W3y4aeMOH OUCIUMIUINHBEL, OOBEMA 4YAaCOB HA €€ W3Y4YEHUE, BUIA
3a0aHUN U1 CAMOCTOATENBHOM pPA0OTHl CTYAEHTOB, WHAWBUAYAIBHBIX KA4ECTB CTYIEHTOB H
YCIOBUH YUCOHOM IEATENLHOCTH.

[Tponiecc opranmzanuu caMoOCTOATENRHON PAa0OTHI CTYAEHTOB BKIIOYAET B CE0A CIEAyIONe
STAIIBI:

- TOATOTOBUTENBHBIN (OMPENENEHUE LENEH, COCTABJICHUE MPOrPaMMEI, MNOATOTOBKA
METOANYECKOT0 00ecnedeHns, MoAroToBKa 000pyn0BaHN );

- OCHOBHOM (peam3anusa pOrpaMMbl, UCHOJIB30BAHUE MPUEMOB MMOUCKA HWH(POPMAIIH,
YCBOEHMsS, NepepadOTKH, NOPUMEHEHWUA, NOEpenadnl 3HAHWUM, (QUKCHUPOBAHUE PE3yILTATOB,
CaMOOPraHU3aIHs Ipo1ecca padoTEl);

- 3AKIIOYWTENBHBIN (OIIEHKA 3HAYMMOCTH W AHAIW3 PE3yIbTATOB, UX CHCTEMATH3AIIMA,
OLeHKA 2(P(PEKTUBHOCTH NPOrpaMMEBI U MPUEMOB PA0OTEI, BEIBOIEI O HAINPABJICHUIX ONTUMH3ALINN

Tpya).
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2.11e/ib | 321a4YH CAMOCTOATEILHOH padoThI

Benymas uens oprammsanmm u ocymecrBaeHus CPC coBmamaer ¢ uemso oOyueHus
CcTyaeHTa — ()OPMHUPOBAHUE YHUBEPCAIbHBIX KOMIETEHIIHM.

[Tpn opranmzammmn CPC BaxHBEIM U HEOOXOOUMBIM YCIOBHUEM CTAHOBATCA (DOPMUPOBAHUE
YMEHUS CAMOCTOATENRHOU padOTHI mIfd OPUOOPETEHMA 3HAHWM, HABBIKOB W BO3MOKHOCTHU
OpraHu3anuu y4eOHOM M HAYYHOM AeATenbHOCTH. llensro caMoCTosATEnsHOM padOTEI CTYIEHTOB
ABIIAETCS OBJIaAeHue (PYyHIAMEHTATLHBIMH 3HAHUAMH, HOPO(PECCHOHAIBHBIMM YMEHUAMH H
HABBIKAMHU NEATEIBHOCTH MO ONpPO(IiIr0, ONBITOM TBOPUYECKOW, UCCIEIOBATENLCKOU IEATEIEHOCTH.
CamocroarensHas  pabora  CTyOEHTOB  CHOCOOCTBYET — Pa3BUTHIO  CAMOCTOSTEIBHOCTH,
OTBETCTBEHHOCTH M OPraHU30BAHHOCTH, TBOPUECKOTO MOAXOAA K pemieHnio mpodiemM yueOHOTO u

npo()eCCHOHATBHOTO YPOBHA.
3amagamu CPC asagrorcs:

= CHCTCMATH3AIHA H 3dKPCINICHHUC IMOJYYCHHBIX TCOPCTHYCCKHX 3H AHUH H [MPAKTHUCCKHUX

YMEHUH CTYIEHTOB;

- yroyOneHwe U paclipeHne TEOPETHUECKUX 3HAHUH;

- (OopMHpOBAHME YMEHHM MCIIOIL30BAThH

AJOKYMCHTATIHIO H CIICHIHAJIBHYIO JIMTCPATY PV,

- pa3BUTHE MO3HABATEILHBIX CIOCOOHOCTEM W AKTHUBHOCTH CTYICHTOB: TBOPYECKOU

HOPMAaTHUBHYVIO,

HHHUIHATHUBEI, CAMOCTOATCIIEHOCTH, OTBCTCTBCHHOCTH 1 OPTAHU30BAHHOCTH,

- (opMHpOBAHME CAMOCTOATENBHOCTH MBILNUIEHUS, CIOOCOOHOCTEM K CAMOPA3BUTHIO,

CAMOCOBCPHICHCTBOBAHHIO H CAMOPCATH3AIIHH,

= PasBUTHC HUCCIICOOBATCIILCKHUX

-  HCHOJIL30BAHME MATEpPHana, COOPAHHOTO M IOJYYEHHOIO B XOJ€ CAMOCTOSTEIHHOM

paboTEI 1 TA0OPATOPHBIX 3AHATHIM.

3. TexHororH4Yeckasi KAPTA CAaMOCTOATEILHOH padOTHI CTYICHTA

YMEHWH;

[IPaBOBYIO,

CIIPABOYHY IO

BT I€STEBHOCTH O0OBeM gacoB, B TOM 4HCIIE
Komet CTYIEHTOB Cpencrsa u (actp.)
peaTM3yeMBIX KonraktHas
KOMITETECHIINH TEXHOIOTHH pabora ¢
OI[EHKH CPC Bcero
IpernoaaBar
eIeM
8 cemecTp
OIIK-5(M1]1- CaMOCTOATENLHOE Colecenosan
1.1J1-2.1]1-3), | N3yUeHHE JIUTePATyPEI ue
OIK-1.1 (Hﬂ- H HCTOUHHHKOB
27 3 30
1.U]1-2.1]1-3),
OIIK-1.2(H]1-
1.1UJ1-2.1]1-3)
OTTK-5(M]T- anckThboHDaTORRA IO k|  Ompoc 28.8 32 32
CPpHﬂﬁ Qr I/IE 9?4 JE E@Pgﬁﬁ%ﬁfﬁﬂﬂﬂﬁﬂﬂﬂﬂﬂdiﬁ
B Th kXoeg TatkAHa AnekcaHgpoBHa
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OIK-1.2(U]1-
| UJ1-2.1]1-3)

OIIK-5(M1]1- Hamucanue Jloxnan
1.U1-2.11-3), | pepepara/moknana
OIIK-1.1(M1]1-
1.UJ1-2.1]1-3),
OIIK-1.2(M]1-
1.UJ1-2.1]1-3)

Hroro 3a 8 cemecTp 64.8 7,2 72

4.Ilops10K BBINMOJTHEHHS CAMOCTOSATE/ILHOM pad0OThI CTY/IeHTOM

4.1. Memoouueckue pexomendayuu no pabome c y4eOHOU Tumepamypou

[Ipu pabore ¢ kHuroM HEOOXOAMMO MOAOOpPATE JAUTEPATYPY, HAYUUTHCSA HPABWILHO €€
UATaTh, BECTH 3amucu. g mombopa ymreparypsl B OMOMHOTEKE HMCHONB3YIOTCA AI(PABUTHBIN U
CUCTEMATHIECKUM KATaJIOTH.

BaKHO MOMHUTB, 4YTO PAlMOHAIBHBIE HABBIKM PAOOTHEI C KHUIOM - 3TO BCerga Ooibinas
3KOHOMUS BPEMEHHU U CHIL.

[TpaBumbHEIl  TOOOOp YUEOHMKOB  PEKOMEHAYETCA  MPEMOAABATENEM, UMTAONIMM
AEKIMOHHBEIN Kypc. HeoOxomumas nureparypa MOKeT OBITH TAKK€ YKa3aHa B METOAMYECKUX
pa3padoTKax mo JaHHOMY KypCy.

M3yuas marepuan no y4eOHMKY, CIE€AYET HNEPEXOIMTH K CIEAYIONIEMY BOIPOCY TOJIBKO
MOCJE MPABUJIBHOTO YACHEHWA MPEOBIAYIIETO, OMUCHIBAsA HA OyMare BCE BHIKJIAAKU M BEIYMCJICHUS
(B TOM uUHCI€ T€, KOTOPEIE B y4€OHUKE OMYMIEHBI WIM HA JEKIUU JAHBL I CAMOCTOATEIBEHOTO
BEIBOIA).

[Tpn m3yuennn moOO0M TUCHUMIIMHEL OONMBIIYI0O U BAKHYIO POJIb UTPAET CAMOCTOATEIbHAS
WHOVBHU Iy AJIbHASA padoTa.

Ocoboe BHUMAHUE CAEayeT OOpATUTE HA OMPEAEIEHUE OCHOBHEIX MOHATHH Kypca. CTyaeHT
TOIKEH OapOOHO pa3dupaTs MPUMEPEI, KOTOPBIE MOSCHAIOT TAKUE ONMPEIEIeHNA, 1 YMETh CTPOUTH
AHATIOTUYHBIE MPUMEPEI CAMOCTOATENEHO. HyKHO 10OMBATECA TOYHOr O NMPEACTABIECHHUSA O TOM, UTO
m3yqaems. [lonesno cocraBmaTe OMOpHBIE KOHCHEKTHI. Ilpn m3ydyenun marepuana mo ydeOHHKY
MOJIE3HO B TETPaau (HA CHEUUATBLHO OTBEOECHHBIX MOJIAX) MOMOJHATHE KOHCHEKT JIEKIMUA. lam ke
CJIEAYET OTMEYATE BOMPOCH], BELAEICHHBIE CTYAEHTOM /11 KOHCYIBTAIMU C IIPENOAABATEIEM.

BEIBOBEI, MOMYYEHHBIE B PE3YJIBTATE M3YUEHUs, PEKOMEHOYETCA B KOHCIIEKTE BBIIEIIATE,
gyT0OBI OHU MPU NMEPEUUTHIBAHUY 3AMUCEN TyUIe 3aMTOMHUHANCE.

OmeIT MOKa3eIBAET, YTO MHOTHM CTYJEHTAM HOMOTAET COCTABJIIEHWUE JHUCTA OIOPHBIX
CUTHAJIOB, COIEPKAMIETO BAKHEHUIINE M HAnOOIee 4acTo ynorpedimaeMmeie (POPMYINIEI U ITOHATHAL
Takon mact momoraer 3anmOMHUTE (POPMYIBI, OCHOBHBIE ITOJOKEHUS JIEKIUM, a4 TAKKE MOMKET
CJIYKUTh MOCTOAHHBIM CHPABOYHUKOM IS CTYIEHTA.

UreHnne HAydyHOTO TEKCTA SBJIAETCA YACTBIO MO3HABATENRHOM IEATENRHOCTH. Ee memp —
W3BJIEUEHHE W3 TEKCTa HeoOxomumonu nH(popmanmu. OT TOr0 Ha CKOJBKO OCO3HAHHA YUTAIOIIMM
COOCTBEHHAs BHYTPEHHASA YCTAHOBKA IPH OOpamieHWH K ME€YATHOMY CIOBY (HAWTU HYKHEIE
CBEIEHUsA, YCBOWUTH HWH()OPMAIIMIO MHOJHOCTBIO WM YACTUYHO, KPUTHUYECKH MPOAHATU3UPOBATH

MaTepua 1 HEY MEOTOMBaBUCUT Y(PPEKTUBHOCTE OCYIIECTBISIEMOT0 ACHCTBUA.
P anE%rKgoHHﬂu NOANCbIO b ym A
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yCBAMBAIOMIAA (yCHINA YUTATENA HAIIPABJICHEI HA TO, YTOOBI KAK MOHO ITOJTHEE OCO3HATE U
3AITOMHUTH KAK CAMH CBEIEHUS U3JIATA€MBIE€ aBTOPOM, TAK U BCIO JIOTUKY €r0 pacCyKICHUH )

AHATTUTUKO-KPUTUYECKAA (YATATENIb CTPEMUTCA KPUTHYECKHM OCMBICIWTE MATEPHAIL,
MPOAHAIM3UPOBAB €T0, ONMPENEINB CBOE OTHOIIEHHE K HEMY )

TBOpUYECKAA (CO3AET Yy UMTATENA TOTOBHOCTE B TOM WJIH MHOM BUE — KAK OTIIPABHOM ITyHKT
71 CBOMX PACCyKIEHMH, KaKk 00pa3 mid IEUCTBUA MO AHAIOTUM U T.I. — UCHOJIB30BATE CYKICHUA
aBTOpA, XOJ €ro MBICIEH, PE3ynbTaT HAOmMIoAeHuA, pa3padoTaHHYI0 METOOUKY, OOIMOIHHUTEL HX,
MOJBEPTHYTH HOBOU ITPOBEPKE).

OcHogHble 6UObl cucmemMamu3upO8aHHOU 3aNUCU NPOYUMAHHOZO.!

AHHOTHPOBAHME — IIPENEIBHO KpAaTKO€ CBA3HOE ONMCAHWE IMTPOCMOTPEHHOM WM
OPOYUTAHHOW KHUTH (CTATBH ), €€ COOEPKAHN, HICTOUHUKOB, XapPaKTepa U HA3HAYCHUS,

[InanupoBanme — KpaTkas JOTHYECKAsA OPraHU3alMa TEKCTA, PACKPEIBAIONIAA CONEPKAHNE U
CTPYKTYPY HU3y4aeMoro MaTepuana;

TesupoBanme — nakOHMYHOE BOCHPOM3BEIECHHUE OCHOBHBIX YTBEPKICHHM asropa 0Oe3
MPUBJICYEHN (PAKTUYIECKOT0 MATEPUAJIA;

[lutupoBanue — IOCIOBHOE BBEIMMCBIBAHUE W3 TEKCTA BBIACPKEK, M3BICUECHUM, HaunOomee
CYILIECTBEHHO OTPAKAIONINX TY UM UHYIO MEICIH aBTOPA;

KoHcnektupoBanme — Kparkoe ¢ IOCIENOBATENBHOE  W3JI0KEHUE  CONEPKAHUA
MPOYUTAHHOTO.

KOHCIEKT — CJIOKHBIN CITOCO0 H3JIOKEHUA CONEPKAHWA KHUTH WM CTAThU B JIOTMUECKOU
MOCIEOOBATENBHOCTH. KOHCOEKT akKyMyMpyeT B C€0€ NMPEABAyNIMe BUABI 3AMMMCH, ITO3BOJIAET
BCECTOPOHHE OXBATUTH COJNEPKAHME KHWUTH, CTAaTBH. [l03TOMY ymMeHHMe COCTaBIATH IUIaH, TE3UCHI,
NEIaTh BRITUCKA U IPYTHE 3aITUCH ONPEIEIAET U TEXHOJIOTHIO COCTABIEHUA KOHCITEKTA.

Memooduueckue pexomeHoayuu no coOCMagieHuro KOHCNEeKMa:

|. BHuMmarensHO MPOYMTAUTE TEKCT. Y TOUHWUTE B CIPABOYHOU JIMTEPATYPE HEIIOHATHBIE
cioBa. [Ipu 3amucu ne 3a0yapTe BEIHECTH COPABOUHBIE JAHHEIE HA MO KOHCIIEKTA.

2. Brerimemure rmaBHOE, COCTABBTE TUIAH.

3. Kpatko copmMympyHTe€ OCHOBHBIE IIOJIOKEHUA TEKCTA, OTMETHTE apPryMEHTAIIUI0
aBTOpA.

4. 3aKOHCIIEKTUPYUTE MATEpHAN, YETKO Clenys IMyHKTam IuiaHa. [Ipu koHCnekTtupoBaHuu
CTAPAUTECH BRIPA3UTH MBICIE CBOMMH CIOBAMU. 3AIMMCH CIEAYET BECTH YETKO, ACHO.

5. I'pamoTHO 3amuceiBadTe tyrarel. LluTupys, yduTeIBaMTE TAKOHWYHOCTH, 3HAYUMOCTH
MBICJIH.

B TekCTe KOHCIEKTa KEIATEIbHO IIPUBOJWATL HE TOJBKO TE3WCHBIE ITOJIOKEHWSA, HO U HX
nokaszarensCTBa. llpu odopmneHnn koHCHEKTa HEOOXOOUMO CTPEMHUTHCA K E€MKOCTH KaKI0ro
npemioxkeHua. Meicmi aBTopa KHWUTH CHEAVET W314arare Kparko, 3a00TACE O CTUIE U
BBIPA3UTENBEHOCTH HAMMCAHHOTO. UNUCIO0 TOMOIHUTENBHBIX SJIEMEHTOB KOHCIIEKTA TOJKHO OBITh
JOTMYECKH  O0OOCHOBAHHBIM,  3aIMCH  JOJKHBI  PACHPENEIATHECA B ONPENCIECHHON
MOCIENOBATEIBHOCTH, OTBEYAIONIEH JIOTUYECKOW CTPYKType NnpousBencHusa. i1 yTouHEHHA WU
DOMOJIHEHNA HEOOXOAMMO OCTABJIATE ITOJA.

OBnaneHne HABBIKAMM KOHCIIEKTHPOBAHMUA TPEOyeT OT CTYAEHTA LEIEyCTPEMIEHHOCTH,
MOBCETHEBHOM CAMOCTOATENBHON PabOTHL.

4.2. Memoouueckue pexomenoayuu N0 NOO20OMOBKE K NPAKMUYECKUM 3AHAMUAM

Jlng TOro 9T00BI MPAKTHUUECKHUE 3aHATHUSA NPUHOCHIM MAKCHUMAIBHYIO IMONB3Y, HEOOXO0IMMO
MOMHUThL, 4YTO YIOPAKHEHUE W PENICHHUE 3aJad IMPOBOIATCA MO BEIUMTAHHOMY HA JIEKIMAX
MaTEpUaIy U CBA3aHBI, KAK MPABWIO, C JETATBHBIM pa300pOM OTIAEIBHBEIX BOMPOCOB JEKIMOHHOTO

Kypca. CJIE;%ET HU,ILLIEBEZ Th, YTO TOJBKO IIOCIE€ YCBOEHUA JIEKIIHMOHHOTO Marepuaia cC
KYMEHT MOINVCA “ o
OIIpeIEIICHHAEKTPOHED] E%ﬂiﬂﬂﬂ]{(ﬂ MMEHHO C TOM, C KOTOPOW OH W3JAraercs Ha JIEKUUAX) OH Oyner

CepyaRpPEEATHES 118 FHOO PR FOPAEIN BHiI#MAX Kak B pe3yabTare 00CYKIEHNUA M aHAJM3a JEKIIMOHHOTO

Bnaneney: llleGayxoea TaTeAHa AriekcaHgpoBHa
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TAKIKE ITOJIYUAT JOHOJHUTEILHBIM CTUMYN (M 3TO OYE€Hb BAKHO) I AKTUBHOM HOPOPabOTKH
TEKIINAH.

[Ipu camocrosTENPHOM pEmIEHHMH 3a0a4 HYKHO OOOCHOBBIBATH KAMKOBIM STAINl PELIEHUS,
HUCXOIS U3 TEOPETUIECKUX MOJOKEHUM Kypca. Ecimm CTymeHT BUOUT HECKOIBKO IMYTEW PENIEHUS
npoOneMBl (3a0adu), TO HYKHO CPABHUTH WX M BBIOpATh CaMbIM paruoHanbHEIM. [lonezno mo
HAUaaa BBIYUCIECHWM COCTABUTH KPATKUM IUIAH pemeHus npodnemsl (3amadm). Pemenwue
MPOOJIEMHBIX 3a7au WM MPUMEPOB CHEMyeT M3Iararb MOAPOOHO, BEIYHUCICHUSA pACMOJAraTh B
CTPOTOM TIOPANKE, OTHAENAA BCIIOMOTATENIBHBIE BBIYMCIEHHS OT OCHOBHBIX. PemeHus mnpu
HEOOXOOUMOCTH HYKHO COIPOBOKIATE KOMMEHTAPUAMH, CXEMAMH, YEPTEKAMH U PUCYHKAMH.

Cienyer IOMHWTB, 49TO PEMIEHUE KaKIOW y4eOHOHM 3aJa4d OOJDKHO IOOBOOUTHCA 10O
OKOHYATENBEHOTO JIOTUIECKOr0 OTBETA, KOTOPOTO TPeOyEeT yCIOBHE, M MO BO3MOKHOCTH C BEIBOJIOM.
[TorygeHHEIN OTBET CIEAYET MPOBEPUTE CIIOCOOAMI, BRITEKAIONIMMH M3 CYMIECTBA JAHHOW 3a1a9H.
[Tome3no Ttakxke (eci BO3MOIKHO) PEMIATE HECKOJBKMUMHM CHOCO0AMHM M CPABHUTH IMOJTYUYEHHBIE
pe3yybTaTel. PemeHne 3amad JaHHOTO THIA HYKHO MIPOJOKAThE 10 MPUOOPETEHUA TBEPIBIX
HABBIKOB B UX PELIEHUH.

4.3. Memoouueckue pexomeHoayuu no CAMONPOBEPKE 3HAHUU

[Tocne u3yueHus ompeneneHHOM TEMEBI IO 3amUCAM B KOHCIEKTE M yueOHUKY, a Takke
pEMIEHUST TOCTATOYHOTO KOIMYECTBA COOTBETCTBYIOMIMX 34744 HA HPAKTUUECKUX 3QHATHAX WU
CAMOCTOATEIEHO CTYAEHTY PEKOMEHAYETCA MPOBECTH CAMONPOBEPKY YCBOEHHBIX 3HAHWN, OTBETHUB
HA KOHTPOJIBHBIE BOIIPOCHI ITO U3YYEHHOM TEME.

B cnyuae HeoOX0OMMOCTH HYKHO €II€ pa3 BHUMATEIBEHO Pa3o0paTeca B MaTepuaie.

Muorna HEOOCTATOYHOCTE YCBOEHMA TOTO WJIM HWHOTO BONPOCA BBIACHACTCSA TOJIBKO NPH
W3Y4YEHUN NANBHEHIIEr0 Marepuaia. B 3ToM ciydae HAI0 BEPHYTHCA HA3ad U MOBTOPHUTE ILIOXO
YCBOEHHBIM Marepuai. BaHeill KpUTepuil yCBOECHUS TEOPETUUECKOTO MAaTepuala — yMEHUE
OTBEYATh HA BOMPOCHI /I COOECETOBAHMA.

Bonpocsl 1191 cobecenoBanus
ba3oBblii YPOBEHB

1. Ilonsarune «3ammra nHpopmarmm». PaCkpeiTie CyIHOCTH 3anATE HH(OPMALIH ITO
()YHKIIMOHAIEHON U CONEPKATENBHOM HAIPABIECHHOCTH.

[lenn, 3agaun 1 OCHOBHBIE OOBEKTHI 3AMIUTEI MH() OPMATINH.

OCHOBHBIE HANPABIEHU ODecrmeueHns 0e30mMacHOCTH UH(POPMAIIMOHHEIX PECYPCOB.
CoBpeMEHHEBIE YCIOBUSA, ONPEICIAIONINE 3HAUEHUE 3ANTUTH HH(O PMATIHH.

OCHOBHBIE MOIOKEHUA TEOPHUH 3AIIUTEI HH(POpMAIINK, CBA3b C IMpodnemMamu
nH(popMaTH3auum 00mEeCcTBa, OXpPaHsl HH(POPMAIMOHHBIX PECYPCOB.

3anura npaB COOCTBEHHUKA HA BJIAJECHHUE U PACTIOPKEHNE CBOMMU WH(POPMAITMOHHBEIMHU
pecypcam.

7. llonsTue u HaA3HAYEHWE CUCTEMBI 3aNTUTHI HH(OpMaIu. OCHOBHEBIE XaPAKTEPHUCTUKH
CUCTEMBI 3aIUTHI HUH(OPpMAIUH.

8. ODIEMEHTHI CUCTEMBI 3AIIUTHI: MPABOBOM, OPraHU3allMOHHBIN, HHKEHEPHO-TEXHUIECKUH,
OPOTrPAMMHO-ANMNAPATHEIN, KpunTorpaguaeckuii. B3aumMocBsA3s U COOEPKAHUE OCHOBHBIX
3JIEMEHTOB CUCTEMEI 3alIUTHI.

9. PexuM 3a0IUTEL, COEPKAHUE U MOPATOK OEHCTBUN, HATTPABIECHHBIX HA 3AIIAT
WH nﬁaﬁﬂéﬁw%%g%ﬂum 1%} TEK}EIHEECI{}?E ME:pDHI;HHT}EL o

Cepudbnip(), TERFTOHOTHUECCIIRE APOHEHNP YaeTa 1 KOHTPOJIA, TPEOOBAHNN 3aNIUTE OPraHHU3aIUH

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
KOH (I)I/I,I[ CHIIHAJIEHOT O J0 I{}’ME‘HTD DGDPDTH.

N

o)
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Erunu

[ 1. PermamenTanus CreruaJu3uPOBAHHBEIX TEXHOIOTUYECKUX MPOLENYDP YUETA U KOHTPOJILA,
TpeOOBAHMI 3ANIUTEI OPra’Hm3ani KOHPUIEHIUMATEHOT0 TOKYMEHTO000POTA.

IoBbIlIeHHBIH YPOBEHB

1. Bunsel mapasuTHEIX CBA3E€H M HABOIOK, XaAPAKTEPHBIE IS TIOOBIX Paano3JIEKTPOHHBIX
CPEICTB U MPOBOJIOB, COEANHIIONINX UX KaOenen.

2. Bwugsr yrpo3 0e3omacHocTy uH(pOpMAIHH.

3. OCHOBHBIE IPUHIMITEL JOOBIBAHUA WH(OPMATIHAH.

4. llpouenypa maeHTu(puKanii, Kak 0CHOBA Mpoiecca 0OHapyKeHua 00BEKTA.
5. Meronaer cunTesa nH(pOpMAaIIH.

6. Merone HECAHKIIMOHUPOBAHHOTO AOCTYIA K MH(OPMATINH.

7. OCHOBHBIMH CIOCOOAMU MPUBIEYEHHUA COTPYTHUKOB TOCYJAPCTBEHHBIX U KOMMEPYECKUX
CTPYKTYP, UMEIOIINX JOCTYI K MHTEPECYIOMIEN UH(OPMALIHH.

8. CnoocoOrr HHI}IHD,I[E‘HT{H C UCITOJIB30BAHHEM TCXHHYCCKHX CPCICTB.

4.4. Memooduueckue pekomeHoayuu no HanUCAHUO HAYYHbIX MEKCMoEg (0oK1aoo0s, peghepamos,
acce, Hay4YHbIX cmamet 1 m.o.)

[lepen Tem, kak MPUCTYIUTE K HAMMMCAHWIO HAYYHOT'O TEKCTA, BAXKHO pa3zodpaTeCsA, KakoBa
MCTUHHAA 1I€JIb BAIEr0 HAYYHOTO TEKCTA - 3TO ITOMOKET BAM Pa3yMHO PACIIPENEINTE CBOU CHIIBL U
BpEMH.

Bo-mepBeIX, CHa4ana HYXKHO OIPEOEIUTHCA ¢ HIEEH HAYYHOTO TEKCTd, a4 I 3TOTO
HEOOXOOUMO HAYUYUTHECA JTMOO OTHOCHUTHCA K PA3HBIM ABIECHUAM U (DAKTAM HECKOIBKO KPUTHUYECKH
(CBOS umes — Kak WHAsA TOYKA 3PEHMA), MO0 HAYUUTHCA YBJIEKATHCA KAKUMH-TO W3BECTHBIMHU
UIOEAIMH, KOTOpPBIE HYXKIAIOTCA B A0padoTKe (MOes — KAk ONTUMHCTHYECKAA ITO3ULIUA U
HAITPABJIEHHOCTh HA JATBHEHNIEE COBEPHICHCTBOBAHME YK€ M3BECTHOTO0). BO-BTOPBEIX, HAYUUTHCH
OpPraHU30BEIBATE CBOE BPEMH.

[Tucars cnenyer ACHO U MOHATHO, CTAPAACE OCHOBHEIE MOJIOKEHHA (DOPMYJIUPOBATE YETKO U
HEIBYCMBICIEHHO (4TOOBI M CaMOMy IMOHATHO OBLIO), & TAKKE CTPEMACH CTPYKTYPHUPOBATH CBOU
TEKCT.

Cucremarusanmsa W aHAJIW3 W3YUYEHHOM JWTEPATYPEI OO OpoOIemMe UCCIeI0BaHUA
MO3BOJIAIOT CTYAEHTY HAITUCATh padoTy.

Pabouuii BapuaHT TEKCTa OOKIAAa MPENOCTABILIETCS PYKOBOOUTEMO HA IpoBepky. Ha
OCHOBE padOYero BapuaHTa TEKCTAa PYKOBOOWUTEIL BMECTE CO CTYAEHTOM 00OCYX)IAET BO3MOKHOCTH
nopabOTKH TEKCTA, €r0 0(pOpPMICHHE.

Cmpykmypa dokaaoa:
- BBE%S%J%ME& 3-4 crpanun). Bo BBeaennn HeoOxoquMo 000CHOBATH BBIOOP TEMHEI,
ee HKTyﬂI@ﬁ@WHWW@EWfﬁHHCTB HCCIIEnOBAHNA, O0OBEKT HMCCIEeIOBAHWUA, OCHOBHEIE IIETH W
iaﬂaqia ﬁééﬁéﬂfffﬁ&fﬁd : EH JEA . JoURRRbE
- OcHOBHAs 49acThb COCTOMT W3 2-3 paszmenoB. B HUX pPacKpeIBACTCA CYTh HMCCICAYEMOW

Reiic Pqﬁﬂw“. MTPOBOAMTCA 0030p MHUPOBOH JUTEPATYPHI U MCTOUHUKOB HuTepHer mo mpemmery
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HCCIENOBAHMA, B KOTOPOM JAETCS XAapaKTEPUCTHUKA CTEHNEHH pa3padOTaHHOCTH NpPOOJIEMEI H
ABTOPCKAsA AHAJIUTUYECKAs OIEHKA OCHOBHBIX TEOPETHUECKHX MOAXOOOB K €€ PEmIEHUIO.
MU3noxkenne wmarepuasia HE OOMKHO OrFPAHMYMBATHCA JMIIb OIMMCATENBHBIM IMOAXOJOM K
PaCKpBITHIO BBIOpaHHON TeMmbl. (OHO TakkKe [OOKHO CONEPKaTh COOCTBEHHOE BUIECHUE
paccMarpuBaeMOH MPOOIEMBI M U3JI0KEHNE COOCTBEHHOM TOUKH 3PEHUS HA BO3MOKHBIE ITYTH €€
pEIeHUs.

- 3Baxmouenue (1-2 crpanuner). B 3akmodueHMM KpaTkO M3IATAIOTCSA JOCTUTHYTHIE MTPH
W3YUEHUH ITPOOIEMEI LIETH, TEPCHEKTUBEL PA3BUTHS UCCIEAYEMOTO BOIIpOCa

- Concok uCmonmp30BaHHOW uTeparypel (He Menbme 10 uCTOUHMKOB), B am(paBUTHOM
nopAnKe, O(POPMIECHHEIM B COOTBETCTBUU C MPUHATHEIMU IIPABWJIAMU. B CIIMCOK MCMOIB30BAHHON
IUTEPATYPEl PEKOMEHAYETCA BKIIOUYATh PadOTEI OTEUECTBEHHBIX U 3apyOEKHBIX aBTOPOB, B TOM
YHCIE CTATHHU, OMyOIMKOBAHHEIE B HAYUHBIX KyPHAIAX B TEUEHHE MOCIEAHUX 3-X JIET M CCBUIKH
Ha pecypcsl cetn UaTepner.

- Ilpunoxenune (mpu HEOOXOAMMOCTH).

ITpebosanusa k oghopmenuro:

- TEKCT C OOHOM CTOPOHEI IUCTA;

- mpudt Times New Roman;

- kerus wpudra 14;

- MEKCTPOUHOE paccrosHue 1,5;

- TOJIA: CBEpPXY 2,5 CM, CHM3Y — 2.5 CMm, cieBa - 3 cMm, crpasa 1,5 om;
- pedepar qomxeH OBITh MPEACTABIEH B COPOIIIOPOBAHHOM BUJIE.

[lopadok 3awumel doknaoa:

Ha 3zamury mokmama oTBOAWTCS 5-7 MUHYT BPEMEHH, B XOJ€ KOTOPOTO CTYAEHT OTKEH
MmoKa3ars CBOOOTHOE BIAAEHME MATEpUATOM MO 3asfBiAeHHON Teme. llpu 3ammre nmoxiIama
MPUBETCTBYETCA UCMOIB30BAHNE MYJIbTUMEINA-TIPE3CHTAIUH.

Jloknan oOnEHUBAETCA MO CIEOYIOIIMM KpUTEpUsAM: coOmromeHne TpedOBaHUHU K €r0
o(popmireHnI0; HEOOXOOUMOCTE U OOCTATOUYHOCTE IS PACKPEITHA TEMBEI IMPUBEICHHOU B TEKCTE
ooKIana wH(pOpMaIMK; YMEHHE CTYIEHTAa CBOOOJHO W3/1araTb OCHOBHEIE HJIE€U, OTPAKECHHBIE B
TOKIANe; CIMOCOOHOCTHh CTYIEHTA TMOHATH CYTh 3aJABAEMBIX TMPEMOJABATEIEM W COKYPCHHUKAMMU
BOIIPOCOB U C(POPMYIUPOBATE TOUHBIE OTBETHI HA HUX.

Kpumepuu oyenku:

Oyenka «omiuyHo» BBICTABIIACTCS CTYAEHTY, €CJIM B AOKIANE CTYACHT HCYEPIIBIBAIONIE,
MOCIEN0BATENLHO, YETKO M JIOTHUECKH CTPOMHO W3JIATA€T MATEPUAT; CBOOOTHO CHPABIAETCS C
3a7agyaMu, BOOPOCAMM W APYTMMHM BHUJAMU MPUMEHEHMSA 3HAHWUM, HUCHOJB3YET AJS HANUCAHUS
DOKJIa1a COBPEMEHHBIEC HAYUHBIE MATEPUAIIBI;, AHATU3UPYET MOTYIEHHYI0 HH(POpMALNIO; MPOABIACT
CaMOCTOSATENBHOCTE MPU HAMMCAHUH JOKJIAA.

Oyenka «xopowio» BBEICTABIAETCA CTYAEHTY, €CIM KA4eCTBO BBIMTOJTHEHUS OKJIAIA
DOCTATOUHO BEICOKOE. CTYAEHT TBEPOO 3HAET MATEPHUAT, TPAMOTHO U MO CYHIECTBY M3IAraeT €r0, He
DOMYyCKAas CYMIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOMIPOCHI ITO TEME TOKIAAA.

Oyenka «yo0o81emeopumelbHo» BBICTABIAETCS CTYOEHTY, €CIM MaTepual OO0KJIana
W3JIaraeTcs 4aCTUYHO, HO MPOOEIEl HE HOCAT CYMIECTBEHHOTO XapakTepa, CTYIEHT OOIMMYCKAeT
HETOUHOCTH M OMMOKHM MPH 3anuTe IO0KIAaa, AAeT HEZOCTATOUHO MHPAaBWILHEIE (DOPMYIMPOBKH,
HAOII0 JATOTC ST HAPYIIEHU A JIOTHYECKOM MOCIEN0BATENRHOCTH B M3I0KEHUHN MaTEpHAma.

Oyenka «Heyooe1emeopumeibHo» BEICTABISETCA CTYAEHTY, €CIN OH HE NOATOTOBWI JOKIA
WA OOMYCTWUI CYHIECTBEHHBIE OMMOKU. CTyIEHT HEYBEPEHHO M3IATAE€T MaTE€pHal AOKIana, HE
OTBEYAET HA BONPOCHI IIPEIOAABATEI.

On z@@%ﬁgmﬁfﬁﬁ”‘: BaHUA

Cepruchukar:  NARCUMASHSHO2BOS MO RUBIDOMLT 3a BECh TEKYIINI KOHTPOJb YCTAHABIMBAETCS PABHBEIM 55.
Ry e ROFT pOREHOE MEPSRpuaTe cunraerca COAHHBIM, €CIM CTYAEHT MOJYdMJI 3a HEr0 He

menee 60% OT yCTAaHOBJIEHHOTO IJIS 3TOT0 KOHTPOIA MAKCUMAanbHOTO Oanna. PeduruHroBein Oan,
Nencteutened: ¢ 19.08.2022 no 19.08.2023
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BBEICTABIIIEMEIM CTYAEHTY 34 TEKyNIE€ KOHTPOJILHOE MEPOIPHATHE, CIAHHOE CTYOCHTOM B
YCTAHOBJIEHHBIE TPAPUKOM KOHTPOJBHBIX MEPONPUATHH CpPOKH, OMPEREIAECTCA CIEAYIONIUM
oOpazom:

VPpOBeHE BHIMOIIHEHUS KOHTPOJILHOTO 3a7laHus | PellTHHTOBBIH Oami (B % or MakcuMallbHOr 0 0aJuia
33 KOHTPOJILHOE 3a/IaHHe)
OTnHYHBIH 100
Xoponmii 80
VY I0BIIETBOPHUTEJILHBI I 60
HeynoBieTBOpUTEIBEHEIH 0

Temnl 3cce (pedpepaToB, H0KIAT0B, COODIICHIH)

1. CucTtembl ynpaBneHnsa dunsnyeckmumM goctyrnomMm. CneunmanbHble peXXnMsbl

paboThbl

2. CYo/.

3. OcobeHHOCTN CUCTEM yrnpaB/eHNda JIOrMYeCcKMM AoCTyrnoM. Buasbl
yAaJIEHHOro

4. pocTyna.

5. 3awnTa obbekToB MHDOPMATUN3aALMKN, TEXHNYECKNX cpencTB 0bpaboTku

6. MHpopMaLMN N MaLLMHHbIX HOCUTENnen oT gectabnnnsmpyr wmnx akTopos

7. okKpyXatwLwen cpenbl. Knaccndpmkayna gectabnnmsnpyrowmnx sosgencTenm
7

8. cnocoboB 3alNTbl OT HUX.

9. MNoHATMA 006 NHPOPMALMOHHBLIX N KOMMbLIOTEPHLIX MPecTynaeHnaX.

10. OcHoOBHbIE NPUYNHBLI N OCOBEHHOCTN KOMMbIOTEPHbLIX NPEeCcCTYNIEHUN.

11 YronoBHo HakKa3syeMble POPMbI PACNPOCTPaHEHNA U pa3rflalleHns
NHpopMaLnn

12. YronoBHoO HakKa3syeMsble popMbl danbcndpunkaumm nHpopmalmm

13. PopMbl 3aKOHHOI0 N HE3aKOHHOIro cobmpaHmnsa nHgopmaumnn.

14. He3akoHHOe XpaHeHWne, Nnepepada, npenocTassieHNe U
NCMNoJib30BaHne

15. NnHpopMaLnn.

10. KoMnblOTepHaa cucTteMa Kak opyane npecTynjaeHuns.

17. KoMNbOTEPHaa cCMCTEeMa KaK CpefCcTBO COBEPLUEeHNA NpecTynJIieHNa K
XpaHumuie

18. NHdoOpMaLUMKN O NPEeCcTYNHOWN AeATeNbHOCTN.

4.5. Memoouueckue pexomeHoayuu no NOO20MOBKe K 3a4emam

[Tponienypa 3auera kak OTAEILHOE KOHTPOJILHOE MEPONIPUATHE HE MPOBOAUTCSA, OLCHUBAHUE
3HAHUN 00YyJArOMIErocs MPOUCXOIUT IO Pe3yALTATAM TEKYIIEr0 KOHTPOJIS.
3ader BRICTABIIACTCS MO pe3yabTaraM padOTHEI B CEMECTPE, MPH CAAYE BCEX KOHTPOIBHBIX TOUEK,
Ipeay CMOTPEHHEIX TEKYILIUM KOHTpOJIEM ycneBaeMocTu. Ecimm mo uroram cemectpa 00ydaroniancs
umeer oT 33 mo 60 OamioB, eMy CTAaBUTCA OTMETKA «3adreHo». OOydammeMycsa, UMEIIIEMY MO
UTOraM CEMECTpa MeHee 33 0aIoB, CTABUTCS OTMETKA «HE 3aUTEHOY.

AOKYMEHT MNOANMCAH

RS PBbd6 30 3auem (Szavw) npu paziuunblx pelimunzosbix 6aLIax
Ceptvpmkatr: 2C0000043ESABBBO52205E [BAS00060000043E

Bﬂa,ﬂ,E‘ﬂElJ,: L”Eﬁayxuga TatesHa AJ‘EEE QJA"{H}'LTEJHE ”G pEﬂ'_}/ﬂbmaman pﬂﬁﬂmbf E CﬂHECmpE

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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PeliTHHI OBbIN 0211 IO JHCIHHILIHHE Ko/inyecTBO 0aJJ10B 32 3a4eT (S3a4)
110 pe3yJIbTATAM padoThl B ceMecTpe (Rcem)

50< Rcem <60 40
39 < Rcem< 50 35
33 < Rcem <39 27

Rcem< 33 0

KoHTpo/Ib caMoCTOATE/ILHOM padoThI CTYACHTOB

KOHTpOIIE CAMOCTOATENEHON PA0OTEI MPOBOAUTCS MPENOIABATENEM B AYIUTOPHMU.

[IpemycmoTpensr crnenyroonme BHUABI KOHTPOJIA: cOOecemoBaHME, OIEHKA BBIMOJHEHH
DOKJIANA U €r0 IPE3EHTALNH.

[TogpoOHBIE KpUTEpUH OLEHUBAHWUA KOMHOETEHUMN MNOpUBENEHEI B DOHOE OIEHOYHBIX
CPEICTB IJIA IIPOBEICHUA TEKYIIEH U IPOMEKYTOIHOM ATTECTALINH.

Cnucoxk taTeparypsl 414 BoinoJiHenus CPC

IlepeyeHs OCHOBHOM JTHTEPATYPbI
1. . Hudgopmanmonnas Oe3zomacHocTh: yuebOHuk 1 By3o/ B.M. Spoukmn - M.:
Axanemuueckui nmpoexrt, 2012.
2. Cemenenko B.A. Undopmanmonnas 0e3onacHocts: yued.mocodue/ B.A. Cemenenko — M.:

MI'MY, 2013.
IlepeyeHn 1OMOJTHUTE/ILHOI THTEPATYPHI

1. HWnagopmammonnas Oe3onmacHocTh: yueOHuUK mia By30B/ B.H. fpouxkmn — M.:
Axanemmueckuil mpoekrt, 2012.

2. Cemenenko B.A. Undopmanmonnas OezonmacHocTs: yued.mocodue/ B.A. CemeHeHKO —
M.: MT1Y, 2013.
IlepeyeHb YUEOHO-MeTOIHYECKOT0 ODecIeYeHHsI CAMOCTOATE/ILHOM padoThl 00yyalonuXces 1o
THCIHHILINHE

1. Meroandyeckne peKOMEHOAIMN MO BEIMOIHEHWUIO JTA0OPATOPHBEIX PadOT MO AUCHUIIIMHE
«OcHOBEI ynpaBiaeHusa WH(OPMALMOHHON 0€30MaCHOCTH Y.

2. Metoguueckue peKOMEHIAIMH M0 OPraHu3aiiui CaMOCTOATEIEHON Pa00TEl CTYJEHTOB I10
nuctummHe « OCHOBHI yIpaBiaeHUS WH(POPMAIIMOHHON 0€30macHO CTH»
Ilepeyenrs pecypcoB  HHPOPMANHOHHO-TEJIeKOMMYHHKANMOHHOH cetn  «VHTepHeT»,
He0OXO0TUMBIX /LIS 0CBOeHHS JTHCIIHILINHbI
http://biblioclub.ru/ — YauBepcurerckas dubmoreka online "bubmoxmy 6"
https://4brain.rw/liderstvo/ — JlmugepctBo: ypoku 3Q(HEeKTUBHOTO PYKOBOIUTEIISA
https://spravochnick.ru/psihologiya/ — CripaBouHHK MO ICHXO0TOTHI
https://ur-l.rw/LLEbZ, — TumOunnuar u s3¢gdexruBrOE KOManmooOpazoBanue
https://urait.ru/bcode/449575 — 3enkuna, C.B. CereBas mPOEKTHO-UCCIETOBATETLCKASL
OEATEILHOCTE  OOywarommxcs : yueOnoe mocodbwme gna  By3oB/ (. B. 3enkuna,
E. K. I'epacumosa, O. II. [TankparoBa. — Mocksa: W3garemsctBo HOpair, 2020. —
152 ¢. — (Bricmee oOpaszosanne). — ISBN 978-5-534-13229-8. — Tekcr : 3neKTpOHHBIN //
9bC HOpaitr [caur].

N o o —

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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MUHHUCTEPCTBO HAVYKH U BBICHIEI'O OBPA3OBAHUA PO
GOEJIEPAJIBHOE TOCYJJAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIBHOE
YUPEXJIEHWE BBICIHET'O OBPA30BAHUMA
«CEBEPO-KABKA3CKWN ®E/IEPAJIbHBIN YHUBEPCUTET»
[Taruropckuit uncTuTyT ((prnman) CKOY

METOJUYECKHE YKA3ZAHUSA

MO BBEIMOJHEHUIO ITPAKTHYECKUX padoT
0 JUCLIUILINHE

«OCHOBBI YIIPABJIEHUSI UHOOPMAIIMOHHON BE3OITACHOCTBIO n1a
nanpasienus nogroropku 10.03.01 Mupopmammonnas 6e30macHOCTE
HANpPaBIEHHOCTE (Ipo(uis) be30nacHOCTh KOMIIBIOTEPHBIX CHCTEM

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E HHTI«TFDPCI{
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa 20 2 3
T.
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Conep:xanue

Beenenue
1. Llens u 3amaun 3ydeHUA AU CLMILIMHEL

2._ HanmeHnoBaHne npakTUIECKUX 3aHATHU
CTPYKTYPA U COJIEP’)KAHUE MPAKTUYECKHUX 3AHATUM

[Tpaktnueckoe 3anarue 1.
[Tpakmnueckoe 3anarue 2.
[TpakTnueckoe 3anarue 3.
[Tpakmnueckoe 3anarue 4.
[Tpakmnueckoe 3anarue 5.
[TpakTnueckoe 3anarue 6.
[Tpakmnueckoe 3anarue 7.
[TpakTnueckoe 3anarue 8.
[TpakTueckoe 3angarue 9.

AOKYMEHT MNOANMCAH
HEKTRPORHOW NOONHMCBIO
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BBEAEHHUE

1. Henn | 3ana4i M3y4YeHNS THCIUATILTIHHDLI

[lemsro ocBoeHMA nuCHUILIMHEL «OCHOBEI yOpaBiaeHUA UH()OPMAIMOHHON 0€30MaCHOCTHION
apagercs (popmupoBaHue Habopa mpo(eCCHOHANBHBIX KOMIIETEHIIMA Oyayniero OakamaBpa mo
HanpasiacHuto moarotoBku 10.03.01 «Mudopmannonnas 0€30macHOCTEY.

B cooTBeTCTBMM C YKa3aHHOM LIENBK MNP M3YUEHUM JAaHHOM JUCHUIUIMHEL CTAaBATCSH
CJIEAYIONINE 3aT1aUu:

* a"ann3 UHQPOPMAIMOHHOM O€30MacHOCTH OOBEKTOB M CHCTEM C HCIIOJIB30BAHUEM
OTEUECTBEHHBIX U 3apyO€KHBIX CTAHAAPTOB;

" pazpaboTka NOPENJIOKEHUI N[O  COBEPUICHCTBOBAHWIO  CHCTEMBI  YIIPABICHUA
MH(pOpMAIMOHHOM 0€30MACHOCTHIO;

" (popmupoBanmne KOMIIIEKCA MEP (IMpaBUIA, MPOLUEAYPHI, MPAKTUIECKUE MMPUEMBI U TIP.)
IJIA YIIpaBAaeHUA HH(OPMAIMOHHON 0€30MaCHOCTBIO.

2. HauMeHOBaHMe NIPAKTHYECKHX 3aHATHI

No

TeMEl HanMeHOBaHHE TeM JUCIIUIUTHHEL, HX KpaTkoe } M3 HUX npakTHYecKas
JTHCIATT CONEPKAHHE O0neM JacoB O/ITOTOBKA, YACOB
JTHHBL
8 ceMecTp
] IIpakTHYeckas pabora Nel 1,5 1,5
«OcHoBOmoOJIAraKOIHE HOKYMEHTbI B

o0/ 1acTH HHPOpMAIHOHHO 0e301aCHOCTID)
U3yuUmMb OCHOBONONAzaoujue JOKYMEHMbl 6
obrnacmu uHpopmayuoHHou bHezonacHocmu u
POCCUUCKUE U MEHCOVHAPOOHblEe, KOMOpble
ucnonwv3yromes ¢ Poccuu

2 [Tpaktnueckas padora No2 QOOecneuenue 1.5 1.5
HH(popMALHOHHOH 0e30MACHOCTH B BeIYILHX
3apy0ekHbIX CTpaHAX

O3HAKOMJIEHUE C OCHOBHbIMU NPUHYUNAMU
obecneuerus uHpopmayuoHHou bezonacHocmu
8 BeOVWUX 3aPYVDEHCHBIX CMPAHAX

3 [Tpaktnueckas pabora Ne 3 «TpedoBanus u 3 3
MOKA3aTe/ TN 3AIHIEeHHOCTH
ABTOMATH3HPOBAHHBLIX Cpe/JcTB 00padoTkH
HH(popMa I
O3HAKOMUMbCA c mpebosaHUuAMU U
noxkazamensimu 3auuIy eHHOCIMuU
aBMoOMamu3UpPoOBAHHbIX Ccpeocms 00pabomKu
unchanuaniu
1 [Tpaktnueckas pabora Ne 4 «AIropHTMBI 1,5 1,5
[oBe{eHI S BHPYCHBIX 7] APYIux

BpeOHOCHBIX NPOrpaMM»
3HAKOMCMBO € HEKOMOPbLIMU AICOPUMMAMU
NOBeOeHUA GUPYCHBIX U OPY2UX 6PCOOHOCHbIX

n gmﬂ T NOANWCAH

Chprubwar  2¢oblpAKTIESCKAds padetasNed sdIpouedypa 1,5 1,5
Bhanenew:  UWeymmeirnupIra AR no1b3068amens Ha 0CHOGE
nap oy
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UIVHEHUE IMEXHATOSUU i?_VFHEHFHHQfJHH(H{HH
HOJAB306dMCETA HAd OCHOG€E NAPOJIA.

6 [TpakTuueckas pabora Ne 6 «AHA/IH3 pHCKOB
HH(OpMALHOHHOH 0e30MaCHOCTI
O3HAKOMUMbBCA C AI2OPUMMAMU OYECHKU PUCKA
UH hopMayuOHHOU OE30nACHOCMU

7 [Tpaktueckas padora Ne 7 « TunmoBbie»
KAHAJIbI YTeYKH HHPOpMalHH 00 beKTOB
uHpopmaTusanuu OBJI. ¥Yciorus u
(pakTOpHI, CIIOCODCTBYIOLIHE YTEUKE
HH(poOpMaAIHH OrPAHHYEHHOI0 I0CTYIIA.
Mojaeiu BO3MOKHBIX HApPYHIHTeIei»
O3HAKOMUMbBCA C YCAOBUAMU U (hakmopami,
CHOCOOCMBYIoOWUMU YMeUKe UH@opMayuu
02PaHU4YCHHO20 docmynd

1,5

1,5

8 [Tpaktiueckas pabora Ne§
«IIpenBapHuTe/iIbHLINA AaHAIH3
HH(pOpMALHOHHOH 0e301aCHOCTH
IpenpHATHD

H3yuums dessmenbHocmb onpeoeneHHouU
Op2aHu3ayuu U NPogecmu NpeoeapumelbHblU
AHAIU3 ee UHGOPMayUoOHHOU De30nacHocmu

1,5

1,5

[Tpaktuueckas pabora Ne 9 «IlocTrpoenue
KOHIIeIHH HH(OPMALHOHHO I
0e30MacHOCTH NpeINnpHATHSD)

3HAKOMCMBO ¢ OCHOGHbIMU NPUHYURAMU
nocmpoenua xkonyenyuu HMB npeonpuamus, c
yuemom ocobeHHocmeu €20 UH@OpPMayuoOHHOU

UHpacmpyKkmypol

Hroro 3a 8cemectp

18

18

HToro

18

18

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceptvdmkar: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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CTPYKTYPA U COJEP)KAHUE NPAKTUUYECKHUX 3AHSATHI

IIpakrHueckoe 3ansaTHe 1. «OcHOBOMOJIarapniHe JOKYMeHThI B 00/1acTH HH(POpMaIHOHHOH
0e30IIacHOCTH»

Heas padoThI: wzyuums ochoononazarouje OoOKyMeHMbl 6 oOnacmu UHOOPMAYLUOHHOL
Oe30nacHoCmu U PoCCUlCKUe U ME¥COYHAPooHble, Komopble uchois3yromes 6 Poccuu

1. Teopernueckast HacTb

1. PexoMenganuu X.800.

OcHOBOMONArarOMIMM JAOKYMEHTOM B 007acCTM 3amIUTEl  PACHPENETICHHBIX CHCTEM CTaJIH
pekomennarmu X.800 — qOKYMEHT TOBOJEHO OOIMPHBIN.

OcHOoBHAsA OCOOEHHOCTH A3TOr0 OOKYMEHTAa — pacmpenenenue (pynkuun obecmeuenus Wb mo
ypoBHaM OSI/

Pacopenenenme ¢ yHkinmi 0€30MacHOCTH MO YPOBHAM STATOHHOM CeMHUYypoBHEBON monenu OS]

Yposens mogem OSI
Oy 0€300aCHOCTH
] 2 3 4 5 6

AyrenTu(pukanus - - + + _ _
YrpasiieHue I0CTyIIOM - - -+ + _ _
Kon(puaeHMansHOCTE COEqUHEHUSA + + + + - +
Kon(puaeHumanpH0CTh BHE COEIMHEHHUH - + + + - +
Bre10opogHas KOH(PUIEHITHATEHOCTE - - - - - +
KonduaenumansHOCTE Tpaduka + . + i, ; _
[1e10CTHOCTE ¢ BOCCTAHOBIEHUEM - - - + - -
[lemocTHOCTE 0€3 BOCCTAHOBICHUS - - + + - _

M30uparensHas 1€10CTHOCTE - - - - _ _

[{e10CTHOCTE BHE COCTUHECHH A - - + + - -

Heotka3zyemocTh - - - - _ _
Mexann3Mer 0€301macHOCTH

. [HIndpposanue;

. OnexTpoHHas (1 poBast) MOAMUCEH;

Mo 2ocrynon:

Ceptvcomkar: 2C000004 JESABBBO952205E7BAS00060000043E
Bragieneu ME‘}{HT{H}M ‘I{ﬂHTmeﬂ‘uEJID CTHOCTH TdHHBIX,

S e = A0 A8 37T 5 - 3 M T3
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. Mexann3Mel ayTeHTU(PUKAIIN;

. Mexanu3Mel 1OMOTHEHUA Tpa(UKa;
. MexaHnu3Mel yOPaBICHUA MAPILPYTH3ALM €M,
. MexaHu3MBI TOATBEPIKIAECHUS MOIIMHHOCTH,;

2. Kpurepun OIeHKH HAaJe:KHLIX KOMNOBOTEpHBIX cHcTeM ("OpaH:xeBas KHHIA"
MunucreperBa odoponsi CHIA).

JlaHHEBIN TPy, HA3EIBAEMBIN Yalle€ BCETO MO HBETY 0010kku "OpaHxeBOd KHUTON'', OBLI BIIEPBEIE
omy0mkoBan B aBrycre 1983 roma.

"OpanxeBas KHUTa" NOACHAET MOHATHE OE€30MacHOM CHUCTEMEBI, KOTOpasA "yOopaBisaeT, HOCPEACTBOM
COOTBETCTBYIONIMX CPEOCTB, AOCTYIIOM K HWH(OpPMAIMK, TaK 4YTO TOJBKO IOJIKHBEIM 00pazom
ABTOPU30BAHHEIC WA WM MPOUECCH, AEHCTBYHONIME OT MX MMEHM, ITOTy4ar0T MPABO YWUTATE,
MU CaTh, CO34ABATh U YAAIATH HH()OPMALIHIO".

OueBugHO, uTO a0COMOTHO O€30MaCHBIX CHUCTEM HE CYIIECTBYET, UTO 5T0 abcrpaknmia. JIroOyro
CUCTEMY MOKHO "B37IOMAaTh", €CIM pACHONIArark JOCTATOYHO OOJBIIMMHM MATEPUATBEHBIMHA W
BPEMEHHEIMH PECYPCAMMU.

ECTe CMBICT OIIEHUBATE JIUIIB CTENEHE TOBEPHS, KOTOPOE Pa3yMHO 0KA3aTh TOM MM MHOU CUCTEME.

HajnexHOCTHL CHCTEMbI

B "OpamxeBoil kHure" HamexHas CHCTEMA OIPEAECHAECTCS KAk ' CHUCTEMA, HCIOMB3YIOMIas
DOCTATOUHBIE ANMApATHRIE W MPOTPAMMHEIE CPEACTBA, YTOOBI OOECHEUUTH OTHOBPEMEHHYIO
00paboTky wH(pOpMALIMKA PA3HOM CTENEHN CEKPETHOCTH TPYHIIOW MOJIL30BATENEN 0€3 HAPYIIEHUS
mpaB gocTyma'.

CreneHs TOBEpHUS, MIH HAMEKHOCTH CUCTEM, OI[EHUBAETCS MO ABYM OCHOBHBIM KPUTEPUIM:
. [TonuTHka Oe30macHOCTH

. ["apanTipoBaHHOCTE

IHoauTnka 0e30MacHOCTH

J10 HA0OP 3aKOHOB, MTPABWI M HOPM MOBEACHU, ONPEACIIAIONINX, KAK Opranusainusa 00padaTsiBaer,
3aNMIIAET U pacmpocTpanseTr nHpopmanuio. B gacTHOCTH, MpaBWIa ONIPEAEIAIOT, B KAKUX CIIYyUasx
MOJIH30BATENsF UMEET MPABO OMEPUPOBATH C OMPEACICHHBEIMA HAOOpaMM AaHHEIX. UeMm HamekHee
CUCTEMA, TEM CTPOKE U MHOT000pAa3HEE MOMKHA OBITh MOJUTHKA Oe30macHoCTH. B 3aBUCUMOCTH OT
c()OpMYyTUPOBAHHON MOJUTHKHA MOKHO BBIOMPATHE KOHKPETHBEIE MEXAHWU3MBI, 00ECHEYUBAIONIINE
Oe30macHOCTh, CcHCTeMBI. [lomuThka O0e30MacCHOCTH — 9OT0 AaKTHBHBIH KOMITOHEHT 3allliThI,
BKJTFOYAFOMINH B C€0sA aHAIN3 BO3MOJKHEIX YTPO3 U BEIOOP MEP MPOTUBOAEHCTBHA.
AOKYMEHT MOAMNNCAH

OcuoBHEIMA B HEEHFANBA HEHATIIKIT 0e30mTaACHOCTH SBIISIOTCS

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

. [Ipon3BonBHOE yOpaBiIeHuEe TOCTYIIOM;
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. be30macHOCTE MOBTOPHOTO UCITOIB30BAHNA 0OBEKTOB;

. Merku 0e30macHOCTH;

. [TpunynurensHO€ yrpaBaeHue qOCTYOOM;
. [TomoTueTHOCTE.

'apaHTHPOBAHHOCTH

JTO MeEpa [OOBEpHA, KOTOpas MOXKET OBITh OKa3zaHa apxXUTEeKType W peann3aluvid CHCTEMBEL.
["apaHTHpPOBAHHOCTE MOKA3BIBAET, HACKOJBKO KOPPEKTHEI MEXAHU3MBI, OTBEYAIONINE 34 ITPOBEIECHHUE
B KU3Hb MOJIMTUKHU O€30macHOCTH. ['apaHTUPOBAHHOCTE MOMKHO CUMUTATH ITACCUBHBIM KOMIIOHEHTOM

3QNIATHI, HAI3UPAOIINM 38 CAMUMH 3aMUTHUKAMH.

BaxueiM  cpenctBoM  olecrieueHnsa  0€30maCHOCTH  ABJIAETCA  MEXAHW3M  ITONOTYETHOCTH
(mporokonupoBanuA). Hanexnas cucrema n0mxHA (PUKCUPOBATE BCE COOBITHA, KAaCArOUIAECH
OeszomacHocTn. Benenme mDPOTOKOIOB MOMKHO JOMOJHATBCA AYIUTOM, TO €CTh dHAIU30M
PETUCTPALIMOHHON HMH()) OpMAaIHH.

Konnermmsa HageKHOW BBIUMCIATEIBHOU O0a3bl ABIAETCA LEHTPAIBHOM MPHU OIEHKE CTEINEHH
rapaHTUPOBAHHOCTH, C KOTOPOM CHCTEMY MOKHO CUMTATH HANEKHOWU. HamexHas BEIUMCIUTENbHAS
0a3a — 9TO COBOKYIHOCTh 3aNIUTHBEIX MEXAHW3MOB CHCTEMBEI (BKIIOUAs AammaparHoe u
IPOrPAMMHOE 00€CIIEUEHHE), OTBEUAIONINX 3d MPOBEICHUE B JKU3Hb MOIUTHKU 0€30TTACHOCTH.

Kl1accsl 0e30I1aCHOCTH

B "OpamxeBon kHure" onpenenaercs 4eTeIpe ypoBHA Oe3zomacHoctu (Hamexuoctu) — D, C, B u

A. ¥Yporens D npennaznaueHn nns CUCTeM, NPU3HAHHBIX HEYIOBIETBOPUTEILHEIMUA. B HacrosAmiee
BpEMs OH COIEPIKUT JIBE MOACHUCTEMEI yrpaBaeHusa nocrynom ans [1K.

[To mepe nmepexonma ot ypoBHsa C Kk A K HAZEKHOCTH CUCTEM IMPETBABIAIOTCA BCE DOIEE KECTKUE
TpedoBanua. Yposuu C u B mompaznensrores Ha knmaceel (Cl, C2, Bl, B2, B3) ¢ nocreneHnsm

BO3pPACTAHUEM HAAEKHOCTU. Takum 00pa3om, BCEro mMmeercsa mecTts knaccoB Oezomacnoctu — Cl,
C2, Bl,B2, B3, Al.

Yro0®1 cucTéMa B pe3yabTaTe MPOUEOYPHI CEPTU(PUKANNNA MOTJIA OBITE OTHECEHA K HEKOTOPOMY
KIacCy, €€ MOAUTHKA O€30MacCHOCTH U FapPaHTUPOBAHHOCTE JOIKHEI YIOBIETBOPATE MTPUBOINMBIM
HUkKE TPEOOBAHUAM.

OpanxkeBas KHATA Kiacerr Oe3omacnocTu

HanexHOCTE CHCTEMBI Cl |1 C2 | Bl | B2]| B3| Al

1. I[ToquTtuka 6e3o0macHOCTH

1.1 Ilpon3BosbHOE yIIpaBiIeHUE JOCTYIIOM + | + = | = |+ | =

1.2 HGBTQBWHH}H@EHBMHE 00BEKTOB + = — = —
Cofrr3e] VRRI GRABRAEHOEH 000s0000043E P I )
Bnjoene lebayxoea TaTkaHa AnekcaHapoBHa

1.3.2 IlenmoCTHOCTE METOK 0€30macHOCTH + + = —
NelcTEUTENEH: C 19.08.2022 no 19.08.2023

18



1.4 IlpunynurensHo€e ynpasiieHNE + |+ | = | =
TOCTYIIOM

1.5 [TomoTueTHOCTE

1.5.1 Unentudukanmsa u ayreHTU(PuKanmsa + + + = = =
1.5.2 IlpenocraBnenne HaAEKHOTO MyTH + + =
1.5.3 Aymur + + |+ |+ | =

3. Uatepnperanus "OpaH:keBoil KHHTH' /151 ceTeBbIX KOH(PUT'Ypa L.

BBoauTca HOBOE MOHATHE — CETEBAA HANEKHASA BEIYUCIUTEIbHAA 0a3a, paCOpPEeNeI€HHBIN aHAIOT
HAIEKHON BBEIUMCIMTEIEHON 0a3bl M30IUPOBAHHEIX CUCTEM. (CeTeBas HANEKHAS BBEIUMCIUTEIbHAS
0a3a Qopmupyercsa U3 BCEX 4ACTEH BCEX KOMIIOHEHTOB CETH, 00ECMEUNBAOMIMNX HUH(POPMATTHOHHYIO
OesomacHocTh. Hapewnas cereBas cucTemMa OOMKHA OOECeumMBaTh TaKO€ pacupenencHue
3ANIUTHBIX MEXAHW3MOB, UTO0BI 00mIad moMMTHKA 0€30MaCHOCTH MPOBOAWIACE B KU3HB HECMOTPS
HA VI3BUMOCTHE KOMMYHUKAIIMOHHBIX NYTEH U Ha NOapaUIeIbHyI0, ACHHXPOHHYIO padoTy
KOMITOHEHTOB.

WNurepnperaiusa npeaycMaTpUBAET pAa3IMUHBIE BAPUAHTHI PACHPENENECHUA CETEBOM HANCKHOU
BEIUMCIMTENBEHON 0a3sl MO KOMIIOHEHTAM U, COOTBETCTBEHHO, pa3IMUYHBICE BAPUAHTEI
pacrpeneneHus MEXaHU3MOB YIPABIEHNA JOCTYITOM.

B uacTtHOCTHM, HEKOTOpPEIE KOMIIOHEHTHI, 3aKpBITBIE OT TMPAMOTO [JOCTYIA MMOJIL30BATENEH
(HampuMep, KOMMYTATOPHl MAKETOB, ONEPUPYIONIUE HA TPETHEM YPOBHE CEMHYPOBHEBOM MOIEIH
OSI), moryr BoOO1IE HE COMEPKATh 1O100HBIX MEXAHNU3MOB.

Nnentudukanusa rpynm noas30BaTENEd MOKET CTPOUTHCA HA OCHOBE CETEBBIX a/IPECOB XOCTOB WIIH
(mom)cereii. B TO ke BpeMs PETHUCTPAIMOHHBIN JKYPHAI OOMKEH COAEPXKATH JOCTATOYHO
nH(pOopMAIMU I ACCOLMUPOBAHUA NEUCTBUM C KOHKPETHBIM MOJb30BaTeneM. (CereBou ampec
MOYKET ABIATHCS YACTRIO TII00ATBEHOTO MAEHTU(PUKATOPA TOIB30BATENA.

B mpunmmme BO3MOKEH NEHTPATM30BAHHBIN KOHTPOIb OOCTYIA, KOTAA PEMICHUS NPUHUMAET
COENUAIBHBIM CEPBEP aBTOpU3anu. BO3MOXKEH W CMENIAHHBIA BAapUAHT, KOTJAa CEPBEP
ABTOPU3AIIMH pa3peliaeT COEAWMHEHWE [BYX XOCTOB, a JAJBIIE B €0 BCTYIAIOT JIOKAJIBHBIE
MEXAaHW3MEBI X0CTa, COAEPKANIETO 0OBEKT NOCTYIIA.

AHanoOrnuHo, UAeHTHU(PUKANMA W ayTeHTH(PUKAINA MOML30BATEIEN MOMKET HPOU3BOIUTHECA KAk
HEHTPATM30BAHHO (COOTBETCTBYIOMIMM CEPBEPOM), TAK M JTOKATBHO — TOM CHUCTEMOI, C KOTOPOU
MOJIB30BATENh HEMOCPEICTBEHHO B3aUMOJIEHCTBYET. Bo3moOkHA mepenadya MACHTU(PUKALMOHHON U
AYyTEHTU(PUKAIMOHHON WHOpMAI Mexay Xocrtamu (4roOel W30aBUTH MOJB30BATENSA OT
MHOTOKparHOU ayTeHtu(pukanum). [Ipm nepemaue ayrentudukannonHas uH@OpMANMA IOJLKHA
OBITE 3anMmieHa He ciadee, UeEM HA KaKIOM M3 KOMITOHEHTOB CETEBOM KOH(DUTyPAIIHH.

B kauecrse cmec OOJHOro OTIHYHMTCIEHOIO MOMCHTA HHTEpHpETHHIﬂ{ HYXHO OTMCTHUTDH

ITOBBIILIEHHO € o BRHENfHBAB/cK LIEIOCTHOCTH | MH(OpMALMK BOOOmMIE M METOK OE€30macHOCTH B
KTPO

HOW NOANWC
ce JACTHOCTH, TS ﬁ%ﬁﬁ%%aﬁ&ﬁ%ﬁgﬂ METOK M JJIS UX 3alIUTE OT HEIETATRHOTO W3MEHEHUS B
BnapirPrep ipErarmiE PeROMERAYETC] NPOKOE UCIOJIb30BaHUE Kpunrorpadguueckux meronos. [lanee,

gTOOBI MPUHYOUTEIRHOE YIIPABICHUE JOCTYIIOM B PACHPENEACHHON KOH(PUTypAMU UMENTO CMBICT,

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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COBOKYITHOCTE YPOBHEN CEKPETHOCTH M KAaTErOPHUH IOJUKHA ITOIIEPKUBATECA LEHTPAIN30BAaHHO. B
5TOM OJHO W3 NPUHIUITHAIBHBIX OTJIWYHUH OT IIPOU3BOIBEHOTO YIIPABJIECHUS JOCTYIOM.

HoBeiM 1m0 cpaBHenuio ¢ OpaHKEBOM KHUTOH SABIAETCS PACCMOTPEHHUE BOIMPOCOB OOCTYIMHOCTH.
CereBou  cepBuUC  mepectaer  ObBITH  OOCTYHHBIM, KOTJAd  IPONYyCKHAA  CHOCOOHOCTE
KOMMYHHUKAIIMOHHBIX KAHAJIOB MAJAeT HUKE MUHHUMAILHO TOMYCTUMOTO YPOBHS WIM CEPBHUC HE B
COCTOAHUN OOCITYKHBATh 3aIPOCHL. Y TAJIEHHBEIM PECYPC MOKET CTAaTh HEIOCTYIIHEIM M BCIENCTBUE
HAPYIIEHUS PABHONPABUA B 0OCIy:KMBAHUM TIONb30Barenedl. HamexHas cucrema mgonxHa OBITH B
COCTOAHUU OOHAPYKUBATH CUTYAlMH HENOCTYITHOCTH, YMETh BO3BPANIATECA K HOPMAJIBHOU pabote
U MPOTUBOCTOATE ATAKAM HA JOCTYITHOCT.

4. 'apMOHH3MpPOBAHHBbI¢ KpUTepuH EBponecKHX cTpaH.

EBpomelickue  cTpaHel  HOPUHAIA  COTJACOBAHHBEIE  KPUTEPUM  OLIEHKH  0€30macHOCTH
uH(popmarmmonneix TexHomoruit (Information Technology Security Evaluation Criteria, ITSEC).
omyOimkoBanHele B moHE 1991 roma or MMeHM COOTBETCTBYIONIMX OPraHOB YETBIPEX CTPAH —
Opanuym, ['epmanun, Hunepnannor n BennkoOpuranuu.

[TpymmmmaneHo BaxkHou uepron EBpomenckux KpurtepuerB ABIAETCA OTCYTCTBHE ANPHOPHBIX
TpeOOBAHUN K YCIOBUAM, B KOTOPBIX T0OJKHA pad0TaTs HH(POpMAIIMOHHAA CUCTEMA.

Tak HazeIBaeMbI COOHCOP, TO €CTh OPraHM3alMs, 3aNpallNBAIONIAL CEPTU(PUKAIMOHHBIE YCIIYTH,
(popMynupyeT HEAb OLEHKH, TO €CTh OMUCHIBAET YCIOBHSA, B KOTOPBIX JOMXKHA padOTaThe CHCTEMA,
BO3MOKHBIE YTPO3EI €€ 0€30IaCHOCTH U MPENOCTABIAEMBIE €10 3aIIUTHEIE (DYHKITUH. 3aqada Oprasa
cepTu(PukaM — OILIEHUTh, HACKOIBKO IIOJMHO JOCTUTAIOTCA ITOCTABJIEHHEIE 1€, TO €CTh
HACKOIBKO KOPPEKTHHI U 3(PPEKTUBHBI APXUTEKTYPA U PEeATU3aldsa MEXaHU3MOB O€30IacHOCTH B
OMMMCAHHEIX CIIOHCOPOM YCIOBUSX.

Erponeiickue Kpurepun paccMaTpuBamOT CIAEOYIONIME COCTABIAIOMINE HH(POPMAIMOHHOU
Oe3omacHoOCTH:

1. KOH(PUIOECHIIHATIBHOCTh, TO €CTh 3alMTy OT HECAHKIMOHUPOBAHHOTO  IOJIYUEHUS
uH(popmanmm;

2. [ETOCTHOCTE, TO €CTh 3aNIUTY OT HECAHKIIMOHUPOBAHHOTO U3MEHEHU MH(pOpMATIIH;

3. OOCTYOHOCTh, TO €CTh 3alUTy OT HECAHKIMOHHUPOBAHHOTO yIEp:kKaHWA HHPOpMAIMH U
pPECYPCOB.

B Kpurepuax mnpoBOAUTCS pa3Iudyue MEXKAy CHUCTEMAMHM M Opoaykramu. (Cucrema — 9T0

KOHKpPETHAas anmaparHO-IIpOrpaMMHas KOH(Urypauus, IMOCTPOEHHAs C BIIOJIHE ONPENEICHHBIMU
HETAMA W (PYHKIMOHUPYIOMIAA B M3BECTHOM OKpyxkeHudu. [Iponykr — 5310 anmaparsHo-
OPOTrPAMMHEIN "'TMAKET'', KOTOPBIM MOKHO KYIUTE U MO CBOEMY YCMOTPEHHUIO BCTPOUTH B TY WM
UHYI0 CcHCTeMy. laknm 00pa3om, ¢ TOYKH 3pEHUA HH(POPMAIMOHHOM O€30macHOCTH OCHOBHOE
OTJIMIME MEXKIAY CUCTEMOM M HOPOAYKTOM COCTOMT B TOM, 4TO CHCTEMA HMMEET KOHKPETHOE
OKPYKECHHUE, KOBWPAEMHER OIPENEINT U U3YYUTh CKOIb YTOJHO AETAIbHO, & MPOAYKT JOIKEH

SNEKTPOHHOW NOONMCEIO
o OBITE, PACCUHTAN HA MCHOESCRAMME B PA3THUHBIX Y CTOBUSX .

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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B Eponenickux Kpurepnuax cpencrBa, UMEONINE OTHOMIEHUE K MH(OPMAIIMOHHON O€30IMacHOCTH,
pacCMAaTPUBAIOTCA HA TPEX YPOBHAX aeramzanuu. Hambonee aOCTpakTHBIN B3TJIAI KACAETCS JIUIIE
nenxen OezomacHOCTH. Ha 5TOM ypOBHE MBI ITOJIyda€M OTBET HA BONPOC, 3a4€M HYKHBI (DYHKIMH
OeszomacHocTi. Bropou ypoBeHs comepxkuT crienmpukanmm (yHKIpi 0e30macHOCTH. MBI y3HaeM,
Kakas (PYHKIIUOHATLHOCTE HA CaMoOM jnene obOecrneunBaercsa. Hakonen, HAa TpeTbeM ypOBHE
comepxkurca wuHpOpManMA O wMexaHu3Max Oe3zomacHocTH. MBI BUAMM, KAk peamu3yercs
DEKIApUPOBAHHAS (PYHKIIMOHAIBEHOCTE.

Conenmnukanymm (yHkuni 0€30macHOCTH — Ba)KHEWIIAsd 4YacTh ONMMCAHMA OOBEKTA OIEHKH.
Kpurepun pekOMEHAYyIOT BBIIEIUTE B OSTHUX CHEIU(PUKANWAX pasgensl CO  CIEAYIOIMMU
3aroJIOBKAMU:

1. Mnoentnukama n ayreHTU(pUKaIus.

2. YrpaBneHue 10CTyIOM.

3. [TomoTueTHOCTE.

-+. Aynaur.

5. [TorTOpHOE MCTTONTE30BAHNE OOBEKTOB.

6. Tounocts na(pOpMaLIIH.

7. Hanpexnocts 00CTy KUBaHUA.

8. OOMeH maHHBIMH.

Habop (yukimii 0e30macHOCTH MOKET CHeIU(pUIMPOBATECA € MCIONIB30BAHMEM CCBUIOK HA
3apaHee ONPENEIECHHBIE KIIACCH (DYHKIIMOHATBHOCTH.

B Emponeiickux Kpurepuax takux kmaccoB aecars. [lars w3 nux (F-C1, F-C2, F-B1, F-B2, F-B3)
COOTBETCTBYIOT Ki1accam Oe3omacHoCTH "OpaHKeBO KHUTH .

5. Crammapr ISO/IEC 15408 "Kpurepuu ouneHkH 0e30MacHOCTH HHGPOPMANHOHHBIX
TeXHOJIOTHH'" .

JTOT MEXKIYHAPOOHBIM CTAHAAPT CTAl WTOrOM IIOYTH OECATUIETHEH pPabOTBHI CIENUATUCTOB
HECKOJIEKMX CTpaH, OH BOOpam B Ce0A OMBIT CYMIECTBOBABIIMX K TOMY BPEMEHHM TOKYMEHTOB
HAITUOHAILHOTO M MEKHAIMOHAIBHOTO MacmrTada. JlaHHei cranmapr 4acto HaseBaroT ' O0mmMu
kpurepusmu' (OK).

"O0mme kpuTepuu' HA CAMOM JEN€ SABILIOTCSA METACTAHAAPTOM, OMPENEIIAIONIUM HHCTPYMEHTHI
onenku 0ezomacHocty MC 1 mopanok ux UCoIb30BAHUA.

B ortmmaue ot "OpamxeBonn xaurn', OK He copepxkar NpPenoOnNpeNei€eHHBIX ' KIACCOB
OezomacuHoctu'. Takme KIacChl MOKHO CTPOWTB, MCXOOs U3 TpeboBanwii 0OE30MaCHOCTH,

SNEKTPOHHON CblO

CEmeRﬂlHaT: 2C0000043E9AB8BI52205E7BA500060000043E _
LCONEPHKAEBAQCHOBHEEX:BI1A TPEOOBAHMM 0€30MACHOCTH:

cymecmymumﬂw{rm%%mnﬁ OpPraHU3AI NN W/HIH KOHKPETHOM MH()OPMAITHOHHOU CHUCTEMEL.

Bna

Nencteutened: ¢ 19.08.2022 no 19.08.2023
21



1. ()YHKIIMOHAJIEHEIE, COOTBETCTBYIONIIME AKTUBHOMY AaCIEKTY 3alIUThI, NPEABABIAEMBIE K
(QyHKIMAM 0€30MaCHOCTH U PEATTU3YO MM UX MEXAHU3MAM;

2. TpeOOBaHUA HOBEPHA, COOTBETCTBYIONIME TACCUBHOMY AaCHEKTY, NPENBABIAEMEIE K
TEXHOJIOTUH U NPOLECCY Pa3padOTKN U HKCILTy aTalllH.

TpeboBanusa 0e30MACHOCTH MPETBABIAIOTCS, & UX BHEIIOJIHEHUE MPOBEPAETCA OIS OMPEAEIEHHOTO
00BEKTA OLIEHKH - AMMAPATHO-IPOTPAMMHOTO MTPOAYKTA MM HH(POPMATMOHHON CUCTEMEI.

Ouens BaxkHO, uTO Oe3zomacHoCTh B OK paccmarpuBaercs HE CTAaTMYHO, 4 B IPHUBA3KE K
JKU3HEHHOMY IIUKITy 00BEKTa OLIEHKU. BEIIENAI0TCA CIEAYIONINE STATIBI:

1. OMpEIENCHNE HA3HAYEHNA, YCIIOBUHM MPUMEHEHHUA, LIENIEH U TpeOOoBaHMI 0€30TTaCHOCTH;
2. OPOEKTUPOBAHUE U pa3padoTKa;

3. HCTBITAHUA, OLIEHKA U CEPTU(PUKATINA;

-+. BHEJIPEHNUE U AKCIUTyaTAIHA.

B OK o00BekT OIEHKH pacCMATPUBAETCA B KOHTEKCTE Cpeasl 0e30macHOCTH, KOTopas
XAPaKTEPU3YETCA OMPEIEICHHEIMU YCIOBUAMU U YTPO3aMHU.

B cBOrO 0uepens, yrpo3bl XapakTEPU3YIOTCA CIEAYIONIIMMHA ITAPAMETPAMH:

. UCTOUYHUK YTPO3HIL;

2. METO BO3IEHCTBHA;

3. yA3BUMBIE MECTA, KOTOPBIE MOTYT OBITh HCITOJIE30BAHBI;
+ PECYPCHI (AKTHUBEI ), KOTOPBIE MOTYT ITOCTPAIATh.

VY a3BuMeIe MecTa MOTYT BO3HHKATE M3-3d HCOOCTATKA.

1. B TPeOOBAHUAX 0€30MACHOCTH;
2. B IPOEKTUPOBAHUH;
3. B OKCIUTyaTAllHU.

Cralpre mMecTa 10 BO3MOKHOCTH CJIEIYET YCTPAHWUTh, MUHUMHU3UPOBATE WIM XOTs OBl ITOCTAPATHCS
OFPAHMYUTE BO3MOKHBIM ymiepd OT MX NPEIHAMEPEHHOTO HWCIONB30BAHUA WIHM CIIYYalHOU
AKTUBU3ALIUH.

C TOuKkM 3peHHus TEXHOJIOTHH InporpaMMupoBanud B OK ucnone30Ban ycrapeBmmi OMOIMOTEIHEIN
(He 00BeKkTHBIN) moaxoa. UToOsl, TeM HE MEHEE, CTPYKTYPHUPOBATh OPOCTPAHCTBO TPeOOBAHMUM, B
"O0mmx KpuTepuax" BBEOEHA HEPAPXHA KIACC — CEMEHUCTBO — KOMITIOHEHT - SJIEMEHT.

Kiaccer DWWE obmryro, "mpeamernyo" rpynmmupoBKy TpeOOBaHMM (HAIpUMED,
CeptpYHKIOHANEEBIS 0 0B AR HONOEHECTHO CTH ).

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

CeMelcTBa B MPENeIax Kiacca pa3amdaroTes Mo CTPOTrOCTH U APYTUM HIOaHCaMm TpeOOBaHUM.
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KoMITOHEHT - MUHMMAJIBEHEIN HA00P TpeOOBaHMI, (DUTYPUPYIONINH KAK LETOE.

DIEMEHT - HEAEITUMOEe TpeboBaHMeE.

Mexny xkommoHentamu OK wmoryt cCymiecrBoBars 3aBUCUMOCTH. OHM BO3HUKAWOT, KOTAa
KOMIIOHEHT CaM IO ce0e HEeOOCTaTOYEH A MOCTIKEHU 1enu Oe3omacHocTu. BooOmie rosops, He
BCE KOMOMHAIIMM KOMIIOHEHTOB MMEIOT CMBICI, M ITOHATHE 3aBUCHUMOCTH B KAaKOWU-TO CTENEHU
KOMIIEHCUPYET HEMOCTATOYHYIO BBIPA3UTENBHOCTE OMOMMOTEUHOM OpraHu3annu, XOTd W HE
3aMeHAeT 00BbeTUHEHNE (DYHKIIMH B COAEPKATEIBHBIE O0BEKTHBIE UHTEP(PEUCHL.

Gopmupyercs aBa BUAAa HOPMATUBHBIX [TOKYMEHTOB: MPO(IIE 3amMTEl W 3aJaHUE II0
0e30macHOCTH.

[Tpoume 3amurer (I13) mpencraBmaer coboil TumoBor HAOOP TpeOOBAHMM, KOTOPBIM JIOJKHBI
YIOBICTBOPATE MPOAYKTEI WM CHUCTEMBI ONPENEIEHHOTO Kiaacca (HAmpumep, OIMEpPaIMOHHEBIE
CUCTEMBI Ha KOMITBIOTEPAX B MPABUTEIBCTBEHHBIX OPraHU3aIMAX ).

3amanue mo 0e30macHOCTH COAEPHKUT COBOKYITHOCTH TPEOOBAHMIT K KOHKPETHOM pa3padoTke,
BBEIMOJTHEHUE KOTOPEIX 00€CHEUNBACT JOCTHKEHHNE MOCTABIEHHBIX 1I€7IeH 0e30mMaCHOCTH.

B OK Her rotoBeix kmaccoB 3zanmrel. CopmupoBaTe KnacCH(pukanuo B TepMuHAX ' OOmpx
KPUTEPUEB" - 3HAYUT OINPENECIUTH HECKOJBKO HEPAPXMYECKH YHOPATOYEHHBIX (COIEPHKANIINX
YCUIMBAOIIMECA TpeOoBaHUA) NpOo(PUIEeH 3amuThl, B MAaKCUMAIBHO BO3MOXKHOU CTEIEHU
UCHONB3YIONINX  CTAHZAPTHBIE  (DYHKIIMOHAIBHBIE TpeOOBaHus W TpeOOBAHMA  TOBEpHUSA
0€30TacHOCTH.

Breinenenne HEKOTOPOro MOIMHOKECTBA U3 BCETO MHOKECTBA NMPO(PUIIEH 3aMTEL BO MHOTOM HOCHT
cyOwsekTuBHBIN xapakrep. [Io nemomy pany cooOpaxeHuil (0THAM U3 KOTOPBIX ABJLAETCS KETAHUE
OPUAECPKUBATECA OOBEKTHO-OPUEHTUPOBAHHOTO MOAX04a) IeJecoo0pa3Ho, Ha HAIl B3TULAL,
c(h)opMHUpOBATE CHAYAJIA OTOPABHYI TOYKY KIAaCCH(PUKAIMHM, BEIAEIMB 0A30BBIN (MUHUMAILHBIN)
[13, a ononHUTENEHEIE TPEOOBAHNA KOMITOHOBATE B (DYHKIIMOHATBEHEIE TTAKETEI.

DOyHKIMOHATEHBIN TMAKET - 3T0 HEOJHOKPATHO WCMOJIb3YEMAS COBOKYITHOCTE KOMIIOHEHTOB,
OOBEOUHEHHBIX IS MOCTHKEHUS ONPENENIEHHBIX Iienerd OezomacHoctu. "OOmme kpurepun’ HE
PETTTAMEHTUPYIOT CTPYKTYPY MAKETOB, MPOLEAYPEl BEPUPUKAIII, PETUCTPAIMH U T.I., OTBOIAS UM
POJIbE TEXHOMOTHYECKOTO cpeacrra popmupoBanus [13.

bazoBeI POk 3a0IUTH JOMKEH BKIOYATE TPEOOBAHUA K OCHOBHBIM (00SA3aTEIBEHEIM B JTFOOOM
cirydae) BO3MOKHOCTAM. [IpomsBomueie mpodum momydarorcsas w3 0a30BOr0 ImyTeM m00aBICHUA
HEOOXOOUMBIX IMAKETOB PACIIUPEHNA, TO €CTh MOOOOHO TOMY, KAK CO3JAI0TCA MPOU3BOIHBIE KIIACCHI
B 0OBEKTHO-OPHEHTUPOBAHHEBIX A3BIKAX IMPOTPAMMUPOBAHNA.

OyHKIMOHATEHEIE TPeOOBaHMA CTPYONOUPOBAHBEI HA OCHOBE BBIMOIHAEMOH HWMH POITU WU
oOcmyxuBaemMon muenu OeszomacHoctu. Bceero B "OOmmx kpurepusx" mnpexncraBieHo 11
(P YHKIIMOHATBHEIX KIACCOB, 66 ceMencTB, 135 KOMITOHEHTOB. JT0, KOHEYHO, 3HAYUTENLHO OONBIIE,

UEM YW CIIO AHGEANEFEBEG HOoCTEN B "OpaHkeBor KHUTE' .
3NEKTPOHHOW MOAMNUCHIO
C . 2C0000043E9ABSBI5Z205E7BAS00060000043E "
EFI'I%ﬁ? TIIM b1, Py IKIonATsHEX TpeGosammii OK:
. e03YX0EBd = CaHOdpoBHA

Bnanen HHA

1. UIEHTH(PUKALINA U Ay TEHTU(DUKATINS;
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2. 3aIIMTa JAHHBIX MOJIE30BATEIA;

3. 3ammra (QyHKUMN O0e30macHOCTH (TpeOOBaHMA OTHOCATCA K LEIOCTHOCTHM W KOHTPOJIIO
TAHHBIX CEPBUCOB 0E30MACHOCTH U PEAM3YIONINX UX MEXAHU3MOB);

+ ynpaBieHne 0e30macHOCTRI0 (TpedOBaHMA HSTOTO KJIACCA OTHOCATCA K  YIIPABJICHUIO
arpubyTamMu 1 mapamerpamu 0€30MmacHOCTH );

5. aynur  0e30macHOCTH  (BEBIABJICHUE, PETUCTpAlMA, XPAHEHWE, aHaIM3  JaHHBIX,
3aTparuBaroniux 0Oe30macHOCTE OOBEKTA OILEHKH, PEArMpOBAHME HA BO3MOKHOE HAPYLIECHUE
0€30macHOCTH);

6. OOCTYH K OOBEKTY OLIEHKU;

7. OPUBATHOCTE  (3amUTa MOONB30BATENA OT PACKPEITUA W HECAHKIMOHUPOBAHHOTO
UCITOJIB30BAHUA €r0 UACHTU(PUKAITNOHHBIX JaHHBIX );

8. UCIIOJIB30BAHUE PECYPCOB (TpedOBaHMA K JOCTYMHOCTH HUH(POpPMALIHH );

9. Kpunrorpa(puueckas moauep;xka (yrnpapJIeHHE KIIF0YaMHA);

10.  cBaA3b (ayTeHTH(UKALNA CTOPOH, YYACTBYIONINX B 0OMEHE TaAHHBEIMU);

11.  pmoBepeHHBIN MapmpyT/KaHam (41 CBA3U C CEPBUCAMM

0€30macHOCTH ).

"O0nme kputepun' - OYEHb NOPOAYMAHHBIM M IIOJHBIM JOKYMEHT C€ TOYKH 3PEHMA

(PyHKIMOHATLHBIX TpeOoBanuil. B TO ke Bpemsa, XOTEN0Ch OBl 00OPATUTH BHUMAHME U HA HEKOTOPBIE
HEOCTATKH.

[lepBeiii - o510 oOTCyTCTBHME 0O0BEKTHOrO mnoaxoxa. DOyHKUMOHAIBHBIE TpeOOBaHUA HE
CTPYOIUPOBAHEI B OCMBICIEHHEIE HAOOPEI (OOBEKTHBIE HMHTEP(ENCEI), K KOTOPEIM MOTIO OBl
NPUMEHATHCA  HaciaenoBanue. [lomoOnoe mosokeHme, Kak W3BECTHO U3 TEXHOJIOTHH
OpPOTPAMMUPOBAHNA, YPEBATO MHOABIECHUEM  CIAIMIKOM  OOMBMIOTO  9HUCAAa  KOMOWHAIMHI
()YHKIIMOHAIEHBIX KOMIOHEHTOB, HECOITOCTABUMBIX MEKIY COOOM.

B coBpemMeHHOM MPOrpaMMUPOBAHNN KIFOUEBEIM ABJISAETCA BOMPOC HAKOIUIEHUSA U MHOTOKPATHOTO
MCcmonp30BanmA 3HaHuil. Cranmaptsel - ogHa u3 popm HakormieHusa 3Hanuil. [lomxon B OK cyxaer
KPYT (PUKCHUPYEMBIX 3HAHUH, YCIOKHAET UX KOPPEKTHOE UCITOIL30BAHNUE.

K coxanenuto, B "OOnmx kpurepusax" OTCYTCTBYIOT APXUTEKTYPHBIE TPEOOBAHUA, UTO SBIIAETCA
€CTECTBEHHBIM CIIEACTBUEM MPOTPAMMHMCTCKOTO MOAXOAA 'CHM3Y BBEPX'. [EXHOTOTHIHOCTE
cpeactB O€30MacHOCTH, CHENOBAHWE OOMIENPU3HAHHBIM PEKOMEHIALIMAM MO IPOTOKOJAM M
MPOTrpaMMHBIM MHTEp(eiicamM, a Takxke anpoOUpOBAHHEIM APXUTEKTYPHBIM PEIIEHHUAM, TAKUM Kak
MEHEJKEP/areHT, - HEeoOXOAUMBIE KA4eCTBA MW3OENUH  WH(OPMAIMOHHBEIX  TEXHOJOTHH,
MPEeIHA3HAYEHHBIX A TOAEPKKI KPUTHUECKH BAKHBIX (PYHKIHI, K UACITY KOTOPHIX, 0€3yCIOBHO,
OKYMEHT TIORHICAK .
OTHOCATCA 3&\&-ﬂ@wﬁ g3itacHoCTH. be3 paccMOTpeHMs HHTEP(ENCHBIX AaCMEKTOB CHUCTEMEI
R SEBAROTCN “HEPaC entbivter Vi “mzomuposanaeivi. C  IIPAKTHUECKOH TOYKH 3PEHHMS  3TO
TaTsaHa AnekcaH

Bnaneneu: UleGayxoea OpoBHa

HCOOIMYCTHUMO.
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Kaxneni sneMeHT TpeOOBAHUN JOBEPH NPUHAIICKNUT OJHOMY U3 TPEX THIOB:

1. OEUCTBUSA Pa3pabOTUMKOB;
2. OPEICTABICHUE U CONEPKAHUE CBUAECTENECTB;
3. IEUCTBHUA OI[EHIITUKOB.

Bcero B OK 10 xmaccor, 44 cemencrBa, 93 kommoHeHTa TpeOOBaHUI OOBEpHA OE30MaCHOCTH.
[Tepeuncnnm Kiracceer:

1. pazpaboTka (TpeboBaHUA IIA MOATATHON AeTANIM3auun (PyHKIMHM 0€30macHOCTH OT KPAaTKOM
creru(pUKaAUU 10 PeaTu3aim);

2. OOANEP/KKA KU3HEHHOTO IMKIa (TpeOOBAaHMA K MOAEIHM JKU3HEHHOTO IIMKJA, BKIHOYAA
MOPAIOK YCTPAHEHNUA HEMOCTATKOB U 3AIIUTY CPENBI pazpadoTKM);

3. TECTHPOBAHHUE;

4, OLIEHKA YA3BUMOCTEH (BKJIIOUAA OIIEHKY CTOMKOCTH (DYHKIMH O€30ITaCHOCTH);

5. MOCTABKA M DKCIUIyaTaIusd,

6. yIOPaBJICHUE KOH()UTYpaIiueH;

7. PYKOBOACTBA (TpeOOBAHUA K HKCILUTYATAIIMOHHOW JOKYMEHTAIINH );

8. NOAAEPKKA JOBEPHUA (A1 MOOAEPKKH ATAMOB KU3HEHHOTO IUKIIA MOCE CEPTUPUKAIIIN);
0. OLIEHKA MPO(PHIs 3anIUTHI;

10. OIEeHKA 3aJadHuAa 1m0 0e30macHOCTH.

6. PykoBoasimpe [JOKYMEHTbI [0 3al[HTe OT HeCAHKIHOHHPOBAHHOIO JOCTYIIA
IN'ocTtexxomuccuu npu Ilpesugente P®.

[Ton mraTHEIMU CpeACTBAMM MOHUMAETCA COBOKYIMHOCTH MPOTPAMMHOTO, MUKPOIPOTPAMMHOIO M
rexuunueckoro oodecreuenus CBT wm AC.

B Konnermmu ¢QOpMymMpyrOTCA CHEOYIOMWE OCHOBHBIE mnpuHOUNEl 3amurel ot HCJ k

uH(popMaru:
. Janmta CBT obecrieunBaeTcs KOMILUIEKCOM ITPOTPAMMHO-TEXHUUECKUX CPEJICTB.
2. Janmta AC oOecneduBaercs KOMIDIEKCOM HOPOTPAMMHO-TEXHUYECKUX CPEACTB M

MOANEPKUBAIONINX UX OPTaHU3AIUOHHBIX ME.

3. Janmta AC pgomxHa o0ecnmedMBAaTBECA HA BCEX TEXHONOTMUECKHUX OJTamax o0paboTku
MH(OpPMAIIMM U BO BCEX PEKUMAX (PYHKIIMOHUPOBAHMS, B TOM UM CIIE MPU NPOBEACHUA PEMOHTHBIX

1 peramMeHEHRE PRoH Rommceio

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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- [IporpaMMHO-TEXHUYECKHE CPEACTBA 3alIWTEL HE JOOJDKHBEI CYIIECTBEHHO YXYAMIATE
OCHOBHBIE (PyHKIMOHAINBHBIE XapakTepucTUKU AC (HaZEKHOCTh, OBICTPOAENCTBUE, BO3MOKHOCTE
m3MeHeHna koH(purypanuu AC).

5. HeorsemeMoir wactero padOT IO 3amuTe ABISAETCA OHEHKA (P (PEKTUBHOCTH CPEACTB
3aIUTHI, OCYIIECTBISAEMAs IO METOAMKE, YYUTHIBAIOMIEH BCHO COBOKYITHOCTh TEXHUUECKHUX

XAPAKTEPUCTUK OLCHUBAEMOr0 OOBEKTd, BKIOYAA TEXHUUECKHE PEMICHUA W NPAKTHUECKYIO
peam3anuo CPEaCTB 3AMIUTHL.

6. Janmta AC pomxHa mpegycMaTrpuBaTh KOHTPOIbL 3(P(PEKTUBHOCTH CPEACTB 3AMIUTHI OT
HC/I. 9Tor kOHTpOns MmO¥KeT OBITE MO0 MEPUOANUECKHM, TMO0 WHUIMHUPOBATBECA IO MEPE
HeoOxonumocT nmoap3oBareseM AC MM KOHTPOJIMPYIOMIUMHE OPraHaMHu.

B kauectBe rmaBuoro cpencrsa 3anmtel 0T HCJl k nudopmanmu B Konnenmum paccmarpuBaercs
cucrema pasrpannueHus nocrymna (CPJl) cyOsekToB k 00BekTaM mocryna.

OcnoBHeiMH (pyHKIIMAMU CP]l sBnsroTcs:

1. peamzanuus npasui pazrpannuenus gocryna (ITP/]) cyOsekToB 1 Mx mponeccoB K JaHHBIM,
2. peammzauus [1P/] cyOBEKTOBR 1 UX OPO1IECCOB K yCTPOUCTBAM CO3/IaHUA TBEPABIX KOITH;

3. M30JIALMA  OPOrpaMM  MPOLECCa, BBIMOIHAEMOTO B MHTEPECAX CyOBEKTa, OT JOPYIUX
CyOBEKTOB;

-+ YIPABJIECHUE ITOTOKAMU JAHHBEIX C LEJIBI0 NPENOTBPAIICHU 3aITMCH JAHHBIX HA HOCHTEIN

HECOOTBETCTBYIOMIETO rpua;

5. peamm3anus nmpaBuin ooMmeHa nanHeIMu Mexay cyowekramu mia AC u CBT, mocrtpoenHsix
MO0 CETEBBIM ITPUHIUIAM.

Kpome Ttoro, Konmemmmsa npenycmarpuBaer Hamuuue oOecrmeunBarommx cpencrs ama CPJI,
KOTOPBIE BRITIOJHSIOT CIEAYIONINE (PYHKITUH:

. UOCHTU(PUKAIINI0 U OMO3HAHME (AayTEeHTU(PUKAIMIO) CYOBEKTOB M MOANEP/KAHUE MPUBA3KHI
CyOBEKTA K MPOIIECCY, BEIMOIHAEMOMY I CYOBEKTA;

2. PETHUCTPALINIO JENCTBUM CYOBEKTA M €r0 MPOIIECCa;

3. OPEI0CTABIEHUE BO3MOKHOCTEN UCKIIOUEHHUA U BKIIOYEHUSA HOBBIX CYOBEKTOB U OOBEKTOB
TOCTYIIA, 4 TAKKE M3MEHEHUE MOTHOMOUNM CYyOBEKTOB;

4, peakumo Ha nomeiTkn HCJI, mampumep, curnammsarmio, OITOKHUPOBKY, BOCCTAHOBIECHHE
nocine HCJI;

3. TECTHPOBAHUE,

6. OUHCTIY  ONEPATHRHON TaMATH U pabounx o0OmacTeli Ha MATHUTHBIX HOCHUTEIAX MOCHE

3aBep mEHuﬂlrﬁﬁ'@t'ﬂPﬂﬂ?ﬂ[ﬁ@ﬁ@rem C 3AMIUNIIAEMBIMH JTAHHLIMU,
Ceprudukar: 2C0000043E9ABBB9I52205E7BA500060000043E

Bn E%E.I'I eu. llleGayxoea TaTeAHa AnexkcaHgpoBHa

y4eT BBIXOIHBIX MEYATHHIX U rpadruueckux Gpopm u TBEPABIX Kommii B AC;
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8. KOHTPOJIE LEIOCTHOCTU MNpOorpaMmMHOd u wuH@opmanumonnonn uvactu kak CPJIl, tak u
00€eCIeuynBarONINX €€ CPEACTB.

Texmunueckne cpencrBa 3ammrtel or HCJI, cormacno Konuenmum, DOMKHBI OIEHUBATBCA IO
CJIEAYIONIUM OCHOBHBIM ITAPAMETPAM:

1. creneHs monHOTEL oxBara [1P/] peamzoannon CPJl 1 ee kauecTBo;
2. COCTAB U KauecTBO oOecneunBaronnx cpencts mis CPJI;
3. rapaHTu OpaBWwIbHOCTH (pyHKUHMOHUpOoBaHus CPJ/l u obecneunBaroninx ee Cpeacrs.

YcranapmiBaetcs cemb knaccoB 3amumeHHoct CBT ot HCJL k magopmarm.

CaMblll HM3KMIT KJIacC — CEObMOM, CAMBIM BBICOKMM — MOEPBEIM. KIacCel moapa3fendroTcs Ha
UETBIPE TPYIIITEI, OTJIMYAOIMIHNECS KAUECTBEHHBIM YPOBHEM 3AIINTHL:

1. nepBas rpyma COOEPKUT TOIBKO OOUH CEObMOM KIIACC;

2. BTOpAsA TPyNNHa XapakTEPU3YETCs TUCKPENUOHHOW 3alMTON U COAEPKUT MIECTON W IATHIN
KJTaCCHI;

3. TPEThS TPyNNAa XapaKTEPU3YETCa MAHAATHOM 3amUTON M COOEPKUT YETBEPTHIM, TPETHUH U

BTOPOU KIACCHI;

+ UETBEPTAA TPYINIA XAPAKTEPUIYETCA BEPUPUUMPOBAHHON 3aUTON M CONEPIKUT TOJBKO
MEPBEII KIACC.

Cemsmoit knace npucBanBaroT CBT, k koTopeim npensasasanuces TpedoBanusa mo 3ammre oT HC/I

nH(popMarmm, HO MpHu oneHkKe 3amuneHHocTs CBT oka3zanace Hmxe ypoBHA TPeOOBAHUM MIECTOTO
Kacca.

2. IlpakTHyeckoe 3aJjaHHe
M3yuuTh B UHTEPHETE OOUH U3 OCHOBOIOJATAIONINX TOKYMEHTOB, PACCMOTPEHHEBIX BHINIE U

COCTABHTE I{pﬂTI{H'FI KOHCIICKT 5TOr0 JOKYMCHTAd.

3. Coagep:xaHnue oTyeTa

1. TuryasHeIN TUCT

2. Conepxanue

3. [IpakTuaeckoe 3ananue
+ KoHCOEKT TOKyMEHTA
5. BreiBOOEI

IlepeyeHs OCHOBHOH JIHTEPATYPHI
1. HWnagopmammnonnas Oe3omacHOCTh: yueOHUK mia By30B/ B.HM. fpouxkmn — M.:

Aﬂﬂﬂewq%m%m%

Ceprudmkar:  2C0000043E9ABBBI52205E 7BA500060000043E
Bnaneneu:  Rlet@emecenr o B:ApHudopmaimonnas 0e3onacHocts: yued.mocodue/ B.A. CemeHeHKo —

M.: MT'1Y, 2013.
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ITepeyeHs JOMOIHHTEILHOH JIHTEPATYPbI
1. HWnagopmammnonnas Oe3omacHOCTh: yueOHUK mia By30B/ B.HM. fpouxkmn — M.:

Axanemmueckuil mpoekrt, 2012.

2. Cemenenko B.A. Undopmammonnas Oe3omacHocts: yued.mocodue/ B.A. CemeHeHKO —
M.: M1V, 2013.
IlepeyeHs Y4eOHO-MeTOAHYECKOr0 olecrieYyeHHS CAMOCTOATE/ILHOH PpadoThI
00yyaIuXxcs mo JUCIHILTHHE
Meromuueckie peKOMEHIAIMN MO BBEIMOJHEHUIO a00paTOpHBIX padoT Mo AMCHUILIMHE
«OcHOBHI ynpaBiaeHusa wH(OpMAMOHHON Oe3omacHocTH
2. MeTonnueckue peKOMEHIAIMHA 0 OPraHu3anunl CaMOCTOATEIEHON Pa0OTEI CTYJEHTOB IT0
quctmHe " OCHOBEI yOpaBiaeHusa WHPOPMAIMOHHOM 0e30macHOCTH .
Ilepeuens pecypcoB HH(pOPMALNHOHHO-TE/IEKOMMYHHUKAIIHOHHOH ceTH «HTepHeT»,
He0OXO0JHMBIX /I/IS1 0CBOEHUS JUCIHILIHHLI
1. http://el.ncfu.ru/ — cucrema ymopaBnenns obOyuennmem @OIAOY BO CKOYVY.
Jlucranumonnas moaaep:xka mucuumHel « H(OopManmoHHbIE TEXHOJIOTHUN B MPO(PECCHOHATEHOM
IeATeILHOCTH
2. http://www.un.org - Cainr OOH HMu}popmanmoHH0-KOMMYHHUKAITUOHHBIE TEXHOJIOTHI
3. http://www.mtuit.ru — Uarepuer- Y HuBepeurer KOMIBIOTEPHBIX TEXHOJIOTHM.

IIpakTHueckoe 3ansaTHe 2. Odecneyenne HHPOPMANHOHHOH 0€30MIACHOCTH B BeIY HIHX
3apy0e:KHbIX CTPaHAX

Ie,ib padoOThI: 03HakoMmeHUE ¢ 0CHOBHBIMU NPUHYUNAMU 0OeCheYeH st UH POPMALLUOHHOL
bezonacHocmu 6 6e0YUIUX 3apYOedCHbIX CIMPAHax

1. Teopernueckasi yacThb
OOecrieuenne 3anmThl WMH(MOpPMANMKA BOJHOBANO YEIOBEUECTBO Bcerma. B mpomecce
SBOJIIOIMM [IUBUJIN3AIUA MEHSIACH BUABI HH(POpPMAIIUN, MU €€ 3alIUTEl TPUMEHAINCE Pa3IMIHbIE
METOIBI U CPEICTBA.
[Tponecc pazBuTha CpencTB M METOIOB 3amMTEl MH(MOPMAIMH MOKHO Pa3felIuTh HA TPU

OTHOCHTCJIBHO CaAMOCTOATCIIBHBIX IMMCPHOOd.

i

1 C - Fa3BWTHE METOAOE WHPPOBAHWUEA W !
nepuop (C ApeEHENILINX KOAWPOBAHWA, CBASAHHOE C NOABNEHHEM !

i

i

EpeMEH no 40-x r. XIX peKa) ACEMEHH O ETH

I I
I i
i | 2mepuop (C 50-xT. XIX BEKA | yreqku no TeXHWYECKAM KaHAAAM, CBA3EHHOE |
' | Ao 60-x 1. XX BeKa) C nosBneHuem TenedoHa, Tenerpada, paado.
i i

3 nepuop (C @EI-I r. XX BEKa fe=0N3CHOCTW E NEPWOS MECCOBaN
A0 HAWKX AHEH) WHbOpMATMZaLMKM 0B ECTES

i N P Wl ol W i 0 P
AT TVIET T T T IRALRT TW sl

— — e e e e e e e i e B e e e ey e e e e e e —— . — — — —| — — — — — — — — — — — e e e e e e

INNEKTPOHROW 1O4INMCBHD

Cepmdniat HAGMO AAENBIE B MOCTHENHITE TOIBI TEHAEHIIMA B PA3BUTHH WH() OPMAITMOHHBIX TEXHOJIOTHIH
LAJ HAO

Bnapneneu

Meiict

03V X0Bd ITeAHa AnexkcaHaopoBHa
MOTYT V€ B HEZAIEKOM OyIynieM NpUBECTH K MOABICHHIO KAYECTBEHHO HOBBIX
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(napopmannoHHEIX) (GopM OOPEOBI, B TOM YHCIE U HA MEKTOCYOAPCTBEHHOM YPOBHE, KOTOPBIE
MOTYT OpUHUMATE (PopmMy HHPOPMAIMOHHOM BOMHBEI, a cama WH(OPMAIMOHHAS BOWHA CTAHET
OOHUM W3 OCHOBHBIX MHCTPYMEHTOB BHEHIHEH MOJMTHKH, BKJIIOYASA 3ANIUTY TOCYIAPCTBEHHBIX
MHTEPECOB U peanm3aiuio mo0beIX (popm arpeccuu. ITO ABISAETCS OOHOW W3 IPUYUH, MTOUYEMY
MOJE3HO O3HAKOMUTHCS C OCHOBHBIMHM mpuHImnamu oOecrmeuenus Ub B Begymmix 3apyOesKHBIX
CTpaHax.

Jlpyras nmpuunHa 3aKino4aercs B TOM, 4TO OOJBIMMHCTBO MPUMEHAEMBIX HA Tepputopun PO
cpeactB u meronoB obecrneuenua Mb oCHOBaHBEI HA MMIOPTHBIX METOIUKAX W CTPOATCA W3
UMIIOPTHBIX KOMIOHEHTOB, KOTOpBIE OBIIM pa3pabOTaHEl B COOTBETCTBUM C HOPMAMH M
TpeOoBanuavu mo obecnedenuro Wb crpan-msroroBureneil. B ¢BA3M C OTUM, HOPEKIE YEM
OPUCTYIIUTh K M3YUEHUI0 HEMOCPEACTBEHHO TEXHOJOTMM U cpenctB obecneuenusa Wb, cmemyer

MO3HAKOMUTECA ¢ moauTukou Wb Benyniux 3apyOexHBIX CTpaH.

2. IlpakTHyeckoe 3aJjaHHe
1. IloaroToBuTs KpaTKMH AOKJIAA MO 3aJaHHOMY BOIPOCY (CM. BAPHUAHT), UCOOJIL3YA yueOHOE

nocodue AsepuenkoBa, B.M. «Cucremer 3ammrel mHpOpMand B BEAYIIMX 3apyOEKHBIX
CTpaHax» U APYTUe AOCTYIMHEIE UCTOYHUKN UH(OPMALIHH.

2. 3amomnures Tabmuny «Cucremsl odbecneuenus Wb B Begymiux 3apyOekHBIX cTpaHax» (CM.
BAPHUAHT) HA OCHOBE MOArOTOBIEHHOTO MATEPHANA, a TAKKE JOKIAI0B IPYTUX CTYIEHTOB.

3. IlpoBectu anamm3 coOpaHHON MH()OPMALINN U CAEIATH BEIBOEL.

3. Coaep:xande oTyera
1. TuryneHBIN TACT

2. Copepxanue
3. Ilpaxtuueckoe 3amanue
4. Tabmuna «Cucremel ooecneuenusa Mb B Begynmx 3apyOexHbIX CTpaHax»
5. BrBOOBI
4. BapuaHTbI
BapuaHT — HOMep 10 CIIHCKY B :XKYpHAaJie.
Bapuant CTpykTypa
OcCHOBHBIE rocyviapcreeH
OcHOBHBIE yAap
NOKYMEHTHI B bIX OPTraHOB
Crpana NPHHIHUIILI
00J1aCcTH oDecreyeHHs
obeceuenuss Ub .
o0ecnneuenunsa Ub HAIIHOHAJILHOH
Ub
1 CIIIA
2 nokymeH AoaTmsH
CepTudukar: 3oco0 ﬂBEﬁlM@ﬁﬂEﬂMﬂammmaE
Bhaneneu: 4LI_| ebayxoea TaTesH eKcaHopoBHa
Belust
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5 OpaHuud
6 CepManus
7 Kuraii

8 Anonnsn

9 Hipeiinapus
10 Uenanus
11 Kanana
12 ABCTpalud
13 bpasnius
14 ApreHruHa
15 Kopen

IlepeyeHs OCHOBHOH JIHTEPATYPHI
1. HWnagopmammnonnas Oe3omacHOCTh: yueOHUK mia By30B/ B.HM. fpouxkmn — M.:

Axanemmueckuil mpoekrt, 2012.

2. Cemenenko B.A. Undopmammonnas Oe3omacHocts: yued.mocodue/ B.A. CemeHeHKO —
M.: MI'1Y, 2013.
ITepeyeHs JOMOTHHTEILHOM JIHTEPATYPHI
1. HWnagopmammonnas Oe3onmacHocTh: yueOHuUK mia By30B/ B.H. fpouxkmn — M.:

Axanemmueckuil npoexrt, 2012,

2. Cemenenko B.A. Undopmanmonnas OezonmacHocTs: yued.mocodue/ B.A. CemeHeHKO —
M.: MI'Y, 2013.
IlepeyeHs Yy4eOHO-MeTOAHMYECKOr0 O0ecHeYeHHST CAMOCTOATE/ILHOH PpadoThl
00yyaImuXxcs 1o JUCIHHILTAHEe
Meromuuecke peKOMEHIAIMN MO BBIMOJHEHUIO Ja00paTOpHBIX padOT MmO AMCHUILIMHE
«OcHOBEI ynpaBiaeHusa uwH(OpMAMOHHON Oe3omacHocTH
2. Metoguueckue peKOMEHIAIMH M0 OPraHu3aiiui CaMOCTOATEIEHON Pa00TEl CTYJEHTOB I10
auctummHe " OCHOBEI yopaBieHua uH(OpManuoHHON Oe3omacHoCcTH
IlepeueHs pecypcoB HH(OPMALNHOHHO-TE/IEKOMMYHHKAIIHOHHOH ceTH «HTepHeT»,
He00XO0AHUMBIX /I/IS1 0CBOCHUS JUCIHILIHHLI
1. http://el.ncfu.ru/ — cucrema ymopaBnenmns obOyuennmem @OIAOY BO CKOYV.
Jlucrantmonnas mogaepxkka muciuiumnasl «H(popmanmoHHeie TEXHOIOTHH B TPO(PECCHOHATBHOM
IeATeILHOCTH
2. http://www.un.org - Cair OOH Hu}popmanmoHH0-KOMMYHHUKAITUOHHBIE TEXHOJIOTHHI
3. http://www.mtuit.ru — MUarepuer- Y HuBepcurer KOMIBIOTEPHBIX TEXHOJIOTHM.

IIpakTHueckoe 3anaTHe 3. « TpedoBaHUA H MOKA3aATEH 3aALHINEHHOCTH
ABTOMATH3HPOBAHHLIX Cpe/JCTB 00padoTki HHGOPM AN

JOKYMEHT MNOANWCAH

HE.]II:FIE DBITONOMBHAKOMUMbCA C mpeﬁﬂﬁamm-uu U RNOKA3dmerAaAMU E‘-'fi'HfHHfEHHGCI’HH
CeraBIf e ﬁﬁmgg?é%eﬁ epebeineg’ OMKU UHGDOPMAl UL
Bnaneneu: i ti%l_leﬁaj-.r:r. a Tates Hﬁaﬁ%ﬂiﬁc HOpOBHA & E}E‘Eﬂé 5 gb fl {?lf

1. Teopernueckasi yacThb
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3amura uHpoOpMAMU OT HECAHKUMOHUPOBAHHOTO nocryma (HC]l) saBasercs coCcTaBHOM 4AacCTEIO
obmient mpobmemsl oOecmeuenns OezomacHocTH uH(pOpManuu. Meponpusaruas no 3ammTe
uHpopmarmun ot HC]l nomkHBI OCYIIECTBIATBCS B3aUMOCBI3aHO C MEPONPUATHAMH MO
CHELMATBEHOH 3aIUTE OCHOBHBIX U BCHOMOTATEILHBEIX CPEICTB BEIYUCIUTENLHON TEXHUKH, CPEICTB
M CHUCTEM CBS3U OT TEXHUUECKUX CPEACTB PAa3BEAKHU U MPOMBINUIEHHOTO NITHOHAMKA.
B o0mem cmywae, KOMIUIEKC MNPOTPAMMHO-TEXHUYECKUX CpPEACTB W OPraHU3arlOHHBIX
(mpouenypueix) pemenut mo 3ammre uHpopmanuu ot HCJ[ peammsyercs B paMkax CHCTEMBI
sanmrel uHpopmanym ot HCJl (C3WM HCJI), ycnmoBHO cocToAmiedn W3 CIEAYIONIAX YETBIPEX
MO ACUCTEM:
- YIIPABJIEHUS OOCTYIIOM;
- pETUCTPALIMU U YUETA;
- KpUOTOrpa(puIecKoi;
- o0ecmeueHu A 11€JI0 CTHOCTH.
B 3aBucumocTH OT Kiacca aBTOMATHM3UPOBAHHOM cHUCTEMBI (AC) B paMkax 3THX IOJICHUCTEM
OOMKHEL OBITE PEATTM30BAHEL CIEAYIONIUE TPEOOBAHUA.
Tpebdoranua k AC Tperseit rpynisl OpeacTaBaeHsl B Tadm. 1.
O0o3HaueHus:

"

- " - " - ger TpebOBAHNM K TAHHOMY KJIACCY;
-"+" _ecrb TpEﬁDBﬂH‘I{H K JaHHOMY KJ1accy.

Tabmna 1 TpeOGopanusa k AC TpeTseil rPyniTsl

1. [Togcucremsr u TpedoOBaHUA 2. Kmaccer

4. 3 |5 3

b A
6. 1. IloacucTeMa yrpaBjieHH T0CTYIIOM 7. 8.
9. 1.1. Upertudukanusa, npopepka nogmuHHOCTH U | 10. 11.
KOHTPOJIb TOCTYIA CyOBEKTOB:
12. B cucremy 13.  + |14, +
15. Kk TepmuHanam, IBM, yanam ceru OBM, kananam | 16. - 17. -
CBS3M, BHEIIHUM ycTpoucTBaMm JBM
18.  k mporpammam 19. - 120. -
21. K TOMam, karajoram, (aiuiam, 3amucam, moiasam | 22. - | 23. -
3anmicen
24. 1.2. Yopasaenune norokamu uH(O pMarium 25. 26.
27. 2. lloacucTeMa perucTpaniy | y4era 28. 29.
30.  2.1. Perucrpanus u yuer: 31. 32.
33. BXOJa (BeIXoma) CyOBEKTOB gmocryma B (u3) | 34. + | 35. +
cucremy(bl) (y3emn ceTn)
36.  BBIAUM IMEYATHBIX (rpaduuecknx) BeIXOAHBIX | 37. - | 38.  +
TOKY MEFHERbOHHOM NORACHIO

Gnagonet;  WeGayiosa Tarunwa Anexcanipont
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39.  3amycka (3aBepmieHusd) mporpamm u mponeccos | 40. 41.
(3amanuil, 3a1a4)

42.  pmocryma mporpamMm CyOBEKTOB moctyma K | 43. 4
janmiaeMeIM  (paitamM, BKMIOYAs MX CO3JaHUE U

yaaJaeHHue, mepeaady mo JUHUAM U KaHaIaM CBA3U

45.  pmocryma mporpaMm  CyOBEKTOB mocrtyma K | 46. 47.
repmuHanam, IBM, y3zmam cetn OBM, kananam cBa3u,

BHEIIHUM ycrpouctBam JBM, mnporpammam, Tomam,

Karamoram, (paimam, 3amucsam, IOJIAM 3aMUCe

48.  W3MEHEHUS MOJTHOMOYUM CYOBLEKTOB TOCTYIIA 49. 50.
51. CO3/1aBAEMBIX 3aNIUNIAEMEIX OOBEKTOB AOCTYyHA 52. 53.
54. 2.2. Yuer Hocurenen nH(popManm 55. 56.
57. 2.3. Oumcrka (oOnynenuwe, o0Oe3muuBanue) | 58. 59.
ocB0OOxkmaemMeIx obmacren onepatnBHON namatu IBM u

BHEIIHUX HAKOTHUTEIEHN

60.  2.4. Curnanmsanysa DONEITOK HAPYIIEHUS 3amMTHI | 61. 62.
63. 3. Kpunrorpajguuyeckas nmoJcucremMa 64. 65.
66.  3.l. HIudposanue KOH(pUACHIUATLHOU | 67. 68.
MH( OpMaALIUH

69. 3.2 [MTupposanue uHpopmarmu, | 70. 71.
NPUHAANIEKANIEM  PAa3IMUHBIM  CyOBEKTaM  JOCTyma

(rpymmam cyOBEKTOB) HA PA3HBIX KITFOYAX

72. 3.3 Hcnose3oBanue arTeCTOBAHHBIX | /3. 74.
(cepTH(PUIUPOBAHHEBIX ) KPUIITOT PA(PUIECKUX CPENCTB

75. 4. IloacHcTeMa obecrieyeHH s IeJIOCTHOCTH 76. 77.
78.  4.1. OOecneueHne TETOCTHOCTH MPOTPAMMHEIX | 79. 80.
cpenctB u 00pabdareiBaemMon HH(POpMALINH

81.  4.2. Dmsnueckas OXpaHa cpencts | 82. 8 3.
BRIUMCIUTEIRHONU TEXHUKHA U HOCUTENEH MH(]OpMALTUN

84. 4.3, Hammume angmunucrparopa  (ciayxOsb1) | 85. 86.
3amTel nH(popmarmu B AC

87.  4.4. Ilepnonnueckoe tectupopanue C3HU HCJ| 88. 89.
90. &%ﬁﬁmﬁmﬂcm BoccranoBienus C3U | 91. 92.

EEpTHdJH:’iPI.'C 000004 3E9ABEBO52205E7BAS00060000043E

Bnagent Dayxosa TaTeAHa AnekcaHgpoBHa

93. 4.6. HcnonpzoBanue  CepTH(PHIIMPOBAHHBIX
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CPEACTB 3aMIUTEI

Tpeborannsa k AC BTOpOU rpynImsl OPeACTABICHEL B TA0MI. 2.
O0o03HaueHUA:

" - " - Her TpeboOBaHMIT K JTAHHOMY KJIACCY;

"+ " - ecTs TpeOOBAHMA K TAHHOMY KIIACCY.

Tabmua 2 Tpebosanusa k AC BTOPOU IPYIIIEL

96.  Ilogcucremer u TpeboBaHNA 97.  Kiaccu
99. 2 | 100.
b A

101. 1. ITogcucrema ynpaBieHUs JOCTYIIOM 102. 103.

104. 1.1. Unentudukanmsa, npoBepka momauHHOCTH u | 105. 106.

KOHTPOJIb TOCTyId CyOBEKTOB:

107. B cucremy 108. + | 109.

110. k repmmunanam, OBM, y3mam cetu OBM, kanamam | 111. - 112.

CBSI3M, BHEIIHUM ycTporcTBaM SBM

113.  k mporpammam 114. - | 115.
116. x Tomam, karamoram, (aimam, 3ammacsam, momam | 117. - 118.
3amicen

119. 1.2. YopaBnenue norokamu uH(OpMaLIIN 120. - | 121.
122. 2. ITogcucrema perucTpany u y4era 123. 124.
125.  2.1. Perucrpanus u yuer: 126. 127.
128. Bxom;a (Beixoma) cyOwekToB nocryna B (13) cucremy | 129.  + | 130.
(y3en cetu)

131. Beigaum meuatHeix (Tpadumueckmx) BeXOAHBIX | 132. - | 133.
OOKYMEHTOB

134.  3anycka (3aBepmienus) nporpamMm u mponeccos | 135, - | 136.

(3amanuil, 3a1a4)

137. nmocryma mporpamm  cyOwekToB  gmocryma k| 138, - | 139.
3anAnIaeMeIM (paiimam, BKIoUas UX CO3JAHUE U YIATEHUE,

nepeaaugy mo JMHHAM W KaHaJ1aM CBA3H

140. pmocryma mporpamm  cyOBekToB  pmocryma Kk | 141. - | 142,

tepmuHagam, IBM, y3mam cetm OBM, kanamam cBsa3m,

BHEIHN MiokHeERGideERay OBM, mporpammam, Ttomam,

ANEKTPOHHOW NOAMUCHIO
CeprviAT ACTOTENEE hatBIaeNsE BTHCAMOONB JBIM 3aTUCEN
Bnaneney: leGayxopa TaTkAHa AneKcaHapoBHa

143.  m3MeneHus MOTHOMOYUM CYOBEKTOB JOCTYIA 144. - | 145.
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146. co3maBaembIX 3aNIMNIAEMBIX OOBEKTOB OOCTYyHA 147. 148.
149.  2.2. Yuer nocurenen nupopmanm 150. 151.
152. 2.3, Owuwucrka (oOnynenue, oOe3miuuBanue) | 153. 154.
ocB0OOkmaemMeIx oOmacre omeparuBHOM mamatu OBM u
BHEIIHUX HAKOTUTEIEH
155.  2.4. Curnanmsanysa NONBITOK HAPYIIEHNUS 3aIIUTEL 156. 157.
158. 3. Kpunrorpaduueckasa moacucrema 159. 160.
161. 3.1. HIudpoBanue KOH(pUaeHaIsHOou | 162. 163.
MH( OpMaALITUH
164. 3.2. HInpposanne wupopmanmm, npuHagmexkameu | 165. 166.
pa3IUUHEIM CyOBEKTaM AocTyna (rpynmam CyOBEKTOB) HA
Pa3HBIX KJIIOUaX
167. 3.3. HUcnoms3oBanue arTecToBaHHBIX | 168. 169.
(cepTH(UIUPOBAHHEBIX ) KPUITTOTPA(PUIECKUX CPENCTB
170. 4. [Toncucrema obecnmeueHU 1IEJTOCTHOCTH 171. 172.
173.  4.1. OobecneueHne 1UEMTOCTHOCTH TpOrpaMMHBIX | 174. 175.
cpenctB u 00pabarsiBaemMon HH(OpMaALIUN
176. 4.2. ®usngeckas oxpaHa CPEACTB BEIYUCIUTEILHOM | 177. 178.
TEXHUKH U HOCUTENIEH MH(OPMALINHI
179. 4.3. Hanuune anvmauctparopa (cayx0si) 3ammrer | 180. 181.
nH(popmanuu B AC
182.  4.4. Ilepunoauueckoe tectupoBanue C3M HC/] 183. 184.
185. 4.5. Hamiuue cpencre BoccranoBaenusa C31M HCJL | 186. 187.
188. 4.6. Ucnonn3oBanue cepruuuupoBaHHex cpeacts | 189. 190.
3aMIUTHI

TpeboBanusa k AC nepBoU rpyIIisl IPEICTABIEHEI B TA0I. 3.

O0o03HaueHUA:

" - " - Her TpeboOBaHMIT K JTAHHOMY KJIACCY;

"+ " - ecTs TpEOOBAHMA K TAHHOMY KIIACCY.

Tabmua 3 Tpebosanusa k AC nepBoi IPYIIIEL
191. IMomcucremer wu | 192. Kunaccw
TpedoBaHUA 194. 1 |195. 1 | 196. 197. 198.

_, AOKYMEHT MOAMMCAH A I B b A
Cepudprd® 92coooboaseshbesserrcierraop@00q043E 201. 202. 203. 204.
Bnagenpu:  LleGayxosa TaTbsiHa AnekcaHaposHa

YIOPABIECHUA JOCTYIIOM
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205. 1.1.
Nnentndukanms,
MPOBEpPKA MOTUHHOCTH
M KOHTPOJb TIOCTyMa

CYOBEKTOB:

206.

207.

208.

209.

210.

211. B cucremy

212, +

213.

214.

215.

216.

217. x  TepmuHAIAM,
9BM, y3mam cetn 9BM,
KaHaJam CBA3H,

BHEIIHUM YCTPOHUCTBAM

SBM

218. -

219.

220.

221.

222.

223. Kk mporpamMmmam

224. -

225.

226.

227.

228.

229, Kk TOMAM,
KATAJIOTaM, (paiutam,

3AMUCAM, ITOJIAM 3aImiceid

230. -

231.

232,

233.

234.

235. 1.2, Ynpasnenue

MOTOKAMM MH()OpMAIINH

236. -

237.

238.

239.

240.

241. 2. Iloacucrema

pErucTpanuu 1 ydera

242.

243.

244,

245.

246.

247. 2.1. Perucrpanus

U YUer:

248.

249.

250.

251.

252.

253. BxXxoma (BBEIX0OJA)
CyOBEKTOB [OCTyma B

(13) cucremy (y3emn ceTn)

254, +

255.

256.

257.

258.

259. BeIDauM
MEYATHBIX
(rpaduuecknx)

BBEIXOJHBIX TOKYMCHTOB

260. -

261.

262.

263.

264.

265. 3amycka
(3aBepIIEHN ) TPOTrPAMM
U MPOLECCOB (3amaHui,

3amag)

266. -

267.

268.

269.

270.

Ceptud
Bnanens

271, gERon nomvceip 272 -

peat: 2C0000043E9ABBBO92205E7BASD

=|_|,Hp Gﬂﬁﬂm Tat bfﬂ&r m&l—ﬂ

OOCTYIIA K 3aNIUIIAEMBIM

D060000043E

273.

274.

275.

276.
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(aiutam, BKIOYAA HX
CO3MaHNE U YIOAJICHUE,
nepenadyy mo JIMHUAM U

KdHdJ1dM CBA3H

277. pmocryma
OporpaMMm  CyOBLEKTOB
OOCTyIla K TEPMHHAJIAM,
9BM, y3mam cetn 9BM,
KaHAJIaM CBS3H,
BHEIIHUM YCTPOHUCTBAM
JBM., IPOTPaMMAaM,
TOMAM, KaTajaoram,
(paittam, 3ATHUCAM,

[TIOJIAM 3aImcen

278. -

279.

280.

281.

282.

283. W3MEHEHUA
HOJTHOMOYHM CyOBEKTOB

mocryIa

284. -

285.

286.

287.

288.

289. co3maBaeMBIX
3aNUNIAEMBIX O0OBEKTOB

nocryna

290. -

291.

292.

293.

294.

295. 2.2 Yuaer

HOCUTENEN HH(OpMaALIUU

296. +

297.

298.

299.

300.

301.  2.3. Oumncrka
(0OHyneHue,
00e3MuUMBaHuE)
0CBO0OKIaEMBIX
oOmacteil ONEpaTUBHOU

[TaMATH 2BM 151

BHEIIHHUX HAKOIMUTEIEH

302. -

303.

304.

305.

306.

307. 2.4

Curmanms dIIHA ITOIIBEITOK

HAPYIIEHUS 3a1IUTEI

Ceptud

Bnanens

£
=

308. -

309.

310.

311.

312.

313, &mAHm?)ld-.

EKTPOHHOW NOANUCh

lKkatr: ZC0000043E9ABBBA52205E FBASD
Kpmmrcpa HHEGKASL 1 pos s

D060000043E

315s.

316.

317.

318.
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[MOACHCTEMA

319. 3.1.
[HIundposanue
KOH()MIEHITHATBEHOM

WH() OpMALTH

320.

321.

322.

323.

324.

325. 3.2
[HIundpposanue
MH() OpMALNH,
MPUHAAIEKAIIEH
pa3MIUUHBIM  CyOBEKTaM
nocryna (rpynmam
CyOBEKTOB) Ha pa3HBIX

KJTHOYax

326.

327.

328.

329.

330.

331.  3.3.
Hcnoms3oBanue
ATTECTOBAHHEBIX
(cepTr(PUIIMPOBAHHEIX )
KpUOTOrpapuIeCcKUX

CPENCTB

332.

333.

334.

335.

336.

337. 4. Iloacucrema
oDecrieueHu s

EJIOCTHOCTH

338.

339.

340.

341].

342.

343. 4.1.
Obecrneuenne
LIEJIOCTHOCTH
MPOTPAMMHEIX CPEACTB U
oOpabarriBaeMoOu

nH(OpMaLUX

344.

345.

346.

347.

348.

CepTudpr
Bnanens

349, 4.2. dusnueckas

OXpaHa CPENCTB

BBIUUCIIUTEILHOH

TEXHHKH W HOCHUTEIEH

MEHT MNOANMWCAH
HHOW Nognncb

952

aIMAHUCTPATOPA

HD

350.

351.

352.

353.

354.

357.

358.

359.

360.
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(Ciryx0BI) 3AIIUTEI
nHpopmanuu B AC
361. 4.4, 362. + |[363. + |364. + |365 + |366. +

[Tepuonnaeckoe
tectupoBanne C31 HCJ|
367. 4.5. Hamiume | 368. + | 369. + | 370. + | 371. + |372. +

CpEACTB
BoccraHoBineHus — C3U
HC]I
373. 4.6. 374. - | 375. - |376. + |377. + |378. +

Wcnons3oBanue
cepTU( NI POBAHHEBIX

CPEACTB 3aMIUTEI

OpraHm3anuoOHHBEIE  MEPONPHATHA B paMKax  CPEOCTB  3amWTel  WH(pOpMaruu  OT

HECAHKIMOHUPOBAaHHOrO pocryma B AC, oOpalOareBaroninx WM XpaHANIUX WH(QOPMALHNIO,

ABIIAIONIYIOCS COOCTBEHHOCTBIO TOCYJAPCTBA U OTHECEHHYIO K KATETOPUM CEKPETHOM, JOIKHEI

OTBEYATh TOCYZAPCTBEHHBIM TPEOOBAHMAM IO O00ECHEUEHUIO PEKUMA CEKPETHOCTH MPOBOIUMBIX

pador.

[Tpu obpabotke mnm xpanennu B AC uH(popmanmm, HE OTHECEHHOW K KATETOPUM CEKPETHOH, B

pamkax C3U HC]I rocymapCTBEHHBIM, KOJUIEKTUBHEIM, YACTHEIM U COBMECTHEIM ITPEATPUATHAM, a

TAKK€ YACTHBIM JIMI[AM PEKOMEHIVIOTCA CAETYIONINE OPTaHN3AI[HOHHBIE MEPOITPUATHSL:

- BBIABJICHHE KOH(PUIEHIMATLHOM HH(OpPMAIMM M €€ NTOKYMEHTAJIbHOE O(OpMIEHHME B BUIE

MEPEUHs CBEOECHUHN, MOIJICKAMINX 3AIINTE;

- ONPENENCHNUE MOPAJIKA YCTAHOBJIECHUA YPOBHA MOJHOMOYHM CYOBEKTAa OOCTyMHAa, a TAKKE Kpyra

U1, KOTOPBEIM 3TO MIPABO MPEI0CTABICHO,

- YCTAaHOBJAEHUE U OPOPMICHHE TPABWI PA3TpaHUUYEHUSA AOCTYHA, T.€. COBOKYITHOCTH IIPABWUIL,

pPETJIAMEHTUPYIONINX MPAaBa JOCTYNA CYOBEKTOB K 00BEKTAM;

- O3HAKOMJIEHME CcyOBEeKTa moCTyma C MOEPEeUHEM 3allUIIAEMBIX CBEIEHUM U €r0 YPOBHEM

MOJHOMOYMH, a4 TAKKE€ C OpPraHu3allOHHO-PACIOPAOUTENLHON MW padodeld JOKYMEHTAIUEH,

OMmpenenaroned TpedoBanmusa u mopAnoK 00padoTku KOH(PUACHIINATEHOU UH( OPMATINH;

-  TOAy4eHHE OT CyObeKkTa [JOCTyma pacmiCcKd O HEPasrJalleHWHd TOBEPEHHOM €My

KOH()MIEHIITUATEHON HH()OPMATIHH;

- obecneuenne oxpaHbl 00BEKTA, HA KOTOPOM pacmonoxkeHa zanmmaemas AC, (teppuropus,

30AHUA, MOMEMICHMs, XpaHWwIMnida WHQOPMANVWOHHBIX HOCHUTENEH) NYTEM YCTAHOBIICHUSA

COOTBETCTBYIONIUX ITOCTOB, TEXHUUYECKUX CPEACTB OXPAaHBI WIM TOOBIMH IPYTMMH CIIOCOOami,

IPEIOTBPANIAIONINMH MM CYNIECTBEHHO 3aTPYIHAIONIMMU XHUIIEHHUE CPEACTB BBHIUMCIUTEILRHOU

texauku (CBT), nadopmannonnsix nocurened, a takxe HCJl k CBT n munnam cBasu;

- BEIOOD Kiacca 3ammmieHHOCTH AC B COOTBETCTBUM ¢ 0COOEHHOCTAMH 00pabOTKM MH(OpMALIH

(TexHomoruss 00pabOTKW, KOHKpETHBIE yCaoBua Okcmuryaraimu AC) um ypoBHEM €€

KOH(pPUIEHIINATBEHOCTH,

- DpraHHEau@@uymﬁbhrﬁmnaCHﬂcTH WH(OpMAIMK (OTBETCTBEHHBIE JTUIA, agMuHucTparop AC),
CEPQHC ﬁaTECE&F%%ABBWEEDBE yaffenye ¥ BEITAYY MH(OPMAIMOHHBIX HOCHTENEH, MaposeH, Kmouei,

BnaBEHECHNE Eayk e OBoI Muhopyan C3M HCJl (renepamuio maposied, KIOYeH, COMPOBOKICHHUE

MpaBWwI pa3rpaHUdEHUs T0CTyna), MPUEMKY BKIOYaeMBIX B AC HOBBIX MPOTPAMMHEIX CPEICTB, a
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TAKJKE€ KOHTPOJL 34 XOOOM TEXHOJOTMYECKOro Iponecca o00paboTkn KOH(PHUACHIMAILHOU
MH(pOpMAIIHA U T.1.;
- pazpaborka C3U HC]I, Bkmodas COOTBETCTBYIONIYI) OPTraHU3AMOHHO-PACIOPAIUTENBHYIO H
HKCIUTYATAIMOHHY0 JOKYMEHTALHIO,
- ocymiecrBinenue npuemku C3HM HC/I B cocraBe AC.
[Tpu pazpadorke AC, mpenHazHaueHHOM a1 00padOTKHN WM XpaHEeHUs MH(OpMATINN, ABIIAIOMIEHC
COOCTBEHHOCTRIO TOCYJAPCTBA W  OTHECEHHOM K KATETOPUM  CEKPETHOM, HEe00X0auMO
opueHTHpOBaTeCa B cooTBEeTCTBUM € PJI «CpenctBa BBEIYMCIWTENEHOM TEXHUKW. 3alIATA OT
HECAHKIIMOHUPOBAHHOTO  mgocryma K  uH(popmammm. [lokazarenn — 3amumieHHOCTH — OT
HECAHKI[MOHUPOBAHHOIO AOCTyna K wH(pOpManum» Ha KIAacCel 3amunieHHoCcTu AC He HUKE (IO
rpynmnam) 3A, 2A, 1A, 1b, 1B u ucnons3oBars cepruduiporanusie CBT:
- He Hmke 4 kmacca - gt kiacca sanmumenaocta AC 1B;
- HEe HIKe 3 Kiacca - ot kiacca samumenaocta AC 1b;
- He HIKe 2 Kjracca - mrd kiaacca zanmmnieHaocta AC 1A.

2. 3a1aHHe

M3yuuts u ommcare TtpeOoBaHmA 1o olecrmeueHWo WHPOPMAIMOHHOM 0€30MaCHOCTH I
KOHKPETHOTO MPENNPUATHA (CM. BAPHAHT).
3. Coaepxanue oTyeTa

1. TuryasHeIN TUCT

2. Conepxanue

3. Jlaboparopnoe 3aganue

4. Omnucanue TpedoBanuil 1 BEIOOP Kiacca 3anmnieHHoCcTu AC

5. O1ieHKa pUCKOB

6. BeIBOOEBI

4. BapHaHTbI
BapuaHT — HOMep 10 CIIHCKY B KYpHAaJle.
MeToa OLIeHKH pHCKA
Homep
Opranusanus (eMm. Ilpunoxenne E
BApPHAHTA
P 'OCTa)
1 OT/eNieHHe KOMMepUeCKOoro OaHka 1
2 [ToMMKITMHHAKA 2
3 YHUBepCUTET 3
4 Oduc crpaxoBoil KOMITAHAH 4
5 HHTEepHET-Marasnu 1
6 nokymMHeHoproKasaHHS TOCYJapCTBEHHEBIX YCITYT 2
AI[EKTPOHHOW MOANMUCHIO
Cefrpwrar—2€6660€ +IESABRRSS 2 20TE T RATOOOG000043E
BJ‘IE,EI,E.I'IEI.I,T llleGayxqea TaTeAHa MEHEEHQpQW&IEHEHHE [TOJIHITHH 3

Nencteutened: ¢ 19.08.2022 no 19.08.2023
39



3 AVIUTOpPCKAas KOMITaHHS 4
9 HuzaitHepckas ¢pupMma |
10 Odmuc anpokara 2
11 ATEeHTCTBO HEJIBHKHUMOCTH 3
12 TypHcTHUECKOE areHTCTBO 4
13 N3naTebcTBO 1
14 PekJlaMHO€ areHTCTBO 2
15 Ort/ieNieHHe HAJIOTOBOH CITY OB 3
16 ['oCTHHUIIA 4
17 [OpoACKOH apXHB 1
18 Odwuc HOoTapuyca 2
19 Jducneruepckas cTyk0a Takch 3
20 JXKenesHnomopokHad kacca 4

IlepeueHs OCHOBHOH JINTEPATYPbI
1. HWnpopmammonnas Oe3zomacHoCTh: yueOHuUK mia By30B/ B.M. Spouxkmn — M.:

Axanemmueckuil nmpoekrt, 2012.

2. Cemenenko B.A. Undopmammonnas OezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: MI'I1Y, 2013.
ITepeyeHb TONOTHATEILHOM JIHTEPATYPbI
1. WNupopmammonnas Oe3omacHOCTE: yueOHuk 11 By3oB/ B.H. fpoukmn - M.:

Axanemmueckuil mpoekrt, 2012.

2. Cemenenko B.A. Undopmammmonnas 0ezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: M1V, 2013.
IlepeyeHs Y4eOHO-MeTOAHYECKOr0 olecrieYyeHHS CAMOCTOATE/ILHOH PpadoThI
00VYalIUXCcd Mo JUCIHILTHHE
Meromuueckue peKOMEHIAIMN MO BBIMOJHEHUIO Ja00paTOpHBIX padoT MmO AMCHUILIMHE
«OcHOBHI ynpaBiaeHusa wH(OpMAMOHHON Oe3omacHocTH
2. MeTonnueckue peKOMEHIAIMHA 0 OPraHu3anunl CaMOCTOATEIEHON Pa0OTEI CTYJEHTOB IT0
aucuuIuiiHe ' OCHOBEI ynpaBineHusAs UWH(POPMAIMOHHON Oe30macHOCTH
Ilepeuens pecypcoB HH(OPMANHOHHO-TE/IeKOMMYHHKAIIHOHHOH ceTH «HTepHeT»,
He0OXO0JHMBIX /I/IS1 0CBOEHUS JUCIHILIHHLI
1. http://el.ncfu.ru/ — cucrema ymopaBnenns obOyuennmem @OIAOY BO CKOYVY.
Jlucranummonnas nmoagaepkka muciuiumuiel «MH(popManoHHEIE TEXHOIOTUA B NTPO(PECCHOHAIBHOU
IeATEILHOCTI

A - Cai -
2 %Wﬁ%gg Caiir OOH Hn(popmMarimoHHO-KOMMYHHKAITHOHHBIE TEXHOJIOTHI

Ceptudumkatr: 2 ED&??)ngggt’E ﬁ%@é?ﬂ;&%gfﬁﬂﬂm@{Tep HCT -yH'H'B E‘.‘p CHTCT K OMITBHO Tep HBIX TCXHOJI Dmﬁ‘

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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HPHHTH‘IEER{}E 3aHsATHE 4. HAJII'HPHTMI:I MNOBEJACHHH BHPYCHBIX H JIPYI'HX
Bpe€10OHOCHBIX IporpamMmm»

Helb pabdoThI: u3yUeHUEe mexHOoTo2UU aymeHmUuduKayuu noib308ameiis Ha OCHOBE NAPOJIS

1. Teopernueckasi yacThb
Ha ceromusammuii neHp nmepedeHb OOCTYMHBIX AHTUBHUPYCHBIX OPOTpaMm BeckMa 00mmpeHn. Onu

pa3IM4aroTCA KakK mo IeHe, TAK U 0 CBOUM () YHKIIMOHAIBHBIM BO3MOKHOCTAM. Hanbonee montHeie
(M, KaKk TMpaBUJIO, HAMOOJIEE TOPOTHE) AHTUBUPYCHBIE MPOTPAMMEI ITPEACTABIAIOT COOOM HA CAaMOM
Jene MaKeThl CHEHMATN3HPOBAHHBIX YTWIUT, CIMOCOOHBIX HPM COBMECTHOM HX HMCMIOIB30BAHUU
00€CIeunTs Pa3HOCTOPOHHIOK 3ANIUTY KOMOBIOTEPHON CUCTEMEL.

BomBMMHCTBO COBPEMEHHBIX AHTUBUPYCHBIX MAKETOB BEITIOJIHAIOT CAEAYIONINE () YHKITUM:

CKAHUPOBAHUE IMAMATH U CONEPKUMOTO TUCKOB;

CKAHUPOBAHHE B PEATTEHOM PEKUME BPEMEHHU C TOMOMIBIO PE3UIEHTHOI O MO TYJLA;
pacro3HaBaHUE MOBEACHUA, XaPAKTEPHOTO A7 KOMIEIOTEPHEIX BUPYCOB;

OTOKMPOBKA W/HIM YOAIEHUE BELABICHHEIX BUPYCOB;

BOCCTAHOBJIEHHUE 3aPAKEHHBIX MH( OPMAITMOHHBIX 00BEKTOB,;

NPUHY IATEIbHAA TPOBEPKA MOAKIIOYEHHBIX K KOPITOPATUBHOU CETH KOMITBIOTEPOB;
yIAIEHHOE 00HOBICHNE AHTHUBUPYCHOTO IMPOrPpaMMHOTO oOecrneueHns u 0a3 TaHHBIX depes
HNurepuer;

* (uaerpanua tpaduxka HHTrepHera Ha TpeaMET BEHISABIEHUSA BUPYCOB B MNEPENABAEMBIX
mporpaMmax U JOKYMEHTAX;

® BBIABICHHE NOTEHIIMAILHO OMACHEIX Java-anmiueToB u Mmoaynen ActiveX;

® BENEHHE MNPOTOKOJIOB, coAepxammx uHPOpMAIMIO O  COOBITHMAX, KACAIOMIUXCH
AHTUBUPY CHOM 3ANIUTEL U JP.

2. IIpakTHUyeckoe 3a1aHHe

1. [TogroToBuTE KpaTkuii OOKAAA MO 3a0aHHOMY BOOPOCY (CM. BAPHAHT), UCHOJB3yA JOOBIE
TOCTYITHBIE HCTOYHUKH HH()O pPMALIHH.

Pexomenoayuna: CoOpanHell Marepuan Oyner HamOOnee aKkTyalabHBIM, €CIM BKIIOYWTE B HETO
JAHHBIEC, TOJIYUEHHBIE MPAKTHYECKUM IyTeM. Jlasa 5Toro mnpu BO3MOKHOCTH, YCTAHOBUTE
OEMOHCTPAIMOHHYIO0 Bepcuro 3amaHHoro makera [10 u mporecTupyire €e B TEUEHHHM HECKOJbKHX

THEM.
2. 3anonauts Tabmuiy «llakersr aHTMBUPYCHBIX TPOrpaMm» HA OCHOBE ITOATOTOBIEHHOTO
MaTepHuala, a TAKKE TOKIaI0B JPYTHX CTYIECHTOB.
3. [TpoBectu anamiz coOpannou nH(pOpMALIKM U CAEIATE BEIBOIEL.
3. Conep:xanue or4yera
. Turyaenel mucT
2. Conepxanue
3. [TpakTnueckoe 3amanue
-+. Tabmma "ITakersr aHTUBUPYCHEIX TTpOrpaMm’
5. BEIBO ITEI
AOKYMEHT OAMNCAH
ANEKTPOHHOW MOAMNMChIO
Ceprvcukar:  2C0000043E9ABBBI52205E7BAS00060000043E 4. BapuaHTbI

Bnaneneu:

llleBayxoea TaTbAHa AnekcaHapoBHa Bap}[a[{T —_ HI]MEP no EHHEE}' B m}'pliﬂﬂe.
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OcHOBHBIE

INaker anTuBHpycHOro 11O by HKIHH

JocTonHcTBAa HenocraTtku

AHnTHBHpYC Kacnepckoro

AHTHBHpYC Dr.Web nis
Windows

Panda Antivirus

ESET NOD32
AHTHBHpYC

avast! Free Antivirus

Avira AntiVir Personal

Norton AntiVirus

Trend Micro Internet
Security

Microsoft Security
Essentials

McAfee VirusScan

IlepeueHs OCHOBHOH JINTEPATYPbI
1. HWnagopmammonnas Oe3omacHoCTh: yueOHuUK mia By30B/ B.M. Spouxkmn — M.:

Axagemmueckuit npoekrt, 2012,

AOKYMEHT NQAMNCA
2. CemonoHim Iifh{qmpmauHGHHaﬂ Oe3zomacHOCTE: yueO.mocodbue/ B.A. CemeHeHkO —

CEFMJH HMWﬂ%q%BBBBE 2205E7BAS00060000043E

Bnaneneu: e oBa TaTeAHa AnekcaHgpoBHa

EpE‘I eHb JONOJIHHTE/ILHOH JHTEPATYPbI

: qZ)DpMa 1MOHHAA Oe3omacHOCTh: yueOHuk musa By3oB/ B.M. Spoukmn — M.
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Axanemmueckuil npoexrt, 2012,

2. Cemenenko B.A. Undopmammonnas Oe3omacHoCTh: yueb.mocodue/ B.A. CemeHeHKO —
M.: MT'1Y, 2013.
IlepeueHs Yy4eOHO-MeETOAHMYECKOr0 OO0ecHeYeHHH CAMOCTOATE/ILHOH PpadoThl
00yyaImuXxcs 1o JUCIHHILTAHEe
Meromnueckue peKOMEHIOAIMHM MO BEIMOJHEHUIO JIa00paTOpHBIX padoT Mo AMCHUILIMHE
«OCHOBEI ynipaBneHusa WH(OpMaMOHHON 0e30macHoCTH .
2. MeTtoanmueckue peKOMEHIANIMA MO0 OPraHu3alul CaMOCTOSATEIEHON padOTEI CTYJEHTOB IT0
auctummHe " OCHOBEI yopaBieHua uH(OpManuoHHON Oe3omacHoCcTH
IlepeueHs pecypcoB HH(POPMANHOHHO-TE/IEKOMMYHHKAIIHOHHOH ceTH «MHTepHET»,
He00XO0AHMBIX /I/IS1 0CBOCHHUS JUCIHHILIHHLI
1. http://el.ncfu.ru/ — cucrema ynopaBnenus obydennem @OIAOY BO CKOYVY.
Jlucrantmonnas mogaepxkka muciuiumnasl «H(popmanmoHHeie TEXHOIOTHH B TPO(PECCHOHATBHOM
IeATeILHOCTH
2. http://www.un.org - Caiur OOH HMu}popmanmoHH0-KOMMYHAKAITUOHHBIE TEXHOJIOTHHI
3. http://www.mtuit.ru — arepuer-YHuBepcurer KOMIBIOTEPHEIX TEXHOJIOTHM.

IIpakTHyeckoe 3anaTue S. Tema: «Ilpouedypa aymenmupukayuu nonv3oeamens Ha OCHOGe
napoiay

Leas padoThI: uzyueHue mexHonocuu aymeHmu@ukayu nob308ameisi Ha 0OCHOBe NAPOJIA.

Teopernuyeckasi yacTn
Nnenrudguxanus — 5TO 3asABICHUE O TOM, KEM BEI ABIAETECH. B 3aBUCMMOCTH OT CUTYAIIMH, 3TO
MOKET OBITh UM, AAPEC AMEKTPOHHOM MOYTHI, HOMEP YUYETHOM 3aITUCH, UTL.
AyTeHTH(HUKAHA — TPETOCTABICHUE NOKA3ATEIBCTB, YTO BBl HA CAMOM JEJIE €CTh TOT, KEM
naeHTupuuupoBamMCce (0T cnosa “‘authentic” — MCTUHHEIN, TOAIMHHBIN).
ABTOpH3aLHS — MPOBEPKA, YTO BAM PA3PENIEH AOCTYI K 3aMPANIMBAEMOMY PECYPCY.

AyTEeHTH(PUKAIHSA 110 TIAPOJIIO

3TOT METOJI OCHOBBIBAETCA HA TOM, YTO MOJB30BATEIEL JOKEH ITPEIOCTABUTE Username u password
U1 yeIemHod uaeHTudukanmy u ayrearudukanum B cucreme. [Tapa username/password 3agaercs
MOJIE30BATEIIEM IIPH €r0 PETUCTPAIIMH B CHCTEME, TPH 3TOM B KAYECTBE USErName MOXKeET
BBICTYIIATh AAPEC MEKTPOHHON MOYTHI MTOJIB30BATEI.

[TpuMeHuTENEHO K BEO-TIPIIIOKEHUAM, CYILIECTBYET HECKOIBKO CTAHIAPTHBIX MMPOTOKOJIOB JJIA
ayTEHTU(PHUKALUU 10 TTAPOJIIO, KOTOPEIE MBI PACCMOTPUM HUIKE.

HTTP authentication

JTOT MPOTOKOMI, onucanueli B crangaprax HI'TP 1.0/1.1, cymiecTtByer oueHns gaBHO U 10 CUX IOp
AKTUBHO NPUMEHSETCA B KOpIopatuBHOU cpene. [IpumennurensHo k BeO-caitam padoTtaer
CIEAYIOMINM 00pa3oMm:

JOKYMEHT MNOANCAH

1. CepaepgrgpH HEABTOPU30BAHHOTO KIUEHTA K 3a0IUIIEHHOMY PeCcypcy,
CopmpuKar: %@ﬁ%%ﬂﬁ@ﬁﬁ%ﬁ@“%ﬁn&umgrﬁeﬁ’ u nobasnger 3aronosok “WWW-Authenticate”
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

C YKA3aHUEM CXEMBI U NAPAMETPOB ayTEHTU(PUKAIINH.

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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2. Dbpaysep, npy noay4eHUH TAKOTO OTBETA, ABTOMATHYECKU MMOKA3BIBACT JUAIOT BBOOA

username u password. [Top30Barens BBOOIUT AETAM CBOEH YIETHOH 3aAIHCH.

B0 BCex mocCneqyromux 3anpocax K 3ToMy BeO-cauTy Opay3ep aBTOMAaTUYECKH N00aBIACT
HTTP 3aronosok “Authorization”, B KOTOpOM nepemaroTCsa TaHHBIE NOIB30BATENA 1A
AyTEHTU(PUKAIIAN CEPBEPOM.

Cepeep ayreHTH(PUIIMPYET MOIL30BATEA IO JAHHBIM M3 9TOT0 3aronoBka. Pemenune o
OPEeNOCTABACHUH JOCTYIA (ABTOPU3ALMS ) MPOU3BOIUTCA OTAEIEHO HA OCHOBAHUM POIIH
noab3oBareni, ACL mm gpyrux JaHHBIX yYETHOM 3aIMHCH.

Bece mpormecc craHmapTHU3upOBaH M XOPOMIO HOAICPKHUBACTCA BCEeMH Opay3epamMu u  BeO-
cepeepamu. CymIeCTBYET HECKOJBKO CXE€M ayTeHTHu(UKAlNM, OTIMYAIONIUXCA MO0 YPOBHIO
0€e30MmacHOCTH:

TexHonorust padorsl
Basic — wnamOonee mpocras cxema, Mpu KOTOPOW username u password IToxp30BaTess
nepenaroTcs B 3aronoBke Authorization B nHezammdpoBanmnom Buae (base64-encoded).
Onnako mnpu wucnoms3oBannmn HTTPS (HTTP over SSL) mnporokona, sBasercs
OTHOCHUTEIIEHO Oe30macHOM.

GET /incex HTTPA1.1

£
N

HTTP.1 401 Unatthorized
WWW-ALthenticate: Basic

realm="tallyWorld"

Client Server

GET /index HTTP/ 1
Authorizetion: Basic dXNIcjpwYXNz .
/-

<
HTTPI1.1 200 0K

IIpumep HTTP aymenmuukayuu C UCHONb30BAHUECM Basic cxembl.

Digest — challenge-response-cxema, Ipu KOTOPOI CEPBEP IMOCHIJIAET YHUKAJIFHOE 3HAUCHUE
nonce, a Opaysep mnepemaer MDS5 xsm mapons none30BaTens, BEIYHUCIECHHBIM C
MCMOIB30BAHUEM YKa3aHHOTO nonce. bonee OezomacHas ansrepHaTHBB Basic cxemel mpu
HE3AMIMIIEHHEIX COCOUHEHMAX, HO ToaBepeHa man-in-the-middle attacks (¢ 3amenon
cxeMbl Ha basic). Kpome TOT0, MCIONIB30BAHME STOM CXEMBI HE ITO3BOJIIET MPUMEHHUTE
COBPEMEHHBIC XN (PYHKIINN /I XPAHEHU TApOJIEH NOIL30BATEIIEN HA CEPBEPE.

NTEM?&?EEEH?&#?%&? Windows authentication) — raxe ocnosana na challenge-response

MOAXOAEC, HPH KOTOPOM ITAPOJIEL HE MEPENAETCS B UMCTOM BHIE. DT CXEMA HE SBIAETCS
craugaprom HTTP, HO nonmaepxkuBaerca OONpmMMHCTBOM Opay3epoB uU BEO-CEPBEPOB.
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[IpenMymiecTBeHHO HCTOB3yeTCs ana ayTeHTu(ukanmu mons3oarenen Windows Active
Directory B BeO-mpunoxeHmax. Y a3Buma k pass-the-hash-araxam.

4. Negotiate — emie omna cxema u3 cemeiicrea Windows authentication, kotopas mo3BoJsier
kmmenty BeiOpate Mexny NTLM u Kerberos ayrentudurarmeit. Kerberos — 0onee
0e30TmacHEI MPOTOKOJ, OCHOBAHHEIM Ha mpuHimme Single Sign-On. OgHako OH MOMKET
(P)YHKIIMOHUPOBATH, TONBKO €CIIU U KJIIMEHT, U CEPBEP HAXOAATCA B 30HE Intranet u ABIAIOTCA
gacTero nomeHa Windows.

Crour ormeruTh, 4r0 TpH wucnons3oBanun HTTP-ayrentudukanmmm y mnoae30Barens HET
CTAHZAPTHOM BO3MOKHOCTH BBINTH U3 BE€O-IIPHIIOKEHUA, KPOME KaK 3aKpBITH BCE OKHA Opaysepa.

Forms authentication

JI1s1 5TOTO MPOTOKOIA HET OMPEIEICHHOTO CTAHAAPTa, HOATOMY BCE €70 PeaTn3aliii Creru(puaHb
O KOHKPETHBIX CHCTEM, 4 TOUHEE, I MOAYAEH ayTeHTHu(ukamuu (PperiMBOPKOB pa3pabOTKH.

Paboraer st0 mo cnemyroomieMy npuHOMIy: B BeO-mpunoxenue Bkmwouaercas HTML-¢gopma, B
KOTOPYIO MOJIB30BATENE JODKEH BBECTH CBOM username/password u OTIIPaBUTE MX HA CEPBEP depe3
HTTP POST nna ayrenruukamumn. B cinygae ycmexa BeO-mpuinokeHue coszmaer session token,
KOTOpEIM O00BIHO momemiaercs B browser cookies. Ilpu mocnemyronmx BeO-3ampocax session
foken aBTOMATHUYECKU MEPEIAETCA HA CEPBEP U MO3BOJSIET MPWIOKEHUIO MOTYIUTh UH(OPMAIHIO O
TEKYIIEM IMOJIb30BATENIE IS ABTOPHU3ALNH 3ampoca.

GET /login HTTP/1.1

AN
{ e
‘ HTTP/1.1 200 OK
POST Jlogin HTTP/1.1
login=user&password=pass

C“ent < HTTP/1.1 302 Found Server

Set-Cookie: token=eAEKKIC3IvJGQuhuf

GET /index HTTP/1.1
Cookie: tnken=eAEKK903vJGQuhufm

o
<
HTTP/1.1 200 OK
Ipumep forms authentication.
[Tprnoxenne MOKET CO311aTh session token OBYMS crmocodamu:

AOKYMEHT MNOANMCAH
JNEKTPOHROW 1NO4INMCBHD

LepTUOKUKAT ZCO0000043E9ABBRBAS2205ETBASOOO&0000043E
Bnaneney H.-E'-:::.-rcrn:,_: TaTefHa AnekcaHnpoeHa
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1. Kak nnenru(pukarop ayreHTH(PUIUPOBAHHOU CECCHM ITOJIB30BATEA, KOTOpPAsd XPAaHWUTCA B
maMsaTH cepepa wian B 0Oasze manneix. Ceccusi DOMKHA COOEPKATH BCIO HEOOXODMMYIO
MH(OPMAIIO O TTOAB30BATENE IJI1 BO3MOKHOCTH aBTOPHU3AIMH €T0 3aIPOCOB.

2. Kak 3anmmpoBaHHbId W/HJIM DOAMUCAHHEIN O0BEKT, CONEPKANINN JAHHEIE O MOJIb30BATENE,
a TAKKE TMEepHoi MEHCTBHI. DTOT IMOAXO[ ITO3BOJAET PEATM30BATH stateless-apxXuTeKTypy
cepeepa, OAHAKO TpeOyer MexaHusMa OOHOBIEHUS CECCHOHHOTO TOKEHA IO HUCTEUCHUH
cpoka nencTBuA. HECKOMBKO CTAHAAPTHERIX (POPMATOB TAKUX TOKEHOB PACCMATPUBAIOTCA B
CEKIMU «AYTEHTU(PUKAIMS IT0 TOKEHAM).

HeoOxomnmmoO moHMMAaTe, 49TO IMEpexBAT Session token 3a4acTyr0 OAeT AHAIOTUYHBIN YPOBEHD
mocryma, uto u 3HaHwe username/password. [TosTomy BCe KOMMYHHKAIMM MEKAY KIMEHTOM M
cepeepomM B caydae forms authentication mOKHEI TPOM3BOAWTHECA TOJBKO MO 3ANIANIEHHOMY
COE MMHEHUTO HTTPS.

,[[p}’THE POTOROJIbI ﬂ}’TEHTH[l)HRHI[HH 1o 1nmapoJir

JIBa mpOTOKOIa, OMUCAHHBIX BEINIE, YCIENIHO UCITOJIB3YIOTCA I ayTEHTH(PUK AN TT0JIb30BATENIEH
Ha BeO-cauTax. Ho mpu pa3paboTke KIMEHT-CEPBEPHBIX IPIUIOKEHUN C MCIIOJIL30BAHHEM BEO-
cepBucoB (Hampumep, i0S wmu Android), mapaay ¢ HTTP ayrentudukainiei, 9acTo mpuMEHSIOTCS
HECTAHJAPTHEIE MPOTOKOIBI, B KOTOPBIX OAHHEBIE A AYTEHTU(PUKAIMU TMEPEnaroTCs B OPYTHX
qacTAX 3ampoca.

CymiecTByeT BCETO HECKOIBKO MECT, TJIe MOXKHO mepenars username u password 8 HTTP 3ampocax:

1. URL query— cuuraercs He0€30macHBIM BapuaHToM, T. K. crpokum URL wmoryt
3aIIOMHUHATECA Opay3epamu, IPOKCH U BEO-CEpBEPAMHU.
2. Request body — Oe3omacHelii BapuaHT, HO OH NOPUMEHHM TOJBKO [JIs 3ampocoB,

copepxkanmx temno coodmienus (takue kak POST, PUT, PATCH).
3. HTTP header —ontumansHBIA BAPUAHT, OIPU 3TOM MOTYT UCHOJIB30BATECA U CTAHJAPTHBIN
3arooBok Authorization (mampumep, ¢ Basic-cxemoitr), 1 gpyrue mpon3BOIbLHBIE 3ar0JIOBKH.

PacnpocTpaneHHbIe YA3BHMOCTH H OIUHOKH peaJin3aliuy

AyTeHTU(UKAIMK MO MAPOJII0 CYUTACTCS HE OYEHb HANCHKHBIM CHOCOOOM, TAK KaK HapOJIb 4acTo
MOHO TOA00OpaTs, 4 MOJB30BATENIN CKIOHHBI UCHOIB30BATH MPOCTEIE U OJWHAKOBEIE MAPOJIH B
pa3HBIX CHUCTEMAax, MO0 3amUCHEIBATHh WX HA KiIoukax Oymaru. Ecm 370yMBIIIIEHHHUK CMOT
BBUICHUTE [MAPOJIb, TO MOJB30BATENb 3a4acTyr0 00 3TOM HE y3Haer. Kpome Toro, pazpaboTumku
MPWIOKEHUH MOTYT JOIYCTUTH PAJ KOHHUEONTYATbHBIX OMMOOK, YNPOMIAIONIAX B3JI0M YUETHBIX
3amCel.

Hwxke mnpencraBien cmmcok HambOIee dYacTO BCTPEYAIOMIMXCA VYI3BUMOCTEM B Ciaydae
UCITOJIL30BAHMA ay TEHTU(PUKAL[IHN 3(8 MapOIIO:

 BeO-nmpuwioxeHnne mo3BoasaeT N0JIs30BATENIM CO34aBATh MPOCTHIE TAPOIH.

o BeOspiiiiiagHis He saumuieno oT Bo3MokHOCTH nepebopa maposneii (brute-force attacks).
Ceprucbupar:  PBE@IPHIIOREHNE: CAMIQIPEHEPHPYET U PACITPOCTPAHAET MAPOM MOIb30BATENAM, OJHAKO HE

Bnapeneuy T ERTEHBICTT MOCJIE MEPBOTO BXOAA (T.€. TEKYIIMII MAPOIb FIE-TO 3AMICAH).
yILI

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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 BeO-mpwioxenue nomyckaer nepegady naponeu no HeszanumieHnomy HTTP-coemunenuto,
m100 B ctpoke URL.

« BeO-nmpwioxenne HeE HUCHOMB3yeT O0e30macHBIE XOUI-(PYHKIMH O XPAHEHUA NapoJIei
0JIb30BATEIEH.

 BeO-mpuioxkeHue HE NPENOCTABIAECT IMOIB30BATENAM BO3MOKHOCTE M3MEHEHHS MHapOJIst
m100 HE HOTU(PUIIMPYET MOJIB30BATENEH 00 U3MEHEHUN UX MaPOJIEH.

 DBeO-mpunoxeHue MHCIONB3YET YA3BUMYH (DYHKIMIO BOCCTAHOBIIEHHSA ITApOJIA, KOTOPYIO
MOHO UCHOJIb30BATH 1A MOJIYUYECHHUA HECAHKIIMOHUPOBAHHOTO TOCTYNA K APYTUM YIETHBIM
3ATTUCAM.

« BeO-mpwioxenue He TpeOyeT HOBTOPHOM AYTEHTHU(PUKAIIUM MOJIL30BATEIA JISI BAXKHBIX
OEVCTBUI: CMEHA MapoJsii, N3MEHEHHUA aapeca TOCTABKH TOBAPOB U T. II.

 BeO-mpunoxenue co3maer session tokens Takum 00pazom, 4TO OHM MOTYT OBITH MOI0OpaHEI
WIIN ITPENCKA3aHbl I IPYTUX HOJIb30BATENIEH.

« BeO-mpwioxenne nponmyckaer nepemady session tokens mo neszammmiennomy HTTP-
coenuHenuro, 1uoo B crpoke URL.

 BeO-mpunoxkenune ya3BuMo ama session fixation-arak (T. €. He 3aMeHsAeT session token mpu
IePEeX01e AHOHUMHOM CECCUU MTOTB30BATENS B AyTEHTU(PUIITMPOBAHHYIO ).

 BeO-mmpunoxenne ne ycramamuBaeT (uarm HttpOnly m Secure mra browser cookies,
copepkammx session tokens.

 BeO-npunoxeHnne HE YHHUUTOXKAET CECCHUU IOJB30BATENA IMOCIE KOPOTKOTO HEpUoaa
HEAKTUBHOCTH IHOO0 HE NOPEAOCTABIACT (PYHKIMIO BBEIXOOA M3 AyTEHTU(PUIIUPOBAHHOMU
CECCHH.

AyTeHTHDHUKAIHA 110 cepTHPHKATAM

Cepruukar npencrasmger coOout HaOOp arpuOyToB, HWASHTUPUUUPYIONIMX BJIAJETBIIA,
moamucaHHei certificate  authority (CA). CA BpICTYmaer B pOJM  MNOCPEOHHUKA, KOTOPBIH
rapaHTUpPyeT OOAMUHHOCTE ceprudukaroB (mo anamormu ¢ OMC, Beimyckaromien nacmopra).
Taxxe cepruukar xpunrorpa(puueckn CBA3aH C 3aKPBITBIM KIOYOM, KOTOPBIM XPaHUTCA Y
BJIANENBIA CepTU(PUKATA U MO3BOIAET OJHO3HAUHO MOATBEPAUTE (PAKT BIAIEHUS CEPTH(PUKATOM.

Ha cropone ximeHra cepTu(pukaT BMECTE € 3aKPBITHIM KIIFOYOM MOTYT XPAHUTHECA B ONEPAIMOHHON
cucreme, B Opaysepe, B (paine, Ha oTaensHOM (Qusnueckom yerpoicree (smart card, USB token).
OOBIYHO  3aKPBITHIM  KMOY  JOMOJHUTENRHO  3ammmieH  mapoiaem wm  PIN-komowm.

B  BeO-mpuiokeHUAX ~ TPAOUIIMOHHO  MCHOJB3YIOT  ceprudukarel  crangapra  X.509.
Ayrentupukanma ¢ nmomomplo X.509-cepruukara NDPOUCXOAUT B MOMEHT COEIMHEHUSA C
CEpBEPOM MW ABIAETCA dYacTero mnporokoma SSL/TLS. 3rtor mexanusm Takxke XOpOoiio
MOAIEPKUBACTCS Opay3epaMu, KOTOPBIE TO3BOIAIOT MOJB30BATEMO BHIOpATE M MPUMEHHTE
cepTu(pukar, eCITH BEO-canT IDOITy CKAEeT TaKOM coco0 ay TEHTU(PUKAIH.

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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Web

4‘#_-:' . authenticate

Certificate . with certificate
Authority  iogies ‘
certiﬁcatg
¥ Client
Hcnonvsoeanue cepmuukama

= | Application

ons aymeHmuukayuu.

Bo Bpemsa ayreHTH()HUKAINN CEPBEP BEIMOIHAET MMPOBEPKY CEPTU(PHKATA HA OCHOBAHUU CJIEYIOMIMX

ITPABA:

1. Ceprudurar momxeH ObITH TOAMUCAaH mOBepeHHBIM certification authority (mposepka

LENOYKU CEPTU(UKATOB).

2. Ceprudukar momkeH OBITH MOEUCTBUTENBHBEIM HAa TEKYIIYI0O 1Mary (MpOBEpKa CpokKa

IEUCTBHA).

3. Ceprudurar HE AOKEH OBITH 0TO3BaH CoOTBeTCTBYIOMMM CA (TIpOBEpKa CITHCKOB

HCKIIOYCHHA).

OOKYMEHT NMoanncAaH
SNEKTPOHHOW NOANKCLIO

Ceptvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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K Certificate

m
H
n

GE"IEFE” Details = Certification Path

E;. Certificate Information

This certificate is intended for the following purpose(s):

o All application polices

Issued to: Dan Parker
Issued by: DataArt

Valid from 7/5/2015 to 7/5/201%

Erj You have a private key that corresponds to this certificate.

m
[
W]
m
M

QK

Ipumep X509 cepmucuxama. llocne ycnmemmoun ayTeHTH(PUKAIMHA BEO-IPUIOKEHHE MOKET
BEITTOJTHUTh ABTOPU3AIAIO0 3aIpPOCa HA OCHOBAHWHM TAKWUX NAHHBEIX cepTu(ukara, kak subject (mms
BIAAENBIA), issuer (dmureHT), serial number (cepwitnerii HOMEp cepruukara) waum thumbprint
(OTmeyaToKk  OTKpPBITOrOo  kmowa  ceprudukara). HMcenmone3zoBanme — ceprupukaroB s
ayTeHTU(PUKAIMN — Kyaa 00JIee HAAEKHBIM CH0C00, 4eM ayTEHTU(PUKAIA TOCPEACTBOM MAPOJIEH.
DTO IOCTUTAETCA CO3AAHUEM B MPOIECCe ayTEHTU(PUKAIMH 1] POBOU MOAIMUCH, HATMINUE KOTOPOH
noKa3eiBaeT (PAKT MPUMEHEHHS 3aKPBITOT0 KII0Ya B KOHKPETHOHW curyarmu (non-repudiation).
OnHako TPYOHOCTH C PACOPOCTPAHEHUEM M ITOIAEPKKOU CEPTHU(PUKATOB NOEIaeT TAKOU CIrocod
ayTeHTU(PUKAINU MATOLOCTYITHBIM B IIUPOKUX KPYTaX.

AyTeHTH(HKALHSA 110 0JHOPA30BBLIM HAPOJIM

AytenTH(pUKAIMA 1O OJHOPA30BEIM MAPOIAM OOBIYHO MNPUMEHAECTCA JOMOJIHUTENBHO K
ayTeHTU(PUKAIMU 1O TMapoJsIM [UIA  peanusanuu two-factor authentication (2FA). B oroit
KOHIIEIIUHU IT0JIL30BATEI0 HEOOXOUMO NPENOCTABUTE JAHHBEIE JBYX THHOB IJI1 BXOJA B CHCTEMY:
4TO-TO, YTO OH 3HAET (HAIIPUMEDP, MAPOAb), U YTO-TO, UEM OH BIAAEET (HAMMPUMEDP, YCTPOUCTBO A
reHePaluy OJHOPAa30BEIX naposen). Hannune nByx (axkToOpOB IMO3BONAET B 3HAUUTEIBHON CTEIEHU
YBEIUUUTE YPOBEHB O€30MaCHOCTH, 4TO M. 0. BOCTpPEOOBAHO 1A ONPENEIEHHBIX BUIOOB BEO-
IPMI0KEHHIL.

Jlpyroi monmynApHBIA CIEHAPUM HCIONB30BAHUA OJHOPA30BBIX MHAPOJEN — JIONOJHUTEILHAS
H}’TEHTHq)HI{ﬂ%HH IOJIE30BATENA BO BpPEMs BBIIMOJHEHHWA BAKHBIX NEHUCTBUMI. NEPEBOI IEHET,
AOKYMEHT [TOANWUCAH
M3MCHEHHE SNEKTPOHHOM NOANVMCEHACTPOCK H T. IT.
Ceprudmkar: 2C0000043ESABEBO952205E7BAS00060000043E
Bnagene lllebayxoea TatbAHa AnekcaHpoBHa

Neinct

VIIECTBYIOT Pa3sHbBIE MCTOYHHKH /IS CO3MAHMS OTHOPA30BEIX maponed. Hambonee momymspHbLe:

BATENEeH: C 19.U8. 202 no

19.08.2023
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1. AmnmaparHeie WJIM OPOTPAMMHEIE TOKEHBI, KOTOPBIE MOTYT T€HEPHUPOBATH OJHOPA3OBHIE
IapoJii HA OCHOBAHWUM CEKPETHOTO K/II0Ud, BBEAEHHOTO B HHUX, M TEKYILIETO BPEMEHH.
CeKpeTHEIE KIIFOUM MOIb30BATENEH, ABJLIIONINECS (DAKTOPOM BIAJICHUSA, TAKKE XPAHATCS HA
CepBEpE, UTO MO3BOJIAET BEIMIOJHUTE MMPOBEPKY BBEIEHHBIX OHOPA30BEIX maponen. [Ipumep
ammapatHoi peammsanuii TokeHoB — RSA SecurID; mporpammuoit — npuioxenue Google
Authenticator.

2. Cny4allHO TE€HEPHUPYEMEBIE KOIBI, NMEPENAaBAEMBIE IMOJB30BATEMO uepe3 SMS wm gpyron

KaHan CBsA3U. B sTou curyammu (pakTtop BIaacHUs — TENe(OH MOIB30BATENA (TOUHEE —
SIM-kapra, npuBsS3aHHAs K ONMPEACTIEHHOMY HOMEDY ).

3. Pacnewarxka wmm scratch card co cmuckom 3apanee C()OPMHUPOBAHHBIX OJTHOPA30BBIX

naponeu. [ Kaxaoro HOBOTO BXOAA B CUCTEMYy TPEOYETCS BBECTHM HOBBIM OTHOPA30BBIN
IapoJib C YKA3aHHBIM HOMEPOM.

Annapamuuii moken RSA SecurlD zenepupyem Hogwlll k0O Kaxcovie 3() cekyHO.

B BEO-ITpUI0 KEHUAX TAKOW MEXAHU3M AyTEHTU(PUKAIUKN 9ACTO PEATM3YETCS MOCPEICTBOM
pacmmpenus forms authentication: mocyie mepBUYHON ayTEHTH(PUKAIN IO ITAPOJIIO, CO3IAETCA
CECCUA MONMB30BATENA, OJHAKO B KOHTEKCTE 3TOM CECCUU ITOJIB30BATEIb HE UMEET AOCTYyMHa K
MPUIOKEHHUIO 10 TEX MOP, IMTOKA OH HE BBIMOIHUAT JOMOJMHUTENbHYIO ayTEHTU()UKAIIUIO I10
0 IHOPA30BOMY ITAPOJIIO.

AyTeHTH(PHKALUA 110 KJIHYAM J0CTYIA

JTOT CHOCO0 Hamie BCETO UCHMOJB3YETCA I AyTEHTU(PUKAIUU YCTPOUCTB, CEPBUCOB WIH APYTHUX
IPUIOKEHUM NpU 0OpamieHun K BeO-cepBUCaM. 31€Ch B KAYECTBE CEKPETA NMPUMEHAIOTCA KIIOYU
nocryna (access key, API key) — nnMHHBIE YHUKQJIBHBIE CTPOKH, COAEPKANINE HPOW3BOILHEIN
HA0Op CHUMBOJOB, TI0 CYTH 3aMeHsonme co0oi  koMmMOwHanmmio  username/password.
B OompmmHCTBE CiIydaeB, CEpBEpP TEHEPUPYET KIOUU JOCTyImda MO 3ampoCcy IMOIb30BATENIEH,
KOTOPBIE NAJIEE COXPAHAIOT 3TH KJIIOYH B KIUEHTCKUX MpuinoxkeHuax. [Ipu cozmannm xmoga takike
BO3MOKHO OTPAHUYMUTE CPOK OEHCTBUA WU YPOBEHBL OOCTyNd, KOTOPBIM IMOIYYWUT KIMEHTCKOE
MPUI0KEHUE opu ayTeHTHU(puKanum C MOMOMIBIO 3TOTO KJTFOYA.
Xopomuil mpuMep MpUMeHeHHWs ayTeHTH(pukarmm mo kmody — obmako Amazon Web Services.
[Ipenmomoxkum, y IOIB30BATENA €CTh BEO-MPUIOKEHWE, MO3BOJLIIONIEE 3arpyxkarb M
npocMarpuBare (ororpadguu, U OH XOUET HCIOJB30BATH CEPBHUC Amazon S3 aad XpaHEHUA
(paitnoB. B TakoMm ciyuae, monp30BaTtens duepe3 KOHCOML AWS MOKET CO3marh K04, WMEHONINN
OTPAaHUYEHHBIN JOCTYH K 00JIAKy: TOJBKO YTEHHE/3amUCh €r0 (paisioB B Amazon S3. DTOT KI0U B
pe3yIpTATE MOKHO TIIPUMEHUTH Ui AayTeHTu(pukanum BeO-mpumoxkenus B o0Omake AWS.

AOKYMEHT MNOANMCAH
JNEKTPOHROW 1NO4INMCBHD

A A A e e e T A
CeptuduKa 2C0000043E9ABBB952205E7BAS00060000043E

Bnapeneu Lilel 1AV X0Bd iITbHAHA AJIeKCaHOpoBHA
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S3 storage amaZ‘OI'I kéy-based
webservices" authentication
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Photo
Website

- user —
—  traffic

IIpumep npumernenua aymeHmu@ukayuu No Kioyy.

Mcnmons30Banue Kmouel mo3BOIET M30ekaTh epeqaun maposis moJIs30BaTENs CTOPOHHUM
OPUJIOKEHUAM (B IMMPUMEPE BHINIE MOIB30BATENb COXPAHWI B BEO-NPUIOKEHNH HE CBOM MAPOIb, 4
K09 qocrymna). Kmoun 00magarmT 3HaUUTENRHO OOMBIIEN SHTPOMMEN MO CPABHEHUIO C MAPOJLIMU,
MOATOMY UX NPAKTUUYECKHA HEBO3MOKHO MOI00paTs. Kpome Toro, eciu Kimod ObLI PaCKPBIT, 3TO HE
MPUBOIUT K KOMIPOMETAIMY OCHOBHOMW YUETHOU 3aMMCH MOJIB30BATENA — JOCTATOYHO JIUIIH
AHHYJIAPOBATE STOT KJIIOY M CO3aTh HOBBIM. C TEXHUUECKOM TOUKH 3PEHMSA, 31€Ch HE CYMIECTBYET
€IMHOTO MPOTOKOJA: KJII0OUM MOTYT IepenaBarecsa B pa3ueix yactax HTTP-3anpoca: URL query,
request body mmt HTTP header. Kak u B cmyuae ayreHTrdgukarmm mo mapoiro, Hanbdosee
ONMTUMAJIBHEIN BapuaHT — ucnoap3oBanne HTTP header. B HEKOTOPEIX ciydasx UCIOIB3VIOT
HTTP-cxemy Bearer g nepenaun TokeHa B 3aronoBke (Authorization: Bearer [token]). UToOwt
1130eKaTh mepexBarTa KIdeH, COeJUHEHUE C CEPBEPOM TOIKHO OBITE 00M3aTEMHHO 3ANTUIIEHO
nporokoaom SSL/TLS.
lpumep aymenmuguxayuu no kuouy docmyna, nepedarnozo 8 HI'TP 3azonoske.

Kpome TOro, cymecrByroT O00I€€ CIOKHBIE CXEMBI AyTEHTU(HUKAIMM 0O KIYaM i
HE3ANMIIEHHBIX COEIUHEHUN. B 3TOM Ciryuae, K04 0OBIYHO COCTOUT X ABYX YACTEH: ITyOIMIHOM
n cekpernou. [lyOnuunas gactes mcnomap3yercsa O WAEHTHU(PUKAINN KIMEHTA, a4 CEKPeTHAs 4acThb
MO3BOJISIET CreHEepUpoBaTh moamick. Hampumep, mo amamorum ¢ digest authentication cxemoi,
CEpBEp MOKET TMOCIATh KIMEHTY YHUKAJIBHOE 3HAYeHHE nonce WM timestamp, a KIWEHT —
BO3BpaTuTh X5 i HMAC 5T0oro 3nauenus, BEIYUCICHHBINA C UCITOJIE30BAHUEM CEKPETHOU YACTH
KITFOUa. JTO MO3BOJIAET M30ekaTh mepenayu BCEro KIYa B OPUTHHAIBHOM BHAE U 3AMIMMIAET OT

replay attacks.

AyTeHTH(PHKALUA 110 TOKEHAM

Takoit cmoco0 ayreHTu(PuKanmM damie BCETO MPUMEHAETCA NPH MOCTPOEHUM PACHPENEIEHHBIX

cucreM Single Sign-On (SSO), rme omHO npunoxkeHue (service provider wmm relying party)

aenerupyer (PyHKIMIO AayTeHTH(PUKAIMKA TOAB30BATENEH OpPyroMy TpuiioxkeHuto (identity

provider nim authentication service). THIWYHBIN TTpUMEP 3TOTO CrOCO0a — BXOI B NMPWIOKEHHUE

4epes  YIeTHYIO FaCE | B ConnanbHpIx CeTsax. 3mech CONMANbHBIE CETH ABISIOTCS CEPBUCAMMU
CerQyTEHTRPHKAITAMSE B9 2205 TIPHITOKEHNE J0BEPACT (DYHKIIMIO  AyTEHTH(PUKAIMK  ITOJIL30BATEIIEH
BroER A EIERAe2 Tarosa Anercanapoana cersm.
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Peamu3ams sToro cmocoba 3akmouaercs B ToMm, uto identity provider (IP) mpemocrasmser
TOCTOBEPHBIE CBENEHUA O IMOJB30BATENIE B BHAEC TOKEHa, a service provider (SP) mpumoxenue
UCITOIB3VET 3TOT TOKEH M MICHTHU(UKAIMWA, ayTeHTH(PUKAIIMM W aBTOPH3AI[MH T0JTb30BATEI.
Ha oomemM YPOBHE, BECH IpOLECC BBITJIAINAT CIEIYIOTIUM oOpazom:

1. Kmment ayrenrnduippyercs B identity provider ogauM u3 cnoco0oB, crenu(puaHsM 11
HEro (mapoib, KoY qocTyma, ceprudukar, Kerberos, urn. ).
2. Kmment mpocur identity provider mpemocTtaBuTE €My TOKEH I KOHKPETHOTO SP-

npunoxenus. [dentity provider remepupyer TOKEH 1 OTHPABIAET €r0 KIUECHTY.
3. Kmment ayrentuduippyercsa B SP-puiokeHu npyu DOMOIIM 3TOT0 TOKEHA.

GET ftoken“client=app HTTP/.1 |
Authorizafion: Basic dXNicjpwYXNz _ |dent|’[y

g

- .
h HTTP/.1 200 OK Provider
{token: etvhvst..GHgxZv }

Client Tjtrust

GET /index HTTPA.1
Authorization: Bearer etvhyst...GHaxZ ;
72 Serviee

&

HTTP/.1 200 OK Provider

Ilpumep aymenmugukayuu «aKkmueHo20» KIUEHMA NpU NOMOWU MOKeHd, NepeoaHHo2o
nocpeocmeom Bearer CXeMbl.

[Tponiecc, omucaHHBII BBIMIE, OTPAKAET MEXAHU3M AYTEHTH()HUKAIUU GKMUBHO20 KINEHTA, T. €.
TAKOr0, KOTOPBIM MOJKET BBIITOJIHATH 3AMPOTPAMMHPOBAHHYIO MOCIEI0BATENBHOCTh JEHUCTBUM
(manpumep, 10S/Android npuroxkenus). bpaysep xe — naccugHbilii KITHEHT B TOM CMBICIIE, UTO OH
TOIBKO MOJKET OTOOpakaTte CTpPaHMIBI, 3aNMpOLICHHBIE NOJIB30BaTeneM. B stom  ciyuae
AyTEHTU(PUKAIMA JOCTUTAETCA MOCPEICTBOM aBTOMATHUECKOTO MEPEHANPABICHU Opay3epa MexKIy
BEO-TTPHII0 KEHUAMHI identity provider 1 service provider.

OOKYMEHT NMoanncAaH
ANEKTPOHHOM NOONMUCEID

IQpUKAaT 2C0000043E9ABEBB952205E7BASO0060000043E

E Ia0erey LIeD3yxoBd iTeHHE Ad1eKCaHdDOBHLS
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ICTBUTENEH: C 1%

N s
Service Provider

[dentity Provider

auto-submit j
acCess | HTML form I | .
1 | : ; login
resource | \ |
redirecttolP | ;
with token request [ ask
1 send token | credentials
send : nHMTLform  /
resource ‘
\ \ x\ / r'f;r / r‘f
J/ : AN Iz , / \/

Client

Ipumep aymenmupurayuu «naccuHoO20» KIUCHMA HOCPEOCMBOM NEPeHanpagieHUs 3anpocos.
CyniecTByer HECKOIBKO CTAaHAAPTOB, B TOYHOCTH OMNPEAEIAIONIMNX ITPOTOKON B3aUMOJIEHCTBHSA
MEKAY KIMEeHTaMd (AKTUBHBEIMA W maccuBHeIMM) U [P/SP-mpunoxenmavu wu  (popmar
NOONEPKUBAEMEIX TOKEHOB. Cpemu nHambOonmee nonyiasapHeix craHaaproB — OAuth, OpenlD
Connect, SAML, u WS-Federation. Cam TokeHn 00BIUHO TpencTaBiasieT co00H CTPYKTYPY DAHHBIX,
KOTOpasg COAEPKUT HH(POpPMAIIUIO, KTO CrE€HEPUPOBAI TOKEH, KTO MOMKET OBITH ITOIydaTeneM
TOKEHA, CPOK JEUCTBUA, HADOp CBemeHMH O camoMm mojb3oBarene (claims). Kpome toro, TokeH
DOMOJHUTEILHO NOIMHUCBIBAETCA UIA NPETOTBPALICHUSA HECAHKIMOHUPOBAHHBIX HM3MEHEHHU H
rapanTuil moMMHHOCTU. [Ipu ayreHTH(ukanumm ¢ mMOMONIBKO TOKEHA SP-IpUIIOKEHHE OOJLKHO
BEIITOJTHUTE ~ CIICAYIONIME TpoBepku: TokeH ObLT BhImaH mgoBepeHHBIM identity provider
IPUI0KEHUEM (ITPOBEPKA MO Issuer).

1. Token mpennaznavaercsa tekyniemy SP-mpuiioxkenuto (mpoBepka nmoius audience).

2. Cpok neucTBUs TOKEHA €I1e HE UCTEK (IIPOBEPKA MO expiration date).

3. Token mognuHHEIN 1 HE OB M3MEHEH (MIPOBEPKA MOAITHUCH).

B cnyuae ycnenmmHoi npoBepku SP-punoxkeHre BBITOMHAET aBTOPHU3AIHMIO 3AITPOCa HA OCHOBAHUHU
TAHHBIX 0 MOJIb30BATEIIE, COAEpKAIINX CA B TOKEHE.

d@opMaTbI TOKEHOB
CymecTByer HECKOJIBKO PACIpOCTPAHEHHBIX (popmaTos
,D,DI{&"MEP iT f:lDJ:l,I'IHEA!i
o §mﬁﬁ“ﬁ§ﬁ%§m{:&w 1) ==maubosree mpocron popmart, MPeACTABIAOMNNA CO00N HADOP
IPOHBBOABHBIXN c«HaApoMsa/3HaueHne B (opmare komupoBanusa HTML form. Cranmapr
ONpenenseT HECKOJbKO 3ape3epBUpOBaHHEIX wumeH: I[ssuer, Audience, ExpiresOn wu

TOKEHOB I BEO-TIPUIIOKEHUU:

N
N

1.Uo. UL NO

19 .08.2023
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HMACSHA256. TokeH noammcCeIBA€TCS € OOMOIIBK CUMMETPUYHOTO KIHOYd, TAKAM
obpazom o00a IP- m SP-mpunmokeHus OOKHBEI MMETh HTOT KMOY O BO3MOKHOCTH
co3IaHusAs/mpoBepku ToKeHa. [Ipumep SWT mokena (nocne dekoouposaris).

Issuer=http://auth.myservice.com&

Audience=http://myservice.com&

ExpiresOn=1435937883&

UserName=John Smith&

UserRole=Admin&

HMACSHA256=KOUQRPSpy64rv12KnYyQKtFFXUIggnesSpE7ADA409w

2. JSON Web Token (JWT) — conepxur Tpu 010Ka, pa3aeneHHBIX TOYKAMH: 3aTOI0BOK,
Habop mosed (claims) u moamuce. [Tepsrie nBa O0ka mpencrasaens B JSON-popmate u
TOTIOJTHUTETEHO 3aK0MPOBaHk B (popmar base64. Habop moseit comepKuT mpou3BOIBHEIE
napel UMA/3HAYEHUA, TpuToM ctanmapt JWT onpenenser HECKONBKO 3ape3ePBUPOBAHHBIX
nMeH (iss, aud, exp u apyrue). [loamice MoKeT reHepupoBaATECS IIPU MTOMOIIH
CUMMETPUYHBIX AITOPUTMOB MHU()POBAHU, U ACUMMETPUYHEIX. KpoMme TOro, CyniecTByer
OTAENBLHBIA CTAHAAPT, OTOUCKIBatomMil popmart 3ammpposanuoro JWT-rokena.

IIpumep noonucannozo JWI1 mokena (nocie oexoouposarnus 1 u 2 6aokos).

| «algy: «<HS256», «typ»: «JWT» }.

| «iss»: «auth.myservice.comy, «aud»: «myservice.comy», «exp»: «1435937883», «userNamey:
«John Smith», «userRole»: «Admin» }.

S9/s/8/uEGGTVViLggF T1izCsMtwOInRhjaQ2BMUQhcY

3. Security Assertion Markup Language (SAML) — onpenenser tokensl (SAML
assertions) B XML-¢popmare, BxmouaromeMm uHpopMmanuo 00 SMUTEHTE, O CYOBEKTE,
HEOOXOOUMEIE YCIOBUA AJA IMPOBEPKU TOKEHA, HAOOP MOMOIHUTENBHBIX YTBEPIKICHUM
(statements) o momp3oBarene. I[logmuce SAML-TOKEHOB OCYNMIECTBISETCA MPHU MTOMOIIH
accuMeTpuuHoN kKpunrorpaguu. Kpome Toro, B orauume OT OpPeasymux (POpPMATOB,
SAML-TOKEHBI COOEpKAT MEXAHWU3M Ui MOATBEPKICHUS BIANCHUA TOKEHOM, YTO
MO3BOJIIET TMPENOTBPATUTh IIEPEXBAT TOKEHOB uepe3 man-in-the-middle-ataku mnpu
MCIOIBE30BAHUM HE3ANIUIICHHEBIX COEIMHEHWN.

Cranmapr SAML

Cranmapr Security Assertion Markup Language (SAML) onuceiBaer crnocoObl B3anMOOEUCTBUA U
mpoToKoIEl Mexkay identity provider u service provider mis oOmMeHa TaHHEIMH Ay TEHTH(PUKAIIUN
ABTOPU3AIMH NOCPEeACTBOM TOKEHOB. M3nagameno Bepcuun 1.0 u 1.1 Obimm Beimymiensr B 2002 —
2003 rr., B TO Bpema kKak Bepcuda 2.0, 3HAYUTEIBHO pacmmMpsAmias CTaHgapT W 00parHo
HECOBMECTUMAA, omyOIHUKOBaHAa B 2005 r.
OTOT OCHOBOITOJIATAIONIMH CTAHAAPT — AOCTATOUYHO CIOYKHBIM M MOANEPKUBAET MHOTO Pa3IMIHEBIX
clieHapueB  uHTerpammu  cucreM.  OCHOBHBIE — «CTpOMUTENBbHBIE — OIOKW»  CcTaHgapra:

1. Assertions — cobctBennsiii popmatr SAML TokenoB B8 XML ¢opwmare.
Protocols — nabop mognep:xuBaeMBIX COOOMIEHMIT MEXKIY YUACTHUKAMH, CPEOH KOTOPBIX
— 3ampoc Ha CO30aHME HOBOTO TOKEHA, MMOJYYEHHE CYNIECTBYIOMIMX TOKEHOB, BBIXOH W3
cucremsl (logout), yrpasienne naeHTH PUKATOpaMH ITOTB30BATENEH, U APYTHE.

3. Bindings — wMexaHW3MBl I€penaun COOOMIEHWM 4Yepe3 pa3MYHBIE TPAHCHOPTHHIE
npotgke Ak JIGEAGgBatoTea Takue cmocoOsr, kak HTTP Redirect, HTTP POST, HTTP

Cepruchukar:  ZunbrtactEofessanas7maoccoodmena ), SAML SOAP, SAML URI (agpec nonyuenus
Bnaneneu: &ﬁﬁﬁﬂ%ﬁﬁﬁaﬁnﬁiﬁ?ﬁﬂﬂ)@%

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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4. Profiles — TunuuHele CIHEHAPUU UCHOJIL30BAHUA CTAHOAPTA, OINpeAensArmue Habop
assertions, protocols n bindings HE0OX0UMEBIX M/ UX peATU3AINH, YTO IMO3BOJSET I0CTUYE
ayumeit coBmectumocta. Web Browser SSO — omguH 13 mpumepoB Takux mpoQumei.

Kpome Toro, crammapr ompenenser ¢opmar oOMeHa meraunH(oOpManen MexIy YYaCTHHUKAMMU,
KOTOpas BKJIOYAET CIHCOK TONJEPKUBAEMBIX PpOJEH, NPOTOKOJOB, AaTpUOyTOB, KIFOUM
mudpoBanusa u T. M. PaccMoTpum Kpatkuil mpumep ucnoab3oBanus SAML mns cuenapus Single
Sign-On. ITomp30Barens XOUeT MOAYYUTH OOCTYI HA 3ANIUMIIEHHBIA PECYpPC CEpBUC-TMpPOBAMIEpa
(mar Ne 1 ma mmarpamme ayTeHTH()UKAIIMU OACCUBHBIX KJIMEHTOB). |. K. MOJB30BATENL HE OBLI
ayrentuuumponan, SP oropasnser ero Ha caitt identity provider’a mns co3manms Tokena (mar No
2). Hmwxe npusenen mpumep oteera SP, rae mocnenumit ncnonszyer SAML HTTP Redirect binding
IS OTIIPABKH cooOmIeHM C 3apPOCOM TOKEHA:

HTTP/1l.1 382 Found
Location: https://1dp.example.com/SAML/SS50/Browser?SAMLRequest=aQCsSkAsTE. . .30IX3

f7MERelayState=kzdeP2qmdr57685igalo=httpE3A%2FE2Frmw. w3 . orgX2 F200%2F20%2Fxmlds1g
®23rsa-shal&kSignature=0PqCEvocEVz@WsQdctKbzLEN}74

* URI cooTeercTeyiowero cepevca identity provider'a DepeTca M3 ero meTagaHHbIX.
« SAMLReguest — XML-zanpoc Ha co3gaHWe HOBOro TOKeHa (Hoagupoeka deflate + basetd).

« RelayState — npoW3IBONbHAA CTROKE, CNWCHIBAKDLLAA COCTOAHME SP (ByaeT BO2ERALLEHE B
OTBAaTE).

« Sighlg — anropuUTm NognKcK coobLWEHKMA.
» Signature — nognuce coobweHmnA (kogmpoeka basetd)

B crmyuae Takoro 3ampoca, identity provider ayrenruduippyer nons3oBarens (maru Ne3-4), mocme
yero renepupyer tokeH. Hwke mpuBenen mpumep orera [P ¢ ucnmone3zoBanmem HTTP POST

binding (mar No 5):

<body gnload="document,forms[8] . submit(]">

{form method="post" action="https://sp.example.com/SAML/550/POST" >
<input type="hidden" name="S5AMLRezponse"” value="XHUZKeRbb... 24X/ /rxd" />
<input type="hidden" name="RelaySktate"” value="kzdeP2Zgmdr576" /:
£input type="submit" value="Submit" />

{/farm>

¢ URI| cOOTEETCTEYIOWETD CEpBMCa service provider'a DepeTcA M3 ero MeTagaHHbIX.
¢  SAMLResponse — XNML-oTeeT, cogepHawmid SAML assertion (Hoguposka basetd).
» RelayState — cTpoka, nepegadHan e napameTtpe RelayState-zanpaoca.

[Toce Toro kak Opay3ep aBTOMarudecKku OTIPaBuT 3Ty (hopmy Ha caidT service provider’a (mmar Ne
6), TOCIENHUI OEKOIUPYET TOKEH U ayTeHTU(pUIUPYET moJb3oBaresd. [lo pesyasraram ycnemnon
ABTOPH3ALMH 3aIpPOCa IOJB30BATENL MOJYYAeT AOCTYH K 3ampOlIeHHOMY pecypcy (mar Ne 7).

Crannaprel WS-Trust u WS-Federation

WS-Trust u WS-Federation Bxoaar B rpynmy cragmaproB W S-*, omuceiBaromnx SOAP/XML-peb
CEPBUCHI. JTH CTAHAAPTHI pPa3padaTeEIBAIOTCA TPyHIIoN KommaHui, kyaa Bxomar Microsoft, IBM,
VeriSign u gpyrue. Hapsamy ¢ SAML, stu crangapTel O0CTATOYHO CIOMKHBIE, UCHOIB3YIOTCA

HpEHM}ﬂlIEETE@;H}im+ IT NOANWUCAH B KDpHDpHTHBI{E:IK CT_[EHHPI{HE.
SNEKTPOHHOW OLNTMCBH)

A GOOOEARRECTE A SRS A
9ABBB952205E7/BAS0006000004 3

£

IIIII
e

Ceprydukar: 2C0QR0D43 E -
snerannaprs Wo- Lrust.omuceisaer uarepdeiic cepsuca asropusaimu, nMmenyemoro Secure Token

Neinct

Service (STS). 3ror cepuc paboraer mo mnporokoay SOAP u noanepxuBaer CO3JaHUE,
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OOHOBIEHHE U AHHYIUPOBAHUE TOKEHOB. [Ipu 5TOM CcTanmapTt mOmyCKaeT UCIOIL30BAHUE TOKEHOB
paznugHoro (opmara, OOHAKO HA MOPAKTUKE B OCHOBHOM HUCHOIB3VIOTCA SAML-TOKEHEI.

Cranmapr WS-Federation kacaercsa MexaHM3MOB B3aUMOIEHCTBUS CEPBUCOB MEKAY KOMITAHUSIMH,
B 9ACTHOCTH, TPOTOKOJIOB oOMeHa TokeHOB. IIpm stom WS-Federation pacmmpser QyHKmmm u
unrepdenc ceppuca STS, omucannoro B cranpapre WS-Trust. Cpemn mpouero, crangapt WS-
Federation OTIPEIEIIACT:
®opmat 1 cnocoOs 00MEHA METATAHHBIMU O CEPBHCAX.

o DyHKIMIO €TUHOTO BEIX0IA U3 BCEX CHCTEM (Single sign-out).

 (CepBuc arpuOyTOB, MPEAOCTABIIIONINNA JOMOJIHUTENEHYIO0 HH(POPMALMIO O ITOJIBE30BATEIE.

 (CepBHUC NCEBIOHUMOB, NO3BOIAIONINN CO3AABATh AJIBTEPHATUBHEIE UMEHA MTOIB30BATEIEH.

o [lomnep)ky MACCUBHEIX KJIMEHTOB (Opay3epoB) MOCPEICTBOM MEPEHATIPABICHUS.
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00VYalIUXCcd Mo JUCIHILTHHE
Meromuueckue peKOMEHIAIMN MO BBIMOJHEHUIO Ja00paTOpHBIX padoT MmO AMCHUILIMHE
«OcHOBHI ynpaBiaeHusa uwH(OpMaMoOHHON Oe3omacHocTn
2. MeTonnueckue peKOMEHIANMA MO OPraHu3alui CaMOCTOATEIEHON padOTEI CTYJEHTOB IT0
aucuuImiHe ' OCHOBEI ynpaBineHuA UH(POPMAIMOHHOM Oe30macHoCTH .
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1. http://el.ncfu.ru/ — cucrema ymopaBnenns obOyuenmem OIAOY BO CKOYV.
Jlucranummonnas nmoagaepkka muciuiumuiel «MH(popManoHHEIE TEXHOIOTUA B NTPO(PECCHOHAIBHOU
IeATEILHOCTI
2. http://www.un.org - Cair OOH Hu}opmarmmoHH0-KOMMYHHUKAITMOHHBIE TEXHOJIOTHHI
3. http://www.intuit.ru — Uarepuer- Y HuBepcurer KOMIBIOTEPHBIX TEXHOJIOTHM.

IIpakTHUyeckoe 3aHATHE 6. «AHATH3 PHCKOB HHPOPMANHOHHOII Ge30macHOCTH

Heas pabdoTbl: o3HakoMumbca ¢ aicopummamMiu OYEHKU pPUucKka UH@OpMayuoHHOU
bezonacHocmu

PHEEMHTPHEHEMI:IE BOIIPOCHI
AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprudueat:  3AHAAERONRISPHAECROT FAPPAISE
Bnaneneu: llleGayxoea TateAHa ANgKcaHOpoBHa
¢ BHYTPEHHsA PA00TA C COTPYTHHUKAMM,

* BH}’TPEH’HHH KDHTppHBBE‘,I[KH;
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 CiyxeOHBIE pacCIeI0BAHNS,
e HKOHOMHYHAA 0€30MACHOCTE;
* TEeXHUUYECKas U (PU3NUECKAsd 3anInTA.

Teopernueckasi yacTn
[Tpexne wem npuctynars K moCTpoeHuto 3P PEeKTUBHON CUCTEMBI HH()OPMAIIMOHHON 0€30macHOCTH,
HEOOXOOUMO THIATENRHO MPOAHATM3UPOBATH YIKE€ CYIIECTBYIONIYI0O HA MPEANPUATHH CUCTEMY
xpaHeHuss u 00pabOTkM maHHBIX. ECTE TpM OCHOBHBIX mIara, KOTOPBIE HEOOXOOUMO IJIA 3TOTO
CIIe/1aTh.

1. BerABneHME KPUTHUECKH BAKHOM MH(] OpMAIHH.
2. BeiaBaenue cnadbIx MECT B KOPITOPATUBHOM 0€30TMaCHOCTH.
3. OneHka BO3MOKHOCTEHN 3aIMTEI STOW HH(popMAaIuu.

Bce stm nmeucTBHA MOKHO BBIMOJMHUTE JIMOO CHJIAMHA CBOUX COTPYOHHKOB, MO0 3aKas3arh y
COEHUATUCTOB ayauT uWH(POPMAIMOHHON 0Oe30macHOCTH KommaHuu. [IpenmyniectBa mepBoro
cnocoba — 0oJsiee HU3KasA CTOUMOCTE M, UTO HEMAJIOBAXKHO, OTCYTCTBUE AOCTYIIA K KOPIOPATHBHEIM
TAHHBIM 111 TpeTbUX aull. OIHAKO €C/IM B OPraHu3alii HET XOPOIINX MITATHEIX CHEHUATNCTOR II0
ayauTy 0e30macHOCTH, TO JIY4IIE BCETO MPUOETHYTE K MOMOMIM CTOPOHHUX KOMITAHUH — Pe3yJIbTaT
Oyzmer HanmexHee. ITO MOMOKET u30exkars Hanbonee pacmpoCTPAHEHHBIX OMMUOOK B 0OECredyeHnn
MH(OpMAIMOHHON 0€30TTACHOCTH.

[Tpu nepeonenke yrpo3 cucrema 0€30nacHOCTH HE TOJIBKO TSKKAM OpEMEHEM JIOKUTCS Ha Or0 mKeT
NPEAOpUATHA, HO ¥ HEONMPABJAHHO 3arpyaHseT pabOTHMKAM OpPraHu3alu  HUCIOJHEHUE
BO3JIOKEHHBIX HA HUX O0M3aHHOCTEH. JTO TPO3UT MOTEPAMH BO3MOKHOU TPUOBIIM U YTPATOU
KOHKYPEHTOCITO COOHO CTI.

BrisiBlleHHe KpUTHYECKH Ba:kHOH HH@opManuu. Ha 5ToMm sTame mpoucxXoauT OONpEeaenceHne Tex
OOKYMEHTOB M JAHHEIX, 0€30MaCHOCTH KOTOPBIX HMMEET OrpPOMHOE 3HAYEHHE Il KOMIIAHWH, a
yTE€YKAd — HECET OrpoMHBIE YOBITKM. Yamie Bcero Kk Takou wH(GOpMANMH OTHOCATCA CBENCHM,
COCTABJIAIONINE KOMMEPYECKYIO TAHY, HO HE TOIBKO.

Hanpumep, nocne npuHATAA HOBOM penakuuu (penepanbHOro 3akoHa «O MepCOHANBHBIX JAHHBIX»
B OXpaHE HYKOAIOTCA W BCE CBEOCHMA, COOMpaeMble OpraHM3anuedl O CBOMUX COTPYIHUKAX H
kmeHrax. Cepus npommoroguux yreuek n3 Meradona, narepuer-marazntHoB u «PXK/», a taxxe
mrpadpl, MOOJIYUYEHHBIE BHUHOBHUKAMHM OSTHMX HWHIMAECHTOB — JIydllee 0Ka3aTelbCTBO
HEOOXOAMMOCTH 3aNIUTHI TAKOW UH()OPMALIHH.

BaHO MOMHUTE: CTOPOHHUE CIIEIIUATUCTEI-AY IUTOPEI HE MOTYT CAMOCTOATEIBHO COCTABUTE
CITUCOK BCEX NJOKYMEHTOB, KOTOPEIE HEOOX0oauMoO 3ammmars. Pabora ayauropa nqomxHa
BBIITOTHATHCSA COBMECTHO C COTPYIHUKOM MPEATIPUATHS, XOPOILIO 3HAIONIUM 0COOEHHOCTH
TOKYMEHTO0000poTAa.

BoisiBiieHHe ¢/IA0bLIX MeCT B KOPIIOPATHBHOH 0€30MAaCHOCTH. JTa 3a/1a4a BEIITOHAECTCA
HEMOCPEACTBEHHO CHEIUATNCTAMH, MMPOBOIANIMME ayauT. OT pe3yasTaroB 3TOU padOTEI 3aBUCUT
BEIOOP CXEMBI MOCTPOECHUA UH(POPMATTMOHHOU 0€30ITaCHOCTH.

[Tpu BeIsIBIEHMM Opemen B HH(POPMAITMOHHON 1, KAK CAEACTBHUE, KOPIIOPATUBHOMN O€30MaCHOCTH
OLIEHUBAIOTCA HE TOJMBLKO TEXHUYECKUE cpeacTBa. OueHs BaKHBII MOMEHT — HAJIMUIHUE

d3T HHH‘E[EHWI@E&B @%Ittlt;gm cOT HUKOB K TOH WJIH UHOH WH(pOPMAIINH, COTJIAIICHHUSI O
b P SNEKTPOHHOMW NO, CblO . Py q) pMaryH,

Cod ISR AT IRARIGHIH KORIIOD HBHOU BH(popManun. BaHO TakKe OLICHUTH JIOAJILHOCTE PA0OTHUKOB K

BnapyKOBO HeTBVH B3AMMOOFHOMEHN] B KOJUIEKTUBE — BCE ATO BXOOUT B 00A3aHHOCTH OTAEINA 110
paboTe ¢ mepcoHaIOM.
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Henmapnui nmpumep curyannu, KOrga MTATHEIA COTPYIHUK BOCIIOIB30BAJICSA CBOUM ITOJI0KEHUEM U
MMOXUTHJT MH( OPMAITHIO — Kpaka KEHMICKUM MPEACTaBUTENECTBOM (Google cBemenwmii o craprarmne
Mocality (omnaitn-0aza oOmsnec-unpopmarmu). Google ObLUT BEIHYIKICH TIPUHECTH O(PUITHaTbHEIE
W3BUHEHUS MTOCTPAJABIINM, A TJIaBA MPEICTABUTEIBLCTBA, IO BUHE KOTOPOTO NPOU30MET MHIIMIECHT,
OBLT CMEIIEH CO CBOEH MOJIKHOCTH.

OuneHka BO3MOKHOCTEH 3alIHTHI HH(POpMALHH. JTO 3aBEPIIAONINHI STAIl Ay IUTa, B XOI€
KOTOPOTO HA OCHOBAHUM MPOBEIECHHOTO aHAIN3a COCTABIACTCSA CIIMCOK KOHKPETHEIX MEP, KOTOPHIE
HEOOXOANMO OPUHATE I OXPAaHBI KOPIOPATUBHEIX CEKPETOB KOMOAHUH. PexoMeHaamu MoryT
HOCHUTEH KaK TEXHUUECKHH, TAK U OPTAHU3AIMOHHEIN XapaKTep.

Kpowme Toro, Ha 3TOM 3Tarne aHATM3UPYIOTCA U (PMHAHCOBEIE BO3MOKHOCTH KOMIAHUM MO 3aI1IUTE
uH(pOpMALINY, TOCKOJIBKY MHOTHE CPEICTBA 3AIIUTE NH(POpPMAIITU MOTYT OKAa3aThCA CIAMIIKOM
TOPOTUMHU AJIS MPEATIPUATHSA. A HEKOTOPBIE U3 3TUX MEP MOTPOCTY HE HETECO00PA3HEI /IS MAIOTO
Omsneca. Ocobas neobxomumocTs B DLP-crucTreme BO3HUKAET, €CIHU B OPTaAHM3AIMNA UCITOTB3YETCs
50 u Donee KOMITBIOTEPOB.

Vemanoesky DLP-cucmembl 6cecoa npedeapsem mexuuueckuu ayoum. llocie 3axaza 30)-0negHoco
becniamHo20 mpuaid 3aKaszquuxa KoHcyaremupyom unxicenepol «Cepullugopm», komopele
oyenusarom UT-unppacmpykmypy KomMnaHuu 1 onpeoeisaron, cKolbKo MOowHocmel nompeoyemcs
OJ151 YCMAHOBKU NPOZPaMMbl.

I[Ey CTOPOHHAA 3allldTa

Nudopmarinonnas 0€30macHOCTE — JTUIITB OJUH U3 MHOTHUX CITOCOOOB (ITyCTh M CAMBIN BAXKHEIN)
00€eCIeunTs KOPIOPATUBHYIO 3amuTy. HeoO0Xommm KOMIUIEKC MEP — TEXHUUECKUX U
OpraHU3aIMOHHBIX.

K TeXHU4IeCKUM PEMEHUAM MO 3ANIATE KOPIMOPATUBHEIX CEKPETOB OTHOCHUTCA ycTaHnoBka DLP-
cucrtemel (ot anri. Data Leak Prevention — npegorepanieHue yre4ek TaHHBIX ). ITOT KOMITIEKC
MPOTPAMMHBIX CPEACTB OTCIEKNBAET BCE MH(POPMAIIMOHHEBIE MOTOKHA B OPraHU3aIMU — OT
3JIEKTPOHHOU MOYTHI JI0 MPOTPAMM, UCIIONE3YIONINX AITOPUTMEI (] poBanus, (kK npumepy, Skype)
unu npotokos HTTPS. [Tox korTpoem Takxe HAXOAATCA BCE CHEMHBIE HOCUTENN MH(OpPMAaIIvu,
KOPIIOPATUBHEIE KOMITBIOTEPEI U HOYTOYKH.

Baxnas ocodbennocts DLP-cucteM — ux aBTOHOMHOCTE. KOMIManuu HeT He0 0X0 TMMOCTH
COIEPIKATH LEIBIA OTIEI, KOTOPHIN 3aHUMANCA OBl HH(pOpMAIMOHHON 0€30MacHOCTRIO. JlocTaTouHO
BCET0 HECKOJBKHX CITEI[HATUCTOB.

[Tocnennue nccnenoBanusa SearchInform, Bemyniero urpoka Ha poCCHUICKOM PEIHKE
nH(pOpMAITMOHHON 0€30TTaCHOCTH, IMOoKa3anu, uro cenuac B Poccuu u crpanax CHI' DLP-cucremsr
HE MOJIL3YIOTCA OOJIBIION NONMYIAPHOCTEIO. [0/IBKO ayTh OOJIee MOMOBUHEL OpraHnu3anni (58%)
[UIAHUPYIOT B CKOPOM BPEMEHH YCTAHOBKY KOMIUIEKCHOH 3amInTHl. O CTAIBHEIE HE CUMTAIOT
HY’KHBIM €€ BHEIpPEeHUE TU00 MoaararT, 4TO AOCTATOTHO U YACTUYHOHN 3amuTel. OIHAKO,
nH(popMarmoHHas 0€30MacCHOCTE TONEKO TOrAa OyIeT Ha ONTHUMAJIBHOM YPOBHE, KOraa odecreuena
KOMIIJIEKCHAS 3AIINTA.

DLP-cucrema 1mo3BoJisieT He TOIBKO 00eCIeunTh HANEKHYIO 3almuTy CeKpeToB. Mx (ynknmm
HAMHOTO HIHUPE: MPU MPABWIHFHOM MOIX01€ MOKHO MOJIYUUTE HH(POPMAIIIIO O HACTPO EHUAX
COTPYAHUKOB B KOJJIEKTUBE, TPOCIEIUTE IBMIKEHUE KITIOUEBBIX TOKYMEHTOB, BXOIANINE U
ucxonsmiue coodnienus. Kak cnencraue, nucnonwszoBanue DLP-cucrem — 310 enie u s pexkruBnoe
MOACHOPEE B TAKUX BAKHBIX IS KOPHIOPATUBHOM O€30MMACHOCTH MEPOTPUATUAX, KAK BHYTPEHHA A

KOHTPPAa3Be, accienoBaHue.

PP Q€ P
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“E!‘ﬁﬁﬁl qeﬁ,ﬁ ﬁ%ﬁ%ﬁgﬁ“ﬁ@ﬁﬁﬂ%@ﬁ@ﬁ‘ Be30mMacHOCTH TAHHBIX ¥ OTCICKHBAHUS ICHCTBHIL

Bn dfer d 1dTeHHA ERCaHOpPOBHA

COTPYAHUKOB HENOCTATOUHO. BaKHBI 1 OPTraHW3aIMOHHEIE MEPOTIPUATHSA, pad0oTa ¢ COTPY THUKAMH,

a3paboTKa BH eHHEH TOKVMEHTAIIUH.
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«Cucmema kopnopamugHou H6e30nacHocmu OoIMCHA OblMb KOMIIEKCHOU, UHA4e OyOem KaK 6
aHeKkdome: Ha NPOXOOHOU OXPAHHUK CMPO20 NPOGepsem Y paboOmMHUKO8 NPeonpuamusi nponycKka, d
yepes 06aoyambs MeMpo8 0m NPOXOOHOU UMeemcs OblpKa, Yepe3 KOmopylo Ha meppumopuro
pupMbl MOMHCEM NPOHUKHYMb J1000U Jcerarowjuu», —oeaumes onvimom Anexkcanop /loponun.

OpranusanuonHas padora BKIOYAET B €08 MHPOPMUPOBAHKE MEPCOHATA O HATUYHMH B
OpraHu3aluM CUCTEM HUH(POPMAIIMOHHON 0€30macHOCTH, 0 HE0OX0AMMOCTH COOTIOIATE
KOMMEPYECKYI0 TAHHY ¥ BO3MOKHBIX HOCIEACTBUAX €€ pas3riIameHus, Kak A1 KOMIIAHUHU, TaK U
Iy CaMoro corpyaHuka. Cozmanne OnaronpuaTHON pabodgeit aTMOC(PEPEL — €M1€ OAWH KIIIOUEBOU
MOMEHT OpPraHM3aIMOHHEIX Mep. KoprmopatuBHas 0€30macHOCTE HEBO3MOIKHA, €CIIA COTPY THUKH
HEIOBEPUMBO KOCATCSA OAWUH HA OAHOTO. lakas «xoiomHas BOMHA» OyIOeT u3psaaHo TOPMO3UTh
Omsnec-mponeccel. [Tosromy enié paz CTOUT HAMOMHUTE O BAKHOM POJIA OTAENA IO padoTe ¢
MEPCOHATIOM.

Yro kacaercs pa3paboTky BHYTPEHHEN JOKYMEHTALMU, TO JOKHEL OBITh UETKO IMPOMUCAHEL
00s13aHHOCTH PAOOTHUKOB, 4 TAKKE UX MPABA JOCTYIIA K TEM WJIM MHEIM JOKyMeHTaMm. Kax e
OTJI€JI TOJIKEH BBIITOJIHATE BO3JIOKEHHBIE HA HETO 3a0a4i — HEe 0OJIbIIe, HO U HE MEHBIILIE.

Henp3s 3a0b1BaTh M 0 TAKKX, KA3AJI0CH OBI, SIEMEHTAPHBIX BEMIAX, KAK pa00Ta CIIyKOBI
OezomacHocTr. Du3nueckas 3aniura COTPYAHUKOB HA padOUMX MECTax — TOKE HEMATOBAKHAA
JaCTh KOPIIOPATUBHOM O€30IIaCHOCTH.

Tomeko 1OOMBIINCE TAKOW JBYCTOPOHHEN — TEXHUUECKOU U OPTAHU3ALMOHHON — 3AIIUTEI, HE
IPEYBEINYNB U HE MPEYMEHBIINB YIPO3bl, MOKHO CO3aTh HANEKHYIO KOPIOPATUBHYIO 3AITATY
KOMITAHHWH.

IlepeueHs OCHOBHOH JINTEPATYPbI
1. HWnpopmammonnas Oe3zomacHoCTh: yueOHuUK mia By30B/ B.M. Spouxkmn — M.:

Axanemmueckuil nmpoekrt, 2012.

2. Cemenenko B.A. Undopmammmonnas 0ezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: MI'I1Y, 2013.
ITepeyeHb TONOTHATEILHOM JIHTEPATYPbI
1. WNupopmammonnas Oe3omacHOCTE: yueOHuk 11 By3oB/ B.H. fpoukmn - M.:

Axanemmueckuil mpoekrt, 2012.

2. Cemenenko B.A. Undopmammmonnas 0ezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: M1V, 2013.
IlepeyeHs Y4eOHO-MeTOAHYECKOr0 olecrieYyeHHS CAMOCTOATE/ILHOH PpadoThI
00VYalIUXCcd Mo JUCIHILTHHE
Meromuueckue peKOMEHIAIMN MO BBIMOJHEHUIO Ja00paTOpHBIX padoT MmO AMCHUILIMHE
«OcHOBHI ynpaBiaeHusa wH(OpMAMOHHON Oe3omacHocTH
2. MeTonnueckue peKOMEHIAIMHA 0 OPraHu3anunl CaMOCTOATEIEHON Pa0OTEI CTYJEHTOB IT0
aucuuIuiiHe ' OCHOBEI ynpaBineHusAs UWH(POPMAIMOHHON Oe30macHOCTH
Ilepeuens pecypcoB HH(OPMANHOHHO-TE/IeKOMMYHHKAIIHOHHOH ceTH «HTepHeT»,
He0OXO0JHMBIX /I/IS1 0CBOEHUS JUCIHILIHHLI
1. http://el.ncfu.ru/ — cucrema ymopaBnenns obOyuennmem @OIAOY BO CKOYVY.
Jlucranummonnas nmoagaepkka muciuiumuiel «MH(popManoHHEIE TEXHOIOTUA B NTPO(PECCHOHAIBHOU
IeATEILHOCTI
2. pdatpediwigaiaeay org - Cairr OOH Mudopmaronn0-KOMMYHHUKAIIMOHHBIE TEXHOIOTHH
BEHEHE%.B@S!Wt ru — Murepuer- Y HuBepcurer KOMITBIOTE PHBEIX TEXHOJIOTHH.

Ceptucomkar: 2C0000043E 05E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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IIpakTHyeckoe 3auaTHe 7. « THNOBBIE» KAHAILI YTeYKH HH(pOpMALNH 00HLEKTOB

nHpopMmaTusanuu OB/l. YciioBueA H pakTOpsl, CHOCOOCTBYIOIIIHE YTeUuKe HH(POpMAIHH
OrPpAHHYEHHOI0 JocTyna. Moe/ 1l BO3MOKHBIX HAPYIIHTE e .

Heas padoTwl: o3nHakomumbea ¢ ycrouamu u paxmopamu, cnocoOCMEYIOWUMU YIMeEUKe
UHhopMayuy 02paHUdYeHHo20 0ocmyna

Te OpeTHYeCKad YacThb

Peanusanms yrpo3 HapymeHus HHPOPMAILIHOHHOH 0€301acHOCTH ABIIAETCA CISACTBHEM OIHOIO M3
CICAVIOMINX ACHCTBHI M COOBITHM: pa3riameHusI KOHQUICHIMAILHOM HHGOPMAILHH, YTESUKH
KOH(HAESHIIHATbHOH HH(]OpMAIIK M HECAHKITMOHUPOBAHHLIN JIOCTYII K 3allHIaeMoil HHPOpMaIHH
(106). ITpu pasrnameHuy WM yTEUKE MPOUCXOIUT HApYIIeHHE KOH(PHUIEHIIMATLHOCTH HH( OpMAaLIMH C
orpannmueHHBIM JocTynom 3erxkaa JILI1., Ueamko A.M. OcHoBel O0e30macHOCTH HHGOPMAIIHMOHHBIX
cucteM. - M.: I'opsauas nuansa-Tenekom, 2011..

YTeuka koHpHAEHITMaTEHON HH(pOpMAITAA - 3TO OECKOHTPOIBHBIN BBIXO/ KOH(H/ICHITMATIBHOMN
uH(opmaruu 3a nipenensl UC wnm kpyra Iuil, KoTopeIM OHa ObLTa JIOBEpEHa 110 ClTy)K0e WIIH cTaa

H3BCCTHA B ITPONCCCC pﬂﬁDTBI. JTa YTCHKAd MOKCT OBITH CICIHCTBHCM.,

* - pasrnanieHuA KoH(HUISHIMAILHONH HH(POpMALINH;

* - yXoJa HHPOPMALIUH T10 Pa3IMIHLIM, IJIABHBEIM 00pa30M TEXHUYESCKHM, KaHaIaM;

* - HECAHKIIMOHMPOBAHHOTIO JIOCTYIIa K KOH(PHASHIIHATEHON HH(OpMAaITUH pa3TMIHBIMA
crioco0amH.

PasrnameHnue HHCprMﬂU,IfﬂfI cC BJIaACIBICM T Dﬁﬂﬂﬂ,ﬂTEHEM CCTh YMBIIIIICHHEBIC H/TH HCOCTOPOWHEIC
ﬂEﬁCTBHH JOIKHOCTHBIX JTHIL M HDHB?-DBHTEHEI?I., KOTOPBIM COOTBCTCTBYHOIIHMC CBCICHHA B
YCTAHOBJICHHOM ITOPAIKC OBLIH JOBCPCHEI 110 CH}’}Hﬁﬂ HJTH T10O pﬂﬁDTE, IMIPpHBCIIIHNC K O3HAKOMIICHHIO C
HHM JTHILI, HC JOIIYIICHHBIX K 9THM CBCICHIAM.

Bo3MokeH 0EeCKOHTPONMBHBIN yX0 KOH(UICHINATIBHON HH(POPMALIMH 110 BU3YATbHO-ONTHUCCKHM,
aKyCTHUECKHUM, JJIEKTPOMAarHUTHBIM M JIPYTHM KaHaJIaM.

K ¢akTtopaM yTedkn MOTYT, HAlTPUMEDP, OTHOCUTHCS:

* - HEJOCTATOYHOE 3HAHWE pabOTHUKAMU MPEANPUATHS ITPABHI 3alIATEHI HH(OPMAaIIUH U
HEMOHUMaHHe (MM HEJONOHUMaHHE) HE0OXOIUMOCTH UX TIIATEIBHOTO COOII0ICHHUS;

* - HCIOJB30BAaHHE HEATTECTOBAHHBIX TEXHHUUECKHX CPeCcTB 00padoTKH KOH(HIEHIIHAILHON
MH(POPMALIHH;

e - cnalbBIM KOHTPOJIE 32 COOTIOACHUEM MPABHII 3alIHTEI HH(OPMAIIN ITPABOBBIMH,

Opra"HH3allHOHHEIMH H HHACHCPHO-TCXHHYCCKHMHA MCPaMH.

HecankimmonupoBanueiii qoctyn (HCJI). DTo Hambonee pacnpocTpaHeHHEINH BHI HHGOPMAIIHOHHBIX
yIpo3 3aKJIH0YAETCS B MOJYUYEHHUH MOJIL30BATEIEM JOCTYIA K 00BEKTY, HA KOTOPBIM Y HETO HET
pa3penIeHUs B COOTBETCTBHH € MIPUHATON B OpraHHU3allii MOJHTHKON 0e3omacHOCTH. OOBIUHO caMast
rj1aBHas npoodeMa Oonpeac/MTh, KTO U K KaKMM HabopaM JJaHHBIX JOIKEH UMETh JOCTYIL, a KTO HET.

Jpyrumu cnggdMponcofX ity onpenents TepMuH «HECaHKIIMOHMPOBAHHBIID.

Ceprudmkar: 2C0000043E9ABBBI52205E7BA500060000043E
SNEPEEPK apakTe PP o AEHCTEPHE TR aBiIsieTCS aKTUBHBIM BO3IEHCTBHEM, MCIIOJIB3Y FOIMM OIIMOKH

cucteMsbl. HCJI oOpamaerca o0bIYHO HETIOCPEACTBEHHO K TpeOyeMoMy HaDOpY J1aHHBIX, JTHOO
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BO3JCMCTBYET Ha MH(OPMAIIMIO O CAHKIIMOHUPOBAHHOM JIocTyne ¢ 1enbio nerammzanm HCJT, HCJT
MOJKET OBITE MOABEPKEH JTHOO0MU 00BEKT cucTeMbl. HC /] MOXKET OBITH OCYIIECTBIIEH KaK CTaHJapTHBIMH,

TaK M CTIEHHAIBLHO pa3padoTaHHBEIMHM ITPOrPaMMHBIMH CPEACTBAMH K 00 BEKTaM. 3allUIIEHHOCTE
aBTOMATU3UPOBAHHLIN yTeuKa MHPOpMaTH3 Al

Ecthb H JOCTATOYHO IMTPHUMHTHEBHEIC ITYVTH HCCAHKITHOHHUPOBAHHOI'O JOCTVIIA.

. - XHIIICHHC HOCHTEIIEH HH(prMﬁL[HH H JOKYMCHTAJBHBIX OTXOJO0B,

* - MHUIMATHBHOE COTPYIHHUYECTRO;

* - CKJIOHEHHE K COTPYIHHUUECTBY CO CTOPOHBI B3JIOMIIIHKA;
® - BBLINBITHEIBAHHE;

* - MOJCTYIIHBaHHE;

- HaOJIIOJEHWE U JIPYTHE MY TH.

JTtoOBIe criocoObI YTeUKH KOH(HASHIIHAILHON MH}OpMAaIIMK MOT'YT MPHUBECTH K 3HAYUTEIEHOMY
MaTepHaAILHOMY U MOPAILHOMY YIIepOy Kak Ui opranu3amnui, riae ¢yukupmonupyeT MC, Tak u 1s ee
MOJIL30BATEJICH.

MenemkepaM clieqyeT OMHHUTE, YTO JOBOJBHO OOJBIIAS YaCTh TIPUUMH U Y CJIOBUHN, CO3AIONTHIX
MPEANOCEUTKA M BO3MOKHOCTh HETIPABOMEPHOTO OBIAJEHHUA KOHPHUICHIIMAITLHON HH] OpMalHeii,
BO3HHMKAET M3-3a 3JIEMEHTApPHBIX HEIOPAOOTOK PYKOBOIWUTEIEH OpraHHU3alMi U UX COTPYIHHUKOB,
Hanpumep, K npAdrMHAM U YCJIOBHAM, CO3JAIONIAM MPEAIOChUTKH IS YTEYKH KOMMEPUYECKHUX CEKPETOB,
MOT'YT OTHOCHUTBCH:

* - HEQOCTATOYHOE 3HAHWE padOTHUKAMU OpraHH3alluy IPaBUJI 3alIUTEI KOH(HIEHITHATBHON
MH(pOpMaIIMK U HEMOHUMaHWE HEOOXOMUMOCTH UX TIATEILHOTO COOJIIO/IEHHUS;

* - HCIOJB30BAaHHE HEATTECTOBAHHBIX TEXHUUECKHUX CPECTB 00padoTKH KOH(UIEHITHATBHON
MH(}OpMAIIHH;

- cnadbBIF KOHTPOJIb 3a COOTIOEHUEM MPaBHIT 3alIUThEI MH( OpMaIXA TPABOBBIMHA

Opra"HH3allHOHHBEIMHA H HHACHCPHO- TCXHHYCCKHMMHA MCPpaMH H IIP.

PasrmanieHue ¥ yTeuka IpUBOIUT K HEMTPABOMEPHOMY 03HAKOMIICHHIO ¢ KOH( MITCHITHATLHOM
MH(pOpMaITUEN TPU MUHUMAJTBHBIX 3aTpaTax YCHIWH CO CTOPOHBI 3IOYMBIIIJIEHHUKA, JTOMY
CIIOCOOCTBYFOT HEKOTOPBIE HE JIYUIIINE JIMIHO CTHO-ITPO() €CCHOHATBHBIE Xap aKTEPUCTUKH U JSHCTBUA
COTPY/IHUKOB (pUPMBI, TIpefcTaBaeHHbIE HA prc.2 Manaua K. 3ammra ot BTop:keHmii. Paccieqosanue
KOMIBIOTEPHBIX TipecTyIuieHuid. - CII0.: Jlopu, 2010

1 Hdawxc CCIIH COTPYIHHK HC ABTACTCH 3JIOYMBINIJICHHHKOM, OH MOKCT OIMMOATHCS HE HaMCpPpCHHO
BCIICACTBHC YCTAJTOCTH, 0O0JIE3HEHHOTO COCTOSHHSA U I1p.

OmubouyHoE MCIO/Ib30BaHUE MH(OPMAIIMOHHBIX PECYPCOB, OYIyUM CAHKITMOHUPOBAHHBIM, TEM HE
MEHEEe, MOJKET NIPHUBECTH K PA3PYIIEHUIO, PACKPBITHIO. WJITH KOMIIPOMETAIIMM YKA3aHHBIX PECYPCOB.
JlanHas yrpo3sa, Jarie BCEero, sSBJISETCS CIEJICTBUEM OMIHOOK B riporpaMMHoM obecnieuennu ANC.,

YHHUUTOKEHUE KOMIIBIOTEPHONH MHOPMALHH - ITO CTHpaHHE €€ B naMaTi IBM, ynanenue ¢
(GM3MUECKMX HOCHUTENEH, a TAKXKE HECAHKI[MOHUPOBAHHEBIE M3MEHEHUS COCTABIAIONINX €€ JIaHHBIX,
KapIMHAILHO MEHSIOIIHME COAEpKaHUE (HanpuMep, BBEICHHUE IO HOM MH(OpMAITHH, 10 0aBICHHE,
M3MEHEHHUE, yaaleHue 3anuceii). OqHOBpEMEHHBIN nepeBo] HH(POPMAIIUK Ha JIPyroi MalllMHHBIHN
HOCHTEIIh HE CUMTACTCS B KOHTEKCTE YIOJIOBHOTO 3aKOHA YHHUYTOKEHHUEM KOMITLIOTEPHOM MH(pOpMAIIHN
JIUIIEL B TOM Cﬂ@mw@ﬂrﬁ@wyﬂmaﬁ THX JIEHCTBUN JOCTYI MPaBOMEPHBIX MOJIB30BATENEH K

ERD HE 'OKASAH 72 EcTBEHHO 3aTpyIHEH MO0 NCKIIOUEH.
Ceprich 5e0 GﬂﬂdSEEABBBBEEEDEE 500060000043E
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HME‘:I—D[L[,HHCH Y IMNOJIB30BAaTCIIA BOSMOXKHOCTE BOCCTAHOBHTE VHHYTO XKCHHYHO HHCI]DPMHL[P{FD C ITIOMOIIBHO
CpCcICTB IIpOorpaMMHOIO obecrneueHHs WIH IMOJIYVUHTE JaHHYH HHfprMﬂL[P{FD OT OAPYTIOoro IoJdb30BaTclIid
HC DCBDGD}H,I[E,ET BHHOBHOI'O OT OTBCTCTBCHHOCTH.

YHHUTOXKEHHEM HH(]OpPMALIUK HE ABIAETCA NEpEMMEeHOBaHME (paiiia, TIe OHa COJIEPIKUTCS, a TAKKe
caMmo 1o cebe aBToMaTHYECKoe "BRITECHEHHE" CTaphIX BEpcHii (paiiioB MOCICIHUMHA 110 BPEMEHH.

brokupoBaHUe KOMIIBIOTEPHONM MH(POPMAIIHH - 3TO UCKYCCTBEHHOE 3aTpyAHEHUE JIOCTYyTIa
MOJIb30BaTEIe K KOMITBIOTEPHON MH(OpMAIMH, HE CBA3aHHOE C €€ YHHUTOKEeHHuEM. /[pyruMu ciioBamu,
3TO COBEPIIECHUE ¢ MHPOpMaIIHel TeMCTBUM, pe3yabTaTOM KOTOPEIX ABISETCA HEBO3MOKHOCTD
MOJYUEHHS WITH UCTIOB30BAHKUE €€ 110 Ha3HAYSHHIO TIPH TTOJTHOM COXPAHHOCTH caMOM MH(OPMAIIHH.

KDI‘H[[IPDMETHL[[/IH HH(prMﬂH,HH, KaK ITPpaBHTIO, PCAIM3YCTCAH ITOCPEICTBOM BHCCCHHA
HCCAHKITHOHHPOBAHHEIX H3MEHEHHH B 0a3bl JaHHBIX, B PE3VJILTATC HCT'O CC HDTpEﬁHTEﬂE BEIHY K IICH
JTH00 0TKa3aThCAa OT HCC, JIH00 MNpcannprHHHUMAaTeE JOIMOJIHUTCIIEHEIC YVCHITHA JIJIA BEIABIICHHA H3MEHEHHHN U
BOCCTAaHOBJICHHA HCTHHHEIX CBE,[LEHHEJ'L B ClIVHaC HCITOJIB30BaHHA CKDI‘H[[IPDMETHPDBHHHDH HHCprMﬂU}IH
HDTPEﬁHTEHB MOABCPIracTCAHd OIIACHOCTH ITPHHATHA HCBECPHBIX pE[L[EHHﬁ CO BCCMH BEITCKAaOITHMH
MMocjacACTBHAMH,

Otka3 oT UHpOpMAIIHH, B YACTHOCTH, HEMPHU3HAHUE TPaH3aKIUK (OTIeparii B 0aHKE) COCTOUT B
HEMIPU3HAHWHN MTOJTy4YaTeJIeM WJIH OTIPaBUTEIEM MH(pOpMaIIMK (GaKTOB €€ MOJTYyUSHHU WIN OTIpaBku, B
YCJIOBHUAX MapKeTHHTOBOM AEATETLHOCTH 3TO, B YaCTHOCTH, TTI03BOJIAET OHOH U3 CTOPOH pacToprarb
3aKJIFOUCHHBIC (JMHAHCOBBIE COTJIANICHHUSA "TEXHUUECKHUM' TIYTEM, (JOPMAIbHO HE OTKA3BIBAACh OT HUX U
HAHOCS TEM CaMBIM BTOPOM CTOPOHE 3HAYMUTEIBLHEIA yIIepO.

Moaudukarmsa KOMILIOTEPHON HH(OPMALIMH - 9TO BHECEHHUE B HEE JITOOBIX M3MEHEHHMH, KpoMe
CBA3aHHBIX C aflanTalel nporpamMmel it IBM wiu 0a3sl faHHBIX. A ganTarus nporpamMmel st OBM
WK 0a3bl JAHHBIX - «3TO BHECEHHE M3MEHEHHMM, OCYIIECTBIIAEMBIX HCKITFOUHUTEIBHO B IIEJIAX
obecnieueHUA (PYHKIITMOHHUPOBAHUSA IIporpaMmebl I DBM mim 0a3bl TaHHBIX Ha KOHKPETHBIX
TEXHHUUYECKHX CPENCTBAX MOJL30BATENA WIH 0] YIIPABJIIEHHEM KOHKPETHBIX TPOTrPaMM I1OJIb30BATEIA
(4.1 cr.1 3akona P® ot 23 cenradpsa 1992 roga "O npaBoBoil oXpaHe niporpamMm I 3JIEKTPOHHBIX
BBLIUMCIIATE/TbHBIX MAllvH M 0a3 qaHHbIX"). J[pyrUMH cJI0BaMH 3TO O3HAYAET U3MEHEHUE €€ COEPIKAHM
110 CpaBHEHMIO ¢ TOM MH}OpMaIHel, KoTopas nepBoOHAYaILHO (0 COBEPIICHUS AeIHN) OblIa B
pacropsKeHUH COOCTBEHHUKA WJIH 3aKOHHOTO T10JIb30BATENS.

KDHHPDB&HHE KDLT[IBPDTEPHDﬁ HHCprMEH_[HH - H3I'OTOBJICHHC H }’CTDH'—[HBDE 3alICHATIICHHUC BTOPOIo H

MOCIICAVIOMMX IK3EMILIAPOB 0a3bl JaHHLIX, (paiiioB B T000M MaTepHaIbHOM (popMe, a TAK)KE MX 3aIlHCh
HAa MAIIWHHBIA HOCUTENE, B MaMATEL D BM.

Otka3 B 00CIyKHBaHUH NPEACTARIIACT cO00I BECEMa CYILECTBEHHYIO M PacpOCTPAaHEHHYIO YIPO3y,
MCTOYHHUKOM KoTopoil siBisieTcs cama AWC. 11ogo0HEIIT 0TKa3 0COOEHHO OMaceH B CUTYalMAX, Kora
3a/IEPIKKa C IIPETOCTABIIEHUEM PECYPCOB A0OHEHTY MOKET MPUBECTH K THKEIIBIM JIA HETO
MOCJIE/ICTBUAM, TaK, OTCYTCTBHE Y MOJIL30BATENA JaHHBIX, HEOOXOIUMBIX JIJIA IPUHATHS PELICHUA, B
TEUEHHE NEPHOA, KOTJa ATO PENICHUE €€ MOXKET OBITh Y(P(EKTUBHO peaM30BaHO, MOXKET CTATh
IIPUUMHON €0 HEpPALHOHAIBHEIX JEHCTBHI.

OCHOBHBIMH THIIOBBIMH MNyTAMH HCCAHKITHOHHPOBAHHOTI'O JOCTVIIA K HHCprMﬂH,Ifﬂ*I, ABJIAKOTCA.

* - IIEpEXBaT AJIECKTPOHHBIX U3TYUCHHMH;
¢ - IPUHZAWESTERAG/AIEKTPOMarHUTHOE 00JIydeHHUE (T10/ICBETKA) TMHUN CBSA3H C LIEJIBIO

no YRR HAPATHETCwony o

Ceptvpukatr: 2C0000043ESABBB952205E7BAS00060000043E -

Bragene®  TUHRHMSHEHUC HQACHVUIMBAONIAX YCTPOUCTB (3aKIIa 10K );
* - MHUCTaHIMOHHOE (poTOrpadMpoOBaHHE;

e p E%gﬁﬂﬁrg MQE%LIECKHE H3JIVUHCHHH H BOCCTAHOBJICHHMC TCKCTA ITPHHTCPA,
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. - XHIIICHHC HOCHTEJIEH HH(prMﬂH,HH H TOKYMCHTAJIBHEBIX OTXO/JI0B,

* - YTE€HHME OCTATOUYHON MH(POPMAIMH B IAMSATH CUCTEMEI ITOCJIE BBITIOJTHEHHUS
CAaHKLIMOHUPOBAHHBIX 3allPOCOB;

* - KONMUPOBAHWE HOCHUTENIEH MH(OPMALMHN C TIPEOJOJIEHUEM MEP 3alTUTHI;

* - MacKHMpOBKAa M0/ 3aPETUCTPUPOBAHHOIO T10JIb30BaTEN,;

- MUCTH(]HKAIMA (MACKMPOBKA MO/ 3alIPOCKI CUCTEMBI);

* - JCIOJIb30BAaHHUE MIPOrPaMMHBIX JIOBYIIIEK;

* - JCIIOJIL30BAaHHUE HEJOCTATKOB A3BIKOB IIPOrPaMMHUPOBAHHS U ONIEPALIHOHHBIX CHCTEM;

* - BKJIFOUEHHE B OMOJMOTEKH TPOTrpaMM CHEIHATBHBIX OJTOKOB THNA " TpOAHCKUIA KOHB'';

* - HE3aKOHHOE IMOJKJIIOYEHHUE K anraparype U JIMHUAM CBA3H;

* - 3JIOYMBINLJIEHHBIH BBIBOJ U3 CTPOS MEXAHHU3MOB 3aIUTHI;

* - BHEJPEHHUE M HUCIIOJB30BAHHE KOMITbIOTEPHBIX BUPYCOB.

Heo0xouMO OTMETHUTE, YTO OCOOYIO OMACHOCTEL B HACTOAIIEE BPEMS MPEICTABIAET MpodJieMa
KOMIIBIOTEPHBIX BUPYCOB, MO0 3 PEKTUBHOM 3aMIUTEI TPOTHB HUX pa3paboTaTh HE y/IA/I0Ch.
OcTaJIbHBIE NTYTH HECAHKIITUOHHUPOBAHHOTO JIOCTYIIA MOAAr0TCA HAIEXHON OJIOKUPOBKE IIPH MPABHIIBHO
pa3paboTaHHOM U peaATU3YEMOI Ha IPAKTHKE CHCTEME 00ecTieueHM 0€30MacHOCTH

Hixke MMCPCUHHCTAOTCAH HauboJiee PacinpoCTpaHCHHBIC TCXHHYCCKHC YI'PO3bI H ITPHYHMHEL, B PC3YIJIBTATC
KOTOPEIX OHH PCaTM3VHOTCH:

* - HECAHKIIMOHMPOBAHHBIM JOCTYI K UH(OPMAIIMOHHON CUCTEME - MPOUCXOIUT B PE3YJILTATE
MOJIYUCHUS HEJIETATBHBIM MOJIBE30BaTE/IEM JIOCTYTIa K HHPOPMAIIHOHHOM CHCTEME;

* - pPacKpBITHE JIaHHBIX - HACTYTIAET B PE3yJIbTaTe MOJIYUEHH JOCTYIIa K MH(QOpPMAIUH UITH €€
UTCHUS YEJTOBEKOM U BO3MOKHOTO PACKPBITUA UM MH(POPMAIIUK CITYYalHBIM WM HAMEPEHHBIM
obpazom;

* - HECAHKIIMOHMpPOBAHHASA MOJIU(HUKAIIMA JJAHHLIX U MPOrpaMM - BO3MOYKHA B PE3yIbTaTe
MOIU(HUKAITAH, YIATICHUAS WM pa3pyIICHUS U€JIOBEKOM JaHHBIX M IIPOrPaMMHOTO 00eCTIeUeHMs
JTOKAJIbHBIX BBIYUCIIMTEIBHBIX CETEH CIydaiHbIM WM HaMEPEHHBIM 00pa3oMm;

* - pacKpeITHE TpadHKa JIOKATbHEIX BRIUMCIUTEIBHBIX CETEH - IPOM30UIET B pe3yabTaTe JOCTYIIA
K MTH(OpMAaIlMH WA €€ YTEHHS YSJIOBEKOM M BO3MOKHOTO €€ pas3ralieHus CTydaiHbIM HUIN
HaMEPEHHBIM 00pa30M TOra, Korjaa MH(opMaLUs NepeaacTcsa Uepe3 JOKaJIbHBIE
BEIUMC/TUTEILHEIE CETH;

* - moaMeHa TpadHKa JIOKAJIbHBIX BBIUMCIHUTENBHBIX CETEN - 3TO €ro MCIOJIb30BaHHUE JIETATLHBIM
crioco0oM, Koraa MmosBJIAITCS COOOMIEHHs, MMEIOIINE TAKOH BHI, OYITO OHH TTOC/IAHbI
3aKOHHBIM 3asABJIEHHBIM OTIIPABUTEIEM, a HA CAMOM JIEJI€ 3TO HE TaK;

e - HepabdOTOCIIOCOOHOCTE JIOKAIBHBIX BEIUUC/ITUTEBHBIX CETEH - 3TO CJIE/ICTBUE OCYIIECTBICHUA
yIpo3, KOTOPBIE HE MO3BOJIAIOT PECYpPCaM JIOKATbHBIX BBIYHUCIUTEIBHBIX CETEH OBITh
CBOEBPEMEHHO JOCTYITHBIMH.

CniocoObI BO3/IEHCTBUSA YIPo3 Ha MH(OPMAIIMOHHEIE 00 BEKTHI TIOAPA3/C/IAIOTCS Ha!

- uH(OPMAIMOHHEIE;

* - IPOrpaMMHO-MaTEMaTHUYECKHE;
* - (usnueckue;

* - PATMOIIEKTPOHHBIE;

* - OpPraHM3aIMOHHO-TIPABOBEIE,

PEH.T]HE‘-EIH,HH YI'pOs HAPYHICHHA HH(prMﬂL[HDHHDﬁ 0€30IIacCHOCTH SABJIACTCS CJICICTEHMCM OJHOI'O H3

CJIC VIO X %ﬁmﬁ@hﬁ“ﬁ: pasrianiceHIsa KOHQUICHIMAIbHOW HHPOPMAaIIUH, YTEUKH
KOH( M IeHIAMTAOPHIMSSPNCHIPI 1 HecaHKITMOHMPOBAHHLIN JIOCTYII K 3allHUIaeMoil HHPOpMaIHH
Einagng;ﬁi lﬁ%ﬁ%ﬁéﬁ%ﬁﬁgﬁ?%%%?P@%%FDHCED,HHT HapyIIEeHHE KOH(DHUICHIIHATBHOCTH HH(OPMALIHIH C

orpannueHHBIM goctynoM 3erxaa JILI1., Ueaniko A.M. OcHoBEI 6e30macHO cTH HHPOPMALIMOHHBIX

cucteM. - M.: I'opsauas nuansa-Tenekom, 2011..
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YTeuka koHpHAEHITMaTEHON HH(pOpMAITAA - 3TO OECKOHTPOIBHBIN BBIXO/ KOH(H/ICHITMATIBHOMN
uH(opmaruu 3a nipenensl UC wnm kpyra Iuil, KoTopeIM OHa ObLTa JIOBEpEHa 110 ClTy)K0e WIIH cTaa
M3BECTHA B Ipolecce paboThl. DTa yTeuka MOXET OBITh CIIEICTBUEM:

* - pasrnanieHuA KoH(HUISHIMAILHONH HH(POpMALINH;

* - yXoJa HHPOPMALIUH T10 Pa3IMIHLIM, IJIABHBEIM 00pa30M TEXHUYESCKHM, KaHaIaM;

* - HECAHKIIMOHMPOBAHHOTIO JIOCTYIIa K KOH(PHASHIIHATEHON HH(OpMAaITUH pa3TMIHBIMA
crioco0amMH.

PasrnameHnue HHCprMﬂU,Ifﬂf’I cC BJIaACIBICM T Dﬁﬂﬂﬂ,ﬂTEHEM CCTh YMBIIIIICHHEBIC H/TH HCOCTOPOWHEIC
ﬂEﬁCTBHH JOIKHOCTHBIX JTHIL M HDHE?-DBHTE.T]EI?I., KOTOPBIM COOTBCTCTBYHOIIHMC CBCICHHA B
VYCTAHOBJICHHOM ITOPAIKC OBLIH HJOBCPCHEI 110 CH}’}Hﬁﬂ HJTH T1O pﬂﬁDTE, MNpHBCININC K O3HAKOMJIICHHHD C
HHM JTHILI, HC JOIIYIICHHBIX K 9THM CBCICHIAM.

Bo3MokeH 0EeCKOHTPONMBHBIN yX0 KOH(UICHINATIBHON HH(POPMALIMH 110 BU3YATbHO-ONTHUCCKHM,
aKyCTHUECKHUM, JJIEKTPOMArHUTHBIM M JIPYTHM KaHaJIaM.

K ¢akTtopaM yTedkn MOTYT, HAlTPUMEDP, OTHOCUTHCS:

* - HEJOCTATOYHOE 3HAHWE pabOTHUKAMU MPEANPUATHS ITPABHI 3alIATEHI HH(OPMAaIIUH U
HEIMOHUMaHHE (HJIM HEJOMOHUMaHKE) HE00XOIUMOCTH HMX TIIATEILHOTO COOIIOICHUS;

* - HCIOJB30BAaHHE HEATTECTOBAHHBIX TEXHHUUECKHX CPeCcTB 00padoTKH KOH(HIEHIIHAILHON
MH(POPMALIHH;

- CcraOBIi KOHTPOJIE 3a COOJIFOICHHEM MPaBHIT 3alIUTEI MH( OPMAaLIHH IIPaBOBLIMH,

Opra"HH3allHOHHEIMH H HHACHCPHO-TCXHHYCCKHMHA MCPaMH.

HecankimmonupoBanueiii qoctyn (HCJI). DTo Hambonee pacnpocTpaHeHHEINH BHI HHGOPMAIIHOHHBIX
yIpo3 3aKJIH0YAETCS B MOJYUYEHHUH MOJIL30BATEIEM JOCTYIA K 00BEKTY, HA KOTOPBIM Y HETO HET
pa3penIeHUs B COOTBETCTBHH € MIPUHATON B OpraHHU3allii MOJHTHKON 0e3omacHOCTH. OOBIUHO caMast
ri1aBHas podeMa onpeae/MTh, KTO U K KaKUM HabopaM JJaHHBIX JOIKEH UMETh JOCTYII, a KTO HET.
Jlpyrumu ciioBaMH, HEOOX0TUMO OTIPEIE/TUTE TEPMHUH «HECAHKIIMOHUPOBAHHBI,

[Io xapakTepy, BozziecTBASA HC /| ABIAETCA aKTHBHBIM BO3/[€HCTBUEM, UCIIOJIL3Y FOIIIUM OLIHOKH
cucteMsbl. HCJI oOpamaerca o0bIYHO HETIOCPEACTBEHHO K TpeOyeMoMy HaDOpY J1aHHBIX, JTHOO
BO3JICHCTBYET HA MH(OpMALIHIO O CAHKIITHOHHPOBAHHOM JIocTyTE ¢ Henbto jeranuzaimiu HCJ[, HCJI
MOJKET OBITH MOABEPHKEH 000N 00BEKT ccTeMBI. HC /| MOKET OBITH OCYIIECTBIEH KaK CTaHJapTHBIMHA,
TAaK ¥ CIEHAJIBHO pa3padoTaHHBIMH ITPOrPAMMHBLIMH CPEICTBAMH K 00BEKTAM. 3alHIIEHHOCTh
aBTOMATH3MPOBAHHLIN yTeuka MH(pOpMaTH3alus

Ectb H JOCTATOYHO ITPHUMHTHEHEIC ITYTH HCCAHKITHOHHPOBAHHOI'O JOCTVIIA.

* - XHIIEHHE HOCHUTEIEH MH(OPMALIMH U IOKYMEHTAIBHBLIX OTXO/IOB;
* - MHUIMATHBHOE COTPYIHHUUECTBO;

* - CKIIOHEHHE K COTPYAHHYECTBY CO CTOPOHEI B3JIOMIIHKA;

* - BLINBLITHLIBAHHUE;

* - TIOJCIYIIHUBAHHE;

* - HaOIOJICHUE U APYTHE NYTH.

JTtoOBIe criocoOBI YTEUKH KOH(PUASHIIMATIBHON HH(OpMAIIMA MOTYT MPUBECTH K 3HAUUTEIIBHOMY

MaTEpHaTbEHO ROKWRHIPAIFHOAMY YIIepOy Kak 1 opraHu3auuu, riae gyakiuonupyet MC, Tak u i ee
POHHOW MOAMUCHIO

[TOJIE30 d%%
CepTUdmkar: BZ%E% ESABEB952205E7BAS00060000043E
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MeHemkepaM clIeAyeT MOMHHTE, YTO JOBOJBHO OOMBIIASA YaCTh PHUYMH M Y CIOBUI, CO3JaIONINX
IIPEITIOCHIIKHA M BO3MOXKHOCTE HEMPABOMEPHOT'O OBIAIEHHS KOHPHUASHIIHATbHON HH( OpMaLIEH,
BO3HHMKAET M3-3a 3JIEMEHTAPHLIX HEI0PAadOTOK PYKOBOAUTENECH OpraHHU3alMi U UX COTPYIHHKOB.
Hanpumep, kK npAdrHaM U yCJIOBHAM, CO3JAIONIAM MPEAINIOCEUTKH IS YTEYKH KOMMEPYECKHUX CEKPETOB,
MOT'YT OTHOCHUTBCH:

* - HEJOCTATOYHOE 3HaHME pabOTHHKAMHU OpraHH3aI[iH PABUII 3aIIUTEl KOH(HIESHIIHATbHOM
MH(OpMAaLIMH U HEMOHUMaHUE HEO0X0JUMOCTH HX TIATEIEHOTO COOTHOICHHUS;

* - HCIOJIb30BaHHUE HEATTECTOBAHHBIX TEXHHUYECKHUX CPEACTB 00padboTKH KOH(HICHIIMATEHOMN
MH(})OpMALIHH;

- cnadbBI¥ KOHTPOJIb 32 COOIIOAEHUEM MPABHII 3alIMTEI MH( OpMaIN TPABOBBIMHU

OpraHrd3alilMOHHBEIMHA H HHACHCPHO- TCXHHYCCKHMMHA MCPpaMH H IIP.

PasrmanieHue v yreuka pUuBOAUT K HEMTPABOMEPHOMY 03HAKOMJICHHIO ¢ KOH(MITEHITHATLHOM
MH(pOpMaITHEN TPU MUHUMAJTBHBIX 3aTpaTax YCHIWH CO CTOPOHBI 3IOYMBIIIJIEHHUKA, JTOMY
CIIOCOOCTBYFOT HEKOTOPBIE HE JIYUIIIHE JIMIHO CTHO-ITPO()ECCHOHABHBIE Xap aKTEPUCTUKH U JSHCTBUA
COTPY/IHUKOB (pUPMBI, TIpefcTaBaeHHbIE HA prc.2 Manaua K. 3ammra ot BTop:keHmii. Paccieqosanue
KOMIBIOTEPHBIX TipecTyIuieHui. - CII10.: Jlopu, 2010

1 HdaAxc CCIIH COTPYIHHK HC ABTACTCH 3JIOYMBINIJICHHHKOM, OH MOKCT OIINOAaThLCS HE HaAaMCPCHHO
BCIICACTBHC YCTATOCTH, 0O0JIE3HEHHOTO COCTOSHHSA U I1p.

Omnbo4HOE MCIO0Ib30BaHUE HH(OPMAIIMOHHBIX PECYPCOB, OYIYUM CAHKIIMOHUPOBAHHBLIM, TEM HE
MEHEE, MOJKET NMMPHUBECTH K Pa3pyIICHUIO, PACKPBITHIO. WITH KOMIIPOMETAIIMM YKa3aHHBIX PECYPCOB.
JlanHas yrpo3sa, Jarie BCEero, sSBJISETCS CIEJICTBUEM OMIHOOK B riporpaMMHoM obecnieuennu ANC.,

YHHUUTOKEHUE KOMIIBIOTEPHON MH(OPMAITHH - ITO CTHpPaHHE €€ B maMaTi DBM, ynanenue ¢
(GU3MUECKMX HOCHUTENEH, a TAK)KE HECAHKIIMOHUPOBAHHEBIE M3MEHEHUS COCTABIAIONINX €€ JIaHHBIX,
Kap/IMHAJIbHO MEHSIOIIME COoJIepKaHNEe (HanpuMep, BBEJICHHUE JT0KHOU MH(OpMaLim, J100aBIcHHE,
M3MEHEHHUE, yaaleHue 3anuceii). OqHOBpEMEHHBIN nepeBo] MHPOpPMAaIIUK Ha JIPyTroi MalllMHHBIHI
HOCHTEIb HE CUMTAETCS B KOHTEKCTE YIOJIOBHOTO 3aKOHA YHHUYTOKEHHUEM KOMITLIOTEPHOM HH(pOpMAIH
JIUIIL B TOM CIy4ae, €CIIH B pE3YJIbTATE 3THUX JCHCTBHI JOCTYT MPaBOMEPHBIX TOJB30BATENIEH K
MH(OpPMAITUK HE 0Ka3aJICs CYIMIECTBEHHO 3aTPYyAHEH JIMOO0 UCKITIOUEH.

HME‘:I—D[L[,HHCH Y IMNOJIB30BAaTCIIA BOSMOXKHOCTE BOCCTAHOBHTE VHHYTO XKCHHYHO HHCI]DPMHL[P{FD C ITIOMOIIBHO
CpCcICTB IIpOorpaMMHOIO obecrneueHHs WIH IMOJIYVUHTE JaHHYH HHfprMﬂL[P{FD OT OAPYTIOoro IoJdb30BaTclIid
HC DCBDGD}H,I[E,ET BHHOBHOI'O OT OTBCTCTBCHHOCTH.

YHHUTOKEHHEM HH(]OpPMAILIUK HE SABIAETCSA EPEUMEHOBAHME (paiiia, TIe OHAa COJIEPIKHUTCS, a TAKKE
caMmo 1o cebe aBToMaTHYECKoe "BRITECHEHHE" CTaphIX BEpcHii (paiiioB MOCICIHUMHA 110 BPEMEHH.

brokupoBaHUe KOMIIBIOTEPHONM MH(POPMAIIHH - 3TO UCKYCCTBEHHOE 3aTpyAHEHUE JIOCTYyTIa
MOJIb30BaTEIe K KOMITBIOTEPHON MH(OpMAIMH, HE CBA3aHHOE C €€ YHHUTOKEeHHuEM. /[pyruMu ciioBamu,
3TO COBEPIIECHUE ¢ MHPOpMaIIHel TeMCTBUM, pe3yabTaTOM KOTOPEIX ABISETCA HEBO3MOKHOCTD
MOJYUEHHS WITH UCTIOB30BAHKUE €€ 110 Ha3HAYSHHIO TIPH TTOJTHOM COXPAHHOCTH caMOM MH(OPMAIIHH.

KommpomeTarms nadopmalipii, Kak mpaBuiIo, peau3yeTcs MOCPENCTBOM BHECEHHS
HECAHKI[MOHUPOBAHHBIX U3MEHEHWH B 0a3bl JaHHLIX, B PE3YILTATE YEr0 €€ NMOTPEOUTEND BLIHYKIEH
nu00 OTKa3aTkCA OT Hee, JIM00 MPEANPHHHUMATE JOTMOJHUATEIBHBIE YCHITHS IS BEISIBICHUS U3MEHEHUHN U
BOCCTaHOBJICHEHHERHHBEINABC IEHHIL. B cilyuae MCmob30BaHUs CKOMIIPOMETHPOBAHHON HH(OPMaLHH
HDEPEEGHTEH%H@EEB%?E@P@E%&HDCTH [IPUHATHA HEBEPHBIX PEMIEHHUH CO BCEMH BEITEKAIOIIHMH
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Otka3 oT uHpOpMaIHK, B UaCTHOCTH, HEMMPHU3HAHHE TPaH3aKI[MH (OTIepalii B 0aHKE) COCTOUT B
HENMPU3HAHHUM TTOTyYaTeIeM WIH OTIIpaBUTENEM HH(opMaIiK (GaKTOB €€ NMOJTyUeHH WIH OTripaBKy. B
YCJIOBHUAX MapKETHHIOBOM AEATEIBLHOCTH 3TO, B YaCTHOCTH, ITO3BOJIAET OAHON M3 CTOPOH pacToprark
3aKJIFOUEHHBIE (JMHAHCOBBIE COTIanieHus "TeXHUUECKUM' TTyTeM, JOpMalIbHO HE OTKA3BIBAACh OT HUX U
HAHOCS TEM CaMbIM BTOPOM CTOPOHE 3HAYHUTENBLHBIA yIIepO.

Moaudukarms KOMILOTEPHON MH(OPMAIIHH - 9TO BHECEHHE B HEE MOOBIX M3MEHEHHH, KpOME
CBA3aHHBIX C ajlanTar|ei nmporpaMmel st 9BM wim 0a3el JaHHBIX. AanTarysa nporpamMmel 1 I9BM
MJIH 0a3bl JAHHBIX - «3TO BHECEHHE M3MEHEHHH, OCYIIECTBIIAEMBIX HCK/TFOUHUTEIBHO B IIEJIAX
obecrieueHHs (PYHKIITHOHUPOBAHMSA IIporpaMmel 1yisa 9BM unm 0a3el JaHHBIX Ha KOHKPETHBIX
TEXHHUYECKHX CPEACTBAX IMOJIL30BATE/IA WIH 1O YIIPABJIEHHEM KOHKPETHBIX IIPOrpaMM I10JIE30BATEIA
(4.1 cr.1 3akona P® ot 23 centadpsa 1992 roga "O npaBoBOi oXpaHe MpoOrpamMm I 3JIEKTPOHHBIX
BBLIUMCIIATE/IBHBIX MAllvH M 0a3 faHHbIX"). J[pyruMu cJ1oBaMH 3TO 03HAYAET U3MEHEHHE €€ COEPKAHUA
110 CpaBHEHUIO ¢ TOM MH(OpMaIMeil, KoTopas IIepBOHAYAILHO (10 COBEPIICHUS AeAHNA) ObllIa B
pacropsKeHUH COOCTBEHHUKA WJIH 3aKOHHOTO T10JIb30BATENS.

KonupoBanne KOMNBOTEPHON HHPOPMAIIMHX - M3TOTOBRJIEHHE M YCTOHUMBOE 3arieyaT/ICHUE BTOPOTO U
MOCIEAYIONINX SK3EMIUIAPOB 0a3bl JaHHLIX, (paiioB B 1r000M MaTepHanbHON (opMe, a TAKIKE X 3aIHCh
Ha MAIllUHHBIA HOCUTE/TE, B TaMATE 2 BM.

Otka3 B 00CIy)KUBaHUH MPEACTABISIET COOON BECHEMA CYIIECTBEHHYIO U PaclipOCTpaHEHHYO YIPo3y,
MCTOYHHUKOM KoTopoi aBisgeTcsa cama AWC. 1Togo0OHBI 0TKa3 0COOEHHO OMaceH B CUTyalMAX, KOTaa
3a7IEpPKKa C MPEIOCTABIIEHHUEM PECYPCOB ADOHEHTY MOKET MPHUBECTH K THKEIBIM JIST HETO
MOCJIE/ICTBUAM. T aK, OTCYTCTBHE Y MOJIL30BATENA JaHHBIX, HEOOXOTUMBIX JIJIA IPUHATHS PELICHUSA, B
TEUEHHE TIEPHO/Ia, KOTJa 3TO PENICHHE €Ile MOXKET OBITh 2(P(PEKTHBHO peanM30BaHO, MOKET CTATh
IIPAYMHOM €r0 HEPAIIHOHAIBHBIX JEHCTBHH.

OCHOBHBIMH THITIOBBEIMH INyTAMHA HCCAHKITHOHHPOBAHHOI'O JOCTVIIA K HHCprMﬂL[Pﬂ*I, ABJIAKOTCA,

* - MepexBar 3JEKTPOHHBIX U3JTYUECHUH;

* - IPUHYIWUTEILHOE IEKTPOMArHUTHOE O0JIYUEHHUE (T1I0/ICBETKA) JIMHUIA CBA3U C 1IEJIBIO
TOJTYUEHHUS TTapa3uTHON MOYJISIIUAMN;

* - [IPUMEHEHHUE MOICIYIIUBAIINX YCTPOUCTB (3aKIag0K);

* - IUCTAHIMOHHOE (oTorpadMpoBaHHE;

* - MepexBaT aKyCTHUECKUX U3JTYUEHHH U BOCCTAHOBJIEHUE TEKCTA MIPUHTEPA;

* - XHMIIEHUE HOCUTENEH MH(OpMAIINK U IOKYMEHTAJIbHBIX OTXOJ0B;

* - YTEHHME OCTATOUYHOI MH(POPMAIMH B TAMATH CUCTEMEI TTOCJIE BBITIOTHEHHUS
CAHKIIMOHUPOBAHHBIX 3alPOCOB;

* - KONMHMPOBAHWE HOCHUTEIEH MH(OPMAIMH C TIPEO/I0JICHUEM MED 3allUTHhI;

* - MacCKHMpOBKAa MOJ] 3aPETUCTPUPOBAHHOIO TOJIb30BaTEN;

* - MUCTH(HKAIMA (MACKUPOBKA IO 3alIPOCHI CUCTEMBI );

* - JCTIOJIb30BAHHUE MPOTrPAaMMHBIX JIOBYIIIEK;

* - JCIOJIb30BAHHUE HEJOCTATKOB A3BIKOB IIPOrPAMMHUPOBAHMS U OTIEPALIHOHHBIX CHCTEM;

* - BKJIIOUEHHE B OMOJITMOTEKH MPOrpaMM CrelHalbHBIX OJIOKOB THNA "' TpOAHCKUIA KOHB'';

* - HE3aKOHHOE MOJK/IFOYEHHUE K anriaparype U JTUHUAM CBA3H;

* - 3JIOYMBIILJIEHHBIN BBIBOJ U3 CTPOS MEXAHHU3MOB 3aAIUTHI;

* - BHEJPEHHUE M HUCIIOJB30BAHHE KOMITBIOTEPHBIX BUPYCOB.

HEDﬁKD,ﬂHMD OTMCTHTE, HTO DCDG}FID OIIACHOCTE B HACTOAINCC BPCMA ITPCACTAB/IACT HPDG.T]EMH

KUMHLmTepHEﬂgwg%acbcbemHBHnn 3alUTEI IPOTHB HUX pa3padoTaTk HE YIAJIOCh.
OcranbHble MFETPAFMRPATSAYPoBaHHOrO JOCTYNA MOIAI0TCA HaleKHON OJIOKUPOBKE IIPH NIPABUIILHO

EE%%% DE%?—Z@BE %%@ﬁiﬂﬁ?ﬁ%ﬁéﬁoﬁ%%ﬁ%ﬁﬂliﬂ CHCTEME 00ECIICUEHHS 0€30MacHOCTH
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Himxe MNEPCHHUCITAOTCAH HaHOoJIee paciipoCTpaHCHHEIC TCXHHMYCCKHMC VI'PO3EkI M ITPHYHUHEL, B PC3YJIETATC
KOTOPEBIX OHH PCaTM3VHOTCH:

* - HECAHKIIMOHMPOBAHHBLIM JOCTYT K MH(POPMAIIMOHHON CHCTEME - TIPOMCXOIWT B pe3yIbTare
MOJIYUEHUS HEJIETATbLHBIM MOIL30BaTE/IEM IOCTYIIa K HHPOPMAILIHOHHOH CHCTEME;

* - pacKpPBITHUE JIAHHBIX - HACTYIIAET B PE3yJILTATE MOJYUCHUA JOCTYIIa K HH(OpMAIIIH UK €€
YTCHHS YEIOBEKOM U BO3MOXXHOI'O PACKPEITHI UM MH(OpMAaIIUKM CTy4YaHHBIM WA HAMEPEHHBIM
obpazom;

* - HECAHKIIMOHMPOBAHHAs MOJHU(UKAIIMA JaHHBLIX U MPOrpaMM - BO3MOJKHA B PE3yIbTaTe
MOIU(HKAIIAH, YIAJICHNS WIH pa3pyIISHHUs Y€JI0BEKOM JaHHBIX M IIPOrpaMMHOI0 o0ecreueHNs
JIOKAJIbHBIX BEIYHUCIIMTEIBHBIX CETEH CIIYUYalMHBIM HJIM HAMEPEHHEIM 00pa3oM;

* - pacKphITHE Tpa(HKa JOKATLHEIX BEIUMCIMTEIBHBIX CETEH - IPOMU3OMIET B pe3yabTaTe JOCTyIIa
K MH(]OpMAaIIUH WA €€ YTEHUA YEJIOBEKOM M BO3MOIKHOT'O €€ pas3rialleHUs CIyYaliHbIM HWITH
HaMepeHHBIM 00pa3oM Torga, Korjaa HH(opMaIs IepeaacTcs Yepes JT0OKaIbHbIC
BLIUMCJIUTE/ILHEIE CETH;

* - TIOAMEHA TpadHKa JOKAIbHEIX BEIUMCIUTEIBHBIX CETEH - 3TO €ro MCIOIL30BaHHE JIETATLHEIM
Croco0OM, KOrja MOSBISIOTCA COOOIIEHMS, UMEFOIIUE TaKOH BHU/I, OYATO OHH TTOCTAHBI
3aKOHHBIM 3asBJIEHHBIM OTIIPABHUTEIIEM, a HA CAMOM JIEJIE ATO HE TaK;

* - HepabOTOCTIOCOOHOCTE JTOKATBHBIX BEIUUCITUTEIBHBIX CETEH - 3TO CIIEACTBUE OCYIECTRICHUSA
yIpo3, KOTOPBIE HE MO3BOIIOT PECypcaM JIOKAIbHBIX BEIUYUCIIUTEILHBIX CETEH OBITh
CBOEBPEMEHHO JOCTYIHBIMH,

CniocoObl BO3AEUCTBHS YIpo3 HA MH() OpMaIlIMOHHBIE 00 BEKTHI TIOpa3/IeA0TCS Ha!

* - MHQOPMAIMOHHEIE;

* - IpOrpaMMHO-MaTEMATHUECKHE;
* - (usnueckue;

* - PAIHOJICKTPOHHLIE;

* - OpraHu3al[HOHHO-IIPABOBEIE.
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IIpakTHueckoe 3ansaTHe 8. Tema: «IlpenBapure/ibHbIN aHAITH3 HHOOPMAITHOHHO H
0e30MacHOCTH NpeAnpHATHD)

Heas paboTel: Hsyuums OeamenbHoCcmb OnpeoeleHHoU op2aHusayuu U npoeecmu
npeosapumenbHblil AHAIU3 ee UHPOPMayuoHHOU OE30NACHOCTU.
peoeap pmay

Te OpeTHYECKAH YaCThb

Opranusanmi, O13HEC KOTOPBIX BO MHOTOM 3aBHCHT OT WH() OpMALIMOHHOH cepbl, I JOCTHAEHIA [eIeil
On3Heca JIOJDKHBI MTO/IJIEPKUBATh HA HeoOXoquMoM ypoBHE cucteMy obecnedenns b (COMb). COMUb
MpecTaBIIeT OO0 COBOKYITHOCTE alapaTHO-IIPOTPAMMHBIX, TEXHUYECKHX U OpraHU3al[MOHHBIX 3alHTHBIX
Mmep (3M), pyrknnornpyromux nmoja ynpasiaeHuem CM Wb u nponieccos ocoznanus Wb, mHMIIMHpYIOMIMX H
MO/IIEPAKUBAIOIINX J1eATEIIbHOCTE 10 MeHeIxkMeHTy Hb.

Kemnanme umets COMb, agekBatHyto nemnsaMm b opranmusanum no obecniedeHUIO JOCTYITHOCTH, ETOCTHOCTH
KOH(QHIeHIMAJILHOCTH HHPOPMALITHOHHBIX aKTHUBOB, IPUBOJIUT K CTpeMIeHHIO coBepiieHcTBoBaTh COMD.
CosepmieHcTBOBaHMe, yayumneHne COMb Bo3moxkHO MpH ycTOBUH 3HAHUSA COCTOSHHUH XapaKTEpHUCTHK H
napaMeTpoB HCIOIb3yeMBbIX 3M, mpolieccoB MeHeKMEHTa, oco3Hanua b 1 moHmMaHus creneHn HMx
cOOTBETCTBHSA TpeOyeMbIM pe3syabTaTaMm. IloraTts 311 acnektsl COMDb MoxHO TonbKO Mo pe3yiasTaTaM oleHKkH Mb
OpraHu3aIii, MOJy4eHHOH ¢ TOMOIIBIO Mojienn oneHKkH Mb Ha ocHOBaHWM CBHETEIHCTB OIEHKH, KpUTEPHEB
OIIEHKH M C YUeTOM KOHTEKCTAa OIIEHKH.

Kpurepuu otieHKM — 3T0 BCe TO, YTO MO3BOJEIET YCTAHOBUTH 3HAUEHHUSI OLI€HKH [I7I1 00beKTa olleHKH. B kadecTBe
kputepues oleHkH b MoryT ucnoas3oBatecs TpedoBanus b, nponenypsl b, couetanmne tpeboBaHMil 1
npoueayp Mb, ypoBens naBectuimii, 3atpar Ha Hb.

K ceugerensctBaM onieHKH b oTHOCSTCS 3amicH, n3Moxkenne (GakToB WK JT100asd UHOpMAaIIHd, KOTOpas HMEET
OTHOIIEeHHE K KpuTepusaM olleHkH b 1 moxeT Ob1Th IpoBepena. Takumu cBuaeTenbcTBaMu olleHKH Vb MoryT
OBITH JIOKA3aTE/IbCTBA BRIMOJIHAEMON M BRIIOJTHEHHOMH AeATeTbHOCTH 1o obecnieueHuto b B Bue 0TUeTHBIX,
HOPMATHUBHBIX, PACIIOPSIIUTENBHBIX JOKYMEHTOB, PE3YyJIbTaTOB ONPOCOB, HAOIIOIEHHI.

KonrekcT orenkn Hb oObemunager menu 1 HasHadeHHe olleHKH Hb, BU olleHKkH (He3aBHCHMAasA OIEHKA,
caMOOIleHKa), 00beKT u 00nacTh oneHKH Mb, orpaHudeHus oneHKH U poJIH.

Mogens onenku Mb onpenensieT cdepy oneHkH, oTpaxkarnlyr KoHTeKcT oleHKH Vb B pamkax kputepus oleHKH
b, otoOpaxenne 1 npeoOpa3oBaHNe OLEHKH B ITapaMeTpbl 0OBEKTa OLIEHKH, a TAKKE YCTAaHABINBAET
rokasareid, odecrneunBatonime oneHky Hb B cepe oneHkH.

B o0miem Buje nponecc npoeeaeHus oneHKH Vb (pucynok 1) npeacraBieH 0CHOBHBIMH KOMIIOHEHTAMH
nporecca: KOHTEKCT, CBHIETEIbCTBA, KPHTEPHH U MOJIETb OIIEHKH — HE0OXOQUMBIMH [IJI pean3alluy mpoliecca
OIIEHKH.

Onenka Wb 3akmrodaercd B BEIPaDOTKE OLEHOYHOTO CYKIEHUS OTHOCHTEIILHO IIPUTOJHOCTH (3PeIocTH)
nporieccoB obecniedeHus Vb, agexBaTHOCTH MCTIOIB3YEMBIX 3aIIUTHBIX Mep WIH 1e]Ieco00pa3HOCTH
(TocTaTOYHOCTH) MHBECTULHH (3aTpaT) 11 obecniedeHns Heobxoaumoro ypoHA b Ha ocHOBe H3MepeHNd U
OLIEHUBAHHUS KPUTHYECKUX 3JIEMEHTOB ((paKTOpoB) 0OBEKTa OIEHKH.

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMWMCLIO

Ceprudomkar: 2C0000043E9ABEBOS52205E7BAS00060000043E
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Hapsay c BaxHeHIINM HasHauyeHHeM olleHKH Vb — co3anne nad opMalinoHHoH noTpedHOCTH 1714
coBepuieHcTBoBaHMA [1b, Bo3MosxHEI U ApyTHe 1enu npoBeaeHns oneHkN b, Takue kak:

— ompe/ielieHHe CTeNeHN COOTBETCTBHS YCTAHOBJISHHBIM KPHUTEPHAM OTAebHBIX obmacTeit odecnieuenus Hb,
npoueccoB obecriedyenna Ub, sammrHeIX Mep;

— BBIABJICHHC BJIMAHHA KPHTHHYCCKHX 3JICMCHTOB ((bEI,ETDpUB) " ux coderanud Ha b OpPraHHusalHm,

— CPpaBHCHHC 3PEJIOCTH pa3/IHIHBIX ITPOLECCOB obecrieyenus b u CpaBHCHHEC CTCIICHH COOTBCTCTBHA Pa3/IHIHBIX
SAllIHTHBIX MCP YCTaHOBJICHHBIM T]JEEI'DBEI,HHHM.

PEB}THBTEI,TBI OHNCHKH Hb OpPradirus3alHil MOT'YT TakiKE HCIIOJIb30BaAThCA EHIH-ITEPECDBEI,HI-IDﬁ CTDPDHDﬁ JLIA
CPaBHCHHA YPOBHA Hb DIJTEI,I-H*IEEI,LIHFI C OJJHHAKOBEIM OH3HeCcOM H COIMOCTABHMEBIM MACIITA0OOM.

Crnioco0 onenku Wb mo 3tamony cBOJUTCS K CpaBHEHHIO JedTeNbHOCTH U Mep 1o obecriedenuto Mb opranmszanmm
¢ TpeOOBaHMAMH, 3aKperIeHHBIMH B 3TalioHe. [lo cytu nema mposoauTes oneHka cootBeTcTBUA COMb
OpraHW3allil yCTaHOBJAeHHOMY 3TalionHy. [lof onienkoi coorBetcTBuA Vb opranuszanuui ycTaHOBIEHHBIM
KPUTEPHAM TTOHUMAETCS JeITEIbHOCTh, CBI3aHHASA C MPSAMBIM HIH KOCBEHHBIM OMpeEIeIeHUEM BBIMOJTHEHHUS HTH
HEBBINIOJIHEHHSA COOTBETCTRYIONMX TpeboBaHHii Mb B oprannszanuu. C moMmonipio oneHkH coorBeTcTBUS Hb
M3MepaeTcd MPaBUIILHOCTE peaTi3alyi poleccoB cucTeMbl obecnieuennd b opraamsanuu n
UAeHTUDUIHPYIOTCA HEJOCTATKH TaKOH peaTi3allii.

B pesynsTate npoBeenus oueHku b qomxHa Ob1Te chopmupoBaHa orneHka ctereHu cootBercTBUA COMbB
3TAJIOHY, B KAUYe€CTBE KOTOPOTO MOTYT OBITh IPUHATEHI (B COBOKYITHOCTH U OT/IETBHO):

— TpeboBaHus 3akoHOaTenbcTBA Poccuiickoit @enepannu B odmactu Ub;
— oTpaciieBble TpeboBaHus 1o odbecnieueHnto Mb;

— TpeboBaHNA HOPMATHBHBIX, METOJHUECKHX W OPTraHU3AIMOHHO-PACTIOPAIUTEIHHBIX JOKYMEHTOB 110
obecnneuenno Ub;

— TPEGDBHHHH HAIIHOHAJIBHBIX H MEKITYHAPOIHBIX CTAHIAPTOB B obmactu Ub.

OcHOBHBIE 3Talbl OIIeHKH WH(POPMAIIHOHHOIT Oe30MacHOCTH M0 3TAJTIOHY BKIIOHAIOT BRIOOP 3TaloHa U
¢opmupoBaHHe Ha eTo ocHOBe KpuTepueB olleHKH b, cbop cBHeTenhCTB OLIEHKHN U H3MepeHHE KPUTHUYECKHX
3]IeMeHTOB ((PaKTOpoB) 0OBEKTA OLleHKH, (popmupoBanue oneHKH Hb.

Puck-opuenrupopannas oneHka 11b opraamzamu npeacrasiseT coOoif ciocod OLEHKH, TPH KOTOPOM
paccmarpuBatotes pucku Wb, BosHHKaronme B nH(GOpMalinoHHOH cdepe opraHu3aii, U COMOCTaBIIAIOTCS
cymectyromnme pucku b u npuanMaemsie Mepsl 1o UX 00padoTke. B pesyiasrate qomkHa OBITE chopMUpOBaHa
OILIEHKA CTIOCOOHOCTH opraHu3anni 3pdexkTBHO ynpaBaaTe puckamu b qns goctiskenns cBoux memneil.

OCHOBHBIE 3TAMNbl PUCK-OPHEHTHPOBAHHOH OIEHKH HHPOPMAIIMOHHONH 0e30MacHOCTH BKIIOYAKOT HISHTH(PHKAITHUIO
puckoB Wb, onpenenenne agekBaTHBIX TPOIlECCOB MEHEKMEHTA PHCKOB M KIIFOYEBEIX HHIUKATOpoB pHckoB Vb,
¢opmupoBaHNEe Ha UX OcHOBe KpHUTepHeB olleHKH b, cbop cBHIeTenBCTB OIIEHKH U U3MepeHne PUCK-(aKTOPOB,
¢opmupoBanue oneHkH Hb.

Crnioco0 onrenkn Wb Ha ocHOBE PKOHOMHYECKHX TMOKa3aTelIel oNepupyeT MOHATHRIMH 11 OH3Heca apryMeHTaMH
0 HeoOXoauMocTH obecniedeHus U coBepiueHcTBoBaHus Hb. /i mpoBeieHNs OLIEHKN B Ka4ueCcTBE KPUTEPHER

appektuBrHOCTH COUWD Hcnone3ytored, HanipuMmep, [2], moka3aTean COBOKYIHOM ctouMocTH BiajaeHus (Total
Cost of Ownership — TCO).

Ilog mokaszarenem TCO nmoHMMaeTcs cyMMa MPSMBIX M KOCBEHHBIX 3aTpaT Ha BHEJIPEeHHE, DKCIUTYyaTaluo |
conpoBoxaeHne COMb. Ilox mpsaMeiMu 3aTparaMil IOHUMAIOTCS BCe MaTEpPUAIIbHBIE 3aTPaThl, TAKHE KaK MOKYTIKa
00opyI0BaHHSA M NPOTPaMMHOTO 0DeciedeHus, TPYA03aTPaThl COOTBETCTBYIONIMX KaTeTOPHIl COTPYTHHUKOB.
KoceeHHBIMH SBIEIIOTCA BCe 3aTpaThl Ha obcmyxuBanne COMb, a Taxike moTepn oT npoH30MIeIINX HHIIHIEHTOB.
COop ¥ aHAIN3 CTATHCTUKH T10 CTPYKTYpe MPAMBIX U KOCBEHHBIX 3aTpaT IIPOBOJIUTCS, KaK IIPABUIIO, B TEUEHUE
roja. Ilomy4yeHHbIe JaHHBIE OLIEHUBAIOTCA MO POy KpUTepHeB ¢ nokaszarelamu 1CO aHaIIOTHYHBIX OpraHA3alni
OTpaCJIM.

[NOKYMEHT nu.unmcm
OleHKa Ha OGHEBEDRKABATSHM MO3BOJISIET OLEHUTH 3aTPaThl HA MH() OPMALIMOHHYIO Oe30MacHOCTh U

CepopabH TBAAS (OpIEHESE FHIPD S-THROBRIM MIPE( HT1eM 3allIMThI, a TAKAKE YIPABIAThH 3aTpaTaMH I 10 CTHKEHHS
BragpuEyeMBre PO BIR-SH T HEHAROE T
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OcnHosHsIe 3Tans! olleHKH ¢ dextnBHOCTH COMDb Ha ocHOBe Mofemn TCO BKIIO4AtOT cOOp JAaHHBIX O TEKYILIEM
ypoeHe TCO, anamm3 obmactei obecrieuennsa Mb, Be10op cpasammMoii mogerm TCO B kadecTBe KpUTEPHA OLEHKH,
CpaBHEHHE TOKa3aTelel ¢ KpUTepHeM OlLleHKH, (jopMupoBaHue oreHKH Hb.

OHako 3TOT crioco0 OLeHKH TpeOyeT co3Janus o0mel nHpopMalIHOHHON 0a3bl JaHHBEIX 00 3(h(eKkTHBHOCTH
COMHDb opranmzamnuii cxoxero OM3Heca U NOCTOSHHOM MO UIEPKKH 0a3bl JaHHBIX B aKTyallbHOM COCTOSHHH. |akoe
MH(pOpPMALIHOHHOE B3aUMOJEICTBHE OpraHU3allHii, KaK IIPaBHJI0, HE COOTBETCTBYET He/riM Om3Heca. [loaTomy
onenka b Ha ocHoBe nmoka3atems TCO npakTHdeckn He MPHMEHSETCS.

Ianee paccMoTpuM noipoOHee cnoco0 oneHkH b Ha ocHOBe 3TasoHA M crocod pHUCK-OpPHEHTHPOBAHHOH OLIEHKH

51
IIponecc oneHkn HHGpOPMANMOHHOM 0e30MACHOCTH

OcCHOBHBIE JJIeMeHTbI npoiecca OleHKH
HPDHECC onteHkH b BkmrodaeT CIACOYIOMIHE 3JICMCHTRI ITPOBCICHHA OLICHKH.

— KOHTEKCT OI[€HKH, KOTODBIH OTNpee/aeT BXOIHbIE JaHHbIE; IleJH U Ha3HadyeHue onieHku Vb, Bua oneHkm
(He3aBHCHMAad OI€HKA, CAMOOIEHKA), 00BeKT U o0nacTH oneHKH b, orpaniyenns oleHKH U POJIH;

— KPHTCPHH OLICHKH,
— MOJICJIbE OLICHKH,

— MEPOIIPHATHA ITPOLECCa OLICHKH: CEDI} CBHJIICTCIIECTB OLICHKH H INTPOBCPKA HX JJOCTOBCPHOCTH, H3MCPCHHE H
OLOCHHBAHHEC EI,TPHG}’"TDB o0OBEKTa OLOCHKH.

— BBIXOJ/IHBIE JJTAHHBIE OIIEHKH.
OcHoBHBIE 31eMeHTHI nipollecca oneHku Wb [3] mpeacTaBiensl Ha pUcyHKE 3 B BHIe MPOLIECCHOI MO/IETH.

[Ipex e yem paccMoTpeTs 0coOeHHOCTH crioco0oB onleHKN Mb opraamszanmy, Heo OXoquMo omcaTh 00IIHe s
10001t onleHKH b KoMIMOHEHTHI: KOHTEKCT OIIEHKH, cOOp CBH/IETEIHCTB OIIEHKH U TIPOBEPKA UX JJOCTOBEPHOCTH,
M3MEpPEHHE U OI[eHUBaHHE aTPHOYTOB TIPH MPOBEICHIH OLIEHKH Pa3IMIHOTO BH 1A (He3aBUCHMAs OIIEHKA,
caMOOII€HKa) H BBIXOHBIE JaHHBIE OLIeHKH. Mo Jellh OLIeHKH U KPUTEPHH OIIEHKH, OTIpefelIatoniie 0coOeHHOCTH
Crioc000B OLIEHKH, OYIyT pacCMOTPEHBI B IPYTHX pa3jieiax.

KoHTekeT 0leHKH HH(POPMANHOHHOH 0€30IIACHOCTH OPraHH3aHH

Konrekct orntenkn UMb BxmrogaeT 11en u HasHadeHHe orleHKH b, Bug onleHKH, 00beKT U 00macT oneHkH b,
OTpaHUYeHHS OIEHKH, POJIH.

K POJIAM, YHACTBYIOIHM B pPcaIH3allHH IIPpOoHecca OLCHKH, OTHOCATCA OPraHH3aTOP, aHAIHTHK, PYKOBOJHTCIb
I'PYIIIBI OLICHKH, OICHIIHK, BJIAICIICI] aKTHBOB, ITPCICTaABHTC]Ib 00BeKTa OLCHKH.

OprannsaTop (3aka3uuk) oneHkd b dpopMmupyet neis oleHKH (COBepIIeHCTBOBAaHHE 00OBEKTA OIEHKH,
OTIpe/ieJIeHNE COOTBETCTBHS 0OBEKTa OLIEHKH YCTAHOBIIEHHBIM KPHUTEPHSAM U T.JI.) U OTIpe/Ie/IIeT KpUTePHil
OLIEHKH, 00BEKT U 00macTh omleHKH. [lo oprannzaTopoM olleHKH MOHUMAaeTCs U0 WIN OpTaHu3aIus,
SIBIIIIONIHNECS] BHYTPEHHUMH WM BHEITHUMH 10 OTHOIIEHHIO K OLIEHUBAEMOMY OOBEKTY OLIEHKH, KOTOPBIE
OpraHU3YyIOT NPOBEAEHHS O€HKH U TIPEJOCTaBIAIOT (PDMHAHCOBBIE U IPYTHE PeCypPChL, He0OX0 JUMBIE I €€
npoBeaeHNsA. OpraHu3aTop JOLKEeH 00ecTeunTh JOCTYT TPYTIEI OLIEHKH (pPyKOBOIUTEIH TPYMIBI OLIEHKH,
OLIEHIIINK) K aKTHBaM OOBEKTa OLIEHKH J1 W3y4eHHs, K IEPCOHATY JIJI1 MPOBEIeHHUS OTIPOCOB, K
HHppacTpyKType, HeoOX0JUMOIl BO BpeMs OIleHHBaHHUS. X 0TS PYKOBOJICTBO 0OBEKTA OIIEHKH HAMIPIMYIO HE
MMeEeT HUKAKHX KOHKPETHBIX 0053aHHOCTEH M0 NPOBEIEHUIO OLIECHUBAHUS, 0CO3HAHHUE BAKHOCTH OLIEHKH UMEET
O4YeHb OOJIbIIIOE 3HAYEHHE. JTO 0COOEHHO aKTyaIlbHO B TOM CIIy4ae, KOT/la OpraHU3aTop OL€HKHU He SABISETCH
4II€HOM PYKOBOJCTBAa 0OBEKTA OIlEHKH.

ITo 3aBCPIICHHH OLICHKH OPTaHH3aTOP MEpClacT OTHETHBIC JJOKYMCHTBI 110 OLCHKC 3aHHTCPCCOBAHHBIM CTOPOHAM

IJI MCTIOJIB30BAHHA UX B COOTBETCTBHH C 3adBJIEHHO I IIeBIO OIEHKH.
AIOKYMEHT MOAMMCAH
AnamnTuk o1IEFPHBI8BI0apAéGfioco0 onenkn b, Moiens olleHKHN U onipeenseT METOJUYECKOe H
EEWW&EW&E%W@%@S@@M?%?@ METOJIMKH, JAHHBIE [T OLIEHKH. AHATUTHK OLIEHKH aHATH3HPYeT

Bnapneneu: leGayxoea TaTeAHg AnexkcaHgpoBHa
PeE3yJIbTaThEI OICHKH H aJDpMHp}fET OTHCT H pCKOMCHJIALIHH T10 pe3yJibTaTaM OIICHKH Hb.
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PykoBoIUTE s TPYTIIEI OIEHKH W OIIEHIIUK U3MEPSAIOT U OIIEHHBAIOT CBHETEIbCTBA OIIEHKH, TIPEI0CTaBIeHHbIE
BIaJIe/IbI[aMHU aKTHBOB, U (POPMHUPYIOT PE3yIbTaThl OIIEHKH. PyKOBOHTETb TPYTINEI JOJKEH pacrpeIe/TUTh
OTBETCTBEHHOCTH MEK/TYy WISHAMH TPYTIIHI 32 OIleHHBaHHE KOHKPETHBIX MPOIIECCOB, Moapa3/ie/IeH i, o0acTei
MM BHIOB JeATEILHOCTH 00BEKTA OLIEHKH. Takoe pacmpeeleHne JODKHO YUHTBHIBATE MOTPEOHOCTE B
HE3aBHCHMOCTH, KOMIIETEHTHOCTH CTIEIHATHCTOB 10 OIIEHKE M pe3yIbTATUBHOM HCIOIb30BaHHH PECYPCOB.
MeponpusaTHs 1o H3MEPEHHIO U OIIeHHBAHHUIO BBITIOTHAIOTCS HCKITIOUMTETRHO PYKOBOIUTEIEM TPYIIBI OIIEHKH 1
OIIEHTIITMKOM, BXO/ISANIMMH B TPyTINy olleHKH. /[pyToil mepcoHal (MpeacTaBUTeNIh 00beKTa OII€HKH, TEXHHISCKUH
3KCTIEPT) MOKET YIacTBOBaTh B paboTe TPYyTIIbI OIE€HKH I oOecreueHHs CTIelHaTn3HpPOBAaHHBIX 3HAHUH HIIH
KOHCyIbTaluii. OHH MOTYT 00OCYAK/IaTh C OLEHIIUKOM (POPMYJIHPOBKH CYKISHHI, HO HE OyIyT HECTH
OTBETCTBEHHOCTH 32 OKOHYATEIbHYIO OLIEHKY.

BaxHBIM acriekToM IIPH OTIPCIICJICHHH KOHTCKCTA OLCHKH ABJIACTCA BH/I OIICHKH. HC3aBHCHMAA HIIH CAMOOLICHEKA.
B 3aBHCHMOCTH OT BH/Ia OIICHKH Pa3jIHv9acTCcad OTHOILICHHEC plDI[Ei::I Iponecca OlcHKH H oObeKTa O CHKH.

Hezarucumas OICHKA JOCTHIacTCA IIYTCM ITPOBCIICHHA OIICHKH T'p}rHHDf’I OOCHKH, YWICHEI HDTDpDﬁ HC3ABHCHMEI OT
00OBbeKTa O CHKH. OPFEI,HHEEI,TDP OLCHEH MOMKCT OTHOCHTLCH K TOH ke OpraHHus3alHie, K I{D'Tﬂpﬂﬁ OTHOCHTCS 0OBEKT
OOCHKH, HO HC 00g3aTeIbHO K OIMCHHBACMOMY DﬁT:BI{Ty olleHKH. CTeneHb He3aBHCHMOCTH MOJKET BaApbHPOBATHCAH
B COOTBCTCTEBHH C LICIIBIO H 00I1aCTBIO OLNCHKH. B CIIYHac BHCIIHCTO OPranrH3aTopa OLHCHKH IMPCIIojaracrcAi
HATHYHE B3aHMHOTO COTVIAIICHHA MCKIY OPraHH3aTOPOM OLCHKH H DpT'ﬂHHEElI.HIEﬁ, K I{DTDPDﬁ OTHOCHTCS O0OBEKT
OLOCHKH. HPEI[CTEI,BHTEHB 00BEeKTa OLICHEKH ITPHHHMACT YHaCTHC B EDDPMH]JDBEI,HHH CBHICTCI/IECTE OLICHKH,
obecrnieynBaeT BEHHMDHEﬁﬂTBHE I'PYIIIBI OLICHKH C BJIaJIC/IbIIAMH aKTHBOB. HMx YHacTHE B TIPOBEICHHH OLICHKH
JacT BOSMOKHOCTD OIMPCIICIINTE H YHCCTD 0CODEHHOCTH 00LEKTA OICHKH, o0ecneunTh JOCTOBEPHOCTD
PE3YILTATOB OLICHKH.

CaMoolleHKa BBITIOJTHAETCS opraHu3anueil ¢ nensio oneHk coodcrsennoil COMb. Opranmsatop caMoolleHKH
0OBIYHO BXO/JHUT B COCTaB 0OBEKTA OLIEHKH, KaK M WICHBI TPYNIEI OLIEHKH.

O0macTh OIEHKH MOKET BKITIOYaTh, HATPUMED, OJHH WM HECKOIBKO MPOIeCcCOB 00BEKTA OLIEHKH, HATIPUMED,
OpraHN3aTOP MOKET COCPEIOTOUYHTh BHUMAaHHUE Ha OJJHOM HIH HECKOJIBKHX KPUTHYECKHX TIpolleccax H/HiIH
3aIIUTHBIX Mepax. Be10op 00BeKkTa O1I€eHKH JOLKEH OTPakaTh HAMEUYeHHOE HCTI0Jb30BaHUE OPraHU3aTOPOM
BRIXO/IHBIX JITAHHBIX OIIEHKW. Harpumep, eciiu BBIXO/IHBIE JJAHHBIE TIPEJHA3HAYEHBI [IJI1 UCTIOJb30BaHUS TIPH
COBEPIIEHCTBOBAHHUH JIeITEIbHOCTH 1o oOecniedyennto Mb, To o0macTe olleHKH JI0JKHA COOTBETCTBOBATE 00IACTH
HaMe4eHHBIX padoT M0 COBEPIISHCTBOBAHUIO. Q0IACTE OLIEHKH MOKET OBITH TI000H: OT OTJEIFHOTO Mpollecca /10
Bcell opranu3anui. B KOHTeKcTe OIIeHKH JOJKHO OBITh IPEJICTaBIeHO TIOJpoOHOE OnHcaHHe 00bEKTa OIEHKH,
BKJTIOYAIOIIEE pa3MePBl 00BEKTA OIIEHKH, 00J1acTh MPUMEHEHHA TTPOAYKTOB HIIH YCIyT 0OBEKTA OII€HKH,
OCHOBHBIE XapaKTePUCTUKH (HAIpUMeEp, 00beM, KpHTHYHOCTD, CIOKHOCTh M KAYECTBO) TMPOJIYKTOB HIH YCIYT
00BeKTa OIleHKH.

K orpannydeHusM OIleHKH MOKHO OTHECTH BO3MOKHYIO HEJJOCTYITHOCTh OCHOBHBIX AKTHBOB, HCIOJIb3yEMBIX B
0OBIYHOM JIETTOBOM eATeIbHOCTH OpTraHW3alNN; HEeJOCTATOYHBII BpeMEeHHOW HHTEPBAJ, BBIJIEIEHHBIN I
MpoBE/IEHNA OII€HHBAHUA; HEOOX0JMMOCTh HCKITIOYEHHS OTpe/Ie/IeHHBIX YacTel 0ObeKTa OIIEHKH U3-3a CTaHH
JKU3HEHHOTOo MUKIa. KpoMe Toro, MOTYT OBITH HAJIOKEHBI OTPAHMYEHHS Ha KOJIMYECTBO U BH]] JIAHHBIX, KOTOPEIE
IOJHBI OBITE COOpaHBI H U3YUYECHBL.

CD,I[EPHEELHHE KOHTCKCTA OLCHKH JJOJIAKHO OBITH COTJIACOBAHO PYKOBOIHTCICM I'PYIITIBI OLICHKH C OPraHH3aTOPOM H
YIIOTHOMOYCHHBIM TIPCICTABHTCIICM 0OBEeKTa OLCHEH H 3aJJOKYMCHTHPOBAHO 10 HaHdJIa IIpOIccCca OIICHKH.
(IJHI{CHPDBELHHE KOHTCKCTa OIICHKH BaxHO, TAK KaK OH COJCPHKHT HCXOJHBIC JICMCHTRI ITPOTICCCa OLICHKH.

Bo BpeMs BBINIOIHEHHS OL[EHKH MOTYT IIPOMCXOJUTE U3MEHEHNS B KOHTEKCTe OLICHKU. M3MeHeHus JT0IKHEBI OBITh
0/I0OpEeHBI OpraHU3aTOPOM OLIEHKH H YIIOJIHOMOYEHHBIM Ipe/icTaBUTeNeM 00beKTa OlleHKH. Ecii 3T u3MeHeHus
OKa3bIBAIOT BIMSHIE Ha BPEMEHHOH rpa(K U pecypchl IPOBEASHUS OLIEHKH, TO IIAHUPOBAHUE OL€HKH JIOTIAKHO
OBITE COOTBETCTBYIOIIMM 00pa30M MepecMOTPEHO.

MEpGHpHﬂTHH H BBIXO/IHbI€ JaHHBIC MpoLeCCa OIICHKH
Coop cBHleTelI beTB OLIEHKH H NPOBEPKA HX /I0CTOBEePHOCTH.

Hasnagenue MCPOTIPHATHA. Cﬁﬂp CBHJICTCIILCTE OILICHKH C CGEIED.I[EI—H*IEM }"CJTGBH'FI obecreueHHS I[DCTDBBIJHDf’I

oreHKH Mb.  JOKYMEHT NoanmcaH
ANEKTPOHHOW NOANWUCEIOD

Cerki¢nasu cARIAS0013EMER b2 2165 BADBIPBI0WYATECTBIEHA C TTOMOILBIO BHYTpeHHero U BHellHero ayauTa Mb. B [4]
SnaggifiT VB Onpeiiemietes \fetind i ratnue ckmii, He3aBHCHMBIH U JOKYMEHTHPYEMBIil MPOIECC MOTyUYEHHS
CBHJIETEIILCTB JEATEIbHOCTH OpraHu3aI|H 1o obecneuennio Vb, ycTaHOBIEHHS CTETIEHH BRITIOTHEHHS B
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opranmn3anuu kputepues Mb, a Takxke 0Ty CKaronIHil BO3MOXKHOCTE (hopMIpoBaHUS Npo(ecCHOHATEHOTO
ayAUTOPCKOTO CyKIeHNs 00 nH(OpMaIIHOHHOI De30MacHOCTH OpraHH3alHH.

HeobxoauMbeIMi yCIOBHMH oOecTieueHHs JJocToBepHOH onleHKH Vb nipu nmpoBefgeHNH ayIuTa SBISIOTCS:
— UCTIOIB30BaHUeE JIOBEPEHHOTO Mpoliecca ayauTa U coOMIoieHIe OCHOBHBIX TIPUHIIUIIOB ayIuTa;

— MEeHeIKMeHT IporpaMMel ayaura 1Ub:

— MCTIOIb30BaHNEe HanOoIee JJOCTOBEPHBIX HCTOYHHKOB CBHETEIBCTB OI[€HKH;

— onpeJieneHle 00beMa BEIOOPKH € yIeTOM 3aJaHHOI JJOCTOBEPHOCTH CBHAETENLCTB OI[€HKH;

— y4eT (paKTOPOB, BIUAIONINX HA ayIUTOPCKUI PHCK, C [eJIbI0 CHIDKEHHS ayJUTOPCKOTO pPHCKA.

HoBepennsrii npouecc ayauta b noikeH oTBedars TpeOoBaHUAM MIPUHATOTO B OPraHU3allMy HOPMAaTHBHOTO
JOKYMEHTa, onuckIBatollero npouecc ayauta b, mmbo TpeboBanusaM npuzHaBaeMoro coodIecTBOM

MeEK IyHapOJHOTO (HAallMOHAIBHOT0) HOPMATHBHOTO JOKYMEHTa (CTaHIapTa, peKOMeHJalllu). Takum
HOpPMAaTHBHBIM JOKyMeHTOM [1711 0aHKoBcKOil cucTeMbl PO asasierca CTO BP MbbC—1.1-2007 «Obecneuenne
MH(pOpMaLIHOHHOHN Oe30macHOCTH opraHu3anuii OaHKoBCcKoH cucTeMsbl Poccuiickoit degepammu. AyauT
MH(pOpMaITHOHHON Oe30macHOCTH Y, IPUHATHIN U BBEJEHHBIH B JieiicTBHE Pacriops:xkeHneM banka Poccun ot 28
aripenist 2007 roa NeP-345. B cranmapre U3m0KeHbI IPUHIUIEI TIpoBeaeHus ayauTta b opranmsanuy, onucana
MocaeI0BaTeIbHOCTE 3TanoB poBeaeHNs ayauTa b, ycranoBmeHns! TpeOoBaHHUS K 3TanaM MPOBEIEHUS ayIHTa
b opranmsamiii ¥ K B3aHMOOTHOIIEHHUSIM TIpecTaBUTENIeH ayJUTOPCKOM OpraHu3aliy ¢ MpeIcTaBUTEISIMH
MpOBEPAEMON OpraHu3anm.

B CTO bP MbbC—-1.1-2007 uznoxeHo Tak:xe cojepxaHue nporpammsl ayaurta b, Bkmogaronieil qesTeTbHOCTS,
HeoOX0JUMYIO I TUIAHUPOBAHHS M OpraHU3alliH OTIPeIeJIEHHOTO KOJTWYECTBA U BHU/Ia ayJIUTOB U 00ecTieueHHs
UX pecypcamMH, HeoOXoJUMBIMH IS 3P (PEKTHBHOTO U pe3yIbTaTUBHOTO TPOBENSHUA ayJUTOB B 3a/JaHHBIE CPOKH.
B ctanmapre onpeneneHs! npolleypbl MEHEIKMEHTA TiporpaMMel ayauTa b, HanpaBieHABIe HA KOHTPOJTH
BHepeHHs nporpaMmel ayauta b, ananms gqoctikenns eneit nporpammsl ayauta b u onpegenenue
BO3MOXKHOCTEH 14 ee coBepiieHcTBoBaHM. CoBeplieHcTBOBaHNE porpamMmebl ayauta b cocrout B
OTpeeJIeHNH KOPPEKTHPYIOMINX W MIPeBEeHTUBHBIX JICHCTBHI M0 COBEPIISHCTBOBAHUIO ITporpaMMbl ayauTa b,
BKJTIOYAIOIIUX B ce0s MEPECMOTP H KOPPEKTHPOBKY CPOKOB MpoBeeHNs ayauToB b 1 HeoOXoUMEIX pecypcos,
yIy4IlleHue METOI0B TOJAT0TOBKH CcBHeTeNbCTB ayauTa Hb.

K ocHoBHBIM niprHIMTNIaM nipoBeaeHns ayauTta b [S] oTHOCATCS:
— He3aBucUMoOCTh ayauTa Hb.

AyauTOpEI (TpyTNa OLEHKH ) HE3aBHCHMEI B CBOEH JEATENLHOCTH U HEOTBETCTBEHHBI 32 JIeITEIBHOCTE, KOTOpasd
noasepraerca ayauty Mb. HesaBucumMocTs sSBIsieTCs 0cHOBaHHWEM I OeCTIPUCTPACTHOCTH MPH TIPOBEICHUH
ayaura b 1 o0bexTHBHOCTH TIpH (POPMHUPOBAHNH 3aKITFOYEHHS 110 pe3yibTaTaMm ayauTa HMb;

—nomHoTa ayauTa Ub.

Aymur b nomxen oxBaTeiBarhk Bee obmactu ayauta Mb, coorBeTcrBytomme nem oneHku. Kpome Toro, nomHora
aynura b onpefensercs 1ocTaro4HOCTRIO 3aTPeOOBAHHBIX U NPEI0CTABICHHBIX MAaTePHAIOB, JJOKYMEHTOB H
YPOBHEM HX COOTBETCTBUSA MocTaBlIeHHBIM 3aa4yaM. [lomnoTa ayqura Ub sBisercd nreoOXoquMBIM yCIoBHEM [I7151
opMHUpOBaHHA 0OBEKTHBHBIX 3aKTIOUEHHI M0 pe3yabTaTaM oleHKH Hb;

— OIleHKa Ha ocHOBe cBUIeTelnbeTB ayauTa Hb.

HPH MNEPHOJTHICCKOM IIPOBCIACHHH ayIHTa Hb OOCHKa Ha OCHOBC CBHJICTCJIBCTE ayJJIHTA Hb aBasetca
CIHHCTECHHEBIM CHDCDEDM, IMO3BOJJIAIOIIHM ITOJYHHTE INOBTOPACMOC 3aKIIHOYCHHC 110 pe3yJibTaTaM ayJIHTa I/]B._, qTo
IMOBBIIIACT JOBCPHC K TAKOMY 3aKTHOYCHHTO, ﬂﬂﬂ MOBTOPACMOCTH 3aKTHOYUCHHA CBHICTCIIBCTBA ayIHTa Hb
JOJIZKHBI OBITH IPOBCPACMBIMH,

— JOCTOBCPHOCTD CBHICTCJIBCTB ay/JIHTa Hb.

OI_IEHI_L[HI{H JOJIKHEI OBITB YBCPCHEBI B JJOCTOBCPHOCTH CBHICTCIIBCTB OLICHKH Hb. ,HDBEIJHE K JOKYMCHTAJIbHBIM

CBH menamnaﬂﬂﬁtﬁﬁﬂﬂmﬂ%ﬁuﬂammn H MMOOTBEPKIeHHH X JOCTOBEPHOCTH TpeThell CTOPOHOH WIH
o ANEKTPOHHOW NOOriCLIO P g PR a p pe P

CEDP&DHEBTQHEEM{)%&EWE ﬁmg&ﬁ%m%TﬂM, TIIOJIYHEHHBIM IIPH OITpOCE COTPYITHHKOB oOBeKTa OLCHKH,

BnaHOBBIIIAGKeH, HPH HQATBE RACHSHMIL AAHHBIX ()aKTOB U3 pa3INYHBIX HCTOYHUKOB. /loBepHe K (pakTaM, MOIy4YeHHBIM
NpHU HAOTIOJEHUH 3a JIeATeIbHOCTHIO B 00macTh b 0o0beKkTa OlleHKH, MOBBIIIAETCS, €CITH OHHU MOTYYeHBI

HEMOCPEICTBCHHO TTPH HKITHOHHPOBAHHH TIPOBCPACMBIX ITPOHEIYP HIH ITPOHECCOB,
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— KOMIICTCHTHOCTE H 3THYHOCTE TTOBCICHHA.

JloBepue k mporeccy U pe3yiabTaTaM olleHKU b 3aBUCHT 0T KOMIIETEHTHOCTH TeX, KTO poBoauT ayauT Wb, u ot
3TUYHOCTH UX NoBeAeHHA. KoMneTeHTHOCTE DasupyeTcs Ha CIOCOOHOCTH ayIHTOpa MPUMEHSI T 3HAHUS U
HaBBIKH. JTHYHOCTH MOBEIEHHA T0/Ipa3yMEBAcT OTBETCTBEHHOCTh, HEMOJKYITHOCTh, YMEHHE XPAaHUTh TallHY,
OecnpHCTPacTHOCT.

CobOmoienne npuHIHINOB NpoBeaeHnd ayauTa Vb aBmsieTcs npeanocslko 415 0ObEKTHBHBIX 3aKIFOYEHHI 110
pe3yJbTaTaM OLIEHKH.

OCHOBHBIMH METO/IAMH TIOJTYUE€HHS CBHAETEIBCTB OI[EHKH JIOJKHBI OBITh:

— IIpOBEPKA U aHATTU3 JJOKYMEHTOB, OTHOCAIINXCH K 00BEKTY OI€HKH;

— HaOmoeHne 3a mpoleccaMi 00BEKTA OIIEHKH;

— OTIPOC COTPYIHHKOB 00BEKTA OIEHKH U He3aBUCHMOH (TPeTbel ) CTOPOHEI.

Hapsiay ¢ pyuasmmu ciocobamu cbopa nHpopManuu ¢ opMHUpOBaHIE CBHETEIBCTB ayIHUTa MOKET OBITh
aBTOMATHYECKHM HUJIH TI0JIyaBTOMAaTH4eCKHM B pe3yabTaTe IPUMEHEHHS KAKOT0-TO HHCTPYMEHTAIILHOTO CpeJICcTBA
WA TIPUMEHEHUS] HECKOJIBKUX HHCTPYMEHTAIIBHBIX CPEJICTB.

HPH CEDPE JAaHHBIX OICHIITHKH TOJIAKHEI HCXOJHTE H3 TOT'O, HTO JCATCIIEHOCTE T1O oOecnneuenmto Mb B obnactu
OOEHKH OCYIICCTBIACTCA B COOTBCTCTBHH C KPHTCPHAMH OIICHKH I/]B._, CCJIH 3TOMY €CTh JOKA3aTE/IbCTBA.
OHBHMHHH JOJKHBI TTPOABJIATE JJOCTATOYHYHO CTCIICHD HPGEbBCCHGHHﬂBHDTG CRCITTHIIH3MA B OTHOIINCHHH
CDEHPHEMLD{ CBHJIICTCIBCTE OLICHKH, TIPHHHMAaA BO BHHMaHHE BOSMOMKHOCTD HaJIHHTHA Hﬂp}fﬂlﬂlﬂflﬁ Hb.

HPDBEPI{EL H aHAIH3 JOKYMCHTOB ITO3BOJIAIOT ONCHITHKY TTOJIYHHTE CBHICTCIIBCTBA OLICHKH, DGJTEI,,I[EI,IDIH,HE
HaHOoIbIIel MOJIHOTOH H }ﬁ'[DﬁCTBDM BOCIIPpHATHA H HCITOJIB30BAHHA IO CPaBHCHHIO C JIPYTHMH MCTOTaMH
MOJIYHCHIA CBHCTCIIBCTE ayIIHTa. O,I[HELI{D 3TH CBHCTCIIECTBA aYIHTa HMCHOT Pas/IHIHYH CTCIICHB
JOCTOBCPHOCTH B 3aBHCHMOCTH OT HX XapaKTcpa H HCTOYHHKA, a TAKMKE OT EJEIJEI)EI{’IHBHDC’IH KOHTPOJIA 3a
mponeccoM MoJroToBKH H Dﬁpﬂ,ﬁDTI{H NMpeacTaBJICHHBIX TOKYMCEHTOB.

CeujerenscTBaMu olleHKH Mb, nomydeHHBIMH B pe3ylibTaTe NPOBEPKU U aHAIN3a JOKYMEHTOB, MOTYT OBITH,
HarpUMep:

— HaJIHHHE JOKYMCHTA (,I[D KYMCHTO B) C pEJICBaAHTHBIM COJICPKaHHEM,

— BBIJIEP:KKH H3 JJOKYMEeHTa (JJOKyMEHTOB), MOATBEPKTAIOIIHE peaTH3alliio JeATeJbHOCTH 1o o0ecnedyenuio Vb,
BO3JIOJKEHHE OTBETCTBEHHOCTH U 00A3aHHOCTEH Ha COTPYIHHMKA (COTPYTHUKOB) 32 peaTu3alHio eI TeIbHOCTH TI0
obecneuenno Ub:

— BBIJIEPKKH U3 JIOKYMEHTa (JJOKYMEHTOB), COJIep:Kallie oMicanus peallin3oBaHHBIX 3M, mporeccoB obecrieyeHNs
Ub.

Habmonenue npeacrasiaser coboil oTCleKHBAHUE OLEHILIMKOM TIpolle Iy HWIH nponeccoB odecnedenus b,
BBITIOTHSEMBIX JPYTUMH JIMIaMH (B T.4. IepcoHAIOM opraHn3annu). Madopmanua cuntaerca qocToBepHOH
TOJBKO B TOM CITy4dae, eCJIH OHa MoJydeHa HEMOCPEICTBEHHO B MOMEHT (PYHKIIMOHUPOBAHHS TIPOBEPIEMBIX

MpoLeayp UIH ITPOLECCOB.

CBH/IETEIbCTBAMH ayIUTa, MOTyUYeHHBIMH € TIOMOILBIO HAOMIOIEHH 3a JeITeIbHOCTBIO, MOTYT OBITh, HallpUMeD,
3anucH, (PakThl WIH JpyTrasd HH(]p opMaIysa, MMEIONIHe OTHOIIEHHE K pe3yabTaTaM aBTOMaTHUeCKOTO KOHTPOJIS
TEXHHYECKHMH CPEJICTBAMH, 3a(pMKCHPOBAHHBIE OLICHIIHKAMH B X0/1¢ HaOIIOIeHHS.

YcTHBIH onpoc POBOAAT OLEHILIMKHY CPeIH COTPYIHHKOB (BIIaJeblIeB aKTHBOB), YTBEPKICHHBIX
MpeacTaBuTeIeM 00BEKTa OLEHKH IS TPeI0CTaBIeHHA HCTOYHHKOB CBHJIETEIECTB U CBHAETEILCTB OIL[EHKH.
Pe3yabTarhl YCTHBIX ONPOCOB JOIAKHBI 0QPOPMIBITHCS B BH/IE TPOTOKOJIA WM KPaTKOTO KOHCIIEKTa, B KOTOPOM
00g3aTelIbHO JTOJGKHBI OBITh YKa3aHbI (JaMITHSA, UMS, OTUYECTBO OLIEHIIHNKA, TPOBOJIUBILETO OTIPOC, (paMIIH, UM,
OTYECTBO OMPAIIMBAEMOTO JIMIIA, a TAKKe UX ToamiucH. /|15 npoBeleHHa THIMOBBIX OMPOCOB MOTYT OBITH
MOITOTOBJIEHBI OJIAHKH € TEPEUHIMH HHTEPECYIONINX BOMPOCOB. Pe3yIbTaThl YCTHOTO ONpOca CIeIyeT

NpoOBCPATE, TAK Kdk Dgﬁﬂlﬂﬂ'ﬂﬂﬂMHﬁ MOKET BBIPpaKATE CBOC C}TG’E:EHTHBHDE MHCHHC.
AOKYMEHT NogarimcAH

SNEKTPOHHOW NOANKCHIO

EEP’%&I&E&? E%BB&H%&E&E@E%%E%%E&E&&E& d]é[EH ITPOBEJICHHH OIIpOCa, MOI'YT EBITB._, HAIIpPHMED, OTTHCAaHHA H
Bnapdied CHGRHES QHPAIHHBAEMBER, JAIH,HO PCATH3ANHH ITPOHCCCOB, IMPOLCIYP I10 ooecrnieuenuto Mb.
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ﬂJTH YBEPCHHOCTH B JOCTOBCPHOCTH OLCHKH OLICHIIHKH JOJTAHBI OBITH YBCPCHEBI B TOCTOBCPHOCTH BBIABJICHHBIX
CBHJIICTCIIBCTB aAYJIIHTA. CDGPE[HHBIE: CBHJIICTCIIBCTBA OLEHKH, HCIIOJIB3YCMBIC 111 OLICHHBAHHA HDI{EI,EEI,TEHEF“I,
JOJIKHBI OBITh TOUYHBIM HpeacTaBJICcHHEM OLICHHBACMOT'O 00OBEeKTA OLCHKH. ﬂl’[ﬂ ITOTO CJIEYCT YHHTBIBATH
JOCTOBCPHOCTE HCTOTHHKOB CBHIICTCIIECTB ayIHT.

Ilo ctenenn JOCTOBCPHOCTH (DT HAHOOJIBILIEH K HELHMEHBH_IEIi::I) HCTOYHHEKH CBHIICTCIBCTE OLCHKH JIC/IATCH Ha.

— JTOKYMEHTaTbHbIE HCTOYHUKH CBUJIETEIBCTB, MOTy4YeHHbIE U3 PA3TUYHBIX HCTOYHUKOB TPEThEH CTOPOHEI
(cBeeHNs 00 MCTOTB30BAHUH TUIIEH3HOHHBIX Mep U cpeficTB obecnieuennsa Mb, qoroBopa mo conpoBok IeHHIO
Mep U cpeactB obecriedenusas Vb u 1.1.);

— TOKyMEHTaTbHbIe HCTOYHUKH CBUJIETEIBCTB, MOTyUeHHBIE HA (0T) 00beKkTe(Ta) OIEHKH U MOTBEPKIeHHbIE
TPeTheH CTOPOHOH (TUIaH MEepONPHATHII 10 pe3yabTaTaM BHellHero ayauTta Mb, maTepHualsl BeJOMCTBEHHBIX
nposepok b u T.1.);

— UCTOYHHUKH CBU/IETE/ILCTB, MOJYUEHHBIE B X0/I¢ IPOBEICHUS ayJUTOPCKUX MPOLEIYDP, HE IpeycMaTPHBAOILIHX
MEPHOIUYECKYIO JOKYMEHTAIBHYIO OTUETHOCTE (pPe3yJIbTaThl HAOMIOIEHHS 32 JeITeIbHOCTBIO, aHAIIN3a JaHHBIX
cructeMsl MoHUTOpHUHTA Vb 1 T.11.);

— UCTOYHHUKH CBHJIETEILCTB, MOJYUYEHHBIE B BU/Ie HOPMATHBHBIX U paclopsaIUTEIbHBIX JOKYMEHTOB (TIOJIUTHKH,
peraMeHThl, OTYETHI O JIeSTeIbHOCTH, TIPHKA3bl, pACTIOPAKEHHS H T.J1.), YKA3bIBAIOIIUX Ha HaJlJIekKalllee
MpUMEHeHHE TpolieccoB U Mep obecnedeHns b Ha npakTike (HamM4dne pa3pelIUTeNbHEBIX 3acel
YIIOJTHOMOYEHHBIX JINII, JJAaHHBIX KOHTPOJIS PHCKOB H T.1.);

— CBH/IETEBCTBA, MMOTYUEHHBIE B pe3yJIbTaTe YCTHBIX U MMHCBMEHHBIX OMPOCOB 0 0OBEKTE OIEHKH, U HaOMIOIeHIE
3a TIpUMEHeHHeM Mep | cpeicTB obecriedeHud b, koTopble He OCTaBIAIOT JOKYMEHTAJIBHBIX CBHIETEIHCTB
(BBISIBJIEHHE POJIEH MPOIECCOB, MOCIEI0BATEIHbHOCTH NIpuMeHeHus 3M u T.11.).

Hapsaay ¢ 1ocToBepHOCTEIO HCTOYHUKOB CBHIETEIBCTB CIEAYET YUUTEIBATE BPEMEHHOH MepHO] oMy IeHUS
CBHJIETEILCTB U COYETAHHE UCTOUYHHKOB CBH/IETEILCTB OlleHKH. Hanpumep, 1oBepue K hakTam, MoTydeHHBIM ITPH
HAOIIFOJIEHUH 32 JIeSITEIbHOCTBIO, MO BBIIIASTCS, €CIIH OHH MOJIYy4YeHb]l HENOCPEACTBEHHO TIPH () YHKIIHOHUPOBAHUH
MpoBEPAEMBIX TTPOIEAY P HIH TPOLIECCOB; IoBepHe K (pakTaM, TIOTYUYEHHBIM MIPH OMPOCE COTPYTHHUKOB,
MOBBIIIAETCA TIPH MOATBEPAKICHIN JAaHHBIX (JaKTOB U3 pa3THYHBIX HCTOYHUKOB.

ﬂDCTDBEpHDCTB BBEBIICHHBIX CBHIACTCIILCTE OLCHKH Hb zaBucHT Tarxke oT oOBeMa BBIEI'DIJIH“I ImpH EIJGPMHPDBHHHH
CBHJICTCIIBECTE OLICHKI. CDDTBETCTB}-{IDI_L[EE HCIOJb30BaHHE 00BeMa BEIEDPI{H TECHO CBA3AHO C JJOBCPHEM, C
KOTOPBIM OTHOCATCH K 3aKITHOUCHHAM 110 pE3yJjibTaTaM ayIHTa.

HexoTopsie cBH/IeTEIECTBA OLIEHKH OCHOBAHO Ha BBIOOPKaxX peleBaHTHBIX JaHHBIX. HampuMmep, cBUIeTenbCTBA
Hamausa 3M 118 Bcex cucTeM, CTETeHH 0XBaTa MepcoHala U COTPYIHUKOB MoApa3efeHHs MpolleccaMu
oOyuennd u ocsegomieHns Mb u 1.1. Beibopka mpou3BoauTCs ¢ HENbIO N3MEPEHUS U OLIEHUBAHHS MEHEE YeM
100% o0BeKTOoB npoBepsieMoil COBOKYITHOCTH. 3a/jaueil OLIEHIIHUKA IPH [POBeIeHHH BEIOOPKH SBIIETCS
oTipe/ielieHNe Hanboaee ONTHMATBFHOTO criocoba oTOOpa 3/IeMEHTOB I (hopMHpPOBAHHUS CBUIETEILCTE OI[€HKH.
IIpu 3TOM BO3MOKHO:

— 0TOOpaTh BCE AIEMEHTHI (CIUIONTHAS TIPOBEPKA);

— 0TOOpath crienM@uyeckue (onpeIeIeHHbIE) IEMEHTHI;

— 0TOOpaTh OTAEebHBIE AJIEMEHTHI (C(hOpPMHUPOBATh ayUTOPCKYIO BEIDOPKY).

CrurolHas npoBepKa MozeT OBITh LellecooOpa3Ha, eclIn:

— reHepalibHas COBOKYITHOCTh COCTOUT W3 HEDOIBIIOTO YHCIIa 3JIEMEHTOB OOIBIION CTOMMOCTH;

— PHCK KOHTPOJIA ABJIACTCA BRICOKHM, a JPYTHC CPCIICTBA HE MO3BOJIAIOT IMOJIYYHTE JOCTATOYHBIC CBHIACTCIIECTBA
O CHKH,

— MOBTOPSIONINIICA XapaKTep pacdeToB UM HHBIX MPOIECCOB JIefIaeT CILIOIHYIO TPoBepKy 3¢ deKTHBHOI ¢
TOYKH 3PEHHNS COOTHOIIEHHS 3aTpaT U Pe3y.IbTaToB.

CrutonrHas ng%ﬁ%ﬁ%ﬂ HMEHACTCA TIPH NIPOBEICHHH OLEHKH 1b.
CeDEHIIHRC NMOSKE T-PRTITTE OTo Op PR Crieiiridiirue ckie (ompeieIeHHbBIE) HIeMEHTRI TeHEPATbHOH COBOKYITHOCTH,

Bnageneu,: lllebayxoea TateaHa AnekcaHgpoBHa
CHOBBIBasICh Ha CIICIYHOIIHX lﬁpﬂ,HTDpElK.
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OTEI'H]JEI,BMBIE CHEHHEbH'—IBCHHB CTATBH MOTYT BRIIFOYATH!

— 3JIEMEHTHI ¢ BRICOKOH CTOMMOCTBIO HJIH TaK Ha3bIBaeMEIe KPHTHHCCKHC I:I{JTID'—IEBBIE) JINEMCHTBI BBIEI'DIJI{H;
— AJIEMCHTEI, CTOHMOCTE KOTOPDBIX ITPCBLRIIMIACT OIIPCIIC/ICHHYHO BCIIHTHHY

— 3JIEMEHTSHI JIJI TIPOBEPKH MPOLELY D, MO 3BOIAIONINE ONPEAETNTH, BRITIOTHAESTCS JIH OpraHu3aliell KOHKpeTHas
npoueaypa.

BBIBD,I[BI o pesylibTaTaM H3MEPCHI, TIPHMCHACMOTO K DTDEP&HHBIM TAKHM CITOCODOOM AIEMCHTAM, HC MOTYT
OBITh PacIipoCTpaHEeHbI Ha BCH) I'CHEPAJIBHYRKY COBOKYIIHOCTE. HPH HCITOJIB30BAHHH 3TOT0 METO/Ia aHAJIH3HPYCTCH
HDT]JEGHUCTB B TTOJIYHEHHH CBHICTCILCTB OICHKH B OTHOIICHHH ocTaBIIeHcd 4acTH FEHEPHJTBHDf’I COBOKYIITHOCTH,
CCIIH OCTABINAACH YaCTh ABIACTCH C}-’H.[ECTEEHHGf:I.

OLEHIIUK ¢ YY9eTOM HMEOIIUXCA CBEJIEHUH MOKeT MPUHATE PELIeHHe O TPOBEISHUH BEIOOPOYHOH MTPOBEPKH
MyTeM 0TOOpa OTIEIBHBIX 3JI€MEHTOB, T.€. IPUMEHHUTH CTaTUCTHYeCKH moaxo[. O0miee TpeOoBaHNE B 3TOM
CIydae — penpe3eHTaTHBHOCTB, T.€. BCE AIEeMEHTHI H3y4aeMoi reHepallbHOH COBOKYITHOCTH JI0OTIKHBI HMETh
paBHYIO BEPOSITHOCTE OBITH OTOOPAaHHEIMH B BBIOOPKY.

[1pu mpuMeHeHNH METO/I0B, CBA3AHHBIX CO CTATUCTHYECKOH BBIOOPKOI, 00beM 0TOOpaHHOH COBOKYITHOCTH MOJKET
OTIpeIENATHCS HA OCHOBAaHWHM TEOPHH BEPOSTHOCTEH M MaTEMAaTHIECKOH CTATHCTHKH JIMO0 mpodeccHoHaTbHOTO
CYKIeHHUS ayJHUTOpa.

IlocToBEpHOCTH OLIEHKH BO MHOTOM 3aBHCHUT OT TOT0, KaK OyIyT OLIEHIIUKAMH YUTeHBI ()aKTOPEI, BIMSAIONINE Ha
ayAUTOPCKUH PUCK, KOTOPBIH BKIFOYAET:

— PHUCK KOHTPOJIS;
— PUCK HeOOHapyKEeHHSL.

Puck KOHTpOIIS nipeicTaBlIsieT coO0M PUCK TOTO, YTO BHYTPEHHHUH KOHTPOIb He TPeJOTBPATUT WIH HE BBIIBUT
cymlecTBeHHBIX HapymeHui Mb. BaxHeiM hakTopoM 171 TOBEIIIEHHS JJOCTOBEPHOCTH OIIEHOK SABISETCS
ONTHUMH3AIMA 00beMa BEIDOPKH B COOTBETCTBHH € MPE/INOJIaraéMbIM PHCKOM KOHTPOJIS.

Puck HeoOHapyxeHHS NpecTaB/sieT co00l PHCK TOTO, 4TO MPOLIEAYPEl U METOIBI ayIUTa, IIPUMEHAEMEIE
OLIEHILIMKAMH, HE BBISABAT CYIECTBEHHBIX HaAPYIICHHII.

BaxxHBIMH EbEI,HTDpﬁMH JII CHHAKCEHHA PHCKA HEDEHELP}-’H{EHHH H, TEM CaMbIM, ITOBBIIMICHHA JOCTOBCPHOCTH OIICHOK
ABJIIAHOTCAH.

— YBEJIMYEHHE BPEMEHH ITPOBEPKH;
— MpOBEJEHNE ONPOCOB, OPUEHTHPOBAHHBIX HA MpeJAcTaBUTENEH TPETEUX HE3aBUCHMBIX JIHIL;

— yBeJIMYeHHE 00beMa BBIOOPKH.

IlepeueHs OCHOBHOH JINTEPATYPbI
1. HWnagopmaumnonnas Oe3omacHoCTh: yueOHuMK mia By30B/ B.HM. Spouxkmn — M.:

Axanemmaeckuii mpoekrt, 2012.

2. Cemenenko B.A. Undopmarmonnas OezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: MI'1Y, 2013.

ITepeyeHs TOMOTHATEILHOMH JIHTEPATYPbI
1. HWnpopmammonnas Oe3zomacHoCTh: yueOHuUK mia By30B/ B.M. Spouxkmn — M.:

Axanemmaeckuii mpoekrt, 2012.

2. Cemenenko B.A. Undopmammonnas OezomacHocts: yued.mocodue/ B.A. CemeHeHko —
M.: MI'1Y, 2013.
OKYMEHT MOANNC .
Eﬂ%ﬂﬁ-ﬂbﬁn ROHO-METONHYECKOr0 olecreYyeHHUsI CAMOCTOATE/ILHOH PpadoThbl

Cerp@yua I HAT XS HOSACAATRARIE0000043E

Bnaneneu: ﬂ_lfﬁa xoBa TaTeaHa AnekcaHapoBHa
e"gﬂ,ﬂ,'HT-IECI{HE pe OMCHIOAITMH IT10 BBEIITOJIHCHHRO HﬂﬁﬂpﬂTﬂpI—]I:IK pﬂﬁUT Mo JUCITHUITIIITHEC

"

«OCHOBHI ynpaBiaeHusa WH(OPMAMOHHON 0€30maCHOCTH
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2. MeTonnueckue peKOMEHIAIMHA 0 OPraHu3anunl CaMOCTOATEIEHON Pa0OTEI CTYJEHTOB IT0
quctmHe " OCHOBEI yOpaBiaeHusa WHPOPMAIMOHHOM 0e30macHOCTH .

Ilepeyens pecypcoB nH(pOpMAINHOHHO-TEIeKOMMYHUKAIIMOHHOH ceTH « MHTepHeTY,
He0OXOTUMBIX /LIS 0CBOEHHS JTHCIIHILINHBI

1. http://el.ncfu.ru/ — cucrema ymopaBnenns obOyuennmem @OIAOY BO CKOYVY.
Jlucranumonnas moaaep:xka mucuumHel « H(OopManmoHHbIE TEXHOJIOTHUN B MPO(PECCHOHATEHOM
neaTenLHOCTHY

2. http://www.un.org - Cainr OOH HMu}popmanmoHH0-KOMMYHHUKAITUOHHBIE TEXHOJIOTHI
3. http://www.mtuit.ru — Uarepuer- Y HuBepeurer KOMIBIOTEPHBIX TEXHOJIOTHM.

IIpakTHueckoe 3anaTue 9. IlocTpoenne koHenuu HHGOPMAIHOHHOH 0e30MMACHOCTH
npeanpHATH
Heas paboTwI: 3HAKOMCMBO € OCHOBHLIMU HPUHYUNAMU HOCMpOeHUs Konyenyuu HD
NPeonpuamus, ¢ y4emom ocoHeHHocmel e20 UHPOPMAYUoOHHOU UHDPaAcmpPYKmypbl

TexHonorust padorsl

ITANLI PA3padoTKH KOHIEeNIUH HHPOPMANIMOHHOM 0e30MaCHOCTH

Pazpaborka koHnenmm nH(pOpMaIOHHON 0€30maCcHOCTH TEIEKOMMYHHUKAIIMOHHON KOMITAHUH B

HOJHOM OOBEME SABIAETCA MPOLEAY PO, TPEOYIONIEH 3HAUUTEIBHEIX TPYI03aTPAT, 4 TAKKE
3HAYUTENBHOTO (PDUMHAHCUPOBAHHAL.

[IpuBenenHBIE HUKE PEKOMEHIAIMH MO Pa3pabdOTKE KOHIENIIUY ITO3BOIAIOT ONMTUMH3UPOBATH

3aTparel HA €€ co3maHue. JlaHHble pekoMEeHIaly OPEeay CMAaTPUBAIOT MOATAIHYI0 pa3paboTKy
KOHIEMIINH C MOATANHBEIM (PUHAHCUPOBAHUEM PADOT.

Jran 1. llpunsiTae pemenus, popmupoBanue padouei rpynnsl. Ha nannom srame
PYKOBOACTBO KOMIIAHUM JOJIKHO MPUHATE PENIEHUE 0 HEOOXOAUMOCTH pa3pabdOTKH KOHIIETIIHH
MH(POPMAITMOHHON 0€30TTACHOCTH, & TAKIKE O EJLIX, MPECIECIYEMBIX JAHHON pa3padOTKOM.

[lenn pa3paboTku MOTYT OBITE CIEIYIONIHE:

MOy YEHUE TET0CTHOM CUCTEMBI B3rIAO0B Ha cocTosHue b B kommanim;
COKpAIIEHUE MOTEPEL BCIEICTBUE HEHAJIECKANIETO COCTOAHMA cucreMmel Hb;
CO3IaHUE HOBOM (PEKOHCTPYKIMA CymiecTByoniei) cucreMsl Mb;

TOKYMEHTHUPOBAHUE YIKE CyniecTByromen cucremsl Mb;

on B W D

MOJIYUCHHUEC KOHKYPCHTHOTO IMPEUMVIIICCTBA IMIEPET KOMITAHMAMHK, HC MMCIONTHMHM

KOHIIEITI[IH.

[Tocne onpenenenus uenen pa3padoTku HA HaHHOM stane popmupyercs padboyas rpynna. B cocras
pabouel rpynmsl HEOOX0MMO BKIIFOUUTE MPEACTABUTENEH CAEAYIONIAX HOaPa3aEICHMI:

1. cmyx0ba 0e30macHOCTH KOMITAHUM;

2. moapa3aeNieHue, OTBETCTBEHHOE 34 3aMINTy UH(OpMAaInH;
[IOKYMEHT NMOAMWCAH

3. IT-reaapeam@Hmoanvcsio

Ceprudmkar:  2C0000043E9ABBBI52205E 7BAS00060000043E
Bnagenedt. CAYIKOA DECIIVATAHIECETH CBA3H,

5. cmyx0a pa3BuUTHI;
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6. OTIen YKOHOMHYIECKOH 0e30ImacHOCTH:
7. TexHudeckas ciayx0a;

8. (umancoBas cayxoa.

Jtan 2. CocraBiieHHe INIaHA pa3spadoTKH KOHIeNuu. Onpenenenue 00LEMOB
(puHAHCUpOBaHUA IO COOPY UCXOAHBIX AaHHBIX. Ha mannom sramne popMupyeTcs KaJIE€HIaPHBIHN
IUIAH MEPOIIPUATHHN IT0 Pa3padOTKE KOHIEMIUH, 4 TAKKE ONPEAEIIAIOTCA CAMA MEPOIIPUATHA IT10
pazpaboOTKe M CTOMMOCTE MX HPOBEICHUS.

[Tepeuens meponpuaTiil mo pa3padOTKE BKIIFOYAET:

cOOp MCXOOHBIX MTAHHBIX (BO3MOKHO BILIOTE 10 IMOJHOTO ayauTta cucremel Ub);
00pabOTKy UCXOIHBIX JAHHBIX;

BBIOOD BapuanTa konuenuuu UMb

1.
2
3
4. (¢opmupoBanue noarpymmsl mo paspadorke KMUb;
5. (¢opmupoBanue noarpymnmnsl mo paspadorke [11b;
6

(hopMUpPOBAHME TPYIIIIEI IT0 NPOEKTUPOBaHnuto cucremsl Ub.

Haubonee 3arpaTHeIM HA TAHHOM STAIE ABIAETCA COOP UCXOIHBIX JAHHBIX, IOATOMY MPEKIE YEM
MEPEUTH HEMOCPEACTBEHHO K padboram mo cobopy M/I, HeoOXoanumMo nomHOCTEIO 3a1E€MCTBOBATE
BO3MOKHOCTU mOApazaenceHuil Kommannm no caMoCTOATEIbHOMY IIPE0CTABIEHNUIO HCXOTHBIX
OaHHBIX, HE00X0UMEIX 1A KOHIenuuu. [locne onpenenennsa o0vema puHancupoBanus padoT mo
cOOpY UCXOHBIX JAHHBIX HEOOXOAMMO MPUCTYITATh K TPETHEMY dTamy.

Jtan 3. Coop HCX0AHBIX JaHHLIX. Ha nannom srame cuwiamu padodel TpyInnsl Uil HA OCHOBE
OPUBACYEHUS CYOTMOOPATHBIX OPraHW3ali OCYIIECTBIETCI COOP MCXOOHBIX JAHHBIX I
pazpaboTku kKoHIEemuu. Kak oTMed4eHo BhIIIE, B CIYYA€ IBHOTO MOPAIbHOTO YCTAPEBAHUA
CUCTEMBI 3AIMTHE HH()OPMAIINN, €€ HELOCTATOYHOCTH WIN HEAOKYMEHTUPOBAHHOCTH HA JAHHOM
jTane HeoOX0AUMO MPOBECTU MOIHBIN ayOUT HH()OPMAILITUOHHON 0€30MMaCHOCTH KOMITAHUN. AYIUT
ABUTCA MCTOUHUKOM MCXOJHBIX TAHHEIX A7 Pa3padOTKH KOHUENIUH. AYIUT TIPUIETCS TPOBOIUTE
TAKkKe U IMOCIE PeATN3aui MEPOTIPUATHH MO0 KOHIEIINH, TO3TOMY B LIEJIIX CHUKEHUS 3aTpat
MPEABAPUTENBHBIN ayIUT JKEIATEIbHO MPON3BOINUTH IO YIPOMIEHHBIM METOIHUKAM.

Jtan 4. Pazpadorka KHUbB. Onpenenenne 3aTtpat Ha pa3padorky IIUb. Ha ochoranuu
coOpaHHBIX UCXOOHBIX JAHHBIX ocymiectBagercs pazpadorka KUb (mopmaruBnas acts). B
DAaHHOM JOKYMEHTE yxke OyayT OTpakeHBl OCHOBHEIE TpeOoBanus k cucteme Mb u TpeboBanus k ee
HOpMaTUBHOMY obecneuenuto. CtommocTs pazpadotku ITMb onpenenserca ciemyrommmu
(pakTOpamu:

HOJTHOTOU COOPAHHBIX MCXOIHBIX TAHHEIX;
2. ypoOBHEM 0€30MaCHOCTH, KOTOPBIM J0JIKEH OBITh 00ECIIEYEH B COOTBETCTBUH C

HOPMATUBHOUN YACTHIO KOHIETIINH;

3. TpeOORHIAME Jf FRFHUKS 1 HOPMATHBHOMY OOECIIeUCHUIO;

SNEKTPOHHOW NQANWUCHLIO - -
Cepmd:rme;dé'r: %M%ﬁﬁﬁﬂ EQMW@{KH'HHDHHDH CTp yI{T}’p bl CCTH CBA3H A H_quﬂp MAaluOHHOH

Bnaneneu: lleGayxoea TaTeAHa AnexkcaHgpoBHa
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Jran S. Paspatdorka IIUDb u HopMaTHBHBIX JokyMeHTOB. Ha nannom srane pazpadarTeiBaeTcs
Texuudeckaa gacte koHuenimu — [IUb. Tpebosanus k [IUb chopmymipoBansl B HOpMAaTUBHOM

JaCTH, & UCXOOHBIE MAHHBIE MOTYT YTOUHATHCS MO Mepe pazpadborku [THD.

[Tapannensno ¢ paszpadorkou [IMb nporogurca pazpadboTka TOKYMEHTOB, ONPENEIECHHBIX
HOPMATUBHOM YACTHIO0 KOHUEMINN — MO0 KEHUM, MHCTpyKumii 1 T.4. [Tockoneky [TUDB
DETAIN3UPYEeT TEXHUUECKNE XAPAKTEPUCTUKN CUCTEMBI 3aIUTH UH(OPMALIMK, HA JAHHOM JTAIe
pazpadareiBaeMbIe JOKYMEHTH OyIyT HAMOJIHEHEI KOHKPETHBIM MATEPHUATIOM U ONTUMH3UPOBAHEI
o OM3HEC-IPOLECCH KOMITAHUH.

J1an 6. Pazpadorka sxoHoMH4Yeckoi YacTH koHIenuun. [Tocne pazpadorku [1Hb, conepxamen
AETaIM3UPOBAHHEIE TPEOOBAHUSA K TEXHUKE, MOMENIIEHUAM, YCIOBUAM SKCIUTYaTAIIMH, A TAKKE
WHCTPYKIIMNA ¥ UHBIE HOPMATUBHBIE TOKYMEHTEI, MOKHO OLIEHUTH CTOUMOCTE:

1. peamanmm KUB;
2. BrageHUs CUCTEMOU MH()OPMALMOHHON 0€30MaCHOCTH;

3. OpOouYMX MOCTOSHHBIX W MEPEMEHHBIX 3aTPAT B PAMKAX MOJIOKEHUH KOHIIEIIHH.

Ha ocnoBanmm npemnoxennout B nannon HHUP meronukn (mm mHoM MeTOINKH) HEOOX0AMMO
pacCcuuTaTh OKYNAeMOCTh BJIOKEHUM, B CIIydae HEOOXOAUMOCTH TPOU3BECTU KOPPEKTUPOBKY

KOHIICTII[HH.

Jtan 7. KoppekTHpoBKa KOHIENITHA (POBOJTHTCS NMPH HEO0OX0AMMOCTH CHHKeHHS 3aTpaT Ha
peann3anuw). Ha nannoM sramne nenecoodpa3Ho BEIAEIUTE OBA YPOBHS O0eCreueHus
0e30macHOCTH — 0a30BEIA W ITOBLIIIIEHHBIH.

B 6azo6biu ypoBEHE HEOOX0IMMO BKIIOYUATE T€ MEPOIPUATHA U TPEOOBAHNA KOHIIEIINH, KOTOPEIE
MHUHHMAJIEHO HEOOXOIUMBI I KOMIIAHWY U BBITOA OT PEAIM3ALNH KOTOPEIX MPEBBIIIAET 3aTPATHI.

B noeviwernbli yPOBEHE BKIIFOUAIOTCA T€ MEPONPUATHA U TPEOOBAHMA, KOTOPEIE HEOOXO TMMBI
TOJIBKO JIsI OTPAHUYEHHOTO BUAA MH(POPMAIIMOHHEIX PECYPCOB, 4 OJIA APYTUX JKenarenbHel. [Ipu
3TOM HEOOXOIMMO 00ECIEeUUTE COMOCTABUMOCTE IIEHHOCTH PECYPCOB, 3aNIUNIIAEMBIX O
MOBHIIIIEHHEIM TPEOOBAHUAM, K 3aTpaTaM Ha 3amuTy.

Koppeknuus npoBOguTCA 10 TEX MOP, ITOKA CTOMMOCTE CUCTEMBI MH(POPMAMOHHON 0€301MacHOCTH
HE CTAHET HUKE MMPUHOCUMOM BEITOOBI. 3AMETHUM, YTO B MPHHOCUMYIO BEITO1Y HEOOX0IUMO
BKJIFOYATh COKPAIIEHUE NOTEPh OT PUCKOB HAPYIIEHUS PeKUMA O€30MaCHOCTH U PUCKOB, UMH
TE€HEPUPYEMEIX.

Jran 8. YTBep:IeHHe KOHIENIIHA U 03HAKOMJICHHE COTPY/THHKOB KOMIAHHHU. [[anHEIi STan
ABAETCS 3aBEPIIAIONIMM B pa3padoTke koHuenuuu. Konmennuusa nomixHa OBITs 00CYKIEHA
KOJIJIETHATBEHEIM PYKOBOIAIIUM OPraHOM KOMITAHUH, YTBEPKAEHA U BBEICHA MPUKA30M IO
KOMITAHHH.

CoTpyIHUKH KOMITAHUU JOKHEI OBITH O3HAKOMIIEHBI ¢ KOHIEMIMEN U JOKYMEHTAMH,
pa3paboTaHHBIMU B €€ paMKax (B Ipeaenax KOMIIETEHTHOCTH COTPYIHUKOB).

1. IlepeyeHs OCHOBHOH JIHTEpPATYPbI
1. HWnagopmammonnas Oe3onmacHocTh: yueOHuUK mia By30B/ B.H. fpouxkmn — M.:

Axanemmueckuil npoexrt, 2012,

OKYMEHT MYCA
2. Qﬂﬂqﬂ%@gﬁﬂ%&h@ﬂpm&u}mHHaﬂ OeszomacHocTh: yueO.mocodue/ B.A. CemeHeHKO —
CepvihnxI I 7400009 E 93 B8BI52205E7BA500060000043E

Bnaneneu: e oBa TaTekaHa AnNexkcadnpoBHa s
epevHcHb TOIMOTHHTE/IbHOH JIHTEPATYPbI
1. HWnagopmammonnas Oe3omacHocTh: yueOHuUK mia By30B/ B.M. Spouxkmn — M.:

Nencteutened: ¢ 19.08.2022 no 19.08.2023

78



Axanemmueckuil npoexrt, 2012,

2. Cemenenko B.A. Undopmammonnas Oe3omacHoCTh: yueb.mocodue/ B.A. CemeHeHKO —
M.: MT'1Y, 2013.
IlepeueHs Yy4eOHO-MeETOAHMYECKOr0 OO0ecHeYeHHH CAMOCTOATE/ILHOH PpadoThl
00yyaImuXxcs 1o JUCIHHILTAHEe
Meromnueckue peKOMEHIOAIMHM MO BEIMOJHEHUIO JIa00paTOpHBIX padoT Mo AMCHUILIMHE
«OCHOBEI ynipaBneHusa WH(OpMaMOHHON 0e30macHoCTH .
2. MeTtoanmueckue peKOMEHIANIMA MO0 OPraHu3alul CaMOCTOSATEIEHON padOTEI CTYJEHTOB IT0
auctummHe " OCHOBEI yopaBieHua uH(OpManuoHHON Oe3omacHoCcTH
IlepeueHs pecypcoB HH(POPMANHOHHO-TE/IEKOMMYHHKAIIHOHHOH ceTH «MHTepHET»,
He00XO0AHMBIX /I/IS1 0CBOCHHUS JUCIHHILIHHLI
1. http://el.ncfu.ru/ — cucrema ynopaBnenus obydennem @OIAOY BO CKOYVY.
Jlucrantmonnas mogaepxkka muciuiumnasl «H(popmanmoHHeie TEXHOIOTHH B TPO(PECCHOHATBHOM
IeATeILHOCTH
2. http://www.un.org - Caiur OOH HMu}popmanmoHH0-KOMMYHAKAITUOHHBIE TEXHOJIOTHHI
3. http://www.mtuit.ru — arepuer-YHuBepcurer KOMIBIOTEPHEIX TEXHOJIOTHM.

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa

Nencteutened: ¢ 19.08.2022 no 19.08.2023

79



