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IIpakTuueckas padora Nel
Tema: OcCHOBHBIC MPUHITUITBI TOCTPOEHUSI KOMITBIOTEPHBIX CETEH.

Heanb: M3yyenue noHATHI aOCOMIOTHBIN, U3MEPUTEIBHBIN U OTHOCUTENIbHBIA YPOBHU
nepenayu
1.1Kpamkue meopemuueckue céedeHus

DIEKTPUYECKNE CUTHAJIBI KOJUYECTBEHHO OIKCHIBAIOTCS MOIIHOCTBIO, HAIps-
KEHUEM, TOKOM. B TeXHWKE 3JIEKTPOCBS3U MPUHATO IMOJIH30BATHCS Jorapudpmude-
CKMMU XapaKTepUCTUKaMU (YPOBHSAMHU Iepeiaun). YPOBHH Mepeiaun, BEIYUCICHHBIC
MOCPEJICTBOM JIECATUYHBIX JIOrapu(PMoB, Ha3bIBatOTCA Aeruodenamu (1b).

YpoBHU niepeiaun HOPMOHIHOCTI/I, HaIIPSHKEHUIO U TOKY:
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rae Px , U x , [ x — BeJIMUMHBI MOIIHOCTH, HAIpPSHKEHUS U TOKAa B PaCCMATPUBAEMOU
Touke x ; PO, U( , 1() — BeTMUNHBI, IPUHATHIE 32 UCXOHBIE. 32 UCXOAHYIO BETUUUHY

NpUHATa MOIIHOCTh P() = IMBT (3a 3TanoHHbI ypOBEHb IIIyMa NPUHATA MOIIHOCTH B
1 nBT). Torna npu HOMUHAIBHOM COHpOTI/IBJIeHI/II/I‘Z‘= 600 OM JnelicTByroLIME 3HA-

YEHUs HAPSHKEHUS U TOKA COOTBETCTBEHHO paBHbl U() = 0,7746 B u 1) = 1,291 MA.
Cpennsisi MOIIHOCTh CUTHAJIA B OOIIEM ClIy4ae paBHA
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IIpu momaue Ha BXOJ TpakTa rapMOHHUYECKOTO CHUTHAajla ¢ a0COJFOTHBIM YPOB-
HEM, PErIaMEHTUPOBAHHBIM JISl IAHHOTO BUJIa U3MEPEHUM, B TOUKAX TpaKTa yCTaHO-
BSITCSl aOCOIOTHBIC YPOBHHU, KOTOPBIC HA3BIBAIOTCS uzMepumenbHbiMu. SHAUCHUS W3-
MEPUTEIbHBIX YPOBHEW MPUBOIATCS B TEXHUYECKOW JoKyMeHTanuu. OHU 0003Ha4a-

forcst n1bm, nbH, 1bT.

I/IHOFIIa 3da UCXOJHBIC BCIIMYHUHBI IIPUHUMAIOT 3HAYCHUA PH , UH , ]H B Ha4aJIC
TpaKTa. Torz[a BBIYHCJICHHBIC YPOBHUA

Py

p =10-lg—

m0 P
H (1.3)
Ha3bIBAIOT OTHOCHUTEJILHBIMU M 0003HauaroT kak abom, aboH, abot. [IpuBenennbie
YPOBHHU COBHAJAIOT ¢ KOAD(PHUITMESHTOM YCHIICHHUS 10 MOIITHOCTH, HAMPSOKEHUIO U TO-
Ka. Eciu BEeIMYMHBI TOJIOKUTEIBHBIE, TO UMEET MECTO YCUIICHUE, €CIIH YPOBHU OT-

pHULIATEIIBHBIEC — TO 3aTyXaHUE.






[Ipy HOpMUpOBaHMM BEJIWYUH CHUTHAJIOB MCHOJIb3YIOT TMOHSTHE TOYKUA HYJIEBOTO
OoTHOCUTENHHOTO YpoBHS 110 MottHOCTH (THOY). AGComtoTHEI ypoBeHB Pyy() , OTI-

penenennbiii B THOY, o603navaercst 1bM0, u oH paBeH Py, = Py — Py = 0 nbmO0.

Torna HOpMUPOBAHHBINM YPOBEHb B U3MEPUTENBHOM TOUKE paBeH: Py = Pysy — P
Ocmamounoe 3amyxanue — 3T0 pabouee 3aTyxXaHUE KaHaja, OlpeaesieMoe Kak
Pa3HOCTh MEXAY CYMMOM BCEX 3aTyXaHMM M CyMMOW BCEX YCHJICHMM B KaHAJIe Ha
3a7aHHOU vyactoTre. Mimes BBUAY PaBEHCTBO BXOJHOI'O M BBIXOJAHOIO CONPOTUBIICHUN
KaHaJa, OCTaTOYHOE 3aTyXaHUE MOYKHO ONPENEIINTh KaK pa3HOCTh YPOBHEHN NEpEAaUn

a =P -P

ocm 6x 8bIX | (1 .4)

1.2. 3a0anue k nabopamopnoii pabome

1.2.1. PaccuuTaTh arTeHi0aTop, npuBeAeHHbIN Ha puc. 1.1. FMcxonHble JaHHbIE
B35Th U3 Ta0J. 1.1 corimacHo BapuaHTy 3a/1aHMUs.
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Puc. 1.1. CxeMa uccieayeMoro aTTeHaTopa

Tabm. 1.1
BapuanTel 3a1anuii
Ne Bapuanta | Ocnabnenue, nb Rl R3 R2
= ,0OmMm , Om
Re  Re R2
1 1 0,0575 8,668
2 2 0,1147 4,305
3 3 0,1708 2,838
4 4 0,2263 2,097
5 5 0,2800 1,645
6 6 0,3323 1,339
7 7 0,3823 1,117
8 8 0,4305 0,9458
9 9 0,4762 0,8118
10 10 0,5195 0,7032

1.2.2. OtkpeoiTh ¢aiin ATT.ewb.

1.2.3. 3MepuTh MOILIIHOCTH CUTHAJIa B TOUKax a — d . Pe3ynpTarsel nu3MepeHuit
3a"ecTd B Ta0a. 1.2. 3a THOY npuHsATh BX01 aTTeHI0aTopa (To4ka b ).
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Tabm. 1.2
PesynbTatsl n13MepeHun

VpoBEHb CUIHAJA Pq Pp Pc Pd

MoHocTh curtana, Bt

W3mepuTenpHbI ypOBEHD, 1D

OTHOCHTEJIbHBIN YPOBEHB, 1B

HopmupoBaHHbIii
OTHOCHUTEJIbHBIN YPOBEHD, 1b

1.2.4. Onpenennuth OCTaTOYHOE 3aTyXaHHUE UCCIEAYEMOIO aTTEHI0ATOPA.

1.2.5. YcraHOBHUTH Ha BXOJI€ aTTEHIOATOpA 3TAIOHHBIA YpoBeHb | MBT. IToBTO-
puth 1. 1.2.3.

1.2.6. OtkpeiTh (haiin ATT1.ewb. U3mMeputh cpeHIO0 MOIIHOCTh IIIyMa Ha Ha-
rpy3ke 1 Om. HailTu uamMepuTenbHbI YPOBEHD IIIyMA.

3ameuanue. B mnponecce U3MEpPEHUs] MCIOIb30BATh PEXHUM pacdeTa Mepexol-
HBIX TIporieccoB (Analysis/ Transient). Bpems ananu3za ycranoButs 1 c.

1.2.7. Opopmuts oTUeT, CAECTIATH BEIBOABI IO paboTe.

1.3. KonmpoavHule eonpocwl

1. JIaiiTe OHSTHE YPOBHIO NIEPEIAUuH.

2. YTo Takoe OCTaTOYHOE 3aTyXaHHE?

3. HazoBute npuyunHbI MCIOIB30BAHUS JIOTAPUPMUUECKUX SAUHUI U3MEPEHUSI.

4. 17151 4ero UCrob3yeTcsl ICOPOMETPUUYECKOE B3BEIIMBAHUE TTPU U3MEPEHUU
MOIIHOCTH IIIyMa.

5. [lepeuncnuTe NCTOYHUKY IITyMa B Te€JIE(OHHBIX JTUHUSIX CBSI3U.

IIpakTnuyeckas padora Ne2

Tema: CeTeBble apXUTEKTYPBI: TUIIbL, TOMOJIOTUH, METOIBI JOCTYIIA K CPEE
nepelavn.
Hean pa6orsi: [IpuoOpereHne HaABBHIKOB Kiaccupukanuu u aHanm3a [P-

aZpecoB.
XoA BbINOJHEHUA padoThI:

B IP-ceTsix Bce ceTeBBbIe YCTPOMCTBA (XOCTHI, CEPBEPHI, IIUTIO3BI, MAPIIPYTH3ATOPHI U T.1.)
MOJIy4aroT YHUKanbHbIe [P-anpeca.

IP-ampec cocTout u3 4-x 6aitToB (32 OUTOB). DTOT aapec UCIOIB3YETCS Ha CETEBOM YPOBHE
sragorHor mogenu OSI. OH genuTcs Ha IBE YacTH.




IlepBas wacts [P-anpeca 3ama€r cetb, B KOTOPOU pacronaraercsi CETeBoe yCTPOMCTBO.

Bropas gacts [P-agpeca ogHO3HAUHO 3a7aéT CaMO CETeBOE YCTPOcTBO. i1t 0003HAYCHUS
CETEBBIX YCTPOICTB UCIONB3YIOT Pa3IUYHbIC TEPMUHBI:

XOCT;

ceTeBoil mHTEpdEHcC.

F012... ] | .29 30 31|
Howmep ycTpojicTsa B cetn

AnpecHoe npoctpaHcTBo [P-mpoTokona nenutcs Ha Tpu kiacca - A, B, C.
Anpec kmacca A:

123...7 8.. ...29 30 31
0

0
Howmep cetn Howmep ycTpoiicTBa
Anpec knacca B:

2 3 4... ...15 16... ... 29 30
0 1 31
10
Homep yctpoiicTsa
Anpec knacca C:
3 4 5. 230 24,0 ... 29 30
012 31
110
Homep ycp-Ba

IP-AIPECA KJIACCA A.

Cetn Ki1acca A UMEOT 8-OUTHBIN ceTeBOU TpeUKC «/8».
CrpykTypa afpeca kiacca A:

123...7 8.. ...29 30 31
0

0
Howmep cetn Howmep ycTpoiicTBa

MaxkcuMmanbHOe YUCIIo ceTel Kiaacca A cocrasisier 27 - 2 = 126.
Kaxnas cetb kitacca A NOOAEPKUBAET 10 2% _2=16 777 214 ceTeBBIX YCTPOMCTB.

AzpecHOe IIPOCTPAaHCTBO, BBIAEIEHHOE Kiaccy A, 3aHumaer 50% oOrmiero aapecHoro
npocTpaHcTBa cetr MHTepHeT. J[nama3oH ceTeBbIX apecoB CeTel Kiacca A MPUBEAEH HUXKE.

{lmacc agpece JInama3oH 3HaYECHUN
Kiacc agpeca Mara3oH 3HAYEHUH

A 1.0.0.0—126.255.255.255

IIpumepskl aapecoB ceTer kinacca A:

1.100.120.148

98.180.220.250




121.196.244.198

IP-AIPECA KJIACCA B.

Certn xiacca B nmerot 16-0uTHBIH ceTeBoit mpeduKe «/16%.

CrpykTypa anpeca kiacca B:
2 3 4. ...15 16... ... 29 30 31

01
10

Howmep cetun Howmep ycTpoiicTBa

MakcuManbpHOE YHCIIo ceTei Kiacca B cocrasmser 2 = 16384.
Kaxxnas cets kitacca B nmomaepxuBaer 10 210 _2 =65 534 cereBBIX YCTpPOMCTB.

AzpecHOE TIPOCTPaHCTBO, BBIAGNCHHOE Kiaccy B, 3aHumaer 25% oO0mero agpecHoro
npocTpaHcTBa ceTu MHTepHeT. Jlnamna3oH ceTeBbIX alpecoB ceTel kinacca B npusBenéH Huxke.

Knacc agpeca Jlnama3oH 3HaYCHUU

B 128.0.0.0—191.255.255.255

Ilpumepsl agpecoB ceren kiacca B:

128.100.120.148
164.180.220.250

190.196.244.198

IP-AJIPECA KJIACCA C.

Ceru riiacca C uMeroT 24-0UTHBII CETeBOM Mpedukrc «/24».

Crpykrypa agpeca kmacca C:
345.. 230 24, ... 29 30
012 31
110

Howmep cetn Howmep ycTp-Ba

MaxkcuManabHOe YHcIIo ceTeli kitacca C cocTaBiseT
221 =2097 152.
Kaxxnas cetp kiacca C nogaepxuBaer 10 28 2 =254 cereBBIX YCTpPOMCTB.

AnpecHoe MpOCTpaHCTBO, BblneneHHOe kiaccy C, 3ammmaer 12.5% oOmero ampecHOro
npoctpaHcTBa ceTn MHTepHeT. /lnana3oH ceTeBbIX aapecoB cereil kiaacca C IpuBEEH HIKE.




C 192.0.0.0—223.255.255.255

IIpumeps! agpecoB cereid kaacca C:

192.100.120.148
212.180.220.250

223.196.244.198

OCTAJIbHBIE IP-AZIPECA.

Ocrapmmiics pe3eps IP-aipecoB OTBOAUTCA CIEAYIOIMIMM KJIaccaM CETe:

D 224.0.0.0—239.255.255.255
E 240.0.0.0—247.255.255.255
Pe3epsn 248.0.0.0—254.255.255.255

B cersx ximacca D mepsrie (0..3) Outs agpeca mvetot 3HageHune 1110. Axgpeca sToro kimacca
WCIIOJIL3YIOTCSI IUIS TTOJIICPKKH TPYIIIIOBOM IEepeaadn JaHHbIX.

B cersix kiacca E nepseie (0..4) Outsl anpeca umerot 3Hauenne 11110. Anpeca sToro kiacca
3ape3epBUPOBAHBI ISl KCIIEPHMEHTAIBHOTO UCIIOIB30BAHHS.

3AIINCH IP-AJIPECA B PA3JIMYHBIX HOTALIMAX.

3anuch [P-aapecos.

IIpumepsnl 3anucu [P-agpecos

B 2-0,
16-oii,
TOUYEYHO-IECITHIHON HOTAIMAX:
0111 1001 1100 0100 1111 0100 1100 0110

121.196.244.198

1001 1001 1110 0110 1101 1010 1011 0111

153.230.218.183




1101 1110 0110 0101 0111 0101 1100 0110

222.101.117.120

MACKA CETH.

Macka ceTH mpeacTaBisieT co0oro 32-pa3psnHsiii anpec, 8, 16, 24 crapumx pa3psmgoB KOTOPOTO
3amoiHeHs! 1",

Macku cereil knaccoB A, B, C npeacTraBieHbl HUXeE:

Macka IP-agpecoB knacca A:

8 ... ... 29 30
0123 7!
11111111 00000000 00000000 00000000
FF 00 00 00

255.0.0.0

Macka cetn

Macka [P-aipecoB kinacca B:

16... ... 29 30 31
0123 4. )
11111111 11111111 00000000 00000000
FF FF 00 00
255.255.0. 0
Homep ycrpoiicTsa
Macka IP-agpecoB knacca C:
24... ... 29 30 31
012 3 4 5. )
11111111 11111111 11111111 00000000
FF FF FF 00
255.255.255. 0
Macka cetn Homep ycTp-Ba
[IPUMEPLI MACOK CETEN:

[P-agpec Macka

192.100.120.148 255.255.255.0

10.190.178.177 255.0.0.0

144.100.137.125 255.255.0.0

123.119.137.223 255.0.0.0

222.110.170.190 255.255.255.0

CIIELIMAJIBHBIE IP-AZTPECA.




Hekotopeie [P-agpeca ucnonb3yroTest Ulsl ClieNnalbHbIX LETeH.

0.0.0.0 Jlanuplii Xoct (J11000ii ceTn)

0.200.150.100 Xocr JanHoii ceTn (kiace A)

0.0.150.100 XocT 1anHoi ceTn (kiaace B)

0.0.0.100 Xocr gannoii cetn (kaacc C)

100.0.0.0 IP-anpec ceTn (kj1acc A)

150.200.0.0 IP-anpec cetu (kiacc B)

200.220.240.0 IP-anpec cetn (kiaacc C)

255.255.255.255 IITupokoBelanye B IAaHHOI ceTH (J11000r0 KJiacca)
100.255.255.255 IllnpokoBemianue B yIAJICHHOI ceTH Kiacca A
150.200.255.255 IllnpokoBelanue B yIaJIeHHOH ceTu kiaacca B
200.220.240.255 [IInpokoBemanye B yl1ajJeHHOii ceTu kiaacca C
127.X.X.X TecTupoBaHue ceTeBOr0 MPOrPaAMMHOI0 o0ecneyeHust

IP-AJIPECAIIMS B TIOJICETSIX

ITo mMepe pocta cetn IHTEpHET BCE OCTpEe CTaja OIIYIIAThCsS HEXBATKA CETEBBIX aIpECcOB.
B 1985 rony nannas mpo6iieMa ObLia pa3pelieHa MoCpeACTBOM BBEICHHS MTOJICCTEH.

[Moxcern hopmupoBaIiCh MOCPENCTBOM JeieHus [P-agpeca Ha yacTi, IMEHHO: HOMED
CETEBOr0 YCTPOMCTBA CETH JCIUTCS Ha 2 YacTHU:

. HOMEp IOJICETH;
. HOMEp CETeBOro HHTepdeiica B ATOMN MOCETH.

2-X ypoBHEBas ceTeBas nepapxus (0e3 moaceren):

Ne xocTta B ceTH
Ne cetm

3-X ypOBHEBasl ceTeBast uepapxusi (C MOJCETSIMH):

Ne moaceru Ne xocrta B ImmozceTu
No cetn

Brenmaue MapipyTH3aTophl (BHEIIHUE 110 OTHOIIEHHIO K CETH € 3aaHHBIM No)
ncnonb3ytot aenenne [P-anpeca va 2 gactu: Ne cetn 1 Ne xocra B cetr (Kak OyATO HUKAKUX
IOJICETEN HET).

BHyTpeHHre MapiipyTu3atopsl ((GyHKIIHOHUPYIOIINE BHYTPH CETH C 3a1aHHbIM No)

ucnonb3ytot nenenue [P-agpeca Ha 3 yactu: Ne cetn, Ne koHKpeTHOMU moaceTd U No KOHKPETHOTO
XO0CTa B KOHKPETHOM MOJCETH.

BHemHue MapmpyTH3aTopsl HCHOIB3YIOT B KQUECTBE CETEBOro npedrKca TOJIBKO aipec
ceTu:

CereBoii ipeduKc
N xocta B et

BHyTpeHHrE MapIpyTH3aTOPBI HCHOJIB3YIOT TaK Ha3bIBAEMBIH PACIIMPEHHbII CETEBOU
npeduke, BKIIOYAONINI KaK agpec ceTH, TaK U MOACETH:

‘ PacmmpenHsIit ceTeBoi mpeduKc

Ne monceru Ne xocTta B moacetu




IIpumep.

[Ipennomnoxum, B ceTH kiacca B, cereBoii mpedukc kotopoit umeet 3nauenue 150.160.0.0,
CeTEeBOI aMIHHCTPATOP 3-Uii OAHT CETEeBOTO azipeca OTBEN MO aapeca IOACETeH:

| 1-b1ii 1 2-0l OaiThI | 3-uit Gaiit | 4-piii Gant0 |
Ne cetn Ne mojcerun Ne xocra

B 3TOM cimygae MBI oy94aeM CIIeAyIOIINe ITapaMeTphl CETeBON apXUTEKTYPHI:
* KJacc cetu: B;
* pa3Mep ceTeBoro mpedukca: 16 pa3psaos;
e Macka cetH: 255.255.0.0;
* agpec cetu: 150.160.0.0/16;
* pa3Mep pacUIMpeHHOTO CETEBOro npedukca: 24 pa3psna;
e Macka mojceren: 255.255.255.0;
* ajpeca nojcerei:
* 150.160.0.0/24;
* 150.160.1.0/24;
+ 150.160.2.0/24;
* 150.160.254.0/24;
* 150.160.255.0/24.

TUIIOBOE 3AJAHUE

Ycnosue:
ITo 3anannomy IP-anpecy:
120.140.160.170/14
OTIPEIICNIUTD CIECAYIOIINE TTAapaMETPhl CETEBON apXUTEKTYPHI:
1. Kunacc cern.

2. Macky cern.

3. Anpec ceTH.

4. Pa3Mep pacHIIpeHHOTO CETEBOTO MPEQUKCa.
5. Macky noaceru.

6. Anpec mojceTH.

7. Anpec xocra.

Pemnienue:

1. Kiacc A (tak xak 0 <120 < 127).

2. Macka ceru: 255.0.0.0.

3.  Anpec ceru: 120.0.0.0.

4. Pa3mep pacummpeHHOro ceTeBoro npedukca: 14 pazpsaos.

5. Tak Kak pa3Mep pacuIMpPeHHOTo CeTeBOro npedukca cocrasisier 14 pa3psaaos, Macka
TIOZICETH, TIPECTABICHHAs B 2-01 CHCTEMe CUMCIIeHHs, cocTouT n3 14 "1" u (32 - 14 =18) 18 "0":

14 pa3psa0B MAacKy TOJCETH | 18 pas3psyoB cereBoro ajapeca xocra
1111 1111 1111 1100 0000 0000 0000 0000
FF FC 00 00
255. 252. 0. 0

6. Anpec moxaceru omnpeaensiercs nepbiMu 14 paszpsaamu 3aganHoro [P-agpeca.
Ocranbuble 18 paspsaos 3anonnstores "0":

14 ceTeBBIX paspsaoB 18 paspsmoB  xocta




0111 1000 1000 1100 0000 0000 0000 0000
78 8C 00 00
120. 140. 0. 0
7. Anpec xocrta onpenensercs nepsbivu 14 "0" u 18 ocranbsHeIMU pa3psnaMu 3a1aHHOTO
[P-anmpeca:
14 ceTeBBIX paspsaoB 18 paspsamoB  xocta
0000 0000 0000 0000 1010 0000 0000 0000
00 00 A0 AA
0. 0. 160. 170

3AJIAHUSA 1T CAMOCTOSTEJIBHOM PABOTbI

OnpenenuTs TapaMeTpsl CETEBOH apXUTEKTYPHI:
1. Kinacc cern.
Macky cetu.
Anpec cetu.
Pa3mep pacmmpeHHOTo ceTeBOro npedukca.
Macky noxceru.
Anpec noaceTH.

N e

Anpec xocra.

1o 3aganHomy IP-anpecy:
1. 100.110.120.130/10

2 140.160.180.200/18
3. 160.180.200.220/22
4. 180.200.220.240/26
5 200.210.220.230/27

IIpakTuyeckas padbora Ne3

Tema: TexHOI0TMM TOKAJIBHBIX CETCH.

Heab padorei: [TocTpoUTh JIOKAIBHYIO CETh C UCTOIB30BAHUEM KOMMYTATOPA.

TEOPETHYECKHUE ITOJIOKEHU A

Teopernueckue 0OCHOBBI

CeTeBoii KOMMYTATOP WM CBUTY (3Kapr. oT aHII. switch — mepexirouarens) —



YCTPOMCTBO, MpEAHA3HAYEHHOE JJII COCIMHEHUSI HECKOJIIbKUX Y3JIOB KOMIIBIOTEPHOU
CeTU B TMpeaenax OJHOTO CerMeHTa. B ominumMe OT KOHIEHTpaTopa, KOTOPBIM
pacrpocTpaHsieT TpaguK OT OJHOTO TMOJKIIOUYEHHOIO YCTPOMCTBA KO BCEM
OCTaJIbHBIM, KOMMYTATOp MepenaéT AaHHBbIE TOJBKO HEMOCPEICTBEHHO TMOJIy4aTeto,
UCKIIIOYEHUE  COCTaBIsieT  IIMpokoBewiarenbHbii  Tpaduk (Ha MAC-aapec
FF:FF:FF:FF:FF:FF) Bcem y3mam ceTu. DTO MOBBIIIAET MPOU3BOJUTEIHHOCTh U
0€30MacHOCTh CETH, M30aBIISsl OCTAJIBbHBIE CEIrMEHTHl CETH OT HEOOXOAMMOCTH (U
BO3MOXKHOCTH) 00pabaThiBaTh JaHHBIC, KOTOPHIE UM HE MpeaHa3HadaIuch [1].

KommyTtarop paboraer Ha kanambHOM ypoBHE Momenu OSI, u motomy B oO0Iiem
ClIydyae MOXET TOJbKO OOBEIUHSATh Yy37bl ofgHOM cetu mno ux MAC-aapecam.
KommyTtaroper Obutn pa3paboTaHbl C HCMOIB30BAHUEM MOCTOBBIX TEXHOJOTUNA M
4acTO pacCMaTpUBAIOTCSI KAK MHOTOMOPTOBBIE MOCTHI. {7151 coeAMHEHNST HECKOJIBKUX
CETE Ha OCHOBE CETEBOI0 YPOBHS CIIyKaT MapIpyTu3aropsl [1].

[IpuHiMnO paboThl KOMMYTATOpPa
KomMmyTaTtop XpaHuT B maMsITH TaOJUIly KOMMYTallMM (XpaHSILIYyIOCS B

accOLMaTUBHOW MaMsATH), B KOTOPOW ykasbiBaeTcsi coorBeTcTBUE MAC-aapeca y3na
nopry kommyrtaropa. [lpum BKIIOUEHHMHM KOMMyTaTopa d3Ta TabiuIa IycTa, U OH
paboraer B pexxume o0ydeHus. B aToM pexxume mocrynaronme Ha Kakou-iubo mopT
JAHHBIE MEPENAIOTCA HAa BCE OCTaJIbHBIE MOPTHI KOMMYyTaropa. [Ipu 3ToM KomMmyTarop
aHanu3upyeT Kaapel U, onpenenuB MAC-aapec XocTa-OTIPAaBUTENS, 3aHOCUT €0 B
Tabnuiyy. BriociencTuu, eciu Ha OAMH W3 MOPTOB KOMMYTAaropa MOCTYIHUT Kajp,
npenHa3HadyeHHbI st xocta, MAC-aapec KOTOporo yxe ectb B TaOJNHIE, TO 3TOT
KaJp OyIeT mepenaH TONbKO Yepe3 MOpT, ykazaHHbld B Tabnuue. Eciu MAC-anpec
XOcCTa-nojiyyarenss emeé He M3BECTeH, TO KaAp Oyxer mnpoayOnMpoBaH Ha BcCe
uHTepdeiicel. Co BpeMeHEM KOMMYTATOp CTPOUT MOJHYIO TaOJUIly Uil BCEX CBOMX
MOPTOB, U B pe3yibrare Tpadpuk Jiokanuzyercs. CTOUT OTMETUTh Majylo JIATEHTHOCTh
U BBICOKYIO CKOPOCTh MEPECHUIKU Ha KaXKJ0M MopTy uHTepdeiica [1].

PexxuMebl koMMyTanuu
CymecTtByeT Tpu crnocoba koMmyTtanuu. Kaxknapiii U3 HUX — 3TO KOMOWHAIIMS

TaKUX MapaMeTPoB, KaK BpeMs OKUJAHUS U HAJAEKHOCTD Mepeaayu.

C npomeskyTounbiM xpaneHuem (Store and Forward). KommyTtarop untaer Bcro
uH(OpPMAIMIO B Kajape, MPOBEPSIET €ro Ha OTCYTCTBHUE OIIMOOK, BHIOMpAET MOPT
KOMMYTAIIMH U TIOCJIE 3TOTO MOChUIAET B HETO KaJIp.

CkBo3Hnoii (cut-through). KomMmyTaTtop cuuTbiBaeT B Kajape TOJBKO ajapec
HA3HAUCHUS W TOCJIC BBITIOTHIET KOMMYTAIHUIO. DTOT PEXUM YMEHBIIACT 3a/CPKKU
npu niepeaade, Ho B HEM HET METOAa OOHAPYKEHHsI OIIHOOK.

Bbecpparmentnslii (fragment-free) unum ruOpuaHBIA. DTOT peXUM SIBISIETCS
MoauduKaueil CKkBo3HOro pexkuma. llepegada ocymecTBisieTcs: mocie GUIbTpauu
dbparMeHTOB KOJUTU3UHK (Kaap pasmepoM 64 Oaiita oOpabaTrhIBarOTCS MO TEXHOJIOTUH
store-and-forward, octanpHbIe 1O TexHOJIOTHH cut-through).

JIaTeHTHOCTD, CBA3aHHAS C IPUHATHEM KOMMYTATOPOM PEIICHUS», T00aBISIETCS
K BpEMEHH, KOTOpoe TpeOyeTcst Kaapy I BXO/a Ha MOPT KOMMYyTaTopa M BBIXO/A C
HETO ¥ BMECTE C HUM OMpPEEIsIeT O0NIYI0 3a1epKKY KOMMYTaTopa.



Konuientparop, KOTOpbIN BBIMOIHSAET TOJBKO MEPECHUIKY Kaapa (HE BBIMOJHSET
bunpTpallui ¥ HE TMNPUHUMACT HUKAKUX pEHICHUN) HUMEeT JHIIb 3aJCPXKKY,
CBSI3aHHYIO C MIEpPEAUeii Kajipa ¢ OJHOIO MopTa Ha Apyrou [1].

CI/IMMCTQI/I‘{HBJI U ACUMMCETPHUYIHAA KOMMYTAIIUA
CBoiicTBO CUMMCTPHH IIpH KOMMYTAlUU II03BOJEICT HOAaTb XapPaKTCPUCTUKY

KOMMYTaropa C TOYKHM 3pEHHUs IIMPUHBI MOJIOCHI MPOIyCKaHUs IS KaXKJIOro €ro
nopra. CUMMETPUYHBI KOMMYTAaTOp OOECHEeYrnBAaEeT KOMMYTHPYEMbIE COEIMHEHUs
MEXAYy NOpPTaMU C OJMHAKOBOM IIMPUHON IMOJIOCHI NMPOMYCKaHUs, HAIpUMEp, KOraa
BCE MOPTHI UMEIOT mHpuHy nporryckanus 10 M6/c nimu 100 M6/c.

ACUMMETPUYHBIA KOMMYTATOp OOECIEUYNBAET KOMMYTHPYEMbIE COEAMHEHUS
MEXAY NOpTaMH C PA3IMYHOM IIMPUHOM MOJOCHl MPOIYCKAaHUS, HAIpUMEpP, B
ciiyyasix KOMOMHAlMM TOPTOB C MIMPUHOW mojockl mporyckanusd 10 M6/c u 100
M6/c nimu 100 M6/c u 1000 M6/c.

AcuMMeTpuyHas KOMMYTAllMsl HCIIOJIb3YeTCS B Clydae HaJIuyus OOJIbIINX
CETEBbIX IOTOKOB THIIA KIMEHT-CEPBEP, KOIJa MHOTOUYMCIIECHHBIE IOJIb30BATENN
oOMeHuBalOTCs MH(pOpMaLueld ¢ CepBEPOM OIHOBPEMEHHO, 4TO TpeOyeT Oonbluei
IMIMPUHBl TIPOMYCKaHMs JUIsl TOTO MOpTa KOMMYTaTopa, K KOTOPOMY IOACOEAUHEH
cepBep, C LENbI0 NMPEIOTBPALEHUS NEPENOIHEHHs Ha 3ToM nopTe. i Toro, yToOs!
HanpaBUTh MOTOK JaHHBIX ¢ mopra 100 M6/c ma mopr 10 M6/c 6e3 omacHocTH
NEPETOIHEHUSI Ha MOCIIEAHEM, aCHMMETPUYHBIM KOMMYTaTOp AOJKEH UMETh Oydep
namsTH.

ACHUMMETPUYHBIA KOMMYTATOp TakXe HEoOXOAMM i oOecreueHHus: Oojblein
IIMPUHBI MOJIOCHI MPOIYCKAaHUS KAHAJIOB MEXAY KOMMYTaTOpaMU, OCYLIECTBISEMbIX
yepe3 BEpPTUKAJIbHBIE KpPOCC-COCAMHEHMSI WJIM KAaHAJIOB MEXIY CErMEHTaMu
maructpanu [1].

bydep namsaTu

JJisi BpEMEHHOTO XpaHEHUsl TAKETOB U MOCJEAYIONIEeH UX OTHPABKU MO HYKHOMY
aZpecy KOMMYTaTop MOXET UCIOJb30BaTh Oydepusanuio. bydepusanus MmoxeT ObITh
TaK)ke MCIOJIb30BaHa B TOM CiIy4ae, Korja MmopT MyHKTa Ha3HaueHus 3aHAT. bydepom
Ha3bIBaeTCAd 00JacTh MaMsITH, B KOTOPOH KOMMYTAaTOp XpaHHUT TIepeiaBacMbie
JTaHHBIE.

Bydep mamsaTin MOXET MCTIONB30BaTh JBAa METOJAa XPAaHEHUS U OTIPABKU MAKETOB
— Oydepuzanus no mopram u Oydepusamnus ¢ oomei nmamsteio. [Ipu Oydhepuzamnmm
MO MOpTaM, MAKeThl XPAHATCS B ouepeasix (queue), KOTOpbie CBSI3aHbl C OTACIbHBIMU
BXOJHBIMU mopTamH. [TakeT nepenaercs Ha BHIXOAHOM MOPT TOJIBKO TOTJIA, KOT/Ia BCE
MaKeThl, HAXOAUBIIUECS BIEPEIU HEro B ouepeau, ObUIM yCHenHo nepenansl. [Ipu
3TOM BO3MOXKHA CHUTyallus, KOIJa OAMH MaKeT 3aJep’KUBAET BCIO O4YEpelb H3-3a
3aHSATOCTH MOPTA €ro IMyHKTAa Ha3HaYeHUs. JTa 3aJepiKKa MOXKET MPOUCXOAUTH Jaxe
B TOM CJIy4ae, KOT/Ia OCTaJIbHbIE MAKEThl MOTYT OBIThH MEepeAaHbl HA OTKPBIThIE TOPTHI
UX IyHKTOB HAa3HAYCHUSI.

[Ipu Oydepuzannu B oO0IIeH MaMaTH, BCE MAKEThl XpaHATCA B oOmieMm Oydepe
NaMsITH, KOTOPBIA UCIIOJIb3YETCsl BCEMU MOpTaMu KoMMmyTaTopa. KonnuecTBo naMsary,
OTBOAMMOM TIOPTY, OIpeaensercs TpeOyemMbIM eMy KOJMYEeCTBOM. Takoi Meton
HA3bIBACTCA JWHAMUYECKUM pacmpezencaueM Oydeproit mamstu. I[locme storo



MaKeThl, HaXOAWBIIHECS B Oydepe NMMHAMHYECKU PACTIPEACIISIOTCS IO BBIXOIHBIM
mopTaM. DTO TIO3BOJISET MOTYYUTh TTAKET Ha OJJHOM IOPTE U OTIPABUTH €TO C IPYTOro
1opTa, HEe yCTaHABIMBAs €T0 B OUEPEeb.

KommyTtarop mojjiepkuBaeT KapTy IOPTOB, B KOTOpbIE TPEOYEeTCS OTIPABUTH
nakeThl. O4nCTKa ATON KapThl MPOUCXOAUT TOJBKO MOCIE TOTO, KaK MakKeT YCIEITHO
OTITpaBIICH.

[Tockonbky mamsaATh Oydepa sBisieTcss OOIIeH, pa3Mep MakeTa OrpaHUYUBACTCS
BCEeM pazmepoM Oydepa, a He T0JIei MpeqHa3HAYeHHOM JJ11 KOHKPETHOTO MopTa. ITO
03HAYAET, YTO KPYITHBIE MAKETHI, MOTYT OBITh MIEPEAHbI C MEHBIIUMHU MOTEPSIMHU, YTO
0COOEHHO Ba)XXHO NPH aCUMMETPUYHON KOMMYTAIlMH, T. €. KOTJa MOPT C HMITUPUHOU
noJtockl mponyckanusi 100 M6/c momkeH oTmpasisaTh nakeTsl Ha mopt 10 M6/c [1].

[IpoBenenue padboThI

1. YcranoButs IP agpec mis «Pabouee mecto Nely.

1.1Ha pabouem crosie HaxkaTh kHOTIKY «Ilyck» — «Ilanenb ynpaBnenus» —
«CeTeBble MOJKITIOYEHUS.

1.2«IlenkHyTh» MpaBoil KHOMKOM MbIlK Ha «IloaKIt0YeHne Mo JIOKaIbHOW CETH»
u BbIOpaTh « CBOMCTBAY.

1.3Boigenuts «IIpotokon untepuera (TCP/IP)”, 3aTem HaxkaTh KHOTIKY
«CBoiicTBay.

1.4Bwi6pars «cnonb3oBars crnenyrommii [P - agpec». Beectu aapec 192.168.0.1.
B none «Macka nogcetn» BBectr 255.255.255.0.

1.5Haxatp «OK».

1.6Haxats «OK». JIjis1 ycTaHOBKH ajipeca KOMIBbIOTEPY MOXKET MOTPeOOBATHCS
HECKOJIbKO MUHYT. [Ipy 3TOM mocneaHee OKHO MOXKET «IOBUCHYTh» Ha 3TO
BpEMSI.

1.7T1ocne Toro Kak nocieaHee OKHO 3aKpoeTcst HacTpoiika [P — agpeca
3aBepIlCHA.

2. YcranoButs IP aapec mis «Pabouee mecto Ne2y.

2.1Ha pabouem ctone Haxkath KHOTKY «Ilyck» — «llanens ynpaBneHus» —
«CeTteBble OJKIIOUCHHUS.

2.2«I1lenkHyTh» MpaBOi KHOMKOM MbIlK Ha «[loakIt0ueHue Mo JIOKaIbHOM CEeTH»
u BbIOpaTh « CBOMCTBAY.

2.3Boigenuts «lIporokon unrepuera (TCP/IP)”, 3aTeM HaxaTh KHOMKY
«CaoiicTBay.

2.4Bri6pats «Mcnonb3oBars cienyromuii [P - anpec». Beectu angpec 192.168.0.2.
B nmone «Macka nogcetn» BBecTH 255.255.255.0.

2.5Haxarb «OK».

2.6Haxatp «OK». JInst ycTaHOBKH ajjpeca KOMIIbIOTEPY MOXKET MOTpedOoBaThCS
HECKOJIBKO MUHYT. [Ipu 3TOM nocnenHee OKHO MOKET «IIOBUCHYThY» Ha 3TO
BpEMsI.

2.71Tocne TOTO Kak mociieqHee OKHO 3aKkpoercs HacTpoiika [P — agpeca
3aBEpIICHA.



3. YcranoButs IP agpec mist «Pabouee mecto No3y.
3.1 Ha pabouem crosie Haxkath KHOTIKY «Ilyck» — «IlaHens ynpaBieHus» —
«CereBble OJIKITIOYEHUS.
3.2«lllenkHyTh» IpaBOil KHONKON MBI Ha «llonkinroueHne no JIOKaJIbHOW CET»
u BbIOpaTh « CBOMCTBAY.
3.3Boigenuts «IIporokon untepuera (TCP/IP)”, 3aTem HaxkaTh KHOIKY
«CBoiicTBay.
3.4Bni6pats «Mcnonb3oBare cienyromuii [P - anpec». BBectu ampec
192.168.0.10. B none «Macka noxcern» BBectr 255.255.255.0.
3.5Haxarb «OK».
3.6Haxatp «OK». /{15 ycTaHOBKH ajipeca KOMIIBIOTEPY MOXKET MOTPEOOBATHCS
HECKOJIbKO MUHYT. [Ipr 3TOM mocienHee OKHO MOKET «IIOBUCHYTh» Ha 3TO BpPEMS.
3.711ocme TOro Kak nociaeaHee OKHO 3aKpoercs HacTpoiika [P — aapeca
3aBepIleHa.

4. TlepeBectu «Pabouee mecto Nely B HOByIO rpynmy CLASS.
4.1 lllenkHyTh NMpaBOi KHOMIKOW MBIIIN Ha SIpJIbIKe « MO KOMITBIOTEPY, BBIOpaTh
«CBoiicTBay.
4.211epeiiTu Ha BKIagky «VMs KoMIIbIOTEpa», HAKATh KHONIKY «VI3MEHUTHY.
4.3B none «Pabouas rpymnmay», BBectr uMms padoueit rpynmnsl CLASS.
4.4Haxatp kHONKY «OK».
4.5Haxarp kHONKy «OK».

5. IlepeBectu «Pabouee mecto Ne2y B HoByto rpynmy CLASS.
4.1 llenkHyTh MpaBOil KHOMIKOW MBIIIH Ha Apiblke « Mol KOMIBIOTEP), BEIOPAThH
«CBOICTBaY.
4.211epeiitu Ha BKIaaky «/Ms KoMIIbrOTEpa», HAKATH KHONIKY «VI3MEHUTHY.
4.3B none «Pabouas rpynmna», BBectr uMms padoueit rpynnsl CLASS.
4 .4Haxartb kHOTIKY «OK».
4.5Haxatp kHonKy «OK».

6. [lepeBectu «Pabouee mecto Ne3y» B HoByto Tpynmy CLASS.
4.1 lllenkHyTh MTPaBOI KHOTIKOW MBIIIH HA ApibIKe «MOW KOMITBIOTEP), BEIOPATH
«CBoMCTBaY.
4.211epenTn Ha BKnaaky «/ms koMIbroTepa», HaKaTh KHONKY «/3MEeHUTDY.
4.3B none «Pabouas rpynmna», BBectu ums padoueit rpynnsl CLASS.
4.4Haxatp kHONKY «OK».
4.5Haxatp kHOnKy «OK».

7. [loakmounTh paboure MecTa B €IMHYIO CETh.
7.1 Vicnionp3ys naTykopl, COEAUHUT 08eHaoyamulil IOPT MaT4-IaHeNH,
PacoIOKEHHOM TOPU30HTANILHO Ha paboueM mecte Nel u mpemuii mopt nard-
nanenu No2, pacroyiokeHHOW Ha paboueM Mecte No2.
7.2Wcnionb3ys MaT4Kop/, COSAMHUTD 08eHA0yampiii IOPT NaTU-TaHeH,
PaCIONIOKEHHOM TOPU30HTANIBHO Ha paboueM Mecte No2 u uemeepmuwiii IOPT MaTU-
nanenu Ne2.



7.3Vcnionib3ys MaTykop/l, COEAUHUTD 08eHadyamuvlli IOPT MaTy-TaHeNH,
PacIoNOKEHHON TOPU3OHTANIBHO Ha paboueM mecte Noe3 u nsamublti TOPT NaTy-
nanenu Ne2, pacnosiokeHHOU Ha paboueM mecte No2.

8. [IpoBepsiem coenrHeHue Ha paboyem MecTe Nel.
8.1 Ha pabouem crone Haxxath kHONIKY «Ilyck» — «BBITTOIHUTEY.
8.2B nosiBuBIIEMcst OKHE, B mojie «OTKpBIThY», BBeCcTH «cmdy». Haxkare «Entery.
8.3B xomanaHoOM cTpoke BBecTu «ping 192.168.0.2». Haxars «Enter».
8.4I1poBepuTh HAIMYKE COCTUHEHMUSI.
8.3B xomanaHo# cTpoke BBecTH «ping 192.168.0.10». Haxars «Enter».
8.41IpoBepuTh HaNTUUME COCTUHEHHS.

9. IIpoBepsiem coenrHeHue Ha paboueM mecte Ne2.
9.1 Ha paGouem crone Haxath KHOMIKY «Ilyck» — «BBIIOTHUTHY.
9.2B nosiBuBIIEMCS OKHE, B ojie «OTKpbIThY», BBeCTU «cmdy». Haxkars «Enter».
9.3B xomanaHOM cTpoke BBecTH «ping 192.168.0.1». Haxats «Entery.
9.41TpoBepUTh HATUUKE COCTUHEHHUS.
9.3B xomanaHOM cTpoke BBecTH «ping 192.168.0.10». Haxxars «Enter».
9.41TpoBepUTh HAJTUUKE COCTUHEHUS.

10. IIpoBepsieMm coenuHenne Ha pabouem mecte No3.
10.1 Ha paGouem crosne Haxath KHONKY «Ilyck» — «BBINONIHUTEY.
10.2 B nosiBuBIIemcs okue, B osie «OTKpeITH», BBecTH «cmd». Haxats «Entery.
10.3 B xomaHHO# cTpoke BBecTH «ping 192.168.0.1». Haxatp «Enter».
10.4 IIpoBepuTh HANTMYKUE COCTUHEHUS.
10.3 B xomanHO# cTpoke BBecTH «ping 192.168.0.2». Haxatp «Enter».
10.4 IIpoBepuTh HATMYUE COCTUHEHUS.

11. BeiBoa: 13 nynktoB 8,9,10 BUAHO, 4TO HAM yIaJIOCh COSTMHUThL TPU PabOIMX
MecCTa B €IJUHYIO CETh, HCIIOJIb3Ysl KOMMYTATOp.

KoHTposbHbBIE BONIPOCHI
Yo Takoe ceTeBO KOMMYTAaTOp WM CBUTY
[Tpunaumn paboTsl KOMMYyTAaTOpA.
Onumure, Kak CTPOUTCS TaOIMIIa KOMMYTaIHH
OnummTe peKuM KOMMYTALIMH C IPOMEKYTOUYHBIM XpaHEHUEM
OnumunTre CKBO3HOM PEKUM KOMMYTAIIUU
Onummte 6echparMeHTHBIN peKUM KOMMYTALIMH
Paznuuue mexay CMMMETPUYHOU U aCUMMETPUYHOU KOMMYTaILIUEH.
Korna ucnonb3yercst accumeTpuyHas KOMYTalus
. Onumure, Kak ucnosb3yercs Oydep naMsaTu Ipu KOMMYTaIUU
10 Oxapakrepusyiite OypepHu3anuuio 1mo nopram
11.Oxapaktepu3yiite Oydepusamuio B o01Iel maMsaTu

O 0N LR W

IIpakTuueckas padora Ned



Tema: [loagatue cereBont mosienu. CereBasg moueirb OSI.
Hean : [ToctpouTh GeCPOBOAHYIO JTOKAIBHYIO CETh, HCTIONB3YS JIBE TOUKH JOCTYTIA.
Teopernueckue 0OCHOBBI

becnipoBomnass Touka goctyna (aHmi. Wireless Access Point, WAP) —
YCTPOMCTBO AJIsi 00BbETMHEHUS KOMITBIOTEPOB B €IMHYIO O€CIIPOBOAHYO ceTh [1].

Hcnonb3zoBanue

Yaie Bcero 6ecrpoBOAHBIE TOUKH JOCTYIAa UCHOIB3YIOTCS AJIs MPEIOCTaBICHUS
J0CTyna MOOWJIBHBIM YCTPOHCTBaM (HOYTOYKH, MPUHTEPbl U J.) K CTAallMOHAPHOU
JIOKAJIbHOM CETH.

Taxke GecipoBOIHBIE TOYKU TOCTYINA YacTO HCHOIB3YIOTCS JAJSl CO3[aHUs TaK
HA3bIBAEMBIX «TOPSIYMX TOYEK» — o0O0JacTeil, B IMpenenax KOTOPBIX KIUEHTY
IpeoCTaBIsAeTCA, KaK MpaBuiio, OecruiaTHbll qocTyn K cetd MHtepHeT. OObIYHO
TaKMe TOYKM HaXOJITCAd B OMOMMOTEKaxX, aj’pornoprax, YIMYHBIX Kade KpPYIHBIX
TOPOJIOB.

B nocnennee Bpemsi HaOnronaercss MOBBIINIEHHE HWHTEpeca K OECHpOBOIHBIM
TOYKaM JOCTyla MpU CO3JaHUM JOMAIHUX ceTel. s co3maHus Takol CEeTU B
npeaesiax OAHOW KBapTHPbl JTOCTATOYHO OJAHOW TOYKHM AOCTyma. BO3MOXHO, 3TOro
Oy/leT OCTaTOYHO JJIsi BKJIIOUEHUS B CEThb M COCEAeW mpuieraroumx keaptup. s
BKJIFOUEHUS B CETh KBApTUPBI 4Y€pe3 OJHY, ONpeAesieHHO, MoTpelyercs emé oaHa
TOYKAa JIOCTyIa, KOTOpas OyAeT CIy)KUTb PETPAHCIATOPOM CHUTHaja, OCJIa0eBIIETO
BCJICJICTBHE MPOXOXKICHUS YEPE3 HECYILYIO CTeHY [1].

Koncrpyknus
DTO yYCTPOWCTBO BO MHOIOM aHAJIOTWYHO KIMEHTCKOMY azgantepy. Kak wu

NOCJIEIHUNA, OHO COCTOMT U3 MNPUEMOIEPENATUYMKA U  HHTErPUPOBAHHOTO
UHTEPPENUCHOr0 Yuma, HO HaAeNIeHO OOJIbIIMM KOJMYECTBOM MHTEIIEKTYalbHbIX
byHKIUH U O60siee CI0KHOMN 3NIEKTPOHUKOM.

KOHCTPYKTHBHO TOUYKM JOCTYNa MOTYT OBITh BBIIOJIHEHBl KakK JUIsl Hapy>KHOI'O
UCTOJIb30BaHMsl (3AIUIIEHHBIN OT BO3IEUCTBUIN BHEIIHENW Cpelbl BAPUAHT), TaK U JJIs
WCIIOJI30BAHMSL BHYTPHU JEJIOBBIX M JKWIBIX IOMEIIEHHHA. Takke CyIIeCTBYIOT
YCTPOMCTBA,  NpPEIHAa3HAYEHHBIE  JUIsl  MPOMBIIUIEHHOTO  HWCIIOJIb30BAHMS,
YUUTHIBAIOIINE CHIEU(PUKY POU3BOJICTBA.

Yro kacaercss (PyHKIMOHAIBHOCTH, Y Pa3IUYHBIX TOUEK JOCTYNa OHA MOXET
CYILLIECTBEHHO Pa3HUTHCS, MHOT/A MPEAOCTABIISAS CPEACTBA TUArHOCTUKUA U KOHTPOJIA
CeTH, YNAJEHHOW HACTPOWKM W YCTpaHEHMs HeucnpaBHocTed. Kpome Ttoro, B
HocJe/lHee BpeMs MOSBUIMCh TOYKH JIOCTyNa, IIO3BOJISIOIINE MPOU3BOAUTH
MHOTOIOJIb30BaTENbCKUN 00MeH (hailylaMu (MX TPAHCIISLINIO), MUHYS CEpPBEp.

Ha xonenr 2009 MO>KHO TOBOPUTH O pacTyIlle MOMYISIPHOCTH KOMOMHUPOBAHHBIX
YCTPONCTB, HHTETPUPYIOLIUX B ceOe (QPYyHKIMU COOCTBEHHO OECIPOBOAHOTO CETEBOTO
ananrepa (IJ1aThl, KapThl, KOHTPOJIJIEPA), MapUIPyTU3aTOpa U, HAIPUMEp, KaOEITBbHOTO
Mojema [1].



IIpumeneHune

Touku qOCTyIna MpU3BaHbl BHIMOIHATE CaMble pa3HOO0Opa3Hble (DYHKUIWHU, KaK IS
NOJKIIIOYEHUSI TPYIIBl  KOMIBIOTEPOB (KaxAbld € OECHpPOBOIHBIM CETEBBIM
ajantepoM) B camocTtosiTenbHble cetu (pexkuM Ad-hoc), Tak W s BBIOJHEHUS
(GYHKIIMKM MOCTa MEXAy OeCIpPOBOAHBIMU M KaOEIbHBIMH YYacTKaMU CETU (peKuM
Infrastructure).

Jlns pexxuma Ad-hoc MakcMMaabHO BO3MOXKHOE KOJIMYECTBO cTaHIuii — 256. B
Infrastructure-pexxume pomyctumo a0 2048 OecnpoBomnbix y3imoB. Ha mpakrtuke,
OJIHa TOYKa JOCTYyMa MOXKET 00CIIy>KUBaTh He OoJiee 15 KIMEeHTOB OTHOBPEMEHHO.

Crnenyer yuuThIBaTh, YTO TOYKA JOCTyHa — 3TO OOBIYHBINA KOHIEHTpatop. [lpu
HECKOJIBKMX MOJKIIOYEHUSAX K OJHOM TOYKE IO0Joca MPOMYCKaHWs [JEIUTCS Ha
KOJINYECTBO IOAKIIOYEHHBIX IIOJb30BaTelIe. TeopeTnyeckn OrpaHudeHul Ha
KOJIMYECTBO MOJKIIIOYEHUN HET, HO Ha IPAKTUKE CTOMT OTPAHUUYMUTHCS, UCXONAS U3
MUHUMAaJIbLHO HEOOXOUMOM CKOPOCTH Mepeaun JaHHBIX JJI KaKI0TO MOJIb30BaTEs.

C mnoMomipl0 TOYKM JOCTYNAa MOXHO JIETKO OpraHu30BaTh POYMHUHI IpHU
nepeMelIeH MOOUIIbHOTO KOMITbIOTEpa MOJIb30BaTelsl B 30HE OXBaTa OOJIbIIeH, ueM
30Ha OXBara OJHOM TOYKU JOCTYIA, OPraHMW30BaB «COTHD» K3 HECKOJbKHX TOUEK
JIOCTyIa U 00ECIEUrB MEPEKPHITHE UX 30H JAeUCTBUS. B aToM ciydae HEoOXoaumo
obOecrieuynTh, YTOOBI B TMPEANONAraéMod 30HE TMEpeMENIeHUs MOOMIBHOTO
MOJIb30BaTENsl BCE TOYKU JIOCTYNa M MOOUJIbHBIE KOMIIBIOTEPHI MMEIU OJMHAKOBBIC
HACTPOWKH (HOMEpa KaHAJIOB, UAeHTU(HUKATOPHI U 1p.) [1].

IIpumep npuMeHEHHs

Ecnu BaM TpeOyeTcst He TOJIBKO 00BEAUHUTH KOMIBIOTEPHI B OECIIPOBOAHYIO CETH,
HO U COEJUHUTH ATOT CETMEHT CETU C MPOBOJHBIM, TO CaMbI MPOCTOM CIOCOO —
YCTaHOBKA TaK Ha3bIBAEMOU «TOUYKH JOCTymnay. [Ipyu ucroib30BaHUM TOYKH JOCTYTIA,
BBl (PAKTUYECKU HMEETE BBIJICJICHHOE CETEBOE YCTPOMCTBO, paboTa KOTOPOTO HE
3aBUCUT HU OT 3arpykeHHocTH Japyrux [1K, Hu oT ux xoHduUrypamuu, 4ro sSBIseTCs
HECOMHEHHBIM IUTIOCOM. Bam He mnpunaércs BBIMOIHATh HACTPOMKH CIIOKHOTO
nporpaMMHOTO0 OOECTIEUEeHHsS, WM OIlacarbCs, YTO KOMIBIOTEP OKaXKETCsS B
OouepeHON pa3 BHIKIIFOUCHHBIM, a HEOOX0IMMasl Ciry»k0a He OyneT 3amyiieHa [1].

CrannapTsl
CaMbIMH TIOMYNSAPHBIMU CTaHJIApPTaMU JJIsi TOueK Joctymna siBisiorcs Wi-Fi

(802.11a/b/g/n) u Bluetooth. B Texnomoruu Bluetooth cymiecTByeT crenuanbHbIN
npoduias PAN (Personal Area Network) mist atux nesneit [1].

IIpoBenenue padoTsI

1. HactpouTth OecrpoBOIHYIO TOUKY JIOCTyNa Ha pabodem mecte Nel.
1.1Ucnonb3ys naTykop, COEAMHUTD 08eHadyamyiii IOPT NaTy-MaHeH,
PacnoiOKEHHOM TOpU30HTANIBLHO Ha paboueM Mecte Nel u emopoii mopt naTd-
nanenu Nel.
1.2¥VcranoButs IP -anpec 11K 192.168.0.1.

2.7.1.  Ha paboyem ctone Haxxkath KHOTIKY «Ilyck» — «Ilanens
yrpaBieHus» — «CeTeBbIe MOKITIOUCHUS.



2.7.2. «IlenkHyTh» MpaBoil KHONKOM MbIK Ha «llonktoueHue no

JIOKaJILHOM ceT» U BbIOpaTh « CBONCTBAY.

2.7.3.  Bwigenuts «IIpotokon untepuera (TCP/IP)”, 3arem Haxkath

KHOTIKY « CBOMCTBa».

2.7.4. BriOpats «Mcnionb3oBats ciaeayromniuit I[P - agpecy». BBectu aapec

192.168.0.1. B mone «Macka nojcetu» BBecTd 255.255.255.0.

2.7.5. Haxars «OK».

2.7.6.  Haxarb «OK». [Ins ycTaHOBKH aJpeca KOMIBIOTEPY MOXKET
noTpeOdoBaThCsl HECKOIBKO MUHYT. [Ipu 3TOM mocnegHee OKHO MOXKET

«(IIOBHUCHYTb» HA 3TO BPCMHL.

[Tocne Toro kak nocieHee OKHO 3aKkpoeTca HacTporka [P — agpeca

3aBepIleHa.

1.3Ha pabouem ctone Haxxatb KHONKY «Ilyck» — «Internet Explorer».
1.4B crpoke «Anpec» BBecTu: «192.168.0.50» u Haxatp «Enter».

1.5B oxne «Iloaximouenue k 192.168.0.50», BBecTn M mmoab3oBaTels «adminy,

nosie «Ilaponb» - ocraButh nycthiM. Haxate «Entery.
1.6Ha 3arpy3uBiieiicst cTpaHuile BIOpaTh KHOTIKY « Wirelessy.
1.7BBICTaBUTh HACTPONKH COTTIACHO TadmwuIle 1:

Tabmuma 1.
Ha3zBanue 3HayeHue
Mode Access Point
Wireless Network Name DWL-2100AP
Authentication WPA-PSK
Pass Phrase 123456789

1.8Haxatp «Apply». [lonoxnars 30 cekyH.

1.9B oxkne «Ilopkmrouenue k 192.168.0.50», BBecTH UM 1Oab30BaTenst «adminy,

niosie «Ilaposb» - ocraButh nmycthiM. Haxare «Enter».

1. Ha 3arpy3uBmieiics ctpanuiie BbIOpaTh KHOMKY « LANY.
1.11 BricTaBUTh HACTPOMKH COITacHO Tabuuie 2:
Tabnura 2.
Ha3Banue 3HaueHue

Get [P From Static
[P Adress 192.168.0.55
Subnet Mask 255.255.255.0
Default Gateway 192.168.0.1

1.12 Haxars «Apply». [lonoxxnars 30 cexkyH.
1.13 Touka HacTpoeHna.

2. Hactpouts 6ecipoBOIHYIO TOUKY AOCTyNa Ha paboueM mecte No2.



2.1 cnonb3ys MaTykopa, COEAMHUTb 08eHaoyamylii NOPT NaTY-MaHENH,
PacIoNIoKEHHON TOPU3OHTANIBHO Ha paboueM mecte No2 u emopoti mopT nary-
nanenu Ne2.
2.2¥cranoButs [P -anpec 11K 192.168.0.2.
1.2.1 Ha pabouem croine Haxath KHOTIKY «[lyck» — «Ilanens
ynpasieHus» — «CeTeBble MOAKIIOUEHUS.
1.2.2 «IlenkHyTh» NMpaBoil KHONKOM MbIlK Ha «llonkmtoueHue no
JIOKAJIBHOM ceT» U BBIOpaTh « CBOMCTBAY.
1.2.3 Boeinenuts «IIporokon uarepuera (TCP/IP)”, 3arem HaxkaTh
KHONIKY «CBOMCTBa».
1.2.4 Bri6pats «Mcnonb3oBars cienyromuii [P - anpec». BBectn ampec
192.168.0.2. B none «Macka noacerm» BBectr 255.255.255.0.
1.2.5 Haxatp «OK».
1.2.6 Haxarp «OK». [Ins ycTaHOBKM agpeca KOMIIBIOTEPY MOXKET
noTpeboBaThCs HECKOIBKO MUHYT. [Ipu 3TOM nociegHee OKHO MOXKET
«TIOBUCHYThH» Ha 3TO BPEMHI.
[Tocne Toro xak nocienHee OKHO 3akpoeTcs HacTporka [P — agpeca
3aBeplIcHA.
2.3Ha pabouem ctone Haxkath KHOTIKY «Ilyck» — «Internet Explorer».
2.4B ctpoke «Anpec» BBecTu: «192.168.0.50» u Haxath «Entery.
2.5B okne «Ilonkmrouenue k 192.168.0.50», BBecTH UM MOJIb30BaTeId «adminy,
nosie «Ilaposnb» - octaBuThk mycTeiM. Haxars «Enter».
2.6Ha 3arpys3uBiieiics ctpanuiie BoIOpaTh KHOMKY « Wireless.
2.7BpICTaBUTh HACTPOMKH COITIACHO Ta0nuIe 3:

Tabmuna 3.
Ha3zBanmue 3HayeHue
Mode Wireless Client
Authentication WPA-PSK
Pass Phrase 123456789

2.8Haxatp «Apply». [Tonoxnats 30 cekyH.
2.9B okne «Ilonkmrouenue k 192.168.0.50», BBecTH UM MMoOJIb30BaTeias «adminy,
noisie «Ilaponb» - octaBuTh mycTeiM. Haxars «Enter».

2.10 Ha 3arpysuBiieiicst crpanuiie BoIOpaTh KHOTIKY « Wirelessy.

2.11 Haxarp kHODIKY «Scany. Jl0KAaTbCs NOSIBIEHUS TOCTYIIHBIX CETEN.
2.12 W3 nosiBuBIIErocst CIMCKa, BEIOPATh TOUKY J10cTyna ¢ uMeHeM DWL-
2100AP.

2.13 Haxxats «Apply». [logoxaars 30 cekyH.

3. [IpoBepsiem coenuHeHue Ha paboueM mecte Nel.
3.1 Ha pabouem crone Haxxath kHONIKY «Ilyck» — «BBITIOIHUTEY.
3.2B nosiBuBIIEMCS OKHE, B TI0JIe «OTKpBITHY, BBeCcTH «cmd». Haxkars «Entery.
3.3B xomanHO# cTpoke BBecTH «ping 192.168.0.2». Haxars «Enter».
3.41TpoBepuTh HATUYHE COCTUHEHHUS.



4. IIpoBepsieM coequHeHue Ha padboueMm mecte No2.
4.1 Ha paGouewm crone Haxkath KHOTIKY «Ilyck» — «BBIIOTHUTHY.
4.2B nosiBuBLIEMCS OKHE, B TI0JIe «OTKpBITH», BBecTH «cmd». Haxars «Enter».
4.3B xomaHIHOM cTpoke BBecTu «ping 192.168.0.1». Haxxars «Enter».
4.4TTIpoBepUTh HAIMYKUE COCTUHECHUS.

5. BeiBox: Y3 myHKTOB 3 M 4 clieyeT, 9TO HaM yajJ0Ch MMOCTPOUTH OECIPOBOAHYIO
JIOKAJIbHYIO CETh, UCIIOJIb3Ys JBE TOUKHU IOCTYIIA.

KOHTpOJILHLIe BOIIPOCHI

JI71s1 4ero ucnosib3yroT OECIPOBOIHBIE TOUKH JT0CTYyIIa?

KoHcTpyKTHBHOE UCTIOJIHEHUE O€CITPOBOHBIX TOUYEK JOCTYyNa

OcHoBHBIE PYHKIIUU OECTPOBOAHBIX TOUEK JOCTYyIIA

JIBa pexuMa UCTOIb30BaHus OECIIPOBOAHBIX TOUEK JTOCTYyIIA

Kak o6ecriedynTs pOyMUHT C UCIIOJIb30BaHUEM OECIPOBOIHBIX TOUEK JOCTYIa
Onumure craHAapThl OECIPOBOIHON CBSI3H.

AN I

IIpakTnueckas padora NeS
Tema: Anpecanus B CETAX.

Hean: [lomyunTs mpeacTaBIeHUE U HABBIKU KPOCCIUIAT(OPMEHHBIM IIPOTrPaMMHBIM
o0OecrieueHuEM

Teopernyeckue 0CHOBbI

[IpunT-CEpBEp - H3TO YCTPOWCTBO, IMO3BOJSIOLIEE TPyNIlEe MOJb30BaTEICH
MIPOBOIHBIX M OECIPOBOIHBIX CETEH COBMECTHO MCIOJIb30BATh MPUHTED JIOMA WU B
odpuce. Mmeer BoicokockopocTHOoi mopt USB 2.0, LPT mwmu COM moptel s
nofkiroueHus: mpuHTepa. Kak mpasuno, ocHameno untepdeiicom 10/100BASE
Ethernet u yacTo - BBICOKOCKOpPOCTHBIM UHTep(deiicom 6ecripoBoaHbIx ceTeit 802.11g.
[Topnep>kuBasi MHOXKECTBO CETEBBIX OINEPAIMOHHBIX CUCTEM, MPUJIAET BBICOKHUI
YPOBEHb THOKOCTH U TPOU3BOAUTEIHLHOCTH Mpolieccy mevaru [1].

Kak mnpaBwiio, MOAKIIOUEHUE K JIOKAIBHON CETHM OCYLIECTBISETCS 4Yepe3 MOPT
10/100M6ut/c Fast Ethernet, KOTOpbIii aBTOMaTH4YECKU OMPEIEIISIET CKOPOCTh CETH U
UCIIOJIb3YSl aBTOCOIVIACOBAaHUE, YCTAHABIMBAET HAWOOJBIIYI0 BO3MOXKHYIO CKOPOCTb
nepenayd. OTOT TOPT  MOAJAEPKUBAET  aBTOHACTPOWKY HA  MOJISIPHOCTH
noakaroyaemoro kaoeirss MDI/MDIX, uTo 1o3BosieT UCIIOJIb30BaTh OAUH THUII KaOes
JUTSl IOAKJTIOYEHUS K YCTpOMCTBaM ceTh. [IpuHT-cepBep MOXKHO JIETKO MOJKIIFOUUTH K
KOHIEHTPATOPy WJIM KOMMYTATOpPy C MOMOIIbIO MaTY-KOpAa Ha BUTOM mape.

[IpoBenenue paboThI

1. YeranoButs IP agpec nis «Pabouee mecto No2y.



1.8Ha pabouem ctone Haxxatb KHOIKY «llyck» — «llanens ynpaBnenus» —
«CereBble OIKIIIOYEHUS.

1.9«I1lenkHyTh» MpaBoi KHONKOW MbIIHN Ha «[loaKItoueHne 1o JoKanbHOM ceT»
u BbIOpaTh « CBOMCTBAY.

1.10 Beigenuts «IIporokon untepuera (TCP/IP)”, 3aTemM Ha)kaTh KHOIKY
«CBoiicTBay.

1.11 Bsibpars «Mcnionb3oBars cneayromuii IP - anpec». BBectu anpec
192.168.0.2. B none «Macka noacetun» BBectu 255.255.255.0.

1.12 Haxatp «OK».

1.13  Haxare «OK». JIns1 ycTaHOBKY ajjpeca KOMITBIOTEPY MOXKET MOTPeOOBaTHCSA
HECKOJIbKO MUHYT. [Ipn 3TOM mocieiHee OKHO MOKET «IIOBUCHYTBH» Ha 3TO
BpeMsI.

1.14 Tlocne Toro kak MOCIENHEE OKHO 3akpoercs HacTporka [P — anpeca
3aBepIleHa.

2. Hactpouts npuHT-CcEpBED.
2.1Ha pa6odem ctosie HaxkaTh kHOMIKY «Ilyck» — «Internet Explorery.
2.2B ctpoke «Anpec» BBecTu: «192.168.0.10» u Haxats «Entery.
2.3Haxartp kHOTIKY «Systemy, nepeiitu Ha BkIaaky «Configurationy.
O3HakOMUThCA ¢ JOCTyNHbIMU napaMmeTrpamu. B none «Port Name» BBectn «DP-
301U».
2.4Haxarts «Apply». [Tonoxxnats 30 cekyH.
2.5Haxarp kHonky «Networky», nepeitu Ha Bkianky «Configurationy.
O3HaKOMUTKCA ¢ AOCTYNHBIMU napameTrpaMu. B nmone « Workgroup» BBecTH
«CLASS».
2.6Haxatb «Apply». [lonoxaars 30 cekyHI.

3. Hactpoiika Windows XP.

2. Ha pabouem crone Haxath kHonky «Ilyck» — «Ilanens ynpasieHus» —
«IIpunteps! u paxkce» — «YCTaHOBKA MPUHTEPAY.

3. Otkpoercs okHO «MacTep yCcTaHOBKM IPUHTEPOB», HAKATH «Jlaneey.

4. Bri6parh nmyHKT «JIoKanbHBIM NPUHTED, MOAKIIOUEHHBIN K ATOMY

KOMITBIOTEPY». YOCTUTHCS, YTO OTKIIIOUeHA (DYHKITUA « ABTOMAaTHYECKOE
ompesenenne u yctaHoBka mpuHTepa Plug and Play». Haxats «/lanee».

3. Bri06pars «Co3nats HOBBIN TOPT». B HUCHagaronemM MeHIo BbIOpaTh
«Standart TCP/IP Porty». Haxatb «/lameey.

6. Haxatp «/lanee».

7. B none «Mwms npuntepa nnu I[P — aapecy» ykazats «192.168.0.10». Nms

IOpTa 3aroJIHUTCS aBToMatuuecku. Haxare «/lanee». Jloxmarbcs nosisiieHus
CJICAYIOIIETO OKHA, ’TO MOXET 3aHATh HECKOJIbKO MUHYT.

8. Bri6pars «Ocoboey, HaxkaTh KHOTIKY «IlapameTpbi»

9. B kauectBe ncnonb3yeMoro mpoTokoia BeIOparh «mporokon LPRy, B momne
«wms ouepenn» BBecTu «DP-301U». Haxate «OK». Haxkars «Jlanee.

10. Haxatp kHONIKY «['0TOBOY.

11. B Tekyuiem okHe, U3 IOCTYITHOTO CIIHUCKA, BEIOpATh Ball npuHtep. Ecnu B
CITUCKE €r0 HET, BCTABUTh JUCK C MTPOTPAMMHBIM 00ECIIEYCHHEM MPUHTEPA,



Ha)XaTh KHOIIKY « YCTaHOBUTH ¢ 1ucka». Haxars «laneey.

12.  3aparb ums npuHTEpa, HaXxaTh «Jlanee».

13. BoiOparh, neyaraTh WK HET MIPOOHYIO CTpaHUILy, HAXKaTh «/lameey.
14. Tenepb npuHTEp U KOMIBIOTEP TOTOBBI JJIs1 CETEBOM neuatu. Haxars
KHOTIKY «['0TOBO®.

KoHTpo/bHbIE BONIPOCHI

1. Ha3nayeHnue npuHT-cepBepa.
2. Kak nogkirogaeTcsi IpUHT-CEpEBEP K CETH

IIpakTnueckas padora Ne6

Tema: MexcereBoe B3aUMOJIEHCTBHE.
Heab: Hactpouts mapmpytusarop st AocTyna B «Internet» u3 10KaIbHOM CETH.

MapmpyTu3aTop wivi poyTep, pyTep — CETeBO€ yCTPOWCTBO, HA OCHOBAHHUH
UH(OPMAIIMH O TOTIOJIOTHH CETH M ONIPENENEHHBIX MTPaBUJl, MPUHUMAIOIIEE PEIICHUS
0 MEPECHUIKE MAaKETOB CETEBOr0 YpoBHs (ypoBeHb 3 Moaenu OSI) mexnay
pPa3IMYHBIMU CETMEHTAMU CETH.

PaGotaet Ha Gosiee BEICOKOM YPOBHE, HEXEITN KOMMYTATOP M CETEBOM MOCT.

[puHimn paboTel
OOGBIYHO MapUIPYTU3ATOP MCIOIB3YET aJpec MOoJIydarelis, yKa3aHHbIN B MaKeTax

JTaHHBIX, W OMpeeNsieT Mo TallWIle MapUIpyTH3alUU MyTh, IO KOTOPOMY CJEIyeT
nepenath gaHHble. Ecnu B Tabmuile MapmipyTH3aluu AJs aJpeca HET OMUCAHHOTO
MapIpyTa, MakeT 0TOpachIBacTCsl.

CymiecTByIOT U JIpyTue CrocoObl OIMpeaesieHHs] MapuIpyTa MepechlIKU MaKeToB,
KOTJa, HampuMep, HCIONB3YeTCs aJpec OTIPABHUTENS, HCIONIb3yeMbIe MPOTOKOJBI
BEPXHUX YpOBHEH M Jpyras uHoOpMalus, CoJepkallascsi B 3arojoBKax MaKeTOB
ceTeBoro ypoBHs. Hepeako MapuipyTu3aTopbl MOTYT OCYIIECTBISATH TPAHCISALUIO
aJipecoB OTIPABUTENS U MOydyaTess, PUIBTPALNIO TPAH3UTHOTO MOTOKA JaHHBIX Ha
OCHOBE  OMNpEeAENEHHBIX  MpaBUJI  C  I[EIbl0  OTpaHHuYEHUs  JOCTyMa,
mdpoBaHue/ nemnppoBaHue NepeaaBaeMbIX JaHHBIX U T.10 [1].

Tabnuiia MapuIpyTu3aiuu
Tabnuma MapmpyTU3alud — COASPKHUT HWH(OpPMAIMIO, Ha OCHOBE KOTOPOM

MapHIpyTHU3aTOp IPUHUMAET pelleHrue O AalbHelIel nepechblike makeTon. Tabnuia
COCTOMT M3 HEKOTOPOro 4YHCJIa 3aluceid — MapuipyToB, B KaXIO0H M3 KOTOPHIX
COJICPIKUTCS aJI[pec CETH MOoJIydaress, aJipec CIEAYIOIIero y3iaa, KOTOPOMY CIlIEdyeT
nepenaBaTh MakeThl U HEKOTOPBIA BEC 3almMch — METpUKa. MeTpHuKu 3amucei B
Ta0JIMile WTPAlOT POJIb B BBIUMUCICHUU KpaTyaWIIMX MapuipyToB K pa3IdYHBIM
noiyyaressiM. B 3aBUCHMOCTM OT MOJAENIM MaplIpyTHU3aTopa U HCMIOJIb3YEMbIX
MPOTOKOJIOB ~ MapIIpyTHU3allii, B TaONHWIE MOXET COIEPKaThCsl HEKOTOpas
JOTIOTHUTEIIbHAS cITy>keOHast nadopmarus [1].
Tabnuia MapIpyTU3auu MOXKET COCTABIISATHCS IByMs CTIOCOOAMMU:



2. crarvyeckas MaplipyTh3auusi — KOIrJa 3aluch B TaOlMIEe BBOIATCS U
U3MEHSIOTCA Bpy4HYr0. Takoi crmoco0 TpeOyeT BMelaTelbcTBa aqMUHUCTPATOpPA
KaXKJIbI pa3, KOrga IPOUCXOAAT U3MEHEHHS B TONOJOTUMU ceTru. C Ipyrod CTOPOHHI,
OH SsBISIETCS HauOoJjee CTAaOWIbHBIM W TPeOyIOUMM MHUHHMYyMa amnmnaparHbIX
pECYpPCOB MapLIpyTHU3aTOpa Al 0OCITYKUBaHUSI TaOJINLIBIL.

3. AMHaMuYecKas MapLIpyTH3alusi — KOIAA 3alucu B TalOnuie OOHOBISIOTCS
ABTOMAaTUYECKH IIPU IIOMOILIU OJHOI'O WIM HECKOJIBKUX IPOTOKOJIOB MAPILIPYTU3ALUU
— RIP, OSPF, IGRP, EIGRP, IS-IS, BGP, u np. Kpome Toro, Mapuipytu3aTtop CTpouT
TaOMUIly ONTHUMAJIbHBIX IyTeH K CEeTIM Ha3HAUE€HUS Ha OCHOBE Pa3IUYHBIX
KpUTEpUEB — KOJUYECTBA IPOMEKYTOUHBIX Y3JIOB, MPOMYCKHONW CHOCOOHOCTHU
KaHAJIOB, 3aJIEPXKKH NEpEeaun JAaHHBIX U T. I1. Kpureprun BBIYMCIEHUS ONTUMAJIbHBIX
MapuIpyTOB 4Yallle BCEro 3aBUCAT OT MPOTOKOJIA MApIIPyTU3ALUH, a TAKKE 3a1AF0TCA
KOH(pUrypanuein mMapuipyTusaropa. Takoil cnoco0 MoCTpoeHus TabauIbl MO3BOJISIET
ABTOMATUYECKHU JEpKaTh TaOMUIly MapUIPyTU3alMM B AaKTyaJlbHOM COCTOSHHHM U
BBIYUCIIATh ONTUMAJIbHBIE MAapUIPYThl HA OCHOBE TEKYIIEH Tomosoruu cetu. OgHako
JUHAMHUYECKasl MapIIPYTH3alMs OKa3blBacT JOMNOJHUTEIbHYIO HArpy3kKy Ha
YCTpOICTBA, @ BEICOKAsi HECTAOMIIBHOCTh CETH MOYKET IIPUBOJIUTH K CUTYaALUsAM, KOTa
MapIIpyTU3aTOPbl HE YCIEBAIOT CUHXPOHU3UPOBATh CBOM TAOJIMIIbI, YTO MPUBOIUT K
IIPOTUBOPEYUBBIM CBEJCHUSAM O TOIOJIOTMU CETH B PA3JIUYHBIX €€ 4acTAX U IOTEpE
nepeaBaeMbIX JaHHBIX [1].

IIpumenenue
MapuipyTi3aTopsl TOMOTalOT yMEHBIIUTH 3arpy3Ky ceTd, Omaromaps eé

pa3lieNIeHUI0 Ha JIOMEHbl KOJUIM3UW WM MIHPOKOBEUIATENbHBIE JOMEHBI, a TaKkKe
onarogapsi (uIbTpallMu MakeToB. B OCHOBHOM HX MNPUMEHSIOT JJIsi OOBEAUHEHUS
ceTel pa3HbIX THUIIOB, 3a4aCTYH0 HECOBMECTHMBIX MO apXUTEKType U IMPOTOKOJIaM,
HampuMep i oObeauHeHusl JokalnbHbIX ceret Ethernet ' WAN-coenuneHui,
ucrnonp3ytomux npotokoiasl xDSL, PPP, ATM, Frame relay u 1. 1. Hepenko
MapIIpyTU3aTOP HMCHOJB3YyEeTCs JUIisl OOecledeHusl JOCTyla W3 JIOKAJTbHOM CeTH B
mio0anbHyl0 ceTb HWHTepHeT, ocymecTBisisi (QyHKIMH TpaHCISIUU aapecoB U
MEKCETEBOr0 KpaHa.

B kauectBe MapuipyTH3aropa MOXKET BBICTYNATh KaK CHEHUAIN3UPOBAHHOE
(ammmapaTHOE) yCTpOMCTBO (XapakTtepHble mpencraButenu Cisco, Juniper), Tak u
OOBIYHBIA KOMIIBIOTEP, BBIMTONHSIOMMN (yHKIMA Mapiipytuzaropa. CyimiecTByeT
HECKOJIBKO MaKeTOB MpPOrpaMMHOro oOecrieueHuss (B OOJIBIIMHCTBE CIydaeB Ha
ocHoBe sAapa Linux) ¢ mnomompr KoTOporo MoxHO mpeBparuth I[IK B
BBICOKOTIPOU3BOAUTEIIBHBIM M MHOTO(YHKIIMOHAIBHBIN MapUIpyTU3aTOp, HApPUMED

Quagga [1].
IIpoBenenue padoThI

1. YcranoButs IP agpec mist «Pabouee mecto No3y.
2.8Ha pabouem ctone Haxkath KHOTIKY «Ilyck» — «Ilanens ynpaBneHus» —
«CeTteBble OJKIFOUCHHUS.
2.9«IllenkHyTh» MpaBoi KHOMKOM MbIiK Ha «[loakITroueHne 1o JoKanbHOM ceT»
U BIOpaTh « CBOMCTBAY.



2.10 Beigenuts «IIporokon untepuera (TCP/IP)”, 3aTeM HaxkaTh KHOIIKY
«CBoiicTBay.

2.11 Beibpars «Mcnonb3oBath cienyromuii [P - anpecy. BBectu aapec
192.168.0.10. B mone «Macka rogcetn» BBecTH 255.255.255.0.

2.12 Haxatp «OK».

2.13 Haxarpe «OK». [Ins1 ycTaHOBKH ajjpeca KOMITbIOTEPY MOXKET MOTPeOOBaThCA
HECKOJIBKO MUHYT. [Tpu 3TOM nocinenHee OKHO MOKET «IIOBUCHYThY» Ha 3TO
BpeMsI.

2.14 Tlocne Toro kak MOcCIEQHEE OKHO 3akpoercsi Hactporika I[P — anpeca
3aBepIIcHa.

2. Hactpouts MapuipyTusarop.
2.1 cnonb3ys MaTykopa, COEANHUTb 08eHaoyamylii NOPT NaTY-MaHENH,
PacIooKEHHON TOPU3OHTANIBHO Ha paboueM mecte Ne3 u emopoti mopT nary-
naHenu Ne3.
2.2Ha pabodem ctosie HaxkaTh kKHOMKY «Ilyck» — «Internet Explorery.
2.3B cTpoke «Anpec» BBecTu: «192.168.0.1» u Haxate «Entery.
2.4B none «User Name» BBecTH «adminy, nosne «Password» - ocTaBUTB yCThIM,
B noJie «Bebow» BBeCTH CUMBOJIBI H300pakeHHbIE Ha KapTuHke. Haxars «Entery.
2.3Bsi0parh nepByto CTpoKy cieBa «Internet Setup». 310 MEHIO 1J11 HACTPOUKHU
MHTEpHET coeAruHeHus. JlocTynHbI 1Ba criocofa: uepe3 MacTep, UCIONb3ys
kHOTKY «Internet Connection Setup Wizard» wnu Bpyunyto - «Manual Internet
Connection Setup».
2.4HacTpouTh NOAKIIOYEHHUE K CETH «Internet» B 3aBUCHMOCTH OT BAIIETO
poBaiiiepa.
2.5B cronbue cneBa BeiOpaTh cTpoky « Wireless Setupy. Jliis HacTpoiiku
OecrnpoBOIHOM CETH NOCTYIHBI JIBa CIIOCO0A: aBTOMAaTUYECKH, YepPE3 KHOTKY
«Wireless Connection Setup Wizard» uinu Bpyunyto - «Manual Wireless
Connection Setupy.
2.6Haxartp kHomnky «Wireless Connection Setup Wizardy.
2.7THaxatb «Next».
2.8B ctpoke «Wireless Network Name (SSID)» BBectu «DIR-300». Boiopatsb
«Manually assign a network key». Haxarp «Nexty.
2.9 B none «Network key» BBectn «123456789». Haxarp «Next».

2.10 Haxartp «Savey. Jlok1aTbCsl OKa OKa NPUMEHSTCS HACTPOUKH U
IIepe3arpy3uTCs yCTPOUCTBO.
2.11 B oxHe nmpuBETCTBYSA BHOBb BBECTH JIOTHH U 3aIlIPAIIMBAEMbINA KOJ.

Haxate «Enter».

15. Cnesa B cronOue BoiOparh «LAN Setupy». 3arpy3urcs cTpanuiia, Ha
KOTOPOM MOYKHO YCTAaHOBUTBH HACTPOUKH JIJISI IIPOBOJHOM ceTu. [Ipu
HeoOxoauMocTu cMeHuTh [P — aapec ycrpoiicTa. [1o okoHUYaHUM HACTPOEK
HaXkaTh «Save Setting» /u1st TOro 4TOOBI MPUMEHUTH HOBBIC HACTPONKH, UITH
«Don't Save Setting» - 111 OTMEHBI U3MEHEHUH.

3. Hactpouth OGecripoBOHYIO TOUKY JOCTYyMA JIJIsi COENUHEHUS C MapIIPyTH3aTOPOM..
3.1/ cnonb3ys maTykop/l, COEAUHUTh 08eHadyamuvlti TOPT MaTy-IaHEeNH,



PacCIoNOXKEHHON TOPU3OHTANIBHO HA paboueM mecte No2 u emopoii mopT nary-
nanenu Ne2.
3.2¥VcranoButs IP -anpec I1K 192.168.0.2.
3.2.1 Ha paGouewm crone Haxath kHOTIKY «Ilyck» — «Ilanenn
ynpaBieHus» — «CeTeBble MOAKIIOUCHUS.
3.2.2 «IllenknyTh» mpaBo KHONKOW MbIK Ha «[loakroueHue no
JIOKQJIBHOU ceT» U BhIOpaTh « CBOMCTBAY.
323 Boeinenuts «IIporokon unrepuera (TCP/IP)”, 3arem HaxkaTh
KHOTIKY «CBOHCTBay.
324 Bri6pars «Mcnonb3oBars cienyromuii I[P - anpec». BBectu ampec
192.168.0.2. B none «Macka noacern» BBectr 255.255.255.0.
3.2.5 Haxatp «OK».
3.2.6 Haxarp «OK». [Ins ycTaHOBKM agpeca KOMIIBIOTEPY MOXKET
noTpeboBaThCs HECKOIBKO MUHYT. [Ipu 3TOM mocnegHee OKHO MOXKET
«TIOBUCHYTB)» Ha 3TO BpeMs.
[Tocne Toro kak nmocueaHee OKHO 3aKpoeTcs HacTporka [P — axgpeca
3aBeplIcHa.
3.3Ha pabouem ctose HaxaTh kKHONKY «Ilyck» — «Internet Explorery.
3.4B ctpoke «Axapec» BBecTH: «192.168.0.50» u Haxkats «Enter».
3.5B oxne «ITogkmouenue k 192.168.0.50», BBecTH M 1oab30Barens «adminy,
niosie «Ilaponb» - ocraButh mmycteiM. Haxare «Enter».
3.6Ha 3arpy3uBiieiicst cTpanuiie BoIOpaTh KHOTIKY « Wirelessy.
3.7BBICTaBUTH HACTPONKH COITIACHO TabiuIle 3:

Tabmuna 3.
Ha3zBanmue 3HayeHue
Mode Wireless Client
Authentication WPA-PSK
Pass Phrase 123456789

3.8Haxats «Apply». [lonoxxnats 30 cexyH.
3.9B oxne «Ilogkmrouenue k 192.168.0.50», BBecTH UM moab30Barels «adminy,
noisie «Ilaponb» - octaBuTh mycTeiM. Haxars «Enter».

3.10 Ha 3arpysuBiieiicst crpanuiie BoIOpaTh KHOTIKY « Wirelessy.

3.11 Haxarp kHODIKY «Scany. Jl0KAaTbCs NOSIBIEHUS TOCTYIIHBIX CETEN.
3.12 W3 nosiBuBIIErocst CucKa, BEIOpaTh 04Ky goctyna ¢ umeHem «DIR-
300».

3.13 Haxxats «Apply». [logoxaars 30 cekyH.

4. IlpoBepsieM coequHeHne Ha padbodyeMm mecte No2.
4.1 Ha pabouem crone Haxxath kHONIKY «Ilyck» — «BBITIOIHUTEY.
4.2B nosiBuBIIEMCsI OKHE, B 1tosie «OTKpBITEY, BBeCTH «cmdy». Haxats «Entery.
4.3B xomaniHOM cTpoke BBecTH «ping 192.168.0.10». Haxars «Enter».
4.41IpoBepUTh HAIMYKUE COCTUHECHUS.



5. [IpoBepsiem coennHeHue Ha padoueM mecte Ne3.
5.1 Ha paGouewm crone Haxkath KHOTIKY «Ilyck» — «BBIIOTHUTHY.
5.2B nosiBuBIIEMCS OKHE, B nojie «OTKpbIThY», BBeCTU «cmdy». Haxkars «Entery.
5.3B xomanaHo# cTpoke BBecTH «ping 192.168.0.2». Haxats «Entery.
5.41TpoBepUTh HAJTUUKE COCAUHEHHUS.

6. BeiBox: M3 myHKTOB 4 U 5 clielyeT, UTO HaM yJaJ0Ch COEUHUTh KOMITbIOTEPHI
yepes MapuipyTtusarop. [Ipu Hanuumum akTUBHOTO COEMHEHUS C ceThio «Internet» Ha
MapIIpyTH3aToOpe, TOCTYI B ceTh «Internet» OyeT BO3MOXKEH U3 JTOKATBHOU 1
OeCIpOBOJIHOM CETH.

KOHTpOJIbHLIe BOITPOCHI

Jls yero mpeaHa3zHayeH MaplipyTU3aTop?

[TpuniMn paboTel MapIIpyTH3ATOPA.

Jiist wero npumensiercs «Tabnuia MapupyTuzaum ?
Onuiunre cTaTHYeCcKy0 MapLIpyTH3ALHUI0

Onuiure TMHAMUYECKYI0 MapUIPyTU3ALUIO

[Tepeuncnute OCHOBHBIE TPOTOKOJIBI MAPUIPYyTHU3ALUN
Onuinre npuMEHEHNE MAPIIPYTH3AaTOPOB

JIOCTOMHCTBA U HEJIOCTATKU AMHAMUYECKOW MapIlIpyTU3AINI

A A e

Teopernyeckue 0CHOBbI

B Hacrosiiee Bpemst cpepa mpUMeHEHUs MHOTOIPOLIECCOPHBIX BHIYUCIUTENbHBIX
cucteM (MBC) HenpepbIBHO paclIMpseTCs, OXBaThIBask BCE HOBBIE 00JIACTU B CAMBIX
Pa3IMYHBIX OTPACHIAX HayKH, OM3Heca v nmpou3BocTBa. CTpeMHUTEIHHOE Pa3BUTHE
KJIACTEPHBIX CUCTEM CO3/AET YCIOBHS JJIsl UCIIOJIb30BAaHUS MHOTOIIPOLIECCOPHOM
BBIUMCIIUTEILHOW TEXHUKH B PEATBHOM CEKTOPE SKOHOMUKHU. Eciu TpaaAuimoHHO
MBC npumeHsuich B OCHOBHOM B HAYYHOH cepe I PelIeHUs] BEIUNCITUTEIbHBIX
3a71a4, TPeOYIOIIMX MOIIHBIX BRIYUCIUTEIHHBIX PECYPCOB, TO ceiuac, n3-3a OypHOTO
pa3BUTHs OM3HECA PE3KO BO3POCIIO KOJIMYECTBO KOMITAHUM, OTBOASIIIUX
UCIIOJIb30BAHUIO KOMITBIOTEPHBIX TEXHOJIOTUH U 3JIEKTPOHHOTO T0KYMEHTO000pOTa
IJIABHYIO pOJib. B CBSI3M ¢ 3TUM HEMPEPHIBHO pacTeT MOTPEOHOCTh B TOCTPOSCHUU
HEHTPAIM30BAHHBIX BEIYUCIUTEIBHBIX CUCTEM JIJII KPUTUUECKH BOXKHBIX
MPUIIOKEHUH, CBI3aHHBIX C 00pa0OTKOM TpaH3aKIIUid, yIpaBlieHHEeM 0a3aMH JTaHHbBIX
U 00CITy’)KMBaHHEM TEJIEKOMMYHUKaLUNA. MOXHO BBIIETUTH JIBE€ OCHOBHBIE CephI
IPUMEHEHUS OTHUCHIBAEMBIX CHCTEM: 00pabOTKa TPaH3aKIMil B peKUME PEaTbHOTO
Bpemenn (OLTP, on-line transaction processing) u co31aHuE XPaHUIUI JAHHBIX A7
OpraHu3alliy CUCTEM MOAAEPKKU NpuHATUsA pemenui (Data Mining, Data
Warehousing, Decision Support System). Cuctema 1115t 1100aabHbIX KOPHIOPATUBHBIX
BBIYHMCIIEHUN — 3TO, MPEXKAE BCETo, IIECHTPATM30BAHHAS CUCTEMA, C KOTOPOU
paboTalOT MPAaKTUYECKHU BCE MOJIb30BATENId B KOPIIOPALIMH, U, COOTBETCTBEHHO, OHA
JI0JDKHA BCE BPEMST HAXOAUTHCS B pabodeM coctosiHum. Kak



IPaBUJIO, PEIICHUS MOJOOHOTO YPOBHS YCTAHABIMBAIOT B KOMIIAHUSAX U
KOpHOpauusix, rae JIIoOble, 1aKe caMble KpaTKOBPEMEHHBIE, IPOCTOU CETH MOTYT
IPUBECTH K TPOMAJHBIM YObITKaM. [lo3TOMy 17151 OpraHu3aluy TakoW CUCTEMBI HE
NOJIOMJET OOBIKHOBEHHBIN CepBEp CO CTAHIAPTHOM apXUTEKTYpPOH, BIIOJIHE
NPUTOAHBINA TaM, TJI€ HE CTOUT KECTKUX TPeOOBaHUN K MPOU3BOJUTEIHLHOCTH U
BpPEMEHU MPOCTOs. BHICOKOMPOU3BOIUTENBHBIE CUCTEMBI JJIS TI00ATbHBIX
KOPIOPATUBHBIX BBIYMCICHUHN JOJIKHBI OTJIMYATHCS TAKUMH XapaKTEPUCTUKAMU, KaK
HOBBIIIEHHAS! IPOU3BOIUTENIBHOCTh, MACIITAOUPYEMOCTh, MUHUMAJIBHO JOITYCTUMOE
Bpems npoctosi. Hapsiny ¢ pacmmpenuem o61actu npuMeHeHus, o Mepe
coBepieHcTBOBaHMSI MBC npoucxoauT yCiI0)KHEHUE U YBETUUEHUE KOJIMYECTBA
3a/1a4 B 00J1aCTAX, TPAAULMOHHO UCIIONIb3YIOUIUX BICOKOIIPOU3BOAUTEIBHYIO
BBIUHCIIUTEIbHYIO TEXHUKY. B HacTosIee BpeMs BbIIEIEH KPYT (yHIaMEHTAIbHBIX
U IPUKJIAJHBIX TpobJieM, oObequHeHHbIN nouatueM "Grand challenges",

a3 peKkTUBHOE perIeHne KOTOPhIX BO3MOXKHO TOJIBKO C UCTIOIb30BAHUEM
CBEPXMOIIHOM BBIUYUCIUTENBHBIX PECYPCOB. DTOT KPYT BKIIOYAET CIEAYIOIIHNE
3anauu: - [Ipenckazanusi MOrojpl, KIIMMaTta U TJI00aIbHBIX U3MEHEHUN B atMocdepe
- Hayku o matepuainax - [ToctpoeHue noixynpoBOIHUKOBBIX TPUOOPOB -
CepxnpoBoguMocTh - CTpykTypHas 6uomnorus - Pazpabotka dapmaneBTUYeCKux
npenapaToB - ['eHeTnka - KBaHTOBast XpoMOAMHAMUKA - ACTPOHOMMUS -
TpancnoprtHble 3a1aun - ['Hapo- ¥ ra30JMHAMUKA - Y IPABISAEMbIN TEPMOSICPHBIN
cuHTe3 - D(PPEKTUBHOCTD CUCTEM CTOpaHus TOIUTHBA - [ eonHpOpManOHHbIE
cucreMsl - Pa3eenka Heap - Hayka o MupoBoM okeaHne - PacriosHaBanue u cCUHTE3
peun - PaciosnaBanue nzobpaxenuii/[is Toro, 4ro0bl OLeHUTh 3PPEKTUBHOCTD
pabOThI BEIYUCIUTENBHOW CUCTEMBI Ha peaIbHBIX 3a/1a4ax, ObUl pa3padoTaH
(¢ukcupoBaHHbIil Ha0Op TecToB. Hanboiee n3BectHbiM U3 HUX sABisiercst LINPACK —
porpamma, npeHa3HauyeHHas JUIsl pelIEHUsI CUCTEMBbI JINHEWHBIX allreOpandecKux
YpaBHEHHM C TUIOTHOM MaTpUIIE ¢ BELIOOPOM TJIaBHOTO AJIEMEHTA M0 CTPOKE.
LINPACK wucnonb3yercs qis opmupoBanust cucka Top500 — msaTHCOT caMbIx
MOIIIHBIX KOMIIBIOTEPOB Mupa. B HacTosiiee Bpemst 60JbII0€ pacpoCcTpaHEeHUE
MOJIYYHIIA TECTOBBIE MMPOTPAMMBI, B3AThIE U3 Pa3HbIX MPEIMETHBIX 00JacTel 1
MPEICTABIAIONINE CO00M MO0 MOJIENIbHBIE, JIMOO peabHbIC MPOMBIIILICHHBIE
npwIoKeHUs. Takue TECThI MO3BOJSAIOT OUEHUTH IPOU3BOIUTEIBHOCTh KOMIIBIOTEPA
JEMCTBUTEIHHO HA PEATBHBIX 3a7auax U MOJyYUTh HauboJee MOJIHOE MPEACTaBICHUE
00 3¢ pexTuBHOCTH PaOOTHI KOMITBIOTEPA C KOHKPETHBIM MPUIIOKEHUEM.

1. CocTaBUTh NpPE3EHTALMIO HA TEMY MHOTOIIPOLIECCOPHBIX BBIYMCIUTEIBHBIX
CUCTEM

2. I[Ipoananu3upoBath paboTy mpolieccopa 1mo NpuMepy Ha JAaHHOW KOMITBbIOTEPHOU
CUCTEME.

KoHTponbHBIE BOIPOCHI

1. B yeM cMBICT apXUTEKTYpPHOTO PEUICHUSI MHOTOIIPOIIECCOPHBIX BHIUUCIUTEIbHBIX
cucrteM OnauaHa?



2. Kak paboTtaer MyJIbTUIIPOLIECCOPHAs CUCTEMA € OOILEH NaMsAThIO?
3. JlaiiTe onpeaeneHne KiacTepHoil cucreme?

4. Kakue cyniecTByrOT IpOOJIEMBbI CBSI3U IIPOLIECCOPOB B KIACTEPHOM cucteme?

IIpakTuyeckas padora Ne7

Tema: ['noGansHbie Beruucautenbubie cetu (I'BC).

Heas: [TocTpouTh BUPTYyaIbHYIO YaCTHYIO CETb.

Teopernyeckas 4acTb

VPN (anmn. Virtual Private Network — BupTyanbHass dYacTHas Ce€Tb) —
0000mEHHOE Ha3BaHWE TEXHOJOTHM, TO3BOJIIIONINX O0ECHEeYNTh OJHO WU
HECKOJIBKO CETEBBIX COEAMHEHHI (JIOTMYECKYI0 CEThb) MOBEpX JApPyrod CceTu
(mampumep, ceTh «Internet»). HecMoTps Ha TO, 4TO KOMMYHUKALIMH OCYIIECTBIISIFOTCS
[0 CETSIM C MEHBIINM (HEU3BECTHBIM) YPOBHEM JIOBEpUs (HApHUMeEp, MO MyOJTUYHBIM
CeTsIM), YPOBEHb JIOBEPHS K MOCTPOECHHOMN JOTMYECKOM CETH HE 3aBUCUT OT YPOBHS
7oBepusi K 0a30BBIM CETAM Osaroiapsi MCIOJIB30BAHUIO CPEACTB KPUIITOrpapuu
(m¢poBaHuto, ayTEHTU(PUKALMS, THPPACTPYKTYpbl MyOJUYHBIX KIIIOYEH, cpecTBaM
JUISL 3allUTHl OT IOBTOPOB M M3MEHEHUs IEPEJaBacMbIX I10 JIOTHYECKOH CETH
coobmenuii) [1].

B 3aBuCcMMOCTM OT NpPUMEHSEMBIX IPOTOKOJIOB M Ha3zHaueHus, VPN wmoxer
o0ecreunBaTh COEIMHEHNS TPEX BUAOB: Y3€JI-y3€, Y3€J-CETh U CETh-CETh.

¥YpoBHM peanuzanuu
O6biyHO VPN  pa3BEpThIBAlOT HAa YPOBHSAX HE BBIINIE CETEBOrO, TaK Kak

NpUMEHEHHE Kpunrorpaguu Ha OSTUX YPOBHSIX TMO3BOJISAET HCMOJIL30BaTh B
HEM3MEHHOM BHU/JIE TPAHCHIOPTHBIE MPOTOKOJBI (Takue kak TCP, UDP).

[Tonws3zoBarenu Microsoft Windows o6o3nauator TepmuHom VPN oany wu3
peanuszauui BUpTyajibHOM cetu — PPTP, mpuuém ncnonp3yemyro 3a4acTyro HE IS
CO3J]aHUS YaCTHBIX CETEH.

Yamie Bcero il CO3JaHUSl BUPTYaJIbHOM CETH HCIOJIB3YETCS WHKAICYISIUS
npotokona PPP B kakoi-uHuOyne apyroit npotokon — [P (Takoit cnocod ucmonb3yer
peanuzanust PPTP — Point-to-Point Tunneling Protocol) unu Ethernet (PPPoE) (xots
U OHM uMeroT pasznuuus). Texnonorus VPN B mocnegHee BpeMsi UCHOJIb3YETCS HE
TOJIBKO JJIS CO3/1aHHsI COOCTBEHHO YACTHBIX CETEW, HO U HEKOTOPBIMU IIpOBaiiiepaMu
«TOCIJIETHEW MWW JUIS ITPEAOCTABIICHUS BBIX0A B ceTh «Internety.

I[Ipy 1OKHOM YpPOBHE pealIM3allMM W HCIOJB30BAHUM  CIIEIIUATIBHOTO
nporpamMmHoro obOecneyeHusi cetb VPN Moxer oOecrneuuTh BBICOKMA YpOBEHb
mudpoBanus nepeaaBaemMol uHbopmaruu. [lpu npaBunbHON HAcTpoiike Bcex
KOMITOHEHTOB TexHonoruss VPN obGecrneunBaer aHoHUMHOCTB B CeTn [1].



Crpykrypa VPN

VPN coctouT u3 IByX yacTel: «BHYTPEHHSS» (MOAKOHTPOJbHAS) CETh, KOTOPBIX
MOXET OBITh HECKOJIBKO, U  «BHEIIHSS» CeTh, IO KOTOPOHM  IPOXOAUT
MHKAaIICyJUpPOBaHHOE coefAuHeHue (0ObIYHO HCmonb3yeTrcss ceTh  «Internet»).
Bo3MOXXHO Takke MOAKIIOYEHUE K BUPTYaAJIbHOW CETU OTIEIBbHOIO KOMIIBIOTEpA.
[lonknrouenne yman€HHOTO TOJb30Baresss K VPN Tpou3BOIUTCS MNOCPEICTBOM
cepBepa JOCTyIla, KOTOPBIM NOAKIIOYEH KaK K BHYTPEHHEH, TaK M K BHEIIHEU
(obmenocTymHoM) cetu. [lpu mogkiIrOUeHHH YHIaJIEHHOTO IMOJb30Bares (JIu00 mpH
YCTAaHOBKE COCIMHEHUS C APYTroil 3alMINEHHONW CEThIO) CEpBEP IOCTyIa Tpeldyer
MPOXOXKJIEHUS TIpoliecca HIASHTU(UKAIIMU, a 3aTeM Mpolecca ayTeHTU(DUKAIIHH.
[Tocne ycmemHoro mnpoxoXkAEHUsT 00OMX MPOIECCOB, YAANEHHBIA MOJIB30BATENh
(ymasnieHHast Ce€Th) HAJACNSIETCS MOJHOMOYMSIMU JJisi pabOThl B CETH, TO €CTh
MIPOUCXOIUT MPOILIeCC aBTopu3auuu [1].

Knaccudukanus VPN

Knaccudummposate VPN  pelieHuss MOXHO 10 HECKOJBKHUM  OCHOBHBIM
napaMeTpam:

Ilo creneHy 3alUIIEHHOCTU UCIIOIB3YEMOUN CPEbI

3awuwénnvie

HaunbGonee pacrpocTpaHn€HHBI BapuaHT BUPTYyalIbHBIX 4YacTHBIX ceTeil. C ero
MOMOIIbI0 BO3MOXXHO CO37aThb HAJEKHYIO W 3alIUIICHHYIO TOJCETh HAa OCHOBE
HEHAJIEKHOM CETH, Kak mpasBuio, ceTb «Internety. [Ipumepom 3amuménnbix VPN
saisiroTed: [PSec, OpenVPN u PPTP.

Jlosepumenvuvle

Hcnonb3yroTcs B ciiyyasix, KOorjua nepeJarolyo cpeay MOXKHO CUMTATh HaJAEKHON
U HEOOXOAMMO PEIINTh JIMIb 3a7ady CO3JaHus BUPTyaJbHOM TMOJCETH B paMKax
oombieit cetr. Bonpockl o0ecrnieueHns: 6€30MaCHOCTH CTAHOBATCS HEAKTYaJIbHBIMH.
[Tpumepamu mogobubsix VPN pemenuii sBiastorcs: Multi-protocol label switching
(MPLS) u L2TP (Layer 2 Tunnelling Protocol). (Tounee cka3aTtb, 4TO 3THU MPOTOKOJIBI
NEePeKIaAbIBAIOT 3ajady obecrnieueHus Oe3omacHocTu Ha Apyrue, Hanpumep L2TP,
KaK IIpaBUiio, UcnoJib3yercs B nape ¢ [PSec).

[To cnocoly peanuzaiuu
B suode cneyuanvbnozo npoecpammno-annapammo2o obecneyeHus

Peanuzanus VPN cetn oCyIiecTBIs€TCA MPU MOMOIIH CHIENHATBHOIO KOMILIEKCA
MporpaMMHO-aIapaTHbIX CpeACTB. Takas peanu3aius 0OECIEUHMBACT BBICOKYIO
MPOU3BOAUTEIBLHOCTD U, KaK MPABUIIO, BEICOKYIO CTETIEHB 3aIUIIIEHHOCTH.

B 6ude npoepammnozco pewrenust

Hcnons3yloT MNepcOHANBHBIM KOMIBIOTEP CO  CIEIUAIbHBIM  MPOTPAMMHBIM
obecrneueHrueM, obecreunBaromuM GyHKIIMOHAIBHOCTH VPN.

HnmeepuposanHoe peuierue

OyHKkMoHATBHOCTE VPN o0ecrieunBaeT KOMIUIEKC, PEIIAIONIUN TakKe 3aJ1a4du
bunpTpanii ceTeBoro Tpaduka, OpraHM3alMd CETEBOTO JKpaHa U obecreueHus
KadecTBa oOcayxuBaHus [1].



ITo Ha3HAYEHHIO

Intranet VPN

Ucnonp3ytor a1 0ObeIMHEHUS B €AMHYIO 3alMIIEHHYI0 CETh HECKOJIBKUX
pacrnpenenéHubix (UIMaIoB OJAHOW OpraHu3aluy, OOMEHUBAIOUIUXCS JAHHBIMU T10
OTKPBITHIM KaHaJlaM CBSI3H.

Remote Access VPN

HUcnonb3yror i co3gaHus  3alMIIEHHOIO KaHajga MEXAY CErMEHTOM
KOpPIIOPAaTUBHON ceTH (IIEHTPaJbHBIM oOducoM WM (QUIKAIOM) U OAMHOYHBIM
MOJIb30BaTeIeM, KOTOpBIM, paboTas JoMa, TMOAKIIOYAETCS K KOPIOPATUBHBIM
pecypcaM ¢ JIOMAIHEro KOMITbIOTEPA, KOPIIOPATUBHOTO HOYTOyKa, cMapT(oHA WU
MHTEPHET-KUOCKA.

Extranet VPN

Hcnonb3yroTr miist cereil, K KOTOPhIM MOAKIIOYAKOTCS «BHEIIHUE) IOJIb30BATEIN
(Hampumep, 3aKa3uUKU WIK KIUEHTHI). YPOBEHb JI0BEpUS K HUM HaMHOTO HUKE, YeM
K COTPYIHHMKaM KOMIIaHWH, T[O3TOMY TpelyeTcs oOecledeHrne CrelnualibHbIX
«pyOeskei» 3aluThl, MPEJOTBPAIIAIONINX UM OTPAHUYUBAIONINX JOCTYI OCIETHUX
K 0c000 1IeHHOH, KOH(GHUISHIIMATBHON HH(OPMAITUH.

Internet VPN

Ucnone3yercs s OpelOCTaBIEHUS JOCTYNIa K MHTEPHETY NpoBaiifiepamu,
0OBIYHO B CITydae €CJIH M0 OJHOMY (hU3MYECKOMY KaHATy MOAKIIOYAIOTCS HECKOIBKO
II0JIb30BATENEH.

Client/Server VPN

On obecreunBaeT 3amUTy MEpPeIaBa€MbIX JAaHHBIX MEXIy IByMsS y3jaamu (HeE
ceTsIMU) KoproparuBHOW ceTH. OCOOEHHOCTh JAHHOrO BapHaHTa B TOM, uTo VPN
CTPOUTCS MEXAY Y3J1aMH, HAXOASIIMMUCA, KaK MPABWIO, B OJIHOM CEIrMEHTE CETH,
HampuMep, Mexay pabouel craHiuedl u cepBepoM. Takas HEOOXOAMMOCTb OYEHb
4acTO BO3HUKAET B TEX Ciyyasx, KOTrga B OJHOW (PU3UUECKOM CETH HEO0OXOAMMO
CO3/1aTh HECKOJBLKO JIOTHYECKUX ceTed. Hampumep, korma Hago pa3aenuth Tpaduk
MeXxAy (UHAHCOBBIM JEMapTaMEHTOM M OTAEJIOM KaJpoB, OOpallamommxcs K
cepBepaMm, HaxXO[AUIUMCS B OJJHOM (PU3MUYECKOM CErMEeHTe. JTOT BapUaHT MOXOXK Ha
texHoioruto VLAN, HO BMecTo pasaeneHus Tpapuka, HCIOJIb3YETCS €ro
mudpoBanue [1].

Ilo Ty npotokona

CymiecTByl0T peanm3anud BUPTyaIbHBIX dacTHBIX cetedt mox TCP/IP, IPX wu
AppleTalk. Ho nHa ceromHamHuii JIeHb HAOMIONAaeTCs TEHACHLHS K BceoOLeMy
nepexony Ha npotokon TCP/IP, u abcomtotHoe OonbminHCTBO VPN  pemieHuii
MOJJICPKUBAET HMMEHHO ero. Ajpecaiuss B HEM 4alle BCEro BBIOMpAETCS B
cootBeTcTBUM co cTanaapToM RFC5735, uz nuanazona IlpuBarubix cereir TCP/IP

I1o ypOBHIO CETEBOr0 MPOTOKOJIA

[Io ypoBHIO CeTeBOrO MPOTOKOJAa HAa OCHOBE COMOCTABICHHS C YPOBHIMHU
srajioHHoM cereBor Moxenu ISO/OSI.

IIpumepet VPN
1. IPSec (IP security) — gacto ucnons3yetcs mosepx [Pv4.
2. PPTP (point-to-point tunneling protocol) — pa3zpabaTsiBajiicsi COBMECTHBIMHU




YCWIMSIMU HECKOJIbKMX KOMITaHU, BKItouast Microsoft.

PPPoE (PPP (Point-to-Point Protocol over Ethernet)

4. L2TP (Layer 2 Tunnelling Protocol) — ucnons3yercst B poAyKTax KOMITAHHMA

Microsoft u Cisco.

L2TPv3 (Layer 2 Tunnelling Protocol version 3).

6. OpenVPN SSL - VPN ¢ OTKpBITBIM HCXOJIHBIM KOJIOM, MOAEPKUBACT PEKUMBI
PPP, bridge, point-to-point, multi-client server [1].

(%)

)}

IIpoBenenne padoThl

Jns mpoBeneHust 3TOW padOThI, MPEANONOKUM, 4TO padbodee mecto Ne2 u
pabouee Mmecto N3 ymaneHbl JApyr OT JApyra Ha 3HAYUTEIBHOE PACCTOSIHUE
(HaxomsTCs B pa3HBIX YacTSAX ropojaa wiu crpansl). Kaxmgoe pabouee MecTo umeer
MOAKJIIOYEHUE K ceTu «Internet» ¢ BblIeleHHbIM cratnueckuMm [P aapecom, s
pabouero Mecta No2 »sto 192.168.100.195, nns pabGouero mecta Ne3 —
192.168.100.201.

1. Hactpoutrs VPN mapmipytuszatop Ha padouem mecrte Ne3.
1.1 cnonb3ys nmaT4kop, COSAMHUTD 08eHaA0yampiii IOPT NaTU-TIaHeNH,
PacCIIONIOKEHHON TOPU30HTAIBHO Ha paboueM Mecte Ne3 1 dessimublii TIOPT TaTY-
nanenu Ne3.
1.2¥YcranoButs [P -anpec 11K 192.168.0.10.
1.13.1. Ha pabouem crone Haxxath KHONKY «Ilyck» — «Ilanens
ynpasieHus» — «CeTeBble MOAKIIOUCHUS.
1.13.2. «lllenknyTh» npaBoil kKHOMKOM MbIK HA «IlonkmtoueHue no
JIOKaJILHOM ceT» U BhIOpaTh « CBONCTBAY.
1.13.3.  Bsigenuts «IIporokon untepuera (TCP/IP)”, 3aTem Haxatb
KHOTIKY «CBOMCTBaY.
1.13.4. BeiOpats «Mcnonb3oBath cinenyromuii IP - anpec». Bectn aapec
192.168.0.10. B nmoie «Macka mmoaceTn» BBecTH 255.255.255.0.
1.13.5. Haxare «OK».
1.13.6. Haxare «OK». [Ins ycTaHOBKU aJpeca KOMIBIOTEPY MOXKET
noTpebdoBaThCsl HECKOIBKO MUHYT. [IpHu 3TOM mocneHee OKHO MOXKET
«TIOBUCHYTB)» Ha 3TO BpEMS.
[Tocne Toro kak nmocienHee OKHO 3aKkpoeTca HacTporka [P — agpeca
3aBeplleHa.
1.3Ha pa6ouem ctosie HaxkaTh kHOMIKY «Ilyck» — «Internet Explorery.
1.4B crpoke «Anpec» BBecTu: «192.168.0.1» n Haxare «Enter».
1.5BBectu umst nosb3oBareiist «adminy, nmoje «Ilaposib» - OCTaBUTh MyCTHIM.
Haxarp «Enter».
1.6Ha 3arpy3uBiieiics cTpaHuiie BeIOpaTh KHONKY « LANY.
1.7B nmone «LAN IP Adress» BBecTn «192.168.3.1», B mone «Subnet Masky -
«255.255.255.0». Haxatb «Apply». JloxxnaTbcst Toka yCTpOMCTBO
nepe3arpy3urcsl.
1.8¥YcranoButs IP -aapec I1K 192.168.3.10.



4.8.1. Ha pabouem ctone HaxaTh KHONKY «Ilyck» — «Ilanens ynpaBineHus»

— «CeTeBbIe MOJAKITIOUCHUSY.

4.8.2. «lllenxkHyTh» mpaBOil KHONKOW MbIIIK Ha «I[logkiIroueHne no J0KaJIbHON

ceT» u BeIOparh «CBOMCTBAY.

4.8.3. Boeigenuts «IIporokon unrepuera (TCP/IP)”, 3aTeM Ha)kaTh KHOIIKY

«CBoiicTBaY.

4.8.4. BoiOpars «Mcnionb3oBars cnepytomuii [P - anpec». BBectu anpec
192.168.3.10. B none «Macka noacetu» BBectu 255.255.255.0.

4.8.5. Haxarp «OK».
4.8.6. Haxarp «OK». [lns ycraHOBKH

aZpeca KOMIIbIOTEPY MOXKET

HOTpe6OBaTBCH HCCKOJIbKO MUHYT. HpI/I 9TOM IIOCJICAHEC OKHO MOXXCT

«TOBUCHYTBHY» Ha 3TO Bpemsi. [Tocie
Hactpoiika [P — anpeca 3aBepuiena.

TOT'O KaK ITOCJICAHCC OKHO 3aKpOCTCA

1.8Ha pabouem ctone Haxxath KHOIKY «Ilyck» — «Internet Explorer».
1.9B crpoke «Anpec» BBecTu: «192.168.3.1» n Haxare «Enter».

1.10 Bectu ums nonb3oBarens «adminy, none «Ilaponasy - ocTaBUTh
nycteiM. Haxatp «Enter».
1.11 Ha 3arpy3uBiieiicst ctpanuiie BbIOpaTh KHOTIKY « WANY.
1.12 Bri6pats «Static [P Adress». Ycranouts HacTpoiiku coracHo Tabnuie 1
Tabmuma 1.
IMapametp 3HayeHune
WAN IP Adress 192.168.100.201
WAN Subnet Mask 255.255.255.0
WAN Gateway 192.168.100.195
Haxats «Apply». Jloxkaarbcs noka ycTporuCTBO IIepe3arpy3uTcs.
1.13 Ha paGouewm ctone Haxath kHOTIKY «Ilyck» — «Internet Explorer».
1.14 B cTpoke «Anpec» BBecth: «192.168.3.1» u Haxkarb «Entery.
1.15 BBectu ums nonb3oBarens «adminy, none «Ilapoisy - ocTaBUTH
nyctbeiM. Haxare «Enter».
1.16 Ha 3arpy3usmeiicst ctpanuiie BoIOpaTh KHOTIKY « VPN,
1.17 Bxmounts «Enabley» nanpotus « VPN». B none «Max. number of

tunnels» BBecTu konuuecTBO TyHHENEH paBHoe 4. Hanpotus ID1 B nmone «Tunnel
Name» Bnucare Ha3BaHue TyHHeNs, HarpuMep «New VPN». B Beimagaromem
meHto «Method» BeiOupaem IKE, sxMéM kHONIKY «More». YCTaHOBUTh HACTPOMKHU

COMIaCHO Ta0uIE 2.

Tab6nura 2.
IMapameTp 3HaueHHe
Tunnel Name New VPN
Local Subnet 192.168.3.0
Local Netmask 255.255.255.0




Remote Subnet 192.168.0.0
Remote Netmask 255.255.255.0
Remote Gateway 192.168.100.201
Preshare Key 123456789

1. Haxatp Ha kHOnKy «Select IKE Proposal ...», monagaem B mento Set IKE
Proposal. 3anomHuTh COOTBETCTBYIOIIME TIOJIS, KaK MIOKA3aHO HA PUCYHKE 2.

D-Link

EuliInGg NaEWOIRS 10 PRopi D|_304Hv
Broadband Hardware VPN Router
Home [.CUELTET Tools Status Help
Wl Settings - Tunnel 1 - S5et IK 0% il
fterm Setting
IKE Proposal index IKE Propozn
a—
-
WAN ID Propesal Mame DH Group  Encryptalgorithm  Auth algaritam Life Time Life Time Unit
P 1 HE Froposal Group 1 = SOES = SHal = 2AG300 Sec, =
e | |Groupt x| |50ES v] [shad =] | |sec. x|
o 2 [Eroupt =] [zEs =] [shar =] o [sec. =]
3| ETTIE |oEs =| ERE T |zec. =]
‘] orisl [@EE [FwE B =
5 Group i T 3ES = ShHat = 0 Sec. T
s | porsl [EeE W B 5O
G | |Grl:up1 |SHA1;I [EI |36:. ;i
7 [Groum 1 5 e G [Sec. =1
g | |Grl:d.|p1 j‘; |S|-5.-'-.1_:'_I [EI |S-:>:. _:j
9 | |0r|:¢.lp1 j;? |SH=.1_:__I [IZI |S&:.. _:j
10 | [c:rmm_-ég s x| o Sec. 7]
E1|:I
Proposal i | - ==lect one - "i Addto | proposal index

Puc 2.

Bri6upats B Boinagatomem MeHio «Proposal ID» — «1» u Haxats kHonky «Add
to». anee «Apply», «Restarty.

1.19 [Tocne nmepesarpy3ku, 3aiitu B MmeHto «Set IPSEC Proposaly». 3anomauTs
COOTBETCTBYIOLIME NOJIS, KaK MIOKA3aHO HA PUCYHKE 3.




D-Link ———

ELIMING METWORS 104 PRDpie nl.aoaHv
Broadband Hardware VPN Router

Home [ CICLEECNRCTE Status Help
WPH Setlings inmel Set IPSEC Proposal
Iteam Serttang
|P3ec Proposal indeax Pz Froposal

-
Wizard
Remove
| ol PR oy g E  Enent A U UeTime

Mame pratagal algorithm algarithrmn Time Linit

i“ """"" 1 |PsscFroposal mane =] [E3 =]  [3DEs x|  [mDS =] [2600 [5ec. =]

1| [pone x| [Ez2 =] [30EE =] [tone =] [0 [5ec. =]

W 1| [phone =] [Ez2 =] [3pEE =] o= =] 0 [Gec. =]
a | [riane =] [E=2 =] [0z =] [nee =] o [zec. =]
VPN 5 [riane =] [E = ares =] fuone =] [0 [sec =]
== SR OM -
i | [rane =] sx] e =] o [5ec ]
7 [rane j§ es =] o =] o [5ec =]
2 | [riane :l;_ es =] frore =] o [sec =]
g | [rane j? bes =] [rone =] o [5ec. =]
10| [riane jg es x| [rone x| o [zec =]
10
Proposal I0 |- stect oo - =] & 10 | proposal index

Puc. 3

BriOupats B BeimagaronieM MeHio «Proposal ID» — «1» u HaxaTts kHOonKy «Add
ton. [lanee «Apply», «Restarty.
1.20 Ha stom HacTpoiika padouero mecta Ne3 u VPN mapmpytuzaropa
3aKOHYEHA.
2. Hactpouts VPN mapmipytuszarop Ha pabouem mecte Ne2.
2.1V cnonp3ys naT4ykopi, COEAUHUTE 08eHaAO0yamulii IOPT NaT4Y-MAHEIH,
PacCIONIOKEHHON TOPU3OHTANIBHO Ha paboueM mecte No2 u cedvmoil MOPT NaTy-
nanenu Ne2.
2.2¥YcranoButs IP -agpec [1K 192.168.0.2.
2.2.1 Ha paGouewm crone Haxath kHOTIKY «Ilyck» — «Ilanenn
ynpasieHus» — «CeTeBble MOAKIIOUCHUS.
2.2.2 «IllenxknyTh» mpaBo KHONKOW MbIK Ha «[loakroueHue no
JIOKaJIBHOM ceT» U BhIOpaTh « CBOMCTBAY.
223 Boeinenuts «IIporokon unarepuera (TCP/IP)”, 3arem HaxkaTh
KHOMKY «CBONCTBay.
2.2.4 Bri6pars «Mcnonb3oBars cienyromuii [P - anpec». BBectn ampec
192.168.0.2. B none «Macka noacerm» BBectn 255.255.255.0.
2.2.5 Haxarp «OK».
2.2.6 Haxarp «OK». /Ins ycTaHOBKM agpeca KOMIIBIOTEPY MOXKET
noTpedoBaThCsl HECKOJIbKO MUHYT. [Ipy 3TOM nocienHee OKHO MOXKET
«TIOBUCHYTB» Ha 3TO BPEMS.
[Tocne Toro kak nmocieaHee OKHO 3aKpoeTcs HacTporka [P — axgpeca
3aBeplIcHa.



2.3Ha pabouem ctone Haxxath KHOIKY «Ilyck» — «Internet Explorer».

2.4B crpoke «Anpec» BBecTu: «192.168.0.1» n Haxate «Enter».

a 3arpy3uBIIEICS CTpaHUIIe BIOpaTh KHOMKY « WANY.

2.5Bsi0Oparsb «Static I[P Adressy». YcTaHOUTH HACTPOUKH cOIIacHO Ta0nuile 3.

Tab6nura 3.
ITapamerp 3HayeHue
WAN IP Adress 192.168.100.195
WAN Subnet Mask 255.255.255.0
WAN Gateway 192.168.100.201

Haxats «Apply». Jloxknarbcs moka yCTpouCTBO EPE3arpy3uTCs.

2.6Ha pabouem ctone Haxxath KHOIKY «Ilyck» — «Internet Explorer».

2.7B ctpoke «Anpec» BBecTu: «192.168.0.1» u Haxate «Entery.

2.8BBectu M nonb3oBarens «adminy, none «I1apoaby» - OCTaBUTH MMyCTHIM.

Haxars «Entery.

2.9Ha 3arpy3uBiueiics cTpaHule BbIOpaTh KHONIKY « VPN.

2.10 Bxatounts «Enabley» nanpotus « VPN». B mone «Max. number of
tunnels» BBecTH KoiMuecTBO TyHHeENeH paBHoe 4. Hanmpotus ID1 B mose «Tunnel
Name» Bnucarb HazBaHue TyHHeENs, Harpumep «New VPN». B Beinagaroniem
mento «Method» BeiOupaem IKE, sxméMm kHOTIKY «More». YCTaHOBUTH HACTPOMKHU

cortacHo Taonuiie 4.

Tabmuma 4.
IMapameTp 3HayeHune
Tunnel Name New VPN
Local Subnet 192.168.0.0
Local Netmask 255.255.255.0
Remote Subnet 192.168.3.0
Remote Netmask 255.255.255.0
Remote Gateway 192.168.100.195
Preshare Key 123456789
2.11 Haxarb Ha kHonky «Select IKE Proposal ...», nonagaem B meHto Set

IKE Proposal. 3anoaHuTh COOTBETCTBYIOIIUE MOJIS, KaK IMOKa3aHO Ha PUCYHKE 4.
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Broadband Hardware VPN Router
L Advanced | Tools Status Help
VPN Settings - Tunnel 1 - Set IKE Proposal
ftem Setting
IKE Froposal index IKE Propozal
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Puc 4.

Bri6upars B BeinagatomeM MeHto «Proposal ID» — «1» u Haxxate kHonKy «Add
ton. Jlanee «Apply», «Restarty.

2.12 [Tocne nepesarpysku, 3aiitu B MeHio «Set IPSEC Proposal». 3anonHuts
COOTBETCTBYIOIIME TOJIS, KaK MOKAa3aHO HA PUCYHKE 5.

DI-804HV I

D-Link
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Puc. 5
Bri6upars B BeinagatomeM MeHto «Proposal ID» — «1» u Haxare kHonky «Add
ton. Jlanee «Apply», «Restarty.



2.13 Ha stom nactpoiika pabouero mecta Ne3 u VPN mapuipyTtuzaropa
3aKOHYECHA.
3. BoiBoa. B nponenannoit pabore Ham ynanoch HacTpouTh VPN tyHHens. [Ipu
HAJIMYMUU aKTUBHOTO MOJAKIIOUEHHUS K ceTh «Internet», pabouee Mmecto Ne2 u pabouee
MecTo No3 OynyT 0ObeZIeHHBIE B €IUHYIO JOKAIbHYIO CETh.

KoHTpo/bHbIE BONIPOCHI

Urto Takoe BuptyanbHasa yactHas ceTb (VPN)
[Tepeuncnute 3 Buma coequHenus: VPN

Onuiure ypoBHHU peanuzanuu VPN

Onummte crpykrypy VPN

[lepeuncaute Tnsl Kiaccuukanuii VPN pemenuit
Omummure 3anmuieHHbie VPN-pemenns

Onumnre nosepurenbHble VPN-pemenus

Onumure VPN-pemieHuss B BUJZIE CHEIUAIBHOIO MPOrpaMMHO-aNIapaTHOro
oOecrieyeHus

9. Onummurte VPN-pelieHus B BU1€ IPOrPaMMHOIO PELICHUS
10.Onumure naterpupoBanHbie VPN-pemenns

11.OnummuTte Intranet VPN-pemenus

12.Onumure Remote Access VPN-pemienns

13.Onumute Extranet VPN-pemenns

14.0Onumure Internet VPN-penienns

15.0nummure Client/Server VPN-pemenus

16.0Onumure VPN-penienus no ypoBHIO MPOTOKOJIA

17.Anst wero ucnoyb3zyor VPN?

18.1TpuBenure npumeps VPN.

e A el e

IIpakTnueckas padora Ne8

Tema: Undopmanronnsie pecypcbl MHTEpHET U MPOTOKOJIBI MPUKIATHOTO
YPOBHSI.

Hean: N3yunTh NOHATHE U HA3HAYEHUE CETEBBIX MPOTOKOJIOB.

I. Tlepenaua daiinor no nporokony FTP: knuent fip.

1. Boimonnaute komanay "ftp ftp.rsu.ru". B xauecTBe uMeHU MOJIb30BATEINS
BBeAUTE "anonymous', a B KaUeCTBE MapoJisi CBOM aJpec JIEKTPOHHOM MOYTHI.
Omnpenenure Tekymuii kataior ftp-cepsepa (pwd).

[TpocmotpuTe comepkumoe 3Toro karasora (1s).

[Tepememniasice 1o karajioram, HaliuTe KaTajior ¢ uMeHem "games" (cd, 1s).

AR

3aBepiuTe coeAuHEHUE ¢ cepepoM ftp (quit).



6. Haxonsace Ha cepBepe losfs, co3paiite B cBoem kaTanore ¢aiin abe.dat,
COJIep KAl CeMb JIFOOBIX TATUHCKUX OYKB.

7. ToakmrouuTecsk 1o ftp k cepepy sun.mmf.rsu.ru u co3aaiTe B CBoeM
JIOMAIlIHEM KaTaJlore Ha 3TOM cepBepe nojakaraior Letters.

8. Cxomupyiite (aiin abc.dat B co31aHHBIN KaTaJor.

9. CxonupyiTe Kakol-HUOY b (ails ¢ cepBepa Ha KIUEHT.

10.3aBepmute ceanc ftp.
II. Cityx0a 37€KTpOHHOM MOYTHI: KJIMEHT mail, KoaupoBaHue cOOOUIEHUH.

3amycTrTe KIMEeHT mail ¥ IpoCMOTpPHTE BCE COOOIICHUS.
VY nanure coolIeHne ¢ HoMepoM 2.
CoxpanuTte niepBoe cooOiieHue B ¢aiisie ¢ uMeHeM letterl.

3aBepmute paboTy KiIMeHTa mail.

A

OTtmpaBbTe MUCHEMO TIOJIb30BaTeNto bravit ¢ Temoii "Lab2: sending mail" u

TEJIOM, coJiepKamuM Bammm dhaMimio 1 uMsl.

o

[ToaroroBwTe daiin ¢ coodieHnem 1y Bamiero 3HakoMoro u OTIpaBbTe €ro.

7. BpInmosHUTE KOAUPOBAHUE JTHOOOTO JBOMYHOTO (Dailyia U MOCMOTPUTE
pe3yabTaT 3TOT0 KOJUPOBAHUS, CPABHUTE Pa3MEPhl HCXOTHOTO U
3aKOAMPOBAHHOTO (DailyioB.

8. OcyuiecTBUTE AeKOAUpOBaHUE (pailia U CpaBHUTE PE3YIbTAT C UCXOAHBIM

dbaitom.
III. ITporokon SMTP mns nepexaun cooOIIEHUH IEKTPOHHOM MOYTHI.

1. TMonkmouutech no SSH k cepBepy losfs.

2. Bemonnute koManay "telnet sun.mmf.rsu.ru 25" u 10)KaAUTECH COOOIICHUS
"220 sun.mmf.rsu.ru".

3. TlonpusetctByiiTe cepBep komanao "HELO losfs.math.rsu.ru" ("HELO" -
9TO He oredarka!").

4. BeBenute komanay "MAIL FROM: " (agpec MOXKeET ObITh JIFOOBIM).

5. Beeeaute koMmanay "RCPT TO: user" (user - 3T0 ajipec nmoxydaresns Ha
cepBepe sun.mmf.rsu.ru, 371eCh Hy>KHO BBECTHU CBOW JIMYHBIN JIOTHH).

6. Beenute komanay "DATA".

7. Teneps MOXKHO BBOJUTH TEKCT COOOIICHUS (HE 3a0ybTe O MyCTOM CTPOKE,

pa3zensonieii 3aroJ0BOK U TEJIO0 COOOIICHUS).



8. Ilocne mocienHeit CTpoku cOOOIIEHUSI BBEIUTE CTPOKY, COACPIKAIILYIO TOUKY:
nn

9. Bemonnure komanay "QUIT". Ha 3Tom coeguHEeHNE 3aKOHUUTCSL.

10.IToakmrounTech K cepBepy sun 1o mpotokosry SSH, 3amycrure kiueHT mail u

yOeAUTECh, YTO COOOIICHUE JOCTABJICHO.
IV. IIpotokoi noctaBku moutsl POP3.

1. TlonpoOyiiTe MOAKIIOYUTHCS K CBOEMY POp3-cepBepy U MOCMOTPETh CITUCOK

XPaHAIIMXCS TaM COOOIIEHHH (IO JKEJIaHUIO).
V. Cxema pab6otsl ciny:x061 WWW, xkimenaTsr HTTP.

1. 3arpy3ute B CBOM JoMalliHui kaTajaor (aiin ¢ aToi 1abopatopHoit paboToit
(wget www.highart.ru/students/cnet/lab2.html) u mpocmoTpure ero
COJICPIKMMOC.

2. Ortkpoiite Ty xe cTpaHHIly B Opay3epe lynx, monpoOyiiTe mornepeMemaThes o
CCBUIKaM, MEepeHnTe Ha CalT uic.rsu.ru

3. C nomompto npotokosa FTP ckavaitte daiin lab2.html u3 qomamaero
KaTajora Ha CepBEpe sun Ha JIOKAJIbHYIO MAIIIMHY U IIPOCMOTPUTE €0 B
KakoM-HHOy b rpaduueckoM Opaysepe, CAelaiTe BHIBOIBI.

4. Haiinmute kako-HUOY b TOJIOCOBOM Opay3ep (IomalrHee 3a/1aHue).
VI. 3anpocsl u oTBeThl B npoTokone HTTP.

1. Ioaxmrouutech kK BeO-cepBepy www.rsu.ru 1o npotokory HTTP ("telnet
www.rsu.ru 80").

2. BmeauTe TeKCT 3ampoca /s TIaBHOW cTpaHuIlbl. He 3a0yapTe MBaXKIpl HAKAThH
KJaBuily Enter B KoHIIE 3ampoca.

3. Hccnenyiite 3aroJoBKM OTBETA CEPBEPA, MTONBITAUTECH ONPENETUTD UX
3HAaYEHUE.

4. TlompoOyiiTe mocnaTh CEpPBEPY 3aMPOC HA HECYUIECTBYIOUIYIO CTPAHUILY U
MIPOAHATM3UPYITE pe3yabTaT TAKOTO 3arpoca.

5. TonpoOyiite nmocnaThk cepBepy HenpaBMiIbHbBIN 3anpoc (Hanpumep, HELLO) u

MPOAHATU3UPYITE pe3yabTaT TAKOTO 3a1poca.

VII. Beenenue B s13bIk pa3merku runeprekcra HTML.



1. Hanumwure Ha nokanpsHOM KoMmnbroTepe HTML-nokymenT, conepxamui
cienytouryto nHpopmaruio o Bac: hamunus, ums, pakynpTeT, Kypc, rpynna,
Xx000u u uTo-HUOY 1k emte. [locTaBpTe cChiTKM HA Bammx oHOTPYIIITHUKOB.

2. Co3zpaiiTe B JOMalIHEM KaTajore Ha cepBepe sun nojakataior "public_html".

3. CkomnupyiTe CO3/IaHHYI0 CTpaHuIly 1o nmpotokoiay FTP B katanor public_html

Ha cepBepe.

C mnomompto Opaysepa lynx oOpatutece k Bameit crpanune mno anpecy:
sun.mmf.rsu.ru/~login/ums_aitna (login - 3To Baiie ums Ha cepBepe sun).
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