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1.

1. O01mHe MoJ/10KeHNA

CamocTosgTelnpHasa padoTa — IUaHHpyeMasl yueOHas, y4ueOHO-HCCIeA0BaTEIbCKasl, HaAYYHO-
HccIIeJoBaTeIbCKasd padoTa CTYAEHTOB, BBRIITOIHIEMAs BO BHeAYJUTOPHOE (ayIHTOPHOE) BpeMs II0
3aJIAHHIO M IIPH METOAHYECKOM PYKOBOICTBE IIPEIIOAABaTENsl, HO Oe3 €ro HEeIlOCPEeACTBEHHOIO
yuyacTHSA (IIPH YaCTHYHOM HEIOCPEeCTBEHHOM YYAaCTHH ITPEIofaBaTells, OCTABISIOIIEM BeIYIIYEO
POIb 3a padOTOH CTYJIEHTOB).

CamocTogrenpHasd padora cTyaeHToB (CPC) B BY3e sBIsgeTcsS BaKHBIM BHIOM Y4eOHOH H
HAYYHOH JIeATEIIbHOCTH CTyAeHTa. CamMocrodrenpHas padora CTYIAEHTOB HIPaceT 3HAYHTEIIbHYIO
POJIbF B PEUTHHIOBOH TEXHOJIOTHH O0YUYEHHS.

K OCHOBHBIM BHJ[aM CaMOCTOSTEIFHOH PadOThI CTYAEHTOB OTHOCSATCS:

- (hopMHpOBaHHE H YCBOEHHE COJEP KaHHMSA KOHCIIEKTA JIEKIHI Ha 0a3e peKOMeHIOBAHHOH
IeKTOpOM y4ueOHOHl JHTepaTyphl, BKIIOYas HH(}pOpPMAI[HOHHEIE o0Opa3oBaTellbHbIE PeCYPCHI
(37IeKTpOHHBIE YUeOHHKH, SIIEKTPOHHBIE OHOITHOTEKH H JIP.);

- HaImiCaHHe JOKJIaJ0B,

- ITIOATOTOBKA K CeMHHapaM, IpaKTHYeCKHM H JIa0OpaTOPHBIM pa0oTaM, HX OpOpMIEHHE;

- COCTABJIIEHHE AHHOTHPOBAHHOI'O CITHCKA CTAaTE€H M3 COOTBETCTBYIOINMX JKYPHAlIOB IIO
OTPAacIISIM 3HAHHI (T1e JarOrHYeCKHX, IICHXOIOIHYeCKIX, MeTOMHYE CKIX H JIP.);

- BEITIOJIHEHHE YUeOHO-HCCIIEN0BATENhCKIX PadboT, IPOEKTHAS JIESATEIILHOCTE,

- TIOATOTOBKA IPAKTHYECKHX Pa3paboTOK M PEKOMEHAAIMH I10 PEMIEHHIO ITPOOIEMHOMN
CUTYaI[HH,

- BBINIOITHEHHE JOMAIIHWX 3aJaHHH B BHIE PEINEHHS OTJIECIBHBIX 3aJlay, ITPOBEIACHMS
THITOBBIX PaCUETOB, PACUETHO-KOMITBIOTEPHBIX H HHIHBHIYAIbHEIX PadoT IO OTAETIBHEIM pasfeiiaM
COIepKaHH I JIMCIUIUINH U T 1.,

- KOMIIBIOTEPHBIH TEKVIIHH CAMOKOHTPOIbP M KOHTPOJb VCIIEBAEMOCTH Ha 0ase
BIIEKTPOHHBIX OOYYAROIIMX H aTTECTYIOIIX TECTOB,

- BRITIOJIHEHHE KYPCOBBIX pa0oT (IIPOEKTOR) B paMKaX JHCI[HIUIHH,

- BRITIOJTHEHHE BBHIOTYCKHOH KBaIIH(PHKAIIHOHHOH pabOoThI H IP.

MeToauKa OpraHM3aIii CaMOCTOSATEIIBPHOH pPabOTHEl CTYAEHTOB 3aBHCHT OT CTPYKTVYPEHIL,
XapakTepa M OCOOEHHOCTEH HM3Y4YaeMOH IHCIMIUIHHBI, OObeMa 4YacOB Ha €€ H3YYEeHHE, BHJA
3aJlaHHH IS CaMOCTOSATEIIbHON paboThl CTYAEHTOB, HHAMBHIYAIbHBEIX KAaueCTB CTYIEHTOB H
YCIIOBHH YUEOHOH JAeATEILHOCTH.

[Iporiecc opraHu3aIi caMOCTOSTEILHOH PadOThl CTYAEHTOB BKIHOYAET B ce0S CIIEAVIOIHE
BTaIlbI:

- IIOATOTOBHTEIIBHBIH (OIpejelieHHe I[ellel, CcocTaBIIeHHe IIporpaMMbI, ITOATOTOBKA
METOAMYECKOr 0 00eCIIeYeHH L, ITI0JITOTOBKa 000PYAOBaHHA),

- OCHOBHOI (peamm3alfis IIPOrPaMMbI, HCIIOIb30BaHHE IIPHEMOB ITOMCKAa HH(OPMALHH,
YCBOEHHS, IlepepaOOTKH, IIpHMEHEHHS, IlepefayH 3HaHHH, (HKCHpPOBAaHHE Pe3YIIbTaToB,
caMOOpraHH3aIHA Ipolecca padoThl);

- 3aKITIOYHTENbHBIN (OIlEHKAa 3HAYHMMOCTH H aHalIH3 pe3ylIbTaTOB, HX CHCTEMAaTH3aIlHSL
OIeHKa 3()(PEKTHBHOCTH IIPOrPaMMBI H ITPHEMOB paOOTHI, BEIBOIBI O HAIIPABIIEHHSIX OITTHMHI3AL[HI

TPyJa).
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2.11leab B 323249H CAMOCTOAT €JILHOM PadOTHI

Bemyimas 1enp opraHmzaiiii H ocyinecTBiIeHHS CPC coBmagaer ¢ LENb0 OO0YUEHHS
CTYJIEHTa — (DOPMHPOBAHHE YHHBEPCAJIbHBIX KOMITETEHIHH.

[Ipn opranmzaipin CPC BaKHBIM H HeOOXOIHMBIM YCIIOBHEM CTaHOBSTCS (pOpMHPOBaHHE
YMEHHS CaMOCTOSTEIBHOH PadOTHl 14 IPHOOPETEHMS 3HAHHMH, HABBIKOB H BO3MOKHOCTH
OpraHM3aIy y4eOHOH H HAYYHOH AEATEIbHOCTH. L[elIbI0 caMOCTOSTEIBLHOH PaldoTHl CTYAEHTOB
SBIISIETCS  OBIaJeHHe (YHAaMEHTAIbHBIMH 3HAHHSMH, IIPO(peCCHOHAIbHBIMH VYMEHHSIMH H
HAaBBIKAMH JIeSITEIIbHOCTH I10 ITPO(IIIIO, OIBITOM TBOPYECKOH, HCCIIEAOBATEECKON JEeSTeIbHOCTH.
CamocrosITellbHag  pabora  CTYIAEHTOB  CIIOCOOCTBYET  Pa3sBHIHIO  CaMOCTOSTEIBHOCTH,
OTBETCTBEHHOCTH H OPraHH30BAHHOCTH, TBOPYECKOI'O ITOAXO0Ja K PEelIeHHIO IIpodieM yUeOHOro U

ITpoe CCHOHATLHOI'O YPOBHSL.
SagauamMu CPC aBISIIOTCS:

= CHCTCMATH3aIlHA H 3dKPCIIIICHHC ITOJIIYHCHHBIX TCOPCTHHYCCKHX SHAHHI H ITPAKTHYCCKIIX

YMeHHI CTYIeHTOB,
- yIIyOleHHe H paclHpeHHe TeOPeTHYECKHX 3HAHHI,

- (opMHpoBaHHe YyMEHHH HCIIOIb30BaTh HOPMATHBHYIO, IIPaBOBYIO, CITPaBOYHYIO
JOKYMEHTAIIHIO H CIIEIHAILHYIO JINTEPATYPY,
- Pa3BHTHE IIO3HABATEIIbHBIX CIIOCOOHOCTEH H AaKTHBHOCTH CTYIEHTOB. TBOPYECKOH

HHHITHATHBLI, CAMOCTOATCIIBHOCTH, OTBCTCTBCHHOCTH H OPI'aHH30BAHHOCTH,

- (bﬂphﬂIpGEﬂHIIE CAMOCTOATCIIBHOCTH MBITTIICHI A, CIIOCOOHOCTEH K CAMOPAa3BHTHIO,

CAMOCOBCPIICHCTBOBAHIIO H CaMOPCAIIH3alIl I,
= P4A3BHTHE HCCJICAOBATCIIBCKIIX }"I\IEHI]I‘T;

= HCIIOJIb30BAHIIC MATCPHAJIA, Cﬂﬁpﬂ}]}[(ﬂ‘ﬂ H IIOJIIYHCHHOI'O B XOIC CaMOCTOSTEIIbHOH

PaboThI 1 1a0OPaTOPHEIX 3aHSITHI.

3. TexHoJtI0rHYecKan KapTa CaMOCTOHAT e IbHOH pﬂﬁﬂ'l'bl CTYJACHTA

- BHI IesTelbHOCTH OO0BeM 4acoB, B TOM YHCIIE
O/bI CTYACHTOB CpencTBa (acTp )
peann3yeMbIX KoHTakTHasa
KOMITIETEHI[HHA EAHOJIOTHH pabora c
OI[eHKH CPC Bcero
IIperogaBar
ejleM
8 cemectp
OIIK-5, OlIK- | CaMocToATEeIbHOE CoOecemoBaH
1.1, OIIK-1.2, | H3YYCHHE JIMTCPATYPhI He 76,86 8.54 85,4
1K-3 H HCTOUYHHKOB
OIIK-5, OIIK- | IloaroroBka Orpoc
1.1, OIIK-1.2, | nmpakTHyecKHM 3.24 0,36 3.6
[TK-3 3AHSITHSIM
[OKYMEHT MOAMNUCAH b
SNEKTPOHHOW NOANUCHLIO 0 1 10
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4.“(]])!1[[0]{ BLINOJIHEHH A CAMOCTOATE/ILHOH pﬂﬁﬂTbI CTYIEHTOM

4.1. Memoouueckie pexomenoayiiil no pabonte ¢ yuebHoll numepanmypoil

[Ipu pabore ¢ KHHTOH HEOOXOAHMO ITOZOOPATh JIHTEPATYPY, HAYUHTHLCHA ITPABHIBHO €€
YHTaTh, BECTH 3armicH. [ mojgbopa IHTepaTyphl B OHOIHOTEKE HCITOIb3YIOTCS al(paBHTHEIH H
CHCTEMATHYECKHH KaTaJIOr'H.

BaXHO ITOMHHTE, YTO PaIMOHATIPHEIE HABLIKH PadOTBEl ¢ KHHIOH - 3TO BeCerga OoNbIlas
SKOHOMMS BPEMEHH H CHII.

[IpaBHIBLHEIIT TOAOOP VYUYEOHHKOB  PEKOMEHAYETCS  IIPEIOAAaBaTEIlEM,  YHTAFOIIIM
TIEKIMOHHBIN Kypc. HeoOxomumas nmHureparypa MOKeT OBITH TaKKe VKa3aHa B METOMHYECKHX
pa3paboTKax I10 JaHHOMY KYPCY.

M3yyass Marepuan 1o yuyeOHHKY, CIEOYET IEPeXOAUTh K CIEAVIOIIEMY BOIIPOCY TOIIBKO
TIOCIIE MPAaBHIILHOIO VACHEHHS ITPEIBIAYIIET O, OIHCHIBAI Ha OyMare BCe BBIKIAJKH H BBIUHCICHIS
(B TOM 4HClIe Te, KOTOphle B yUyeOHHKE OITYHIEHBI IJIH Ha JIEeKIHH JaHBI IS CaMOCTOSTEIILHOIO
BBIBOJIA ).

[Ipn m3yuyeHnn moOO0H AHCIHIIIMHEL OONBINYIO H BAXXKHYIO POJIb HIPAeT CaMOCTOSTEIIbHAs
HHIUBHIYalbHaI padora.

Oco0oe BHUMAHHE CIeAYeT OOpaTHTh Ha OIpejielIeHHe OCHOBHBIX ITOHSTHH Kypca. CTYIEHT
IOIZKEH ITOAPOOHO pa3OHpaTh IIPHMEPHI, KOTOPBIE ITOSICHSIOT TaKHE OIPEeJEIEHHS, H VMETh CTPOHTE
AHAJIOTMYHBIE TIPHUMEPHL CaMOCTOATENRHO. HYyKHO JOOHBATHCS TOUHOIO IIPEACTABIEHHS O TOM, YTO
H3y4yaelb. 1I0Ie3HO COCTABIATh OIOPHBIE KOHCIIEKTHI. IIpH HM3yYeHHH MarTepHalna I10 YueOHHKY
MOJIE3HO B TeTpaAH (Ha CIEIHAaIbHO OTBEJEHHBIX ITONSX) JOIOIHSTH KOHCIIEKT HeKIii. Tam ke
CIIEAYET OTMEYATH BOITPOCHI, BRIJIEIIEHHBIE CTYIEHTOM A1 KOHCYIILTALNH C ITPEIIOaBaTEIEM.

BEIBOBI, ITOJIYUEHHEBIE B PE3YIILTATE H3VUEHHS, PEKOMEHAYETCS B KOHCIIEKTE BBIIEIISTE,
yTOOBl OHH IIPH IEPEYNTEIBAHHH 3aITHCEH JIVYIIE 3aIIOMHHAIIHCE .

OIBIT IOKAa3BIBAET, YTO MHOIHMM CTYJAEHTaM IIOMOIaceT COCTaBJIEHHE IJIHCTAa OIIOPHBIX
CHTHAJIOB, COJep KaIller0o Ba)KHeHINHe H HaHOOIIee 4YacTO YIIOTpeOnsgeMble (POPMYIIBI M ITOHSITHSL
TakoH JIHCT IIOMOraeT 3aIllOMHHTh (POPMYIBbI, OCHOBHBIE ITOIOJKEHHS JIEKI[HH, a TaKkKe MOKeT
CITYKHTh ITOCTOSHHBIM CITPABOYHHKOM JJIS CTYIEHTA.

UreHHe HAy4YHOI'O TEKCTa SBISETCS YacThIO IIO3HABATEILHOH MESTEIIBHOCTH. Ee Ienp —
H3BJIEUEHHE H3 TeKcTa HEOOXOAHMMOH HH(poOpMaiH. OT TOro Ha CKOJIBKO OCO3HAaHHA YHTAFOIIIM
COOCTBEHHAsI BHYTPEHHSS YCTAaHOBKa IIPH OOpaIlleHHH K IIeYaTHOMY CIIOBY (HAHTH HYJKHBIE
CBEJICHHS, YCBOHTh HH()OPMAI[HIO ITOJIHOCTBIO WIH YaCTHYHO, KPHTHYECKH IIPOAHAIIH3HPOBATh
MaTepHall | T.I1.) BO MHOI'OM 3aBHCHT 3(P()eKTHBHOCTh OCYIILECTBIISIEMOIO JEHCTBHSL

BEIIEILIIOT uemblpe 0CHO6HbIE YCHIAHOG6KU 6 UM EHUNU HAYUHO020 MEeKCma.

HH(POpMAaIHOHHO-IIOHCKOBEIH (3aJjaya — HAHTH, BBIACIIHTh HCKOMYIO HH(OpPMAIIHIO)

yCBaMBaroInasi (yCHINS YHTaTeId HalTpaBIIEHBI Ha TO, YTOOBI KaK MOXKHO ITOITHEE OCO3HATh H
3aIIOMHHTh KaK CaMH CBEJIEHHS H3IaracMble aBTOPOM, TaK H BCIO JIOTHKY €r0 PacCy K eHHH )

aHAIIHTHKO-KPHTHYecKas (YHTaTelIb CTPEMHICS KPHTHYECKH OCMBICIHTh MaTepHal,
ITPOAHAIIM3HPOBAB €0, OIPeIe]INB CBOE OTHOIIEHHE K HEMY )

TBOp4YeCcKas (CO3IaeT Y YMTATelII TOTOBHOCTh B TOM IJIH HHOM BHE — KaK OTIIPABHOH ITYHKT
IUISI CBOMX pacCy KAeHHi, KaKk 00pas I IeHCTBHS 10 aHAJIOIHH M T.II. — HCIIOIB30BaTh CYKIESHHSI
aBTOpa, XOJ €ro MEBICIEH, pe3ylbTaT HaOMIOMeHHS, pPa3padOTaHHYIO METOMUKY, JOIIOIHHTL HX,
MTOJIBEPIHYTh HOBOI ITPOBEPKE).

AOKYMEHT INOANMUCAH MLICLL FIP OYUMAHHO20:
SPERTEOHHON NONTIMCHIO CBSI3HOE OIMMCAaHHE TIPOCMOTPEHHOH MM

Ceptudbukar: 12000002A633E3D113AD425FB50002000002A6
Bnapeney: ' ' llebayxoesa Tatbana AnekcaHopoBHa JQUHHKOB, XapaKTcpPa H Ha3HAYCHHA,
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[ ImannpoBaHie — KpaTKas JIOrHYECKas OpraHu3aIfisa TeKCTa, PacCKphIBArOIasl COACPKAHIE H
CTPYKTYPY H3YyUaeMOIr'0O MaTepHaa,

TesnpoBaHHe — JITAaKOHHYHOE BOCITPOM3BEJEHHE OCHOBHBIX VTIBEPKIESHMII aBTropa 0e3
IIpHBJIEYeHHS (DAKTHYECKOI0 MaTepHaa,

[luTHpOBaHHE — JOCIOBHOE BBITIMCHIBAHHE H3 TEKCTA BBIJIEPKEK, H3BIICUEHHI, HaubOolee
CYILECTBEHHO OTPaKarOIIHX TY HJIH HHYIO MBICTIh aBTOPA;,

KoHcriekTHpoBaHHE — KpaTkKoe M IIOCIIEAOBATEIIBHOE  H3JIOKEHHE  COJEpKaHMS
IIPOYHTAHHOTO.

KOHCITEKT — CIIOKHBIN CITOCO0 M3TIOXKEHUS COMePKaHMS KHHTH HIIM CTaThbH B JIOTHYECKOH
IIOCIIEAOBATEIIPHOCTH. KOHCIIEKT aKKyMYIHMPYET B ceOe MpeIbIAYINHE BHABI 3aITHCH, ITO3BOISET
BCECTOPOHHE OXBAaTHTh COJAEp KaHINe KHITH, CTaThbH. 1103TOMY YMEHHE COCTABIIATH IUIAH, TE3HCHI,
IelaTh BRIIUCKH H APYTHE 3aIIHCH OIPEHENSIeT H TEXHOIOTHIO COCTABIIEHI KOHCIIEKTA.

Memoouueckiie pexomenoaiil no coOCNAGIEHIUIO KOHCHEKNA:

1. BHUMATENbHO MPOYHTANTE TEKCT. YTOUHHTE B CIIPABOYHOH JIHTEPATYPE HEIIOHSTHEIE
croBa. I Ipu 3amucH He 3a0yIbTE BEIHECTH CIIPABOYHBIE JAHHBIE Ha ITOJS KOHCIIEKTA.

2. Brelgemire rimaBHOE, COCTaBhTE TUIAH.

3. Kpatko cdopMyIHpyHTe OCHOBHBIE IIOJIOKEHHS TeKCTa, OTMEThTE apryMEHTaI[HIO
aBTOpAa.

4. 3aKOHCIIEKTHPYHTE MaTEpHall, YETKO CIEAYS ITYHKTaM IUIaHa. |IpH KOHCIIEKTHpPOBAHNUH
CTapanTECh BEIPA3HTh MEICIIF CBOMMH CIIOBAMHM. 3aIlMCH CIIEAYET BECTH YETKO, SICHO.

5. I'paMOTHO 3aImMCBIBANTE IMTATRI. L[HTHPYS, VUHTBIBAHTE ITaKOHHYHOCTH, 3HAYNMOCTE
MBICITH.

B TekcTe KOHCIIEKTa KelaTeIbHO IMPHBOJUTH HE TOIBKO TE3HCHEIE TIOMOKEHHS, HO H HX
IOKazaTenbCcTBa. IIpH odopmiIeHHH KOHCIIEKTa HeOOXOAHMMO CTPEMHTBCS K EMKOCTH KaxKIOoro
NpeuIoKeHna. MpICIM  aBTOpa KHHTH CIEQYET H3IaraTk Kparko, 3al00TACk O CTHIE H
BBIPA3HTEIIBHOCTH HAIMCAHHOIO. YHCIIO HOIOIMHUTEIBHBIX 3MIEMEHTOB KOHCIIEKTA JOJIKHO OBIThH
JTOTHYECKH  OOOCHOBAHHBIM,  3allHCH  JOIKHBL  PACIIPelelsiTbcd B OIPEIelIEHHOH
IOCIIEOBATEIIPHOCTH, OTBEYAKOINEH JIOTMYECKOH CTPYKTYpPEe INPOM3BeldeHHA. /{19 YTOYHEHHS H
IIOTTOTTHEHHS HEOOXOMMMO OCTABIISATH ITOMISL.

OBJajicHe HaBBIKAMH KOHCIIEKTHPOBAHHSA TpPeOyeT OT CTYAEHTa IEIeYCTPEMIEHHOCTH,
IIOBCEHEBHON CaMOCTOSTEIIBHOH palbOoTHI.

4.2. Memoouueckiie pexomeHOayuil 110 NOO20M0EKe K NP AKINUYECKUM 3AHAMUAM

JI11s1 Toro yroOBl MpaKTHYECKHE 3aHSTHS ITPHHOCHIIM MAaKCHMAIIbHVIO ITONIB3Y, HEOOXOIHMO
IIOMHHTH, 4YTO VIIPaXKHEHHE H PeIllleHHEe 3aJay ITPOBOMASICS IIO BREIUMTAHHOMY Ha JIEKI[HSIX
MaTepHally M CBS3aHBI, KaK IIPABIIO, C JeTaJIbHBIM Pa300pOM OTAEIIEHBIX BOIIPOCOB JIEKIHMOHHOI'O
Kypca. ClHeayeTr IOQUepPKHYTh, 4YTO TOIBKO IIOCIE YCBOSHHMS JIEKIIHOHHOIO MaTepHala C
OIpeJle]IEeHHOH TOYKH 3peHHS (a HMEHHO ¢ TOH, ¢ KOTOPOH OH H3/IaraeTcs Ha JIEKI[HSIX) OH OyJeT
3aKPeIlISIThCS Ha 1a00paTOPHBIX 3aHATHAX KaK B PesylbTare OOCYKAeHHS H aHal3a JIEKIIHOHHOIO
MaTepHajla, TaK H C IIOMOIIBIO PeIlleHHS ITPOOJIEMHBIX CHTVAIHH, 3amay. IIpH 3THX YCIIOBHSX
CTYJIEHT HE TOIBKO XOPOIIO YCBOHMT MaTepHall, HO M HAYUMICS IIPHMEHSIh €0 Ha ITPaKTHKE, a
TakKe IIOJIYYHT JOMONHHUTEIBLHBIH CTHMYHI (M 53TO O4YeHb BaXKHO) JII aKTHBHOH IIPOpPabOTKH
TIEKIIHH.

[IpH CcaMOCTOSTEILHOM pEeIleHHH 3aJay HYKHO OOOCHOBBIBATH Ka’KIBIH STall PEIleHHS,
HCXOMS M3 TEOPETHUYECKHX ITOJIOKEHHH Kypca. ECIHM CTYIEeHT BHAHMT HECKOIBKO ITYTEH pPEIleHHS
mpoOieMpbl (3aadyH), TO HYKHO CPaBHHTh HMX H BBIOpaTh caMbIH palfHoHaIbHBIN. [lomesHo 10
Hayalda BBIUMCIEHMII COCTAaBHTh KpaTKHMIl IDIaH peIlleHHsI IpoOneMbl (3amaum). Permenme
MHOOJIEMHBIX 3a71a4 WITH TIDHMEDOR CIelVeT H3maraTh ITOAPOoOHO, BBEIYHCIIEHHS pacliojlararh B

AOKYMEHT NoAarnncAH
SNEKTPOHHOW MNOANUCHIO BBIUHCIIEHHY OT OCHOBHBIX. PellleHHST IIPH
Ceptudpukar:  12000002A633E3D113AD425FB50002000002A6 M, CXEMAMIL, HEPTCKaMIH H PHCYHKAMH.
Bnapeneu: | liebayxosa TathaHa AnekcadapoBHa il y4eGHOIT 3ajaud JOIDKHO JIOBOIHTBCSI O

lEﬁ}*’ET YCIIOBHE, H ITO BO3MOHOCTH C BBIBOJJOM.
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HGH}"‘IEHHLIﬁ OTBCT CIICAYCT IIPOBCPHTD C]’[DCD@HI‘&HI: BBITCKAIOIITHMIL H3 CYIIICCTBA IIAaHHOH 3aJauH.
[lomesHO Takxke (ECJ]II EGBMG}KHG) PEIATE HECKOJIIBKHMIH crrocobaMH H CPaBHHTL ITIOJIIYVHUCHHBIC
PE3VYIILTATHI. PereHrie 3agay JaHHOI'O THIIA HYHO IIPpOAOJIEKATE HO HpHGﬁpETEHI[H TBEPABIX
HABBIKOB B HX PCIICHHI.

4.3. Memoouueckiie pexomeHoayuil No camonposepke 3H auLiLl

[Tocne m3ydeHHs OIpeJlelIeHHOH TeMBI ITO 3aIHCSAM B KOHCIIEKTe H YYeOHHKY, a TaKXkKe
peleHns JOCTaTOYHOIO KOIMHYeCTBa COOTBETCTBYIOIIMX 3aJa4 Ha IPAaKTHYSCKHX 3aHITHIX H
CaMOCTOSTEIILHO CTYAEHTY PEKOMEHAYETCS IPOBECTH CaMOIIPOBEPKY YCBOEHHBIX 3HAHHI, OTBETHB
Ha KOHTPOJIbHBIE BOITPOCHI ITO0 H3YUYEHHOH TeME.

B ciryyae HeoOXOIHMMOCTH HYKHO €Ille pa3 BHHMATEIEHO pa300paThCcs B MaTepHAlIE.

MHorma HegoCcTaTOYHOCTh YCBOEHHS TOrO IJIM HHOTO BOIIPOCAa BBISICHSETCS TOJIBKO IIPH
H3YUEHHH JaIbHEeHIero MaTepHaia. B 3ToM cilydae HaJO BEpPHYThCS Ha3al M ITOBTOPHTL IUIOXO
YCBOEHHBII MaTepHall. BajKHBIH KpHTEPHH YCBOEHHS TEOPEeTHYECKOIO MarepHajla — YMEHHE
OTBEYAaTh Ha BOITPOCHI I coOeceJOBaHHS.

Bomnpocol 1s codece10BaHHSA
ba3oBbINA YPOBEHDb

1. TloHsarHe «3anmTa HH(OPMAIHHy. PackphITHE CYIIIHOCTH 3aIllHTHI HH(POPMAITIH IT0

(PYHKITHOHAILHOH H cojlep KaTellbHOH HaIIpaBIIEHHOCTH.

[{enm, 3agauyi H OCHOBHBIE OOBEKTHI 3aI[HTHI HH() OpMAaIlHH.

(OCHOBHBIE HaITpaBJIeHHS o0ecIieueHH s 0e30ITaCHOCTH HH()OPMAaIIHOHHEBIX PECYPCOB.

CoBpeMeHHBIE YCIIOBHS, OIPeAeIsEOIIHe 3HaUeHHEe 3aIIHThI HH(OPMAI[HH.

OCHOBHBIE TTONTOKEHHS TEOPHH 3aIIHTE HHPOPMAIHH, CBSI3b C IIPOOIIeMaMH

HH(QOpMAaTH3aIHH 00IeCcTBa, OXPaHbl HH(POPMAIH OHHBIX PECYPCOB.

3anura nmpaB cOOCTBEHHHKA Ha BIIaJicHHE H pacliOpssKeHHE CBOHMH HH(OPMAITHOHHBIMH

PECYPCAMH.

7. IloHATHEe M HAa3HaYeHHE CHCTEMEBI 3alTHTHI HHpopMaIHH. OCHOBHEBIE XapaKTePHCTHKH
CHCTEMBI 3aIHThI HH(POPMALHH.

8. DJIeMEHTHI CHCTEMEI 3all[HTHI: IIPABOBOH, OpraHH3aI[HOHHBIH, HHKEHEPHO-TEXHHYECKHH,
IIPOrpaMMHO-aImIapaTHRIN, KpHITTOrpapHuecKHil. B3aHMOCBS3b H coliepKaHHe OCHOBHBIX
3IIEMEHTOB CHCTEMBI 3AII[HTHI.

9. PeximM 3alUTEl, COACPKAHHE H IMTOPSAOK IeHCTBII, HAIIPABIIEHHBIX Ha 3aII[HTVY
HH()OPMAIHH, OPraHH3al[HI H TeEXHHYECKHE MEPOITPHITHSL.

10. TexHOMOrMYECKHX MPOIIEAYP YUETa H KOHTPOILS, TPpeOOBAHHI 3aIl[HTEI OPraHH3a1[HH
KOH (PHIeHI[HATIbHOI' O JOKYMEHT0000pOTa.

1 1. PermaMeHTaIms CrielMalIn3HPOBAHHBIX TEXHOIOIHYE CKHX ITPOLIEAYP YUeTa H KOHTPOJIA,
TpeOOBaHMII 3aIIUTHI OPraHM3aIlHH KOH(HISHIHAILHOI O JOKYMEHTO000POTa.

AW

-

I1oBBINIEHHBIN YPOBEHDb

AJOKYMEHT MNoarnncAH PP , ,
SMEKTPOHHOM MNMOAMUCHIO ':ZTEpquIE HJLA JTFOOBIX PaHOSJIICKTPOHHBIX
Ceptudchmkar: - 12000002A633E3D113AD425FBS0002000002A6 CJICH.
Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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s

OCHOBHBI€ ITPHHIIAIIEI JOOBIBAHIS HH()OPMALIHH.

4. Ilpouemypa HIeHTH()HKALMH, KaK OCHOBA ITpoliecca 0OHapyKeHH S 00beKTa.
5. Metoapl cHHTe3a HH()OPMALHH.

6. MeTompl HeCaHKIIHOHHPOBAHHOI O JOCTYIIa K HH(POPMAL[HH.

OCHOBHBIMH cITOCOOaMH IIPHBIIEYEHHS COTPYAHHKOB I'OCYJapCTBEHHBIX H KOMMePYeCKHX
CTPYKTYP, HMEIOMIHX JOCTYII K HHTePeCYIoIeH HH(OpMALIHH.

8. Crioco0Onl HaOIMIOAEHHS C HCIIONIb30BAHMEM TEXHHUECKIIX CPEICTB.

4.4. Memoouueckite pexomeHOaiLil NO HANUCAHLIO HAYYHBIX MEKCnoe (00KI1a0o0e, pegepamoe,
scce, HayuHblX cmameti i 1.0.)

[lepen TeM, Kak IIPHCTYIIMTH K HAITMCAHHIO HAYYHOI'O TEKCTa, BAXKHO Pa3o0paThCs, KaKOBa
HCTHHHAS LEIb BAIller0 HAYYHOI'O TEKCTA - 3TO ITIOMOJKET BaM Pa3yMHO PacIIpedelInTh CBOH CHIIBI H
BPEMS.

Bo-TIepBEIX, CHayvala HYKHO OIIPENEIHTBCS C HASEeH HayyHOIO TEeKCTa, a IS 3TOro
HeOOXOAHMO HAayYHTHCS JTHOO OTHOCHTHLCS K PasHBIM SIBICHHSM H (paKTaM HECKOITBKO KPHTHYECKH
(cBOS Hesl — KaK HHas TOYKa 3peHHS), THOO HAayYHThCS YBIEKAThCS KAKHMH-TO H3BECTHBIMH
HIesMH, KOTOphle HYXHAlTcsI B JopalOorke (Hesd — KaK ONTHMHCTHYeCKas IIO3HIHS H
HaITPaBJIEHHOCTh Ha JAJIbHEHIIEE COBEPIIEHCTBOBAHHE YK€ H3BECTHOIO). BO-BTOPBIX, HAYYHTHCS
OpPraHH30BBIBATEH CBOE BPEMSL.

[Trcars creayeT SCHO H MOHSTHO, CTapasich OCHOBHBIE MOIOXKEHHSI (DOPMYIIHPOBATh YeTKO H
HEJIBYCMBICIIEHHO (YTOOBI M CaMOMY ITOHSTHO OBUIO), a TaKKe CTPEMSICh CTPYKTYPHPOBATh CBOH
TEKCT.

CucremMarH3alsgd M aHalIH3 H3YYEHHOH IJHTepaTyphl II0 TIpoOlieMe HMCCIEI0BAHHSI
ITIO3BOJISIEOT CTYJIEHTY HAITHcaTh padoTy.

PaGoumii BapHaHT TeKCTa HOKIaJa IPedOCTaBISeTCd PYKOBOAHUTEIIO Ha IIpoBepkKy. Ha
OCHOBe paloyero BapHaHTa TEKCTa PYKOBOAHTEIbL BMECTE CO CTYAEHTOM OOCYKIAeT BO3ZMOKHOCTH
T0pa0OTKH TEKCTa, ero 0(popMICHHE.

Cmpykmypa ooxnaoa:

- Brepgenne (He Oonee 3-4 crpanui). Bo BRBeZileHHH He0OXOQHMO O0OOCHOBATh BBIOOP TEMBEI,
€€ aKTYaJIbHOCTh, OUEPTHTH OOIACTh HCCIeAOBAaHHI, OOBEKT HCCIEAOBAHHS, OCHOBHBIE IIEIIH H
3aJIa4l HCCIIETOBAHHA.

- (OCHOBHAsg YacThb COCTOHMT M3 2-3 pasieiloB. B HHX pPacKphIBAaeTCS CYTh HCCIEIYEMOH
IpOOIEMBI, TTPOBOAHTCA 0030p MHPOBOH JIHTEepaTyphl M HCTOYHHKOB HMHTEpHET IO IIPEIAMETY
HCCIEIOBAaHII, B KOTOPOM [JAacTCd XapaKTEpPHCTHKa CTelleHH pa3paloTaHHOCTH IIPOOIEMEI H
aBTOPCKAsl AaHAJIMTHYECKas OIEHKAa OCHOBHBIX TeOPETHUYECKHX IIOAXOMOB K €& PEIIEHHIO.
M3moxeHHe MaTepHalla He JOIKHO OrFPpaHHYHBATHCSA JIMINL OIMHCATEIBHBIM ITOAXOJOM K
PACKpPBITHIO BEIOpaHHOH TeMbl. OHO TakXke JOIDKHO COHEpXarh COOCTBEHHOE BHIEHHE
paccMaTpHBAEMOI ITPOOIIEMBI H H3JIOKEHHE COOCTBEHHOH TOYKH 3PEHIMS Ha BO3MOXKHBIE ITYTH €€
PEIIIEHHS.

- SBaxmrouenre (1-2 cTpaHmIipl). B 3aKimodyeHHH KpaTKO HM3JIAralOTCs JOCTHTHYTBIE IIPH
H3YYEHHH ITPOOIIEMEI LIEIH, IIEPCIIEKTHBLI PasBHTHS HCCIIEAYEMOIO BOIIPOCa

- (TTucny UeTInTTRE2ARAUHNT TTuTenaTuvnikl (e MeHBIe 10 HCT(}‘L]]—[}[[{QE) B aﬂ(baBHTHQM
AOKYMEHT NoarnncAH ’

SNEKTPOHHOM NOANUCHEIO SATBIMH IIPABHITAMI. B cImicok HCIIOIb30BaHHOH
Ceptacpmrat: | 12000002A633E3D0113AD426FBS0002000002A6 FTeYeCTREHHEBIX H 331))@3}1{]{51}{ aBTOPOB, B TOM
Bnapeneu. Webayxopa TateaHa AnekcaHOpoBHa

HallaX B TCUCHHE ITIOCIICIHIX 3-X JIeT U CCBhIIKH
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- IIpunoxenue (ImpH HEOOXOMHMOCTH).

Tpeboeaniusn xk oghopmnenitio:

- TEKCT C OJJHOH CTOPOHEHI JIHCTA,

- 1mpu@T Times New Roman;

- Kernb mpHudTa 14;

-  MEXCTPOYHOE paccTosHHE 1,5,

- TIOJISL. CBEPXY 2,5 CM, CHH3Y — 2,3 CM, ClIeBa - 3 CM, cIIpaBa 1,5 cM;
- pedepaT goiKeH OBITh IpPeJICTaRIIeH B cOPOIIFOPOBAaHHOM BHJIE.

llopaodok zawumol doknaoa:

Ha samury mokmnaga OTBOAMTCS S-7 MHHYT BPEMEHH, B XOJE KOTOPOIrO CTVAEHT ITOIKEH
II0Ka3aTh CBOOOJHOE BIIAJICHHE MATEpHAIIOM II0 3asBIEHHOM TeMe. lIpH 3aimure goKiIaja
IIPUBETCTBYETCS HCIIOIb30BAaHHE MYIIbTHMEHA-TIPE3EHT AI[HH.

JIoKIIaa OIleHHBAEeTCSA II0 CIEAVIOIIHMM KPHTEPHSM: COONIOIcHHE TpeOOBaHHH K €ro
o(p opmiIeHHIO, HEOOXOQHMOCTh M JOCTaTOYHOCTH JUIS PACKPBITHS TEMBI IIPHBEJACHHOH B TEKCTE
TOKIIaZa HH(pOPMAIMH, YMeHHe CTyZeHTa CBOOOJHO H3jIaraTh OCHOBHEIE HJEH, OTPaKeHHBIE B
IOKJIaZie, CIIOCOOHOCTH CTYAEHTa IIOHSITH CYTh 3aJaBacMbBIX IIPENOjaBaTelIeM H COKYPCHHKaMH
BOITPOCOB H C(pOPMYIIHPOBATh TOYHBIE OTBETHI Ha HUX.

Kpumepit oyerxu:

Oyenxa «omauyHoy» BBICTABIISETCS CTYIEHTY, €CIIH B JOKIIaJe CTYIAEHT HCUEPIIBIBAIOIIIE,
IIOCIIEAOBATEIIPHO, YETKO H JIOTHYECKH CTPOHHO H3lIaracT MaTepHall, CBOOOJHO CITPaBIISIETCH C
3aJlavyaMH, BOIIPOCAMH H JAPYTHMH BHJIAMH ITPHUMEHEHHS 3HAHHI, HCIIONB3YET IS HAIlMCaHH
IOKIIaJla COBPEMEHHBIE HayYHbIE MaTePHAJIbl, aHAJTH3HPYET IMOITYYEHHYIO HH(OPMAIHIO, ITPOSBISET
CaMOCTOSITEIIBHOCTE ITPH HAITMCAHMH JTOKIIa1a.

Oyenkxa «xopouto» BBICTABILIETCS CTYJIEHTY, €CIM KayeCTBO BRINIOIHEHHS JIOKIIajia
IIOCTATOYHO BEICOKOE. CTYZEHT TBEPAO 3HAET MAaTepPHall, IPaMOTHO H IT0 CYIIECTBY H3JIaracT ero, He
JIOITY CKasl CYINECTBEHHBIX HETOUHOCTEH B OTBETE Ha BOIIPOCKHI ITO TEME JOKIIAJ1A.

Oyenxa «yooenemeopunensHoy BBICTABIIETCS CTYIEHTY, €CIIM MaTepHal JOoKiIaja
HM3JIaraeTCcsd YaCTHYHO, HO ITPOOebl HE HOCAT CYINECTBEHHOIO XapakKTepa, CTYIEHT JOITYCKAaeT
HETOYHOCTH H OIIMOKH ITPH 3aIlHTe JOKIaja, JaeT HeJOCTaTOYHO ITPaBHIBHBIE (POPMYIIHPOBKH,
HaOIFOJAOTC S HAPYIIEHH S JIOTHYECKOH ITOCTIEN0BATEIbHOCTH B H3IIOKEHHH MaTepHala.

Oyenxa «HeyooenemeoplnenbHo» BEICTABISETCS CTYIEHTY, €CIIH OH HE ITOATOTOBIII JIOKITA]
IWIN JOITYCTWI CYIIECTBEHHBIE OIMOKH. CTVIAEHT HEYVBEPEHHO H3IaracT MaTepHal IOKiaja, HeE
OTBEYAET Ha BOIIPOCHI IIPETIOAABATEIS.

Onucariie WKAIbL OljeHUBAHS

MakcHMAJIBHO BO3MOJKHEBIH 04Ul 3a BECh TEKYIIHH KOHTPOIb YCTAaHABIMBAETCS PABHBIM D).
Tekylnee KOHTPOIBHOE MEPOIPHITHE CUYUTAETCS CIAHHBIM, €CIIM CTYJEHT ITOIYYII 3a HEro HeE
MeHee 60% OT YCTaHOBIIEHHOIO JUIS ATOr0 KOHTPOIS MaKCHMalIbHOro Oamnmina. PeHTHHTOBBIN Gallll,
BBICTABISIEMEIN CTYIAEHTY 34 TeKVIIee KOHTPOIBLHOE MEPOIIPHATHE, CHAHHOE CTYIEHTOM B
YCTAHOBJIEHHbIE T'pa(PHKOM KOHTPOJIBHBIX MEPOIPHITHH CPOKH, OIIpeJeNsIeTCsa ClIeTyOIHM
o0pasoM:

YPpOREHb BEIITOTHEHHA KOHTPOIBRHOIO 3aaHid | PeflTHHTOBEIH Oali (B % OT MaKCHMAIbHOT O Oajlia
32 KOHTPOJLHOE 3aJaHHE )

OTIIHYHBIT 100
XOPOIIHH 80

Y IOBJIETBOPHTE ILHEBIH 60
AJOKYMEHT NOoAanmnucAH 0

SNEKTPOHHOW NMOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLebayxoea TateAHa AnekcaHapoBHa

[OKJIAI0B, COODIIEHHI)
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1. Cuctembl ynpaBaeHns donsmyecknm goctyrnom. CrneumnanbHble peXXnmbl

paboThl

2. CYD/.

3. OcobeHHOCTN cUCTEM YrNpaBJZIEHUA JIOrM4YeCcKMM gocTyrnom. Buabl
yAaJIEHHOr o

4. pocTyna.

5. 3awmTa 06 BLEKTOB MHDOPMATUN3aLMKN, TEXHUYECKNX cpencTB 0bpaboTKK

0. MHpopMaLMK N MALLNHHBIX HOCUTENEn OT AecTabnansnpyrowmx ddakTopoB

/. oKpyXatoLwen cpeabl. Knaccnpmnkauma gectabunamsnpyrowmx Bo3gencTBUM

W
8. cnocoboB 3alNTBl OT HUX.
9. lNoHAaTNAa 06 MHhOPMALLMOHHBIX N KOMMNBIOTEPHBLIX NPecTynJIEHNAX.

10. OCHOBHbIE NPUYUNHBI N OCODEHHOCTUN KOMMBIOTEPHLIX MPECTYNJIEHUN.

11. YronoBHO HakasyeMble opMbl pacnpoCcTpaHeHWS U pa3rjalleHns
NHpoOpMa LUK

12. YronoBHO HakKa3lyeMble hopMbl hanbcupmnkKaumm nHpopmaunm

13. PopMbl 3aKOHHOIO N HE3aKOHHOIo cobunpaHmnsa nHgopmaumnn.

14. He3akoHHOe XpaHeHWe, mepenada, npenocTaBseHNE U
ncrnoJsis30BaHue

15. NHpopMaLunn.,

10. KoMnbloTEpHada CUCTEMa KaK opygune npecTyrnJjieHuns.

17. KoMnbloTepHad cCUCTEMa KaK CPpefCTBO COBEPLUEHUSA MPecTYNJIEHNSA U
XpaHuane

18. NHpoOpMaLMX O MPeCcTYNHOW AeATENIbHOCTHN,

4.5. Memoouueckiie pexomeroaijiiil NO NOO20NOBKeE K 3auenam

[Iporieaypa 3aueTa KaK OTAEIILHOE KOHTPOIILHOE MEPOITPHATHE He IPOBOJHTCS, OL[eHHBaHHE
3HAHHH 00YYarOIIEroc s IIPOHCXOIHT I10 Pe3ybTaTaM TeKYILEr O KOHTPOIISL.
3ayeT BBICTABIISIETCS ITO pe3yiIbTaraM paboThl B CEMECTPE, IIPH cAaue BCeX KOHTPOIBHBIX TOYEK,
TIPEYCMOTPEHHBIX TEKYIIHM KOHTPOIIEM YCIIeBaeMOCTH. ECIH IT0 HTOraM ceMecTpa O0YyYarOIIHIICS
mMeeT OT 33 1o 60 GarioB, eMy CTAaBHTICS OTMETKA «3auTeHO». OOYYarOIEMYCS, HMEIOIIEMY II0
HTOraM ceMecTpa MeHee 33 OalllIoB, CTABHTCS OTMETKA «HE 3aUTEHOY .

Konuuecmeo b6annoe 3a zauem (S3ay) npu pasniyunsix petimiinzoevix baniax
1O OUCYUTILIHE 1O pe3Vabhamam pabonisl € cemecnipe

PeliTHHr oBbI 0AJLT IO JUCITHILTHHE KoJsmuecTBo 6a/L10B 32 3a4eT (S3a4)
110 pe3yJibTaTaM padoThl B cemecTpe (Rcem)
50 < Rcem <60 40
39 < Rcem< 50 35
33 <Rcem< 39 27
Recem< 33 0

KoHTpo/Ib caMoCTOAT eJIbHO PAdOThI CTYIEHTOB

KOHTPOIE caMOCTOSITEeIbHOH DA0OTEI ITDOBOIHTCSI ITPEIIOAABATCIIEM B dAYJIHTOPHH.

NOKYMEHT MOANWUCAH |
SHEKTPOHHO NOOMVCHIO TPOISL; CcOOeceOBAHNE, OLEHKA BBIIIOIHEHI

Ceptudukar: ' 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: ebayxoea TaTbaHa AnexcaHApoBHa HETEHL[I]I‘T IIPHBEACHBI B (DOH,I[E OLCHOYHBIX

()51 dATTCCTaIlIIH.
Nencreutened: ¢ 20.08.2021 no 20.08.2022
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Cnucok JuTeparypsl Aif BeinoJiHeHusa CPC

IlepeyeHbL OCHOBHOM JIMT €PATYPbI
1. . HWuHdpopmaimionHaa Oe3zomacHOCTh: Yy4ueOHHK Jug By3oB/ B.M. fpouxmn — M.:
AxageMryecKHH mpoekt, 2012.
2. Cemenenko B.A. MHpopmalnoHHas 6e3ormacHOCTh: yueb.mocodune/ B.A. CeMeHeHKO — M.
MI'Y, 2013.
IlepeveHn JOMOHHTEILHOH JIHTEPATYPhI
1. HWudopmaimionnas OGe3omacHOCTh: YyieOHHMK i By3oB/ B.HM. fApoukmn — M.
AKaaeMIYecKIi mpoekT, 2012.
2. CemeneHko B.A. Una(popmaipioHHas Oe3ormacHOCTh: yueO.rmocodne/ B.A. CeMeHEHKO —
M.: MI'HY, 2013.

IlepedyeHb Y1€0HO-MeTOHIECKOT0 oDecneYeHHsI CAMOCTOAT eJIbHOM PadoThl 00yUaOIIMXCH 110
JUCIHILIHHE

1. MeTtognyeckmne peKOMEHAAIMH IT0 BEITIOIHEHHIO JTa0OpPaTOPHEIX padoT IO JHCIHILIHHE
«OCHOBBI YIIpaBJIEHHS HH(OPMAIHOHHOH 0e30IaCHOCTHY.

2. MeTtoamdeckHe peKOMEHALHMH TI0 OpraHH3al[HH CaMOCTOSATeIbHOH Pa0OTHI CTYIEHTOB 10
THCIUIDIHHE « OCHOBBI YIIPaBIIEHHSI HH()OPMAI[HOHHOH 0&30IacHOCTH)
Ilepeyenr pecypcoB HHPOPMANHOHHO-TEJIEKOMMYHHKAIIMOHHOH ceTH  «IIHTepHeT»,
He00X0HMbIX LI 0CBOCHHA JHCIIHILTHHBI
http://biblioclub.1u/ — YHIBepcurerckag 6ndmioreka online "Budmiokmy 6"
https://4bramn.rw/hderstvo/ — JIngepcTBO: YpoKH 3(p(eKTHBHOIO PYKOBOJHTEILS
https://spravochnick. nv/psihologiya/ — CripaBoUYHHK IT0 TICHXOIOTHH
https://ur-l.w/LLEbZ — TymOHIIHHT H 3 eKTHBHOE KOMaHZ000pa30BaHHE
https://urait.ru/bcode/449575 — 3enxmHa, C. B. CereBass NpoOeKTHO-HCCIIeJ0BaTeIbCKad
IesaTeIbHOCTh  OOyJaronmuxcs: yuyeOHoe mocobme gug  By3oB/ C. B. BeHkuHa,
E. K. I'epacimora, O. II. Ilankparoea. — MockBa : HMszparensctBo [Opamr, 2020.
152 ¢. — (Bricmiee o6pazoBanne). — ISBN 978-5-534-13229-8. — TeKcT : 3IeKTPOHHBIH //
OB C IOpanr [caiir].

il

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa

Nencreutened: ¢ 20.08.2021 no 20.08.2022
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MHUHUCTEPCTBO HAYKH M BEICHIEI'O OBPA3OBAHUA PO
OETEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOE OEPA30OBATEJIEHOE
YUPEXJEHWE BEICIITEI'O OEPA30OBAHUW A
«CEBEPO-KABKABCKUH ®EEPAJLHBIA YHUBEPCUTET»

[ Isatnropckmi HHCTHTYT ((prnan) CKOY

METOJHYECKHE YKASAHHWA
I10 BBITTOJIHEHHIO ITPAKTHYECKHX padoT
10 JUCLIMIUTHHE

«OCHOBBI YIIPABJIEHH A TH®OPMAIIMOHHOH BE3OITACHOCTBIO 114
ranpaBiens moarorosku 10.03.01 MudopmalrmonHas 6€301acHOCTh
HAIIPaBIEHHOCTE (Tpo(s) BesomacHocTh KOMIBIOTEPHBIX CHCTEM

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6 JPCK

Bnapeneu: lLebayxoea TateAHa AnekcaHapoBHa T.

Nencreutened: ¢ 20.08.2021 no 20.08.2022



Coaep:xanue

BreneHue
1. [{ens 1 3a0a4N H3YUYEHUS QU CLIHIIIIHHEL

2._HammeHOBaHI e ITPaKTHYECKHX 3aHATHI
CTPYKTYPA U COHNEPXAHUE IIPAKTHUUYECKHUX SAHITUHN

[IpakTiyeckoe 3aHsaTHE |.
[IpakTHYeCKOE 3aHATHE 2.
[ IpakTHUYECKOE 3aHATHE 3.
[ IpakTHUYeCcKOe 3aHATHE 4.
[ IpakTHyecKoe 3aHsATHE J.
[ IpakTHyecKoe 3aHATHE 0.
[IpakTHYeCKOE 3aHATHE 7.
[ IpakTHUYECKOE 3aHATHE 8.
[ IpakTHUYeCKOE 3aHATHE 9.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLebayxoea TateAHa AnekcaHapoBHa

Nencreutened: ¢ 20.08.2021 no 20.08.2022

13



BBEAEHHUE

1. Ieb 1 32724 H3YYEeHHA JHCIHILIAHBI

[{embr0 OCBOEHHSI JTHCIIHIDIHHEI « OCHOBBI YITpaBIeHHS HH()OPMAI[HOHHOH 0e30IT1acHOCTHION
sBIsSeTcs (pOpMHpPOBaHHE Habopa Ipod)eCCHOHAIBHBIX KOMIIETEHIMHH Oyaylmero OakalaBpa IIO
HarpaBaeHHIO ITOAroToBKH 10.03.01 «MH(DOopMaIiioHHas O0e30IT1acHOCTEY .

B COOTBETCTBHHM C YKa3aHHOH IIENBIO IIPH H3YVYEHHH MJaHHOHM JHCIIIUIHHBEI CTaBITCS
CIIEIVIOIIHE 3aJauH:

=  aHaIH3 HMHQOPMAIHOHHOH O0e30ITacHOCTH OOBEKTOB H CHCTEM C HCIIOJIb30BaHHEM
OTEYECTBEHHBIX H 3apyOeKHBIX CTAHAAPTORB,

» paspaborKa IIPEIJIOKEHHH II0  COBEPINECHCTBOBAHHMIO  CHCTEMBI  VIIPABIICHILS
HH(}OPMAIHOHHOH 0e30IMacHOCThIO;

= (popmMupoBaHHE KOMITJIEKca Mep (IIpaBHIIa, ITPOLEIYPHI, IIpaKTHYEeCKHE ITPHEMBI H IIp.)
IS YITpaBIIe HHS HH()OPMAaI[HOHHOH 0e30IMacHOCTBIO.

2. HaiMeHoOBaHHE NPAKTHYECKHX 3aHATHH

Ne

TeME HamveHoBaHIE TEM JHCI[HIUTHHEI, HX KpaTKOe 13 HIX TpaKTHYeCKad
TTHCITHII COZEPKaHIIE OO0ObeM YACOB IIOJITOTOBKA, YacOB
JIHHEI
8 cemecTp
1 IIpakTH4YecKkas padoTta Nol 1,5 1.5
«O cHOBOMOJIAraKOIIHe JOKYMEHT bI B

odJ1acTH HHpOPMANTHOHHOH 0€30MaACHOCT ID)
U3VYUNL  OCHOGONONA2AOUIEe OOKVMEHNbL 6
obnacmii UHGOPMAayUOHHOII be3onacHocmil U
poccutickue 1 MeHCOVHapOoOHble, KOMopbie
ucnonwv3yromesa 6 Poccuu

2 [IpaktHyeckasgs paGora Ne2 OOecmeueHHe 1,5 1.5
HH(pOPMAIHOHHOH 0€30IIACHOCTH B BeXYIIHX
3apy0es/KHBIX CTpaHaXx

O3HAKOMJIEHIE C OCHOBHbIMU HNPUHLYUNAMLU
obecneyenusn 1H@opMayLioHHOIl be30nacHOoCHL
8 GeOVUILIX 3apYDedCHIX CIPAHAX

Ceptucmkar: 12000002A633E3D113AD425FB50002000002A6 ?
Bnapgeneu:  lLleBayxoea TatbaHa AnekcaHaposHa ‘Ho6¢€

3 [TpaktHyeckasa padota Noe 3 «TpedoBanusa m 3 3
MMOKAa3aTe Il 3aIIHINEHHOCT K
ABTOMATH3HPOBAHHBIX CpPeJCTB 00padoTKH
HH@pOPMALTHID»
OSHAKOMUTNGLCA C nipe 6 OGUHHUAMIL ¥
noxazamensmil 3AUUUeHHOCHILL
AGMOMAMUSUPOBAHHBIX Ccpedcme o0bpabomxi
undhanmainig
4 [IpaktHueckas padora Ne 4 «AJropHTMBI 1,5 1.5
NmoBeJeHH S BHPYCHBIX ]| APYIUX

BPEJOHOCHBIX MPOTrPaMM»
3Hakomcmeo ¢ HeKomopvlMLL An2OPUMMAML
10BeO0eHs GUPYCHBIX 1L OPY2UX 6DE0OHOCHbBIX

OOKYMEHT noanncAH
SNEKTPOHHOM NOAMNUCKIO 15

1,5
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U3VUHEHLEe THEeEXH OO aAvineHnii :‘Igbl KAyl
HOJb306dNeNIA Hd OCHOGe NAPOJIA.

0 IIpakTHyeckas padora Ne 60 «AHAJIM3 PHCKOB
HH(pOPMALMOHHOH 0e30IIaCHOCTID)
O3HAKOMUMbCA € AN2OPUMMAMU OljeHKIL PUCKA
LH hopMaijiloHHOLL be30nacHocnil

7 [ IpakTHueckas padora Ne 7 « T nmoBbie»
KaHAJIbI YTeYKH HHPpOpPMAIHHA 00 beKTOB
uH@opmatmzanuu OB/l. Y cioBus u
({akTophnl, CrIoCOOCTBYOIIHE YT EUKe
HH(poOpMAIMH OTPAHHYEHHOI0 JI0CTYIIA.
MoaeJ1H BO3MOZKHBIX HAPY LINT eJIe»
O3HAKOMUMbCA € VCA0GUAMIL UL (hakmopamil,
crnocobecmeyioumiL ymeuxe uHgopmayiil
02PaHUYEeHH 020 00CHIYIA

1,5

1,5

(]|

[ IpakTHueckas padora Ne§
«lIpeaBapuTe/IbHBIH AHAJIN3
HH(popMAIIHOHHOH 0€30IIACHOCTH
npeanpHATHD)

Hzyuumos desamensHocnb onpedeneHHoll
Op2aHu3ayiil 1 NP oeecniil NpeoeapLineibH bitl
aH a3 ee UHGOopMAaioHHOTl be30nacH ocmil

1,5

1,5

IIpaktnueckasa pabdora Ne 9 «llocTrpoeHne
KOHIIEeIHA N HH(OPMAITHOHHOH
0€30MaCHOCTH MpeanpHATH D

3HAKOMCIIGO C OCHOGHBLIMU HNPUHIUNAMLU
nocmpoeriis xovyemjuu HE npeonpusmusa, c
yuemom ocobeHHocmell €20 UH@OPMAaLLIOHHOL

LH Dpacmpykmypol

HToro 3a 8cemecrp

18

HT1oro

18
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CTPYKTYPA U COIEPKAHHUE ITPAKTHYECKHX 3AHATHN

Hpﬂlﬂ' HYeckoe 3aHATHe 1. «OcHoBoOmoIararoiue JAOKYMCHTDLI B odJ1acTH HH(l)ﬂpMﬂHHﬂHHﬂﬁ
0€e30MacHOCTH»

Ileb padoOTbL wusywums ocHoeononazaroujue OOKyMeHmMb: € 001ACTIU  UHDOPMAIUOHHOIL
be3onacHocmu 1 poccuiicKue 1 MexcOVHAPOOHble, Konopble uchonv3yiomea ¢ Poccuu

1. Teopernueckasi yacThb

1. Pexomenganmuu X.800.

OCHOBOITONAraloIMMM JOKYMEHTOM B O0acTH 3all[HTBI  PaCIIPelelIeHHBIX CHCTEM CTalH
pekoMeHAarMu X.800 — JOKYMEHT JOBOJIbHO OOIIHPHEBIH.

OCHOBHasI OCOOEHHOCTh 3TOr0 JOKYMeHTa — pachpelellieHHe (yHkimi oOecrieyeHHs HMEB 1o
ypoBHsM OSI/

Pacrnpenenenne ¢ yHKING 6e30ITaCHOCTH 110 YPOBHAM 3TAlIOHHOH ceMHYPOBHEBOH MojelrH OS]

YporeHs Mogem OS]

OVHKI[HH Oe30ITaCHOCTH

1 2 3 4 5 0
AyTeHTH(HKALHI - _ + + _ ]
YIIpaBieHHe JOCTYIIOM - . + + - -
KoH]uIeHIHAaTbHOCTh COeTHHEHHS + + + + - +
KoH(]uIeHIHaIbHOCTh BHE COEHHEHHII - + + + - +
Br16opouyHas KOH(pHIeHIIHAIBHOCTE - - - . - +
KonpuaeHImansHOCTh TpadHKa + - + - _ _
[{eTIOCTHOCTE ¢ BOCCTAHOBIIEHHEM - - - + - -
[lermocTHOCTE 0€3 BOCCTAHOBIIEHHS - . + + - -

M306uparensHas 1eJIOCTHOCTD - - - _ i} }
[[elTOCTHOCTE BHE COEIHMHEHH S - - + + i, i}

HeorkasyeMocCTh - - - - _ -

MexaH3MbI Oe30ITacHOCTH

. [ITnppoBaHue;
. OnexTponHas (I} poBast) MOAIINCE,
NOKYMEHT NOAMWCAH

SNEKTPOHHOW NOAMUCHIO
Ceptudurkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeney: | UeBayxoea TaTeAHa AnekcanapoBHa X,
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. MexaHH3MBI dyTIcC HTH(bI [IKAIlIIH,

. MexaHH3MEI JTOIMOITHEHH S TpaHKa,
. MexaHH3MEBI YIIPaBIeHHSI MapIIpy TH3AIH eI,
. MexaHH3MEI ITOATBEPKASHISI TTOATHHHOCTH,

2. KpHurepun oOmIeHKH HAJeKHbBIX KOMOLHOTEPHBIX cHcTeM ("OpanikeBas KHHra'"
Munucrepcra odooponni CIITA).

JIaHHBIH TPV, HA3bIBAEMBIH Yallle BCErO IO IBETY OONMOKKH "OpaHKeBOH KHHTOH", OBLII BIIEPBBIE
OIMyOJIMKOBaH B aBrycre 1983 roja.

"OpaHxeBasd KHHUIra" IOSCHSET ITOHATHe Oe30IMacHONH CHCTEMBI, KOTOpas "VIIPaBIISET, IIOCPEACTBOM
COOTBETCTBYIOMIHX CPEACTB, AOCTYIIOM K HH(OPMAI[HH, TaK 4YTO TOJBKO MJOIDKHBEIM OO0pa3oM
aBTOPH30BAHHBIE JIMI[A IUIM ITPOIECCHI, JAEHCTBYIOIME OT MX HMEHH, ITOIIVYAOT IIPaBO YHTATh,
IHCaTh, CO3/laBaTh H YAAIISTh HH() OpMAI[HIO".

O4YeBHIHO, YTO a0COMOTHO Oe30ITaCHBIX CHCTEM HE CYINECTBYET, YTO 3TO alcTpakimsd. JIroOyro
CHCTEMY MOKHO "B3lIOMAaTh", €CIIH pacliolaraTh JOCTAaTOYHO OONBIIMMH MATePHAIBHBEIMH H
BPEMEHHBIMH PECYPCaMI.

ECTBH CMBICII OLIEHHBATh JTHIIb CTEIIleHb JOBCPHA, KOTOPOC PA3YMHO OKd3dTh TOH HIIH HHOH CHCTEME.

HaneKHOCTh CHCTEMBI

B "OpamxeBoH KHHTe" HaJeKHasd CHCTEMAa OIPeJenseTcsd KaK "CHCTEMA, HCIIONb3YIOI[as
IOCTATOYHBIE AaIdlapaTHBEIE M IIPOrPaMMHBIE CPEACTBA, YTOOBI OOECIIEYMTh OJHOBPEMEHHVIO
00pabOTKy HH()OPMAaIIHH pa3HOH CTelleHH CEeKPeTHOCTH I'PYINIOH ITONb30BaTellell Oe3 HapyIIeHHS

IIpaB JocTyIra".

CTeleHs JOBEPHSL, HIH HaJAeKHOCTh CHCTEM, OLIEHHBAETCS II0 JIBYM OCHOBHBIM KPHTEPHSIM:
. [ lonmuTHka 6e30ImacHOCTH

. ["apaHTHPOBAHHOCTH

IToIMTHKA 0€30IIACHOCTH

510 Ha0Op 3aKOHOB, ITPABHII H HOPM ITOBeJeHHS, ONPeIeIIOINX, KaK OpraHH3alisa o0pabdaThIBaeT,
3aI[MINAET H PacIpOCTPaHsIeT HH(OPMAI[HIO. B 4aCcTHOCTH, IpaBHIIa OIPEAEIISIOT, B KAKHX CITy4asx
MTOJIb30BAaTellb HMEET IIPaBO OIIEPHPOBATh C OIpPeJeleHHBIMH HaO0opaMH JaHHBIX. UeM HajexHee
CHCTeMa, TEM CTPOKe H MHOI000Opa3Hee JOIKHa OBITh ITOJIHTHKA 0€30ITaCHOCTH. B 3aBHCHMOCTH OT
Cc()OPMYIIHPOBAaHHOH ITOIHTHKH MOYHO BBIOHpAaTh KOHKPETHbIe MeXaHH3MbI, 00eCIIeUHBAIOIIHE

Oe3omnacHOCTh cHcTeMbl. llomuTmka ©Oe30lMacHOCTH — H3TO AaKTHBHBIH KOMITOHEHT 3AIlTHTEI,
EI{J]IGIIEIIGI_[[Hﬁ B ce0d aHaIIH3 BO3MOKHEIX YIPO3 H ELIﬁDp MCEP Hp(}TIIEGI[EﬁGTEI[H.
NOKYMEHT NoanncAH
SNEKTPOHHOW NOAMAChLIO ABIIAKOTCA
Ceptuchmkar: 12000002A633E3D113AD425FBS0002000002A6
Bnapeneu: UWebayxosa TaTteaHa AnekcaHopoBHa
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. be3ormacHoCTE IIOBTOPHOI'O HCIIOJIb30BAHIA GﬁBEI{TGE;

. MeTtxm 6e30I1acHOCTH,

. [ IpHHYIHTENBHOE VITPABJIEHHE JOCTYIIOM,
. [lomoTUyeTHOCTE.

I'apaHTHPOBAHHOCTH

D10 MCPpa MOOBCPHA, KOTOpad MOMKET OBITH OKa3aHa dPXHICKTYPE H pcalii3allliiil CHCTCMEIL.
FHPHHTHPGEEIHHDGTL ITIOKA3BIBACT, HACKOJIBKO KOPPEKTHBI MEXdHH3MbI, OTBCHAIOITHE 34 ITPOBCIACHHC
B JKH3HB ITOITHTHKH Oe30ITaCHOCTH. rﬂpﬁHTHpGEﬂHHGCTL MOXHO CHHTATh ITaCCHBHBIM KOMITOHCHT OM
3AIIIHThI, HAJ3HPAKOIIHM 3d CAaMIMIT 3alITHHKdMIIL.

BaxueiM cpeacTBoM  oOecrieueHHS O€30IIaCHOCTH — SBIISETCS  MEXaHH3M  ITOJOTYETHOCTH
(mpoTokonHpoBaHHUS). HagmexkHas cHcTemMa JOKHA (DHKCHpPOBaTh BCe COOBITHS, KacarOIMHECS
OesoIracHOCTH. BejeHHe IIPOTOKOIIOB MJOIKHO JOIIONHATBCS ayJZHTOM, TO €CTh aHaIH30M
PErHCTPAIHOHHON HH() OpMAaIHH.

KoHrleromsa HageKHOH BBIYHCIHMTEIBLHOH Oaspl SBISETCS LEHTPAIBbHOH IIPH OI[EHKE CTEIlEHH
rapaHTHPOBAHHOCTH, ¢ KOTOPOH CHCTEMY MOKHO CUHMTATh HaleXKHOH. HamekHas BEIUMCIIMTEIIbHAS
0a3a — 5HTO COBOKYIHOCTh 3aIHTHBRIX MEXAaHM3MOB CHCTeMBbI (BKIIIOYas aIdlapaTHOe H
IIporpaMMHOe o0ecIieyeHHe ), OTBeYarOIHX 3a IIPOBeicHHE B JKH3HD ITOIMTHKH Oe30ITaCHOCTH.

K.1acchl 0e30MACHOCTH

B "OpamxeBol KHHIe" oIpeeisaeTcs YeThIpe YPOBHA Oe3zomacHOCTH (HajexHocTH) — D, C, B u

A. YPGEEI{B D IpEAHAa3HAUCH MJIS CHCTCM, IIPH3HAHHBIX HCYIOBJICTBOPHTCIIbHBIMI. B HacTosIee
BPEMA OH COACPAHT ABC ITOJCHCTCMBI YIIPABJICHITA JOCTYIIOM JIJIA IIK.

[Io Mepe nepexoma oT ypoBHSA C K A K HaJIe:KHOCTH CHCTEM IPEIBSIBILIOTCS Bce OOlee KeCTKHE
TpeOoBaHHI. YpoBHH C H B mogpasgernsorcst Ha Knacchl (Cl, C2, Bl, B2, B3) ¢ nmocTeleHHEIM
BO3pacTaHHeM HaJeKHOCTH. TaknM oOpa3oM, BCEr0 UMEETCH IIECTh KinaccoB Oe3ormacHocTH — CI,

C2, Bl, B2, B3, Al.

UtoOBI cHcTeMa B pe3yllbTaTe IPOLEAYPHl CepTH(HKAI[HH MOITIa OBITh OTHECEHa K HEKOTOPOMY
KJIacCy, €€ IOIHTHKa Oe30ITaCHOCTH M rapaHTHPOBAHHOCTE JOJKHBEI YV OBJIETBOPSITH ITPHBOJHMBIM
HIKe TpeOOBaHHSM.

OpaHKeBasl KHIUTa Ki1acchel 6e30ImacHOCTH

HagexHOCTh CHCTEMBI Cl 1| C2 | Bl | B2 B3| Al

1. IlomurHxa Oe30MacHOCTH

1.1 IIpousBoILHOE YITpaBJIEHHE JOCTYIIOM + + = = + =
2Tl NOKYMEHT NOAMNMUCAH + |= 1= |= |=
SNEKTPOHHOW NOANMUCHIO
Ceptudhnkat: . [12000002A633E3D113AD425FB50002000002A6 + + = =
BEnapeneu: ebayxosa TaTeaHa AnexcaHapoeHa
+ + = —
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1.4 IIpuHyIHTEIbHOE YIIPABIEHHE + + = | =
JOCTYIIOM

1.5 IlogoTyeTHOCTE

1.5.1 UpeHTH)HKAIIHNT H ayTeHTHQHKAIHI 1 + + = — —
1.5.2 IIpenoctaBineHne HaAeKHOTO ITyTH + |+ | =
1.5.3 Aymur + |+ |+ |+ | =

3. HaTepnperanus "OpaHikeBol KHHTH" 1Al ceTeBbIX KOH(PUTYPaIIHH.

BBogHTCsa HOBOE MOHATHE — ceTeBas HaJeKHas BRI CIIHTENIbHASI 0a3a, pacIipele]IEHHEIH aHaIor
HaJ[e’KHOH BBIYMCIIHTEIILHOH 0a3bl H3OIIHPOBAHHBIX CHCTeM. CeTeBas HaJeKHasd BEIUHCIHTEIbHAS
Oaza (popMHpyeTCcs H3 BceX YacTel BCeX KOMIIOHEHTOB CeTH, 00eCIeUHBAIOINX HH(pOPMAIHOHHYEO
OesormacHOCcTh. HagexxHast ceTeBas cHcTeMa JOJDKHA oOOeCIeyHBaTh TakKoe paclpejelleHHe
3AIIUTHBIX MeXaHH3MOB, YTOOBI OOIIas MOIHTHKA 0e30ITaCHOCTH ITPOBOIUIACE B JKH3HB HECMOTPS
HAa VS3BHMOCTh KOMMYHHKAI[HOHHBIX IIyTell H Ha IapaUlellbHyl0, AaCHHXPOHHYIO pPaboTy
KOMITOHEHTOB.

MHreprnperaiis IpeXyCMaTpHBAET pa3lIMUYHbIE BapHAHTHL PacCIPellelIeHHSI CETEBOH HaJleKHOM
BBIYHCIIHTEIIPHOH ©a3bl 10 KOMIIOHEHTaM H, COOTBETCTBEHHO, Pa3IHYHbIE BapHaHTHI
pacIpeeeHIsI MEXaHH3MOB YIIPABJIEHHS JOCTYIIOM.

B 4YacTHOCTH, HEKOTOPHIE KOMIIOHEHTBI, 3aKpBITBIE OT TIIPSAMOIO JOCTYIIA ITOIb30BATEIIEH
(HarpHMep, KOMMYTATOPHI ITAKeTOB, OIEPHPYIOIIHE HAa TPETheEM YPOBHE CEMHYPOBHEBOH MOJIEIIH
OSI), MoryT BooOIIe He COJepKaTh ITOJOOHBIX MeXaHH3MOB.

M aeHTH]HKAIHS TPYIII IOIb30BaTeIeH MOXKET CTPOHTHCS Ha OCHOBE CETEBBIX aJPECOB XOCTOB HIIH
(mom)ceTeli. B TO XKe BpeMsd PerHCTPAlHOHHBIH KypHall JOIDKEH COJepKaTh JOCTAaTOYHO
HH(OPMAIHH IS aCCOLMHPOBAHHS JeHCTBHH C KOHKPETHBIM IIOJIb30BaTelleM. CeTeBOH ajpec
MOJKET SBISTHCS YaCThIO ITI00AIbHOTO HAESHTH()HKATOPa ITOIIb30BAT IS

B ITPHHITHIIC BO3MOMKCH I.[EHTI)HJIHBGEEIHHBIﬁ KOHTPOJIb JOCTVYIIA, KOI'ld PCHICHHA ITPHHHMACT
CIIEL[HAJIbHBIH CEPBCP dBTOPH3AIIIHH. Bo3sMOXKeH H CMEMIaHHBIH BapH4AHT, KOI'Jld CCPBEP
dBTOPH3AIIHH Pa3pCIId€T COCHHHCHHE JABYX XOCTOB, a Ad4JIbIIC B JCIIO BCTVYIIAIOT JIOKAJIBHBIC
MEXAHH3MBI XOCTd, COACPARAIICTO 00OBEKT HOCTVIIA.

AHAIIOTHYHO, HJAEHTH(QHKAIIHNI H ayTeHTH(HKAI[HI ITOIb30BaTellel MOXKET ITPOH3BOJHTHCS KakK
I[EHTPAIH30BaHHO (COOTBETCTBYIOIIHM CEPBEPOM), TaK H JOKAIbHO — TOH CHCTEMOH, ¢ KOTOPOH
ITOJIb30BaTeNlb HEIIOCPEACTBEHHO B3aHMOEHCTBYET. BO3MOXKHA Iepejiadya HAEHTH(HKAIIHOHHOH H
ayTeHTH(HKAIIHOHHOH HH(OPMAllMH MeXAy XocTaMH (4ToObl H30aBHTH IIONB30BATEISI OT
MHOTOKPAaTHOH ayTeHTH(HKaIHH). [Ipn nepemadye ayTeHTH()HKAIMOHHAS HHQOPMAIHSA JOIDKHA
OBITH 3aIlHIIEHA He clabee, 4yeM Ha KaXKIOM H3 KOMIIOHEHTOB CeTEBOH KOH(PHTYpaLHH.

B kadecTBe eIlle OJHOIO OTIHYHTEIILHOIO MOMEHTa I/IHTEPHPETE],L[I]II HYHHO OTMCTHTb

R IEEEE—————.—.. I EEEEE—————— ..
NOKYMENHT NOANACAT pMalMe BOOOIIE H MeTOK Oe30ITaCHOCTH B
INEKTPOHHOW NOAMNCHIO IS UX 3aIIHTHI OT HelleraJlbHOrO M3MeHeHHS B
CepTudukar: 12000002A633E3D113AD425FB50002000002A6

30BaHHE KPHIITOrpapHYeCcKHX MeTOmOoB. Jlanee,
pacrpejielIeHHOH KOH(HIYPaIHH HMEIIO CMBICIL

Bnageneu: LHebayxopa TaTeaHa AnexkcaHgpoBHa
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COBOKYIIHOCTDb }IIJIDEHEﬁ CCKPCTHOCTH H I{EI,TEI‘GPI]IUI HQOJEHA ITOJACPAIBATECA HCHTPAIIH30BdAHHO. B
3TOM OJHO H3 ITPHHITMITHAIIbHBIX OT JTHYHI OT ITPOH3BOIIBHOI'O YIIPpABJICHIA JOCTYIIOM.

HoBbIM 1m0 cpaBHeHHIO ¢ OpaH)XeBOH KHHTOH SBIISETCS PacCMOTPEHHE BOIPOCOB JOCTYITHOCTH.
CeTeBOH  CepBHC IlepecTaeT OBITH  JOCTYIIHBIM, KOIZa IIPOIYCKHAsI  CIIOCOOHOCTB
KOMMYHHKAIITHOHHBIX KaHAJIOB ITaJaeT HH2KE MHHHMAJbHO JOITYCTHMOI'O YPOBHS HIH CEPBHC HE B
COCTOSIHHH OOCITY KHBaTh 3aIlpOCHI. ¥ JaIEHHBIH PECYPC MOJKET CTaTh HEJOCTYIIHEIM H BCIIECTBHE
HapyIIIeHHs PaBHOIIPAaBHI B OOCITyKHBaHHH ITOIIb30BaTelne. HaaexHas cHcTeMa JONKHA OBITh B
COCTOSIHHH OOHapy KHBaTh CHTYAI[HH HEZOCTYITHOCTH, YMETh BO3BPAlIaThCS K HOPMaJIbHOH padoTe
H IIPOTHBOCTOSTH aTakKaM Ha JOCTYITHOCTb.

4. ' apMoHM3HpPOBaHHbIE KPpUTEePHH EBponelcKHX cTpaH.

EBporieiickiie  CTpaHbl  TIPHHSUIM ~ COIJIACOBAHHBIE  KPHTEPHH  OL[EHKH  Oe30IacHOCTH
nHpopMaImoHHEIX TexHonormil (Information Technology Security Evaluation Critenia, ITSEC).
ONyOIMKOBAHHEIE B HIOHE 1991 roma or MMEHH COOTBETCTIBVIOIMX OPraHOB YETHIPEX CTPaH —
OpaHinpm, I epmannn, HugepimaHgor 1 BelnnkoOpHT aHHH.

[ IpHHIMMITHAIILHO BaXHOH 4YepToH EBPOIENHCKHX KpHTepHEB SBISETCS OTCYTCTBHE aIllPHOPHBIX
TpeOOBaHHI K YCIOBHSM, B KOTOPHIX JOIKHA padoTaTh HH(pOPMAIHOHHA S CHCTEMA.

Tak Ha3pIBaeMBIH CIIOHCOP, TO €CTh OPraHH3aI[Hs, 3allpalllHBaOINas CepTH(HKAIHOHHbBIE YCIYIH,
(pOpPMYIHpPYET IIelIb OLIEHKH, TO €CTh OITMCHIBAeT YCIOBHS, B KOTOPBIX AOMKHA paboTaTh CHCTEMa,
BO3MOKHBIE YTPO3BI €e 0e30IMaCHOCTH H IIpeJocTaRIsgeMble €10 3alllHTHBIE (DYHKITHH. 3ajjaya OpraHa
CePpTH(HKAIMH — OIEHHTh, HACKOIBKO ITOTHO JOCTHTAIOTCS ITOCTABIEHHBIE IIEIH, TO €cCThb
HACKOJIbKO KOPPEKTHHI H 3(P(eKTHBHBI apXHTEKTypa H peaH3allisa MeXaHH3MOB Oe30IaCHOCTH B
OITHCAHHBIX CIIOHCOPOM YCIIOBHSIX.

EBporeiickie Kpurepmm paccMaTpHBAlOT —CIIEAYIOIHE COCTABILTIOINHE  HH()OPMAI[HOHHOI
0e30ITaCHOCTH:

1. KOH()HIEHI[HAILHOCTh, TO €eCTh 3all[HTy OT HeCAHKI[HOHHPOBAHHOI'O ITOTYYEHHS
HH(OPMAIHH;

2. I[eTIOCTHOCTD, TO €CTh 3aIlUTY OT HeCaHKI[HOHHPOBAHHOIO H3MeHEeHH I HH(] OpMaIlii;,

3. JTOCTYITHOCTh, TO €CTh 3aIUTy OT HeCAaHKI[MOHHPOBAHHOIO Vep:KaHHI HHGQOPMAI[HH H
PECYPCOB.

B KpuTepmsx NIpoBOJHTCS pazIHuyHe MeXIy CHCTeMaMH H IpoAykKramMH. CHcTemMa — 5TO0

KOHKpPeTHasl aIllapaTHO-ITPOrpPaMMHAasi KOH(PHIYpaIls, ITOCTPOeHHAs C BIIOIIHE OIIpeJlelIeHHBIMH
HeIsIMH H (PYHKIHOHHPYIOINAS B H3BECTHOM OKPYKEHHH. IIpOIyKT — 5TO aImaparTHo-
IIpOrpaMMHBIN "TIAKET", KOTOPBIH MOKHO KVIIMTL H IO CBOEMY YCMOTPEHHIO BCTPOHTEL B TY HIIH
HHYIO CHCTeMy. Taknm oOpa3oM, ¢ TOYKH 3peHHS HH(OPMAIHOHHOH Oe30ITacCHOCTH OCHOBHOE
OTIIHYHE MEXKIAY CHCTEMOH H IPOAYKTOM COCTOMT B TOM, YTO CHCTEMa HMeeT KOHKPETHOE

KPPy ECTHIE "ﬁﬁ@“él_ﬁ-hﬁﬂﬁ”éﬁﬁ""""" T I CKOIIB YI'OAHO ACTAIIBHO, a4 ITPOAVKT AOIIKCH
SNEKTPOHHOW NoaricCbio CIIOBH X .
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B Erponeiicknx KpHTeprsax cpelcTBa, HMEIOIIHE OTHONIIEHHE K HH(OPMAIHOHHOH 0e30IIacCHOCTH,
pacCcMaTpHBAIOTCS Ha TpeX YPOBHAX JAeTamzaiiii. HamnbGoree aGCcTpaKTHBIN B3CTISLT KACAeTCs JIHIIb
1ieniel Oe3ormacHOCTH. Ha 3ToM ypoBHE MBI ITOITy4aeM OTBET Ha BOIIPOC, 3a4eM HYKHBI (DYHKIIHH
OesomnacHOCTH. BTOpoi ypoBeHb COAEPKHT CITeIH(HKAIHH (PYHKIHH Oe30ITacHOCTH. MBI y3HaeM,
Kakas (PYHKIIHOHaJIbHOCTh Ha caMOM Jejie oOecrneuymBaeTcsa. HakoHeI, Ha TpeTheM YPOBHE
COEPKHTCSI HH(pOPMAIIHI O MexXaHH3MaX Oe3omacHOCTH. MBI BHAHM, KaK pealH3yeTcs
IeKIapHpoBaHHas (PYHKIHOHAIBHOCTD.

CrielpipHKami  (QYHKIHH Oe30IMacHOCTH — Ba)KHeHINasg 4YacTh OITFcaHHSI OOBeKTa OLIEHKH.
Kpurepnn peKOMeHAYIOT BBIAEIHTh B STHX CIHEIH(HKAINIX pa3febl CcO  CIeXYIOIHMH
3ar OJIOBKaMI

1. M neHTH)HKAII H ayTeHTH(HKAIH L.
2. YipaBieHHE JOCTYIIOM.

3. [lomoTUyeTHOCTE.

4. Avyaur.

5. IIOBTOpHOE HCIIONB30BaHIE OOBEKTOB.
0. TOYHOCTH HH( OpMAIIHH.

7. HameXHOCTh 00CTY KHBaHH AL

8. OOMeH JaHHBIMH.

HaGop ¢yHKIII Oe30ITaCHOCTH MOXKET CIEIH(HIHMPOBATLCA C HCIIOIb30BAHHEM CCHIJIOK Ha
3apaHee OIpeJelIEHHbIE KIIacChl (DYHKIMOHAIIbHOCTH.

B EBponelicknx Kpurepnsax taknx knaccoB gecars. [1sars u3 Hux (F-C1, F-C2, F-Bl1, F-B2, F-B3)
COOTBETCTBYIOT Ki1accaM 0e30macHOCTH "OpaHKeBOH KHHTH"

5. Crangapr ISO/IEC 15408 "Kputepuu omneHKH 0€30IaCHOCTH HH(pOPMANMOHHBIX
TexXHoJIorum".

OTOT MeXIYHAPOAHBIM CTAaHIAPT CTaJl HTOIOM ITOYTH JeCATHIEeTHEH pPaboThl CIIEIHATIHCTOB
HECKOJILKHX CTPaH, OH BoOpan B ce0f OIBIT CYIIECTBOBABIIMX K TOMY BPEMEHH JOKYMEHTOB
HAI[HOHAIILHOI'O H MEKHAI[HOHAIILHOI'O MaciuTada. J[aHHBIN CTaHAApT YacTO Ha3bBAOT "' OOIIMH
kpuTepusavH” (OK).

"O0npe KpHTEpHH" HA caMOM JIeJle SBJISIFOTCS METAcCTaHAapTOM, OITPEAEIISFOIHM HHCTPYMEHTEI
oLleHKH Oe301macHoCcTH MC U IOpsIIoK HX HCITOIb 30BAHHA.

B ormune or "Opanxeson KHHTH', OK He comepkar IpedOIpeldelleHHBIX "KIacCOB
OezomacHocTH". TakMe KIacChl MOJKHO CTPOHTh, HCXOAS H3 TpeOoBaHHII Oe30IIaCHOCTH,

[IOKYMEHT NOAMUCAH ' IH KOHKPETHOH HMH(] OpMAI[HOHHOH CHCTEMEL

SNEKTPOHHOW NOAMUCHIO
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l. (byHKT_[IIGHElJILHLIE: COOTBCTCIBYIOIIHC AKTHBHOMY dCIICKTY 3alllHTBI, IIPCABABIIACMbBIC K
(1)}’]—]ICL[HHI%-I 0e30ITacCHOCTH H PEAJIM3YIOIITHM HX MEXdHH3MAM,

2. TI)E@DEEIHIIH HAOBEPHA, COOTBCTCTBYIOIIIHE IIACCHBHOMY AdACIICKTY, IIPCABABIIACMBIC K
TEXHOIIOI'HH H IIPOIICCCY pElSpElﬁGTI{H H SKCIIYATaIllH.

TpEﬁGEﬂI—H[ﬂ Oe30ITacCHOCTH IIPEABABIIAIOTCA, d X BBIIIOJIIHCHHE ITPOBCPACTCA I OIIPCACIICHHOIO
00BeKTa OLIEHKH - dIIIIAPaTHO-IIPOI PaMMHOI'O ITPOJAYKTd HIIHI I]H(l)DpMEH.[HGI—]HDﬁ CHCTCMBI.

O4YeHb BaXHO, HYTO OeszommacHocTh B OK PAaCCMATPHBACTCA HE CTATHYHO, a4 B IIPHBA3KE K
AHSHCHHOMY ITHKITY 00BeKTa OI[eHKH. BBIeIsTIOTCS CICOVIOIIHE 3TalIbI.

1. OIpeZie/IeHHE HasHAUEHH S, YCIIOBHH IIPHMEHEHHS, IIeNIeH H TpeOoBaHHIl Oe30ITaCHOCTH
2. IPOEKTHPOBAHNE H pa3padboTKa,

3. HCITBITAHHS, OIL[eHKA H CepTH() KA,

4. BHeJIpPeHHE H SKCIUTyaTal[IsL

B OK o00BeKT OIEHKH pacCMaTpHBAETCI B KOHTEKCTE Cpeldbl Oe30IIaCHOCTH, KOTopas
XapaKTEPH3YETCS OIMpPedelIEHHBIMH VCIOBHSMI H YT PO3aMH.

B cBorO ouepeib, YITpPO3bl XapaKTePH3YIOTCS CIEIYIOIIFMH ITapaMeTPaMH:

l. HCTOYHHK YIPO3bI,

2. MeTOJ] BO3JIeHCTBHY,

3. VSI3BHMBIE MECTa, KOTOPBIE MOI'YT OBITH HCITOIIE30BAHBI,
4. pecypchl (aKTHBEI), KOTOPBIE MOT'YT ITOCTPaJaTh.

VY sSI3BHMBIE MECTa MOI YT BOSHHKATDb H3-3d HEJOCTATKA.

1. B TpeOOBAaHMIX O€30IaCHOCTH,
2. B IIPOEKTHPOBAHHI,
3. B DKCIUTYaTallH.

Cra0ple MecTa IO BO3MOXKHOCTH CIICAYCT YCTPAHHTDL, MITHHMIISHPOBATDE HIIH XOTA OBI IIOCTAPaTbCA
OI' PAHHYHTD BO3MOKHBIH ’_’;-"H_[Epﬁ OT HX IIPSIHAMCPCHHOI'O HCIIOIIB30BdAHHA HIIH GH}“IHIUH{Gﬁ
AKTHBH3AI[IHI.

C TOYKH 3PEHHMS TEXHOJIOTHH ITporpaMMHpoBaHia B OK HCITOIb30BaH yCTapeBII OHOIINOTUHBIH
(He OOBEeKTHBIH) IoAXoM. UToOBI, TeEM He MeHee, CTPYKTYPHPOBaTh IIPOCTPAaHCTBO TPpeOOBAaHHII, B
"O0X KpuTepHsax” BBecHa HepapXHs KIIacC — CEMEHCTBO — KOMITOHEHT - BJIEMEHT.

AOKYMEHT MOANMCAH 'THYI" TPYIIIHPOBKY TpeOOBaHHI (HAIIPHMED,
SNEKTPOHHOWM NOANUCHIO
Ceprudpukat! 12000002A633E3D113AD425FB50002000002A6
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KoMITOHEHT - MHHHMAaJILHBIH HaO0p TpeCOBaHHIL, (PHI'YPHPYIOIIHH KaK IIeJIOe.
DIEMEHT - HEJIETTMMOE TpeOOBaHHE.

Mexay xkommoHeHTaMH OK MOryT cyImecTBOBaTh 3aBHCHMOCTH. OHH BO3HHKAIOT, KOIja
KOMITOHEHT caM ITo ceOe HeJocTaTO4YeH JJIS JOCTIDKEHHS 1l Oe30ImacHOCTH. BooOIme rorops, He
BCE KOMOHHAI[MH KOMITOHEHTOB HMEIOT CMBICI, H IIOHSATHE 3aBHCHMOCTH B KaKOH-TO CTEIeHH
KOMITEHCHPYET HEJOCTaTOYHYIO BBIPA3HTEILHOCTh OHOIHOTEYHOH OpraHH3allMH, XOTS H He
3aMeHseT O0beIHHEHHEe (DYHKIHI B cOJlep:KaTeIbHbBIE 00bEeKTHbIE HHTEP(EHCHL

QopMHpyeTcsS JIBa BHIa HOPMAaTHBHBIX JOKYMEHTOB: IIPOQHIL 3allUTHI H 3ajJaHHe II0
0e30ITacCHOCTH.

[Tpopume 3ammuTer (I13) mpexacraBmger coOoH THIIOBOH HaOop TpeOOBaHMI, KOTOPBIM JIOIDKHBI
yIOBIETBOPSATh IMPOAYKTHI H/HIIH CHCTEMBI ONpeAelIeHHOro Kiacca (HaIlpHMep, OIepaI[HOHHBIE
CHCTEMBI Ha KOMITBIOTEPAX B IIPABHTEIIECTBEHHBIX OPraHH3ALHSX).

3agande IO Oe30ITaCHOCTH COAEPKHT COBOKYIIHOCTHL TpeOOBaHHI K KOHKPETHOH pa3padoTke,
BBITIOJTHEHHE KOTOPBIX O0eCTIeUHBaET JOCTHKEHHE ITIOCTABIIEHHBIX 1[eIeH Oe30IIaCHOCTH.

B OK HeT roToBHIX KIIaccoB 3aIluThl. CQopMHpoBaTh KIacCH(HKAIHIO B TepMHHax "OOImx
KpPHTEPHEB" - 3HAYHT OIPEJEIHTh HECKOIbLKO HEPAPXHYECKH VIIOPSHOYEHHBIX (CoepKallix
yCHIIMBArOIIHecsd TpeOoBaHHSA) MpoQIiIell 3alllHThl, B MAaKCHMAIbHO BO3MOJKHOH CTEIIeHH
HCITONIB3YIOIINX  CTaHAApPTHBIE (PYHKIMOHAJIbHBIe TpeOoBaHHSI H  TpeOOBaHHSA  JOBEPHSA
0e30IMacHOCTH.

BrIzeneHne HEKOTOPOro IMOJMHOKECTBA H3 BCEr0 MHOKeCTBA PO HiIeit 3aIIUTHl BO MHOIOM HOCHT
cyOBEeKTHBHBIN XapakTep. [1o nemoMy psaay cooOpakeHHH (OJHHM H3 KOTOPBIX SBJIIETCS JKellaHHE
MPHIEPKUBAThCSI O0BEKTHO-OPHEHTHPOBAHHOIO ITOJXO0Aa) Ilelecoo0pasHO, Ha HaIl B3III,
c()OpMHpPOBaTh CHayajla OTIIPABHYIO TOYKY KIIaCCH(PHKAIHH, BBIAEIIHB Oa30BBIH (MHHHMAIIbHEIH)
[13, a gormomHUTEeIbHEIE TPeGOBaHII KOMIIOHOBATh B (DYHKI[HOHAIILHEIE TTAKETHI.

(DYHKIMOHAIBHBIN ITaKET - 5TO HEOJHOKPATHO HMCIIONBb3yeMas COBOKYITHOCTH KOMIIOHEHTOB,
OOBEAHMHEHHBIX IS JOCTIDKEHHS OIpeldelleHHBIX Ileineld OeszormacHOCTH. "OOIe KPHTEPHH' He

pPerIaMeHTHPYIOT CTPYKTYPY ITaKeTOB, MPOLEAYPhl BepH(MHKAIH, PETHCTPALMH H T.II., OTBOAS HM
POIIb TEXHOIIOTHYECKOI'O CpeicTRa (popmHpoBaHHs [13.

Ba30BeIi ITpOHIIL 3alHTHI JOIKeH BKIOYaTh TPeOOBaHHSA K OCHOBHBIM (00S3aTelIbHBIM B JTFOOOM
CIIyyae) BO3MOKHOCTSM. [IpoH3BOAHBIE IMPOQHIH ITOIYy4YarOTCS H3 0a30BOr0 ITYTEM J00aBIIEHHS
HeOOXOMMMBIX ITAKETOB PACIIHPEHNS, TO €CTh IIOJOOHO TOMY, KaK CO3JAI0TCS IIPOH3BOAHBIE KIIACCEI
B 00BEKTHO-OPHEHTHPOBAHHEBIX T3BIKAX ITPOrPaMMHPOBAHIL.

(OVHKIMOHAIBHEIE TpeOOBaHMA CIPYINIHPOBAaHRI Ha OCHOBE BBIMOMHIEMOH HMH POIH HIH
oOcimykuBaeMOH 1IlenH Oe3ormacHOCTH. Bceero B "OOmEX KpHTepHSIX' TIIpeAacraBieHO 11
(PYHKIOHAILHBIX KIAaccoB, 66 ceMelicTB, 135 KOMITIOHEHTOB. OT0, KOHEUHO, 3HAYHTEIHHO OOMBIIIE,

e 1 N T

NOKYMEHT NOONVCAH H KHHI'C .
ANEKTPOHHOW NOONUCHIO
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2. 3dITHTAa JaHHBIX ITOJIB30BATCIIA,

3. saruTa (QYHKIHH OGe3omacHOCTH (TpeOOBaHHMSA OTHOCSTICS K I[EIIOCTHOCTH H KOHTPOIEO
ITAaHHBIX CEPBHCOB Oe30ITaCHOCTH H PealH3YIOIHX HX MEXaHH3MOB);

4. yIIpaBlIeHHe Oe30ImacHOCThIO (TpeOOoBaHHS STOr0 Kiacca OTHOCSICS K YIIPaBIIEHHEO
aTpHOyTaMH H ITapaMeTpaMH 0e30IMacHOCTH);

5. aymuT  Oe30macHOCTH  (BBISBIIEHHEe, PerHCTpaIs, XpaHeHHe, aHalH3 JaHHBIX,
3aTparHBarOIMMX Oe30MacHOCTh OOBEKTa OIEHKH, pearHpOBaHHE Ha BO3MOJKHOE HapylIeHHE
0e30ITacHOCTH);

6. IOCTVIT K OOBEKTY OLIEHKH,

7. ITPHBATHOCTD (BEH_T_[HTE], ITOIIB30BATCIIA OT  PACKPbBITHA H  HCCAHKIJHMOHHPOBAHHOI'O
HCIIOIIB30BAHHA €10 ILI[EHTH(bI]I{EH_[HGI-H{BIX ,I[E],I-]HLIK);

8. HCIIONIb30BaHHE PecypcoB (TpeOoBaHHA K JOCTYIIHOCTH HH()OPMALHH ),

9. KpHITTOrpapHyecKas moAaepkKa (yIpaBlIeHHe KIFOUaMH);

10. CBsI3b (ayTEHTH(HKALSA CTOPOH, YYACTBYIOIIMX B 0OMEHE JAHHBIMH);,

11. JTOBEPEHHBIN MAapHIPYT/KaHal (JUIS CBI3H C CEpPBHCAMH

0e30ITaCHOCTH).

"O0npe  KpHUTEpHH' - OYEHb IIPOAYMAHHBIH M IIOJHBIH JOKYMEHT C€ TOYKH 3pEHHS

()YHKIHOHAJILHEIX TpeOOBaHHIH. B TO ke BpeMs, XO0Telnoch Obl OOpPaTHTh BHHMAHHE H Ha HEKOTOPhIE
HEJIOCTATKH.

IlepBBEIH - BTO OTCYTCTBHE OOBEKTHOro Ioaxoga. DOVYHKIMOHAIBHBIE TpeOOBaHHSA HE
CTPYIIHPOBAHBEL B OCMBICIIEHHBIE HAOOpHl (OOBeKTHEIE HHTeP(eHCH), K KOTOPHIM MOITIO OBI
IPUMEHATLCA  HaciuemoBaHHe. [lomoOHoe TIOnoXkeHHe, KaK HM3BECTHO H3  TEXHOJIOIHH
[IPOTPaMMHPOBAHHS, YPEBAaTO  IIOSBICHHEM  CIHMINKOM  OONBIINOrO  YHCIAa  KOMOMHAIIT
(PYHKITHOHAJIbHEIX KOMIIOHEHTOB, HECOITOCTABHMBIX MEKIY COOOH.

B coBpeMeHHOM IIporpaMMHPOBAHHH KIIOYEBEIM SBIISIETCS BOIPOC HAKOIUIEHHS H MHOIOKPAaTHOI'O
HCITONIb30BaHHS 3HaHHIH. CTaHgapTH - ofHa H3 (opM HakoInieHHs 3HaHHH. [Togxon B OK cyxaer
KpYT (PHKCHPYEMBIX 3HaHHH, YCIIOKHIET HX KOPPEKTHOE HCITOIb30BaHHE.

K coxaneHuro, B "OOIMMX KPHTEPHAX" OTCYTCTBYIOT apXHTEKTYPHBIE TPeOOBAHHS, UTO SBJISETCS
€CTECTBEHHBIM CIEACTBHEM IIPOIPAMMHCTCKOrO IIoAXoAa "CHH3Y BBepX'. TeXHOIOTHYHOCTH
cpeAcTB Oe30MacHOCTH, CIIEJOBaHHE OOINENMPH3HAHHBEIM PEeKOMEHAAIMSAM II0 IIPOTOKOJIAM H
IIPOrpaMMHBIM HHTepdelicaM, a TaKkKe allpoOHPOBAaHHBIM apXHTeKTYPHBIM PellleHHSIM, TaKHM Kak
MeHeJKep/areHT, - HeOoOXOJHMMBIE KayecTBa HM3AEIHH HH(POPMAIHOHHBIX TeXHOIIOIHI,
IpeJHa3HaYeHHBIX IS ITOAIePKKH KPHTHYE CKH BaKHBIX (DYHKI[HI, K YHCITY KOTOPBIX, O€3YCIIOBHO,

an%cmﬁngﬁqﬁ%&%%:}ﬂ [OTPEHHS HHTEP(QEHCHBIX acCIIeKTOB CHCTEMBI

Ceptudhrkat: | 112000002A633E30113AD425FBS0002000002A6 HeIMH. C ]‘[pafc:]_‘];rl{ec}{(jﬁ TOUKH 3pEHHS 3TO
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KaXaeoi 371eMeHT TpEﬁGEﬂHI]IUI AJOBCPHA ITPHHAJJICHIIT OJHOMY H3 TPCX THIIOB.

1. IEeHCTBHA pa3paboTUHKOB,
2. TIIpeJICTaBJIEHHE H COMlep/KaHIE CBHIETEILCTR,
3. JIEHCTRH A OI[EHIITHKOB.

Bcero 8 OK 10 xmaccor, 44 cemencrBa, 93 KOMIIOHeHTa TpeOOBaHHUH HOBEpHS Oe30ITaCHOCTH.
[ lepeurciinm KITaccChl:

1. pa3paboTrka (TpeCGoBaHHSA I ITOATAITHOH AeTalH3allHH (PYHKIII 0e30IacHOCTH OT KpaTKOH
CTIEIH(PHKAIHH JO pealH3allHi);

2. MoAJcpKKa KH3HEHHOro IMHKIa (TpeOCOBaHHMS K MOAESTH KH3HEHHOIO IHMKIIa, BKITFOYAS
MOPSIIOK YCTPaHEeHN I HeJJOCTAaTKOB H 3aIl[HTY Cpebl pa3paOoTKH);

3. TeCTHPOBAHIIE,

4. OlleHKa YS3BHMOCTeH (BKIIFOYAS OIIEHKY CTOHKOCTH (PYHKIHH O€30IacHOCTH);

S. IIOCTAaBKa M SKCIUTYaTallHs,

0. yIIpaBJIeHHe KOH()HTYpaIlHEH,

7. PYKOBOJCTBA (TpeOoBaHNS K SKCIUTYaTal[HOHHOH JOKYMEHTAIHH ),

8. MOAJePprKKa JOBEPHS (JJIS IMOAIEP/KKH 3TAIIOB KH3HEHHOTO I[HKIIA TIOCIE CEPTH(HKAIIHH);,
9. OIleHKa ITPO(IIIS 3allHTHI,

10. OLIEHKA 3aJaHHsI IT0 OE€30ITaCHOCTH.

6. PykoBoasimue JOKYMEHTHBI MO 3alMTe OT HECAHKIHOHHPOBAHHOIO [0CTYIIA
I'ocrexxomuccun npu Ilpesungenrte Pd.

[Iox mrraTHEIMH CpeJcTBaMH ITOHHMAETCS COBOKYIIHOCTH ITPOrPaMMHOI0, MHKPOIIPOIPaMMHOIO H
TexHueckoro odecrieuenug CBT ot AC.

B KoHuemmn ¢QopMyIHPYROTCS CIEAVIOI[HE OCHOBHBIE IIPHHIMMITEI 3am(urkl oT HCJl k
HH(POPMALIHH

1. 3amura CBT obecnieunBaeTcs KOMIDIEKCOM ITPOrPaMMHO-TEXHHYECKHX CPEICTB.

2. Jammura AC oOecrneyHBaeTcd KOMIUIEKCOM IIPOIPAMMHO-TEXHHYECKHX CPEIACTB H
IO P KHBAIOIIIX HX OPraHH3al[HOHHBIX MEP.

3. Janmura AC pgomkHa oOecleynBaThbCs Ha BCEX TEXHOIOIMYECKHX aTanax o0paboTKH
HH(OPMAIHH H BO BceX pekHMax (PYHKIHOHHPOBAHHS, B TOM YHCJIE IIPH ITPOBEJeHHH PEMOHTHBIX
OOKYMEHT NoanucAH

SNEKTPOHHOW NOAMUCHIO
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4. [TporpaMMHO-TEXHHUYECKHE CpeAcTBa 3allHTBl He MJOIDKHBI CYINECTBEHHO YXY/LIATh
OCHOBHBIE (PYHKI[HOHaNIbHBle XapakKTepHCTHKH AC (HaJeKHOCTh, OBICTPOJeHiCTBHE, BO3MOKHOCTD
H3MeHeHH KoHpHTypaimn AC).

5. HeorpemieMoii 4acThrOo palOT ITO 3amluTe SBISETCA OIeHKa 3()(QEKTHBHOCTH CPeICTB
3aIl[HTHI, OCYIIECTBISeMas II0 METOJHKE, YUHTHIBAIOIIEH BCIO COBOKYITHOCTh TeXHHYECKHX

XdPAKTCPHCTHK OICHHBACMOI'O Gﬁ'LEI{Tﬂ:. BKIIIOYdAd TCXHITHUCCKIC PCIICHHA H IIPAKTHYCCKVYIO
pPeAJIH3AIlHIO CPEACTE 3aIIlHThI.

0. 3ammmra AC JolbKHa IIpefycMaTpHBaTh KOHTPOJIb A(P(EKTHBHOCTH CPEACTB 3alllHTHI OT
HCJ]. OTOoT KOHTpOIh MOXKET OBITh OO IIEpHOIMYECKHM, MO0 HHHMIMHPOBATBCA IO MEPE
HeOoOXOANMOCTH ITonb30BareneM AC WM KOHTPOIHPYIOIMMH OpraHaMI.

B kauecTtBe rmaBHoro cpeacria 3ammuThl 0T HCJI k mH(popMany B KOHIIEIIIHH paccMaTpHBAETCS
cucTeMa pasrpaHmdcHHS goctyra (CPJ]) cyObeKToB K 00heKTaM JIOCTYIIA.

OcHOBHBIMH (PYHKIIHSIMH CP][ SBIISIOTCS:

1. peanH3alig MpaRHI paszrpanmdeHna Joctyma (I1P]]) cyObpekTOB H HX ITPOIECCOB K JaHHBIM,
2. peanusaimig 1P /] cyOBpeKTOBR H HX ITIPOLIECCOB K YCTPOHCTBAM CO3IaHHSI TBEPABIX KOITIIH,

3. H30IAI[HS TIpOrpaMM IPOIlecCa, BBOIOIMHAEMOIO B HHTepecaX CyOBbeKTa, OT JIPYIHX
CYOBEKTOB,

4. VIIpaBJIEHHE IMOTOKAMH JAHHBIX C I[EIBIO IIPEJAOTBPAIIEHHS 3aIlHCH JaHHBIX HAa HOCHTEIH

HECOOTBETCTBYIOIETO IpHda;

5. peanusalpg npaBwi oOMeHa JaHHBIMH MeXAY cyobekraMu 11d AC n CBT, mocTpoeHHBIX
10 CETEBBIM ITPHHI[HITAM.

KpomMe Toro, KoHIENIpsa ImpeaycMaTpHBaeT Haiune oOecCleYHBarOMX cpeldcTB o1 CPJI,
KOTOPBIE BHITIOIHSIOT CIEAYIOIIHE (PYHKIHH:

1. HIeHTH(PHKALTHIO H OINO3HAaHHe (ayTeHTH(HKAIHIO) CYOBEeKTOB H IOAJepKaHHE ITPHBSIZKH
CcyOBEKTa K ITPOIIECCY, BEIITOHAEMOMY IS CYOBEKTa,

2. PETHCTPAIIHIO AEHCTBHH CYOBEKTA H €I0 IIPOLECCa,

3. IMPEJO0CTABIICHHE BO3MOJKHOCTEH HCKIIFOUYEHHSI H BKIIFOUEHHS HOBBIX C}"ﬁ’bEI{TGE H 0OBEKTOB
HOCTVIIA, da TAKXKE H3MCHCHHC TIOJTHOMOYHH CY@LEKTGE;

4. peakiiir0 Ha IOIBITKH HCJI, HampuMep, CHIHaIH3aI[HIo, OIIOKHPOBKY, BOCCTAHORBJIEHHE
rociie HCJ/I;
S. TECTHPOBAHIIE |
f OUVICTEY _OTTANATURHON TIamaru o malouwry 00IacTel Ha MArHHUTHBIX HOCHTEISIX ITOCIIE
[OKYMEHT NOAMNUCAH
ONEKTPOHHOW NOQNMUCHIO M TaHHbIMH,
CepTudmkar:  12000002A633E3D113AD425FB50002000002A6
Bnapneneu: Webayxoea TatekAHa AnekcaHapoBHa 'prM H TBEPIBIX xormuii 8 AC
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8. KOHTPOIb I[EIIOCTHOCTH IIPOrpaMMHOH H HH(QOpMaIlHOHHOH dYacTH Kak CPJ[, Tak H
o0ecCIIeYHBAIOIINX €€ CPEJICTB.

TexHIyeckue CpEAcCTBa 3alllHTBI OT HCI[:, COI'ITACHO KDHI.[E]’H_[I]II:, HJOIIFHBI OLCHHBATLBCH 110
CICAYIOIIIM OCHOBHBIM ITdPaMCTPAM.

1. CTEIEHD ITOIMHOTEI oxBarta [IP]] peanmnsoanHon CP/l 1 ee KauecTBO,
2. COCTAB M KayeCTBO o0eCIeunBaronx cpeacts ;i CP /I,
3. rapaHTHH ITPaBHIIbHOCTH (PYHKITHOHHpoBaHHSI CPJ[ 1 o0ecIieunBalOIX e CPeCTB.

YcTaHaBIMHBaeTCcS ceMb KnaccoB 3anfuiieHHocTH CBT ot HCJ[ k mHpOopMaImi.

CaMbIH HHM3KHMH KIacC — CeIbMOM, CaMBIN BBICOKHI — IIEPBEIH. KIIaccel IMOApasIersroTcs Ha
YeTHIPE I'PYIILL, OTIIHYAIOIIHECS KaUeCTBEHHBIM YPOBHEM 3aII[HTHI:

1. nepBasi TPyTIa COAEPAKHT TOINbKO OJHH CebMOH KJIacc,

2. BTOPas I'PyINIa XapaKTepH3yeTCs JHCKPEIHOHHOH 3aIHTOH M COXEPKHT IIECTOH H ITSTHIA
KJIaCCHI,

3. TPETHS I'PYIIa XapaKTEPH3YeTCS MAaHAATHOH 3aIlfHTOH H COJIEPKHT YETBEPTBIH, TPETHH H

ETﬂpDﬁ KIIdCCBI,

4. YeTBEPTAsl I'PyINIa XapaKTePH3YeTCS BEPH(PHIMPOBAHHOH 3aIlHTON M COAEPIKHT TOJIEKO
IIEPBEIH KJIacC.

CeapMOH Kiacce mpHcBanBaroT CBT, K KOTOPEIM IPeAbSABISIIHCE TpedoBaHHA 1o 3anmre or HCJ[
HH()OpPMAIIHH, HO IIPH olleHKe 3amuineHHocTh CBT okazanachk HIKe YPOBHS TPeOOBAHHIH IIIECTOIO
KItacca.

2. IIpakrH4eckoe 3agaHue
M3y4yuTh B HHTEPHETE OQHH H3 OCHOBOIIOIATAOIIHX JOKYMEHTOB, PACCMOTPEHHBIX BBIIIIE H

COCTAaBHTB I{paTIG]IuI KOHCIICKT 3TOI'O JOKYMCHTA.

3. Comep:ranne oT4yera

1. THTYIIBHBIN JTHCT

2. CojJiepKaHHe

3. [IpakTHYEeCcKOE 3a]aHHe
4. KOHCIIEKT JOKYMEHTA
5. BBIBOJRI

IlepeyeHb OCHOBHOM JIMTEPATYPhI
1. HWudopmaimonnas Oe3omacHOCTh: Vy4ieOHHK i By3oB/ B.M. ‘Apoukmn — M.

NOKYMEHT MOAMUCAH
SNEKTPOHHOWM MOAMUCHIO
CepTuchvkar:  12000002A633E3D113AD425FB50002000002A6

Brianenew; 2 LI6ESMGBACH GHa AnexcanAboMAL jorracHocTh. yuel.1mocodne/ B.A. CeMeHEHKO —
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IlepeyeHnb JOMOJTHHTEILHOH JIHTEPATYPSLI
1. HWudopmaimonnas Oe3omacHOCTh: Vy4ieOHHK i By3oB/ B.M. ‘Apoukmn — M.

AxanemMidecKkui rmpoekt, 201 2.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.rmocodne/ B.A. CeMeHEHKO —
M.. MI'1Y, 2013.
IlepeyeHh Y4e0HO-MeTOAHMYECKOro oOecledeHHA CAMOCTOATE/bHOH PadoOThI
00Y4aroIMXCA M0 JHCITHILTHHE
MeTtoyeckie pPeKOMEHAAIHH I10 BBIMOIHEHHIO J1a00opaTOpHBEIX padoT IO JHCIHILIHHE
«OCHOBEHI YIIPaBIeHHS HH()OPMAITHOHHOH O0€30IMacHOCTH "
2. MeToanyecKHe peKOMEHI AL 10 OPraHU3al[HH CaMOCTOSTEIBHONH paboThl CTYIEHTOR I10
qucIUIUTHHe " OCHOBEI YIIPaBIeHHS HH(OPMAaIIHOHHOH 0e30MacHOCTH .
Ilepeuens pecypcoB HHPOPMANHOHHO-TEJIEKOMMYHHKAIIHOHHOH ceTH «IIHTepHeT»,

He00X0IHMbIX /IS 0CBOCHHSA MHCIIHILIHHDI

1. http://el.ncfur/ — cucrema vympaBneHna oOydyenneM OI'AOY BO CKOY.
J[McTaHIMOHHAS ITOAIep/KKa JUCIIIUIHHEL « AH(OopMaIOHHbIe TeXHOIOIHH B ITPOoQeCCHOHATBHOI
JEeSTeIbHOCTH

2. http://www.un.org - Caiir OOH HMH(}popMaIHOHHO-KOMMYHHKAI[THOHHBIE TeXHOJIOTHH

3. http://www.intwt.ru — MHTEepHET- YHHBEepCcHTET KOMITBIOTE PHBIX TeXHOIOIHHH.

IIpakTHueckoe 3auATHE 2. OdecnevueHne HHPOPMANMOHHOH 0€30IIACHOCTH B BeAYIIIX
3apy0e/KHbIX CTPAHAX

Ilesb padOThIL: osHaxomaeHlEe ¢ 0CHOBHBIMIU NPUHILINAM U ODeC e eHUA UH()OPMALLLOHHOIL
be3zonacHocnu € 8e0YULIX 3apyOeHCHBIX CMPaHax

1. Teopernueckas 4acTb
OOecnieyeHHe 3alfUTHl HH(QOpPMAI[HH BOJIHOBAJIO YEIOBEYECTBO Bcerja. B Ipolecce

JBOJIFOITHH ITHBHIIF3AIlHI1 MCHATHCE BHABI IIH(prMElI_[I]II:, I €€ 3aIl[HTEI IIPHMCHAIIHCE Pa3JIHYHBIC
MCETOJBI H CPCACTEBA.
HPGHEGG Pa3BHTHA CPCACTB H MCTOJOB 3alllHThI I]H(bﬂpMElI_[I]II MOXHO pPa3AcCIINTh Hd TPH

OTHOCHTCJIBHO CaMOCTOATCIIbHBIX IICPHO/JA.

i
Fassntve METOLOE wHppoBaHHUA W !
KOAWPOBAHWA, CBAZ3HHOE C NOABABHMEM |
NMHEEMEHHOCTH i

i

1 nepuop (C ApeBHEALIWX
epemMéd no 40-¥ r. XIX seka)

2 nepuop (C 50-x r. ¥IX Bexa

i
|
YTEYKK N0 TEXHMYECKKHM KAHANAM, CBEASIHHOE |
Ao 60-x r. XX seka) C noABneHnem TenedoHa, Tenerpada, pagno. |

i

i
i
! 3 nepuop (C 60-x r. XX Beka DEe3onacHOCTH B MEpHOA MAccoBo M
i

| 00 H3WMX AHEN) | wmrharmsTUsaUWMK 0B eCTES
ANOKYMEHT NoannvcaH
SNEKTPOHHOM NOANMMUCbLIO [~~~ -7 7777777777 = o e e
Ceptudmkar: | 12000002A633E3D 11 3AD425FBS0002000002A6 (MH B Pa3sBHTHH I[[‘[d)ﬂpMElHHGHI{BIK TeXHOIIOTHH
Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa

2CTH K JIIOABIICHHIK KAaUSCTBCHHO  HOBBIX
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(mH(pOpPMAaIMOHHEIX) (popM OOpPEOBI, B TOM YHCJIE H Ha MEXIOCYAAPCTBEHHOM VPOBHE, KOTOpPHIE
MOI'YT IIPHHHMATh (POpPMY HH()OPMAIHOHHOH BOMHBI, a CaMa HH(OpPMAI[HOHHAsS BOHHA CTaHET
OMHHM H3 OCHOBHBIX HHCTPYMEHTOB BHEIIHEH IIOMMTHKH, BKIIFOYAS 3al[UTY TOCYIApPCTBEHHBIX
HHTEPECOB H PealH3allHi0 JIOOBIX (JOPM arpecCHH. 3TO SBISIETCS OJHOH H3 IIPHYHH, ITOYEMY
IIOJIE3HO O3HAKOMHTLCS ¢ OCHOBHBIMH ITpHHIMMIIAMH oOecrieyeHHS Wb B Beayimx 3apyOeKHBIX
CTpaHax.

Jlpyras IpHyiHa 3aKIF0YacTCs B TOM, YTO OONBIIIMHCTBO IIPHMEHSEMBIX Ha TEPPUTOPHH PD
CPpeACTB M MeTOZOB oOecreyeHHS MB OCHOBaHBI HAa HMIIOPTHBIX METOJHMKAX H CTPOSICS H3
HMIIOPTHBIX KOMIIOHEHTOB, KOTOphIEe OBIIM pa3paboTaHbl B COOTBETCTBHH C HOPMaMH H
TpeOoBaHHSIMH 110 oOOecrieueHH0 KB cTpaH-M3roToBHTENIEH. B CBS3H ¢ 3THM, IIPEXIE YEM
IIPUCTYIIHTh K H3YUEHHIO HEIOCPEACTBEHHO TEXHOIOIHMII M cpeAcTB olbecrieueHnsa KMb, crnemyer

ITO3HAKOMHTECS ¢ ITOMHTHKON Wb BeayIx 3apyOeKHBIX CTpaH.

2. IIpakrH4eckoe 3agaHue
1. IloAroTOBHTH KpaTKHH JOKIIAJ IO 3aJaHHOMY BOIIPOCY (CM. BapHaHT), HCIIOIb3YS yueOHOE

nocodne ABepueHkoBa, B.M. «CHcTeMBI 3aluThl HH(OPMAI[HH B BeAYIIHX 3apyOeKHBIX
CTpaHax» M APyTHEe JOCTYITHbIE HCTOYHHKH HH(OPMAIIH.

2. SBammomHuTh Tabmuiyy «CHcTeMbl obecrniedyeHHI b B Beaymx 3apyOe KHBIX CTpaHax» (CM.
BapHaHT) Ha OCHOBE ITOJIr OTOBJIEHHOI'O MaTepHala, a TaKKe JOKJIaJ0B APYIHX CTYJAEHTOB.

3. IIpoBecTH aHaIM3 cOOpaHHOH HH(OpMAI[HH H CJIeJIaTh BEIBOJIBI.

3. Coaep:ranue oTdera
1. THTYIBHBIHN JIHCT

2. CopmepxaHiie
3. IIpaktHyeckoe 3aJjaHHE
4. Tabmna «Cucremsl odecrnieueHNa Kb B Be Iyl 3apyOeKHBIX CTPpaHaxX»
5. BrmBogm
4. BapnaHrbl
BapHaHT — HOMep II0 CIIMCKY B JKYpPHAJIE.
Bapuanr Crpykrypa
OcCHOBHbLIE rocyaapCrBeHH
OcHOBHbBIE
JOKYMEHTHI B bIX OPIraHOB
Crpana NPHHIHAIbI
00J1aCTH odecnevueHuA
ooecneuenusa UG B
odecnneuennsa Ub HAIMOHAJILHOH
b
1 CIIIA
2 NIOKYMEHT NOAMUCAH
SNEKTPOHHOW NOANUCHLIO
Cepruchmkar: 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: LleBayxoea TaTeAHa AnekcaHapoBHa
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S DpaHnuda
6 Iepmanus
7 Kuran

8 Anonns

9 HIBenumapusn
10 HNcnmanus
11 Kanana
12 ABcCTpasnsa
13 bpasnimsa
14 ApreHruHa
15 Kopes

IlepeyeHb OCHOBHOM JIMTEPATYPhI
1. HWudopmaimonnas Oe3omacHOCTh: Vy4ieOHHK i By3oB/ B.M. ‘Apoukmn — M.

AxanemMidecKkui rmpoekt, 201 2.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.rmocodne/ B.A. CeMeHEHKO —
M.. MI'1Y, 2013.
IlepeyeHs JONMOJTHHTEILHOH JIHTEPATYPSI
1. HWudopmaimionnas OGe3omacHOCTh: Yy4eOHHK i By3oB/ B.M. Apoukmn — M.

AKaaeMIYecKIi mpoekT, 2012.

2. CemeHenko B.A. MHpopMmainioHHass Oe3oracHoCTh: yueb.mmocobne/ B.A. CeMeHEHKO —
M.: MI'1Y, 2013.
Ilepeyenb Y4e0HO-MeTOAMIECKOr0o oOecledeHHsI CAMOCTOATEIbHOH PadoThl
o0 yJaroImmxcs no JUCIHILIHHE
MeToauuecKe peKOMEHIAI[HH II0 BBEIMOJIHEHHIO JITa0OpaTOpHBIX pabor IO AHCIHIIIMHE
«OCHOBHI VIIPaBIEHHSI HH(OPMAIHOHHOH 0€30IacHOCTH "
2. MeToamyeckHe peKOMeHIaIHH IT0 OpraHH3al[HH caMOCTOSTEIbHOH padoThl CTYIEHTOB I10
quciuIumHe " OCHOBEI YIIPaBIIeHHS HH(QOPMAaIIHOHHOH 0e30IIacHOCTH
IlepeyeHn pecypcoB HHMPOPMAIMOHHO-TEJIEKOMMYHHKAIHOHHOM ceTH «HHTepHeT»,
He00X0JHMbIX VISl 0CBOEHHSA JUCIIHILTHHBI
1. http://elncfur/ — cucrema vympaBneHnsa oOydeHneM OIAOY BO CKOY.
JlucTaHITHOHHAS MOJJIepkKa JHCIIHITIHHEL « AH(pOopMaIHOHHEIe TEXHOIOTHH B IPO(eCCHOHAIBLH OH
IESTEIbHOCTHY
2. http://www.un.org - Caiir OOH HMH(}popMaIHOHHO-KOMMYHHKAI[THOHHBIE TeXHOJIOTHH
3. http://www.intwt.ru — UHTEpHET- YHHBEpPCHTET KOMITBIOTE PHBIX TEXHOIOIHH.

IIpakTHueckoe 3aHATHE 3. «TpedoBanHuA H MOKA3ATEIH 3AIHAINEHHOCT H
ABTOMATH3HPOBAHHBIX CPeJACTB 00padoTKH HH(OpMALHID)

AOKYMEHT NOANMUCAH |
SNEKTPOHHON MOANMUCHIO O6AHUAMU 1 RnoOKdzamenAmMu 3dujiiiieHHocnlil
Ceprudmkar: /' 12000002A633E3D113AD425FB50002000002A6 DMAarjiu
Bnageneu: Llebayxoea TaTeAHa AnekcaHapoBHa JeCKaAd YACTh
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3amnrura HHQOPMAIHH OT HeCaHKI[HOHHpoBaHHOro jgocryra (HCJI) aBnsgeTcsa cOCTaBHOH 4YacThIO
oOmieii mpoOnemMbl oOeclieyeHHd Oe30MacHOCTH HH(pOPMallHH. MeponpHSITHI 10  3alllHTe
nHpopMmarm oT HCJI mOIDKHBEI OCYIIECTBISTHCS B3aHMOCBS3aHO C MEPOIPHSATHSAMH IO
CITEI[HAJIBHON 3aII[HTE OCHOBHBIX M BCIIOMOTATEIbHBIX CPEACTB BEIUHCIIHTEIILHON TEXHHUKH, CPEICTB
M CHCTEM CBS3H OT TEXHHYECKHX CPEACTB PA3BEAKH H ITPOMEBIIIUIEHHOTO IINTHOHAXA.
B ofmeMm cioydae, KOMIUIEKC ITPOIPAMMHO-TEXHHYECKIX CPEACTB M OpraHH3aI[HOHHBIX
(IMpOLeIYPHBIX) PellleHHH I10 3ammure HHGopManun or HCJ[ peammsyeTcs B paMKax CHCTEMBI
sarmuTel HHpopMarpH oT HCJ[ (C3M HCJI), YCIIOBHO COCTOSINEH H3 CIeAYIOIHX 4YeThIpexX
ITIOJCHCTEM:
- YIIPaBIEHHUS JOCTYIIOM,
- PETHCTPAIMH H YUETA;
- KpHITTOrpa(pHYeCcKOH;
- o0ecIeYeHH s IETTOCTHOCTH.
B 3aBHCHMOCTH OT Kiacca aBTOMAaTH3HPOBAaHHOH cHcTeMbl (AC) B paMKax 3THX IIOACHCTEM
IOIIKHBI OBITh PEalM30BaHbI CIEIVIOIIHE TPeOOBAHH.
TpeboBanmsg K AC TpeTheH I'PYIIILI IIPeACTaBIeHbl B Ta0m. 1.
OO003HAYEHH S

"

- " - " - HeT TpebOBaHMI K JaHHOMY KIIAacCy,
- "+ " - ecTh TpeboOBaHHA K JaHHOMY KIIAcCy.

Tabmiia 1 TpeboraHus K AC TpeTheH I'PYIMILL

l. [TogcucreMsl H TpeOOBaHHS 2. Kmaccer

4. 3 |5 3

b A
0. 1. Iloacucrema ynpas/ieHH S JOCTYIIOM 7. 8.
9. 1.1. UpeHTH(HKAIIHA, TTpOBEpKa MOIHHHOCTH H | 10. 11.
KOHTPOMB JOCTYIIA CYOBEKTOB:
12. B CHCTEMY 13. + | 14. +
15. K TepMiHaiaM, OBM, y3naMm cetu DBM, kaHamnam | 106. - | 17. -
CBSI3H, BHEIIIHUM yCcTpoHcTBaM OBM
18. K ITpOrpaMMaM 19. - | 20. -
21. K TOMaM, Karajoram, (aizaMm, 3aImHcsM, ITOJiIM | 22. - | 23. -
3aImcen
24, 1.2. YrpaBieHHe ITOTOKaMH HH(pOPMAaITHH 25. 26.
27. 2. IloacucreMa perucTpanu A yuera 28. 29.
30. 2.1. Perucrparnisa u yyer: 31. 32.
33. Bxojga (BeIXOma) cyOBekTOB joctyma B (u3) | 34. + |35  +
cucreMy(bI) (y3ell CeTH)
36.  BBIJAYH IleYaTHBIX (TpaHYecKHX) BBIXOIHBIX | 37. - |38, +

NOKYMEHT MOJNMUCAH
QNEKTPOHHOW NOANUCHIO

Ceptuchmkar: 12000002A633E3D113AD425FBS0002000002A6
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39. 3aITycKa (3aBeplIeHHsI) IporpaMMm H ImporeccoB | 40. 41.
(3aIaHHi, 3a7a4)
42. NOCTYyIIa IIporpaMM CYOBEKTOB JOCTyIIa K | 43. 44,
3allINaeMeIM  (paiijlaM, BKIOYAsSd HX CO3JaHHE H
yaaleHHe, Iiepefady 10 THHISIM H KaHalIaM CBS3H
45. IOCTVIIa TIIporpaMM CYOBEKTOB JocTyra K | 40. 47.
TepMHHanaM, SBM, y3mam cetn 5BM, KaHalmaM CBS3H,
BHEIIMHUM VCTpoHcTBaM OBM, mporpammaM, ToMam,
KaTajioraM, (paitiam, 3aImicsIM, TTOJISIM 3aITHCeH
48. H3MEHEHHS IIOJIHOMOYHH CYOBEKTOB JTIOCTYIIA 49. 50.
51. CO3/laBacMBIX 3aIlHINacMBIX OOBEKTOBR JOCTVIIA 52. 53.
54, 2.2. Yd4eT HOCHTeNeH HH(pOpPMAaIlHH 55. 56.
57. 2.3. Ouncrka (oOHyJeHHe, 0Oe3IHYHBaHHE) | 58. 59.
OCBOOOKIaeMBIX 00JIacTeN OIepaTHBRHOM ImaMiITH SBM
BHEIIHHX HAKOIHTEIEH
60. 2.4. CurHagn3aIus IOIBEITOK HAPYIIEHH S 3aIlHThL | O1. 62.
03. 3. Kpunrorpagpu4yeckasi moacucremMa 04. 05.
06. 3.1. [ITudpoBanHie KOH(pHeHIHAIbHOH | 67. 08.
HH( OpMAaITHH
09. 3.2. [ITuppoBaHIe HHpopMmarmH, | 70. 71.
IIpHHAJIEKAIIE  PasiMYHBIM =~ CyOBEeKTaM  JOCTYIIA
(rpyrmamM cyObeKTOB) Ha pa3HBIX KIIFOYax
72. 3.3. Hcriomp3oBaHie aTTECTOBAHHEIX | /3. 74.
(cepTH(QHIIMPOBAHHBIX) KPHITTOIpapHISCKHX CPEICTB
75. 4. IToacucrema odecrieyeHH A MEJIOCTHOCTH 76. 7.
78. 4.1. OOecnieyeHHe ILEITOCTHOCTH IIPOrPaMMHBIX | /9. 80.
cpelcTB H 00pabaTeIBacMOH HH(pOPMAIHH
81. 4.2. DOusnyeckas OXpaHa CpeIcTB | 82. 83.
BBIMHCIIHTEIIbHOM TEXHHKH H HOCHTeIIeH HH()OpMaIHH
84. 4.3. Hammume  agmMuHHcTpatopa  (cimy»KObI) | 85. 86.
3aIUTHI HH(popMaIu B AC
87. 4.4. Ilepuogmueckoe TectupoBanre C3M HCJJ 88. 89.

AOKYMEHT [OANMCAH msa C3U | 91. 2.

ANEKTPOHHOM NOANUCHIO
Ceptuchukar: *12000002A633E3D113AD425FB50002000002A6
Bnapeneu:  LeGsyxosa TaTbsiHa AnekcaHapoBHa
POBAHHEIX | 94. 95.

HNencreutened: ¢ 20.08.2021 no 20.08.2022

32



CPEACTE 3allIHThI

TpeboBanms K AC BTOpOH I'PYINIBI IPeACTaBJICHEL B Ta0mI. 2.
OOGO03HAUEHHT:

" - " - HeT TpeOOBAaHHH K JJaHHOMY KJIacCy,

"+ " - ecTh TpeOOBAHHSI K JaAHHOMY KIIACCYV.

Tabmima 2 TpeGopaHHst K AC BTOPOH I'PYITIBI

96. IlogcucreMel 1 TpeOOBaHHSI 97. Kiaccer
99. 2 | 100.
b A
101. 1. IlogmcucremMa yripaBIeHHS JOCTYIIOM 102. 103.
104.  1.1. WpgenTHpHKaIHs, IIpoBepKa IIOJJIHHHOCTH H | 105. 106.
KOHTPOMIB JOCTYIIa CYOBEKTOB:
107. B cHCTEMY 108. + | 109.
110. x repmmnanaMm, OBM, y3nam cetn OBM, xkanamam | 111. - | 112.
CBSI3H, BHEIIHHM YCTpOHCTBaM OBM
113.  xmporpammam 114. - | 115.
116. k TomamMm, karamoraMm, aimam, 3armcsam, momsaM | 117, - | 118,
3armcen
119. 1.2. YpapieHHe ITOTOKaMH HH()pOPMAaI[HH 120. - | 121.
122. 2. llogcucreMa perucTpaiii 1 y4eTa 123. 124.
125. 2.1. Perucrpaiusg 1 y4er: 126. 127.
128. Bxoja (BbIX0OJa) cyOBeKTOB JocTyma B (13) cuctemy | 129.  + | 130.
(y3em ceTH)
131.  BeIgaum TIeyaTHBRIX (TpapHUYecKHX) BBIXOAHBEIX | 132. - | 133.
IOKYMEHTOB
134. 3ammycka (3aBepIIeHHS) IIporpaMM H IIporeccoB | 135. - | 136.
(3aIaHHi, 3a7a4)
137. pgocryma 1mporpaMMm  cyOBeKTOB  jgoctyria K | 138, - | 139
3allIIaeMbIM (paillaM, BKITFOYAs HX CO3JaHHe H YIalleHHE,
Tepegady 1o JITHHHSIM H KaHajlaM CBSI3H
140. mocrymia 1porpamMM  cyOBeKTOB  gocryma K | 141, - | 142,
TepMHHanaM, DBM, yzmam cetn DBM, KaHamaM CBS3H,
"""""""" ,ﬂdMEﬁfﬁﬁﬂﬁHCﬁﬁl M, TOMAM,
ANEKTPOHHOWM NOANUCHIO
Ceprudpukar: ' 12000002A633E3D113AD425FB50002000002A6
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146. co3maBaeMBIX 3alHINAEMBIX OOBEKTOB JOCTYIIA 147. 148.
149, 2.2. YyeT HoCcHTeneH HH(OPMAL[HH 150. 151.
152. 2.3, Ouymcrka (oOHyIeHHe, o00e3mHYHBaHHE) | 153. 154.
OCBOOOKIaeMBIX OOIacTeN OrepaTHBHOH ITaMsaruH OBM u
BHEIIHNX HAKOITHTEIEH
155, 2.4, CurHanusargis IOIEITOK HapYIIEeHH S 3all[UThI 156. 157.
158. 3. Kpmmtorpadmyeckas IoacHCTEMA 159. 160.
161. 3.1. [ITndpopanme KOH(pHIeHIHAIbHOH | 162. 163.
HH( OpMAaITHH
164. 3.2. IInppoBanue HH(pOpMAIHH, ITpHHAJIeKaIe | 165. 166.
pa3IHYHBIM CyOBEKTaM JOCTYyIIa (IpyImiaM cyOBbeKTOB) Ha
Pa3sHBIX KIHOYax
167. 3.3 Mcmomb30BaHme aTTECTOBAHHKIX | 168. 169.
(cepTH(HIIHPOBAHHBIX) KPHITTOrpapHYECKHX CPEJICTB
170. 4. IloncucremMa obecrieueHHS I[ETTOCTHOCTH 171. 172.
173.  4.1. OO0ecrieueHHe IIEJIOCTHOCTH IIPOrpaMMHEIX | 174. 175.
cpeJCcTB H o0pabaTeIBacMOil HH(pOPMAIHH
176. 4.2. Ousnyeckass oxXpaHa CpeJCTB BRIUYHCIHTEIILHOH | 177. 178.
TEXHHKH H HOCHTEIIEH HH(POpMAaIHH
179.  4.3. Hannune agmMuHHCcTparopa (cimy»kO0bI) 3ammurhl | 180. 181.
HH(p opMaItHi B AC
182.  4.4. Ilepnoanyeckoe Tectuporanne C3M HCJ] 183. 184.
185. 4.5. Hammrune cpencte BocctaHoBiieHns C3M HCJ[ | 186. 187.
188. 4.6. Ucnomp3oBaHe CepTHHHIIHPOBAHHBIX CpeacTB | 189. 190.
3aIHUTHI

TpeboBanmsa K AC IIepBOH I'PYIMILL IIPEACTABIIEHE] B Ta0II. 3.

OO0O03HAYEHHU A

" - " - HeT TpeOOBAaHHH K JJaHHOMY KJIacCy,

"+ " - ecTth TpeOOBAHHAI K JAHHOMY KIIACCY.

Tabmima 3 Tpedoanmst K AC ITEPBOH IPYIIIEL
191. Tlogcmecremer u | 192, Kmaccer
TpeOOBaHHS 194, 1 [195. 1 | 196. 197. 198.

OOKYMEHT I:ID,HI'IHCEH T B b A
Copruchukdh? - 12000002 MGHRE S HAADIBSFBA00200000288 202 203|204
Bnageneu:  Le63yxosa TaTbaAHa AneKkcaHOpoBHa
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205. 1.1 206.
M neHTH)HKAIIS,

IPOBEPKA ITOUTHHHOCTH
H KOHTPOJIb JOCTYIIa

CYOBEKTOB:

207.

208.

209.

210.

211. B cuCTEMY 212.

213.

214.

215.

210.

217. x TepmuHamam, | 218.
OBM, ys3mam cetn 5BM,
KaHaJIaM CBS3H,

BHEIIHHM YCTPOHCTBAM

OBM

219.

220.

221.

222.

223. K IIporpaMmaMm 224,

225.

2206.

227.

228.

229. K ToMamM, | 230.
KaTajioraM, (paimam,

3AITFCAM, ITOJIHAM 3armicer

23].

232.

233.

234.

235,  1.2. VYrmpasueHue | 236.

ITOTOKAMH HH( OpMaI[HH

237.

238.

239.

240.

241. 2. llomcucrema | 242.

PETHCTPAIIIIH H YHCTA

243,

244.

245.

240.

247, 2.1. Perucrtpanusa | 248.
H VYET:

249.

250.

251.

252.

253. Bxojma (BEIXOjHa) | 254.
CyOBEKTOB JOCTYIIa B

(13) cucrteMy (Y3€el CeTH)

255.

256.

257.

258.

259.  BRIgauUH 260.
ITeYaTHBIX
(rpaHYeCcKHX)

BBEIXOJHBIX JOKYMCHTOB

261.

262.

203.

204.

265. 3amycka 266.
(3aBepIIIeHIST) IPOrPaMM

H IIPOILIECCOB (3aJaHHId,

3aja4)

NOKYMEHT NMOANWUCAH
SNEKTPOHHOWM MOANMUCHIO

267.

Ceptudukart: - 12000002A633E3D113AD425FB50002000002A6
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274.

275.

276.
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(airaM, BKIIOYAs HX
CO3JaHHEe H YIaJleHHE,
nepeladyy 10 JTHHHSM H

KaHallaM CB3H

277.  IOCTVIIa

IIpOrpaMmM CYOBEKTOB
JOCTYIIa K TepMHHAJIaM,
OBM, ys3mam cetn 5BM,
KaHaJIaM CBSI3H,
BHEIIHHM YCTPOHCTBAM
DOBM, IIporpaMmMam,
TOMaM, KaTajioram,
(paimam, 3aITHCM,

TTOJISIM 3aITHCceH

278. - | 279

280.

281.

282,

ITOTHOMOYHIT CYOBEKTOB

JOCTYyIIa

283, H3MeHeHHd 284, - 283.

286.

287.

288.

3allHIlaeMbIX OOBEKTOB

JOCTYyIIa

289. co3maBaeMBbIX 290. - 291.

292.

293.

294.

HOCHTeJIeH HH(pOpMaIHH

295, 2.2 Yuer | 296. + [ 297

298.

299.

300.

(oOHYIIEHHE,
00e3IIYHBaHHE)
OCBOOOKIaeMBIX
obnmacTel OIEpaTHBHOM
ITAMSTH OBM 151

BHEIIHHX HAKOITHTEIEH

301. 2.3 Ourictka | 302. - 303.

304.

305.

300.

CHTHAIH3AIHS IIOTIBITOK

HAPVIICHHA 3alIIHThI

AOKYMEHT NoarnnMcAH
SNEKTPOHHOW NOAMUCHLIO
Ceptudurar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: Lebayxora TateaHa AnexkcangpoBHa
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307. 2.4 308. - | 309.

310.

311.

312.

316.

317.

318.
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ITOJCHCTEMA

319. 3.1.
[ITnppoBaHHe
KOH(pHIeHI[HAILHOM

HH( OpMaITHH

320.

321.

322.

323.

324.

325. 3.2.

[ITnppoBaHHe

HH( OPMAILTHH,

TIPHHAITIE KAl
pa3IIMYHBIM  CyOBeKTaM

(rpymmam

CyOBEKTOB) Ha Pa3HBIX

JTOCTYIIa

KIMFOYax

320.

327.

328.

329.

330.

331. 3.3
Hcronp30BaHIe
aTTeCTOBAHHBIX
(cepTH(QHIIHPOBAHHBIX)
KPHITTOrpa(pHueCcKHX

CPEACTB

332.

333.

334.

335.

330.

337. 4. llojgcucrema
oOecrieueHH A

IMSIIOCTHOCTH

338.

339.

340.

341].

342.

343.  4.1.
O06ecrieueHHe
I[ETIOCTHOCTH
IIPOrPAMMHBIX CPEACTB H

o0pabaTrIBacMOH

HH( OpMALIHH

344.

345.

3406.

347.

348.

Ceptudmkar:
Bnageneu;

349, 4.2. DHusHUecKad
OXpaHa CPEIICTB
BBIMHCIIHT eJILHOIH

TEXHHKH H HOCHTEIEeH

350.

NOKYMEHT NOAMNMUCAH

SNEKTPOHHOW NOAMUCLIO
12000002A633E3D113AD425FB50002000002A6

llebGayxoea TateAHa AnekcaHOpoBHa
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(CITyK0BI) 3aI[HTHI
HH(p opMaItHi B AC
361. 4.4. 362. + |[363. + [364. + |365 + [366. +

[lepuommueckoe
tecTupoBanne C3U HCJ]
367. 4.5. Hamume | 368. + [369. + | 370. + |371. + |372. +

CPEACTB
BoccTaHOBIEHHA  C3HU
HCI

373. 4.6. 374. - (375, - [376. + |377. + |378. +

Hcrons30BaHIE
CEPTH( HITHPOBAHHBIX

CPEACTE 3allIHThI

OpraHH3al[HOHHBIE  MEPOIIPHATHS B paMKaX  CPEACTB  3aIlUTBl  HHQOpMAIHH  OT
HECAHKIHOHHPOBAaHHOro Jjocrynna B AC, oOpadaThIBalOIMMX HIHM XPaHSIHMX HH(OPMAIIIO,
SIBJISFOIIYIOCS. COOCTBEHHOCTBIO TOCYZAapCTBa M OTHECEHHVIO K KaTETOPHH CEKPEeTHOH, IOJDKHBI
OTBEYATh T'OCYIAPCTBEHHBIM TPeOOBAHMAM IO OOECIIEUEHHIO PEXHMA CEKPETHOCTH ITPOBOJHMEBIX
pador.
[Ipn obpadotke mim xXpaHeHHH B AC HH]oOpMaIHH, He OTHECEHHOH K KaTerOpHH CEKPETHOH, B
pamkax C3KM HC/] rocyaapcTBeHHBIM, KOJUIEKTHBHBIM, YaCTHBEIM H COBMECTHBIM ITPEUIPHATHSAM, a
TaKKe YACTHBIM JIMI[aM PEKOMEHAVIOTCS CIeAVIONE OpraHH3al[HOHHBIE MEPOIIPH SITHA:
- BBISIBIIEHHE KOH(HIEeHI[HAIIbHOH HH(pOpPMaIMH H ee JOKyYMeHTalIbHOe O(QpOpMIIEHHE B BHJE
IIePEeYHS CBEJIEHHI, ITOJIeKaII[HX 3all[HTE,
- OIpEeAeeHNe TopsSaKa YCTAaHOBIIEHHS YPOBHS ITOJIHOMOYHH CYOBEKTa JOCTYIIA, a TAKXKEe Kpyra
TIHIT, KOTOPEIM 3TO IIPaBO IIPEAOCTaBIEHO;
- YCTaHOBJIeHHe H O(QOPMIEHHE IIPaBWI pasTpPaHHYEeHHS JOCTYIA, T.€. COBOKYITHOCTH IIPaBHII,
pPErITaMEHTHPYIOIIHX IIpaBa JOCTYIIA CYOBEKTOB K OOBEKTaM,
- O3HAKOMIIEHHE CYOBeKTa J[JOCTYIIa C IlepeYHEM 3all[MIMacMBIX CBEJICHHH H €ro YpPOBHEM
IIONMHOMOYHMI, a TakKXe C OpPraHH3al[HOHHO-PACIIOPSANTEIIbHON M padoueH JOKYMEHTAIHEH,
OITpeleTIaroIeil TPeOOBaHHA H IMOPSIOK 00pa0OTKH KOH(HIeHITHAILHOH HH) OpMAaIlHIL;
-  TIONYYeHHe OT CyObeKTa JIOCTYIa PacICKH O HepasrjlallleHHH JOBEPEHHOH &MY
KOH (PHIeHIIHATbHOH HH( OpMALHH,
- oDecrieyeHHe OXpaHBI OOBEKTa, Ha KOTOPOM paclioinokeHa 3amqpamaemas AC, (TeppHTOPHS,
30AHHS, IIOMEINEHHS, XpaHWIHI[a HH(OPMAIIHOHHBIX HOCHTEIEH) IIYTEM YCTAHOBIIEHHS
COOTBETCTBVIOINX ITOCTOB, TEXHHYECKHX CPEACTB OXpaHBI IIH JTFOOBIMH JPYTHMH CITOCOOaMIL,
IIPEOTBPAIIAOIUIMH HIIH CYINECTBEHHO 3aTPYIHSIONMMH XHUINEHHE CPEJCTB BBIYHCIHTEILHOH
TexHukH (CBT), nHpopMarinoHHEIX HOcHTeneH, a Takoke HCJI k CBT u mHHHSIM CBSI3H,
- BEIOOP Kylacca 3ampmieHHOCTH AC B COOTBETCTBHH ¢ OCOOEHHOCTSIMH 00paOOTKH HH(] OpMAaIlHH
(TexHomoruss OOpaOOTKM, KOHKPETHBIE VYCIOBHA sKcIryaTanpmn AC) H  ypOBHEM g€
KOH(HIEHI[HATHbHOCTH,
T T AOKYMEHT MOANVCAR 7 (T (OTBETCTBEHHBIE JIHIfA, agMHHHCTpaTOp AC),
SNEKTPOHHOW NOAMMUCHIO popMaIHOHHEIX HOCHTENEH, IMapojieH, KIFOYeH,
Come OGSO UOIET SO0 | snepaiio maponl, KON, composoTene
1acMbIX B AC HOBBIX ITPOrPaMMHBIX CPEICTB, a
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TaK)ke KOHTPOIb 3a XOAOM TEeXHOJIOTHYECKOro IIporecca OO0palOTKH KOH(HIEHIHMAIEHOH
HH(OPMAIHH H T.J.;
- paspaborka C3KM HCJI, BKIrOYass COOTBETCTBVIOIIYIO OPraHH3aI[HOHHO-PACIIOPSAHTEIIFHYIO H
BKCIUTYaTaIlMOHHYIO JJOKYMEHTAIHIO,
- ocyinectrieHHe nnpHeMKH C3M HCJ[ B coctaBe AC.
[Tpu pazpadorke AC, mpegHa3HaYeHHOI 15 00paboTKH HIIH XpaHEeHHS HH(pOPMAIIHH, SBIISIONIEHCS
COOCTBEHHOCTRIO TOCYIAapcTBa M OTHECEHHOH K KaTErOpHM CEeKpPeTHOH, HeOOXOIHMO
OPHEHTHPOBATBCA B COOTBETCTBHH ¢ PJ| «CpemctBa BBIUHCIHTEIIPHOH TEXHHKH. 3alHra oOT
HECAHKIIHOHHPOBAHHOIO  JOCTyIla K  HH(popMaimH. I[lokazaTelmm — 3al[HINEHHOCTH  OT
HECAHKIHOHHPOBAHHOIO AOCTYIIa K HH(OPMAIMH» Ha KIacchl 3ammumeHHOCTH AC He HHXe (I10
rpymmaM) 3A, 2A, 1A, 1B, 1B u ucnnoms30Bath ceprudmmpoBantbie CBT:
- He HIDKe 4 Ki1acca - I8 Ki1acca 3atHIineHHocTH AC 1B;
- He HIDKe 3 Ki1acca - I8 Kiracca 3arineHHocTH AC 1b;
- He HIKe 2 Kracca - IS Ki1acca 3amiuineHHOoCTH AC 1A.

2. 3a1aHHe

M3yuuts H ommcars TpeOOBaHHSA II0 OOeCIeYeHHIO HH(OPMAIIHOHHOH Ge30IMaCHOCTH I
KOHKPETHOIO ITPeAITPHATHS (CM. BapHAHT).
3. Coaep:xanne oT4uera

1. THTYIIBHBIH JTHCT
2. CoJiepKaHHe
3. JlaGopatopHoOe 3aJaHHE
4. OrmcaHHe TpeOOBaHHI M BEIOOP KIIacca 3alpmieHHOCTH AC
5. OIlIEHKa PHCKOB
0. BEIBOJIEI
4. BapuaHThbI
BapHaHT — HOMep II0 CIIMCKY B KYpPHAJIE.
MeToa OlIEHKH PHCKA
Homep
Opranmsanun (cm. HIpmtoskenne E
BapHAHTA
P I'OCTa)
1 OTJeneHHe KOMMepUYeCKOro OaHka 1
2 [TOMHKIIIHHKA 2
3 YHHBEPCHTET 3
4 OdHc cTpaxoBoil KOMITAHIH 4
S HHTepHEeT-Mara3ny 1
[NOKYMEHT NOAMMUCAH ycyr 2
ANEKTPOHHOW NMOANUCHLIO
Ceptudbukar:  12000002A633E3D113AD425FB50002000002A6 3
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8 AyIHTOPCKAas KOMIIAHHI 4
9 Jmzaiinepckas gupma |
10 Odmuc ajpoKara 2
11 ATEHTCTBO HeIBH AKHMOCTH 3
12 TypHCTHUECKO€e aTeHTCTBO 4
13 3 1aTens CTBO 1
14 PeKxi1aMHOE areHTCTBO 2
15 OTjieNeHHe HATIOT OBOMH CIIYAKORI 3
16 ["OCTHHHIIA 4
17 ["OpoJICKOI apxXHB 1
18 Odmc HoTapHyca 2
19 JncneTdepckas cIyk0a TakcH 3
20 JKemnes3HomopokHad Kacca 4

IlepedeHb OCHOBHOH JIMTEPATYPhI
1. HWH}popmaiioHHasg Oe30lMacHOCTh: Y4eOHHK i1 By3oB/ B.M. SpoukmH — M.:

AxaneMIyecKHii rmpoekT, 2012.

2. CemeneHko B.A. MH(popmaipioHHas Oe3ormacHOCTh: yueO.rmocobne/ B.A. CeMeHEHKO —
M.: MI'HAY, 2013.
IlepeyeHb MONIOJTHHTEILHOM JIUTEPATYPHI
1. HWudopmaimionnas Oe3omacHOCTh: y4eOHHMK g By3zoB/ B.M. Sfpoukmn — M.

AxaneMIyecKHil rmpoekT, 2012.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.mocoOne/ B.A. CeMeHEeHKO —
M.. MI'1Y, 2013.
IlepeyeHh Y4e0HO-MeTOAHMYECKOro oOecledeHHA CAMOCTOATE/bHOH PadoOThI
00Y41a0IMXCH M0 JHCITHILTHHE
MeTtoayeckie peKOMEeHAAIHH I10 BBIMOIHEHHIO J1a00opaTOpHBEIX paldoT IO AHCIHILIHHE
«OCHOBEHI YIIPaBIeHHS HH()OPMAITHOHHOH O0€30IMacHOCTH "
2. MeToanyecKHe peKOMEHI AL 10 OPraHU3al[HH CaMOCTOSTEIBHONH paboThl CTYIEHTOR I10
qucimIumHe " OCHOBHI YIIPaBIeHHS HH(pOPMAaIHOHHOI 0e30MacHOCTH .
Ilepeuens pecypcoB HHPOPMANHOHHO-TEJIEKOMMYHHKANIHOHHOH ceTH «IIHTepHeT»,
He00X0HMbIX LI 0CBOCHHA JHCIIHILTHHDI
1. http://el.ncfur/ — cucrema vympaBneHna oOydyenneM OI'AOY BO CKOY.
JlMCTaHIHOHHAS ITOAEPKKa JUCIFIUINHEL « AH()OpMAaI[HOHHEIE TEXHOJIOTHH B ITPOQ)eCCHOHAILHOM
e eIbHOCTID)
NOKYMEHT MOArNMCAH |OpMAaIHOHHO-KOMMYHHKAITHOHHBIE TeXHOJIOTHH

SNEKTPOHHOW NOANMUCHIO : e
MBepcHTET KOMITBIOTEPHBIX TEXHOIIOTHI.
Ceptudukar: 12000002A633E3D113AD425FB50002000002A6 P P
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IIpakTH4eckoe 3aHATHE 4. «AJITOPHATMbBI NIOBeAeHHSI BHPYCHBIX H JIPYIHX
BpPeJOHOCHBIX IPOTrPaMND»

HEJ[I: pﬂﬁﬂThI: H3VYUEHLIe TNEXHONOZLIU ﬂyHIEHHIHd?HKﬂIﬂIH HOAb306dNeNlA Hd OCHOGE HNAdpPOoJid

1. Teopernueckas 4acTb
Ha ceromHsmiHmil aeHb IlepedeHb JOCTYIIHBIX aHTHBHPYCHBIX ITpOrpaMM BecbMa OOHMmpeH. OHI

pa3IIM4YaroTCs KaK II0 I[eHe, TaK H IT0 CBOMM (P YHKI[HOHAJIBHBIM BO3MOXKHOCTSIM. Hanbonee MOIIHbIE
(M, KaK IpaBHIJIO, HAHOOJIEE JOPOrHe) aHTHBHPYCHEBIE ITPOrPaMMBI ITPEICTARILSIEOT COO0H HAa CaMOM
Jele TaKeThl CIEelHATH3HPOBAHHBIX YTHIIHT, CIIOCOOHBIX ITPH COBMECTHOM HX HCIIOIb30BaHHH
00&eCIIeYHTh Pa3HOCTOPOHHIOK 3aIIHTY KOMITbFOTEPHOH CHCTEMEL.

BoIbImHCTBO COBpEMEHHBIX aHTHBHPYCHBIX ITAKETOB BBITIOIHSFOT CIEAYIOIHE () YHKITHH:

® CKaHHPOBAHHE ITAMITH H COAEPKHMOI0 JIHCKOB,

* CKaHHMPOBAaHHE B PEAJIBHOM PeXHME BPEMEHH C IIOMOIIBIO PESHAEHTHOI O MOIYIIA,

® pacIlO3HaBaHHE IOBeJAeHH S, XapaKTEPHOIrO IS KOMITbIOTEPHBIX BHPYCOB;

* OIOKHPOBKA H/HIH yaJIeHHe BBIIBIEHHEIX BHPYCOB;

®* BOCCTAaHOBJIEHHE 3apakKeHHBIX HH(] OpMAaI[HOHHBIX OOBEKTOB;

* IPHHYIHUTEIbHAS IIPOBePKa IMOAKIIFOYE HHBIX K KOPITOPATHBHOH CETH KOMITBEOTEPOB,

* yaaleHHOe OOHOBJIEHHE aHTHBHPYCHOI'O ITPOrpaMMHOI0O obecreyeHHSI H 0a3 JaHHBIX Yepes
HMHTepHeT,

* (mipTpanug Tpaduka HHTepHeTa Ha IIpeAMET BHISBIEHHS BHPYCOB B IlepelaBacMBIX
ITporpaMMax H JOKYMEHTAX,

* BBIIBIEHHE ITOTEHIIHAILHO OITACHBIX Java-armmieToB H MoayneH ActiveX

®* BeJlecHHe TIPOTOKOJIOB, COAepKaluX  HH(pOPMAIMIO O COOBITHSIX, KAaCaIOIIHXCS
AHTHBHPYCHOH 3aIlHMTHL H IP.

2. IIpakTHYecKoe 3aMaHHe
1. [ToAroTOBHUTL KpaTKHMII AOKIaJ IO 3aJaHHOMY BOIMPOCY (CM. BapHaHT), HCIIOIb3YS JIEFOOHBIE
TOCTYITHbIE HCTOYHHKH HH()OPMAaI[HH.
Pexkomenoauua: CoOpaHHBIH MaTepHan OyaeT HaHOoOlIee aKTYalbHBIM, €CIIH BKIIOYUHTHE B HEIO

OaHHBIE, IIONIYYEHHBIE IIPAKTHUECKHM ITyTeM. J[JI9 5Toro IpH BO3MOXKHOCTH, YCTaHOBHTE
IEMOHCTPAIMOHHYIO BEPCHIO 3aJaHHOrO Iakera 11O M mmporecTHpyHTe €€ B Te€YeHHH HECKOJIbKHX
ITHETH.

2. 3armonHNUTE TaOmHIy «llakeThl aHTHBHPYCHBIX IIPOrPaMM» Ha OCHOBE ITOATOTOBIEHHOIO
MaTepHala, a TaKXKe JOKIaJI0B APYTHX CTYIEHTOB.
3. [IpoBecTH aHam3 coOpaHHONH HH(MOPMALIHH H CAelIaTh BRIBOIEI.
3. Coaep:raHue or4yera
1. THTYIILHBIH JIHCT
2. ComepKaHHE
3. [ IpakTHYeCcKOE 3aaHHE
4. Tabmmra "I lakeThl aHTHBHPYCHBIX ITpOrpamMmM”
5. BBIBOIBI
NOKYMEHT MOANUCAH
ANEKTPOHHOW NMOAnNUChLIO
CepTuchukar:  12000002A633E3D113AD425FB50002000002A6 PHAHTBI
Bnapeneu: LLlebayxoBa TaTbAHa AnekcaHapoBHa IO CIINCRY B KYpPHAJIC.
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OcHoBHbLIE

IIaker anTuBHpycHoro 110
(pYHKIHH

JlocTOHHCTBA HemocraTkn

AHTHBHpYC Kacnepckoro

Antusupyc Dr.Web nan
Windows

Panda Antivirus

ESET NOD32
AHTHBHPYC

avast! Free Antivirus

Avira AntiVir Personal

Norton AntiVirus

Trend Micro Internet
Security

Microsoft Security
Essentials

McAfee VirusScan

IlepedeHb OCHOBHOM JIMTEPATYPhI
1. HWudopmaimionnas OGe3omacHOCTh: YyieOHHMK i By3oB/ B.HM. fApoukmn — M.

AxageMIUecKIi mpoekT, 2012.

OJOKYMEHT NoarmmCAH I _
SNEKTPOHHOM MOARNCHIO J0ITacHOCTh: yueb.1mocobue/ B.A. CeMeHEeHKO —
Cepruacbmrar; - 12000002A633E3D113AD425FBS0002000002A6
Bnapeneu: LebsyxoBa TateAHa AnekcaHapoBHa PBI

eOmnk g By3zoB/ B.U. SHpoukmn — M.
42
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AKaaeMIYecKIi mpoekT, 2012.

2. CemeneHko B.A. Una(popmaipioHHas Oe3ormacHOCTh: yueO.rmocodne/ B.A. CeMeHEHKO —
M.: MI'1VY, 2013.
IlepeyeHnr Yy41eOHO-MeTOAHMYECKOr0 oOecliedeHHA CAMOCTOATE/NbHOH PadoThbl
00Y4aromMXcH Mo JHCITHILITHHE
MeTtomyeckie pPeKOMEHAAIMH II0 BBIMMOIHEHHIO J1a00paTOpHBEIX padoT IO AHCIHILIHHE
«OCHOBEHI YIIPaBIeHHS HH(OPMAITHOHHOI 0e30MacHOCTH .
2. MeToanyecKHe peKOMEHIAIMH TI0 OPraHM3al[HH CaMOCTOSTeIbHOH padoThl CTYIEHTOB I10
quciuIumHe " OCHOBEI YIIPaBIIeHHS HH(QOPMAaIIHOHHOH 0e30IIacHOCTH
Ilepeuens pecypcoB HH(MPOPMANMHOHHO-TEJIEKOMMYHHKAIIHOHHOH ceTH «IIHTepHeT»,
He00X0HMbIX LI 0CBOCHHA JHCIIHILTHHBI
1. http://el.ncfur/ — cucrema vympaBneHna ooyuerneM OI'AOY BO CKOVY.
J[MCTaHIHOHHAS TTOAIePKKa JHCIHIUIMHEL « AH(OpMAaIHOHHEIE TEXHOJIOTHH B IIPO(eCCHOHAILHOM
HEeSTEIbLHOCTID)
2. http://www.un.org - Caiir OOH HMH(}opMaIHOHHO-KOMMYHHKAI[THOHHBIE TeXHOJIOTHH
3. http://www.intwt.ru — UHTepHeT- YHHBepcHTET KOMITBIOTE PHBIX TEXHOIOTHH.

IIpakTnieckoe 3ansarue 3. Tena: «lIpouedypa aymenmupuxkauuu nons3o6ames Ha OCHO6E
napoaay

HEJ]I: pﬂﬁﬂThI: UZVHEHIIE TNEXHOMOCUIU ﬂyHIE?HHIHQbHKﬂIﬂIH HOAbz06dNMENA HA OCHOGE FIAPOJIA.

Teopernyueckass yacThb
N aeHTngukamua — 5To 3adBIeHHE O TOM, KeM BBl IBIeTech. B 3aBHCHMOCTH OT CHTYAI[HH, 3TO
MOJKeT OBITh HMSL, aJ[pec ANeKTPOHHOMH ITOYTHl, HOMED YUeTHO 3aITHCH, HT]I.
AyTeHRTH(}HKAMA — IIPeIOCTaBIIEHHE JOKa3aTeIbCTB, YTO BRI HA CAMOM JieJIe €CTh TOT, KeM
HIeHTH(HIHPOBAIIHCh (OT clIoBa “‘authentic” — HCTHHHBIH, ITOAJIMHHBIH).
ABTOpH3amMA — IIPOBepKa, YTO BaM pa3pellleH JOCTYII K 3allpalBacMOMY PeCcypcy.

AyTeHTH(pPHUKALIHUA 110 NTAPOJIIO

OTOT METOJT OCHOBBIBAETCS HA TOM, YTO IIOIIb30BaTENb JOIKEH IIPEJOCTAaBHTE Username 1 password
IS YCITEIIHOM HIeHTH()HKAIMH H ayTeHTH(QHKAI[HH B cHcTeMe. [lapa username/password 3agaeTcs
TTOJIb30BaTelIeM IIPH €r0 PerHCTPALHH B CHCTEME, IIPH 3TOM B KaueCTBe USernaime MOXKeT
BBICTYIIATh aJ{peC AIIEKTPOHHOH ITOYTHI ITOTh30BATESL.

[IprMeHHTENEHO K BeO-TIPHIIOKEHHM, CYIIECTBYET HECKOIEKO CTaHAAPTHBIX ITPOTOKOIOB I
ayTeHTH(HKAIHH ITO TTAPOIIF0, KOTOPBIE MBI PaCCMOTPHM HHKE.

HTTP authentication

3TOT IPOTOKOI, oImHcaHHBIH B cTaHgapTax HTTP 1.0/1.1, cyimecTByeT o4eHb JaBHO H JO CHX IIOP
AKTHBHO IIPHMEHSETCS B KOPIIOPaTHBHOH cpelde. I IpuMeHHTeRHO K BeO-cariTaM padoTaeT
CIIEIVIOIINM 00pa3oM:

OOKYMEHT NOAnNUCAH |
SNEKTPOHHOW MOAMMUCHIO ro KIIHEHTa K 3alllHIIeHHOMY PeCYPCY,
CepTudukar: ' 12000002A633E3D113AD425F B50002000002A6 " 1 mobaBisgeT 3aronoBoK “WWW-Authenticate™
Bnapeneu; lebayxoea TateAHa AnekcaHapoeHa Ii)IlI{aI_[I]II.
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2. Bpa‘ysep, IIPH ITOJIIYHCHHI TAKOI'O OTBCTA, dBTOMATHYCCKIL ITOKA3BIBACT JHAIIOI BBOJ4
USETTIAINE H pﬂSSWGI'd. IIormp3oBaTes BBOAHT JAeTallH CBOEH }”IETHGﬁ 34ITFICH.

3. B0 BcCeX IOCIEAVIONIMX 3alIpocax K 3TOMY BeO-calTy Opays3ep aBTOMaTHYECKH JOOaBIISIET
HTTP 3aromorok “Authorization”, B KOTOpoM IlepefaroTcs JaHHBIE TTOTb30BATENS I
ayTeHTH(HKAIIHH CEPBEPOM.

4. CepBep ayTeHTH(QHIIHPYET IMOIB30BATEIS IO JaHHBIM H3 3TOI'0 3ar0JIOBKa. PeleHne o
IIpeJOCTaBIeHHH JOCTYIIA (aBTOPH3AIHS) IPOH3BOIHTCS OTIeIPHO Ha OCHOBAHHH POJIH
ronb3oBarels, ACL WM Ipyrux JaHHBIX YVUETHOH 3aITHCH.

Beck mporecc cTaHZapTH3HPOBAaH H XOPOINO ITOAAEPKHBAETCSI BceMH Opay3epaMH H Bel-
cepBepamMi. CVINECTBYET HECKOIBKO CXeM ayTeHTH(HKAI[HH, OTIHYAIOIMXCS II0 YPOBHIO
0e30IaCHOCTH:

Texnos10rus padorbl
1. Basic — HamOomnee Ipocrad cxeMa, ITpH KOTOPOH usemame H password ITOIb30BaTelsd
nepefarorca B 3aronoBke Authornzation B HeszammdpoBanHoM BHAe (base64-encoded).
OpHako T1ipH  Hcromb3oBaHnH HTTPS (HTTP over SSL) mnporokona, SBIISETCS
OTHOCHTEJIFHO Oe30IacHON.

GET /index RTTPA.1

/
N HTTPH.1 401 Unauthorized
WIW-Authenticate; Basic

realm="WallyWorld"

Client Server

GET findex HTTPA.
Authorizaticn: Basic dXNIcjpwYXNz .
/

<
HTTPI1.1 200 OK

lipumep HITP avmeHmu@uxaiil c 1LCHONb306AHLIEM Basic cxemul.

2. Digest — challenge-response-cxema, IIpH KOTOPOH CEPBEP IOChIIAET YHHKAIIbHOE 3HAUYEHHE
nonce, a Opays3ep Iepemaect MDS XsIn mapons II0Ib30BATENS, BBEIUHCIEHHBIH C
HCITONIB30BAHHEM YKa3aHHOI'O nonce. boree Oe3olmacHas ajlbTepHATHBB Basic cXeMbl ITpH
He3all[HINEHHBIX COeQHHEHHIX, HO NoaBep:keHa man-in-the-mmddle attacks (¢ 3ameHoi
cXeMbl Ha basic). KpoMe TOro, HCIIONb30BaHHE STOH CXEMbI HE IIO3BOISET ITPHMEHHTH
T HOKYMEHT HOANWGAH |~ 7 [T Iaporel mob3oBaTene Ha CEPBEpE.

SNEKTPOHHOW NMOAMUCHIO ition) — Taxke ocHoBaHa Ha challenge-response
o, OO BIERo0a, || et} ot e, v cxens s amnneron
OONBIIIMHCTBOM Opay3epoB H BeO-CEPBEPOB.
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[IpenMyIneCTBEHHO HCIIOIBL3YETCS U1 ayTeHTH(HKAIIMH IToinb3oBaTened Windows Active
Directory B BeO-TIpHIOKEHHSIX. Y I3BHMa K pass-the-hash-araxam.

4. Negotiate — erme ogHa cxemMa H3 ceMeiicTBa Windows authenfication, KoTopas mo3Boisier
KIHeHTY BbIOpath Mekay NTLM mu Kerberos ayreHtHgukaimei. Kerberos — Oomee

Oe30IacHBIH ITPOTOKOJI, OCHOBAaHHBIM Ha MpHHIMIIE Single Sign-On. OJZHAKO OH MOXET
(PYHKIIHOHHPOBATH, TOJILKO €CIH H KIIHEHT, H CepBeP HaXOJATCSA B 30He Infranet 1 SBIISIOTCS

yacThIO JoMeHa Windows.

CTOMT OTMETHTh, 4YTO IIpH HcIonb3oBaHHH HTTP-ayTeHTH)HKAaIH Yy IIOJIb30BaTelsd HET
CTAHAAPTHOH BO3MOXKHOCTH BBINTH M3 BeO-TIPIUIOKEHHS, KPOME KaK 3aKpBITh BCe OKHa Opaysepa.

Forms authentication

J[71s1 3TOro IMPOTOKOIa HET OMpeJelIeHHOrO CTaHAapTa, ITOATOMY BCe €r0 pPeaTH3al[HH CIEIH(IIHEI
I KOHKPETHBIX CHCTEM, a TOYHee, IS MOAYIEH ayTeHTH(PHKAIMH (PpeliMBOPKOB pa3paOOTKH.

PaGoraer 5TO MO cHeAyrolleMy IIPHHIHITY: B BeO-TipHinokeHHe BKmrodaerca HTML-dgopma, B
KOTOPYIO ITOIIB30BaTeNlb JO/DKEH BBECTH CBOH UseInaine/password H OTIIPaBHTE HX Ha CEPBEP YEpe3

HTTP POST ang ayrentHdHkallmi. B ciIydae ycrexa BeO-TIPHIIOKEHHE co3faeT session token,
KOTOPBIH OOBIYHO IOMeInaeTcsa B browser cookies. IIpH Imocneayrolnmpx BeG-3aIpocax session
token aBTOMAaTHYECKH IIepelaeTCs Ha CEPBEP M ITO3BOIISAET ITPIIIOKEHHIO TIOTYYHTh HH(] OPMALIHIO O
TEKYIIEM ITOJIL30BATEIIE IUTLST ABTOpPH3AIH 3arrpoca.

GET /login HTTP/1.1

AN
{ e
‘ HTTP/1.1 200 OK
POST flogin HTTPR/1.1
login=user&password=pass

C“ent S HTTP/1.1 302 Found Server

Set-Cookie: token=eAEKKIC3vJGQuUhuf

GET /index HTTP/1.1
Cookie: tnken=ehEKKﬁc3vJGQuhufH

e
<
HTTP/1.1 200 QK
IIpumep forms authentication.
[IprnoskeHme MOJKET CO3/aTh sess10n token TBYMS CIIOCOOaMH:
ANOKYMEHT NoanncAH

SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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1. Kak npeHTH(])HKATOp ayTEHTH(QHIIHPOBAHHON CECCHH ITOIb30BATElIS, KOTOpas XPaHHTCS B
IMaMSATH cepBepa WIH B 0asze HaHHBIX. CeccHSI IOIDKHA COJEPKaTh BCH HeOOXOIHMYIO
HH()OPMAIIHIO O ITOIb30BaTeNe JJII BO3MOKHOCTH aBTOPH3ALHMH €0 3aIIPOCOB.

2. Kak 3anmd poBaHHBIH W/HIH ITOAIHCAHHBIH 00BeKT, cOAep Kalllii JaHHbIE O II0NIh30BaTelle,
a TaK)Xe TIEPHOJ JEHCTBHS. OTOT ITOAXOJ ITO3BOISIET pealn3orBaTh stateless-apxurekTypy
cepBepa, OAHAKO TpedyeT MeXaHH3Ma OOHOBIEHHS CECCHOHHOIO TOKEHa IO HCTEYEHIH
Cpoka JeHCTBHS. HecKolmbKO CTaHAAapTHEIX (DOPMATOB TAKHX TOKEHOB PacCMaTpPHBAIOTCS B
CEeKIMH « AyTeHTH(HKAIHI I10 TOKEHANM).

HeoOxomymmo moHHMAaTh, 4YTO IlepexBar session foken 3adacTyro JaeT aHaIOTHYHBIH YPOBEHB
TOCTyIIa, YTO M 3HaHHe username/password. I1osToMy Bce KOMMYHHKAIHH MEXIY KIHEHTOM H
cepBepoM B ciydyae forms authentication mOIKHBI ITPOH3BOAHTBCS TONBKO IO 3al[HIIEHHOMY
cOe JHHEHHIO HTTPS.

JIpyrue nporoxoJibl AYTEHT HPHKAIMH 110 MAPOJII0

JIBa IpOTOKOIIA, OIMMHCAHHBIX BBIIIE, YCIIETHO HCIIOIL3YIOTCS IS ayTeHTH(HKAIHH ITOIb30BaTeleH
Ha BeO-canTax. Ho npu paspalborkKe KIIHMEHT-CEPBEPHBIX IIPHIOKEHHI C HCIIOIB30BAaHHEM BeO-
cepBHCOB (HarpuMep, 10S um Android), Hapsaay ¢ HTTP ayreHTH(HKaIeH, YacTO IMPHMEHSIOTCS
HeCTaHJapTHBIE ITPOTOKOJIBI, B KOTOPBIX JaHHBIE JJIS ayTeHTH(PHKAIMH TepeJaroTcs B JIPYTHX
JaCTIX 3arpoca.

C}"H_[ECTE}"ET BCCI'O HCCKOJIBKO MCCT, I'IC MOZHO IICPCAdTh USCITAITIC H pﬂSSWDI'd B HI'TP 3aITpoCax.

1. URL query— cumuraercad HeOe30IlaCHRIM BapHaHTOM, T. K. CcTpokH URL wMoryt
3aIIOMHHATE CS Opay3epaMH, IIPOKCH H BEO-CEPBEPAMH.
2. Request body — O0e3somacHeIi BapHaHT, HO OH IIPHMEHHM TOJBKO IS 3allpOCOB,

coziepkanux Teao coobmeHnd (tTakne kak POST, PUT, PATCH).
3. HTTP header —onTHMaIbHBEIH BAPHAHT, IIPH 3TOM MOI'YT HCIIOIB30BaTHCSA H CTAaHAAPTHBIH
zaromoBok Authorization (Hamprmep, ¢ Basic-cxemoit), H ApyTHe ITPOH3BOILHBIE 3aTOJIOBKH.

PacnpocTpaneHHbIe YA3BHMOCTH H OIMHOKH pPeaH3aIlHH

AyTeHTH(HKAI[HH II0 ITApOIII0 CUHTAETCSI He O4YeHb HaJle’KHBIM CITIOCOOOM, TaK KakK ITapolIb 4acTo
MOJKHO ITOJ00paTh, a ITONIb30BATEIH CKIIOHHBI HCITOJIB30BATh IPOCTHIE H OJHHAKOBBIE ITAPOIH B
pPasHBIX CHCTeMaX, JHOO 3allHChIBaTh HX Ha KIIOYKaX OyMard. EcIH 3JI0YMBIIIUIEHHHK CMOT
BBISICHHTH IIApOJIb, TO IIOJIb30BATEllh 3a4acTyr0 00 3TOM He y3HaeT. Kpome Toro, pa3paOoTYHKH
MIPIIOKEHHH MOTYT JOIIYCTHTL PSf KOHIENTYalIbHBIX OIMHOOK, VIIPOIMAOMIMX B3JIOM YYETHBIX
3aITHCEH.

Hioxe IMpeACcTaBJICH  CIINCOK HanOoIlee YacTo BCTPCHAROIIH XCA YHSEIIMGGTEﬁ B CIIYHAcC
HCITOIIb30BaHIA ﬂ}"TEHTH(l)HI{EH_[I]II I1O IIaPOJIEO.

. BE@-]—[DHHG}I{EHHE ITO3SBOJIACT ITOIB30BATCIIAM CO3/1daBATh ITPOCTBIC ITaPOIIH.

AOKYMEHT FNOANMUGCAH HOCTH ITepeGopa naponeit (brute-force attacks).
SNEKTPOHHOM NMOAMUCHIO
CepTuchukar: — 12000002A633E3D113AD425F B50002000002A6 POCTPADICT 11aPOIIH IIQNIB30BAICIIAM, OAHAKO HE
Bnapeneu: Uiebayxosa TaTtbaHa AnekcaHgpoexa Id (T.E. TCKVYIIHH ITapOJIb I'JC-TO BEIIIIICHH).
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 BeO-npriioxeHHe OIIYCKAET Iepeaauy raponeHr mo HesammieHHoMy H'T'T P-coemHeHTo,
mbo B ctpoke URL.

» BeO-nipuokeHHe He HCIIONb3YeT Oe30ITacHBIE X3MI-(PYHKIHMH JJISI XpaHEeHHS ITapoleH
TTOIIb30BaTEIIEH.

 BeOl-IpiiiokeHHe HE TMPEAOCTABISET ITONB30BATEISIM BO3MOXKHOCTh H3MEHEHHS ITapOJId
m00 He HOTH(HITHPYET ITOIb30BaTelei 00 H3MeHEHHH HX ITapoJIeil.

 BeO-npunoxkeHHe HCIIONB3YET YSB3BHMYI) (DYHKI[HIO BOCCTAHOBIIEHHS ITApONS, KOTOPYIO
MOKHO HCITOJIb30BATh IS MOIYYEHH S HECAHKIMOHHPOBAHHOTI'O JOCTYIIA K IPYTHM YUETHBIM
3AITHCSIM.

 BeO-nipmwioxkeHne He TpeOyeT ITOBTOPHOH ayTeHTH(HKAI[HH ITOJIb30BATEN I BasKHBIX
IECTBII. CMEHA ITapOJIsd, H3MeHeHH agpeca JOCTaBKH TOBApPOB M T. II.

« BeG-nmprioxkeHHe co3maeT session tokens TakuM oOpa30oM, YTO OHH MOI'YT OBITh ITOJ0OPaHbI
IUTH ITPECKA3aHbl A1 APYTHX ITONB30BaTENIEH.

« BeO-mprioxkeHHe JIonyckaeT Iepemadyy sesslon tokens mo HezammneHHoMy HTTP-
COeIMHEHHTO, THO0 B cTpoke URL.

 BeG-nmprioxeHHe Ys3BHMO I session fixation-atak (T. e. He 3aMeHAeT session token mpu
nepexo/ie aHOHHMHOH CECCHH ITOJIb30BATENS B ayTeHTH(DHIHPOBAHHYIO ).

» BeG-mpwioxeHne He ycTaHaBiHBaeT (uarH HitpOnly m Secure s browser cookies,
cofiepKanmx session tokens.

 BeO-IpiiiokeHHEe HE VHHYTOXKAET CECCHH ITOIB30BATENIS IIOCIE KOPOTKOIO IIEpHOIa

HeaKTHBHOCTH NIHOO He IMpEAOCTABIIACT (1)}"'HI{L[I[EG BBEIXOJad I3 ﬂ}’TEHTIId)I]I[HpGEﬂHHGﬁ
CSCCHI.

AYTeHTH(PHKAIHNA 110 cepTHPHKATaAM

Ceprudukar 1peacTaBiIleT coO0oiH HaOop arpuHOyTOB, HASHTH()HIIHPYIOIIHX BIIaJelblia,
TIOJUTHCAHHBIN certificate authority (CA). CA BBICTYIIaeT B POIH IIOCPeJHHKA, KOTOPBIH
rapaHTHPYET ITOAJIHHHOCTh CePTH(HKATOB (M0 aHajmornu ¢ (PMC, BEITyCKalOMIeH ITacIIOpTa).
Taxke ceprudukar KpHIITOrpadHYEeCcKH CBSI3aH C 3aKPBITHIM KIFOYOM, KOTOPBIH XPpaHHUTCSI VY
BIIaJIeNblla CepTH(HKATa H ITO3BONIAET OJHO3HAYHO IIOATBEPANTH (PAKT BIaJeHHSI CepPTH(PHKATOM.

Ha CTOPOHE KIIHECHTA GEPTH(bI]I{ElT BMECTE C 3dKPBITEIM KIITOYOM MOI'YT XPaHHTBCA B GHEP&L[HGHHGﬁ

cHCTeME, B Opaysepe, B (paillie, Ha OTACIBbHOM (pH3HUYeCcKOM ycTpoicTBe (smart card, USB token).
OOBIYHO  3aKPBITBIH  KIXOY  JOMOIHHUTEIIBHO  3alliIleH  ImapoileM Wi  PIN-xogom.

B  BeO-mpHIOKEeHHSX  TPaJHIIHOHHO  HCIIONB3YIOT  CepTH(HKAThl  cTaHgapra  X.509.
AyteHTH(HKaIMI ¢ noMompbl X.509-ceprudHKara IPOHCXOAHT B MOMEHT COEJHHEHHS C
CepBepOM H SBIIeTCA 4YacThio mpoTokona SSL/TLS. DTor MexaHH3M Takke XOpPOIIIO
IoyIepKUBacTCa Opays3epaMi, KOTOPBIE TIO3BOISIOT IIOJIb30BATENF0 BEIOpaTh M IIPHMEHHTH
CepTH(HKAT, eCIIH BeO-calT JIOITY CKAET TaKOH CITI0c 00 ayTeHTH(HKAI[HH.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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ce rtifir:ate_
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with certificate

¥ client

cepmuguxama

onsa aymenmuuraiiiL

Bo Bpemsa ayreHTH(HKAI[HE cepBep BBITONHSAET IPOBEPKY CepTH(HKAaTa Ha OCHOBAHHH CIEIYIOIIHX

TTPABHIT

1. Ceprudmukar momkeH OBITh IIOAIIHCAH JoBepeHHBIM cerfification authority (mmpoBepka

IIETTOYKH CEPTH(HKATOB).
2. CeprudHiKar [OmKeH OBITh JeHCTBHTEIBHBIM Ha TeKyInyro Jary (I[poBepKa CpoKa

IeHCTBH).

3. CeprudukaT He JOTKeH OBITh OTO3BaH COOTBeTCTBYIOIIMM CA (IIpoBepKa CITHCKOB

HCKITFOYEeHH ).

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudurkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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A Certificate

GE“ETE'| Details | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
o All application policies

Issued to: Dan Parker

Issued by: DataArt

Valid from 7/5/2015 to 7/5/2016

o’

i You have a private key that corresponds to this certificate.

QK

IIpumep X.509 cepmugurxama. llociie yCIeNHOH ayTeHTH(HKAIHMH BeO-TIPITIOKEHHE MOJKET
BBITIOJIHHTh aBTOPH3AI[HIO 3allpoca Ha OCHOBAHHH TAaKHX JaHHBIX cepTH(HKaTa, Kak subject (Hm
BIIaJIeblla), 1ssuer (3MHTeHT), serial number (cepmitHBEIF HOMep cepTH(HKaTa) HIH thumbprint
(oTIIe4yaTOK  OTKPBITOTO  KJI¥oua  cepTH¢HKaTa). Fcrnonp3oBaHme  cepTH()HKATOB  JJIA
ayTeHTH(HKAIMH — KyAa Oojlee HaJeKHBIH CIIOCO0, YeM ayTeHTH(HKALHS ITOCPEACTBOM ITapOIeH.
OTO AOCTHTAeTCs CO3JaHHeEM B IIpoliecce ayTeHTH()HKAIIHH IH(POBOI ITOAIHCH, HATHIHE KOTOPOH
TOKa3bpIBaeT (paKT ITIPHMEHEeHHS 3aKphITOrO KIIoYa B KOHKPeTHOH cHTyalH (non-repudiation).
OIHAaKO TPYAHOCTH C PacHpOCTpaHEeHHEM H IOAJIEPKKOH CepTH(HKATOB JelaeT TaKOH CITOCO0
ayTeHTH(HKAIIMH MaJIOAOCTYIIHBIM B IIMPOKIX KPyrax.

AyTeHTH(}HKAHA 110 0JHOPA30BbIM MAPOJIAM

AyTeHTH(HKAIHS II0 OJHOPA30BBIM IIApOISAM OOBIYHO IIPHMEHSETCS JOIOIHHTEIIFBHO K
ayTeHTH(QHKAIHH II0 TapolsM JISI  peallH3alliH two-factor authentication (2FA). B srToi
KOHIIEITI[HH ITOIIE30BaTEN0 HEOOXOIHMO ITPEAOCTAaBHTh JaHHEIE JBYX THIIOB JJI BXOJa B CHCTEMY:
YTO-TO, YTO OH 3HAeT (HaIlpHMep, ITapoilb), H YTO-TO, YEM OH BJIaJeeT (HAITpHMep, YCTPOHCTBO JJIS
reHe pallHH OJJHOPA30BBIX Mapojieil). Hammume AByX (pakTOpOB ITO3BONSET B 3HAYHTEIILHOIN CTEeIeHH

VBEIIHYHTL VPOBEHBh O€30IMacHOCTH, YTO M. O. BOCTpeOOBAaHO I OIPeJelIEHHBIX BHIOB BeO-
TIPIJIOKEHHIA.

l[p}fl“ﬂﬁ HGH}GIHI)HLIﬁ GI_[EHapI]IuI HCIIOIIB30BAHITYL OJHOPA30BbIX HapGJIEfI — JOIIOJIHHUTCIIEHAA
a ""2"’“’-%”T-’*TEE’R?EEHT“H‘S&EE'EEH‘-‘""- TeerTT T TTOIIHCEHHA BaKHBIX ,I[EﬁGTEI]fIZ ICPEBOJ] HACHCT,
SNEKTPOHHOM NOAMUCHLIO H T. IT.
Ceptuchmkar: 12000002A633E3D113AD425FBS0002000002A6
Bnageneu; lLebayxoea TateAHa AnekcaHapoBHa

IHOPa30BEIX ITapoier. Hambomee IOITyIISpHEIE:
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1. ArmapaTHele WIH TIPOrPaMMHBIE TOKEHBI, KOTOpPBIE MOI'YT TeHEPHPOBATH OXHOPA30BEHIE
IMAPOIH HAa OCHOBAHHMH CEKPETHOIO KIIIOYa, BBEJEHHOIO B HHX, H TEKYINETO BPEMEHH.
CeKpeTHBIE KITIOYH ITOIb30BaTeNICH, SBILTOINHECS (PaKTOPOM BIIAJIEHHS, TAKXKE XPaHSITCSI Ha
CEPBEPE, UTO IMO3BOISAET BRIMIOIHHITE IIPOBEPKY BBEAEHHBIX OMHOPA30BEIX Mapornei. IIpmvep
armrapaTHOH peanm3aliii TokeHOB — RSA SecurID; mporpamvHoil — mnpritoxkeHHe Google
Authenfticator.

2. Crny4aHHO TeHEPHPYEMBIE KOJBI, IIepeJaBacMbIE€ IIONB30BATEIIO 4Yepe3 SMS Wwin apyron

KaHaJl CBSI3H. B 3TOH cHTyalH (aKTOp BIAAEHHS — Telle()OH ITONb30BaTeNd (TOUHEEe —
SIM-Kapra, IIpHBSI3aHHAS K OIpeie]IEHHOMY HOMEPY ).

3. Pacneyarka minm scratch card co crmHckoM 3apaHee c(OPMHPOBAaHHBIX OJTHOPa3OBBIX
naposei. J[JIs KaKJoro HOBOrO BXO4a B CHCTeMy TpeOyeTcs BBECTH HOBBIH OJJHOPa3OBBIH
IIapOJIb C YKa3aHHBIM HOMEPOM.

LELE LS
LM
Lo
e |
LM
L
—_—

Annapammuuiii moxen RSA SecurlD zenepupyem Hoebtil ko0 kaxcovie 30 cexyHO.

B BeO-IIpHIIOKEHHIX TaKOH MeXaHH3M ayTeHTH(HKAL[HA YaCcTO pealll3yeTCs II0CPe CTBOM
pacrmpenusd forms authenfication: mocie nepBHYHON ayTeHTH(MHKAIHH IT0 ITAPOJII0, CO3IaeT Cs
CECCHS ITOJIb30BATEIS, OJHAKO B KOHTEKCTE 3TOH CECCHH ITOIb30BaTellb He HMeeT JJOCTYIIa K
IIPIJIOKEHHIO JI0 TEX ITOP, ITOKAa OH He BBIOIOIHUT JOIOIHHTENBHYIO ayTEHTH()HKAIIHIO IT0
OJJHOPa30BOMY ITapOoJIkO.

AYTeHTH(PHKANNA 110 KJIHYAM J0CTYIA

OTOT cIoco0 Yarie BCEero HCIOIb3YeTC IS ayTeHTH(HKAIIHH YCTPOHCTB, CEPBHCOB HIH JPYTHX
IIPITIOKEHHH ITPH OOpaIlleHHN K BeO-CepBHCaM. 3MIECh B KaUeCTBE CEKPEeTa IMPUMEHSIOTCS KIFOYH
noctyma (access key, API key) — IIHMHHBIE YHHKaIbHBIE CTPOKH, COJAEpIKaIlfHe ITPOH3BOIBHBII
HaO0Op CHMBOIIOB, II0O CYTH 3aMeHsSIoIqHe co0oif KOMOHHAIMIO  usermname/password.
B OOIBIIMHCTBE CIIYYAeB, CEPBEp TEHEPHPYET KIIOUH JOCTYIIA IIO 3alpocy II0JIb30BaTEIIEH,
KOTOPBIE JTaJIee COXPAHSIOT 3TH KIIOYH B KIIHEHTCKUX ITPIWIOKEHISIX. [IpH co3MaHii KIFOYa TaKKe
BO3MOKHO OIPaHHYHTh CPOK HEHCTBHSA W YPOBEHL JOCTYIIA, KOTOPHIH ITOINYYHT KIHEHTCKOE
IIPITIOKEHHE IIpH ayTeHTH(PHKAI[HH C ITOMOII[BIO 3TOr'0 KITFOYa.
Xoponmii MpHMep IMpPHMeHeHHS ayTeHTH(HKAI[HH TT0 KImoyy — obnako Amazon Web Services.
IIpemmonoxuM, VY IIOIB30BATels €CTh  BeO-TIPIIIOKEHHe, TIO3BOJLIIOINEE  3arpyxkarb H
IMpOCMaTpHBaTh (ororpa@HH, H OH XO4YeT HMCIIOJB30BaTh CEPBHC Amazon S3 IS XpaHEHHS
(aiimoB. B TakoM ciIydae, ITOIb30BaTellb yepe3 KOoHCOmMb AWS MOXKeT co3MaTh KoY, MMEFOIIHIA
OrpaHHYEeHHBIH JOCTYII K 00IaKy: TOIBKO YTeHHe/3aIllHch ero (aiirioB B Amazon S3. OTOT KIIOY B
pe3ynbTaTe MOKHO IIPHMEHHTH IS ayTeHTH(QHKaIHH BeO-IIpHiIokeHHS B oO0make AWS.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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IIpumep npumenenus aymernmuguraiiiil no Kuoyy.
Hcrons30BaHie KIIIOYEH ITO3BOISIET H30eKaTh IepeJadud ITapoiIs IOJIB30BATENS CTOPOHHHM

TIPHIIOKEHHSIM (B IIPHMEPE BEIIIIE ITOJIb30BATENDL COXPAHII B BeO-TIPIJIO/KEHHH He CBOH ITapoilb, a
KITI04 JocTymna). Kimoun o0mazjaroT 3HaYHTEeIbHO OOJIbINEH SHTPOITHEH IT0 CPaBHEHHIO C ITAPOIISIMH,
IO3TOMY HX IPAaKTHYECKH HEBO3MOKHO Imogo0pars. KpoMe TOro, eciu Kiro4 ObLII PpaCKPHIT, 3TO HE

IIPHBOIUT K KOMITPOMETAIMH OCHOBHOM YUETHOH 3aIliCH ITOJIB30BATENS — JAOCTAaTOYHO JIMIIb
AHHYIIHMPOBATH ATOT KIIFOY M CO3aTh HOBBIH. C TEXHHYECKOH TOUKH 3PEHHS, 31eCh HE CYIIECTBYET
eHHOI0 IIPOTOKOJIA: KIIFOUH MOT'YT IlepegaBaThes B pasHeIX yacTsax HTTP-3ampoca: URL query,
request body mmt HTTP header. Kak 1 B ciry4yae ayTeHTH(HKAIHH 110 TTAPOJII0, HaHOOoNIee

ONITHMAIIbHBIH BapHaHT — Hcnonb3oBaHHe HTTP header. B HeKOTOPRIX ciTy4asix HCIIOIB3YIOT

HTTP-cxemy Bearer g nmepeaun ToKeHa B 3aronoBke (Authorization: Bearer [token]). UToGmr

130eKaTh IepexBara KIIUEH, COeUHEHHE ¢ CEPBEPOM JOIKHO OBITH 00S3aTEIBLHO 3aAIHIIEHO

nporokoiaoM SSL/TLS.
IIpumep aymenmuguxayuil no x4y oocmyna, nepedannozo ¢ HI'TP 3azonoexe.

Kpome Toro, cyimmectByror Oolee CIIOKHBIE CXEMBI ayTeHTH(HKAIIHH 110 KIo4YaM JJIT
HE3AIUIIEHHBIX COeAHHEHHI. B 3TOM ciIyuae, KIIFOY OOBIYHO COCTOHMT HX ABYX YaCTEH: ITy OIIIYHOH
H ceKpeTHOH. [lyOnmmuHas 4acTh HCIIONb3YeTCS AN HASHTH(PHKAIIHH KIHEHTa, a CeKpeTHas 4acTh
MTO3BOJISIET CTeHEepPHPOBaTh NOMIICH. Harmpumep, mo aHamormm ¢ digest authentication cxemoi,
CEpBep MOJKeT IIOCIaTh KIHMEHTY YHHKAJIbHOE 3HauYeHHe nonce HIM timestamp, a KIHeHT —
BO3BpaTHUTh X3 WM HMAC 3T0ro sHaue€HHs, BEIYHCIIEHHBIH C HCIIOIB30BAHHEM CEKPETHON YacCTH
KIF0O4Ya. 3TO ITO3BOJIAET H30ekKaTh IepeJayul BCEro KI0Ya B OPHTHHAIBbHOM BHIE H 3alHINacT OT
replay attacks.
AyTeHTH(OHKAIHA 110 TOKEHAM
Takon croco0 ayTeHTH(HKAI[MH 4Yallle BCErOo ITPHMEHSETCS IIPH IIOCTPOEHHH pacIipellelIEHHBIX
cucreM Single Sign-On (SSO), rIe OmHO IIpHIOXKeHHEe (service provider W relving party)
JelerupyeT (PYHKIIHEO ayTeHTH(HKAIMH IIOIb30BaTelIeH JPyroMy IIpHIIOKeHHIO (identity
provider WIN authentication service). THIIMIHBIH IIPHMEDP 3TOr0 croco0a — BXOJ B IMPHIOKEHHE

AOKYMEHT NOANUCAH JIECh COIMABbHBIE CETH SRISIOTCA CEPBHCAMH

3NEKTPOHHOW NOANUCHIO -

Ceptudmkar:  12000002A633E3D113AD425FB50002000002A6 YHKIMIO ~ ayTeHTH(HKAIMH  ITONIb30BaTeNel
Bnaneneu: [llebayxoea TaTbAHa AnexkcaHapoBHa CCTAM.
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Peammzaipist aToro crmocoba 3akmodyaeTcad B ToM, 4ToO 1denfity provider (IP) mpemocraBmsger
JOCTOBEPHbIE CBeJIeHHSI O ITONIb30BaTelle B_BHJIe TOKeHa, a service provider (SP) mpHnokeHHe

HCITONIB3YET 5TOT TOKEH IS HAeHTH(HKAIHH, ayTeHTH(HKAI[HH H aBTOPH3ALMH IT0JIb30BaTelIs.
Ha o0IIeM YPOBHE, BECh IIpoIeCce BBITTLSITHT CIIE Y FOIIHM oOpazoM:

1. KmmeHT ayreHTHQHIHpYeTca B 1denfity provider ogHIM H3 cITOCOOOB, CHEIIH(PHYHBIM JJIT
Hero (ITaporb, KIFOY JOCTYIIa, cepTH(HKAT, Kerberos, ur.).

2. KmmeHt mnpocur 1denfity provider mpemocTaBHIbR eMy TOKEH IS KOHKPeTHOro SP-
npriokeHus. Identity provider reHepHpyeT TOKEH H OTITPABIISAET IO KIIHEHTY.

3. KmueHT ayTeHTHHIPYeTCS B SP-IIPHITOKeHHH ITPH ITOMOIIH 3TOr0 TOKEeHa.

GET ftoken'client=app HTTR/1." .
Authorization: Basic dXNicjpwYXNz _ |dent|ty
>
_,,-"f l
h HTTP/1.1 200 OK Provider
{token: etvhyst...GHgxZv }

Client J trust

GET findex HTTP/.1
Authorization: Bearer etvhyst...GHoxZ :
72 Service

S

HTTP/.1 200 OK Provider

IIpumep aymenmuguxayuil «axKmueHo20» KileHma Hpil HNOMOWLL MOKeHd, HepeoaHHo2o
nocpe ocmeom Bearer cxemul.

[Tporiecc, omMcaHHBII BBHINIE, OTPakaeT MeXaHH3M ayTeHTH()HKAIHMH axmiieHo2o KIHeHTa, T. €.
TAKOro, KOTOPBIIl MO’KEeT BBHIITONMHATH 3aIllpOrpPaMMHPOBAHHYIO IIOCIEJOBATEIbHOCTh JIeHCTBHIT
(HarmpuMep, 10S/Android nprnoxenns). bpayszep ke — naccuenwviii KIHEHT B TOM CMBICTIE, YTO OH
TOIBKO MOXKeT oToOpakaTh CTpPaHHMIBI, 3allpollleHHBIe TIIOIb30oBaTelleM. B 53ToM  ciIydae
ayTeHTH(HKAIHS JOCTHIaeTcsd IMOCPeJCTBOM aBTOMAaTHUECKOI'O IlepeHalpaBlIeHH s Opay3epa MeXIy
BeO-TIPHIIOKEHHSIMH 1denfity provider H service provider.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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IIpumep aymenmughuxayuil «nAcCcUEHO20» KIUEHMA NOCPEOCEOM HepeHanpaéieHus 3anpocoe.
CVIIECTBYET HECKOIBKO CTaHIapTOB, B TOYHOCTH OIPEAEIIIIONIMX ITPOTOKOI B3aHMMOIEHCTBHSI
MeXAy KIHeHTaMH (aKTHBHBIMH M TIacCHBHBIMH) H IP/SP-mipunmoxkeHmsMu H - (popmar
MoJilep KHBaecMbIX TOKeHOB. Cpean HamOoJlee NONYISPHBIX cTaHgapToB — OAuth, OpenlD
Connect, SAML, u WS-Federation. Cam TokeH OOBIYHO ITpeJCcTaBIsIeT COO0H CTPYKTIYPY JaHHBIX,
KOTOpasl COAECPKHUT HH(POPMAI[HIO, KTO CIeHEpPHpPOBal TOKEH, KTO MOXET OBITh ITOIIyYaTeJleM
TOKEeHa, CPOK JeiicTBHSA, HaOOp CBeJeHHII O caMOM Itoimb3oBarene (claims). Kpome Toro, Token
IOIOIHUTEIBHO ITOMIMMCHIBAETCS IS IIPESOTBPAIlEHH HECAHKI[THOHHPOBAHHBIX HM3MEHEHHH H
rapaHTHH ITOJJIMHHOCTH. [IpH ayTeHTH(HKAI[HH C ITOMOIIBID TOKeHa SP-IIpHIIOKEHHE IOIIKHO
BBITIOITHHTEL  CIIEAVIOINHE IIPOBEPKH: ToKeH OBbII BbIAaH JoBepeHHBIM 1denfity provider
IIPIIIOKeHHEM (TIpOBepKa IIOTIS issier).

1. TokeH npegHa3HaYaeTCA TEKYIIEMY SP-IIpHiIokeHHIO (TIpoBepKa Mond audience).

2. Cpok JeHcTBHS TOKEHa ellle He HeTeK (IpoBepKa IT0Ns expiration date).

3. TokeH MOAIHHHBIN H He OBIT H3MeHeH (ITpoBepKa ITOAIIHCH).

B cimydyae ycrenmHoit MpoBepkH SP-ITpHIoKeHHe BBROTOTHSIET aBTOPH3AI[HIO 3aIlpoca Ha OCHOBAHHIH
JTAHHBIX 0 TTOJIb30BATeElIE, COJEPIKAIIIXCS B TOKEHE.

dopMaTbl TOKEHOB
CyIIecTBYeT HECKOIBKO PacIIpOCTPaHEHHBIX (POPMATOB TOKEHOB MII  BeO-TIPHIIOKEHHH:

AOKYMEHT NoanmncAH
SNEKTPOHHOW Moannceio
12000002A633E3D113AD425F B50002000002A6

Lebayxopa TaTeAHa AnekcaHOpoBHa

YOCTOH (popMAaT, IIPeICTABIIIONTHI co00i Habop
pMmare komupoBaHusa HTML form. Cranpapt
bIX HMeH: Issuer, Audience, ExpiresOn u
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HMACSHA256. TOKeH IIOJIIHCBIBAETCS C IIOMOIIBI0 CHMMETPHUHOIO KIIIOYa, TaKHM
obpaszom ob6a IP- m SP-ipiioXkeHHS MOIDKHBI HMETH 3TOT KIIFOU JJIS BO3MOJKHOCTH
CO3JIaHHUS/TIPOBEPKH ToKeHa. [lpumep SWT moxena (nocne oexooupoeariis).
[ssuer=http://auth. myservice.com&
Audience=http://myservice.com&
ExpiresOn=1435937883&
UserName=John Smith&
UserRole=Admin&
HMACSHA256=KOUQRPSpy6drvT2KnYyQKtFFXUIggnesSpE 7TADA409w

2. JSON Web Token (JWT) — comepxur TpH OJI0Ka, pa3AelIeHHBIX TOUKAMI: 3arOJIOBOK,
HaOop nonei (claims) u moxarmce. I[lepBrie aBa O1oka npejcTaBiaeHs B JSON-(opMaTe H
JOTTOJIHHTeNIbHO 3aKOJHPOBaHBI B (popMaT base64. Habop 1oneit comepKHT ITPOH3BOIBHBIE
Iapbl IMS/3HaYeHHS, ITPHTOM cTaHAapT JWT ompeienseT HeCKOIBKO 3ape3epBHPOBAHHEIX
HMeH (1ss, aud, exp n apyrue). I[loarmick MOXKET reHepHPOBATHCS ITPH ITOMOIIH H
CHMMETPHYHBIX aJITOPHTMOB IH(DPPOBAHHS, H aCHMMETPHYHBIX. KpoMe TOoro, CyInecTByeT
OTJIeIbHBIH CTaHAAPT, OTIIHCHIBAIOIIHI (popMaT 3anmdpoBaHHOro JWT-TokeHa.

lIpumep noonucanunozo JWT mokena (nocne dexooupoeanusa 1 u 2 6noxkoe).

{ «algn: «HS256w, «typ»: « JIWT» }.

{ «1ss»: «auth.myservice.comy, «audy»: «myservice.comy, «exp»: «1435937883», «userNamey:
«John Smuthy», «userRole»: « Admin» }.

SO7Zs/8MEGGT VViLggFT1zCsMtwOInRhjaQ2BMUQhcY

3. Security Assertion Markup Language (SAML) — onpenenser TokeHbl (SAML
assertions) B XML-popMaTe, BKIIOYArOIeM HHpOpMaIIEO 00 SMHTEHTe, O CYOBEKTe,
HeOOXOMHMMBIE VCIIOBHS IS IIPOBEPKH TOKeHa, HaOOp MOIOIHUTENBHBIX VTIBEPKICHIII
(statements) o monp3oBaTene. Ilommucs SAML-TOKEHOB OCYIIECTBISETCS ITPH ITOMOIIH
aCCHMETPHYHOH KpHnTorpadgru. Kpome Toro, B OTJIHYHE OT MNPEeAbIAYIIHX (POPMATOB,
SAML-TOKEHBI cOJepKaT MeXaHHM3M U1 ITOATBEPKACHHS BIAJACHHS TOKEHOM, YTO
II03BONIAET IIPEeJOTBPaTHIL IlepexBaT TOKeHOB depe3 man-in-the-middle-araku mnpu
HCIIONIB30BAaHHH HE3AIIUIIEHHBIX COEIIHEHHII.

Cranmmapr SAML

Cranjgapt Securnity Assertion Markup Language (SAML) omnuchIBaeT cIocoObl B3aHMOJEHCTBHS H
ITPOTOKOIBL MeKAy 1denfity provider u service provider uis oOMeHa JaHHBIMH ayTeHTH()HKAI[HH H
aBTOPHU3ALIMH ITOCPEACTBOM TOKeHOB. M3HavamesHO BepcuH 1.0 m 1.1 Opimm BRIMyILNEHEL B 2002 —
2003 rr., B TO BpeMd KaKk Bepcud 2.0, 3HAUMTEIHLHO pacIHpsronas cTaHZapT H oO0paTHO
HECOBME CTHMaASL, OITyOIIHKOBAaHa B 2005 I.
3TOT OCHOBOITONATAFOIIHI CTaHAAPT — JOCTATOYHO CIIOKHBIH M IIOAAePKHBAET MHOI'O Pa3/IMUHBIX
CIEHAapHER  HHTerpai  cucTeM.  OCHOBHBIE  «CTPOHMTEIBHBIE  OJIOKH»  CTaHIapTa:

1. Assertions — coOcTBeHHBIH (hopmaT SAML TokeHOoB B XML (hopmare.
Protocols — Halop nopaepKHBacMBIX COOOINEHHI MEXAY VUACTHHKAMH, CPeJH KOTOPBIX
— 3alpoC Ha CO3JaHHe HOBOI'O TOKEHA, ITOIYYEHHE CYIIECTBYIOIINX TOKEHOB, BBIXOH H3
cucreMsl (logout), yrmpapnenne naeHTH(HKATOPaMH ITOIb30BaTeIIeH, H IPYTHE.

3. Bindings — MexaHH3MBI IIepefauyrl COOOINEHHMH Yepe3 pasIHyHBIe TPaHCIIOPTHEIE

aﬂ%ﬁggﬁ:ggﬂ%rﬁﬁaﬁm 0o0pl, kak HTTP Redirect, HTTP POST, HTTP

Ceptudukar: - 12000002A633E3D113AD425FB50002000002A6 [ SOAP, SAML URI (agpec mnomyyeHnd
Bnapeneu: Webayxora TateaHa AneKkcaHgpoBHa
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4. Profiles — THIIHYHBIE CIEHAPHH HCIIOINBL30BAHMS CTaHIapTa, OIPEICISIOIe Habop
assertions, protocols 1 bindings HeoOXOIHMBIX I HX peallH3al[HH, YTO ITO3BOISET JOCTHYD
nydreit coeMecTHMOCTH. Web Browser SSO — ofHH H3 IIPHMepOB TaKHX ITPOQHIEH.

Kpome Ttoro, cranmapr ompegenser ¢opmaT oOMeHa MeTaHH(OpMAaIHeH MeXIy Y4acTHHKAMH,
KOTOpas BKIIXOYAET CIIHCOK TIONAEPKHBAEMBIX POJIEH, IIPOTOKOJIOB, aTpHOYTOB, KIIFOUH
@ poBaHUI H T. II. PacCMOTpHM KpaTKHII MpHMeP HcItonb3oBaHHI SAML mmdg crieHapug Single
S1gn-On. Ilomp30BaTens XOo4yeT ITOMYYHTHL JOCTYII Ha 3all[HIEHHBIH pecypc CepBHC-IIpOBaijiepa
(mar Ne 1 Ha guarpamMme ayTeHTH(PHKAI[HH ITaCCHBHBIX KIIHEHTOB). T. K. IIOIIb30BaTelb He OB

ayTeHTH(HIHPOBaH, SP oTmpaBiseT ero Ha cair 1denfity provider’a ansa co3maHms TokeHa (1mar No
2). Hmxe npuBeaeH nmpuMep orBeTa SP, rae mocnearmii uenonb3zyeT SAML HTTP Redirect binding

OIS OTIIPpdBKH COOOIIEHH A C 3aIIpOCOM TOKCHA.
HTTP/1.1 392 Found

Location: https://i1dp.example.com/SAML/S50/Browser?SAMLRequest=aQCSkAsTE. . . 230QIX3

fTM&Relaystate=kzdeP2gmdr57658512Alg=http%3A%2 FEZFrww. w3 .org¥2F200%2F@9%2Fxmldsig
%23rsa-shal&signature=0PqCEvoc8VzelWsQdctKbzLEN]74

« UR| cooTEeTCTEYHOWEro ceperca identity provider'a bepeTtca M3 ero MeTafgaHHbIX,

« SAMIRequest — XML-zanpoc Ha co3naHWME HOBOTO TOHEeHa (Koaupoera deflate + basetd).

» RelaySiale — nponze0nbHaA CTPOKE, ONMCEIBAMOWEA COCTOAHME SP (DyaeT BozERaWEHS B
OTEETE].

* SighAlg — anropuTi NoaNKcK caobiueHKA,

* Signature — nognkce coobweHKsa (KogMposKa basebd)

B cay4yae Takoro 3ampoca, identity provider ayreHTH(HIHpYeT IToinb3oBateis (maru Ne3-4), mocine
Yero reHepupyeT ToKeH. Hipxe npuBeneH npuMep oreera IP ¢ mcmone3zoBannemM HTTP POST

binding (mar No 5):

<body gnlgad="document,forms[@] . submit()">
¢form method="post" action="https://sp.cxample.com/SAML/SS0/POST" >
<input type="hidden" name="5AFLResponse” value="XHU2KeRbb... 94X/ rX4" />

<input type="hidden"™ name="Relaystate" value="kzdeP2gmdr57c" />
£input type="submit" wvalue="Submit" />

</form>

*  URI COOTBETCTBYHOLWLEND CEPBMCA Service provider'a DepeTtca U3 ero MeTagaHHbIX.
¢ SAMLResponse — XWIL-0TBET, cofep*aliui SANML assertion (Koaupoeka basebd).
¢ RelayState — cTpoka, nepenaHHan B napametpe RelayState-zanpoca.

[Tocre Toro xak Gpay3ep aBTOMaTHYECKH OTIIPAaBHT 3TY (POpMy Ha caliT service provider’a (mmar No
6), TOCIEIHHII TeKOAHPYeT TOKEH H ayTeHTH(HIHPYET IMoIb3oBarels. 1o pe3ynbTaTaM yCITelH ot
aBTOPH3AIMH 3allpoca IIONb30BaTellb IOIy4YaeT JOCTYII K 3aIlpoIleHHOMY pecypcy (mmar Ne 7).

Crangaprbl WS-Trust u WS-Federation

WS-Trust 1 WS-Federation Bxoaar B rpymmry craHgaproB WS-* ormmceiBaronux SOAP/XML-Be6
CEPBHCHI. OTH CTaHAApThI pa3palaThIBarOTCS TPYIMIOH KOMITaHHI, KyJa BXomsar Microsoft, IBM,
VenSign n apyrue. Hapsgy ¢ SAML, 3TH cTaHAZapTH JOCTAaTOYHO CIOKHBIE, HCIIOIB3YIOTCS

AOKYMEHT noanmncAH KOPIIOPAaTHBHBIX CLICHAPIAX.

SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FB50002000002A6

Bnanened’ lLleBayxoga TaTbsHa ANekcanIposHa HCa aBTOPH3AIIIL, HMCHYCMOI'O Secure Token

orokony SOAP H moagepXHBaceT CO3JaHHE,
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OOHOBJIEHHE H aHHYJIHMPOBaHHE TOKEHOB. [IpH A3TOM CTaHZApT JOIYCKAeT HCIIOIb30BAaHHE TOKEHOB
pa3IMYHOro (opmara, OJHAKO Ha IIPAaKTHKE B OCHOBHOM HCIIOIB3YIOTCSI SAML-TOKEHBL

Cranmapr WS-Federation xacaeTcs MeXaHH3MOB B3aHMOJICHCTBHS CEPBHCOB MEKIY KOMITAHH SIMH,
B YACTHOCTH, ITPOTOKOIIOB OoOMeHa TOKeHOB. [Ipm stom WS-Federation pacnmpser (QyHKIHH H
nHTepdetic ceprruca STS, ormcaHHoro B craHgapre WS-Trust. Cpemn mpouero, craHgapT WS-
Federation OIpeJelIsIeT:
@opMat H crioco0pl 00MeHa MeTaJaHHBIMIL O CEPBHCAX.
 (DyHKIMIO eJHHOI 0 BRIXOJa H3 BceX CHCTeM (single sign-out).
 CepruC aTpHOYTOB, ITPEIOCTABIISIOIIII JOIIOTHHTEIEHYIO HH()OPMAILIHIO O ITONIL30BATEIE.
 (CepBHC IICEBIOHHMOB, TTO3BOIISIONIHIL CO3MaBaTh albTepHATHBHBIE HMEHA ITOIb30BaTEIIEH.
 IlommepXKy ITacCHBHEIX KIIHEHTOB (Opay3epoB) MOCPEACTBOM IepeHaIlIpaBIIeHH 5.

IlepedeHb OCHOBHOH JIMTEPATYPhI
1. HWH}popmaiioHHasg Oe30lMacHOCTh: Y4eOHHK i1 By3oB/ B.M. SpoukmH — M.:

AxaneMIyecKHii rmpoekT, 2012.

2. CemeneHko B.A. MH(popmaipioHHas Oe3ormacHOCTh: yueO.rmocobne/ B.A. CeMeHEHKO —
M.: MI'HY, 2013.
IlepeyeHb MONIOJTHHTEILHOM JIUTEPATYPHI
1. HWudopmaimionnas Oe3omacHOCTh: y4eOHHMK g By3zoB/ B.M. Sfpoukmn — M.

AxaneMIyecKHil rmpoekT, 2012.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.mocoOne/ B.A. CeMeHEeHKO —
M.. MI'1Y, 2013.
IlepeyeHnr y41eOHO-MeTOAMYECKOr0 oOOecliedeHHA CAMOCTOATE/bHOH PadoOThI
00Y41a0IMXCH M0 JHCITHILTHHE
MeTtoayeckie peKOMEeHAAIHH I10 BBIMOIHEHHIO J1a00opaTOpHBEIX paldoT IO AHCIHILIHHE
«OCHOBEHI YIIPaBIeHHS HH()OPMAITHOHHOH 0e30IMacHOCTH
2. MeToanyecKHe peKOMEHIAIMH 10 OPraHM3al[HH CaMOCTOSTEIbHOH paboThl CTYIEHTOB I10
qucimIumHe " OCHOBHI YIIPaBIeHHS HH(pOPMAaIHOHHOI 0e30MacHOCTH .
Ilepeuens pecypcoB HHPOPMANHOHHO-TEJIEKOMMYHHKANIHOHHOH ceTH «IIHTepHeT»,
He0O0X0JHMbIX /LI 0CBOCHHSA JHCIIHILTHHbI
1. http://el.ncfur/ — cucrema vympaBneHna oOydyeHneM OI'AOY BO CKOYVY.
JlMCTaHIHOHHAS ITOAEPKKa JUCIFIUINHEL « AH()OpMAaI[HOHHEIE TEXHOJIOTHH B ITPOQ)eCCHOHAILHOM
e eIbHOCTID)
2. http://www.un.org - Caiir OOH HMH(popMaIHOHHO-KOMMYHHKAI[THOHHBIE TeXHOJIOTHH
3. http://www.intwt.ru — UHTEepHET- YHHBEepCcHTET KOMITBIOTE PHBIX TeXHOIOIHH.

IIpakTH4yecKkoe 3aHATHE 6. KAHAIH3 PHCKOB HHQoOpMalHOHHOH 0e30MacHOCTH

Ileas padoThL: o3naKOMUMbBCA C©  QIZOPUMMAMIL  OUYEeHKU PUCKA  UHOOPMALLIOHHOT
bezonacnocnii

PaccMaTnnBaeMbie BOIIPOCHI
AOKYMEHT NoanmncAH

SNEKTPOHHOW NOAMUCHIO
Ceptudukar: - 12000002A633E3D113AD4 25FBS0002000002A6

Bnapeneu: Lilebzyxora TaTenRHa AnekcadapoBHa
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e CIIY KeOHBIE PacCiICJOBAHILA,
* SOKOHOMHMYHAA 6EBGHHCHGCTL;
¢ TEXHHYCCKAA H Q)IIBIHEGI{EIH 3AITIHTA.

Teopernveckas yacTb
[Ipexme yeM IMpHCTYNATh K ITOCTPOEHHEO 3( PeKTHBHOH CHCTEMBI HH()OPMAIHOHHOH 0e30I1aCHOCTH,
HeOOXOAHMO TINATEIbHO ITPOAHAIH3HPOBATh YKEe CYIIECTBYIOIYIO Ha ITPEQIIPHSATHH CHCTEMY
XpaHeHHs H 00paOOTKH JAaHHBIX. ECTh TpH OCHOBHBIX IIIara, KOTOpPble HEOOXOAHMO JJII 3TOr0
CIeNaTh:

1. BerBiIeHHe KPHTHYECKH BayKHOH HH( OpMAIHH.
2. BrisgBiieHHe ci1a0bIX MeCT B KOPIIOPATHBHOH Oe30IIaCHOCTH.
3. OrieHKa BO3MOKHOCTEH 3aIl[UThI 3TOH HH(OPMAaIIHH.

Bce sTH AeHCTBHS MOXHO BBIIIOTHHTH ITHOO CHIIAMH CBOHX COTPYIHHKOB, JHOO 3aKaszaTh VY
CIIEI[HAJINCTOB ayJANUT HH(OPMAITHOHHOH Oe30ITacCHOCTH KOMITaHHH. [IpenMyInecTBa IIepBOro
criocoba — 0oree HM3KasA CTOMMOCTE M, YTO HEMAJIOBAaKHO, OTCYTCTBHE JOCTYIIAa K KOPIIOPaTHBHBIM
TaHHBIM I TPETHHX JIHI]. OJHAKO €CJIH B OpraHH3al[MH HET XOPOIIHX INTATHRIX CIIEI[HAIICTOB I10
ayauTy 0e30ITaCHOCTH, TO JIVUIIE BCEro IMPHOerHYTh K IIOMOIIH CTOPOHHHX KOMITAHHH — Pe3yIbTaT
OyIeT HaJeKHee. OTO IIOMOXKET H30ekKaTh HaHOoJIee paclpoCTpaHeHHBIX OIMMOOK B 00ecIeYeHHH
HH(POPMAITHOHHOH 0€30ITacHOCTH.

[Ipu nepeorieHKe yrpos cucreMa 0e30IIaCHOCTH HE TOJIBKO TSDKKHM OpeMeHEM JIOKHTCSI Ha OFOIKET
MIPEMIPHATHS, HO H HeOIlpaBAaHHO 3aTpyAHdIeT PaObOTHHKAM OpraHH3al[HH  HCIIOJHEHIE
BO3JIIOKEHHBIX HAa HHX OOS3aHHOCTEH. OTO IPO3HT IIOTEPSMH BO3MOKHOH IPHOBUIM H YTPaTOH
KOHKYPEHTOCIIOCOOHOCTH .

BoifBjIeHHEe KPHTHYECKH BaskHoH MHGpopmamun. Ha 53ToM sTarie MIPOHCXOMUT OINpefelIeHHE TeX
TOKYMEHTOB H JIaHHBIX, Oe30IIaCHOCTh KOTOPBIX HMeeT OrpPOMHOe 3HaYeHHe M1 KOMITaHHH, a
yIedyKa — HeceT OrpoMHbIe YOBITKH. Yale Bcero K TaKOH HH(OPMAIHH OTHOCSITCS CBEIEHHSL
COCTABIISIOIIIE KOMMEPYECKYIO TalHY, HO HE TOJIBKO.

Harprmep, nocne IpHHSATHS HOBOH PeJaKIHH (ellepalbHOrO 3aKoHa «O IepCOHAIBHBIX JAHHBIX))
B OXpaHe HYKIAIOTCd H BCE CBEIeHHS, cOOHMpaeMble OpraHH3allHEl O CBOMX COTPYIHHKAX H
KHeHTaxX. CepHs IMPOIIIOTOAHHX yTredeK H3 MeradoHa, HHTepHeT-MarasHHoB H «PJK][», a Takke
mTpadel, IIOIy4YeHHbIE BHHOBHHKAMH 5STHX HHIMAEHTOB — JIyYIllee J[OKa3aTelIbCTBO
HeOOXOAHMOCTH 3aIlHTHI TAKOH HH()OPMALIHH.

BaXHO ITOMHHTE . CTOPOHHHE CIIEI[HATHCTRI-ayIUTOPEI HE MOI'YT CAMOCTOSTEIBHO COCTABHTE
CITCOK BCEX JOKYMEHTORB, KOTOpPBIE HEOOXOMHMMO 3allfHINaTs. Pabora ayauropa JOIKHa
BBITIOJIHATHCS COBMECTHO C COTPYIHHKOM ITPEMIIPHATHSL, XOPOIIIO 3HAIOIIHM O0COOEHHOCTH
IIOKYMEHTO0000pOTA.

BbisiBJIeHHE CJIA0bIX MeCT B KOPNOPATHBHOH 0€30MACHOCTH. OTa 3aj[aya BEITIOIHIETCS
HEITOCPEJICTBEHHO CIIEIHAIHCTAaMH, IIPOBOSIIHMH ayauT. OT pe3ylIbTaTOB 3TOH paOOThI 3aBHCHT
BBEIOOP CXEMBI MOCTPOEHH HH(POPMAI[HOHHON 0e30ITaCHOCTH.

[Tpu BEISIBIIEHHH Opemiedl B HH(POPMAIHOHHOH H, KaK CIeJ[CTBHE, KOPIIOPAaTHBHOH Oe30ITaCHOCTH
OLIEHHBAIOTCS HE TOINBKO TEXHHYECKHE cpeAcTBa. OUeHb BaKHBIH MOMEHT — HAJIMYIE

OOKYMEHT MOAMUCAH ' /UTH HHOH HH(OpPMAIHH, COTTIAIlIeHH S O
SNEKTPOHHOW MNOANCHIO KHO TaKKe OLIEHHTH JIOTIbHOCTh PaOOTHHKOB K

Ceptudukar: 12000002A633E3D113AD425FB50002000002A6 . 5
Bnapeneuy; lWebayxoea TaTtedAHa AnekcaHapoeHa BCC 5TO BXOAHT B O0A3aHHOCTH OTJc]Ia ITO
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HemaBHiit mpuMep CHTYaIH, KOIJla ITaTHEIH COTPYIHHK BOCITOJIb30BAJICS CBOHM ITOIOKEHHEM H
TTOXHUTHII HH() OpMAI[HIO — KpaXka KEHHIICKHM ITpeJcTaBHTElIbCTBOM (Google cBefileHHH 0 cTapTare
Mocality (onnaitH-6a3a 6H3Hec-HHpopMalmi). Google GBI BEIHYKJIEH IIPHHECTH O(HIIHAILHBIE
H3BHHEHHS ITOCTPaJaBIIHM, a I'IaBa IIPeICTaBHTEIILCTBA, 10 BHHE KOTOPOI'O IIPOH30MIEN HHIHIEHT,
OBLT CMEIIEH CO CBOEH JIOIKHOCTH.

OneHka BO3MOZKHOCTEH 3aIMTHI HH(POPMAIMH. 5TO 3aBePIIAOIHI 3Tall ayIHTa, B XOJe
KOTOPOI'0 Ha OCHOBAHHH ITPOBEAEHHOIO aHAIH3a COCTABIISIETCS CIIHCOK KOHKPETHBIX MEP, KOTOPEIE
HeOOXOMHMO IPHHATE IS OXPaHbl KOPIIOPATHRHBIX CEKPETOB KOMITAHHH . PeKOMeHIaIliH MOT'YT
HOCHTH KaK TEXHHYECKHH, TaK H OpraHH3alOHHBIN XapaKTep.

Kpome Toro, Ha 3ToM 3Talle aHAITM3HPYIOTCS H (DHHAHCOBEIE BO3MOIKHOCTH KOMITAHHH I10 3aIl[HTe
HH(}pOpMaIHH, ITIOCKOJILKY MHOTHE CpeJCcTBa 3aIlHThl HH(pOPMAIHH MOI'YT OKa3aThCS CIHIIKOM
JOPOTHMH IS IIPEATIPHATHS. A HEKOTOPBIE H3 STHX MEP ITOIIPOCTY He Iieecoo0pasHbl IJIS MalIoro
On3Heca. Ocobasg HeoOxXoauMocTh B DLP-cHcTeMe BO3HHKAET, €CIIH B OPraHH3al[HI HCITOIb3YETCS
50 u Bortee KOMITBIOTEPOB.

Yemanoexy DLP-cucmemst ecezoa npeoeapsem mextHudeckuil avoum. Ilocne zaxaza 30-0HegHo20
becnnamn 020 MpuUala 3axKa34iKa KoHcyasmupyom uHxicerepvl « Cépuldugopm», komopwie
oyenuearom HT-unppacmpykmypy komMnauiiL it onpeodesiont, CKoIbKo MOUfHocnieil nompebyenics
011 YCI AHOBKLL PO 2P AMMDL.

JIBY CTOpOHHSIS 3allUTa

MHu} opmarnoHHass 6e30MacHOCTh — JIHIIb OJHH H3 MHOTHX CITOCOOOB (ITyCTh H CaMBbIH Ba’KHBIH)
o0eCITeYHTh KOPIIOPaTHBHYIO 3alHTy. HeoOX0MHM KOMIUIEKC Mep — TeXHHYECKHX H
OpraHH3aIHOHHBIX.

K TexHI4eCcKHM pelIeHHsIM I10 3all[HTe KOPIIOPAaTHBHBIX CEKPETOB OTHOCHTCS YCTaHOBKA DLP-
cucteMsl (oT aHII. Data Leak Prevention — mpegoTBpalieHHe yTedeK JaHHBIX). OTOT KOMITIEKC
ITPOrPaMMHBIX CPeJ[CTB OTCIIEKHBAET BCe HH()OPMAIHOHHBIE ITOTOKH B OpraHH3aI[HH — OT
BIEKTPOHHOMH ITOYTHI O IIPOrpaMM, HCIIOIb3YIOMIHX aJIr OPHTMBI IIH() POBaHHS, (K IIpHMepY, SKype)
niH mportokoil HTTPS. I1ox KoHTposeM Takke HaXOASTCS Bce CheMHbIe HOCHTEITH HH(pOPMAIHH,
KOPITOpaTHBHEIE KOMITBEOTEPEI H HOYTOYKH.

Bax#as ocobeHHOCTE DLP-cHCTEM — HX aBTOHOMHOCTE. KOMITaHHH HET HEOOXOHMOCTH
coJlep KaTh LIENBIH OTJIE]T, KOTOPBIH 3aHHMaIcs ObI HH(POPMAaIHOHHOH 0e30IacHOCThI0. J[OCTaTOYHO

BCCI'O HECKOIIBKHX CIICITHAITHCTOB.

[Tocnennme mccnemoBanusa Searchlnform, BeIyImero Hrpoka Ha pOCCHHCKOM PBIHKE
HH(pOPMAIHOHHOH 0€30ITacHOCTH, ITOKa3allH, 4To ceiiyac B Poccrn u ctpaHax CHI' DLP-cucTembl
He TI0JIb3YIOTCS OOIBINOH ITOITYIIIPHOCTRIO. TOMBKO UyTh OoNee IMOIOBHHEL OpraHH3alnii (58%)
IUTAaHHPYIOT B CKOPOM BpeMeHH YCTaHOBKY KOMIUIEKCHOI 3aIlUTEI. OCTalIbHbIE HE CUHTAIOT
HYKHBIM €€ BHEJIPeHHe JIHOO0 I101araroT, YTO JOCTATOYHO M YaCTHYHOM 3aIluThl. OIHAaKO,
HH()OpMaIHOHHA A 0e30IMaCHOCTh TOIBKO TOrAa OyZeT Ha ONTHMAJIbHOM YPOBHE, Korja obecleyeHa
KOMIIJIEKCHAS 3alIHTA.

DLP-cHcTeMa ITO3BONAET HE TOIBKO 00eCIIEYHTh HaJe KHYIO 3alllHTy ceKpeToB. MX QyHKImm
HAMHOT'O IITHPe: IIPH MPaBIIFHOM ITOIX0/Ie MOKHO TTOIYYHTh HH(POPMAIHIO O HACTPOEHH X
COTPYAHHKOB B KOJUIEKTHBE, ITPOCIIEANTD IBHKEHHE KIIFOUEBBIX TOKYMEHTOB, BXOIAIIIE H
HeXOMsHe cooOnieHus. Kak ciencTBHe, Henonb3oBaHHe DL P-cucTteM — 3T0 emie H 3 peKTHBHOE
TIOJICIIOPhE B TAKHX BAXKHBIX JJIS KOPIIOPAaTHBHOH 0e30ITaCHOCTH MEPOIIPHATHSX, KaK BHYTPEHHSSI

AOKYMEHT MNOArncAH
SNEKTPOHHOW NOANMMCHIO
Ceptudmgar: | 12000002A633E3D113AD425FB50002000002A6 [ JaHHEBIX H OTCIeXKHBaHH g ,[[E:ﬁCTEI]Iu[
Bnageney: Webayxosa, TatkaHa AnekcaHapoBHa [OHHBIE MEPOIIPHTHAL paﬁcrra C COTPYIHHKAMIL,
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«Cucmema xopnopamiieHoii be30nacHocmil 00NNCHA bbb KOMHIEKCHOIL, uHaye bydem Kax &
aHeKOone: HA NPOXOOHOLl OXPAHHUK CIIPO20 HPoGepsent V¥ PabonHIKOE HpeOnpusmiis NPonyckd, d
yepes 068aocyanb Menipoe ont NP oxXoOHOlLl LMeencsa OblPKa, Yepes3 KOmopyio Ha meppunopuo
prpmbl MOJHCEM NPOHUKHYIIL 1100011 Jcenaujiil», —oemimces onvinom Anexkcanop /{opoHuH.

OpraHu3aliHoHHas pa0oTa BKIOYaeT B ce0s HH(POPMHpPOBaHHeE IIepCcOHaNIa O HaTHYHH B
OpraHH3aI[HH CHCTeM HH(POPMAaIHOHHOH 0e30ITaCHOCTH, O HEOOXOMHMOCTH COOIIOAATh
KOMMEPUYECKYIO TaHHY H BO3MOJKHBIX ITOCIIeACTBHAX €€ pasIriallleHHs, KaK I/ KOMITAHHH, TaK H
IUIS caMOro coTpyaHHKa. Co3maHHe OIaroIpHATHOH padodeil aTMoc(ephl — eIlle OAHH KITFOYeBOH
MOMEHT OpPraHH3al[HOHHBIX Mep. KopropaTHeHas 0e30IacHOCTh HEBO3MOXKHA, ECIIH COTPYIHHKH
HeJOBEPUYHBO KOCSATCS OJIHH Ha OJHOrO. Takass «XOIoaHas BoHHa» OYAeT H3PSAHO TOPMO3HTH
OH3HEC-TIPOIIECCHIL. [I0ATOMY €I1lé€ pa3 CTOMT HAIIOMHHTEH O BaKHOH POJIH OTAelIa I10 paboTe ¢
TIEPCOHAIIOM.

Yto KacaeTcs pa3padoTKH BHYTPeHHEH JOKYMEHTALHH, TO JOJIKHEI OBITh YETKO ITPOITH CAHEI
00s13aHHOCTH paOOTHHKOB, a Takke HX ITpaBa JOCTYIIa K TeM HIH HHBIM JOKyMeHTaM. KaKIbIit
OTJIeN JOIKeH BBIITOJHATh BO3JIOKEHHBIE Ha HEero 3ajJayl — He OOIbIlle, HO H HE MEHBIIIE.

Henp3s 3a0bIBaTh H O TAaKHX, Ka3alI0Ch OBI, 3JIEMEHTAPHBIX BellaX, KaK padoTra CiyKObI
Oe3ormacHOCTH. DH3HYecKas 3alllHTa COTPYAHHKOB Ha pabouIX MeCcTaxX — TOXKE HeEMaJIOBaKHaS
YacTh KOPITOPaTHBHOH O&30ITaCHOCTH.

TombKO JOOHBIIICE TAKOH ABYCTOPOHHEN — TEXHHYECKOH H OpraHM3alMOHHONH — 3aII[UTEI, HE
IIPEYBEIIHMYHEB H HE ITPEYMEHBIIHB YIPO3El, MOXKHO CO34aTh HAJIEKHYIO KOPIIOPATHBHYIO 3aII[HTY
KOMITAHIH.

IlepedeHb OCHOBHOH JIMTEPATYPhI
1. HWH}popmaiioHHasg Oe30lMacHOCTh: Y4eOHHK i1 By3oB/ B.M. SpoukmH — M.:

AxaneMIyecKHii rmpoekT, 2012.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.mocoOne/ B.A. CeMeHEeHKO —
M.: MI'HAY, 2013.
IlepeyeHb MONIOJTHHTEILHOM JIUTEPATYPHI
1. HWudopmaimionnas Oe3omacHOCTh: y4eOHHMK g By3zoB/ B.M. Sfpoukmn — M.

AxaneMIyecKHil rmpoekT, 2012.

2. CemeneHko B.A. MHpopmaipioHHas Oe3ormacHOCTh: yueO.mocoOne/ B.A. CeMeHEeHKO —
M.: MI'HAY, 2013.
IlepeyeHh Y4e0HO-MeTOAHMYECKOro oOecledeHHA CAMOCTOATE/bHOH PadoOThI
00Y41a0IMXCH M0 JHCITHILTHHE
MeTtoauuecKkie peKOMEHJAI[HH I10 BBEIMIOJIHEHHIO J1a0OpaTOPHBIX pador IO JHCIHIIIHHE
«OCHOBEHI YIIPaBIeHHS HH()OPMAITHOHHOH O0€30IMacHOCTH "
2. Metogmyeckne peKOMEHIAIMH IT0 OpraHM3al[Hi CaMOCTOSTEIBRHONH PaloThl CTYIEHTOB I10
qucimIumHe " OCHOBHI YIIPaBIeHHS HH(pOPMAaIHOHHOI 0e30MacHOCTH .
Ilepeuens pecypcoB HHMPpOPMAINMOHHO-TEJIEKOMMYHHKAIIHOHHON ceTH «HTepHeT»,
He00X0HMbIX LI 0CBOCHHA JHCIIHILTHHDI
1. http://el.ncfur/ — cucrema vympaBneHna oOydyenneM OI'AOY BO CKOY.
JlMCTaHIHOHHAS ITOAEPKKa JUCIFIUINHEL « AH()OpMAaI[HOHHEIE TEXHOJIOTHH B ITPOQ)eCCHOHAILHOM
IESTETbHOCTI
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NOKYMEHT NOAMUCAH T OPMAaIHOHH0-KOMMYHHKAI[THOHHBIE T€XHOJIOTHH
ANEKTPOHHOW MOANWCLIO MBepcHTET KOMITBIOTE PHBIX TEXHOIIOIHH.
Ceptudukar: 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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HpﬂHTH‘IECHﬂE 3aHATHe 7. « | HnmoBbIe» KAaHAJIbI YTCURKH HH(l)ﬂpMﬂl[HH 00bHEKTOB

nHPopmatuzanuu OBJI. YciaoBna n pakTopbl, cmocodCTBYIOIIHNE YTeUke HH(pOpMAITHNI
orpaHH4YeHHOro Jocryma. MoJea Bo3MOKHBIX HAPYILINTEIEiD).

Ileab padoThbl: o3naxkomumuvesa ¢ ycnoeuamil il axmopamii, cnOcobOCmeyoufgImMiL yneuke
LUHopMail 02PAHIIYeHH 020 00CIVIA

TEﬂp ETHYUECKAH TACT Db

Peammzarpist yrpo3 HapyieHHs: HHpOpMAaITHOHHO 0e30ITaCHOCTH SBIISETCS CIEACTBHEM OHOTO H3
CIIeIYIONIHX 1 efiCTBHIT M COORITHIA: pa3rianieHHss KOH(QHIeHIIHAILHO I HH(GOPMAI[HH, VT EeUKH
KOH(H/IeHI[HATLHO HH(pOPMAaI[HH H HeCAaHKI[THOHHPOBAHHBIH JTOCTYII K 3aIl[HIITaeMoi HH(OpMAaI[HH
(106). IIpu pasrmainieHHH WIH YTeUKe MTPOHCXOAHT HapyIlIeHHe KOH(H/ eHITHATLHOCTH HH()OPMAIHH C
orpanrueHHEIM JocTtyrioM 3erxga J[.I1., Mrammko A.M. OcHOBEI 0e30MMacHO CTH HH(OPMaI[HOHHEBIX
cucteM. - M.: I'opsauas mHma-Temnekom, 2011..

YTeuka KOH(GHIEHI [HATTEHOI HH(GOPMAITHH - 3TO 0€CKOHTPOJIHHBII BRIXOJ KOH(H/eHIHATTEHOH
HHpopMaIHH 3a mpefensl V1 C o Kpyra IHIl, KOTOPEIM OHa OBUIa JOBRepeHa ITo CiIy»k0e IIH cTana
I3BeCTHA B ITpolfecce pabOTHI. OTa yTeuKa MOXKeT OBITE CIIeICTBHEM:

* - pa3ryIameHHs KOH(HIEeHIHAILHOM HH(pOPMAIHH,

* - yXofa HH(}pOPMAIH IT0 Pa3JIHUYHELIM, ITIABHEIM 00pa30M TeXHHYEeCKHM, KaHaIaM,

* - HeCAHKI[HOHHPOBAHHOTO JIOCTYITa K KOH(QHIEHIHATILHOM HH(OopMAIHH pa3IUHEIMH
crroco0aMH.

Pasrnamente HH}opMaIHH ee BlIafeIbleM HIH 00IagaTeIeM €CTh YMBIIITIEHHEIE HIIH HEO CTOPO JKHEIE
NeHCTBHA JOIKHOCTHBRIX JIHI[ H ITOJIH30BaTelei, KOTOPBIM COOTBETCTBYIOIIHE CBeJIEHH B
YCTaHOBJIEHHOM ITOPSIKe OBIIH JOBEPEHEI IT0 CITy KO e HIIH 1o padoTe, IIPHBEIIIHE K 03HAKOMIEHHIO C
HHM JIHI], He JOIVII€HHBIX K 3THM CBeJIeHHIM.

BozMoxeH 0eCKOHTP ONBHEL YX01 KOH(DHIeHI[HAIEHO HH(GOPMAIIHH IT0 BH3YaThbHO-OIITHUECKHM,
aKy CTHUeCKHM, 3JIEKTPOMAarHHTHBIM H JPYTHM KaHaJIaM.

K ¢axTopaM yTeukH MOI'yT, HAaIlpHMepP, OTHOCHTBCS:

* - HeTOCTAaTOUHOE 3HAaHHe padOoTHHKAMH ITPEIIIPHATHI ITIPABHII 3aIl[HTHI HH(OPMAaI[HH H
HelTOHHMaHHe (HIH HeJ0ITOHHMaHIe) He0OXOAHMOCTH HX TINATEIILHOTO COOIIOI e I,

* - HCITONIL30BAaHHE HeATTECTOBAHHBIX TEXHHUECKHX CPEACTB 00pad oTKH KOH(HIEHI [HATTLHO
HH}pOpMAIHIH,

* - calrRIt KOHTPOJIIE 3a COOIIOI eHHEM TIPABIII 3aI[HTEI HH()OPMAIIHH ITPAB OBLIMI,
OpraHH3aIHOHHBIMH H HHIKEHEPHO-TEXHHUYECKHMH MEPaMH.

HecanximonrporaHHei goctyt (HC]]). OTo Hanbomee pacipocTpaHeHHENI BH] HH(OPMAIHOHHBIX
yT'PO3 3aKIIFOUAETCS B ITOIYUEHHH IT0JIL30BaTeIeM AOCTYIIA K 00BeKTY, Ha KOTOPBII Y HEro HeT
pazpelreHHsa B COOTBETCTBHH ¢ IIPHHATOH B OpraHMH3aIMH ITOJIMTHKOI Oe3ormacHocTH. OOBIYHO camast

ITIaBHAs ITpo0IIeMa OIIpPeNeNHTE, KTO H K KaKHM HadopaM JaHHEIX J0JDKeH HMETE JOCTYIL a KTO HeT.
AOKYMEHT TOANMCAH | «HECAHKI[HOHHPOBAHHEIID).
INEKTPOHHOW NOoANMNCBIO
Ceptudmkar: 12000002A633E3D113AD425FB50002000002A6
Bnageneu: Webayxopa TateaHa AnekcaHpoBHa M BD?,[I;EITICTBHEM:, HCITOJIE3Y FOIITHM OIIMHOKH

10 K TpebyeMoMy Had opy JTaHHBIX, THOO
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BO3JIefiCTBYeT Ha HH(GOPMAIHIO O CAaHKI[THOHHPORAHHOM JOCTYIIE ¢ Ienkio Jieramsaimi HC. HC/]
MOJKeT OBITE ITOJIB epkeH 000t 00heKkT cHcTeMbl. HCJ[ MoikeT OBITH OCYINECTRIIEH KaK CTAHAAPTHBIMH,

TaK H CIeIHATLHO pa3padoTaHHBEIMH ITPOrPaMMHEIMH CPeACTBaMH K 00heKTaM. 3aIl[HIIeHHOCTE
ABTOMATH3HPOBAHHLIT yTeuKa HH(pOPMAaTH3aI[HsI

Ectp H JOCTATOUHO ITPHMHTHBHEIC ITYTH HECAHEKITHOHHPOEAHHOI'O JOCTVYIIA.

. - XHII[eHHEe HOCHTEeIIeH Ifﬂ-I(prMElle[[fI H TOEKYMCHTAIILHBEIX OTXOIOE,
. - HHHITHATHBHOC COTPYIHHYCCTEO,

. - CKJIOHCEHHE K COTPYVIHHYCCTBEY CO CTOPOHEI B3JIOMIITHEA,
. - BEIOIBITEIBAHHE,
. - IO CIIVIITHB AHTIC,

* - HaOJIONmeHHe H IPYyTHE IMyTH.

JItoOBIe crrocoOnI VTEUKH I{DthImE}ELUMHDﬁ HH(prMﬁLum MOIYT IIPHBECTH K 3HAUHTEIIEHOMY
MaTepHATLHOMY H MOPATLHOMY ymepﬁy KaK JI7Is1 OpraHM3alfi, Iae tby}ﬁﬂu{cmm{pye*r IC, Tak 1 11141 ee
TTOJIL30BATETIEH.

MeHe[ xepaM ClIeIyeT IIOMHHTE, YTO JOBOIILHO OOJIBIMAS YaCTh IPHYMH H Y CJIOBHIT, CO3/AI0IIHX
ITPEATOCEUIKH H BO3MOKHOCTh HeITpaBOMEPHOT'0 OBNIAeHHA KOH(HIeHIHAILHOH HH) opMaIliHeit,
BO3HHKAaeT M3-3a 3IIeMEeHTapHEIX HelopadoTOK PYKOBOIHTENEH opraHi3alfii H HX COTPYTHHKOB.
Harpumep, K IIpHUHMHAM H YCIIOBHAM, CO3JAOIIHM ITPeIIIOChUIKH A1 YTeUKH KOMMEPUYECKHX CEKPETOB,
MOI'YT OTHOCHTBCH:

* - HeTOCTAaTOUHOE 3HAaHHe padOoTHHKAMH OpraHH3aI[HH ITPABHII 3aI[HTEI KOH(HT eHI[HATLHOH
HHGOPMAIHH H HEITOHHMAaHHe He0OXOIHMOCTH HX TIATEIHHOI'0 CO OO/ eHIS,

* - HCITONIL30BAaHHE HeATTECTOBAHHBIX TEXHHUECKHX CPEACTB 00pad oTKH KOH(HIEHI [HATTLHO
HH}pOpMAIHIH,

* - c1aOBIi KOHTPOJIE 3a COOJIFOJTEHHEM MPABHIT 3aI[HTEI HH(p)OPMAIIHH ITPaB OBBIMH
OpraHH3aI[HOHHEIMH H HHIKEHEPHO- TEXHHUEeCKHMH MepaMH H .

PazrmareHie H yTeuka IIPHBOAHT K HEITPABOMEPHOMY O3HAKOMIIEHHIO ¢ KOH(II eHI[HAITLHO
HH(popMaIHeii IIpH MHHHMAaILHEIX 3aTpaTax YCHIIHIL CO CTOPOHBI 3JTOYMBIIIIIEHHHKA. DTOMY
CITOCOOCTBYIOT HEKOTOPEIE He JIyUIIHe JIHUHO CTHO-ITpo(heCcCHOHAILHEIE Xap aKTePHCTHKH H IefiCTB I
COTPYIHHKOR (pHpPMBEIL, ITpef cTaBIeHHEIe Ha prc.2 Mangna K. 3anmira oT BTopkeHmii. Pacciiegoranie
KOMIILIOTEPHEIX ITpecTyInienwit. - CII6.: Jlopmu, 2010

1 HaxKe €CIIH COTPYIHHK HE ABIIACTCH 3JIOYMBHIITICHHHKOM, OH MOMKET oIHOaTLCSI He HAMEP EHHO
BCIICHCTBHE YVCTAJIOCTH, 00JIE3HEHHOI'0 COCTOSIHHS H IIp.

Or1rH0 0UHOE HCITOIR30B aHHe HH(pOPMAI[HOHHBIX PECYPCOB, OYIVUM CAHKI[MOHHPOBAHHEIM, TEM He
MeHee, MOJKeT IIPHBECTH K Pa3pyIIeHHI0, PACKPLITHIO. HIIH KOMITPOMETAI[HH YKa3aHHBIX PEeCYPCOB.
JlaHHas yrpo3a, yaIe BCero, SIBIIIeTCs CIeCTBHEM OIITHOOK B ITporpaMMHoM oOecrieueHrH AVC.

YHHUTOXeHHe KOMITLI0TepHOit HH(pOPMAIIHH - 5TO CTHpaHHe ee B ITaMaTH DBM, yaanenue ¢
(bH3HUECKHX HOCHTeNeH, a Takke HeCAHKI[HOHHPOR aHHEIe H3MEHEHHs COCTABRIITIONIHX €€ JaHHEIX,
KapIHHAILHO MEHSIOIIHEe CoJlep kaHHe (HaIlpHMep, BBeeHHe JIOKHOH HH(opMaIHH, 10 0aRIeHHe,
3MeHeHHe, yaleHHe 3armceii). OqHOBpeMeHHBIH ITepeB o HH(pOopMAaIlHH Ha IPYTroi MaIlHHHEIT
HOCHTEJIbL He CUHTAeTCSI B KOHTEKCTe YTOJIOBHOIO 3aKOHA YHHUTOKeHHeM KOMITBLIOTepHOit HH(popMaIi

[NOKYMEHT MOAMUCAH H HOCTVII ITPaB OMEPHEIX IIOJIL30BATENIEH K
SNEKTPOHHOW NOAMNNCHLIO HOO HCKITIOUEH.
Ceptuchmkar: 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: le6ayxoea TateaHa AnekcaHgpoeHa
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Mmerorasics y TOIB30BaTeNs BO3MOKHOCTh BOCCTAHOBHTE YHHUTO JKEHHYIO HH(POPMAIHIO C TTIOMOIIBIO
CPENCTB ITPOrPpaMMHOI0 00ecTIeUeHHS HIIH ITOJIYYHTh JaHHYI0 HH(OPMAIJHIO OT APYTOro IT0JIH30B aTellsd
He 0CBOOO0JKIaeT BHHOBHOIO OT OTBETCTBEHHOCTH.

YHHUTOXeHHeM HH(pOPMAI[HH He SBIIIETCS IlepeHMeHoBaHHe (paiiia, I7ie oHA COMEP KHTCS, a TaKiKe
caMmo Imo cebe apTOMaTHUeCKOe "BRITeCHeHHe" CTapRIX BepcHii (hafiiIoB MOCIEHIMI IT0 BpeMeHI.

BrioxmpoBaHHe KOMITBIOTEPHOI HH(OPMAIHH - 5TO HCKYCCTBEHHOE 3aTpyIHeHHe TOCTYIIa
IT0JIb30BaTeNIelt K KOMITEIOTepHOI HH(pOpMAaIHH, He CBI3aHHOE C €€ YHHUTO KeHHeM. J[pyTHMH CIIOBaMH,
5TO COBepIIeHHe ¢ HH(pOpMAaIHeH TefCTRHIL pe3yIhbTaToM KOTOPEIX SBIIIETCSA HEBO3MOKHOCTE
ITOJTYUEHHS HITH HCTIONB30BaHHE e€ IT0 Ha3HAYeHHIO ITPH ITOJTHOH COXPAHHOCTH caMoi HH(OPMAIIHH.

Komripomerarpst nH$opMaIpii, Kak IIpaRHiIo0, pearni3yeTcsa ITOCPe CTBOM BHECEHH
HeCAHKITHOHHPOBAHHBIX H3MeHeHHIT B 023kl JaHHBIX, B pe3yJIbTaTe Yero ee IOTPeOHTeb BRIHY KIEH
00 OTKA3aThCs OT Hee, THO0 IMpeNITPHHHMATE JOIOIHHTeITbHEIe YCHIIMS 1711 BRIIBIIEHHS H3MeHeHHIT H
BOCCTAHOBJIEHHS HCTHHHEIX CBeleHHIT. B ciTyuae HCITOIB30BaHHs CKOMITPOMETHPOBAHHOI HH(pOpMAaIHH
ITOTpeOHTeNh MTOIBEePraeTcs ONMACHOCTH ITPHHATHS HER ePHBIX PeIeH it CO BCeMH BRITEKAIOIIHMH
TTOCIIETCTBHSIMH.

OTka3 oT HHpOPMAI[HH, B YACTHOCTH, HeITPH3HAHHE TPaH3aKI[HH (oTepalii B 0aHKe) COCTOHT B
HETTPI3HAHHH IToJTyyaTelIeM HIH OTIIpaBHTeIeM HH}opMaIHH (paKTOB ee ITOTyUeHHsI IWIH OTIIPaBKH. B
YCIIOBHSIX MapKeTHHTOB O [T eATeIIbHOCTH 3TO, B UACTHOCTH, IT03BOJIIeT O HOI H3 CTOPOH pacToprarb
3aKIFOUeHHEBIe (PHHAHCOBEIE COTJIAllleHHs ""TeXHHUeCKHM" ITyTeM, (DOpPMaIbHO He OTKA3hIBAsICh OT HHX H
HAHOCS TeM CaMEIM BTOPOF CTOpOHe 3HAUHTEILHEIT YIIepo.

MopndHkalps KoMILI0TepHOIt HH(GOPMAIIHH - 5TO BHeCEHHE B Hee JIFOOBIX H3MeHeHHH, KpoMe
CBST3aHHEBIX ¢ afarnralrpeii mporpaMmel 111 OBM 1 6a3sl JaHHBIX. ATarrTarps IIporpaMmMel 111 OBM
HTH 0a35I TAHHBIX - «3TO BHECEHHEe H3MeHEeHHIT, OCYIIEeCTRIIIEMBIX HCKITFOUHT ETILHO B IETISIX
oOecrieueHHs (PYyHKIHOHHPOBAHHM ITporpaMMel A1 DBM 1 0a3bl JaHHBIX Ha KOHKPETHBIX
TeXHHYECKHX CPelCTBaX IMOJIb30BaTels HIIH IT0]] YITPaBIIEHHEM KOHKPETHBIX ITPorpaMM ITOJIE3 0BaTEIIs»
(u.1 cr.1 3axona P® ot 23 cenrsadpa 1992 ropa "O mnpapopoii oXpaHe IMporpaMm A1 5JIEKT POHHBIX
BEIUHCITHTEIILHEIX MAITHH H 0a3 JaHHEIX"). J[pyTHMH CJIOBAMH 5TO O03HAYAeT H3MEHEHHE €€ COIePIKAHHI
II0 CpaBHEHHIO ¢ TOH HH(OpMaIHeii, KoTopasa IepBOHAYAILHO (IO COBEPIIEHHS TIeIHIH) ObIIa B
pacopsiKeHHH COOCTB eHHHKA HIIH 3aKOHHOIO TT0JIh30BAaT eJIs.

KormpopaHie KOMITEIOTEPHOH HH(MOPMAI[HH - H3TOTOBJIEHHE H YCTOHUMBOE 3arieyaTiieHHe BTOPOro H
TTOCIIEAVIONIHX SK3eMIUIIPOR 0a3kl JaHHEIX, (hafios B 000 MaTepHaIbHOH opMe, a TakKe HX 3aITHCh
HAa MAaIlTHHHEIT HOCHTEIIb, B ITaMsITh 2BM.

OTKa3 B 0OCITy KHBaHHH ITpeJ cTaRIIsIeT co00ii BeckMa CYIIECTBEHHYIO H PacIIpOCTPaHEHHYIO YIPo3y,
HCTOYHHKOM KoTopoit seisgercsa cama ANC. [IomoOHELT 0TKa3 0cOOEHHO OITaceH B CHTYAIMAX, KOITa
3aJIeprKKa C IIPeOCTaRJIEHHEM PeCcypCcoB aDOHEHTY MOJKET ITPHB €CTH K TSKEJIBIM JIJIS HETO
IOCIIEACTBHSAM. TaK, OTCYTCTBHE Y ITONIL30BATEN JJaHHEBIX, HEOOXOMHMEIX IS IIPHHATHS PellleHHs, B
TeueHHe ITepHOo/Ia, KOITla 3TO pellleHHe ellle MOKeT OLITh 3(PPEeKTHBHO peal30BaH0, MOJKET CTATh
IIPHUIHOM €r0 Hepal[HOHAIILHEIX JeCTBHIA.

OCHOBHBIMH THITOBEIMH IYTAMH HECCAHEITHOHHP OBAHHOI'O JOCTVIIA K Ifﬂ{(i)DpMaLHﬂ{? ABIIATOT CA.:

* - IIepexBaT 3EKTPOHHBIX H3IIyUeHHIT,
NOKYMEHT NOANVCAH >HHe (TIO[ICBeTKA) JIMHHIT CBST3H C LIeIIbI0
SNEKTPOHHOW NMOAMUCKIO

Ceptudbukat: 12000002A633E3D113AD425FB50002000002A6 (3aKTTATIOK),
Bnapeneu: lebayxoea TatesaHa AneKcaHgpoBHa ’
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* - XHMIIeHHe HocHTeNelt HHpopMaIH H JOKyMeHTaILHEIX OTXO/[OB;

* - YyTeHHe OCTATOUHOIT HH()OPMAIHH B IIaMSITH CHCTEMEI ITOCIIE BBIITOIHEHHS
CAHKI[HOHHPOBAHHEIX 3aIIPOCOR,

* - KOITHPOBaHHe HOCHTeNeit HH(OpPMAIHH C ITPeooIeHHEM MeP 3all[HTEI,

* - MAacKHpOBKA ITO]] 3aPETHCTPHPOBAHHOIO IT0JIH30BaTelld,

* - MHCTH(HKAIHA (MACKHPOBKA ITO]T 3aIIPOCEI CHCTEMEI),

* - HCIIOJIL30BAHHE ITPOTrPAMMHBIX JIOBVIIIEK,

* - JHCIIOJIL30BAHHE HEJOCTATKOR SI3BIKOB IPOIPAMMHPOBAHHA H OIIEPALIHOHHBIX CHCTEM,

* - BKIIOUEeHHe B OMOIMHMOTEKH ITPOrpaMM CITEI[HAILHBEIX OIOKOR THITA "TposHCKHIT KOHE',

* - HEe3aKOHHOE ITOAKIIFOYEHHE K araraparype H IIHHHAM CBS3H,

* - 3JIOYMBIIIJIEHHBNA BEIB O]l H3 CTPOSI MEXAHH3MOB 3aII[HTEI,

* - BHEIPEHHE H HCIIOIBE30BaHHE KOMITLIOTEPHBIX BHPYCOB.

Heo0OxoaMo 0TMETHT, YTO 0CO0VIO OITACHOCTh B HACTOsIIlee BpeMsI IIpefl CTaRIIsIeT ImpobieMa
KOMITHIOTEPHEIX BHPYCOB, HOO 3(p(peKTHBHOI 3aIIUTHI ITPOTHB HHUX pa3padoTaThk He yIaJIoCh.
OcrTanbHeIe IIYTH HeCaHKITHOHHPOBAHHOIO TOCTYIIA ITOJIJT K0T CS Haj eXKHOH OIIOKHPOBKE ITPH ITPAaBHIIEHO
pa3zpaboTaHHOI H pear3yeMoi Ha IIpaKTHKe CHCTeMe oOecTieueHHsT 0€30IMacHOCTH

Huxe TIICP CHHCIIATOTCAH HAHOOJIIEE PACIIPpOCTPAHCHHEIC TEXHHYCCKHE YIPO3EL H ITPHYHHEL, B PE3YIIETATC
KOTOPEIX OHH PEaJIH3YIOTCH.

* - HECAHKI[HOHHPOBAHHEIH JOCTYII K HH(pOPMAIHOHHOH CHCTeMeE - TIPOHCXOIHT B Pe3yJIbTaTre
TTOJTyYEHHSI HeleralIbHBIM IT0JIE30BaTeNeM JOCTYIIa K HH(pOPMAIIHOHHOIT CHCTEME,

* - pacKpHITHE JAHHEIX - HACTYIIAET B pe3yiIbTaTe ITOIyUYEeHHs JOCTYyIIa K HHGOPMAaI[HH HIIH €€
YTEHHS YeTTOBEKOM H BO3MOIKHOTO PACKPBITHA HM HH(GOPMAITHH CITyYaHHEIM HITH HaMep eHHEIM
oOpazomM,

* - HECAHKI[HOHHPOBAHHAs MOJH(HKAIHI JAHHBLIX H IPOrpaMM - BO3MOJKHA B pPe3yiIbTaTe
MOTH(HKAIHH, YIaJIeHHI HIH pa3pyIIeHHs YeIIOBEKOM JIaHHEIX H ITPOIPaMMHOI0 00€eCITeueH s
TTOKAJIbHBIX BEIUHCITHTEITLHEIX CeTell cIIyyaiHbBIM HIH HaMepeHHBIM 00pa3z oM,

* - pacKphITHe TpadHKa JIOKATLHEIX BEUHCIHTEIRHEIX ceTeil - IPOoH30iiIeT B pe3yiIbTaTe JOCTYIIA
K HH(popMaIHH WIH ee UTeHHS YeIIOBEKOM H BO3MOJKHOT'O €€ pa3IJIalleH s CITyUaiHbIM HITH
HaMepeHHBEIM 00pa3zoM Torja, Korjaa HHgopMalp IeperaeTcs Yepe3 JT0KaIbHbIe
BEIUHCIIHTEIILHBIE CETH,

* - roaMeHa TpadHKa JIOKAILHEIX BEIUHCIHTEIBHEIX CEeTeH - 5T0 ero HCIONIL30R aHHE JIeralbHBEIM
crioco0oM, KOI7ia ITOSBIITIOTCA COOOIIEHHS, HMEIOIIHe TaKOH BT, OyITO OHH ITOCTIAHEI
3aKOHHBIM 3asBJIEHHBEIM OTITPABHTEIEM, a HA CAMOM JIeJle 5TO He TakK,

* - HepaboTOCIIOCOOHOCTH MOKATLHEIX BEIUHCIIHTEILHEIX ceTell - HTO CIIellCTBHE OCYIIECTRIEHHS
yIpO3, KOTOPEIE He TIO3BOJIIIOT PECYPCaM JIOKAJIGHBIX BEIUHCIIHTEILHEIX ceTeil OBITE
CBOEBPEMEHHO JTOCTYITHEIMH.

CriocoOBI BO3IefiCTBHA YIPo3 Ha HH(MOPMAaI[HOHHEIE 00BEKTHI ITOIPa3/l eJBIIOTCS Ha!

* - HHpOPMAIHOHHEIE,

* - [IpOrpaMMHO-MaTeMaTHYECKHE,
* - (3HUecKkuE;

* - PaTHOSIIEKTPOHHEIE,

* - OpPraHH3aI[HOHHO-IIPAR OBLIE.

Peamns dITHA YIPO3 HaPYIILCHIA Ifﬂ-I(bDPMﬂLHfIDI-H-[DH 0e30ITaCHOCTH SIBIISIETCS CIICACTBHCM OOHOI'O H3

. N S i
NOKYMEHT FID,D,I'IH CAH i)IfI,I[EHL[HﬂJ]LHDH IJH-I(iJDpME]I_H{H YTEURH
SNEKTPOHHOW Noanuckio 3AHHBIH JOCTVII K 3AI[HIAeMOH HH(prMEH_H{H
Ceptudukar: | 12000002A633E3D113AD425FB50002000002A6 DYIIIEHHE I{DH(bH,I[ eHI[HAIIFHOCTH Iﬂ{thpMHLHﬂ{ c
Bnapeneu,; Webayxora TatkaHa AnekcaHapoBHa 1. OCHOBLI 6 €30IIACHO CTH HH(prMEH_H{D X
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YTeuka KOH(GHIEHI [HATTEHOI HH(GOPMAITHH - 3TO 0€CKOHTPOJIHHBII BRIXOJ KOH(H/eHIHATTEHOH
HHpopMaIHH 3a mpefensl V1 C o Kpyra IHIl, KOTOPEIM OHa OBUIa JOBRepeHa ITo CiIy»k0e IIH cTana
I3BeCTHA B ITpolfecce pabOTHI. OTa yTeuKa MOXKeT OBITE CIIeICTBHEM:

* - pa3ryIameHHs KOH(HIEeHIHAILHOM HH(pOPMAIHH,

* - yXofa HH(}pOPMAIH IT0 Pa3JIHUYHELIM, ITIABHEIM 00pa30M TeXHHYEeCKHM, KaHaIaM,

* - HeCAHKI[HOHHPOBAHHOTO JIOCTYITa K KOH(QHIEHIHATILHOM HH(OopMAIHH pa3IUHEIMH
crroco0aMH.

Pasrnamente HH}opMaIHH ee BlIafeIbleM HIH 00IagaTeIeM €CTh YMBIIITIEHHEIE HIIH HEO CTOPO JKHEIE
NeHCTBHA JOIKHOCTHBRIX JIHI[ H ITOJIH30BaTelei, KOTOPBIM COOTBETCTBYIOIIHE CBeJIEHH B
YCTaHOBRJIEHHOM ITOPSAKe OBIIH JOBEPEHEI IT0 CITy KO e HIIH 1o padoTe, IIPHBEIIIe K 03HAKOMIEHHIO C
HHM JIHI], He JOIVII€HHBIX K 3THM CBeJIeHHIM.

BozMoxeH 0eCKOHTP ONBHEL YX01 KOH(DHIeHI[HAIEHO HH(GOPMAIIHH IT0 BH3YaThbHO-OIITHUECKHM,
aKy CTHUYeCKHM, 3JIEKTPOMAarHHTHBIM H APYTHM KaHaJIaM.

K ¢axTopaM yTeukH MOI'yT, HAaIlpHMepP, OTHOCHTBCS:

* - HeTOCTAaTOUHOE 3HAaHHe padOoTHHKAMH ITPEIIIPHATHI ITIPABHII 3aIl[HTHI HH(OPMAaI[HH H
HeTTOHHMaHHe (MM HeJ0ITOHHMAaHIe) He0OXOAHMOCTH HX TINATEIILHOTO COOIIOIeH IS,

* - HCITONIL30BAaHHE HeATTECTOBAHHBIX TEXHHUECKHX CPEACTB 00pad oTKH KOH(HIEHI [HATTLHO
HH}pOpMAIHIH,

* - c1aOBI KOHTPOJIG 3a COOJIFOI EHHEM TIPAaBHII 3aI[HTEI HH()OPMAITHH ITPAB OBEIMH,
OpraHH3aIHOHHBIMH H HHIKEHEPHO-TEXHHUYECKHMH MEPaMH.

Hecanxrmonmposanueni goctyr (HCJ]). OTo Hanbosee pacrpocTpaHeHHBIT BH HH(OPMAI[HOHHEIX
yIPO3 3aKIFOUAETCS B IIOIYUYEHHH IT0JIL30BaTeIeM AOCTYIIa K 00BeKTY, Ha KOTOPRII Y HEro HET
pazpelreHHs B COOTBETCTBHH ¢ IIPHHATOH B OpraHH3aI[HH ITOJIMTHKOI Oe3ormacHocTH. OOBIYHO camast
ITIaBHAs ITpoOIIeMa OIpeelHTE, KTO H K KaKHM HadopaM JaHHEBIX J0JDKeH HMETE JOCTYIL a KTO HeT.
JIpYTHMH CIIOBaMH, HE0OXOHMO OIPeAEHTh TEPMHH «HeCAHKI[HOHHPOBAHHBIID).

[Io xapakrepy, Bo3geficTersa HCJ[ srisgeTcss aKTHBHBEIM BO3/IefICTBHEM, HCITOB3Y FOIITHM OIMHOKH
cucteMel. HCJ[ oOparraercsa oOBRIUHO HeIlOCpeACTREHHO K TpeOyeMoMy HaOopy JaHHBIX, THOO
BO3/IefiCTBYeT Ha HH(MOPMAIIHIO O CAaHKITHOHHPORAHHOM JOCTYIIe ¢ Ienkio Jeramsaimi HCI. HC/A
MOJKET OBITE ITOJIB epikeH 000t 00heKT cHcTeMEbl. HCJ[ MoKeT OBITH OCYINECTRIIEH KaK CTAHIAPTHEBIMH,
TaK M CIeIHAILHO pa3padoTaHHBEIMH ITPOrPaMMHEIMH CPeCTBaMH K 00heKTaM. 3aIl[HIIeHHOCTE
ABTOMATH3HPOBAHHEIT yTeuKa HH(pOPMAaTH3aI[HsI

Ectp H JOCTATOUYHO ITPHMHTHBHEIC ITYTH HECAHKITHOHHPOBAHHOI'O JOCTVIIA.

. - XHII[€HHE HOCHTEIIEeH I*’]]-I(bDPMEH_H{H H TOEKYMCHTAIIEHBIX OTXOIORB,
. - HHHITHATHBHOC COTPYIHHYCCTEO,

. - CKJIOHCHHE K COTPYVIHHYUCCTBY CO CTOPOHEI B3JIOMIITHEA,

. - BEIOIBITEIBAHHEC,

* - ITOJICIYIITHBAHHE,
* - HaOJIONEeHHe H IPYTHE Iy TH.

JIxo0rIe crocoOrI YTeUKH KOH(PHIeHIHATIFHO HH(OpMAaIHH MOTYT MIPHBECTH K 3HAUHTEIIEHOMY

[NOKYMEHT MOOMUCAH HH3AIHH, T QyHKIonupyet HIC, Tak 1 i1 ee
SNEKTPOHHOW MOAMUCHIO
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MeHemkepaM clienyeT IIOMHHTE, YTO JOBOJIILHO OOJIBINAs YaCTh IIPHYMH H Y CJIOBHIL, CO3/TAFOIIIX
IIPEAITOCEUIKH H BO3MOXKHOCTE HETIPABOMEPHOT'O OBJIA[ eHH KOH(MH/IeHI[HATLHOH HH(pOpMaIHeii,
BO3HHKAaeT H3-3a 3JIIeMeHTapHEIX HelopadoTOK PYKOROIHTENEH opraHi3alfii H HX COTPYIHHKOR.
Harmpumep, K IMpHYHMHAM H YCIIOBHAM, CO3JAOIIHM ITPeIIIOCEUIKH I YTeUKH KOMMEPUYECKHX CEKPETOB,
MOT'YT OTHOCHTBCH:

. - HEJOCTATOUHOC SHAHHC pﬂGDT}HﬂCﬂEﬂ{ OPIaHI3aIlHH ITPABHII 3alllHTEI KDH(l)If]I[ EHI[HAITLHOH
If]]—[(prMﬂle[[{ H HCITOHHMAaHIHC HEDGKDI[HI\*IDCTH HX TINATCSJIIEHOI'O CO GJ]ID,I[ CHITA,

* - HCITOJIL30BAaHHE HEaTTECTOBAHHBIX TEXHHYECKHX CPEACTB 00padoTKH KOH(HIEHIHAILHO
HH}OpMAaIHH,
* - cnalpIt KOHTPOJIE 3a OO0 eHHEM MPABIII 3AIHTEI HH(pOPMAIHH ITPaB OBBIMH

OPIraHH3aIfHOHHEIMIL H HHACHCPHO- TCXHHYCCEKHMII MCPaMH H IP.

PazrmareHie 1 yTeuka IIPHBOAHT K HEITPABOMEPHOMY 03HAKOMIIEHHIO ¢ KOH(HI eHIHAITLHOH
HH(popMaIHeit IIPH MHHHMAILHEIX 3aTpaTax VCHIIHIE CO CTOPOHEBI 37TOYMBIIIIIEHHHKA. DTOMY
CITOCOOCTBYIOT HEKOTOPEIE He IyUIIHe JIHUHO CTHO-ITpo(peCcCHOHAILHBIE Xap aKTePHCTHKH H IefiCTBH
COTPYIHHKOR (pHpPMBEIL, ITpef cTaBIeHHEIe Ha prc.2 Mangna K. 3anmira oT BTopkeHmii. Pacciiegoranie
KOMIILIOTEPHEIX ITpecTyInieHwit. - CII6.: Jlopm, 2010

1 HaKe €CIIH COTPYIHHK HE ABJIMCTCH 3JIOYMBIITJTICHHHKOM, OH MOMKET OIIMHOATELCA HE HAaMEP €EHHO
BCIICHCTBHE YVCTAJIOCTH, 00JIE3HEHHOI'0 COCTOSIHHS H IIp.

O1rH0 OUHOE HCITOJIL30B aHHe HH(pOPMAI[HOHHEIX PECYPCOB, OYIYUH CAHKI[HOHHPOBAHHEIM, TEM He
MeHee, MOJKeT IIPHBECTH K pa3pyIIeHHI0, PACKPEITHIO. HIIH KOMITPOMETAIIHH YKa3aHHEIX PECYPCOB.
Jlanmas yrpo3a, yarie BCero, SABIAETCS CIeACTBHEM OIIHOOK B ITporpaMMHoM obecrieueHnH AUC.

YHHUTOXeHHe KOMITLI0TepHOIt HH(pOPMAI[HH - 5TO CTHpaHHe ee B ITaMaTH DBM, ynanenue ¢
(H3HUECKHX HOCHTeNEH, a Takke HECAHKI[HOHHPOB aHHEIe H3MEHEHHS COCTARIISTIONIHX €€ JaHHEIX,
KapJIHHAJILHO MEHSIOIIe coflepkaHHe (HaIlpHuMep, BBeJleHHe JI0KHOI HH(popMaIlHH, 10 0aRIeHHe,
H3MeHeHHe, yaleHHe 3armceii). OqHOBpeMeHHBIH ITepeB o, HH(pOopMaIlHH Ha IPyTroi MaIlHHELIT
HOCHTEJIhL He CUHTAeTCSI B KOHTEKCTe YTOJIOBHOIO 3aKOHA YHHUTOKeHHEeM KOMITBLIOTepHOit HH(popMaIHi
JIMII B TOM CIIy4ae, €CJIH B Pe3YIbTaTe 3THX JIeHCTRHIL JOCTYII ITPaB OMEPHBIX IT0JIb30BaTeNei K
HH(pOPMAIIHH He 0Ka3aJIcs CYIeCTBEHHO 3aTPyIHEH IIHO0 HCKITFOUEH.

Mmerorasics y TOIB30BaTeNs BO3MOKHOCTh BOCCTAHOBHTE YHHUTO JKEHHYIO HH(POPMAIHIO C TTIOMOIIBIO
CPENCTB ITPOrPpaMMHOI0 00ecTIeUeHHS HIIH ITOJIYYHTh JaHHYI0 HH(OPMAIJHIO OT APYTOro IT0JIH30B aTellsd
He 0CBOOO0JKIaeT BHHOBHOIO OT OTBETCTBEHHOCTH.

YHHUTOXeHHeM HH(pOPMAI[HH He SBIIIETCS IlepeHMeHoBaHHe (paiiia, I7ie oHA COMEP KHTCS, a TaKiKe
caMmo Imo cebe apTOMaTHUeCKOe "BRITeCHeHHe" CTapRIX BepcHii (hafiiIoB MOCIEHIMI IT0 BpeMeHI.

BrioxmpoBaHHe KOMITBIOTEPHOI HH(OPMAIHH - 5TO HCKYCCTBEHHOE 3aTpyIHeHHe TOCTYIIa
IT0JIb30BaTeNIelt K KOMITEIOTepHOI HH(pOpMAaIHH, He CBI3aHHOE C €€ YHHUTO KeHHeM. J[pyTHMH CIIOBaMH,
5TO COBepIIeHHe ¢ HH(pOpMAaIHeH TefCTRHIL pe3yIhbTaToM KOTOPEIX SBIIIETCSA HEBO3MOKHOCTE
ITOJTYUEHHS HITH HCTIONB30BaHHE e€ IT0 Ha3HAYeHHIO ITPH ITOJTHOH COXPAHHOCTH caMoi HH(OPMAIIHH.

KommpoMmeTarpst HHdopMali, KaK MTpapHiIo, peaTH3yeTcs ITOCPET CTBOM BHeCEHH
HeCAHKITHOHHPOBAHHBIX H3MeHeHHIT B 023kl JaHHBIX, B pe3yJIbTaTe Yero ee IOTPeOHTeb BRIHY KIEH
00 OTKa3aThCI OT Hee, THO00 TPEATIPHHHMATH AOMOIHHTENBHBIC YCHIL AL BEUIBIICHIS H3MeHEeHHI H

NOKYMEHT FID,IJI'IMCAH B MNIB30BaHIA CI{DMTIPDMETHPDBHHHDH I{[-I(I)DPMEH_IIH{
SNEKTPOHHOW MNOAMUCKLIO '€PHBIX PEIIEeHHH CO BCEMH BEITEKAIOIITHMH
Ceptudumkat: . 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: le6ayxoea TateaHa AnekcaHgpoeHa

Nencreutened: ¢ 20.08.2021 no 20.08.2022
65



OTtka3 oT HHpOPMAIRH, B UACTHOCTH, HEITPH3HAHIe TPaH3aKI[MH (oIlepali B 0aHKe) COCTOHT B
HEeTIPI3HAHHH IToJTyuaTesIeM HIH OTIIpaBHTeIeM HH(pOpMAaIHH (PaKTOB ee MOIyUYeHHs HIH OTIIPpaRKH. B
YCIIOBHSIX MapKeTHHIOB O 1 eATeIIbHOCTH 3TO, B YaCTHOCTH, IT03BOJIIeT OHOI H3 CTOPOH pacToprark
3aKIFOUeHHEBIe (PHHAHCOBEIE COTTIalleHHs ""TeXHHUeCKHM" ITyTeM, (DOpMaIbHO He OTKA3hIBasICh OT HHX H
HAHOCS TeM CaMBLIM BTOPO# CTOpOHe 3HAUHTEeIbHEIT yIIepo.

MopndHKaIHsa KoOMITEI0TepHOIT HH(GOPMAITHH - 5TO BHECEHHE B Hee JIFOORIX H3MEHeHHH, KpoMe
CBSI3aHHEBIX ¢ afarnralreii mporpaMmel 4711 OBM 1 6a3sl JaHHBIX. AarTarps IIporpaMmMel 11 OBM
IJIH 0a3El JaHHBIX - «3TO BHECEHHe H3MEeHEHHIT, OCYIIeCTRIIIEMBIX HCKIIFOUHTEIILHO B IETIIX
oOecrieueHH:s (PYHKIHOHHPOBAHHS ITporpaMmel 4711 DBM 1 0a3sl JaHHBIX Ha KOHKPETHBIX
TeXHHUECKHX CpelCcTBax I0JIb30BaTelrsl HIH T10]] VIIPaRJIeHHeM KOHKPETHEIX IIPOorpaMM I10JIB3 0BATEIIsI»
(u.1 cr.1 3axona P® ot 23 cenradpa 1992 ropa "O mnpaporoit oxXpaHe IMporpaMm A 5JIEKT POHHBIX
BEIUHCIIMTEIILHEIX MAITHH H 0a3 JaHHEIX"). J[pyTHMH CJIOBaMH 5TO 03HAYaeT H3MEHEHHE €€ COJleP KaHIsI
II0 CpaBHEHHIO C TOiH HH(opMaleii, KoTopas ITepBOHAYAILHO (10 COBepIIIeH s JIesHIs) OblIa B
pacopsKeHHH coOCTBEeHHHKA HIIH 3aKOHHOIO TTOIL30BaTelIs.

Kormmporaniie KoMITbI0TEpHOIT HH(pOpMAI[HH - H3TOTORJIEHIE H YCTOHUMBOE 3arteyaTiIeHHe BTOPOro U
TTOCIIEMYIONTHX 5K3eMIUIIPOB 0a3kl JaHHLIX, (paiitop B mo0oii MaTepHanLHOIT hopMe, a TaKiKe HX 3aITHCh
Ha MAaIllTHHHBII HOCHTEIb, B ITaMsITh OBM.

OTka3 B 00CITyKHBaHHH ITpefI cTaBIgeT co00i BeckMa CyIeCTBEHHYIO H PacIlpOCTPaHEHHYIO YTPo3y,
HCTOYHHKOM KoTopoii smisgercs cama AUC. [TogoOHBIT 0TKa3 0cOOEHHO OIaceH B CHTYAIMAX, KOI/a
3aJIepKKa C IIpeOCTaRJIeHHeM PeCcypCcOB aDOHEHTY MOJKET ITPHBEeCTH K TSKEIIBIM JIJISI HETO
ITOCTIEICTBHAM. TaK, OTCYTCTBHE Y ITOIL30BaT eI JJaHHBIX, HeOOXOIHUMEIX JITII IIPHHATHS PellleHHs, B
TeueHIe IepHOoa, KOIla 3TO PellleHHe ellle MO KeT OBITE 3 (P(eKTHBHO peaslf30BaHO, MOXKeT CTaTh
IIPHYUHHOH €TI0 HepallHOHAIILHEIX JeHCTBHIA.

OCHOBHBIMH THITOBEIMH ITYTAMH HECAHKITHOHHP OBAHHOI'O JOCTVIIA K Ifﬂ{(i)DpMEllU{H:, ABJIATOT CAHL.

* - IlepexBaT 3JIEKTPOHHBIX H3JTyUeHHIT,

* - [IPHHYIHUTEILHOE AIIeKTPOMAarHHTHOEe 00IyueHHe (TTOACBeTKA) JIHHHIT CBS3H C IIeNIBI0
TTOJTYUEeHHS ITapa3HTHOH MOTYIIIIIHI,

* - IIpHMeHeHHe MO CIYIITHBAIOIHX YCTPOHCTR (3aKIaloK),

* - TUCTaHI[HOHHOe (poTorpadHpoOBaHIE;

* - IlepexBaT aKyCTHUYECKHX H3IyuUeHHIT H BOCCTaHOBJIEHHE TeKCTa ITPHHTEPA,

* - XHI[eHHe HOCHTeNeit HH(pOpMAaIHH H JOKyMeHTaIbHEIX OTXO/IOB,

* - YTeHHe OCTATOUHOIT HH(OPMAIHH B TIaMITH CHCTEMEI ITOCIIE BHITOIHEHHS
CaHKI[THOHHPOBAHHBIX 3aITPOCOB,;

* - KOIMPOBaHHe HOCHTeNei HH(pOpMAaIHH C IIpeojioJIEHIHeM Mep 3all[HThL,

* - MaCKHPOBKA ITOJ] 3apeTHCTPHPOBAHHOIO ITOIIL30BaTelld,

* - MHCTH(]HKAIHA (MACKHPOBKA ITOJT 3aIIPOCEI CHCTEMEI),

* - HCTIOIL30BAaHHE IIPOTrPaMMHEIX JIOBVIIEK,

* - HCTIOIB30BaHHE HEIOCTATKOB ST3LIKOB IPOrPaMMHPOBAHHSA H OIIEPAI[HOHHBIX CHCTEM,

* - BKIXOUeHHe B OHOIMOTEKH ITporpaMM CIIeIHAIFHEIX OIOKOB THIIA ""TpOSHCKIIT KOHB',

* - He3aKOHHOeE MMOJKIIIOUEHHE K armaparype H JIHHHAM CBST3H,

* - 3JIOYMBIOIUIEHHEIH BEIBOJ H3 CTPOS MEXaHH3MOB 3aIl[HTEI,

* - BHeJIpeHHe H HCIIOIF30BaHHe KOMITLIOTEPHEIX BHPYCOB.

HEDGKDI[IE*ID OTMETHTE, UTO DCDG}’IO OITACHOCTE B HACTOAIIN €C BPEMA ITPCI CTABJIACT ]'lpDGJIEMﬂ

ramm vy ra ey yer mvranw o v AR e
RORIMERT NONMEGAH IIPOTHB HHX pa’EpalSPTﬂTL He YIaJIOCh.
SNEKTPOHHOW MOAMUCHIO OITAFOT CS HaJl €KHOI OJIOKHPOBKE ITPH ITPABIIILHO
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Hmxe TIIEPCHHCIIAIOTCAH HaHOOIIee PacCIIpOCTPAHEHHEIC TEXHITYCCKIHEC YIPO3EL H IIPHYHHEIL, B PE3YIIETATC
KOTOPEIX OHH PEaJIH3YIOTCH.

* - HECAHKIIHOHHPOBAHHEIH JOCTYII K HH(POPMAIHOHHOH CHCTEME - TIPOHCXOIHT B PE3YIIHTATE
TTOTyYeHHsI HelleTaTbHBIM IT0JIL30BaTeleM JOCTyIIa K HH(pOopMAaI[HOHHOIT CHCTEME;

* - pacKpHITHEe JaHHEIX - HACTYIIAeT B pe3yiIbTaTe ITOIyUYEHHs JOCTyIIa K HH(OPMAI[HH IIH €€
YTEHHS YETTOBEKOM H BO3MOIKHOTO PACKPBITHA HM HH(GOPMAITHH CITyYaHHEIM HITH HaMep eHHEIM
oOpazom,

* - HECAHKI[HOHHPOBAHHAs MOJH(HKAIIHI JAHHEIX H ITPOrPaMM - BO3MOJXKHA B Pe3YIILTATE
MOTH(HKAITHH, yIaJIeHHsI HIH pa3pyIIeHHs YeJIOBeKOM I aHHEIX H ITPOrPpaMMHOI0 00ecIieueHHs
JTOKAJIbHBIX BEIUHCITHT €IILHEIX CeTell CIIyyYaiHBIM IIH HaMepeHHBIM 00pa3z oM,

* - pacKprITHe TpadHKa JIOKATLHEIX BEMHCIIHTEIBHEIX CEeTe - IMPOH30IIeT B pe3yILTaTe JOCTYIIA
K HH(pOopMaIHH HWIH ee UTeHHS YeIIOBEKOM H BO3MOJKHOT'O €€ pa3IJIaIlleH s CITyYaiHbIM HITH
HaMePEHHEIM 00pa3zoM Torja, Korjaa HHpOopMaIHs ITepeTaeTcs Yepe3 JIOKaIEHEIE
BEIUHCIIHTEIILHBIE CETH,

* - roaMeHa TpadHKa JIOKAILHEIX BEIUHCIHTEBHEIX CETelH - 5T0 ero HCIONIL30R aHHe JlerallbHBIM
criocoboM, KOoryia ITOSBIISTIOTCA COOOIIEHHS, HMEIOIIHE TaKOH BT, OYITO OHH ITOCTIAHEI
3aKOHHBIM 3asBJIEHHBEIM OTIIPABHTEJIEM, a HA CAMOM Jlejle 5TO He Tak,

* - HepabOTOCITOCOOHOCTH IOKATLHEIX BEIYHCIIHTEILHEIX CETE - 5TO CIIECTBHE OCYIIECTRIEHHS
yIPO3, KOTOpPEIE He TIO3RBOJBIIOT PECYpPCaM JIOKAJIbHBIX BEIUHCIHTEILHEIX ceTeil OLITh
CBOEBPEMEHHO JOCTYITHEIMH.

CriocoOBI BO3IefICTBHA YIPO3 Ha HH(OPMAaI[HOHHBIE 00BEKTEHI ITOTpa3/l eI TIIOTCA Ha!

* - HHpOPMAIHOHHEIE,
* - [IporpaMMHO-MaTeMaTHYeCKHE,

* - (3HUecKueE;
* - PaTHO3IIEKTPOHHEIE,
* - OpraHH3aI[HOHHO-IIPAR OBLIE.
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IIpakTHyeckoe 3anarue 8. Tema: «lIpeaBapure/ibHbBIA AHAIN3 HHPOPMAIHOHHO N
0e30MACHOCTH IpeaIpH sATH D

Iean padorbl: Hzyuums OeamenvHOCHIb ONHpeOeNeHHOIl Op2aHu3ayil il Hpoeechill
npeoeapuntebHblil AHanil ee UH@GOPMaylioHH oLl be301aACHOCHIIL.

TEﬂp ETHYUECKAH TACT Db

Opranuzaiuy, 0H3HEC KOTOPBIX BO MHOTOM 3aBHCHT OT HH() OPMAIHOHHOH C(p €pbl, AN JOCTHKEHHA LIETEH
OH3HECA JIOJKHBI ITOAACPKHUBATE HA HEOOXOAUMOM YpoBRHE cucTeMy obecnieuenns b (COHUE). COMb
MpencTaBiaaeT co00H COBOKYIIHOCTE alapaTHO-MPOrpPaMMHEBIX, TEXHHUECKHX H OPTraHU3alHOHHBIX 3alllHTHRIX
Mep (3M), pyHKIHOHHpYIOMUX Mo ynpaieHnemM CMHWE u mpoiieccoB oco3HaHuA B, HHHIMHPYIOMIUX H
oAzIepKHB a0 IHX J1eATENLHOCTL 10 MeHeqKMeHTY Hb.

Kenanue umeth COMB, afexkBaTHyo HeaaM b opraHu3alpy mo o0ecrneueHHI0 JOCTYIIHOCTH, LIEJTOCTHOCTH H
KOH(pHIAEHIHAILHOCTH HH(POPMAaILHOHHBIX aKTHBOB, IIPHBOIHT K CTPEMIEHHIO coBepieHCcTBOBaTh COHB.
CoBepuieHCTBOBaHHe, ynyuiieHne COHb Bo3MOKHO NP H YCIOBHH 3HAHHA COCTOAHHH XapaKTEPHCTHK H
IapaMeTPOB HCMOJIb3YyeEMbIX 3M, mpolieccoB MeHeAKMEHTA, 0co3HAHHUA 1B H MOHUMaHHS CTENEHH HX
COOTBETCTBHA TPeOYEMBIM pe3ynbTaTaM. IIoHATE 3TH acneKTsl COMDb MOXKHO TONBKO IO pe3yibTaTaM OLeHKH Hb
OpraHH3aliH, MOJTYUEHHOH C MOMOIIBI0 MOJIENH OLIEHKH b Ha OCHOBaHHH CBHIETENLCTB OLIEHKH, KDHTEPHER
OLIEHKH H C YUETOM KOHTEKCTA OLIEHKH.

Kpurepuu olleHKH — 3TO BCE TO, UTO MO3BOJIAET YCTAHOBHTEL 3HAUEHHA OLIEHKH /11 00BEKTA OLIEHKH. B KauecTBe
KpUTEpPHEB OLleHKH 1B MoryT Hcrojab3oBaThcd TpedoBanud Hb, npouenypel b, coueTanne TpeGOBaHHH H
npouenyp Hb, ypoBeHr HHBECTHIIHH, 3aTpaT Ha Hb.

K ceupeTenbscTBaM olleHKH b 0THOCATCA 3alHCH, H3I0KEHHE (PaKTOB HIH JIro0asd HHpopMaliysi, KoTopas HMEET
OTHOINIEHHE K KpHUTEPHAM olieHKH Mb U MoKeT OBbITE NMpoBepeHa. TaKUMH CBHIETENLCTBAMH OIleHKH b MoryT
OBITh JJOKA3aTENLCTBA BHINOJHAEMOH H BBITOJIHEHHOH JAEATEILHOCTH I10 o0ecreueHH I1b B BHI€ OTUETHBIX,
HOPMATHR HBIX, paclopAAHTENbHBIX JOKYMEHTOB, PE3YILTATOB OIPOCOR, HAOIIOCHHH.

KoHnrekcT onieHkH b 00beqHHAET 1IEIH H Ha3HaueHHe olleHKH HB, BHJT olleHKH (HE3aBHCHMAS OLICHKA,
CaMOOILIEHKA), 00BEKT H 00/1acTH OLEHKH b, orpaHHUEeHHA OLIEHKH H POJIH.

Mopens oneHku b onpenenseT cepy OLEHKH, OTpaKarwMy KOHTEKCT olleHKH b B paMKax KpHUTEpHA OLEHKH
UB, oto0paxeHue H rpeodpa3oBaHHE OLUEHKH B ITapaMeTpbl 00bEKTA OLIEHKH, a TAK/KE YCTaHABIHBAET
oKa3aTeny, ooecneunBaronipe oeHKy Hb B cepe oleHKH.

B oGmem BHIE npolecc npoBeaeHs olieHKH HB (puCcyHOK 1) NpecTaBeH 0CHOBHBIMH KOMITOHEHTAMH
MpoLIECCa: KOHTEKCT, CBHJIETENbCTBA, KDHTEPHH H MOJEbL OIIEHKH — HE0OXOIHMBIMH JJI1 pealli3aliH Mpolecca
OLIEHKH.

Ouenka Hb 3aknoyaeTcs B EI:IpH,ﬁDTI{E: OOECHOYHOI'O CYANCHHA OTHOCHTCIIBHO IIPHIOJHOCTH (BpﬂHDCTII)
[IPpOOECCOB oO0ecneueHus b, aeKBaTHOCTH HCIIOJIB3YEMBIX 3allIHTHRIX MC]P HITH HEHﬁCDDﬁpH?HDCTII
(,HDC'IHTD'—IHDCTII) HHB €CTHIIHI ('RHT[)H,T) 71 o0ecreueHHsI HeoOX0qHMOTO YPOBHA Hb Ha OCHORBRE H3MCPCHHA H
OUCHHB AHHA KPHTHHCCKHX 3JICMCHTOB (qlﬂETDpDB) 00BEKTA OLIEHKH.

AOKYMEHT NoannMcAH
SNEKTPOHHOW NOAMUCHIO
Ceptudurkar: 12000002A633E3D113AD425FBS50002000002A6
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Hapsany ¢ BaKHEAMNM Ha3HaUEHHEM OLIeHKH 1B — co3gaHne HH(p opMallHOHHOM NOTPeOHOCTH A
COBepHIeHCTBORaHHA b, B03MOKHEI H APYTHE LIETH NMpoBefieHHa olleHKH Hb, TakHe Kak:

— OTIPEJIENIEHHE CTEMEHH COOTBETCTBHA YCTAHOBJIEHHBIM KPHTEPHAM OTAENLHBIX o0nacTel obecneueHus b,
nporeccoB obecneueHus Hb, 3alUTHRIX Mep;

— BBIABJICHHEC BJIHAHHA KPHTHYUCCKHX 3JICMCHTOB ((bH,IE'I‘DpDE) H HX coueTaHusd Ha b OpraHH3allHH,

— CPABHEHHC 3PCIIOCTH PA3JIHYHBIX IIPOLHECCOR obecrnieuenus Hb u CPABHCHHEC CTCIICHH COOTBCTCTEHA Pa3JIHMHHBIX
3AHTHBIX MEP YCTaHOBJICHHBIM TpﬁﬁDEHHIIHM.

PE'E}U’ILTH,TLI onieHkH Hb OpraHH3alHH MOTYT TAak:E HCIIOJIB30BATHCA BHIIHTepﬂEDBHHHDﬁ CTDpDHDﬁ AJIA
CPAaBHCHHA YPOBHA Hb DpFHHII?HU,IIfI C OJJHHAKOBBIM OH3HECOM H COIIOCTABHMBIM MACIIITA00M.

Crioco0 oneHKH b 1mo 3TajoHy CBOJHTCA K CPaBHEHHIO JeATENLHOCTH H Mep Mo oOecreueHHo b opraHuszaiiim
C TpeOOB aHHUAMH, 3aKpEIUIEHHBIMH B 3TaJIoHE. 110 CYTH Jiena NPOBOJAHTCA OLieHKA cooTBeTCTBHA COMb
OpraHu3alllH YCTaHOBJIEHHOMY 3TaloHy. [Toa olieHKOH cooTRETCTBHA b opraHu3alHi yCTaHOBJIEHHBIM
KPUTEPHAM ITIOHUMAETCH JEATENLHOCTh, CBA3aHHAA C MIPAMBIM HIH KOCBEHHBIM OIpPE]ENEHHEM BbIMOJIHEHHA HIIH
HEBBINIOJIHEHHA COOTBETCTBYIOIIMX TpeOoBaHuii I1b B opranuzanuu. C MOMOIIBIO OLEHKH COOTBETCTRHA b
H3MEPAETCA MPAaBUILHOCTE PeaTH3al[HH MPOIECCOB CHCTEMEI o0ecnieueHud I1b opraHuzanuu u
HIIEHTHPHIHPYIOTCA HEJOCTATKH TAKOI peaiH3aliiH.

B pesynbTaTe mpoBeneHusa oneHKH b gomkHa 6bITh CPOpMHPORaHA OIIEHKA CTENEHH COOTBETCTRHA COMB
3TAJIOHY, B KAUECTBE KOTOPOr0 MOTYT OBITh IPHHATHI (B COBOKYIIHOCTH H OTZENBHO):

— TpeOoBaHHA 3aKoHoAaTeNnbCTBA Poccuiickoil @enepaiiuu B odnactH IHb;
— oTpaciieBbie TpebGoBaHHA 1Mo obecneueHHo Hb;

— TpeOOBaHHA HOPMATHBHbBIX, METOJIHUECKHX H OPraHH3alMOHHO-PACIIOPAUTEIBHBIX JOKYMEHTOB I10
o0ecrneuenHio Hb;

— T‘[)EGDEH,HIIH HAOHOHAJIBHBIX H MCAIVHAPOIHBIX CTAHIAPTOB B obnactu Hb.

OCHOBHBIE 3Tallbl OI[EHKH HH(OPMALIHOHHOH 5€30MaCHOCTH 110 3TAJIOHY BKJIIOUAIOT BHIGOP 3TalOHA H
(opMHpOBaHHE HA €10 OCHOBE KpUTEPHEB OLieHKN B, c60p CBHAETENLCTRB OI[EHKH H H3MEPEHHE KPHTHUECKHX
3JIEMEHTOR ((paKTOpoB) 00BEKTA OLIEHKH, popMHpOBaHHE OLIEHKH HE.

Puck-opHeHTHpOBaHHAA olicHKa Fb opraHu3alfu NpeacTaBIsdeT co00H crnocol OLEHKH, IPH KOTOPOM
paccMaTpHBawTca puckH HbB, Bo3HHKaIOIHE B HHPOPMALIHOHHOI cpepe opraHH3allHH, H COTIOCTABJIAOTCA
CylecTRYomHe puckd b H npuHHMaeMbIe MEpHI 110 HX 00paboTKe. B pe3ynbTaTe JoJIKHA ObITh CHOPMHPOBAHA
OLIEHKA CIIOCOOHOCTH OpraHH3aliy 3Q(EKTHBHO YVIIPABIATh pUcKaMu Hb 1A TOCTH/KEHUA CBOUX LETIEH.

OCHOBHBIE 3Talbl PHCK-OPHEHTHPOBAHHOI OLIEHKH HH(POPMAIIHOHHOI 0€30IaCHOCTH BKIIOUAKT HAEHTH(HKALHIO
puckoB b, onpeneneHue afekBaTHBIX MPOIECCOB MEHEKMEHTA PHCKOB H KJIIOUERBIX HHHKAaTOPOB pHCKOB Hb,
(opMHpOBaHHE HAa HX OCHOBE KpHTEPHER OlleHKH B, cO0p CBUIETENBCTR OLEHKH H H3MEPEHHE PHUCK-(PaKTOPOB,
(popmuporanue oueHk Mb.

Crioco0 oreHKH b Ha 0CHOBE 3KOHOMHUECKHX IT0KA3aTeNeH OIICPHPYCET IMOHATHBIMH IJIA OH3HECA dPIr'yMCHTaMH
0 HEOOXOHMOCTH O0ECIIEUEHHA H COBCPIICHCTE OB aHHA Hb. ﬂl’lﬂ IPOBCACHHA OLHCHKH B KAYCCTBC KPHTCPHCB

3ppexkTuBHOCTH COMB HCIONb3YIOTCA, HAPUMED, [2], MOKa3aTENnH COBOKYITHOI CTOUMOCTH BiazieHHA (Total
Cost of Ownership — TCO).

[Tox mokazatenem TCO moHAMAETCA CyMMa NPAMBIX H KOCBEHHBIX 3aTpaT Ha BHEAPEHHE, IKCIUTYaTalHI H
conporoskaeHne COUE. IToy nmpAMBIMH 3aTpaTaMH TIOHUMAKTCS BCE MATEPHAJIbHBIE 3aTPaThl, TAKHE KaK MOKYIIKA
0GOpYA0BaHHA H MPOTPaMMHOT0 0GECIIEUEHHS, TPYA03aTPAThl COOTBETCTBYIOIUX KATETOPHIil COTPYHHKOB.
KoCBREHHBIMH ABJIAOTCA BCE 3aTpaThl Ha o6cayxkuraHne COWB, a Takke NOTEPH OT MPON30MEANIHX HHI[UACHTOR.
CGOop H aHAIN3 CTATHCTHKH [0 CTPYKTYPE NPAMBIX H KOCBEHHBIX 3aTpaT [IPOBOAMTCSA, KaK MPABHIIO, B TEUEHHE
rofia. IloiydeHHbIE JaHHBIE OLIEHHBAIOTCA TI0 PAY KPUTEPHEB ¢ MokazaTenami TCO aHaJOTHYHBIX OpraHH3aliHii
OTpacIIH.

[OKYMEHT MOAMMCAH |
SNEKTPOHHOI rnoanuchbio ATPATEI HA IIH(l]DpMﬂL[IIDHH}’TD 0€30I1aCHOCTE H

Ceprudbikar ~ 12000002A633E3D113AD425FR50002000002A6 ', 4 TAKGKE YIIPABJIATh 3aTpaTaMH IJIA NOCTHARCHHA
Bnageneyn: LeBayxoea TatbaHa AnekcaHapoBHa
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OCHOBHBIE 3Tanbl OLEHKH 3P pekTHRHOCTH COHB Ha ocHoBe MojiesiH TCO BKIKOUYAKT COOp JJaHHBIX O TEKYILIEM
ypoBHe TCO, aHanuz obnactel obecneueHus b, Bei6op cpaB HHMOH MoielH TCO B KaUeCcTBe KPHTEPHA OLIEHKH,
CpaBHEHHE MOKa3aTeNeil c KPUTEPHEM OLIEHKH, (popmHpoBaHHE oLieHKH HE.

OnHaKo 3TOT Croco0 OLIEHKH TPEOYET co3manuA o01eil HH(pOpMaI[HOHHOI 0a3bl JaHHBIX 00 3¢ PEKTHBHOCTH
COHMb opranuzaiui cxoero 0H3Heca H NOCTOAHHOH MOAMEPKKH 0a3bl JAHHBIX B AKTYaJIbHOM COCTOAHHH. Takoe
HH(pOPMAILIHOHHOE B3aHMOJIEIICTR HE OpraHH3allHiil, KaK IpaBHII0, HE COOTBETCTBYET LIEJIM On3Heca. [loaTomy
onieHka b Ha ocHoBe nmoka3ateya TCO npakTHUECKH HEe IPHMEHAETCS.

Hanee paccMoTpHM mnofpoOHee crocol olieHKH b Ha 0CHOBE 3TalloHA H CII0CO0 PHCK-OPHEHTHPOBAHHOH OLIEHKH
H1B.

IIpouecc oueHKH MH(pOPMALIIOHHOI 0€30IaCHOCTH

OcCHOBHBIE JIEMEHTbI nmponecca oncHKkH
HpDHE:EC oleHKH b BKIHOYAET CIIEAVIOIIHE 3JICEMCHTEI IIPOBCACHHA OLCHKH.

— KOHTEKCT OLIEHKH, KOTOPHIH OMPEENAET BXOAHBIE JaHHBIE: LIEIH H Ha3HAUEHHE OlleHKH B, BH OLIEHKH
(He3aBHCHMasA OLIEHKA, CAMOOLIEHKA), 00bEKT H 00/1aCTH oLleHKH 1B, orpaHHUEHHA OLEHKH H POJIH,;

— KPUTEPHH OLIEHKH;
— MOJIEJIL OLICHKH;

— MCPOIIPHATHA IIpoHECCa OLCHKH: CﬁDp CEHJICTCIIBCTE OLNCHKH H IMPOBCPKA HX JOCTOBCPHOCTH, H3MCPCHHE H
OOCHHBE AHHC ﬂ'IpIIﬁ}”TDE 00BEKTA OLIEHKH,

— BBIXOJIHBIE JJaHHBIE OLIEHKH.
OCHOBHBIE 3JIEMEHTHI Tpolriecca olleHKH 1B [3 ]| mpeacTaBieHbl Ha PUCYHKE 3 B BHJIE MPOLIECCHOIH MOZEIH.

[Ipexe ueM pacCMOTPETh 0COOEHHOCTH cITOC0o00B olleHKH b opraHuszaiiy, Heo 0X0HMO OMUCaTh 00IIHE A1
n1000ii olleHKH b KOMIIOHEHTHI: KOHTEKCT OLIEHKH, COOP CBHAETENLCTB OLIEHKH H MPOBEPKA HX JOCTOBEPHOCTH,
H3MEPEHHE H OLICHHBAHHE aTPHOYTOB IPH MPOBEIEHHH OIEHKH Pa3THYHOTO BHIAa (HE3aBUCHMAsA OLIEHKA,
CaMOOLIEHKA) H BLIXOJIHBIE TaHHBIE OLIEHKH. MoIenb OLEHKH H KPUTEPHH OLIEHKH, OIPENENAINHE 0COOEHHOCTH
CIIoco00B OLIEHKH, OYZIYT pacCMOTPEHBI B IPYTHX pa3fieax.

KoHTeKCT OIleHKH HH(l]ﬂpMﬂl_lHﬂHHﬂﬁ 0€30MaCHOCTH Opramusanuu

KonrekcT oneHky b BKIHOUYAET LETH H Ha3HAaUueHHe olleHKH B, BH olleHKH, 00LEKT H 001acTH olleHKH b,
OTpaHHYEHHS OLEHKH, POJIH.

K ponsM, y4acTBYIOIIHM B peasii3alii Mpolecca OLEHKH, OTHOCATCSA OpPraHU3aTOpP, AHATHTHK, PYKOBOJIHTENb
TPYTINBI OIIEHKH, OLEHINHK, BJIajelel] aKTHROB, MTPEICTaBHTEIL 00bEKTa OLEHKH.

OpraHuzatop (3aka34ukK) oleHkH 1B (popMHPYET 1I€Nb OLIEHKH (COBEPIIEHCTBOBAHHE 00BEKTA OLIEHKH,
OMpEZICIEHHE COOTBETCTBHA 00BEKTA OLIEHKH YCTAHOBJIEHHBIM KPHTEPHAM H T.JI.) H ONMPEJENAET KPHTEPHIl
OLIEHKH, 0OBEKT U 00J1aCTh OLIEHKH. [To1 opraHH3aToOpOM OLIEHKH MOHHMAETCA JIMIIO HIIH OpraHH3aLiks,
ABJIAKOIIHECT BHYTPEHHHMH HJIH BHEIIHHMH 10 OTHOLIEHHIO K OLIEHHBAEMOMY 00BEKTY OLIEHKH, KOTOPHIE
OPTraHU3YIOT MPOBEAEHHS OLIEHKH H MPETOCTABIAIOT (PHHAHCOBBIE H JIPYTHE PECYPCHI, HEOOXOTHMBIE 1JIA €€
npoBeeHuss. OpraHu3aTop AOKEH 00€CTIEUHTD OCTYII TPYIIIbI OIEHKH (PYKOBOJHTENDb MPYIIIIBI OLIEHKH,
OLIEHIHK) K aKTHRaM 00bEKTa OLIEHKH J7I H3YUEHH, K IEPCOHANY J17IA TPOBEIEHHA ONMPOCOR, K
HHPPACTPYKTYpE, HEOGXOANMOIi BO BpEMA OLIEHUBAHHA. XO0TA PYKOBOACTBO 06 BEKTA OLIEHKH HAIIPAMYH HE
HMEET HUKAKHX KOHKPETHBIX 00A3aHHOCTEN 110 NPOBEIEHHIO OLICHHBAHHUSA, 0CO3HAHHE BaKHOCTH OLIEHKH HMEET
OUEHb 0OJIBINOE 3HAYEHHE. DTO 0COGEHHO aKTYyaJlbHO B TOM CIIy4ae€, KOI7[a OPraHH3aTop OLIEHKH HE SABJIAETCS
UJIEHOM PYKOBOJICTBA 00BEKTA OL[EHKH.

ITo 3dBCPHICHHH OLHCHKH OPTaHH3ATOpP MEPEHACT OTHCTHRIC JOKYMEHTERI 110 OLUCHKC 3dHHTCPCCOBAHHBIM CTOPOHAM
IJIA HCIIOJIb30BAHHA HX B COOTBETCTBHH C 3aABJIEHHO LIEJIBIO OLIEHKH.

NOKYMEHT NMoanncAH
SNEKTPOHHON noarnvceio <JIb OUCHKH H OMPEOCIIACT METOOHYCCKOC H
Ceprudmrar: 1 12000002A633E3D113AD425FBS0002000002A6 AHHBIE 11 OLEHKH. AHAIHTHK OLIEHKH AHAITH3HPYET
Enageneu; lLiebayxopa Tateava AnekcaHgpaBHa 10 PE3yIbTaTaM OLIEHKH HE.
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PYKOBOJIHTEND IPYIIILI OLEHKH H OLEHIHK H3MEPAIOT H OLIEHHBAIOT CBHUAETENLCTBA OLIEHKH, MPETOCTABIEHHbIE
BJIaJI€NbIIAMH aKTHBOB, H (DOPMHPVIOT PE3YJILTATHI OLIEHKH. PYKOROIHTENb TPYIIIILI JOJIKEH PACTIPEACTHTD
OTBETCTBEHHOCTh MEKY WIECHAMH I'PYIIILI 34 OLEHHBAHHE KOHKPETHLIX MPOLIECCOB, MOApa3elIEH I, o0nacTel
HJIH BHJIOB J€ATEIBHOCTH 00bEKTA OLIEHKH. TaKkoe pacipeeneHue JOKHO YUHTLBATE NOTPEOHOCTE B
HE3aBHCHMOCTH, KOMITETEHTHOCTH CNEI[HAIHCTOR 10 OLIEHKE H PE3YIHTATHBHOM HCIOIb30BAHHH PECYPCOB.
MeponpHsaTHA 0 H3MEPEHHIO H OLIEHHBAHHUIO BBIMOTHAKTCH HCKIIOUHTEIBHO PYKOBOHTEIEM IPYIINLI OLIEHKH U
OLIEHIHKOM, BXOAIIUMH B TPYIITY OLEHKH. J[pyroii nepcoHan (MmpeacTaBUTENb 00bEKTA OLIEHKH, TEXHHUECKHIT
3KCIIEPT) MOJKET YUAaCTBOBATh B Pab0TE IPYIIILI OLIEHKH 1A 00€CIIeUEHHS CIIEHATH3UPORAHHBIX 3HAHHI HIIH
KOHCYJIbTAlLlHiA. OHH MOTYT 00CYAJaTh C OLICHIIUKOM (DOPMYIHPOBKH CYKIEHHIl, HO HE OVAYT HECTH
OTBETCTBEHHOCTh 32 OKOHYATENbHYIO OLIEHKY.

BaKHBIM acIlEKTOM IIPH OINPCACICHHH KOHTCKCTA OLUCHKH ABJIACTCA BH]] OLHCHKH. HC3aBHCHMAA HIIH CAMOOILICHKA.
B 3aBHCHMOCTH OT BHJjA OLIEHKH PA3IHYACTCA OTHOIMICHHE pDHE:ﬁ Iponccca OHEHKH H 00BEKTA OLIEHKH.

HezapHcHMas OLi€HKA OCTHIAETCA IYTEM IIPOBCICHHA OLICHKH F[]}’T[HDfI OOCHEKH, YJICHEI I{DTDpDﬁ HC3AaBEHCHMEI OT
00BEKTA OLIEHKH. OpFﬂHII?ﬂTDp OLIEHKH MOJKET OTHOCHTLCA K TOH XKE OpraHH3allHH, K I{DTDprI OTHOCHTCS O0OBEKT
OLIEHKH, HO HE 0053aTEIbHO K OLHCHHBACMOMY DﬁLEI{T}’ OLIEHKH. CTENEHbh HE3aB HCHMOCTH MOKET BAPbHPOBATECAH
B COOTBETCTBHH C LIETTEI0 H 00JaCThIO OLIEHKH. B CIIYVHAC BHCIIHCIO OPraHH3aTOpPa OLCHKH IIPCATOIaracTtcA
HAJIHYHC B3aHMHOTO COITIAICHHA MCATY OPraHH3aTOPOM OLICHKH H DpFﬂHII?ﬂU,IIEfI, K I{DTDpDﬁ OTHOCHTCS O0OBEKT
OLCHEKH. HPEI[CTHBIITEHL 00BEKTA OLICHKH IPHHHMACT YHAaCTHC B QJDPMII[)DEHHIIII CEHOCTCIIECTE OLICHKH,
o0ecleyHBaeT B3aHMOIEHCTBHE I'PYIIIBEI OUCHKH C BJIAJCIIBIIAMH aKTHBOB. Hx YUHACTHC B MMPOBCICHHH OLICHKH
HAC€T BO3MOAKHOCTDE OIPEICIIHTE H YHECTh 0COOEHHOCTH 00bEKTa OLIEHKH, 00€CIIEUHTh JOCTOBEPHOCTE
PE3IVILTATOE OLCHKH.

CaMOOIIEHKA BEITNIOJIHAETCA OpraHu3alien ¢ Lenblo OlleHKH coO0cTBeHHOH COMb. OpranusaTop caMoOlleHKH
OOBIUHO BXOJHT B COCTaB 00BEKTA OLIEHKH, KAK H UJIEHBI TPYIIIEI OLIEHKH.

O01acTh OLIEHKH MOKET BKIIOUATh, HAIPHMEDP, OOHH HJIH HECKOJLKO MPOLIECCOB 00BEKTA OLIEHKH, HATPHMED,
OpraHH3aTOP MOJKET COCPEAOTOUHTHL BHHMAHHE HAa OJJHOM HIIH HECKOJIBKHX KPHTHUYECKHX MPOIeCccaxX H/IIH
3AIIUTHBIX Mepax. BeIGop 00beKTa OLEHKH JIOJKEH OTpaKaTh HAMEUEHHOE HCIT0Ib30BAHHE OPraHH3aTOPOM
BBIXOJIHBIX JAHHBIX OLlEHKH. Hanpumep, eciii BLIXOHBIE JAaHHbIE NPETHA3HAUEHEI /11 HCIIOIb30BaHHA MPH
COBEPIIEHCTBOBAHHH JIeATENLHOCTH 10 o0ecneueHHo Hb, To 001acTh OLIEHKH JTOJIKHA COOTBETCTBOBATE 00JIACTH
HaMeUeHHEIX padoT 10 COBEPIIEHCTRBOBAHHIO. OOIaCTE OLIEHKH MOJKET OBITE JIIOOOH: OT OTAEILHOI'O Mpollecca J10
BCEH OpraHu3alii. B KOHTEKCTE OLIEHKH IO KHO OBITE MPENICTABIEHO0 MOJpoOHOE ONMHCaHHE 00hEKTa OLIEHKH,
BKJIIOYAIOIIEE pa3zMepbl 00bEKTA OLIEHKH, 00/1aCTh MPUMEHEHHUA NPOYKTOR HJIH YCIYT 00bEKTA OLIEHKH,
OCHOBHBIE XapaKTEPHCTHKH (HAITPUMEP, 00BEM, KPUHTHYHOCTD, CI0KHOCTh H KAUECTBO) MPOAYKTOB HIH YCIYT
00BLEKTA OLIEHKH.

K orpaHHueHHSAM OLIEHKH MOKHO OTHECTH BO3MOKHYI0 HEJJOCTYITHOCTh OCHOBHBIX aKTHBOB, HCIIOJIb3YEMBIX B
0OBIYHOI JIENOBOIT AEATEILHOCTH OpraHH3aIHH;, HEJJOCTATOUHBIH BpEMEHHOI HHTEPBAJI, BBIACIICHHBII JI7Is
MPOBEACHHA OIICHHBAHHUA, HEOOXOAHMOCTb HCKIIOUEHHS OMPEEIEHHBIX YacTell 00bEKTa OLIEHKH H3-3a CTaJJHH
JKH3HEHHOTO IuKIa. Kpome Toro, MoryT GbITh HAJIOKEHbI OTPAHHUEHHA HA KOJTHUECTRO H BH JAHHBIX, KOTOPLIE
TIOJTKHBI ObITh COOpaHbI H H3YUCHBL.

CD,[[EP}I{H,HIIE KOHTEKCTA OLIEHKH JOJIHO OBITh COrJIAaCOBAHO PYKOBOOHTCICM I'PYIINEI OHCHKH C OPTaHH3aTOPOM H
YIIOITHOMOYCHHBIM IIPEACTAR HTCIIEM 00BEKTA OLIEHKH H 3aJOKYMCHTHPOBAHO 10 HaYdalla IIpoHccca OLICHKH.
(I:'III{CII[)DBE,HIIE KOHTCKCTaA OLCHKH BaskHO, TAK KaK OH COOCPHT HCXOHEIC JJICMCHTEI IIPOLHCCCA OLNCHKH.

Bo BpeMs BBINOIHEHHA OLIEHKH MOTYT IIPOHCXOAHTh H3MEHEHHA B KOHTEKCTE OLIEHKH. [ I3MEHEHHUA JTOJIKHBI ObITh
0100pEHBI OPraHH3aTOPOM OLIEHKH H YIIOJIHOMOUEHHBIM IPEACTaBHTENIEM 00bEKTA OLIEHKH. ECIH 3TH H3MEHEHHSA
OKa3bIBAKOT BIHAHHE HA BPEMEHHOI rpa)UK H peCYpChI MPOBEAEHHUSA OLEHKH, TO ILTAHUPOBAHHE OIEHKH J[OJIKHO
GbITh COOTBETCTBYIOIIUM 00pa30M IEPECMOTPEHO.

MEpﬂl’lpHHT HHA H BBIX0AHbIC JaHHbLIC IIPpoHecCca oncHKN
Cﬁﬂp CBHIETEJIBCTE OIIEHKH H ITPOBEPKa MX TOCTOBEPHOCTH.

HaszHaueHne MCPOIIPHATHA: Eﬁﬂp CBHJIETEJILCTB OLIEHKH C COOIIOJEHHEM YEJ'IDEIIﬁ o0ecrneueHHs ,[[DETDBBPHDﬁ

NOKYMEHT NMOANMWUCAH
SNEKTPOHHOWM NOANMUCHIO
Cepridukar: | 12000002A633E3D113AD425FB50002000002A6 MOIIBI0 BHYTPEHHErO U BHEIIHEro ayyiuta B. B [4]
Bnagenely; | le6ayxosal Tatsnna AnekcanaposHa AbIH H TOKYMEHTHPYEMBIH MPOLIECC MOMTYUEHH
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opraHH3aIii KpuTepHeR 1B, a Takke AOMyCKAOIMIHI BO3MOKHOCTh (POPMHPOBAHHA PO (PECCHOHATIBHOTO
ayIUTOPCKOro CYKIeHHA 00 HHpOPMAI[HOHHOI 6€30MaCHOCTH OpraHH3alHH.

HeoO0xoguMbIMH YCIIOBHAMH 00€ecTieUeHHs JOCTOBEPHO olleHKH b mpH NpoBeneHuH ayiHTa ABJIA0 TCA:
— HCIOJIb30BaHHE JTOBEPEHHOTO MPOLECCa ayIHTa H COOMIOAEHHE OCHOBHBIX MTPHHITUIIOB ayHTA;

— MEHEIKMEHT IMporpaMMel ayaura b,

— HCII0JIb30BaHHE HAHOO0JIEE JIOCTOB EPHBIX HCTOUHHKOB CBHIETENLCTB OLEHKH;

— onpeeneHHe o0beMa BEIOOPKH C YUETOM 3aJaHHO JOCTOBEPHOCTH CBHJIETENLCTB OLEHKH,

— Y4ET (paKTOPOB, BIHAIIMIUX HA aYIUTOPCKHI PHUCK, C LENbK CHHKEHHA ayJHTOPCKOTO pHCKA.

JoBepeHHEIi npoliecc ayauta Mb gomkeH oTBeuarh TpeOOBAHHAM MPHHATOrO B OpraHH3al[HH HOPMAaTHB HOT'O
JOKYMEHTa, OMMHCHIBaIOIIEero npoliecc aygurta b, nubdo TpeGoBaHHAM IIPH3HABAEMOT0 COOOIIECTEOM
MEAKTYHAPOOHOIO (HalHOHATLHOT0) HOPMATHBHOTO JJTOKYMEHTA (CTaHAApTa, pEKOMEHAIHH). Takum

HOPMATHR HEIM JJOKYMEHTOM [1J1d 6aHKOB cKoil cucTeMbl PO apiaserca CTO bBP MbbC-1.1-2007 «O06ecneueHne
HH(pOpMAaLIHOHHOH 0€30MaCHOCTH OpraHH3alHii 0aHKOBCKOI cucTeMbl Poccuiickoii demepani. AyauT
HH(pOpMaIHOHHOH 0€30MMacCHOCTHY, IPHHATHII H BBEIEHHEIII B ieficTBHE Pacnopsa:keHneM baHka Poccun ot 28
anpend 2007 roga NeP-345. B ctaHmapTe H310KeHbI IPHHIHIILI IPOBeNieHHA ayauTa b opraHusanuy, onucaHa
IOCIENOBATENLHOCTE 3TAMOB NMPOBeNIeHHA ayguTa b, ycTaHOBIEHbI TpeOOBaHHA K 3TanaM MpoBeJIeHHd ayauTa
b opraHu3aliil 4 K B3aHMOOTHOIIEHHAM IPEICTaBUTENEH ayJHTOPCKOH OpraHu3aliii ¢ NPEJICTABUTEIAMH
IIPOB EPAEMOI OpraHH3aIHH.

B CTO BEP UBEBC-1.1-2007 u310kKeHO TaKKe cojiepkaHue MmporpamMmel ayauTa Mb, BKiodar e 1eaTeIbHOCTD,
HeoOXO0JHMYIO JIJIA IJIAHHPOBAHHA H OpraHH3al[HH OMPEEIEHHOTO KOMHUECTRBA H BHJIa ayJHTOR H 00ecTieueHHA
HX pecypcami, HE0OXOOUMBIMH 1715 3 (()EKTHBHOTO H PE3YIbTATHBHOTO IPOBENEHHA AYIUTOR B 3a/laHHBIE CPOKH.
B cTtaHzapTe onpeneaeHsl NpoLeaypbl MEHEIKMEHTA MporpaMMel ayauTa b, HanipaBiIeHHbIe HA KOHTPOJIb
BHeZIpeHHA nporpaMmMel ayauTa b, aHamu3 qocTi:KeHHA 1eseil nporpamMmel ayauta b H onpeeneHue
BO3MOKHOCTEH /11 €€ COBEPIUEHCTROBaHHA. COBEPIIEHCTBOBaHNE MMporpaMmel ayauTa b cocTout B
ONpeeeHHH KOPP EKTHPYIOMINX H MPEB €EHTHBHLIX JIEHCTBHH M0 COBEPINIEHCTBOBAHHIO MTporpamMMel ayauTta Hb,
BKJIIOUAKOIIHX B ce0A MEPECMOTP H KOPPEKTHPOBKY CPOKOB NpoBeAeHHA ayAuToBR I1b H HEOOXOHMBIX PECYPCOB,
YIYUIIEHHE METOJOB MOJATOTOBKH CBHAETENLCTB ayauTa Hb.

K 0CHOBHBIM IIPHHIUIIAM [TpoBeieHuA ayauTa b [S] oTHoCATCA:
— He3aBHCHMOCTE ayauTa Hb.

Ayauropsl (IrpyIina OUeHKH) HE3aB HCHMBI B CBOEH ACATEILHOCTH H HEOTB ETCTBEHHBI 3a JIEATEIBHOCTh, KOTOpas
noarepraerca ayaury 5. HezaBHCHMOCTD ABJIAETCA OCHOBAHHEM JIJ1A OECIPHCTPACTHOCTH IIPH IMPOB EEHHH
ayaura 116 1 00b€KTHBHOCTH MPH (POPMHPOBAHHH 3aKJIIOUEHHS 110 pe3ynbTaTaM ayauTa Hb;

— nonHoTa ayguTa Hb.

Avyaurt b gomxeH oxpaThBaTh BCe 00JacTH ayauTa I1b, COOTBETCTBYIOMINE LIENH OLIEHKH. KpoMeE TOro, IOJIHOTA
aynura Hb onpenendgeTcsa JOCTaTOUHOCTEIO 3aTPEOOBAHHBIX H NMPETOCTABIEHHBIX MATEPHATIOB, JJOKYMEHTOB H
YPOBHEM HX COOTBETCTBHS MOCTABJIEHHBIM 3a1auaM. I1omHoTa ayquTa b aBisgerca HEOOXOAUMBIM YCIIOBHEM 1A
(opmHpoBaHHA 00bEKTHRHBIX 3aKIHOUYEHHI 110 pe3ynbTaTaM olieHKH HB;

— OLCHKA Ha OCHOBC CEHICTCILCTE ayIHTA HB.

lel HEPHOIHYCCKOM IIPOBCICHHH dVIHTA Wb olieHKa Ha OCHOBE CBHJIETEJILCTB dyIHTa Wb saensgeTca
€IHHCTBEHHBIM CIIOCO00M, IM03BOIAOIIHM [TIOJTYUHTE IIOBTOPACMOC 3aKTIOHCHHE I10 PE3VIIETATAM ayIHTA HB, uto
[TIOBRIMIACT NOBCPHE K TAKOMY 3aKJIIOHCHHID. ﬂﬂﬂ INOBTOPACMOCTH 3aKJIIOHUCHHA CEHICTCIBCTEA aYVIHTA Hb
TIOJIAKHEI OBITh [IPOB EPACMBIMH,

— HJOCTOBCPHOCTE CBHICTCIIECTE aYVIHTA Hb.

OLEHIIHKH TOJI3KHBI OBITh YECPCHEI B JOCTOBCPHOCTH CEHJICTCIBECTE OLICHKH Hb. ,[[DBﬂpIIE: K TOKYMCHTAJIbHBIM

[NOKYMEHT NOAMNUCAH SHHH HX JJOCTOBEPHOCTH TPEThEIl CTOPOHOI HIH
QNEKTPOHHOW NOAFNVCHIO 'HBIM IIPH OIPOCE COTPYJHHKOB 00BEKTa OLEHKH,
Cepridikar; 12000002A633E3D113AD425FB50002000002A6 MHBIX HCTOUHHKOR. JOBEDHE K (BAKTAM, TIONYUCHHBIM
Bnageneu: lebayxoea TatesaHa AnekcaHgpoBHa
ra OLIEHKH, MOBLIMNAETCS, €CJIH OHH HOTYUEHEI
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— KOMIIETEHTHOCTE H 3THYHOCTE INOBCCHHA.

JIoBepHE K MpoLiECCY U pe3yibTaTaM OLleHKH b 3aBHCHT OT KOMITETEHTHOCTH TeX, KTO MPoBoAUT ayauT UE, u oT
3THUHOCTH HX TIOBEAEHHA. KOMIETEHTHOCTh 0a3UPYETCA Ha CIIOCOOHOCTH ayJJHTOpa IPHUMEHATL 3HAHHA H
HAaBBIKH. STHUHOCTh MOBEJIEHHSA MOAPA3YMEBAET OTBETCTBEHHOCTD, HEMOAKYIIHOCTh, YMEHHE XPAHUTh TaliHY,
GECIPHCTPACTHOCTS.

CoOnoieHHe NMPHHITUIIOB NpoBenieHua ayauTa Hb aBngeTca npeqnochUIKoH 1A 00bEKTHE HBIX 3aKII0UEHHH 10
pe3yabTaTaM OLEHKH.

OCHOBHBIMH METOZIaMH MOJIYUEHHS CBHETENLCTB OLEHKH JOJKHBI OBITh:

— MPOBEPKA H aHAJIH3 JIOKYMEHTOB, OTHOCAIIHUXCA K 00bEKTY OLIEHKH;

— HaOJIIJIEHHE 3a MPOLIECCaMH 00bEKTa OLIEHKH;

— ONPOC COTPYAHHKOR 00BEKTA OLIEHKH H HE3aBHCHUMOI (TPETHEI) CTOPOHBI.

Hapsany ¢ pyuHbIMH crioco6aMu c6opa HHpopmaIuH () OpMHPOBAHHE CBHJIETENLCTB ayJIUTa MOKET OBITh
aBTOMATHUECKHM HJIH [I0JIyaBTOMATHYECKHM B PE3YyJIbTaTe MPHMEHEHH KAKOT0-TO HHCTPYMEHTAILHOIO CPENCTRA
HJTH TIPUMEHEHHA HECKOJIBKHX HHCTPYMEHTAJIBHBIX CPENICTB.

[Ipu cGope AaHHBIX OIEHIIHKH A0JIKHBI HCXOAHTh H3 TOT0, UTO JIEATEILHOCTD 0 o0ecnieueHHI0 1B B oGnacTH
OLIEHKH OCYIIECTBIISIETCA B COOTBETCTBHH C KpPHTEPHAMH olicHKH B, eclii 3ToMy €CTh [J0Ka3aTe/IbCTBA.
OLEHIIHKH J0JIAHBI IPOSABJIATh JOCTATOUHYH CTENEHb NPO(ECCHOHATBHOTO CKENTHIH3MA B OTHOIIIEHHH
coOHpaeMbIX CBHIETEILCTB OLICHKH, IPHHHMAs BO BHHMAHHE BO3MOKHOCTh HAMHUMA HapymeHHii 1.

HpDEEpI{ﬂ H aHAJIH3 JOKYMCHTOB IT03BOJIAIOT OHCHITHKY IIOJIVHHTE CBHICTCIECTEA OLICHKH, o0J1ayiaroInie
HAaHOOJBINEH MOTHOTOH H }"I[DGETEDM BOCIIPHATHA H HCIIOJIB30BAHHA IO CPAaBHCHHIO C IPYTHMH MCTOaMH
[NOJTYHCHHA CEHJICTCIIBECTE ayIHTA. OnHAKO 5TH CBHJIETENLCTBA dVIHTa HMCIOT Pa3IHMHVYIO CTCIICHb
JOCTOBCPHOCTH B 3aBHCHMOCTH OT HX XapaKTCpa H HCTOHUHHKA, a4 TAKAKC OT 3(1)(1]EI{TIIEHDCTII KOHTPOJIA 3a
[MpoOneccCcoOM IOJATOTOBKH H DﬁpﬂﬁDTI{II IPEOCTABJICHHBIX TOKYMCHTOB.

CBHUZIETENLCTBAMH OLIEHKH B, MoSTydeHHBIMH B PE3YJIbTAaTE MPOBEPKH H aHAIH3A JJOKYMEHTOR, MOTYT GbITh,
HalpHMEp:

— HaJIHHHE NOKYMCHTA ()_'lDI{}WIEHTDE) C PCIICBAHTHBIM COOCPARAHHCM,

— BBIZIEP/KKH H3 IOKYMEHTA (JOKYMEHTOR), ITOATBEPKAIOIHE PealH3aliI0 AEATENLHOCTH M0 obecneueHuo b,
BO3JIOKEHHE OTBETCTBEHHOCTH H 0043aHHOCTEl HAa COTPYAHHKA (COTPYAHHKOB) 3a PEaIH3alHI0 AEATENBHOCTH II0
o0ecneueuHio Hb;

— BBIJICPAKH H3 JOKYMCHTA (,[[DI{}ME:HTDB), COOCpAHAHE OITHCAHHA PCAJIH30BaAHHBIX 3M, [poOcCcCoB o0ecrieueHHuA
HBb.

HaOmoaenue npeacTapiager co60H OTCIEKHBAHHE OLIEHIIHKOM MPOLEAYp HIH NpoleccoB obecneueHus Hb,
BBIMTOJIHAEMBIX JPYTHMH JIHIAMH (B T.4. IEPCOHANIOM OpraHH3aliH). ITHpopmalisa CUHTAETCA JOCTOBEPHOM
TOJILKO B TOM CITy4ae, €CJIH OHA IOJyUeHa HEMOCPECTREHHO B MOMEHT (PYHKI[HOHHPOBAHHS IIPOB EPAEMBIX
IpoLEAYP HIH IIPOLIECCOB.

CBHJIETENILCTBAMH ayJJHUTAa, IOTY4YEHHBIMH C IIOMOIIbI0 HAOIIOACHHA 32 IEATENbHOCThIO, MOTYT OBITh, HAIIPHMEP,
3aMHCH, (DAKThI HIIH Jpyrasd HH()OpMaIlHi, HMEIOIIHE OTHOIIEHHE K PE3yIhTaTaM aB TOMAaTHUECKOT0 KOHTPOJIA
TEXHHUECKHMH CPEJICTBAMH, 3a()HKCHPOBAHHBIE OLICHIMHKAMH B X0/1€ HaGII0/ICHHS.

YCTHBII 0NpOC NPOB OJIAT OLEHIHKH CPEAH COTPYIHHKOB (BIa/I€NbIER aKTHBOR ), YTBEPAJEHHBIX

MPENCTAR UTEIEM 00BEKTA OLIEHKH JJIA MPEN0CTABIIEHHA HCTOUHHKOR CBHJIETENLCTR H CBHIETEILCTE OI[EHKH.
Pe3ynbTarhl YCTHBIX ONMPOCOB AOJAKHBI 0(OPMIATHECA B BHJIE€ IIPOTOKOJIA HIH KPATKOrO KOHCIIEKTA, B KOTOPOM
00s3aTE€NbHO AOJKHBI OBITh YKa3aHbl (PaMHIIHA, HMs, OTUECTBO OLIEHITHKA, IIPOBOJHBIIEr0 OIPOC, (PaMIITHA, HMA,
OTYECTBO ONPAIHBAEMOr0 JIHIA, a TAKIKE HX MOAMHCH. s MPOBEAEHHA THIIOBLIX OMIPOCOB MOT'YT OBITh
MOATOTORJIEHBI GIAHKH C MMEPEUHAMH HHTEP ECYIOIUX BOMPOCOB. Pe3ynbTaThl YCTHOTO OIpOCa CIEAYET

MTNARANGTL TAK KAK NATINATITUR AAMLIT MO AT RLINAWATE CRAE cyﬁ*hefcnmﬂne MHEHHE.

AOKYMEHT NMoArnvcAH
SNEKTPOHHOW MOANMMCHIO 1 0IIPOCa, MOTYT GBITh, HATIPHMEP, OITHCAHUS H
Ceptudukar: . 12000002A633E3D113AD425FB50002000002A6 ‘0B, TIPOLIEAYP 10 oGecmeueHHo b
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ﬂﬂﬂ YECPCHHOCTH B JOCTOBCPHOCTH OLUCHKH OHCHITHKH O AHBI OBITh YECPCHBI B JOCTOBCPHOCTH BLBIABJICHHBIX
CEBHAOCTCIILCTE ayVIIHTA. CDGPHHHLIE CEHAOCTCIBCTEA OLCHKH, HCIIOJNIB3YEMBIC JIJIA OLICHHB aHHA MoKazaTeNe,
IIOJIAKHBI OBITE TOUHBIM HpEACTaBJICHHEM OLHCHHBACMOTI'O 00BEKTA OLIEHKH. ,]_-[IIH ITOro CJICAVET YVUHTBIBATh
AJOCTOBCPHOCTE HCTOUHHKOB CBEHACTCIILCTE aAYVAHTA.

ITo crenneHu HOCTOBCPHOCTH (DT HAHOOJIBIIEH K HE:IIIMEHLI].IEﬁ) HCTOYUHHEKH CEHACTCIIECTE OLHCHKH JCIIATCA HA.

— NTOKYMEHTATbHBIE HCTOUHHKH CBHJETENLCTB, MOJTYUEHHBIE H3 PATHYHBIX HCTOUHHKOB TPETHEH CTOPOHEI
(ceeeHHA 00 MCIMOJIb30BAHHH JHLIEH3HOHHBIX MEpP H cpeficTB oOecrnieucHuA b, Joroeopa mo conpoB 0kKEHHIO
MEp H cpezncTe odecrneueHus b u T.1.);

— JOKYMEHTAlIbHbIE HCTOUHHKH CBHUJETENBCTB, NMOJTyUEHHbIE HA (0T) 00bEKTE(Ta) OLIEHKH H MOATBEPAKIICHHBIE
TPEThEN CTOPOHOI (I1aH MEPONPHATHI 110 PE3YJIbTaTAM BHEIIHETO ayiuTa 1B, MaTepHaibl BEJOMCTBEHHBIX
nporepok b u T.1.);

— HCTOUHHKH CBHJETENBLCTR, IOTYUEHHBIE B XOZI€ IPOB EACHHSA ayIHTOPCKHX MPOLENYP, HE MPEIYCMATPHB A0 IIHX
MEPHOJHYECKYIO 0 KYMEHTAILHYIO OTYETHOCTh (PE3YyJIbTaThl HAOIIO EHHUA 32 IEATEIbHOCTIO, aHATH3a JaHHBIX
CHCTEMBI MOHHTOpHHIa 1IE U T.11.);

— HCTOYHHEKH CBHICTCIIECTE, IIOJIVHCHHLIC B BHIAC HOPMATHBHBIX H PACIIOPATHTCIIBHBIX NOKYMCHTOR (HDHIITIIHII,
PEMIAMEHTEI, OTHETEI O HCATCIIEHOCTH, IIPHKA3LI, PACIIOPAKCHHA H T.,[[.):, YRKA3BIBAOMIHX Ha HAJJICHKAIICC
[IPHMCHCHHC TPOLHECCOB H MCP obecneueHusa b Ha [MPAaKTHKC (HELTIII'—IIIE: Pa3pCIIHTCIIBHBIX 3aIHCeN
VIIOITHOMOYCHHBIX JIHL, JaHHBIX KOHTPOJIA PHCKOBE H T.,[[.);

— CBHJCTCIIBCTE A, ITOJIYUCHHEIC B PE3VIIETATC YCTHBIX H ITIHCEMCHHEIX OIIPOCOE O 00BLEKTE OLIEHKH, H HAOIIOJIEHHE
34 IIPHMCHCHHEM MCP H CPCICTR obecneueHus b, KOTOPBIC HE OCTABJIAKOT JOKYMCHTAJIBHBIX CBHICTCIIECTB
(EI:IHEHEHIIE pDHEﬁ HPOLHECCOB, NMOCICTOBATCIBHOCTH IMPHMCHCHHA 3Mu T.,[[.).

Hapsay ¢ 10CTOBEPHOCThI0 HCTOUHHKOB CBHZIETENLCTR CIEAYET YUNTHIBATh BPEMEHHOI1 IEPHOJT MOIYUEHHA
CBHJIETEJILCTB H COUETAHHE HCTOUHHKOB CBHJIETENILCTB OIEHKH. Hampumep, ToBepHE K akTaM, MOTyUEHHBIM MIPH
HaO0ITI0Z EHHH 34 JIEATENBHOCTHIO, MOBBIMAETCA, ECIIH OHH MOJYUEHbI HEMTOCPEACTBEHHO NMPH () YHKLIHOHHPOBAHHH
IPOB EPAEMBIX MPOIEAYP HIIH IPOLIECCOB; I0BEPHE K (paKTam, MOTYYEHHBIM IIPH OMPOCE COTP Y HUKOB,
MOBBIMIACTCA MPH MOITBEPAKIEHIH JaHHBIX (PAKTOB H3 Pa3THUHBIX HCTOUHHKOB.

ﬂDCTDEEpHDETL BBIABJIEHHBLIX CBHJIETENLCTB OLIEHKH Hb 3aBHCHT TaikkKe oT 00beMa EhIﬁDpIﬂI IIPpH (prMIIpDEHHHII
CBHACTCJILCTE OLICHKI. CDDTEETCTE}’TDH_[EE HCITOJIL30BaHHE 00BEMA ELIGDPI{II TCCHO CBA3aHO C TOBCPHEM, C
KOTOPBIM OTHOCATCA K 3aKJIIIOHUCHHAM I10 PE3YIIBTATAM aAYIHTA.

HexoTophie CBHIETENLCTBA OLIEHKH OCHOBAHO HA BLIOOPKAX peleBaHTHRIX JaHHLIX. Hanmpumep, CBHAETENLCTBA
Hanuuusa 3M 1715 BCceX CHCTEM, CTENEHH OXBaTa IIEPCOHANIA H COTPYAHHKOB NOApaseeHHs IpoleccaMu
o0yueHHA U ocBeromneHus Hb u T.71. BeiGopka MPOH3BOAUTCA C LIENBI0 H3MEPEHHS H OLIEHHBAHHA MEHEE UEM
100% 00BEKTOR MPOBEPAEMOI COBOKYITHOCTH. 3aJjaueil OILEHIIHKA IPH MPOBENEHHH BEIOOPKH ABJIAETCA
OTPEIIENIEHHE HAHOO0JIEE ONITHMATIBLHOIO criocofa 0T00pa 3JEMEHTOB 1714 (POPMHPOBAHUA CBHIETEILCTB OL[EHKH.
[TpH 5TOM BO3MOKHO:

— 0TOOpaTh BCE 3J1EMEHTBI (CILIOMNIHAA MPOB EPKA);

— oToOpaTh crnelupUIecKHe (OIIPENEEHHBIE) 3JIEMEHTHI;

— 0TOOpaTh OTAENLHBIE 3JIEMEHTHI (CPOPMHPOBATE ayIHTOPCKYIO BBIGOPKY).

CILTOIIHAs IPOBEPKA MOKET OBITh LieJIeco00pa3Ha, €ClIu:

— reHepasibHas COBOKYITHOCTh COCTOHT H3 HEGONBIIOT0 YHCIA 3IEMEHTOB G0JBIIOH CTOMMOCTH;

— PHCK KOHTPOJIS ABNAETCA BBICOKHM, a JIPYTHE CPEJICTBA HE MO3BOJIAIOT IIOJYUHTh JOCTATOUHBIE CBHIIETENLCTRA
OLIEHKH,

— [IOBTOPSAIOMIMICA XapaKTEpP PACUETOB HIIH HHBIX MPOIECCOB JIEIAET CIUVIOIIHYIO MPOBEPKY 3(P(PEKTHBHOI C
TOYKH 3PEHHA COOTHOINEHHS 3aTpaT H PE3YJIbTaTOB.

NOKYMEHT MOANHUCAH 1 oueHKkH UBb.
3NEKTPOHHOWM NOANUCHLIO
Ceptutbukar:!' 12000002A633E3D 113AD425FB50002000002A6 !,[[E:HE:HHLIE:) ANNEMEHTEI FE:HE:pElHLHDﬁ COBOKYIIHOCTH,
Enapeneu; IiebayxoBa TaTeaHa ANeKkcaHgpoBHa
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OTﬁIIpﬂEMLIE CHEL[II(lJIILIEEHIIE CTATEH MOT'YT BRJIIOYATE:

— 3JIEMEHTHI C BLICOKOH CTOHMOCTBLIO HJIH TaK HA3BIBAEMEIE KPHTHHUCCKHC (IUIID‘E[EBLIE) JJIEMCHTEI ELIﬁDpI{II;
— JJIEMCHTERI, CTOHMOCTE KOTOPEBIX MPCBBIIIACT OMNPCACIICHHYIO BCITHUHHY,

— 3JIEMEHTEHI JJIs MIPOB EPKH MPOLIEAYP, MO3BOIAIIIHE ONPEEHTD, BBINOTHAETCA JIH OpraHH3alieil KOHKpETHas
mpoLeaypa.

BBIBOJIBI TI0 pe3yabTaTaM H3MEPEHHS, MPHMEHAEMOT0 K 0TOOpaHHBIM TaKHM CII0OCOO0M 3JIEMEHTAM, HE MOTYT
GBbITh PacMpOCTPaHEHb] HAa BCIO T€HEPATIbHYIO COBOKYIIHOCTE. [IpH HCIOIB30B aHHH 3TOT0 METOA AaHAIH3HPYETCH

HD’I})E:ﬁHDCTI: B INOJIYUCHHH CEHICTCIBCTE ONCHKH B OTHOIMICHHH OCTaBLIEHCA YACTH FE:HE:pEU'ILHDﬁ COBOKVYIIHOCTH,
CCJIIH OCTABHIAACA HACTh ABJIACTCA C}’]].[ECTEEHHDfl.

OLEHIIHK C YUETOM HMEIOIIHXCA CBEJIEHHH MOKET MPHHATE PEMIEHHE O MPOB eJ€HHH BEIOOPOUHOH MPOBEPKH
IyTeEM O0TOOPA OTAENBHBIX 3JIEMEHTOR, T.€. IPHMEHHTEL CTATHCTHUECKHI Moaixo. OO1iee TpeGoRaHHE B 3TOM
clIyuae — pelnpe3eHTaTHBHOCTh, T.€. BCE 3JIEMEHTEI H3yUaeMOil reHepabHOH COBOKYITHOCTH JJOIKHBI HMETh
PABHYIO BEPOATHOCTE OBITH OTOOPAHHBIMH B BEIGOPKY.

IIpu npUMEHEHHH METOJIOB, CBA3AHHEBIX CO CTATHCTHUECKOH BRIGOPKOH, 00heM OTOOPAHHOH COBOKYITHOCTH MOJKET
OMPEAENATLCA HA OCHOBAHHH TEOPHH BEPOATHOCTEH H MATEMATHUECKOH CTATHCTHKH JIHOO IPOQeCcCHOHATIEHOTO

CYIKIICHHSA ayIIHTOpA.

JIOCTOREPHOCTH OIIEHKH BO MHOTOM 3aBHCHT OT TOT0, KaK GYZIYT OIEHIHKAMHI YUTEHbI (DaKTOPHI, BIHAWIINE HA
ayJHTOPCKHIT PHCK, KOTOPBIH BKIIOYAET:

— PHCK KOHTPOJIS;
— PHCK HEOOHAPY/KEHHS.

PHCK KOHTPOJIS MPEACTABIAET COG0i pHCK TOTO, UTO BHYTPEHHHIT KOHTPOJIb HE NPEAOTBPATHT WIH HE BBIBHT
CYIIECTBEHHBIX HapyieHHii IE. BakHbIM ()aKTOpOM JIJ11 MOBBIIIEHHS JOCTOB EPHOCTH OLEHOK SBJIAETCS
ONTHMH3aIMA 00beMa BBIGOPKH B COOTRETCTBHH C MPETIONara€éMbIM PHCKOM KOHTPOJIA.

PHcK HEOOHApPYKEHHA MPEACTABIAET CO00i PHCK TOTO, YUTO MPOIEAYPH! H METO/IbI ayIHTa, IPHMEHAEMBIE
OLIEHIIHKAMH, HE BBIABAT CYIIECTBEHHBIX HAPYITIEHHIT.

BaKHBIMH qlﬂfﬂ‘f}pﬂMII JJIA CHHACHHA PHCKA HEDﬁHHp}T}I{EHIIH H, TCM CaMbIM, ITOBBINICHHA JOCTOBCPHOCTH OLICHOK
ABITAKOTCA.

— YBCIIHYCHHC BPEMCHH IIPOBCPKH,
— IIPOBCACHHC OIIPOCOE, OPHCHTHPOBAHHLIX Ha HpE,[[CTHEIITEHEﬁ TPETEHX HC3ABHCHMBIX JIHII,

— YVBENH4YeHHe 00heMa BRIOOPKH.
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2. MeToanyecKHe peKOMEHI AL 10 OPraHU3al[HH CaMOCTOSTEIBHONH paboThl CTYIEHTOR I10
qucIUIUTHHe " OCHOBEI YIIPaBIeHHS HH(OPMAaIIHOHHOH 0e30MacHOCTH .

IlepedyeHs pecypcoB HHQPOPMAIMOHHO-TEJIEKOMMYHHKAIHOHHON ceTH «HTepHeT»,
He00X0HMbIX LI 0CBOCHHA JHCIIHILTHHDI

1. http://el.ncfur/ — cucrema vympaBneHna oOydyenneM OI'AOY BO CKOY.
J[McTaHIMOHHAS ITOAIep/KKa JUCIIIUIHHEL « AH(OopMaIOHHbIe TeXHOIOIHH B ITPOoQeCCHOHATBHOI
JEeSTeIbHOCTH

2. http://www.un.org - Caiir OOH HMH(}popMaIHOHHO-KOMMYHHKAI[THOHHBIE TeXHOJIOTHH
3. http://www.intwt.ru — MHTEepHET- YHHBEepCcHTET KOMITBIOTE PHBIX TeXHOIOIHHH.

IIpakTHUeckoe 3anaTne 9. IlocTpoenne koHnenuuu HHPOPMAITHOHHOM 0€30IIACHOCTH
npeapHuATHD)
Ileab padoOTBL: 3HAKOMCMIEO € OCHOGHBIMIL HPUHYUNAMIL NOCHMpoeHus KoHyenyuu HE
Npeonpusmiis, ¢ yuenom ocoberHocneil e2o UHGOpMayoHHOLL UHDPacmpyKmypsi

Texnosiorus padorbl

ITAIbI Pa3pad0TKH KOHUENUMH HH(OpMALIHOHHOI 0e30MaCHOCTH

PazpaboTka KOHIIENIIMH HHPOPMAIHOHHOH 0€30ITaCHOCTH TEIIEKOMMYHHKAI[HOHHOH KOMITaHHH B
TTOJTHOM 00BeMe SIBISIETCS MPOLIeAYPOil, TpeOyIoIIei 3HaUHTeIbLHBIX TPYA03aTpar, a TaKkkKe
3HAYHTEIbHOTO (DHHAHCHPOBAHHSL.

[IpHBeIeHHBIE HIKe PeKOMEeHAAIHH 110 Pa3padO0TKe KOHIEIIIHH ITO3BOIISIOT OIITHMH3HPOBATh
3aTpaThl Ha ee co3aHre. JlJaHHbBIe peKOMEHIALMH IIPEe Ty CMaTPHBAIOT ITOATAIIHYIO pa3paboTKy
KOHIIEIII[HH C ITO3TAITHBIM (PHHAHCHPOBaHHEM paloT.

O1an 1. IIpuasarne pemenns, gopMupoBaHue padodel rpymmbL Ha gaHHOM 5Tare
PYKOBOJICTBO KOMITAHHH JOJIKHO IMPHHATEH PEIIeHHe 0 HeOOXOIHMOCTH pa3paboTKH KOHI[ETIHH
HH(}QOpMAaIHOHHOH 0€30ITaCHOCTH, a TaKkKe O IIeJIIX, IpeclelyeMbIX JaHHOH pa3paO0oTKOH.

[{enu pa3paboTKH MOT'YT OBITE CIIeIVIOIIHE:

TIOJIYYEHHE LIETIOCTHOM CHCTeMBI B3IJISIJIOB Ha cocTosHHE B B KOMITaHIH
COKpaIllEHHE IIOTEPh BCIIEACTBHE HEHAMJIEKAIIETO COCTOSHIA cHcTeMBI Wb,
cO3JlaHHe HOBOH (PeKOHCTPYKIHS CYIIeCTBYIOIIeH) cucreMsl UB;

JTOKYMEHTHPOBAHHE YiKe CYIIECTBYIOIEH cHcTeMbl Mb;

A

ITOJIYVHCHHE KOHKYPCHTHOI'O ITPEHMYIIICCTEA IICPCa KOMITAHHAMH, HE HMCIOIITHMIL

KOHIICITITHIL.

[Tocne onpeaeneHus 1eseit pa3padOTKH Ha JaHHOM 3Tare (popMHpyeTcs pabodas rpyrma. B coctas
paboYeH IpyIIIEI He O0XOMHMO BKIIFOUHTE ITPeICTaBHTEIEeH ClIeQYIONHX IT0Ipas3/ e IeHHI:

1. cmyx0a 6e301macHOCTH KOMITaHHH,

2. IIOJPa3AcJICHHE, OTBCTCTBCHHOC 3d 3dIITHTY IH—I(I)GPM&I_[I]II;
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0. OTZel YKOHOMHYeCKOH 0e30ITacHOCTH,
7. TeXHH4YecKas ciyxko0a,

8. (HHaHCOBAs CITyKOa.

91an 2. CocraBjieHHe ILIAHA Pa3padoTKH KoHnenmuH. OnpejeneHie 00beMOB
(pHHAHCHPOBAHHS IT0 cOOPY HCXOAHBIX JaHHBIX. Ha JaHHOM sTare (popMHPYeTCs KaJleHIapHbII
IUTaH MePOITPHATHIL IT0 pa3paboTKe KOHIIEII[HH, a TaKKe OIMPEIETISIOTCS CaMH MEPOITPHSITHS IO
pa3paboTKe H CTOMMOCTh HX ITPOBEIEHH L.

[lepeyeHs MEPOITPHATHH IO pa3padoTKe BKIIFOYAET:

cOOp HCXOMHBIX JIaHHBIX (BO3MOKHO BILIOTH JIO ITOITHOTO ayAuTa cHcTeMbl KB);
00padbOTKY HCXOAHBIX JTaHHBIX,

BEIOOP BapHaHTa KOHIIeImH Wb

(opMHpOBaHHE ITOATPYITILI IT0 pazpadborke KHME;

(popMHpOBaHHE ITOATPYINILI IT0 pa3zpaborke 11HUE;

AN i

(hopMIpPOBaHHE IPYIIIILI ITO ITPOSKTHPOBAHHIO CHCTeMBI Mb.

HauGomnee 3arpaTHBIM Ha JaHHOM 3Talle SBJISeTCS COOP HCXOAHBIX JAHHBIX, IIO3TOMY IIPEXKIE YEM
IIEPEATH HEITOCPEACTBEHHO K padoraM 110 coopy M1, HeoOXOAHMO ITOIHOCTEIO 3a/IeHCTBOBATh
BO3MOKHOCTH ITOApas3aelIeHII KoMITaHHH 110 CaMOCTOSTEIIbHOMY IIPEAOCTARIEHHIO HCXOMHBIX
JTaHHBIX, HeOOXOIHMMEBIX JIsI KOHIEIIMH. [loce onmpeaenennsa o0beMa (pHHAHCHPOBAHHS padoT I10
cOOpPY HCXOJHBIX JAaHHBIX HEOOXOAMMO IIPHCTYIIATh K TPEThEMY STaIry.

Ot1an 3. Coop McxoaHBIX JaHHBLIX. Ha gJaHHOM 5Tane cunaMi patodei TPYIIIEI HIIH Ha OCHOBE

IIPHBJICYEHH S CYOITOIPSIHBIX OPraHH3aI[Hil OCYIIECTBIIIETCS cOOP HCXOMHBIX JAHHBIX JIIIS
pa3palbOoTKH KOHIIeIHH. Kak oTMeuYeHO BHIIIE, B CIIy4Yae SBHOIO MOPaIbHOI'O YcTapeBaHH S
CHCTEMBI 3alHTEI HH()OPMAIHH, €€ HEJOCTaTOYHOCTH HIH HeJJOKYMEHTHPOBAHHOCTH Ha JJAHHOM
ATare HeoOXOIHMMO IPOBECTH ITOIHBIH ayIHT HH(POPMAaI[HOHHOH 0e30IMaCHOCTH KOMITaHHH. AYIHT
SIBHTCS HCTOUHHKOM HCXOIHBIX JaHHBIX JIIS pa3paboTKH KOHIEIIIMH. AYINUT ITPHAETCS ITPOBOIHTE
TakK’Ke H II0CIe pealH3al[Hi MePOITPHSATHH IT0 KOHIIEIIIHH, ITI03TOMY B IIE/ISIX CHHKeHHS 3aTpaT
IIpeIBAPHTEIILHEIHN ayIHT KellaTellbHO ITPOH3BOAHTH IT0 YIIPOINEHHBIM METOIHKAM.

Otan 4. Paspadorka KHB. Onpeaenenne 3aTpat Ha paspadorky IINB. Ha ocHoBaHIm
coOpaHHBIX HCXOHBIX JJaHHBIX ocyIecTBIseTcs pa3padorka KMb (HopmaTHBHas YacTh). B
IAaHHOM JIOKYMEHTE VKe OYAYyT OTpakeHbl OCHOBHEIE TpeOoBaHH I K cHcTeMe Mb u TpeGoBaHHI K ee
HOpPMAaTHBHOMY o0ecrieueHH0. CTOMMOCTS pa3padboTkH IIME omnpenenseTcs ey oI
(paKTOpaMH:

1. moJHOTOH cOOpaHHBIX HCXOMHBIX JaHHBIX,
2. ypOBHEM Oe30IaCHOCTH, KOTOPHIH JOIKEH OBITh 00ecIieYeH B COOTBETCTBHH C

HDpMﬂTI[BHDﬁ HAaCThHO KOHIICIIIIHH,

2 AR A AT ATTTT TR STY YA MMATTTYITTTAMS YV TSR SAMTTTLTTOAN ST .
[OKYMEHT NOONUCAH 00ECTIEYEHHIO,
3NEKTPOHHOW NOANUCHIO . -
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Jt1amn S. Paspadorka 1II1b nm HopMaTHBHBIX JOKYMeHTOB. Ha JaHHOM 5Talie pa3pabaThEIBacTCs
TeXHHYecKas yacTh KoHIeNnIMH — [IUB. TpeGoBanua k [IUE copMympoBaHEI B HOpMaTHBHOH
YAaCTH, a HCXOHBIE JaHHBIE MOI'YT YTOUHATHCS 110 Mepe paspadorku [1Mb.

[IapamnenpHo ¢ paspadorkon 1M b mpooauTca paspadboTKa JOKYMEHTOB, OIPeAeIIeHHBIX
HOPMATHBHOH YaCThIO KOHIETIIHH — ITOIOKEHHH, HHCTPYKIMH H T.1. [lockoneky IIHME
TeTalIH3HpyeT TeXHHUecKHe XapaKTepHCTHKH CHCTEMBI 3alllHThI HH(QPOPMAIHH, Ha JaHHOM 3Talle
paspadaTbeIBaeMbIe JOKYMEHTHI OYAYT HAIIOIMHEHBI KOHKPETHREIM MAaTEPHAIIOM H OITTHMH3HPOBAHEI
1101 OM3HEC-TIPOLIECCH] KOMITAHIH.

Ot1an 6. Pa3padoTka 3xoHOMHYecK0l YacTH Konnenmun. Ilociae pazpaborku I1MB, cogep:kamieit
IeTallM3HPOBaHHbIE TPeOOBAHHS K TEXHHKE, IMTOMEIIEHH M, YCIIOBHSM SKCIUIYaTallHH, a TAKXKe
HHCTPYKIMH H HHBIE HOPMaTHBHBIE JOKYMEHTBI, MOKHO OILIEHHTH CTOHMOCT:

1. peamzanmu KB,
2. BIaJeHHSI CHCTEMOH HH(pOPMAI[HOHHOH 0e30ITaCHOCTH,

3. IPOYHX ITOCTOAHHBIX H IICPEMCHHBIX 3dTPAT B PAMKAX TTIOJIOKEHHH KOHI[ETTI[HH.

Ha ocHoBaHmm npeiiiokeHHOR B JaHHoH HYP MeToauky (M HHOM MeTOIHKH) HEOOXOHMO
pacCcuMTaTh OKYIIaeéMOCTE BIIOKEHHI, B CIIy4ae HEOOXOAHMMOCTH IIPOH3BECTH KOPPEKTHPOBKY

KOHIIETTI[HH.

J1an 7. KoppekTHpoBKa KoHIemHH (MPOBOJATCH NPH HE00X0MMOCT H CHHZKEHHA 3aTPaT HA
peaansanmo). Ha TaHHOM 5Tarle 1jetecoo0pa3Ho BRIASIHTE JIBA YPOBHS 00eCIIeYeHH

0e30ITacHOCTH — 0a30BBIH H ITOBBIITIEHHEII.

B 6asoewiii ypoBeHb HEOOXOIHMO BKIIIOYHTH T€ MEPOIPHATHSI H TpeOOBaHII KOHIIEIIHH, KOTOPEIE
MHHHMAIIbHO HeOOXOIHMEBI IS KOMITAHHH H BRITOa OT PeaIH3al[HH KOTOPBIX IIPEBBIINAET 3aTPaTHI.

B noevtutennviii ypoBeHb BKIIFOYAIOTCS Te MEPOIPHATHS H TpeOOBaHHS, KOTOPhIe HEOOXOIHMEI
TOIBKO JUISI OTPAaHHYEHHOT'O BHJIa HH()OPMAILHOHHEIX PECYPCOB, a AJIS APYTHX JKelaTellbHbI. [1pH
ATOM HeOOXOJHMO 00eCIIEYHTEh COITOCTaBHMOCTD I[EHHOCTH PECYPCOB, 3all[HIacMbIX IT0
TTOBBIIIEHHBIM TPeOOBaHH M, K 3aTpaTaM Ha 3aIlHTy.

Koppexiis mpoBogHTCSA 10 TEX ITOP, ITOKAa CTOMMOCTh CHCTEMBI HH()OPMAIHOHHOH 0€30ITaCHOCTH
HEe CTAaHeT HIDKE IIPHHOCHMON BEITOJBI. 3aMETHM, YTO B IIPHHOCHMYIO BEITOIY HEOOXOHMO
BKJIFOYATh COKpAIl[eHHE ITOTEPh OT PHCKOB HAPYIIIEHH S PekKHMa 0e30IMaCHOCTH H PHCKOB, HMH
reHE PHPYEMBIX.

JT1an 8. yTEEpﬂ{[[EHHE KOHIEIIHA H O3 HAKOMJICHHEC COTPYJHHKOB KOMITAHHH. l[ﬂl—]]—[[ﬂﬁ JTall

SBISIETCS 3aBEPINAIOIIHM B pa3padoTKe KOHIEIIIHH. KOHIIEMIHI JomkHa OBITh 00CYKJIeHa
KOJIJIETHAJIBHBIM PYKOBOISIIIHM OPraHOM KOMITAaHHH, YTBep KIeHa H BBeJleHa ITPHKAa30M 1O

KOMITAHITH.

COTpYJHHKH KOMITAHHH JOJKHBI OBITh O3HAKOMIIEHBI C KOHI[EIIHEN H JOKYMEHTaMH,
pa3pa00TaHHEIMH B €€ paMKax (B ITpejiellaX KOMIIETEHTHOCTH COTPYIHHKOB).
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