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Metonnueckue ykasaHus I NPAKTUYECKHUX 3aHATUNA IO JUCLUILIMHE
MJIK.05.02 Texnuueckas 3ammra WHOOPMAIIMH COCTaBIEHBI B COOTBETCTBHH C
tpedoBanusiMu PI'OC CIIO. IlpennazHaueHbl JUisl CTYI€HTOB, 00YYarOIIUXCS 10
cnennasnbHOCTH 09.02.01 KoMIIBIOTEpHBIE CUCTEMBI M KOMILIEKCHI.



IHosicHuTEALHAA 3aNINCKA

JlaHHbIE METOJMYECKHE YyKa3aHWs MpEeJHA3HAYeHbl Ui 3aKpEIUICHHUS
TEOPETUYECKHUX 3HAHUUN U MPUOOPETEHUsT HEOOXOUMBIX MPAKTUYECKUX HABBIKOB U
YMEHUHI 1O Mporpamme AUCHUIUIMHBI « TexHudeckas 3aiura uHpopmManum» s
cnennanibHOCTH CI1O 09.02.01 KoMIIbIOTEpHBIE CUCTEMBI M KOMILIEKCHI.

B pesynbTaTte ocBoeHUs yueOHON AUCIUIUIMHBI 00yYaroIIUiics JOHKEeH
3HATh!

® pErJIaMeHThI, IPOLEAYPBI, TEXHUUECKUE YCIOBUS U HOPMATHBBI;

® OCHOBHBIE TMOHATHUA M ONpPEACNCHUS, HCIONb3yeMble TMpPU HU3YUYECHUU
nH(pOpMaIIMOHHOW 6€30MaCHOCTH;
KJ1accu(UKaIuio yrpo3 nHpopmMamoHHoi 6€30MacHOCTH;
KJIACCUYECKUE U COBPEMEHHBIE METOIbI B3JIOMa UHTPACETEM;
KJIacCU(UKAIIMIO U TIPAaBUJIa 3alIUTHI OT "KOMIIBIOTEPHBIX BUPYCOB";
Croco0bl OpraHu3ai HTHPOPMALIMOHHON 0€30MaCHOCTH Ha IPEANPUSATUH;
HOpPMBI W TpeOOBaHMUS POCCUUCKOrO 3aKOHOJATENbCTBA B  00JACTH
JUILEH3UPOBAHUS U CEPTUPUKAILIUY;
yMeThb:

® BBINOJHATH TPEOOBAHUS HOPMATUBHO-TEXHUYECKOUN TOKYMEHTAllUU;

® BBIOUPATH U UCTIOIB30BATh AHTUBUPYCHYIO IPOTPAMMY;

® BOCCTaHaBJIMBATh MOPAXEHHBIE "KOMIBIOTEPHBIMU BUPYCAMH" OOBEKTHI;

® TMOAKIIOYUTH opranuzanuio K Internet ¢ coOmogeHuem TpebGoBaHUM

nH(OPMAITMOHHON OE30TTaCHOCTH;

e KJIacCU(PUIMPOBATH aBTOMAaTU3UPOBAHHBIE CUCTEMBI COrJIacHO

PYKOBOISIIMX TOKYMEHTOB [ 'octexkomuccuu Poccurickonn Penepauuu;
HMeTh MPAKTUYECKHUIl ONbIT:

® [IPUMEHEHUs HOPMATUBHO-TEXHUYECKON JOKYMEHTALINH;

® YCTaHOBKHU U CONPOBOXKACHUS aHTUBUPYCHBIX MPOTPaMM;

® BOCCTaHOBJICHHUS KOMITBIOTEpA MOCIIE MOPAXKEHUS BUPYCAMU;

® TMOAKJIIOYEHUS! YCTPOMCTB € COOJIOJeHNEM TpeOOBaHUN MH(POPMALIMOHHON
0€30MacHOCTH.



IIpakTnueckoe 3ansitue 1. AHaIM3  HCTOYHHUKOB, KAaHAJOB
pacnpocTpaHeHusi U KAHAJIOB yTeYKU HHpopManum

Heab pabdoTbl: dopMHupoBaHWE HaABBIKA PAOOTBI C HOPMATHBHBIMU
JOKYMEHTaMHU TI0 MCCJIEAYEMOMY BOMPOCY; aHAINU3 yrpo3 UHPOPMAIMOHHOMN
Oe3omacHOCTH

Xoxa padoThI:

Teopernyeckue 0CHOBbI

[Tonsarue «undopmanmronnas Oe3omacHocTh» (MB) paccmarpuBaeTcsi kak
COCTOSIHME 3alIMIIEHHOCTH MOTPEOHOCTEN JMYHOCTH, OOIECTBA U TOCYIapCTBa B
uHbopMaIli, TP  KOTOPOM  OOECMEYMBAIOTCS UX  CYIIECTBOBAaHUE U
IPOrPECCUBHOE PAa3BUTHE HE3aBUCUMO OT HAJIWYUS BHYTPEHHMX M BHEIIHHUX
uHpOopMaIMOHHbBIX yrpo3. Torna ¢ mo3unuu odecriedenust Ub moxxHo onpenenunTs,
4YTO (V)i uH(OPMAITMOHHON yIpo301 IIOHUMAETCSA BO3/ECHUCTBUE
JNECTa0MIM3UPYIOMKUX  (akTOpoB  HAa  COCTOSSHHE  MH(DOPMHUPOBAHHOCTH,
MOJIBEPraolee OMaCHOCTH >KM3HEHHO Ba)KHBIE MHTEPECH! JIUYHOCTH, OOIIECTBA U
rocyaapcTBa.

B 3akone P® «O 6e30macHOCTH» TaHO OMpENeNIEHUe yrpo3bl OE30MacHOCTH
KaK COBOKYIHOCTH YCJIOBHUH, (DaKTOpPOB, CO3JAIOUIMX OIMNACHOCTh KU3HEHHO
BOXHBIM HWHTEpecaM JMYHOCTH, oOmecTBa u rocyaapctBa. Iloxg yrposoi
uHdpopmanuu B cuUcTeMax ee OoOpaOOTKM TMOHHMMAETCI  BO3MOKHOCTh
BO3HUKHOBEHHUS Ha KAakKOM -JIMOO 3Tarne >KU3HEIEATEIbHOCTU CUCTEMBI TaKOTO
ABJICHUSI WJIM COOBITHS, CIEICTBUEM KOTOPOTO MOTYT OBITh HEXKeJlaTelbHbIe
BO3/eicTBUA Ha uH(opmanuio. K HacTosmeMy BpeMeHM H3BECTHO OO0JIbIIIOe
KOJINYECTBO PA3HOIUIAHOBBIX YIPO3 Pa3IMYHOIO MPOUCXOXKICHUS, TasIUX B cede
pa3IMuHyI0 ONAcHOCTh A MHpopManuu. [[Jis CUCTEMHOIrO NpPEACTaBICHUS HX
yA00HO KJIacCCU(PUIMPOBATh MO BUIY, BOZMOKHBIM HCTOYHHMKAM, MPEANOCHUIKAM
MOSIBJICHUS M XapaKTEPy MPOSBICHUS.

Buner yrpo3 OrmpenenuB MOHSTHE «Yyrpo3a TOCYIapCcTBY, OOILIECTBY W
JUYHOCTW» B IIHPOKOM CMBICIE, pPACCMOTPUM €ro OTHOCUTEIBHO HE
MOCPEJICTBEHHOI'O ~ BO3ACHCTBUS HAa  KOHQUIACHUMAIbHYIO  HMH(OpPMAIUIO,
o0pabaTbiBaeMyl0 Ha KaKOM-JIHMOO 0ObekTe (KaOuHe Te, MpeaupusTHH, hupme).
AHanu3upysi BO3MOKHBIE MyTH BO3JIEUCTBHS Ha MH(POPMALIMIO, MPEACTABISIEMYIO
KaK COBOKYMHOCTh HH(OPMAIMOHHBIX AJIIEMEHTOB, CBSI3aHHBIX MEXIYy CcO00M
JIOTUYECKUMHU CBSI3SIMU (puC. 1), MOXKHO BBIACIIUTH OCHOBHBIE HAPYIICHHUS:

—  (u3nyecKoM 1EeI0CTHOCTH (YHUUTOKEHHE, pa3pyIlIeHUE SJIEMEHTOB);

—  JIOTUYECKOM IEJIOCTHOCTH (pa3pyIIieHHe JIOTHUECKUX CBsI3eH );

—  comepxxanus  (U3MeHeHHe ~ OJIOKOB  HMH(pOpMalUM,  BHEIIHEE
HaBSI3bIBAHUE JIOKHON MHPOPMAIIHH);

—  KOHQUACHIMAIBHOCTU (pa3pylLICHHE 3allUThl, YMEHBIIECHUE CTEIECHU
3alIUIIEHHOCTH HH(OPMALIUN),

—  mpaB COOCTBEHHOCTH Ha HH(OpMaLUI0 (HECAaHKIMOHUPOBAHHOE
KOIIMPOBAHUE, UCIOJIb30BAHKE).

C yderom 3TOro Ajigs TakuX OOBEKTOB CHUCTEM Yrpo3a HH(POPMALMOHHON
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0€30MacHOCTH MPEICTABIIACT PeaIbHbIE MWW MOTCHIIMATEHO BO3MOXKHBIE ICUCTBUS
WM yCJIOBHS, TIPUBOMAIIME K OBJAJCHUIO KOH(UIEHIIMAILHOW WH(MOpMaIueH,
XUIIECHUIO, WCKAXXCHUI0, MU3MEHEHHIO, YHUUYTOXEHHIO €€ U CBEACHUM O CaMoOu
CUCTEME, a TAKKE K MPSIMBbIM MaTEPUATBLHBIM YOBITKAM.

O06o00111ast  pacCMOTPEHHBIE YIPO3bl, MOXXHO BBIJCIUTh TpU HauboJliee
BBIpaXKEHHBIE ISl CUCTEM 00pabOoTKu nH(pOpMaIuu:

1) MO/IBEP)KEHHOCTh (PU3MYECKOMY MCKKCHHIO WM YHUUITOKEHUIO;

2) BO3MOXHOCTD HECaHKIIMOHUPOBAHHOM (crmydaiiHOH WITH
3JI0YMBIIJICHHOW ) MOIU(DUKALINY;

3) OITaCHOCTH HECAHKITMOHUPOBAHHOTO (cmyuaitHOTO 17001
NpEeIHaMEPEHHOT0) TOJy4YeHUs HMHPOpMAlMU JIHMIIAMH, IS KOTOPBIX OHa He
MpeIHa3HavYaIach.

Kpome toro, ¢ Touku 3peHusi aHanmsa mporecca o0paboTku uHbOpMaIuu
BBIICTISIIOT TaKyl0 Yrpo3y, Kak OJIOKHpOBaHHME JOCTyna K oOpabarbiBaeMoi
uH(bOpMaInu.

VYrpo3el 0Oe30macHOCTH HMHPOPMALMM B COBPEMEHHBIX CHCTEMax €€
00paOOTKH  OMpPENeNsIOTCS  YMBIIIJICHHBIMU  (TMIpEAHAMEPEHHBIE YTPO3bl) U
€CTECTBEHHBIMH (HETpeTHAMEPEHHBIC YTPO3bl) Pa3pyIIarOIMMHA U UCKAKAIOIUMHU
BO3/ICHCTBUSIMU BHEIIHEH Cpefbl, HAJCKHOCThIO (DYHKIMOHHPOBAHHUS CPEICTB
00paboTKku MH(pOpMAaINHU, a TaKKe MPEAHAMEPEHHBIM KOPHICTHBIM BO3JCHCTBHEM
HECAHKIIMOHUPOBAHHBIX I0JIb30BATEJICH, LEISIMH KOTOPHIX SBIISIOTCS XUIICHHUE,
YHUUYTOXXCHHUE,  pa3pylieHWe,  HECAHKIMOHUPOBAHHAS  MOAUPUKALUS U
UCIOJIb30BaHue oOpabareiBaeMoit uHGopManmu. [Ipu 3TOM MO YMBIIUICHHBIMH,
WIN TpeHAMEPEHHBIMH, TTIOHUMAIOTCS TAKUE YTPO3bl, KOTOPbIE 00YCIOBINBAIOTCA
3IIOYMBIITUICHHBIMU JIEUCTBUSIMH JitoAei. Ciy4allHBIMHM, WJIA €CTeCTBEHHBIMU,
SBIISIIOTCSA YIPO3bl, HE 3aBHUCSIIKME OT BOJM JroAei. B HacTosiiee Bpems mpuHsTa
clieyrolas KiacCu(puKalus yrpo3 COXpaHHOCTH (LI€TTOCTHOCTH).

& E)

@Eﬂenume daxTopel > c@meﬂﬁmc baxTopsl >

Yrpo3bl COXpaHHOCTH HHQOPMALIHK

i <=3 H0KAPH
v’ xuueHne HOCHTEeH Hudiopmattmi P
7] metuacThbie ciydan > asaphu
v NOKMONEHHE K KaHANAM CBAN =7 BIPbiBbL
v nepexsar OMHU <=3 yparaHsl
v s Bl cruxuiisisie Gescrans C=> HaBOOHEHHA
HECAHKLIMOHHPOBAHHLIA foCcTYN < 3eMAETPACEHHA

s/ pAIrNAEHHE HHDOPMALIHH
omWHOKH B NpoLEcce === ownbrn Nons3oBaTcAN

v’ KONHPOBAHHE AAHHBIX obpaboTku —> owubKH oneparopa
HHPOPMALIHH <==J cou annaparypsl

HO,Z[ HCTOYHUKOM YI'PO3 ITOHHMACTCA HCHOCpGI[CTBGHHBIfI HUCIIOJTHUTCIIb
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yIpo3bl C TOYKM 3pEHUS €€ HEeraTUBHOrO BO3ICHCTBHS Ha WHGOPMAIUIO.
M cTOYHMKY MOKHO Pa3fesIUTh HA CIAEAYIOIIHNE TPYIIIIbL:

—  I0Iu;

—  TEXHUYECKHE YCTPOMCTBA,

—  MOJEJH, aJITOPUTMBI, IPOrPaMMBbl;

—  TEXHOJIOTMYECKHE CXeMbl 00pabOTKHU;

—  BHEIIHss cpena

[Ipeanockuiku nosiBiaeHust yrpo3. CyliecTBYIOT CleAyIolre MNPeAnOChUIKH,
WIN IPUYUHBI, TIOSBIICHUS YTPO3:

—  0OBEKTUBHBIE (KOJIMYECTBEHHAs] UM Kaue€CTBEHHAs! HEIOCTATOYHOCTb
AJIEMEHTOB CHCTEMbI) — HE CBSI3aHHBIE HENOCPEACTBEHHO C JEATEIbHOCTHIO
JIIOJIEH Y BBI3BIBAIOILIME CIIyYalHBIE I10 XapaKTepy IPOUCXO0KIEHUS YIPO3bI;

—  CyOBEKTHUBHBIE — HEMOCPEACTBEHHO CBS3aHHBIE C JAESITEIBbHOCTBHIO
YeJIOBEKa M BbI3BIBAIOIIME KaK IPEAHAMEPEHHBIE (JIE€ATEIBHOCTh Pa3BEIOK
MHOCTPAaHHBIX FOCYJapCTB, MPOMBIIUICHHBIN MIMHOHAXK, 1E€ATEIbHOCTh YTOJOBHBIX
AJIEMEHTOB W HEIOOPOCOBECTHBIX COTPYJHUKOB), TaK M HENpPEIHAMEPEHHBIE
(m1oxoe ncuxo(pu3HOIOTHYECKOE COCTOSHHUE, HEIOCTATOYHAs MOArOTOBKA, HU3KHIA
YPOBEHb 3HAHUI) YTPO3bl HHPOPMALIUH.

[lepeuncieHHble  Pa3HOBUAHOCTU  MPEINOCBUIOK  HMHTEPIPETUPYIOTCS
CJIEYIOINUM 00pa3oM:

—  KOJIMYECTBEHHAasl HEOCTaTOYHOCTh — (PU3MUYECKasl HE XBATKa OJTHOTO
WIN HECKOJbKHUX JJIEMEHTOB CHCTEMbl OOpaOOTKH, BBI3BIBAIOLIAS HAPYILIEHUS
TEXHOJIOIMYECKOro  Tmporecca o00pabOTKM WM  HEPEerpy3Ky  HMEIOUIUXCs
AJIEMEHTOB;

—  Ka4eCTBEHHas HEJOCTATOYHOCTh — HECOBEPUIEHCTBO KOHCTPYKLIHMH
(opraHuzanuu) 3JIEMEHTOB CHCTEMBI, B CHJIY YE€ro MOXET IOSBIATHCS
BO3MOYKHOCTh CIIyYailHOTO WJIM NPEIHAMEPEHHOI'0 HEraTMBHOIO BO3ICHCTBUS Ha
00pabaTbIBaeMyI0 WM XPaHUMYIO HH (pOopMaluio;

—  JIeATENBHOCTh  Pa3BEJOPraHOB  HMHOCTPAHHBIX TOCYJAapCTB  —
CHEeUaIbHO OpraHu3yeMasi JeATelbHOCTh FOCYJapCTBEHHBIX OPraHOB Pa3BEIKH ,
npo¢eCCUOHAIbHO OPUEHTUPOBAHHBIX Ha JOObIBaHUE HEOOXOAMMON MHGOPMALIUU
BCEMHU JIOCTYITHBIMU CIIOCOOAMU U CPEJICTBAMH;

—  TOpPOMBIIUIEHHBI  INOUOHaX: —  HEMJIacHas  JIeATEIbHOCTh
OTEYECTBEHHbBl X M 3apyOeKHBIX MPOMBILUIEHHBIX OpraHuzauuil (pupm),
HampaBjeHHasT Ha [0 JY4YeHHE HE3aKOHHbIM NyTeM KOH(HIEHIUAIbHON
uHbOpMallK, UCIOIb3yEeMON Ul TOCTUKEHUS! MPOMBIIIIEHHBIX, KOMMEPUECKHUX,
MOJUTUYECKUX WM MOJPBIBHBIX LIEJeH;

—  3JIOyMBILUICHHBIE JEUCTBUS YTOJOBHBIX 3JIEMEHTOB — XUIICHHUE
uHboOpMaIuu, CpeACTB ee O0pabOTKM MM KOMIBIOTEPHBIX MPOrpaMM B IENSIX
Ha)KUBbI WIH UX Pa3pyLIEHUE B HHTEpPECAX KOHKYPEHTOB;

—  IUI0X0€ MCUXO(PHU3MUOIIOTMUECKOE COCTOSSHUE — IIOCTOSIHHOE WIIH
BPEMEHHOE TMCUXO(PU3UOIOTHYECKOE COCTOSHHE COTPYIHHMKOB, MPUBOJSIIEE MPU
OIPEJIETICHHBIX HECTAHAAPTHBIX BHEIIHUX BO3JIEHCTBUSX K YBEJIMUYEHUIO OIIMOOK U
cO0eB B 00CIIyKMBaHUU CHUCTEM 00paOOTKH MH(OpPMALIMU UM HETTOCPEACTBEHHO K



pasriiameHuo KoHQUIESHITMATbHOW HH(POPMAIINH;

—  HEJOCTaTOYHAsl KaueCTBEHHAs MOJTrOTOBKA COTPYIHHKOB — YPOBEHb
TEOPETUYECKON M MPAKTUYECKOM MOATOTOBKHU IEPCOHANA K BBIIOJIHEHUIO 33/1a4 110
3amuTe MH(OpPMANUU, HEAOCTATOYHAsl CTENEHb KOTOPOrO MOXET MPUBECTH K
HapyLIEHUIO Mpolecca GPyHKIMOHUPOBAHUS CUCTEMBI 3aIUTHI THPOPMALIH.

B coBpeMeHHOHN nHTepaType U HOPMATUBHO-NIPABOBBIX aKTax B 00JacTH
nHpOpMaIIMOHHOW 0€30MacHOCTH MOKHO BCTPETUTh TaKyl KiIacCU(DUKAIIUIO
yrpo3 uHpopmanuu, KoTopas JEIUT UX Ha BHYTpeHHHE U BHewmHue. OnHoi u3
HauboJee NPUHLIUIHUAIBHBIX OCOOEHHOCTEH MpoOJeMbl 3alUThl HMH(OpMAIUU
aBisgeTcss  (OpMUpPOBAHUE  TIOJHOTO  MHOXECTBAa  Yrpo3  HH(pOpPMAIUH,
MOTEHIIMAJILHO BO3MOKHBIX Ha 00BbeKTe ee 00padoTku. B camom nene, maxe ogHa
HEYYTCHHAsT Yrpo3a MOXKET B 3HAYUTENbHOM Mepe CHU3UTh A((HEKTUBHOCTH
3aIIUTBHI.

Bo3moskHbIE Ty TH TTOTy4YeHUsT KOH(DHUISHITNATLHON HHGOpMAITHH

AHanmu3 pacCMOTPEHHBIX BHUJOB YIpo3 IMO3BOJSET CrPyNIUpPOBATH MX I10
JIBYM OCHOBHBIM 00J1aCTsIM:

1) yIpo3bl HapylIeHUs (PU3MYECKOW W JIOTMYECKOM IIeJIOCTHOCTH, a
TaKke cojepkaHusi WHpopManuu (HEeCaHKIMOHHUpPOBaHHas Moauduxanus). Mx
MO>XHO OOBEIMHUTD B IPUUYMHBI HAPYIIEHU LeJ0ocTHOCTH nHpopmanuu (ITHLN);

2) yIpO3bl, CIEICTBUEM KOTOPBIX MOXKET OBITh MOJIyYEHHUE 3allIHUIaeMOn
uHbopMali (XUIIEHUE WIM KONUPOBAHME) JUIAMHU, HE HUMEIOIIMMU Ha 3TO
MOJIHOMOYUN, — B KaHaJIbl HECAaHKIIMOHWPOBAHHOTO MOJy4YeHUs HWHOOpMaIuu
(KHITIN).

ITox nevicTBUEM pPACCMOTPEHHBIX BBIIIE YIPO3 MOXET MPOU3OUTH yTEUyKa
3anuIIaeMoil MHGOpPMAalKUU, TO €CTh HECAHKIIMOHHPOBAHHOE, HEMPaBOMEPHOE
3aBJIaJICHUE COMEPHUKOM JIaHHOW HMH(]OpMaIend U BO3MOXHOCTh MCIIOJIb30BaHUS
€e B CBOMX, B yIIep0 WHTEepecaM COOCTBEHHUKA (Baelbiia) HHPOPMAIIHH, TICIISX.
IIpu sToM 0Opa3zyercs KaHajd yTE€YKHM HH(POpPMAaLUH, MOJ KOTOPHIM MOHHMAETCS
¢u3nyeckuii 1OyTh OT HCTOYHMKA KOHPUACHIMAIbHOM HH(OpMaUuMuU K
3IOYMBIIUICHHUKY. J[71s €ero BO3HMKHOBEHHS HEOOXOIMMBI OINpECICHHbIE
MPOCTPAHCTBEHHBIE, DJHEPreTUYECKUE U BpPEMEHHbIE YCIOBUA, a TaKKe
COOTBETCTBYIOIIIUE CPEJICTBA BOCHPUATUS U (pUKCAMU MHPOPMALIMM HA CTOPOHE
37I0YMBIIIUICHHHUKA.

B 3aBucUMOCTH OT HCHOJB3YEeMbIX CONEPHUKOM CHJI W CPEACTB IS
NOJIyYEHUsS] HECAHKIIMOHUPOBAHHOTO [JOCTyHa K HOCUTEISIM 3allMIIaeMOu
uH(OpPMAIUU PA3THYAIOT KaHAJIbl ar€HTYPHBIE, TEXHUYECKUE, JeTalbHBbIE.

ATeHTypHbIE KaHaJbl YTE€YKd UWHGOPMAIMM — OTO HCIOJIb30BAHUE
MPOTUBHUKOM TaWHBIX areHTOB ISl MOJYYEHUS] HECAHKIIMOHUPOBAHHOIO J0CTYyIIa
K HOCHUTENSAM 3amumaeMoil nHdopmanuu. B ciydae ucmonb30BaHus areHTaMu
TEXHUYECKUX CPEACTB pa3BEAKM (HAMPABIEHHbI X MHKPO(OHOB, 3aKIaTHBIX
YCTPOMCTB, MUHHUATIOPHBIX BUICOKAMEp U JIp.) TOBOPAT O BEACHUM areHTYpHO-
TEXHUYECKOU Pa3BEIKH.

TexHuyeckne KaHaIbl yTEUKH MHOOPMALIMK — COBOKYITHOCTh TEXHUYECKHUX
CPEIICTB Pa3BElKH, JIEMAaCKUPYIOIIUX MPU3HAKOB OOBEKTa 3alIUThl U CUTHAJIOB,



HECyIMX MHPOPMAIIUIO 00 ATUX MpU3HAKAX. DTH KaHAIBI 00pa3yroTcs 0e3 ydyacTu
s 4eJoBeKa B Tpoliecce 00paboTku MHGOPMAIIMN TEXHUYECKUMH CPEJICTBAMH, a
MO3TOMY SIBJISIIOTCS OJHMMH W3 HawOojee OmacHbl X W TPEOYIOT OTAEITHHOTO
paccMOTpEHHS.

JlerasibHble KaHalbl YTEUKM MWHGOpPMAMKM — 3TO HCIHOJIb30BAHUE
COTNIEPHUKOM OTKPBITHIX UCTOUHUKOB MHGOPMAIUU (JTUTEPATypPhl, IEPUOAUIECKUX
W3aHUN W T. 1), OOpaTHBIA WMHXXUHUPHUHT, BBIBEJbIBAHUE IOJ OJIArOBUIHBIM
npeayioroM MHGOpPMAlUKM Yy JIMI, pacIojiaraloliuX HHTEPECYIOed COIMepHUKa
uHopManmet, u Japyrux Bo3MoxkHOCTeH. B ocHoBy kmaccudukamuu [THIN
MOJIOKEH IOKA3aTelb, XapaKTEPU3YIOIIMH CTENEHb y4YacTUs B 3TOM IIpolecce
yesioBeka. B coorBerctBuM ¢ TakuMm noaxonaoMm IIHIIM nenstcs Ha nBa Buaa
(0OBEeKTHUBHBIC U CYOBEKTHUBHBIC) U HA CIEAYIONINE KIIacChl (puc. 6).

Jis  mpemoTBpamieHuss  BO3MOXXHOW ~ yT€UKH  KOH(HICHIIMATBbHOMN
uHDOpMAIIMU W HAPYIICHHUS €€ IEJIOCTHOCTH Ha OOBeKTax ee o0paboTku
pa3pabaThIBaeTCsl M BHEIPSAETCS CHCTeMa 3amuThl nHpopmarmu. CucteMa 3anuThl

I/IHCI)OpMaI_II/II/I — COBOKYIIHOCTb B3aMMOCBA3daHHBIX CPCIACTB, MCTOIOB H
MepOHpI/IﬂTHfl, HarpaBJICHHBIX Ha MIPCAOTBPAIICHHUC YHHUUYTOKCHUS, MCKAKCHUII,
HCCAHKIIMOHUPOBAHHOTO IMOJIYUYCHHA KOH(i)I/II[eHHI/IaHBHBIX CBGI[CHI/II\/’I,

OTO6pa)KeHHBIX (bHSI/I‘IeCKI/IMI/I MNOJIsIMH, OJCKTPOMArHUTHBIMHU, CBE€TOBLIMH U
3BYKOBBLIMH BOJIHAMU MJIM BCHICCTBCHHO-MATCPHUAJIbHBIMHU HOCHUTCIIIMH B BH/IC
CHUT'HAJIOB, 06p330B, CHUMBOJIOB, TCXHHNYCCKHUX pel_HeHI/II\/’I " IIpouecCCoB.

3ananue

HeoO6xomumMo TpOBECTH aHAIM3  3alUINEHHOCTH O0BEKTa  3allHMThI
HH(pOpMAITNH TI0 CIICIYIOIINM Pa3jieiaM:

1. Buasl BO3MOXHBIX YTpo3

2. Xapaxrep IPOUCXOKICHHUS YTPO3

3. Kiaccel kaHaI0B HECAHKIIMOHUPOBAHHOIO MOIYYEHUsI HH(OpMauu

4. VICTOYHHKHU MOSIBIICHUS YIPO3

5. IlpuunHbI HapyIIEHUS NETOCTHOCTH UHPOPMALIUH

6. IloTeHHMaNbHO BO3MOKHBIE 3JI0YMBIIUICHHBIE IEUCTBUS

7. OmnpenenuTp K1acc 3allAIIEHHOCTH AaBTOMAaTU3UPOBAHHON CUCTEMBI
Otuer

OT4er I0JKEH coepkKaTh:

HAaMMEHOBaHUE PAOOTHI;

11eb padoThI;

3aJIaHuE;

MOCJIEIOBATEIBHOCTD BBIITOJIHEHUS paOOTHI;

OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;

BBIBOJI O IIPOJIEIIAHHON padoTe.

KonTposabHbIe BOopocsl
1. Yro Takoe nHGOpPMAMOHHBINA PUCK?
2. B uewm 3akiroyaeTcs 3aja4a yrnpaBlieHUs] HHOOPMAIIMOHHBIMU PUCKAMMU?
3. Kakue cyniecTByrOT METOJIMKH OLIEHKH PUCKOB U YIIpaBJICHUS UMU?
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4. Kakwe ¢opMynbl HCMIONB3YIOTCA TMPU KOJUYECTBEHHOW  OIICHKE
UH()OPMAITMOHHBIX PUCKOB?



IIpakTnueckoe 3ansatue 2. IlpoBeneHue aHaau3a HWHPOpPMALUM HA
npeaMeT HeJJOCTHOCTH

Hear  paGoTbl W3YyYUTh  TOHATHE  IEJIOCTHOCTH  WH(MOpMAaIuH,
MPOaHATN3UPOBATh PUCKU UHPOPMAIIMOHHON O€30MaCHOCTH.

Xoa padoThi:

Teopernvyeckue 0CHOBbI

[emocTHOCT, MH(OpPMAIIMK YCIIOBHO MOJpa3JeseTcsl Ha CTAaTUYECKYIO M
JTUHAMUYECKYIO.

CraTnyeckasi 1€JIOCTHOCTh HMH(POpPMALUU MPEANOIAraeT HEU3MEHHOCTh
MH(POPMAIIMOHHBIX OOBEKTOB OT HMX HCXOJIHOTO COCTOSIHUSA, OTPEIEISIEeMOro
aBTOPOM WJIM KICTOYHUKOM HMH(MOpPMAIUH.

JluHaMuyeckasi  1EJIOCTHOCT,  WMHGOPMAIMKM  BKJIIOYAET  BOIMPOCHI
KOPPEKTHOTO BBITIOJHEHUS CIIOKHBIX JEUCTBUIN ¢ MH(OPMAIIMOHHBIMU MTOTOKAMH,
HaIpuMep, aHajIu3 MOTOKAa COOOIIEHUI JJIS BBISBICHHUS] HEKOPPEKTHBIX, KOHTPOJIb
MPAaBWJIBHOCTU NEpeAau COOOIIEHUM, MOITBEPKICHUE OTACIbHBIX COOOIICHUN U
Ap.

LlemoCTHOCTS,  SBIACTCS  BOXHEHIIMM  acTIEKTOM  MHGOPMAIIMOHHOMN
0€30MacHOCTU B TEX ClIydasix, Korja uH(opMaius UCIOIb3yeTCs IS YIPaBICHUS
Pa3TUYHBIMHU MPOIICCCAMU, HAIPUMEP TEXHUYCCKUMU, COIIMAIBHBIMU U T. 1.

Tak, ommOka B yHOpaBIAOIIEH MOporpaMMe TMPUBEAET K OCTAHOBKE
yIpaBIIIEMON CUCTEMBbI, HEMPAaBUIIbHAA TPAKTOBKA 3aKOHA MOXKET MPUBECTU K €ro
HapyUICHUSIM, TOYHO TAaK)K€ HETOYHBIA IMEPEBOJ] MHCTPYKIMH MO MPUMEHEHUIO
JIEKapCTBEHHOTO Tpernapara MOXKET HaHECTU Bpej 370poBbI0. Bce aTu mpumepsl
WUTIOCTPUPYIOT HAPYIICHHE [EeTOCTHOCTH MHGOpPMAIINH, YTO MOXKET MPHUBECTH K
KaTacTpopUIECKUM MOCTEACTBUSIM. IMEHHO MOATOMY IIETIOCTHOCTh WH(OpMAIUn
BBIICIIICTCS B KAaueCTBE OJHOW M3 0a30BBIX COCTABISIOMNX WHGOPMAITMOHHON
0€30IMacCHOCTH.

Ilesi0cTHOCTB— TapaHTHUsl TOrO, YTO MH(OpMAIIMS ceiluac CyIIeCTBYET B €€
HCXOJHOM BHUJIE, TO €CTh MPU €€ XpPaHCHUU WUJIU Tepenaye He ObLIO MPOU3BEICHO
HECaHKIIMOHUPOBAHHBIX N3MEHEHUH.

JICHCTBUS, HaAmpaBJICHHBIC HA HAPYIICHUE IICJIOCTHOCTH WH(POPMAIINH,
NOJIpa3JeNsAloTcd Ha CyOBEKTHBHBIE NpPEIHAMEpPEHHbIE U  OOBEKTHUBHBIC
peIHaMepEHHBIE.

CyObeKTUBHBIE TIPEIHAMEPEHHBIE:

- JUBEPC T0XapOB, B3PHIBOB, MTOBPEXKICHUN IIEKTPOIUTAHUS U JIP.);
uga  (opraHuzanus

- HEIMOCPE/ICTBCHHBIC JCHCTBUS HaJ HOCHTENIEeM (XWIICHHE, MOJAMEHa
HOCHUTEJICH, YHUUTOKEHUE HHPOPMAITIH);

- MH(POPMAIIMOHHOE BO3ICUCTBUE (IJIEKTPOMArHUTHOE 00Jy4eHUE, BBOJ
B KOMIIBIOTEPHBIC CUCTEMBI Pa3pyMIAIONIUX MPOTPAMMHBIX CPEJCTB, BO3JICUCTBHEC
Ha TICUXHKY JIMYHOCTH IICUXOTPOITHBIM OPYKHEM).

OOBEKTUBHBIE HENPEIHAMEPEHHBIE:

- OTKa3bl (MTOJIHBIA BBIXOJ W3 CTPOS) amlmaparypbl, MPOrpaMM, CUCTEM
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MUTaHUS U

- JKH3HEO0OEeCIICUCHUS,

- cOon (KpaTKOBPEMEHHBIM BBIXOJ M3 CTPOs) ammaparypbl, IPOrpaMm,
CUCTEM IUTAHUS U )KU3HEOOECIICUECHNUS;

- CTUXMITHBIE OeACTBUS (HABOJAHEHMS, 3€MJIETPSICEHMUSI, yparaHbl);

- HECYaCTHbIE CiIy4au (T0Kaphbl, B3PbIBbI, aBapHH);

- DJIEKTpOMarHuTHas

- HECOBMECTHUMOCTb.

3ananmue:

CocraBpTe TAONMITy, COJEPKAIIYH0 MNPUYMHBI HAPYUIEHUS ICJIOCTHOCTH
nHpopMamMu W MEp MPEIOCTOPOKHOCTH, TMPUMCHSIEMBIX JIJI1  3allUThI
HH(pOpMAIMKU OT MOTEPHU LIETOCTHOCTH.

Otuer
OTyeT JOJIKEH COJepKaTh:
1. HaWMEHOBAHUE
2. paboThI;
3. 1eab paboThl;
4. 3aJaHUE;
5. TIOCJIEIOBATEJIbHOCTH BBITIOJIHEHUSI PAOOTHI;
6. OTBETHI
7. Ha KOHTPOJIbHBIE BOIIPOCHI;

8. BBIBOJ O MPOJCIIAHHON padoTe.
KonTpoJibHbIE BONIPOCHI
1. Yro Takoe meJI0CTHOCTh HHpOpMaIuu?
2. Kakwue Mepbl MOXXHO TIPSANPHHSATD IS 3aIIUTHI HHPOpMAaIun?
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IIpakTnueckoe 3ansaTue 3. OueHka ya3BUMOCTH HH(OpMALIUMA
Henp paldorbl: O03HAKOMUTBCA C ANTOPUTMAMHU OLIEHKH YSA3BUMOCTH
nH(GOPMALIMOHHON OE30MaCHOCTH.
Xoa padorhI:

Teopernyeckue 0CHOBbI

Vs3BUMOCTh MH(pOpPMaLIUU €CTh COOBITHE, BO3HHUKAIOIIEE KaK pe3yJbTaT
TaKOT'0 CTEUEHHUS 0OCTOATEIBCTB, KOTa B CHITY KaKUX-TO IPHYMH HCITOJIH3yEMbIC B
aBTOMAaTU3UPOBAHHBIX CHCTEMaX OOpabOTKM JaHHBIX CPEACTBA 3alllUTHl HE B
COCTOSIHUU 0Ka3aTh JIOCTaTOYHOTO POTUBOJCHCTBUSA MPOSIBIICHUIO
AecTaOUIM3UpyIomuX (akTopaM W HEXKEJNaTeIbHOTO0 MX BO3JCUCTBUS Ha
3amuiaeMyro  uHbopMmanuio.  Mojenb  yA3BUMOCTH — MHPOpManuu B
aBTOMATU3UPOBAHHBIX CHCTEMax 00paOOTKH JTaHHBIX B OOIIEM BUJIE TTOKA3aHO.

JDectabunusupyrowy CpepcTea

ve daKTopbl 3aLUMThI

Y

Y
...... T LTI ERR P ¥

4

> >l
BXDﬂ.HbIE NOTOKK BH\_"TpEHHME NOTOKK '| BbIXDﬂ,HbIE

JlanHasi AeTanu3upyeTcss MpU H3yYEHUHM KOHKPETHBIX BHUIOB YS3BUMOCTHU
uHboOpMaIMK: HapylmieHuss  (PU3NYECKOM WM  JIOTMYECKOM  IEeJIOCTHOCTH,
HECAaHKIIMOHUPOBAaHHOW MOAM(PUKAINKA, HECAHKIIMOHUPOBAHHOTO IOJY4YECHUS,
HECAHKIIMOHUPOBAHHOTO PA3MHOXKEHUS.

[Ipu neranuzanuu 00IIEH MOJETN OCHOBHOE€ BHMMAHUE aKIEHTUPYETCS Ha
TOM, YTO TMOAABIISIFOIIEE OOJBIIMHCTBO HAPYyMICHUNW (HU3UIECKON IEeTOCTHOCTH
nH(OpMAITMU UMEET MECTO B Tpollecce ee o0paboTKM Ha Pa3IMYHBIX ydacTKax
TEXHOJOTHYeCKUX MapuipyToB. [Ipu 3TOM 11€10CTHOCTh MH(OPMALIUK 3aBUCUT HE
TOJIBKO OT IIPOLIECCOB, MPOMUCXOASIIMX Ha OOBEKTE, HO U OT LEJIOCTHOCTU
uH(pOpMaIUy, NOCTyNawIIed Ha ero BxoJ. OCHOBHYIO OMACHOCTh MPEACTABISIOT
clyuyaiiHple jaecTabwimsupytomue (akTtopbl (OTKa3zbl, CcOOM H  OIIMOKHU
KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX CHUCTEM OOpabOTKH JaHHBIX), KOTOPbIC
NOTEHIIMAIBHO MOTYT MPOSIBUTHCS B JII00OOE BpeMsi, U B 3TOM OTHOIICHHH MOKHO
TOBOPUTh O PETYJISIPHOM TOTOKE ATUX (akTopoB. M3 CTUXUNHBIX OeACTBUMN
HauOOJBIITYIO OMACHOCTh MPEJICTABIISIOT MOKAPhI, OMIACHOCTh KOTOPBIX B OOJIBIIICH
WM MEHBIIEH CTEMEHU TaKXkKe SBISETCS MOCTOSHHON. OmnacHOCTh MOOOYHBIX
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SBJIEHUI MPAKTUYECKU MOKET OBITh CBEJICHA K HYJIIO IyTeM HaJiJIeKallero Beioopa
MecTa JJIsl IOMEIIEHNH aBTOMAaTHU3UPOBAHHOM CHCTEMbl 0OpaOOTKU JaHHBIX M MX
o0opynoBanusi. UTo KacaeTcsl 3JOYMBILIUICHHBIX JEHCTBUH, TO OHHU CBS3aHBI,
IJIaBHBIM ~ 00pa3oM, C HECAHKUMOHUPOBAHHBIM JOCTYIIOM K pecypcam
aBTOMATU3UPOBAHHON CHUCTEMBI 00pabOTKH AaHHBIX. [Ipy 3TOM HAMOOIBUIYIO
OIIaCHOCTH MPE/ICTABIISAET 3aHECEHUE BUPYCOB.

B cooTBeTcTBUM € H3IOXKEHHBIM OO0IIas MOJENIb Ipoliecca HAPYIICHHS
¢u3nueckoil 1eJOCTHOCTH UWHGOpPMAlMM Ha OOBEKTE aBTOMATU3MPOBAHHOMN
CUCTEMBI 00paOOTKH JAHHBIX MOKET OBITh MPEJCTABIEHA CXEMAaTUYHO.

PerynapHele NoTokM

- =

A = S

m o

£ b 3

o e [e)

¥ h 4 ¥
o Bbixo

Bxog Ob6beKT aBTOMATU3UPOBAHHOM A

A J

Y

cucTembl 0bpaboTkM AaHHbIX

Paleu pabmf”.]

CTUXMHHBIE
bepctemAa
3n0yMbILLAEHHBIE
LencTemna
MobBouHble
ABNEHUA

[NoTeHUMaNbHO BO3MOMKHbIE

C TOukM 3peHHs HECAHKIMOHHPOBAHHOTO IIOJydeHUs HHpopManuu
NPUHLUINATBHO BaXXHBIM SIBIISIETCSI TO OOCTOSITENILCTBO, YTO B COBPEMEHHBIX
aBTOMATHU3UPOBAHHBIX CHUCTEMaxX OOpaOOTKMU JaHHBIX OHO BO3MOKHO HE TOJBKO
MyTeM HEMOCPEACTBEHHOTO JIoCcTyna K 0a3aM JaHHBIX, HO U MHOTHMH MyTSIMH, HE
TpeOyromMUMH Takoro xocryna. IIpm 3ToM OCHOBHYIO OIACHOCTH HMPEACTABISAIOT
3JIOYMBIIUICHHbIE  JIelicTBUs  Jrofeill. BospelicTBue  ciayyailHbIX — (aKTOpOB
HEIMOCPEJICTBEHHO HE BEJET K HECAaHKIIMOHUPOBAHHOMY MOJYyYEHUIO MH(OpMauH,
OHO JIMIIb CHOCOOCTBYET IIOSIBICHHIO KAHAJIOB  HECAHKIIMOHUPOBAHHOTO
noJly4eHHsl UHQOpMalMK, KOTOPHIMU MOXET BOCIIOJIb30BATHCS 3JI0YMBILIICHHUK.
CrpykTypupoBaHHasi CcXeMma IIOTEHLUHAJIbHO BO3MOXKHBIX  3JIOYMBIIIJIEHHBIX
JAeUCTBUI B aBTOMAaTHU3MPOBAHHBIX CUCTEMaxX OOpPaOOTKM NaHHBIX HJsI CaMOro
OO0IIero ciyyaro MpeicTaBIeHa:
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3n0yMbILWAEHHbIE

AelcTBUA

\\\ BHeLWHAA HEKOHTPOIMPYEMana 30Ha
\\ 30Ha KOHTPOIMPYEMOA TEPPUTO PUM

\\ 30Ha NnomeLLeHmit
\ \ 3oHa

O O O

A

O >0

CTpyKTypuUpOBaHHAsl cXe€Ma IMOTEHIHMAIBHO BO3MOXKHBIX 3JI0YMBIIIJIEHHBIX
JIEUCTBUI B aBTOMATU3UPOBAHHBIX CUCTEMax 00paOOTKU JIaHHBIX

BriieneHHbIe 30HBI ONIPEACIISIFOTCS CJICIYIOMMM 00pa3oMm:

1) BHEIIHSS HEKOHTPOJMpYeMass 30Ha — TEPPUTOPUS  BOKPYT
aBTOMATU3UPOBAHHON CUCTEMBbI 00paOOTKM JAHHBIX, Ha KOTOPOW IMEPCOHAIIOM U
CpelICTBaMH  aBTOMATHU3UPOBAHHOM  CHUCTEMOM  OOpabOTKM  JaHHBIX  HE
MIPUMEHSIIOTCSI HUKAKHE CPEJCTBA U HE OCYIIECTBIISIETCS HUKAKUE MEPONPHSITHUS
JUTSL 3aIIUTH HH(GOPMAITUH;

2) 30Ha KOHTPOJUPYEMOM TEPPUTOPUH — TEPPUTOPUS  BOKPYT
MOMEIIEHUIT aBTOMAaTU3WPOBAHHON CHCTEMbl O0pa0OTKM JaHHBIX, KOTOpas
HEIPEPHIBHO KOHTPOJIUPYETCA NIEPCOHATIOM WIH CpelCTBAMHU

aBTOMATU3UPOBAHHOMN CHUCTEMBbI 00paOOTKH JAHHBIX;

3) 30Ha MMOMEUIEHUI aBTOMaTU3HUPOBAHHON CUCTEMBI 00PaOOTKH JAaHHBIX
— BHYTpPEHHE MIPOCTPAHCTBO T€X MOMENIEHUH, B KOTOPBIX PACIOI0KEeHa CUCTEMA,

4) 30Ha PECYpCOB aBTOMATU3UPOBAHHOM CUCTEMbI 00paOOTKU JaHHBIX —
Ta 4acTh NOMEILIEHUH, OTKYy/1a BO3MOKEH HEMOCPEACTBEHHBIN TOCTYI K pecypcaM
CUCTEMBI;

5) 30Ha 0a3 JaHHBIX — Ta 4YacTb PECYPCOB CHCTEMBI, C KOTOPBIX
BO3MOYKEH HEMOCPEICTBEHHBIN JOCTYI K 3AIHAIIAEMbIM JAHHBIM.

370yMBIIUICHHBIE JEHCTBUS C LIEJBI0 HECAHKIMOHUPOBAHHOTO MOJYYEHHUS
uHbOpMaIu B 00ILIEM CITydyae BO3MOXKHBI B KaXK/I0M U3 MepeuncIeHHbIX 30H. [Ipu
3TOM Ui HECAHKIIMOHUPOBAHHOTO TONy4YeHUs UHPOpMAMU HEO0OX0IUMO
OJTHOBPEMEHHOE HACTYIICHUE CIEAYIOIMX COOBITHHA: HapyLIMTENIb JOJDKEH
MOJIYYUTh JOCTYI B COOTBETCTBYIOLLYIO 30HY; BO BPEMsI HaXOKEHHUSI HAPYIIUTEN s
B 30HE€ B HEH JOJDKEH MNPOSBUTHCS (MMETh MECTO) COOTBETCTBYIOLIMH KaHajl
HECAaHKIIMOHUPOBAHHOTO MoJIydeHUs: ~ UH(OpMALMU; COOTBETCTBYIOIIMIMA
KaHaJl HECAaHKIIMOHUPOBAHHOTO MOJyYeHUs UHPOPMALUU JOJIKEH ObITh JOCTYIEH
HapyIIUTEII0 COOTBETCTBYIOLEH KAaTErOpuUu; B KaHaJe HECAHKIIMOHUPOBAHHOTO
HOJy4YyeHUs MHPOpMAIMM B MOMEHT JOCTylla K HEMY HapyLIMTENs J0JDKHA
HaXOAUTbHCA 3alluIaeMast UHQOpMalUH.

Paccmotpum nanee tpanchopmarinio oOmie MoJenu ysI3BUMOCTH C TOYKH
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3peHUs HECAHKIIMOHUPOBAHHOTO pa3MHOKeHUs nHGopMaruu. [[puHIunmraibHpIMU
O0COOEHHOCTSIMH 3TOTO MpOIiecca SABISIOTCS:

1) m000€ HECAHKIIMOHUPOBAHHOE PA3MHOKEHHE €CTh 3JIOYMBIIUICHHOE
JIECTBHE;

2) HECAaHKIIMOHUPOBAHHOE PA3MHOXEHHE MOMKET OCYIIECTBIATHCS B
OpraHu3alusgax-pazpadoTYMKax KOMIIOHEHTOB aBTOMAaTU3UPOBAHHON  CHCTEMBI
00pabOTKM  JIaHHBIX, HEMOCPEICTBEHHO B aBTOMAaTU3UPOBAHHOW CHCTEME
00pabOTKH JaHHBIX M CTOPOHHUX OpraHu3alUsiX, MPUYEM IOCIEAHUE MOTYT
MOJIy4aTh HOCUTEINb, C KOTOPOTO JIEJAeTCs MOMbITKA CHATh KOMHUIO KaK 3aKOHHBIM,
TaK 1 HE3aKOHHBIM ITYTEM.

[TonbITKM  HECAHKIIMOHHUPOBAHHOTO  pa3MHOXEHHs  WHpopmamuu y
pa3paboTyMKa U B aBTOMATU3UPOBAHHOW cHUCTeMe 0O0paOOTKHM JaHHBIX €CTh OJIMH
U3 BHUJOB 3JIOYMBIIUIEHHBIX JEHCTBUHA C IEJbI0 HECAHKIMOHHPOBAHHOIO €€
MOJIYYEHUS] ¥ IO3TOMY UMHUTUPYIOTCS IIPUBEIEHHON MOJENblo. Eciu ke HocuTenb
C 3amuinaemMoil nHpopManmeil KakuM-1u00 MmyTeM (3aKOHHBIM WIJIM HE3aKOHHBIM)
nonaj B CTOPOHHIOK OpraHu3aluio, TO IS €ro HEeCaHKIMOHUPOBAHHOTO
KOIMPOBAHUSI MOTYT HCIOJIb30BaThCS JIIOOBIE CPEACTBA M METOJbI, BKJIKOYAs M
Takue, KOTOpPhIE HOCAT XapakTep HAyYHbIX HCCJIEJAOBAHMM M  OMNBITHO-
KOHCTPYKTOPCKHX pa3pabOTOK.

B npouecce pa3BuTHs TEOpUM M TPAKTUKH 3alIUTHl  MHMOpMauu
chOpMHpPOBAJIOCH TPU METOJIOJIOTMYECKUX TMOAXOAa K OLEHKE YA3BUMOCTH
UHGOPMAIIIH: SIMITUPUUECKUMN, TEOPETUUECKUI U TEOPETUKO-IMITUPUUECKHIA.

IMIUPUYECKUH MOAX0/ K OlleHKe YI3BUMOCTH MH(pOpMALIUH.

CylHOCTh 3MIMPHUYECKOrO MOAXO0JA 3aKIKOYAeTCs B TOM, YTO HAa OCHOBE
JUIMTETLHOTO cOOpa M 00paOOTKM MaHHBIX O PEATbHBIX MPOSIBICHUSIX YTPO3
uHbOpMAIIMU U O pa3Mepax TOro ymepoda, KOTOPBIH MPH 3TOM HUMENl MECTO, YHCTO
AMIIMPUYECKUM IIyTEM YCTAHABIMBAIOTCS 3aBUCUMOCTH MEXKIY NOTEHIMAIBHO
BO3MOXHBIM  yuiepOoM #  KO3(pPuUUUEHTaMH, XapaKTepU3YIOIIUMH YacTOTY
MPOSIBIICHUS] COOTBETCTBYIOLIEH yIrpo3bl W 3HAUEHUA MMEBIIEr0 NpU €€
MpOsIBIICHUH pa3Mepa yuiepdba. Haubosiee xapakTepHbIM OpPUMEPOM MojeeH
paccMaTpyBaeMOl  pa3HOBUAHOCTH  SIBIISIIOTCSL  MOJIENHM,  pa3pabOTaHHbIE
cnenuanucramMu amepukanckoil ¢upmbel IBM. PaccmoTrpuMm pa3BuBaeMble 3THUX
MOJIETISIX TIOJIXOJIbI.

HcxomHoit mochUIKOM mpH pa3paboTke MojeNel sIBISIeTCS MOYTH OYEBHIHOE
OPEANOJIOKEHNE: C OJHOM CTOPOHBI, NP HApPYIIEHUU 3alIUIIEHHOCTH
uH(OpMAIIMU HAHOCUT HEKOTOpbIH yiiepOd, ¢ Hapyroil, oOecredeHue 3aluThl
uHbOpMallMU COMNpPSDKEHO € pacxojgoBaHueMm cpeactB. llomnas oxumaemas
CTOMMOCTD 3aIlUThl MOXKET ObITh BbIpaXKE€HA CYMMOM PacxoJlI0B Ha 3aIllUTy U Ha
oTephb OT ee HapyleHusl. COBEPIIEHHO OYEBUIHO, YTO ONTUMAJIBHBIM PELIEHUEM
Obu10 OBl BbIENEHHE Ha 3amuTy HHQopMammm cpeacts B pasmepe Comr,
MOCKOJIBKY IIPU 3TOM OOECHeUnBaeTCs MUHUMU3ALKS OOIIEH CTOMMOCTU 3aIUThI
uHbOpMALIIH.

Jyist Toro, 4toOBl BOCIOJB30BATHCA JAHHBIM TMOJXOJOM K PEIICHUIO
po06sIeMbl, HEOOXOAUMO, BO- TIEPBBIX, 3HATH (MJIM YMETh OMPEIEIATh) 0KUIaeMbIe
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MOTEPH TPH HAPYIICHWH 3alMIICHHOCTH WHGOpPMAllMK, a BO-BTOPBIX, B
3aBUCUMOCTh MEXKJY YPOBHEM 3aIlMIICHHOCTH W CPEICTBAMH, 3aTPAYMBACMBIMU
Ha 3aIIUTY UHPOPMAIIH.

Pemienne mepBoro Bompoca, T.€. OLEHKH OXHWJAEMBbIX IMOTEPh MpHU
HapylIeHUW 3allMIIEHHOCTH WH(OpPMAlUM, TMPUHIMUIUATIBLHO MOXET OBbITh
MOJYyYEHO JIMIIb TOrJA, KOrga pedb MAET O 3alluTe MNPOMBIIIICHHOM,
KOMMEPUYECKOH M UM MOJ00HOM TalHBI, XOTS U 37eCh BCTPEYAIOTCS BeChMa
CEepbE3HbIE TPYAHOCTH. UTO Kacaercsi OLUEHKH YPOBHS TOTEPh MPU HAPYIICHUU
cTaTyca 3allyIeHHOCTH WH(pOpMaINK, coJiepkKallel TocyJapCTBEHHYI0, BOCHHYIO
¥ UM TOAOOHYIO TaliHY, TO 37I€Ch IO HACTOSIIETO BPEMEHU CTPOTHE MOJIXO0IbI K UX
MOJIYYEHHUIO HE HaijaeHsl. JlaHHOE OOCTOSTEIBCTBO CYIIECTBEHHO CYyXKaer
BO3MOKHYIO 00y1acTh HUCIOJIb30BaHUSI MOJIeJICH, OCHOBAHHBIX Ha
paccMaTpUBaeMbIX MOAXOAX.

Jlyis onpeneneHust ypoBHS 3aTpaT, 00ECTICUNBAIONTUX TPEOYEeMbI YPOBEHB
3aIUIIEHHOCTH UHGOPMAIHK, HEOOXOIUMO TI0 KpailHell Mepe 3HaTh, BO-TIEPBBIX,
MOJHBIMN TIEepedeHb yrpo3 uH(OpMaluu, BO-BTOPHIX, MOTEHIUAIBHYIO OMACHOCTH
Uit uHpOpMaluu i1 KaKJIOW W3 Yrpo3 M, B TPEThUX, pa3Mephl 3aTpar,
HEOOXOIUMBIX ISl HEUTpaIu3aluy KaxK 101 U3 yrpos.

R = 10(5‘#}1—4)

[TockonmbKy ONTHMANBHOE PEIICHHE BOIPOCa O IEIeCOO00pPa3HOM YPOBHE
3aTpar Ha 3allUTy COCTOUT B TOM, YTO 3TOT YPOBEHH JOHKCH OBITh PaBEH YPOBHIO
OKUAAEMBIX TOTEPh MPHU HAPYIICHUH 3alIUIICHHOCTH, HOCTATOYHO OIPEACTUTH
TOJIBKO YpoBeHb noTepb. Crnenuanucramu ¢pupmel IBM npepioxena cienyromas
AMIMPUYECKAsi 3aBUCHUMOCTb 0XKHIa€MbIX MTOTEPH OT 1-i yrpo3bl HHPOPMALIUH:

I'me Si — xoadduiment, XapakTepu3yIOMUA BO3MOXHYIO YacTOTy
BO3HMKHOBEHHUSI  COOTBETCTBYIOMmIEW  yrpo3sl; Vi —  KO3(PUIMEHT,
XapaKTEepU3yIOIINKA 3HAUYEHUE BO3MOXKHOTO yiepOa MpH €€ BO3HHUKHOBEHHH.
[IpennoxeHHbIe CICIHATUCTAMH 3HaYE€HUS KOA(PUITUEHTOB:

3HayeHus kodpdunmenTa Si

Oxumaemas (BO3MOXKHAS) 4ACTOTA MOSBICHUS yrpo3bl  |[[Ipeamoniaraemoe
3HAYCHUC
Si

Iloutn HUKOT A 0

1 pa3z B 1000 et 1

1 pa3z B 100 ner 2

1 paz B 10 ner 3

1 paz Bron 4

1 pa3 B mecsiit (mpumepHo, 10 pa3 B roj) S

12 paza B Hegemo (mpumepno 100 pa3 B rom) 6

3 paza B aeHb (1000 pa3 B ron) 7
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Bo3moskHbie 3HaueHust kodddummenta Vi

3HaueHue BO3MOXKHOTO yuiepba mnpu mposiBiaeHuul [peanonaraemoe
YIpO3bl 3HAYCHUE
(momnapst CIITA) Vi

1 0

10 1

100 2

1 000 3

10 000 4

100 000 5

1 000 000 6

10 000 000 7

CyMMapHasi CTOMUMOCTb MOTEPH OrpeaenseTcs GopMynon
R=)R,
Wi

Takum o6pa3zoM, eciu Obl yJajaoch coOpaTh JOCTATOYHOE KOJIUYECTBO
(aKkTHUEeCKMX JaHHBIX O TNPOSBICHUSIX YIpPO3 M UX TOCIEACTBUAX, TO
PAacCCMOTPEHHYIO MOJENIb MOXHO ObUIO Obl HCMOJB30BAaTh ISl PELICHUS
JIOCTaTOYHO MIMPOKOTrO Kpyra 3ajad 3aluThl MHGOPMAIMH, MPUYEM, HETPYIHO
BUJIETh, YTO MOJEJIb IO3BOJSET HE TOJIBKO HAaXOJIUTh HY)KHBIE PEUICHUS, HO H
OLICHMBaTh MX TOYHOCTh. [lo Poccum Takas CTaTUCTMKAa B HACTOSIIEE BpPEMS
npaktuaecku orcyrcrByer. B CIHIA ke, nHanpumep, cOopy u oOpaboTke
YKa3aHHBIX JIaHHBIX OOJIbIIIOE BHUMAHHE YJEsIeT ILENbli P YUperKACHUN
(Crendopackuii ucciaenoBaTENbCKU HMHCTUTYT W Jp.). B pesynprate yxe
MOJIyYEHbl JOCTATOYHO MPEACTABUTENIbHBIE JAaHHBIE IO LEJIOMY psAy Yrpos,
KOTOpPbIE MOTYT OBITh MOJIO)KEHBI B OCHOBY OPHUEHTHUPOBOYHBIX PACUE€TOB M IS
APYTUX CTpaH.

3ananue:

1. 3arpysutre I'OCT P MCO/MDBK TO 13335-3-2007 «METOJbI U
CPEJACTBA OBECIIEYEHUMA BE3OITACHOCTH.»

2. OsnakombTtech ¢ llpuioxkenusamu C, D u E I'OCTa.

3. BeiOepute Tpu pa3znuuHbIX HHHOPMAIIMOHHBIX aKTHBA OPTaHU3aAIUU (CM.
BApUAHT).

4. U3 Ilpuaoxenuss D TOCTa nmonbGepute Tpu KOHKPETHBIX YSI3BUMOCTH
CHCTEMBI 3aIIUThHI YKa3aHHBIX MH(POPMAIIMOHHBIX aKTHBOB.

5. Ilone3zysace Ilpmiaoxenmem C ['OCTa HamumurTe TpHU YIrpO3BHI,
peanu3anusi KOTOPBIX BO3MOXHA MOKa B CHCTEME HE YCTpaHEHbl Ha3BaHHBIE B
IIyHKTE 4 ySA3BUMOCTH.

6. Ilomp3ysch OomHMM U3 METOAOB MNpemioKeHHbIX B IIpuioxenun E
I'OCTa npousBeauTe OLIEHKY PUCKOB HH(POPMAIIMOHHOM 0€3011aCHOCTH.

7. OueHky 1eHHOCTH WH(OPMAIMOHHOTO AaKTHUBAa MPOU3BOJUTH HA
OCHOBAaHHMH BO3MOXKHBIX OTEPH JUIsl OPraHU3aIMU B CIy4yae peain3alii yrpo3bl.
OTtuer
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OTyeT J0JIKEH COJepKaTh:
HAaWMEHOBAaHHE PAOOTHI;
1Eeb padoThI;
3a/IaHHUE;
MOCJIEI0BATEILHOCTh BBITIOTHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOMIPOCHI;
BBIBO/I O MPO/IeTIaHHOMN padoTe.
KonTpoJsbHbIe BOonpochl
JlaiiTe onpeneneHue MOHATHSIM
1. VYsa3BUMOCTH CHCTEMBI 3alIUTHI HH(DOpPMAIIUU
2. VYrpossl Ub
3. OueHka pUCKOB

AR el
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IIpakTnueckoe 3ansatue 4. TpeOoBanua Kk 0e30maACHOCTH
MH(OPMALMOHHBIX CHCTEM.

Ieas padoTbl: 3aKpeIieHHE TEOPETUYECKUX 3HAaHUW IO BOIPOCAM
cepTU(PUKALNUUA CPEACTB 3alIUThl MH(OpPMAIMU MO TpeOOBaHUSAM O€30MaCHOCTH
uH(popManuu.

OO6opynoBanme: y4yeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

MunumanbHbie (0a30BbIe) TpeOOBaHMS 0€30MaCHOCTH (HOPMYIHPYIOTCS B
oOmeM Bujae, 0e3 yuera kareropuu, npucBoeHHor MC. Onu 3amaroT 0a30BBbIii
ypOBEHb WH(MOPMAIIMOHHONW O€30MaCHOCTH, WM JOJIKHBI YJIOBJIETBOPATH BCE
nH(OPMAITMOHHBIE CUCTEMBI. Pe3ynbTaThl KaTeropupoBaHMs BaKHBI TIPH BBIOOpE
PETYJIATOPOB  OE30IAaCHOCTH, OOCCIEUYMBAIOIINX  BBIMIOJHEHHE TpeOOBaHMM,
c(hOpMyITUPOBAHHBIX HA OCHOBE aHAJIN3a PUCKOB.

Opranuzarusi JoKHA pa3paboTaTh, JOKYMEHTHPOBATH W OOHApPOIOBATH
opUIIMATIBHYI0  TOJMUTHKY  Oe30macHocTd U (opMalibHble  MPOUEAYPHI,
HaIlpaBJICHHBIC HAa BBIOJTHCHUE MPUBEICHHBIX HWKE TpeOOBaHUH, U 00eCIIeUnTh
2 PexkTUBHYIO peann3aiuio NOJUTUKU U IPOLEAYD.

B xommaHuu HEOOXOAMMO TEPUOAUYECCKU IPOHU3BOAMTH OICHKY PHCKOB,
BKJIOYAsk OIICHKY yrpo3 MHCCHH, (YHKIIMOHUPOBAHHWIO, UMHJKY W PEIyTaIuH
OpraHu3alliy, €€ aKkTUBaM M IMEpPCOHAy. DTH Yrpo3bl SBISIIOTCS CIEICTBHEM
skcrtyataiiui MUIC w1 ocymiecTBisieMbIX MpPU 3TOM OO0paOOTKH, XpaHEHUs H
nepeiayu JaHHbIX.

[IpumMeHuTENBHO K 3aKYIIKE CUCTEM M CEPBHCOB B KOMIIAHUU HEOOXOIUMO:

1. BBIAEIUTH TOCTATOYHBIN O0BEM PECYPCOB s afaekBaTHOU 3amuThl UC;

2. mnpu pa3pabOTKe CHUCTeM YUuThIBaTh TpeOoBanus Ub;

3. OrpaHMYMBaTh  UCIOJIB30BAHUE ©  YCTAaHOBKY  IPOTPaAaMMHOTO
oOecrieueHus;

4. obecnevnTh BbIICIICHNE BHCITHUMU MTOCTABITUKAMH YCIYT JOCTATOYHBIX
PECypCOB IS 3alTUTHI HH(DOPMALIUK, PUITOKEHUN U/ UITH CEPBUCOB.

B o6nactu ceprtudukanmm, akkpeauTallud W OIEHKH OE€30MacCHOCTH B
OpraHu3aIiu CJEAYeT MPOBOJIUTD:

1. MOCTOSTHHBIMMOHUTOPUHTPETYJISITOPOB 0€30MacHOCTH,
YTOOBI UMETh JIOBEpHE K 179
s hexTUBHOCTH;
2. TEpHOIUYECKYIO OLICHKY PEryJIsTOPOB 0OE30MacHOCTH,
NPUMCHSICMBIX B nC, 9ToO0Bl  KOHTPOJIMPOBATH WX
3 PEKTHBHOCTB;

3. pa3pabOTKy U MPETBOPEHHE B >KU3Hb IJIaHA JIEUCTBUN MO YCTPAHEHUIO
HEJIOCTAaTKOB M YMEHBLIECHUIO WM YCTPaHEHUIO ysa3Bumoctent B UC;

4. aBropuzamuioo BBefeHusa B Okcmuyaranuo HMC u  ycraHoBieHue
COCIMHEHUH ¢ IPYyruMHu UHHOPMALIMOHHBIMUA CUCTEMAMH.

B oGnactu kaapoBoii 6e30macHOCTH HE0OXO0UMO:

1. oOecrmeunth HAJIEKHOCTHh  (IOBEPEHHOCTH)  JIOJHKHOCTHBIX  JIHII,
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3aHMMAIOIUX OTBETCTBEHHbIE IIOCTHI, @ TaKXXE€ COOTBETCTBUE ATHUX JIUIL
NPEIbABISIEMBIM K JaHHBIM JOJKHOCTSIM TPEOOBaHUSAM O€30MacCHOCTH;

2. obecrieunTh 3amuTy WHGOpMAMU U UHPOPMAIMOHHON CHUCTEMBI MpPH
MIPOBEJCHUH TUCIUIUIMHAPHBIX aKIM, TAKUX KaK YBOJIbHEHUE WU TIEpEMEIICHHE
COTPYIHUKOB;

3. TPHUMEHSTHh COOTBETCTBYIOIINE O(UIIMATBHBIE CAHKIIMYA K HAPYIITUTEISIM
MOJIMTUKU U TPOLeyp 0€30MacHOCTH.

Opranuzanusi J10JbKHa oOecreyuTh HMHPOpMUpOBaHUE U OOydeHHe
COTPYHHUKOB:

1. 4T00BI pyKkoBoauTENU U nosib3oBarenu VC 3Hamm o puckax, CBSI3aHHBIX
C UX JEATENIbHOCTbIO, U O COOTBETCTBYIOIIMX 3aKOHAX, HOPMAaTHBHBIX aKTax,
PYKOBOJSIINX TOKyMEHTAX, CTaHJapTax, UHCTPYKLUMSX U T.I1.;

2. 4ToOBl MEpCcOHAN HMeEN JOJDKHYIO MPaKTUYECKYI0 TOATOTOBKY IUIf
BBITIOJTHCHUSI 005I3aHHOCTEH, CBA3aHHBIX ¢ MH(OPMAIIMOHHON 0€30TIaCHOCTHIO.

B obnactu muiaHupoBaHHS HEOOXOIMMO pa3paboTaTh, JOKYMEHTHPOBATh,
MEPUOJIMYECKHA U3MEHATh U peann30BaTh IJIaHbl obecnedyenus o6ezonacHoctu MC,
OMUCHIBAIOIINE PETYISATOPbl 0€30MacHOCTH (MMEIOIIUECS W IJIAHUPYEMBIE) U
MpaBuiia OBEIEHUs IepcoHaa, umeroriero noctyn k UC.

C uenbto miaHupoBaHusi OecrniepeOoitHOW pPabOThl B KOMIIAHUU CIEIYET
YCTaHOBUTb, MOAJCPKUBATH U dIPPEKTUBHO PEaTU30BaTh IJIAHBI pEarnpOBaHMs Ha
aBapUiHbIE CUTYallUU, PE3EPBHOTO KOIMPOBAHUS, BOCCTAHOBJIEHUS 10CIIE aBapui,
4TOOBl O00ECHEeUUTh JOCTYHHOCTh KPUTHYHBIX HMH()OPMALMOHHBIX PECYpPCOB U
HENPEepbIBHOCTh (PYHKIIMOHUPOBAHUS B aBAPUIHBIX CUTYyalIMSIX.

B nane pearupoBaHusi Ha HapyleHUs MH()OPMAIMOHHOW 0€30MacHOCTH
OpraHu3alMs TOJKHA!

1. co3marh ACUCTBYIOUIYIO CTPYKTYpPY JUIsl pearupoBaHusl Ha WMHIUACHTHI,
uMes B BUIy aJIeKBaTHbIE MOATOTOBUTEIbHBIC MEPOIIPHUSTHSI, BHISIBIICHUE, AHATIU3 U
JIOKAJIM3alI0 HAPYUICHUH, BOCCTAHOBJICHHUE TOCE UHIIUACHTOB U 00CITy )KUBaHHE
oOpalleHuii MoJab30BaTeNeH;

2. obecreynTh MPOCIEKMBAHUE, NOKYMEHTHPOBAHHE M COOOIIEHHE 00
WHIUICHTaX COOTBETCTBYIONIMM  JOJDKHOCTHBIM  JIMIIAM  OpPTaHW3alidl U
YIOJTHOMOYEHHBIM OpraHaMm.

C nenbro pU3NYECKON 3alUThl OpraHU3alus J0JKHA!

1. mpenocraBnate ¢Qusnueckuit npoctyn k MC, oOopynoBaHuto, B
IPOU3BOJCTBEHHBIE [TOMEILIEHHUS TOJIBKO aBTOPU30BAHHOMY IIEpCOHAIY;

2. (¢usnuecku  3amMIIaTh  OOOpYJOBaHHE W  TOJIJEPKUBAIOULYIO

unppactpykrypy UC;
3. obecneunTh OJDKHBIE TEXHUYECKHUE YCIOBHS NIl (yHKIIMOHUPOBAHUS

NG,

4. 3amumars C OT yrpo3 co CTOpOHBI OKPYIKAIOILIEH CPEBI;

5. obecneunTh KOHTPOJIb YCIOBH, B KOTOPBIX (pyHKIHOHUpYeET UC;

6. obOecrnieuuTh ympaBji€HHE IOCTYIOM, MPEIOCTaBUB JOCTYI K aKTHBam
NC TOMBKO aBTOPU30BAHHBIM TIOJIL30BATEINSAM, MpoOLEccaM, JIEHCTBYIOIIUM OT
MMEHHU 3TUX T0JIb30BaTeliel, a Takxke ycrpoilictBam (Bkimouas apyrue MC) s
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BBITIOJIHEHUS Pa3peNICHHBIX MOJIb30BATENISIM TPAH3AKIIUN U QYHKIIHA.

Jliist oGecnieueHrs MPOTOKOJIUPOBAHUS U Ay IUTa HEOOXOAMMO:

1. co3maBarh, 3amUIIaTh U MOJJIEPKUBATH PETUCTPALMOHHBIE >KYpPHAbI,
MO3BOJISIONIUE OTCIICKUBATh, AHAIM3UPOBATh, PACCIEA0BaTh U TOTOBUTH OTUETHI O
HE3aKOHHOMW, HECAHKIIMOHUPOBAHHOW WJIM HEHAJIE)KAIIEH aKTUBHOCTH,

2. obecrneunth mnpociexuBaeMocTb aedcTtBuili B MC ¢ TOYHOCTBIO [0
MoJIb30BaTelNs (MOAOTYETHOCTD MOJIb30BaTENEN ).

B mutane ynpasiieHust KOHQUrypanue B KOMIIaHUU CIEAYET:

l. ycTaHOBUTH U NOAJEPKUBATH OA30BbIE KOH(PUTYpAIUY;

2. wumeth onuchk (kapry) UC, akTyanuzupyemyro C y4eToM >KU3HEHHOTO
IIUKJIa, B KOTOPYIO BXOJAT ammaparypa, MporpaMMHOE OOECledYeHHe U
JOKYMEHTAIIUS;

3. yCTaHOBUTh M 00ECTHEUUTh MPAKTUUECKOE MPUMEHEHHE HACTPOCK IS
KOH(UTYpHUpOBAHUS CPEACTB O€30MACHOCTH B MPOAYKTax, BXxosmmux B NC.

B obGmactu maeHTHGUKAMK B ayTeHTU(DUKAITMNT HEOOXOIUMO OOSCIICYHTh
uaeHTUGUKaMo U ayTeHTu(dukanuioo nois3oBarened  HWC, mpoueccos,
JIEUCTBYIOIIUX OT UMEHHU MOJIb30BATENICH, a TAaKKe YCTPONCTB Kak HEOOXOJIUMOE
ycioBue npegoctanieHus noctyna k VC.

Kpome Toro, Heo6Xx01UMO:

[IpuMeHUTENBHO K COMTPOBOXKICHUIO:

1. ocylecTBIATh MEPUOANYECKOE U CBOeBpeMeHHoe obOcmyskuanue MC;

2. obecneunTh d(MPEKTUBHBIE PETYIATOPHI ISl  CPEACTB, METOJIOB,
MEXaHHU3MOB U MEPCOHAJA, OCYIIECTBIISIIONIUX COMTPOBOXKICHUE.

JI71 3a1mMThl HOCUTEIICH:

1. 3ammMImath HOCUTENH TaHHBIX KakK U(POBbIE, TaK 1 OyMaKHBIE;

2. TOpeAoCTaBiATh  JOCTYIl K  JaHHBIM HAa  HOCHUTENAX  TOJIBKO
ABTOPU30BAHHBIM OJIb30BATEIISIM;

3. caHupoBaTh WM YHUYTOXKAaThb HOCHUTENM TEpea  BBIBOAOM U3
AKCIUTyaTalK WIKN TIEepe]1 nepeiadeii Jj1sl MOBTOPHOTO MCIOIb30BaHUA.

C 1ebIo 3aUThl CUCTEM U KOMMYHHUKAIIUMN:

1. orcinexuBaTh, KOHTPOJIUPOBATh W 3allUINATh KOMMYHHUKAIMHU (TO €CTh
nepejaBaeMble M MIPUHUMAEMbIe JaHHbIC) HA BHEIIHUX U KJIFOYEBBIX BHYTPEHHUX
rpanunax 1C;

2. TPUMEHSATh apXUTEKTYPHbIE W anmapaTHO-MPOrPAMMHBIE IOJIXOJIbI,
MOBBIIIAIOIINE JIEHCTBYIONUH ypoBeHb nH(popMalmoHHoi 6e3onacuoctu MC.

Jiist oGecniedeHust 1IeJIOCTHOCTH CUCTEM M JIAHHBIX

1. cBoeBpemenHo wuneHTu(umpoBath nedextet MC wu  JgaHHBIX,
JOKJIAJbIBAaTh O HUX U UCIIPABIIATD;

2. 3ammmark MC oT BpeIOHOCHOTO MPOrpaMMHOT0 00€CIIeYEHUS;

3. OTCIeXUBaTh CUTHAJBI O HApYIICHHUSX O€30MaCHOCTU M COOOUIEHHUS O
HOBBIX yIpo3ax g UWHOOPMAIIMOHHOW CHUCTEMbl M JOJKHBIM 00pa3zoM
pearupoBaTh Ha HHX.

3amanue:
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[Tonb3ysick yueOHUKOM, OMUILINTE:

1. Bunsl u cxemsl cepTuUKaMK CPEICTB 3aAUTHI HHPOPMAIUH.

2. Oyskmun OCTIOK B obmactu cepTUUKALUMU CPENCTB  3aIUTHI
uH(popManuu.

3. OYHKIMH OPraHOB CEPTUPUKALIMU CPECTB 3AIUTH HHPOPMAITIH.

4. ®OyHKIMM UCTIBITATEIBHBIX JabopaTopuil (LIEHTPOB).

S. OyHKIMHU 3asIBUTEIIEN.

6. ITlopsmox mpoBeaeHUs cepTHPHUKAIIIN U KOHTPOJIS.

7. lTlepeueHn CpEJICTB 3aITUTHI nHpOpMaIuH, TIOJITeIKATITIX
cepTUu(UKAIIUH.
OTtuer

OTyeT JOJIKEH CoaepKaTh:
HAaWMEHOBaHHE PAOOTHI;
11e1b pabOTHI;
3aaHue;
MOCIIEI0BATEIHbHOCTh BHIMIOTHEHUS PaOOTHI;
OTBETHI Ha KOHTPOJILHBIC BOTIPOCHI,
BBIBOJI O IIPOJIEIAHHON padoTe.
KonTpoJubHbIe BOnpochl
1. CdopmynupyiiTe 1eId CUCTEMBbl CEpTU(PUKAIMUA CPEJICTB 3alUThI
uH(OopMaIKK 1o TpeOOBaHUAM OE30MTaCHOCTH MH(OPMAIIUH.
2. OpraHuzalMOHHasg CTPYKTypa CHCTEMbl CEpPTH(PUKAIMH CPEJICTB
3aIUThl THPOPMAIIUU 110 TPeOOBAHUSAM 0€30M1aCHOCTH MH(HOPMAIIHH.
3. HazoBute Buabl U CcXeMbl CepTUPUKAIMUA CPEACTB  3AIIUTHI
uHbopMaIuu.

AR e
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IIpakTnueckoe 3anaTne S. TpeOoBanums K  0€30IACHOCTH
uHpoOpMalMOHHBIX cucTeM B Poccum.
Henab padoThl: 3aKpeIuIeHHE TEOPETHUECKUX 3HAHUI B 00JIACTH MPAaBOBOTO
obecrnieueHus: UHPOPMAITMOHHON OE30MACHOCTH.
OO0opynoBanme: y4yeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[logxox K 0€30MacHOCTH peaiu30BaH B PYKOBOJAILIEM JIOKYMEHTE
l'ocymapctBeHHOM ~ TexHuWuyeckoW  komuccuen  1mpu  llpesmpgenre PO
«Knaccudukanuss aBTOMaTU3UPOBAHHBIX CHUCTEM M TpeOOBaHUU MO 3alIUTe
uHbopMaImy, BIMyIeHHOM B 1992 r. TpeGoBanus BceX NPUBEIECHHBIX HUXKE
JIOKYMEHTOB 00s13aTeIbHBI ISl UCIIOTHEHHUS TOJBKO JIJISI T€X TOCYAapCTBEHHBIX
00 KOMMEPUECKHX OpraHu3aluii, KOTOphIe 00pabaThiBalOT HWH(OpMAIHIO,
COJIEpKalllyI0 TOCYAapCTBEHHYIO TalHy. /{151 OCTalIbHBIX KOMMEPYECKUX CTPYKTYP
JIOKYMEHTBI HOCAT PEKOMEHJIATEIbHbBIN XapakTep. B JaHHOM JOKYMEHTE BBIICIICHO
9 KJIACCOB 3aIUIIEHHOCTH ABTOMATU3UPOBAHHBIX CUCTEM oT
HECAaHKIIMOHUPOBAHHOTO JOCTyla K HWH(OpMauuu, a s KaxIoro Kiacca
OTpEeNeSICH MHUHHUMAJIbHBI COCTaB HEOOXOAMMBIX MEXaHM3MOB 3alllUThl U
TpeOOBaHUSI K COJICPKAHUIO 3aIMUTHBIX (YHKIMH KaXI0TO W3 MEXaHU3MOB B
KaXKJIOM U3 KJIACCOB CUCTEM.

Kitacesl cucrem paszieneHsl Ha TpU TPYIIIbI, IPUYEM OCHOBHBIM KpUTEpPUEM
JICJICHUs] Ha TPYNNbl MPUHATH cHelUupUYecKue OCOOEHHOCTH 00paboTKU
nHpOpMAIINH, 2 UMEHHO:

TPEThSI TPYIIa — CHUCTEMbI, B KOTOPBIX pabOTaeT OJIMH IMOJIH30BATENb, J10-
MyIIEHHBIA KO BCeil 00pabaThiBaeMoil HH(pOpMAaIINK, Pa3MEIEHHOW Ha HOCUTEIIX
OJTHOTO YpPOBHS KOHQUICHIMAIBHOCTH, K TPYIIE OTHECEHhl JBa KJacca,
o0o3HaueHHbIC 36 u 3A;

BTOpasi TpyIIlia — CUCTEMBI, B KOTOPBIX pabOTaeT HECKOJbKO IMOJIb30BATE-
Jed, KOTOpble HMMEIOT OJMHAKOBBIE IpaBa JOCTyHa KO Bced wuHOpMaIuu,
oOpabarbiBaeMON W/WJM XPAaHUMOM Ha HOCHUTENSAX Pa3IMYHOIO YPOBHS KOH(H-
JIEHIIUAJIBHOCTH;, K TPYIINE OTHECEHBI JIBa Kjacca, 00o3HaueHHbIe 2b 1 2A;

nepBasi rpymnna — MHOTOIOJIb30BATEIbCKUE CUCTEMBI, B KOTOPBIX OJHO-
BPEMEHHO 00pabaThiBaeTCs W/WIM XpaHUTCA HWHGOpPMAIUs pa3HbBIX YPOBHEH
KOH(UICHIIMATLHOCTH, MPUYEM pa3JIMYHBbIE IMOJIH30BATEIN MUMEIOT pa3Hble MpaBa
Ha J0CTyn K nHbopMaIuu; K rpymnme otHeceno 5 kiaccos: 1[I, 1T, 1B, 1b u 1A.

TpeGoBanus K 3ammTe pacTyT OT cucTeM kiacca 3b k kimaccy 1 A.

Bce MexaHW3MBbl 3alUTHl pa3fiefieHbl Ha 4 MOACUCTEMBI CIEAYHOUIErO
Ha3HAYCHUS:

. yIpaBJIEHUS TOCTYIIOM;

. PETUCTpAILU U YUETA,;

. Kpuntorpauueckoro 3aKpbITHUS;

. oOecreyeHus HeJ0CTHOCTH.

Conepxanue CpeiaCcTB Il KaXJAOW TPYNNbl CHUCTEM TIPUBEJICHO B
nokymenrte. llpuBeneHHass B pPYKOBOJSIIEM JOKyMEHTEe [ OcTeXKOMHCCHU
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METOJIMKA PACIpPOCTPAHSIETCA Ha 3alUTY OT HECAHKIIMOHUPOBAHHOTO JOCTyMa K
nHpopMaruu, HaxoJsmecs HernocpenctBeHHO B 3Y OBM u Ha CMEHHBIX
MAalllMHOYUTAEMbIX ~ HOCUTENAX.  3HAYUTENbHO  padblie, B 1978 r,
INoctexkomuccuet ObUTM BBIMYIIEHBI PYKOBOJAIINE JTOKYMEHTBI, OMpPEACIISIONINE
TpeboBaHuUs K 3anuTe HHHOPMALIMY B aBTOMATU3UPOBAHHBIX CUCTEMaX OT YTEUKU
M0 MOOOYHBIM 3JIEKTPOMArHUTHBIM M3JIyYeHHUsIM W HaBojkaM. [lpu paspaboTke
Ha3BaHHBIX TPEOOBAHUN YUUTHIBAIUCH CIAEAYIONINE (PAKTOPHI:

1. Hounst rpudoBanHOM nHPOpMaIK B 0011eM 00beMe 0O0pabdaThiBaeMoit
uH(OOpMAaIIHH.

2. HNHTeHcuBHOCTD 00paboTKu rprdoBaHHON MH(POPMAIUH, BEIpaKaeMasl
OTHOCHUTEJIHHOM J10JIeH BpeMEHH €€ 00pabOTKH B TEUCHHUE CYTOK.

3. VYcioBuss  pacIoOKEHHS  almaparypbl  aBTOMAaTU3UPOBAHHOU
CUCTEMBI.

Hannume paccMOTpEeHHBIX METOIMK M 3aKpEIUIEHHE UX B OQPHUIIMATIBbHBIX
JOKYMEHTaX CO3/1aeT AOCTATOYHO HAJEKHYIO 0a3y I 3alUThl MHPOPMALMK Ha
peryispHoi ocHoBe. OHAKO HETPYAHO BUAETH, UTO C TOYKU 3PEHHSI COBPEMEHHOU
MIOCTAHOBKM 33Ja4M 3alUThl HMH()OpPMALMU HMEIOLIMECS METOAMUKHU SIBIISIIOTCA
HEJJOCTATOYHBIMHU T10 PSIy IPUYKH, & UMEHHO:

1) METOJUKH OpPUEHTUPOBAHbl Ha 3alIUTy HUH(GOPMAIMU TOJBKO B
cpeactax OBT, B TO BpeMs Kak HMEET MECTO YCTOWYMBasg TEHACHIIUS
OpPraHUYECKOTO CPalIMBaHUS aBTOMATU3UPOBAHHBIX U TPAJUIMOHHBIX TEXHOJIOT U
00paboTku nHGOPMAIIUH;

2) YUUTBHIBAIOTCSL  JaJieKO HE  Bce  (paKTOpbl,  OKa3bIBAIOIIUE
CYLIECTBEHHOE BIIMSHUE Ha YS3BUMOCTh MH(POpPMAIUH, a TOITOMY U MOJJIeKAIINe
y4eTy MpH OINpeAeIeHIUN TPeOOBaHUH K 3alUTE;

3) B Hay4YHOM TUIaHE OHW OOOCHOBAHBI HEJOCTATOYHO 32 MCKIIIOUCHHUEM
TpeOOBaHM K 3amuTe HHYOPMAITUU OT YTEYKH MO TEXHUIECKUM KaHAJIaM.
3ananue:
1. Bocnons3syiitech TTOUCKOM JIJI51
MOJTYICHUS TAOJIUIIBI XapaKTEPUCTUK KIIACCOB TIOJICHCTEM
3aIUIIEHHOCTH
2. [Tpoananmu3upyiTe TaHHYIO TaOIHITY
3. Beimummre  ocHOBHble — TpeOoBaHMsT K WHGOPMAIMOHHOU
0e3011acCHOCTH.
4. Ha OCHOBE MTOJTYYEHHBIX JAHHBIX
chopmynupyiTe pEeKOMEH AN 10
nH(OPMAITMOHHON O€30MaCHOCTH.
Otuer

OT4er I0JIKEH coepkKaTh:

1. HauMeHOBaHHUE pabOTHI;

1eJb paboThI;

3aJ]aHHUE;

MOCJIEIOBATENbHOCTD BBIIIOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOPOCHI;

nk W
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6. BBIBOJ] O MPOJICTIAHHOM padoTe.
KonTpoJibHBbIE BONIPOCHI

1. CKOJBKO KJIACCOB 3AIUIIEHHOCTH CYLIECTBYET?

2. OOs3aTenbHO M BBIIOJHEHHE BCEX TPEOOBaHUM  HM3YyYEHHOTO
JNOKyMEHTa?

3. YuTeHbl JIM1 B M3YYEHHOM JIOKYMEHTE HOBBIE METOJBl MOJIYYEHUS
noctyna?

26



IIpakTnueckoe 3ansaTue 6. Ouenka cocrosinus 6ezonacioctu UC CIIA.
Hear paGorbr  u3yuuts Crampaptr CHIA  "Kpurepuum  oueHku
rapaHTHUPOBAHO  3AIMIICHHBIX  BBIYMCIUTENBHBIX CHUCTEM B  HHTEpecax
MuHucTepcTBa 00opons! CIIIA".
OO0opynoBanme: y4yeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Hanbomnee m3BECTHBIM JOKYMEHTOM, YETKO OMPEACIISIONIUM KPUTEPHUH, IO
KOTOPBIM JOJKHA OIIEHUBATHCS 3AIIMIIEHHOCTh BBIYMCIUTENBHBIX CHCTEM, U Te
MEXaHU3MBbI 3alIUThl, KOTOPbIE JOHKHBI MCIOJIB30BATHCS B CHUCTEMax 0OpabOTKU
CEKpeTHOW (KOH(pUACHIIMAIbHOW — B Oojee oOIel mocTtaHoBKe) MHGMOpMAIIUH,
SBJISICTCS TaK Ha3biBaeMas "OpankeBas KHUTA', MpeICTaBIIsIONas coO00l cTaHaapT
CIIA "Kputepuu OLIEHKM TapaHTUPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIIbHBIX
cuctem B uHTepecax muHUCTepcTBa 000poHBI CIIIA" (Trusted Computer Systems
Evaluation Criteria — TCSEC), mpunsrteiii B 1983 romy. Ero mnpunstuio
MpeAIEeCTBOBAIN NATHAAATUICTHUE UCCIIEIOBAHMUS, MIPOBOAUBIINECS
CIIELUAJIBHO CO3J]JaHHOM palodyeil rpynmnoll M HalMOHAJILHBIM OHOPO CTAHIAPTOB
CIIA.

CranpapToM TMpeayCMOTPEHO IIecThb (PyHIaMEHTalIbHBIX TpeOOBaHUM,
KOTOPBIM JIOJDKHBI  YJIOBJIETBOPSITh T€ BBIUUCIUTEIBHBIC CHUCTEMBI, KOTOPHIE
UCIIONB3YIOTCS I 00paboTku KoHbuAeHIHaIbHOM uHopManmu. TpedoBaHus
paszienieHbl Ha TPU TPYIIIbI: CTpaTerusi, MOJOTYETHOCTh, TapaHTUU — B KaXI0u
rpyImIe 1o Ba TpeOOBAHMS CIIETYIOIIETO COIePKaHUSI.

1. Crparerus.

Tpe6oBanue 1 — ctparerusi oOecriedeHus: 0€30MACHOCTU: HEOOXOIUMO
UMETh SIBHYIO M XOPOILO ONPEEICHHYIO CTPAaTernio odecreueHus: 6e301macHOCTH.

TpeOdoBanue 2 — MapKMpOBKa: yIPaBJIAIOIIKME TOCTYIIOM METKHM JOJIKHBI
OBITH CBsI3aHbI C OOBEKTaAMU.

2. ITog0TYETHOCTD.

Tpe6oBanue 3 — uneHTUGUKAIMA: UHAUBUIYATbHBIE CYOBEKTHI JTOHKHBI
UIAEHTU(ULIUPOBATHCS.

Tpeb6oBanue 4 — TOAOTUETHOCTb: KOHTPOJIbHAS WHQOpMAIUS JOJDKHA

XPaHUTHCSI OTACNIBHO M 3alIUIIATHCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a
ATO TPYIIbl HMEIACh BO3MOXKHOCTh OTCJIE€XKHBATh JCHCTBUS, BIUSIONIME Ha
0€30I1aCHOCTb.

3. I'apantumn.

TpebGoBanue 5 — rapaHThu: BHIYMCIHUTENbHAS CHCTEMA B CBOEM COCTaBe
JIODKHa  MMETh  anmapaTHbIC/TIPOTPAMMHBIE ~ MEXaHU3MBbI,  JIOMYCKAroIlue
HE3aBUCUMYIO OIIEHKY Ha NIpeIMET JOCTATOYHOIO YPOBHS TapaHTUH TOrO, YTO
cucteMa 00€eCleynBaeT BBIIOJIHEHHE M3JI0KEHHBIX BbIIIE TpeOOBaHUN (C MEPBOTO
10 YETBEPTOE).

TpeOoBanue 6 — TMOCTOSHHAS 3alIUTa: TapaHTUPOBAHO 3AIIUILICHHBIC
MEXaHU3Mbl, peATU3yIOUIMEe TMepeuHcleHHble TpeOOBaHUs, JOKHBI  OBITh
NOCTOSIHHO ~ 3alllMIIeHbl OT "B3JIaMblBaHMS" W/MIM HECAHKIIMOHWPOBAHHOTO
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BHECCHUS N3MECHEHUN.

B 3aBuCMMOCTM OT KOHKPETHBIX 3HAYEHHM, KOTOPBIM OTBEYAIOT
aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU pa3eieHsl Ha yeTslpe rpynmnsl (D, C, B, A),
KOTOpbI€ Ha3BaHbI TaK:

D — muHMManbpHas 3a1iuTa;

C — unauBuayanbHas 3amuTa; B — MangatHas 3ammura;

A — BepuduLMpOBaHHAS 3allIUTA.

['pynmbl cucteM ACNSATCS Ha KJIAcChl, MPUYEM BCE CHUCTEMbl, OTHOCHUMBIE K
rpynme D, obpasyroT oaun kiace (D), k rpynnme C — nBa kiacca (Cl u C2), k
rpynne B — tpu kmacca (B1, B2 u B3), k rpynnme A — oaun kiacc (Al ¢
BBIJIEJICHUEM YaCTH CUCTEM BHE KJIacca).

Hwuxe paccMoTpuM Ha3BaHUS U KPATKYIO XapaKTEPUCTUKY MEPEUUCICHHBIX
KJIACCOB:

D — mMuHUManbHas 3alIUTa — CHUCTEMBI, MTOJBEPTHYTHIC OIEHWBAHHIO, HO
HE OTBEYAOIIKNe TpeOOBaHUAM 00Jie€ BBICOKUX KJIACCOB;

C1 — 3ammTa, OCHOBaHHas Ha WHIUBHUIYaJbHBIX MEpPaX — CHUCTEMBI,
oOecrieunBaoIIMe pas3elieHne Mojb3oBarened M JaHHbiX. OHM  conepkaT
BHyUIAIOUIME JIOBEPUE CPENICTBA, CIIOCOOHBIE pEATM30BaTh OrPAHUYEHHUS T10
JOCTYIy, HaKJIaJblBA€Mble Ha WHIAMBUIYAJbHOH OCHOBE, T.€. MO3BOJSIOLINE
MOJIB30BATEIISIM UMETh HAJICKHYIO 3alUTY UX WHOOPMALIMKU U HE JAIOIINE JPYTUM
MOJIb30BAaTENIIM  CUMTHIBATh WM  paspyliath UX JaHHble. [lomyckaercs
KOOTIEpUPOBAHUE TOJIb30BATEINICH 110 YPOBHAM CEKPETHOCTH;

C2 — 3ammra, OCHOBaHHAas Ha YIPAaBIsEMOM JIOCTYIIE — CHUCTEMBI,
OCYILIECTBIISIIOIIME HE TOJBKO pa3lielieHHue IMojbp3oBaTeneil kak B cucremax Cl, HO
U pa3JIeJICHUE UX 0 OCYIIECTBISIEMBIM JIEHCTBUSIM;

B1 — 3ammra, ocHOBaHHAas Ha NMPUCBAWBAHUHU WUMEH OTJEIHHBIM CPEICTBAM
0€30MacHOCTH — CHUCTEMBbI, PACIOJIaraloife BCEMH BO3MOXKHOCTSIMH CHCTEM
kinacca C, U JOMOJMHUTENBHO JOJIKHBI OBITh (DOPMAJIbHBIE MOJEIH MEXAHH3MOB
oOecrieyeHusi 0€30MAaCHOCTH, MPUCBAMBAHMS HWMEH 3allMIIAEMbIM JIAHHBIM
(BKJIFOYAasi W BbIJaBaeMble 3a TMPEACNIbl CUCTEMbl) W CPEACTBA MAaHJIaTHOTO
yIIpaBJIEeHUsI TOCTYIIOM KO BCEM NMTOMMEHOBAHHBIM CyObEKTaM U O0OBEKTaM;

B2 — cTpykTypupoBaHHas 3allliTa — CUCTEMBbI, TOCTPOSCHHBIE HAa OCHOBE
SCHO OIpeAeNIeHHON 1 (hOpPMaIbHO 33JJOKyMEHTUPOBAHHON MOJIETH, C MAaHAATHBIM
yIOpaBJICHUEM JIOCTYIOM KO BCeM CyOBbeKTaM M OOBEKTaM, pacroJiararonue
YCWJICHHBIMU CPEJICTBAMU TECTUPOBAHUS M CPEJICTBAMH YIPABJICHUS] CO CTOPOHBI
aIMUHHUCTPATOPA CUCTEMBI;

B3 — nomeHbl 6€30MaCHOCTH — CHUCTEMBI, MOHUTOP OOpaIleHui KOTOPHIX
KOHTPOJIUPYET BCE 3alPOCHl HAa JIOCTYI CyOBEKTOB K 00BEKTaM, HE JOIMMYyCKAIOIIHE
HECaHKIIMOHUPOBAHHBIX M3MEeHEeHNH. OOhEeM MOHUTOPA JOHKEH OBITH HEOOIBIITIM
BMECTE C TE€M, YTOOBI €r0 COCTOSIHUE U PAad0Ty MOXHO ObUIO CPAaBHHUTENIBHO JIETKO
KOHTPOJIMPOBaTh U TECTHUPOBaTh. KpoMe TOro AOMKHBI OBITH MPEAYCMOTPEHBI:
CUTHAJIM3alMsl O BCEX TMOMbITKAX HECAHKIMOHUPOBAHHBIX JCHUCTBUM U
BOCCTAHOBJICHHE PAOOTOCIIOCOOHOCTH CUCTEMBI;

Al — BepudUKAIMOHHBIH TPOEKT — CHUCTEMBI, (YHKIIMOHAIBHO
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HKBUBAJICHTHBIC cHcTeMaM kiacca B3, HO Bepudukaius KOTOPBIX OCYIIIECTBIICHA
cTporo (GopMaabHBIMH METOJAMH. YTIPABICHUE CHUCTEMOW OCYIIECTBISICTCS IIO
CTpPOrO OIpeaeiaeHHbIM mpoleaypaM. O0s3aTelbHO BBEJAEHUE aIMUHHUCTPATOPA
0€30MacHOCTH.

3ananue:

1. IIpoananusupyiire crangapT "Kpurepuu oeHKH rapaHTHPOBAHO

3AIIUIIEHHBIX BBIYUCIUTEIBHBIX CHUCTEM B HHTEpecax MHUHHUCTEPCTBA
o6oponsr CIIIA".

2. CornacHo TpeOOBaHUSIM, NPEIOCTABICHHBIM B CTaHAApPTE, COCTABHTE
XapaKTEePUCTUKY BBIYUCIUTEIHLHOM CHUCTEMBI JUIsi 00pabOTKM KOH(HUACHIIMATBHON
uH(OOpMAaIIHH.

3. O6ocHy#TEe CBOM BBIOODP pelICHUH 0 3alIUTe MHPOPMAIIUH.

Otuer
OTyeT JOJIKEH COJePKaTh:
HaMEHOBaHUE PadOTHI;
1EeIb PadoThI;
3a/1aHuUE;
MOCJIEI0BATEIbHOCTh BBITIOJTHEHUS Pa0OTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O MPOJIEIaHHOMN padoTe.
KonTpoJsibHbIE BOIPOCHI
Uro Takoe nonuTrka 0e30macHoCTU?
Kakue snemeHTsl BKIIIOYAET B ce0s MOMUTHKA O€301acCHOCTH?
Urto Takoe Kiacchl 0€30MacCHOCTH U YPOBHU J0BEpHUs?
Kaxkue tpeboBanus onpenenstorcs kinaccamu Cl u C27?
Kaxkue tpeboBanus onpenenstorcs kiaaccamu Bl, B2 u B3?
Kaxkue tpeOoBanus onpenenstorcs kiaccom Al?

SNk W=

AN
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[IpakTuyeckoe 3ansiTMe 7. OnpeagesieHHe KJIACCOB 3ALMUIIEHHOCTH
CPeACTB BLIYMCIUTEIbHON TEXHUKH OT HECAHKIIHOHUPOBAHHOIO 10CTYIIA.
Henb padoThbl: M3y4yuTh M MPOAHAIU3UPOBATH PYKOBOIALIUN JTOKYMEHT
"CpencrBa BBIYMCIUTENBHOM TEXHUKH. 3aluTa OT HECAHKIHOHUPOBAHHOTO
nocryna K na@opmanuu. [TokazaTenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna kK napopmanuu'.
OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

TeopeTtndyeckne OCHOBBI NPEACTABIECHBl B PYKOBOJSIIEM JOKYMEHTE
"CpeactBa BBIYMCIUTEIBHOM TEXHUKHM. 3alluTa OT HECAHKIMOHUPOBAHHOIO
noctyna K uadopmanuu. [lokazarenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna kK uadopmaruu"

3aganue:

1. U3yunth aokymeHT "CpencTBa BBIYHMCIWUTEIBHON TEXHUKH. 3aliuTa OT
HECAaHKIIMOHUPOBAHHOT'O JIOCTyMNa K HH(popMauuu. [lokazarenu 3aliMILIEHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO J10CTyNa K uHpopmauu"

2. Ykaxwure, kakue Tunsl HCJI paccMOTpeHBI B JOKYMEHTE.

3. CocTtaBuTh npe3eHtanuio Ha temy «Kiaccol 3amuméanoctu CBT»
OTtuer

OTt4er I0JDKEH colepkKaTh:

HauMEHOBaHUE PaOOTHI;

1eIb padoThI;

3aJIaHuE;

MOCJIEI0BATENBHOCTh BBIIOJIHEHUS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;

BBIBOJI O IPOJIEIAHHON padoTe.
KonTposabHbIe Bonpocsl

1. Kak npoBoautcsa onenka 3amumeénHocty ot HC/L?

2. Kakue tunsl tokymeHnTanuu Heooxoanumsl CBT?

3. YUem oTimmuarotcs kiaccsl 3amuinésgocty CBT?

AN
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IIpakTnueckoe 3anatTue 8. Omnpenesienne TPe0OBaHMI K 3alIUTe
uHopMauU

Henb paGorhl: u3yuyuTh TpeOOBaHUS, TMPEABSIBISIEMbIE K 3alUTE
uH(pOpMaIUK, U3YYUTh TOKYMEHTALHUIO 110 3a1UTe HH(POPMALIIH.

OO6opynoBanme: yuyeOHbIN MEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

C no3uyuii cucmemnozo nooxooa s pealu3alUM PUBEIACHHBIX
NPUHIIMIIOB MPOIECC, Ja U caMa CUCTeMa 3allUThl HH(POPMAaILIUU TOJKHBI OTBEYATh
HEKOTOPOU COBOKYITHOCTH TPeOOBAHMIA.

3amura nugopManun J0JKHA ObITh:

- UEeHmpaIu308aHHOIL;

HEOOXOJUMO UMETh B BHAY, YTO IMPOLECC YIpaBICHUA Bcernua
LEHTPAJIU30BaH, B TO BpeMs KakK CTPYKTypa CHCTEMBI, DPEAIU3YIOIIEH 3TOT
polecc, JOJMKHA COOTBETCTBOBATh CTPYKTYPE 3alUIIAEMOT0 0OBEKTA;

- NJIAHOBOIL;

IUIAHUPOBAHHUE OCYILECTBISAECTCA JUISl OpraHU3aldyd B3aUMOJCHCTBUS BCEX
NMojpa3/ieIeHu 00bEeKTa B MHTEpecax pealu3aludd MPUHATON MOJUTUKHU
0e30MacHOCTH; Kaxaasl Ciiyk0a, OT/Aell, HalpaBjeHue pa3pabaThiBalOT J€TaJbHbIE
IUTaHbI 3alMThl HHpOpMaIuKU B cdepe CBOeH KOMIETEHIIMH C YYETOM OOIIeH 1eau
OpraHu3aluy;

- KOHKDEemHoll U UeleHanpasieHHou;

3alIUTe MOJUIeKaT aOCOMIOTHO KOHKPETHbIE HMH(OPMALMOHHOW Ppecypcehl,
MOTYIIUE NPEICTABIATh HHTEPEC 11 KOHKYPEHTOB;

- AKMUGBHOI,

3aMINaTh HWHGOPMAIMIO  HEOOXOAMMO C  JIOCTATOYHOM  CTENCHBIO
HAaCTOWYMBOCTHU M LEJICYCTPEMIICHHOCTH. DTO TpeOOBaHUE MPEAIoaracT HaIudue
B COCTaBE€ CHUCTEMbI MH(OPMALIMOHHON 0€30MaCHOCTH CPEJCTB MPOTrHO3UPOBAHUS,
AKCIIEPTHBIX CHCTEM M APYIMX HHCTPYMEHTApHUEB, IMO3BOJSIOIIMX PEaTU30BaTh
HapsAy C MPUHLUIOM «OOHApYX UTh M YCTPAHWUTH» NPHUHLIMI «IPEABUAETH U
MPEeI0TBPATUTHY;

- HAOEIHCHOU U YHUBEPCANbHOIU, OXBAaThIBATh BECh TEXHOJOTMYECKUN
KOMIUIEKC MH()OPMAIMOHHON IEATEIbHOCTH 00BEKTA;

METOAbl W CpEICTBA 3alllUThl JOJDKHBI HAJEKHO IEPEKPhIBATH BCE
BO3MOXHBIE KaHAJIbl YTEYKM HHGPOPMAIMK W TPOTUBOICHCTBOBATH CIOCOOaM
HECAaHKIIMOHUPOBAHHOT'O JOCTyNa HE3aBUCUMO OT

dbopMbl TpencTaBieHus HHGOPMALUMHU, fA3bIKa €€ BBIPAKEHUS M BHJA
HOCHTEIIS, HA KOTOPOM OHa 3aKpEIlJICHa;

- HecmanOapmuou(o CPABHEHUIO C JIPYTUMU  OpraHU3alUsMH),
pa3Ho00pa3HOM MO UCHOIb3YEMBIM CPEJICTBAM;

- OMKpuIMOoU Il W3MEHEHUsT M JIONOJHEHHS Mep olecrneyeHus
0e3omacHOCTH UH(pOpMaALUK;

- IKOHOMUYUECKU IPPeKmuenoil;, 3ampamvl HA CUCEM) 3AUUMbL He
OO0JIHCHBL NPEBLILUAMb PA3MEPLL BOZMONCHO20 Yujepoa
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3aganue:

1. Bocionb3yiiTech MOWMCKOM /IS COCTaBJICHUSI CBOJHOM  TaOJMIIBI
JIOKYMEHTOB,  pEIVIAMEHTUPYIOIIUX  TpeboBaHus K  UHGOPMAIMOHHOU
0e30macHOCTH

2. YkaxuTe, Kakue  JOKYMEHThl  HEOOXOJUMO  YYHUTBHIBATH  IpHU
MIPOEKTUPOBAHUM 3AIUTHI JOKYMEHTAIIMHU Ha YJIEKTPOHHOM HOCHUTEJE.

3. CMoJenupyiTe MOCIEAOBATEIbHOCTh JCUCTBUM  JUISI  3alUTBI  OT
KOIUPOBAHUS WH(POpMAITIH.

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eJIb PaOOTHI;
3a/1aHuE;
TIOCJICIOBATEIPHOCTD BBHITTOJTHEHHS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJIEIAHHOM padoTe.
KoHTpoJsbHbIE BONIPOCHI

1. Ilepeuucnaute BUABI 3alIUTHI UHPOPMAIUH.

2. HazoBuTe 00bEKTHI 3aIUTHI MHPOPMAIUHU U JaNTE UX OMPEICTICHHUS.

3. HazoBuTte crioco6bl 3auThl HH(GOPMAITUH.

4. HazoBure  cBoicTBa  WH(OpMAIMK,  COCTaBIISIIONIME  MOJECIb
UH(GOPMAITMOHHON O€30MaCHOCTH.

5. Ha3zoBuTe OCHOBHBIC IPUHITUIIEI HHPOPMAIIMOHHOM 6€30MaCHOCTH.

6. Ilepeuncnure ycioBus u TpeOOBaHUS K 3aIIUTe HHPOPMAIIUH.

7. JlaiiTe ompeneleHHS TIOJUTHKHA O€30MMaCHOCTH Ha OOBEKTEe U
chopmynupyite TpeOOBaHUS, IPEABSIBISEMBIC K TUTAHY 3aIIUTH HHGOPMAITHH

AN
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IIpakTuyeckas padora 9. AHAJIM3 TEPMUHOB U OMNpeAeeHHil
HHGPOPMALMOHHOI 0€30MACHOCTH

Hens padorel npoanamusupoBatb ['OCT P 53114-2008 3amwura
uHpopmanuu. OOecrieyeHne MHPOPMALMOHHON O€30MaCHOCTU B OPraHHU3aLUU.
OCHOBHBIE TEPMUHBI U OTIPEACTICHUSI.

OO6opynoBanme: yuyeOHbIN MEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Teopernueckue ceaenus npenocrasieHsl B 'OCT P 53114-2008 3amura
uHOOpMAaIIHH.

Ob6ecneuenre nHPOPMAIIMOHHON 0€30MacHOCTH B opraHu3anuud. OCHOBHBIC
TEPMUHBI U OIIPENEICHUS.

3aganue:

1. Uzyunts 'OCT P 53114-2008 3amura wHbopmarmu. OOecriedeHHUE
nHGOPMAIIMOHHON 06€30MaCHOCTH B OpraHU3aIIH.

2. M3y4uTh OCHOBHBIE TEPMHHBI U ONPEACICHUS

3. CocraBuTh  rioccapuil Uil  NaMATKH 10  MUH(POPMALMOHHOMN
0€30MacHOCTH.
OTtuer

OT4eT I0JIKEH coiepkKaTh:
HauMEHOBaHUE PaboThI;
11e1b PaOOTHI;
3aJ1aHHUE;
MIOCJIEI0BATEIbHOCTh BBIIIOJIHEHUS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O TIPOJICIIAHHON paboTe.
KonTpoabHbIe BOIPOCHI

1. Kak Ha3pIBaeTCs yMBIIUIEHHO UCKaKEHHASI HTHPOpMALIHS?

2. Kak Ha3zpiBaeTcs uH(popmanus, K KOTOpOr OrpaHUYeH JTOCTYII?

3. Kakumu myTsamMu MOXeT ObITh NOJIy4eHa HHpopMauus?

4. Kak Ha3bIBaIOTCS KOMIBIOTEPHBIE CUCTEMBI, B KOTOPBIX 00€CTIeUnBAETCS
6e3omnacHOCTh UH(pOpMaUu?

5. OCHOBHOW JOKYMEHT, Ha OCHOBE KOTOPOIO TMPOBOAMUTCS TMOJUTHKA
nH(OpPMaIIMOHHOM 0€30macHOCTH?

AN I
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IIpakTnueckoe 3ansatue 10. PaGora ¢ I'OCTamm B oOJgactu
HHGPOPMALMOHHOI 0€30MACHOCTH

Heas paGorer Ha ocHoBe ['OCT P 53114-2008 mnosyuuTh HaBBIKK
COCTAaBJICHUSI IOKYMEHTAlMU B 00J1aCTU MH()OPMAIIMOHHON O€3011aCHOCTH.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

3ananue:

1. Ha ocumoBe TOCT P 53114-2008 coctaBUTh NaMATKy 00
MHGOPMAIIMOHHON 0€30MaCHOCTHU ISl 3aBEJICHUS, MUCHOJIb3YIOIIETO 3IEKTPOHHbIN
JOKYMEHTOOOOPOT.

2. O60CHOBATH JOCTATOYHOCTD MPEJIAra€MbIX ITYHKTOB 0€30MaCHOCTH.

3. Ha mpumepe mnpoaeMOHCTPUPOBATH HEOOXOIUMOCTh COOJIOACHUS
npaBuiI HHPOPMAITMOHHON 6€30MaCHOCTH.

Otuer
OT4eT I0JIKEH colepkKaTh:
HAauMEHOBaHUE padoThI;
1eJIb PaboThI;
3a/1aHuUE;
MOCJIEI0BATEILHOCTh BHITIOJTHEHUS Pa0OTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJICIIAHHON pabdoTe.
KoHTpoJsibHbIE BOPOCHI
1. Kakwue crangaptsl BkitoueHsl B 'OCT P 53114-2008?
2. Yo Takoe MpUeMIIeMOCTh YPOBHSI pHrcKa?

Sk W=
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IpakTuyeckoe 3ansitue 11. CocraBjieHrMe HHCTPYKIUM 1O 00padoTKe U
XPaHEHUI0 KOH(PUIEHIIHAIbHBIX JOKYMEHTOB

HeabpaboTbl cocTaBieHUE alnroputMa i paboThl C
KOH(UIEHIMaTbHOW HH(pOpMaLUEH.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

C nosiBjieHHMEM HOBBIX TEXHOJOTUU (KOMIBIOTEPHI U OPTTEXHUKA) 3aLUUTUTh
UHGOpPMAIIMIO CTAaHOBUTCS BCe TpyAHee. MHOXECTBO KOHKYPEHTOB HE YIYCTST
MaJieiie BO3MOXKHOCTH MOJYYUTh KOHPUACHIMAIbHYI0 HH(pOpMaIuio (GupMbl-
KOHKYpPEHTa 1 MCII0JIb30BaTh €€ B CBOUX LesaX. i Toro 4yToOsl n30exaTh yTeUKu
uH(OpMAIH, COCTABIIAIONICH TailHy (PUPMBI, CO3AAOTCS CITY>KOBI IO KOHTPOJTIO 32
JOKYMEHTaMHU KOH(UIEHIIMAIBHOTO XapaKTepa, X NepeBUKEHUEM U XpaHEHUEM
B OpPraHU3ALUH.

be3omacHocTh 1IEHHON AOKYMEHTHpyeMOW HH(OpMAMKU OIpenessieTcs
CTEIICHBIO €€ 3ALIUIICHHOCTH OT MOCJIEICTBUM JKCTPEMAIBHBIX CUTyalllid, B TOM
YHUCJI€ CTUXUUHBIX OEACTBUH, a TaKK€ IIACCUBHBIX M AaKTUBHBIX IIOMBITOK
3JIOyMBIIUICHHUKAa  CO3J4aTh  NOTCHUMAJIBHYIO  WIM  PEaJbHYI0  yIrpo3y
HECAHKIMOHUPOBAHHOTO  JOCTynma K  JOKYMEHTaM C  HMCIOJb30BAHUEM
OpPraHU3alMOHHBIX U TEXHUYECKUX KAHAJIOB, B PE3YJIBTATE YETO MOTYT IIPOU30NTH
XUIIEHUE U HEMPaBOMEPHOE UCIOJIb30BAaHUE 3JIOYMBIIIJICHHUKOM HH(pOpMalUUd B
CBOMX LIETISIX, €€ MoauduKaIus, moaMena, panbcudukanvs, yHUITOKEHHUE.

3MO0YMBIIIUIGHHUK — 3TO  HEJAOOPOCOBECTHBIN  KOHKYPEHT,  JIMIIO,
JNEHUCTBYIOIIEE B MHTEpECaX KOHKYPEHTA, MPOTUBHUKA WM B JIMYHBIX KOPBICTHBIX
uHTEepecax  (areHTbl  WHOCTPAHHBIX  CHEICHYyX 0,  MPOMBIIUICHHOTO U

HDKOHOMMYECKOTO IIMHOHAKA, KPUMHUHAIBHBIX CTPYKTYP, OTAEIbHBIE MPECTYIIHbIE
AIIEMEHTBI, ICUXUYECKU OOJbHBIC JHIA U 1p.). [IoHATHE «3I0yMBIIIIIEHHUK)» TECHO
CBA3aHO C MOHSTHEM «IIOCTOPOHHEE JIMLIO», TO €CTh JII000E JIMILIO, HE MMEIOLIEe
HEIMOCPEJICTBEHHOIO0  OTHOILIEHHUS K  JIEATEIbHOCTH  (QupMbl  (paOOTHUKHU
KOMMYHAJIbHBIX CITy>KO, 9KCTPEMaJIbHOM MOMOIIH, MPOXO0XKUE U JIp.), TOCETUTEIU
(bupMBbl, paOOTHUKU JPYTHUX OPraHU3ALUOHHBIX CTPYKTYp, & TAKXKE COTPYIHUKH
JaHHOW (UPMBI, HE MMEIOLIUE IpaBa JIOCTYNa B OMNpENEICHHbIE MOMEIIECHUS, K
KOHKPETHOMY JTOKYMEHTY, UHpOopMaIuu, 6a3ze JaHHBIX.

JokymeHntupyemass uHGOpMaIMs, HUCIOIb3yeMas NpealpuHuMaTeIeM B
Ou3Hece W YIpaBJICHUU MPEANPUATHEM, OpraHu3aluel, 0aHKOM, KOMIaHUEH HIn
JIpyroi CTPYKTypoul (manee — dupma), SBISIETCS €ro COOCTBEHHOM WM YaCTHOMN
uHbopMalMe, MpeACTaBIAIoNIe [Uisi HEro 3HAYUTEIbHYIO ILIEHHOCTb, €ro
MHTEIJICKTYaJIbHOM COOCTBEHHOCTHIO.

[ennocts umH(bOpMaMK MOXET OBITh CTOMMOCTHOW  KaTEropuew,
XapaKTepU3YyIOIel KOHKPETHBIA pa3Mep MpUOBUIM NPH €€ UCIOJIb30BaHUU WIIN
pa3Mmep yObITKOB Ipu ee ytpare. MHpopMmanusa 4acTo CTAHOBUTCS LIEHHOM BBUIY
€e TMpaBOBOIO 3HAaYeHUs Uil (UPMBI WM pa3BUTUA OuW3HEca, HalpuMep
YUYpEIUTENbHBIE JOKYMEHTBI, IPOTPaMMbl U IUIAHBI, TOTOBOPHI C IAPTHEPAMHU M
nocpeqHukaMu U T. 1. LleHHOCTh HMHpOpMalMU MOXKET TaKXkKe OTpaXKaThb ee

35



NEPCIEKTUBHOE HAYYHOE, TEXHUYECKOE UIIM TEXHOJIOTUYECKOE 3HAYEHUE.

HNudopmarus, UMEroLIast UHTEJUIEKTYaJIbHYIO LEHHOCTb VIS
IIpeANpUHUMATENS, OOBIYHO pa3esieTcs Ha 1Ba BUA:

TEXHUYECKasi, TEXHOJIOTMYECKas: METOAbl HW3TOTOBJIEHUA MPOIYKILHH,
porpaMMHOE  OOEecreYeHue, MPOU3BOJICTBEHHbIE I[I0Ka3aTelld, XUMHUYECKUE
(bopMysbl, pe3ynbTaTbl HCHBITAHUI OMNBITHBIX O0O0pa3loB, JaHHbIE KOHTPOJISA
KauecTBa U T. I1.;

JIeJIoBasi: CTOMMOCTHBIE IOKa3aTelld, pe3yibTaThl MCCIECIOBAaHUS PBIHKA,
CIUCKH KJIMEHTOB, DKOHOMHUYECKHUE IPOTHO3BI, CTPATETUs ACMCTBUI HA PBIHKE U T.
1.

[lennas nHdopmanus oxpaHseTcs HOpMaMH IpaKIAaHCKOTO, MaTEHTHOTO U
aBTOPCKOTO IpaBa WJIM BKIIIOYAETCS B KAaTETOpHUIO MH(GOPMAIMHU, COCTABISIOLIYIO
TalHy (PUPMBI.

BroisiBienne W periiaMeHTals  peaJibHOTO  cocTaBa  HMH(OpMAIHH,
IIPEACTABIAIONIEN LEHHOCTh Ul MPEAIPUHUMATENS W COCTaBILIIOIIECH TaWHY
(upMBI, — OCHOBONOJIATAIOUIME YAaCTU CUCTEMBbI 3amuThl MH(popmaruu. Cocras
1eHHOW uHpopMauu (UKCUPYETCS B CHEIUATBLHOM IMEPEUHE, OMpPEAeIIIIoneM
CpPOK U ypoBeHb (Tpud) ee KOHPUACHIMUATBHOCTU (TO €CTh HEJAOCTYIHOCTU s
BCEX), CHHCOK COTPYAHMKOB (UPMBI, KOTOpPHIM NPEIOCTaBICHO IMPaBO
UCII0JIb30BaTh 3TU CBelieHUs1 B pabote. IlepeueHb, OCHOBY KOTOPOTO COCTaBJISET
TUIIOBOM COCTaB 3alllMIIAEMBIX CBEIEHUH (UPM JaHHOrO Mpoduis, sBiIseTCs
IOCTOSIHHBIM pab04YMM MaTepuaioM pyKOBOJACTBA (GUPMBI, CIyKO O€30MacCHOCTU U
KOH(pUACHITHATLHON JIOKYMEHTAIUH. On MpEJCTABISET coboi
KJIaCCU(DUIIMPOBAHHBIN CIUCOK TUIIOBOM U KOHKPETHOW IIEHHOW MH(OpMALUU O
IPOBOAMMBIX pabOTax, MPOU3BOJAUMOM MPOIYKIMH, HAYYHBIX U JIEJIOBBIX HIAESX,
TEXHOJIOTHYECKHUX HOBILIECTBAX. B mepeueHp BKIIOYAIOTCS JIEUCTBUTENIBHO LIEHHbBIE
CBEJIEHUS O KaXA0i padoTre (pupMsl.

JIOTIOTHUTENIBHO MOXET COCTaBJSATHCSA MEPEYEHb NOKYMEHTOB, B KOTOPBIX
3TH CBEICHHS OTPAXKAIOTCH (JOKYMEHTUPYIOTCS). B nmepedeHb BKIIOYAOTCS TaKke
JOKYMEHTBI, HE COJEepaIlie 3allUIIaeMy0 UH(OPMAILMIO, HO MPEICTaBISAIOIINE
LHEHHOCTh AJIs1 GUPMBI U MOJIEKAIUE OXPAHE.

[lepeunu GopMUPYIOTCS UHAUBUAYATBHO KaxA0W (UPMON B COOTBETCTBHUHU
C PEKOMEHIALMSIMHU CHEUAIbHOM KOMMCCUM M  YTBEPXKIAKTCA IEPBBIM
pykoBoauTeneM (UPMBL. OJTa KE KOMHCCHUS PETYJIIpHO BHOCUT TEKYyIIHE
U3MEHEHUS B IEPEYHU B COOTBETCTBUM C JIMHAMHUKOHN BBINOJHEHUS (QUPMOIl
KOHKPETHBIX padoT.

Kommepueckass 1eHHOCTh MH(pOpMAIMM, KaK MPaBUIIO, HEIOJITOBEYHA U
OTIpe/IeTISIeTCSl BPEMEHEM, HEOOXOIMMBIM KOHKYPEHTY JJIsi BBIPAaOOTKH TOM XKe
UIeH WIM €€ XWIIEHUS M BOCIPOU3BOJCTBA, OMyOJMKOBAaHUS M IEpexoja
MH(pOpMaMU B KaTeropuro ooOmen3BecTHbIX. CTeneHp eHHOCTH MH(pOpMaIuu 1
HAJIe)KHOCTh €€ 3aIUThl HaXOAATCS B IPSIMOM 3aBUCUMOCTH.

JIOKyMEHTBI, coJepKaluie LEHHYI0 HWH(POPMaLUI0, BXOIIT B COCTaB
MH()OPMAIMOHHBIX PECcypcoB (UPMBI, KOTOPbIE MOTYT OBITh: a) OTKPBITHIMHU
(moctynHbIMU I pabOThHl mepcoHana 0Oe3 CHenuanibHOro paspelieHus) u 0)
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OTPAaHUYEHHBIMH [IJI1 JOCTyHa K HUM MepcoHala (OTHECEHHBIMH K OJIHOMY U3
BUJIOB TalHbl — TOCYJAPCTBEHHOM WM HEroCyJlapCTBEHHOM). JIOKyMEHTHI,
COZEpIKAIllNE CBEIEHMS, KOTOPBIE COCTABJISIIOT HErOCYJapCTBEHHYIO TauHY
(city»)e0Hyr0, KOMMEpPUYECKYI0, OAaHKOBCKYIO, TallHy (DUPMBI U Jp.) WIH COJIEPHKAT
MIEPCOHAJIbHBIE TAHHBIE, UMEHYIOTCSI KOH(PHUICHIIMAIbHBIMU.

HecMoTpss Ha TO, 4YTO KOH(HUIECHUHATBHOCTh SBISIETCS CHUHOHUMOM
CEKPETHOCTH, OTOT TEPMHH IIHPOKO MCIOJIB3YETCA HUCKIIOYUTENBHO IS
0o003HaueHusT HWH(POPMAIMOHHBIX PECYpPCOB OrPAHMYEHHOIO JOCTyMa, He
OTHECEHHBIX K TrocygapcTBeHHOW TaitHe. KoH(UIEHIIMATbHOCTh OTpakaeT
OrpaHUYEHHE, KOTOPOE HAKIIABIBAET COOCTBEHHUK MH(GOPMAIIMK HA JIOCTYI K HEH
JIpYrUuX JIMI, TO €CTh COOCTBEHHUK YCTAHABJIMBACT IMPABOBOM PEXKHUM ITOU
uHbOpMallMu B COOTBETCTBUU C 3aKOHOM. BmecTe ¢ TeM Kk KOHUACHIHMAIbLHBIM
JOKYMEHTaM  HENIb31  OTHOCUTh  YUYpPEOUTEIbHbIE  JOKYMEHTBI,  YCTaBbl
MPEANPUHUMATEITLCKUX CTPYKTYp, (PUHAHCOBYIO JOKYMEHTAIMIO, CBEICHUS O
3apa0OTHOM IUIATE€ MEPCOHANAa W JIPYTyl0 JOKYMEHTHPOBAaHHYI HH(pOpPMAIMIO,
HEO0OXOAMMYIO MPABOOXPAHUTEIBHBIM M HAJIOTOBBIM TOCYAapPCTBEHHBIM OpPraHaM.

[lon KOHPUAECHUMAIBHBIM JIOKYMEHTOM TIOHMMAeTCsl HEOO0XOIUMBbIM
oOpazoM  ohOpMIICHHBI  HOCHUTENb  JIOKYMEHTHPOBaHHOW  uH(MOpManuw,
COZIEpKAIMUA CBEICHUS, KOTOPbIE OTHOCATCA K HErOCyJapCTBEHHOW TaWHE U
COCTABJISIIOT UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh FOPUIUYECKOTO UK (PU3UUECKOTO
muna. O0s3aTenbHBIM  MPU3HAKOM KOHGUICHIIMATBHOTO JOKYMEHTA SIBISETCS
HaMW4Me B HeMm uHpopmanuu, nojjexamend 3amure. K koHbUIEHIIMATHLHBIM
OTHOCSITCS CIEAYIOUIUE JOKYMEHTHI:

B TOCYJApCTBEHHBIX CTPYKTYypaX — JOKYMEHTBI, MPOEKTHl JOKYMEHTOB M
CONYTCTBYIOIIME  MaTepHalibl, OTHOCHUMBIE K CIyXeOHOW  uHpoOpManuu
OTPAaHUYEHHOTO PAaCHpOCTPaHEHUs (Ha3blBa€Mble B UYHWHOBHUYBEM OOUXOE
JOKYMEHTaMHu Ui  CIy>KeOHOTOo  TOJb30BaHUS), COJEpIKAIIMe CBEICHUS,
OTHECEHHBIE K CITy>)keOHOH TaliHe, UMEIoIre paboUmil XapakTep U HE MOAJIEKAIIHE
OITyOJIMKOBAHUIO B OTKPBITOM M€YaTH;

B NpPEANPUHUMATEIBCKUX CTPYKTypaX M HalpaBlIEHUSAX MOJ00HOMN
JESTENbHOCTH — JIOKYMEHTBI, COAEp Kallue CBEIAEHUS, KOTOPble UX COOCTBEHHMK
WIM BJAJENIEl] B COOTBETCTBUHU C 3aKOHOAATEIBCTBOM HMEET NPABO OTHECTH K
KOMMEpPUYECKON  (MpeanpuHUMATEIbCKOW) TaifHe, TailHe ¢GuUpPMBI, TaliHe
MacTepCTBa;

HE3aBUCUMO OT TMPUHAJICKHOCTH — JOKYMEHThl U 0a3bl JaHHBIX,
bukcupyroime Jooble epcoHaIbHble (JIMUHBIE) JaHHBIE O TpaXKJaHaX, a TaKXKe
coJepkaie NpopecCHOHANbHYI0 TaiHy, TEXHUYECKHE U TEXHOJIOTHMYECKHUE
HOBIIECTBA (4O WX TMATEHTOBAaHWSA), TaWHy MPEANPUATHA CBSI3H, COEpbI
oOCTy>KUBaHUS U T. II.

Ha3piBaTh KOHPUACHIMATBHBIE JOKYMEHTBI CEKPETHBIMU WM CTaBUTh Ha
HUX TpU( CEKpeTHOCTU He Jomyckaercsi. OcoOEHHOCThIO KOH(MUIECHIMATBHOTO
JOKYMEHTa SIBJISIETCS] TO, YTO OH OJJHOBPEMEHHO MPEACTABISIET COO0I:

MacCCOBBIM HOCHUTEIIb LICHHOM, 3aluiiaeMoi HHPpOpMaIuu;

OCHOBHOW MCTOYHUK HAKOIUIEHHS U OOBEKTUBHOIO PACHPOCTPAHEHHS ATOM
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uHpOpMaInK, a TAK)KE €€ HEIPAaBOMEPHOTO pasTIallieHUs] WK YTEUKU;
00s13aTEIBHBIA OOBEKT 3AITUTHI.

KonduaeHunansHOCTh JOKYMEHTOB BCETJa MUMEET 3HAUMTEIbHBIA pa3dpoc
[0 CpPOKaMm OrpaHMYEHHUs CBOOOJHOIO JIOCTYNa K HHUM IHepcoHana (upmbl (OT
HECKOJIbKMX 4acoB J0 MHorux Jjer). CieayeT y4uTbIBaTh, YTO OCHOBHAs Macca
KOH(HIEHIIUATBHBIX JOKYMEHTOB OCIE OKOHYAHMS MX HCHOJHEHUS WU padOThI
C HUMH TEpsieT CBOIO LIEHHOCTh M KOH(PUAEHIMaIbHOCTh. Hanmpumep, nepenucka
710 3aKJIFOUYEHUS KOHTPAKTa MOXKET UMETh Irpud KOH(DUIEHIHUATBLHOCTH, HO TOCIe
€ro MoAMMCcaHus 3TOT rpud ¢ MUCbMEHHOTO Pa3pelieHHs] IEPBOTO PYKOBOIUTEIS
(bupMBI CHUMAETCS.

OcraBuuecs KOH(UIeHIIUATLHBIMU WCIIOJIHCHHBIE JIOKYMEHTHI,
COXPAHAIOIINE LEHHOCTb ISl JESATeNIbHOCTH (GUpPMbI, (HOPMUPYIOTCS B Jela B
COOTBETCTBHM C HOMEHKIaTypoll nein. [lepuon HaxoxaeHus KOHPUACHIUAIbHBIX
JOKYMEHTOB B JIellaX MOXKET OBITb KPAaTKOBPEMEHHBIM WIIU JOJITOBPEMEHHBIM B
3aBHCHUMOCTH OT IIEHHOCTH HH(OpMAIIMH, COAEpXKAIEHCsS B JOKyMEHTax Jena.
[lepnosn KOHPUAEHIMATBHOCTH AOKYMEHTOB ONpPEAEISAETCS M0 YKa3aHHOMY BBIILIE
MEPEYHIO KOHPUICHIUAIbHBIX CBEACHUI U 3aBUCUT OT CIEUU(DHUKHU JESITEIHOCTH
¢upmbl. Hampumep, NpoM3BOACTBEHHBIE, HAyYHO-UCCIEIOBATEIbCKUE (HUPMBI
o0naaaroT 60see IEeHHbIMU JOKYMEHTaMH, YEM TOPTOBbIE, MOCPEAHUYECKHUE U JIP.

JIOKyMEHTbI JOJITOBPEMEHHOTO nepuoja KOH(UIEHIUATLHOCTH
(mporpaMMbl U TUIaHBI Pa3BUTHs OM3HECA, TEXHOJIOTMYECKasi JIOKyMEHTallus HOY-
Xay, U300peTeHuss A0 MX MATEHTOBaHUS W Jp.) UMEIOT YCIOXHEHHBIM BapUaHT
00paboOTKM M XpaHEHUs, obOecrmeuuBaronIuii 0e30macHOCTh MHGPOPMAIMH U €€
HOCHTEJIS.

JIOKyMEHTBI KpaTKOBPEMEHHOTO NepHoaa KOHPUACHINATbHOCTH, UMEIOLIIE
OlepaTHUBHOE 3HAYEHHUE JJIS ACSITeIbHOCTH (GUpMBbI, 00pabaThIBAIOTCS U XpaHSITC
[0 YIPOILEHHOH CXEME€ M MOTYT HE BBIIEIATHCA U3 TEXHOJOIMYECKOW CHCTEMBI
00pabOTKH OTKPBITHIX JOKYMEHTOB IPH HAJIMYUU B 3TOM CHUCTEME MUHUMAIbHBIX
3aIUTHBIX, KOHTPOJIbHBIX U aHAJIMTUYECKUX IJIEMEHTOB.

3ananue:

Bapuanr 1

Bol pykoBomutens ¢upmbl BaM HeoO0X0AMMO OpraHuM3oBaTh MPOLECC
dbopmupoBanusa «llepeuns cBeneHU KOHPUACHIIMAIBHOTO XapakTrepay. OnuimTe
MPOLIECC OpTraHU3AIIHH.

Bapuanr 2

Bt pykoBoautens  ¢upmpl Bam  HeoOXomMMO ~— OpraHM30BaTh
KOH(QUACHIIMATIBHOE JEI0MPOU3BOACTBO. ONMUIINTE MPOLECC OPraHU3alUu.

BapuanT 3

Bor pykoBomutens ¢upmel Bam HeoOxomumo opraHu3oBaTh MpOIECC
OCYLIECTBJIEHHUS 3alUTHBIX MEpP B OTHOIIEHUH JOKYMEHTONOTOKOB. Omnumure
MPOLIECC OpPraHU3aALHH.

Bapuant 4

Bol  pykoBoautens ¢upmbl ¥ Bam  HeoOXoauMMO  OpraHu3oBaTh
TEXHOJIOTUYECKYI0 CHUCTEeMYy OOpaOOTKM KOH(PHUACHIIMATBHBIX JOKYMEHTOB.
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OnummTe Npouecc OpraHu3aluu.
Otuer
OT4er I0JIKEH coepkKaTh:
HaMMEHOBaHHE PadOThI;
1eJb paboThI;
3aJlaHuE;
MOCJIEIOBATEIbHOCTD BBIIIOJIHEHUS paOOThI;
OTBETHI Ha KOHTPOJIbHBIE BOTIPOCHI;
BBIBOJI O IIPOJICIIAaHHON padoTe.
KoHnTpoJsibHbIE BOPOCHI
1. T'nme dpukcupyercst coctaB IIeHHOW nHpopManuu?
2. Chopmynupyiite ornpenenaeHre KOHQUIESHIIMAIBHBIX JOKYMEHTOB?
3. Kakue 1oKyMeHTHI HE OTHOCATCS K KOH(UICHIIMATBHBIM JOKYMEHTaM ?
4. Yro sBnseTcss 00s3aTeNbHBIM  NPU3HAKOM  KOH(UACHIHUAIHLHOTO
JOKyMeHTa?
5. Kakue moKyMeHTBI OTHOCSTCS K KOH(PHIEHIIHATBHBIM?

SNk L=
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IIpakTnueckoe 3ansitue 12. Omnpenenenne ko3pduuMeHTa BAKHOCTH,
MOJIHOTHI, a1eKBATHOCTH, PEJICBAHTHOCTH, TOJEPAHTHOCTH MHPOPMALIUH

Hear padorwi: pabota B TectoBod mnporpamme (Aida wumu CPU-z);
OCHOBHBIE HACTPOMKH 0a30BOM CHCTEMBI BBOJA BHIBOJIA.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

HNudopmarus pasHooOpa3Ha MO COACPKAHUIO U BUAY OOCITY>KHBaeMOU €ro
YeJioBeuecKo AesTenibHOCTU. Kax bl Bu MHGOpMAIIMK UMEET CBOM OCOOCHHbBIE
TEXHOJIOTUM OOpabOTKHU, CMBICIOBYIO II€HHOCTb, (OpPMBI MpeCTaBICHUS,
TpeOOBaHMS TOYHOCTH U ONIEPATUBHOCTH OTPAKECHUSI SIBJICHUI U TPOIECCOB.

Opnako mnst dar00o0ro BuAa MH(POPMAIUM MOXKHO YyKa3aTh TpU OOBEKTa
B3aUMOJICUCTBUS:  WCTOYHUK  WHPOpPMAIMK,  MpPUEMHUK  (TIOTPEOUTEIND)
uH(popMaIuu U 00BEKT, KOTOPHIN JaHHAs WH(GOPMAITUS OTPAXKAET.

C Touku 3peHuss TMOTpeOUTeNs BBIACIAIOT CIEIYIOIINEe CBOWCTBA
uHGOpPMAIIMU: PETIEBAHTHOCTh — CIIOCOOHOCTH WH(OPMAIMU COOTBETCTBOBATH
3anpocy noTpeouTers;

TOYHOCTh — CTENEHb OJM30CTU MHOOPMALMK K PEAbHOMY COCTOSHHUIO
00beKTa, Ipoliecca, SIBJICHHUS;

CBOCBPEMEHHOCTh —  CIOCOOHOCTh HMH(OpPMAIMM  COOTBETCTBOBAThH
3arpocam NoTpeOuTeNs B HY>KHbIII MOMEHT BPEMEHH,

JIOCTOBEPHOCTh — CBOMCTBO MH(OPMAILIUU HE UMETh CKPBITHIX OIIHOOK;

JOCTYITHOCTh — CBOWCTBO, XapaKTEPU3YIOIIee BOBMOXKHOCTh €€ MOJIyYCHUS
JTAHHBIM TTOTPEOUTENEM;

3alIUIIEHHOCTh —  CBOWCTBO, XapaKTEpU3ylollee  HEBO3MOKHOCTb
HECaHKIIMOHUPOBAHHOTO JOCTyNa K HH(OpMAITNH;

OPrOHOMUYHOCTh — YAO0OCTBO (GopMbl WM O0beMa HHPOpMAIUHU Jis
JaHHOTO moTpeOuTensa. Ecam Bectn pedb 0 HaydyHOW WHGPOpMAalMU, TO 311ECh
Hambosee BaXKHBIM CBOWMCTBOM SIBIISIETCS @J€KBAaTHOCTh —  OJHO3HAYHOE
COOTBETCTBHE OTOOpakaeMoMy 0OBeKTy. [[aHHOe ompeneneHne XapaKTepu3yeT He
B3aMMOOTHOIICHHE «UH(MOpManus — TMOTpeOUTENns», a «HHPOpMAIUsI —
0TOOpakaeMblii OOBEKT.

Cpean BHYTpPEHHHMX CBOWCTB HMHGOPMAIMKM BaXHEHIIMMHU  SIBIISIOTCS
KOJIMYECTBO UH(OpMaIMHU, ee BHYTPEHHSI OpraHu3aius u ctpykrypa. [lo cmocody
BHYTPEHHEHW OpraHu3anvyd WHQpOpMaius ACIUTCS Ha JBE TPYMIbL: JaHHbBIC, WU
MPOCTOM, JIOTUYECKU HEYMOPSJOUYCHHBI Ha0Op CBEJAEHUN, U JIOTUYECKU
YIOPSATIOYCHHBIN, OPTaHN30BaHHBIN HAOOP TaHHBIX.

K cBoiictBam wuHpOpMaIiy, CBSI3aHHBIM C €€ XPaHCHHEM, OTHOCSTCS:
KUBYYIECTh — CBOMCTBO COXPAHSATHh KAYECTBO C TCUCHUEM BPEMEHU;

aKTyalbHOCTb — CTENEHb COOTBETCTBUA WHGOPMAIMH  TEKYIIEMY
MOMEHTY BpPEMEHH. OIICHKA JOCTOBEPHOCTH MH(OPMAILIUU

Wudopmanus, ucmonbdyemas B TMpoOIEcCce OIECHKH, TOJKHA OTBEYATh
TpeOOBaHUSAM: TOCTOBEPHOCTH;

TOYHOCTH;, KOMITJIEKCHOCTH;
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Hcnonezyemass mHpopMaiusi IOHKHA JOCTOBEPHO OTpaXkaTh CUTYAIMIO,
TOYHO COOTBETCTBOBATh LEJNSIM OLIEHKHM U KOMIUIEKCHO YYUTHIBATH BHEIIHHE
yCIIOBUSL.

Beigensror  cnepyrommpe  CBOMCTBA,  XapaKTEPU3YIOIIHME  KAayeCTBO
uH(popMaIuu:

OO0BeKTUBHOCTH MHPOPMAITUU XapaKTepHU3yeT e€ HEe3aBUCUMOCTh OT YbEro-
7100 MHEHUS WM CO3HaHUs, a TAK)KEe OT METOOB NoiyueHus. bonee oObeKkTHBHA
Ta WH(GOpPMAIIUs, B KOTOPYIO METO/IbI MOTy4YeHUS u 00paboTKH BHOCSIT
MEHBIIUN AIEMEHT cyowektuBHOCTH. [loHOoTa. MHOpMaIuio MOKHO
CUMTATh IOJIHOM, KOTJa OHa COJIEPKUT MHUHHMMAJIbHBINA, HO JOCTATOYHBIN JJIst
NPUHATUS TPABUIBHOTO pellleHus HaOop mnokaszarened. Kak HemonHas, Tak H
n30bITOYHAsE MHPOpMaLIUs CHIDKAET 3PGEeKTUBHOCTh IPUHUMAEMBIX Ha OCHOBAaHUHU
nH(MOpPMAITUU PEIICHUA.

JlocTOBEpHOCTh — CBOMCTBO MH(OpMALUK OBITH MPABUIBHO BOCIHPHUHATOM.
OObekTrBHAas MH(OpPMAaLMS BCETAAa TOCTOBEPHA, HO TOCTOBEpHas HH(OpMAIHs
MOKET OBbITh KaK OOBbEKTUBHOM, TaK U CyOBEKTHUBHOM.

JloCTOBEpHOCTh — HECOMHEHHas BEpHOCTh uero-inbo. JlocToBepHOCTH
ClleqyeT OTIWYaThb OT HCTUHBL. JOCTOBEPHOCTBIO SIBISIOTCA CBEICHUS IS
CyObeKTa, KOTOPBIM HMX BOCHpUHUMAaET. J[OCTOBEPHOCTh CTAHOBHUTCS HCTHUHOM,
€CJIM OHA MPOBEpPEHA Ha OMBITE U COOTBETCTBYET JCHCTBUTEIHHOCTH.

AJIeKBaTHOCTb — CTENEHb COOTBETCTBUSL pEATbHOMY OOBEKTUBHOMY
COCTOsIHUIO fena. JlocTynmHOCTh HH(pOpMaIuu — Mepa BO3MOKHOCTHU MOJTYYUTH Ty
WM MHYIO HH(pOpMAITHIO.

AKTyanbHOCTh MH(OpPMAIUU — 3TO CTENEHb COOTBETCTBUSA WHGOPMAIUH
TEKyIIEMY MOMEHTY BPEMEHH.
OMOITMOHAIBHOCT — CBOMCTBO HMH(OPMAIIUHA BBI3BIBATH PA3IMYHBIC

SMOLIMK Y JIOACH. DTO CBOMCTBO HMH(POpPMAIMH HUCHOIB3YIOT IMPOU3BOIUTENIN
Meuna-unpopmany. YeM CuiIbHEE BbI3BIBAEMBIE 3MOLMH, TEM OOJIbIIE
BEPOSITHOCTU OOpallleH!s BHUMaHUS U 3alIOMUHAHUs HH(pOpManuu.

B wuHdopmaTuke TOHATHE JTOCTOBEPHOCTH CBS3BIBAECTCS C MOHSITHEM
nHpopMaIus - CBEACHUSIMHU O JIIOJIAX, MpeaMeTax, pakrax, COOBITUSIX T MpoIeccax
HE3aBUCUMO OT (DOPMBI UX MPEACTABICHHUS, a O] JOCTOBEPHOCThIO HH(OPMAIUH -
COOTBETCTBHMHM 3THUX CBEIACHUMN PEAIBHON ACUCTBUTEIBHOCTH.

Ocoboe 3HaueHue AOCTOBEPHOCTb HMMEET B OTHOLIEHUM HH(POPMAIUHU.
JocToBepHass MH(OpMalMsi BOCIPUHUMAETCS KaK HCTHHA, a HEJIOCTOBEpHAas
uHbopMalus - Kak J0Kb. Mbl TOBOPUM, UTO MH(OpMAIMSI TOCTOBEPHA, €CIU MbI
MMEEM BO3MOKHOCTb HUCIOJIb30BaTh €€ 0€3 JOMOIHUTEIbHON TPOBEPKH.

JInst TpUHATHS pEeuleHUud MO HEH TakkKe HEeOOXOJIMMbl TaKHhe KayecTBa
uHpOpMaIlMU KaK IMOJIHOTA, aKTyaJbHOCTh, LIGHHOCTh U JAp. B ciiydyae HemomHOM,
HEJIOCTOBEPHOI, NPOTUBOPEUYHMBOM, HEAKTyalbHOW HWH(MOpPMALMU TPUHATHE
pEelIeHU M0 HeHl 3aTpyAHUTENbHO. B 3TOM ciyyae, BBINONHSIOTCA PabOThI IO
YBEJIUYECHHUIO JTOCTOBEPHOCTH, MOJIHOTHI M LEHHOCTH WH(OpPMAIUMU U MOMBITKA
NPUHATUS PEUIeHU B YCIOBUSX HeompeneiaeHHocTH. Bo MHorux obmactsx
JEeSTENbHOCTUA JOOUTHCS OTHOTHI U JJOCTOBEPHOCTH MH(POPMALIUKA HEBO3MOKHO.
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[IpuurHAMU HETOCTOBEPHOCTU MOTYT OBITH:

peTHaMepeHHOE UCKakeHue (ae3nHdopmarus);
HEeMpeTHAMEePEHHOE UCKaKEHNE CyObEKTUBHOTO CBOMCTBA;
UCKQ)KEHUE B pe3yJIbTaTe BO3ACHCTBUS ITOMEX;

omuOKK PpuKcauuu HHPOpPMaLUK;

B o6mem ciydae 10cTOBEpHOCTh HH(GOPMALIMH TOCTUTAETCS:

YKa3aHUEM BpPEMEHU CBEPIICHUS COOBITHUH, CBEACHUS O KOTOPBIX

Inepeaar0OTCs;

COITOCTABJICHUEM JAHHBIX, [TOJYYEHHBIX U3 PA3JINYHBIX HCTOYHUKOB;
CBOEBPEMEHHBIM BCKPBITHEM JIe3UH(OpMAIINH;
UCKITIOUCHHEM UCKaXXEHHOU HH(OpMAIUU U Jp.

3aganue:
Ouenute pe3ysbTaT MOUCKA B ceTU MIHTEpHET U OTBETHTE HA BOIIPOCHI:

Sl AN e

9.
10.
11.

Kakyto NoMCKOBYIO CUCTEMY Thl UCIIOJIB30BAII?

AJipec canTa, KOTOPBIN Thl H3y4all.

Hasganue canra.

Jonro nu 3arpyskaercs ctpaHuua?

[IpuBnekaTenabHO JI OHA BBITJISAUT?

Jlerko nu unraerca?

Ectp 1 u3o0paxenus? Kakoro kauectBa?

HecyT nu n3o0paskeHust 1ONOJIHUTENbHYI0 HH(DOpMAIuio?
VYKazaHbl I UM U aJJpec SJICKTPOHHOU MOYTHI aBTOpa caita?
Ectp 1 ykazanue, xorna Obu1 moAroToBNIEH (OOHOBJIEH) CaT?
EcTtp 1M1 BO3MOXHOCTH NpH NEPEXOAEC HA CIEAYIOIIHE CTPAHUILIBI

aBTOMATHYECKU BEPHYTHCS HA MEPBYIO?

12.

JlocTaTOYHO JIU TIOJIHO 3arjiaBue caidTa pacKpbIBaeT €ro cojepkaHue?

13. Cmor OBl THI TMONYYUTH OoJiblle WHGOPMAIMU U3 TEUATHOTO
CIIpaBOYHUKA?
14. Bo BceM 1 ThI COTJIACEH C aBTOPOM?

15.

16.

17.
Otuer

He nonananacek nu Tede HeBepHasi nHGopMarus?
JlocTaTO4YHO JIU aKTyajbHa NMpeIoKeHHass nHpopMarius?
EcTp 11 Ha caiiTe OTCBUIKM K IPYTUM CaiiTaM ¢ MoXoxeil nHbopmarmein?

Oruer HOJDKCH COACPIKATh:

AN

HauMEHOBaHUE PabOTHI;

11eIb PaOOTHI;

3aJlaHue;

TIOCJICIOBATEIPHOCTD BBHITTOJTHEHHS paOOTHI;
OTBETHI HA KOHTPOJILHEIE BOTIPOCHI;

BBIBOJI O IIPOJIEIAHHON padoTe.

KoHTpoubHbIe Bonpochl
1. HazoBuTE npuYMHBI HETOCTOBEPHOCTH UH(MOPMALIIH?
2. KakuM TpeOoBaHUSM TOKHA COOTBETCTBOBAThH OLIEHOUYHAsi MH(opmaius?
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IIpakTnueckoe 3ansitue 13. OQuenka 0Oe3omacHOCTM MH(OPMALUM HA
o0beKTax ee 00padoTKU

Hens padoThl O03HAKOMUTBCA C MpoOJEeMaMU pealn3aluu OJUTUK
0€30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAX.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[Ton monuTHKONW OE30MaCHOCTH TOHMMAIT HAO0Op HOPM, TpPaBUI H
INPaKTUYECKUX IPUEMOB, PETYJIUPYIOLIUX YIIPABICHUE, 3alIUTY U paclpeesieHue
neHHoi uH@opmaruu. IlomuTrka 0e30macHOCTH 3a/1aeT MEXAHU3MBbI YIPaBICHUS
J0CTYIa K 00BEKTY, OIPENEseT KaK pa3pelieHHbIE, TaK U 3alPELUICHHbIE JOCTYIIbI.

[TonmuTnka OE€30MACHOCTH peaTU3yeTcs MOCPEACTBOM aJIMUHHUCTPATUBHO-
OpPraHMU3AlMOHHBIX Mep, (PU3MUECKUX U IPOrpaMMHO-TEXHHYECKUX CPEACTB U
OTIpE/ETSAET APXUTEKTYPY CHUCTEMbl 3amuThl. JlJIi KOHKPETHOM OpraHU3aluu
MOJIUTHKA OE€30MaCHOCTH JTOJKHA HOCUTh MHAWBHUIYabHBIM XapaKTep U 3aBHCETh
OT KOHKDETHOM TEXHOJIOTMH O00pabOTKM HMHPOPMALMH U  HCHOJb3YEMbIX
MPOrPaMMHBIX M TEXHUYECKHX CPECTB.

[Tonutrka 0€30MAaCHOCTH ONpPEAENsAeTCS CIOCOOOM YIpaBIEHUS JTOCTYIIOM,
KOTOpPbIM 3a7a€T MOPSIOK JOoCTyna K oObeKkTam cuctembl. PaznuuaroTr aBa
OCHOBHBIX BUJA MOJIUTUKHA OE30MACHOCTH: N30MPATEIbHYIO U TOTHOMOYHYIO.

W30uparenpHas noiauTHKa O€30IaCHOCTM OCHOBaHAa Ha H30MPATEIbHOM
cnocobe ympaBieHHMs JOCTynoM. M30upaTtenbHoe (WM AMCKPELIMOHHOE)
yOpaBJI€HUE  JIOCTYIIOM  XapaKTepu3yeTcss  3aJaHHbIM  aJMHUHHCTPATOPOM
MHOKECTBOM pa3pellieHHbIX OTHOILIEHUH JocTyna (Hampumep, B BHUJAE TPOEK
O00BEKT

— cyobekT — TtHm goctyma). OOBYHO Ui ONMUCAHUS CBOMCTB
n30UpPaTEIHLHOrO YIPABICHUS TOCTYIIOM MPUMEHSAIOT MAaTeMAaTUYECKYI0 MOJIETh Ha
OCHOBE MaTPHIIbI JOCTYTIA.

Martpuiia aoctyna HpeacTaBliieT coO0OMl MaTpHily, B KOTOpPOMl cToJOel]
COOTBETCTBYET O0BEKTY CUCTEMBI, a CTpoKa — cyOhekTy. Ha mepeceuenuu cronbia
U CTPOKM MATPHUIBl YKa3bIBA€TCA THUII PA3PEIICHHOTO JOCTyNMa CyObeKTa K
00bekTy. OOBIYHO BBIACNAIOT TaKU€ THUIIBI JOCTyNa CyObeKkTa K OOBEKTY, Kak
«JIOCTyIl Ha YTEHHUE», «IOCTYNl Ha 3alMCh», «JIOCTYIl HA HCIOJHEHHE» U T.II.
Matpuna noctyna SBISETCS CaMbIM IPOCTBIM MOJAXOAOM K MOJIEIMPOBAHUIO
CUCTEM YyIpaBieHHUs AO0CTynoM. OJHAKO OHa CIYXHUT OCHOBOHM [UIsl CIIOXHBIX
Mojenei, Ooriee aJeKBaTHO OINUCHIBAIOIIMX peajbHble aBTOMAaTHU3UPOBAHHBIE
cuctembl 00padoTku nndopmaruu (ACON).

N3bupatenpHas monMTHKA 0€30macHOCTH IHpoKo mpumensiercs B8 ACOU
KOMMEPUYECKOTO CEKTOpa, TaKk Kak e€ peaju3alusi COOTBETCTBYET TPEOOBaHUSIM
KOMMEPUYECKUX OpraHU3alliii MO0 pasTpaHUYEHHUIO JIOCTyNa W MOJOTYETHOCTH, a
TaK)Ke UMEET MPUEMIIEMYIO CTOUMOCTb.

[TomrHomMOYHasT TOMUTHKAa OE30MAaCHOCTH OCHOBaHA Ha IOJHOMOYHOM
(ManmatHOM) crocobe ympaiieHus AoctynoMm. [lonmHoMouHOe (WM MaHAATHOE)
yIpaBJICHHUE JOCTYTIOM XapaKTepU3yeTcs COBOKYITHOCTBIO TIPaBHII
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MPEAOCTaBIACHNUS  JIOCTYIIa,  ONPEACICHHBIX HAa  MHOXECTBE  aTpUOYTOB
0e30macHOCTH CYOBEKTOB M OOBEKTOB, HANpPHUMEP, B 3aBUCHUMOCTH OT METKH
KOH(DHUICHIIUATFHOCTH  WHPOPMAIIMM W yPOBHA  JOMyCKa  IOJh30BaTEIIs.
[TotHOMOYHOE yTIpaBIICHUE JOCTYIIOM TOIpa3yMEBaeT, YTo:

1) Bce CyOBEKThl U O0BEKTHI CUCTEMBbI OJTHO3HAYHO UJICHTU(UIIUPOBAHBIL;

2) KaxaoMy OOBEKTY CHCTEMBI MPHUCBOCHA METKa KOH(DHICHIIMAILHOCTH
nH(OpMaIUH, OTIPEACIIIONIas IIEHHOCTh COAepIKaIeicss B HeM HH(popMaIuu;

3) KaXJOMy CYOBCKTYy CHCTEMBl IIPUCBOCH OIPEACIICHHBIH YPOBEHB
JIOTIyCKa, OMPEACIISIIONINNA MaKCUMaIbHOE 3HAUYCHHE METKH KOH(PUACHIINATILHOCTH
nHopManKK 00BEKTOB, K KOTOPBIM CYOBEKT UMEET JIOCTYII.

Uem BakHEee 0OBEKT, TEM BHIIIE €ro MeTka KoHpuaeHmaaipHocTy. [loaTtomy
HanOoJIee 3allUIIEHHBIMH OKa3bIBAIOTCI OOBEKTHI C HauOojiee BBICOKUMH
3HAYCHUSMH METKH KOH(HICHIINATHHOCTH.

OcHOBHOE Ha3HAYEHHE IIOJHOMOYHOH IIOJUTHKH OE30IAaCHOCTH —
pPETYJIMPOBAHUE JIOCTyMa CyOBEKTOB CHCTEMBI K OOBEKTaM C pPa3IUYHBIMH
YPOBHSIMH KOH(DHICHIIMATILHOCTH, TPEAOTBpAIlcHHE YyTeUKH WHpOpManum ¢
BEPXHUX YPOBHEW TOPKHOCTHOW MEpapXvu Ha HIDKHHE, a TakkKe OJIOKHpOBAHUE
BO3MOYKHBIX IPOHUKHOBEHUH C HIHKHUX YPOBHEH Ha BEpXHUE.

[Ipu BBIOOpE W peanm3aliy TIOJUTHKH OC30MaCHOCTH B KOMITBIOTCPHOMN
CUCTEME, KaK MpaBujIo, paboTaIOT CACAYIOIINE MIaTrH:

1. B uHpOpMAIMOHHYIO CTPYKTYPy BHOCHTCS CTPYKTypa IIEHHOCTEH
(ompenensiercsl 1EHHOCTh MHGOPMAIUKM) M MPOBOAUTCS aHAIM3 YIPO3 U PHUCKOB
Uit “”HPOpMaMK U HHOOPMAITMOHHOTO OOMEHa.

2. Onpenenstorcs paBuiIa VICIIOJIL30BaHUS TUIS JF000T0
MH(POPMAIIMOHHOTO TIpollecca, MpaBa JOCTyIa K 3JeMeHTaM HHGOPMAIUd C
Y4E€TOM JAaHHOU OIEHKH IICHHOCTEH.

Peanuzammsi monuTuku O€30MaCHOCTH JOJDKHA OBITh YETKO IMPOJAyMaHa.
PesynpraToM ommOOYHOrO WM OE3AYMHOIO OINPEAEIICHHs] MPaBUI TOTUTHKU
0e30macHOCTH, KaK MPaBUJIO, SBISACTCS pa3pylieHHe IEHHOCTH MHpopmaruu 6e3
HapYIIECHUS TTOJIUTHKH.

3ananmue:

HeoOxoaumo mpoBecTH aHamu3  3allUIICHHOCTH OOBEKTa  3alllMThI
uHOpPMAILIMK TI0 CJICIYIOIINM pa3jieiaMm:

Buasl BO3MOXKHBIX yIpo3

XapakTep IpPOUCXOKIACHUS YIPO3

Kiraccel kaHamoB HECAaHKIIMOHUPOBAHHOTO TOJIyYeHUS HHPOpMAITUN
HcTouyHnky mosSBISHUS YIPO3

[TpuumHBI HapyIIEHUS IETOCTHOCTH WH(DOPMAITUU

[ToTeHManbHO BO3MOKHBIE 3JI0YMBINIICHHBIC TCHCTBUS
OnpenenuTs KJIACC 3aMUIMEHHOCTH aBTOMATH3UPOBAHHONW CHCTEMBI

A o

OTtuer
OTyeT JOJKEH coaepKaTh:
1. HauMeHOBaHHUE palbOTHI;
2. 1eib paboThI;
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3a1aHuE;
MOCJIEI0BATEILHOCTD BBITIOTHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJIEIAHHON padoTe.
KonTpoJbHbIE BONIPOCHI
1. UYro moHuUMaeTcs TMOJ TMOJUTHUKONW O€30MacHOCTH B KOMIIBIOTEPHOMN
cucreme?
2. B ueM 3akirouaercst MOJIeNb MOJIMTUKA O€30MacHOCTH B KOMITBIOTEPHOM
cucreme?

AN
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IIpakTnueckoe 3ansitue 14. Kinaccupukanus aBTOMATH3UPOBAHHBIX
cucreM 00padoTkn HHGOPMALMHE MO KJIACCY 3aIHUTHI HH(pOpMaAIUK

Henb padoTbl 3aKperuieHHE 3HAaHUI OCHOBHOI'O NOHSATHITHOIO ammapara,
MPUMEHSEMOT0 B 00JIACTH 3aIUThI HH(pOpMaLuu, GOPMUPOBAHUE HABBIKA PAOOTHI
C HOPMATUBHBIMU JOKYMEHTaMU 10 UCCIEAYEMOMY BOMPOCY.

OO6opynoBanme: yuyeOHbIN MEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Cuctema 3amutel nHGopMmanuu (C3U) B caMoM o011ieM BUAE MOXKET OBITh
onpeJiesieHa KaK OpraHu30BaHHAsi COBOKYIHOCTh BCEX CPEJACTB, METOJOB U
MEPOIIPUSATUH, BBIJCISIEMBIX (ITPeayCcCMaTpUBAEMbIX) Ha 00BEKTE HHPOPMATU3ALINH
(ON) nns pemieHuss B HEM BBIOpaHHBIX 3ajlad IO 3allUTe. BBeJIeHUEM MOHATHS
C3U omnpenensiercsi TOT (HaKT, YTO BCE PECYpPChHI, BBLACIAEMBIC ISl 3alUTHI
uH(pOpMAIUH, TOJDKHBI OOBEIUHITHCS B €IMHYIO, IEJIOCTHYIO CHCTEMY, KOTOpas
ABIISIeTCS (PYHKIIMOHAIBHO CAMOCTOSITENhHOU mojcucteMoit oboro OU. Takum
o0pa3oM, BaXXHEWIIMM KOHILENTyaJdbHbIM TpeOoBanueM k C3U  sBusercs
TpeOOBaHUE aJaNTUPYEMOCTH, TO €CThb CIIOCOOHOCTH K II€JICHAINPABICHHOMY
MPUCIIOCOOJICHUIO TP HU3MEHEHUHM CTPYKTYPhI, TEXHOJIOTUYECKUX CXEeM WU
ycioBuit  ¢yHkuuonupoBanuss OW. BaxnocTe TpeOOBaHUS adanTUPYEMOCTH
o0yCIIOBIMBAETCS, C  OJHOW  CTOPOHBI,  BO3MOXHOCTHIO  HU3MEHSIThCS
NEepEeUrcIeHHBIM (pakTopaM, a ¢ JIPYyroil — OTHOLIEHUEM MPOIECCOB 3allUThI
uHpOpMAIH K CIa00CTPYKTYpHUPOBAHHBIM, TO €CTh UMEIOIUM BBICOKHI YPOBEHD
HEOMPEICIICHHOCTU. YTIpaBJeHUE Ke CIa00CTPYKTYPUPOBAHHBIMU MPOIECCAaMU
MOXXET ObITh A(PGEKTUBHBIM JIUIIbL TPH YCIOBUH aJalTUPYEMOCTH CHUCTEMBbI
ynpasienus. I[lomumo oOmiero KoHmentyaiapbHoro TtpeboBanusi, k C3U
MPEABABIISCTCS €IIe IENbIi psn 0ojiee KOHKPETHBIX, IIEJIEBBIX TPEOOBaHMUIA,
KOTOPBIE MOTYT OBITh pa3/e/ieHbI Ha:

— (yHKUHMOHAIbHBIE;

— APrOHOMUYECKUE;

— SKOHOMHYECKUE;

— TEXHUYECKUE;

— OpraHU3allMOHHBIEC.

CdopmupoBaHHasi K HACTOAIIEMY BPEMEHH CHCTEMa BKIIIOUAET CJIECTYIOLIUI
nepeyeHb 00IEeMETO0IOTUYECKUX TPUHITUIIOB:

— KOHIENITyaJIbHOE €MHCTBO;

— aJICKBaTHOCTh TPEOOBaHUSM;

— ruOKOCTh (aanTUPYEMOCTh);

— GyHKIIHOHATBHAS CAMOCTOSTEIILHOCTD;

— yA00CTBO MCIOJIb30BAHHUS;

— MUHHUMU3AIUS IPEOCTABISIEMbI X IIPaB;

— MOJTHOTA KOHTPOJIS,

— aJIcKBaTHOCTh PearupoBaHUs;

— SKOHOMHUYHOCTb.

KonnentyaibHO€ €IMHCTBO O3HAYaeT, 4YTO AapPXUTEKTypa, TEXHOJIOTHUS,
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opranuzanus U obOecneueHue ¢yHkuuoHupoBanuss kak C3U B wmenoM, Tak H
COCTAaBHBIX €€ KOMIIOHEHTOB JOJDKHBI paccMaTpHBAaTbCS W PEATU30BBIBATHCS B
CTPOrOM COOTBETCTBUU C OCHOBHBIMU IOJIOKEHUSMH € JUHOW KOHUEIIUHU 3alHThI
uH(popmanuu. AJEKBaTHOCTh TpeOoBaHUsIM o3Hadaer, uyto C3U nomxHa
CTPOUTBHCSA B CTPOIOM COOTBETCTBUHU C TPEOOBAHUSMU K 32 IIUTE, KOTOPHIE, B CBOIO
ouepe/ib, ONPEAENIAIOTCS KaTeropueil COOTBETCTBYIOIIETO O0BEKTa U 3HAUYCHUAMHU
MapamMeTpoOB, BIUSAIOMIMX HA 3aIIUTY UHPOPMALIMH.

['uOkocTh (a1anTUPYEMOCTh) CUCTEMBI 3aIIMTHI 0O3HAYAET TAKOE MOCTPOEHUE
U TaKyl OpraHu3anuio ee (yHKIUOHHUPOBAHUS, MPU KOTOPHIX (PYHKIIMM 3aLIUThI
OCYIIECTBISUIUCH OBl JOCTATOYHO A(P(EKTUBHO NPU H3MEHEHUU B HEKOTOPOM
nuanazoHe  CcTpykTypel  OM,  TEXHOJOTMYECKMX  CXEM WM  YCIIOBUU
(GYHKIIMOHUPOBAHUA  KAaKUX-TMOO  ee  KOMIOHEHTOB.  (DyHKIMOHAJIbHAs
CaMOCTOSITENbHOCTh Tpenmnonaraer, uro C3U nomkHa OBITH CaMOCTOSTENBHON
o0ecreunBaroIIel MOJACUCTEMON CHUCTeMBbl 00paboTku uWHOOpPMAIUU H TIPH
OCYIIECTBICHUHN (PYHKLIMN 3alIUTHl HE MOJKHA 3aBUCETh OT APYTUX IMOJCHUCTEM.
VnoOcTtBo wHcnonab3oBaHusa o3HadaeT, 4dro C31 He pgomkHa coO3IaBaTh
JOTIOJHUTENbHBIX ~ HEYAOOCTB i moJb3oBarened U nepcoHama  OU.
MuHuMH3aus TpeIOCTaBIsEMBIX MIPaB 03HAYAET, YTO KaXKJIOMY IOJIb30BATEN0 U
KOKJIOMY JIMIy W3 cocraBa mepcoHana OW moibKHBI MPEeAOCTaBIATHCS JIMIIL T€
NoJIHOMOYMS Ha Joctyn K pecypcaMm OU u Haxopsuieiics B Hell mHdopmanuwy,
KOTOpBIE €MY AECUCTBUTEIBHO HEOOXOIAMMBI AJIS BBINOJIHEHHUS CBOMX (YHKUUH B
npolecce  aBTOMATU3MPOBaHHOM  00paboTku  uHpopmamuu. Ilpu  stom
NOpeJOCTaBIsieMble  IpaBa  JOJDKHBI  OBITh  ONpPEAENCHbl M YTBEPXKACHBI
3a0J1arOBpEMEHHO B YCTaHOBJIEHHOM mopsiake. [logHOTa KOHTpOJIS mpeanoiaraer,
YTO BCE MPOIEAYPHl ABTOMATH3UPOBAHHOM 00pabOTKM 3amuinaeMoi napopmauu
JOJDKHBI KOHTPOJIMPOBATHCS CUCTEMOM 3allUThl B TMOJHOM 00beMe, IpuyeM
OCHOBHBIE PE3yJbTaThl KOHTPOJSI JIOJDKHBI (DUKCHPOBATHCS B CIELHUATIBHBIX
PErUCTPAlMOHHBIX XypHAJIaX. AKTUBHOCTb pearupoBaHus o3Hayaer, uro C3U
JOJDKHA pearupoBaTh Ha JIIOObIE MOMNBITKM HECAHKIIMOHUPOBAHHBIX JEHCTBUI.
XapakTtep pearupoBaHHs MOXKET OBIThb pPa3IM4YHBIM M BKJIKOYAET: MPOCHOY
MOBTOPUTh JCHCTBUE; OTKJIIOYEHHE CTPYKTYpPHOIO JJIEMEHTa, C KOTOPOro
OCYIIECTBJICHO HECAHKIMOHHUPOBAHHOE JACHCTBUE; HCKIIOUEHHE HAPYIIUTENs W3
quciia 3apErCTPUPOBAHHBIX MOJIb30BATENEH; [101ady CIIEIUAIBHOTO CUTHANA U Jp.
OkoHomnuHOCTh C3M o03Hayaer, 4YTO MpH YCIOBUU COOJIOJEHUS OCHOBHBIX
TpeOoBaHMI Bcex MpenbIAyIIUX NpUHIMIOB pacxoiasl Ha C3U nomxHbl OBITH
MUHUMAaJIbHBIMH.

3aganue:

Heo0xoaumo NPEIOKHUTh AHAIM3 YBEIUYECHHMS 3aILMILEHHOCTH
00BEKTa 3aIIMTH HHPOPMAIIHH 10 CIEAYIOIUM pa3ieaam:

1. Onpenenuts TpeOOBaHUA K 3aLIUTE UHPOPMALIUH

2. KrnaccuduuupoBaTh aBTOMaTU3UPOBAHHYIO CUCTEMY

3. Onpenenuts (GakTopbl, BIUSIOLME HA TpeOyeMblid ypOBEHb 3alllUThI
uH(popMauu

4. BpIOpaTh WM pa3padoTaTh CHOCOOBI U CPEACTBA 3ALIUTHI HH(DOpMALIUU
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5. IlocTpouTh apXUTEKTYypy CUCTEM 3alUThI HH(OPMALIUU
6. ChopmynupoBaTh  PEKOMEHJAMU IO  YBEJIUYCHUIO
3alUIIEHHOCTH
Otuer
OTyeT JOJKEH coaepKaTh:
HauMEHOBaHUE padoThI;
1[eJIb PaboThI;
3aJlaHuE;
MOCJIEIOBATEIBHOCTD BBITTOJIHEHHS paOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
. BBIBOJI O MIPOJIETIaHHOM padore.
KonTpoJbHBbIE BONIPOCHI
1. Yto Takoe THOKOCTh CUCTEMBI?
2. B uém oHa BbIpaxaercs?
3. Kak onpenenstor TpeboBanus K 3ammure HHGOpMauu?

RIS
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IIpakTnueckoe 3ansitue 15. IllanupoBaHme, co31aHHEe M HM3MEHEHHUE
YUYeTHBIX 3aluceil moJIb30BaTeJieil.

Henb padoTbl noswakomMumuvcs ¢ OCHOBAMU — AOMUHUCTIPUPOBAHUS
onepayuonHot cucmemvl Windows.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Jlst Bxoa B cucteMy Windows HY>KHO UMETh 3apaHee CO3/JaHHYIO0 YUETHYIO
3anuch. Ecan pabouas craHuus BKJIIOYEHA B pabouylo Tpymiy, a HE B JIOMEH, 3Ta
ydeTHas 3alllCh JIOJDKHA XPAHUTHCA HA 3TOM cTaHmuu. UTOOBI BOWTH B JIOMEH,
HeoOx0/IMMa y4eTHasl 3alKCh B 3TOM JIOMEHE (MJIM B JIOBEPEHHOM JIOMEHE).

VYyeTHasd 3amuch COAEPKUT HE TOJBKO UMA U JAPYyrue JaHHBIE,
UACHTUUIUPYIOIINE TOJh30BaTENs, HO H ONpENeseT, KakuM oOpazoMm
M0JIb30BATENIb PETUCTPUPYETCS, KOrJa OH MOXET BXOJUTh B CHUCTEMY, KaKue
pecypcsl €My JOCTYIHBI M KaKOB €ro YpOBEHb JOCTyNa K ATUM pecypcam.
JlpyruMu ClIOBaMH, Y4Y€THasl 3aluCh OMNpPEAENSeT BCE acleKThl JOCTyma K
KOMIIBIOTEPY U B ceTh. Kpome Toro, Kaxkias ydeTHas 3aluch COJEPKUT MapoJb,
obecrnieunBaroONINil ee 0€30MacHOE UCTI0JIb30BAHHUE.

[IpaBa mosp30BaTeNs ONPEESAIOTCS HE TOJBKO YYETHOM 3aIluchio, HO U
YIEHCTBOM B Trpynmax. ['pymma — 5TO COBOKYIHOCTH II0JIb30BaTeleH,
BBITIOJIHSAIOIMIUX ~ CXOAHYIO paboOTy W HMMEIOUIMX NPUMEPHO OJUHAKOBBHIE
NOTPEeOHOCTH B pecypcax.

Windows moaziep>kuBaeT ABa TUIA TPYIIII.

— I'modanbHble rpynnsbl. [106anbHas Tpynmna MOXKET COAEpKaTh YUETHBIC
3alUCH TMOJb30BaTENel TOJBKO TOTO JOMEHA, Iie oHa co3aaHa. [IpaBa gocrymna k
pecypcaM JApyrux JIOMEHOB T[J00OallbHbI€ TPYMNNbl [OJIYy4alOT B paMKax
JIOBEPUTEIBHBIX OTHOLIEHUN MEXIY JTOMEHAMH.

— JlokaJbHble Tpynnbl. JIoKajibHasl Tpynna MOKET UMETh B CBOEM COCTaBE
KaK WHJIUMBHUAYyaJbHBIX TI0JIb30BaTeNield, TaK W TJI00AJbHBIE TPYyNMbl. ITO
MO3BOJIIET OOBEAUHATH B OJHOW JIOKAJbHOW TPYIE MOJb30BaTeNel U3
Pa3IMYHBIX TOMEHOB U
yOpaBsiTh MMHU KOJUIEKTHBHO. [IpaBa JIOKaJIbHOW TPYIIIBI PacpOCTPAHSIIOTCS
TOJBKO Ha TOT JOMEH, TJI€ OHA CO3/1aHA.

B nonapmnsitoniemM OOJBIIMHCTBE TPYIIIBI UCIIOJIB3YIOTCS, YTOOBI YIPOCTUTH
KOHTPOJb 3a J0CTynoM K oOmuMm pecypcam. CHawama co3maercs Trpymmna u
3a/1aeTcsl €d MpaBoO JIOCTyNa K KOHKPETHOMY PECYpCY, a 3aT€EM BKIIIOUAETCS CIOJa
MOJIb30BaTENb, KOTOPOMY ATOT pecypc Heooxoamm. [lozxke, xorma morpedyercs
M3MEHUTh YPOBEHD JIOCTYIIA K pecypcy (Hampumep, HaJIOKUTh OTPaHUYEHUS Ha €r0
U3MEHEeHHE), OyAeT JOCTaTOYHO MOIU(DUIIMPOBATH MPaBa TPYMIIBI, H BCE €€ YJICHBI
Hacleyl0T HOBBIE MpaBa Ha OOHIMH pecypc. DTO 3HAYUTEIBHO JIETYE, YeM
W3MEHATh NPUBUJIETUHU KAXKJI0M UHIUBUIYAIbHOW YUYETHOM 3allUCH B TPYMIIE.

J/loBepuTeIbHbIE OTHOIIEHUS

JloBepUTEIBLHBIM HA3bIBAIOT OCOOBIC JIOTUYECKHUE OTHOIICHUS MEXIY
JIOMEHAMHU, TIPU KOTOPBIX OJIMH JIOMEH JOBEPSIET MOJIb30BATESAM JAPYroro JTOMeHa.
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JIOMEH-I0BEPUTENDL OTKPBIBAET IOJIB30BATEISAM JTOBEPEHHOIO0 JTOMEHA IOCTYH K
CBOMM pe- cypcam. Eciin, Harpumep, 10MeH A SIBJISIETCSI JOMEHOM-JOBEPUTETIEM, a
noMeH b — goBepeHHBIM TOMEHOM, TO MOJIB30BaTeNb JoMeHa b MoxeT paboTtath u
C pecypcamu JoMeHa A.

JloBepUTenbHbIE OTHOIIEHHS MOTYT OBITh Kak OJHOCTOPOHHUMH, TaK M
JIBYCTOPOHHUMU. T0, 4TO TOMEH A NOBepseT NOMEHY b, BOBCE HE O3HAYAET, 4YTO
nomeH b nosepsieT nomeny A. JIjisi yCTaHOBIIEHUS IBYCTOPOHHHUX JIOBEPUTEIIBHBIX
OTHOUIEHUH HEOOXO0IMMO SIBHO yKa3aTh, YTO IOMEH A a0BepsaeT JoMeHy b.

BceTpoeHHblie rpynnbl

Windows XP comep>kut 1iembiii psifi BCTPOSHHBIX YUETHBIX 3alMCel U TPYIIIL.
Opn- Ha W3 HUX — ydYeTHas 3allCh aJMHHHUCTPATOpPa, KOTOpas CO34aeTci IpH
YCTAHOBKE OIIEPAallMOHHOW CUCTEMBI. YUYETHYIO 3allMCh aJMUHUCTPATOpPa HEJb3s
YAQUIATh WA OTKIIOYNTh, €€ MOYKHO TOJIbKO TNI€peMMeHOoBaTb. B  4ucio
BCTPOCHHBIX BXOJUT U

y4e€THas 3alHiCh TOCTSI, KOTOPYIO TAaKXe HENIb3s YHAJIUTh, HO MOXHO
IIEPEMMEHOBATh WA OTKJIKOYUTh. JTa 3alUCh NMPHUMEHSETCA I PETUCTPALUH B
KOMITIbIOTEpE 0€3 HCIOIb30BaHUS CIEHHAIBHO CO3AaHHOW y4€THOM 3amucu. OHa
He TpeOyeT BBOJa MapOJisi U MO0 YMOJIYAHUIO 3a0JIOKUPOBAHA.

AamMuHucTparopsl (Administrators). Unensl rpynmns! “AJMUHHCTPATOPHL
NOJIy4YarOT MPAKTUYECKH HEOTPAHMYEHHBIM JOCTYII K pecypcaM JOMEHa, ceEpBepa
Wi paboyeil cTaHluU, TJIe HaXOAUTCS TPYIINa, U MOJHYI0 BIacTh HaJl HUMU. OHU
MOTYT TaK)Xe HCIIOJIb30BaTh JIIOObIe (ainbl u Katanoru pazaena FAT, omHako
MOJIHOTO JocTymna K Kartajoram (aitnoBoit cuctembl NTFS aBromaruuecku He
nonyyaroT. IIpaBo goctyma UM JOMKeH NpeAoCTaBUThH Biajaeien Qaitna wim
KaTajora, B IPOTUBHOM CIlydyae Ja)k€ aJMUHHUCTPATOpP HE MOXET HCII0JIb30BaTh
3TOT pecypc. IlpaBma, 3a agMUHHCTPATOPOM OCTaeTCs MPaBO IMPHUCBOUTH cede
JT000M pecypc U TeEM CaMbIM MOJYYUTh K HEMY IOJHBINA JOCTYII.

Omneparopsl apxusBa (Backup Operators). Ota nokanbpHas rpynmna co3JaHa
crnenuanbHO AJid apxuBupoBaHus (aitoB. Ilonp3oBarenu, BXOAsIIME B TPyMILY
“Oneparopsl apxuBa’, MOJYYAIOT MPABO MPOBOAUTH PE3EPBHOE KOIMPOBAHHUE U
BOCCTaHOBJIEHHE (haiJIOB, JIOKAJLHO BXOJIUTh B CUCTEMY M 3aBeplIaTh €€ padoTy.
OpnHako omneparopsl apxuBa JIMIIEHBI BO3MOKHOCTH H3MEHSTh IapaMeTpbl
0€30MacHOCTH U BBITIOJIHATD JIPYTUE aJIMUHUCTPATUBHBIC 3a1a4H.

OnbiTHBIE TOab30BaTeu (Power Users). OnbITHBIE MOJIB30BaTEIN — 3TO
[I0JIb30BATENIM, KOTOPBIM  IPEJOCTABIEHBl HEKOTOPbIE  aJMUHUCTPAaTUBHBIC
npuBwiernd. OHM MOTYT CO3JaBaTh HOBBIE YUETHBIE 3aIIMCH U BHOCUTh U3MEHEHUS
B T€, KOTOpBIE co31aiu caMUi. Kpome Toro, OHM MOTyT BKJIIOYATh YYETHBIE 3alIUCH
B TPYIIIbI IOJIB30BATEIEH, TOCTEN U ONBITHBIX MOJIB30BATEIICH, @ TAKKE pa3pelaTh
WM 3allpeliaTh COBMECTHOE HCIONIb30BaHKe (ailioB M MPUHTEPOB HA JIOKATbHBIX
pabouyux CTaHLMSIX U CEpBEPaAX.

Honab3oBaresan (Users). 10 camass MHOTOYMCIIEHHAs Tpyma. YeHsl 3TOM
IPYIIbl MOTYT BBIOJHATH OOJIBIIMHCTBO MOJIb30BATENBCKUX (DYHKIIMI, HAPUMED,
3alyCKaTh MPUJIOKEHUS, IOJIB30BATHCS JIOKAIBHBIM WA CETEBBIM IIPUHTEPOM,
3aBepiIaTh paboTy CUCTeMbl UM OJOKUPOBATH pabouyro craHuuioo. OHU MOTYT
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TaK)Ke CO37aBaTh JIOKAJIIbHBIC IPYIIIIBI U PErYJIUPOBATH COCTAB UX YICHOB.

T'octu (Guests). Unensl 310l rpymnibl 00J1a1al0T OTPaHUYCHHBIMA TIPaBaMu
Ha JIOCTYII K pecypcaM CUCTEMbI MU MOTYT 3aBepuiaTh padoTy cucTteMbl. B oTinuune
OT IOJB30BATENEN TOCTSIM 3alpELICH JIOKAIbHBIM BXOJ HA CEPBEP, XOTA OHU
MOT'YT PETUCTPUPOBATHCA HA HEM YEPE3 CETh.

Penummkartopsl (Replicator). Ota cnenuanbHas rpynna co3jgaHa, YTOOBI
YIOPO- CTUTh TUPAKUPOBaHUE (aiIOB U KaTaJIOIOB.

['1aBHOE B KOHILIENMIMU YYETHBIX 3alIMCEN U TPYIIN COCTOUT B TOM, YTO OHH
YOPOIIAKT aAMUHUCTPUPOBAHHE PECYpPCOB M JOCTYNl K HHUM. Bwmecto Toro
9yTOOBI 3a7]aBaTh KOHKPETHBIE IpaBa Ka)JIOMY IOJb30BATEII0, MOXHO CO3/aTh
rpynmy ¢ 3TUMU TpaBamMH, a 3aTeM 0 Mepe HEOOXOJUMOCTH BKIIOYAaTh B HEe
noJjip30BatTenied. BaXxHO MOHMMATh, YTO MOJB30BATENh MOXKET OBbITh YJICHOM
HECKOJIBKMX TPy U YTO OJIHA TPYIIIa CIOCOOHA BKJIIOYATh B c€0sI IPYTYIO.

3aganue:

1. Ortkpoiitre Ilanens ymnpaBiienusi ¢ nomoibio MeHio Ilyck, mienkHure
KHOMKOM MBI Ha cchuike JloOaBieHne | yJajeHue YYEeTHBIX 3amucei
Iosib30Baresie u noareepanre nercrsus B okHe UAC.

2. B okHe YueTHbIE 3alMCH MOJIB30BATENIEH IMIETKHUTE KHOIKOW MBIIINA Ha
ccpuike Co3naHue y4eTHOM 3aInCH.

3. B mnosBUBHIEMCS OKHE BBEOUTE UMs YYETHOW 3allMCH, OCTAaBbTE
nepeKiIoyaTellb TUIA YYeTHOM 3amucu B mojokeHur OOBIYHBIM A0CTyn U
HaxMuTe KHONKY Co3aHuEe YYETHOM 3aMKCH.

4. Beligure u3 cuctembl. g 3Toro Haxxmure KHONKY Ilyck, mieakHUTE
KHOIIKOM MBIIIY HA CTPEJIKE PSIAOM C KHOIIKOM BIIOKMPOBKA M BBINIOJIHUTE KOMAaHLy
Brixon u3 cucremsl.

5. Ha skxpane npuBETCTBHUS LIECIKHUTE KHOIKOW MBIIIA HA 3HAYKE HOBOM
YYETHOM 3aIMCH U JOKIUTECh BX0J1a B CUCTEMY.

6. CHOBa OTKpPOWTE OKHO Y4YETHBIE 3allMCU IIOJIb30BATEIIEH, IIEIKHYB
KHOIIKOM MBIIIN Ha 3HAYKE YYETHOM 3anucH B MeHIO IIyck.

7. lleperimure mo cceuike Co3gaHue Mapois CBOEW YYETHOW 3allkCH, B
MOSIBUBLIEMCSI OKHE BBEAMTE OAMH MU TOT K€ Napoyib B moijii HoBbll mapons u
[TonTBepxkaeHUa NaApoJisg, MO CJE€ 4Yero HaxMmure KHOmKy Co3naTe mapodb.
[loackazka o mapojie He SBISETCS 00s3aTeIbHOM, HO OHAa MOXET IOMOYb
BCIIOMHUTH 3a0BITHIN MapOJIb.

8. lllenkHUTE KHONKOW MBIIIM Ha CChbUIKE M3MEHEHHE CBOEro puCyHKa U
BBIOEpUTE IPYroe u300pakeHue IJisi 3HaUKa YYETHOM 3aIUCH.

9. TlompoOyiTe BBIMOTHUTH HACTPONKH, KOTOPBHIE 3ampelieHbl IS
OOBIYHBIX IMOJIb30BATENIEH, U3MEHUTh CUCTEMHOE BpeMsl. J[OJKHO MOSBUTHCSA OKHO,
B KOTOPOM HY)KHO BBECTH NApoOJib Ui OJHOM M3 YYETHBIX 3alUCEN C IpaBamMu
aIMUHHCTPATOPA.

10. Co3galTe TEKCTOBBIA JOKYMEHT WJIM PHUCYHOK B JIMYHOM IalKe
JIokyMeHTBl U ckonupyiTe ero B manky OOmmue. 3Hauok nanku OOuIme MOXKHO
HalTH Ha naHenu M30paHHble CChUTKH MporpaMMbl [IpoBoIHUK.

11. Beliiiute W3 CUCTEMBI U CHOBAa BOMAUTE C HCIIOJIB30BAaHUEM YUETHOM
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3amucH, 00JIaarolel mpaBaMu aIMUHHACTPATOPA.

12. TlompoOy¥iTe OTKPHITH paHEe CKOMMPOBAHHBIN JOKYMEHT U3 TaIKH
OO1ue ¥ BHECTH B HETO U3MEHEHUSI.

13. [lonpoOyiiTe OTKpBITh JUYHYIO TMAafnKy paHee CO3JaHHOW YYETHOU
3anucu, kortopas Haxoautcss mno axapecy C:llomp3oBarenulMs_ mosib3oBaress.
JlocTym K Hel OyneT 3ampeliieH, oaHako nocie noAareepxkacHui B okHax UAC Bbl
CMOJKETE MOIYUYUTh AOCTYH K (haiijiaM APYyrux Mojib30BaTeNe.

14. OTKpOWTE OKHO YUETHBIE 3alUCHU MOJIb30BATEICH M YJIAJIUTE paHEe
CO3JIaHHYI0 YYETHYIO 3alucCh. ByaeT MNpemsio)KeHO COXpaHUTh JIMYHBbIE (Dailsibl
ynanseMon ydeTHou 3amucu Ha PabGouem ctone. Bwl mMokere coryiacutbest wiu
YAAIUTh UX OKOHYATENIbHO.

Otuer
OTyeT JOJIKEH COJepKaTh:
HauMEHOBaHUE PabOTHI;
1eJIb padoThI;
3a/1aHUE;
NOCJIEJOBATENBHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
. BBIBOJI O MPOJICJIAaHHOM padoTe.
KonTposabHbIe BOnpochl
1. Tlepeuncnute crnocoObl CO3/1aHUs YYETHBIX 3alMCEH MOJIb30BaTeNe Ha

RN S

IIK

2. Onuiure TEXHOJIOTHIO CO3JaHUsl YYETHOM 3allMCH C MOMOIIbI0 MaHEIn
YIIPaBJICHUSA

3. Ilepeuncnure AEUCTBUS, KOTOPBIE MOKHO BBIIOIHATh C CO3JAHHOU
YYETHOM 3aIUChIO

4. Kak yCTaHOBUTbH YJICHCTBO B Irpytiie?
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IIpakTnueckoe 3ansaTue 16. Co3ganve U aJMMHHUCTPUPOBAHHWE TPYIII
M0JIb30BaTeJIeH.

Heas paGoTbl HayuuTHCS CO3[aBaTh TPYIIBI U U3MEHATh UX 00JacTH
JNEUCTBUSL.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[Tonp30BaTenu, rPynmnbl U KOMIBIOTEPhl — KIIHOYEBbIE OOBEKTHI B CIyKO€
karajgoroB Active Directory, Tak Kak OHHM IO3BOJSIIOT BCEM, KTO HCIOIB3YET
KOMIIBIOTEp B CETH, WACHTHPUIUPOBATH ce0si B KayecTBE YYACTHHKA
6e3omacHocTu. be3 TakoW wuACHTHU(UKAIMK TMEPCOHAT HE CMOXET TOJIYyYUTh
JOCTYyIl K KOMIBIOTEpaM, TMporpaMMaM U JaHHBIM, HEOOXOJUMBIM JJis
MMOBCEIHEBHON paboThl. XOTS IS MHHUMAIBHOW HACHTH(DHUKAIMK JOCTATOYHO
3HATh MMS TIOJIL30BATEIIS U KOMITBIOTEPA, YIIPABJICHUE YYaCTHUKAMHU 0€301MacHOCTH
IUISL OTZEJBHOTO I0Jb30BATENsl CEPHE3HO YCIOXHHUTCS, €CIM HE OPraHH30BaTh
nosib3oBaTened B rpynnbl. Ha omnpeneneHHOM 3Tane Ha3zHayaTh pa3pelieHUs
KQKJIOMY M3 MHOKECTBA MOJIb30BaTENIell CTAHET MPOCTO HEBO3MOXHO, OJTHAKO MpPHU
Pa3yMHOM HCIOJB30BAaHUU TPYIIN HA3HAYCHUE Pa3pEIICHUN U YIpaBICHHUE HUMHU
CWJIBHO YIIPOUIAETCS.

B Windows cyiecTByeT Ba TUIA IPYIII, Kaxaas U3 KOTOPbIX MOXXET UMETh
Tpu obsactu nerictBus. [loHMMaHuEe UX CTPYKTYphl B paMKaxX COOTBETCTBYIOIIEH
oOnacTu JNENCTBUS rapaHTUPYET ONTUMAJIbHOE pacrpeneneHue
aMUHUCTPATUBHBIX PECYPCOB NPH YIPaBICHUU NpaBaMH JOCTYNAa K pecypcam.
B03MOKHOCTH KOHCTPYKIIMU TPYIIIBl TAKKE 3aBUCAT OT TOTO, B KAKOM PEKHME
paboraer ux pomurtenbckuii gjoMeH wiu Jec Windows Server 2003: ocHOBHOM,
MIPOMEKYTOUYHOM Win cMemanHoM. B Windows Heckosibko Tpynm y»Ke CO37aHbl
MpEBAPUTEIBLHO, WU BCTPOEHBI. BBl MOXeETe CO3/1aTh AOMOJHUTEIBHO CTOJBKO
IpyII, CKOJIBKO MOXKENAETe.

I'pynmer  (groups) — 3TO  KOHTEMHEpPHI, cojaepxKalme OOBbEKTHI
MOJIb30BaTeNIe U KOMIbIOTEpOB. Eciu paspenieHus 0e€30MacHOCTU AJis TPYMIIbI
3a/1aHbl B TaOuIile ynpasiaeHus qoctynom (access control list, ACL) nns Hekoero
pecypca, TO UX MOJYy4aroT BCE YIEHBI IPYIIIbI.

B Windows cymectByer aBa Tuma Tpynm:  0O€30MacHOCTH U
pacnpoctpaHeHusi. ['pynmel 6e3omacHoCTH (security groups) HCHOJB3YIOT IS
HAa3HAYCHMUS  pa3pelleHMHd  JOCTylla K  CETeBbIM  pecypcaM. [ 'pymnmsl
pacnpoctpanenusi (distribution groups) TNpPUMEHSIOTCS ISl  O0O0BEIUHEHUS
MOJIb30BATENICH B CIIMCKU PACCBUIKH JIEKTPOHHOU mouThl. ['pynmy Ge3omacHoCTH
MO>XHO HCIOJIb30BaTh B KAaueCTBE TPYNIBI PACHPOCTPAHECHHS, HO HE HA0OOPOT.
[IpaBuiibHOE TUIAHUPOBAHUE CTPYKTYPHI TPYIIl BIUSIET HA TPOU3BOJUTEILHOCTD U
MacmTabupyeMoCTb, OCOOEHHO B KOPHOPAaTHUBHBIX Cpelax, CoJep Kallux
MHOKECTBO JIOMEHOB.

Coser Xots B Tabmuuax ACL MOXHO 3aJ1aBaTh mapameTpbl ISl OTACIbHBIX
YYaCTHUKOB 0€30MmacHOCTH (T0Jib30BaTeiel M KOMIBIOTEPOB), 3Ta MPAKTHKA
JI0JIKHA OBITH CKOpEee MCKIIIoUEeHHEeM M3 odiero npasuia. Eciu Bel oOHapyKuTe,
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yt0 3a7aete B ACL CIMIIKOM MHOTO MCKJIIOYEHUHN JJISl MOJIh30BaTeNsl KaKOW-1100
IPYIIIbl, IEPECMOTPUTE €r0 YIECHCTBO B 3TOM IPYIIIIE.

OO0macth ACWCTBUS TPYMIBI (group SCOpE) OMpeeNsieT, KakKuM 00pa3oM
y4aCTHUKaM TpynIbl Ha3HayaloTcs pazpemieHus. B Windows wu  rpymnmbl
0€30MacHOCTU, U TPYIIIbI PACHPOCTPAHECHUS KIACCUPUIIUPYIOT IO TPEeM 00J1acTsIM
NEUCTBUS: JIOKaJbHas IOMEHHAs, TJI00albHas U YHUBEPCAIbHASI.

[Ipumeuanue XOTs JIOKaJbHBIE TPYIIBI HE KIACCU(DUIMPYIOTCA IO 00J1aCTH
nevictBust Windows, OHM BKIJIFOUEHBI JIJIsI TIOJTHOTHI KAPTUHBI.

Jloxanshbie Tpynmsl (local groups), win JgoKanbHbIE TPYNIBI KOMIIBIOTEPOB,
UCIIOJIb3YIOTCSI B OCHOBHOM 17151 oOpaTHOoU coBmectumoctu ¢ Windows NT 4. Ha
KoMmIbloTepax ¢ Windows CyIiecTByIOT JIOKaJIbHBIE MOJIB30BATENNM M TPYIIIIHI,
CKOH(UTYpUPOBAaHHBIE KaK psAOBbIE cepBepbl. KOHTposuiephl JTOMEHOB HE
HCIIOJIB3YIOT JIOKAJIbHBIE TPYIIIIHI.

. JlokanpHBIC TPYIITHI MOTYT COACPKATh YIACTHUKOB M3 JTFOOOTO JOMEHA
B TIpeneax Jieca, U3 JOBEPEHHBIX JOMEHOB B JPYTUX Jiecax W Oojee HU3KOTO
YPOBHHI.

- JlokanpHas rpymnna JACHCTBYET B Mpejiesiax KOHKPETHOTO KOMITbIOTEpa U
MOXET MPEAOCTABIATh Pa3pPEIICHUs AJISl PECYPCOB TOJILKO HA ’TOM KOMITBIOTEpE.

JlokaneHbie rpynmnbel goMmeHa (domain local groups) riaBHBIM 00pazom
UCIIOJIB3YIOTCS [ HA3HAUCHMs TJI00aJbHBIM TpyNaM pa3pelieHud Ha JOCTYI K
JIOKaJbHBIM pecypcam JIOMEHa.

XapakTepHble YepThl JOKAIbHBIX TPYMI TOMEHA TAaKOBBI.

«  CymecTBylOT BO BCeX peXHMax pabOThl JOMEHOB U JIECOB —
CMEIIAHHOM, TPOMEXYTOYHOM U OCHOBHOM.

. JlokanpHas Tpynma nomMeHa (YHKIUOHUPYET MOJO00HO JIOKAIhHOM
rpynme Ha KOHTPOJUIepe JOMEHA, ITOKa JJOMEH padoTaeT B CMEIIAHHOM PEKHUME.

«  MoryT coaepxaTh y4aCTHUKOB M3 JII000OT0 JOMEHA B Mpeieiax jeca, u3
JIOBEPEHHBIX JIOMEHOB B APYTHUX Jiecax U 00jiee HU3KOTO YPOBHSI.

«  JlelicTBylOT B mpenenax JoMeHa B OCHOBHOM pexume Windows u
MOTYT MCIIOJIb30BAaThCSl MJI TPEAOCTABICHUS TMpaB Ha pPECypchl Ha JHOOOM
koMmmbioTepe ¢ Windows B TOM JIoMeHe, T/i€ oTpe/iesieHa rpymnra.

I'noGaneubie rpynmel  (global  groups) wamie HWCHOAB3YIOTCA IS
NPEIOCTaBICHUS KaTErOPU3MPOBAHHOTO WICHCTBA B JIOKAJTBHBIX IPYMIaX JIOMEHOB
JUISL  OTHENBHBIX YYAaCTHUKOB O€30MacHOCTH U IS MPSMOTro Ha3zHAYCHUS
pa3pelieHnii (B 4acTHOCTH, B JIOMEHaX CMEMIAHHOIO WIH MPOMEXKYTOUYHOIO
pexxumoB). Yacto TimobanmbHBIE TPYNNbl MPUMEHSIOTCS s O00beIUHEHUS
M0JIb30BATENIEN WM KOMIBIOTEPOB B OJHOM JOMEHE U COBMECTHOI'O MCIOJIHEHUS
OJTHOM palOoTHI, PO WK (PYHKITNH. XapaKTePUCTUKH TII00ATBHBIX TPYII TAKOBBHI.

«  CymecTBylOT BO BCE€X peXHMaxXx pabOThl JOMEHOB U JIECOB —
CMEIIIaHHOM, MPOMEKYTOYHOM B OCHOBHOM.

«  MoryT coaepkath TOJbKO YJIEHOB U3 CBOETO JIOMEHA.

- MoryT caMu SIBISTHCS WICHAMU JIOKAJIBHOMN TPYIIIBl KOMIBIOTEpA WU
JIOMEHa.

-  MoryT coaepxarh Apyrue riodaibHbIe TPYIIIIHI.
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YHuBepcanpHbie Tpymmbl (universal groups) B OCHOBHOM MPHUMEHSIOT IS
MPEOCTaBIEHUs JOCTyNa K pecypcaM BO BCEX JIOBEPEHHBIX AoMeHax. OJHako
TaKWe TPYIIBI MOTYT HCIOJIB30BAThCS TONHKO KaK YYACTHUKH O€30MacHOCTH (TO
€CTh KaK rpymnmbl O€30MacHOCTH) B JIOMEHaX, pabOTalOIIMX B OCHOBHOM PEXUME
Windows 2000 wiu B pexxume Windows Server 2003.

«  YHUBepcallbHbIC TPYNIBI MOTYT COJAEPKAaTh YYaCTHUKOB M3 JIIOOOTO
JIOMEHa B JIEeCy.

. YHUBEPCAIbHBIM TPyNIlaM MOTYT NPEJAOCTABISITLCA Pa3peIICHUsT B
J000M JIOMEHE, BKIII0Yas IOBEPEHHBIE IOMEHBI B IPYTUX JIECaX.

CoBer YHuBepcalbHbIe TPYIIBI MMOMOTAIOT TMPEACTaBUTh U OOBEAUHUTH
IPYIIbl, KOTOPBIE PACIPEEIEHBI 110 Pa3HbIM JOMEHAM M BBIINOJIHSAIOT TUIIHYHbIC
dbyHKIMM B paMKax  Bamiedl — opraHuzanud. PekoMeHIyeTcs  Jenarth
YHUBEPCAIbHBIMU IIUPOKO UCTOJIBb3YyEMBIE U PEIKO U3MEHSEMbIE TPYIIIIbI.

[IpeoOpazoBanue rpym.

Koncons Active Directory — monp3oBaTenu U KOMIbIOTEphl (Active
Directory Users And Computers) siBIsieTCSI OCHOBHBIM CPEICTBOM, KOTOPOE BbI
OyJieTe UCIOoJIb30BaTh IS yIpaBieHUsl 00beKTaMu (TI0JIb30BATESIMHU, TPYIIIIaAMU U
KOMIIbIOTEpaMu) B loMeHe. [Ipu co3panuu rpynn Bbl OyjeTe yka3blBaTb 00JacTh
JIEUCTBUSA, TUII U COCTaB. TaKke C MMOMOILBIO 3TOW KOHCOJIU Bbl CMOKETE€ U3MEHUTH
COCTaB CYIIECTBYIOLIUX TPYMII.

OObIYHO TpyNMBI CO3/1aI0T U3 KOHCoNu Active Directory — moJib30Batenu u
kommbloTepbl  (Active Directory Users And Computers), sSpiblK KOTOpOH
pacmnoiiokeH B rpymmne nporpamm AnmuHuctpupoBanue (Administrative Tools). B
OKHE KOHCOJIM IIEIKHUTE IIPABOM KHOIIKOM B IIPABOW NAHENIM KOHTEUHEPA, € BbI
X0TuTe co3nath rpymmy, u Bbioeputre Cozgats (New)\['pymma (Group). 3arem
ONpEeNeNIUTe TUIl U 00JaCTh JEUCTBUS CO3/1aBa€MOI TPYIIIIbI.

3aganue:

3ananuel . Co3nanue M U3MeHeHHe TPYNIIbI

B 5TOM yrnpakHeHuH Bbl H3MEHUTE TUII TPYIIIBI U €€ 00J1acTh ACHCTBUS.

1. B koHcomu Active Directory — noavzosamenu u KoMHbIOMEPHI
packpoiite koHteiiHep Users u co3paiite B HeM [100albHYIO TPYIILY
pacnpocTpaHeHusi Agents.

2. lllenkuute mpaBoil KHOMKOM Tpymmy Agents u BbiOepuTe CBoiicTBa
(Properties). Moxxere 11 Bbl H3MEHUTH 00JIACTh JACHCTBHS W THUIl 3TOW TPYMIIbI?
[Touemy?

Ecnu Bel He MOXeTe M3MEHUTHb THUII U O0JIACTH JIEWCTBUSI TPYMIIBI, Balll
noMmeH paboraer B cmemanHoM pexknme Windows 2000 unu B pOMEKyTOUYHOM
pexume Windows Server 2003. UToObl M3MEHWUTHh THI WM 00JIACTh JCHCTBUS
rpyMNIbl, HEOOXOAMMO MEPEBECTH JO0MEH B 0CHOBHOM pexkuM Windows 2000 unu B
pexum Windows Server 2003.

3ananue 2. BiroxkeHHbie rpynnbl

B sTOM ymnpakHEeHUM BBl MO3HAKOMUTECH CO BJIOKCHHBIMHM TPYIIaMH, a
TaKXe U3YYHUTE BO3MOXHbIE KOMOUHAIIUU YWICHCTBA.

1. Jlomen nomxkeH paborats B pexxume Windows Server 2003. Eciu 310 He
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TaK, U3MEHUTE PEKUM JIOMEHA B KOHCOJIU Active Directory — noavzoeamenu u
KOMNbIOMepbl.

2. Cozpanite Tpu Timobaneubie rpymmbl B OIl Users: Groupl, Group2 u
Group3.

3. JloGaBbTe TpH yueTHbIe 3anucu noib3zoBareneit: Userl, User2 u User3.

4. Jlo6aBbre Userl, User2 u User3 B rpynmy Groupl.

5. Jo6asbsTe Groupl B rpynmy Group?2.

Kakue rpynmbel Temepp MOXKHO TpeoOpa3oBaTh B  YHUBEPCAIbHBIC?
[IpoBeppTe CBOM TeOpeTUYECKHE 3HAHMS (BBl JIOJDKHBI 0e3  mpoOiem
npeoOpa3oBaTh ABE U3 TPEX ITUX TPYIII).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHuUE;
[OCJIEOBATENBHOCTD BBIITOJIHEHHS pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJICIAHHOM padoTe.
KonTpoJubHbIe BOnpochl

1. Kakoif Tum nomMeHHOW TpyIIbl OOJIbIIE BCErO IMOXO0XK Ha JIOKAJIBHYIO
IpyIIly Ha psaoBOM cepBepe? B uem ux cxonacto?

2. BblI ncnone3yere yHUBEpCAIbHbIE TPYNIIBI B CBOEM JOMEHE WJIU B JIECY,
U BaM HYXXHO IMPEJOCTaBUTh CAHKUMOHUPOBAHHBIM  JOCTYN  YJ€HaM
yHUBepcanbHOU rpymnmbl. Kakas koHurypamus Heobxoauma JIjisi UCTIOIb30BaAHUS
YHUBEPCAIBHOU IPyMIIbI?

3. Ha kako#l BKJIaJIKE B OKHE CBOMCTB TpYIIbl MOXHO J100aBUTh B HEE
M0JIb30BaTENICH?

AN
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IIpakTnueckoe 3anusitue 17. [lnanupoBanne M ycTaHOBKa pa3pelieHUil
NTFS nas ¢aiiioB, nanok 0oTAeJbHBIM M0Jb30BATEJAM U IPYNIIaM.

Iear padoThl HAYYUTHCS  HUCIOJB30BaTh  OONME  TANMKH IS
MPEIOCTABJIEHUS JOCTYNA K CETEBBIM PECypcam

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

O6mme manku (shared folders) obGecneymBarOT IOCTYyH MOJTHOMOYHBIX
noJib30BaTesiel ceTu K (paillioBbIM pecypcam.

Pazpemenus noctyna k o01iei nanke

OO01mas manka MOXKET COJIEpKaTh MPUIIOKEHHUS, TaHHbIC WIN JIMYHYIO MarKy
nosib3oBatenst (home folder). Kaxknawiii Tum nmaHHBIX TpeOyeT pa3IWYHBIX
pa3peneHuil 10cTyna.

[TockonbKy pa3pernieHus T0CTyIa MPUMEHSIOTCS KO BCel 001IIel mamnke, a He
K OTACIBbHBIM (pailiaM, OHU MPEAOCTABIAIOT MEHEe M30UPATENhHYIO 3alTUTy, YeM
paspemenust NTFS.

Pa3pemienuss nocryma Kk o0mied mamnke HE OrPaHUYMBAIOT JIOCTYM
MOJIb30BaTeNIel, padoTaOMX Ha KOMIIBIOTEpE, TJ€ pacloyiokeHa 3ta nanka. OHu
MIPUMEHSIIOTCSI TOJIBKO K T€M, KTO 00palaeTcs K manke 1mo CeTH.

Pazpemienus nocrynma Kk oOmed nanke -— €IUHCTBEHHBIM CHOCO0
obecrieunTh 0e30MacHOCTh ceTeBbIX pecypcoB Ha Tome FAT. Pazpemenus NTFS
Ha ToMax FAT HeqoCTymHBI.

[To ymomuanuio rtpynna Everyone (Bce) momyuaer paspemenue Full
Control(ITomubIit qOCTYM) AJIs BCEX HOBBIX OOIIUX TAIOK.

Paspemienus qoctymna K 00IMM mankam
Pazpenienue [To3BOmsIET

3meneHue CoznmaBath manku, A00aBISATH K HUM  (halbl,

W3MCHSTh U JOOABIATH JaHHBIC B (pailyiax, M3MEHATH

atpuOyThl (aitna, ynpanate mnanku (painabl)) U

BEITIOJTHATD JICHCTBUSA,

nomyckaemble pazpenieHuemM Read.

(Urenue) [IpocmaTpuBaTh  CIHUCOK TAnmok W (aiiios,

colepkanre (GaiioB MU HUX aTpUOYTHI, 3aIMyCKaTh

MPOrpamMMbl U

W3MEHSTh MAlKU, BIOKEHHbBIE B OOIIYIO TAIKY.

(ITonHbIN OCTYM) N3MeHSATh paspemeHus s Gaiios,

BcTynath  BO BiageHue (IlomHbiig

nocTyn) ¢aiiiaMu U BBITIOTHSATH BCE

NercTBUs, JonycKkaeMble paspemieHruem Change.
Mo>kHO npenocTaBiiATh (OTMEHSTh) pa3pelleHus A0CTyna K oOliel marnke.

O6piuHO  ynoOHEe  Ha3HA4yaTh  pas3pelieHusi Tpymme, 4YeM  OTACIbHBIM

nosb3oBaresnsiM. OTMEHSTH K€  paspeuieHust  CclueAyeT, TOJbKO  YTOOBI

NpeloTBPaTUTh NPUMEHEHUE HeXKeNaTeabHbIX paspernieHuil. OOBIYHO  3TO

NPOUCXOJIUT, KOTJa B TOJHOMOYHYIO TPYMIY BKIIOYEH IM0Jb30BATENb, JIJIS

57



KOTOPOTO HAJ0 OTPaHUYUTh JOCTyI. UTOOBI 3ampeTuTh BCE BUIBI JOCTyIa K
oOmreit manke, ormeHute pazpemenue Full Control.

[IpumeHeHue pa3pelieHnii 1oCcTymna K O0IIel manke

Bun pocryma k oOmed namke 3aBUCUT OT pPa3pelleHHi, Ha3HAYeHHBIX
YYETHBIM  3amuCAM IoJb30Baresne u  rpymnn. Jlajmee  paccMaTpuBaroTCA
MOCIIE/ICTBUSA NPUMEHEHUS PA3HBIX PA3PEIICHUMN.

. Heckonpko paspemenurt coBMemarorcs. llomp3oBarenb  MOMXKET
y4acTBOBAaTh B HECKOJIBKUX TPYINaX, KaXaas W3 KOTOPHIX HMMEET pa3HbIe
paspelieHusi ¢ pa3HbIMU YpPOBHSAMM Jo0cCTyrna K oOmed mnanke. JlefcTByromiue
paspemnieHus  MoJIb30BaTeNis  SIBJISIOTCA  KOMOMHAIIMEW — pa3pelieHuid  ero
COOCTBEHHBIX TPYIIBI, YJICHOM KOTOpOW OH sBisgercda. Hampumep, wumes
paspemenue Read (Urenue) u, Oyayuu wieHoMm rpynimsl, ¢ paspemienuem Change
(M3menuts), monp3oBaTenb Oyner oomanate paspenienueM Change, BKIIIOYAOIIAM
B cebOs Read.

. 3anper nmpuopuTeTHEe paspeunieHus. Eciu moap30BaTento 3amperieH
J0CTyn K oOed mamke, oH He OyJeT UMETh €ro, JaXKe €CIH 3TO Pa3pelieHo
rpynne, K KOTOpoil OH MPUHAJICKUT.

. s noctyna k pecypcam Ha Tomax NTFS TpeGyrorcs paspenieHus
NTFS. Paspeumienuid oOumieit mankud JOCTaTOYHO, YTOOBI MOJYYUTh JAOCTYH K
pecypcam Ha ToMe FAT, Ho He Ha Tome NTFS. Jlna noctyna k oOmiel namnke Ha
mucke NTFS momumo paspemieHus aocTyna K oOmied mnamnke TpeOyroTcs u
cootBeTcTBYIOMME paspemeHus NTFS mis kaxmoro obmiero aitna u manku.

. OOmumii 70oCTyn K CKONMUPOBAHHBIM WJIM TEPEMEIEHHBIM ManKaMu
npekpainrtaercs. [Ipu konupoBanuu oOIel MaNKK, OOIIUM OCTAHETCSI OPUTHUHAI, HO
He kornus. [lepemernienHas namka rnepecraet ObITh O0IIEH.

OcHOBHBIC TpaBHUJIa HA3HAYCHUS pa3pelieHUH Ha TOCTYM K OOIIeH manke

OcHOBHBIE TpaBUjia Ha3HAUYCHUS pa3pEIICHUN Ha JOCTYN K OOIIeW mMmamke
MOKHO C(hOpMYJIMPOBATH CIETYIOLIUM 00pa30OM.

. Onpegenure TpymHmbl, KOTOPHIM HEOOXOIWM JOCTYIl K JaHHOMY
pecypcy u TpedyeMblil ypoBeHb foctyna. CocTaBbTe JOKYMEHTALMIO 1O TpyIiaM
U UX pa3peuIeHusIM I KaXI0ro pecypea.

. Ha3znauaiiTe paspemieHuss TpymnmnaMm, a HE OTACIbHBIM YYETHBIM
3aMUCSM IOJIb30BaTENEH.
. HasznauaiiTe s pecypca MaKCUMallbHO CTPOTHE pa3pelleHus,

MO3BOJISIIONIME  TOJIb30BATENISIM ~ BBITIOJIHATH TOJIBKO HEOOXOJIMMBIE — 3ajJlayu.
Hampumep, ecnu monp30BaTensiM HY>KHO TOJIBKO YUTaTh WH(GOPMAIIMIO B TATKe, a
HE yJaJsiTh WM CO3/1aBaTh B Hell ¢aiiibl, Ha3HaubTe paspenienne Read.

. [lanku C OAMHAKOBBIMH TPEOOBAHUAMU OE30MACHOCTH JOJIKHBI
NpUHAAIekKaTh OfHOM mamnke. CkaxeM, €clud MOJb30BaTelsiM TpeOyeTcs
paspemienre Read a1 HECKOJNBKUX MANOK MPUIIOKEHUS, IOMECTUTE UX B OJHY U
MIPEIOCTAaBbTE K HEM COBMECTHBIN AOCTYN (BMECTO MPENOCTaBICHUS JOCTyIa s
KQ)KJI0M ManKu B OTAEIbHOCTH).

[InanupoBanue o0OIMMX MANOK

[IponymanHass cTpykTypa oOOIIMX TMaMoOK TMO3BOJISIET LEHTPAIN30BaTh
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aIMUHUCTPUPOBAHNWE U YIPOCTUTH NOCTYN K AaHHBIM. OOIIue Mankd MOTyT
colepKaThb MpOrpaMMbl W JaHHbIE W TMO3BOJIAIOT CO3AaTh MecTa s
LEHTPAJTU30BaHHOTO XPaHEHUS MMOJb30BATEISIMUA CBOUX JIAaHHBIX.

OOmue mankd MNporpaMm HOPUMEHSIIOT JUIsS_CEPBEPHBIX MPUIOKEHUH, K
KOTOPBIM _MOET 0oOpaliaTbcsi KOMMIbBIOTED KIMWEHTA. [ JIaBHBIA IUIIOC OOIIUX
MPUJIOKEHUN B TOM, YTO BaM HE HYXKHO YCTaHABIWBATh U MOJACPKHUBATH HX
KOMIIOHEHTBhI Ha KaXXJIOM KOMIIbioTepe. B To Bpemsa kak (ailibl mporpamm s
OPWIOKEHUM MOTYT XpaHUThCSI Ha CepBepe, JIaHHbIE O KOH(PUTYypalUH
OOJBIIMHCTBA CETEBBIX MPOrpaMM, Kak MPAaBUIIO, XPAHATCA HA KOMIBIOTEpax
kiueHToB. Crioco0 OTKPBITHS AOCTYyTA K Markam IporpaMm BO MHOTOM 3aBHCHUT OT
KOHKPETHOTO TMPUJIOKEHUS, TapaMeTpoB CETH U OpraHu3anuu paboThl Ha
MPEAIPUSATUH.

. Co3maB oHY MankKy ¥ pa3MeCTUB B HEW BCE Balld MPOTPaMMBbl, BbI
YCTaHaBJIMBAETE €IMHOE MECTO JIJIsl pa3MelieHus: u MmoaepHuzaiuu [10.

. Hasnaubte tpynme Administrators (AIMUHUCTPATOPBI) pa3periecHue
Full Control (ITonnblid gocTym) 1jisi HManky MpPOrpamM, 4YTOOBI rpymmna Morja
yIpasiATh npukiaaHeiM 110 1 KOHTpOIMpPOBaTh pa3pelIeHNs OJIb30BATEIIEH.

. OtMmenute pazpemenue Full Control ans rpynmnel Everyone (Bce) u
HazHaubTe pazpemieHue Read (Urenue) ansa rpynmsl Users (Ilonws3oBatenu). 3to
MOBBICUT 0€30IMMacCHOCTh, TaK Kak rpyrina Users BKIIOUAET TOJIBKO CO3JaHHbIE BAMU
y4eTHbIE 3amucH, a rpynna Everyone — 1100010, KTO MOJIy4YHI JOCTYII K CETEBBIM
pecypcaM, B TOM uuciie yueTHyto 3anuchk Guest(['octs).

JIns oOmeHa mo cetd paboYMMU M OOIIMMH JIAHHBIMU CIYKAT TaIKH
naHHbIX. [lanky TaHHBIX JTy4llle XpPaHUTh HAa OTJIEIbHOM TOME, II€ HE YCTAaHOBJIEHA
OC unu npunoxenus. Qalibl JaHHBIX PEKOMEHAYETCS PErYJISIPHO apXUBUPOBATh,
U eCITu OHU OYyIyT XPaHWUTHCS HAa OTAEITHLHOM TOME, ITOT MPOIECC YIMPOCTUTCA.
Kpome Toro, ToM ¢ mamkamu NaHHBIX HE OyAeT 3aTPOHYT, €CIu TOoTpedyercs
nepeyctanoButb OC.

[IpenocraBnsis AoCTynl K MankaMm OOMIMX  JAHHBIX: HCIOJB3YUTE
[IEHTPAJU30BaHHbIE MaNKU JAHHBIX, YTOOBl OBUIO JieTY€ UX AapPXUBHUPOBATH;
Ha3HaubTe Tpynme Users paspemienne Change (u3MeHeHHE)— 3TO 00ecrneuuT
MOJIB30BATEIISAM €JMHOE OOIIETOCTYITHOE MECTO JJISI XPaHEHUS IAHHBIX, KOTOPBIMU
OHM XOTSAT OOMEHMBATBCS; IMOJIL30BATEIM TaKXKe CMOTYT MOJy4aTh HOCTYN K
nankaMm, 4YMTaTh, CO3/1aBaTh WU U3MEHATh B HUX (ailnbl. OTKpbIBas AOCTYN K
nanke padoumx (QaiyioB, HEOOXOIMMO: Ha3HAYUTH Trpymne (AJIMHUHHCTPATOPHI)
paspemienrie  (Ilomubrii  gocTym) I TJIABHOM  TANKKM  JaHHBIX, YTOOBI
aIMUHUCTPATOPHl MOTJIM I[EHTPAIU30BAHHO BBIMIONHATH €€ O00CTyKMBaHUE;
MPEJOCTaBUTh JIOCTYIl K BIOXKEHHBIM TalKaM JIaHHBIX, 3aJlaB pa3peuieHue
(M3MmeHeHure) COOTBETCTBYIONIUM IPYIIIaM.

OTKpbITHE OCTYNA K MMaKam

OTKpBITH JIOCTYH K pecypcam MOXKHO, CJlieJlaB OOIIMMHU COJEpKalllhe HX
nanku. JJiss 3TOro BbI JOJKHBI OBITH YJIEHOM OJHOM WJIM HECKOJBKUX TPYyIMI, B
3aBUCUMOCTH OT pOJM KOMIIBIOTEpPA, HAa KOTOPOM HAaXOSATCA OOIIME TMAaIKHu.
JlocTynmoM K Tanke W €€ COJACPKUMOMY MOXKHO YIpPaBisTh, OTPaHUYMUBAs
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KOJIMYECTBO MOJIb30BaTeNIel, KOTOphIEe MOTYT OJHOBPEMEHHO K Hel oOpaluarbcs, u
Ha3Hayas pa3pelleHus OTICNbHBIM IOJb30BaTeNsIM W rpymnmnam. Bsl Moxerte
M3MEHUTH MTapaMeTphl OOIIEH ManKu: 3aKphITh K HEM TOCTYI, H3MEHUTH €€ CETEBOE
UM, @ TAK)KE pa3pelleHus OJIb30BaTeNeH U IpymIl.

OtkpeiTh goctyn k nankam B Windows 2000 Professional Bmpase TosbkO
YJIeHbl BCTpOEHHBIX Ipynn Administrators (Aamunuctparopsl) u Power Users
(OmprTHBIE TOTB30BaTenn). Kakue npyrue rpymnmsl MOTYT 3TO AellaTh, U Ha KaKUX
MalllMHAX, 3aBHUCHT OT TOTO, BXOJISAT OHU B pa0OuyrO TPYIITy WU JOMEH, a TaKKe
OT TUIIa KOMITBIOTEPA, XPAHSILEro OOLINE MMATKH.

. B nomene Windows 2000 yuactaukam rpynn Administrators u Server
Operators (OmnepaTopsl cepBepa) pa3pelieHO OTKpbIBaTh JOCTYN K IalkaM Ha
mo0oit mamune nomeHa. Power Users MOTYT OTKPBITh JOCTYII K MarkKaM TOJIBKO Ha
W30JMpOBaHHOM cepBepe uiu kommbioTepe Windows 2000 Professional, rme
3aperucTpupoBaHa 3Ta rpymnia.

. B paboueit rpynme Windows 2000 ydacTHHUKaM  TpyIn
Administrators 1 Power Users pa3pelieHo OTKpbIBaThb AOCTYI K MamnKkaM Ha
n3oaupoBaHHoM cepBepe ¢ Windows 2000 Server unu Ha komnbrorepe ¢ Windows
2000 Professional, rnie 3apeructpupoBaHa 3Ta rpymnmna.

Jns pocryna k nanke Ha ToMe NTFS tpeOyercs MuHMMYM paspenieHue
Read (Urtenue).

Windows 2000 aBTOMaTW4eCKH OTKPBIBAECT JOCTYI K aJIMHUHUCTPATHBHBIM
nankaMm. OTH Tanku OO0O3HA4YaroTcst 3HAKOM josuiapa ($), KOTOpBIA CKpbIBaeT
o01iye manky OT MOJIb30BaTeNIel, MPOCMATPUBAIOIINX COAEPKAHUE KOMIIbIOTEpA.
KopueBast nanka kakoro Toma, CUICTEMHas Iarka 1 MeCTOIOJIOKEeHHE IpaiiBepoB

MPUHTEPOB — BCE 3TO CKPBITHIE OOIIUE MAaNK{, K KOTOPHIM MOYHO TOJIYYHUTH
JIOCTYII 1O CETH.
Pecypc AJIMUHUCTpaTUBHbBIC OOIINE TANKU
C$,DS$,ESur. K kopHeBO#l mamke Ha KaXJOM KECTKOM JIHCKE
1. ABTOMATHUYECKU OTKPBHIT JIOCTYTM, MPUYEM HMS COBMECTHO
MCIIOJB3YEMOT0 pecypca — 3TO MM JUCKAa CO 3HAYKOM
nosutapa ($). IIoakI0YMBIIKMCE K ATOM MaIKe, BbI
TIOJTY9IHTE TOCTYT KO BCEMY JTUCKY.
AJMUHUCTPATUBHBIE  PECYPChl  HMCHOJB3YIOTCS TSt

YAQJIEHHOTO aJMUHUCTPUPOBAHUS KOMIIBIOTEPOB.

Windows 2000 wnasHauyaet rpymnme Administrators
(anmunuctpatopsl)  pazpemieHue  (ITomsblid  gocTym).
Windows 2000 aBTOMaTW4yecku OTKpPBIBA€T JOCTYN K
npuBogaM CD-ROM, uMms 3Toro pecypca COCTOUT U3

OYKBBI JUCKa W 3HaKa J0JIapa.
Admins$ ['maBHas cucremHas mnamnka, no ymomdanuro C:
Winnt, oTkpsiTa s goctyna moa umeHeM Admin$. UieHsl
rpyninbsl Administrators MOryT

oOpalarbcsi K HeH, He 3Has, IJIe Ha caMOM JieJie OHa
HaXOJIUTCS. Windows 2000  Ha3zHa4yaeT  rpyNIme
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Administrators pa3pemenue Full Control.

Prints$ Korma Bbl ycTaHOBUTE MEpBbI OOWIMIA MIPHUHTED,
nanka systemroot\System32\Spool\Drivers OyaeT OTKphITa)
I A0CTyMa 1moja uMeHeM Print$; oHa mo3BosiseT KiIHeHTaM
oOpamiarbest K ¢aiinam npaiiBepa npunrepa. Unensl rpynn
Administrators, Server Operators (OnepaTopbl cepBepa) u
Print Operators (OmnepaTopbl me4aTH) UMEIOT

paspemenue Full Control, a rpynmer Everyone (Bce) -
Read (Urenue).

[lepeueHb CKpBITHIX OOMIMX NANOK HE OTPaHUYMBAETCS TEMH, KOTOpBIE
CHCTEMa CO3/Ia€T aBTOMAaTHYeCKU. MOXKHO OTKPBITh AOCTYIl K JPYTMM Mafkam, a
eciu 100aBUTH ($) B KOHIIE HX CETEBOTO UMEHH, K HEH CMOTYT 0OpaTUTHCS TOIBKO
MOJIb30BATEINH, 3HAIONINE UM TTAKU ¥ UMEIOIIME pa3pelieHne Ha JOCTYII K Hel.

OTKpBITHE TOCTYMA K TIATIKE

YToOBI OTKPHITH JOCTYI K TAIKE, BHITOIHUTE CIEAYIONINE ACHCTBUS

1. Bouaure B cucTeMy C y4ETHOM 3aIlMChiO, TIOJJTHOMOYHOW OTKPBIBATH
JOCTYI K TarKam.
2. [[lenkauTe mpaBOM KHOMKOM HYXHYH Tamnky H BbIOEpUTE B
KOHTEKCTHOM MeHI0 komaHay Properties (CBoiicTBa).
3. Ha Bxmanke Sharing (JlocTym) okHa CBOWCTB 3aJaiiTe HY>KHBIC
napametpsl. Ilapamerpsl Bkiiaaku Jloctyn
[TapameTp Onucanue
CereBoe nMs [lo sToMy uMeHU MoJb30BaTenu OyAyT oOpamiarbes K
TTaHHOM
oOm1elt nanke. 910 00s13aTENbHBINA MapaMeTp.
KoMmMmenTapuu JIONOJIHUTENIBHOE ~ ONUCAHWE JJISI  CETEBOIO0  HMEHH,

BBIBOJIMTCSI, KOTJ]a TOJIb30BATENIM MPOCMATPUBAIOT OOIINE
manku Ha cepBepe. KommeHTapuii  MOXET  OBIThH
MCIIOJIb30BaH JJIsl OMUCAHUS COJEPKUMOTO

001111 ManKH.

[IpenenbHOE yuciaoYuciio moiab30BaTesie, 0JJHOBPEMEHHO OOpallaroluXcs K
[10JIb30BaTeNIEN naHHOM oOmiel mnanke. Ecniu BeIOpaH mepekirovaTeb
Maximum Allowed (MakcumansHO Bo3MokHOE), Windows
2000 Professional orpaHuudT JOCTYyH K TAalKe JAECATHIO
coenuaenuamu. Windows 2000

Server MOXeT Npen0CTaBUTh HEOTPAHUUYEHHOE KOJIUYECTBO
COCAMHEHU B 3aBUCUMOCTH OT YHCIA KIMEHTCKHUX
JTALIEH3UN JOCTYIIA

paspeLieHust Paspemenus oOmielt manku, MpUMEHsSIEMbIE, TOJBKO KOT/Ia
K Manke MOAKIIoYaloTcs 1no cet. [lo ymonuanuio rpyrme
Everyone (Bce)

HazHavaeTcsi paspemenue Full Control (ITonnsiii moctym)
JUIsl BCEX HOBBIX OOIIMX MAMOK.

KALIUPOBAHUE [TapameTpbl J0CTylia B ABTOHOMHOM pEXHUME K OTOH
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o011eit
narke.

Hasznauenue paspeliienuii Joctymna K oOIe namke

OTKpBIB AOCTYII K MarnKe, HaJl0 HA3HAYUTh COOTBETCTBYIOIINE pa3pelIeHUs
YYETHBIM 3aIUCSIM TOJI30BATENICH U TPYyTIIaM.

1. Ha Bxmagke Sharing ([locTym) auajoroBoro oOkHa CBOWCTB NaIKu
IICJIKHUTE KHOMKY Permissions (Pa3pemenust).

2. B nmanoroBom oxHe PaspemieHus mpoBepbTe, YTO BbIOpaHa TIpymma
(Bce), u menkuute kHoniky Remove (Y nanuts).

3. B amanoroBom okne Permissions menkaute kHonky Add (Jlo6aBuTh)

4. B npgumanoroBom oxHe Ilonp3oBarenn, Kommnbrorepsl win [ 'pymnmsl
HIEJIKHUTE YYETHbIE 3alIUCH (TPYIIIbl), KOTOPHIM XOTUTE HA3HAYUTh Pa3pELICHUS.

5. Hlenkuaute xHonky Add (Jlo6aBuTh), 9TOOBI JOOABUTH YYETHBIC 3aITUCU
(rpynmbl) B CIUCOK JOCTYIA K JaHHOW Mamke; MOBTOPUTE ATO JISl BCEX HYKHBIX
YYETHBIX 3anuceut (rpymmn).

6. Illenknute OK.

7. B oxne Permissions (Pa3pemenusi) s oOImIed mankyd IIEJIKHUATE
yYeTHYI0 3amuch (rpynmy) u, nometuB (uaxox Allow (Pazpemmts) mnmu Deny
(3ampeTuTh), YKaKUTE HY>KHOE pa3pelieHHe.

[MoaknroueHue K OOMIEN ManKe

[MoxkmroyaTrecst K OOIIEH IMallKe MOXKHO C MOMOINBIO KOMaHAbl Run
(Bemonuute), 3Hauka (Moe cereBoe okpyxenue) wiaum macrepa (IloaxmroueHue
CETEBOI0 JINCKA).

[ToaxnroueHne K OOIMIECH Manke mocpeacTBoM KoMaHnbl Run (BeImomHUTS)
OCYULIECTBIISIETCS TaK.

1. B Mento Start (Ilyck) BeiOepute komanay Run u B mone Open

(OTKpBITH) BBEIUTE \\UMS_KOMIIBIOTEPA.

2. IlosBUTCS CHUCOK OOIMMX TAMOK Ha AITOM KOMIbIOTEpe. JIBakibl
IIETKHUTE

3. ITloxgkmrouaemyro mamky.

Takxe MOXHO MOAKIIOYATH MAaNKW € MOMOIIbI0 3Hauka (Moe ceteBoe
OKpYy’>KEHHE).

1. JIBakabl MIETKHUTE 3HAYOK MO€ CETEBOE OKPYKEHHUE.

2. Haugure koMIbrOTEP, HA KOTOPOM HaXOJMTCS HY)KHAs IaIKa.

3. JIBaX /bl MICTKHUTE MOAKIIOYAEMYIO TAIKYy.

Coueranune paspemieHuii oomeit nanku u paspenieauiit NTFS

Ha tome FAT oOecneunth 0€30mMacHOCTH OOIIEH HAIKd MOKHO, TOJIBKO
3a7aB paspeuieHusa gocrymna. B cinydae nucka NTFS mosb3oBarensM u rpynmnam
MOXHO Ha3HA4aTh pa3pelieHus
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NTEFS. Ilpu coueranuu pa3pemieHuii 10CTyma K o0IIel manke u pa3penieHui
NTFS npuoputet nmeeT 6osee cTporoe orpaHUICHHAE

OCHOBHBIE METO/IbI

OnuH u3 crnoco00B OTKPHITH AOCTYH K pecypcaM Ha ToMe NTFS — oTkpbITh
JOCTYII K MAaINKe C Pa3pelieHUsIMA [0 YMOJYAHUIO U CKOPPEKTUPOBATh UX YEPE3
paspemiennsi NTFS. Tlpu »TomM paspemieHuss noctyna K oOOIIed mnamnke u
pazpemienuss NTFS  xomOuHupyroTcs, oOecneuywBas  HYXHBIM  ypOBEHb
0€30MacHOCTH.

Bo3moxkHOCTH  paspenieHuil JgocTyna K OOIIed namke OrpaHUu4eHsbl,
paspemenusi NTFS 3nauntensno rudue. [locneanue npuMeHstoTCs Kak JIOKaJIbHO,
TaK ¥ IpH JOCTYIIE 110 CETH.

IIpu otkpeiTuM noctyna k nanke Ha Tome NTFS nelicTByroT ciemyromniue

MpaBuiIa.
0 K ¢aiinam 1 mankaMm B 00II€# TanTke MOKHO MPUMEHSATH Pa3peIICHUS
NTFS, B ToM unciie pa3Hbie pa3peiieHus K pasHbIM (aiiaam U Mmankam.
0 KpomMme paspeiiennii qoctymna K 00111eil nanke, mojib30BaTeNlu JOJKHbBI

nmeTh paspemienuss NTFS nna goctyna k ee comepxkumomy. Ha tomax FAT ner
JIPYTUX pa3pelieHuil JocTyna K cojAepkamumcss B oOmeld mnamnke Qaiinam,
BJIO’KEHHBIM ITANKaM, KpOME pa3pelIeHH T0CTyIa K cCaMOM NarlKe.

0 [Ipu couyetanuu paspeuieHuii Joctymna K oOlel nanke u pasperieHui
NTFS npuopuTteT Bcerna uMeer 6oJiee CTporoe orpaHuyeHue.

3aganmue:

1. Hasznauenue paspeunieHuii

VYrupaxHeHnue 1: Ha3HaueHUE pa3pelieHUN AJIsl TPy MOJIb30BaTeNeH

1. Userl01 — wunen rpynn Groupl, Group2 u Group3. [lig nanku
[TanikaA y Groupl ectp paspemenue Read (Yrenme), y Group3 — Full Control
(ITonmmenit  moctyn), a nana Group2 paspemieHuid He HazHadeHo. Kakumu
PE3YIABTUPYIOIIUMHU pa3penieHusaMu oyaer oonanars User101 nns [TankuA?

2. User101 Takke siBisieTCS 4JI€HOM Ipymiibl Sales, KOTOpOi Ha3HAYEHO
paspemienne Read s [TankaB. s Userl01 xak oTAEIbHOTO MOJIB30BATEIS,
ormeneHo pazpemenne Full Control nns [lankaB. Kakue pesynbrupyromniue
paspemenus oyaet umeth Userl01 s [TankaB?

2. ynpaBjieHHe JIOCTYNOM K OOIIMM Hankam

Onpenenute pe3ynbTUPYIOUIUE PA3PELIEHUs MMOJIb30BATENEH, CIUIAHUPYWUTE
COBMECTHOE HCIIOJIb30BAHHUE IAIIOK W Pa3pelIeHU OCTyNa K HUM, HAa3HAYbTE
pa3pelieHus 10CTyla K Marke, MOJKIIYUTECh K HEH, 3aKpOUTE K HEW JOCTYIl U
npoBepbTe A(MQPEKTHl OT COUYETAHHMSA pa3pelieHuHd JJOoCTyna K oOIed Iamnke u
paspeuiennii NTFS.

YrpaxHeHue 1: coueranne pa3pemeHnin

O6mume nanku Ha ToMe NTFS coxmepxkaT BIIOKEHHBIE NANKH, KOTOPHIM
HasHayeHbl pazpemeHuss NTFS(cm 3amanus x  ynpaxksHeHuto). Onpenenute
PE3YIABTUPYIOLINE Pa3PELICHUS MTOJIB30BATENIEH B KAKIOM CITydae.

3aganue |: onpenenurte pe3yJbTUPYIOIIKE PA3PELIEHUS MT0JIb30BaTENEH

1. OtkpeiT poctyn k mnanke Data. I'pynma Sales umeer st Hee
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paspemenne read (Urenue), a s BIokeHHOH B Hee mamku Sales — NTFS-
paspemenue Full Control (ITomubrit noctym).
Kakum Oyner pe3ylbTUpyIoliiee pa3pelieHue rpynnbl Sales juis goctyma K

nanke Sales npu NOAKIIOYEHUH IO ceTH K namnke Data?
2. [Tanka  Users (Iloxp30oBarenu)  CONEPXKHUT  JIMYHBIE  MamKu

nonp3oBareniel. Kaxnas nuyHas manka COAEPKUT JAHHBIE, JOCTYIHBIE TOJIBKO
II0JIB30BATENII0, UMEHEM KOTOpOro oHa Ha3paHa. Ilamka Users moctymHa rpyrire
Users ¢ paspemienriem Full Control (ITomwsiii goctym). Userl m User2 umeror
paspemiennss NTFS Full Control Toapko ajissi CBOMX JWYHBIX MaloOK: HUKAKHUX
paspewrennii NTFS 1751 ocTanbHbIX. DTH MTOJIB30BATENN — WIEHBI rpynnbl Users.

Kakumu pazpemenusmu joctyna k nanke Userl Oyner obmanate Userl mpu
noAKIIYeHUH K obmen nanke Users? Kakumu OyayT ero pa3perieHus i Manku
User2?

YopaxHenue 2: mIaHUPOBAHUE OOIIHNX MAMOK

Cranupyiite JocTynm K pecypcaM Ha cepBepax TIJlaBHOro oduca
npeanpusiTus *(CM 3alaHue K yIpaKHEHUI0). BBIMOMHUB yIpaKHEHHE, 3aHECUTE
BalllM PELICHUS B TAOIUILY.

Cnenmaitite pecypcbl Ha 3THX CEpPBEpax AOCTYNHbIMU moJb3oBaTensMm JIBC
KOMITaHUH,

ONpEAEeInB, K KaKWM TIalKaM OTKPbITh JOCTYIl U KaKHU€ pa3pelieHus
HA3HAYMUTh TPYIIIIaM, B TOM YHCJIE BCTPOCHHBIM.

Bamu penieHus A0JKHBI YIOBJIETBOPATh CIEAYIOIINM KPUTECPUSIM:

Wienam rpynnel Managers Hago0 4YUTaTh W BHOCUTH HCIIPABIICHUS B
JOKYMEHTHI B manke Management. bosblile HUKTO HE JOJDKEH UMETh JOCTYH K
ATOM MAaIKe.

. AJMUHHACTPATOPHI JODKHBI UMETh TOJHBIA JOCTYI KO BCEM OOIIMM
narnkam, kpoMe nanku Management.
. Otneny no paboTte ¢ KIMEHTaMU TpeOyeTcs OTIEeIbHOE MECTO B CETH

JUTSL XpaHeHus: pabouux ¢aiaoB. Bce cOTpyIHUKH 3TOTO OT/AENIa — YJICHBI TPYTIITHI
Customer Service.

. Bcem coTpyaHukaMm KoMmMIaHuu TpeOyeTcsi MECTO B CETH Il oOMeHa
uHopMaImei.

. Bcem coTpyIHHMKaM HY»KHBlI TaKHUE€ NPUIOKEHHS, KaK AJIEKTPOHHBIE
Ta0JIMI] U TEKCTOBBIE MTPOLIECCOPHI.

. Tonbko wiensl rpynnel Managers HOJKHBI UMeTh goctyn K I1O
YIIPaBJIEHUS IPOECKTAMU MPEATIPUSITHUS.

. Unenst rpymnmel  CustomerDBFull  momkHbl uyuTaTh W BHOCHUTH
uHpopmarmio B bJ[ kimneHToB.

. Unenst rpymmbl  CustomerDBRead  momxHBI  TOIBKO — YMTATh

uHpopmanuio u3 bJl kimeHToB. Kaxkaplii monb30BaTeab CETH JOJDKEH HMETh
COOCTBEHHOE MECTO B CETH JJIsl XpaHEHMsI (PailIoB,

JOCTYITHOE TOJIBKO EMY.

NMena oOmMX pecypcoB [OJDKHBI OBITh JIOCTYNHBI C KOMIIBIOTEPOB
Windows 2000/NT/98/95, a Takxxe ¢ aabTepHATUBHBIX MIATHOPM.
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3alMIINTE CBOW OTBETHI B CIIEAVIONIVIO TAOIUILY.

MMst nanku OO01ee nms [ pymIisl 1 pa3permeHus
Hanpumep: Mgmt Managers: [losHbIit
Management JTOCTYII

VYrpaxHeHnue 3: OTKPBITHE JOCTYMA K MMankaM 3aJaHue 1: OTKpOUTE TOCTYyN
K Manke

1. 3apeructpupyirech Kak (AJIMUHUCTPATOD).

2. 3anyctute (IIpoBomnuk), cosmaiite manky C:\Dostup mienkHuTe ee
IpaBOM KHOITKOM M BEIOEPUTE B KOHTEKCTHOM MeHI0 komaHay (CBoMCTBa).

3. B nuanoroBoMm okHe CBOMCTB mamku Dostup meperauTe Ha BKIIAJKY
(Hoctym).

4. [enxkaute nepexmouarens Share This Folder (OtkpwiTh 00mIMiA

JOCTYT K 3ToM manke), meiakaute OK.

Windows Explorer u3Menun 3Hauok mnanku Dostup, 100aBUB CHU3Y
M300paxKeHue pyku, 3HAYUT, Narka ctaia oOLeH.

VYupaxueHnue 4: Ha3HaUCHUE PA3PEIICHUI JOCTYyIa K OOIIel manke

Onpenenute TEKylIMe pa3pelieHus] T0CTyna K oOIIed manke M Ha3HAubTe
paspellieHus TpyIaM B BallleM JIOMEHE.

3ananue 1: onpenenute TeKyuye pa3penieHus A oomen nanku Dostup

1. B oxne IlpoBoaHMK IIENKHUTE MpaBOil KHOMKOW MbIimu manky C:\
Dostup u BeIOEpHTE B KOHTEKCTHOM MeHI0 koMaHay CBOHCTBa.

2. [lepeitnure Ha Bkimanky [octynm u menkHure KHoOmky Permissions
(Pa3pemrenus).

[To ymomuanuto rpymnme Everyone (Bce) nmnsg 3Toil manku Ha3HA4YeHO
paspeuenune (IlomHbli qocTy).

3agaHue 2: aHHYJIUPYUTE pa3peiieHus sl TPYIIIbI

1. Y6enutech, uTo BeiOpana rpynmna Everyone

2. [Ilenkuute kHONKY Remove (Y nanuTs).

3ananue 3: HazHaubTe paspemenue Full Control rpynne Administrators

1. [enxknute xkHOnkKy Add (Jlo6GaButh). OTKpOeTCs AMATOTOBOE OKHO
(Bo16op: ITonb3oBatenu, Komnbroreps! wiu I'pynisr).

2. Y6enurech, uTo UM Bamiero kommetoTepa (Compl) BbIBEIEHO B MOJIe

(Uckats B). B mone Name (Mms) menkaute Administrators (AIMHHUCTPATOPHI), a
3areM — KHOTNKY Add.

['pynmna Administrators 1060aBUTCS B CIIUCOK TPYTII, UMEIOIIUX Pa3pelIeHuUs.
Kakoit Bua octymna Oynet Ha3HA4YeH 3TOH Ipynne 1m0 yMOIYaHUI0?

3. B cron6mne Allow (Pa3pemmrts) okHa Permissions (Paspernenus)
nomeThTe ¢akok Full Control.

[Toyemy Takke BKIOUMIOCH paspenienre Change (M3menenue)?

4. [enxkaure OK, yToOBI 3aKkpbITh OKHO PazpelieHue naas Manku
Dostup.

5. lenxkuure OK, yTOOBI 3aKpBITH OKHO CBOWCTB manku Dostup.

6. 3akpoiite (IIpoBogHUK).

YHpa}KHCHI/Ie 5: MPCKpaICHUC COBMCCTHOI'O HCIIOJIB3OBAHHA  ITAIIKH
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3aKpoiiTe AOCTYII K MankKe.
3amanue 1: 3aKpoiTe JOCTYI K IMarlKe

1. Boiinute B cuctemy Ha Compl Kak agMUHUCTpaTOp M 3aIlyCTHUTE
IIpoBOgHUK.

2. [lenkuutre mnpaBoii kHomkoW manky C:\Dostup u BblOepute B
KOHTEKCTHOM MeHI0 komaHy (CBOMCTBA).

3. B 1uanoroBoM OKHE CBOWCTB IIallKU NEPEHAUTE HA BKIAAKY
(Hdoctym).

[enkuauTe nepexiarouatenas (He oTkpbhiBaTh OOIUN JTOCTYN K ATOM MAaIkKe),
3atem — OK.

[Tox Dostup Oosbllie HET «PyKH», O3HA4YaBIIEH, YTO Marnka OblIa OOIIeH.
Bo3moxxHO, BaMm cHavalia MOHamOOUTCS OOHOBUTH JKpaH — B JTOM Cllydae
Ha)XMUTE KinaBuiny FS.

4. 3akpoiite (ITpoBoaHUK).

VYopaxuenue 6: HazHauenue paspeumieHuid NTFS u oTkpeiTHE noctyna K
narnkam

Ha3naubre paspemenuss NTFS nankam Dostup, Public m Manuals u
OTKPOMTE K HUM JIOCTYII.

UtoOb1 HazHauuTh pazpemeHuss NTFS, cozmaiite ¢ momonrsto [IpoBogHuka
nanku W HazHaubTe UM paspemienuss NTFS cormacHo Tabnune. He momyckaiite
HACJIEIOBAHUS PA3PEIICHUN N7l BJIOXKEHHBIX OOBEKTOB M CHUMHUTE BCE paHee
cyuecTBoBaBIune pazpemieHus NTFS.

[Tanky miepenaHbl B COBMECTHOE MOJIb30BAHUE, HA3HAYEHBI pPa3pEelICHUs
noctyna K HuM. OTKpoHTe [OCTyn K IMankaM UM Ha3HauybT€ pa3pelieHust
MOJIB30BATENISIM CETH COrjlacHO Tabiuie. CHUMUTE BCE OCTAJIbHbIE pa3peIICHUs
CETEBOr0 IOCTYIIA.

[1yTb [ pyma Pazpemenus NTFS
C:\Dostup A IMHUHUCTPATOPBI [TonHbIN nOCTYII
Users(I1onp30BaTesnn) UteHue U BBIIIOJTHEHUE
C:\Dostup\ Manuals AJIMUHUCTPATOPBI [Tonublit JOoCcTYI
Users YreHue M BBHIIOJHEHUE
C:\Dostup\ Public Anvuauctpatopbl Users  [[lonsbiii noctyn I[lomHsiid
NoCTy
Otuer

OTuer I0MXKEH COIePKATh:

HAaMMEHOBaHUE PaOOTHI;

11e7Ib PaOOTHI;

3a/IaHUE;

MIOCJICIOBATEIbHOCTD BBITTOJIHEHHS pa0OTHI;

OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;

BBIBOJI O TIPOJICIIAaHHOMN paboTe.

KOHTpO.HLHLIe BOIIPOCHI

1. OOmas manka pacnosiokeHa Ha Tome FAT, u monb3oBaTens uMeeT s

R
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nee pazpemenne Full Control (ITomusrit moctyn). K kakum oObekTaMm B mamke OH
MOJIYYUT JTOCTYII?

2. Tlepeuncnute paspelmieHus JOCTyna K 00Iel namnke.

3. Kakue pa3peliieHust Ha3Ha4arOTCA OOIIEH Manke Mo yMOJYaHUIO?

4. OOmas nanka pacrnosiokeHa Ha ToMe NTFS, u nonb3oBatens umeer s
Hee paszpemienue Full Control. K kakuM o0ObekTaMm B 3TOM Mamnke MOJYYUT JOCTYII
MI0JIb30BATEIIb?

5. Tlouemy pexOMeHIyeTCsS IICHTPAIM30BAHHO XPAaHUTh OOIIWE TMaNKH
JTAHHBIX?

6. Kak myume oOecrneunth Oe30macHOCTh OOmMX (HaiJIoB M TAMOK Ha
NTFS?
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IpakTnueckoe 3ansaTue 18. Hacienosanue paspemenuii B NTFS.
Heas padorei: Onpenenuts napameTpsl HaclienoBanus pazpemenuid NTFS.
OO6opynoBanme: y4yeOHbIN IEPCOHATBHBINA KOMITBIOTED.

Teopernueckre 0CHOBBI

Paspemienuss NTFS no3BOonsOT SIBHO yKa3aTh, Kakue€ IOJIB30BATENN U
Ipynmnbl UMEIOT AOCTYN K (paillaM M mamnkam M Kakue Ooneparuu ¢ COAEPKUMbIM
3TUX (aillioB WM Nanok WM pazpemeHo BbnodHATh. Paspemenus NTFS
OPUMEHUMBI TOJBKO K TOMaMm, OT(POPMATUPOBAHHBIM C HCIOJIb30BAHHEM
¢aiinosoii cuctrembl NTFS. Onu He mpenycMOTpeHbI ISl TOMOB, HCIIOJIb3YOIIUX
¢aiinossie cuctembl FAT nnu FAT32. Cucrema 6e3onacuoctu NTFS a¢dextrBHa
HE3aBUCHMO OT TOro, oOpamaercs Ju TOJb30BaTellb K (Qaillly Win nanke,
pPa3MENICHHBIM Ha JIOKaJIbHOM KOMIIBIOTEPE WIIN B CETH.

Paspemenus1, ycraHaBiIMBaeMble JUIs NANIOK, OTIMYAIOTCS OT Pa3pelICHMH,
yCTaHaBIMBAaEMbIX Uit (ailioB. AIMUHUCTPATOPHI, BIAENbLbl (HalIoB WK
MIarlOK M IOJb30BaTeNM ¢ paspemeHueM «llomHbld TOCTYym» HMMEIOT IPaBo
Ha3HayaTh paspewmeHuss NTFS mnonp3oBatensM u rpynmaMm s yOpaBJeHUs
JOCTYIOM K 3TUM ¢aiinam 1 nankaM. Ciucok ynpasJjieHHs J0CTYIIOM

B NTFS xpanutcst cnucox ynpaenenus oocmynom (access control list —
ACL) nns xaxaoro ¢aiina u nanku Ha Tome NTFS. B aToM cniucke nepeuncieHbl
M0JIb30BATENIM U TPYMIBIL, ISl KOTOPHIX YCTAaHOBJICHBI pa3pelieHus s daiiaa uin
Manky, a TaKKe caMu Ha3HayeHHBbIE paspelieHus. UToObl MoJIb30BaTeNb MOTYYUIT
noctyn kK pecypcey, B ACL nomkHa ObITh 3alUCh, Ha3bIBaeMasi I1eMeHm CRUCKA
ynpaenenus oocmynom (access control entry — ACE) 1t 3Toro moyp30BaTens
WJIU TPYIIbI, K KOTOPOH OH MPUHAAJIEKHUT. ITa 3alIMCh HA3HAUUT 3alpalliiBaeMbli
tun goctyna (Hanpumep, Yrtenme) mnonb3oBareno. Ecnu B ACL  Her
cootBercTBYIOIIEd ACE, TO moJb30BaTellb HE MOIYYHUT TOCTYII K pECYpCy.

MHuoxkecTBennbie paspemenuss NTFS

Bbl MOXeTe yCTaHOBUTh HECKOJIBKO Pa3pElICHHM IOJI30BATEII0 U BCEM
IpyIIIaM, YJIE€HOM KOTOPBIX OH sBigeTcs. JlIs 3TOro Bbl JTOJKHBI HMETh
MPEJICTABICHHUE O MpaBWIaX U nNpuoputeTax, no kotopsiM B NTFS HazHauaroTcs u
OOBEAUHSIOTCS MHOKECTBEHHBIE pa3pelieHUs] U O HACJIEeJIOBAHUM pa3peuIeHUui
NTES.

JddexTuBHbIe paspemenusa. DPPEKTUBHbIE pa3pelIeHUs MOJIb30BATEIS
JUIsL pecypca — 3TO COBOKYIHOCTh pazpeuieHuid NTFS, kotopsie Bbl HazHayaere
OTZEJILHOMY IT0JIb30BATENII0 U BCEM IPYIIIaM, K KOTOPbIM OH NpHUHAMIECKUT. Eciaun
y IOJIB30BaTENs €CTh pazpemieHne «Utenue» Ui Manky, U OH BXOAUT B IPYMILY, Y
KOTOPOM €CTh pas3pelieHue «3amucb» JUIsl TOM e IMarKh, 3HAa4uT, y 3TOro
MI0JIB30BATEIIS €CTh 00a pa3peleHusI.

Ycranoska paspewmienuii NTFS u 0oco0bIX paspemenuni

Bbl [OMKHBI pYKOBOJCTBOBATHCA OINPEACICHHBIMA TNPHUHIUIAMHA [PH
ycraHoBke paspemiennii  NTFS. VYcranaBnmmBaiTe paspelIeHHs COIJIACHO
MOTPEeOHOCTSIM TPYNI U MOJIb30BATENEeH, YTO BKIIIOYAET B CeOsl pa3pelieHue Wiu
NPEAOTBPAILECHUE HACIECIOBAHUS Pa3pEIICHUN POAUTENBCKONW MAIKU MOANANKaMU
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u (aiamu, CoePKAIUMHUCS B POAUTEIIbCKON TMarKe.

Ecnu BBI yienure HEMHOTO BpEMEHH Ha TUIAHUPOBAHUE BallIMX Pa3pelICHUN
NTFS u Oyzere coGmomaTe NpU IUIAHUPOBAHMM HECKOJIBKO MPHUHIIUIIOB, TO
OOHapy’KHUTE, YTO Pa3pELICHUSIMU JIETKO YIPABIISTH.

. Jlnst ynpolieHust mpoiiecca aiMUHUCTPUPOBAHUS CTpyNnupyiTe (aitib
[0 MankKaM CJEAYIOIIUX THUIIOB: MAaNKW C MNPWIOKEHUSMH, MANKU C JTAHHBIMH,
nuyHble nanku. [{enTpanusyiite o01IeI0CTyTHbIE U JUYHBIC MAKU HA OTICIbHOM
TOME, He cojepxkalieM (aioB ONnepalliOHHON CUCTEMbl U JAPYTUX MPUIIOKEHUM.
JleificTBys TakuM 00pa3oM, Bbl IOJYUHUTE CIAEAYIOIINE MPEUMYIIIECTBA:

— CMOXETE YCTAaHaBIMBATh pa3pelICHUs TOJbKO IankaMm, a He
OTJICNIbHBIM (haiiiam;

— YIPOCTUTE MPOLECC PE3EPBHOIO KONMUPOBAHUA, TaK KAK BaM HE
MPUAETCS JeNIaTh Pe3epBHBIC KOMHUH (DailioB IPUIIOKEHHH, a BCE OOIIEIOCTYTHbIC
Y JIMYHBIC MTANIKU HAXOASATCS B OJJHOM MECTE.

. VcranaBnuBalTe I IIOJL30BAaTEIEd TOJBKO HEOOXOIUMBIN
ypoBeHb Aoctyna. Eciaum HeoOXxoaumo yTeHue (paiisia, yCTaHOBUTE MOJIb30BATEIIO
paspemienre UreHue it 3Toro Qaiia. 3T0 YMEHBIIUT BEPOSITHOCTh CIy4YaiiHOTO
n3MeHeHus (ailfia Wik yJajdeHus BaXHBIX JTOKYMEHTOB U (hailJIoB MPUIIOKEHUN
MTOJIb30BATEIIEM.

. Cosznapaiite Tpynmnbl COTJIACHO HEOOXOAMMOMY YJIEHAM TPYMIIbI
TUIY JOCTYyIa, 3aTEM YCTAHOBUTE COOTBETCTBYIOLIWE PA3pELICHUS IJIsl TPYMIIBL.
HasnaualiTe paspelieHusi OTIEIbHBIM IIOJB30BATENSIM TOJBKO B TEX CIy4asX,
KOT'JIa 9TO HEOOXOIUMO.

. [Ipu ycTtaHOBKe paspemieHud s padOThl C JaHHBIMU WU
GdaiiamMu TIPUIOKEHUN yCTaHOBHUTE paspeinieHne UTeHWe W BBIMOJHEHUE IS
rpynn [lonb3oBaTenn U AJIMHHUCTPATOpPbl. OTO NPEAOTBPATUT CIIy4alHOE
yaaieHue (HaiioB TPUIOKEHWH WM WX TOBPEXKICHWE BUPYyCaMHU WU
ITOJIb30BATEIISIMH.

. [Ipn ycraHoBKe pa3pemieHuil uisi Nanok ¢ OOMMMH JaHHBIMH
Ha3HauybTe pa3pelieHus UTeHne u BbINOJIHEHNUE U 3anuch rpymnme [lons3oBarenu u
paspewenre Ilonnbnii nocryn qis rpynnsl Co3znarens-piaanenen. [Io ymonyanuio
N0JIb30BATEIb, CO3/IABIINN JTOKYMEHT, TAKXKE ABJISIETCS €0 BiajaeblieM. Bianenen
¢aiia MOXeET AaTh JIPYyromy IOJIb30BaTENI0 pa3pelleHre Ha BiajeHue Qaitiom.
ITonp30BaTenb, KOTOPBIM MPUHUMAET TAaKHE MpaBa, B 3TOM CJIydae CTAHOBUTCS
BiajaenblieM ¢aina. Eciu Bel ycraHoBuTe paspenieHue UTeHHe U BHITIOJIHEHHUE U
3anucsk rpynne [lonb3zoBarenu u pazpemenue [lonueiil qoctyn rpynmne Co3aaTeib-
BJIAJICNIEL], TO IIOJb30BATENM TOJY4YaT BO3MOXKHOCTh 4YUTaTb W W3MEHSATH
JOKYMEHTBI, CO3JaHHBIE IPYTMMHU IT0JIb30BATEISIMU, a TAKXKE YH- TaTh, U3MEHSTh U
yAQIATh (pailyibl M MamnKu, Co37aBaeMbIe UMHU.

. 3anpeniaiite pa3penieHusi, TOJIbKO €CIU HEOOXOIUMO 3alpeTUTh
OTJIEJBHBIN THUIT JOCTYIIAa ONPEIECIEHHOMY MOJIb30BATENI0 WM IPYIIIIE.
. IToowpsiite 1mOnB30BaTENIEl B YCTAHOBKE pAa3pelICHUN I

(baﬁHOB M TIIaIIOK, KOTOpPbIC OHHM CO3Jal0T, W HAYUYUTEC HUX IOTO ACJIATb
CaMOCTOATCIIBHO.
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AJIMUHUCTpaTOpbl, MOJb30BaTENu C paspemienremM llonHblld goctyn u
BIIAJICNBIIB (PAIJIOB M TMAIOK MOTYT YCTAaHABIWBATH Pa3pEIICHUS IJIS OTIEIbHBIX
MOJIb30BATENICN U TPYIII.

JonomuutensHo  [103BOMISIET MOMy4YUTh AOCTYN K JTONOJHUTEIBHBIM
BO3MOKHOCTSIM TIOMCKa, BKJIKOYAas BO3MOXHOCTb ITOMCKAa YJAJIECHHBIX YYETHBIX
3allMCeN II0Jb30BATENIEN, YYETHBIX 3allUCEl C HEYCTApEeBLUMMH IApOJsAMU WU
YUYETHBIX 3aIlMCEH, MO KOTOPHIM HE MOIKIIOYAINCH OINPENEIECHHOE KOJIUYECTBO
JTHEH.

Ha3zna4venue niu 3anpenieHue 0coObIX pa3peneHuii

[lenxkuure kHONKY JIOMOJHUTENBHO, YTOOBI OTKPBHITH JHATIOTOBOE OKHO
JlonoJiHMTEIbHBIE TapaMeTpbl 0€30MACHOCTH, TJI€ IEPEUMCICHbl T[PYIIbl U
M0JIb30BATENIM U YCTAHOBJICHHBIE JJI1 HUX pa3pelieHus I 3Toro oobekra. B mosne
DJieMeHThbI pa3pelleHMii TakKKe YyKa3aHO, OT KaKoro OOBEKTa pa3pelieHHs
YHACJIEIOBAaHbI U K KaKUM OOBEKTaM MPUMEHUMBI. BBl MOXETe BOCITOJIB30BATHCS
JUAJIOTOBBIM  OKHOM JlOMOJIHUTEJBbHBIC MapaMeTpbl 0e30MaCHOCTH  JUIs
W3MEHEHHs Pa3pelICHUM, YCTAHOBJICHHBIX JUIS MOJIb30BATENs WIM Ipynmbl. Jlis
W3MEHEHHS] Pa3pELICHHUM, YCTAHOBJEHHBIX JUIS TIOJIb30BATENs WM TPYIIIbL,
BBIJICIIUTE TOJIB30BATENS U IIENKHATE KHONKY M3MeHuTh. OTKpOETCS 1MaaoroBoe
OKHO DJIeMEeHT pa3pelieHus AJsl. 3aT€M BbIJICJIUTE UM OTMEHUTE ONPEACICHHbIC
pa3pelIeHus], KOTOPbIE Bbl XOTUTE U3MEHUTD.

3ananue:

1. 3arpy3uTh BUPTyalibHYI0 MamnHy Windows U cO3/1aTh HOBYIO YUETHYIO
3aMucCh Uir.

2. 3arpy3uTh BUPTYyadbHyIO MamuHy Windows ¢ y4eTHON 3alHChIO Uir.

3. Omnpenenenue pazpemiennii NTFS mo ymomuyaHuio [ TOJBKO YTO
CO3JJaHHOU IAaIKH.

4. 3anyctuth IIpoBomumk, co3znate nanku C:\Folderl u C:\Folderl\
Folder2. IIpocMmoTpeTh pa3pemieHusi, yCTAHOBJIEHHBIE ISl CO3JAHHBIX MAIloK,
LIEJIKHYB M0 BKJIaAKe be30macHOCTh IMasoroBoro OKHA CBOMCTB IIAINKH.
OOpatuTh BHMMaHUE Ha HacjeqoBaHue paspemeHuid nankoi Folder2 or
poautenbckou nanku Folder 1.

5. Ecnim Ha 5KpaHe He BHAHA BKiIaaka be3omacHOCTb, Bam cCleAyer
YTOYHUTH JIBA BOIIPOCA:

1) Pazgen Bamero mucka ordopmarupoBan kak NTFS wmm kak FAT?
Tonwsko Ha paznenax NTFS ucnonssytores paspemenus NTFS, u, takum o6pazom,
Toabko Ha pazaenax NTFS Buana Bkianka be3zonmacHocTs.

2) Hcnonb3yere BBI mpocTOM oOOmMil goctyn K daiigam Wid HeT?
[lenxkaute KHONMKY OTMEHA, 9TOOBI 3aKPHITh JUAIOTOBOE OKHO CBOMCTB manku. B
nyHkre MeHio CepBuc BbiOepuTe NyHKT CBOMCTBAa manku. B nuanoroBom okHe
CaoiicTBa manku nepeiaure Ha Bkiaaky Bua. B cnucke JlomoaHuTe/bHbIE
napaMetrpbl cHumuTe (uaxkok HMcnmogab3oBaTh NPOCTOH 0O0mMMIA JoCTyn K
daiinam (pexomenayercs) u menkaute OK.

6. OmnpenenauTs Uisl KakoOd TpyMIlbl YCTAHOBJIEHBI OCOOBIE pa3pelieHusl.
[I{enKHYTh KHONIKY
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JIOMOTHUTENbHO, BBIIACINUTH 3Ty IPYIIy U IPOCMOTPETh YCTAHOBJICHHBIE
paspenieHusl.

7. 3aKpbITh  AUAJIOIOBOE OKHO CBOMCTB MAaNKW. 3aKpbITh  OKHO
IIpoBogHMK U 3aBEPIINTHCEAHC.

OTtuer
OTuer I0MXKEH COIEePKATh:
HauMEHOBaHUE PaboThI;
11eIb PabOTHI;
3a/1aHUE;
MIOCJICIOBATEILHOCTD BBITTOJIHEHHS paOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O TIPOJICIAHHON paboTe.

KOHTpOHLHLIe BOIIPOCHI

1. UYro Takoe 3¢ pekTHUBHBIC pa3peLICHHs MOIb30BaTeNs 1 pecypca?

2. Kakme O00BEKTBI 1O  yMOJYaHUIO  HACIEAYIOT  pa3pelieHus,
YCTaHOBJICHHBIE JUJIS1 POIUTEIIBCKOM ITAIKu?

3. UYem oTinyaeTcs paspeuieHue «Y JAIEHUE» OT pa3pelieHUs «Y JalICHUE
noAnanok u gainos»?

4. Kaxkoe pazpemenue NTFS mis ¢aiinoB ciienyeT ycTaHOBUTH s (aita,
€CIM BBl IMIO3BOJISIETE TMOJIb30BATENSIM  YJAlATh (aidjl, HO HE IM03BOJsETe
CTaHOBUThHCS BiajeibliaMu Qaitna?

5. Ecnu BBl X0THTE, YTOOBI MOJIH30BATEIh WM IPYIINa HE UMENa JOCTYII K
OTIpEICTICHHON Tanke Wik (aility, clefyeT JIM 3ampeTuTh pa3pelieHus s dTOM
nanku i aiina’?

AN I
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IpakTnueckoe 3anaTue 19. U3MeHeHune napaMeTpoB YYeTHBIX 3amucei
M0JIb30BaTeJIeH.

Hens padorbl: OCBOGHHME CPEACTB aJMHHHCTPATOpa ONEPALMOHHON
cuctembl MS Windows.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Nnentudukanuio ©W  ayTCHTH(PUKAMIO MOXXHO  CUHTAaTh  OCHOBOH
IPOrPaMMHO-TEXHUYECKUX CPEACTB  O€30MaCHOCTH, TMOCKOJBKY OCTajbHbIC
CEpPBUCHI  pacCUMTaHbl Ha  OOCITY)XKMBaHHE  HWMEHOBAaHHBIX  CYOBEKTOB.
Nnentudukanus u ayreHTUGUKAIMS — 3TO TepBasi JIMHUA 000POHBI, "mpoxoaHas"
MH(OPMAITMOHHOTO MPOCTPAHCTBA OPTaHU3AIUH.

Nnentudukaims no3BoisieT CyObeKTy Ha3BaTh ce0s (COOOIMUTHh CBOE MMS).
[TocpenctBoM ayTeHTHU(UKAIMK BTOpas CTOpOHA YOEXHaeTcsi, 4YTO CYOBEKT
JNEMCTBUTEIILPHO TOT, 3a KOro oH ce0s BbIgaeT. B kadecTBe CHHOHHMMA CJIOBa
"ayTeHTH(QUKauus"  WMHOTJA  UCIHOJIB3YIOT  CIIOBOCOYETaHHWE  "IpoBepKa
MOJIJIMHHOCTH .

WNnentudukaius — npucBoeHue cyobekTaM U 00beKTaM UAEHTHU(HUKATOpa
M / WIM CpaBHGHHWE HWASHTH(PHUKATOpa C TMEpeyHeM  MPHUCBOCHHBIX
UACHTU(PUKATOPOB.

AytenTudukanus ObIBa€T OAHOCTOPOHHEW (OOBIYHO KIIMEHT JOKAa3bIBACT
CBOIO TMOJJIMHHOCTH CEpPBEpPY) M JBYCTOpOHHeW (B3aumuoil). I[lpumep
OJIHOCTOPOHHEHN ayTeHTU(PUKAIIMK — MPOIEAYpPa BX0/Ia MOJIH30BATENSI B CUCTEMY.

AyTteHTudUKaMs — TPOBEpKA MPUHAJICKHOCTH CYOBEKTY OCTYyIia
MPEABIBICHHOTO UM HJICHTU(DHUKATOPA; MOATBEPKICHNE TTOAJIMHHOCTH.

B cereBoii cpeme, Korma CTOpPOHBI HACHTU(UKAIIMK/ayTEHTU(DUKAITTN
TEPPUTOPUANBHO Pa3HECEHBI, Y pPacCMaTPUBAEMOI0 CEPBHCA €CTh JIBa OCHOBHBIX
acreKTa:

. YTO CIYKUT ayTeHTU(UKATOPOM (TO €CTh HCIOIBb3YyEeTCS IS
MOATBEPKIACHUS OJJTMHHOCTH CyOBEKTa);
. KakK OpraHu30BaH (m 3aITUIIEH) oOmeH TaHHBIMU

UACHTU(PUKALIMK/ Ay TeHTU(PUKALIUH.

CyOBeKkT MOKET NOJATBEPANUTh CBOK IOUIMHHOCTb, IIPENBSIBUB 110 KpalHen
MEpe OJIHY U3 CIIEAYIOIINX CYLUIHOCTEH:

. HEYTO, YTO OH 3HaeT (maposib, JUYHBIM WAECHTU(UKALIMOHHBINA
HOMeEp, KpUnTorpaduyecKuil Ko U T.11.);

. HEYTO, YEM OH BIAACET (JMYHYI0 KApTOYKYy WJIH HHOE YCTPOKCTBO
aHAJIOTUYHOT'O HA3HAYECHUS);

. HEYTO, YTO €CTh YaCTh €ro caMoro (rojoc, OTIeYaTKy NajibLEB, TO €CTh
CBOM OMOMETPUYECKUE XaPAKTEPUCTUKH ).

CoBpeMeHHbIE  cpeAcTBa  MJIEHTU(PHUKAUMK/ayTeHTU(UKALMU  JTOJKHBI
MOAJIEP>KUBATh KOHUEMIUIO €IUHOTO BXOJa B ceTh. EqUHBIN BXOA B CE€Th — 3TO, B
NepByl0 ouepenp, TpeOoBaHue yaoOcTBa aiig mojdb3oBarenedl. Eciu B
KOPHOPAaTUBHOM CETH MHOTO HWH(MOPMAIMOHHBIX CEPBUCOB, JOIMYCKAIOIIMX
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HE3aBUCUMOE OOpalieHue, TO MHOTOKpaTHas HICHTU(]UKAIM/ayTeHTU )UK
CTAaHOBUTCS CIUIIKOM oOpeMeHuTenbHOW. K coxaneHuro, moka HeNb3sl CKa3aTh,
YTO E€JIMHBIA BXOJ B CETh CTaJl HOPMOM, JOMHUHUPYIOIIME PEIICHHUS TMOKa He
c(hopMUPOBAITUCE.

Takum oOpa3oM, HEOOXOJUMO UCKATh KOMIIPOMHUCC MEXKIY HaJACKHOCTBIO,
JOCTYITHOCTBIO TIO 1I€HE W YJIO0OCTBOM HCIOJIb30BAHUS M aJIMHHUCTPUPOBAHUS
CPEIICTB UJICHTU(UKAIIUY U ayTeHTU(PUKALIUH.

CKpbITh OOBSIBIICHUE

HyXHO OTMETUTb, UTO cepBUC UACHTH(PUKALMK / ayTEHTU(DUKAIIUA MOMKET
CTaTh OOBEKTOM aTakK Ha IOCTYMHOCTh. Eciiu cuctemMa ckoOH(pUTypupoBaHa Tak, 4To
[OCJIE  OMNPEJEICHHOIO 4YHUCJIa HEyAauHbIX IMOMNBITOK YCTPOWCTBO BBOJA
uneHTUGUKAIMOHHOW  uHpopMmaruu  (Takoe, HampuMep, Kak TepMHUHaN)
OJIOKUpYETCs,, TO 3JIOYMBINUIICHHUK MOXET OCTaHOBUTH pPAabOTy JIeTaIbHOTO
MOJIb30BaTeNsI OYKBAIBHO HECKOJIBKMUMH HAKATUSIMH KJIABHIIL.

3aaHus Ui BHINOJTHEHUS

1. OcCBOUTH CpeCTBa PErUCTPALIUU MT0Ib30BATENEH:

. OTKpPBITh CIMCOK 3aperucTpupoBaHHBIX Tmoisb3oBaTenei (Ilanens
yOpaBieHusl | AIMUHUCTpUpPOBaHUE | YmpaBieHue KomnbioTepoMm | JlokanbHbie
noJib3oBaTenu u rpyiisl | [Tonb3oBaTtenn);

. C TIOMOIIbIO KOMaHIbl KOHTEKCTHOTO MeHio (HoBbIN monb30BaTEINb)
co3AaTh JJIsl ce0sl YYETHYIO 3alUCh C MPOU3BOJIBHBIM JIOTUYECKUM HMEHEM, BBEJS
B KaueCTBE CTPOKU onucaHus TeKCT «CTyneHt rpymnmbl XY -Z»);

BKJIFOUUTH B OTYET O J1abOpaTopHOii paboTe

a) KOITHIO SKPaHHOU (hOPMBI CO3/TaHUSI HOBOM YUETHOM 3aIuCH,

b) KOMUIO OJKpaHHOW (OPMBI CO CHUCKOM 3aperHCTPUPOBAHHBIX
MOJIb30BaTeIICH,

c) CIIUCOK KOMAaHJ] KOHTEKCTHOTO MEHIO (TP OTCYTCTBHUM BBIJICTICHUS
MMEHHU TOJIb30BATENS B CIIUCKE),

d) a TaKke OOBSICHEHUSI CMBICTIA YETHIPEX JIOMOTHUTEIBHBIX TapaMeTpPOB
CO3aBaEMOM YUYETHOM 3aIUCH;

. BBIJICJIUTh UMS BHOBB 3apETHCTPUPOBAHHOIO IOJB30BATENSI U C
MOMOIIBI0 KOMaH/1bl KOHTEKCTHOTO MeHIO (CBOMCTBA) MPOCMOTPETh €€ CBOWCTBA;

. BKJIIOYUTh B OTYET O JIAOOPATOPHOU paboTe KOMUIO IKPAaHHOU (OpMBI
CO CBOMCTBAMM YYETHOW 3amucu Ha BKJIagke «OOmue» u O0ObsICHEHUE PA3HUIIBI
MEXKIYy OTKIIOYEHHEM U OJOKHUPOBKOM Yy4YeTHON 3amucu (CM. CIpaBOYHBIN
Marepual — KHorka «CrpaBka» OKHa CBOMCTB IOJIb30BATEs);

. BKJIFOYHTH B OTUET O JIAOOPATOPHOU pabOTe KOMUIO IKPAaHHOU (hOpPMBI
CO CBOMCTBAaMH YYETHOMW 3aIIMCH Ha BKJIaJKke «HYJIEHCTBO B Irpymmax» W OTBET Ha
BOIIPOC, B KAKyI0 T[pPYNNy IO YyMOJYAaHHIO BKJIIOYAETCS BHOBb CO3JJaHHBIN
10JIb30BaTEIb

. Cc ToMoIb0 KHOMOK «Jlo0aBuTh», «JlomomautenbHo» u  «Ilowck»
BKJIIOYHUTh BHOBb CO3/JaHHOTO TMOJIb30BaTeNsl Takxke B rpynny «OmbITHBIC
M0JIb30BATENIN»;

. BBHIOpaTh HMMS CO3JaHHOTO TI0JI30BaTElsl, B KOHTEKCTHOM MEHIO
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BbIOpaTh MYHKT «3aJaTh Mapojb» M M3MEHUTh TEKYIIUH Mapoib 3TOro
M10JIb30BATEIIS.

. BKJIIOYUTH B OTYET O Jab0OpaTopHOl paboTe CHUCOK KOMAaH[
KOHTEKCTHOIO MEHI0O NpH BBHIOPAHHOM MMEHM YYETHOM 3aluCu BMECTE C
MOSICHEHUSIMU UX CMBICJIA, @ TAKKE OTBETHI HA BOIPOCHI:

a) KOI'/Ia TOJKHA TPUMEHSATHCA KOMaH 1a «3a1aTh Maposiby,

b) B U€M OITaCHOCTh €€ IIPUMCHECHUS,

9) Kak JIOJKHA MPOUCXOIUTh CMEHA MapOJis MOJIb30BATEIEM

2. OcBouTh cpencTBa paboThl C TpyNIamMu:

. OTKpBITh criicok rpyti ([1anens ynpapnenus | AAMUHUCTPUPOBAHUE |
VYnpasnenue komnsiorepoM | JIokalibHbIE TTOJIB30BATENN U TPYIIbI | ['pymimbl)

. BKJIIOYHTh B OTYET CBEACHUS OO0 aBTOMAaTUYECKH CO3/]aBa€MbIX
rpynmnax Imojab30BaTeie, X UMEHAX U XapaKTEPUCTUKAX MPAB UX YICHOB;

. CcO3/laTh HOBYK Ipynny B cucteMe ¢ uMeHeM «Hauunaromue

MOJBb30BATENIM» W BKIOYUTH B OTYET O JaboOpaTOpHOM paboTe KOMUIO
UCIIOJIB3YEMOTr0 MPU 3TOM JKpPaHAa M CBEACHUS O MOPSJKE CO3JaHUsl B CHUCTEME
HOBBIX T'PYIII MOJb30BATENEH, @ TAK)KE OTBET HA BOMPOC, B YEM LIETECOOOPA3HOCTh
pa3OueHus MHOXKECTBA T0JIb30BaTelNel Ha TPYIIIILI;

3. OcBOUTH MOPSIIOK HA3HAYCHUS MPAB MOJIB30BATEIISIM:

. OTKPBITh OKHO HACTPOMKHU TpaB noJib3oBarenei (Ilanens ynpasneHus
AnvuauctpupoBanue | JlokanpHas monuThka Oe3omacHocTH | JlokanbHbIE
noymThKY | HazHaueHue mpaB 1moibp30BaTenis);

. VCKJIIOUNTh TpyHIly Iojp3oBareiiel «Bce» w3 4wucema rpymm,
obagarmux IpaBoM «JloCTym K KOMIIBIOTEPY U3 CETH»;

. HUCKJIIOUMTh MOJib30oBaTenas «l'ocTb» M3 4uclaa MOOJIb30BaTENEH,

o0naaronmx MpaBoOM

«JIoKanbHBIN BXOJ B CUCTEMY»;

. nobGaeuth rpynny «HauumHaromme moJp30BaTeNM» K - CHUCKY
M0JIb30BaTeNeH, 00aga0uX NpaBoM «JIoKanbHBINA BXOJ B CHCTEMY»;

. BKJIIIOYHTh B OTYET O JIA0OpaTOpHOM paboTe KOMHMH 3KPaHOB,
UCIIOJIb3yEMbIX TPHU HA3HAUYECHUU IPaB MOJIb30BATENSIM, U CBEJEHUSA O MOPSIKE
BBITIOJIHEHUS dTUX JECUCTBUM;

. c mnomoulplo pasnena copaBku Windows «Hasnauenuwe mpas
M0JIb30BATEII1» BKIIOUUTH B OTUET O J1a00paTOPHOM pabOoTEe MOACHEHUS OTIEIbHbBIX
HNpUBUJIETUH TTONb30BaTeNell cuctemMbl. O0s13aTEIbHO OTBETUTHh Ha BONPOC, MOYEMY
MCIOJIb30BAaHUE JIAaHHOTO MpaBa JOHKHO ObITh OIPaHUYEHO.

4. OcBouTh oOmpeelieHne NapaMeTpoB IMOJUTUKUA OE30MaCHOCTH,
OTHOCSIIIUXCS K ayTeHTU(UKAIMM ¥ aBTOpU3AlMM  TOJb30BaTeNed IMpu
WHTEPaKTUBHOM BXOJIE:

. OTKpPBITh OKHO ONpPEIEJIEHUsI MapaMeTpoB 0€30MacHOCTH JJIsl MapoJien
(ITanenp  ympaBnenust | AnxgmuHuctpupoBanue | JlokanpHas  mMOJIMTHKA
6e3onacHoctH | [lonuTuku yderHsix 3anucelt | [lonutuka naposeil);

. BKJIIOUUTh B OTYET O JIA0OpaTOpHOM paboTe CBEACHHS O TMOPSIKE
Ha3HAYEHUsI MaKCUMAJIbHOTO U MUHUMAJILHOTO CPOKOB JIEHCTBUS Maposeil U OTBET
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Ha BOIIPOC O CMBICJIE MOJOOHBIX OTPAHUYEHHUN;

. BKJIIOYUTh B OTUET O JIAOOpaTOpHOM paboTe CBENEHUS O MOPSAKE
Ha3HAYECHUS MUHUMAIBHOW JUIMHBI M OTPAHMYECHHMM HA CIIOKHOCTH IApoJeH, a
TAaK)K€ OTBETHl HAa BOMNPOCHI, KaKMe W IO0YeMy TpeOOBaHUSA IO CIIOKHOCTU
MPEABABISIOTCS K IMAapoJisiM B onepaunoHHo cucreme Windows (¢ MOMOIbIO
CIIPaBOYHOU MOJICUCTEMBI);

. BKJIIOYUTHh B OTYET O JJAOOpPATOpHON paboTe CBElEHUS O HAa3HAYCHHUU
napameTpoB « TpeboBaTh HEMOBTOPSIEMOCTH Maposiei» U «XpaHUTh MapOJId BCEX
noJib30Batesied B JOMEHE, HCHOJb3ys oOparumoe mudpoBaHue» (C MOMOIIBIO
cinpaBku Windows);

. BKJIFOYUTHh B OTYET O JJAOOpATOPHON paboTe KOMUHU IKPAHHBIX (HOPM,
UCIOJIb3YEMBIX TpPU  ONpEACNCHUH MapaMeTpOB MOJUTHUKU OE30MaCHOCTH,
OTHOCSILIUXCS K AapOJIsM;

. OTKPBITh OKHO OTIpEeICNICHUs] TapaMeTpOB 0€30IMacHOCTH AJIsl TOJIUTUKU
OomoxupoBku yueTHbIX 3amuced ([lamenb ympaBneHust | AJMHUHHCTPUPOBAHHE
JlokanbHas monutuka Oe3omacHocTu | [lonuTukm yuetHsix 3anuceid | [lomuTuka
OJIOKUPOBKH YUYETHBIX 3aIUCE);

OTtuer
OTueT I0MKEH COIEePKATh:
HauMEHOBaHUE PaboThI;
11eIb PabOTHI;
3a/1aHUE;
[IOCJIEI0BATEIBHOCTh BBIIIOJIHEHUS PAOOTHI;
OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI;
. BBIBOJI O MIPOJICTITaHHOM padoTe.
KonTpoJbHbIE BONIPOCHI

1. KoMy MOXeT ObITh pa3pelieH AOCTYH 10 YTEHUIO W IO 3amucu K 0ase
YYETHBIX 3aIIMCEN MOJIb30BaTENEH?

2. Kak JOJDKHBI XpaHUThCS Mapoiad B 0a3e yYEeTHBIX 3amucei
ITOJIb30BATENEN?

3. B dem cmbicn oObeAMHEHUS MTOJIB30BATENEH B IPYIIIIbI?

s W
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IpakTnueckoe 3ansaTue 20. HacTpoiika nNoJMTHKH Y4eTHBIX 3aNHCEIl.

Ileas padoThl: HACTPOWUTH MOJUTHUKY YYETHBIX 3alIMCEd MU MUHUMAJIBHYIO
JUIMHY NapOoJIs Ul IOJIb30BATEIIA.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBbI

Hactpoiika nonutuku naposneu

[Tonutrka maposeil MO3BOJISIET MOBBICUTH OE30MACHOCTh CUCTEMBI IMyTEM
yHOPSI0UEHHUS Tpoliecca co3/laHus U OOHOBJIEHUsl mapojeil. Bel MoxeTe 3aaath
NEPUOJUYHOCTh H3MeHeHus mapois. CMeHa mapojisi CHUXKAET BEpPOSTHOCTD
HECAaHKIIMOHWPOBAHHOTO JIOCTYIIA K cucTeMe. J{ake eciv 3JI0yMBIIIJICHHUK Y3HAET
UMSl ¥ MapoJib YYETHOW 3alMCH IO0JIb30BATENs, MOCIE OYepeHON 00s3aTenbHON
CMEHBI MTAPOJISI OH HE CMOKET BOWTHU B CUCTEMY.

Kpome 3Toro MoXHO 3a7aTh MHUHUMAIBHYIO JUITMHY Tapois. Uem nimuHHEe
1apojib, TeM CJOXHee ero nogoOparts. Emie oauH Meron — BeAEHUE HCTOPUHU
naposeii. Ecnum ero mpuMEHUTh, MOJb30BaTEIb HE CMOXKET 3aBECTH cebe JBa
NapoJisi U BBOJUTH UX MOMNEPEMEHHO.

JUiss HaCTpOMKM TMOJMTHUKHU TMapoJied Ha KommbioTepe ¢ Windows ciykar
ocHactku Group Policy (I'pynmoBas mnonutuka) u Local Security Policy
(JIokanpHast monuTuka Oe3omacHocTu). JIIsi HACTPOMKM TOJUTHKU Mapojied B
KoHcoJ ['pynmnoBbie MOJTUTUKHA HEOOXOAUMO:

1. Cozmate B MMC (Microsoft Management Console) nomoTHUTENBHYIO
ocHactky Group Policy.

2. TlocnmenoBatenbHo pasBepHyTh mnanku Local Computer Policy
(Jloxanpnas momutuka Oe3omacHoctr), Computer Configuration (YmpasieHue
koMmmbroTepoM), Windows Settings (Ilapamerper Windows), Security Settings
(ITapametprr 6e3omacHocTH), Account Policies (ITomuTuku ydeTHBIX 3amuceil), a
3atem 1ienkHyTh Password Policy (ITonuTtuka napoueit).

3. BbiOpaTh mnapameTpbl, KOTOpble HEOOXOJMMO 3aJaTh, U 3aTE€M B
MeHio Action ([elicTBue) menkHyTh Security (be3omacHOCTS).

B mpaBoii o0nacTu OKHa MOKa3aHbl TEKyIIME 3HAYEHHs MapaMeTpoB
ITOJIMTUKH TTApOJIEH.

ITapamertp Onucanne
Enforce 3ajmaeT 4uCIO Maposed, XpPaHUMBIX B HCTOPUU, U
[pUHUMAET 3HauYeHWss B juanazoHe ot 0 go 24.
Password History3nauenue 0 (0 yMOITYaHUIO) yKa3bIBaeT, YTO BEJACHHE
(Brirounthb BEJICHUENCTOPUU MTAPOJIEN OTKIIOUYECHO. 3HAYEHNUs, OTJINYHBIE OT|
MCTOPUH MapoJieil) 0, YyKa3pIBAalOT, CKOJIBKO HOBBIX IapOJIEM JIOJKEH]
BBHIOpAaTh IMOJIb30BATENb, MPEXKIE YEM [OBTOPHO
MCII0JIb30BaTh
CTapbIM.
Maximum Password AgeYka3biBaeT, CKOJIBKO JHEH MOXKHO TOJb30BATHCS
(MakcuMamnbHBIH CPOKIIapOJIEM, HE MEHSA €r0. 3HAYEHUE 3TOr0 apamerpa o,
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JleiicTBuUs TapoJis)

YMOJIYaHUIO — 42, a rana3oH JAOMYCTUMBIX 3HAYEHUMH|
— o1 0 10 999. 0 yka3bIBaerT, 4To
[apoJib MEHATh HE 003aTEIBHO.

Minimum Password Age
(MuHUMaNbHBINA

cpok JlelicTBuUs Taposis)

YKa3bpIBaeT, CKOJbKO JHEW MOJIb30BaTEIb MOXKET]
BBOJIUTH TAPOJIb, MPEXKJE YEeM IOJIYUYUT MPaBO CHOBQ
€ro CMEHHUTb. JTO HYXKHO IS TOr0, YTOOBI IOCIHe
OOHOBJICHUSI TAPOJIS TOJIb30BAaTEllb HE MOT TYT K€
3aMEHUTH €T0 CTAPBIM.

Jlnana3oH nomycTUMbIX 3HadeHud — oT 0 go 999.
3HaueHue

0 (Mo yMmoOJIYaHMIO) YKa3bIBa€T, YTO MMAPOIb MOMKHO
CMEHHUTh HemeuieHHO. Ecnu uctopus maponed He
BeJIeTCs, 3aJaBaTh 3HaueHue 0 Henb3ss. MuHMMAaJIbHBIN
CPOK JEHUCTBHUS TMapoyisi JOJDKEH OBbIThb MEHBIIE
MaKCHMAJIBHOTO CpPOKa JACHCTBUS.

Minimum Password

38.,[[36’1‘ MHUHUMAJIBHOC KOJIMYCCTBO 3HAKOB B IIApOJIC.

Reversible Encryption For
All Users In The Domain|
(XpaHutp TapoaM  BCEX
MMOJIb30BaTeNIci B JOMCHE,
MCITOJIb3Y Sl oOpaTumoe
muQpoBaHue

Length Jlonmyctumbie 3HaYeHUus — oT 0 10 14 BKIIOYMUTEIBHO.
(MunumanbHas muHa3HaveHne 0 (Mo yMOJ4aHUWIO) YKa3bIBAaeT, YTO MapoJib
apoJis) He TpeOyeTcsl.

Passwords Must MeetlIppuaumaeTr ogHO W3 JABYX 3HA4YEHWH: BKIIOYCH (IO
Complexity Requirementsymonuanuio) uin oTkiIoueH. Ecny mapameTp BKITIOUYEH,
(ITaponmn JOJDKHBIIUIMHA TapoJisi JOJKHA OBITh paBHA WM OOJbIIE
OTBEYaTh  TPeOOBAaHUSMMHUHUMAIBHOM  JUIMHBI, a caM  [apojib  —
CJIOKHOCTH) COOTBETCTBOBATh KOH(PUTYypallMl HUCTOPUM MapoJiel U
COCTOSATh W3 3arjlaBHbIX OyKB, LHU(pP HIM 3HAKOB
nyHkTyanuu. Kpome TOro, maposib HE  MOXET
coliep>KaTh UMEH YYE€THON 3amucu U
[10JIb30BaTEIS.
Store Password Usingllpuaumaer ogHO M3 JABYX 3HAUEHMN: BKJIIOYEH WIIH

OTKJIIOUEH (M0 yMOJIYaHHIO). XpaHEHUE Mapojed ¢
[pUMEHEHUEM oO0paTUMOro mudpoBaHUs M BCEX|
mosib3oBaTesnied  gomeHa — mo3Bojisier  Windows
MCIIONB30BaTh UX, Hampumep B mpotokone CHAP
(Challenge Handshake Authentication Protocol),
oOpatumoe mudpoBaHue) Bo3MOXKHOCTH CYIIECTBYET
TOJIbKO Ha KkommbloTepax ¢ Windows Professional,

BKJIIOUCHHBIX B COCTaB JOMCHA.

Jlyis BBIOpaHHOTO TIapaMmeTpa OTKpoeTcsl auainoroBoe okHO Local Security
Policy Setting (ITapameTpsl TOKaIHHOM MOTUTHKNA OE30TTACHOCTH).
Hacrpoiika noiuTuKn 0JI0KHPOBKH Y4eTHBIX 3amuceit
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[ToBbICHUTE 6€30MACHOCTH CUCTEMBI MO3BOJISIET TAKXKE MOJIUTHKA OJOKHUPOBKU
YYETHBIX 3alCEM, KOTOPas 3aKpbIBAECT IOJIB30BATEIIO JOCTYN K YYETHOU 3aIlUCH
IIPY HACTYIUUICHUU OIPEICIIEHHBIX YCIOBUU.

OTy NOJIUTUKY MOYKHO HACTpaWBaTb M3 OCHACTKM [ pymroBas moJMTHKA,

mu6o B okHe Local Security Policy Settings — kak npu HacTpoiike MOIUTHKA

MapoJeu.

IlapameTtp Onucanue

Account Lockout DurationYka3bIiBaeT, CKOJIbKO MUHYT Y4YE€THasl 3alKCh OYJET

(ITpoomKuTENBHOCTD omokupoBana. Ecnu 3nauenue paBHo 0, yueTHas

OJIOKUPOBKU Y4EeTHOMBANUCH MOJIh30BaTeNs Oy1eT OJIOKMpOBaHA B TEUCHHE

3aIncH) HEOTPEICJICHHOTO BPEMEHHU, IMOKa aJIMHHHCTPATOP
He pa3omokupyet ee. Jlomyctumseie 3HaueHUus: — OT 0
no 99999 mMuH. (MakcMMajabHOW 3HAYEHHE, PAaBHOE
99999 mMuH., 4TO cocTaBigeT npumepHo 69,4
TTHS).

Account Kom4ecTBO HEyAauHBIX TOIBITOK, MO JOCTH)KCHHUH
KOTOpPOrO  BCE  JajbHEWIIUWE TOMBITKH  OyayT

Lockout Threshold‘OTKHOHﬂTBCH. 3nauenne (0 OTKIIOYAET MEXaHU3M|

(MaxkcumanbsHOe YHCIIO0JIOKUPOBKH, TO €CTh yUeTHas

HEYTauHbIX MOMBITOK) 3alliCh HUKOI/IA HE OJIOKUPYETCsl, HE3aBUCHMO OT
YKCJIa HEYAUYHbIX MOMBITOK BOUTH B CHCTEMY.

Reset Account 3agaet CpPOK (B MHH.), IO HUCTEYEHUU

Lockout KOTOpOro  cOpachlBaeTcsi  CYETUHK|

Counter  After (YacroTaHeyaauHbIX MOMNBITOK. JlomycTrmbie

cOpoca 3HaueHus — oT 1 10 99999.

CUeTYHKa HEYTaYyHBIX

[OMBITOK)

Hacrpoiika napameTpoB 0e30aCHOCTH

1. BoikiI0ueHHe KOMIIbIOTEpPa, He Tpedywllee BXoAa B
cucTemy

[To ymonmganuro B Windows Professional, 9To0bl BBIKIIIOUUTH KOMIIBIOTEP
MOJI30BATENII0 HE 0053aTebHO BXOAWTh B CHCTeMy. Bmpodem, mapameTpbl
pETHCTpaIliy TO3BOJISIOT OTMEHHUTh TAaKOE TOBEICHHE W TMOTPeOOBaTh, YTOOBI
MOJIb30BATEIM BOILIM B CHUCTEMY TeEpell TeM, KaK BBIKIIOYUTh KOMITBIOTED.
[TomyunTs nocTyn K mapamerpam 0€30macHOCTH MOXXHO B ocHacTke Group Policy
(I'pynmoBasi moyiMTHKa), TaKk >K€ KaK IPH HACTPOWKE IapamMeTpOB TOJUTHKH
yueTHbIX 3anuced. OTkpbIiB ocHacTKy Group Policy, mocnenoBarenbHO packpoiTe
y3nel (Ilonmutuka nokanpHOM Oe3omacHocth), 3aTteM Computer Configuration
(ITapametpsr kommbroTepa), Windows Settings (Ilapamerpsr Windows), Security
Settings (IlapameTrpsr 6e3omacHoct), Local Policies (JIokanbHbIE TTOMUTHKH), a
3arem Security Options (I[TapameTrpsl 6e30nacHOCTH).

2. OuncTKa CTPAaHMYHOIO (pailjia BUPTYAJIbHON NAMSATH
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NP BBIKJIIOYEHUN CHUCTEMBI.

[lo ymomyanuio mpu BbIKIOYeHHH cucteMbl Windows Professional ne
OYUIIAET CTPAaHUUHBIA (haiil BUPTyaldbHOW MaMsTH. B HEKOTOpBIX OpraHu3alusx
ATO pacCMaTPUBASTCS KaK HAPYIICHUE MPaBUil 0€30MaCHOCTH, MTOCKOIBKY JOCTYI K
JaHHBIM 3TOTO (aiiyia MOTYT TMOJYYUTh TOJIb30BATENIA, HE JTOMYIICHHBIC K HUM.
UToObl OTKIIIOUYUTH 3Ty BO3MOXKHOCTh, OTKpoWTe ocHactky Group Policy
(I'pynmoBasi monuTuka), mnociefoBaTelbHO packpoite y3iael Local Computer
Policy (JlokanbHas mnonutuka Oe3omacHoctu), 3areM Computer Configuration
(ITapametrpsr kommbtoTepa), Windows Settings (ITapametpsr Windows), Security
Settings ([Tapamerpsl 6e3omacHoctu), Local Policies (JlokanpHasi monuTuka), a
3arem Security Option (Ilapamerpsr Oe3omnacHoct). [IpaBoit KHONMKOW MBIIIN
menkauTe Clear Virtual Memory Pagefile When System Shuts Down (Oumnctka
CTpaHMYHOTO (ailla BUPTYaTbHONW MaMSITH TPU 3aBEpIICHHH paboOThl) U B
KOHTEKCTHOM MeHI0 BeiOepute Security (be3omacHocTh). ITOT mapamerp MOKET
OBITH JTUOO BKIJIIOUCH, JIHOO OTKIIIOUCH.

3. PeryiupoBanue Ha:xxatusa kiaasuml CTRL+ALT+DEL
IJIs1 BX0/1a B CHCTEMY

ITo ymomuannto Windows Professional He TpeOyeT, 4ToOBI MOJIB30BATENH
Haxxumaiu Ctrl+Alt+Del ans Bxona B cuctemy. [IoBBICUTE 6€301MaCHOCTh CUCTEMBI
MOJKHO, H3MeHHMB Takoe 1oBenenne. Haxatme Ctrl+Alt+Del — coderanus
KJIABUII, KOTOPOE pacrno3HaeTcsi Toabko Windows, rapaHTupyer, napoib MonajaeT
uMeHHO B cuctemy Windows, a HE B TPOSHCKYIO MpPOTpaMMy, KOTOpask MOKET
NEPEeXBATUTh MapoJib. VI3MEHUTh MOBEACHUE CUCTEMBbI MOKHO B ocHacTke Group
Policy (I'pynmoBasi monuTuka). Jlydime Bcero OTKIIOYUTh HEOOS3aTEIHHOCTH
Haxatus Ctrl+Alt+Del, 4TroObl mpu BXO0jJ€ B CHCTEMY IIOJH30BATEIIM BCETIa
HAXUMaJIM 3TO COUYCTAHNE KIIABUIIL.

4, CkpbiTHE IMEHH TOCJIeHEr0 YCIEeNIHO BOLIEIIEero B CUCTEMY
noan3oBarenss I[lo ymomuanutro Windows Professional otoOpaxaer wums
MOCIICAHETO BOIIEAIIETO B CUCTEMY TOJb30BaTENs B IuanoroBoM okHe Windows
Security (be3zonacnocts Windows) wiu Log On To Windows (Bxoa B Windows).
DTO MOXET CcO03/aTh yrpo3y OCE30IacHOCTH, TaK KaK HWMsS YYETHOH 3alucH
CTaHOBUTCS JOCTYITHBIM TIOCTOPOHHEMY ITOJIb30BATENI0, IPH  3TOM
HECaHKIIMOHUPOBAHHO MPOHUKHOBEHUE B CUCTEMY CYIIIECTBEHHO 00Jieryaercs.

UtoObl BKIIOYUTH 3Ty (QYHKIMIO W MPEIOTBPATUTh OTOOpa)keHue
nosb3oBarens, B ocHacTtke Group Policy mocnmenoBaTenbHO packpoWTe Y3JIbI
(Jloxanpnas momutuka Oe3omacHoctu), 3atemM Computer Configuration
(ITapametpsr kommbioTepa), Windows Settings (ITapamerper Windows), Security
Settings (ITapamerpst 6e3omacHoctu), Local Policies (JlokampHas monuTHka), a
3arem Security Options (ITapamerpsr O6e3omacHocTr). B mpaBoit obGnacTu okHa
menkaute npaBoit kHonkoi Do Not Display Last User Name In Logon Screen (He
omobpaxcamv NocieoHe20 UMeHU Noab308amens 6 ouanoze 6xo0da) U B
KOHTEKCTHOM MEHIO BbIOepuTe Security (bezonacnocms), a 3aTeM OTKIIIOUUTE JTY

(byHKLHIO.
IIpakTHYeckas 4acTh:
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1. HacTpo#iTe MOTUTUKY YYETHBIX 3alMCEHl Ha KOMIBIOTEpE W yOeIuTeCh,
YTO: JAHHBIEC MTAPAMETPbI BCTYIIUIH B CUITY.

2. Hacrtpoure MHUHUMAJIBHY IO IUTUHY apoi, a 3aTeM
MO3KCIIEPUMEHTUPYUTE C JJIMHON Maposisi, 4yToObl yOEIUThCs, YTO BBIOPAHHBIE
napameTpbl BCTYIWIH B CHITY.

3ananue 1: HacTpOMKA MUHUMAJIBHOM JJIMHBI TAPOJIA

1. Boiigute B cuctemy Tnoa  ydeTHOM  3amuchio  Administrator
(AaMuHUCTpPATOD)

2. B koncomu MMC co3gaiiTte AOMOJHUTEIbHYI) KOHCOJIb C OCHACTKOU
Group Policy (I'pynmnoBasi moiuTuka).

3. OtkpeiB koHcosb Group Policy, mocienoBaTenbHO MLIEIKHUTE Y3JIbI:
(Jloxanpnas mnonutuka Oe3omacHoctH), (Ilapamerpsr kommbioTepa), Windows
Settings (ITapametpeiWindows), Security Settings (IlapameTpsl 6e30macHOCTH) U
(ITomuTukH y4eTHBIX 3anuceit).

4. B nepese xoHconu menkauTe Password Policy (ITonmutruka maposeit).

5. B mnpaBoii maHenu MIETKHUTE NpaBOM KHOMKOM MbIIM Minimum
Password Length (MunumanbpHast JuiMHa maposisi) U BBIOEPUTE B KOHTEKCTHOM
MeHio Security (bezonacHocTs).

6. B mone Characters ([lninna maposs) BBeaure 6 u menkaute OK.

7. 3akpoute okHO Local Security Settings (Ilapamerpsl Js0oKanbHON
0€30IacCHOCTH).

3aganue 2: npoBepbTe, U3MEHWJIACH JIM MUHUMAJIbHAS JIVIHHA TTapOJIs

1. Haxwmure Ctrl+Alt+Delete, a 3arem B gmanoroBoMm oxkHe Windows
Security (be3onmacnocte Windows) menkaure Change Password (M3meHuTsb
MapoJib).

2. B mone Old Password (Crapsiii maposib) BBenute password, a B mojst
New Password (Hoserit mapons) u Confirm Password (IToaTBepsknenue) BBeaute
water.

Nudopmarmonnoe okHo Change Password (M3meHenue napoJis) coOOIIuT,
YTO HOBBIM Napojb JOJDKEH COJAEpX aTh HE MEHEe IIEeCTH CHUMBOJIOB. Takum
oOpa3zom, napametrp Minimum Password Length HacTpoen BepHo.

3ananue 3: HacrpoiiTte oTaenbHbIe NMapaMeTpbl MOJUTHKH YYETHBIX
3anmcei, a 3aTeM NpoBepbTe NPABUJIBHOCTH HACTPOMKH.

1. C momomipto ocHactku Group Policy (I'pynmoBasi monuTtuka) 3amaiite
napaMeTpbl HOJUTUKU YUETHBIX 3aIUCEH:

o TI0Jb30BaTENb JOJDKEH CMEHUTh MHUHMMYM IISITh MApOJIEH, IMPEXIE YeM
MOBTOPHO IPUMEHUTH CTaphblii;

o TIOCiie OOHOBJICHHS MapOoJIsl MOJIb30BATEIb MOKET €r0 CHOBA CMEHUTH HE
paHee, uem yepes 24 yaca;

o TOJb30BaTENb JIOJDKEH MEHATHh Mapojib Kaxaple Tpu Henenu. Kakue
napameTpbl BaM MOHaJ00MINCh, YTOOBI BBIIIOJIHUTH TPEOOBAHMS 3TOTO CIIHUCKA?

2. 3akpoiite ocHacTky Group Policy.

3ananue 4: yOeaurech, YTO HOBbI¢ NapaMeTpPbl NMOJUTHKH Y4YeTHBIX
3anmceit padoraoT
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1. Boiinure B cucteMy noja umenem Userd u naposiem User4. [Ipumeuanue:
Ecmu amamoroBoe okHo Logon Message (CooOmieHue cucTeMbl) COOOMUT 00
OTMEHE TMapojs Yepe3 OMNPEICICHHBIM MNPOMEXKYTOK BPEMEHM M MPEATIOXKUT
CMEHUTH Napodib, menkuute No (Her).

2. W3menure naposib Ha waters. [Tomyumiock i 310? O0BsICHUTE TTOUEMY?
N3menute naposas Ha papers. [lonyuunocs mu 310? O0bsicHuTe ouemy? 3akpoiite
BCE OKHA M BBIUANTE U3 CUCTEMBI.

3apnanme 5: Hacrpoiite mapaMerpbl NOJUTHKH OJOKHPOBKH YYeTHBIX
3anucell M yoeauTechb, YTO U3MEHEHHUSI BCTYNIWJIN B CIUTY.

1. Boiinure B cuctemMy 1moj  ydeTHOW 3amuckio  Administrator
(AnMuHHCTpATOD).

2. Packpoitite mento Ilyck\[Iporpammbl\AAMUHUCTPUpPOBAHKE, a 3aTeEM
mienkauTe Group Policy (I'pynmnoBast monuTuka).

3. B nmepese xoncomu Group Policy mocnenoBatenbHO pacKpOWTE Y3IIbI:
(JloxanpHass mommtuka Oe3omacHocTH), (YmpaBieHue KoMmmbroTepom), Windows
Settings (ITapametrpsr Windows), Security Settings (ITapameTpsl 6e30macHocTn), a
3areM Policies (IToquTHKM yYeTHBIX 3amucei).

4. Henxuure Account Lockout Policy (ITonuTtnka OGIOKHMPOBKH YYETHBIX
3amnucein).

5. Hacrpoiite mapamerpsl Account Lockout Policy Tak, 4toObl: y4yeTHas
3aMKch MOJIb30BaTels OJIOKUPOBATACH MTOCIIE YETHIPEX HEYAAUYHBIX MOIMBITOK BOUTH
B CUCTEMY;

6. Ppa30IOKHMPOBATh YUETHYIO 3aIMMCh MOT TOJBKO aIMUHUCTPATOP.

7. Beiigure U3 CUCTEMBL.

3aganue 6: mnpoBepbTe BCTYNJIEHHE B CWIY HOBBIX MapaMeTpoB
NMOJIMTUKH OJIOKUPOBKHU YUYETHBIX 3anucei

1. Yerslpe paza nomnpoOyiTe BoWiTM B cucteMy kak User4 c maposeM
papers. MHpopManmoHHOE OKHO COOOUIUT O OJIOKMPOBKE YUETHOM 3aIUCH.

2. Illenknure OK wm BoWauTe, B CHUCTEMY NOJ YYETHOM 3alHUCHIO
aJIMUHHACTPATOPA.

3ajanue 7: HaCTPoOWTE M MPOBEPbTE MapaMeTPbl 0€30MACHOCTH

1. Boiigutre B cucreMy 1o  ydetHoM  3anmucu  Administrator
(AamuHuCTpaTOD).

2. Packpoiite mentwo Ilyck\[IporpaMMbl\A IMUHHUCTPUPOBAHUE U IICIKHUTE
Group Policy (I'pynmnoBast monuTuka).

3. B nepeBe xoncomu Group Policy mo wmepe HeE0OXOIUMOCTH,
nocienoBaTenbHo  packporte  y3uel  Local Computer  Policy\Computer
Configuration\Windows  Settings\Security ~ Settings (JlokaibHas mONIUTHKA
6e3omacHoctu\ Ilapamerpsr kommbioTepa\ Ilapamerpsr Windows\ mapameTpbl
6e3omnacHoctn),a 3ateM — Account Policies (ITonuTuku ydyeTHbIX 3anuceit).

4. HactpoiiTe mnoauTUKy O€30MaCHOCTH HAa KOMIIBIOTEPE TaK, YTOOBI
MOJIb30BATEIIH:

e JIOJDKHBI OBUIM BXOJUTh B CHCTEMY, YTOOBI HMETh BO3MOXKHOCTH
BBIKJTIOYUTH KOMITBIOTED;
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o J0JDKHBI OblTH HakuMaTh Ctrl+Alt+Delete mis Bxona B cucremy;

e« He cMornu yBuAeTb B okHe Windows Security uMs TOCIEIHETO
MOJIB30BATEIS.

5. Breiiigure U3 CUCTEMBL.

6. OOpatuTe BHUMaHWE, YTO TEMEpb ISl PETHCTPAllMA HYKHO HaXaTh
Ctrl+Alt+Delete.

7. Haxwmure Ctrl+Alt+Delete.

8. B muanmoroBom okne Log On To Windows (Bxon B Windows) mosne User
Name (ITonw3oBatenb) myctoe u kHomka Shutdown (BwIKaiounTh) HEaKTHBHA.
Ecnu Bbl He BuguTe kHOTKy Shutdown, menkaure Options (Ilapamerpsr).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3aJjaHue;
TIOCJICIOBATEIPHOCTD BBHITTOJTHEHHS paOOTHI;
OTBETHI HA KOHTPOJILHBIE BOTIPOCHI,
BBIBOJI O IIPOJICIAHHOM padoTe.
KonTpoJubHbIe BOnpochl

1. 3adeMm 3acTaBiATh MOJB30BATENEH MEHSThH NAPOJIb?

2. 3ayeM IpoBEPATH JJIMHY Naposei?

3. Jlns yero Hy»KHa OJIOKMPOBKA YYETHBIX 3aIHUCEH?

4. Tlouemy >kenaTeNbHO TpeOOBaTh, YTOOBI TMOJH30BATENU HAKUMAIIH,
Ctrl+Alt+Delete nepen BxonoM B cucteMy?

5. Kak mpemoTBpaTuTh 0TOOpakeHWE MMEHU IOCJIEIHETO IMOIh30BaTeNs B
muanoroBeix okHax Windows Security (besomacrmocts Windows) u Log On To
Windows (Bxox B Windows)?

AN
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IIpakTnueckoe 3anaTue 21. Hacrpoiika mapamerpoB 0e30IaCHOCTH
ONEePALMOHHBIX CHCTEM.

Heap padorbl ycranoButh B BIOS Setup mapamerpsl, oOecrieunBaromiye
0€30MacHOCTh CHCTEMBI.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

BIOS. Ilocne BKIIFOUEHUSI KOMIIBIOTEPA MPOLIECCOP HAUMHAET CUUTHIBATH U
BBITIOJIHATh MUKPONPOrpaMMbl, KOTOpble XpaHsaTcs B Mukpocxeme BIOS (Basic
Input/Output System — 6azoBasi cucrema BBoAa/BbIBO/a). [Ipexkae Bcero HaunHaeT
BBINIONHATBCS Tiporpamma tectupoBaHusi POST (Power On Self Test), koropas
npoBepsieT padOTOCIIOCOOHOCTh OCHOBHBIX YCTPOMCTB KOMITIBIOTEpA: MPOIEccopa,
BHJIC0AQ/IANTEPA, ONEPATUBHOW MaMSTH, IOCIEAOBATEIbHBIX M IApaLUIEIBHOTO
MOPTOB, AUCKOBOJIOB, KOHTPOJUIEPOB KECTKUX JIUCKOB U KIIABUATYPHI.

B cnyuae oOHapy>KeHHs HEHUCIIPABHOCTEM BBIJAIOTCS MOCIEAOBATEIBHOCTH
KOPOTKMX M JUIMHHBIX 3BYKOBBIX CHIHAJOB, a I[IOCJI€ WHUIMAIU3alUU
BUJIC0a/1ANTEPA MPOLIECC TECTUPOBAHUS OTOOPAXKAETCS HA SKpaHE MOHUTOPA.

3ananue:

«BIOS u 3arpy3ka onepauMoHHO#N CHCTeMbI». BKIIIOYNTh KOMIIBIOTEP U
HA0JII01aTh MPOLIECC 3arpy3KH ONepauoHHOM cucteMbl. C MOMOIIBIO TPOTrpaMMbI
BIOS Setup mnpousBecTH yCTAaHOBKY HOBBIX TIapaMeTpOB KOH(PUTYpaluu
KOMIIBIOTEPA.

B HekoTophIX ciy4asx mOsIBICHHE COOOIIEHUsT 00 OmMOKE CBSI3aHO C
3a0BIBUMBOCTBIO TOJIb30BaTeNs. Hampumep, B cilydae MOSBICHHUS COOOIIEHUS
Invalid Boot Diskette (HeBO3MOXHO 3arpy3uTh ONEPAIMOHHYIO CHCTEMY C
JAUCKETB) JUISl  TMPOJOJDKEHHS  3arpy3kd  HEOOXOAMMO TMPOCTO  H3BJEUb
HECHUCTEMHYIO TUCKETY U3 TUCKOBOJA.

B mnpounecce tectupoBanus BIOS cpaBHHMBaeT momydaeMmble JAaHHBIE O
KOH(Urypauuu KoMmmbloTepa ¢ uH(popmanuein, xpanswmeics B CMOS -
CHenuaibHOM MUKpPOCXEME MaMsTH, PAcloJI0KEHHOM Ha cUcTeMHOM ruiare. Eciu
JTAaHHBIE HE COBIAJAIOT, TO MosiBIsgeTcs coodmenue CMOS System Option Not Set.
B arom cityyae HeoOxoaumMo ¢ oMol yTuiauTsel BIOS Setup yctaHoBUTH HOBBIE
KOH(UTYpallMOHHBIE ApaMETPHI.

JlJis TipaBUIIBHOW YCTAHOBKHM JaThl, BPEMEHM M TapaMeTpOB >KECTKUX U
T'MOKUX IUCKOB HEOOXOIMMO HCIOIb30BaTh mmanenb STANDARD CMOS SETUP
(CranpmapTHasi yCTaHOBKA).

C nomoeto nanenu BIOS FEATURES SETUP (IlonHast yCTaHOBKA) MOXHO
YCTaHOBUTH 3AIIUTY OT 3apa)K€HUs BUPYCOM 3arpy304YHOTO CEKTOpa CUCTEMHOIO
aucka. byner 3a0iokupoBaHO 1000€ H3MEHEHHE 3arpy304HOTO CEKTopa H,
MO3TOMY, IPHU NEPEYCTAHOBKE WJIM YCTAHOBKE OMNEPALMOHHON CHCTEMBI 3aIIMUTY
HEO0OXOMMO CHUMATb.

JIis ipeioXpaHeHus JaHHbIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIA MOXKHO C
nomonipo BIOS Setup ycTaHOBUTB Mapoab 1Uisl BXOa B CUCTEMY WJIM B YCTAHOBKY
KOH(UTYpallMOHHBIX TapameTpoB. (O0s3aTenbHO XOPOUIO 3allOMHUTE WM
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3alMIIATE Mapojib, T.K. B CIyd4ae €ro yTepH BXOJ B CHUCTEMY CTaHOBUTCS
HEBO3MOXKHBIM (COpOC Maposisi BO3MOXKEH TOJIBKO amlmnapaTHO, MyTeM OTKIIIOUEHUs
Mukpocxembl CMOS 0T HCTOYHHMKA MUTAaHUS — aKKYMYJISTOpA).

3arpyska onepauuonHou cucremsl. Ilocne Toro kak POST-TectnpoBanue
ycremHo 3aBepmiaerca, BIOS mnpucrymaer k mOMCKY NpOrpamMmbl-3arpy3duka
Master Boot onepanuonnoii cucrembl. CoBpeMmenHble Bepcun BIOS mo3Bossror
3arpy>kath ONEpPalMOHHYIO CUCTEMY HE TOJBKO C TMOKUX U KECTKHX JIUCKOB, HO U
¢ muckoBonoB CD-ROM, ZIP u LS-120. Ecin nporpamMmma-3arpy3uvk HanzeHa,
OHa MOMEINIAETCS B ONEPATUBHYIO MaMsTh, 1 HAYMHAET MPOILECC 3arpy3ku ¢Gaiion
OTEepPallMOHHOMN CHUCTEMBI.

CucremHas KOHQUTypauus U 3arpy3ka ApaiiBepoB yCTPONCTB MPOU3BOAUTCA
MyTeM TMOCeA0BaTeIbHON 00paboTKH KOH(UTYparmoHHBIX ¢ainoB. CHauvana
oOpabarpiBaroTcs Qaitnbl config.sys u autoexec.bat, ocraBmecs B oneparuoOHHON
cucteme Window 95/98 or MS-DOS. 3arem oOpabarbiBaroTcs (haiisl system.ini u
win.ini, KOTOpbIE OCTAJIUCh OT ONeparroHHoi cucteMbl Windows

3. Xx. Jlanee 3arpykarOTCsi 3JIEMEHTBHI, HAaXOJASIIHECS B MEHIO
ABTO3arpy3ska.

3ananue:

1. Bxmounth  koMmmbloTep.  HaOmiomate  mpouecc — TeCTUpOBaHUS
KOMIIbIOTepa. B cilyyae BOZHMKHOBEHUS! 3BYKOBBIX CHTHAJIOB WJIM COOOIIEHHH 00
OLIMOKE YCTPAHUTH HEUCTIPABHOCTb.

2. Jns Bxoma B BIOS Setup B mpoliecce TeCTUpOBaHUSI HaXaTh KIIABUIILY
{Del}. Ytunuta umeer unHtepdeiic B BHUJIE CUCTEMBI HEPAPXUUECKOTO MEHIO,
IIEPEMEIICHHE 110 KOTOPOMY MPOU3BOJIUTCS € MTOMOIIBIO KIABUII CO CTPEJIKAMHU.

3. ¥YcranoButh Kypcop Ha nyHKT MeHI0 STANDARD CMOS SETUP u
HaXaTh KJIABUIITY

{Enter}.

4. Ha mnosBUBIIEHCA NaHENM YCTAHOBUTb KypCOp Ha  DJIEMEHT
KOH(UIypallMOHHBIX JIaHHBIX (BBIAESETCS LBETOM) M C IOMOIIBIO KJIaBUII
{PageUp} u {PageDown} ycTtaHoBUTH TpeOyeMoOe 3HaUCHUE TTapaMeTpa.

5. ¥YcranoButb Kypcop Ha nyHKT MeHr BIOS FEATURES SETUP u
HakaTh KJIaBUIIY

{Enter}.

6. Ha mosBuBIIElCS mMaHenW yCTaHOBUTh Kypcop Ha  DBJIEMEHT
KOH(UTYpallMOHHBIX JaHHBIX Anti-Virus Protection W ycTaHOBUTH 3HAYCHHE
Enable.

7. Ha manenu BIOS FEATURES SETUP BreiOpats myHKT Security Option
Y YCTAaHOBHTH 3HaUeHHE System wim Setup.

8. OtkpeiTh manenb SUPERVISOR PASSWORD.

9. Ha mnossuBmeiica manenn ENTER PASSWORD BBectn mapons u
HaXaTh KJIABUILY

{Enter}.

10. TToBTOpHO BBECTH MAPOJIb ISl MOATBEPXKICHUS €T0 MPAaBUIBHOCTH.

11. 3amycTuTh cinyxeoHyto nporpammy Windows CBefieHUS O CUCTEME.
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12. B okHe npunoxenus BBectd koManay [Cepsuc-IIporpamma HacTpoiiku
CUCTEMBI |.
13. Ha Bxnanke OOmiye MOXKHO OTKIIOYUTh 00pab0TKy KOH(DUTYpPAITMOHHBIX
(aiiioB, a Ha IPYrUX BKJIAJKaX O3HAKOMUTHCS C UX COIAEPIKAHUEM.
OTtuer
OTyeT JOJKEH coaepKaTh:
HauMEHOBaHUE paboThI;
11eJIb PaboTHhI;
3aJlaHuE;
MOCJIEIOBATENHHOCTD BBITTOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIBHBIE BOIIPOCHI;
. BBIBOJI O TIPOJICTIaHHOM padore.
KonTpoJibHBbIE BONIPOCHI
1. Yro takoe BIOS?
2. Kaxkue mapameTpsl 0TBEUaIOT 32 6€30MaCHOCThH?
3. UYto Takoe KOH(pUryparoHHbIE (ansbl?

RIS
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IIpakTnueckoe 3ansaTue 22. Hactpoiika napamMeTpoB 0€301aCHOCTH
Windows.

Heap padorbli: O3HAKOMUTHCS C MEXaHM3MAMH ayTEHTH(PUKALUU U
UJEHTU(UKAIIMY, JTOKAJbHBIMU MOJUTUKaMH O€30MacCHOCTH, BCTpoeHHbIMU B OC
Windows XP.

OO6opynoBanme: yuyeOHbIN MEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

B cootBercTBUM C cepTU(UKAIMOHHBIMUA TpeOOBaHUAMH K CHCTEMaMm
0€30MacHOCTH ONEPAIMOHHBIX CUCTEM MPH MOAKIIOYSHUH MOJIb30BATENEH JOMKEH
pEaNM30BBIBATLCS ~ MEXaHW3M  ayTCeHTU(GUKAIMH  W/WIKM  UACHTH(PUKAIMH.
Nnentudukanus u ayreHTUPUKAIUS TPUMEHSIOTCS JUISI OTPaHUYEHUs JOCTYyIIa
CIy4allHBIX WJIM HE3aKOHHBIX CyOBEKTOB (MOJb30BaTENEH, MPOIECCOB) K
HH()OPMAITMOHHON CUCTEME, 00BEKTaM — pecypcaM (ammapaTHBIM, MPOTPAMMHBIM,
MH(GOPMAIIMOHHBIM).

Nnentudukanusa — npucBoeHre cyObeKkTaM U 00bEKTaM J0CTYyIa JIMYHOTO
UJeHTU(PUKATOPA U CPABHEHUE €TI0 C 3aJ]aHHBIM.

AytenTudurkanuss  (yCTaHOBJEHHWE  TMOJJIMHHOCTH) —  IMpOBEpKa
MPUHAJJICKHOCTH CYOBEKTY JOCTyHa NPEAbSIBICHHOIO WM HJCHTH(UKATOpa U
NOATBEPXKJACHUE €ro TMOUIMHHOCTH. Jlpyrumu cioBaMu, ayTeHTU(UKAIUS
3aKJII0YaeTCs] B MPOBEPKE: SABIAETCS JIM MOAKIIOYAIOIIUNCSA CYOBEKT TEM, 32 KOTO
OH caM ceO0sl BBIIACT.

Hacrpoiika napametpoB ayrentuduxauu B OC Windows XP BeimonHseTcs
B paMKax JIOKaJIbHOW MOJUTHUKHU Oe3omacHocTH. Bkianka «JlokambHas MOJMTHKA
0e30macHOCTU» HCHONB3YeTCS IS W3MEHEHHS TOJUTHUKUA YUYETHBIX 3aluceid u
JIOKAJBHBIX TIOJIMTHK O€30MacHOCTH Ha KoMmbioTepe. [lpm momomm BKIAIKU
«JlokasbHast MOMUTUKA 0€30MaCHOCTUY» MOKHO ONPEIETUTH:

o Krto umeer noctyn Kk KOMIBIOTEPY;

o Kakue pecypchl MOTYT HCIIOJIB30BATh MOJ30BATEIN HA KOMIIBLIOTEPE;

o BxiroueHne W BBIKIIOYEHHE 3alMCU JCWCTBUM I10Jb30BATEIIEN WU
TPYIIIbI TTOJIB30BATENIEH B KypHAJIE COOBITHIA.

3ananue: HactpouTh mapameTpsbl JIOKAIBHOW MOJMTUKUA O€30MAaCHOCTU
oneparoHHoi cucrembl Windows XP.

AJITOPUTM BBINOJIHEHUS PadoThI:

Jljis mpocMOTpa U U3MEHEHHS MapaMeTpPOB ayTEHTU(DUKAIIUN
MIOJIb30BATEIIEN BBIIIOJIHUTE CIICAYIOLIME ICUCTBHUS:

1. Bri6epute kHomky [lyck Ha manenu 3amay.
2. Otkpoiite meHto Hactpouts — [1anens yrpaBiieHus..
3. B oTkpbIBIIEMCSI OKHE BBIOEPUTE SIPJIBIK A TMUHUCTPUPOBAHUE —

JlokanbHas monuTka 6e3omnacHoctH (puc. 1).
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Puc. 1

4. Brioepute nmyHkT IoJMTHKA y4eTHBIX 3anuceii (3TOT MMyHKT
BKJIIOYaeT ABa noAanyHkra: Illonuruka maposei u Iloauruka 6J10KMPOBKHU
YUYETHOM 3amucH).

5. Otkporite noanyHKT ITonuTtuka naposeil. B npaBoM okHe MOSBUTCS
CIIUCOK HAaCTPaMBaE€MbIX NapaMETPOB

o NokansHbIE NAapaneTpe! Ge30nacHocTH

Kowone  fefcress Bmltmau:a

es |8 XR B

@ Mapamerpes BesonacrocT Plak,. pok AERCTEHA NApanA
= ) Nonvrmsson yerrse: samo f8lsm, anva nanona
o j Mo i M, P ek TERA NEOM
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: {28 Kpararrs napom ecex nansacearensi s Atwens, nEnonesyR ofpaTimoe Lidposae

Puc. 2

6. B 1nokazanHoM nmnpumepe TOJUTHKA TApoJie  COOTBETCTBYET
HMCXOJHOMY COCTOSTHUIO CHCTEMBI O€30ITaCHOCTH TOCJIE YCTAaHOBKH OIEPAIlMOHHON
CHUCTEMBI, IPU 3TOM HM OJIMH W3 MapaMeTpOB HE HACTpPOeH. Bo3MokHbIE 3HAUCHUS
napameTpoB MpuBeieHbI B Tabmuie Nel.

Tabnuma Nel
3Hauyenus napametpoB llonutrku naponei
[Tapametp 3HauYCHHE
TpebGoBaTh OrnpenensieT Yucio HOBBIX NapoJIel, KOTOPBIE TOJKHBI
[MOBTOPSIEMOCTH OBITH COMIOCTABIICHBI YUETHOM 3aIlliCH MOJIb30BATENS,
rapoJieit [IPEXKJIC YEM MOXKHO
OyJIeT CHOBa MCMOJIb30BATh CTAPBIM Mapoib. ITO
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3HAYEHHE JOJDKHO MPUHAJJICKATh Auana3ony ot 0 g0 24.

MaxkcuManbHbIN CPOK
NENCTBUS NTApOJIS

Onpenensier nepuo BpeMenu (B JlHsX), B T€UEHHUE
KOTOPOI'0 MOKHO HCIIOJIb30BaTh Mapojib, YEM CUCTEMA
NoTpeOyeT OT MOJIb30BaTelNd 3aMEHUTh €ro. MoKHO
3a1aTh 3HaUeHHE B quamna3one ot 1 1o 999

ITHEN WIIM CHSITh BCSKHE OTPAHUYEHUS CPOKa JEHCTBUA,
YCTaHOBUB YMCJIO THEH paBHbBIM 0.

MUHUMAJIBHBIN CPOK
NEUCTBUS TAPOJISL.

Omnpenensier nepuoa Bpemenu (B [IHsAX), B TeueHue
KOTOPOT0 MOKHO MCIOJIb30BaTh Mapoib, YEM CUCTEMA
noTpeOyeT OT MOJIb30BaTelNs 3aMEHUTh ero. MOoKHO
3aJaTh 3HaUe€HUE B aJuamna3zoHe oT 1 1o 999

THEW WM CHSITh BCSIKHME OTPAHUYECHUSI CPOKA JICUCTBUS,
YCTAaHOBHUB YMCJIO AHEN paBHbIM ().

MuHuManbHas JjInHa
[apoJIs.

OrnpenensieT HauMEHbIIIEe YUCIIO CUMBOJIOB, KOTOPHIE

MOXET COJACPKATh MapoJib YUYETHOM 3aMicu

1oJIb30BaTelIsi. MOKHO 3a71aTh 3HAUCHHUE B JIMANIa30HE OT

1 1o 14 cuMBOJIOB WU OTMEHUTD

MCII0JIb30BaHUE MapOJIsl, YCTAHOBUB YHCJIO CUMBOJIOB
aBHBIM ()

[Taposb nomxeH
OTBEYaTh TPEOOBAHUSIM
CIIOKHOCTH

Omnpenensier, JOHKHBI JIU OTBEUATH MAPOJIU TPEOOBAHUIM
cinoxHocTH. Eciu 9Ta monuTHka BKIIIOYEHA, TAPOITU
TTOJKHBI YAOBJIETBOPSITH CIAEAYIOUUM MUHUMATbHBIM
TpedoBanusIM. O [laponb HE MOXKET collepKaTh UM
YUYETHOM 3aMKCH MOJIb30BATENS WIH KaKy0-Tu00 €ro
yacTh; ) [lapoap 10IKEH COCTOATH HE MEHEE YeM u3 6
CUMBOJIOB; ) B nmapoJie 10mKHb IPUCYTCTBOBATh
CUMBOJIBI TPEX KAaTErOpUil U3 YKCIIa CIEAYIOIIUX
yeTbipeX: 1. [IponucHbie OyKBBI aHMIHIICKOTO andaBuTa
oT A 110 Z; 2. CtpouHble OyKBBI aHTJIMACKOTO anihaBuTa
oT A 110 Z; 3. CUMBOJIBI HE TIPUHAJICKAITUE all(PaBUTHO-
1udpoBomy Habopy (Hampumep, !,$.#,%). [IpoBepka
COOJIIOICHUS ITUX

TpeOOBaHMIA BBITTOTHAETCS TPU H3MEHEHUU WJTU CO3IaHHH
[apoJseu.

XpaHWUTb APOJIN BCEX
[T0JIb30BATENIEN B
TTOMEHE, UCTIONb3Y I
oOpaTtumoe
muppoBaHUeE.

Onpenensiet, cienyet iu B cucreMax Windows 2000,
Windows XP xpanuts naponu, ucrnonb3ys o0paTumMoe
g poBaHue. ITa NOJUTHUKA 00ECTIeUnBAET MOJACPKKY
MIPUIIOKEHUH, HCTIONB3YIOIIUX MPOTOKOJIBI, KOTOPBIM JIJIs
MIPOBEPKHU MOUIMHHOCTH HY’KHO 3HaTh IapoJib
[0JIb30BaTENsl. XPaHUTh MApOJIH, 3alIU(POBAHHBIE
00paTUMBIMU METOAAMM, ITO BCE PABHO, UTO XPAHUTh UX
OTKPBITHIM TEKCTOM.

[ToaToMy JaHHYIO MOJIUTUKY CIEAYET UCHOIb30BaTh JIUIIIb

B HCKIIIOYHUTCIIbHBIX claydaiax, CCJIN HOTpe6HOCTI/I

88



|HpI/IJ'IO)I(eHI/I$I OKa3bIBAIKOTCA BAXKHCC, YCM 3allliTa IIapOJii. |

7. O3HaKOMHTECH CO CBOMCTBAMM BCEX ITAPAMETPOB.

8. Jlis u3MeHeHus: TpedyeMoro napaMeTpa BbIJICIUTE €ro U BHI30BUTE
€ro CBOMCTBA W3 KOHTEKCTHOI'O MEHIO MOCJI€ HAaXKaTusl MPaBOil KHOMIKKA MBIIIH (WU
JBaX bl NIEJIKHUTE HA U3MEHSAEMOM apaMeTpe).

9. B pesynbTaTe 3TOr0 NeHCTBUS MOSBUTCS OJJHO U3 OKOH, MOKAa3aHHBIX
Ha puc. 3.

BovCTRA: TIapoAL A ORNEN OTBEYATS 1)

<oosas 21

Hapmmmammﬁmmamu|

:E_j T80 78 S0k OTREUATE TRABOBMISEN CACKHOCTH

" Brecwms

1+ Dremoaims

[Dioe]| B iz

Puc. 3

10.  HM3menute, 3HaueHUe napamerpa u HaxMmure OK.
11. Hanpumep  (00s13aTe€IbHO BBITIOJIHUThL U
COXPAHHUThH), BBIOEpUTE MapameTp TpeboBarh

HEIMOBTOPSIEMOCTH MMAPOJIEN U UBMEHUTE €ro 3HaYEHUE Ha 1.

12.  lns vactpoiiku [Tonutrku GJI0KMPOBKH YUETHOM 3alTMCH BIOEpUTE
3TOT MOAITYHKT U OTKPOWTE €ro.

13.  3HadeHHs mapaMeTpoB JAHHOTO MOoANyHKTa [lonuTHKN yueTHOM
3amucy puBeIeHBI B Tabmuie No2. Taommia Ne2

89



[TapameTp

3HaueHUE

[Toporosoe
3HAYCHUE
0JIOKUPOBKHU

Onpenesnser YMciIo HEYTauyHbIX MTONBITOK BX0O/AA B CUCTEMY, ITOCIIE
KOTOPBIX YUETHAs 3aIUCh MOJIb30BATENS OJIOKUPYETCS.
bBIIOKMPOBAaHHYIO YUETHYIO 3alIMCh HENb35 UCIIOIb30BATh J0 TEX
nop, noka He OyJ1eT cOpollIeHa AIMUHUCTPATOPOM HIIU MOKa HE
MCTEUET €€ MHTEepPBaAJl OJOKUPOBKU. MOXKHO 3a7aTh 3HAUCHHUE B
nuana3oHe ot 1 10 999 unu 3anpeTuTh OJIOKUPOBKY TaHHOM
YUETHOM 3alucH, yCTaHOBUB 3HaueHue (.

biokupoBka
YYETHOU
3allMCH Ha

OrnpesensieT YUCI0 MUHYT, B TEUEHUH KOTOPBIX YUETHAs 3alHCh
ocTacred

OJIOKUPOBAHHOM, MpeXk e YeM OyIeT aBTOMAaTHIECKU
pa30I0KupOBaHa. DTOT MapaMeTP MOXKET MPUHUMATh 3HAYCHUS OT
1 10 99999 munyt. Eciiu ycranoButh 3HaueHue 0, yueTHas 3aluch
Oyzaet GiokupoBaHa Ha BCE BpeMsl 10 TE€X MOp, MOKa
aQIMUHUCTPATOP HE pa30JIoKupyeT €€ aBHbIM 00pa3om. Eciu
MOPOTOBOE 3HAUCHUE OJOKHUPOBKU OMPEIEIICHO, TaHHBIA HHTEPBAI
OJIOKUPOBKH JTOJKEH

OBITH OOJIBINIE MJIM PaBEH HHTEpPBaAIy cOpoca.

Copoc
CUeTYHMKA
OJIOKUPOBKU
yepes

OmnpenensieT 9ucio MUHYT, KOTOPBIE TOJKHBI IPOUTH MOCIIE
HEYJJTAYHOH TIOTIBITKU BXOJA B CUCTEMY, MTPEK/IE YEM CUCTUHK
HEYIauyHBIX MOMBITOK OyneT copoiieH B (. DTOT mapameTp MOXKET
MPUHUMATH 3HauyeHus ot 1 70 99999

MuHyT. Ecniu onpeneneno moporoBoe 3Ha4eHUE OJOKUPOBKH,
TaHHBI MHTEPBAJ COpOCca HE JTOHKEH ObITh O0JIbIIe HHTEpBAJa

bJIOKHpOBKA YYETHOM 3alMCH HA.

14.
15.

O3HaKOMHTECH CO CBOMCTBAMH BCEX MTAPAMETPOB.
JIns n3MEeHEHHs apaMeTPOB BOCIHOJIB3YUTECH aJITOPUTMOM,

ONMCAHHBIM B MyHKTax 8-10.
3ajanus It CAMOCTOATEILHOM Pa0dOThI:

1. N3mennte mapamerp «Ilaposab mokeH OoTBe4aTh TPeOOBAHUAM
ciaoxuocTn» IloauTuku naposei Ha «Briaw4yen» (pucyHok 3) U MOCJE ATOTO
MonpoOyilTe HM3MEHUTHh Napojb CBOEW Y4YeTHOM 3amuch. 3apuKCUpPYHTE Bce
COOOIICHHS] CUCTEMBI, MPOAHANM3UPYUTE U BBEIUTE JOMYCTUMBIN Mapojb. ITOT
MapoJib SIBJISIETCS pe3yJIbTATOM BBINIOJIHEHUS Batiero 3agaHust.

2. Ilocne ycnenrHoro BBINOJIHEHUS NIEPBOIO 3aJaHus, U3MEHHTE MApOJb
Bameit yuyeTHOM 3amncH, a B Ka4€CTBE HOBOT'O NAPOJIA YKAKUTE MIPEKHUN NTApOJIb.
Bce cooOmenus 3aduxcupyiite, NpoaHATU3UPYWUTE M OOBSICHUTE TOBEJCHUE
CUCTEMBI 0€30I1aCHOCTH.

3. IIpoBeauTe sKcriepuMEHTHl ¢ Apyrumu napamerpamu IloauTuku
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YUYEeTHBIX 3alluCeH.
Otuer
OT4er I0JIKEH coepkKaTh:
HauMEHOBaHUE padoThI;
1eJIb PaboThI;
3a/1aHueE;
TIOCJICIOBATEIPHOCTD BBHITTOJTHCHHS PaOOTHI;
OTBETHI HA KOHTPOJILHBIC BOTIPOCHI;
BBIBOJI O IIPOJICIIAHHON pabdoTe.
KoHnTpoJsibHbIE BOPOCHI
1. Yro Takoe ayTeHTH(UKAIUA U UICHTU(DUKAINS?
2. Jlns 9yero mpuUMEHSIOTCS 9TH MEXaHU3MBbI?
3. UTo MOXHO HaCTPOUTH C MOMOIIIBIO BKJIAAKH JIOKaTbHbBIE TTOTUTUKH
6e3omacHocTH?

SNk L=
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IIpakTnueckoe 3ansaTue 23. Hactpoiika napamMeTpoB 0€30MaCHOCTH
HHuTepHerT.

Heab paboThl IPOU3BECTH HACTPOUKY MapaMeTpoB Oe3onacHocTH Internet
Explorer.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Xoa BbINOJIHEHHUs Pa0doThI:

1. Ortkpotite nuanoroBoe okHO CBoiicTBa: Unurepuer (Ilyck/Ilanens
ynpaenenus/Ceolicmea ob6o3pesamens);

2. llepeunngure Ha BKIIAAKy be30macHOCTh U OTKPOUTE MapaMeTPhl 30HbI
HNuTepHeT ¢ moMoibpo KHOIIKY /pyeoit...;

3. Ycranosure IlpoeepKy umenu nonv3oeamens B peKuM 3anpoc MMEHHU
M0JIb30BaTEJISl M MAPOJIS;

4. PaspemmnTe B COOTBETCTBYIOIINX MOJIAX YKAa3aHHBIC HUKE JECUCTBUS:

o biiokrpoBaTh BCILIBIBAIOIIUE OKHA;
o JlocTyn K MCTOYHHMKAM JaHHBIX 32 MpEeAesIaMH IOMEHA;
o Ilepexon Mexay Kaapamu 4epe3 pa3HbIe JOMEHBI;
5. ¥Ycranosure Paspemenus KaHaJja IPOrpaMMHOI0
odecrieueHust Ha Buvicoxuu VPOBEHb
bezonacnocmu;

6. Otkirounte Mcnonvzosanue s1emenmog ActiveX He nomeueHHvlx KaK
bezonacnvie;

7. OtkmrounTe 3arpy3ky Henoonucannwvix snemenmos ActivelX,

8. Ilpumenure mapameTpsl kKHONIKOU OK;

9. VYcraHoBuTe napameTpbl KOHOUICHIIUATEHOCTH:

o nepenaute Ha BKIaaKy KoHpuaeHunaabHoCTh;

o YCTAHOBHTE PETYJISITOP HA YPOBEHb YMepenHo 6blcOKUlL,

o paspelure 3arpyxathb Qaiiisl cookie c y3na www.mail.ru:

. IICJIKHUTE MO0 KHOTIKE Y3101,

. BBEJIUTE B MOJIE€ WWW.Mail.ru M IETKHUTE 10 KHOIKE
Pazpewiumy,

o aHAJIOTUYHO pa3pelInTe 3arpykarb cookie co ClaeayIomux y3/oB:
www.yandex.ru, www.pochta.ru;

o MIPUMEHUTE NapameTpsl KHONKoW OK;

10. HactponTe orpaHrdeHMs Ha JOCTYII K PECYpCaM 110 COAEPKAHUIO
uH(pOpMAIUU HA HUX:
o nepeiiaure Ha Bkiaaky CoaepxkaHme U OTKPOMTE OKHO
Orpanuyenue A0CcTyNa KHONKOW Brirouume B pasnene
OrpanuyeHus 10CTYNA;

o YCTaHOBUTE MapOJb:

. nepeanTe Ha BKIaaky Oommue;

. OTKPOMTE OKHO CO3JaHus napois kHonkou Co3damp
naponv;

. BBE/IUTE MAPOJIb - USer U MOACKA3KY K HEMY - user;
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. MPUMEHHTE napameTpsl KHONKO OK.

o nepenanuTe Ha BKIAAKY OLEHKHM M YCTAaHOBUTE YPOBHHU
Cayx0b1 ouenkn Recreational Software Advisory Council o cBoemy
YCMOTPEHHUIO;

o IIPUMEHUTE IapameTpsl KHonkon OK;

o OYMCTUTE  TaApOJu, KOTOphle  Opay3ep  aBTOMAaTUYECKHU
3anoMuHaer. [ns atoro Ha Bkiaake Copepixkanue, IICIKHUTE IO  KHOIKE
Aemo3anonnenue, a 3areM 10 KHONKe Quucmumsb napoau;

o yaanure BpeMeHHble (anbl MHTepHeT U cookies Ha BKIazKe
Oo6mue.

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHuUE;
[OCJIEOBATENBHOCTD BBIITOJIHEHHS pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O IIPOJICIAHHOM padoTe.
KonTpoJubHbIe BOnpochl

1. Kakue nmapameTpbl HEOOXOAMMO HAaCTpauBaTh JJisi 0OeCeUeHUs
oe3omacHocTu Opaysepa Internet Explorer?

2. Jlns yero HeoOxXoaUMa MPOBEPKA UMEHU TOJIH30BATEINSI U TapOJIs?

3. 3ayem HeoOX0/IMMa HACTPOITKa MapaMeTpOB KOHPUACHIIMAIBHOCTH ?

AN
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	Практическое занятие 1. Анализ источников, каналов распространения и каналов утечки информации
	Цель работы: формирование навыка работы с нормативными документами по исследуемому вопросу; анализ угроз информационной безопасности
	Задание
	Отчет
	Контрольные вопросы


	Практическое занятие 2. Проведение анализа информации на предмет целостности
	Цель работы изучить понятие целостности информации, проанализировать риски информационной безопасности.

	Ход работы:
	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 3. Оценка уязвимости информации
	Цель работы: ознакомиться с алгоритмами оценки уязвимости информационной безопасности.

	Теоретические основы
	Эмпирический подход к оценке уязвимости информации.
	Задание:
	Отчет
	Контрольные вопросы
	Цель работы: закрепление теоретических знаний по вопросам сертификации средств защиты информации по требованиям безопасности информации.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 5. Требования к безопасности информационных систем в России.
	Цель работы: закрепление теоретических знаний в области правового обеспечения информационной безопасности.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 6. Оценка состояния безопасности ИС США.
	Цель работы изучить Стандарт США "Критерии оценки гарантировано защищенных вычислительных систем в интересах министерства обороны США".

	Теоретические основы
	1. Стратегия.
	2. Подотчетность.
	3. Гарантии.
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 7. Определение классов защищенности средств вычислительной техники от несанкционированного доступа.
	Цель работы: изучить и проанализировать руководящий документ "Средства вычислительной техники. Защита от несанкционированного доступа к информации. Показатели защищенности от несанкционированного доступа к информации".

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Теоретические основы
	централизованной;
	плановой;
	конкретной и целенаправленной;
	активной;
	экономически эффективной; затраты на систему защиты не должны превышать размеры возможного ущерба
	Задание:
	Отчет
	Контрольные вопросы

	Практическая работа 9. Анализ терминов и определений информационной безопасности
	Цель работы проанализировать ГОСТ Р 53114-2008 Защита информации. Обеспечение информационной безопасности в организации. Основные термины и определения.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 10. Работа с ГОСТами в области информационной безопасности
	Цель работы на основе ГОСТ Р 53114-2008 получить навыки составления документации в области информационной безопасности.
	Задание:
	Отчет
	Контрольные вопросы


	Практическое занятие 11. Составление инструкции по обработке и хранению конфиденциальных документов
	Цель работы составление алгоритма для работы с конфиденциальной информацией.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 12. Определение коэффициента важности, полноты, адекватности, релевантности, толерантности информации
	Цель работы: работа в тестовой программе (Aida или CPU-z); основные настройки базовой системы ввода вывода.
	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы


	Практическое занятие 13. Оценка безопасности информации на объектах ее обработки
	Цель работы ознакомиться с проблемами реализации политик безопасности в компьютерных системах.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 14. Классификация автоматизированных систем обработки информации по классу защиты информации
	Цель работы закрепление знаний основного понятийного аппарата, применяемого в области защиты информации, формирование навыка работы с нормативными документами по исследуемому вопросу.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы
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