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Meronnueckue ykasaHus U1 NPAKTUYECKHUX 3aHATUNA IO JUCLUILIMHE
MJIK.05.02 Texnuueckas 3ammra WHOOPMAIIUU COCTaBIEHBI B COOTBETCTBHH C
tpeboBanusimu PI'OC CIIO. IlpennazHaueHbl Juisl CTYI€HTOB, 00YYarOLIUXCS 10
cnennanbHOCTH 09.02.01 KoMIIBIOTEpHBIE CUCTEMBI M KOMILIEKCHI.



IHosicHUTEALHAA 3aNIUCKA

JlaHHbIE METOAMYECKHUE YKa3aHUs MpeJHa3HAYEHbl [JIs 3aKperuieHus
TEOPETUYECKUX 3HAHUI U MPUOOPETEHUSI HEOOXOAUMBIX MPAKTUYECKUX HABBIKOB U
YMEHHUI MO mporpamMme AUCHUILIMHBI « TexHuueckas 3anura uHGopMamumy s
cnennanibHOCTH CIIO 09.02.01 KoMIIbroTEpHBIE CUCTEMBI M KOMIIEKCHI.

B pesynbrate ocBoeHUsI y4eOHOM MUCIUIUITMHBI O0yJarOUUNACS TOKEH
3HATH:

® pErjaMeHThl, IPOLEAYPbl, TEXHUUYECKUE YCIOBUS U HOPMATHUBBIL;

® OCHOBHBbIC TIOHSATUS M OIPEIETIEHUs, HCIOJb3yeMble TMPU U3YUYCHUU
nH(pOopMaIIMOHHOM 06€30MaCHOCTH;

e KIacCU(PUKALUIO YTPO3 UHPOPMAIIMOHHOM 0€30MacCHOCTH;

® KJIACCUYECKHE U COBPEMEHHbBIC METO/IbI B3JIOMa UHTPACETEH;

e knaccuukamuioo "KOMIIBIOTEPHBIX BHPYCOB", Kakyl yIrpo3y OHH
MPEACTABIAIOT JJi1 0€30MacHOCTU WH(OpMAIMU W TpaBUJIa 3alUTHl OT
"KOMIIBIOTEPHBIX BUPYCOB";

® Kak OpraHuM30BaTh MHPOPMAIIMOHHYIO OE30MIaCHOCTh Ha MPEANPUSITHI

e HOpPMBI U TpeOOBAHHMS POCCHUUCKOTO 3aKOHOJATENbCTBA B  00JaCTH
JUIEH3UPOBAHUS U CEPTUPUKAIUY;

yMeTh:

® BBINOJHATH TPEOOBAHUSI HOPMATUBHO-TEXHUYECKOM IOKYMEHTAIIUU;

® TMPaBUIIBLHO BRIOPATh M UCIOIB30BaTh AHTUBUPYCHYIO IIPOTPamMmy;

® BOCCTaHAaBJIMBATh MOPAKEHHBIE "KOMITBIOTEPHBIMU BUpYyCaMU'" OOBEKTHI;

® TMOAKIIOYMTH oOpranmzanuio K Internet c¢ coOmrogeHuem TpeboBaHUM
nH(pOpMAIIMOHHOM 0€30MaCHOCTH;

e KiaccuuIMpPOBATH aBTOMAaTU3WPOBAHHbIC CUCTEMBbI COTJIACHO
PYKOBOISIIIMX TOKYMEHTOB [ 'octexkomuccun Poccurickoin Penepanuu;

HMeTh MPAKTUYECKHUIl ONbIT:

® [PUMEHEHUS] HOPMATUBHO-TEXHUYECKON JOKYMEHTALINH;

® YCTaHOBKHU U COMPOBOXKIACHUS aHTUBUPYCHBIX MPOTPaAMM;

® BOCCTaHOBJICHHUS KOMIIbIOTEpA MOCIIE MOPAXKEHUS BUPYCAMU;

® T[OJIKJIIFOYEHUS YCTPOUCTB C COOMIOJICHHEM TpeOoBaHMM MH(POPMAIMOHHON
0€30MacHOCTH.



IlpakTnueckass  padora 1. AHaaIM3  HCTOYHHKOB, KaHAJOB
pacnpocTpaHeHusi U KAHAJIOB yTeYKU HHpopManum

Heab pabdoTbl: dopMHupoBaHWE HaABBIKA PAOOTBI C HOPMATHBHBIMU
JOKYMEHTaMHU TI0 MCCJIEAYEMOMY BOMPOCY; aHAINU3 yrpo3 UHPOPMAIMOHHOMN
0e30macHOCTH

Xoxa padoThI:

Teopernyeckue 0CHOBbI

[Tonsarue «unpopmannronnas OezomacHocTh» (MB) paccmarpuBaeTcsi kKak
COCTOSIHME 3alIMIIEHHOCTH MOTPEOHOCTEN JUYHOCTH, OOIECTBAa U TOCYIapCTBa B
uHbopMaIMi, TP  KOTOPOM  OOECMEYMBAIOTCS UX  CYIIECTBOBAHUE U
IPOrPECCUBHOE PAa3BUTHE HE3aBUCMMO OT HAJIWYUS BHYTPEHHMX M BHEIIHHUX
nHbOopMaIMOHHbBIX yrpo3. Torna ¢ mo3unuu odecriedenust Ub moxxHo onpenenunTs,
4YTO (V)i uH(OPMAITMOHHON yIpo301 IIOHUMAETCSA BO3/ECHUCTBUE
JNECTa0MIM3UPYIOMKUX  (akTOpoB  HAa  COCTOSSHHE  MH(DOPMHUPOBAHHOCTH,
MOJIBEPraloIlee OMaCHOCTH >KM3HEHHO Ba)KHBIE MHTEPECH! JIUYHOCTH, OOIIECTBA U
rocyaapcTBa.

B 3akone P® «O 6e30macHOCTH» TaHO OMpPENeSIEHUe yrpo3bl OE30MacCHOCTH
KaK COBOKYIHOCTH YCJIOBHUH, (DaKTOpPOB, CO3JAIOUIMX OIMNACHOCTh KU3HEHHO
BOXHBIM HWHTEpecaM JMYHOCTH, oOmecTBa u rocyaapctBa. Iloxg yrposoi
uHpopmauu B cuUcTeMax ee OoOpa0OTKM TMOHHUMAETCS  BO3MOKHOCTh
BO3HUKHOBEHHUS! Ha KakoM -JIMOO 3Tare >KU3HEIAEATEIbHOCTU CUCTEMBI TaKOTO
ABJICHUSI WJIM COOBITHS, CIEIICTBUEM KOTOPOTO MOTYT OBITh HEXKeNlaTelabHbIe
BO3/eiicTBUA Ha uH(opmanuio. K HacTosmeMy BpeMEeHM HM3BECTHO OO0JbIIIOe
KOJINYECTBO PA3HOIIAHOBBIX YIPO3 Pa3IMYHOIO MPOUCXOXKICHUS, TasIUX B cede
pa3IMuHyI0 ONAcHOCTh A MHpopMmanuu. [[Jis CUCTEMHOrO NpPEACTaBICHUS HUX
yA00HO KJIacCCU(PHUIMPOBATh MO BUIY, BO3MOKHBIM HCTOYHHMKAM, MPEANOCHUIKAM
MOSIBJICHUS U XapaKTEPy MPOSBICHUSI.

Buner yrpo3 OrmpenenuB TMOHSTHE «Yyrpo3a TOCYIapCTBY, OOIIECTBY W
JUYHOCTU» B IIHPOKOM CMBICIE, PACCMOTPUM €ro OTHOCUTEIBHO HE
MOCPEJICTBEHHOI'O0 ~ BO3ACHCTBUS HAa  KOHQUIACHUMAIbHYIO  HMH(OpPMALUIO,
o0pabaTbiBaeMyl0 Ha KaKOM-JIMOO 0ObekTe (KaOuHe Te, MpeaupusTHH, (hupme).
AHanu3upysi BO3MOKHBIE MyTH BO3JIECUCTBHS Ha MH(POPMALIMIO, MIPEACTABISIEMYIO
KaK COBOKYMHOCTh HH(OPMAIMOHHBIX AJIEMEHTOB, CBSI3aHHBIX MEXIYy CcO00M
JIOTUYECKUMHU CBSI3SIMH (pUC. 1), MOKHO BBIJCIIUTh OCHOBHBIE HAPYIICHHUS:

—  (Qu3nyecKoM 1EeI0CTHOCTH (YHUUYTOKEHUE, pa3pyIlIeHUE SJIEMEHTOB);

—  JIOTUYECKOM IEJIOCTHOCTH (pa3pyIIieHHe JIOTHUECKUX CBsI3eH );

—  comepxxanuss  (U3MeHeHHe ~ OJIOKOB  HMH(pOpMalUM,  BHEIIHEE
HaBSI3bIBAHUE JIOKHON MHPOPMAIIHH);

—  KOHQUACHIMAIBHOCTU (pa3pylLICHHE 3allUThl, YMEHBIICHUE CTEIECHU
3alUIIEHHOCTH HH(OPMAIINN),

—  mpaB COOCTBEHHOCTH Ha HH(OpMaLUI0 (HECAaHKIIMOHUPOBAHHOE
KOIMPOBAHUE, UCIOJIb30BAHKE).

C yderom 3TOro ajigd TakuxX OOBEKTOB CHUCTEM Yrpo3a HH(POPMALUOHHON
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0€30MacHOCTH MPEICTABIIACT PeaIbHbIE WM MOTCHIIMATEHO BO3MOXKHBIE JIEUCTBUS
WM yCJIOBHS, TIPHUBOMAIIME K OBJAJCHUIO KOH(UIEHIIMATHLHOW HH(MOpMaIueH,
XUIICHUIO, WMCKAXXCHUI0, U3MEHEHHIO, YHUUYTOXEHHIO €€ U CBEACHUU O CaMOW
CUCTEME, a TAKKE K MPSIMBIM MaTEPUATbLHBIM YOBITKAM.

O06o00111ast  pacCMOTPEHHBIE YIPO3bl, MOXHO BBIJCIUTh TpPU HauboJee
BBIpaKEHHBIE ISl CUCTEM 00pabOoTKU MH(pOpMaIuu:

1) MOIBEP)KEHHOCTh (PU3MYECKOMY MCKKCHHIO WM YHUUITOKEHUIO,

2) BO3MOHOCTD HECaHKIIMOHUPOBAHHOM (crmydaiiHOH WITH
3JIOYMBIIJICHHONW ) MO UKAIINY;

3) OITaCHOCTH HECAaHKIMOHUPOBAHHOTO (cmyuaitHOTO 17001
NpEeIHaMEPEHHOT0) TOJy4YeHUs HUHPOpMAlMK JIMIIAMH, IS KOTOPBHIX OHa He
MpeIHa3HavYaIach.

Kpome toro, ¢ Touku 3peHusi aHanmsa mporecca oopaboTku uHbopMaIuu
BBIICTISIIOT TaKyl0 Yrpo3y, Kak OJIOKHpOBaHHME JOCTyma K oOpabarbiBaeMoOi
uHbOpMaInu.

VYrpo3bl 0e30macHOCTH HMHPOPMALMM B COBPEMEHHBIX CHCTEMax €€
00pabOTKH  OMpPENessfOTCS  YMBIIJICHHBIMU  (TMIpEeAHAMEpPEHHBIE YTPO3bl) U
€CTECTBEHHBIMH (HETpeTHAMEPEHHBIC YTPO3bl) Pa3pyIIalONIMMHA U UCKAKAIOIUMHU
BO3/ICHCTBUSIMU BHEIIHEH Cpefbl, HAJCKHOCThIO (DYHKIMOHHPOBAHUS CPENICTB
00paboTku MH(pOpMAINHU, a TaKKe MPEAHAMEPEHHBIM KOPHICTHBIM BO3JCHCTBHEM
HECAHKIIMOHUPOBAHHBIX IOJIb30BATEJICH, LEISIMH KOTOPHIX SBIISIOTCS XUIICHUE,
YHUUYTOXXCHHWE,  pa3pylleHHe,  HECAHKIMOHUPOBAHHAS  MOAUPUKALUA U
UCII0JIb30BaHue oOpabarbiBaeMoit uHpopmManmu. [Ipu 3TOM MOJ YMBIIUICHHBIMH,
WIN TpeTHAMEPEHHBIMH, TOHUMAIOTCS TAKUE YTPO3bl, KOTOPbIE 00YCIOBINBAIOTCA
3JIOYMBIITUICHHBIMA  JIEUCTBUSAMH JitoAei. Ciy4allHBIMHM, WJIH €CTECTBEHHBIMU,
ABIISIIOTCSA YIPO3bl, HE 3aBHUCSIIKME OT BOJM JroAei. B Hacrosiiee Bpems mpuHsTa
clieyroas KiacCupuKaus yrpo3 COXpaHHOCTH (1I€TTOCTHOCTH).

& E)

@Eﬂenume daxTopel > c@meﬂﬁmc baxTopsl >

Yrpo3bl COXpaHHOCTH HHQOPMALIHK

i <=3 H0KAPH
v’ xuueHne HOCHTEeH Hudiopmattmi P
7] metuacThbie ciydan > asaphu
v NOKMONEHHE K KaHANAM CBAN =7 BIPbiBbL
v nepexsar OMHU <=3 yparaHsl
v s Bl cruxuiisisie Gescrans C=> HaBOOHEHHA
HECAHKLIMOHHPOBAHHLIA foCcTYN < 3eMAETPACEHHA

s/ pAIrNAEHHE HHDOPMALIHH
omWHOKH B NpoLEcce === ownbrn Nons3oBaTcAN

v’ KONHPOBAHHE AAHHBIX obpaboTku —> owubKH oneparopa
HHPOPMALIHH <==J cou annaparypsl

HO,Z[ HCTOYHUKOM YI'PO3 ITOHHMACTCA HCHOCpGI[CTBGHHBIfI HUCIIOJTHUTCIIb
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yIpo3bl € TOYKM 3pEHUS] €€ HEeraTUBHOrO BO3ICHCTBHS Ha WHGOPMAIUIO.
M cTOYHUKY MOKHO Pa3fesIUTh HA CIAEAYIOIIHUE TPYIIIIbL:

—  I0Iu;

—  TEXHUYECKHE YCTPOMCTBA,

—  MOJEJH, aJITOPUTMBI, IPOrPaMMBbl;

—  TEXHOJIOTMYECKHE CXeMbl 00pabOTKHU;

—  BHEHIHSSI cpefa

[Ipeanockuiku nosiBjaeHust yrpo3. CyliecTBYIOT CleAyIolre MPeAnOChUIKH,
WIN IPUYUHBI, TIOSBIICHUS YTPO3:

—  0OBEKTUBHBIE (KOJIMYECTBEHHAs] UM KaueCTBEHHAs! HEIOCTATOYHOCTb
AJIEMEHTOB CHCTEMbI) — HE CBSI3aHHbBIE HENOCPEACTBEHHO C JEATEIbHOCTHIO
JIIOJIEH Y BBI3BIBAIOLIME CIIyYalHBIE I10 XapaKTepy IPOUCXO0XKIEHUS YIPO3bI;

—  CyOBEKTHUBHBIE — HEMOCPEACTBEHHO CBS3aHHBIE C JAESITEIBbHOCTBHIO
YeJIOBEKa M BbI3BIBAIOIIME KaK IPEAHAMEPEHHBIE (IE€ATEIBHOCTh Pa3BEIOK
MHOCTPAaHHBIX FOCYJapCTB, MPOMBIIUICHHBIN MIMHOHAXK, IE€ATEIbHOCTh YTOJOBHBIX
AJIEMEHTOB W HEIOOPOCOBECTHBIX COTPYJHUKOB), TaK M HENpPEIHAMEPEHHBIE
(m1oxoe ncuxo(pu3HOIOTHYECKOE COCTOSHHUE, HEIOCTATOYHAs MOArOTOBKA, HU3KHIA
YPOBEHb 3HAHUI) YTPO3bl HHPOPMALIUH.

[lepeuncieHHble  Pa3HOBUAHOCTH  NPEINOCBUIOK  HMHTEPIPETUPYIOTCS
CJIEYIOINM 00pa3oM:

—  KOJIMYECTBEHHAasl HEOCTaTOYHOCTh — (PU3MUYECKasi HE XBATKa OJITHOTO
WIN HECKOJbKHUX JJIEMEHTOB CHCTEMbl OOpabOTKH, BBI3BIBAIOLIAS HAPYILIECHUS
TEXHOJIOIMYECKOro  mpolrecca 00pabOTKM WM  HEPEerpy3Ky  HMEOLIUXCs
AJIEMEHTOB;

—  Ka4eCTBEHHasl HEJOCTATOYHOCTh — HECOBEPUIEHCTBO KOHCTPYKLIHMH
(opraHuzanuu) 3JIEMEHTOB CHCTEMbBI, B CHJIY YE€ro MOXET IOSBIATHCS
BO3MOYKHOCTh CIIyYailHOTO WJIM NPEIHAMEPEHHOI'0 HEraTMBHOIO BO3ICHCTBUS Ha
00pabaTbIBaeMyI0 WM XPaHUMYIO HH (popMaluio;

—  JIeATENBHOCTb  Pa3BEJOPraHOB  HMHOCTPAHHBIX TOCYJAapCTB —
CHEeUalIbHO OpraHu3yeMasi JeATelbHOCTh IOCYJapCTBEHHBIX OPraHOB Pa3BEIKH ,
npo¢eCCUOHAIbHO OPUEHTUPOBAHHBIX Ha JOOBIBaHUE HEOOXOAMMOMN MHGOpPMALIUU
BCEMHU JIOCTYITHBIMU CIIOCOOAMU U CPEJICTBAMH;

—  DOpPOMBIIUIEHHBI  INNHMOHaX: —  HEMJIacHas  JIeATEIbHOCTh
OTEYECTBEHHbBl X M 3apyOeKHBIX MPOMBILUIEHHBIX OpraHuzauuil (¢pupm),
HampaBjeHHass Ha [0 JyYeHHME HE3aKOHHbIM NyTeM KOH(UIEHIUAIbHON
uH(bOpMallK, UCTIOIb3YEeMON JUIsl TOCTUKEHUS! MTPOMBIIIIEHHBIX, KOMMEPUECKHX,
MOJIUTUYECKHUX WM MOJPBIBHBIX LIEJIeH;

—  3JIOyMBILUIEHHBIE JEWCTBUS YTOJOBHBIX JJIEMEHTOB — XUIICHHUE
uHbopMaIuu, CpeAcTB ee O00pabOTKM MM KOMIBIOTEPHBIX MPOrpaMM B HENSIX
Ha)XUBbI WIH UX Pa3pyLIEHUE B HHTEPECAX KOHKYPEHTOB;

—  IUI0OX0€ MCUXO(PHU3MOIIOTMUECKOE COCTOSSHUE — IIOCTOSIHHOE WM
BPEMEHHOE TCUXO(PU3NOIOTHYECKOE COCTOSHHE COTPYAHHMKOB, MPUBOASILEE MPU
OIpPEIETICHHBIX HECTAHAAPTHBIX BHEIIHUX BO3JIEHCTBUSX K YBEJIMUYEHHUIO OIIMOOK U
cO0eB B 00CITy’KUBaHUU CHUCTEM 00pabOTKH MH(OpPMALIMU UM HETTOCPEACTBEHHO K



pasriiameHno KoHQUIEeHITMaTIbHOW HHPOPMAIINH;

—  HEJIOCTaTOYHAsl KaueCTBEHHAs MOJTrOTOBKA COTPYJHHKOB — YPOBEHb
TEOPETHUYECKON M MPAKTUYECKOM MOATOTOBKHU IEPCOHANA K BBIIOJIHEHHIO 33/1a4 110
3amuTe MH(OpPMANUU, HEAOCTATOYHAsl CTENEHb KOTOPOrO MOXET MPUBECTH K
HapyILIEHUIO Mpoliecca GPyHKIMOHUPOBAHUS CUCTEMBI 3aIUTHI THPOPMALIIH.

B coBpeMeHHOHN nHTepaType U HOPMATUBHO-NIPABOBBIX aKTax B 00JacTH
nHpOpMaIIMOHHOW 0€30MacHOCTH MOKHO BCTPETUTh TaKyl KiIacCU(DUKAIIUIO
yrpo3 uHdopmanuu, KoTopas JEIUT UX Ha BHYTpeHHHE W BHewmHue. OnHoil u3
HauOoJee MNPUHLIUIHUAIBHBIX OCOOEHHOCTEH MpoOJeMbl 3alUThl HMH(OpMAIUU
aBisgeTcss  (OpMUpPOBAHUE  TOJHOTO  MHOXECTBAa  Yrpo3  MH(pOpPMAIUH,
MOTEHIIMAJILHO BO3MOKHBIX Ha 00BbeKTe ee 00padoTku. B camom nene, maxke ogHa
HEYYTCHHAss Yrpo3a MOXKET B 3HAYUTENbHOW Mepe CHU3UTh A(H(HEKTUBHOCTH
3aIIUTBHI.

Bo3moskHbIE Ty TH TTOTy4YeHUsT KOH(DUISHITUATHLHON HHGOpMAITHH

AHanmu3 pacCMOTPEHHBIX BHUJOB YIpo3 IMO3BOJSET CrPyNIUPOBATH MX I10
JIBYM OCHOBHBIM 00J1aCTsIM:

1) yIpo3bl HAapyHIeHUs (PU3MYECKOW W JIOTMYECKOM IIeJIOCTHOCTH, a
TaKke cojepkaHus uMHopManuu (HEeCaHKIMOHHUpPOBaHHas Moauduxanus). Mx
MO>XHO O0BEIMHUTD B IPUUYMHBI HAPYIIEHU LeJ0ocTHOCTH nHpopmanuu (ITHLN);

2) yIpO3bl, CIEICTBUEM KOTOPBIX MOXKET OBITh MOJIyYEHHUE 3allHUIaeMOn
uHbopMali (XUIIEHUE WIM KONMUPOBAHME) JUIAMHU, HE HUMEIOIIMMU Ha 3TO
MOJIHOMOYUN, — B KaHaJIbl HECAaHKIIMOHWPOBAHHOTO MOJy4YeHUs HWHOOpMaIuu
(KHITIN).

ITox nevicTBUEM pPACCMOTPEHHBIX BBIIIE YIPO3 MOXKET MPOU3OUTH yTEUYKa
3aninaeMoil MHGOpMalUKU, TO €CTh HECAHKIIMOHHPOBAHHOE, HEMPaBOMEPHOE
3aBJIaJICHAE COMEPHUKOM JIaHHOW HMH(OpMaIend U BO3MOXKHOCTh MCIIOJIb30BaHUS
€e B CBOMX, B yIIep0 WHTEepecaM COOCTBEHHHUKA (BJaelbiia) HHPOPMAIIHH, TICIISX.
[Ipu sToM 0Opaszyercs KaHajdl yTEYKHM HH(POpPMALUH, MOJ KOTOPHIM MOHHMAETCS
¢u3znueckuii 1OyTh OT HCTOYHMKA KOHPUACHIHMAIbHOM HH(OpMaUuuU K
3IOYMBIIUICHHUKY. J[7s €ero BO3HMKHOBEHHUS HEOOXOIUMBI OINpECICHHbIE
MPOCTPAHCTBEHHBIE, DJHEPreTUYECKUE U BpPEMEHHbIE YCIOBUA, a TaKKke
COOTBETCTBYIOIIIUE CPEJICTBA BOCHPUATUS U (pUKCAuu MHPOPMALIMU HA CTOPOHE
37I0YMBIIIUICHHUKA.

B 3aBucuMOCTH OT HCHOJB3YE€MbIX CONEPHUKOM CHJI W CPEACTB IS
NOJIyYEHHsS] HECAHKIIMOHUPOBAHHOTO [JOCTyHa K HOCUTEISIM 3allMIIaeMOou
uH(MOpPMAIUHU PA3THYAIOT KaHAJIbl ar€HTYPHBIE, TEXHUYECKUE, JeTaTbHbIE.

ATeHTypHbIE KaHaJbl YTE€YKd UWHGOPMAIIMM — OTO HCIOJb30BAHUE
MPOTUBHUKOM TaWHBIX areHTOB ISl MTOJYYEHUS] HECAHKIIMOHUPOBAHHOIO JOCTYyIIA
K HOCHUTENSAM 3amuiaeMor nHdopmanuu. B ciaydae ucmonb30BaHus areHTaMu
TEXHUYECKUX CPEACTB pa3BEAKM (HAMPaBIEHHbI X MHKPO(OHOB, 3aKIaTHBIX
YCTPOMCTB, MUHHUATIOPHBIX BUICOKAMEp U JIp.) TOBOPAT O BEACHUM areHTYpHO-
TEXHUYECKOU Pa3BEIKH.

TexHuyeckne KaHaabl yTEUKH MHOOPMALIMM — COBOKYIMHOCTh TEXHUUYECKHUX
CPEIICTB Pa3BElKH, JIEMACKUPYIOIIUX MPU3HAKOB OOBEKTa 3alIUThl U CUTHAJIOB,



HECyIMUX MHPOPMAIIUIO 00 ATUX MpU3HAKAX. DTH KaHAIBI 00pa3yroTcs 0e3 ydyacTu
s 4eJoBeKa B Tpoliecce 00paboTku MHGOPMAIMN TEXHUYECKUMH CPEIICTBAMH, a
MO3TOMY SIBJISIIOTCS OJHMMH W3 HawOojiee OmacHbl X W TPEOYIOT OTAEIHLHOTO
paccMOTpEHHS.

JlerasibHble KaHalbl YTEUKM MWHOOpPMAMKM — 3TO HCHOJIb30BAHUE
COTIEPHUKOM OTKPBITHIX UCTOUHUKOB HMHGOPMAIUU (JTUTEPATyphl, IEPUOAUIECKUX
W3aHUN W T. 1), OOpaTHBIA WMHXXUHUPHUHT, BBIBEJbIBAHUE IOJ OJIArOBUIHBIM
npeayioroM MHGOpPMAlUK Yy JIMI, paclojiaraloiiuX HHTEPECYIOMEed COIMepHUKa
uHdopManmet, u Japyrux Bo3MoxkHOCTeH. B ocHoBy knaccudukanuu [THIN
MOJIOKEH IOKA3aTelb, XapaKTEPU3YIOUIMN CTENEHb y4YacTUs B 3TOM Ipolecce
yesoBeka. B coorBerctBuM ¢ TakuMm noaxonaom IIHIIM nenstcs Ha nBa Bujaa
(0OBEeKTHBHBIC U CYOBEKTUBHBIC) U Ha CIEAYIONINE KIIacChI (puc. 6).

Jis  mpemoTBpamieHuss  BO3MOXXHOW — yT€UKH  KOH(HICHIIMATBbHOMN
uHDOpMAIMU W HaAPYIICHHUS €€ IEJIOCTHOCTH Ha OOBeKTax ee o0paboTku
pa3pabaThIBaeTCsl U BHEAPSETCS CHCTeMa 3amuThl nHpopmarmu. CucreMa 3anuThl

I/IHCI)OpMaI_II/II/I — COBOKYIIHOCTb B3aMMOCBA3aHHBIX CPCIACTB, MCTOIOB H
MepOHpI/IﬂTHfl, HarpaBJICHHBIX Ha MIPCAOTBPAIICHUC YHHUUYTOKCHHUS, MCKAKCHUS,
HCCAHKIIMOHUPOBAHHOTO IMOJIYUYCHHA KOH(i)I/II[eHHI/IaHBHBIX CBGI[CHI/II\/’I,

OTO6pa)KeHHBIX (bHSI/I‘IeCKI/IMI/I INOJIsIMH, OJCKTPOMArHUTHBIMHU, CBE€TOBLIMH U
3BYKOBLIMH BOJIHAMHU MJIM BCHICCTBCHHO-MATCPHUAJIbHBIMHU HOCHUTCIIIMH B BH/IC
CHUT'HAJIOB, 06p330B, CHUMBOJIOB, TCXHHNYCCKUX pel_HeHI/II\/’I " IIpouecCCoOB.

3ananue

HeoOxomumMo TpOBECTH aHAIM3  3alUINEHHOCTH O0BEKTa  3allHMThI
MH(pOpMAITNH TI0 CJICIYIOIINM Pa3JieiaM:

1. Buasl BO3MOXHBIX YTpo3

2. Xapaxrep IPOUCXOKICHHUS YTPO3

3. Kiaccel kaHaI0B HECAHKIIMOHUPOBAHHOIO MOIYYEHUsI HH(OpMauu

4. VCTOYHHKHU MOSIBIICHUS YIPO3

5. IlpuunHbI HapyIIEHUS NETOCTHOCTH UHPOPMALIUH

6. IloTeHuIMaNbHO BO3MOKHBIE 3JI0YMBIIUICHHBIE TEUCTBUS

7. OmnpenenuTp K1acc 3allAIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI
Otuer

OT4er I0JKEH coepkKaTh:

HAaWMEHOBaHUE PaOOTHI;

11eIb paboThI;

3aJIaHuE;

MIOCJIEJOBATENBHOCTD BBIITOJIHEHUS paOOTHI;

OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;

BBIBOJI O IIPOJIEIIAHHON padoTe.

KonTposabHbIe BOpocsl
1. Yto Takoe nHGOpMAMOHHBINA PUCK?
2. B uewm 3akirogaeTcs 3aja4a yrnpaBiieHUs HHOOPMAIIMOHHBIMU PUCKAMMU?
3. Kakue cyniecTByrOT METOJIMKH OLIEHKH PUCKOB U YIIpaBiICHUS UMU?
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4. Kakwe ¢opMynbl HCHONB3YIOTCA TMPUA  KOJUYECTBEHHOW  OIICHKE
WH()OPMAITMOHHBIX PUCKOB?



IIpakTnueckas pabora 2. IlpoBegeHue anHanu3a uHpopManum Ha
npeaMer HeJJOCTHOCTH

Hear  paGorbl W3YyYUTh  TOHATHE  IEJIOCTHOCTH  WH(MOpMAaIuH,
MPOaHAIU3UPOBATh PUCKU UHPOPMAITMOHHON O€30MaCHOCTH.

Xoa padoThi:

Teopernvyeckue 0CHOBbI

[HemocTHOCT, MH(OpPMAIIMK YCIIOBHO MOJpa3eseTcsl Ha CTAaTUYECKYIO M
JTUHAMUYECKYIO.

CraTnyeckasi 1€JIOCTHOCTh HMH(POpPMAlUU MPEANOIAraeT HEU3MEHHOCTb
MH(POPMAIIMOHHBIX OOBEKTOB OT HMX HMCXOJHOTO COCTOSIHUSA, OTNPEIEIISIEeMOro
aBTOPOM WJIM UCTOYHUKOM HMH(MOpPMAIUH.

JluHamMuyeckasi  1EJIOCTHOCTh  MHGOPMAIMKM  BKJIIOYAET  BOIMPOCHI
KOPPEKTHOTO BBITIOJHEHUS CIIOKHBIX JEUCTBUIN ¢ MH(OPMAIIMOHHBIMU MTOTOKAMH,
HaIpuMep, aHajIu3 MOTOKAa COOOIIEHUI AJIS BBISBICHUSI HEKOPPEKTHBIX, KOHTPOJIb
MPAaBWIBHOCTU NEpeAauu COOOIIEHUM, MOITBEPKICHUE OTACIBHBIX COOOIICHUN U
Ap.

IlenoCTHOCTS,  SBNACTCS  BOXHEUIIMM  acTIEKTOM  MHGOPMAIIMOHHOMN
0€30MacHOCTU B TeX ClIydasix, Korja uH(opMaius UCIOIb3yeTCs IS YIPaBICHUS
Pa3TUYHBIMHU MPOIICCCAaMU, HAIIPUMEP TEXHUYECKUMU, COIIMAIBHBIMU U T. 1.

Tak, ommOka B yHOpaBIAOIIEH MOporpaMMe TMPUBEAET K OCTAHOBKE
yIpaBIIIEMON CUCTEMBbI, HEMPABUIIbHAA TPAKTOBKA 3aKOHA MOXKET MPUBECTU K €ro
HapyUICHUSIM, TOYHO TAaK)K€ HETOYHBIA IMEPEBOJ] MHCTPYKIMH MO MPUMEHEHUIO
JIEKapCTBEHHOTO Tpernapara MOXKET HaHECTU Bpej 370poBbi0. Bece aTu mpumeps
WUTIOCTPUPYIOT HAPYIICHHE [EeTOCTHOCTH MHGOPMAIINH, YTO MOXKET MPHUBECTH K
KaTacTpopUIECKUM MOCIEACTBUSIM. IMEHHO MOATOMY IETOCTHOCTh WH(OpMAIUn
BBIZICNIICTCS B KAaueCTBE OJHOW M3 0a30BBIX COCTABJISIOMNX WHGOPMAITMOHHON
0€30MacCHOCTH.

Ilesi0cTHOCTB— TapaHTHUsl TOrO, YTO MHQOpPMAIIMS ceiuac CyIIeCTBYET B €€
HCXOJHOM BHUJIE, TO €CTh MPHU €€ XpaHCHUU WUJIM Tepenaye He ObUIO MPOU3BEICHO
HECaHKIIMOHUPOBAHHBIX N3MEHEHUH.

JICHCTBUS, HaANpaBJICHHBIC HA HAPYIICHUE IICJIOCTHOCTH WH(POPMAIINH,
NOJIpa3feNsaoTcd Ha CyOBEKTHBHBIE NpEeJIHAMEpPEHHbIE U  OOBEKTHUBHBIC
npeIHaMepEHHBIE.

CyObeKTUBHBIE TIPEIHAMEPEHHBIE:

- JUBEPC T0XKapOB, B3PHIBOB, MTOBPEXKICHUN IIEKTPOIUTAHUS U JIP.);
uga  (opraHuzanus

- HEIMOCPE/ICTBCHHBIC JCHCTBUS HaJ HOCHTENIEeM (XWINECHHE, IMOJAMEHa
HOCHUTEJICH, YHUUTOKEHUE NHPOPMAITIH);

- MH(POPMAIIMOHHOE BO3IEUCTBUE (IJIEKTPOMArHUTHOE 00Jy4eHUE, BBOJ
B KOMIIBIOTEPHBIC CUCTEMBI Pa3pyMIAIONIUX MPOTPAMMHBIX CPEJCTB, BO3JICUCTBHEC
Ha TICUXHKY JIMYHOCTH IICUXOTPOITHBIM OPYKHEM).

OOBEKTUBHBIE HENPEIHAMEPEHHEIE:

- OTKa3bl (MTOJIHBIA BBIXOJ W3 CTPOS) amlmaparypbl, MPOrpaMM, CUCTEM
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MUTaHUS U

- JKH3HEO0OEeCIICUCHUS,

- cOon (KpaTKOBPEMEHHBIM BBIXOJ M3 CTPOs) ammaparypbl, IPOrpaMm,
CUCTEM NUTAHUS U )KU3HEOOECIIECUEHNUS;

- CTUXMITHBIE OeACTBUS (HABOJAHEHMS, 3eMJIETPSICEHMSI, yparaHbl);

- HECYaCTHbIE CiIy4au (T0Kaphbl, B3PbIBbI, aBapHH);

- DJIEKTpOMarHuTHas

- HECOBMECTHUMOCTb.

IIpakTH4yeckoe 3aganue
CocrtaBbpTe TAONHITY, COJEPIKAITYIO
MIPUYUHBI HapyLICHUS IIEJIOCTHOCTH uHopManmu u Mep
MPEAOCTOPOKHOCTH, TPUMEHSIEMBIX IS 3alluThl HHQOpMAIMH OT TOTEPH
LICJIOCTHOCTH.

Otuer
OTyeT JOJDKEH coaepKaTh:
1. HaMMEHOBAHHUE
2. paboThI;
3. 1eab paboThl;
4. 3aJlaHUC,
5. TIOCJIEIOBATEIIbHOCTH BHITIOJIHEHUSI PAOOTHI;
6. OTBETHI
7. Ha KOHTPOJIBHBIC BOIIPOCHI,

8. BBIBOJI O MPOJICTAHHOM padore.
KonTpoJibHbIE BONIPOCHI
1. Yto Takoe 1memocTHOCTh nH(popmarum?
2. Kakue Mepbl MOKHO TIPEANPUHATD IS 3alTUThI HH(pOpMaIun?
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IpakTnueckas padora 3. Ouenka ya3BuMocTy UHGopManuu
Henb pa0doTbl: O03HAKOMUTBCA C ANTOPUTMAMHU OLIEHKH YSA3BUMOCTH
nH(GOPMALIMOHHON OE30MaCHOCTH.
Xoa padorhI:

Teopernyeckue 0CHOBBI

Vs3BUMOCT MH(pOpPMalUA €CTh COOBITHE, BO3HHUKAIOIIEEe KaK pe3yJbTaT
TaKOT'0 CTEUEHHUS 0OCTOSATEIBCTB, KOT/a B CHITY KaKUX-TO IPHYMH HCITOJIb3yEMbIC B
aBTOMAaTU3UPOBAHHBIX CHCTEMaX OOpabOTKM JaHHBIX CpEACTBA 3alllUTHl HE B
COCTOSIHUU 0Ka3arTh JIOCTaTOYHOIO POTUBOJCHCTBUSA MPOSIBIICHUIO
JIecTaOUIM3UpYyIOMuUX (akTopaM U HEXKEJNaTeIbHOTO0 HMX BO3JCUCTBUS Ha
3amumaeMyro  uHbopMmanuio.  Mojenb  yA3BUMOCTH — MHPOpManuu B
ABTOMATU3UPOBAHHBIX CHCTEMax 00paOOTKH TaHHBIX B OOIIEM BUJIE TTOKA3aHO.

JDectabunusupyrowy CpepcTea

ve daKTopbl 3aLUMThI

Y

Y
...... T LTI ERR P ¥

4

> >l
BXDﬂ.HbIE NOTOKK BH\_"TpEHHME NOTOKK '| BbIXDﬂ,HbIE

JlanHasi AeTtanu3upyeTcss MpU H3yYEHUH KOHKPETHBIX BHUIOB YS3BUMOCTHU
uHboOpMaIMK: HapylmieHuss (PU3NYECKOM WM  JIOTMYECKOM  IEJIOCTHOCTH,
HECAaHKIIMOHUPOBAaHHOW MOAM(PUKAINKA, HECAHKIIMOHUPOBAHHOTO  IOJY4YECHUS,
HECAHKIIMOHUPOBAHHOTO PA3MHOXKEHUS.

[Ipu neranuzanuu 0o0IIeH MOJIETN OCHOBHOE€ BHMMAHUE aKIEHTUPYETCS Ha
TOM, YTO TMOJABIISIFOIIEE OOJBIIMHCTBO HAPYMICHUNW (HU3UIECKON IETOCTHOCTH
nH(pOpMAIIMU UMEET MECTO B Tpollecce ee o0paboTKM Ha Pa3IMYHBIX ydacTKax
TEXHOJOTHYeCKUX MapuipyToB. [Ipu 3TOM 1e10CTHOCTh MH(OPMALIUKM 3aBUCUT HE
TOJIBKO OT IIPOLIECCOB, MPOHUCXOASIIMX Ha OOBEKTE, HO U OT LEJIOCTHOCTU
uH(popMaIuu, NOCTynawIle Ha ero BxoJ. OCHOBHYIO ONACHOCTh MPEACTABISIOT
clyuyaiiHple jaecTabwimsupytomue (akTtopbl (OTKa3zbl, CcOOM H  OIIMOKHU
KOMIIOHCHTOB aBTOMAaTHU3UPOBAHHBIX CHUCTEM OOpabOTKH JaHHBIX), KOTOPbIC
NOTEHIIMAIBHO MOTYT MPOSIBUTHCS B JII00OOE BpeMs, U B 3TOM OTHOIICHHH MOKHO
TOBOPUTh O PETYJISIPHOM TOTOKE ATUX (akTopoB. M3 CTUXUMHBIX OeACTBUM
HauOOJBIIYIO OMACHOCTh MPEJICTABIISIOT MOKAPhI, OMTACHOCTh KOTOPBIX B OOJIBIIICH
WM MEHBIIEH CTEMEHU TaKXkKe SBISETCS MOCTOSHHOM. OmnacHOCTh MOOOYHBIX
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SBJIEHUH MPAaKTUYECKU MOKET OBITh CBEJICHA K HYJIIO IyTeM HaJIJIeKallero Beioopa
MecTa JJIsl IOMEIIEHNH aBTOMAaTHU3UPOBAHHOW CHCTEMbI 0OpaOOTKU JAHHBIX M MX
o0opynoBanusi. UTo KacaeTcsl 3JOYMBIIUICHHBIX JEHCTBUH, TO OHHU CBS3aHBI,
IJIaBHBIM ~ 00pa3oM, C HECAHKUMOHUPOBAHHBIM JOCTYIIOM K pecypcam
aBTOMATU3UPOBAHHON CHUCTEMBI 00pabOTKH AaHHBIX. [Ipy 3TOM HAMOOIBUIYIO
OIIaCHOCTH MPEJICTABIIAET 3aHECEHNE BUPYCOB.

B cooTBeTcTBUM € H3IOXKEHHBIM OO0IIas MOJENTb Mpoliecca HAPYIICHHS
¢bu3nyuecKkoil 1eJOCTHOCTH HWHGOpMAIMM Ha OOBEKTEe aBTOMATU3MPOBAHHOMN
CUCTEMBI 00pa0OTKH JAHHBIX MOYKET OBITh MPEJCTABIEHA CXEMAaTUYHO.

PerynapHele NoTokM

- =

A = S

m o

£ b 3

o e [e)

¥ h 4 ¥
o Bbixo

Bxog Ob6beKT aBTOMATU3UPOBAHHOM A

A J

Y

cucTembl 0bpaboTkM AaHHbIX

Paleu pabmf”.]

CTUXMHHBIE
bepctemAa
3n0yMbILLAEHHBIE
LencTemna
MobBouHble
ABNEHUA

[NoTeHUMaNbHO BO3MOMKHbIE

C TOukM 3peHHs HECAHKIMOHHPOBAHHOTO IOJydeHUs HHpopManuu
NPUHLUINATBHO BaXXHBIM SIBIISIETCSI TO OOCTOSITENILCTBO, YTO B COBPEMEHHBIX
aBTOMATHU3UPOBAHHBIX CHUCTEMaxX OOpaOOTKMU JaHHBIX OHO BO3MOXKHO HE TOJBKO
MyTeM HEMOCPEeACTBEHHOTO JIoCcTymna K 0a3aM JaHHBIX, HO U MHOTHMH MyTSIMH, HE
TpeOYIOIUMH Takoro goctymna. IIpy 3TOM OCHOBHYIO ONAaCHOCTh MPEACTABIISIIOT
3JIOYMBIIUICHHbIE — JIelcTBUs  Jrofeil. BospeilicTBue  ciayyailHbIX — (aKTOPOB
HEIMOCPEJICTBEHHO HE BEJET K HECAaHKIIMOHUPOBAHHOMY MOJYyYEHUIO MH(OpMauH,
OHO JIMIIb CHOCOOCTBYET TMOSBJICHHUIO KAHAJIOB  HECAHKIIMOHWPOBAHHOTO
noJly4eHus] UHQOpMalUK, KOTOPHIMU MOXET BOCIOJIb30BATHCS 3JI0YMBILIICHHUK.
CrpykTyprupoBaHHasi CcXeMma IIOTEHLUHAJIbHO BO3MOXKHBIX  3JIOYMBIIIJIEHHBIX
JIeUCTBUIM B aBTOMATU3MPOBAHHBIX CUCTEMaxX OOpPaOOTKM JaHHBIX HJS CaMOIo
oO0IIIero ciyyatro npejcTaBieHa:
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3n0yMbILWAEHHbIE

AelcTBUA

\\\ BHeLWHAA HEKOHTPOIMPYEMana 30Ha
\\ 30Ha KOHTPOIMPYEMOA TEPPUTO PUM

\\ 30Ha NnomeLLeHmit
\ \ 3oHa

O O O

A

O >0

CTpyKTypUpOBaHHAasl cXe€Ma IMOTEHIHMAIBHO BO3MOXXHBIX 3JI0YMBIIIJIEHHBIX
JIEUCTBUI B aBTOMAaTU3UPOBAHHBIX CUCTEMax 00paOOTKU JIaHHBIX

BriieneHHbIe 30HBI OIIPEACIISIFOTCS CJICIYIOMMM 00pa3oMm:

1) BHEIIHSS HEKOHTPOJMpYeMass 30Ha — TEPPUTOPUS  BOKPYT
aBTOMATU3UPOBAHHON CUCTEMBbI 00paOOTKM JAHHBIX, Ha KOTOPOW IMEPCOHAIIOM U
CpelICTBAaMH  aBTOMATHU3UPOBAHHOM  CHUCTEMOM  0OpabOTKM  JAaHHBIX  HE
MIPUMEHSIIOTCSI HUKAKHE CPEJCTBA U HE OCYIIECTBIISIETCS HUKAKUE MEPONPHSITHUS
JUTSE 3aIIUTH HH(GOPMAITUH;

2) 30Ha KOHTPOJUPYEMOM TEPPUTOPUH — TEPPUTOPUS  BOKPYT
MOMEIIEHUIT aBTOMAaTU3WPOBAHHON CHCTEMbl OOpa0OTKM JaHHBIX, KOTOpas
HEIPEPHIBHO KOHTPOJIUPYETCA NIEPCOHATIOM WIH CpelCTBAMHU

aBTOMATU3UPOBAHHOMN CHUCTEMbI 00OpaOOTKH JAHHBIX;

3) 30Ha MMOMEUIEHUI aBTOMaTU3HUPOBAHHON CUCTEMBI 00PaOOTKH AAHHBIX
— BHYTpPEHHE MPOCTPAHCTBO T€X MOMENIEHUH, B KOTOPBIX PACIOI0KEHA CUCTEMA,

4) 30Ha PECYpPCOB aBTOMATU3UPOBAHHOM CUCTEMbI 00paOOTKU JaHHBIX —
Ta YacTh NMOMEILIEHUH, OTKYy/1a BO3MOKEH HEMOCPEACTBEHHBIN TOCTYIl K pecypcaM
CUCTEMBI;

5) 30Ha 0a3 JaHHBIX — Ta 4YacTb PECYPCOB CHCTEMBI, C KOTOPBIX
BO3MOYKEH HEIOCPEICTBEHHBIN JOCTYI K 3AIIHAIIAEMbIM JAHHBIM.

370yMBIUICHHBIE JEHCTBUS C LIEJBI0 HECAHKIMOHUPOBAHHOTO MOJYYEHHUS
uHbOpMaIMu B 00ILEM CITydyae BO3MOXKHBI B KaXK/I0M U3 MepeuncIeHHbIX 30H. [Ipu
3TOM Ui HECAHKIIMOHUPOBAHHOTO TONy4YeHUs UHPOpMAlMU HEO0OXO0IUMO
OJTHOBPEMEHHOE HACTYIUICHUE CIEAYIOIIUMX COOBITHHA: HapyLIMTENIb JOJDKEH
MOJIYYUTh JOCTYI B COOTBETCTBYIOILYIO 30HY; BO BPEMsI HaXOKJEHUSI HAPYILIUTENS
B 30HE€ B HEH JOJDKEH MPOSBUTHCS (MMETh MECTO) COOTBETCTBYIOLIMH KaHajl
HECaHKIIMOHHUPOBAHHOTO MOJIydeHUs: ~ UH(OpMALMHU; COOTBETCTBYIOIIMIA
KaHaJl HECAaHKIIMOHUPOBAHHOTO MOJyYeHUs UHPOPMALUU JOJIKEH ObITH JOCTYIEH
HApyIIUTEII0 COOTBETCTBYIOLIEH KAaTErOpuu; B KaHaJe HECAHKIIMOHUPOBAHHOTO
HOJy4YyeHUs MHPOpMAIMM B MOMEHT JOCTylla K HEMY HapyLIMTENs J0JDKHA
HaXOAMUTbhCA 3aluIaeMasi UHQOpMaIUH.

Paccmotpum nanee tpanchopmainio oOIie MoJienu ysI3BUMOCTH C TOYKH
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3peHrs HECAHKIIMOHUPOBAHHOTO pa3MHOKeHUs nHGopMaruu. [[puHIunmraibHpIMU
O0COOEHHOCTSIMH 3TOTO MpOIiecca SABISIOTCS:

1) m000€ HECAHKIIMOHUPOBAHHOE PA3MHOKEHHE €CTh 3JIOYMBIIUICHHOE
JIIEUCTBUE;

2) HECAaHKIIMOHUPOBAHHOE PA3MHOKEHUE MOXKET OCYIIECTBIATHCS B
OpraHu3alusgax-pa3padoTYMKax KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHOM  CHCTEMBI
00pabOTKM JIaHHBIX, HEIMOCPEICTBEHHO B aBTOMATHU3UPOBAHHOW CHUCTEME
00pabOTKH JaHHBIX M CTOPOHHUX OpraHu3alUsiX, MPUYEM IOCIEAHUE MOTYT
M0JIy4aTh HOCUTEINb, C KOTOPOTO JIEJAeTCs MOMbITKA CHATh KOMHUIO KaK 3aKOHHBIM,
TaK 1 HE3aKOHHBIM ITYTEM.

[TonbITKM  HECAHKIIMOHHUPOBAHHOTO  pa3MHOXEHHs  WH(popmamuu y
pa3paboTynka U B aBTOMATU3UPOBAHHOW cHCTeMe 00paOOTKHM JaHHBIX €CTh OJUH
U3 BHUJOB 3JIOYMBIIUIEHHBIX JEHCTBUHA C IEJbI0 HECAHKIMOHHPOBAHHOIO €€
MOJIYYEHUS] ¥ IO3TOMY UMUTUPYIOTCS IPUBEIEHHON MOJENblo. Eciu ke HocuTenp
C 3amuinaemMoil nHpopManmeit KakuM-1u00 MmyTeM (3aKOHHBIM WM HE3aKOHHBIM)
nonaj B CTOPOHHIOK OpraHu3aluio, TO Ui €ro HEeCaHKIMOHUPOBAHHOTO
KOIMPOBAHUSI MOTYT HCIOJIb30BaThCS JIIOOBIE CPEACTBA M METOJbI, BKJIKOYAs U
Takue, KOTOpblE HOCAT XapakTep HAyYHbIX HCCJIEJIOBAHMM M  OMNBITHO-
KOHCTPYKTOPCKHX pa3pabOTOK.

B npouecce pa3BuTHs TEOpUM M TPAKTUKH 3alIUTHl  MH)OpManuu
chOpMHpPOBAJIOCH TPU METOJIOJIOTMYECKUX TMOAXOAa K OLEHKE YSA3BUMOCTH
UHGOPMAIINH: SMIUPUUECKHUM, TEOPETUUECKUI U TEOPETUKO-IMITUPUUECKHIA.

IMIUPUYECKUH MOAX0/ K OlleHKe YSI3BUMOCTH MH(pOpMALIUH.

CyHOCTh 3MIMPHUYECKOrO MOAXO0JA 3aKIOYAeTCs B TOM, YTO Ha OCHOBE
JUINTETLHOTO cOOpa M 00paOOTKM MaHHBIX O PEATbHBIX MPOSIBICHUSIX YTPO3
uHbOpMAIIMU U O pa3Mepax TOro ymepoda, KOTOPbIH MPH 3TOM HUMENl MECTO, YHCTO
AMIIMPUYECKUM IIyTEM YCTAHABIMBAIOTCSH 3aBUCUMOCTH MEXKIY NOTEHIHAIBHO
BO3MOXHBIM  yHniepOoM #  KO3(ppuUUEHTaMH, XapaKTepU3YIOIIUMH YacTOTY
MPOSIBJICHUS] COOTBETCTBYIOILEH yIrpo3bl W 3HAUEHUS MMEBIIEro NpU €€
MpOsIBIICHUHM pa3Mepa yuiepdba. Haubosiee xapakTepHbIM OPUMEPOM MoJEIeH
paccMaTpyBaeMOl  pa3HOBUAHOCTH  SIBIISIIOTCSL  MOJIENHM,  pa3pabOTaHHbIE
cnenuanucraMu amepukanckoil ¢upmbel IBM. PaccmotrpuMm pa3BuBaeMble 3THUX
MOJIETISIX TIOJIXOJIbI.

HcxomHoi mochUIKOM mpu pa3paboTke MojeNel sIBISIeTCS MOYTH OYEBHIHOE
OPEANOJIOKEHNE: C OJHOM CTOPOHBI, NPU HApPYLIEHUU 3alIUIIEHHOCTH
uH(OpMaAIMU HAHOCUT HEKOTOphIH yiiepOd, ¢ Hapyroil, oOecredeHue 3aluThl
uHbOpMallMU COMNpPSDKEHO € pacxojgoBaHueM cpeactB. llomnas oxumaemas
CTOMMOCTD 3aIlUThl MOXKET ObITh BbIpaXKE€HA CYMMOM PacxoJlI0B Ha 3allUTy U Ha
oTephb OT ee HapyueHusl. COBEPIIEHHO OYEBUIHO, YTO ONTUMAJIBHBIM PELIEHUEM
Obu10 OBl BbENEHHE Ha 3amurTy HHQopMammm cpeacts B pasmepe Comr,
MOCKOJIBKY IIPU 3TOM OOECHeUMBaeTCs MUHUMU3ALNS OOIIEH CTOMMOCTH 3alUThI
uHGOpMALIIH.

Jist  Toro, 4toOBl BOCIHOJB30BATHCA JAHHBIM TMOJXOJOM K PEIICHUIO
po06sieMbl, HEOOXOAUMO, BO- TIEPBBIX, 3HATH (WJIK YMETh OMPEIEIATh) 0KUIaeMbIe
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MOTEPU TPH HAPYIICHWH 3alMIICHHOCTH WHGOpPMAllMK, a BO-BTOPBIX, B
3aBUCUMOCTh MEXKJY YPOBHEM 3aIlMIICHHOCTH W CPEICTBAMH, 3aTPAYMBACMBIMU
HAa 3aIIUTY UHPOPMAIUH.

Pemienne mepBoro Bompoca, T.€. OLEHKH OXHWJAEMBbIX IMOTEPh MpHU
HapylIeHUW 3allMIIEHHOCTH WH(OpPMAlUM, TMPUHIMUIUATIBLHO MOXET OBbITh
MOJYyYEHO JIMIIb TOrJA, KOrga pedb MAET O 3alluTe MNPOMBIIIICHHOM,
KOMMEPUYECKOH M UM TMOJ00HOM TalHBI, XOTS U 3JeCh BCTPEYAIOTCS BEChMa
CEepbE3HbIE TPYAHOCTH. UTO KacaeTrcsi OLUEHKH YPOBHS MOTEPh MPU HAPYIICHUU
cTaTyca 3allyIeHHOCTH WH(pOpMaIINH, coJiepkKalliel ToCyJapCTBEHHYI0, BOCHHYIO
¥ UM TTOAOOHYIO TalHY, TO 37I€Ch IO HACTOSIIETO BPEMEHU CTPOTHE MOJIXO0bI K UX
MOJIYYEHHUIO HE HaijaeHsl. JlaHHOE OOCTOSTEILCTBO CYIIECTBEHHO CYyXKaeT
BO3MOKHYIO 00y1acTh HUCHOJIb30BaHUSI MOJIeICH, OCHOBAHHBIX Ha
paccMaTpUBaeMbIX MOAXOJAX.

Jlyist ompeneneHus ypoBHS 3aTpaT, 00ECTICUNBAIONTUX TPEOYEeMbI YPOBEHB
3aIUIIEHHOCTH MHGOPMAIHK, HEOOXOUMO TI0 KpailHel Mepe 3HaTh, BO-TIEPBBIX,
MOJIHBIM TIEpedeHb yrpo3 uH(OpMaiuu, BO-BTOPHIX, MOTEHIHUAIBHYIO OMACHOCTH
Uit uHpOpMaluu i1 KaKJIOW U3 Yrpo3 H, B TPEThUX, pa3Mephl 3aTpar,
HEOOXOIUMBIX ISl HEUTpaIu3aluu KaxK 101 U3 yrpos.

R = 10(5‘#}1—4)

[TockonmbKy ONTHMANBHOE PEIICHHE BOIPOCa O IEIeCOO00pPa3HOM YPOBHE
3aTpar Ha 3allUTy COCTOUT B TOM, YTO 3TOT YPOBEHH JOHKEH OBITh PaBEH YPOBHIO
OKUAAEMBIX TOTEPh MPHU HAPYIICHUH 3alIUIICHHOCTH, HOCTATOYHO OIPEACTUTH
TOJIbKO YpoBeHb nmoTepb. Crnernuanucramu ¢upmel IBM npepioxkena cienyromas
AMIMPUYECKasi 3aBUCUMOCTb 0XKHIa€MbIX MTOTEPH OT 1-i YIrpo3bl HHPOPMALIUK:

I'me Si — xoaddunment, XapakTepu3yOIUd BO3MOXHYIO YacTOTy
BO3HMKHOBEHHUSI  COOTBETCTBYIOMmIEW  yrpo3sl; Vi —  KOd(PUIMEHT,
XapaKkTEepU3YyIOMINKA 3HAUYEHUE BO3MOXKHOTO yiepOa MpH €€ BO3HHUKHOBEHHH.
[IpennoxeHHbIE CHICIIMATUCTAMH 3HAYE€HUS KOA(PUITUECHTOB:

3HayeHus ko3 duimenta Si

Oxunaemas (BO3MOXKHAS) YACTOTA MOSBICHUS yrpo3bl  [[Ipeamonaraemoe
3HAYCHUC
Si

Iloutn HUKOT A 0

1 pa3z B 1000 et 1

1 pa3z B 100 ner 2

1 paz B 10 ner 3

1 paz Bron 4

1 pa3 B mecsit (mpumepHo, 10 pa3 B roj) 5

12 paza B Hegemo (mpumepno 100 pa3 B rom) 6

3 pa3a B aeHb (1000 pa3 B rox) 7
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Bo3moskHbie 3HaueHust kodddummenta Vi

3HaueHue BO3MOXKHOTO ymiepba mnpu mposiBiaeHuul [peanonaraemoe
YIpO3bl 3HAYCHUE
(momnapst CIITA) Vi

1 0

10 1

100 2

1 000 3

10 000 4

100 000 5

1 000 000 6

10 000 000 7

CyMMapHasi CTOUMOCTb MOTEPH ONpeaenseTcs: GopMynon
R=)R,
Wi

Takum o6pa3zoM, eciu Obl yJanaoch coOpaTh JOCTATOYHOE KOJUYECTBO
(GaKkTHUEeCKMX JAaHHBIX O TPOSABICHUSIX YIpPO3 M UX TOCIEACTBUAX, TO
PAaCCMOTPEHHYI0O MOJENIb MOXHO ObUIO Obl HCMOJB30BAaTh ISl pELICHUs
JIOCTaTOYHO HIMPOKOTO Kpyra 3ajad 3aluThl MHGOpMAIMH, MPUYEM, HETPYIHO
BUJIETh, YTO MOJEJIb IO3BOJISET HE TOJIBKO HAaXOJIWUTh HY)KHBIE PELICHUS, HO H
OLICHMBaTh MX TOYHOCTh. [lo Poccum Takas cTaTUCTMKA B HACTOSIIEE BpPEMs
npaktudecku orcyrctByer. B CIHIA ke, nHanpumep, cOopy u oOpaboTke
YKa3aHHBIX JIaHHBIX OOJIbIIIOE BHUMAHHE YJEsIeT ILENbI psa  YUperKACHUN
(Crendopackuii ucciaenoBaTENbCKU HMHCTUTYT W Jp.). B pesynprate yxe
MOJIyYeHbl JOCTATOYHO MPEACTABUTENIbHBIE JAaHHBIE IO LEJIOMY psAy Yrpos,
KOTOpPbIE MOTYT OBITh MOJIO)KEHBI B OCHOBY OPHUEHTHUPOBOYHBIX PACUYE€TOB M IS
APYTUX CTpaH.

IIpakTHyeckoe 3aganue

1. 3arpysutre I'OCT P MCO/MDBK TO 13335-3-2007 «METOJblI U
CPEJACTBA OBECIIEYEHM A BE3OITACHOCTH.»

2. OsnakombTtech ¢ llpuioxkenusamu C, D u E I'OCTa.

3. BriOepute Tpu pa3znuuHbIX HHHOPMAIIMOHHBIX aKTHBA OPTaHU3aAIUU (CM.
BAPUAHT).

4. U3 Ilpuaoxenuss D TOCTa nmonbGepute Tpu KOHKPETHBIX YSI3BUMOCTH
CHCTEMBI 3aIIUTHI YKa3aHHBIX HH(POPMAIIMOHHBIX aKTUBOB.

5. Ilone3zysace Ilpmiaoxenmem C ['OCTa HamumuTe TpHU YIrpO3BHI,
peanu3anus KOTOPBIX BO3MOXHA MOKa B CHCTEME HE YCTpaHEHbl Ha3BaHHBIE B
IIYHKTE 4 ySA3BUMOCTH.

6. Ilomp3ysch omHMM U3 METOAOB MNpemIokKeHHbIX B IIpuioxenun E
['OCTa npousBeauTe OLIEHKY PUCKOB HH(POPMAIIMOHHOM 0€30M1aCHOCTH.

7. OueHky 1IeHHOCTH WH()OPMAIMOHHOTO aKTHUBAa MPOU3BOJUTH HA
OCHOBAaHHMH BO3MOXKHBIX MOTEPH JUIsl OPraHU3aIMU B CIy4yae peaii3alii yrpos3bl.
OTtuer
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OTueT J0JIKEH CoaepKaTh:
HAaWMEHOBaHHE PAOOTHI;
1eb padoThI;
3a/1aHHUE;
MOCJIEI0BATEILHOCTh BBITIOTHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBO/I O MPO/IeTIaHHOMN pabdoTe.
KonTposabHbIe Bonpochl
JlaiiTe onpeneneHue MOHATHSIM
1. VYs3BUMOCTH CHCTEMBI 3aIIUTHI HH(MDOPMAIIUU
2. VYrpossl Ub
3. OueHka pUCKOB

AR e
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IIpakTnueckass padora 4. TpeOoBanusa K 0e30MACHOCTH
HH(OPMALMOHHBIX CHCTEM.

Ieas padoTbl: 3aKperieHHEe TEOPETUYECKUX 3HAaHUKW IO BOIPOCAM
cepTU(PUKALNUUA CPEACTB 3alIUTHl MH(OpPMAIMU MO TpeOOBaHUSAM O€30MaCHOCTH
uH(popManuu.

OO6opynoBanme: yuyeOHbIN TEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBbI

MunumanbHbie (0a30BbIe) TpeOOBaHMS 0€30MaCHOCTH (HOPMYIHPYIOTCS B
oOmeM Bujae, 0e3 yudera kareropuu, npucBoeHHor MC. Onu 3amaroT 0a30BBbIii
ypOBEHb HWH(MOPMAIIMOHHONW O€30MaCHOCTH, UM JOJKHBI YJIOBJIETBOPATH BCE
nH(OpPMAITMOHHBIE CUCTEMBI. Pe3ynbTaThl KaTeropupoBaHMs BaXXKHBI TIPU BBIOOpE
PETYJIATOPOB  OE30IAaCHOCTH, OOCCIEUYMBAIOIINX  BBHITIOJHEHHE TpeOOBaHMM,
chopMyITUPOBAHHBIX HA OCHOBE aHAJN3a PUCKOB.

Opranuzamust JoKHA pa3paboTaTh, JOKYMEHTHPOBATH W OOHApPOIOBAThH
opUIIMANIBHYI0  TOJUTHKY  Oe30macHocTd U (popManibHbIe  MPOUEAYPHI,
HaIpaBJICHHbIC HA BBHITIOJIHEHUE MPUBEJCHHBIX HUXE TpeOOBaHUMN, U 00ECIEeUUTh
2 PeKTUBHYIO peann3aiuio NOJIUTUKU U IPOLEAYDP.

B xoMmanuum HEOOXOAMMO TEPUOAMYECKH MPOU3BOAUTH OIIEHKY PHCKOB,
BKJIFOYAsl OILICHKY YIPO3 MHCCHHU, (YHKIIMOHUPOBAHUIO, UMHUJKY U pPEIyTalluu
OpraHu3alliy, €€ aKkTUBaM M MEpPCOHANy. DTH Yrpo3bl SBISIOTCS CIEICTBHEM
skcrtyataiiui MUIC 1 ocymiecTBisieMbIX MpU 3TOM OO0paOOTKH, XpaHEHUs u
nepeiayu JaHHbIX.

[IpumMeHuTENBHO K 3aKYIIKE CUCTEM M CEPBHCOB B KOMIIAHUU HEOOXOIUMO:

1. BBIIEIUTH HOCTATOYHBIN O0BEM PECYPCOB s afaekBaTHOU 3amuThl UC;

2. mnpu pa3pabOTKe CUCTeM YUuThIBaTh TpeOoBanus Ub;

3. OrpaHMyuBaTh  WCIOJIb30BAHME W  YCTAaHOBKY  IPOrPaMMHOIO
oOecrieueHus;

4. o0ecrnieuuTh BbIJICJICHNE BHEITHUMU MMOCTABIIMKAMH YCIYT JOCTATOUHBIX
PECypCOB /IS 3alTUTHI HH()OPMALIUK, PUITOKEHUN U/ WA CEPBUCOB.

B o6nactu ceprtudukanmu, akkpeauTallud W OIEHKH OE€30MacCHOCTH B
OpraHu3aIy CJEAYeT MPOBOJIUTD:

1. MOCTOSTHHBIMMOHUTOPUHTPETYJISITOPOB 0€30MacHOCTH,
YTOOBI UMETh JIOBEpHE K 175
s HeKTUBHOCTH;
2. TepHOIUYECKYIO OLICHKY PEryJsTOpoB 0E30MacHOCTH,
NPUMCHSICMBIX B nC, 9ToOBl  KOHTPOJIMPOBATH WX
3 PEKTHBHOCTB;

3. pa3pabOTKy U MPETBOPEHHE B >KU3Hb IJIaHA JIEUCTBUN MO YCTPAHEHUIO
HEJIOCTAaTKOB M YMEHBIIECHUIO WM YCTPaHEHUIO ysa3Bumoctent B UC;

4. aBropmzamuioo BBefeHusa B okcmyaranuoo HMC u  ycraHoBieHue
COCIMHEHUH ¢ IPYyruMHu HHHOPMALIMOHHBIMUA CUCTEMAMH.

B oGnactu kaapoBoii 6e30macHOCTH HE0OXO0UMO:

1. oOecrneunth HAJIEKHOCTHh  (IOBEPEHHOCTH)  JIOJHKHOCTHBIX  JIHII,
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3aHUMAIOIUX OTBETCTBEHHBIE IIOCTHI, @ TaKXXe COOTBETCTBUE JTHUX JIUIL
NPEIbABISIEMBIM K JaHHBIM JOJKHOCTSIM TPEOOBaHUSAM O€30MacHOCTH;

2. obecreunTh 3amuTy WHGOPMAMU U UHPOPMAIMOHHON CHUCTEMBI MpPH
MPOBECHUH TUCIUIUIMHAPHBIX aKIW, TAKUX KaK YBOJIbHEHUE WU TIEpEMEIICHHE
COTPYIHUKOB;

3. TPHUMEHSTHh COOTBETCTBYIOIINE O(UIIMATBHBIE CAHKIIMUA K HAPYIITUTEISM
MOJIUTUKU U TpoLeyp 0€30MacHOCTH.

Opranuzanusi J10JbKHa oOecreyuTh HMHPOpMUpOBaHUE U OOydeHHe
COTPYHHUKOB:

1. 4T00BI pyKkoBoaUTENH U nosib3oBatenu VC 3Hamm o puckax, CBI3aHHBIX
C UX JEATENIbHOCTbIO, U O COOTBETCTBYIOIIMX 3aKOHAX, HOPMAaTUBHBIX aKTax,
PYKOBOJSIINX TOKyMEHTAX, CTaHJapTaX, UHCTPYKLUMSX U T.IL.;

2. 4TOOBl MEpCOHAN HMEN JOJDKHYIO MPaKTUYECKYI0 TOATOTOBKY IUIs
BBITIOJTHEHUS 005I3aHHOCTEH, CBSA3aHHBIX ¢ MH(OPMAIIMOHHON 0€30TIaCHOCTHIO.

B ob6nactu muiaHupoBaHHA HEOOXOIMMO pa3paboTaTh, JOKYMEHTHPOBATh,
NEPUOIMYECKHA U3MEHATh U pealn30BaTh IIaHbl obecnedyenus oezonacHoctu MC,
OMUCHIBAIOIINE PETYISATOPbl 0€30MacHOCTH (MMEIOIIUECS W IJIAHUPYEMBIE) U
MpaBuJia OBEIEHUs TIepcoHaa, umeroriero noctyn k UC.

C uenbto miaHupoBaHus OecrniepeOoitHOM pPabOThl B KOMIIAHWUU CIEIYET
YCTaHOBUTb, MOAJCPKUBATH U dPPEKTUBHO PEaTU30BaTh IJIAHBI pEarnpOBaHMs Ha
aBapUiHbIE CUTYallUU, PE3EPBHOTO KOIMPOBAHUS, BOCCTAHOBJIEHUS I10CIIE aBapui,
4TOOBl 00ECHEeUUTh JOCTYHNHOCTh KPUTHYHBIX HMH(DOPMALMOHHBIX PECYpPCOB U
HENPEPbIBHOCTh (PYHKIIMOHUPOBAHUS B aBAPUIHBIX CUTYyalIMSIX.

B nuiane pearupoBaHusi Ha HapyleHUs MH()OPMAIMOHHOM O€30MacHOCTH
OpraHu3alysl TOJKHA!

1. co3marb AECUCTBYIOLIYIO CTPYKTYpPY JUIsl pearupoBaHusi Ha WMHIUACHTHI,
uMes B BUIy aJIeKBaTHbIE MOATOTOBUTEIbHBIC MEPOIIPHUSTHSI, BHISBICHUE, AaHATIU3 U
JIOKAJIM3alAI0 HAPYUICHUH, BOCCTAHOBJICHHUE MOCIE UHIIUACHTOB U 00CITy )KUBaHHE
oOpalleHuii MoJab30BaTeNeH;

2. obecreynTh MPOCIECKMBAHNE, TOKYMEHTHPOBAHHE M COOOIIEHHE 00
WHIUICHTaX  COOTBETCTBYIONIMM  JOJDKHOCTHBIM  JIMIIAM  OpPTaHHW3alid U
YIOJTHOMOYEHHBIM OpraHaMm.

C nenbro pU3NYECKON 3alUThl OpraHU3aus J0JKHA!

1. mpenocraBnate ¢Qusnueckuit npoctyn k WMC, oOopynoBaHuto, B
IPOU3BOJCTBEHHBIE [TOMEILIEHUS TOJIBKO aBTOPU30BAHHOMY IIEpPCOHAIY;

2. (¢usnuecku  3amMIIaTh ~ OOOpYJOBaHHE W  TOJAJEPKUBAIOULYIO

unppactpykrypy UC;
3. ob0ecneunTh OJDKHBIE TEXHUYECKHUE YCIOBHS NIl (QyHKIIMOHUPOBAHUS

NG,

4. 3samumars C OT yrpo3 co CTOpOHBI OKPYIKAIOILIEH CPEBI;

5. obecneunTh KOHTPOJIb YCIOBH, B KOTOPBIX (pyHKIMOHUpYeT UC;

6. ob0ecrnieunTh ympaBJ€HHE OCTYIOM, MPEIOCTaBUB JOCTYI K aKTHUBam
HNC TONMBKO aBTOPU30BAHHBIM IIOJIL30BATEISAM, MpOLEccaM, JEHCTBYIOIIUM OT
MMEHHU 3TUX T0JIb30BaTeliel, a Takxke ycrpoilictBam (Bkmouas apyrue MC) s
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BBITIOJIHEHUS Pa3peIeHHBIX MOJIb30BATENISM TPAH3AKIIUN U QYHKIIHA.

Jliist oGecnieueHus MPOTOKOJIUPOBAHUS U ayIUTa HEOOXOAMMO:

1. co3maBarh, 3amUIIaTh U MOJJIEPKUBATH PETUCTPAIMOHHBIE >KYpPHAbI,
MO3BOJISIOIIME OTCIICKUBATh, AHATU3UPOBATh, PACCIEA0BaTh U TOTOBUTH OTUETHI O
HE3aKOHHOMW, HECAHKIIMOHUPOBAHHOW WJIM HEHAJIE)KAIIEH aKTUBHOCTH,

2. obecrneunth mnpociexuBaeMocTb aedctBuil B MUC ¢ TOYHOCTBIO [0
MoJIb30BaTelNs (MMOAOTYETHOCTD MOJIb30BaTENEN ).

B mutane ynpapiieHust KOHQUrypanue B KOMIIaHUU CIEAYET:

1. ycTaHOBUTH U NOAJEPKUBATH OA30BbIE KOH(PUTYpAIUY;

2. wumeth onuchk (kapry) UC, akTyanuzupyemyro C y4eToM >KU3HEHHOTO
IIUKJIa, B KOTOPYIO BXOJAT ammaparypa, MporpaMMHOE OOECledYeHHe U
JOKYMEHTAILIUS;

3. yCTaHOBUTh M 0O0ECTHEUUTh MPAKTUUECKOE MPUMEHEHHE HACTPOCK s
KOH(HUTYpHUpOBaHUS CPEACTB O€30MACHOCTH B MPOAYKTax, Bxoasmmx B NC.

B obGmactu maenTudUKamy u ayTeHTU(DUKAITMNT HEOOXOIUMO OOECIICYHTh
uaeHTUGUKaMo ©  ayreHTu(dukanuio nois3oBarened  WC, mpoueccos,
JIEUCTBYIOIIUX OT UMEHHU MOJIb30BATENICH, a TAaKKEe YCTPONCTB Kak HEOOXOJIUMOE
ycioBue npegoctanieHus noctyna k MC.

Kpome Toro, He00X01UMO:

[IprMeHUTENBHO K COMTPOBOXKICHUIO:

1. ocylecTBIATh MEPUOANYECKOE U CBOeBpeMeHHoe oOcmyskuanue MC;

2. obecneunTh d(MPEKTUBHBIE PETYIATOPHI ISl CPEACTB, METOJOB,
MEXaHHU3MOB U MEPCOHAJA, OCYIIECTBIISIIONIUX COMTPOBOXKICHUE.

JI71s 3a1mThl HOCUTEIICH:

1. 3ammMImath HOCUTENH JIAHHBIX Kak U(POBbIE, TaK 1 OyMaKHBIE,

2. TOpeAoCTaBiATh  JOCTYIl K  JaHHBIM HA  HOCHUTENSAX  TOJIBKO
aBTOPU30BAHHBIM MOJIb30BATEIISIM;

3. caHupoBaTh WM YHUYTOXKAThb HOCHUTENM TEPea  BHIBOAOM U3
AKCIUTyaTaly WIKM TIEpe]l nepeadeii Jj1si MOBTOPHOTO MCIOIb30BaHUA.

C 1enpio 3alUThl CUCTEM M KOMMYHUKAIIAMN:

1. orciexuBaTh, KOHTPOJIUPOBATh W 3alllUINATh KOMMYHHUKAIMH (TO €CTh
nepejaBaeMble M MIPUHUMAEMbIe JaHHBIC) HA BHEIIHUX U KJIFOYEBBIX BHYTPEHHUX
rpanunax 1C;

2. TPUMEHATh apXUTEKTYPHbIE W anmapaTHO-MPOrPAMMHBIE IOJIXOJIBI,
MOBBIIIAIONINE JIEHCTBYIONUH ypoBeHb nH(popMalmoHHou 6e3onacuoctu MC.

Jsist oGecniedeHust 1IeJIOCTHOCTH CUCTEM M JIAHHBIX

1. cBoeBpemenHo wuneHTuumpoBath gedextet MC wu  JgaHHBIX,
JOKJIAJbIBAaTh O HUX U UCIIPABIIATD;

2. 3ammmark MC oT BpeIOHOCHOTO MPOrpaMMHOT0 00€CIIEYEHUS;

3. OTCIEXUBaTh CUTHAJBI O HApYIICHHUSX O€30MaCHOCTU W COOOUIEHHUS O
HOBBIX yIpo3ax g WH(OOPMAIIMOHHOW CHUCTEMbl M JOJKHBIM 00pa3zoM
pearupoBaTh Ha HUX.

IIpakTuyeckoe 3axanue
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[Tonb3ysichk yueOHUKOM, OIHUILINTE:

1. Bunsl u cxemsl cepTuUKaMK CPEICTB 3aIUTHI HHPOPMAIUH.

2. Oyskmun OCTIOK B obmactu cepTUdUKALUMU CPEACTB  3aIUTHI
uH(pOopMauu.

3. OYHKIMH OPraHOB CEPTU(PUKALIMU CPECTB 3AIUTH HHPOPMAIIIH.

4. ®OyHKIMM UCTIBITATEIBHBIX Jab0paTopuil (LIEHTPOB).

S. OyHKIMHU 3asIBUTEIIEN.

6. Ilopsmox mpoBeaeHUs CePTHPHUKAIIIN U KOHTPOJIS.

7. IlepeueHn CPEIICTB 3aITUTHI nHpOpMaIuH, 13 (0010 (S #011170:¢
cepTU(UKAIIUH.
OTtuer

OTyeT JOJIKEH CoaepKaTh:
HAaWMEHOBaHUE PAOOTHI;
11eb pabOThI;
3aJaHiue;
MOCIIEI0BATEIHbHOCTh BHIMIOTHEHUS PaOOTHI;
OTBETHI HA KOHTPOJILHBIC BOTIPOCHI,
BBIBOJI O IIPOJIEIAHHON padoTe.
KonTpoJsbHbIe Bonpocsl
1. CdopmynupyiiTe 1eId CUCTEMBbl CEpTU(PHUKAIMUA CPEJICTB 3alUThI
uH(OopMaIKK 1o TpeOGOBaHUAM OE301MaCHOCTH MH(OPMAIIUH.
2. OpraHuzalMOHHasg CTPYKTypa CHCTEMbl CEpPTH(PUKAIMH CPEICTB
3aIUThl HHPOPMAIIUU 110 TPeOOBAHUAM 0€3011aCHOCTH MH(GOPMAIIHH.
3. HazoBute BuAbl U CcXeMbl CepTUPHUKAUUA CPEACTB  3aIIUTHI
uH(popMaIuu.

Qb=
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IlpakTnueckass  paGora 5.  TpeGoBanus K  0e3omacHOCTH
uHpoOpMalMOHHBIX cucTeM B Poccuu.
Henab padoThl: 3aKpeIUICHHE TEOPETHUECKUX 3HAHUI B 00JIACTH MPABOBOTO
obecnieueHus: UHPOPMAITMOHHOM OE30MACHOCTH.
OO0opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[Togxox K 0€30MacHOCTH peaiu30BaH B PYKOBOJAILIEM JIOKYMEHTE
l'ocypmapctBeHHOM ~— TexHuuyeckor — komuccuen  mpu  llpesmpgenre PO
«Knaccudukanuss aBTOMaTU3UPOBAHHBIX CHUCTEM M TpeOOBaHUU MO 3alIUTe
uHbopMalmy, BeIMyieHHOM B 1992 r. TpeGoBanus BceX NMPUBEIEHHBIX HUXKE
JOKYMEHTOB 00s13aTeIbHBI ISl UCIIOTHEHHUS TOJBKO JIJISI T€X TOCYAapCTBEHHBIX
00 KOMMEPUYECKMX OpraHu3alluii, KOTOphle 00pabaThiBalOT HWH(OpMaIHIO,
COJIEpKalllyI0 TOCYAapCTBEHHYIO TalHy. /{151 OCTalIbHBIX KOMMEPYECKUX CTPYKTYP
JIOKYMEHTBI HOCAT PEKOMEHJIATEIbHbBIN XapakTep. B JaHHOM JOKYMEHTE BBIICIICHO
9 KJIACCOB 3aIUIIEHHOCTH ABTOMATU3UPOBAHHBIX CUCTEM oT
HECAaHKIIMOHUPOBAHHOTO JOCTyla K HWH(OpMauuu, a [ KaxJoro Kiacca
OMpENeSICH MUHHUMAJIbHBI COCTaB HEOOXOAMMBIX MEXaHM3MOB 3alllUThl U
TpeOOBaHUSI K COJICPKAHUIO 3aIMUTHBIX (YHKIMH KaXI0TO W3 MEXaHU3MOB B
KaXKJIOM U3 KJIACCOB CUCTEM.

Kitaccsl cucrem paszeneHsl Ha TpU TPYIIIbI, IPUYEM OCHOBHBIM KPUTEpPUEM
JIeNIeHUs] Ha TPYNNbl MPUHATH cHelupUuyYecKkue OCOOCHHOCTH 00paboTKH
nHpOpMAIINH, 2 UMEHHO:

TPEThSl TPYIIa — CHUCTEMbI, B KOTOPBIX pabOTaeT OJIMH IMOJIH30BATENb, J10-
MyIIEHHBIA KO BCeil 00pabdaTkiBaeMoil HH(pOpMAIINK, Pa3MEIICHHOW Ha HOCUTEIIX
OJTHOTO YpPOBHS KOHQUICHIMATHHOCTH, K TPYIIE OTHECEHhl JBa KJacca,
o0o3HaueHHbIC 3b u 3A;

BTOpasi TpyIIa — CUCTEMBI, B KOTOPBHIX pabOTaeT HECKOJbKO IMOJIb30BATE-
Jed, KOTOpble HMMEIOT OJMHAKOBBIE IpaBa JOCTyna KO Bced wuHoOpMaluu,
oOpabarbiBaeMOl W/WJM XPAaHUMOM Ha HOCHUTENSAX PAa3IMYHOIO YPOBHS KOH(H-
JEHIIUAJIBHOCTH;, K TPYIINE OTHECEHBI JIBa Kjacca, 0003HaueHHbIe 2b u 2A;

nepBasi rpymnna — MHOTOIOJIb30BAaTEIbCKUE CUCTEMBI, B KOTOPBIX OJHO-
BpEMEHHO 0OpabaThiBaeTCs W/WIM XpaHUTCA HWHGOpPMAIUs pa3HbBIX YpPOBHEH
KOH(UICHIIUATLHOCTH, MPUYEM pa3IMYHBbIE IMOJH30BATEIN MUMEIOT pa3Hble MpaBa
Ha JI0CTyN K nHbopMaIuu; K rpymnme otHeceno 5 kiaccos: 1[I, 1T, 1B, 1b u 1A.

TpeOGoBanus k 3ammTe pacTyT OT cucTeM kiacca 3b k kmaccy 1 A.

Bce MexaHW3MBbl 3alUTHl pa3fiefieHbl Ha 4 MOACUCTEMBI CIEAYHOUIErO
Ha3HAYCHUS:

. yIpaBJIEHUSI TOCTYIIOM;

. pEerucTpaiuu U y4erTa,

. KpUntorpauueckoro 3aKpbITUs;

. oOecrieyeHus HeJ0CTHOCTH.

Conepxanue CpeiaCcTB Il  KaXJAOW TPYNNbl CHUCTEM TIPUBEJICHO B
nokymeHnrte. [lpuBeneHHass B PYKOBOJSIIEM JOKyMEHTEe [ OcTeXKOoMHCCHUU
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METOJIMKA PaCIpOCTPaHSIETCA Ha 3alUTy OT HECAHKIIMOHHPOBAHHOTO JOCTyMa K
nHpopMaru, HaxoJsmiecs HemnocpenctBeHHO B 3Y OBM u Ha CMEHHBIX
MaIlllMHOYUTAEMbIX  HOCUTENAX.  3JHAYUTENbHO  padblie, B 1978 .,
INoctexkomuccuet ObUTM BBIMYIIEHBI PYKOBOJAIINE TOKYMEHTBI, OMpPEACIISIONINe
TpeboBaHuUs K 3anuTe HHGOPMALIMK B aBTOMATU3UPOBAHHBIX CUCTEMaX OT YTEUKU
M0 MOOOYHBIM 3JEKTPOMArHUTHBIM M3JIyYeHHsIM W HaBojkaMm. [Ipu paspaboTke
Ha3BaHHBIX TPEOOBAHUN YUUTHIBAIUCH CIAEAYIONINE (PAKTOPHI:

1. Hounst rpudoBanHOM nHPOpMaIKU B 00111eM 00beMe 00pabaThiBaeMoi
uH(OpMaIIHH.

2. NHTeHcuBHOCTD 00paboTKu rprudoBaHHON MH(POPMAINH, BEIpaKaeMasl
OTHOCHUTEJIHHOM J10JIeH BpeMEeHH €€ 00pabOTKH B TEUEHHUE CYTOK.

3. VYcioBuss  pacrloiOKEHHS  almaparypbl  aBTOMAaTU3UPOBAHHOU
CUCTEMBI.

Hanuuue paccMOTpEeHHBIX METOIMK M 3aKpEIUIeHHE UX B OQHUIIMATIbHBIX
JOKYMEHTaX CO3/aeT AOCTATOYHO HAJIEKHYIO 0a3y i 3alUThl MHPOPMALMKM Ha
peryispHoi ocHoBe. OHAKO HETPYAHO BUAETH, UTO C TOYKU 3PEHHSI COBPEMEHHOU
MIOCTAHOBKM 33Ja4M 3alUThl HMH()OpPMAlMU HMEIOLIMECS METOAMUKHU SIBIISIIOTCS
HEJJ0OCTATOYHBIMHU T10 PSIY IPUYKH, & UMEHHO:

1) METOJUKM OpPUEHTUPOBAHBl Ha 3alIUTy HUHGOPMAIMU TOJBKO B
cpeactax OBT, B TO BpeMs Kak HMEET MECTO YCTOWYMBasg TEHACHIIUS
OpPraHUYECKOTO CPalIMBaHUS aBTOMATU3UPOBAHHBIX U TPAIUIMOHHBIX TEXHOJIOT U
00paboTku nHGOPMAIIUH;

2) YUUTBHIBAIOTCS  JaJieKO HE  Bce  (paKTOpbl,  OKa3bIBAIOLIUE
CYLIECTBEHHOE BIIMSHUE Ha YS3BUMOCTh MH(POpPMAIUH, a TOITOMY U MOJJIeKAIIIe
y4eTy MpH OINpeAeeHUN TPeOOBaHUH K 3aIUTE;

3) B HAyYHOM IUIaHE OHM OOOCHOBaHBI HEJOCTATOYHO 32 MCKIIOYCHHEM
TpeOoBaHMil K 3amuTe UHPOPMALIMK OT YTEUKH IO TEXHUIECKUM KaHAJIaM.
IIpakTH4yeckoe 3axanue.

1. Bocnons3yiitech TTOUCKOM JIJI51
MOJTYYCHUS TaOJIUIIBI XapaKTEPUCTUK KIIACCOB TIOJICHCTEM
3aIIUAIEHHOCTH
2. [Tpoananmu3upyiTe TaHHYIO TaOIHUITY
3. Boimumure  ocHOBHbIE ~— TpeOoBaHMS K MHGOPMAIIMOHHOMN
0€30I1acCHOCTH.
4. Ha OCHOBE MOJIYYEHHBIX JTAHHBIX
chopmyupyiTe pEKOMEeHIaIun o
nH(OPMAITMOHHON O€30MaCHOCTH.
Otuer

OT4er T0JIKEH coepkKaTh:

1. HauMeHOBaHHUE paldOTHI;

1Eeb paboThI;

3ajlaHue;

MIOCIIEIOBATEIbHOCTh BHIMIOTHEHNS PaOOTHI;
OTBETHI Ha KOHTPOJIbHBIE BOTIPOCHI;

e
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6. BBIBOJ] O MPOJIETIAHHOMN padoTe.
KonTpoJbHbIE BONIPOCHI

1. CKOJBKO KJIACCOB 3AIUIIEHHOCTH CYLIECTBYET?

2. OOs3aTenbHO M BBIIOJHEHHE BCEX TPEOOBaHUM  HM3YyYEHHOTO
JNOKyMEHTa?

3. YuTeHbl JM B M3YYEHHOM JIOKYMEHTE HOBBIE METOJbl MOJIYYEHUS
noctyna?
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IIpakTnueckas padora 6. Ouenka cocrosnus 6esonacuoctu UC CHIA.
Hear paGorbr  u3yuuts Crampaptr CIHIA  "Kpurepuum  oueHku
rapaHTUPOBAHO  3AIMIICHHBIX  BBIYMCIUTENBHBIX CHUCTEM B  HHTEpecax
MuHucTepcTBa 000ponsl CIIIA".
OO0opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Hanbomnee m3BECTHBIM JOKYMEHTOM, YETKO OMPEACIISIONIUM KPUTEPHUH, IO
KOTOPBIM JIOJKHA OIIEHUBATHCS 3AIIMIIEHHOCTh BBIYMCIMTENBHBIX CHCTEM, U Te
MEXaHU3MBbI 3alIUThl, KOTOPbIE JOHKHBI MCIOJIB30BATHCS B CHUCTEMax 00pabOTKU
CEKpeTHOM (KOH(pUACHIIMAIbHOW — B OoJee oOIel mocTaHoBKe) MHGOpMAIIUH,
SIBJISICTCS TaK Ha3biBaeMas "OpankeBas KHUTA', MpeICTaBIIsIoNas co00i cTanaapT
CIIA "Kputepuu OLIEHKM TapaHTUPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIIbHBIX
cuctem B uHTepecax muHUCTepcTBa 000poHBl CIIIA" (Trusted Computer Systems
Evaluation Criteria — TCSEC), mpunsrteiii B 1983 rogy. Ero mnpunstuio
MpeAIEeCcTBOBAIN NATHAAATUICTHUE UCCIIEIOBAHMS, MIPOBOAUBIINECS
CIIELUAJIBHO CO3J]JaHHOM palodyeil rpynmnol W HalMOHAJIbLHBIM OHOPO CTAH/IAPTOB
CIIA.

CranpapToM TMpeayCMOTPEHO IIecThb (PyHIaMEHTalIbHBIX TpeOOBaHUM,
KOTOPBIM JIOJDKHBI  YJIOBJIETBOPSATH T€ BBIUUCIUTEIBHBIC CHUCTEMBI, KOTOPHIE
UCIIONB3YIOTCS 11 00paboTku KoH(uAeHIHaIbHOW uHopManmu. TpedoBaHus
pasziesieHbl Ha TPU TPYIIIbI: CTpaTerusi, MOJOTYETHOCTh, TapaHTUU — B KaXI0u
rpyIIe 1o 1Ba TpeOOBAHMS CIIETYIOIIETO COIePKaHUSI.

1. Crparerus.

Tpe6oBanue 1 — ctparerusi oOecriedeHus: 0€30MACHOCTU: HEOOXOIUMO
UMETh SIBHYIO M XOPOILO ONPEEICHHYIO CTPAaTernio odecreueHus: 6e30MacHOCTH.

TpeOoBanue 2 — MapKMpOBKa: yIPaBJIAIOIIKME TOCTYIIOM METKHM JOJIKHBI
OBITH CBsI3aHbI C OOBEKTaAMU.

2. ITog0TYETHOCTD.

TpeboBanue 3 — ujneHTUGUKAIUA: UHAUBUIYATbHbIE CYOBEKTHI JTOKHBI
UIAEHTU(ULIUPOBATHCS.

Tpeb6oBanue 4 — TOAOTUETHOCTH: KOHTPOJIbHAST WHQOpMAIUS JOJDKHA

XPaHUTHCSI OTACNBHO M 3alIUINATHCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a
ATO TPYIIbl HMEIACh BO3MOXKXHOCTh OTCJIEXKHUBATh JCHCTBUS, BIUSIONIME Ha
0€3011aCHOCTb.

3. I'apantumn.

TpebGoBanue 5 — rapanThu: BEIYMCIHUTENbHAS CHCTEMA B CBOEM COCTaBe
JIODKHa  UMMETh  anmnapaTHbIC/TIPOTPAMMHBIE  MEXaHU3MBbI,  JIOMYCKAroIlue
HE3aBUCUMYIO OIIEHKY Ha NIpeIMET JOCTATOYHOIO YPOBHS TApaHTUH TOrO, YTO
cucteMa 00ecreynBaeT BBIIIOJIHEHUE M3JI0KEHHBIX BbILIE TpeOOBaHU (C MEPBOTO
10 YETBEPTOE).

TpeOoBanue 6 — TMOCTOSHHAS 3alIUTa: TapaHTUPOBAHO 3AIIUILICHHBIC
MEXaHU3Mbl, pEATU3yIOUIME TMepeuHcleHHble TpeOOBaHUs, JOKHBI  OBITh
NOCTOSIHHO ~ 3alllMIIeHbl OT "B3JIaMblBaHMS" W/MIM HECAHKIIMOHWPOBAHHOTO
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BHECCHUS U3MECHEHUN.

B 3aBuCMMOCTM OT KOHKPETHBIX 3HAYEHHM, KOTOPBIM OTBEYAIOT
aBTOMATU3UPOBAHHBIE CUCTEMBI, OHU pa3eieHsl Ha yeTslpe rpynmnsl (D, C, B, A),
KOTOpbI€ Ha3BaHbI TaK:

D — muHMManbHas 3a1iuTa;

C — unauBuyanabHas 3amuTa; B — MangaTHas 3ammura;

A — BepuduLMpOBaHHAS 3allIUTA.

['pynmbel cucteM ACNSATCS Ha KJIAcChl, MPUYEM BCE CHUCTEMbl, OTHOCHUMBIE K
rpymme D, obpasyroT oaun kiace (D), k rpynme C — nBa kiacca (Cl u C2), k
rpynne B — tpu kmacca (B1, B2 u B3), k rpynnme A — oxaun kiacc (Al ¢
BBIJIEJICHUEM YaCTH CUCTEM BHE KJIacca).

Hwxe paccMoTpuM Ha3BaHUS U KPATKYIO XapaKTEPUCTUKY MEPEUUCICHHBIX
KJIACCOB:

D — mMuHUManbHas 3alIUTa — CHUCTEMBI, MTOJBEPTHYTHIC OIEHWBAHHIO, HO
HE OTBEYAOIINE TpeOOBaHUAM 00Jie€ BBICOKUX KJIACCOB;

C1 — 3ammTa, OCHOBaHHas Ha WHIUBHUIYaJbHBIX MEpPaX — CHUCTEMBI,
oOecrieunBaoIIMe pas3elieHne Mojb3oBarened U JaHHbiX. OHM  coxaepkaT
BHYUIAIOUIME JIOBEPUE CPENICTBA, CIOCOOHBIE pEATU30BaThb OrPAHUYEHHUS T10
JOCTYIy, HaKJIaJblBa€Mble Ha WHAMBUIYaJbHOH OCHOBE, T.€. MO3BOJISIOLINE
MOJIB30BATEIISIM UMETh HAJICKHYIO 3alUTY UX WHOOPMAIMK U HE JAIOIINE JPYTUM
MOJIb30BaTENIIM ~ CUMTHIBATh WM  paspyliatb UX JaHHble. [lomyckaercs
KOOTIEpUPOBAHUE TOJIb30BATEINICH 110 YPOBHAM CEKPETHOCTH;

C2 — 3ammra, OCHOBaHHAas Ha YIPAaBISEMOM JIOCTYIIE — CHUCTEMBI,
OCYILIECTBIISIIOIIME HE TOJBKO pa3lielieHHue IMojb3oBaTeneil kak B cucremax Cl, HO
U pa3JIeJICHUE UX M0 OCYIIECTBIISIEMBIM JIEHCTBUSIM;

B1 — 3ammra, ocHOBaHHAas Ha MPUCBAWBAHUHN WUMEH OTJEIHHBIM CPEICTBAM
0€30MacHOCTH — CHCTEMBI, PACIOJIaraloiife BCEMH BO3MOXKHOCTSIMH CHCTEM
kiacca C, ¥ JOMOJMHUTENBHO JOJIKHBI OBITh (DOpPMaJIbHBIE MOJEIH MEXAHH3MOB
oOecrieyeHusi 0€30MAaCHOCTH, MPUCBAMBAHMS HMEH 3alMIIAEMbIM JIAHHBIM
(BKJIFOYAasi W BbIJaBaeMble 3a TPEACNIbl CUCTEMbl) W CPEACTBA MAaHJIAaTHOTO
yIIpaBJIEHUsI TOCTYIIOM KO BCEM NMTOMMEHOBAHHBIM CYyObEKTaM U O0OBEKTaM;

B2 — cTpykTypupoBaHHas 3allliTa — CUCTEMBbI, TOCTPOCHHBIE HAa OCHOBE
SCHO OIpEAeNICHHON 1 (hOpPMaAIbHO 33JJOKyMEHTUPOBAHHON MOJIETH, C MaHAATHBIM
yOpaBICHUEM JIOCTYIOM KO BCeM CyOBbeKTaM M OOBEKTaM, pacroJiararonue
YCUWJICHHBIMU CPEJICTBAMU TECTUPOBAHUS M CPEJICTBAMH YIPABJICHUS] CO CTOPOHBI
aIMUHUCTPATOPA CUCTEMBI;

B3 — nomeHbl 6€30MaCHOCTH — CHUCTEMBI, MOHUTOP OOpaIIeHu KOTOPHIX
KOHTPOJIUPYET BCE 3alPOCHl HAa JIOCTYI CyOBEKTOB K 00BEKTaM, HE JOIMYyCKAIOIIHE
HECAaHKIIMOHUPOBAHHBIX M3MEeHEeHN. OOhEeM MOHUTOPA JODKEH OBITH HEOOIBITUM
BMECTE C TE€M, YTOOBI €r0 COCTOSIHUE U PAd0Ty MOXHO ObUIO CPAaBHHUTENIBHO JIETKO
KOHTPOJIMPOBaTh U TEeCTHUPOBaTh. KpoMe TOro AOMKHBI OBITH MPEAYCMOTPEHBI:
CUTHAJIM3alMsl O BCEX TMOMbITKAX HECAHKIMOHUPOBAHHBIX JACHUCTBUM U
BOCCTAHOBJICHHE PAOOTOCIIOCOOHOCTH CUCTEMBI;

Al — BepH(UKAIMOHHBIA TMPOEKT — CHUCTEMBI, (DYHKIIMOHAIBHO
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HKBUBAJICHTHBIC crcTeMaM kiacca B3, HO Bepudukaus KOTOPBIX OCYIIECTBIICHA
cTporo (GopMaabHBIMH METOJAMH. YTIPABICHUE CHUCTEMOW OCYIIECTBISIETCS IIO
CTPOrO OINpeaeNeHHbIM npouenypaMm. OO0s3aTeabHO BBEACHHE aJMUHUCTpaTOpa
0€30MacHOCTH.
IIpakTHyeckoe 3aganue
1. IIpoananusupyiire crangapT "Kpurepuu oueHKHn rapaHTHPOBAHO

3AIIUIIEHHBIX BBIYUCIUTEIBHBIX CHUCTEM B HHTEpecax MHUHHUCTEPCTBA
o6oponsr CIIIA".

2. CornacHo TpeOOBaHUSIM, MPEIOCTABICHHBIM B CTaHAApPTE, COCTABHTE
XapaKTEPUCTUKY BBIYUCIUTEIBLHOM CHUCTEMBI JUIsi 00pabOTKM KOH(HUACHIIMATBHON
uHOOpMAaIIHH.

3. O6ocHy#TEe CBOM BBIOOD pelIeHUH 10 3alIUuTe MHPOPMAIIUH.

Otuer
OTyeT JOJIKEH COJepKaTh:
HaMEHOBaHUE PadOTHI;
1EeIb paboThI;
3aJ1aHuUE;
NOCJIEIOBATENBHOCTD BBIITOJIHEHUS pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O MPOJIEIaHHOMN padoTe.
KoHnTpoJsibHBbIE BOPOCHI
Uro Takoe nonuTrka 0e30macHoCTU?
Kaxkue snemeHTsl BKIIIOYAET B ce0s MOMUTHKA O€301acCHOCTH?
Yro Takoe Kiacchl 0€30MaCHOCTH U YPOBHU JOBEPHS?
Kaxkue tpeboBanus onpenenstorcs kinaccamu Cl u C27?
Kaxkue tpeboBanus onpenenstorcs kiaaccamu B1, B2 u B3?
Kaxkue tpeboBanus onpenenstores kiaccom Al?

SNk W=

AN
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IIpakTnueckas paGora 7. OmnpeneneHue KJIACCOB 3aANIUIIEHHOCTH
CPeACTB BLIYMCIUTEIbHON TEXHUKH OT HECAHKIIHOHUPOBAHHOIO 10CTYIIA.
Henb padoThbl: U3y4yuTh M MPOAHAIU3UPOBATH PYKOBOIAIIUN JTOKYMEHT
"CpencrBa BBIYMCIUTENBHOM TEXHUKH. 3aluTa OT HECAHKIMOHHUPOBAHHOTO
nocryna K ua@opmanuu. [TokazaTenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna kK uagopmanuu'.
OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBBI

TeopeTtndyeckne OCHOBBI NPEACTABIECHbl B PYKOBOISAIIEM JOKYMEHTE
"CpencTtBa BBIYMCIUTEIBHOM TEXHUKHM. 3alluTa OT HECAHKIMOHUPOBAHHOIO
noctyna K uadopmanuu. [Tokazarenu 3allMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna K uadopmaruu'
I[IpakTH4eckoe 3axanue

1. U3yunuth aokymeHT "CpencTBa BBIYHMCIWUTEIBHON TEXHUKH. 3aliuTra OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyMNa K MHpopMauuu. [lokazarenu 3aliMILIEHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO J0CTyNa K uHpopmauu"

2. Ykaxwure, kakue tTunsl HCJI paccMOTpeHBI B JOKYMEHTE.

3. CocTtaBuTh npe3eHtanuio Ha temy «Kiaccel 3amuméanoctu CBT
OTtuer

OTt4er T0JDKEH conepkKaTh:
HauMEHOBaHUE PaOOTHI;
11e7Tb PaOOTHI;
3aJIaHuE;
MOCJIEI0BATEIbHOCTh BBIIOJIHEHUS PaOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O IPOJIEIAHHON padoTe.
KonTposabHbie Bonpocsl

1. Kak npoBoautcsa ouenka 3amuménHocty or HC/I?

2. Kakue tunsl tokymeHnTanuu Heooxoanumsl CBT?

3. UeM oTimmuaroTcst Kiiacchsl 3amuiénaoctu CBT?

AN
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IIpakTnueckas padora 8. OmnpeneseHue TpPeOOBAHMI K 3alIUTe
uHopMaUU

Hens paGorhl: u3yuyuTh TpeOOBaHUS, MPEABSIBISIEMbIE K 3alUTE
uH(pOpMaIUK, U3YYUTh TOKYMEHTALHIO 110 3a1UTe HH(HOPMALIIH.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

C no3uyuii cucmemnozo nooxooa s pealv3alUM PUBEICHHBIX
NPUHIIMIIOB MPOILECC, Ja U caMa CHUCTeMa 3allUThl HH(POPMAaILIUU TOJKHBI OTBEYATh
HEKOTOPOU COBOKYITHOCTH TPeOOBAHMIA.

3amura nHgopMalnun J0JKHA ObITh:

- UEeHmpaIu308aHHOIL;

HEOOXOJUMO UMETh B BHAY, YTO TMPOLECC YIpaBICHUA Bcernua
LEHTPAJIU30BaH, B TO BpeMs KakK CTPYKTypa CHCTEMBI, pPEAIM3YIOIIEH 3TOT
polecc, JOJKHA COOTBETCTBOBATH CTPYKTYPE 3alUIIAEMOT0 0OBEKTA;

- NJIAHOBOIL;

IUIAHUPOBAHHUE OCYILECTBISACTCA JUISl OpraHU3aldd B3auMOJCHCTBUS BCEX
nojpa3/ieIecHu 00bEeKTa B MHTEpecax pealu3aluyd MPUHATON MOJUTUKHU
0e30MacHOCTH; Kax/aasi ciiyk0a, OT/Aell, HalpaBieHue pa3pabaTbiBalOT J€TaIbHbIE
IUTaHbI 3alUThl HH(pOpMauKU B cdepe CBOei KOMIETEHIIMH C YYETOM OOIIeH 1eau
OpraHu3aluy;

- KOHKPEemHOU U Uel1eHanpasieHHou,

3alIUTe MOJUIeKaT aOCOJMIOTHO KOHKPETHbIE HWH(OPMALMOHHOW Ppecypcehl,
MOTYLIUE NPEICTABIATh HHTEPEC 11 KOHKYPEHTOB;

- AKMUGBHOI,

3aMINaTh HMHGOPMAIUIO  HEOOXOAMMO C  JIOCTATOYHOM  CTENCHBIO
HAaCTOWYMBOCTHU M LEICYCTPEMIICHHOCTH. DTO TpeOOBaHUE MPEAIoaracT HaIudue
B COCTaBE€ CHUCTEMbI MH(OPMALIMOHHON O€30MaCHOCTH CPEJCTB MPOTrHO3UPOBAHUS,
AKCIIEPTHBIX CHCTEM M APYIMX HHCTPYMEHTApHEB, IMO3BOJSIOIIUX PEaTN30BaTh
HapsAy C MPUHLUIOM «OOHApYX UTh M YCTPAHWUTH» NPHUHLIMI «IPEABUAETH U
MPEeI0TBPATUTHY;

- HAOEIHCHOU U YHUBEPCANbHOIU, OXBAaThIBATh BECh TEXHOJOTMYECKUN
KOMIUIEKC MH()OPMAIMOHHON IeATEIbHOCTH 00BEKTA;

METOAbl W CpEICTBA 3alllUThl JOJDKHBI HAJEKHO IEPEKPhIBATH BCE
BO3MOXHBIE KaHAJIbl YTEYKH HHGPOPMAIMK W TPOTUBOACHCTBOBATH CIOCOOaM
HECAaHKIIMOHUPOBAHHOT'O JOCTyNa HE3aBUCUMO OT

dbopmbl TIpencTaBieHus WHOOpPMAIUMHU, S3bIKa €€ BBIPAXKEHUS W BHUAA
HOCHTEIISl, HA KOTOPOM OHa 3aKpEIlJICHa;

- HecmanOapmuou(NOo CPABHEHUIO C JIPYTUMU  OpraHU3alUsMH),
pa3Ho00pa3HOM MO MCHOJIb3YEMBIM CPEJICTBAM;

- OMKpuIMOU Il W3MEHEHUsT M JIONOJHEHHs Mep oOecrneyeHus
Oe3omacHOCTH UH(pOpMaALUK;

- IKOHOMUYUECKU IPPeKmuenoil, 3ampamvl HA CUCMEM) 3AUUMbL He
OO0JIHCHBL NPEBLILUAMb PA3MEPLL BOZMONCHO20 Yujepoa
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I[IpakTu4eckoe 3axanue

1. Bocionb3yiiTech  MOWMCKOM /IS COCTaBJICHUSI CBOJHOM  TaOJMIIBI
JOKYMEHTOB,  pElNIAMEHTUPYIOIIUX  TpeboBaHus K  UHGOPMALMOHHOU
0e30macHOCTH

2. YkaxuTe, Kakue  JOKYMEHThl  HEOOXOAUMO  YYHUTHIBaTH  IpHU
MIPOEKTUPOBAHUM 3AIUTHI JOKYMEHTAIIMHU Ha YJIEKTPOHHOM HOCHUTEJE.

3. CMoJenupyiTe MOCJIEAOBATEIbHOCTh JICUCTBUM  JUISI  3alIUTBI  OT
KONUPOBaHUS MHGOPMALIUH.
OTtuer

OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHuE;
TIOCJICTIOBATEIPHOCTD BBHITTOJTHEHHS paOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJIEIAHHOM padoTe.
KoHTpoJsbHbIe BOnpochl

1. Ilepeuucnaute BUABI 3alIUTHI HHPOPMAIUH.

2. HazoBuTe 00BbEKTHI 3aIUTHI MHPOPMAIUHU U JaNTE UX OMPEICTICHHUS.

3. HazoBute criocoOsl 3aUTHl HH(MOPMAIUH.

4. HazoBure  cBoiicTBa  MHGOpPMAIMHM,  COCTaBISAIOIIME  MOJIETh
MH(GOPMAITMOHHON O€30MaCHOCTH.

5. Ha3zoBuTe OCHOBHBIC IPUHITUIIEI HHPOPMAIIMOHHOM 6€30MaCHOCTH.

6. Ilepeuncnure ycioBus u TpeOOBaHUS K 3aIIUTe HHPOPMAIIUH.

7. JlaiiTe ompeneleHHS TIOJUTHKHA O€30MMaCHOCTH Ha OOBEKTE U
chopmynupyite TpeOOBaHUS, IPEABSIBISEMBIC K TUTAHY 3aIIUTH HHGOPMAITHH

AN
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IIpakTuyeckas pabdora 9. AHaIM3 TEPMUHOB U OMNpeAeJeHHil
HHGPOPMALMOHHOI 0€30MACHOCTH

Hens padorel npoanamusupoBate ['OCT P 53114-2008 3amwura
uHpopmanuu. OOecrieyeHne MHPOPMALMOHHON O€30MaCHOCTM B OPraHHU3aLUU.
OCHOBHBIE TEPMUHBI U OTIPEACTICHUSI.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBbI

Teopernueckue ceaenus npenocrasieHsl B 'OCT P 53114-2008 3amura
uHbOpMAaIIHH.

Ob6ecnieuenre nHPOPMAITMOHHON 0€30MacCHOCTH B opraHu3anuud. OCHOBHBIE
TEPMUHBI U OIIPEIEICHUS.
I[IpakTuyeckoe 3axanue

1. Uzyunts 'OCT P 53114-2008 3amura wHbopmarmu. OOecriedeHUE
nHGOPMAIIMOHHON 06€30MaCHOCTH B OpraHU3aIIH.

2. M3y4uTh OCHOBHBIE TEPMHHBI U ONPEAECICHUS

3. CocraBuTh  rioccapuil Ui NaMATKH 10  MUHPOPMALMOHHOMN
0€30MacHOCTH.
OTtuer

OT4eT I0JIKEH coiepkKaTh:
HauMEHOBaHUE paboThI;
11e71b PaOOTHI;
3aJ1aHHUE;
MIOCJIEI0BATEIbHOCTh BBIIIOJIHEHUS PaOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O TIPOJICIIAHHON paboTe.
KoHnTpoabHbIe BOIPOChI

1. Kak Ha3pIBaeTCs yMBIIUIEHHO UCKaXKEHHASI HTHPOpMALIHS?

2. Kak HazpiBaeTcs uH(popmanus, K KOTOpOr OrpaHUYEH JTOCTYII?

3. Kakumu myTsamMu MOXeT ObITh NOJIy4eHa HHpopMauus?

4. Kak Ha3bIBaIOTCS KOMIBIOTEPHBIE CUCTEMBI, B KOTOPBIX 00€CIIEUNBAETCS
6e3omnacHoCTh UH(pOpMaUu?

5. OCHOBHOM JOKYMEHT, Ha OCHOBE KOTOPOIO TMPOBOAMUTCS TMOJUTHKA
nH(OpMaIIMOHHOM 0e30macHOCTH?

AN
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IIpakTnueckas paGora 10. Padora ¢ TI'OCTamum B o0jacTu
HHGPOPMALMOHHOI 0€30MACHOCTH

Heas paGorer Ha ocHoBe ['OCT P 53114-2008 mnosyuuTh HaBBIKK
COCTAaBJICHUSI IOKYMEHTAlMU B 00J1aCTH MH()OPMAIIMOHHON O€3011aCHOCTH.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

IIpakTuyeckoe 3axanue
1. Ha ocumoBe TOCT P 53114-2008 cocTtaBUTh NaMATKy 00
MHGOPMAIIMOHHON 0€30MaCHOCTH ISl 3aBEJICHUS, UCIOJIb3YIOIIETO 3IEKTPOHHbIN
JOKYMEHTOOOOPOT.
2. O60CHOBATh JOCTATOYHOCTD MPE/IAra€MbIX ITYHKTOB 0€30MaCHOCTH.
3. Ha mpumepe mnpoaeMOHCTPUPOBATH HEOOXOIUMOCTh COOJIOACHUS
npaBuiI HHPOPMAITMOHHON 6€30MaCHOCTH.
Otuer
OT4eT J0JIKEH coepkKaTh:
HauMEHOBaHUE padoThI;
1eJIb paboThI;
3a/1aHuUE;
NOCJIEIOBATENbHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI;
BBIBOJI O IIPOJICIIAHHON pabdoTe.
KoHTpoJsibHbIE BOPOCHI
1. Kakwue crangaptsl BkitoueHsl B 'OCT P 53114-2008?
2. UYrto Takoe MpUeMIIeMOCTh YPOBHS pHUcKa?

AU
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IpakTuyeckas padora 11. CocraBiieHne HHCTPYKIUM MO 00padoTKe U
XPaHEHUI0 KOH(PUIEHIIHAIbHBIX JOKYMEHTOB

HeabpaboTbl cocTaBieHUE alnroputMa i paboThl C
KOH(UIEHIMaTbHOU HH(pOpMaLUEH.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

C nosiBlieHHMEM HOBBIX TEXHOJOTUN (KOMIBIOTEPHI U OPTTEXHUKA) 3aUUTUTh
UHGOpPMAIIMIO CTAaHOBUTCS BCe TpyAHee. MHOXECTBO KOHKYPEHTOB HE YIYCTST
MaJieiiel BO3MOXKHOCTH MOJYYUTh KOHPHUACHIHAIbHYI0 HH(pOpMaInio (GUupMbI-
KOHKYPEHTa 1 MCII0JIb30BaTh €€ B CBOUX LeNsaX. i1 Toro 4yToOsl n30exaTh yTeUKu
uH(OpMAIH, COCTABIIAIONICH TailHy (PUPMBI, CO3TAOTCS CIY>KOBI IO KOHTPOJTIO 32
JOKYMEHTaMHU KOH(UICHIIMAIBHOTO XapaKTepa, X NepeBUKEHUEM U XpaHEHUEM
B OpPTaHU3ALUH.

be3omacHocTh 1EHHON AOKYMEHTHpyeMOW WH(OpMaIMK OIpenessieTcs
CTEIICHBIO €€ 3ALIUIIECHHOCTH OT MOCJIEICTBUI JKCTPEMAIBHBIX CUTyallli, B TOM
YyHUCJI€ CTUXUUHBIX OEACTBUH, a TaKK€ IIACCUBHBIX M AaKTUBHBIX IIOMBITOK
3JIOyMBIIUICHHUKAa  CO3J4aTh  NOTCHUMAJIBHYIO  WIM  PEaJbHYyI0  yIrpo3y
HECAHKIMOHUPOBAHHOTO  JOCTynma K  JOKYMEHTaM C  MCIOJb30BAHUEM
OpPraHU3alMOHHBIX U TEXHUYECKUX KAHAJOB, B PE3YJIBTATE YETO MOTYT IIPOU30NTH
XUIIEHUE U HEMPaBOMEPHOE HCIOJIb30BAaHUE 3JIOYMBIIIIICHHUKOM HH(pOpMalUud B
CBOMX LIETISIX, €€ MoauduKaius, moaMena, panbcudukanvs, yHUUTOXKEHHUE.

3MOYMBINIUIGHHUK —  3TO  HEJAOOPOCOBECTHBIN  KOHKYPEHT,  JIMIIO,
JNEUCTBYIOIIEE B MHTEpECaX KOHKYPEHTA, NPOTUBHUKA WM B JIMYHBIX KOPBICTHBIX
uHTEepecax  (areHTbl  WHOCTPAHHBIX  CHEICIYyX 0,  MPOMBIIUICHHOTO U

SKOHOMMYECKOTO IINMMOHAKA, KPUMHUHAIBHBIX CTPYKTYP, OTAEIbHBIE MPECTYITHbBIE
AIIEMEHTBI, ICUXUYECKU OOJbHBIC JHIA U 1p.). [IoHATHE «3I0yMBIIIIIEHHUK)» TECHO
CBSA3aHO C MOHSTHEM «IIOCTOPOHHEE JIMILIO», TO €CTh JII000E JIMILIO, HE MMEIOIIee
HEIMOCPEJICTBEHHOIO0  OTHOILIEHHUS K  JIEATEIbHOCTH  (QupMbl  (paOOTHUKHU
KOMMYHAJIbHBIX CITy>KO, 9KCTPEMaJIbHOM MOMOIIH, MPOXO0XKHUE U JIP.), TOCETUTETU
(bupMBbl, paOOTHUKU JPYTHUX OPraHU3ALUOHHBIX CTPYKTYp, & TAKXKE COTPYIHUKH
JaHHOW (UPMBI, HE MMEIOLIME IpaBa JIOCTYNa B OMNpE/EJICHHbIE MOMEIIECHUS, K
KOHKPETHOMY JIOKYMEHTY, UHpOpMaIuu, 6a3ze JaHHBIX.

JokymeHTtupyemass uHGOpMaIMs, HUCIONb3yeMas NpealpuHUMaTEeIeM B
Ou3Hece W YIpaBJICHUU MPEANPUATHEM, OpraHu3aluen, 0aHKOM, KOMIaHUEeH Win
JIpyroi CTPYKTypoul (nmanee — dupma), SBISIETCS €ro COOCTBEHHOM MM YaCTHOMN
uHbopMalue, MpeACTaBIAoNIe [Uisi Hero 3HAYUTEIbHYIO ILIEHHOCTb, €ro
MHTEIJICKTYaJIbHOM COOCTBEHHOCTHIO.

[lennocth wH(pOpMAMK  MOXET OBITh CTOMMOCTHOW  KaTEropuew,
XapaKTepU3YIOIel KOHKPETHBIA pa3Mep MpUOBUIM NPH €€ UCIOJIb30BaHUU WIIN
pa3Mmep yObITKOB Iipu ee yTpare. MHpopMmanusa 4acTo CTAaHOBUTCS LIEHHOM BBUIY
€e TMpaBOBOIO 3HAYeHUs Uil (UPMBI WM pa3BUTUA OuW3HEca, HalpuMep
YUYpEIUTENbHBIE JOKYMEHTBI, IPOTPaMMbl U IUIAHBI, TOTOBOPHI C MAPTHEPAMHU U
nocpeqHukaMu U T. 1. LleHHOCTh HMHpOpMalMU MOXKET TaKkKe OTpakaThb ee
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NIEPCIEKTUBHOE HAYYHOE, TEXHUYECKOE UIIM TEXHOJIOTUYECKOE 3HAYEHUE.

WNudopmarus, UMEroIIast UHTEJUIEKTYaJIbHYIO0 LEHHOCTb TUISL
MpeANpUHUMATENS, OOBIYHO Pa3esieTcs Ha 1Ba BUA:

TEXHUYECKasi, TEXHOJIOTMYECKas: METOAbl HW3TOTOBJIEHUA MPOIYKILHH,
IporpaMMHOE  OOEecCreYeHHe, MPOU3BOJICTBEHHbIE I[I0Ka3aTelld, XUMHUYECKUE
(bopMysbl, pe3ynbTaTbl HCHBITAHUI OMNBITHBIX O00pa3loB, JaHHbIE KOHTPOJISA
KauecTBa U T. I1.;

JIeJIOBasi: CTOMMOCTHBIE IOKa3aTelld, pe3yibTaThl MCCIEIOBAaHUS PBIHKA,
CIMCKH KJIMEHTOB, DKOHOMHUYECKHUE IPOTHO3BI, CTPATETUs ACHUCTBUN HA PBIHKE U T.
1.

[lennas nHdopmanus oxpaHseTcs HOpMaMH IPaKIAHCKOTO, MaTEHTHOTO U
aBTOPCKOTO IpaBa WJIM BKIIIOYAETCS B KAaTETOpHUIO MH(GOPMAIUMHU, COCTABISIOLIYIO
TalHy (PUPMBI.

BoisiBienne W periiaMeHTals  peaJibHOTO  cOocTaBa  HMH(OpMAIHH,
MPEACTABIAIONIEN LEHHOCTh Ul MPEANPUHUMATENS W COCTaBILIIOIIECH TaWHY
(upMBI, — OCHOBONOJIATAIOUIME YAaCTU CUCTEMBI 3amuThl MH(popmaruu. Cocras
1IeHHOW MHpopMauu (UKCUPYETCS B CHEIUAIBLHOM IMEPEUHE, OMpPEeAeIIIoneM
CpPOK U ypoBeHb (Tpud) ee KOHPUACHIUATBHOCTU (TO €CTh HEJAOCTYIHOCTU s
BCEX), CHHCOK COTPYAHMKOB (UPMBI, KOTOpPHIM NPEIOCTABICHO MPaBO
UCII0JIb30BaTh 3TU CBeJieHUs1 B pabote. IlepeueHb, OCHOBY KOTOPOTO COCTaBJISIET
TUIIOBOM COCTaB 3alllMIIAEMBIX CBEIEHUN (UPM JaHHOrO Mpoduis, sBiISETCA
HOCTOSIHHBIM pab04YMM MaTepuaioM pyKOBOJACTBA (hUPMBI, CIyKO O€30MacCHOCTU U
KOH(pUACHIINATLHON JIOKYMEHTAIUH. On MpECTABISET cobo
KJIaCCU(DHUIIMPOBAHHBIN CIUCOK TUIIOBOM U KOHKPETHOW IIEHHOW MH(OpMAlUU O
IPOBOAMMBIX padOTax, MPOU3BOJAUMOM MPOIYKIMH, HAYYHBIX M JIEJIOBBIX HAECSX,
TEXHOJIOTHYECKUX HOBIIECTBAX. B mepeueHp BKIIOYAIOTCS JIEUCTBUTENIBHO LIEHHbBIE
CBEJICHUS O KaXA0i padoTre (pupMsl.

JIOTIOMHUTENIBHO MOXET COCTaBJISATHCSA MEPEYEHb TOKYMEHTOB, B KOTOPBIX
3TH CBEJCHHS OTPAKAIOTCH (JOKYMEHTUPYIOTCS). B mepedeHb BKIIOYAOTCS TaKke
JOKYMEHTBI, HE COJEpKallie 3alluIIaeMy0 HH(OPMAILINIO, HO MPEICTaBISAIOIINE
LHEHHOCTh AJIs1 (GUPMBI U MOJIeKAIUE OXPAHE.

[lepeunu GopMUPYIOTCS UHAUBUAYATBHO KaxA0W (UPMON B COOTBETCTBHUU
C PEKOMEHIALMSIMHU CHEUAIbHOMW KOMMCCUM M YTBEPXKAAKTCA IEPBBIM
pykoBoAuTeneM (UPMBL. OTa KE KOMHCCUS PETYJIIpHO BHOCUT TEKYyIIHE
U3MEHEHUS B IEPEYHU B COOTBETCTBUM C JIMHAMHUKOHN BBINOJHEHUS (QUPMOIl
KOHKPETHBIX padoT.

Kommepueckass 1eHHOCTh MH(pOpMAlMM, KaK MPaBUIIO, HEJOJITOBEYHA U
OTIpEe/ICTISICTCSl BPEMEHEM, HEOOXOIMMBIM KOHKYPEHTY ISl BBIPAaOOTKH TOM XKe
uIeH WIM €€ XWIIEHUS M BOCIPOU3BOJCTBA, OMyOJMKOBAaHUS M IEpexoja
MH(pOpMaAMU B KaTeropuro ooOmen3BecTHbIX. CTeneHp eHHOCTH MH(pOpMaIuu 1
HAJIe)KHOCTD €€ 3aIUThl HaXOAATCS B PSIMOM 3aBUCUMOCTH.

JIOKyMEHTBI, coJepKalue LEHHYI0 HWH(POPMaLUI0, BXOIIT B COCTaB
MH()OPMAIMOHHBIX PECcypcoB (UPMBI, KOTOpbIE MOTYT OBITh: a) OTKPBITHIMHU
(moctynHbIMU U1 pabOThHl MepcoHana Oe3 CHenuanibHOro paspelieHus) u 0)
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OTPAaHUYEHHBIMH [IJI1 JOCTyNa K HUM MepcoHajla (OTHECEHHBIMH K OJIHOMY U3
BUJIOB TalHbl — TOCYJAPCTBEHHOM WM HEroCyJlapCTBEHHOM). JIOKyMEHTHI,
COZEpIKAIllE€ CBEIEHMS, KOTOPBIE COCTABIISIIOT HErOCYJAapCTBEHHYIO TauHY
(city»)e0OHyI0, KOMMEpPUYECKYI0, OAaHKOBCKYIO, TallHy (DUPMBI U Jp.) WIH COJIEPHKAT
MEPCOHAJIbHBIE TAHHBIE, UMEHYIOTCSI KOH(PUICHIIMAIbHBIMU.

HecMoTpss Ha TO, 4YTO KOH(HIECHUHATBHOCTh SBISIETCS CHUHOHUMOM
CEKPETHOCTH, OJTOT TEPMHH IIHPOKO MCIOJB3YETCA HUCKIOYUTENBHO IS
0o003HaueHus1 HWH(POPMAIMOHHBIX PECYpPCOB OrPAHMYEHHOIO JOCTyIa, He
OTHECEHHBIX K TrocygapcTBeHHOW TaitHe. KoH(UIEHIIMATBbHOCTh OTpakaeT
OrpaHUYEHHE, KOTOPOE HAKIIABIBAET COOCTBEHHUK MHGOPMAIIMK HA JTIOCTYI K HEH
JApYTUX JIMI, TO €CTh COOCTBEHHUK YCTAHABJIMBACT IMPABOBOM PEXKHUM ITOU
uHbOpMallMu B COOTBETCTBUU C 3aKOHOM. Bmecte ¢ TeM Kk KOHUACHIHAIbLHBIM
JOKYMEHTaM  HENIb31  OTHOCUTh  YUYpPEOUTEIbHBIE  JOKYMEHTBI,  YCTaBbl
NPEINPUHUMATEIBCKUX CTPYKTYp, (PUHAHCOBYIO TOKYMEHTAIMIO, CBEJCHHS O
3apa0OTHOM IUIATE€ MEPCOHANa W JIPYIyl JOKYMEHTHPOBAaHHYI HH(pOpPMAIMIO,
HEO0OXOAMMYIO MPABOOXPAHUTEIBHBIM H HAJIOTOBBIM T'OCYAapCTBEHHBIM OpPraHaM.

[lon KOHPUAECHUMAIBHBIM JIOKYMEHTOM TIOHMMAETCsl HEOO0XOIUMBbIM
oOpazoM  ohOpMIICHHBI  HOCHUTENb  JIOKYMEHTHPOBaHHOW  uH(MOpManuw,
COZEpKAIMU CBENICHUS, KOTOPbIE OTHOCATCA K HErOCyJapCTBEHHOW TaWHE U
COCTABJISIIOT UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh FOPUIUYECKOTO UK (PU3UYECKOTO
muna. O0s3aTeNnbHBIM  MPU3HAKOM KOHGUICHIIMATBHOTO JOKYMEHTA SIBISETCS
HanMMuMe B HeMm uHpopmanuu, nojiexamend 3amure. K koHbUIEHIIMATHLHBIM
OTHOCSTCS CIEAYIOIINE JOKYMEHTBI:

B TOCYJApCTBEHHBIX CTPYKTYypaX — JOKYMEHTBI, MPOEKTHl JOKYMEHTOB M
CONyTCTBYIOIIME  MaTepHalibl, OTHOCHUMBIE K CIyXeOHOW  uHpoOpManuu
OTPAaHUYEHHOT'O PAaCHpOCTPaHEHHUs (Ha3bIBa€Mble B UYHMHOBHUYBEM OOMXOE
JOKYMEHTaMH JUId  CIy>KeOHOTO  TOJb30BaHUS), COJCpIKAIIMe CBEACHUS,
OTHECEHHBIE K CITy>)keOHOH TaliHe, UMeroIre paboumil XapakTep U HE MOAJIEKAIIHe
OITyOJIMKOBAHUIO B OTKPBITOM M€YaTH;

B NpPEANPUHUMATEIBCKUX CTPYKTypaX M HalpaBlIEHUSAX MOJ00HOMN
JESTENbHOCTU — JIOKYMEHTBI, COAEp Kallue CBEIAEHUS, KOTOpble UX COOCTBEHHMK
WIM BJAJENIEl] B COOTBETCTBUHU C 3aKOHOAATEIBCTBOM HMEET MPABO OTHECTH K
KOMMEpPUYECKON  (MpeanpuHUMATEIbCKOW) TaifHe, TailHe ¢GuUpPMBI, TaliHe
MacTepCTBa;

HE3aBUCUMO OT TMPUHAUICKHOCTH — JOKYMEHThl U 0a3bl JaHHBIX,
bukcupyroime Jooble TepcoHaIbHbIe (JIMUHBIE) JaHHBIE O TPpaXKJaHaX, a TaKXKe
coJepkane MNpopecCHOHANbHYI0 TaiHy, TEXHUYECKHE U TEXHOJIOTHMYECKHUE
HOBIIECTBA (4O WX TMATEHTOBAaHUA), TaWHy MPEANPUATHA CBSI3H, CEPHI
oOCTy>KUBaHUS U T. II.

Ha3biBaTh KOH(HIEHIHATBHBIE TOKYMEHThl CEKPETHBIMU WJIM CTaBUTh HA
HUX TpU( CEKpeTHOCTU He Jomyckaercsi. OcoOEHHOCThIO KOH(UIAECHUIMATBHOTO
JOKYMEHTa SIBJISIETCS] TO, YTO OH OJJHOBPEMEHHO MPEACTABISIET COO0I:

MacCCOBBIM HOCHUTEIIb LICHHOM, 3aluiiaeMoi HHPpOpMaITuK;

OCHOBHOW MCTOYHUK HAKOIUIEHHS U OOBEKTUBHOIO PACHPOCTPAHEHHS ITOM
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uHpOpMaInK, a TAK)KE €€ HETIPAaBOMEPHOTO pasTIallieHUs] WM YTEUKU;
00s13aTEIBHBIA OOBEKT 3AITUTHI.

KonduaeHnunansHOCTh JOKYMEHTOB BCETJa MUMEET 3HAUMTEIbHBIA pa3dpoc
[0 CpPOKaMm OrpaHMYEHHUs CBOOOJHOIO JIOCTYNAa K HHUM IHepcoHana (upmbl (OT
HECKOJIbKMX 4acoB J0 MHorux Jjer). CieayeT y4uTbIBaTh, YTO OCHOBHAs Macca
KOH(HIEHIIUATBHBIX JOKYMEHTOB MOCIE OKOHYAHMS MX MCIOJHEHUS WU padOThI
C HUMH TEpsieT CBOIO LIEHHOCTh M KOH(PUAEHIMaIbHOCTh. Hanmpumep, nepenucka
710 3aKJIFOUYEHUS KOHTPAKTa MOKET UMETh Irpud KOH(DUIEHIHUATBLHOCTH, HO TOCIe
€ro MoAmMcaHusl 3TOT rpud ¢ MUCbMEHHOTO Pa3pelieHus] IEPBOTO PYKOBOIUTEIS
(bupMBbI CHUMAETCS.

OcraBuuecs KOH(UACHIINATbHBIMU UCIIOJTHEHHbIE JIOKYMEHTHI,
COXPAHAIOIINE LEHHOCTb ISl JESATeNIbHOCTH (GUpPMbI, (HOPMUPYIOTCS B Jela B
COOTBETCTBHM C HOMEHKJIaTypoil nein. [lepuon HaxoxaeHus KOHPUACHIUAIbHBIX
JOKYMEHTOB B JIlaX MOXKET OBITb KPAaTKOBPEMEHHBIM WIIU JOJITOBPEMEHHBIM B
3aBHCHUMOCTH OT IIEHHOCTH HH(OpMAIIMH, COAEp)KaIlehCcs B JOKyMEHTax Jena.
[lepnon KOH(PHUAEHIMATBHOCTH JOKYMEHTOB OINpPEAEISAETCS M0 YKa3aHHOMY BBIILIE
MEPEYHIO KOHPUIEHIIUAIbHBIX CBEACHUI U 3aBUCUT OT CIEUU(DHUKHU AESITEIbHOCTH
¢upmbl. Hampumep, NpoM3BOACTBEHHBIE, HAYyYHO-UCCIEIOBATEIbCKUE (HUPMBI
o0naaaroT 60see IEeHHbIMU JOKYMEHTaMH, YEM TOPTOBbIE, MOCPEAHUYECKHUE U JIP.

JIOKyMEHTbI JOJITOBPEMEHHOTO nepuoja KOH(UIEHIUATLHOCTH
(mporpaMMbl U TUIaHBI Pa3BUTHs OM3HECA, TEXHOJIOTHMYECKasi JIOKyMEHTallus HOY-
Xay, U300peTeHuss A0 MX MATEHTOBAHUS M Jp.) UMEIOT YCIOXHEHHBIM BapUaHT
00paboOTKM M XpaHEHHus, obOecrmeuuBaronIuii 0e30macHOCTh MHGPOPMAIMH U €€
HOCHTEJIS.

JIOKyMEHTBI KpaTKOBPEMEHHOTO NepHoia KOHPHUACHINATbHOCTH, UMEIOLIIE
OlepaTHUBHOE 3HAYEHHUE JJIS ACSITeIbHOCTH (hUpMBbI, 00pabaThIBAIOTCS U XpaHITCS
[0 YIPOILEHHOH CXEME€ M MOTYT HE BBIIEHATHCA U3 TEXHOJOIMYECKOW CHCTEMBI
00pabOTKH OTKPBITHIX JOKYMEHTOB IPH HAJIMYUU B 3TOM CHUCTEME MHUHUMAJIbHBIX
3aIUTHBIX, KOHTPOJIbHBIX U aHAJIMTUYECKUX IJIEMEHTOB.

IIpakTHyeckoe 3axanue

Bapuanr 1

Bol pykoBomutens ¢upmbl BaM HeoO0X0oAMMO OpraHuM3oBaTh MPOLECC
dbopmupoBanusa «llepeuns cBeneHU KOHPUACHIIMAIBHOTO XapakTepay. OnummTe
MPOLIECC OpTraHU3ALIHH.

Bapuanr 2

Bt pykoBomutens  ¢upmpl Bam  HeoOXonMMO ~— OpraHu30BaTh
KOHQUACHIIMATIBHOE JEIONPOU3BOACTBO. OMUIINTE MPOLECC OPraHU3alUu.

Bapuant 3

Bor pykoBomutens ¢upmel Bam HeoOxomumo opraHu3oBaTh MpOIECC
OCYLIECTBJIEHHUSI 3alUTHBIX MEpP B OTHOIIEHUHM JIOKYMEHTONOTOKOB. Omnuimure
MPOLIECC OpPraHU3aALHH.

Bapuant 4

Bbl  pykoBoautens ¢upmbl ¥ Bam  HeoOXoauMMO  OpraHu3oBaTh
TEXHOJIOTUYECKYI0 CHUCTeMYy OOpaOOTKHM KOH(PHUACHIIMATBHBIX JOKYMEHTOB.
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OnwuirTe Iporecc opraHu3aluy.
Otuer
OTueT JOJIKEH COJepKaTh:
HAaMMEHOBaHHE PadOThI;
1Eeb paboThI;
3aJlaHuE;
MOCIIEI0BATEIPHOCTh BHIMIOTHEHUS PaOOTHI;
OTBETHI Ha KOHTPOJILHBIC BOTIPOCHI;
BBIBOJI O IIPOJICIaHHON padoTe.
KoHTpoJsibHbIE BOPOCHI
1. T'nme dpukcupyercsi coctaB IIeHHOM nHpopManuu?
2. Cdopmynupyiite onpeneneHrne KOHPUISHIIMATBHBIX TOKYMEHTOB?
3. Kakue moxymMeHTBI HE OTHOCSITCS K KOH(UICHIIUATBHBIM TOKYMEHTaM?
4. Yto sBusercsa oOsS3aTENBbHBIM MPU3HAKOM  KOH(DHICHIIUATHEHOTO
JOKyMeHTa?
5. Kakue moKyMeHTBI OTHOCSTCS K KOH(PHIEHIIUATBHBIM?

AU
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IIpakTnueckas padora 12. Onpenenenue ko3¢uuUMEHTa BAXKHOCTH,
MOJIHOTHI, a1eKBATHOCTH, PEJIEBAHTHOCTH, TOJEPAHTHOCTH MHPOPMALIUN

Hear padorwi: pabota B TectoBoi mporpamme (Aida wumu CPU-z);
OCHOBHBIE HACTPOMKH 0a30BOM CHCTEMBI BBOJA BHIBOJIA.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Nudopmanust pazHooOpasHa MO COIEPKAHUIO M BHIY OOCITYXHUBaeMOW €10
YeJioBeuecKo AesTesnibHOCTU. Kax bl Bu MHGOpMAIIMK UMEET CBOM OCOOCHHBIE
TEXHOJIOTUH OOpabOTKHU, CMBICIOBYIO II€HHOCTb, (OpPMBI MpeCTaBICHUS,
TpeOOBaHMS TOYHOCTH U ONIEPATUBHOCTH OTPAKEHUS SIBJICHUI U TPOIECCOB.

Opnako mnst aro0oro BuAa MH(POPMAlUU MOXKHO YKa3aTh TpU OOBEKTa
B3aUMOJICUCTBUS:  WCTOYHUK  WHPOpPMAIMKM,  MpPUEMHUK  (TIOTPEOUTEIND)
uH(popMaIuu U 00BEKT, KOTOPHIN JaHHAS WHGOPMAITUS OTPAXKAET.

C TOukM 3peHHd NOTPeOUTENs] BBIACISIOT CIEIYIOUIME CBOWCTBA
MH(pOpPMALUMU: PEIEBAHTHOCTh — CIIOCOOHOCTh MH(POPMALMK COOTBETCTBOBATH
3anpocy noTpeourers;

TOYHOCTh — CTENEHb OJIM30CTU MHOOPMALMK K PEATbHOMY COCTOSHUIO
00beKTa, Ipoliecca, IBJICHHUS;

CBOEBPEMEHHOCTh —  CIIOCOOHOCTh  MH(OpPMAIMU  COOTBETCTBOBATH
3arpocam NoTpeOuTeNs B HY>KHbIII MOMEHT BPEMEHH;

JIOCTOBEPHOCTh — CBOMCTBO MH(POPMAILIUU HE UMETh CKPBITHIX OIIHOOK;

JOCTYITHOCTh — CBOMCTBO, XapaKTEpU3YIOIee BO3MOKHOCTb €€ MOTyYEeHHUSI
JTAHHBIM TTOTPEOUTENEM;

3aIIMIIEHHOCTh —  CBOWCTBO,  XapaKTEpPU3yIOLIEE  HEBO3MOYKHOCTh
HECaHKIIMOHUPOBAHHOTO JOCTyNa K HH(OPMAITNH;

OPrOHOMUYHOCTh — YA0OCTBO (GopMbl WM O0beMa HHPOpMAIUHU IS
naHHOro mnotpedurens. Ecaum BecTH peyb O HayyHOM HMH(OpManuu, TO 31ECh
HanOoJjiee Ba)XXHbIM CBOWMCTBOM SIBJSIETCS  aJIEKBaTHOCTb — OJHO3HAYHOE
COOTBETCTBHE OTOOpakaeMoMy OOBEKTYy. JlaHHOE olpesesieHne XapaKTepus3yeT He
B3aMMOOTHOIIIEHHE «uH(pOpMaIMsl — MOTpedUuTens», a «uHpopMauus —
0TOOpakaeMblii OOBEKT.

Cpean BHYTpPEHHHMX CBOWCTB HMHGOPMAIMK BaXHEHIIMMHU  SIBIISIOTCS
KOJIMYECTBO UH(OpMaIIMY, ee BHYTPEHHsI OpraHu3ainus u ctpykrypa. [lo cmocody
BHYTPEHHEHW OpraHu3anvyd WHGOpMalus JACIUTCS HA JIBE TPYMIbL: JaHHbBIC, WU
MPOCTOM, JIOTUYECKU HEYMOPSJOUYEHHBI Ha0Op CBEJAEHUN, U JIOTUYECKU
YIOPSAIOYCHHBIN, OPTaHN30BaHHBIN HAOOP TaHHBIX.

K cBoiictBam wuH(OpMaIK, CBA3aHHBIM C €€ XpaHEHUEM, OTHOCATCA:
KUBYYECTh — CBOMCTBO COXPaHATh KAYECTBO C TEYEHUEM BPEMEHU;

aKTyallbHOCTb — CTEMEHb COOTBETCTBUS HH(OpPMAMH  TEKYILIEMY
MOMEHTY BPEMEHHU. OLICHKA JOCTOBEPHOCTH HH(POpPMaLIUU

Nudopmanus, ucnonb3dyemas B TMpolLiecC€ OLEHKH, [OJDKHA OTBEYaTh
TpeOOBAHMSM: JOCTOBEPHOCTH;

TOYHOCTH; KOMILIEKCHOCTH;
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Hcnonezyemass umHpopMaiusi IOHKHA JOCTOBEPHO OTpakaTb CUTYAIMIO,
TOYHO COOTBETCTBOBATh LENSM OLIEHKH U KOMIUIEKCHO YYUTHIBATH BHEIIHHE
yCIIOBUSI.

Beigenstor  cneayrommpe  CBOMCTBA,  XapaKTEPU3YIOIIME  KAayeCTBO
uH(popMaIuu:

OO0BeKTUBHOCTH MHPOPMAITUU XapaKTepHu3yeT e€ HEe3aBUCUMOCTh OT YbEro-
7100 MHEHUS WU CO3HaHUs, a TAK)Ke OT METOJOB NonyueHus. bonee oObekTHBHA
Ta HH(GOPMAIIKs, B KOTOPYIO METOJIbI MTOTy4YeHUs U 00paboTKH BHOCSIT
MEHBIIUN AIEMEHT cyowektuBHOCTH. [lonHoTa. MHOpMaIuio MOKHO
CUMTATh IOJIHOM, KOTJa OHA COJIEPKUT MHUHHMMAJIbHBINA, HO JOCTATOYHBIM ISt
NPUHATHS TPABUIIBHOTO pelleHuss HaOop mokaszarenedd. Kak HemonHas, Tak |
n30bITOYHAsE MHPOpMaIUs CHIDKAET 3PGEeKTUBHOCTh TIPUHUMAEMBIX Ha OCHOBAaHUHU
uH(MOpPMAITUU PEIICHUA.

JloCcTOBEpHOCTh — CBOMCTBO MH(OPMALUK OBITH MPABUIBHO BOCIPHUHATOM.
OObexkTrBHAas HMH(OpPMAaNMS BCETAAa TOCTOBEPHA, HO OCTOBEpHas HH(OpMAIHs
MOKET OBbITh KaK OObEKTUBHOM, TaK U CyOBEKTHUBHOM.

JlocTOBEpHOCTh — HECOMHEHHas BEpPHOCTh uero-inbo. JlocToBepHOCTH
ClieqyeT OTIWYaThb OT HCTUHBL. JOCTOBEPHOCTBIO SIBISIOTCA CBEICHUS IS
CyObeKTa, KOTOPBIM HMX BOCHpHUHUMAaET. J[OCTOBEPHOCTh CTAHOBHUTCS HCTHUHOM,
€CIIM OHAa MTPOBEpPEHA Ha OMBITE U COOTBETCTBYET JCHCTBUTEIHHOCTH.

AJIeKBaTHOCTb — CTENEHb COOTBETCTBUSI pEATbHOMY OOBEKTUBHOMY
COCTOsIHUIO Aena. JlocTynmHOCTh nH(pOpMaIuu — Mepa BO3MOXHOCTHU MOJTYYUTh Ty
WM MHYIO0 HH(pOpMAITHIO.

AKTyanbHOCTh MH(OpPMAIUU — 3TO CTENEHb COOTBETCTBUSA WHGOpMAINH
TEKyIIEMY MOMEHTY BPEMEHH.
OMOITMOHAIBHOCT — CBOMCTBO HMH(OPMAIIUHA BBI3BIBATH PA3IUYHBIC

OMOLIMK Y JIOACH. DTO CBOMCTBO HMH(POPMAIMM HUCHOIB3YIOT IMPOU3BOIUTENIN
Meuna-unpopmanyu. YeM CuibHEE BbI3BIBAEMBIE 3MOLMH, TEM OOJbIIE
BEPOSITHOCTH OOpallleH!s BHUMaHUS U 3alIOMUHAHUs HH(pOpMauu.

B wuHdopmaTuke TOHATHE JIOCTOBEPHOCTH CBS3BIBAECTCS C MOHSITHEM
nH(popMaIus - CBEACHUSIMHU O JIOJIAX, MpeaMeTax, pakrax, COOBITUIX T MpoIeccax
HE3aBUCUMO OT (DOPMBI UX MPEACTABICHHUS, a O] JOCTOBEPHOCThIO HH(OPMAIIUH -
COOTBETCTBHMM 3THUX CBEIACHUMN PEAIBHON ACUCTBUTEIBHOCTH.

Ocoboe 3HaueHue JOCTOBEPHOCTb HMMEET B OTHOLIEHUM HH(POPMAIUHU.
JocToBepHass MH(OpMalMsi BOCIPUHUMAETCS KaK HCTHHA, a HEJIOCTOBEpHas
uHbopMalus - Kak J0Kb. Mbl TOBOpUM, UTO MH(OpPMALMSI TOCTOBEPHA, €CIU MbI
MMEEM BO3MOKHOCTb HUCIOJIb30BaTh €€ 0€3 JOMOIHUTEIbHON TPOBEPKH.

JInst mpUHATHS peuleHud Mo HEH TakkKe HEeOOXOJIMMbl TaKHhe KauyecTBa
uHbOpMaIlMU KaK IMOJIHOTA, aKTyaJbHOCTh, LIGHHOCTh U JAp. B cilydyae HemomHOM,
HEJOCTOBEPHOI, NPOTUBOPEUYMBOM, HEAKTyalbHOW WH(MOpPMALMU TPUHATHE
pEelIeHU M0 HeHl 3aTpyAHUTENbHO. B 3TOM ciyuae, BBINONHSIOTCA PabOThI IO
YBEJIUYECHHUIO JTOCTOBEPHOCTH, MOJIHOTHI M LEHHOCTH WH(OpPMAIUU U TMOMNBITKU
NPUHATUS PEUIeHU B YCIOBUSX HeompeneiaeHHocTH. Bo MHorux obmactsx
JESTENbHOCTU TOOUTHCS OTHOTHI U JJOCTOBEPHOCTH MHPOPMALIUU HEBO3MOKHO.
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[IpuurHaAMU HETOCTOBEPHOCTU MOTYT OBITH:

peTHaMEepeHHOE UCKaKeHue (ae3nHdopmarus);
HEeMpeTHaMEePEeHHOE UCKaKeHNE CyObEKTUBHOTO CBOMCTBA;
UCKQ)KEHUE B pe3yJIbTaTe BO3ACHCTBUS ITOMEX;

omKOKH PpuKcauuu HHPOpPMaLUU;

B o6miem ciydae 10cTOBEpHOCTh MH(GOPMALIMH TOCTUTAETCS:

yKa3aHUEM BpPEMEHU CBEPIICHUS COOBITHUH, CBEACHUS O KOTOPHIX

IepeaarOTCs;

COITOCTABJICHUEM JAHHBIX, [TOJYYEHHBIX U3 PA3JINYHBIX HCTOYHUKOB;
CBOEBPEMEHHBIM BCKPBITHEM JIe3UH(OpMAIINH;
UCKITIOUCHUEM UCKaXEHHOU UH(OpMAIUU U Ap.

IIpakTuyeckoe 3axanue
OuenuTe pe3ybTaT NOUCKA B C€TH VIHTEpHET U OTBETHTE HA BOIIPOCHI:

Sl AN e

9.
10.
11.

Kakyto NoMCKOBYIO CUCTEMY Thl UCIIOJIb30BAII?

AJipec canTa, KOTOPBIN Thl H3y4all.

Hasganue canra.

Jonro nu 3arpyskaercs ctpaHuua?

[IpuBnekaTrenbHO JIU OHA BBITJISAUT?

Jlerko nu uuraerca?

Ectp 1 n3o0paxenus? Kakoro kauectBa?

HecyT nu n3o0pakenust 1ONOJIHUTENbHYI0 HH(DOpMAIUio?
VYKkazaHbl I UM U aJJpec SJIECKTPOHHOU MOYTHI aBTOpa caira?
Ectp 1 ykazanue, xorna Obu1 moAroToBNIEH (OOHOBJIEH) CaiT?
EcTtp 1M1 BO3MOXHOCTH NpHU NEPEXOAEC HA CIEAYIOIIAE CTPAHUILIBI

aBTOMATHYECKU BEPHYTHCS HA MEPBYIO?

12.
13.

JIocTaToO4HO JIM MOJIHO 3arjlaBHe CaiiTa PaCKphIBAET €r0 COJIepKaHUE?
CMor Obl TBl MOJXYYUTH OOJbIIE HHPOPMAIMM U3 TEYATHOTO

CIIpaBOYHUKA?

14.
15.
16.
17.
Otuer

Bo BceM m TBI cornaceH ¢ aBTopom?

He nonananacek nu Tede HeBepHasi nHGopmarus?

JlocTaTO4YHO JIU aKTyajbHa NMpeIoKeHHas nHpopMarius?

EcTp 11 Ha caiiTe OTCBHUIKM K IPYTUM CaiiTaM ¢ oXoxeil nHhopmarmei?

Ortuer HOJDKCH COACPIKATh:

AN

HauMEHOBaHUE PabOTHI;

11eJIb PaOOTHI;

3aJlaHue;

MIOCJICIOBATEIPHOCTD BBHITTOJTHEHHS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI;

BBIBOJI O IPOJIEIAHHON padoTe.

KoHTpouabHbIe Bonpochl
1. HazoBuTe npuynHBI HETOCTOBEPHOCTH UH(MOPMALIIH?
2. KakuM TpeOoBaHUSM TOKHA COOTBETCTBOBAThH OLIEHOYHAsi MH(opmaius?
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IIpakTnueckas padora 13. Ouenka 0Oe3omacHOCTH HHPOPMANUM HA
o0beKTax ee 00padoOTKH

Henb padoThl O03HAKOMUTHCA C MpoOJeMaMU pealn3aluu OJUTUK
0€30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAX.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[Ton mnonuTHKONW O0E30MACHOCTH TOHMMAIT HAO0Op HOPM, TPaBUI H
INPaKTUYECKUX IPUEMOB, PETYJIUPYIOLIUX YIIPABICHUE, 3alIUTY U paclpeesieHue
neHHoi uH@opmanuu. [lomuTrka 0e30macHOCTH 3a/1aeT MEXAHU3MBbI YIPaBICHUS
J0CTYIa K 00BEKTY, ONPENEseT KaK pa3pelieHHbIE, TaK U 3alPELICHHbIE JOCTYIIbI.

[TonuTnka O€30MACHOCTH peaTU3yeTcss MOCPEACTBOM aJIMUHUCTPATUBHO-
OpPraHMU3alMOHHBIX Mep, (PU3MUECKUX U IPOrpaMMHO-TEXHHYECKUX CPEACTB U
OTIpE/ICTSET APXUTEKTYPY CHUCTEMBbl 3amuThl. JlJIi KOHKPETHOM OpraHu3aluu
MOJIUTHKA OE€30MaCHOCTH JTOJKHA HOCUTh MHAWBUIYabHBIM XapaKTep U 3aBHCETh
OT KOHKDETHOM TEXHOJIOTMH 00pabOTKM HMHPOPMALMH U  HMCHOJb3YEMbIX
MPOrPaMMHBIX M TEXHUYECKHUX CPEJICTB.

[Tonutrka 0€30MAaCHOCTH OMpPEAENsAeTCS CIOCOOOM YIpaBiIEHUS JTOCTYIIOM,
KOTOpPbIM 3a7a€T TOPSIOK JO0CTyna K oObeKkTam cuctembl. PaznuuaroT aBa
OCHOBHBIX BUJa MOJIUTUKHA OE30TIACHOCTH: N30MPATEIhHYIO U TOTHOMOYHYIO.

W30uparenbHas NoiaUTHKa O€30IaCHOCTM OCHOBaHAa Ha W30MPATEIbHOM
cnocobe ympaBieHHMs JOCTynoM. M30OupaTtenbHoe (WM AMCKPELIMOHHOE)
yOpaBlI€HUE  JIOCTYIIOM  XapakTepuszyeTcsl  3aJaHHbIM  aJMHUHHCTPATOPOM
MHOKECTBOM pa3pellieHHBbIX OTHOILIEHUN JocTyna (Hampumep, B BHUJAE TPOEK
O00BEKT

— cyobekT — TtHm goctyma). OOBYHO Ui ONMUCAHUS CBOMCTB
n30UpPaTEIHLHOrO YIPABICHUS TOCTYIIOM MPUMEHSAIOT MAaTeMAaTUYECKYI0 MOJIETh Ha
OCHOBE MaTPHIIbI JOCTYTIA.

Martpuiia aoctyna HpeacTaBliieT cOO0OMl MaTpHily, B KOTOpPOMl cToJOel]
COOTBETCTBYET O0BEKTY CUCTEMBI, a CTpoKa — cyOhekTy. Ha mepeceuenuu cronbdia
U CTPOKM MATPHUIBl YKa3bIBA€TCA THUII PA3PEIICHHOTO JAOCTyNMa CyObeKTa K
00bekTy. OOBIYHO BBIACNAIOT TaKU€ THUIIBI JOCTyNa CyObekTa K OOBEKTY, Kak
«JIOCTyIl Ha YTEHHUE», «IOCTYNl Ha 3alMCh», «JIOCTYIl HA HCIOJHEHHE» U T.II.
Matpuna noctyna SBISETCS CaMbIM IPOCTBIM MOJAXOAOM K MOJIEIMPOBAHUIO
CUCTEM YIpaBieHHUs A0CTynoM. OJHAKO OHa CIYXHUT OCHOBOHM [UIsl CIIOXHBIX
Mojiesei, Ooriee aJeKBAaTHO OINMCHIBAIOUIMX peajbHbIE aB- TOMATHU3UPOBAaHHBIC
cuctembl 00padoTku nndopmaruu (ACON).

N3bupatenpHas monuTHKa Oe30macHOCTH IMpoko mpumensiercs B8 ACOU
KOMMEPUYECKOTO CEKTOpa, Tak Kak e€ peaju3alusi COOTBETCTBYET TPEOOBaHUSIM
KOMMEPUYECKUX OpraHU3alliil MO0 pasrpaHUYEHHUIO JOCTyMa W TMOJOTYETHOCTH, a
TaK)Ke UMEET MPUEMIIEMYIO CTOUMOCTb.

[TomrHomMOYHast TOMUTHKAa OE30MAaCHOCTH OCHOBaHA Ha IOJHOMOYHOM
(ManmaTHOM) crocobe ympaiieHus Aoctynom. [lonmHoMouHOe (MM MaHAATHOE)
yIpaBJICHHUE JOCTYTIOM XapaKkTepu3yeTcs COBOKYITHOCTBIO TIPaBHII
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MPEIOCTaBIEHUSI  JOCTYIa, OMNPEJCICHHBIX HAa  MHOXECTBE  aTpuOyTOB
0e30macHOCTH CYOBEKTOB M OOBEKTOB, HANpPHUMEP, B 3aBUCHUMOCTH OT METKH
KOH(DHUICHIIUATFHOCTH  HWHGOPMAIIMM W yPOBHA  JOMyCKa  IOJh30BaTEIIs.
[TorHOMOYHOE yTIpaBIICHUE JOCTYIIOM OIpa3yMEBaET, YTO:

1) Bce CyOBeKThl U O0BEKTHI CUCTEMBI OJTHO3HAYHO UJICHTU(UIIUPOBAHBIL;

2) KaxaoMy OOBEKTY CHCTEMBl MPHUCBOCHA METKa KOH(DHICHIIMATILHOCTH
nH(OpMAaITUH, ONIPEACIIIONIas IIEHHOCTh COAepIKaIeics B HeM HH(popMaIuu;

3) KaXJAOMy CYOBCKTYy CHCTEMBI IIPHUCBOCH OIPEACIICHHBIH YPOBEHB
JIOTTyCKa, OMpPeae oM MaKCUMaIbHOE 3HAYCeHUE METKU KOH(PHUACHIIMATbHOCTH
uHpOpMaIi 0O0BEKTOB, K KOTOPHIM CYOBEKT UMEET JTOCTYTI.

Yem BaxkHee 00BEKT, TEM BBIIIIE €r0 METKa KOHpuAeHIIManbHOCTU. [ToaToMy
HanOoJIee 3allUIIEHHBIMH OKa3bIBAIOTCI OOBEKTHI C HauOojiee BBICOKUMH
3HAYEHUSAMH METKU KOH(DHUICHIIMATEHOCTH.

OcHOBHOE Ha3HAYCHUE TMIOJIHOMOYHOW TMOJUTHKKA  O€30MacHOCTH  —
pPETYJIMPOBAHUE JIOCTyMa CyOBEKTOB CHCTEMBI K OOBEKTaM C pPa3IUYHBIMH
YPOBHSIMH KOH(DHICHIIMATILHOCTH, TPEAOTBpAIleHHE YTeUYKH WH(pOpManuum ¢
BEPXHUX yPOBHEW TOPKHOCTHOW MEpapXvu Ha HIDKHHE, a TakkKe OJIOKHpOBAHUE
BO3MOYKHBIX POHUKHOBEHUH C HIHKHUX YPOBHEH HA BEpXHUE.

[Ipu BBIOOpE W peanm3aliy TIOJUTHKH OE30MaCHOCTH B KOMITBIOTEPHOM
CHUCTEME, KaK MpaBujIo, paboTaIOT CACAYIOIINE MIaTrH:

1. B wuHbOpMAIIMOHHYIO CTPYKTYpY BHOCHUTCA CTPYKTypa IIEHHOCTEH
(ompenensercss 1EHHOCTh MHGOPMAIMKM) U MPOBOAMUTCS aHAIU3 YIpO3 M PUCKOB
it “”HPOpMaIMK U HHOOPMAITMOHHOTO OOMEHa.

2. Omnpenensitorcs npaBuiIa UCIIOJIb30BAHUS TS 00010
WH()OPMAITMOHHOTO TIpollecca, TpaBa JOCTYMa K JJIeMEeHTaM HH(OpMaluud C
Y4E€TOM JaHHOU OIEHKH IICHHOCTEH.

Peanuzammsi monuTuku O€30MaCHOCTH JOJDKHA OBITh YETKO MPOJAyMaHa.
PesynpraToM ommOOYHOrO WM OE3AYMHOIO OINPEAENICHHUs] MPaBUI TOTUTHKU
0e30macHOCTH, KaK MPaBUIIO, SBISACTCS pa3pylieHHe IEHHOCTH WHpopmaiuu 6e3
HapYIIECHUS MTOJIUTHKH.

IIpakTuyeckoe 3axanue

HeoOxonumo mpoBecTH aHamu3  3alIUIICHHOCTH OOBEKTa  3alllMThI

uHGOpPMAIIMK TI0 CIASAYIOIIUM pa3ieam:

Buibl BO3MOKHBIX yTpo3

XapakTtep IpOUCXOXKIECHUS yTPo3

Kracchbr kaHanmoB HECAaHKIIMOHUPOBAHHOTO MOTyYeHUs UHPOpMaIUu
Hcrounnky mosiBICHUS yTpo3

[TpuunHBI HapyIIEHUS IETOCTHOCTH WH(OpMAITUU

[ToTeHManbHO BO3MOKHBIE 3JI0YMBINICHHBIC TCHCTBUS
OnpenenuTs KJIAcC 3aMUIIEHHOCTH aBTOMATH3UPOBAHHONW CHCTEMBI

A

OTtuer
OTyeT JOJKEH coaepKaTh:
1. HauMeHOBaHHUE pabOTHI;
2. 1enab paboThI;
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3a1aHuE;
MOCJIEI0BATEILHOCTD BBIIIOTHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IPOJIETIAHHOW padoTe.
KonTpoJsibHbIE BONIPOCHI
1. Uro moHuUMaeTcs TMOJ TMOJUTUKONW O€30MacHOCTH B KOMIIbIOTEPHOM
cucreme?
2. B uem 3akirouaercst MOJIeNb OJIMTUKA O€30MacCHOCTH B KOMITBIOTEPHOM
cucreme?

AN
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IIpakTnueckas pabdora 14. Kaaccudpukanusa aBTOMATH3HPOBAHHBIX
cucreMm 00padoTkn HHGOPMALMHE MO KJIACCY 3aIIUTHI HH(pOpMaAIUK

Henb padorThl 3aKperuieHHE 3HAHUII OCHOBHOI'O MOHSATHITHOIO ammapara,
MPUMEHSEMOT0 B 00JIACTH 3aIUThl HH(pOpMaLuu, GOPMUPOBAHUE HABBIKA PAOOTHI
C HOPMaTUBHBIMU JOKYMEHTaMU 10 UCCIEAYEMOMY BOMPOCY.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBbI

Cuctema 3amutel nHpopMmanuu (C3U) B caMoM o011ieM BUAE MOXKET OBITh
OmpeJieNieHa KaK OpraHu30BaHHAsi COBOKYIHOCTh BCEX CPEACTB, METOJOB U
MEPOIIPUSATUH, BBIJCISIEMBIX (ITPeIyCMaTpUBAEMbIX) Ha 00BEKTE HHPOPMATU3AINH
(ON) nns pemieHuss B HEM BBIOpaHHBIX 3ajlad IO 3allUTe. BBeJIeHUEM MOHSATHS
C3U omnpenensiercsi TOT (haKT, YTO BCE PECYpPChHI, BBIACIAEMBIC ISl 3alUTHI
uH(pOpMAIUH, TOJDKHBI OOBEIUHITHCS B €IMHYIO, IEJIOCTHYIO CHCTEMY, KOTOpas
ABIISIETCS (PYHKIIMOHAIBHO CAMOCTOSITENhHOU mojcucteMoit oooro OU. Takum
o0pa3oM, BaXXHEWIIMM KOHILENTyaJdbHbIM TpeOoBanueM k C3U  sBusercs
TpeOOBaHUE aJaNTUPYEMOCTH, TO €CTh CIIOCOOHOCTH K II€JICHAIMPABICHHOMY
MPUCIIOCOOJICHUIO TP WU3MEHEHUH CTPYKTYPhI, TEXHOJIOTUYECKUX CXEM WU
ycioBuit  ¢yHkuuonupoBanuss OW. BaxHocTe TpeOOBaHUS adanTUPYEMOCTH
o0yCIIOBIMBAETCS, C  OJHOW  CTOPOHBI,  BO3MOXHOCTHIO  HU3MEHSIThCS
NEepeUrcIeHHBIM (pakTopaM, a ¢ JPYyroil — OTHOUIEHUEM MPOIECCOB 3alllUThI
uHGOpPMAIIH K CIa00CTPYKTYpHUPOBAHHBIM, TO €CTh UMEIOIIUM BBICOKHI YPOBEHD
HEOMPEICTICHHOCTU. YTIpaBJIeHUE Ke CIa00CTPYKTYPUPOBAHHBIMU MPOIIECCaMU
MOXXET ObITh A(PGEKTUBHBIM JIUIIbL TPH YCIOBUH aJalTUPYEMOCTH CHUCTEMBbI
ynpasienus. [lomumo oOmero KoHmentyaidbHoro TtpeboBanusi, k C3U
MPEABSBIISICTCS €IIe IEeNbli psn 0ojiee KOHKPETHBIX, IIEJIEBBIX TPEeOOBaHMUIA,
KOTOPBIE MOTYT OBITh pa3/e/iCHbI Ha:

— (yHKUIHOHAIbHBIE;

— APrOHOMUYECKUE;

— SKOHOMUYECKUE;

— TEXHUUYECKUE;

— OpraHu3aIlMOHHBIEC.

CdopmupoBaHHasi K HACTOAILIEMY BPEMEHH CUCTEMa BKIIIOUAET CJICTYIOLIUI
nepeyeHb 00IIEeMETOA0IOTUYECKUX TPUHITUIIOB:

— KOHIIENITyaJIbHOE €MHCTBRO;

— aJICKBaTHOCTh TPEOOBAHUSM;

— ruOKOCTh (aanTUPYEMOCTh);

— (GyHKIIHOHATBHAS CAMOCTOSTEIILHOCTD;

— yA00CTBO MCIOJIb30BAHMUS;

— MUHHUMU3AIUS IPEOCTABISEMbI X TIPaB;

— MOJTHOTA KOHTPOJIS;

— aJICKBaTHOCTh PearupoBaHUs;

— SKOHOMHUYHOCTb.

KonnentyaibHO€ €IMHCTBO O3HAYaeT, 4YTO AapPXUTEKTypa, TEXHOJOTHUS,
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opranmzauus U obOecreueHue ¢yHkuuoHupoBanus kak C3UM B wmenoM, Tak #
COCTAaBHBIX €€ KOMIIOHEHTOB JOJDKHBI paccMaTpHBAaTbC W PEATU30BBIBATHCS B
CTPOIOM COOTBETCTBUH C OCHOBHBIMU IOJIOKEHUSMHU € JUHOW KOHUENIUHU 3aIHThI
uHpopmanuu. AJEKBaTHOCTh TpeOoBaHUsAIM o3Hadaer, uyto C3U nomxHa
CTPOUTBHCSA B CTPOIOM COOTBETCTBUHU C TPEOOBAHUSIMU K 32 IIUTE, KOTOPHIE, B CBOIO
ouepeib, ONMPEAENAIOTCS KaTeroprueil COOTBETCTBYIOIIETO 00BEKTa U 3HAUYCHUAMHU
MapamMeTpoB, BIUSAIOIMIMX HA 3aIIUTY UHPOPMALIUH.

['uOkocTh (a1anTUPYEMOCTh) CUCTEMBI 3alIMTHI 0O3HAYAET TAKOE MOCTPOEHUE
U TaKyl OpraHu3anuio ee (yHKIUOHHPOBAHUS, MPU KOTOPHIX (PYHKIMM 3aLIUTHI
OCYIIECTBISUIUCH OBl JOCTATOYHO A(P(EKTUBHO NPU H3MEHEHUH B HEKOTOPOM
auanasoHe  cTpykrtypel  OM,  TEXHONOrMYeCKHX CXeM WM  YCJIOBUH
(YHKIIMOHUPOBAHUA  KAaKuUX-TMOO  ee  KOMIOHEHTOB.  (DyHKIMOHAJIbHAs
CaMOCTOSITeNbHOCTh Tpenmnonaraer, uro C3U nomkHa OBITH CaMOCTOSTENBHOMN
o0ecreunBaroIIel MOJACUCTEMON CHUCTeMbl 00paboTku uWHOOpPMAIUU H TIPH
OCYIIECTBICHUHN (DYHKLIMN 3alIUTHl HE MOJKHA 3aBUCETh OT JAPYTUX IMOJCHUCTEM.
Vno0cTtBo wHcmoab3oBaHua o3HadyaeT, 4dro C31 He pgomkHa coO31aBaTh
JOTIOJHUTENIbHBIX ~ HEYAOOCTB i moJbp3oBarened U nepcoHama  OU.
MuHuMH3aus TPEeIOCTaBISEMBIX MIPAaB 03HAYAET, YTO KAXKJIOMY IMOJIb30BATEN0 U
KOKJIOMY JIMIy M3 cocraBa mepcoHana OW moibKHBI MPEeAOCTaBIAThCS JIMIIL TE
NoJIHOMOYHMS Ha Joctyn K pecypcaMm OU u Haxopsuieiics B Hell mHdopmaiuwy,
KOTOpBIE €My AECUCTBUTEIBHO HEOOXOIAMMBI AJIS BBINOJIHEHHUS CBOMX (YHKUUH B
npolecce  aBTOMATU3MPOBaHHOM  00paboTku  uHpopmamuu. Ilpu  stom
IOpeJoCTaBiIsieMble  TpaBa  JOJDKHBI  OBITh  ONpEAENCHbl UM YTBEPXKACHBI
3a0J1arOBpEMEHHO B YCTaHOBJIEHHOM mopsiake. IlogHOTa KOHTpOJIS mpeanoiaraer,
YTO BCE MPOIEAYPHl ABTOMATH3UPOBAHHOM 00pabOTKM 3ammuinaeMoi nupopmauu
JOJDKHBI KOHTPOJIMPOBATHCS CUCTEMOW 3allUThl B TOJHOM 00beMe, IpUyYeM
OCHOBHBIE PE3yJbTaThl KOHTPOJSI JIOJDKHBI (DUKCHPOBATHCS B CIIELHUAIBHBIX
PErUCTPAlMOHHBIX XypHaJIaX. AKTUBHOCTb pearupoBaHus o3Hayaer, uro C3U
JOJDKHA pearupoBaTh Ha JIIOObIE MOMNBITKM HECAHKIIMOHUPOBAHHBIX JEHCTBUI.
XapakTtep pearupoBaHHs MOXKET OBIThb pPa3IM4YHBIM M BKJIIOYAET: MPOCHOY
MOBTOPUTh JCHCTBUE; OTKIIOYEHUE CTPYKTYpPHOIO JJIEMEHTa, C KOTOPOro
OCYUIECTBJICHO HECAHKIMOHMPOBAHHOE JICHCTBUE; HCKIIIOUEHHE HAPYIIMTENs W3
qucila 3apErUCTPUPOBAHHBIX MOJIb30BATENEH; [101ady CIIEIUAIBHOTO CUTHANA U Jp.
OkoHomuuHOCTh C3W o03Hayaer, YTO MpPH YCIOBUU COOJIOJEHUS OCHOBHBIX
TpeOOBaHUI BceX MpenbIAylIUX MNpUHIMIOB pacxoiasl Ha C3U nomxHbl OBITH
MUHUMAaJIbHBIMH.
I[IpakTuyeckoe 3axanue

Heo0xoaumo NPEIOKUTh AHAIN3 YBEIUYECHHMS 3aIMILEHHOCTH
00BeKTa 3amMThl HHGOPMAITIH TI0 CIASAYIOIMUM pa3ieaM:

1. Onpenenuts TpeOOBaHUA K 3aLIUTE UHPOPMALINH

2. KrnaccuguuupoBaTh aBTOMaTU3UPOBAHHYIO CUCTEMY

3. Onpenenuts (GakTopbl, BIUSAIOIME HA TpeOyeMmblid ypOBEHb 3alllUThI
uH(popManuu

4. BpIOpaTh WM pa3padoTaTh COCOOBI U CPEICTBA 3ALIUTHI HH(DOpMALIUU
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5. IlocTpouTh apXUTEKTypy CUCTEM 3alUThl HH(OPMALIUU
6. ChopmynupoBaTh  PEKOMEHJAUMU IO  YBEJIWYCHUIO
3aIUIIEHHOCTH
Otuer
OTyeT JOJKEH coaepKaTh:
HauMEHOBaHUE PaboThI;
1[eJIb PabOTHhI;
3aJlaHuE;
MOCJIEIOBATENBHOCTD BBITTOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOPOCHI;
. BBIBOJI O MIPOJIETIAaHHOM padore.
KoHTpoJibHBIE BONIPOCHI
1. Yto Takoe THOKOCTh CUCTEMBI?
2. B uém oHa BbIpaxkaercs?
3. Kak onpenenstor TpeGoBanus K 3ammurTe HHGOpMauu?

IR
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IlpakTnueckas padora 15. IliaHupoBaHue, cO3JaHMe M HM3MEHEHHUE
YUYeTHBIX 3aluceil moJb30BaTeJIeil.

Henb padoTbl nosHakomMumuvcs ¢ OCHOBAMU — AOMUHUCTIPUPOBAHUS
onepayuonHot cucmemvl Windows.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Jlst Bxoa B cucteMy Windows HY»KHO UMETh 3apaHee CO3/JaHHYIO0 YUETHYIO
3anuch. Ecau pabouas craHius BKJIIOYEHA B pabouylo Tpymimy, a HE B JIOMEH, 3Ta
ydeTHas 3alllCh JIOJDKHA XPAHUTHCA HA 3TOM cTaHmuu. UTOOBI BOWTH B JIOMEH,
HeoOX0/IMMa y4eTHasl 3alKCh B 9TOM JIOMEHE (MJIM B JIOBEPEHHOM JIOMEHE).

VYyeTHasd 3anuch COAEPKUT HE TOJBKO UMA U JApyrue JaHHBIE,
UACHTUUIUPYIOIINE TOJh30BaTENs, HO H ONpENeseT, KakuM oOpazoMm
MOJIb30BATENIb PETUCTPUPYETCS, KOrJa OH MOXET BXOJUTh B CHUCTEMY, KaKue
pecypcsl €My JOCTYHNHBI M KaKOB €ro YpOBEHb JOCTyNa K ATUM pecypcam.
JlpyruMu cliOBaMH, Y4Y€THAasl 3aluCh OMNpPEAENSeT BCE acleKThl JOCTyma K
KOMIIBIOTEPY U B ceTh. Kpome Toro, Kaxkiasi ydeTHas 3aluch COJICPKUT MapoJb,
obecrnieunBaroNINil ee 0€30MacHOE UCTI0JIb30BAHHUE.

[IpaBa mosbp30BaTeNs ONPEESSIOTCS HE TOJBKO YYETHOM 3aIluchio, HO U
YIEHCTBOM B Trpynmax. ['pymma — 5TO COBOKYIHOCTH II0JIb30BaTeleH,
BBITIOJIHSAIOMIUX ~ CXOAHYIO pPaboOTy W HMMEIOUMX NPUMEPHO OJMHAKOBBHIE
NOTPEeOHOCTH B pecypcax.

Windows nojiep>kuBaeT ABa TUIA TPYIII.

— I'mobdanbHble rpynnsbl. [1o6anbHast Tpynmna MOXKET COAEpKaTh YUETHBIC
3aluCH TMOJb30BaTENEl TOJBKO TOTO JOMEHA, Iie oHa co3naHa. [IpaBa gocrymna k
pecypcaM JApyrux JIOMEHOB T[J00OalibHbIE TPYMNNbl [OJIYy4alOT B paMKax
JIOBEPUTEIBHBIX OTHOLIEHUN MEXTY JTOMEHAMH.

— JlokaJbHble Tpynnbl. JIokajibHasi Tpynna MOKET UMETh B CBOEM COCTaBE
KaK WHJIUMBHUAYaJbHBIX TI0JIb30BaTeNiel, TaK W TJI00AJbHBIE TPYyNMbl. ITO
MO3BOJIIET OOBEAUHATH B OJHOW JIOKAJbHOW TPYIE MOJb30BaTeel U3
Pa3IUYHBIX TOMEHOB U
yOpaBisiTh MMHU KOJUIGKTHBHO. [IpaBa JIOKaJIbHOM TPYIIIBI PacpOCTPAHSIIOTCS
TOJBKO Ha TOT JOMEH, TJI€ OHA CO3/1aHA.

B nonapmnsitoniemM OOJBIIMHCTBE TPYIIIBI UCIIOIB3YIOTCS, YTOOBI YIPOCTUTH
KOHTPOJb 3a J0CTynoM K oOmuMm pecypcam. CHauama cosmaercs Trpymmna u
3a/1aeTcsl €d MpaBoO JIOCTyNa K KOHKPETHOMY PECYpCY, a 3aTEM BKIIFOUAETCS CIOJa
MOJIb30BaTENIb, KOTOPOMY ATOT pecypc Heooxoamm. [lozxke, xorma morpedyercs
M3MEHUTh YPOBEHD JIOCTYIIA K pecypcy (Hampumep, HaIOKUTh OTPaHUYEHUS Ha €T0
U3MEHEeHHe), OyAeT JOCTaTOYHO MOIU(DUIIMPOBATH MPaBa TPYMIIBI, U BCE €€ YJICHBI
Haclleyl0T HOBbIE MpaBa Ha OOHIMH pecypc. DTO 3HAYUTEIBHO JIETYE, YeM
W3MEHATh NPUBUJIETUHU KAXKJI0M UHIUBUYAIbHOW YUETHOM 3allUCH B TPYMIIE.

/loBepuTebHbIE OTHOIIEHUS

JloBepUTEILHBIM HA3bIBAIOT OCOOBIC JIOTUYECKHUE OTHOIICHUS MEXIY
JIOMEHAMHU, TIPU KOTOPBIX OJMH JIOMEH JOBEPSIET MOJIb30BATEISAM JAPYTroro JTOMeHa.
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JIOMEH-0BEPUTENDL OTKPBIBAET IOJIB30BATEISAM JOBEPEHHOIO0 JTOMEHA IOCTYH K
CBOMM pe- cypcam. Eciin, Harpumep, 10MeH A SIBIISIETCSI JOMEHOM-JOBEPUTETIEM, a
noMeH b — 1oBepeHHBIM TOMEHOM, TO TOJIB30BaTeNb JoMeHa b MoxeT paboTtath u
C pecypcamu JoMeHa A.

JloBepuTenbHbIE OTHOIIEHHS MOTYT OBITh Kak OJHOCTOPOHHUMH, TaK M
IBYCTOPOHHUMU. T0, 4TO TOMEH A nOBepseT NOMEHY b, BOBCE HE O3HAYAET, 4YTO
nomeH b nosepsieT nomeny A. JIjist yCTaHOBIIEHUS IBYCTOPOHHUX JIOBEPUTEIIBHBIX
OTHOUIEHUH HEOOXO0IMMO SIBHO yKa3aTh, YTO IOMEH A a0BepseT JoMeHy b.

BeTpoenHblie rpyninbl

Windows XP conep>kut 1iembiii psifi BCTPOSHHBIX YUETHBIX 3alMCel U TPYIIIL.
On- Ha W3 HUX — ydeTHas 3alkCh aJMHHHUCTPATOpPa, KOTOpas CO31aeTci IpH
YCTAHOBKE OIIEPAallMOHHOW CUCTEMBI. YUYETHYIO 3allMCh aJMUHUCTPATOpPa HEJb3s
YAQUIATh WA OTKIIOYNATh, €€ MOYKHO TOJIbKO TNI€peMMeHOBaTb. B  4ucio
BCTPOECHHBIX BXOJUT U

y4e€THas 3alHiCh TOCTsI, KOTOPYIO TaKXe HENIb3s YIAJIUThb, HO MOXHO
IIEPEMMEHOBATh WA OTKJIKOYUTh. JTa 3alUCh NMPHUMEHSETCA I PETUCTPALUH B
KOMITbIOTEpE 0€3 HCIOIb30BaHUS CIEHHATBHO CO3AaHHOW y4€THOM 3amucu. OHa
He TpeOyeT BBOJa MApOJIsl ¥ MO0 YMOIYAHUIO 3a0JIOKUPOBaHA.

AamMuHucTparopsl (Administrators). Unensl rpynmns! “AJMUHACTPATOPHI
NOJIy4YarOT MPAKTUYECKH HEOTPAHMUYEHHBIM JOCTYII K pecypcaM JOMEHa, CEpBepa
Wi pabodeil cTaHluU, TJIe HaXOAUTCS TPYIINa, U MOJHYIO BJIacTh HaJl HUMU. OHU
MOTYT TaK)Xe HCIIOJIb30BaTh JII0ObIe (ainbl u Katanoru pazaena FAT, ognako
MOJIHOTO JlocTymna K Kartajoram (aitnmoBoit cuctembl NTFS aBromaruuecku He
nonyyaroT. [IpaBo goctyma UM JOJKeH NpeAoCTaBUThH Biajeien Qaitna wim
KaTajora, B IPOTUBHOM CIly4dyae Ja)k€ aJIMUHUCTPATOpP HE MOXET HCII0JIb30BaTh
TOT pecypc. IlpaBma, 3a agMUHHCTPATOPOM OCTaeTCsl MPAaBO IMPHUCBOUTH cede
T000M pecypc U TEM CaMbIM MOJYYUTh K HEMY IOJHBINA JOCTYII.

Omneparopsl apxusBa (Backup Operators). Ota nokanpHas rpynna co3JaHa
crnenuanbHO Ajid apxuBupoBaHus (aitoB. Ilonp3oBarenu, BXOAsIIME B TPYyMILY
“Oneparopsl apxuBa’, MOJYYAIOT MPABO MPOBOAUTH PE3EPBHOE KOIMPOBAHHUE U
BOCCTaHOBJIEHHE (haiJIOB, JIOKAJLHO BXOJUTh B CUCTEMY M 3aBeplIaTh €€ padoTy.
OpnHako omneparopsl apxuBa JIMIIEHBl BO3MOKHOCTH H3MEHSTh IapaMeTpbl
0€30MacHOCTU U BBITIOJIHATD JIPYTUE aJMUHUCTPATUBHBIC 3a1a4H.

OnbiTHbIE Oab30BaTeu (Power Users). OnbITHBIE MOJIB30BaTEIN — 3TO
[I0JIb30BATENIM, KOTOPBIM  IPEJOCTABIEHBl HEKOTOPbIE  aJMUHUCTPAaTUBHBIC
npuBwiernd. OHM MOTYT CO3JaBaTh HOBBIE YUETHBIE 3aIIMCH U BHOCUTh U3MEHEHUS
B T€, KOTOpBIE co31aiu caMUi. Kpome Toro, OHM MOTyT BKJIIOYATh YYETHBIE 3aIIUCU
B T'PYIIIbI IOJIB30BATEIEH, TOCTEN U ONBITHBIX MOJIB30BATEIICH, @ TAKKE pa3pelaTh
WM 3allpelaTh COBMECTHOE HCIONIb30BaHKe (ailioB M MPUHTEPOB HA JIOKATbHBIX
paboyux CTaHLMSX U CEpBEpaAX.

Hoab3oBaresan (Users). 1o camass MHOTOUMCIIEHHAs Tpyma. YieHsl 3TOM
TPyl MOTYT BBIOJHATH OOJIBIIMHCTBO MOJIb30BATENBCKUX (DYHKIINI, HApUMeED,
3ayCKaTh MPUJIOKEHUS, IOJIb30BATHCS JIOKAIBHBIM WA CETEBBIM IPUHTEPOM,
3aBepiIaTh paboTy CUCTeMbl WU OJOKUpPOBAaTH pabouyro craHuuioo. OHU MOTYT
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TAK)Ke CO37aBaTh JIOKAJIIbHBIC IPYIIIIBI U PErYJIUPOBATH COCTAB UX YICHOB.

T'octu (Guests). Unensl 310l rpymnibl 00J1a1al0T OTPaHUYCHHBIMU TIPaBaMu
Ha JIOCTYII K pecypcaM CUCTEMbI MU MOTYT 3aBepuiaTh padoTy cucTteMbl. B oTinuune
OT IOJB30BATENEN TOCTSIM 3alpPELICH JIOKAIbHBIM BXOJ HA CEPBEP, XOTA OHU
MOT'YT PETUCTPUPOBATHCA HA HEM YEPE3 CETh.

Penummkartopsl (Replicator). Ota cnenuanbHas rpynmna co3jgaHa, YTOOBI
YIPO- CTUTh TUPAXKUPOBaHUE (aiiIOB U KaTaJIOIOB.

['1aBHOE B KOHILIENMIMU YYETHBIX 3alIMCEN U TPYII COCTOUT B TOM, YTO OHH
yOPOIIAIOT aAMUHHUCTPUPOBAHHE PECYPCOB M JOCTYNl K HHUM. Bwmecto Toro
9yTOOBI 3a7]aBaTh KOHKPETHBIE IpaBa Ka)JIOMY IOJb30BATEII0, MOXHO CO3JaTh
rpynmy ¢ 3TUMU TpaBamMH, a 3aTeM [0 Mepe HEOOXOJUMOCTH BKIIOYaTh B HEe
noJjip30BatTenied. BaxHO MOHMMATh, YTO MOJB30BATENh MOXKET OBbITh YJICHOM
HECKOJIBKMX TPy U YTO OJIHA TPYIINa CIOCOOHA BKJIIOYATh B C€0sI IPYTYIO.
I[IpakTH4eckoe 3axanue

1. Ortkpoiitre Ilanens ympaBiieHusi ¢ noMmoibio MeHio Ilyck, mienkHurte
KHOMKOM MBI Ha cchuike JloOaBieHne | yJajeHue YYEeTHBIX 3amucei
Iosb30Baresie u noareepaure nercrsus B okHe UAC.

2. B okHe YueTHbIE 3alIMCH IMOJIB30BATENIEH IIEITKHUTE KHOIKOW MBIIINA Ha
ccpuike Co3gaHue y4eTHOM 3aInCH.

3. B mnosBUBHIEMCS OKHE BBEOUTE UMs YYETHOW 3allMCH, OCTAaBbTE
nepeKiIoyaTellb THUIA YYEeTHOM 3amucu B mojokeHun OOBIYHBIM AOCTyn U
HaxMuTe KHONKY Co3aHne yYETHOM 3aMKCH.

4. Beligure u3 cuctemsbl. g 3Toro Haxmure KHONKY Ilyck, mieakHUTE
KHOIIKOM MBIIIY HA CTPEJIKE PSIAOM C KHOIIKOM BIIOKMPOBKA M BBIIIOJIHUTE KOMAaHLy
Brixon u3 cucremsl.

5. Ha skpane nmpuBETCTBHUS IIECIKHUTE KHOIKOM MBIIIA HAa 3HAYKE HOBOM
YYETHOM 3aIMCU U JOKIUTECh BX0J1a B CUCTEMY.

6. CHOBa OTKpPOWTE OKHO Y4YETHBIE 3allCU IIOJIb30BATEIIEH, IIEIKHYB
KHOIIKOM MBIIIN Ha 3HAYKE YYETHOM 3anucy B MeHIo Ilyck.

7. lleperimure mo cceuike Co3gaHue Mapois CBOEW YYETHOW 3allkCH, B
MOSIBUBLIEMCSI OKHE BBEAMTE OAWH MU TOT K€ Napoyib B mojii HoBbll mapons u
[TonTBepxkaeHUA naApoJisg, MO CJE€ 4Yero HaxMmure KHOnKy Co3naTe mapodb.
[loackazka o mapojie He sBJISETCS 00s3aTeabHOM, HO OHAa MOXET IOMOYb
BCIIOMHUTH 3a0BITHIN MAPOJIb.

8. lllenkHUTE KHONKOW MBIIIM Ha cChbUIKE M3MEHEHHE CBOEro puUCyHKa U
BBIOEpUTE JPYroe u300pakeHue IJisl 3HaUKa YYETHOM 3aIUCH.

9. TlompoOyiTe BBIMOIHUTH HACTPONKH, KOTOPBHIE 3ampelieHbl IS
OOBIYHBIX IMOJIb30BATENEH, U3MEHUTHh CUCTEMHOE BpeMsl. J[OJKHO MOSABUTHCSA OKHO,
B KOTOPOM HY>KHO BBECTH NApOJIb Ui OJHOM M3 YYETHBIX 3alUCEN C IpaBamMu
aIMUHHCTPATOPA.

10. Co3galTe TEKCTOBBIA JOKYMEHT WJIM PHUCYHOK B JIMYHOM IalKe
JIokyMeHTBl U ckonupyiTe ero B manky OOmue. 3Hauok nanku OOume MOKHO
HalTH Ha naHenu M30paHHble CChUTKK MporpaMMbl [IpoBoHUK.

11. Beliiiute W3 CUCTEMBI U CHOBAa BOMAUTE C HCIIOJIB30BAaHUEM YUETHOM
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3amucH, 00JIaarolel mpaBaMu aIMUHHACTPATOPA.

12. TlompoOy¥iTe OTKPHITH paHEe CKOMHPOBAHHBIM JOKYMEHT U3 TaIKH
OO1ue ¥ BHECTH B HETO U3MEHEHUSI.

13. [lonpoOyiiTe OTKpBITh JUYHYIO TMAaNKy paHee CO3JaHHOW YYETHOU
3anucu, kortopas Haxoautcss mno axapecy C:llomp3oBarenulMs moisib3oBaress.
JlocTym K Hel OyneT 3ampeliieH, oaHako nocie noAareepxkacHui B okHax UAC Bbl
CMOJKETE MOIYYUTh AOCTYH K (haiiaM APYyrux Moyib30BaTeNeH.

14. OTKpOWTE OKHO YUETHBIE 3alUCHU MOJIb30BAaTEICH WU YJIAJIUTE paHEee
CO3JaHHYI0 YYETHYIO 3alucCh. ByneT MNpemsio)KeHO COXpaHUTh JIMYHBIE (Dailsibl
ynanseMon ydeTHou 3amucu Ha PabGouem ctone. Bwl mMokere coriacutbest wiu
YAAIUTh UX OKOHYATENIbHO.

Otuer
OTyeT JOJIKEH COAepKaTh:
HaUMEHOBaHUE PabOTHI;
1eJIb PadoThI;
3a/1aHUE;
NOCJIEJOBATENBHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
. BBIBOJI O MIPOJICJIAaHHOM padoTe.
KonTposbHbIe BOonpochl
1. Tlepeuncnaute crnocoObl CO3/1aHUs YYETHBIX 3alKCei MOJb30oBaTeNe Ha

SN NE N CI SI

IIK

2. OnuiuTte TEXHOJIOTHIO CO3JaHUsl YYETHOM 3allMCHU C NMOMOIIbI0 HMaHEIn
YIIPaBJICHUSA

3. Ilepeuncnure AEWUCTBUS, KOTOPBIE MOKHO BBIIOIHATh C CO3JAHHOU
YYETHOM 3aIUChIO

4. Kak ycTaHOBUTb WIEHCTBO B rpyrmre?
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IIpakTnueckass padora 16. Co3ganue M AAMUHUCTPUPOBAHUE TPYIII
M0JIb30BaTeJIeH.

Heas paGoTbl HAyuyuUTHCS CO3/aBaTh TPYIIBI U U3MEHATh MX 00JacTu
JNEUCTBUSL.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

[Tonp30BaTenu, rpymnmnbl U KOMIBIOTEPhl — KIIFOYEBbIE OOBEKTHI B CIyKO€
karajgoroB Active Directory, Tak Kak OHHM IO3BOJSIIOT BCEM, KTO HCIOIB3YET
KOMIIBIOTEp B CETH, WACHTHPUIUPOBATHL ce0sfi B KadyecTBE YYACTHHKA
6e3omnacHocTu. be3 TakoW wuACHTHU(UKAIMK TMEPCOHAT HE CMOXET TMOJYyYUTh
JOCTYyIl K KOMIBIOTEpaM, TMporpaMMaM U JaHHBIM, HEOOXOJUMBIM JJif
MMOBCEIHEBHON paboThl. XOTS IS MUHUMAIBHOW HACHTH(DHUKAIMK JOCTATOYHO
3HATh MM TIOJIL30BATEIIS U KOMITBIOTEPA, YIIPABJICHUE YYaCTHUKAMH 0€301MacHOCTH
JUISL OTZEJIBHOTO I0Jb30BATENsl CEPHE3HO YCIOXKHHUTCS, €CIM HE OPraHH30BaTh
nosib3oBaTesnied B rpynnsl. Ha omnpeneneHHOM 3Tane Ha3zHayaTh pa3pelieHUs
KQKJIOMY M3 MHOKECTBA MOJIb30BaTENIell CTAHET MPOCTO HEBO3MOXHO, OJTHAKO MPHU
Pa3yMHOM HCIOJL30BAaHUU TPYIIN HA3HAYCHUE Pa3pEIICHUN U YIpaBICHUE HUMHU
CWJIBHO YIIPOUIAETCS.

B Windows cyiecTByeT Ba TUIA TPYIII, Kaxaas U3 KOTOPHIX MOXXET UMETh
Tpu obnactu nerictBus. [loHMMaHuEe UX CTPYKTYphl B paMKaX COOTBETCTBYIOILIEH
o0nacTu JEUCTBUS rapaHTUPYET ONTUMAJIbHOE pacrpeneneHue
aMUHUCTPATUBHBIX PECYPCOB NPHU YIPaBIECHUU NpaBaMH JOCTYINAa K pecypcam.
B03MOXHOCTH KOHCTPYKIIMU TPYIIIBl TAKKE 3aBUCAT OT TOTO, B KAKOM PEKHME
paboraer ux pomurtenbckuii goMeH wiu jec Windows Server 2003: ocHOBHOM,
MIPOMEKYTOUHOM wWin cMemanHoM. B Windows Heckosbko Tpynm y»Ke Co37aHbl
MpEeBAPUTEIbLHO, WU BCTPOEHBI. BBl MOXETe CO3/1aTh AOMOJHUTEIBHO CTOJIBKO
TPy, CKOJIBKO MOXKENAETe.

I'pynmer  (groups) — 3TO  KOHTEMHEpPHI, cojaepxamue OObEKTHI
MOJIb30BaTeNIe U KOMIbIOTEpOB. Eciu paspemienus 0e30MacHOCTU JJis TPYMIbI
3a/1aHbl B TaOauIie ynpasiaeHus goctynom (access control list, ACL) nns Hekoero
pecypca, TO UX MOJy4aroT BCE YIEHBI IPYIIIbI.

B Windows cymectByer aBa Tuma Tpynm:  O€30MacHOCTH U
pacnpoctpaHeHusi. ['pynmel 6e3omacHoCTH (security groups) HCHOJB3YIOT IS
Ha3HAYCHMUS  pa3pelIeHMd  JOCTylla K  CETeBbIM  pecypcaM. [ 'pymnmsl
pacnpoctpaHenusi (distribution groups) TNPUMEHSIOTCS JUIsl  OOBbEIUHEHUS
MOJIB30BATENICH B CIIMCKU PACCBUIKH JIEKTPOHHOU mouThl. ['pynmy Ge3omacHoCTH
MO>XHO HCIOJIb30BaTh B KAaueCTBE TPYNIBI PACHPOCTPAHECHHS, HO HE HA0OOPOT.
[IpaBuiibHOE TIAHUPOBAHUE CTPYKTYPHI TPYII BIUSET HA TPOU3BOJUTEILHOCTD U
MacmTabupyeMoCTb, OCOOEHHO B KOPIOPAaTHUBHBIX Cpelax, CoOJep Kallux
MHOKECTBO JIOMEHOB.

Coser Xors B Tabmuuax ACL MOXHO 3aJ1aBaTh mapameTpbl ISl OTACIbHBIX
YYaCTHUKOB 0€30MmacHOCTH (T0Jib30BaTeNiel M KOMIBIOTEPOB), 3Ta MPAKTHKA
JI0JKHA OBITH CKOpEe MCKIIIOUEeHHEM M3 o01ero npasuia. Eciu Bel 0OHapyKuTe,

53



yT0 3a7aete B ACL CIMIIKOM MHOTO MCKIIOYEHUHN JIJISl TOJIh30BaTENsl KaKOW-1100
IPYIIIbl, IEPECMOTPUTE €r0 YIECHCTBO B 3TOM IPYIIIIE.

OO6macTh AEGWCTBUS TPYMIBI (Eroup SCOpE) OMpeesieT, KakuM 00pa3oM
y4aCTHUKaM Tpynibl Ha3HayaloTcs pazpemieHus. B Windows wu  rpymnmbl
0€30MacHOCTH, U TPYIIIbI PACHPOCTPAHECHUS KIACCUPUIIUPYIOT N0 TPpeM 00JIacTsIM
NEUCTBUS: JIOKaJIbHAs IOMEHHAs, TJI00albHas U YHUBEPCAIbHASI.

[Ipumeuanue XOTs JIOKaJbHBIE TPYIIBI HE KIACCU(DUIMPYIOTCA IO 00J1aCTH
nevictBust Windows, OHM BKIJIFOUEHBI JIJIs1 TIOJTHOTHI KAPTHUHBI.

Jloxansubie Tpynmsl (local groups), win JgoKanbHbIE TPYNIBI KOMIIBIOTEPOB,
UCIIOJIb3YIOTCSI B OCHOBHOM 7151 oOpaTHOU coBmectumoctu ¢ Windows NT 4. Ha
KoMmIbloTepax ¢ Windows CyIiecTByIOT JIOKaJIbHBIE MOJB30BATENNM M TPYIIIIHI,
CKOH(UTYpUPOBAaHHBIE KaK psJAOBbIe cepBepbl. KOHTposuiepsl JTOMEHOB HE
HCIIOJIB3YIOT JIOKAJIbHBIE TPYIIIIHI.

. JlokanpHBIC TPYIITBI MOTYT COACPKATh YIYACTHUKOB M3 JIFOOOTO JOMEHA
B TIpeneiax Jieca, U3 JOBEPEHHBIX JOMEHOB B JPYTUX Jiecax W Oojee HU3KOTO
YPOBHSI.

- JlokanpHas rpymnna ACCTBYET B Mpejiesiax KOHKPETHOTO KOMITbIOTEpa U
MOXET MPEAOCTABIATh Pa3pPEIICHUs AJISl PECYPCOB TOJILKO HA ’TOM KOMITBIOTEpE.

JlokaneHbie rpynmnbel goMmeHa (domain local groups) riaBHBIM 00pazom
UCIIOJIB3YIOTCS [ Ha3HAUCHMS TJI00AJbHBIM TpyNaM pa3pelieHud Ha JOCTYI K
JIOKaJIbHBIM pecypcaM JOMEHa.

XapaKTepHbIE€ YEPThI JIOKAIbHBIX FPYIIN IOMEHA TAKOBBHI.

«  CymecTBylOT BO BCeX peXHMax pabOTbl JIOMEHOB U JIECOB —
CMEIIaHHOM, TPOMEXKYTOYHOM U OCHOBHOM.

. JlokanpHas rTpynma nomMeHa (GYHKIUOHUPYET MOJAO00HO JIOKaIhHOM
rpynme Ha KOHTPOJUIepE JOMEHA, ITOKa JJOMEH pad0TaeT B CMEIIAHHOM PEKHUME.

«  MoryT cogepxaTh y4aCTHUKOB M3 JII000OT0 JOMEHA B Mpeieiax jeca, u3
JIOBEPEHHBIX JIOMEHOB B APYTHUX Jiecax U 00Jiee HU3KOTO YPOBHSI.

«  JlelicTBylOT B mpeqenax JOoMeHa B OCHOBHOM pexume Windows u
MOTYT MCIIOJIb30BAaThCSl MJI TPEAOCTABICHUS MIpaB Ha PECypchl Ha JHOOOM
koMmmbioTepe ¢ Windows B TOM JIoMeHe, T/i€ oTpe/iesieHa rpymna.

I'noGaneubie rpynmel  (global  groups) wamie HWCHOAB3YIOTCA IS
IPEAOCTABIEHUS KATETOPU3UPOBAHHOTO YWIEHCTBA B JIOKAJIBHBIX IPYNIaxX JOMEHOB
JUISL  OTHENBHBIX YYAaCTHUKOB O€30MacHOCTH U JUISl MPSMOTro Ha3zHAYCHUS
paspelieHnii (B 4acTHOCTH, B JIOMEHaX CMEMIAHHOIO WIH MPOMEXKYTOUYHOIO
pexxumoB). Yacto TimoOanmbHBIE TPYNNbl MPUMEHSIOTCS s 00beIUHEHUS
M0JIb30BATENIEN WM KOMIBIOTEPOB B OJHOM JOMEHE U COBMECTHOI'O MCIOJIHEHUS
OJTHOM pa0OoTHI, PO WK (PyHKITNH. XapaKTePUCTUKH TII00ATBHBIX TPYII TAKOBHI.

«  CymecTBylOT BO BCE€X peXHMaxXx pabOThl JOMEHOB U JIECOB —
CMEIIIaHHOM, MPOMEKYTOYHOM B OCHOBHOM.

«  MoryT coaepkath TOJbKO YJIEHOB U3 CBOETO JIOMEHA.

«  MoryT caMu SIBISTHCS WICHAMU JIOKAJIBHOMN TPYIIIBI KOMIBIOTEpA WU
JIOMEHa.

-  MoryT coaepxarh Apyrue riodaibHbIe TPYIIIIHI.
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VYHuuBepcanpHbie Tpymmbl (universal groups) B OCHOBHOM MPHUMEHSIOT IS
MPEOCTaBICHUs JOCTyNa K pecypcaM BO BCEX JIOBEPEHHBIX AoMeHax. OJHako
TaKWe TPYIIBI MOTYT HCIOJIB30BAThCS TONHKO KaK YYACTHUKH O€30MacHOCTH (TO
€CTh KaK Ipymnmbl O€30MacHOCTH) B JIOMEHaX, pabOTalOIIMX B OCHOBHOM PEXUME
Windows 2000 wiu B pexxume Windows Server 2003.

- YHUBepCallbHbIC TPYNIbI MOTYT COJAEPKAaTh YYaCTHUKOB M3 JIOOOr0
JIOMEHa B JIeCy.

. YHUBEPCAIIbHBIM TPyNIaM MOTYT NPEJAOCTABISTLCA Ppa3peIICHUsT B
JT000M JIOMEHE, BKIII0Yast IOBEPEHHBIE IOMEHBI B IPYTUX JIECaX.

CoBer YHuBepcaibHbIe TPYIIBl MOMOTAIOT MPEACTaBUTh U OOBEAUHUTH
IPYIIbl, KOTOPBIE PACIPEIEIEHBI 110 Pa3HbIM JOMEHAM M BBINNOJIHSAIOT TUIIHMYHbIC
dbyHKIMM B paMKax  Bamiedl — opraHuzanuh. PekoMeHIyeTcs  Jenarth
YHUBEPCAIBHBIMU IIUPOKO UCTOJIb3YyEMBIE U PEIKO U3MEHSEMbIE TPYIIIIbI.

[IpeoOpazoBanue rpyr.

Koncons Active Directory — mnonp3oBaTenu U KOMIbIOTEephl (Active
Directory Users And Computers) siBIsieTCSI OCHOBHBIM CPEICTBOM, KOTOPOE BbI
OyJlieTe UCIOoJIb30BaTh ISl yIIpaBieHUsI 00beKTaMu (TI0JIb30BATESIMHU, TPYIIIIaMU U
KOMIIbIOTEpaMu) B loMeHe. [Ipu co3manuu rpynn Bbl OyjeTe yka3blBaTh 00JacTh
JIEUCTBUSA, TUII U COCTaB. TaKke C MMOMOILBIO 3TOW KOHCOJIU Bbl CMOKETE U3MEHUTH
COCTaB CYIIECTBYIOLIUX TPYMII.

OObIYHO TpyNIBI CO3/1aI0T U3 KOHCcoNu Active Directory — moJib30Batenu u
kommbloTepbl  (Active Directory Users And Computers), sSpiblKk KOTOpOH
pacmnoiiokeH B rpymine nporpamm AnmuHuctpupoBanue (Administrative Tools). B
OKHE KOHCOJIM IIEJIKHUTE IIPABOM KHOIIKOM B IIPABOW NAHEIM KOHTEUHEPA, € BbI
X0TuTe co3nate rpymmy, u Bbioeputre Cozgath (New)\['pymma (Group). 3arem
ONpENENIUTE TUIl U 00JaCTh JEUCTBUS CO3/1aBa€MOM TPYIIIIbI.

IIpakTHuyeckoe 3a1anue.

3ananuel . Co3nanue M U3MeHeHHe TPYNIIbI

B 3TOM yrnpakHeHUH Bbl H3MEHUTE TUII TPYIIBI U €€ 00J1acTh ACUCTBUSL.

1. B koHcomu Active Directory — noavzosamenu u KoMHbIOMEPHI
packpoiite koHteiiHep Users u co3paiite B HeM [I00albHYIO TpYIILY
pacnpocTpaHeHusi Agents.

2. lllenkuute mpaBoil KHOMKOM Tpymmy Agents u BbiOepuTe CBoiicTBa
(Properties). Moxxere 11 Bbl H3MEHUTH 00JIACTh JEHCTBHS W THUIl 3TOU TPYMIIbI?
[Touemy?

Ecnu Bel He MOXKeTe M3MEHUTHb THUII M O0JIACTH JIEWCTBUSI TPYMIIBI, Balll
noMmeH paboraer B cmemanHoM pexknme Windows 2000 wiau B pOMEKyTOUYHOM
pexume Windows Server 2003. UToObl M3MEHWUTHh THI WM 00JIACTH JCHCTBUS
rpyMNIbl, HEOOXOAMUMO MEPEBECTH J0MEH B 0CHOBHOM pexkuM Windows 2000 unu B
pexum Windows Server 2003.

3ananue 2. BiroxkeHHbie rpynnbl

B sTOM ynpakHEeHUM BBl MO3HAKOMUTECH CO BJIOKCHHBIMHM TPYIIaMH, a
TaKKe U3YYHUTE BO3MOXHbIE KOMOUHAIIUY YWICHCTBA.

1. Jlomen nomxkeH paborats B pexkxume Windows Server 2003. Eciu 3To He
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TaK, U3MEHUTE PEKUM JIOMEHA B KOHCoJIU Active Directory — noavzogamenu u
KOMNbIOMepbi.

2. Cozpanite Tpu Timodbaneubie rpymmbl B OIT Users: Groupl, Group2 u
Group3.

3. JloGaBbTe Tpu yueTHbIe 3anucu noab3zoBateneil: Userl, User2 u User3.

4. Jlo6asbre Userl, User2 u User3 B rpynmy Groupl.

5. Jo6asbsTe Groupl B rpynmy Group2.

Kakue rpynmbel Temepp MOXKHO TpeoOpa3oBaTh B  YHUBEPCAIbHBIC?
[IpoBeppTe CBOM TeOpeTUYECKHE 3HAHMS (BBl JIOJDKHBI 0e3  mpoOiem
npeoOpa3oBaTh ABE U3 TPEX ITUX TPYIII).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHuUE;
NOCJIEOBATENBHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O IIPOJIEIAHHOM padoTe.
KonTpoJsbHbIe Bonpocsl

1. Kakoif Tum nomMeHHOW TpyIIbl OOJIbIIE BCErO IMOXO0XK Ha JIOKAJIBHYIO
IpyIIly Ha psaoBOM cepBepe? B uem ux cxonacto?

2. Bbl ncnone3yere yHUBEpCAlIbHbIE TPYNIIIBI B CBOEM JOMEHE WJIU B JIECY,
M BaM HYXXHO IMPEJOCTaBUTh CAHKUMOHUPOBAHHBIM  JOCTYN  4J€HaM
yHUBepcaibHOU rpymnmbl. Kakas koHurypamus HeoObxoauma JIjisi UCTIOIb30BaHUS
YHUBEPCAIBHOU IPyMIIbI?

3. Ha kako#l BKJIaJIKE B OKHE CBOMCTB TpYIIbl MOXHO J100aBUTh B HEE
M0JIb30BATENICH?

SNk W=
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IIpakTnueckas padora 17. IllaHupoBaHMe U YCTAHOBKA pa3pellieHHuid
NTFS nas ¢aiiioB, nanok 0oTAeJbHBIM M0Jb30BATEJIAM U IPYNIIaM.

Iear padoThl HAYYUTHCS  HUCIOJB30BaThH  OONME  TANKA IS
MPE0CTaBICHHUS JI0CTYIIA K CETEBBIM pecypcam

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

O6mme manku (shared folders) obGecneymBarOT IOCTYyH MOJTHOMOYHBIX
noJib30BaTesiel ceTu K (paillioBbIM pecypcam.

Pazpemenus noctyna k o01Iei nanke

OO01mas mamka MOKET COJEpKaTh MPUIIOKEHHUS, TaHHbIC WX JIMYHYIO MarKy
nosb3oBatenst (home folder). Kaxknawiii Tum nmaHHBIX TpeOyeT pa3IWYHBIX
pa3peleHuil 10cTyna.

[TockonbKy pa3pernieHus T0CTyIa MPUMEHSIOTCS KO BCel 001IIel mamnke, a He
K OTACNIBbHBIM (pailiamM, OHU MPEAOCTABIAIOT MEHEe M30UPATENhHYIO 3alTUTy, YeM
paspemenust NTFS.

Pa3pemienuss nocryma Kk o0mied mamnke HE OrPaHUYMBAIOT JIOCTYM
M0JIb30BaTeNIel, padoTaOMX Ha KOMIIBIOTEpE, IJI€ pacloyiokeHa 3ta nanka. OHu
MIPUMEHSIIOTCSI TOJIBKO K T€M, KTO 00palaeTcs K manke 1mo CeTH.

Pazpemienus nocryma Kk oOmed nanke — €IUHCTBEHHBIM CHOCo0
obecrnieunTh 0€30MacHOCTh ceTeBbIX pecypcoB Ha Tome FAT. Pazpemenus NTFS
Ha ToMax FAT HeqoCTymnHBI.

[To ymomuanuto rtpynna Everyone (Bce) momyuaer paspemenue Full
Control(ITomnbIit qOCTYM) AJ BCEX HOBBIX OOIIUX TAIOK.

Paspemienus qoctymna K 00IMM mankam
Pazpemienue [To3BOmsIET

3meneHue CoznmaBath manku, A00aBIsATH K HUM  (halbl,

W3MCHATh U JO0OABIATH JaHHBIC B (pailyiax, M3MEHATH

atpuOyThl (aitna, ynpanate mnanku (painabl)) U

BEITIOJTHATD JICHCTBUS,

nomyckaemsble pazpenieHuemM Read.

(Urenue) [IpocmaTpuBaTh  CIHUCOK TAnmok W (aiiios,

colepkanre (GaiioB MU HUX aTpUOYTHI, 3aIMlyCKaTh

MpPOrpamMMbl U

W3MEHSTh MAaKU, BIOKEHHbBIE B OOIIYIO TAIKY.

(ITonHbIN 1OCTYM) N3MeHSATh paspemeHus s Gaiios,

BcTynarh  BO BiageHue (IlomHbiig

nmocTyn) ¢aiiiaMu U BBITIOTHATH BCE

nelCcTBUs, JonmycKkaemble paspemieHrem Change.
Mo>kHO MpenocTaBiiATh (OTMEHSTh) pa3pelleHus A0CTyna K oOliel marnke.

O6piuHO  ynoOHEe  Ha3HA4yaTh  paspelieHuss Tpymme, 4YeM  OTIACIbHBIM

nosb3oBarensiM. OTMEHSTH K€  paspeuieHust CleAyeT, TOJbKO  YTOOBI

NpeloTBPaTUTh NPUMEHEHUE HeXKelaTeabHbIX paspernieHuil. OObBIYHO  3TO

NPOUCXOJIUT, KOTJa B TOJHOMOYHYIO TPYMIY BKIIOYEH IMOJb30BATENb, JIJIS

57



KOTOPOTO HAJ0 OTpPaHUYUTh JOCTyI. UTOOBI 3ampeTuTh BCE BUIBI JOCTyIa K
oOmreit manke, ormeHute paspemenue Full Control.

[IpumeHeHue pa3zpelieHnii JoCcTyma K O0IIe mamnke

Bun pocryma k oOmed namke 3aBUCUT OT pPa3pelleHHi, Ha3HAYeHHBIX
YYETHBIM  3amMCAM IOJb30Barene uw  rpynm. Jlajmee  paccMaTpuBaroTCA
MOCIIE/ICTBUSA IPUMEHEHUS PA3HBIX PA3PEIICHUMN.

. Heckonpko paspemenudt  coBMemarorcs. llomp3oBarenb  MOXKET
y4acTBOBAaTh B HECKOJIBKUX TPYINaX, KaXaas U3 KOTOPBIX HMMEET pa3HbIe
paspelieHusi ¢ pa3HbIMH YpPOBHSAMM J0CTyna K oOmed mnanke. JledcTByromiue
paspemnieHus  MOoJIb30BaTeNis  SIBJISIOTCA  KOMOMHAIMEW — pa3pelieHuid  ero
COOCTBEHHBIX TPYNIbI, YJIECHOM KOTOpOW OH sBisercda. Hanpumep, wumes
paspemenue Read (Urenue) u, Oyayun wieHoMm rpynimsl, ¢ paspemiearnem Change
(M3Menuts), monp3oBaTenb Oyner oomanate paspenienueM Change, BKIIIOYAOIINM
B ce0Ost Read.

. 3anper nmpuopuTeTHEe paspenieHus. Eciu moap30BaTento 3amperieH
J0CTyn K oOled manke, oH He OyJeT UMETh €ro, JaXKe €CIH 3TO Pa3pelieHo
rpynne, K KOTOpoil OH MPUHAIICKUT.

. Jlns noctyna k pecypcam Ha Tomax NTFS TpeGyrorcs paspenienus
NTFS. Paspemienuid oOmeil nmankud JOCTaTOYHO, YTOOBI MOJYYUTh JAOCTYH K
pecypcam Ha ToMe FAT, Ho He Ha Tome NTFS. Jlna noctyna k oOmiel namnke Ha
mucke NTFS momumo paspemieHus aocTyna K oOmied mnamnke TpeOyroTcs u
cootBeTcTBYIOIME pazpemeHus NTFS mis kaxmoro obmiero aitia u manku.

. OOmuii JOoCTyN K CKONMUPOBAHHBIM WJIM TEPEMEIEHHBIM MarnKaMu
npekpainrtaercs. [Ipu konupoBanuu oOIEH MANKK, OOIIUM OCTAHETCS OPUTHHAI, HO
He kornus. [lepemernieHHas mamnka rnepecraeTt ObITh OOIIEH.

OcHOBHBIC TpaBUJIa HA3HAYCHUS pa3pelIeHUH Ha TOCTYM K OOIIeH manke

OcHOBHBIE TpaBHUjia Ha3HAUYECHUS pa3pEIIeHUN Ha JOCTYN K OOIIeW mMmamke
MOKHO C(hOpMYJIMPOBATh CIETYIOLIUM 00pa30OM.

. Onpegenure TpymHmbl, KOTOPHIM HEOOXOIWM JOCTYIl K JaHHOMY
pecypcy u TpedyeMblil ypoBeHb foctyna. CocTaBbTe JOKYMEHTALMIO IO IpyIiaM
U UX pa3peuieHusIM I KaXJa0ro pecypea.

. Ha3znauaiiTe paspemieHus TpymnmnaMm, a HE OTACIbHBIM YYETHBIM
3aMUCSM IOJIb30BaTENEH.
. HasznaualiTe 1 pecypca MaKCUMallbHO CTpPOTHME pa3pellieHus,

MO3BOJISIIONIME  TOJIb30BATENISIM ~ BBITIOJIHATH TOJILKO HEOOXOJIWMBIE —3ajJlayu.
Hampumep, ecnu monp30BaTensiM HY>KHO TOJIBKO YUTAaTh WH(GOPMAIIMIO B TIATKE, a
HE yJIaJsiTh WM CO3/1aBaTh B Hell ¢aiiibl, Ha3HaubTe paspenienne Read.

. [lankyu C OAMHAKOBBIMH TPEOOBAHUAMU OE30MACHOCTH JOJIKHBI
NpUHAAIekKaTh OfHOM mamke. CkaxeM, €clu MOJb30BaTelsiM TpeOyeTcs
paspemienre Read a1 HECKOJNBKUX MANOK MPUIIOKEHUS, IOMECTUTE UX B OAHY U
MIPEIOCTAaBbTE K HEM COBMECTHBIN AOCTYN (BMECTO MPENOCTaBICHUS JOCTyIa s
KQKJI0M Manky B OTAEIbHOCTH).

[InanupoBanue oOIMMX NANOK

[IponymanHass cTpykTypa oOOIIMX TAMOK TMO3BOJISIET LEHTPAIN30BaTh
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aIMUHUCTPUPOBAHNWE U YIPOCTUTH NOCTYN K AaHHBIM. OOIue Mankd MOTyT
colepKaThb MpOrpaMMbl U JaHHbIE W TMO3BOJIIOT CO3AaTh MecTa s
LEHTPAJTU30BaHHOTO XPaHEHUS MMOJb30BATEISIMUA CBOUX JIAaHHBIX.

OOmue mankyd MNporpaMm HOPUMEHSIIOT JUIsS_CEPBEPHBIX MPUIOKEHUH, K
KOTOPBIM _MOKET 0oOpaliaTbcsi KOMMbBIOTED KIMWEHTA. [ JIaBHBIA IUIIOC OOIIUX
MPUJIOKEHUN B TOM, UYTO BaM HE HYXKHO YCTAaHABJIWBATH U MOJACPKHUBATH HX
KOMIIOHEHTBhI Ha KaXXJIOM KOoMIIbioTepe. B To Bpems kak (ailibl mporpamm s
NPWIOKEHUM MOTYT XpaHUThCSI Ha CepBepe, JIaHHbIE O KOH(UTYypaluH
OOJBIIMHCTBA CETEBBIX MPOrpaMM, Kak IMPAaBUIIO, XPAHATCA HA KOMIBIOTEpax
kiueHToB. Crioco0 OTKPBITHS AOCTYyTA K Markam IporpaMm BO MHOTOM 3aBHCHUT OT
KOHKPETHOTO TMPUJIOKEHUS, TapaMeTpoB CETH U OpraHu3anud padoThl Ha
MPEAIPUSATUH.

. Co3maB oHY MankKy ¥ pa3MeCTHB B HEW BCE Balld IMPOTPaMMBbl, BbI
YCTaHaBJIMBAETE €IMHOE MECTO JIJIsl pa3MelieHus: u MmoaepHuzamuu [10.

. Hasnaubte tpynme Administrators (AIMUHUCTPATOPBI) pa3peniecHue
Full Control (ITonnblid gocTym) 1jisi HManky MpPOrpamM, 4YTOOBI rpymmna Morja
yIpasiATh npukiaaaeiM 110 1 KOHTpOIMpOBaTh pa3pelIeHNs 0JIb30BATEIIEH.

. OtMmenute pazpemenue Full Control mans rpynmnel Everyone (Bce) u
HazHaubTe pazpemeHue Read (Urenue) ansa rpynmsl Users (Ilonws3zoBatenu). 310
MOBBICUT 0€30MMacCHOCTh, TaK Kak rpyrina Users BKIIOYAET TOJIbKO CO3JaHHbIE BAMU
y4eTHbIE 3amucH, a rpynna Everyone — 1100010, KTO MOJIyYHI JOCTYII K CETEBBIM
pecypcaM, B TOM uuciie yueTHyto 3anuck Guest(I'ocTs).

JIns oOmeHa mo cetd paboYMMU M OOIIMMH JAHHBIMU CIYKAT TaIKH
naHHbIX. [lanky TaHHBIX JTy4llle XpaHUTh HAa OTJIEILHOM TOME, II€ HE YCTAaHOBJIEHA
OC unu npunoxenus. Qalibl JaHHBIX PEKOMEHAYETCS PETYJISIPHO apXUBUPOBATh,
MU eCITU OHU OYyIyT XPaHUTHCS HAa OTAEITHLHOM TOME, ITOT MPOIECC YIMPOCTUTCH.
Kpome Toro, ToM ¢ mamkamu NaHHBIX HE OyAeT 3aTPOHYT, €CIu TOoTpedyercs
nepeycranoButb OC.

[IpenocTtaBnsis  AOCTYynl K MankaMm OOIIMX JAHHBIX: HCIOJB3YUTE
[IEHTPAJU30BaHHbIE MaNKW JAHHBIX, YTOOBl OBUIO JieTY€ UX apXUBHUPOBATH;
Ha3HaubTe Tpynme Users paspemienne Change (u3MeHeHHE)— 3TO 00ecrneuuT
MOJIB30BATEIISAM €IMHOE OOIIETOCTYITHOE MECTO JJISI XPaHEHUS IAHHBIX, KOTOPBIMU
OHM XOTSAT OOMEHMBATBCS; IMOJIL30BATEIM TaKXKE CMOTYT TMOJy4aTh HOCTYN K
nankaMm, 4YMTaTh, CO3/1aBaTh WM HU3MEHATh B HUX (ailnbl. OTKpbIBasg AOCTYN K
nanke padoumx (QaiioB, HEOOXOIMMO: Ha3HAYUTH Trpymne (AJIMHUHHCTPATOPHI)
paspemienrie  (IlomubIii  gocTym) I TJIABHOM  TAlKW  JAHHBIX, YTOOBI
aIMUHUCTPATOPHl MOTJIM I[EHTPAIM30BAHHO BBIMIONHATH €€ 00CTyKMBaHUE;
MPEJOCTaBUTh JIOCTYIl K BIOXKEHHBIM TalKaM JIaHHBIX, 33JlaB pa3peuieHue
(M3MmeneHune) COOTBETCTBYIOIIUM IPYIIIaM.

OTKpbITHE OCTYNA K MaKam

OTKpBITH JIOCTYH K pecypcam MOXKHO, CJlieJlaB OOIIMMHU COJEpKalllhe HX
nanku. JlJiss 3TOro BbI JOJKHBI OBITh YJIEHOM OJHOM WJIM HECKOJBKUX TPYIMI, B
3aBUCUMOCTH OT pOJIM KOMIIBIOTEpPA, HAa KOTOPOM HAaXOATCA OOIME TMaIKHy.
JlocTynmoM K Tanke W €€ COJACP)KUMOMY MOXKHO YIpPaBisTh, OTPaHUYUBAs
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KOJIMYECTBO TOJIb30BaTeNIel, KOTOphIE MOTYT OJHOBPEMEHHO K Hel oOpaluarbcs, u
Ha3Hayas pa3pelieHus OTICNbHBIM IOJb30BaTeNsIM W rpymnmnam. Bsl Moxerte
M3MEHHUTH NTapaMeTphl OOIIEH ManKu: 3aKphITh K HEM TOCTYI, H3MEHUTH €€ CETEBOE
UM,  TAaK)KE pa3pelleHus MOJIb30BaTeNeH U ITpyMIl.

OtkpeiTh goctyn k nankam B Windows 2000 Professional Bmpase TosbkO
YJIeHbl BCTpOEeHHBIX Tpynn Administrators (Aamunuctparopsl) u Power Users
(OmbrTHBIE TONB30BaTenn). Kakue npyrue rpymnmbsl MOTYT 3TO AeflaTh, U Ha KaKUX
MalllMHAX, 3aBUCHT OT TOTO, BXOJISAT OHU B pa0OuyrO TPYIITy WU JOMEH, a TaKKe
OT TUIIa KOMITBIOTEPA, XPAHSILEro OOLINE MMATKH.

. B nomene Windows 2000 yuyactaukam rpynn Administrators u Server
Operators (OmnepaTopsl cepBepa) pa3pelieHO OTKpbhIBaTh JOCTYN K IalKkaM Ha
mo0oit mamune nomeHa. Power Users MOTYT OTKPBITH JOCTYII K MarkKaM TOJIBKO Ha
M30JMPOBaHHOM cepBepe uiau kommbioTepe Windows 2000 Professional, rme
3aperucTpupoBaHa 3Ta rpymnra.

. B paboueit rpynne Windows 2000 yuyacTHHKaM TpyImmn
Administrators 1 Power Users pa3pelieHo OTKpbIBaThb AOCTyI K MamnKkaM Ha
u3oaupoBaHHoM cepBepe ¢ Windows 2000 Server unu Ha komnbrorepe ¢ Windows
2000 Professional, rie 3apeructpupoBaHa 3Ta rpymnmna.

Jns pocryna k nanke Ha ToMe NTFS tpeOyercs MuHMMYM pa3penieHue
Read (Utenue).

Windows 2000 aBTOMaTH4eCKH OTKPBIBAE€T JOCTYI K aJIMHUHUCTPATHBHBIM
nankaMm. OTH Tanku OO0O3HA4YaroTcst 3HAaKoM posuiapa ($), KOTOpBIA CKpbIBaeT
o01IMe manky OT MOJIb30BaTesIel, MPOCMATPUBAIOIINX COAEPKAHUE KOMIIbIOTEpA.
KopueBast nanka ka)xoro Toma, CUICTEMHas Iarka 1 MEeCTOIOJIOKEeHHE IpaiiBEpoB

MPUHTEPOB — BCE 3TO CKPBITHIE OOIIUE MANKH, K KOTOPHIM MOHO TOJIYYHTH
JIOCTYII 1O CETH.
Pecypc AJIMUHUCTpaTUBHbBIC OOIIME TANKU
C$,DS,ESur. K kopHeBO#l mamke Ha KaXJOM KECTKOM JIHCKE
1. ABTOMATHUYECKU OTKPBHIT JOCTYM, MPUYEM HMS COBMECTHO
MCIIOJIB3YEMOT0 pecypca — 3TO HMMS JHCKAa CO 3HAYKOM
nosutapa ($). IIoakI0YMBIIKNCE K 3TOM MaIKe, BbI
TIOJTY9HTE JOCTYI KO BCEMY JTUCKY.
AJIMUHUCTPATUBHBIE  PECYPChl  HMCHOJB3YIOTCS TSt

YAQJIEHHOTO aJMUHUCTPUPOBAHUSI KOMIIBIOTEPOB.

Windows 2000 nasHauyaet rpymnme Administrators
(anmunuctpatopsl)  pazpemieHue  (Ilomsblidi  gocTym).
Windows 2000 aBTOMaTW4yecKu OTKpPBIBA€T JOCTYN K
npuBogaM CD-ROM, ums 3Toro pecypca COCTOUT U3

OYKBBI JUCKa U 3HaKa J0JIjapa.
Admins$ ['maBHas cucremHas mnamnka, no ymomuanuo C:
Winnt, oTkpeiTa s gocryna moa umeHeM Admin$. Uiensl
rpynnbel Administrators MOryT

oOpalarbcsi K Hei, He 3Has, IJIe Ha caMOM JieJie OHa
HaXOJIUTCS. Windows 2000  Ha3zHa4yaeT  TrpyNIme
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Administrators pa3pemenue Full Control.

Prints$ Korma Bbl ycTaHOBUTE MEpBbIA OOLIMI TPHUHTED,
nanka systemroot\System32\Spool\Drivers OyaeTr OTKphITa)
I AOCTyMa 1moja uMeHeM Print$; oHa mo3BosiseT KiIHeHTaM
oOpamiarbest K ¢aiinam npaiiBepa npunrepa. Unensl rpynn
Administrators, Server Operators (OnepaTopbl cepBepa) u
Print Operators (OnepaTopbl me4aTH) UMEIOT

paspemenue Full Control, a rpynmer Everyone (Bce) -
Read (Urenue).

[lepeueHb CKpBITHIX OOMIMX NANOK HE OTPaHUYMBAETCS TEMH, KOTOpBIE
CHCTEMa CO3/1aeT aBTOMAaTHYeCKU. MOXKHO OTKPBITh AOCTYI K JPYIMM Mamkam, a
ecnu 100aBUTH ($) B KOHIIE HX CETEBOTO UMEHH, K HEH CMOTYT 0OpaTUTHCS TOIBKO
MOJIb30BATENH, 3HAIOMINE UM TTAIKU ¥ UMEIOIINE pa3pelieHne Ha JOCTYII K Hel.

OTKpBITHE TOCTYMA K TTATIKE

YToOBI OTKPHITH JOCTYI K MAIKe, BHITOIHUTE CIEAYIONINE ACHCTBUS

1. Bougure B cucTteMy C y4ETHOM 3aIlMChiO, TIOJJTHOMOYHOM OTKPBIBATH
JOCTYII K TarKam.
2. [[lenkuuTe mpaBON KHOMKOM HYXHYI Tamnky H BbIOEpUTE B
KOHTEKCTHOM MeHI0 komaHay Properties (CBoiicTBa).
3. Ha Bxmanke Sharing (JlocTym) okHa CBOWCTB 3aJaiiTe HY>KHBIC
napametpsl. Ilapamerpsl Bkiiaaku Jloctyn
[TapameTp Onucanue
CereBoe uMs [lo sToMy uMeHHM MoJb30BaTenu OyAyT oOpamarbes K
TTAaHHOM
oO11el nanke. 910 00s13aTENbHBINA MapaMeTp.
KoMmMmenTapuu JIOMOJIHUTENIBHOE ~ ONUCAHWE JJISI  CETEBOIO  HMEHH,

BBIBOJIMTCS, KOTJ]a TOJIb30BATENIM MPOCMATPHUBAIOT OOIINE
manku Ha cepBepe. KommeHTapuii MOXET  OBIThH
WCII0JIb30BaH JJIsl OMUCAHUS COJEPKUMOTO

00111eH ManKH.

[IpenenbHOE yuciaoUuciio moiab30BaTesie, OJJHOBPEMEHHO OOpallaroluXcs K
[10JIb30BaTeNIEN naHHoOM oOmiel mnanke. Eciu BeIOpaH mepekirovaTeb
Maximum Allowed (MakcumansHO Bo3MoxkHOE), Windows
2000 Professional orpaHMuYuT JOCTYyH K TAalKe JECATHIO
coenuaenuamu. Windows 2000

Server MOXeT NpenOCTaBUTh HEOTPAHUUYEHHOE KOJINYECTBO
COCAMHEHU B 3aBUCUMOCTH OT YHCIA KIMEHTCKHUX
JTALIEH3UN JOCTYIIA

paspeLieHus Paspemenus oOmiell manku, MpUMEHsSIEMbIe, TOJBKO KOT/Ia
K Manke MOAKIIoYalTCs 1mo cetd. [lo ymonuanuio rpyre
Everyone (Bce)

HazHavaeTcsi paspemenue Full Control (ITonnsiii 1octym)
JUIsl BCEX HOBBIX OOIIMX MArMoOK.

KALIUPOBAHUE [TapameTpbl J0CTylla B ABTOHOMHOM pEXHUME K OTOH
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o011eit
narke.

Hasznauenue paspeliienuii Joctymna K oOle namke

OTKpBIB IOCTYII K MarnkKe, HaJl0 HA3HAYUTh COOTBETCTBYIOIINE pa3pelieHUs
YYETHBIM 3aIUCSIM TOJI30BATENICH U TPyTIIaM.

1. Ha Bxmagke Sharing (/locTym) auasoroBoro oOkHa CBOWCTB MaIkKu
HICJIKHUTE KHOMKY Permissions (Pa3pemenust).

2. B nmanoroBom oxHe PaspemeHuss mpoBephTe, 4TO BbIOpaHa TIpymma
(Bce), u menkuutTe kHoniky Remove (Y nanuts).

3. B amanoroBom okne Permissions menkuute kHonky Add (Jlo6aBuTh)

4. B npumanoroBom oxHe Ilonp3oBarenn, Kommnbrorepsl win [ 'pymnmsl
HIEJIKHUTE YYETHbIE 3alIUCH (TPYIIIbl), KOTOPHIM XOTUTE HA3HAYUTh Pa3pELICHUS.

5. Ilenkuaute xHonky Add (Jlo6aBuTh), 9TOOBI JOOABUTH YUETHBIC 3aITUCU
(rpynmbl) B CIUCOK JOCTYIA K JaHHOW Mamke; MOBTOPUTE ATO JISl BCEX HYKHBIX
YYETHBIX 3anuceut (rpymmn).

6. Illenxuute OK.

7. B oxne Permissions (Pa3pemenusi) s oOImied mankyd IIEJIKHUATE
yYeTHYI0 3amuch (rpynmy) u, nometuB (uaxox Allow (Pazpemmts) mimu Deny
(3ampeTuTh), YKaKUTE HY>KHOE pa3pelieHHe.

[MoaknroueHue K OOMLIEN TanKe

[ToxkmroyaTrecst K OOIIEH ITallKe MOXKHO C MOMOINBIO KOMaHAbl Run
(Bemonuute), 3Hauka (Moe cereBoe okpyxenue) wiaum macrepa (Iloaxmrouenue
CETEBOI0 JINCKA).

[ToaxnroueHne K OOIMIECH Mmamke mocpeacTBoM KoMaHzbl Run (BeImomHUTS)
OCYULIECTBIISIETCS TaK.

1. B Mento Start (Ilyck) BeiOepute komanay Run u B mone Open

(OTKpBITH) BBEIUTE \\UMSIKOMIIBIOTEPA.

2. IlosBUTCS CHUCOK OOIMX TAMOK Ha 3ITOM KOMIbIOTEpe. JIBakibl
IIETKHUTE

3. ITloxgkmrouaemyro mamky.

Takxe MOXHO MOAKIIOYATH MAaNKW € MOMOIIbI0 3Hauka (Moe ceteBoe
OKpY’>KEHHE).

1. JIBaxabl MIETKHUTE 3HAYOK MO€ CETEBOE OKPYKEHHUE.

2. Hamagure koMIbrOTEP, HA KOTOPOM HAaXOJMTCS HY)KHAS IaIKa.

3. JIBaX /bl MICIKHUTE MOAKIIOYAEMYIO MAIKYy.

Coueranue paspemnieHuii oomeit nanku u paspernieanit NTFS

Ha tome FAT oOecneunth 0€30ImMacHOCTH OOIIEH HAIKd MOXKHO, TOJIBKO
3a7aB paspeuieHusa gocrymna. B cimydae nucka NTFS mosb3oBarensiMm u rpynmnam
MOXHO Ha3HA4aTh pa3pelieHus
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NTEFS. Ilpu coueranuu pa3perieHuii 10CTymna K o0IIel manke u pa3pemneHui
NTFS npuoputet nmeeT 6osiee cTporoe OrpaHUYICHNAE

OCHOBHBIE METO/IbI

OnuH u3 crnoco00B OTKPBITH AOCTYH K pecypcaM Ha ToMe NTFS — oTkpbITh
JOCTYII K MAaIKe C Pa3pelieHUsIMA [0 YMOJYAHUIO U CKOPPEKTUPOBATh UX YEPE3
paspemiennsi NTFS. Tlpu »TomM paspemieHuss nocTtyna K oOOIIed mnamnke wu
pazpemienuss NTFS  xomOuHupyrotcs, oOecneuywBas  HYXHBIM  ypOBEHb
0€30MacHOCTH.

Bo3moxkHOCTH  paspemieHuil gocTyna K OO0IIed namke OrpaHUuyYeHbl,
paspemenuss NTFS 3nauntensno rudue. [locneanue npuMeHstOTCs Kak JIOKaJIbHO,
TaK ¥ IpH JAOCTYIIE 110 CETH.

IIpu otkpeiTuM noctyna k nanke Ha Tome NTFS nelicTByroT ciemyromniue

MpaBuIa.
0 K ¢aiinam u mankaMm B 00II€# anke MOKHO MMPUMEHSATH Pa3peIICHUs
NTFS, B ToMm unciie pa3Hbie pa3peieHus K pasHbiM (aiiaam U Mankam.
0 KpomMme paspetiennii qoctymna K 0011eil nanke, mojib30BaTeNlu JOJKHbI

nMeth paszpemienns NTFS mnsa noctyna k ee comepxumomy. Ha tomax FAT wHer
JIPYTUX pa3pelieHuil JocTyna K coAepkamumcss B oOmeld mnamnke Qaiinam,
BJIOKEHHBIM ITANKaM, KpOME pa3pelIeHH T0CTyIa K caMOM NallKe.

0 [Ipu couyetanuu paspemieHuii Joctymna K oOlel nanke u pa3perieHui
NTFS npuoputeT Bcerna uMeer 6oJiee CTpOroe orpaHuyeHue.

IIpakTH4yeckoe 3aganue

1. Ha3znauenue paspeuieHuii

VYrupaxuenue 1: Ha3HaueHUE pa3pelieHUN Al TPy MOJIb30BaTeeH

1. Userl01 — wunen rpynn Groupl, Group2 u Group3. [lyig nanku
[TaikaA y Groupl ectp paspemenue Read (Urenme), y Group3 — Full Control
(ITonmuenit  moctyn), a nang Group2 paspemieHuid He HazHadeHo. Kakumu
PEe3YIABTUPYIOIIUMHU pa3penieHusMu oyaer oonanars User101 nns [TankuA?

2. User101 Takxe siBAsieTCS 4J€HOM Ipymiibl Sales, KOTOpoil Ha3HAYEHO
paspemiennie Read s [TankaB. s Userl0l kxak oTAeIbHOTO MOJIB30BATES,
ormeHeHo pazpemenne Full Control nns [lankaB. Kakue pesynbrupyromniue
paspemenus oyaet umeth Userl01 s [TankaB?

2. ynpapieHUe JOCTYIOM K O0IIUM nankam

Onpenenute pe3ylbTUPYIOUIUE PA3PELIEHUs] MOJIb30BATENEH, CINIAHUPYUTE
COBMECTHOE HCIIOJIb30BAaHHUE IAIIOK W Pa3pelICHU OCTyNa K HUM, HAa3HA4bTE
pa3pelIeHus 10CTyla K Marke, MOJKIIYUTECh K HEH, 3aKpOUTE K HEW JOCTYIl U
nmpoBepbTe A(M@PEKTHl OT COUYCTAHHMSA pa3pelieHuid JOoCTyla K oOIed Iamnke u
paspeuiennii NTFS.

VYrpaxHeHnue 1: coueranne pa3pemeHnin

O6mume nanku Ha ToMe NTFS coxmepxkaT BIIOKEHHBbIE NANKH, KOTOPHIM
Ha3HayeHbl pazpemeHuss NTFS(cm 3amanus x  ynpaxksHeHuto). Onpenenute
PE3YIBTUPYIOLINE Pa3pELICHUS MTOJIb30BATENIEH B KAKIOM CITydae.

3aganue |: onpenenure pe3yJbTUPYIOIIKE PA3PELIEHUS MTOJIb30BaTENEN

1. OtkpeiT poctyn k mnanke Data. I'pynma Sales umeer st Hee
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paspemieane read (YUrenue), a s BIokeHHOH B Hee mamku Sales — NTFS-
paspemenue Full Control (ITomHbrit moctym).
Kakum Oyner pe3ylbTUpyIOliee pa3pelieHue rpynnbl Sales juis goctyna K

namnke Sales mpu NOAKIIOYEHUH 10 ceTH K namnke Data?
2. [Tanka  Users  (Iloxp30Barenu)  COAEPXKHUT  JIMYHBIE — ManKu

nonp3oBareniel. Kaxnas nuyHas manka COAEPKUT JAHHBIE, JOCTYIHBIE TOJBKO
II0JIB30BATENII0, UMEHEM KOTOpOro oHa Ha3paHa. Ilamka Users moctymHa rpyrire
Users ¢ paspemienriem Full Control (ITomnsiit goctym). Userl m User2 umeror
paspemiennsi NTFS Full Control Tonpko ajisi CBOMX JWYHBIX MaNoOK: HUKAKUX
paspewennii NTFS 175 ocTanpHbIX. OTH MTOJIB30BATENN — WIEHBI rpynnbl Users.

Kakumu pazpemenusmu goctyna k nanke Userl Oyner obmanate Userl mpu
noAKIrYeHnH K obmen nanke Users? Kakumu OyayT ero pasperieHus Ul Manku
User2?

YrnpaxHenue 2: mIaHUPOBAHUE OOIIHNX TAMOK

CranupyiiTe JocTynm K pecypcaM Ha cepBepax TIJlaBHOro oduca
npeanpusiTus *(CM 3alaHue K yIpaKHEHUI0). BBIMOIHUB yIpakHEHHE, 3aHECUTE
BalllM PELICHUS B TAOIUILY.

Cnenmaiite pecypcbl Ha 3THX CEpPBEpax AOCTYNHbIMU moJib3oBaTensMm JIBC
KOMITaHUH,

ONpENEeInB, K KaKWM TIalKaM OTKPbITh JOCTYIl U KaKHh€ pa3pelieHus
HA3HA4YMUTh TPYIIIIaM, B TOM YHCJIE BCTPOCHHBIM.

Bamu penieHus A0JKHBI YIOBIETBOPATh CIEAYIOIINM KPUTECPUSIM:

Wienam rpynnel Managers Hag0 4YUTaTh W BHOCUTH UCIIPABIICHUS B
JOKYMEHTHI B manke Management. bosblile HUKTO HE JOJDKEH MUMETh JOCTYH K
ATOM MAaIKe.

. AJIMUHHUCTPATOPHI JODKHBI UMETh TMOJHBIA JOCTYIl KO BCEM OOIIMM
narnkam, kpoMe nanku Management.
. Otneny no paboTe ¢ KIMEHTaMU TpeOyeTcs OTIEeNbHOE MECTO B CETH

JUTSL XpaHeHus: pabouux ¢aiaoB. Bce cOTpyIHUKH 3TOTO OT/AENIa — YJICHBI TPYTIITHI
Customer Service.

. Bcem coTpyaHukaMm kKoMmmaHuu TpeOyeTcsi MECTO B CETH JIsi oOMeHa
uHbopMaImei.

. Bcem coTpyIHHMKaM HY»KHBl TaKHE€ NPUIOKEHHS, KaK DJIEKTPOHHBIE
Ta0JIMI] U TEKCTOBBIE MTPOLIECCOPHI.

. Tonbko wiensl rpynnbel Managers AOJKHBI MMeTh goctyn K I1O
YIIPaBJIEHUS IPOECKTAMU MPEATIPUSITHUS.

. Unenst rpymnmel  CustomerDBFull momkHbl uyuTaTh W BHOCHUTH
uHpopmaruio B b/l kineHToB.

. Unenst r1pymmbl  CustomerDBRead  momxHBI  TOTBKO — YUTATh

uHpopmanuio u3 bJl kimeHToB. Kaxaplii monb3oBaTeab CETH JIOJDKEH HMETh
COOCTBEHHOE MECTO B CETH JJIsl XpaHEHMsI (PailIoB,

JOCTYITHOE TOJIBKO EMY.

NmMena oO0mmMX pecypcoB [OJDKHBI OBITh JIOCTYNHBI C KOMIIBIOTEPOB
Windows 2000/NT/98/95, a Takxxe ¢ adbTepHATUBHBIX MIATHOPM.
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3alMIINTEe CBOW OTBETHI B CIEAVIONIVIO TAOIUILY.

MMst nanku OO1ee nms [ pymIisl 1 pa3pemeHus
Hanpumep: Mgmt Managers: [TosHbIi
Management JTOCTYII

VYrpaxHeHnue 3: OTKpPBITHE JOCTYMA K IMankaMm 3aJaHue 1: OTKpOUTE TOCTYyN
K Manke

1. 3apeructpupyirech Kak (AJIMUHUCTPATOD).

2. 3anyctute (IIpoBomnuk), cozmaiite manky C:\Dostup mienkHuTe ee
paBOM KHOITKOM M BEIOEPUTE B KOHTEKCTHOM MeHIO komaHay (CBoMCTBa).

3. B nuanoroBoMm okHe CBOMCTB manku Dostup neperauTe Ha BKIIAJKY
(Hoctym).

4. [enxkaute nepexmouarens Share This Folder (OTkpwiTh 0O0mIMiA

JOCTYM K 3ToM manke), meiakaute OK.

Windows Explorer u3Menun 3Hauok mnanku Dostup, 100aBUB CHU3Y
M300paxKeHue pyku, 3HAYUT, Narka ctaia oOLeH.

VYpaxueHnue 4: Ha3HaUCHUE PA3PEIICHUIN JOCTYyIa K OOIIel manke

Onpenenute TEKylIMe pa3pelieHusl T0CTyna K oOIed manke U Ha3HAubTe
paspelleHus TpyIaM B BallleM JIOMEHE.

3ananue 1: onpenenute TeKylye pa3penieHus A oouein nanku Dostup

1. B oxne IlpoBoaHMK IIENKHUTE MpaBOMl KHOMKOW Mbimu manky C:\
Dostup u BeIOEpHTE B KOHTEKCTHOM MeHI0 koMaHay CBOMCTBa.

2. [lepeitnure Ha Bkimanky Jloctynm u menkHute KHoOmky Permissions
(Paspemrenus).

[To ymomuanuto rpymnme Everyone (Bce) nnsg 3Toil manku Ha3HA4€HO
paspeuenune (Ilonubli qocTy).

3agaHue 2: aHHYJIUPYUTE pa3peiieHus sl TPYIIbI

1. Y6enutech, uTo BhiOpana rpynmna Everyone

2. [llenkuute kHONKY Remove (Y nanuTs).

3ananue 3: HazHaubTe paspemenue Full Control rpynne Administrators

1. [enknute xkHOnKy Add (Jlo6GaButh). OTKpOeTCs AUMATOTOBOE OKHO
(Bo16op: ITons3oBatenu, Komnbroreps wiu ['pynisr).

2. Y6enurech, uTo UM Bamiero kommeioTepa (Compl) BbIBEIEHO B MOJIe

(Uckats B). B mone Name (Mms) menkaute Administrators (AIMHHUCTPATOPHI), a
3areM — KHOTIKY Add.

['pynmna Administrators 100aBUTCS B CIIUCOK TPYTII, UMEIOIIUX Pa3pelIeHuUs.
Kakoit Bua octymna Oynet Ha3HA4YeH 3TOH Ipynne 1m0 yMOIYaHUI0?

3. B cron6mne Allow (Pa3pemmrts) oxkna Permissions (Pasperenus)
nomeThTe ¢akok Full Control.

[Toyemy Takke BKIOUMIOCH paspenienre Change (M3menenue)?

4. [enxkaure OK, yToOBI 3aKpbITh OKHO PazpelieHue naas Manku
Dostup.

5. lenxuure OK, yTOOBI 3aKpBITH OKHO CBOWCTB manku Dostup.

6. 3akpoiite (I[IpoBogHUK).

YHpa}KHCHI/Ie 5: MPCKpaICHUC COBMCCTHOI'O HCIIOJIB3OBAHHA  ITAIIKH
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3aKpoiiTe AOCTYII K MamkKe.
3amanue 1: 3aKpoiTe JOCTYI K Marlke

1. Boiinute B cuctemy Ha Compl Kak agMUHUCTpPATOp M 3aIlyCTHUTE
IIpoBOgHUK.

2. [lenkuutre mnpaBoii kHomkoW manky C:\Dostup u BblOepute B
KOHTEKCTHOM MeHI0 komaHay (CBoMCTBa).

3. B 1uanoroBom OKHE CBOWCTB IIallKU NEPEHAUTE HA BKIAAKY
(Hdoctym).

[enkuauTe nepexiarouatenas (He oTkpbeiBaTh OOIUN JTOCTYN K ATOM MAarke),
3atem — OK.

[Tox Dostup Oosbllie HET «PyKH», O3Ha4YaBIIEH, YTO Marnka OblIa OOIIeH.
Bo3moxHO, BaMm cHavalia MOHamOOUTCS OOHOBUTH JKpaH — B JTOM Cllydae
Ha)XMUTE KinaBuiny FS.

4. 3akpoiite (ITpoBoaHUK).

VYopaxuenue 6: HazHauenue paspeumieHuil NTFS u oTkpeiTHE noctyna k
narnkam

Hasnaubre paspemenuss NTFS nankam Dostup, Public u Manuals u
OTKPOMTE K HUM JIOCTYII.

UtoOb1 HazHauuTh pazpemeHuss NTFS, cozmaiite ¢ momonisto [IpoBogHuka
nanku W HazHaubTe UM paspemienuss NTFS cormacHo Tabnune. He momyckaiite
HACJIEIOBAaHUS PA3PEIICHUN NJIsl BJIOXKEHHBIX OOBEKTOB M CHUMHUTE BCE paHee
cymecTBoBaBiune pazpemieHus NTFS.

[Tankyu miepeaHbl B COBMECTHOE MOJIb30BAHUE, HA3HAYEHBI pPA3pEIICHUs
noctyna K HuM. OTKpoHTE [OCTyn K TMankaM UM Ha3HaybTe€ pa3pelieHust
MOJIB30BATENISIM CETH CcOrjlacHO Tabiuie. CHUMUTE BCE OCTaJIbHbIE pPa3pelICHUs:
CETEBOr0 OCTYIIA.

[1yTb [ pyma Pazpemenus NTFS
C:\Dostup A IMHUHUCTPATOPBI [TonHeI nOCTYI
Users(I1onp30BaTesnn) UteHue U BBINIOJTHEHUE
C:\Dostup\ Manuals AJIMUHUCTPaTOPBI [Tonublit JOoCTYI
Users YreHue M BBIIOJHEHUE
C:\Dostup\ Public Anvuauctpatopsl Users  [[lonnbiii noctyn IlomHbiid
noCTy
Otuer

OTueT I0MXKEH CONEepPKATh:

HAaMMEHOBaHUE PaOOTHI;

11e71b PabOoTHI;

3a/1aHUE;

MIOCJICIOBATEIbHOCTD BBITTOJIHEHHS paOOTHI;

OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;

BBIBOJI O TIPOICIIAaHHOMN paboTe.

KOHTpO.HLHLIe BOIIPOCHI

1. OOmas manka pacnonoxeHa Ha Tome FAT, u monb3oBaTens UMeeT s

R R
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nee pazpemenne Full Control (ITomusrit noctyn). K kxakum oObekTaMm B mamke OH
MOJIYYUT JTOCTYII?

2. Tlepeuncnute paspelmieHus JOCTyna K 00Iel namnke.

3. Kakue pa3pelieHust Ha3Ha4arOTCA OOIIEH Manke Mo yMOJYaHUI0?

4. OOmas nanka pacrnosiokeHa Ha ToMe NTFS, u nonb3oBatens umeer s
Hee pazpemienue Full Control. K kakuM oObekTaMm B 3TOM Mamnke MOJYYUT JOCTYII
I0JIb30BATEIb?

5. TlouemMy pexOMeHIyeTcsS IICHTPAIM30BAHHO XPAaHUTh OOIIWE MaNKH
JTAHHBIX ?

6. Kak myume oOecrneunth Oe30macHOCTh OOmMMX (HaiJIoOB M TAMOK Ha
NTFS?
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IIpakTnueckas padora 18. HacinenoBanue paspemennii B NTFS.
Heas padorei: Onpenenuts napameTpsl HaclienoBanus pazpemenuid NTFS.
OO6opynoBanme: y4yeOHbIN IEPCOHATBHBINA KOMITBIOTED.

Teoperuueckre 0CHOBBI

Paspemienuss NTFS no3BonsOT SIBHO yKa3aTh, Kakue€ IOJIB30BATENNd U
rpynmbl UMEIOT AOCTYN K (pailiaM M mankam M Kakue Ooneparuu ¢ COAEPKUMbIM
3TUX (aillioB WM Nanok WM pazpemieHo BbNodHATh. Paspemenus NTFS
OPUMEHUMBI TOJBKO K TOMaM, OT(POPMATUPOBAHHBIM C HCIOJIb30BAHHEM
¢aiinosoii cuctembl NTFS. Onu He mpenycMOTpeHbI ISl TOMOB, HCIOJb3YOIIUX
¢aiinossie cuctembl FAT nnu FAT32. Cucrema 6e3onacnoctu NTFS a¢dextrBHa
HE3aBUCHMO OT TOro, oOpamaercs Ju TOJb30BaTellb K (Qaillly Win nanke,
pPa3MENICHHBIM Ha JIOKaJbHOM KOMIIBIOTEPE WIIN B CETH.

Paspemenus, ycraHaBiIMBaeMble JUIs NANOK, OTIMYAIOTCS OT Pa3pelICHMH,
yCTaHaBIMBAaEMbIX Uit (ailioB. AIMUHUCTPATOPBI, BIAENbLbl (HalIoB WK
[IallOK ¥ IOoJb30BaTeNM ¢ paspemeHueM «llomHbld TOCTYym» HMMEIOT IpPaBo
HasHayaTh paspewmeHuss NTFS mnonp3oBatensM u rpynmaMm s yOpaBJieHUs
JIOCTYIOM K 3TUM ¢aiinam 1 nankaM. Ciucok ynpasJjieHHs J0CTYIIOM

B NTFS xpanutcst cnucox ynpaenenus oocmynom (access control list —
ACL) nns xaxaoro ¢aiina u nanku Ha Tome NTFS. B aToM cniucke nepeuncieHbl
M0JIb30BATENIM U TPYMIBIL, ISl KOTOPHIX YCTAaHOBJICHBI pa3pelieHus s daiia uin
Manku, a TakKe caMu Ha3HayeHHBbIE paspeiieHus. UToObl MoJIb30BaTeNb MOTYYUIT
noctyn k pecypcy, B ACL nomkHa ObITh 3aIUCh, Ha3bIBacMasi I1eMeHm CRUCKA
ynpaenenus oocmynom (access control entry — ACE) st 3Toro moyp30BaTens
WJIU TPYIIbI, K KOTOPOH OH MPUHAAJIEKHUT. ITa 3alIMCh HA3HAUUT 3alpalliiBaeMbli
taun goctyna (Hanpumep, Yrtenme) mnonb3oBareno. Ecnu B ACL  Her
cootBercTBYIOIIEd ACE, TO mosb30BaTellb HE MOIYYHUT TOCTYII K peCypcy.

MHuoxkecTBennbie paspemienuss NTFS

Bbl MO)eTe yCTaHOBUTh HECKOJIBKO Pa3pElICHHM IOJIB30BATEII0 U BCEM
IpyIIIaM, YJIE€HOM KOTOPBIX OH sBigeTcsa. JlIs 3TOro BBl JTOJKHBI HMETh
MPEJICTABICHUE O MpaBWIAX U NpuoputeTax, no kotopsiM B NTFS HazHauaroTcs u
OOBEAMHSIOTCS MHOYKECTBEHHBIE pa3pelieHUs] U O HACJIEeJIOBAHUM pa3peuIeHUuM
NTES.

JddexTuBHbIe paspemenusa. IPPEKTUBHBIE pa3pelIeHUs MOJIb30BATEIS
JUISL pecypca — 3TO COBOKYIHOCTh pazpemieHuid NTFS, kotopsie Bbl HazHayaere
OTZEJILHOMY IT0JIb30BATEINII0 U BCEM IPYIIIaM, K KOTOPbIM OH NpHUHAMIESKUT. Eciaun
y IOJIB30BaTENs €CTh pazpemieHne «UYtenue» U1 Manky, U OH BXOAWUT B IPYMILY, Y
KOTOPOM €CTh pas3pelieHne «3amucb» JUIsl TOM e MalKh, 3HAa4uT, y 3TOro
MI0JIB30BATEIIS €CTh 00a pa3peleHus.

Ycranoska paspewmienuii NTFS u 0oco0bIX paspemenuni

Bbl [1OMKHBI pYKOBOJCTBOBATHCA OIPEACICHHBIMA TNPHUHIUIAMHA TPH
ycraHoBke paspemennii  NTFS. VYcranaBnmmBaiTe paspelieHHs COIJIACHO
MOTPEOHOCTSIM TPYNI U MOJIb30BATENIeH, YTO BKIIIOYAET B CeOsl pa3peuieHue Wiu
NPEAOTBPAILECHUE HACIECIOBAHUS Pa3pEIICHUN POAUTENBCKONW MAIKH MOANANKaMU
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u (aiimamu, CoIePKaIUMHUCS B POAUTEIIbCKOM TMarKe.

Ecnu BBl yienuTe HEMHOIO BpEMEHH Ha IUIAHUPOBAHUE BAllIMX pa3pelieHui
NTFS u Oyzere cobmomaTe NpU IUIAHUPOBAHMM HECKOJIBKO MPHUHIIUIIOB, TO
OOHapy’KHUTE, YTO Pa3pEIICHUSIMU JIETKO YIPABIISTh.

. Jliig ynipoleHus npoiecca aAMUHUCTPUPOBAHMS CrpyNIupyuTe (ailiibl
[0 MamnkKaM CJEAYIOIIUX THUIIOB: MAaNKW C MNPWIOKEHUSMH, MANKU C JTAHHBIMH,
au4Hble nanku. LlenTpanu3yiiTe o0en0CTyHbIe U JIMYHbIE TANKU HA OTIAEIbHOM
TOME, He cojepxkalieM (ailioB ONepalliOHHON CUCTEMbl U JIPYTUX MPUIIOKEHUM.
JleiicTBysl TakuM 00pa3oM, Bbl IOJIYUHUTE CIAEAYIOIINE MPEUMYIIECTBA:

— CMOETE YCTAaHaBIMBAaTh pa3pelICHUs TOJbKO IamnkKkaMm, a He
OTJICJIbHBIM (haiiiam;

— YIPOCTUTE MPOLECC PE3EPBHOIO KONMMPOBAHUA, TaK KAK BaM HeE
MPUAETCS JeNaTh Pe3epBHBIC KOMHUH (DailIoB IPUIIOKEHHH, a BCE OOIIEIOCTYTHbIC
Y JJUYHbIC MANKU HAXOJSATCS B OJTHOM MECTE.

. VYcranaBnuBaite i MOJB30BAaTENEel  TOJBKO HEOOXOIUMBIN
ypoBeHb Aoctyna. Eciau HeoOxoaumo yTteHue (paiisia, yCTaHOBUTE MOJIb30BATEIIO
paspemienre UreHue it 3Toro Qaia. 3T0 YMEHBIIUT BEPOSITHOCTh CIy4ailHOTO
u3MeHeHus (aiiya WM yJajdeHUs BaXXHbIX JTOKYMEHTOB U (aillioB MpUIOKEHUN
MIOJIb30BATEIIEM.

. Coznapaiite Tpynmnbl COTJIACHO HEOOXOAMMOMY YJIEHAM TPYMIIbI
TUITY JOCTYyIa, 3aTEM YCTAHOBUTE COOTBETCTBYIOLIWE PA3PELICHUS IJIsl TPYMIIBL.
HasnaualiTe pa3pemieHusi OTIEIbHBIM IIOJb30BATENSIM TOJBKO B TEX CIydasX,
KOT'JIa 3TO HEOOXOIUMO.

. [Ipu ycrtaHoBKe paspemieHud s padOThl C JaHHBIMU WU
GdaiiaMu TIPWIOKEHUN yCTAaHOBHUTE paspeinieHne UTeHWe W BBIMOJHEHUE IS
rpynn [lonb3oBaTenn U AJIMHHUCTPATOpPbl. ODTO NPEAOTBPATUT CIIy4YalHOE
yaaneHue (HaiioB TPUIIOKEHWH WM WX TOBPEKICHWE BUPYyCaMH WU
ITOJIb30BATEIISIMHU.

. [Ipn ycraHoBKke pa3penieHuil uisi Nanok ¢ OOMMMH JAaHHBIMH
Ha3HaybTe pa3pelieHus UteHne u BbINOJIHEHNUE U 3anuch rpymnme [lons3oBarenu u
paspewenre Ilonublii noctyn s rpynnsl Co3narens-piaanenen. [Io ymonyanuio
N0JIb30BATEIb, CO3/ABIINN JTOKYMEHT, TAKXKE ABJISIETCS €0 BiajaeblieM. Bianenen
¢aiina MOXET AaTh IPYyromy IOJIb30BaTENI0 pa3pelleHre Ha BiajeHue Qaitiom.
[Tonp30BaTenb, KOTOPHIA MPUHUMAET TAaKHE MpaBa, B 3TOM CJIydae CTAHOBUTCS
BiajaenblieM ¢aina. Eciu Bel ycraHoBuTe paspenieHue UTeHHe U BHITIOJIHEHHUE U
3anucsk rpynne [lonb3zoBarenu u pazpemenue [lonueiil qoctyn rpynmne Co3naTeis-
BJIQJIETIELl, TO TIOJIB30BATENIM I[I0JAy4YaT BO3MOXXHOCTh YWUTAaTh W HU3MEHSATH
JIOKYMEHTBI, CO3/IaHHbIC IPYTUMU MOJb30BaTEISIMU, a TAKXKE Y- TaTh, U3MEHSTh U
yAQIATh (pailyibl M MamnKu, Co37aBaeMbIe UMHU.

. 3anpeniaiite pa3pelieHusi, TOJIbKO €CIU HEOOXOIUMO 3alpeTUTh
OTJIEJBHBIN THUII JOCTYIIA ONPEIEIEHHOMY MOJIb30BATENI0 WM IPYIIIIE.
. IToowpsiite 1OnB30BaTENIE B YCTAHOBKE pAa3pelICHUN I

(baﬁHOB M TIIaIIOK, KOTOpPbIC OHHM CO3Jal0T, W HAYUYUTC HUX ITO ACJIATb
CaMOCTOATCIIBHO.
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AJIMUHUCTpaTOpbl, MOJb30BaTeNu C paspemienremM llonHblid goctyn u
BIIAJICNBIIBI (PAIJIOB M TMAIOK MOTYT YCTAaHABIWBATH Pa3pEIICHUS IJII OTIEIHHBIX
MOJIb30BATEIICN U TPYIII.

JonomuutensHO  [103BOMISIET MOMy4YUTH AOCTYII K JTONOJHUTEIBHBIM
BO3MOKHOCTSIM TIOMCKa, BKJIKOYAas BO3MOXXHOCTb ITOMCKAa YJAJIECHHBIX YYETHBIX
3allMCeN II0Jb30BATENIEN, YYETHBIX 3allUCEl C HEYCTApEeBIUMMH IApOJsAMU U
YYETHBIX 3aIlMCEH, MO KOTOPHIM HE MOIKIIOYAINCH OINPENEICHHOE KOJIUYECTBO
JTHEH.

Ha3zna4venue niu 3anpenieHue 0coObIX pa3penieHuii

[lenxkuutre kHOMKY JIOMOJHUTENBHO, YTOOBI OTKPBHITH JHATIOTOBOE OKHO
JlonoJiHUTEIbHBIE TapaMeTpPbl 0€30MACHOCTH, TJI€ IEPEUMCIICHbl T[PYIINbl H
M0JIb30BATENIM U YCTAHOBJICHHBIC JIJISI HUX Pa3pelieHus Ijsi ’Toro oobekra. B momne
DJieMeHTbI pa3pelleHMii TaKKe YyKa3aHO, OT KaKoro OOBEKTa pa3pelieHHs
YHACJIEIOBAaHbI U K KaKUM OOBEKTaM MPUMEHUMBI. BBl MOXETe BOCIOJIB30BATHCS
JUAIIOTOBBIM  OKHOM  JlONOJIHMTEJIbHBIE NapaMeTpbl 0e30MaCHOCTH  UIA
VM3MEHEHHMs Pa3pelICHUM, YCTAHOBICHHBIX JUIS MOJIb30BATENs WIM Ipynmbl. Jlis
W3MEHEHHS] Pa3pELICHHUM, YCTAHOBJEHHBIX [UIS TIOJIb30BATENs WM TPYIIIbL,
BBIJICIIUTE TOJIB30BATENS U MIENKHATE KHONKY M3MeHnTh. OTKpOETCS 11ManoroBoe
OKHO DJIeMEHT pa3pelieHus AJsl. 3aT€M BbIJICJIUTE UM OTMEHUTE ONPEACICHHbIC
pa3pelIeHusi, KOTOPbIE Bbl XOTUTE U3MEHUTD.

IIpakTuyeckasi padora.

1. 3arpy3uTh BUPTyalibHYI0 MamuHy Windows U cO3/1aTh HOBYIO YUETHYIO
3aMuch Uir.

2. 3arpy3uTh BUPTYyadbHYyIO MamuHy Windows ¢ y4eTHON 3alHChIO Uir.

3. Omnpenenenue pazpeumiennii NTFS mo ymonuaHuio [ TOJBKO YTO
CO3JJaHHOU IaIKH.

4. 3anyctuth IlpoBomumk, co3znate nanku C:\Folderl u C:\Folderl\
Folder2. IIpocMmoTpeTh pas3pemieHusi, YCTAHOBJIEHHBIE ISl CO3JAHHBIX MAIloK,
LIEJIKHYB M0 BKJIaAKke be30macHOCTh, [ManoroBoro OKHA CBOMCTB IIAIKH.
OOpatuTh BHMMaHUE Ha HacjeqoBaHue paspemieHuid nankoi Folder2 or
poautenbckou nanku Folder 1.

5. Ecnm Ha sKpaHe He BHAHA BKiIaaka be3omacHocTh, Bam cleayer
YTOYHUTH JIBa BOIIPOCA:

1) Pazgen Bamero mucka ordopmarupoBan kak NTFS wmum kak FAT?
Tonwsko Ha paznenax NTFS ucnonssytores paspemenus NTFS, u, takum o6pazom,
Toabko Ha pazaenax NTFS Buana Bkianka be3zonmacHocTs.

2) Hcnonb3yere BB mpocTOM oOmmMil goctyn K daiigam Wi HeT?
[lenxkaute KHONMKY OTMEHA, 9TOOBI 3aKPHITh JUAIOTOBOE OKHO CBOMCTB manku. B
nyHkre MeHio CepBuc BbiOepuTe NyHKT CBOMCTBAa manku. B nuanoroBom okHe
CaoiicTBa manku nepeiaure Ha Bkaaaky Bua. B cnucke JlomoaHuTe/bHbIE
napaMetrpbl cHumuTe (uaxkok HMcnogab30BaTh NPOCTOH 0O0mMMIA JoCTyn K
daiinam (pexomenayercs) u menkaute OK.

6. OmnpenenuTs Uisi Kakod TpyMIlbl YCTAHOBJIEHBI OCOOBIE pa3pelieHus.
[I{enKkHYTh KHOIIKY
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JIOMOTHUTENbHO, BBIJCINUTH 3Ty IPYIIy U IIPOCMOTPETH YCTAHOBJICHHBIE
paspenieHusl.

7. 3aKpbITh  AUAJIOIOBOE OKHO CBOMCTB MAaNKW. 3aKpbIThb  OKHO
IIpoBogHMK U 3aBEPIINTHCEAHC.

OTtuer
OTueT I0MXKEH COEePKATh:
HauMEHOBaHUE paboThI;
11eIb PabOTHI;
3a/1aHUE;
MIOCJICIOBATEILHOCTD BBITTOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O TIPOJICIIAHHON paboTe.

KOHTpOHLHLIe BOIIPOCHI

1. UYro Takoe 3¢ pekTHUBHBIC pa3peLIeHHs MOIb30BaTeNs 1 pecypca?

2. Kakme O00BEKTBI 1O  yMOJYaHUIO  HACIEAYIOT  pa3peuieHus,
YCTaHOBJICHHBIE JUJIS1 POIUTEIIBCKOM ITAIKu?

3. Yem oTiH4yaeTcs paspelieHue «Y JAJIEHUE» OT pa3pelieHUs «Y JalICHUE
noAmnanok u gainos»?

4. Kaxkoe pazpemienue NTFS mis ¢aiinoB ciienyeT ycTaHOBUTH s (aiina,
€CIM BBl TMIO3BOJISIETE TMOJIB30BATENSIM  YJAlATh (aidj, HO HE IMO03BOJsETe
CTaHOBUTHCS BiajeibliamMu Qaitna?

5. Ecnu BBl X0THTE, YTOOBI MOJIH30BATEIb WM TPYIINa HE UMENa JOCTYII K
OTIpEJICTICHHON Tanke Wi (aility, cleyeT JiM 3ampeTuTh pa3pelieHus s dTOM
nanku i (aiina?

AN S

71



IIpakTnueckas padora 19. U3mMeHeHNe mapaMeTPOB Y4YeTHBIX 3amucei
M0JIb30BaTeJIeH.

Hens paGorbl: OCBOGHHME CPEACTB aJMHHHCTPATOpa ONEPALMOHHON
cuctembl MS Windows.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

Nnentudukanuio ©W  ayTCHTH(PUKAMIO MOXXHO  CUHTAaTh  OCHOBOH
IPOrPaMMHO-TEXHUYECKUX CpPEACTB  0O€30MaCHOCTH, TOCKOJBKY OCTajbHbIC
CEpPBUCHI  pacCUMTaHbl Ha  OOCITY)XKMBaHHE  HWMEHOBAaHHBIX  CYOBEKTOB.
Nnentudukanms u ayreHTUGUKAIMS — 3TO TepBasi JIMHUA 000POHBI, "mpoxoaHas"
MH(OPMAITMOHHOTO MPOCTPAHCTBA OPTaHU3AIUH.

Nnentudukaims mo3BoisieT CyObeKTy Ha3BaTh ce0s (COOOIUTHh CBOE UMS).
[TocpenctBoM ayTeHTHUUKAIMK BTOpas CTOpOHA YOEXHaeTcsi, 4YTO CYOBEKT
NEUCTBUTEIILHO TOT, 3a KOro OH ce0s BbIgaeT. B kadecTBe CHHOHHMMA CJIOBa
"ayTeHTH(QUKauMs"  WMHOTJA  UCHOJIB3YIOT  CIIOBOCOYETaHHWE  "IpoBepka
MOJIJTMHHOCTH "

WNnentudukaius — npucBoeHue cyobekTaM U 00beKTaM UAEHTHU(UKATOpa
M / WIM CpaBHGHHWE HWIASHTH(PHUKATOpa C TMEpeyHeM  MPHUCBOCHHBIX
UACHTU(PUKATOPOB.

AytenTudukaus ObIBa€T OAHOCTOPOHHEW (OOBIYHO KIIMEHT JOKA3bIBACT
CBOIO TMOJJIMHHOCTH CEpPBEpPY) M JABYCTOpOHHeW (B3aumuoil). I[lpumep
OJIHOCTOPOHHEHN ayTeHTU(PUKAIIMK — MPOIEAYpa BX0/Ia MOJIH30BATENSI B CUCTEMY.

AyTteHTudUKaMs — TPOBEpKa MPUHAIJICKHOCTH CYOBEKTY OCTYyIia
MPEABIBICHHOTO UM HJICHTU(DHKATOPA; MOATBEPKICHUE TTOAJIMHHOCTH.

B cereBoii cpeme, Korma CTOpPOHBI HACHTU(UKAIIMN/ayTEHTU(DUKAITTN
TEPPUTOPUANBHO PAa3HECEHBI, Y PacCMaTPUBAEMOI0 CEPBHCA €CTh JIBa OCHOBHBIX
acreKTa:

. YTO CIYKUT ayTeHTU(UKATOPOM (TO €CTh HCIOIb3YyeTCs ISl
MOATBEPKIACHUS OJJTMHHOCTH CyOBEKTA);
. KakK OpraHu30BaH (m 3aITUIIEH ) oOmeH TaHHBIMU

UACHTU(PUKALIMK/ay TeHTU(PUKALIUH.

CyOBeKkT MOKET NOJATBEPANUTh CBOK IOJUIMHHOCTb, NIPEABSIBUB 110 KpalHen
MEpe OJIHY U3 CIEAYIOIIUX CYLIHOCTEH:

. HEYTO, YTO OH 3HaeT (maposib, JUYHBIM WAECHTU(UKALIMOHHBINA
HOMeEp, KpUnTorpaduyecKuil Ko U T.11.);

. HEYTO, YEM OH BJIAACET (JMYHYIO KApTOYKYy WJIH HHOE YCTPOKCTBO
aHAJIOTUYHOI'O HA3HAYECHUS);

. HEYTO, YTO €CTh YaCTh €ro caMoro (rojoc, OTIEYaTKy NajabLEB, TO €CTh
CBOM OMOMETPUYECKUE XaPAKTEPUCTUKH ).

CoBpeMeHHbIE  cpeAcTBa  MJECHTU(HUKAUMK/ayTeHTU(UKALUN  JTOJKHBI
MOAJIEP>KUBATh KOHUEMIUIO €IUHOTO BX0OJa B ceTh. EqUHBIN BXOA B CE€Th — 3TO, B
NepByl0 ouepenp, TpeOoBaHue yaoOcTBa i mojib3oBarenedl. Eciu B
KOPHOPAaTUBHOM CETH MHOTO HWH(OPMAIMOHHBIX CEPBUCOB, JOIMYCKAIOIIMX
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HE3aBUCUMOE OOpalieHue, TO MHOTOKpaTHas HICHTU(]UKAIWS/ayTeHTU )UK
CTAaHOBUTCS CIUIIKOM oOpeMeHuTenbHOW. K coxaneHuro, moka HeNb3sl CKa3aTh,
YTO E€JMHBIA BXOJ B CETh CTaJl HOPMOM, JOMHUHUPYIOIIME PEIICHHUS TMOKa He
c(hopMUPOBATUCE.

Takum oOpa3oM, HEOOXOJUMO UCKATh KOMIIPOMHUCC MEXKIY HaJACKHOCTBHIO,
JIOCTYITHOCTBIO TIO 1I€HE W YJIOOCTBOM HCIOJIb30BAHUS M aJIMUHUCTPUPOBAHUS
CPENICTB UJICHTU(UKAIIMY U ayTeHTU(PUKALIUH.

CKpbITh OOBSIBIICHUE

HyXHO OTMETUTB, UTO cepBUC UACHTH(PUKALMK / ayTEHTU(DUKAIIUA MOMKET
CTaTh OOBEKTOM aTakK Ha IOCTYMHOCTh. Eciiu cuctemMa ckOH(pUTypupoBaHa Tak, 4To
[OCJIE  OMNPEJEICHHOIO 4YHUCJIa HEyAauyHbIX IMOMNBITOK YCTPOWCTBO BBOJA
unaeHTUGUKAIMOHHOW  uHpopMmaruu  (Takoe, HampuMep, Kak TepMHUHAN)
OJIOKUpYETCs,, TO 3JIOYMBINUIICHHUK MOXET OCTaHOBUTH pPAabOTy JIETaIbHOTO
MOJIb30BaTeNsI OYKBAIBHO HECKOJIBKIUMH HAKATUSIMH KJIABHIIL.

3aaHus I BHINIOJTHEHUS

1. OcBoOUTH CpeCcTBa PErUCTPALIUU MTOIb30BATENEH:

. OTKpPBITh CIIMCOK 3aperucTpupoBaHHBIX Tmosib3oBaTenei ([lanens
yOpaBieHus | AIMUHUCTpUpPOBaHUE | YmpaBieHue KomnbioTepoMm | JlokanbHbie
noJib3oBaTenu u rpyiisl | [Tonb3oBaTenn);

. C TIOMOIIbI0 KOMaHbl KOHTEKCTHOTO MeHio (HoBbIN mob30BaTEINb)
co3AaTh JJIsl ce0sl YYETHYIO 3alUCh C MPOU3BOJIBHBIM JIOTUYECKUM HMEHEM, BBEJS
B KaueCTBE CTPOKHU onmucaHus TeKCT «CTyneHT rpymmbl XY -Z»);

BKJIFOUUTH B OTYET O J1abOpaTopHOii paboTte

a) KOITHIO SKPaHHOU (hOPMBI CO3/ITaHUSI HOBOM YUETHOM 3aIuCH,

b) KOIMUIO OJKpaHHOW (OPMBI CO CHUCKOM 3aperHCTPUPOBAHHBIX
MOJIb30BaTeIICH,

c) CIIMUCOK KOMAaHJ] KOHTEKCTHOTO MEHIO (NP OTCYTCTBHUM BBIJICTICHUS
MMEHH TOJIb30BATENS B CIIMCKE),

d) a TaKke OOBSICHEHUSI CMBICTIA YETHIPEX JIOMOTHUTEIBHBIX TapaMeTPOB
CO31aBaEMOM YUYETHOM 3aIUCH;

. BBIJICJIUTh WMS BHOBB 3apETHCTPUPOBAHHOIO IOJB30BATENS U C
MOMOIIBI0 KOMaH/1bl KOHTEKCTHOTO MeHIO (CBOMCTBA) MPOCMOTPETh €€ CBOWCTBA;

. BKJIIOYUTH B OTYET O JIAOOPATOPHOU paboTe KOMUIO IKPAaHHOU (OpMBI
CO CBOMCTBAMM YYETHOW 3amucu Ha BKJIagke «OOmue» u O0ObsICHEHUE PA3HUIIBI
MEXKIy OTKIIOYEHHEM U OJOKHMPOBKOM Yy4YeTHOW 3amucu (CM. CIpaBOYHBIN
Marepuai — KHomka «CrpaBKa» OKHa CBOMCTB IOJIb30BATENs);

. BKJIFOYHUTH B OTUET O JIAOOPATOPHOU pabOTe KOMHIO IKPAaHHOU (hOpPMBI
CO CBOMCTBaMH YYETHOM 3aIIMCH Ha BKJIaJKe «HYJIEHCTBO B Irpymnmax» W OTBET Ha
BOIIPOC, B KAKyI0 TpPYNMNy IO YMOJYAHHIO BKJIIOYAETCS BHOBbH CO3JJaHHBIN
M10JIb30BaTEIb

. c ToMoIbl0 KHOMOK «Jlo0aBuTh», «JlomomautenbHo» u  «Ilomck»
BKJIIOYMTh BHOBb CO3/JaHHOTO TMOJb30BaTeNsl Takxke B rpynny «OmbITHbIC
M0JIb30BATENIN»;

. BBHIOpaTh MM CO3JaHHOTO TI0JIb30BaTElsl, B KOHTEKCTHOM MEHIO
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BbIOpaTh MYHKT «3aJaTh Mapojb» M M3MEHUTh TEKYIIUH Mapojib 3TOro
10JIb30BATEIIS.

. BKIIIOYUTh B OTYET O JabopaTopHOl paboTe CHUCOK KOMAaH[
KOHTEKCTHOIO MEHI0O NpH BBHIOPAHHOM MMEHM YYETHOM 3aluCu BMECTE C
MOSICHEHUSIMU UX CMBICIIA, @ TAKXKE OTBETHI HA BOIPOCHI:

a) KOI'/Ia TOJKHA TPUMEHSATHCA KOMaH 1a «3a1aTh Maposiby,

b) B UEM OITaCHOCTh €€ IPUMCHECHUS,

c) Kak JIOJKHA MPOUCXOIUTh CMEHA MapOJIs MOJIb30BATEIEM

2. OcBouTh cpencTBa paboThl C TpyNIamMu:

. OTKpBITh criicok rpymi ([1anens ynpapnenus | AAMUHUCTPpUPOBAHUE |
VYmpasnenue komnsiorepoM | JIokallbHbIE TTOJIB30BATENN U TPYIIbI | ['pymimbl)

. BKJIIOYUTh B OTYET CBEACHUS OO0 aBTOMAaTUYECKH CO3/]aBa€MbIX
rpynmnax mojab30BaTeie, X UMEHAX U XapaKTEPUCTUKAX MPAB UX YICHOB;

. CO3/1aTh HOBYK Ipynny B cucteMe ¢ uMeHeM «Hauunaromue

MOJb30BATENIM» W BKIOYUTH B OTYET O JabopaTopHOM paboTe KOMUIO
MCIIOJIB3YEMOTr0 MPU 3TOM JKpPaHa M CBEACHUS O MOPSJKE CO3JaHUsl B CUCTEME
HOBBIX T'PYIII MOJb30BATENEH, @ TAK)KE OTBET HA BOMPOC, B YEM LIETECOOOPA3HOCTh
pa3OueHus MHOXKECTBA T0JIb30BaTelel Ha TPYIIIILI;

3. OcBOUTH MOPSIIOK HA3HAYCHUS MPAB MOJIB30BATEIISIM:

. OTKPBITh OKHO HACTPOMKHU TpaB noJib3oBarenei (Ilanens ynpasneHus
AnvunuctpupoBanue | JlokanpHas monuTHka Oe3omacHocTH | JlokanbHbIE
noymThKy | HazHadeHue nmpaB 1moibp30BaTenis);

. VCKJIIOUNTh TpyHIly Ioje3oBareiie «Bce» w3 ywucema rpymm,
obnagarmux IpaBoM «JloCTyI K KOMIIBIOTEPY U3 CETH»;

. HUCKJIIOUMTh MOJib30oBaTedas «locTh» M3 4uciaa MOOJIb30BaTENEH,

o0nagaronmx MpaBoOM

«JIoKanbHBIN BXOJ B CUCTEMY»;

. nobGauth rpynny «HauumHaromme moJb30BaTeNM» K - CHUCKY
M0JIb30BaTeNeH, 00Jaat0uX IpaBoM «JIoKanbHBINA BXOJ B CHCTEMY»;

. BKJIIIOYHTh B OTYET O JIA0OpaTOpHOM paboTe KOMHMH 3KPaHOB,
MCIIOJIb3yEMbIX TPHU HA3HAUYECHUU IPaB MOJIb30BATENSIM, U CBEJIEHUSA O MOPSIKE
BBITIOJIHEHUS dTUX JECUCTBUM;

. c nomoulplo pasnena copaBku Windows «Haznauenuwe mpas
MOJIb30BATEIIS1» BKIIOUUTH B OTUYET O J1a0OpaTOPHOM pabOTEe MOSACHEHUS OTIEIbHbBIX
NpUBUJIETUH TTONb30BaTeNell cuctemMbl. O0s13aTEIbHO OTBETUTh Ha BONPOC, MTOYEMY
UCIOJIb30BaHUE JIAaHHOTO MpaBa JOHKHO ObITh OIPaHUYEHO.

4. OcBouTh oOmpe/elieHne NapaMeTpoB IMOJUTUKUA OE30MaCHOCTH,
OTHOCSIIIUXCS K ayTeHTU(UKAIMM ¥ aBTOpU3AlMM IOJb30BaTeNed Mpu
MHTEPaKTUBHOM BXOJIE:

. OTKpPBITh OKHO ONpPEIEJIEHUsI MapaMeTpoB 0€30MacHOCTH sl MapoJien
(ITanenp  ympaBnenust | AjgmuHuctpupoBanue | JlokanpHas  mOJIMTHKA
6e3onacHoctH | [TonuTuku ydernsix 3anucedt | [lonutuka naposeil);

. BKJIIOUUTh B OTYET O JIA0OpaTOpHOM paboTe CBEACHHS O TMOPSIKE
Ha3HAYEHUsI MAaKCUMAJIbHOTO U MUHUMAJILHOTO CPOKOB JIEHCTBUS Maposeil U OTBET
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Ha BOIIPOC O CMBICJIE MOJJOOHBIX OTPAHUYEHHUN;

. BKJIIOYUTh B OTUET O JAaOOpaTOpHOM paboTe CBENEHUS O MOPSAKE
Ha3HAYECHUS MUHUMAJIBHOW JUIMHBI M OTPAHMYECHHMM HA CIIOKHOCTH MApOJeH, a
TAaK)K€ OTBETHl HAa BOMNPOCHI, KaKUe€ W IO0YeMy TpeOOBaHUS IO CII0KHOCTU
MPEABABISIOTCS K MAapoJisiIM B onepaunoHHoi cucreme Windows (¢ MOMOIIbIO
CIIPaBOYHOM MOJICUCTEMBI);

. BKJIIOYUTHh B OTYET O JAOOpPATOpHON paboTe CBElEHUS O HAa3HAYCHHUHU
napameTpoB « TpeboBaTh HEMOBTOPSIEMOCTH Maposiei» U «XpaHUTh MApOJId BCEX
noJib30BaTesied B JOMEHE, HCHOJb3ys oOparumoe mudpoBaHue» (C MOMOIIBIO
cinpaBku Windows);

. BKJIFOYUTHh B OTYET O JTAOOpATOPHON paboTe KOMUHU IKPAHHBIX (HOpM,
UCIOJIb3YEMBIX TpU  OINpEACNICHUH MapaMeTpOB TMOJUTHUKU OE30MaCHOCTH,
OTHOCSLIMXCS K ApOJIsM;

. OTKPBITh OKHO OTIpEeCNICHUS TapaMeTpOB 0€30MacHOCTH AJIsl MTOJIUTUKU
OomoxupoBkH yueTHbIX 3amuced ([lamens ympaBnenust | AJMHUHHCTPUPOBAHHE
JlokanbHass nonutuka Oe3omacHocTy | [lonuTtuku yuetHsix 3anuceid | [lomuTuka
OJIOKUPOBKH YUYETHBIX 3aIUCE);

Otuer
OTuer I0MXKEH CONEepPKATh:
HauMEHOBaHUE PaboThI;
11eIb PabOTHI;
3a/1aHUE;
[IOCJIE10BATEIbHOCTh BBIIIOJIHEHUS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
. BBIBOJI O TIPOJICTITAHHOW padoTe.
KonTpoJbHbIE BONIPOCHI

1. KoMy MOXeT ObITh pa3pelieH AOCTYH 0 YTEHUIO W IO 3amucu K 0ase
YYETHBIX 3aIIMCEN MOJIb30BaTENEH?

2. Kak JOJKHBI XpaHUThCS Mapoiad B 0a3e yYEeTHBIX 3amucei
ITOJIb30BATENEN?

3. B udem cmbicn oObeAMHEHUS MTOJIB30BATENEH B IPYIIIIbI?

s W
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IIpakTnueckas padora 20. HacTpoiika moJMTUKHN yUYEeTHBIX 3alIHCENl.

Ieab padoThl: HACTPOUTH MOJUTHUKY YUYETHBIX 3aIIMCEd MU MUHUMAJIBHYIO
JUIMHY TIApOJIs 1JIs IT0JIb30BaTEN.

O0opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Hactpoiika nonutuku naposnen

[Tonutrka maposeil MO3BOJISIET MOBBICUTH OE30MACHOCTh CUCTEMBI IMyTEM
yHOPSIOUEHHUS Tpoliecca co3/laHus U OOHOBJIEHUsl mapojeil. Bel MoxeTe 3aaath
NEPUOJUYHOCTh H3MeHeHus mapois. CMeHa mapojisi CHUXKAET BEpPOSTHOCTD
HECAaHKIIMOHWPOBAHHOTO JIOCTYIIA K cucTteMe. Jake eciv 3JI0yMBIIIJICHHUK Y3HAET
UM U TIapoJib YYETHOW 3alKCH MOJB30BATENs, MOCIEe OYEepeTHON 00s3aTebHON
CMEHBI ITAPOJISI OH HE CMOKET BOWTHU B CUCTEMY.

Kpome 3Tor0 MOXHO 3a7aTh MHUHUMAIBHYIO UITMHY Tapois. Uem nimuHHEe
apojib, TeM CJOXHee ero nogooOparts. Emie oauH Meron — BeAEHUE HCTOPUHU
naposei. Ecaum ero mpuMEHUTh, MOJIb30BaTEIb HE CMOXKET 3aBECTH cebe JBa
NapoJisi U BBOJUTH UX MOMNEPEMEHHO.

JUis HACTpOMKHM TMOJMTHUKHU TapoJied Ha KommbioTepe ¢ Windows ciykar
ocHactku Group Policy (I'pynmoBas mnonutuka) u Local Security Policy
(JIokanpHast monuTuka Oe3omacHocTu). JIIsi HACTPOMKM TOJUTHKU Mapojied B
KoHcoJid ['pynmnoBbie MOTUTUKHA HEOOXOAUMO:

1. Cozmate B MMC (Microsoft Management Console) nomogHUTENBHYIO
ocHactky Group Policy.

2. TlocnmenoBatenbHo pasBepHyTh mnanku Local Computer Policy
(Jloxanpnas monutuka Oe3omacHoctr), Computer Configuration (YmpasieHue
koMmmbroTepoM), Windows Settings (Ilapamerper Windows), Security Settings
(ITapametprr Ge3omacHocTH), Account Policies (ITomuTuku ydeTHBIX 3amuceil), a
3atem 1ienkHyTh Password Policy (ITonuTtuka napoueit).

3. BbiOpaTh mnapameTpbl, KOTOpble HEOOXOJWMO 3aJaTh, U 3aTE€M B
MeHio Action ([elicTBue) menkHyTh Security (besonmacHOCTS).

B mpaBoii oOnacTM OKHa MOKa3aHbl TEKyIIME 3HAYEHHs MapaMeTpoB
ITOJIMTUKH TTApOJIEH.

ITapamertp Onucanne
Enforce 3amaeT 4uCIO Maposed, XpPaHUMbBIX B HCTOPUU, U
[pUHUMAET 3HauYeHWss B juanazoHe ot 0 go 24.
Password History3nauenue 0 (0 yMOITYaHUIO) yKa3bIBaeT, YTO BEJACHHE
(Brirounthb BEJICHUENCTOPUU MTAPOJIEN OTKIIOYECHO. 3HAYEHUs, OTJIIMYHBIE OT|
MCTOPUHU MapoJieit) 0, YyKa3pIBalOT, CKOJIBKO HOBBIX IapOJIEM JIOJKEH]
BBHIOpAaTh IMOJIb30BATENb, MPEXKIE YEM [OBTOPHO
MCITOJIb30BaTh
CTapbIi.
Maximum Password AgeYka3biBaeT, CKOJIBKO JHEH MOXKHO TOJb30BATHCS
(MaxkcuManbHBIHI CPOKIIapOoJIeEM, HE MEHSA €r0. 3HAYEHUE 3TOr0 IIapameTpa o,
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JleiicTBuUs TapoJis)

YMOJIYaHUIO — 42, a rarna3oH JAOMYCTUMBIX 3HaYEHUMH|
— o1 0 10 999. 0 yka3bIBaerT, 4To
[apoJib MEHATh HE 0053aTEIBHO.

Minimum Password Age
(MuHUMaNbHBINA

cpok JlericTBuUs Taposis)

YKa3bpIBaeT, CKOJbKO [JHEW MOJIb30BAaTEIb MOXKET
BBOJIUTH TApOJIb, MPEXKJIE YeM IOJIYUYUT MPaBO CHOBQ
€ro CMEHHUTb. JTO HYXKHO IS TOT0, 4YTOOBI MOCIHe
OOHOBJICHUSI TAPOJIS TOJIb30BAaTEllb HE MOT TYT K€
3aMEHUTH €T0 CTAPBIM.

Jlnana3oH nomycTUMbIX 3HadeHud — oT 0 go 999.
3HaueHue

0 (Mo yMmoOJIYaHMIO) YKa3bIBa€T, YTO MAPOJIb MOMKHO
CMEHHUTh HemeuieHHO. Ecnu uctopus maponei He
BeJIeTCs, 3aJaBaTh 3HaueHue 0 Henb3ss. MuHMMAaJIbHBIN
CPOK JEHUCTBHUS TMapoyisi JOJDKEH OBbITh MEHBIIE
MaKCHMAJIbHOTO CpPOKa JACHCTBUS.

Minimum Password

38.,[[36’1‘ MUHUMAJIBHOC KOJIMYCCTBO 3HAKOB B IIApPOJIC.

Reversible Encryption For
All Users In The Domain|
(XpaHutp TapoaM  BCEX
MMOJIb30BaTeNIci B JOMCHE,
MCITIOJIb3Y Sl oOpaTumoe
muppoBaHue

Length Jlonmyctumbie 3HaYeHUusi — oT 0 10 14 BKIIOYMUTEIBHO.
(MunumanbHas muHa3HaveHne 0 (Mo yMOJ4aHUWIO) yKa3bIBAaeT, YTO MapoJib
apoJis) He TpeOyeTcsl.

Passwords Must MeetlIppuanmaer ogHO W3 JABYX 3HA4YEHWH: BKIIOYEH (IO
Complexity Requirementsymonuanuio) uin oTkiaoueH. Ecny mapameTp BKITIOUYEH,
(ITaponm JOJDKHBIIUIMHA TapoJisi JOJKHA OBbITh paBHA WKW OOJbIIE
OTBEYaTh  TPeOOBAaHUSMMHUHUMAIBHOM  JUIMHBI, a caM  [apojib  —
CJIOKHOCTH) COOTBETCTBOBATh KOH(PUTYypallMl HUCTOPUM MapoJiel U
COCTOSATh W3 3arjlaBHbIX OyKB, LHU(pP HIM 3HAKOB
nyHkTyanuu. Kpome TOro, maposib HE  MOXET
coliep>KaTh UMEH YYE€THOHN 3amucu U
[10JIb30BATEIS.
Store Password Usingllpuaumaer oqHO W3 JABYX 3HAUCHMN: BKJIIOYEH WIIH

OTKJIIOUEH (M0 yMOJIYaHHIO). XpaHEHUE Mapojed ¢
[IPUMEHEHUEM OO0paTUMOro mudpoBaHUs I BCEX|
mosib3oBaTenied  gomeHa — mo3Bojisier  Windows
MCIIONB30BaTh UX, Hampumep B mpotokone CHAP
(Challenge Handshake Authentication Protocol),
oOpartumoe mmdpoBaHue) Bo3MOXHOCTH CYIIECTBYET
TOJIbKO Ha KommbloTepax ¢ Windows Professional,

BKJIIOUCHHBIX B COCTaB JOMCHA.

Jlyis BBIOpaHHOTO TIapaMmeTpa OTKpoeTcsl auainoroBoe okHO Local Security
Policy Setting (ITapameTpsl TOKaIHHOM MOTUTHUKNA OE30TTACHOCTH).
Hacrpoiika nouTuKn 0JI0KHPOBKH Y4eTHBIX 3anmuceit
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[ToBbICHUTE 6€30MMACHOCTH CUCTEMBI MO3BOJISIET TAK)KE MOJIUTHKA OJOKHUPOBKU
YYETHBIX 3alMCEN, KOTOPas 3aKpbIBAECT IOJIB30BATENIO JOCTYN K YYETHOW 3aIlUCH
IIPY HACTYIUUICHUHU OIPEIECIIEHHBIX YCIOBUU.

DTy NOJIUTUKY MOYKHO HACTpaWBaThb M3 OCHACTKM [ pyImoBas mOJIMTHKA,

mu6o B okHe Local Security Policy Settings — kak npu HacTpoiike MOIUTHKU

MapoJeu.

IlapameTtp Onucanue

Account Lockout DurationYka3biBaeT, CKOJIbKO MUHYT Y4YE€THasl 3alKCh OYIET

(ITpoomKuTENBHOCTD omokupoBana. Ecnu 3nauenme paBHo 0, yueTHas

OJIOKUPOBKU Y4EeTHOMBAIUCH MOJIh30BaTENs Oy/1eT OJIOKMpOBaHA B TEUCHHE

3aIncH) HEOTPE/ICTICHHOTO BPEMEHHU, IMOKa aJIMHHHCTPATOP
He pa3onokupyet ee. Jlomyctumbie 3HaueHus: — OT 0
no 99999 mMuH. (MakcMMajabHOW 3HAYEHHE, PAaBHOE
99999 mMuH., 4TO cocTaBigeT npumepHo 69,4
TTHS).

Account Kom4ecTBO HEyAauHBIX TOIBITOK, MO JOCTH)KCHUH
KOTOpPOrO  BCE€  JajbHEWIIUWE TOMBITKH  OyIayT

Lockout Threshold‘OTKHOHﬂTBCH. 3nauenne (0 OTKIIIOYAET MEXaHU3M|

(MaxkcumanbsHOe YHCIIO0JIOKUPOBKH, TO €CTh yUeTHas

HEYTaYHbIX MOMBITOK) 3alliCh HUKOI/IA HE OJIOKUPYETCsl, HE3aBUCHMO OT
YrCJia HEYAUYHbIX MOMBITOK BOMTH B CHCTEMY.

Reset Account 3angaet CpPOK (B MHH.), IO HUCTECYECHUU

Lockout KOTOpOro  cOpachlBaeTcsi  CYETUHK|

Counter  After (YacroTaHeyaauHbIX MOMNBITOK. JlomycTrmbie

cOpoca 3HaueHus — OoT 1 10 99999.

CUeTYHKA HEYyTauyHBIX

[OMBITOK)

Hacrpoiika napameTpoB 0e30aCHOCTH

1. BoikiI0ueHHe KOMIIbIOTEpPa, He Tpedywilee BX0Aa B
cucremy

[To ymonmuanuro B Windows Professional, 9ToObl BBIKIIIOUUTH KOMIIBIOTEP
MOJI30BATENII0 HE 0053aTebHO BXOAWTH B CHCTeMy. Bmpodem, mapameTpbl
pETHCTpAIli TO3BOJISIOT OTMEHHUTh TAKOE TOBEICHHE W TMOTPeOOBaTh, YTOOBI
MOJI30BATEIM BOILIM B CHUCTEMY TEpell TeM, KaK BBIKIIOYUTH KOMITBIOTED.
[TonmyunTs noCTYn K mapamerpam 0€30macHOCTH MOXKHO B ocHacTke Group Policy
(I'pynmoBasi moyiMTHKa), TaKk >K€ KaK IPH HACTPOWKE IapaMeTPOB TOJUTHKH
yueTHbIX 3anuced. OTkpbiB ocHacTKy Group Policy, mocnenoBarenbHO packpoiTe
y3nbel (Ilonmutuka nokanpHOM Oe3omacHocth), 3ateM Computer Configuration
(ITapametpsr kommbroTepa), Windows Settings (Ilapamerpsr Windows), Security
Settings (ITapameTrpsr 6e3omacHoctu), Local Policies (JIokanbHBIC TTOMUTHKH), a
3arem Security Options (I[TapameTrpsi 6e30nmacHOCTH).

2. OuncTKa CTPAaHMYHOIO (pailjia BUPTYAJIbHON NAMSATH
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NPH BBIKJIIOYEHUN CHUCTEMBI.

[lo ymomyanuio mpu BbeIKIIOYeHMH cucteMbl Windows Professional ne
OYUIIAET CTPAaHUYHBIA (haiil BUPTyaldbHOW MaMsTH. B HEKOTOpBIX OpraHu3alusx
ATO pacCMaTPUBACTCS KaK HapYIICHUE MPaBUil 0€30TaCHOCTH, MTOCKOIBKY JOCTYI K
JaHHBIM 3TOTO (aiiyia MOTYT TMOJYYUTh TOJIb30BATENIA, HE JTOMYIIEHHBIC K HUM.
UToObl OTKIIIOYUTH 3Ty BO3MOXHOCTh, OTKpoWTe ocHactky Group Policy
(I'pynmoBasi monuTuka), mnociefoBaTelbHO packpoite y3iael Local Computer
Policy (JlokanbHas mnonutuka Oe3omacHoctu), 3areM Computer Configuration
(ITapametrpsr kommbroTepa), Windows Settings (ITapametpsr Windows), Security
Settings (ITapamerpsl 6e3omacHoctu), Local Policies (JlokanpHasi monuTuka), a
3arem Security Option (ITapamerpsr Oe3omnacHoct). [IpaBoit KHONMKOW MBIIIN
menkauTe Clear Virtual Memory Pagefile When System Shuts Down (Oumnctka
CTpaHMYHOTO (ailla BUPTYaTbHONW MaMSITH TPU 3aBEpIICHHH pabOTh) U B
KOHTEKCTHOM MeHI0 BeiOepuTe Security (be3omacHocTh). ITOT mapamerp MOKET
OBITH JTMOO BKIIIOUCH, JIHOO OTKIIIOUCH.

3. PeryiupoBanue Ha:xxatusa kiaasuml CTRL+ALT+DEL
IJIs1 BX0/Ia B CHCTEMY

ITo ymomuannto Windows Professional He TpeOyeT, 4TOOBI MOJIB30BATENH
Haxxumaiu Ctrl+Alt+Del ans Bxona B cuctemy. [IoBBICUTE 6€301MaCHOCTh CUCTEMBI
MOJXHO, H3MeHHMB Takoe 1oBenenne. Haxkatme Ctrl+Alt+Del — coderanus
KJIABUII, KOTOPOE pacrno3HaeTcsi Toabko Windows, rapaHTupyer, napoib MonajaeT
uMeHHO B cuctemy Windows, a HE B TPOSHCKYIO MpPOTpaMMy, KOTOpash MOKET
NEePEeXBATUTh MapoJib. VI3MEHUTh MOBEJACHUE CHCTEMBbI MOKHO B ocHacTke Group
Policy (I'pynmoBasi monuTuka). Jlydime Bcero OTKIIOYUTh HEOOS3aTEIHHOCTH
Haxatus Ctrl+Alt+Del, 4TroObl mpu BXO0jJ€ B CHCTEMY IIOJB30BATEIIM BCETIa
HAXUMaJIM 3TO COUYCTAHNUE KIIABUIIL.

4, CkpbiTHE IMEHH TOCJIETHEr0 YCIENIHO BOLIEIIEro B CUCTEMY
noan3oBarenss I[lo ymomuanutro Windows Professional otoOpaxaer wums
MOCIICHETO BOIIEAIIETO B CUCTEMY TOJB30BaTENs B IuanorooM okHe Windows
Security (be3zonacnocts Windows) wiu Log On To Windows (Bxoa B8 Windows).
DTO MOXKET CcO031aTh yrpo3y OE30MacHOCTH, TaK KaK HWMsS YYETHOH 3alucH
CTaHOBUTCS JIOCTYITHBIM TIOCTOPOHHEMY ITOJIb30BATENIO0, IPH  3TOM
HECaHKIIMOHUPOBAHHO MPOHUKHOBEHUE B CUCTEMY CYIIIECTBEHHO 00Jier4aercs.

UtoObsl BKIIOYUTH 3Ty (QYHKIMIO W TPEIOTBPATUTh OTOOpa)keHue
nosb3oBarens, B ocHacTtke Group Policy mocnmenoBaTenbHO packpoWTEe Y3JIbI
(Jloxanpnas monmutuka Oe3omacHoctu), 3aremM Computer Configuration
(ITapametpsr kommbioTepa), Windows Settings (ITapamerpsr Windows), Security
Settings (ITapamerpst 6e3omacHoctu), Local Policies (JlokampHas monuTHka), a
3arem Security Options (ITapamerpsr O6e3omacHocTtr). B mpaBoit obnacTu okHa
menkaute npaBoit kHonkoi Do Not Display Last User Name In Logon Screen (He
omobpaxcams NocieoHe20 UMEHU Noab308amens 6 ouanoze 6xo0d) U B
KOHTEKCTHOM MEHIO BbIOepuTe Security (bezonacnocms), a 3aTeM OTKIIOUUTE ITY

GbyHKLHIO.
IIpakTHyeckas 4acTh:
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1. HacTpo#iTe MOTUTUKY YYETHBIX 3alMCEll Ha KOMIBIOTEpE W yOeIuTeCh,
YTO: JAHHBIE MTAPAMETPbI BCTYIIUIH B CUITY.

2. Hacrtpoure MHUHUMAJIBHYIO IUTUHY apoui, a 3aTeM
MO3KCIIEPUMEHTUPYUTE C JJIMHON Maposisi, 4yToObl yOEIUThCs, YTO BBIOPAHHBIE
napameTpbl BCTYIIWJIH B CHITY.

3ananue 1: HacTpOMKAa MUHUMAJIBHOM JJIMHBI TAPOJIA

1. Boiigute B cuctemMy 1oA  y4deTHoMl  3amuchio  Administrator
(AaMuHUCTpATOD)

2. B koncomu MMC co3gaiite AOMOJHUTEIbHYI0 KOHCOJIb C OCHACTKOU
Group Policy (I'pynmnoBasi monuTuka).

3. OtkpeiB koHcosb Group Policy, mocnenoBaTenbHO MIEIKHUTE Y3JIbL:
(Jloxanpnas mnonutuka Oe3omnacHoctH), (Ilapamerpsr kommbioTepa), Windows
Settings (ITapamerpsiWindows), Security Settings (I[lapameTpsl 6e30macHOCTH) U
(ITonmuTukM y4eTHBIX 3anucen).

4. B nepese xoHconu menkauTe Password Policy (ITonmutuka maposeit).

5. B mnpaBoil maHenu IIETKHATE NpaBOM KHOMKOM MbIIM Minimum
Password Length (MunumanbpHast JuiMHA maposisi) U BBIOEPUTE B KOHTEKCTHOM
MeHio Security (bezonacHocTb).

6. B mone Characters ([lninna maposs) BBeaute 6 u menkaure OK.

7. 3akpomte okHO Local Security Settings (Ilapamerpsl JsoKkanbHON
0€30IacCHOCTH).

3aganue 2: npoBepbTe, U3MEHWJIACH JIM MUHUMAJIbHAS JIJIHHA TTapOJIs

1. Haxwmure Ctrl+Alt+Delete, a 3arem B jgumanoroBoMm oxkHe Windows
Security (be3onmacnocte Windows) menkaure Change Password (M3meHutsb
MapoJib).

2. B mone Old Password (Crapsiii maposib) BBenaute password, a B moJjst
New Password (Hossrit mapons) u Confirm Password (IToaTBepsknenue) BBeaute
water.

Nudopmarmonnoe okno Change Password (M3meHenue napoJis) cooOIIuT,
YTO HOBBIM Napojb JOJDKEH COJAEpX aTh HE MEHEe IIEeCTH CHUMBOJIOB. Takum
oOpa3zom, napametrp Minimum Password Length HacTpoen BepHo.

3ananue 3: HacrpoiiTe oTaenbHbIe NMapaMeTpbl MOJUTHKH YYETHBIX
3anmcei, a 3aTeM NpoBepbTe NPABUJIBHOCTH HACTPOMKH.

1. C momomipto ocHactku Group Policy (I'pynmoBasi monuTuka) 3amaiite
napaMeTpbl HOJUTUKU YUETHBIX 3aIUCEH:

o TI0Jb30BaTENb JOJDKEH CMEHUTh MHUHMMYM IISITh MApOJIEH, NMPEXIE YeM
MOBTOPHO MIPUMEHUTH CTaphblii;

o TIOCNie OOHOBJICHHS MapOJIsl MOJIb30BaTEIb MOXKET €r0 CHOBA CMEHUTH HE
paHee, uem yepes 24 yaca;

o T0Jb30BaTENb JIOJDKEH MEHATHh Mapojib Kaxaple Tpu Henenu. Kakue
napameTpbl BaM OHAJ00MINCh, YTOOBI BBIIIOJIHUTD TPEOOBAHMS 3TOTO CIIHUCKA?

2. 3akpoiite ocHacTky Group Policy.

3ananue 4: yOeaurech, YTO HOBbI¢ NapaMeTpPbl NMOJUTHKH Y4YeTHBIX
3anmceit padoraroT
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1. Boiinute B cucteMy noj umenem Userd u naposiem Userd. [Ipumeuanue:
Ecmu amanoroBoe okHo Logon Message (CooOmieHue cucTembl) COOOMUT 00
OTMEHE TMapojs Yepe3 OMNPEICICHHBI MPOMEXKYTOK BPEMEHM W MPEATIOXKUT
CMEHUTH Napodib, menkuure No (Her).

2. W3menure naposib Ha waters. [Tomyumiock i 310? O0BsICHUTE TTOUEMY?
N3menute napois Ha papers. [lonyuunocs mu 310? O0bsicHuTe ouemy? 3akpoiite
BCE OKHA M BBIUANTE U3 CUCTEMBI.

3apnanme 5: Hacrpoiite mapaMerpbl NOJUTHKH OJOKHPOBKH YYeTHBIX
3anucel u yoeauTechb, YTO U3MEHEHHUsI BCTYNIWJIN B CHUTY.

1. Boiinure B cuctemMy 1moj  ydeTHOM 3amuckto  Administrator
(AnMuHHCTpATOD).

2. Packpoitite mento Ilyck\[Iporpammbl\AAMUHUCTPUpPOBAHKE, a 3aTeEM
menkauTe Group Policy (I'pynmnoBast monuTuka).

3. B nmepese xoncomu Group Policy mocnenoBatenbHO pacKpoOWTE Y3IIbI:
(JloxanpHass mommtuka Oe3omacHOCTH), (YmpaBieHue KoMmmbroTepoMm), Windows
Settings (Ilapametrpsr Windows), Security Settings (ITapameTpsl 6e30macHocTn), a
3areM Policies (IToqUTHKM yYETHBIX 3amucei).

4. Henxuure Account Lockout Policy (ITonuTtnka OGIOKHMPOBKH YYETHBIX
3amnucein).

5. Hacrpoiite mapamerpsl Account Lockout Policy Tak, 4toObl: y4yeTHas
3aMuch MOJIb30BaTelNs OJIOKUPOBATACH MTOCIIE YETHIPEX HEYAAUYHBIX MOIMBITOK BOUTH
B CUCTEMY;

6. Ppa30IOKMPOBATh YUETHYIO 3aIMMCh MOT TOJBKO aIMUHUCTPATOP.

7. Beiigure U3 CUCTEMBI.

3ananue 6: mnpoBepbTe BCTYNJIEHHE B CWIY HOBBIX NapaMeTpoB
NOJMTUKH OJIOKUPOBKHU YUYETHBIX 3anucei

1. Yerslpe paza nomnpoOyiTe BoWiTM B cucteMy kak User4 c maposieM
papers. MHpopManmoHHOE OKHO COOOUIUT O OJIOKMPOBKE YUETHOM 3aIIUCH.

2. Illenknure OK wm BoWauTe, B CHUCTEMY NOJ YYETHOM 3alHUCHIO
aJIMMHHACTPATOPA.

3ajanue 7: HaCTpoOWTE M MPOBEPbTE MapaMeTPbl 0€30MACHOCTH

1. Boiigute B cucreMy 1o  yderHoM  3anmucu  Administrator
(AamuHuCTpaTOD).

2. Packpoiite menwo Ilyck\[IporpaMMbl\A IMUHHUCTPUPOBAHUE M IICIKHUTE
Group Policy (I'pynmnoBasi monuTuka).

3. B nmepeBe xoncomu Group Policy mo wmepe HE0OXOIUMOCTH,
nocienoBaTenbHo  packporte  y3uel  Local Computer  Policy\Computer
Configuration\Windows  Settings\Security  Settings (JlokaibHas mONIUTHKA
6e3omacuHoctu\ Ilapametrpsr kommbioTepa\ Ilapamerpsr Windows\ mapameTpbl
oe3omnacHoctn),a 3ateM — Account Policies (ITonuTuku ydyeTHbIX 3anuceit).

4. HacrtpoiiTe mnoauTuKy O€30MaCHOCTH HAa KOMIIBIOTEPE TaK, YTOOBI
MOJIb30BATEIH:

e JIOJDKHBI OBUIM BXOJUTh B CHCTEMY, YTOOBI HMETh BO3MOYKHOCTH
BBIKJTIOYUTH KOMITBIOTED;
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o J0JDKHBI OblTH HakuMaTh Ctrl+Alt+Delete mis Bxona B cucremy;

e« He cMornu yBuaeTb B okHe Windows Security uMs TOCIEIHETO
MOJIb30BATESI.

5. Brriigure U3 CUCTEMBL.

6. OOpatuTe BHUMAHWE, YTO TEMEpb ISl PETHCTPAlMA HYKHO HaXaTh
Ctrl+Alt+Delete.

7. Haxwmure Ctrl+Alt+Delete.

8. B muanmoroBom okue Log On To Windows (Bxon B Windows) mosne User
Name (ITonw3oBatenp) myctoe u kHomka Shutdown (BwIkTiOUNTH) HEaKTHBHA.
Ecnu Bbl He BunuTe kHOtKy Shutdown, menkuure Options (Ilapamerpsr).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3aJjaHue;
TIOCJICIOBATEIPHOCTD BBHITTOJTHEHHS paOOTHI;
OTBETHI HA KOHTPOJILHBIE BOTIPOCHI,
BBIBOJI O IIPOJIEIAHHOM padoTe.
KonTpoJsbHbIe Bonpocsl

1. 3adeMm 3acTaBiATh MOJIB30BATENEN MEHSTh NAPOJIb?

2. 3ayeM NpoBEPATH JJIMHY Tapoei?

3. Jlns yero Hy»KHa OJIOKMPOBKA YYETHBIX 3aIUCE?

4. Tlouemy >kenaTeNbHO TpeOOBaTh, YTOOBI TMOJH30BATENU HAKUMAIIH,
Ctrl+Alt+Delete nepen BxonoM B cucteMy?

5. Kak mpemoTBpaTuTh 0TOOpakeHWE MMEHU IOCJIEIHETO IMOIh30BaTeNs B
muanoroBeix okHax Windows Security (besomacrnocts Windows) u Log On To
Windows (Bxox B Windows)?

SNk W=
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IIpakTnueckas paGora 21. Hacrpoiika mnapameTrpoB 0€30IaCHOCTH
ONEePALMOHHBIX CHCTEM.

Heap padorbl ycranoButh B BIOS Setup mapamerpsl, oOecrieunBaromiye
0€30MacHOCTh CHCTEMBI.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBbI

BIOS. Ilocne BKIIFOUEHUSI KOMIIBIOTEPA MPOLIECCOP HAUMHAET CUUTHIBATH U
BBITIOJIHATh MUKPOIPOTpaMMbl, KOTOpble XpaHsaTcs B Mukpocxeme BIOS (Basic
Input/Output System — 6azoBasi cucrema BBoa/BbiBO/A). [Ipexkae Bcero HaunHaeT
BBINIONHATBCS Tiporpamma tectupoBanHusi POST (Power On Self Test), koropas
npoBepsieT padOTOCIIOCOOHOCTh OCHOBHBIX YCTPOMCTB KOMIIBIOTEpA: MpOIEccopa,
BHJICOQ/IANITEPA, ONEPATUBHOW MaMSTH, IOCIEAOBATEIbHBIX M IAPAUIEIBHOTO
MOPTOB, AUCKOBOJIOB, KOHTPOJUIEPOB KECTKUX JIUCKOB U KIIABUATYPHI.

B cnyuae oOHapy>KeHHs HEHCIIPABHOCTEW BBIJAIOTCS MOCIEAOBATEIBHOCTH
KOPOTKMX M JUIMHHBIX 3BYKOBBIX CHTHAJOB, a I[IOCJI€ WHULMAIU3aLUU
BUJIC0a/IANTEPa MPOLIECC TECTUPOBAHUS OTOOPAXKAETCS HA SKPaHE MOHUTOPA.

IpakTuyeckoe 3amanue 1.3. «BIOS wu 3arpy3dka omnepanuoHHOM
cUcTeMbl». BKIIOYMTH KOMIBIOTED M  HAOMIOAATh MPOLECC  3arpy3ku
onepanoHHoil cucrembl. C momompto nporpammbel BIOS Setup mpoussectn
YCTaHOBKY HOBBIX MapaMeTpoB KOH(MUTypallud KOMIBbIOTEPA.

B HekoTophIX ciy4asx mOsIBJICHHE COOOIIEHUsI 00 OIMOKE CBSI3aHO C
3a0BIBUMBOCTBIO TOJIb30BaTes. Hampumep, B cilydae MOSBICHHUS COOOIIEHUS
Invalid Boot Diskette (HeBO3MOXHO 3arpy3uTh OINEPAIMOHHYIO CHCTEMY C
JOUCKETBI) JUIl OPOJOJDKEHWS 3arpy3kd HEOOXOAMMO IPOCTO  HM3BJIEYb
HECHUCTEMHYIO TUCKETY U3 JTUCKOBOJA.

B mpouecce tectupoBanuss BIOS cpaBHuBaeT moiydyaeMmble JTaHHBIE O
KOH(Urypanuu KoMmmbloTepa ¢ uH(popmanumein, xpansawmeics B CMOS -
CHenuaibHOM MUKpPOCXEME MaMsTH, PACcHOJI0KEHHOM Ha cUcTeMHOM ruiare. Eciu
JTAaHHBIE HE COBIAJAIOT, TO MosiBIsgeTCs coobmmenue CMOS System Option Not Set.
B arom ciiyyae HeoOxoaumo ¢ momolbsto yTuiauTsel BIOS Setup yctaHOBUTH HOBBIE
KOH(UTypallMOHHBIE MapaMETPHI.

JIns mpaBWIBHOM YCTAHOBKHM [1aThl, BPEMEHU M MApaMETPOB KECTKHX M
T'HOKUX IHUCKOB HEOOXOIMMO HCIOIb30BaTh mmaHenb STANDARD CMOS SETUP
(CranmapTHasi ycTaHOBKA).

C nomousto nanenu BIOS FEATURES SETUP (IlonHast yCTaHOBKA) MOXHO
YCTAaHOBUTH 3AIIUTY OT 3apa)KEHUs BUPYCOM 3arpy304YHOTO CEKTOPa CUCTEMHOIO
aucka. byner 3a0iokupoBaHO J1000€ H3MEHEHHE 3arpy304HOTO CEKTopa H,
MI03TOMY, IIPU NEPEYCTAaHOBKE WJIM YCTAHOBKE OMNEPALMOHHON CHCTEMBI 3aIIHUTY
HEO0OXOMMO CHUMATb.

JUis ipetoXpaHeHus JaHHbIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIIAa MOXHO C
nomoniso BIOS Setup ycTaHOBUTB Mapoiab Uit BXOA B CUCTEMY WJI B YCTAHOBKY
KOH(PUTYpAalIMOHHBIX TapaMeTpoB. (OO0s3aTEIbHO XOPOIIO 3allOMHUTE WJIU
3alMIINATE Mapojib, T.K. B CIydae €ro yTepu BXOJ B CHUCTEMY CTaHOBUTCSA
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HEBO3MOXKHBIM (COpOC MapoJsisi BO3MOXKEH TOJIBKO amlnapaTHO, MyTeM OTKIIOUYEHUs
Mukpocxembl CMOS 0T HCTOYHMKA MUTAaHUS — aKKYMYJISITOpA).

3arpy3ka onepaunoHHoi cucremsbl. [locie Toro kak POST-tectupoBanue
ycremHo 3aBepmiaerca, BIOS mnpucrymaer k mOMCKY NpOrpamMmbl-3arpy34uKa
Master Boot onepanuonnoii cucrembl. CoBpeMmeHHblie Bepcun BIOS mo3Bossror
3arpy>kaTh ONEPAMOHHYIO CUCTEMY HE TOJBKO C TMOKUX U KECTKHX JIUCKOB, HO U
¢ muckoBonoB CD-ROM, ZIP u LS-120. Ecin nporpamMmma-3arpy3uvk HauzeHa,
OHa MOMEINIAETCS] B ONEPATUBHYIO MaMsTh, 1 HAYMHAET MpOLEcC 3arpy3ku ¢Gaiios
OTEepPallMOHHOMN CHUCTEMBI.

CucremHast KoHGUTYpalus U 3arpy3ka JIpaiBepoB yCTPONUCTB MPOU3BOAUTCS
MyTeM TMOCJIEeI0BATENbHON 00paboTKH KOH(PUTYpallMoHHBIX (ainoB. CHauvana
oOpabarbiBatoTcs aitnbl config.sys u autoexec.bat, ocraBmiecs B oneparmoHHOM
cucteme Window 95/98 or MS-DOS. 3arem oOpabarbiBatoTcs (haiisl system.ini u
Wwin.ini, KOTOPbIE OCTAIMCHh OT OTMEepaMOHHOM cucTembl Windows

3. X. Jlanee 3arpykarOTCsi 3JIEMEHTBHI, HAXOJASIIHECS B MEHIO
ABTO3arpy3ska.

IIpakTHyeckoe 3aganue

1. Bxmounth  koMmmbioTep.  HaOmiomate — mpouecc — TeCTUPOBaHUS
KOMITbIOTEpA. B ciyyae BOZHHUKHOBEHHS 3BYKOBBIX CUTHAJIOB WJIM COOOIIEHUI 00
OLIMOKE YCTPAHUTh HEUCIIPABHOCTb.

2. Jlna Bxoma B BIOS Setup B mporecce TecTUpOBaHUSI HaKaTh KJIaBUIIY
{Del}. Ytunuta umeer unHtepdeiic B BHUJIE CUCTEMBl HEPAPXUUECKOIO MEHIO,
[EPEMEILECHHE 110 KOTOPOMY IPOU3BOJUTCS C IOMOLIBIO KJIABUII CO CTPEIKAMHM.

3. ¥YcranoButh Kypcop Ha nyHKT mMeHI0 STANDARD CMOS SETUP wu
HaXaTh KJIABUIITY

{Enter}.

4. Ha mnosBUBIIENCA mNaHENM yCTAHOBUTb KypCOp Ha  DJIEMEHT
KOH()UIypallMOHHBIX JIaHHBIX (BBIAEISETCS LBETOM) M C IOMOIIBIO KJIaBUII
{PageUp} u {PageDown} ycTtaHoBUTH TpeOyeMoOe 3HaUCHUE MapaMeTpa.

5. ¥YcranoButb Kypcop Ha nyHKT MeHro BIOS FEATURES SETUP u
HaXaTh KJIABUIITY

{Enter}.

6. Ha mosBuBLIEHCSs mMaHenW yCTaHOBUTh Kypcop Ha  3JIEMEHT
KOH(UTYpallMOHHBIX JaHHBIX Anti-Virus Protection ¥ ycTaHOBUTH 3HAYEHHE
Enable.

7. Ha manenu BIOS FEATURES SETUP BreiObpats myHKT Security Option
Y YCTAaHOBHTH 3HaUeHHE System wim Setup.

8. OtkpeiTh Manenb SUPERVISOR PASSWORD.

9. Ha nosusmelica manenu ENTER PASSWORD Beectu mnapons u
Ha)aTh KJIABUIIY

{Enter}.

10. IToBTOpHO BBECTH MAPOJIb ISl MOATBEPKICHUS €T0 MPAaBUIBHOCTH.

11. 3anycTuTh cinyxeonyo nporpammy Windows CBesieHUs O CUCTEME.

12. B okne npunoxenust BBectu komanay [Cepuc-IIporpamma Hactpoiiku
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CHUCTEMBI .

13. Ha Briragke OO1me MOXHO OTKIIFOUHTHh 00pabOTKYy KOH(PUTYPAIIMOHHBIX
¢aiinos, a Ha IPYTrUX BKIAJAKaX 03HAKOMUTHCS C UX COJIEPIKaHUEM.
Otuer

OTyeT JOJKEH coaepKaTh:

HauMEHOBaHUE PaboThI;

1[eJIb PabOTHhI;

3aJjaHue;

MOCJIEIOBATENBHOCTD BBITTOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOPOCHI;

. BBIBOJI O MIPOJIETIAaHHOM padore.
KoHTpoJibHBIE BONIPOCHI

1. Yro takoe BIOS?

2. Kakwue mapameTpsl 0TBEeUaroT 3a 0€30MacHOCTh?

3. Yro Takoe KoHUTYpalMOHHbIE (HaliibI?

IR
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IIpakTnueckas padora 22. Hacrpoiika napameTpoB 0e30MacHOCTH
Windows.

Heap padorbli: O3HAKOMUTHCA C MEXaHM3MAMHM ayTEHTH(UKALUU U
UJEHTU(UKAIMY, JTOKAJbHBIMU MOJUTUKaMH O€30MaCHOCTH, BCTpoeHHbIMU B OC
Windows XP.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBbI

B cootBercTBUM C cepTU(UKAIMOHHBIMUA TpeOOBaHUAMH K CHCTEMaMm
0€30MacHOCTH ONEPAIMOHHBIX CUCTEM MPH MOAKIIOYSHUH MOJIb30BATENCH JOMIKEH
pEaNTM30BBIBATLCS ~ MEXaHW3M  ayTEeHTH(PUKANMH  W/WIH  UACHTH(PUKAIIH.
Nnentudukanus u ayreHTUPUKALIUS TPUMEHSIOTCS IS OTpaHUYEHUs JOCTYyIIa
CIy4allHBIX WM HE3aKOHHBIX CyOBEKTOB (MOJb30BaTENEH, MPOIECCOB) K
HH()OPMAITMOHHON CUCTEME, 00BEKTaM — pecypcaM (ammapaTHBIM, MPOTPAMMHBIM,
MH(GOPMAILIMOHHBIM).

Nnentudukanus — npucBoeHre cyObeKTaM U 00bEKTaM J0CTyIa JIMYHOTO
UJeHTU(PUKATOPA U CPABHEHUE €TI0 C 3aJ]aHHBIM.

AytenTudurkanuss  (yCTaHOBJEHHWE  TMOJJIMHHOCTH) —  MpOBEpKa
MPUHAJJICKHOCTH CYOBEKTY JOCTyHa NPEAbSBICHHOIO UM HJCHTH(HUKATOpa U
MOATBEPXKJACHUE €ro TMOUIMHHOCTH. Jlpyrumu cioBaMu, ayTeHTU(UKAIIUS
3aKJII0YAeTCs] B MPOBEPKE: SBIAETCS JIM MOAKIIOYAIOIIUNCSA CYOBEKT TEM, 32 KOTO
OH caM ceO0s1 BBIIACT.

Hacrpoiika napametrpoB ayrentuduxaiuu B OC Windows XP BeinonHseTcs
B paMKax JIOKQJIbHOW IMOJUTHUKHU Oe3omacHocTd. Bkiangka «JlokambHas moJMTHKA
0e30macHOCTU» WCTIONB3YeTCS IS W3MEHEHHS TOJUTHUKUA YUYETHBIX 3aluceid M
JIOKAJbHBIX TOJIMTHK O€30MacHOCTH Ha KoMmbioTepe. [lpm momomm BKIAIKU
«JlokasibHast MOMUTUKA 0€30MaCHOCTUY» MOKHO ONPEIETUTH:

o Krto umeer noctyn Kk KOMIBIOTEPY;

o Kakue pecypchl MOTYT HCIIOJIB30BaTh MOJb30BATEIN HA KOMIIBLIOTEPE;

o BxiroueHne W BBIKIIOYEHHME 3alUCU JCWCTBUM I10JIb30BATEIIEN WU
IPYIIIBI TTOJIB30BATENIEH B KypHAJIE COOBITHIA.

3ananue: HactpouTh mapameTpsl JIOKAIBHOW MOJMTUKA O€30MaCHOCTU
oneparmoHHou cucrembl Windows XP.

AJITOPUTM BBINIOJIHEHUS PadoThI:

Jljis mpocMOTpa U U3MEHEHHS MMapaMeTPOB ayTEHTU(DUKAIIUN
II0JIb30BATEIIEN BBIIIOJIHUTE CIICAYIOIIUE ICVCTBHUS:

1. Bri6epute kHonky [lyck Ha manenu 3amay.
2. Otkpotite meHto Hactpouts — [1anensb yrpaBiieHus..
3. B oTkpbIBIIEMCSI OKHE BBIOEPUTE SIPJIBIK A TMUHUCTPUPOBAHUE —

JlokanpHas monuTka 6e3omacHocTH (puc. 1).
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Puc. 1

4. Bri6epute nmyHkT IloJMTHKA y4eTHBIX 3anmuceii (3TOT MyHKT
BKJIOYaeT ABa noAnyHkra: Ilonuruka maposei u Iloiutuka 6J10KMPOBKHU
YUYETHOM 3amucH).

5. Otkporite noanyHkKT ITonuTtuka naposeil. B npaBoM OkHE MOSBUTCS
CIIUCOK HAaCTPaMBaE€MbIX apaMETPOB

o NokansHbIE NAapaneTpe! Ge30nacHocTH

Kowone  fefcress Bmltmau:a

es |8 XR B

@ Mapamerpes BesonacrocT Plak,. pok AERCTEHA NApanA
= ) Nonvrmsson yerrse: samo f8lsm, anva nanona
o j Mo i M, P ek TERA NEOM
| ® 2 Nonemaea Gnorpest _ Napors Aomuen oTeeuaTh Tpeboaare chosHocTH
: {28 Kpararrs napom ecex nansacearensi s Atwens, nEnonesyR ofpaTimoe Lidposae

Puc. 2

6. B nokazanHoM mnpumepe TOJUTHUKA Tapojied  COOTBETCTBYET
HCXOJHOMY COCTOSTHUIO CUCTEMBI O€30ITaCHOCTH TOCJIE YCTAaHOBKH OIEPAIlMOHHON
CUCTEMBI, IPU 3TOM HHU OJMH U3 NapaMeTpPOB HE HACTPOEH. Bo3MOKHbIE 3HAUEHUS
napameTpoB MpuBeeHbI B Tabmuie Nel.

Tabnuma Nel
3nauyenus napametpoB llonutrku naponei
[Tapametp 3HauCHHE
TpeboBaTh OrnpenensieT Yucio HOBBIX NapoJIeid, KOTOPBIE TOJKHBI
[MOBTOPSIEMOCTH OBITH COMIOCTABIICHBI YUETHOM 3aIlliCH MOJIH30BATENS,
rapoJiei [IPEXKJIC YEM MOXKHO
OyJIeT CHOBa MCMOJIB30BATh CTAPBIM Maposb. ITO

87




3HAYEHHE JOJDKHO MPUHAJJICKATh Auana3ony ot 0 go 24.

MaxkcumanbHbI CPOK
NENCTBUS NTApOJIS

Onpenensier nepuo BpeMenu (B JlHIX), B TeUEHHUE
KOTOPOI'0 MOKHO HCIIOJIb30BaTh Mapojib, YEM CUCTEMA
noTpeOyeT OT MOJIb30BaTelNd 3aMEHUTh €ro. MoKHO
3a1aTh 3HaUeHHE B quamna3oHe ot 1 1o 999

ITHEW WIIM CHSITh BCSKHE OTPAHUYEHUS CPOKa JEHCTBUA,
YCTaHOBUB YMCJIO JTHEH paBHbBIM 0.

MUHUMAJIBHBIN CPOK
NIEUCTBUS TTAPOJISL.

Omnpenensier nepuoa Bpemenu (B [IHsAX), B TeueHue
KOTOPOT0 MOKHO MCIOJIb30BaTh Mapoib, Y€M CUCTEMA
noTpeOyeT OT MOJIb30BaTelNs 3aMEHUTh ero. MOoKHO
3aJaTh 3HaU€HUE B Juamna3zoHe oT 1 1o 999

THEW WM CHSITh BCSIKWE OTPAHUYEHUSI CPOKA JIEUCTBUS,
YCTAaHOBHMB YMCJIO JHEN paBHbIM ().

MuHuManbHas JjInuHa
[apoJIsl.

OrnpeensieT HauMEHbIIIEe YUCIIO CUMBOJIOB, KOTOPHIE

MOXET COACPKATh MapoJib YYETHOM 3aMicu

11oJIb30BaTelIsl. MOKHO 3a71aTh 3HAUCHHUE B JIMAIIa30HE OT

1 1o 14 cuMBOJIOB WM OTMEHUTD

MCII0JIb30BaHUE MAapOJIsl, YCTAHOBUB YHCJIO CUMBOJIOB
aBHBIM ()

[Taposnb 1omxeH
OTBEYATh TPEOOBAHUSIM
CIIOKHOCTH

OmnpenensieT, JOHKHBI JIM OTBEUAThH MAPOJIU TPEOOBAHUIM
cinoxHocTH. Eciu 9Ta monuTHKa BKIIIOYEHA, TAPOITU
TTOJKHBI YAOBJIETBOPSITH CIAEAYIOIUM MUHUMATbHBIM
TpedoBaHusM. D [1aposib HE MOXKET COJlepkKaTh UMsI
YUYETHOM 3aMKCH MOJIb30BATENS WIH KaKyl0-Tu00 €ro
yacTh; ) [lapoap 1OIKEH COCTOATH HE MEHEE YeM U3 6
CUMBOJIOB; ) B maposie 10KHBI IPUCYTCTBOBATH
CHUMBOJIBI TPEX KaTErOpU U3 YKCIIA CIICTYIOMINX
yeTbipeX: 1. [IponucHbie OyKBBI aHIHIICKOTO andaBuTa
oT A 110 Z; 2. CTpouHble OyKBbBI aHTJIMACKOTO anaBuTa
oT A 110 Z; 3. CUMBOJIBI HE TIPUHAJICKATUE all(PaBUTHO-
1udpoBomy Habopy (Hampumep, !,$.#,%). [IpoBepka
COOJIIOICHUS ITUX

TpeOOBaHMIA BBITTOTHACTCS IPU H3MEHEHUU WJTU CO3IaHHH
[apoJseu.

XpaHWUTb APOJIN BCEX
[T0JIb30BATENIEN B
TTOMEHE, UCTIONb3Y I
oOpaTtumoe
muppoBaHUeE.

Onpenensier, cienyet v B cucreMax Windows 2000,
Windows XP xpanuts naponu, ucrnonb3ys o0paTumMoe
g poBaHue. ITa NOJUTHUKA 00ECTIEUNBAET MOJACPKKY
MIPUIIOKEHUH, HCTIONB3YIOIIUX MPOTOKOJIBI, KOTOPBIM JIJIs
MIPOBEPKHU MOJUIMHHOCTH HY’KHO 3HaTh IapoJib
[10JIb30BaTENsl. XpaHUTh MApOiIH, 3alU(POBAHHBIE
00paTUMBIMU METOAAMM, ITO BCE PABHO, YTO XPAHUTh UX
OTKPBITHIM TEKCTOM.

[ToaToMy JaHHYIO MOJIUTUKY CIEAYET UCTOIb30BaTh JIUIIIb

B HCKIIIOYHUTCIIbHBIX clydaiax, CCJIN HOTpe6HOCTI/I
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|HpI/IJ'IO)I(eHI/IH OKAa3bIBAIKOTCA BAXKHCC, UCM 3alllTa IIapOJIi. |

7. O3HaKOMHTECH CO CBOMCTBAMH BCEX ITAPAMETPOB.

8. Jlis u3MeHeHus: TpedyeMoro napaMeTpa BbIJICIUTE €ro U BHI3OBUTE
€ro CBOMCTBA W3 KOHTEKCTHOI'O MEHIO MOCJI€ HaXKaTusl MPaBOil KHOMIKK MBIIIH (WU
JBAX bl HIEIIKHUTE HA U3MEHSAEMOM IapaMeTpe).

9. B pesynbTaTe 3TOr0 NeHCTBUS MOSBUTCS OJJHO U3 OKOH, MOKAa3aHHBIX
Ha puc. 3.

BovCTRA: TIapoAL A ORNEN OTBEYATS 1)

<oosas 21

Hq;mmmammﬁmmamﬂ

:E_j T80 78 S0k OTREUATE TRABOBMISEN CACKHOCTH

" Brecwms

1+ Dremoaims

[Dioe]| B iz

Puc. 3

10.  HM3menute, 3HaUueHHE napamerpa u Haxxmure OK.
11. Hanpumep  (00s13aTe€IbHO BBITIOJIHUThL U
COXPaHHUThH), BBHIOEpUTE MapameTp TpeboBarh

HEIMOBTOPSIEMOCTH MMAPOJIEN U UBMEHUTE €ro 3HaYEHUE Ha 1.

12.  lns nactpoiiku [Tonutrku GJI0KMPOBKH YUETHOM 3alMCH BIOEpUTE
3TOT MOAITYHKT U OTKPOWTE €ro.

13.  3HaudeHHs mapaMeTpoB JAHHOTO MOoANyHKTa [lonuTHKM yueTHOM
3amucy puBeIeHBI B Tabmuie No2. Taommma Ne2
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[TapameTp

3HaueHUE

[Toporosoe
3HAYCHUE
0JIOKUPOBKHU

Onpenesnser Yuciio HeYTauyHbIX MONBITOK BXO/AA B CUCTEMY, ITOCIIE
KOTOPBIX YUETHAs 3alUCh MOJIb30BATENS OJIOKUPYETCS.
bIIOKMPOBAaHHYIO YUETHYIO 3alIUCh HENb35 UCIIOIb30BATh 10 TEX
nop, noka He OyJIeT cOpollIeHa AAIMUHUCTPATOPOM HJIU MOKa HE
MCTEUET €€ MHTEepBaAJ OJOKUPOBKU. MOXKHO 3a7aTh 3HAUCHHUE B
nuana3zoHe ot 1 10 999 unu 3anpeTuTh OJIOKUPOBKY JTaHHOM
YUETHOM 3alucH, yCTaHOBHUB 3HaueHue (.

biokupoBka
YYETHOU
3allMCH Ha

OrnpesensieT YUCI0 MUHYT, B TEUEHUH KOTOPBIX YUETHAs 3alHCh
ocTacred

OJIOKUPOBAHHOM, MPEXk e YeM Oy/IeT aBTOMAaTHYECKU
pa30I0KupoOBaHa. DTOT MapaMeTP MOXKET MPUHUMATh 3HAYCHUS OT
1 10 99999 munyt. Eciiu ycranoButh 3HaueHue 0, yueTHas 3aluch
Oyzaet GiokupoBaHa Ha BCE BpeMsl 10 TE€X MOp, MOKa
aQIMUHUCTPATOP HE pa30iIoKupyeT €€ aBHbIM 00pa3om. Eciu
MOPOTOBOE 3HAUCHUE OJOKMPOBKU OMPE/IEIICHO, JaHHBIA HHTEPBAI
OJIOKUPOBKH JTOJKEH

OBITH OOJIBINIE MJIM PaBEH HHTEpPBaAIy cOpoca.

Copoc
CUeTUYHMKA
OJIOKUPOBKU
yepes

OmnpenensieT 9uciio MUHYT, KOTOPBIE TOJKHBI IPOUTH MOCIIE
HEYJJTAYHOH TIOTIBITKU BXOJa B CUCTEMY, MTPEK/IE YEM CUCTUHK
HEYIauyHBIX MOMBITOK OyneT copoiieH B (. DTOT mapameTp MOXKET
MpUHUMATH 3HaueHus ot 1 710 99999

MuHYyT. Eciiu onpeneneHo moporoBoe 3Ha4eHUE OJIOKUPOBKH,
NTaHHBIM MHTEPBAJ COpOca HE JTOHKEH ObITh O0JIbIIIe HHTEpBAJa

bJOKHpOBKA YYETHOM 3aIKCH HA.

14.
15.

O3HaKOMHTECH CO CBOMCTBAMH BCEX MTAPAMETPOB.
JIns n3MEeHEHUs TapaMeTPOB BOCIOJIB3YUTECH aJITOPUTMOM,

ONMCAHHBIM B MyHKTax 8-10.
3ajanus It CAMOCTOATEILHOM Pa0dOThI:

1. N3mennre mapamerp «Ilaposab AokeH oTBe4aTh TPeOOBAHUAM
ciaoxuocT» IloauTuku naposei Ha «Briaw4yen» (pucyHok 3) U MOCJE HTOTO
nonpoOyilTe HM3MEHUTHh Napojb CBOEW Y4YeTHOM 3amuch. 3apuKCUpPyHTE Bce
COOOIICHHS] CUCTEMBI, MPOAHATH3UPYUTE U BBEIUTE JOMYCTUMBIN Mapojb. ITOT
MapoJib SIBJISIETCS pe3yJIbTaTOM BBINIOJIHEHUS Batero 3agaHust.

2. Ilocne ycnenHoro BBINOJIHEHUS NIEPBOIO 3aJaHus, U3MEHUTE MApOJb
Bament yuyeTHOM 3amncH, a B Ka4€CTBE HOBOT'O NAPOJIA YKAXKUTE MPEKHUN NTAPOJIb.
Bce cooOmenus 3aduxcupyiite, NpoaHaTU3UPYWUTE M OOBSICHUTE TMOBEJCHUE
CUCTEMBI 0€30IM1aCHOCTH.

3. IIpoBeauTe sKcrepuMeHTHl ¢ Apyrumu napamerpamu IloauTuku
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YUYEeTHBIX 3alluCeH.
Otuer
OTueT JOJIKEH COJepKaTh:
HauMEHOBaHUE padoThI;
1eJIb paboThI;
3aJlaHuEC;
TIOCJICIOBATEIIPHOCTD BBITTOJTHCHHS PaOOTHI;
OTBETHI HA KOHTPOJILHBIC BOTIPOCHI;
BBIBOJI O IIPOJICIAHHOM pabdoTe.
KoHTpoJsibHbIE BOPOCHI
1. Yro Ttakoe ayreHTHUKAIMS U UICHTUDUKAINS?
2. Jlns 9yero mpuUMEHSIOTCS 9TH MEXaHU3MBbI?
3. UTo MOXHO HaCTPOUTH C MOMOIIIBIO BKJIAAKHN JIOKaTbHbBIE TTOJTUTUKH
6e3omacHocTH?

AU
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IIpakTnueckas padora 23. HacTpoiika napameTpoB 0e30acHOCTH
HNurtepuer. Leab padoTsl Mpon3BeCTH HACTPOUKY IMApaMETPOB O€30MaCHOCTH
Internet Explorer.

O0opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Xoa BbINOJIHEHHUs Pa0doThI:

1. Ortkporite nnanoroBoe okHo CBoiicTBa: Unurepuer (Ilyck/Ilanens
ynpaenenus/Ceolicmea ob6o3pesamens);

2. llepeunngure Ha BKIIaAKy be30macHOCTh U OTKPOUTE MapaMeETPhI 30HbI
HNHTepHeT ¢ moMoIb0 KHONIKY /[pyeoit...;

3. YcranoBure IlposepKy umenu noiv3zoeamesnsn B pexum 3anpoc MMeHH
MOJIb30BATEJISl M MAPOJIS;

4. Paspemmnte B COOTBETCTBYIOIINX MOJIAX YKAa3aHHBIC HUXKE JCUCTBUS:

o biiokrpoBaTh BCILIBIBAIOIIME OKHA;
o JlocTyn K HCTOYHHKAM JaHHBIX 32 MpeAesIaMH IOMEHA;
o [lepexon Mexay KaJpamu 4epe3 pa3Hble JOMEHBL;
5.  Ycranosure Pazpemenust KaHaJa NPOrpaMMHOI0
o0ecneyeHust Ha Buvicokuti VpogeHs
bezonacnocmu;

6. Otkirounte Mcnonvzosarnue s1emenmog ActiveX ne nomeueHHvlx KaK
bezonacnvie;

7. OtkmrounTe 3arpy3ky Henoonucannvix snemenmos ActivelX,

8. Ilpumenure nmapametpsl kKHONIKOU OK;

9. VYcraHoBuTe napameTpbl KOHOUICHIIUATEHOCTH:

o nepeiauTe Ha BKIAAKy KoHnduaeHunaabHOCTD;

o YCTaHOBUTE PETYJSATOP HA YPOBEHb YMepenno evlcokul;

o paspemmmTe 3arpyxarb Gaiisl cookie ¢ y3na www.mail.ru:

. IICJIKHUTE M0 KHOTIKE Y3.1b1;

. BBEJUTE B MOJIE WWW.mail.ru M MEJIKHUTE 10 KHOTKE
Pazpeuwiumy;

o aHAJIOTUYHO pa3pelInTe 3arpykarb cookie co ClIeayIoluX y3/I0B:
www.yandex.ru, www.pochta.ru;

o MIPUMEHUTE NapameTpsl KHONKon OK;

10. HactpoiiTe orpaHrueHHs Ha JOCTYI K PECYpcaM MO COJAEPKAHUIO
uH(OpMaIMK HA HUX:
o nepeiaure Ha Bkiaaky CoaepxkaHme U OTKPOUTE OKHO
OrpanuuyeHue 10cTyna KHONKON Brirouums B paznene
OrpanuuyeHus 10CTyNa;

o YCTaHOBUTE NapOJb:
. nepenanTe Ha BKIaaky Oommue;
. OTKPOMTE OKHO CO3JaHus napois kHonkou Co3damp
naponv;
. BBE/IUTE MAPOJIb - USer U MOACKA3KY K HEMY - user;
. MIPUMEHHTE nIapameTpsl KHONKo OK.
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o nepenanuTe Ha BKIAAKy OUEHKH U YCTAHOBUTE YPOBHU
Cayx0b1 ouenkn Recreational Software Advisory Council o cBoemy
YCMOTPEHHUIO;

o IIPUMEHUTE IapameTpsl KHonkon OK;

o OYMCTUTE  TApoju, KOTOpele  Opay3ep  aBTOMAaTUYECKU
3anoMuHaer. [ns atoro Ha Bkiaake CopepxkaHue, IICIKHUTE IO  KHOIKE
Aemo3zanonnenue, a 3ateM 10 KHONKe Quucmumos naponu;

o yaanure BpeMeHHble (anbl MHTepHeT u cookies Ha BKiajKe
Oomue.

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHuUE;
TIOCTIEI0BATEIBHOCTH BBIIIOJIHEHUS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O IIPOJIEIAHHOM padoTe.
KoHTpoJsbHbIe BOnpochl

1. Kakue nmapameTpbl HEOOXOAMMO HACTpauBaTh JJisi 0OECHeUEeHHUs
oe3omnacHoctu Opaysepa Internet Explorer?

2. Jlns yero HeoOXoAMMa MPOBEPKA UMEHU MOJIH30BATEINSI U TApOJIs?

3. 3ayem HeoOX0IMMa HACTPOIKa MapaMeTpOB KOHPUACHIIMATBHOCTH ?

AN
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	Цель работы: ознакомиться с алгоритмами оценки уязвимости информационной безопасности.
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	Контрольные вопросы
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	Теоретические основы
	Практическое задание
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	Контрольные вопросы
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	Отчет
	Контрольные вопросы

	Практическая работа 7. Определение классов защищенности средств вычислительной техники от несанкционированного доступа.
	Цель работы: изучить и проанализировать руководящий документ "Средства вычислительной техники. Защита от несанкционированного доступа к информации. Показатели защищенности от несанкционированного доступа к информации".

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы
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	Отчет
	Контрольные вопросы
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	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 10. Работа с ГОСТами в области информационной безопасности
	Цель работы на основе ГОСТ Р 53114-2008 получить навыки составления документации в области информационной безопасности.
	Практическое задание
	Отчет
	Контрольные вопросы


	Практическая работа 11. Составление инструкции по обработке и хранению конфиденциальных документов
	Цель работы составление алгоритма для работы с конфиденциальной информацией.

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 12. Определение коэффициента важности, полноты, адекватности, релевантности, толерантности информации
	Цель работы: работа в тестовой программе (Aida или CPU-z); основные настройки базовой системы ввода вывода.
	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы


	Практическая работа 13. Оценка безопасности информации на объектах ее обработки
	Цель работы ознакомиться с проблемами реализации политик безопасности в компьютерных системах.

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 14. Классификация автоматизированных систем обработки информации по классу защиты информации
	Цель работы закрепление знаний основного понятийного аппарата, применяемого в области защиты информации, формирование навыка работы с нормативными документами по исследуемому вопросу.

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 15. Планирование, создание и изменение учетных записей пользователей.
	Теоретические основы
	Доверительные отношения
	Встроенные группы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 16. Создание и администрирование групп пользователей.
	Цель работы научиться создавать группы и изменять их области действия.

	Теоретические основы
	Практическое задание.
	Задание 2. Вложенные группы
	Отчет
	Контрольные вопросы

	Практическая работа 17. Планирование и установка разрешений NTFS для файлов, папок отдельным пользователям и группам.
	Цель работы научиться использовать общие папки для предоставления доступа к сетевым ресурсам

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Теоретические основы
	Множественные разрешения NTFS
	Установка разрешений NTFS и особых разрешений
	Назначение или запрещение особых разрешений
	Практическая работа.
	Отчет
	Контрольные вопросы

	Практическая работа 19. Изменение параметров учетных записей пользователей.
	Цель работы: освоение средств администратора операционной системы MS Windows.

	Теоретические основы
	Задания для выполнения
	Отчет
	Контрольные вопросы

	Практическая работа 20. Настройка политики учетных записей.
	Цель работы: настроить политику учётных записей и минимальную длину пароля для пользователя.

	Теоретические основы
	Настройка политики блокировки учетных записей
	Настройка параметров безопасности
	2. Очистка страничного файла виртуальной памяти при выключении системы.
	3. Регулирование нажатия клавиш CTRL+ALT+DEL для входа в систему
	Практическая часть:
	Задание 1: настройка минимальной длины пароля
	Задание 2: проверьте, изменилась ли минимальная длина пароля
	Задание 3: Настройте отдельные параметры политики учетных записей, а затем проверьте правильность настройки.
	Задание 4: убедитесь, что новые параметры политики учетных записей работают
	Задание 5: Настройте параметры политики блокировки учетных записей и убедитесь, что изменения вступили в силу.
	Задание 6: проверьте вступление в силу новых параметров политики блокировки учетных записей
	Задание 7: настройте и проверьте параметры безопасности
	Отчет
	Контрольные вопросы

	Практическая работа 21. Настройка параметров безопасности операционных систем.
	Цель работы установить в BIOS Setup параметры, обеспечивающие безопасность системы.

	Теоретические основы
	Практическое задание
	Отчет
	Контрольные вопросы

	Практическая работа 22. Настройка параметров безопасности Windows.
	Цель работы: Ознакомиться с механизмами аутентификации и идентификации, локальными политиками безопасности, встроенными в ОС Windows XP.

	Теоретические основы
	Алгоритм выполнения работы:
	Задания для самостоятельной работы:
	Отчет
	Контрольные вопросы

	Ход выполнения работы:
	Отчет
	Контрольные вопросы
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