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BBEJIEHHUE

B MeTOAMUYECKHX YKa3aHHSIX COMEPKATCI MaTepHallbl, HEOOXOIHUMBIE JJIS CAMOCTOSTEIBH O
IIOATOTOBKH CTYZIEHTOB K BBIIIOIIHEHHIO TabopaTOpHEIX paboT. B ormicaHme paboT BKIFOYEHE IIETTH
paboThEI, IIOPSHAOK €€ BBHIIIOIMHEHHS, PAaCCMOTPEHBl TEOPETHUYECKHE BOIIPOCHI, CBS3aHHBIE C
pearni3alHe IMOCTaBIIEHHBIX 3a0a4, IIPHBEeHA HEOOXOMMMAS JIHTEPaTYPA.

MeTtomyeckie ykazaHHS IIOCBSIIEHBI Kypcy «3amura HH(GOPMAIlHH B CHCTEMax
OECIIPOBOIHOM CBSI3HD).

[IpaKTHKYM ITOCTPOEH Ha IPHHIUIIE ITOCIIEAOBATEIIFPHOIO H3YUEHHS O0BEKTa HCCIIEI0BAHHS
C Pa3BHTHEM H 3aKPEINIEHHEM 3HAHIHI H HABBIKOB PaOOTHI.

Pesynmbratel paloOTHI IIPeACTABIIIIOTCS, KaK IIpaBHIO, B BHAe (ailoB, QopMaT H
HAaHMeHOBaHHEe KOTOPBIX ONpeeliseTcs TpeOOBaHHIMH 110 O() OpMIIEHHIO.

Kaxmasg pabora 3aKkaHUMBAETCS KOHTPOIBHBIMH BOITPOCAMH, ITO3BOILSIOINMMH ITPOBECTH
CaMOKOHTPOJIb M VKPEITHTE TEOPETHYECKIE 3HAHNS U IPAKTHYECKIE HABBIKI.

CoctaB M oO(]opMIeHHEe IIPOeKTa IPHBOAHUTICSA B COOTBETCTBHE C JEHCTBYIOIIHMH Ha
CETOMHAIIHHI JIeHbh HOPMAaMH H TPpeOOBaHHSIMH I'OCYJAaPCTBEHHBIX CTaHAAapTOB PD.

1. 1 EJIb 1 3AJIAYH U3YUEHNA IUCIHHUILIJINHBI

[[empr0 OCBOEHHS MHCIIHIDIHMHBEI SBIISeTCA (popmrpoBaHHe HaOopa OOMIEKYIBTYPHBIX H
Ipope CCHOHAILHBIX KOMIIETeHIHH OyayInero OaxanaBpa 110 HalpaBiIeHHEO IToaAroToBkH 10.03.01.

3ajlayaMH OCBOSHHS JHCI[HIUIHMHEI SBJLITIOTCS: (DOPMHpPOBaHHE 0a30BBIX ITOHSATHIL B 00IacTH
HH(OPMAIHOHHOH Oe30IMacHOCTH M  3aIllUThl  HH(OpPMAITHH, OCO3HaHHE MecTa H POIH
HH(OPMAITHOHHOH Oe30IMacCHOCTH B CHCTeMe HaI[HOHAIIbHOH Oe3omacHocTH P@D M BheIpaOOTKa
IIePBOHAYATIBHBIX ITPAKTHYECKHX HABBIKOB I10 3aII[HTe JOKYMEHTOB Ha IIEPCOHAIEBHOM KOMITBIOTEPE.

2. ObOPY/IOBAHUE U MATEPHAJIBI

ArmiapaTHbIe CPEICTBA: IIePCOHAIFHBIH KOMITBIOTED.

[Tporpanmmusie cpeactBa: OC MS Windows, MS Office.

YuyeOGHBIH Kinacc ocHameH IBM-COBMECTHMMBIMH KOMIIBIOTEPpAMH, OOBeIHHEHHBIMH B
JTOKAIIBHYIO CETh. JIOKAMbHAS ceTh yUeOHOI 0 Kllacca MMEET ITOCTOSHHBIN JOCTVYII K ceTH Internet 1mo
BBIJICTIEHHOH JIMHHH. J[115 ITpoBeAeHHS 1adopaTopHBIX padoT HeobOxoaumo 10 T1K.

3. YKA3AHHA 110 TEXHHUKE BE3OITACHOCTH

[lepex HavamoMm palOoTel clIeAyeT YOeZUThCA B HCIIPABHOCTH 3JIEKTPOIPOBOIKH,
BBIKIIFOYATEJIEH, IITEIICEIbHBIX PO3ETOK, IIPH ITOMOIIH KOTOPEIX 000pYIOBAaHHE BKIIFOYAETCSI B CETh,
HAJIMYHH 3a3eMIEHH S KOMITbFOTEPa, ero padoTOCIIOCOOHOCTH.

JI71sT CHHKEHH S HITH ITpeJOTBPAINEHIS BIHSHIS OITACHBIX H BPEIHBIX (DAKTOPOB HEOOXOIHMO
cOOJIIONIaTh CaHHTAapHBIE IIPaBIIa H HOPMBbI, THTHEHHYECKHe TpeOOBaHHSA K IIepCOHAIbHEIM
BIIEKTPOHHO-BBIYHCIIHT €JIbHEIM MaIllHHAM.

Bo n30ekaHHe IMOBpeKIEHHS H30ISIHH ITPOBOOB H BOSHHKHOBEHHS KOPOTKHX 3aMbIKaHHI
HE pa3pellaeTcs. BeIaTh 4YTO-THOO Ha IIPOBOJA, 3aKpallMBaTh M OEIHTh IIHYPHL H IIPOBOJA,
3aKJIaIbIBATh IIPOBOJA H IIHYPHI 3a Ia30BbIe H BOJOIIPOBOJHBIE TPYOHI, 3a 0aTapeH OTOIHTEIBLHOH
CHCTEMBI, BBIJEPrHBaTh INTENCEIbHYKD BIIKY H3 PO3ETKH 3a IINHYP, YCHJIHE JOIDKHO OBITh
IIPIJIOKEHO K KOPITYCY BHJIKH.

JIIIsT HCKIFOYeHHS TIOpa’kKeHHS SIeKTPHYECKHM TOKOM 3allpelaeTCs 4YacTO BKIKOYATh H
BBEIKITFOYATh KOMIThIOTEp 0e3 HeOOXOMHMOCTH, ITPHKacaThCI K 3KPaHy H K TEUIBHOH CTOPOHE OIOKOB
KOMITbIOTEPa, PaboTaTh Ha CPeICTBAX BRIYHCIINTEIbHOH TEXHHKH H IepH(pepHITHOM 000PYIOBAHHH

[OKYMEHT NOAMUCAH BIYHCIIMTEIbHOH TEeXHHKH H IIepH(QEepHIHOM
o 3 EKTPORORTORMCRIO, | .13t KOpISh, MAPYINEHIR SO TPOBOROS,
> TIPH3HAKaMH 3JIEKTPHYECKOI0 HAIIPsKEHHS Ha
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3arpelaeTcs oA HaIIpsDKeHHEM OUYHINATh OT ITBIIH H 3aTr PSI3HEHHS 3JIEKTPO000OPYI0BaHHE.

Bo m30exaHie mopakeHHS SIeKTPHUYESCKHM TOKOM, ITPH ITOIIb30BAHHH AIIeKTPOIIPHOOpaMH
Hellb3d  KacaTbCd  OJHOBPEMEHHO  KaKMX-JIHOO  TpyOOIIpoBOAOB, Oarapeil  OTOIUIEHHS,
MeTaJUTHye CKHX KOHCTPYKI[HI, COeqUHEHHBIX C 3eMIIEH.

Ilocne oxoHYaHHS PadOTEI HEOOXOAHMO OOECTOUYHTHL BCE CPEACTBA BBIYHCIHTEIILHOH
TeXHHKH H IepH(epHiiHOe o0opyIoBaHHe. B ciIyyae HeNpephIBHOIO Yy4yeOHOIO IIpoIecca
HeoOXOJHMO OCTaBHTh BKIIFOUEHHBIMH TOIIBLKO HEOOXOAHMOE 000PYIOBaHHE.

4. COAEPKAHUE JIABOPATOPHBIX PALOT

JlabopaTtopHas padora Nel. IIpoBepka Ha ysa3BuMocTh OpenSSL ceTeBbIX YCTPOHCTB €
nomMombio ScanNow UPn

Ileab padoTbl: HayUYHTHCS IIPOBEPSTh KAadeCTBO IIPOIIMBKH H aJeKBAaTHOCTh HACTPOEK
CETEBBIX YCTPOHCTB ¢ IMOMOIIBI ScanNow UPn.

Teopernueckasi 4acThb

OpenSSL — »53To kpHIrrorpapHueckHii HHCTPYMEHTApPHI, pPealH3VIOINHH CeTeBbIe
nmporokonbl Secure Sockets Layer (SSL v2/v3) m Transport Layer Security (TLS vl) m
COOTBETCTBYIOMIHE HM CTAaHaPThI KPHITTOr PahHH.

[Iporpamma openssl — 3T0 HHCTPYMEHT KOMaHIHOH CTPOKH JUIS HCIIOJIb30BaHM
Pa3IHYHBIX KPHITTOr papHUeCKHX (PYHKIMI KpHITTorpadideckoil 6uomHoTekH OpenSSL B KOHCOIIH.
OCHOBHBI BOZMOKHOCTH:

 (Co3gaHHe M YIIPABIEHHE 3aKPHITEIMH KITFOUAMH, OTKPBITEIMH KITFOUaMH H ITapaMeTPaMH.
 Kpmmrorpadmyeckie onepaiii ¢ OTKPBITHIM KITFOYOM

« Cosganne ceptHdukaToB X.509, CSR u CRL

e Pacuér gammgxecToB cooOIIeHITT

e [ITndgpoBanHie H JeNHpPOBaAHHE C IIOMOIIBIO IH(POB

 Kimenrckue u cepBepHBIe TecThl SSL/TLS

« (O0OpadoTKa IMONTHCAaHHOHN HIIH 3alH(ppoBaHHOH MTouTel S/MIME

e  3aIIpOCEHI OTMETOK BPEMEHH, T'eHEPALS H IIPOBEPKa

Kak padoraror SSL ceprudpHKaTHI

CreHepupoBaHHble B OpenSSL KIIOUH MOI'YT HCIIOJIB30BAThCS IS IMHQPOBAHHI
Pa3IIHYHBIX JaHHBIX, HO caMOe ITOIMYISpHOe HCIoIb30BaHHe — ImHdppoBaHue B HT'TPS mpoTtokorte,
IJI€ HCIIOJIB3YeTCSI AacCHMETPHYHOE IMH(POBaHHE, 5TO O3HAYaeT, YTO IS IIH(POBAHHSA
HCITONIB3YETCS OJHH KIIFOY, a JJI pacHmH(pOBKH — BTOPOH KIIFOY. OTH KIIFOYH Ha3bIBAKOTCS:

* IIPUBATHBIN KIIFOY
 ITyOIHYHBIH KIIFOY

KaK MOXHO ITOHATh U3 Ha3BaHMS, IIYOIIMYHBIN KIIFOY He SBIISIETCS CEKPETHRIM. OH CBOOOIHO
PacIpoOCTpaHsIeTCSI H HCIOIL3YETCS I IM(QPOBAHHS JAaHHBIX, KOTOPhIE MOKHO pacHIM(pPOBaTh
TOJIBPKO IIPHBATHBIM KITFOUOM.

[TyOnMIYHBI M IIPHBATHEIH KIIFOY TeHEPHPYIOTCS BMECTH H KPHITTOIPa(pHUeCKH CBSI3aHbI.

Eimné maHHasg rapa KIHOYed MOXKET HCIIONB30BATHCS IS ITOAIMMCH JAaHHBIX H ITPOBEPKH
IIOMITHCH. 3Ta IOAIMCEH TMOATBEPKIAET TO, YTO JAHHBIE YIOCTOBEPEHHI BIAAEIBIEM IIPHBATHOL O
KIIfOua M B IIOCIIEACTBHH 3TH JaHHbIE HE OBUIM H3MEHEHBI. [IOAIMHCEIBAIOTCS JAaHHBIE ITPHBATHBIM
KITFOUOM (KOTOpBIE HMeET OJHO ONpeJlelIEHHOEe JIMI[0), a IMPOBEPHTh ITOAIINCH MOKHO ITYOIHUHBIM
KITFOUOM, KOTOPBIH MOXKET ITOIIYUHTE KaKJIBIH.

CepTthHI{aT 110 CYTH, 3TO Hyﬁm[t{}mm KIIFOY, a TaKKe HH()OpPMAIHS O JOMeHe H JApyTras

,ELDKYMEHT NOAMMCAH T “TPOHHOH TOJITTHCHIO.
ANEKTPOHHOW MOAMMCLIO IKaTa BBITJISUINT TaK:
CepTidmkat: 1-12000002A633E3D113AD425FB50002000002A6

BaTHBIN U ITYOIMYHBIT KITFOY.
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2. IlyOnuyHBIH KIXOY BMECTE C JIPYyroH HH(pOpMalHeH IS ITOAIHMCH (HaIIpHMEpP, Ha3BaHIE
JOMEHHOIO MMeHH) YITAKOBBIBAeTCSA B (paiil B crelHalbHOM (opmare. OH Ha3bBacTCI —
Certificate Sigmng Request (CSR), To ecTh «3ampoca Ha IOITHCh CEPTH(PHKATAY.

3. JlanHs1i 3anpoc Ha nomimch (CSR) ornpaBinsgerca B LeHTp Ceprudukarm (CA), KOTOPEIH,
HCIIONIB3YS CBOH IIPHBATHBIN KOPHEBOH KIIIOU, CO3MAET IIOAIIHCH IS STHX JAaHHBIX H BCE 3TO
YIIAaKOBBEIBAETCS B JIPYTOH CIIEI[HAILHBIH (DaiiiI, Ha3bIBac MBI cepTH(HKAT.

B pesynabTaTe momy4daeTcs cepTH(HKAT CO CIeTYIOIHMH CBOMCTBAMH:

1. OH MOeT 3ammH(poBaTh JaHHBIE (B HEM ecTh ITYOIHMYHBIH KIIOY), KOTOPhIE CITOCOOEH
pacHmH(]poBaTh TOIHKO IIPHBATHBIH KIIFOY COCTABIISIOIIHIL ITapy 3TOMY CepTH(PHKATY

2. CeprudHukaT MOXKeT OBITh IIPOBEPeH Ha IIOUIHHHOCTh (Y HEro €CTh IH(POBas IOIIIHCE) C
roMoInpio cepTHgukara LleHTp CeprHdnkaipii (CA), KOTOPBIH €ro co3/all
[Tpn IOAKIFOYEHHH K CaiTy IIOJIb30BATENH ITONYYAKOT CBOKO KOIHIO CepPTH(PHKATa 3TOrO

caiita, H Opay3ep aBTOMaTHYeCKH ITPOBEpSeT €€ II0 JOBEPEHHBIM KOPHEBBIM CEPTH(PHKATaM,
KOTOPEIE COLEPKATHCS B OIEPAIIHOHHON CHCTEME WM XpaHITCS B BeO Opaysepe.

[Tocne aToro Opaysep IMQpPyeT ¢ ITOMOIIBIO CEPTH(PHKATa caiTa JaHHBIE H OTIIPABIISET HX
Ha CepBep, 3TH JaHHbIe MOXKET pacImH(poBaTh TOIBKO BiIajellel] ITPHBAaTHOIO KIIIOYa, TO €CTh
cepBep. Taxkum o0pa3oM IIPOHCXOAHUT COITIACOBAHHE KIIFOYA, HCIIOIB3YEMOIO JIA ITOCIIEAYIOIIETO
IIH() pOBaHHAL.

Kak renepuposarth ceprupukarsl B OpenSSL

Ha camoM fene, MpHBaTHEIN KIIFOY BeO-cepBepa H IMPHBATHBIHN KTtod [{eHTp CepTH(HKAIIH
(CA) 110 cBOeH NMpHpoJe HHYeM He OTIHYAIOTCS — OHHM T'eHePHPYIOTCSA OJHOI M TOI K& KOMaHJIOI.
Ho Ilenrp CepruduxaimpHn (CA) HMeeT ocoOBII ¢cTaTyC IMTOCTONBKY:

1. Ero npHBaTHBIH KIFOY HCITONIb3YETCS JJISI ITOMIIHCH CepTH(HKATOBR (IT03TOMY OH Ha3EIBAETCS
KOPHEBBIM, XOTS B (PH3HYECKOM CMEBICIIE HE OTJINYAETCS OT IIPHBATHOI'O KIIFOYA CepBepa)

2. Ero myOmmuHBIH KXOY (CepTH(HKAT) A00aBlIeH Ha KOMIIBIOTEPHI BCEX ITONIL30BaTElIEH B
KauyeCTBe JOBEPEHHOTO

3. Iludporas momimce B ceprHdHKaTe He IIpeJHa3HaYeHa IS ITPOBEPKH TPeTheH CTOPOHOM,
IIOCKOIBKY  CepTH(HKAT SBISIETCA  CAaMOITOAIIMCAHHBIM. EJHHCTBEHHOE  OTIIHYHE
caMornoImcaHHoro ceprugukara u3 IleHrp Ceprudukaipm (CA) OT TOro, KOTOPBIH BBI
MOKETE CIE€HEPHpOBAaTh CaMH, B TOM, YTO OH Y BaCc pPa3sMeIlEH CpPelH JOBEPEHHBIX (B
OIEPAI[HOHHON CHCTeMe HIH B Opayszepe). BBl MoXeTe caMOCTOSTEIBRHO CO3TAaHHBIH
CaMOITOAIIHCAHHBIN CepPTH(PHKAT Pa3sMECTHTh CPEIH JOBEPEHHBIX, H OH OYAEeT HMETh TOYHO
TaKyIO JKe CHIY KaK H KOpHeBoH cepTH(]HKaAT H3 LleHTp CeprHdukarmn (CA)

BepHEMCA K Ipoleaype IIOMINCH, a (paKTHYECKH CO3JaHHSI cepTH(]HKaTa cepBepa —
CO3[aBa€MEBI CEPTH(HKAT JOIDKEH OBITh KPHIITOIPaHUECKH CBS3aH C IIPHBATHBIM KIIFOUOM
cepBepa. Ho IpHBaTHEIH KIIOY JOIKEH OBITh H3BECTEH HCKIIFOYHTEILHO €r0 BIAJENbIly (CEPBEPY).
BEIXOZOM H3 JaHHOH CHTYallHH SBJISETCS HCIIONB30BAHHSA yxKe yromsHyroro Certificate Signing
Request (CSR), To ecTp «3aIpoca Ha ITOAIMNCH cepTH(HKaTa». To ecTh LleHTpy CepTH(]HKAIHH
IepegachETCS MyOIIMUHBIN KIOY M Ha3BaHHE JOMEHA, HO IIPHBATHBIH KIIFOYU OCTAETCS B TaHHE.
HMIMEHHO B 3TOM CMBICI CYINECTBOBAHH S CSKR.

B y4yeOHBIX I[ENISX BBl MOJMKETE CO37[aTh CBOM KOPHEBBIE KIIHOYHM M Jake CBOH «l[eHTp
Ceprudukaimn (CA)». 3areM co3maguM ITapy IIPHBAaTHBIH H ITyOIHYHBIH KIIFOY cepBepa.
Hcronp3ys K04 cepBepa MBI CO3JaJHM 3ampoc Ha mofmmchk ceprH(ukaTa (CSR). IIpHBaTHBIM
KIrouoM CA MBI TOAIHINEM (CO3maqHM) CepTH(HKAT AL CEPBEpA.

Taxke MBI Hay4HMCS J0OaBIISITh CBOH KOPHEBOH cepTH(HKAT B JOBEPEHHBIE, ITIPOBEPATh H
VIIPABIISTh YK€ IMPHCYTCTBYIOIIHMH JOBEPEHHBIMH CEPTH(HKATAMH.

CerogHs poyTepsl — IIPHOPHTETHAS IIETIb CETEBBIX aTaK, ITO3BONISIOIIAS VKPACTh JeHBI'H H
HaHHBIE B OOXOJ JIOKAJIbHBIX CHCTEM 3allUThI. Kak caMOMy IIPOBEPHTH KAayeCTBO IIPOINMBKH H
aIeKBATHOCTh HACTPOeK. ScanNoOw — 3TO OeCIUIaTHBRIN HHCTPYMEHT, KOTOPEBIH ITO3BOIISET BaM

AOKYMEHT NOAINMCAH 1CTBA. M IIOMOraeT CHH3HTb DPHCK. CBS3AHHBII C
3NEKTPOHHOWM MNOANUCHIO | ’ PHEK,

Cepruthbirkar. - 12000002A633E3D113AD425FBS0002000002A6
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JITIs1 TIPOBEPKH HAIMYIS VSI3BHMOCTEH B CETSIX JJII YCTPOHCTB OVYIET MPUMHSITECS ScaniNow
— 9T0 OecCIUIaTHBIN TTOPTAaTHBHEBEIII HHCTPYMEHT, KOTOPBIH IIO3BOJISIET CKAaHHPOBATh ITPOTOKOII
Universal Plug and Play (UPnP) m mpoBepsarb, TOTOBBEI IH BalllH CeTeBhIe YCTPOHCTBa
IIPOTHBOCTOSTh VS3BHMOCTSAM IWIH HET. JTO OYEHBb ITPOCTOM MHCTPYMEHT, HO BBIITOIHSET OYEHD
CIIOKHVIO 3afady. YTWIHTY ScanNow ¢upmel Rapid7 MOXHO cKayaTh TIIO  CCBIJIKE:

https://www.sofipedia.com/get/Securnity/Secunty-Related/ScanNow-UPnP . shtml#download.
47, ScanNow

whEr B EE SRR

- [5)ScanNow

Vulnerability Scan Results ~

This report shows the results of a network scan for commaon vulnerabilities in Universal
FPlug and Play (UPnP) implementations.

Description

Scanhow UPnP will report 2 system as exploitable when one of the following vulnerabilities
are present.

Portable SDK for UPnP Devices unique_service name() Remote Code Execution

All versions ofthe Portable SDK for UPnP Devices (libupnp) before 1.6.18 are vulnerable to
multiple remote stack overflows inthe code that handles UPNP discovery requests. All
versions of the Intel SDK for UPnP Devices are affected by at least one of the following

vulnerabilities:
CYE-2012-5958 CVE-2012-5958 CWE-2012-5960 CVE-2012-5961

CVE-Z2012-5962 CVE-2012-59563 CWE-2012-5964 CVE-2012-5965

NEED TO GET UP TO SPEED

ON PENETRATION TESTING? DOWNEQADNONTCD

Download our whitepaper "What i1s Penetration Testing”

X o1 BbIIOJTHEHHA PadoThI

[lepex 3amyckoM CKaHHPOBAaHHS BaM HeOOXOAHMO 3apelrHCTPHPOBATh ITPOrPaMMHOE
o0eclieueHHE.

Ha camoM mepBoM 5KpaHe BaM HYKHO BBECTH JHAIIa30H CETEBBIX [P-aapecoB, KOTOPHIE BEI
XOTHTE CKaHHpOBaTh Ha IpeaMeT ycTpoHcTB UPnP. Ecnm BEI He ITIOHMMAaeTe IIar, BBl MOXKETE
IIPOCTO INENKHYTh Hauams ckauupoearite, I OH aBTOMAaTHYeCKH 3arpy3HT AHariazoH I[P Ha mepBoM
I1are.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudurkar: 12000002A633E3D113AD425FB50002000002A6
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Te RAFID?

Erkar i IP rangs of the nebwork you'd b 1o scan for UPnP deaces. To scan st ene machins, aniai
1he mame I sddiess m bobh felds.

[locrme Toro, xax CKaHHpPOBAaHHE HAYaloCh, IOAOKIHIE HEKOTOPOE BpPeMS, YTOOBI OHO
3aBEPINHIIOCh, OHO He 3aiMeT Oonee 2-3 MHHYT. ECIIH XOTHTE, BBl TaKkKe MOXKETe OCTAHOBHTH
CKaHHPOBaHHe MeXIYy HHMH. IIocie 3aBepIleHIS CKaHHPOBAHHS ITOSBHTCS BCIUIBIBAOIIIIT OTYET C
pe3yIbTaTaMi CKaHHPOBAaHH .

e RAPIDT

B o ldarifmd

i e e

ULNERABILITY MANAGEMENT? REGISTER NOW
[ Herpose Enbepenze Edibon

B oTyere OyAayT YIIOMHHATHCS YS3BHMOCTH, H OH OyjeT ImoMedeH Kak Exploitable. Ilocre
VIIOMHHAHHS BCEX BO3MOXKHBIX YSI3BHMOCTEH OTYET IOAXOAHT K KOHITY, Ije oToOpaxkaercsa O030p
PE3YIIbTATOB, ITOKA3BIBAFOIIHI HCIIONb3YeMBbIE H HAEeHTH(HIMPOBAHHBEIE YCTPOHCIBA B IIpelienax
IIPOCKaHHPOBAHHOIO JrarasoHa IP-agpecos.

AOKYMEHT MNOArNMCAH
QNEKTPOHHOW NMoArnncbio
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ON PEMETRATION TESTING?

Do hoad our wehite paper “Whal i3 Persedration Testing™

E a3 [ Emad

CoxXpaHHTe OT4YeT, YTOOBI HCIIOJIE30BaTh ITPeJNIOKEHHS JUIs oOecredeHHsS Oe30IMaCHOCTH
BAIIIET0 KOMITBIOTEPA H 3aIUTEI OT PHCKOB HCITONIb30BAaHHA. [IOMHHTE, YTO HHCTPYMEHT HE MOXKET
HCITPaBHTH MPOOIEMBI, ITOCKOIBKY OHH CBS3aHBI ¢ 000pyaoBaHHEM. OH MOKET TOIBKO ITPEIOKHTD
MpoHIaKTHYeCKHE MEPHL, YTOOBI H30eKaTh PHCKOB.

Japanme
J171s1 BEITIOJTHEHH S Ta0opaTOpHOH padoThl HeOOXOIHMO:
1) TIpoBecTH CKaHHPOBAHHE.
2) TlomyuuTp pe3yIbTaTaMH CKaHHPOBAHHL.
3) IlpemnoXHTh Mephl 3aIl[HTHI.
4) OQpOpMHTEL OTYET.
5) OTBeTHTHh Ha KOHTPOJIBHBIE BOITPOCHI.
6) CremaTh BEIBOJI.

KoHTpoO IbHBIE BONIPOCHI:
1. UYto Takoe OpenSSL?
J171s1 4ero HCIosb3yercs OpenSSL?

2
3. Kak paboraror SSL cepTH(]pHKATHI?
4. Kaxk reHepHpoBaTh cepTH(]pHKATH B OpenSSL?
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JladbopaTopHas padora Ne2. Konrpoas gocryna no MAC-aapecam yis 0ecripoBo/JHOI
ceTH Wi-Fi

Ilesb padoThL: HAYYHTHCS HACTPOHKe KOHTPOILI JocTyIa 1o MAC-agpecaM 1A
6ecrpoBogHOIT ceTH Wi-F1 Bepcrm OC NDMS 2.11 u Gomnee paHHIX.

Teopernueckasi 4acThb

Yro Ttakoe ¢yHxima ¢misTparma MAC-agpecoB B MapiipyTH3aTope. Ero MmccHs

- OFPAaHHYHTEL JOCTYII K CETH KOHKPETHOE YCTPOHCTBO IIH TIPYIIIa KOMIBIOTEPOB. Harprmep,
IPEITOIOKHUM, UTO Y HAC €CTh KOMITBIOTEDP, H MBI HEe XOTHM, YTOOBLI OH ITOAKIIIOYAIICS K JTOMAaIIHEH
cetH. Ham HykHO 3HaTh ero MAC-aapec H co3aTh QHIBTP Ha MapIIpyTH3aTOPE.
MmMente B BUAY, UTO Y HAC €CTh BCE OOJIBINE H OONBINE KOMITBFOTEPOB ITOAKIFOYAOTCS B MHTEPHET.
B 3TOM €CTh CBOH IPEMMYVIIECTBA, HO MOI'YT BOSHHKHYTE H IIpoOIIeMBI. B ImocieHeEM MBI MOKEM
Ha3BaTh BO3MOJKHBIE OIMMMOKH H3-3a CIHIIKOM OOJIBIIIOrO KOIMHYECTBA ITOAKIIFOUYEHHEIX YCTPOHCTB, a
TakkKe OOJIBINErO pHCKa JIIS O€30IMaCHOCTH.

OcoOeHHO BaM CIIEAVET ITOAYMATh O TOM, YTO HM3BECTHO KaK MHTEpHET BeIeH, KOTOPEBIE

IPENICTABIISIOT COOOH BCE JOMAIIHIE YCTPOICTBA, KOTOPBIE MBI ITOJAKIIFOUIIIN K CETH. MBI TOBOPHM,
HaAllpUMEP, O TeleBH30pax, poboTax-IbIIecocax, JaMIIOYKax, BHgoIUleepaX. Bce oOHH
MTOJKIIOYAIOTCSA 110 OeCIIPOBOAHOH ceTH (IIIH HEKOTOPBIE C IIOMOINBIO Kalels), H MBI MOKEM
CO3/1aBaTh pa3lIHyHbIe (DHILTPHI, Pa3pelIalolie HiTH 3aIIPelarolHe HX ITOAKITIOYeHHE.
Mg1 mornmu Opl co3zatk uibTpaiioo MAC-aapecoB B MapIIpyTH3aToOpe, YTOOBI OIpelelIeHHEIE
YCTPOHCTBA HEBO3MOKHO COEIMHHUTLCS, KOTJa MBI €ro axKTHBHpyeM. Harpumep, ecl Ml
coOHpaeMcsl HaXOAHTHCSA BAAM OT JOMA Ha JOITOe BpeMS H HE XOTHM, YTOOBI TEJIEBH30pD WM
KaKOe-TTHOO VYCTPOHCTBO ITOAKIIOYAIOCh K MAPIIPYTH3AaTOPY, 3TO MOJKET CO37aTh IIpodiemy
0e30ITaCHOCTH B CIIYYae ITOSBIEHHS VI3BHMOCTH.

Kax paOoraer ¢mmerpammsa MAC-agpecoB. CoBpeMeHHBIE MapHIPYTH3aTOPEl 4acTO
BKJIFOYAIOT 3TY BCTPOSHHYIO (DYHKIIO. MBI cMOXXeM co3aTh Kak Oelble, TaK M YepPHbIe CITHCKH B
3aBHCHMOCTH OT TOT'O, YTO MBI XOTHM. B 1epBoM ciryuae MbI OBl JOOABIIH YCTPOHCTBA B CITHCOK, H
BCce OHHM 0Oe3 mpolieM IOIy4YHIH OBl JOCTYII K CETH. BO BTOpOM ciyyae Bce HAOOOPOT: MBI
100aBIIsIEM YCTPOHCTBA, YTOOBI OHH HE MOIJIH ITOAKITFOYHTE CSL.

CnegopaTenbHO, QrumbTpannd MAC-aapecoB HMeeT ABOSKII ITOAX0A. EcIH Hac HHTepecyeT
TOJIBKO OIOKHPOBKA OIPEEIIEHHOTO YCTPONCTBA IIH HECKOJIBKIX, JIVUIIIE BCETO CO3JaTh YEPHBIH
CITCOK H BKIIOYHTh MX. C APYTOH CTOPOHBI, ECIIH MBI XOTHM 3a0JIOKHPOBATh BCE ITOAKITFOUEHIS H
paspeImTh TOIBKO KOMITLIOTEPEI, KOTOPBIM MBI JTOBEPSIEM, HAM IIPHAETCS CO34aTh OENbIH CITHCOK H
BKIIFOUHTH MX B HETO.

MapmpyTuzatop JAelraeT HASHTHQHIMPOBATh KaXJI0€ YCTPOHCTBO B COOTBETCTBHH C €0
MAC-agpecoM. Ecimm BB OOHApyKHTE, YTO 3TOT aApec €CTh B JIHOOOM CITICKE, KOTOPBIH MBI
CO3JAJIM, TOrJla BBl JOJKHBI JEHCTBOBATh. 3TOT aJpeC VHHKAIEH IS KaXIOH CETEBOH KapThl
yCcTporcTBa. Harmpumep, ImpocTele YMHBIE Yackl ¢ Wi-F1 OyayT HMeTh YHHKAIbHBIH MAC.

Co3gate ¢mibTpampro MAC Ha poyTepe H 3allpeTHTh IIOAKIIIOYEHHE OIpeJelIeHHbIX
YCTPOHCTB OYEHB ITPOCTOH IIPOIECC, XOTSI OH MOKET HE3HAYHUTEIILHO OTJIHYATHECS B 3aBHCHMOCTH
OT THIIAa HMEIOIIErOocsS YV Hac YCTpoHcTBa. Mbl yBHAMM OOIHEe IAarM, KOTOPBIE MBI JTOTDKHBI
IPEUTPHHAT JUIS CO3IaHHS CIIICKA.

[lepBOE, UTO HYKHO clienaTh, 3TO JIOCTYII K poyTepy. MBI MOKeM CIenaTh 3TO Yepes T3
110 YMOJMMAaHHIO, HO TaKXe€ BO MHOIHMX MOJIEISAX 5TO BO3MOXKHO H3 BaIllEr0 COOCTBEHHOIO
IPIIOKEHUS. ECIH MBI HCIIOIB3YEM IIUIFO3, MBI JOIKHBEI 3HATh, YTO 3TO Takoe. OOBIYHO 3TO
192.168.1.1, a 3aTeM BBOJUTE JAHHBIE, HO OHH MOI'YT OBITH Pa3HBIMH.

Hane s wonatienr » e BOHTH B  KOMAaHJHYIO  CTPOKY H

OOKYMEHT NoarimcCAH
SNEKTPOHHOW NOANMKUCHLIO M PO JaHHBIX, CPSIH KOTOPBIX €©CTh IINIIO3 IIO
Ceprudbmkar: - 112000002A633E30D 11 3AD4 25FB50002000002A6 6pa}f36p C COOTBETCTBYIOIHMH JAHHBIMH, H MBI
Bnapeneu,. llebayxoea TateAaHa AnekcaHapoBHa
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OKazaBIINCh BHYTPH, 3TO OVAET 3aBHCETh OT MapIIpyTH3aTOpa. HOpMAIBbHEIM SBIISIETCS TO, YTO MBI
TOIKHBI TTepedTH K Wi-F1 mn GecripoBogHOH ceTH H bezormacHocTs. Tam mossurcs omusas MAC
Filtering mmmn MAC Filter. MBI JOIDKHEI aKTHBHPOBATh €0 H IIPOBEPHTHL, XOTHM JIH MBI CO37aTh
CITHCOK, YTOOBI 3a0JIOKHPOBATh 3TH ajpeca HIIH pa3pellTh HX (OBl HIIH YEpPHBIH CITHCOK). BBI
IOIIJKHBI BBECTH COOTBETCTBVIOIHE MAC-aapeca.

Tom e ACCEST SoLumon
Wiralass LAN- MAC Filtar
Plairy e Rl vas B
Action Allow Associahon ¢
Adbvanc ed Setup
Pazswiord [:3
MAC Address

LAM

1 00:00:00:00:00:00 2 (0:00:00:00:00:00

VHAN 3| 00:00:00:00:00:00 4 | |00:00:00:00:00:00
MNAT

Securt 5 00:00:00:00:00:00 6 00:00:0000:00:00

sy

Drvnarrac DME T 0000 00:00:00:00 8 Q0 00:00:00:00:00

Time And Dale
9 00:00:00:00:00:00 10 O0:00:00:00:00:00

Remote Management

JlerictBHTENBHO T (pruibTpalpd MAC 3anpmaer Hac? 3TOT MOMEHT, HECOMHEHHO, OYEHb
BaXeH H TpeOyeT IMOoAPOOHOr 0 pasbACHEHH . MBI MOKEM pacCMaTPHBATh 3TO KaK JOIMOIHHT EJIEHEIH
Oapbep 0e30MacHOCTH JJIS Mapoisd. B KakoM-TO CMBICTIE 3TO TaK, HO 3TO He 3(pdeKTHBHO. EcimH 310
HEOIILITHRIH IT0JIb30BATENb, KOTOPBIH IIPOCTO 3HAET, KAaKOH Y HAC IIapOIlb, H3-3a KaKOH-TO OIIMOKH,
HAITpHUMEP, KOTra OH BHJEJI IIApOib IO MapIIpPyTH3aTOPOM, 3TOr0 MOKET OBITh JOCTAaTOYHO, H OH
HE MOKET BOHTH.

Tereph, €CIIM 3TO OIBITHBEIH ITIOJIF30BaTelb, KOTOPOMY VAAJIOCh B3IIOMATh HaIll ITapOIb
goctyrma kK Wi-Fi, Hammume wm  orcyTcTBHe QmibTpaid MAC-agpecoB He IIPHHeECET
3IIOYMBINDIEHHHKY OONIBINEro, YeM ITOTepsI HECKOIBKHX CeKyHJ. OT0 Hea((peKTHBHAS Mepa H He
OyzeT ImpoOIeMOH U1 YeIIOBEKa, 00J1aJarOIIETO COOTBETCTBYIOIIMMH 3HAHHSMH.

DTO Tak, IOTOMY YTO MOXKHO KIIOHHpoBaTh M AC-aapec KOMIbIOTEPa, KOTOPBIH ITOJKITIOUEH
K 3T0it cetn Wi-F1, u, Takum oOpa3zoM, HMeTh BO3MOJKHOCTh ITOAKITIOYAThCSI Oe3 OrpaHHYeHHI.
Beito OBl mpocTO HeOOXOJHMO HCITOIIB30BAaTh CeTeBOH CHH(pdep I 3axBaTa ITAKETOB H
OIIPedeIeHHS MECTOITONIOKEHHS ITOAKIIFOUYEHHBIX KIIHEHTOB 1 ImoinyuyeHnsI MAC.

(maTnRATATLTN  MAWHN  CFARATLE  UTN mIIJILTpaI_[I[H MAC-Ha caMoOM [elIe Hac He
OOKYMEHT NognnucAH

SNEKTPOHHOW NOANMUCHIO [ OIIPCACIICHHBIX GﬁCTGHI‘EJILCTEElX, HAaITPHMCD,
Ceptudnkat:  12000002A633E3D113AD425FB50002000002A6 'TCI K CEeTH WIH He co3laeT Oaz’0BBIH 5Elpbep:,
Bnageneu; LWebayxosa TatkAaHa AnekcaHapoBHa JIKITIOUHTBCS.
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OngHako omnprpams MAC-agpecoB - 53T0 (QYHKIHSI, KOTOPYIO MBI BCIPETHM B
OONBIIMMHCTBE MapIIPyTH3aTOPOB Ha PHIHKe. JIHOO Yepes INII03 IO YMOMYAHMIO H JOCTYIT H3
Opaysepa, THOO Yepe3 MOOHWIBHOE IIPIIOKEHHE, MBI CMOXKEM JIETKO CO31aTh OENBIH WIH YEPHBIH
crricoK. KOHe4YHO, eci MBI CTpeMHMCS K MAaKCHMAJIBHOH O€30ITaCHOCTH, MBI COBETYEM
COCPENOTOYHTh HAIllH YCHJINSI Ha CO3JIaHHH HaJeKHOIo M Oe3oImacHoro xmova Wi-Fi, a Takxke Ha
TeKYILEM IIH(POBaHHH.

Xoa padoThI

HMurepHer-LieHTp Keenetic MO3BOISET YIIPABIIATh JOCTYIIOM K OECIIPOBOJHOH CETH KaKIOro
CETMEHTA ITYTEM CO3JaHMA CITHCcKa JocTymna 1mo MAC-aapecaM KIHEHTOB. MOXHO co31aTh "besbiin”
WK "YepHeri" cmHcoOK gocTyna. "YepHBIH CITHCOK" — OIOKHpYeT OecIIpOBOJHBIE KIIHEHTHI II0
CITHCKY. "BelbIH CIHCOK" — OIOKHPYET JOCTYIIL IS BCEX KIIHEHTOR, HE BXOISIIHX B CITHCOK.

CIHMCKH JIOCTyIla B CerMeHT He SBIIOTcS 3aMeHOH WPA2-ayTeHTH(HKAIHH B
OECITPOBOIHOM CETH ITIO IMAPOII0, PEKOMEHIYETCS HCIIOIB30BaTh X COBMECTHO.

Hactpoures crmickm gocryma misg ceten 2,4 m 5 'l MOXHO Ha cTpaHHile "KOHTPOIb
moctyrma Wi-F1". Crmickn  jgoctyma 1mo MAC-agpecaM HacTpaHBalOTCSd Ha CerMeHTax H
PacIIPOCTPAHSIOTCS Ha HHTEP(EHCH TOYeK JOCTYIIA, BKIIFOUEHHBIE B CETMeHT. TakHM 00pa3oM, BaM
HE HYKHO OYJIeT IIPOITHCHIBATh HOBOE YCTPOHCTBO B JBYX MecTaxX Ha TOUKax mocryma 2.4 u 5 Il a
IIPH PacIIHpPEeHHH CETH ITPH ITOMOIIH JOIOJHHTENIbHBIX Keenetic B pexime "Touka mocTyma" HWiIH
"YCWINTENR ", ellle M Ha 3THX YCTPOoHCcTBaX. JlocTaTOuHO OYAET IMPOITHCATh HOBOE YVCTPOHCTBO OJIMH
pa3 B cerMeHTe " J|OMaIIH g CETh" .

[To yMomIaHHIO KOHTPOIL JocTyna K ceTH Wi-F1 mo MAC-agpecaM B HHTepHET-1[EHTPe He
HCITOIIB3YETCH.

1. Ilepexy HavamoM HACTPOHKH CIIHMCKOB mocTyiia 1o MAC-aapecaM HYXKHO BBIITOIHHTH
PETHCTPALIIO COOTBETCTBYIOIIETO YCTPOHCTBA B JOMAIITHENH CETH. /IS 3TOro IOJKIIFOUYHTECE K BED-

KGH(I)HF ypPaTOPy HHTCPHET-LICHTPA H 3aHIHTE B MEHIO GMEIH.[HHH CETh > Y CTPOHCTBA.
Nomawmnnan ceTh

by mG 8 [apamerpet IP IGMP Proxy

CnUcoK YyCTPOMCTE AOMalUIHER CEeTH

Ecnn Bl XoTHTE JHPEH-H:TFIHFIDEETI: FETPDEETED B I.EIII:II".-'IELIJHEH CETH . LLIIEJ'H{HHTE H3a erg 3anMcH B CnMcee NodrnoYeHHBEX E-’ETFIIIIIHETE- F'EH-IETPELIIHH
NO3BONAET MAEHTMPUUMPOBATE YCTPOACTBO B CUCTEME NO CAENAHHOMY BAMKM ONWCAHWKD W NP HeobXo4MMOCTH Ha3HaYMTE eMY NOCTORHHLIA IP-
afpec.

wsad 192 168.1.33 00:a0:c5:30c4 4k

d

==

| JobaBuTE YCTPONCTRO |

Ha »sToM »KpaHe BBl YBHIHTE CIIHCOK ITOAKIFOYEHHBIX B JAHHBIH MOMEHT CETEBBIX
ycTpoHcIB (Kak 1o kabemo Ethemet, Tak u mo Wi-F1). IllenkHuTe MBOIKOH IO 3aITHCH HYKHOTO
yCTpoOiicTBa. B IosBHBIIEMCS OKHE PermcTpaiisa YCTpPOHCTBA B CETH PeKOMEHAYEM IIOCTaBHTh
rarouky B Ione Ilocrosuuerii IP-agpec, 4uToOB JaHHOMY CETEBOMY VYCTPOHCTBY HasHAYAIICSH
IIOCTOSHHBIN [P-azpec, a 3aTeM HaKMHTE KHOIIKY 3aperHCTPHPOBATh.

PervcrpauMna yCTpoWcTBa B CeTH

Onwcanne yocrpoRcTea: |Wsgd
MAC-aapec:

MocTroAndbm IP-agpec: #

ID mnmne- 103 1ER 1 33
AOKYMEHT NoanmncAH —
ANEKTPOHHOW MNOANUCHIO :a'nztg YA anUTE pPericToaLiio | | OITIMEHS |
Ceptudpukar: 12000002A633E3D113AD425FB50002000002A6
Bnapeneu: LeBayxoea TateAHa AnekcaHapoBHa

> n00aBHUTH YCTPONCTBO B CIIHNCOK YCTPOHCTB
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KHOIIKY /lo0aBHTh VYCTPOHCTBO B MeHIO JIOMalHASI CEeTh > YCTPOHCIBA H CaMOCTOSTEIBLHO
3aIIOJIHHUTE IO B OKHEe Perncrpalisa yCTpoicTBa B CETH.

2. Ilocne perucrpaiiil YCTPOHCTBA B JOMAIIHEH CETH MOXKHO IIEPENTH K CO3JaHHIO CITHCKOB
nocryna. llpum cosgamrm "bemoro crmicka" Ha BKIagke "JloMmammmHasg ceTs” B IIole "PexuM
OIMOKHMpPOBKH" BBEIOepHTE 3HauyeHHe '"bemsinm crmicok". Ilpm BraIroueHnn "bemoro crmcka”
ABTOMATHYECKH BBIOHMPAIOTCS BCE YCTPONCTBA, 3apPETHCTPHPOBAHHBIE B HHTEPHET-LEHTPE. BEI
MOJKETE BPYUHVIO BEIOpATh VCTPOHCTBA, OTMETHB HX B cItHcKe. Haxavure "CoXpaHHUTE" .

[lomalHAA ceTb [ocTreBas ceTb

Pexcim BNoKMpoBKM Benblit cnucok A
BeikntoyeHo
bBenbii cnMCcokK v . _
O E _HATE BbIOOP CO BCEX
‘ EOPETE R Yepbii cncok yCTPOWCTB i

Mma ycTpolcTea MAC-appec BriSpaTh
android-ig440 bec:fSacd3clb2
MEIZU-ME 14:16:9e:01:ba:f3
Notebook 18:cf:5e2d:54:ed
PC ac:9=2:17:4e32:0e
SmartTV ac:fe:deb5:55:5f
ws173-15 00:13:d4:a0:d1:8a

[Ipu coszmanmm "YepHOro crimcka" HYKHO BPYYHVIO BBIOpaTh YCTPOMCTBA, OTMETHB HX B
crcke. Haxavmre "CoXpaHHTh" .

JloMallHAA ceThb [ ocTeBasd ceThb
Pextim ONoKHpoBKK YepHeln CNMCoK v
‘ BLIGpaThL Boe YCTPOUCTEA ‘ ‘ CHATL BLIGOp CO BCEX YCTPOHCTE
Mma yeTpoicTea MAC-apgpec BelbpaTk
android-lg440 bcfSacd3d.clb2
MEIZU-M6 14:16:9e:01 ba:f3 _J
Notebook 18:cf:5e:2d:54 ed LJ
PC ac9e17:4e:32:0e L
SmartTV 5cf6:dc65:55:5f L
AJOKYMEHT NoarnncAH M)
3NEKTPOHHOW MNOANUCHIO ‘d4:a0:d7:8a —
Ceptucmkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: - le6syxosa TatbnHa AnexcaHgpoBHa HCKH JOCTYIIA I cerMeHTa "I ocTeBas ceTs" H

OYEKaX JOCTVIIA) HHTCPHET-1ICHT HKEEHEﬁG.
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3. IIpu ncnons3oBaHuH "benoro crmcka" M IIPH ITOAKITIOYEHHH HOBOI'O YCTPOHCTIBa o Wi-
F1 BpeMeHHO oTkmrounTe "Benbiii crmicok” - B momne "Pexxym OIOKHPOBKH" yCTaHOBHTE 3HaUcHHE
"BrikirouyeHo". 3areM Ha  crpa”Hmile  "CIHCOK  YCTPOHCTB"  BEL  YBHAHTE  HOBOE
HE3APETHCTPHPOBAHHOE YCTPOHCTBO. 3aAPETHCTPHPYHTE €0 M IIOTOM BHOBL BKIIFOUHTE "besbId
CITHCOK"', 10OaBHB HOBOE YCTPOHCTBO B 3TOT CIIHCOK.

4. Ecim mocne BKIFOYEHHS "benoro crmicka" repecTall ITOAKIIOYAThECS HHTEPHET-LIEHTP B
pexmMe "AparTep” WM "YCHWIHTEIR', oOpatHTech K crarbe: "lloyeMy JOIMOIHHTEIBHBIH
HHTEPHET-I[EHTP, paloTaronii B pexuMe Ajganrep/YCHIHTEIb He MOKET ITOJKIIOYHTBCI K
OCHOBHOH TOYKE JIOCTYIIA, IIOCJIE TOr'O KaK OH ObLII J00aBiIeH B benbli CItHCOoK?"

Haumnas ¢ epcrn KeeneticOS 2.13 u3MeHHIIach JTOIHKa CO3aHHA CITHCKOB JOCTYIIA.

Terneps OHHM cO3maroTCs Ha 0aze yKEe 3aperHCTPHPOBAHHBIX YCTPOMCTB M CIIHCOK JIOCTVIIA
IIPUBS3aH K CETMEHTY CETH, a paHee CIMCKH JOCTyIa OBUTH TIPHBS3aHBI K KOHKPETHOH TOYKE
mocryma. B Bepcusx 2.13+ HacTpolika HHIHBHAYaIbHBIX CITHCKOB Hcue3la H3 BeO-HHTepdeiica, HO
eClM OHM paHee ObpUIM  CO3MaHBl M BKIFOUEHBL, TO  IIPOJOIIKAIOT  padoTaTh.
Crmckn gocrtyna mo MAC-agpecaM, HaCTpOeHHBIE Ha TOYKaX JOCTyIIa B CTapoM BeO-HHTepQece,
JIEHCTBYIOT JO TeX IIOp, MoKa He BKIIIOYEH CIHCOK JOCTyIIa B HOBOM HHTepdeiice. UTOOBI
OTKIIFOUHMTh CTApPBIH CIICOK JOCTYIIa M HayaTh IIOJIB30BAaThCS HOBBIM, JOCTAaTOYHO BKIIFOUHTH
CIHCOK JocTyna Ha crpaHuile "KoHTpons mgocryma Wi-Fi". Ilocime aToro crapele criHCKH OyIyT
OTKITFOUYEHHI.

Ho MBI peKOMeHIyeM BBIKIIFOYHTL HHIHBHAVAIBHBIN CITHCOK JOCTYyIIa Ha TOYKe JocTyma 2.4 / 5
[T, B gampHeiIneM ITOIb3yHTeCch TOIbKO MeHIO "KoHTpoms mgoctyma Wi-F1" BeG-mHTepdeiica
IUUISL VITPaBJIEHHEM CIIMCKAaMH JOCTVIIA.

5. Hnurepdeiic xomaHmHoH cTpokH (CLI) mHTepHeT-lleHTpa. J[IsS TOHKOH HACTPOHKH
HHTEPHET-IIEHTPa TIPeJIYyCMOTPEH ITPO(eCcCHOHAIBLHEIH HHTep(enc KoMaHAHOH cTpokH (CLI —
Command Line Interface). J[1sa nogxmodyeHHSI K HHTepdelcy KOMaHIHOH CTPOKH HHTepPHEeT-IIEHTpa
HY>KHO HCITOIB30BaTh ceTeBol ImpoTokon TELNET/SSH.

6. Bxmrouenue cimyx0 Telnet w TFTP B Windows. Ilo ymMomyaHmio B OIepalHOHHOMH
cucteMe Windows Vista/7/8/10 He ycraHoBIeHBI KoMroHeHTHI "KitneHT Telnet" n "Kmment TFTP".
JI11s ycTaHOBKH JaHHBIX cioy’k0 3aigute B IlaHens yrpaBnenmsa > IIporpamme!r (IIporpamMmer H
KOMITOHEHTEI).

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCHIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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—— |5 CmeHa packnagen KNaenarypbl Mo
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[porpammael PAEHEHWE ASbIKE MHTEpdenca
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KOMITOHEHTOB Windows'".
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[TaHene ynpasneHmna - =
.-U.EPMEIUJH}I;FIPL—I'F]EIHHLIIE - [lporpamMmbl U KOMMOHEHTHI
h' Y¥aaneHWe Nporpammel
Cucrema 1 BesonacHoCTs '@ Bkntodenne wnw oTknmoMeHne komMnoHeHTos iV indows

[NpocmoTp ycTaHoBNEHHBX COHOBNEHHA ;-.I P
ELINOAHATE NporpamMmMel, CO34aHHbIE 4NA Npeabldyny sepcnid Windows
Y¥cTaHoBKA NporpamMmel

CeTe u MHTepHer

ObopyaoBaHne 1 2BYK

Mporpamme: .
PP [@ Hpurpammm no YyMoAYaHWHD

Y”ET"'"'EE'E'”“E"" i HacTpoika napameTpoB No yMONYaHW e 408 HOCUTENER WAKW YCTPORCTE
MoB=0RATENEN W CEMENRAA HasHaueHwe nporpammbl Ans oTEpbimia Gaiice 3toro Tuna
BEIONACHOCTH

3aagHKE NPOrPamMmM No YOIYaH N

Odopmnerne u

NEPCOHANNIaLNA Ej [aaxeTnl pabouero ctona
[NOKYMEHT __FID,EII'IHC?-[ i [s]@ ETOE Ha pabodKK cTon
SNEKTPOHHOW NOANMMUCBIO WHTepHere | Ypanenwue ragwetos
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

ageTos pabodere cTona, ycradosnenHee Windows
Bnapeneu: LWebayxopa TaTeAHa AnekcaHOpoBHa

HewncrenteneH: ¢ 20.08.2021 no 20.08.2022



B otkpriBmeMca okHe "KommoHeHThl Windows" oTMmeThTe KoMITOHeHTHI "KmineHTt Telnet"
w/mn "Kmment TFTP".

-1 Komnonentel Windows o || |
BnroueHwe MAK OTKAHUYEHWE KOMIOHEHTOB ﬂ
Windows

YTo bl BILNHOMMTE KOMMNOHEHT, yCTaHoBWTE erc gnaxok. YTobel
OTKAFOYNTE KOMMCOHEHT, CHUMUWUTE Ero hNawoK. JaTEHEHHEIN BNaxoK
O3IHAYAET, YTD KOMMOHEHT BEIHIYEH Y3CTHYHO,

Windows Search »
BHegpaemoe Beb-aagpo cnyxb IS

rpel

Knnent TFTF

KOMMOHEHTEI ANA FEE-IZITI:I C MYNBTHMCLNG

m

< <] 1< [l

4 DVD-crygua Windows
v Windows Media Center

-.l" MNpowrpeieatens Windows Media
4 1] I

QK ‘l CrmeHa ‘

Haxavmre xHonky OK M NMOJOKAHTE, ITOKAa OIlepaIfiOHHAS cHcTeMa Windows yCTaHOBHT
H 3aITyCTHT CIIYKOY.

3ammycTuTe npHIokeHHe "KomaHIHAs cTpoka" B OIepallHOHHOH cHcTeMe Windows (B

cucreMax Linux/Mac OS 3amycture "Tepmmman"). B YBHAHTE OKHO KOMAHJHOH CTPOKH
OIlePaIfHOHHOH CHCTEMEI KOMIIBIOTEPA.

ITo ymomuannto B uHTepHeT-lieHTpe Keenetic mpemycranHoriaeH IP-agpec 192.168.1.1. J{na

MOJKFOYEHNS K KOMAHIHOH CTPOKE HHTEPHET-1IEHTPA BBEAUTE KOMAHY:
telnet 192.168.1.1

H HaxmiTe Enter.

N KomaHaHaA CTpoK3 — [] X

Microsoft Windows [Version 18.8.17134.487]

(c) Kopnopauws Makkpocodt (Microsoft Corporation), 2018

2.168.1.1,

[Tocne 3Toro MoSBHTCS MPHITIAIIIEHHE BBECTH ITapolb JJIS BXOJa B HACTPOHKH HHTEPHET-
IIEHTpa.

YToOBI 3aIHTHTH CHCTEMY OT HECAHKI[HOHHPOBAHHOI'O JIOCTYIIa, O0S3aTelIbHO YCTaHOBHTE
MapojIb aJMHHHCTPAaTOpa HHTEPHET-IIEHTPA.

[locie yenelmHoH aBTOpH3alHH, BBl YBHANTE HHTep(elc koMaH HOH cTpokH (CLI):

OOKYMEHT NnoarnmncAH
SNEKTPOHHOW NOANMUCHIO

Ceptuchmkar: 12000002A633E3D113AD425FBS0002000002A6
Bnapeneu: le6ayxoea TateaHa AnekcaHgpoeHa
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EM Telnet 192.168.1.1 —

Keenetic 0S wversion 2.15.BE.8.8-2, copyright

Login: admin
Password:

THIS SOFTWHARE IS A SUBJECT OF KEEMETIC LIMITED END-USER LICENCE AGREEMEN

USING IT YOU AGREE ON TERMS AND CONDITIONS HEREOF. FOR MORE INFORMATION
PLEASE

(config)>

JIna ymoOHOro HCIIONB30BAaHHS HHTepdelica KOMaHIHOH CTPOKH poyTepa IIONIb3YHTECh
KTaBHIIei Tab. HammpuMmep, ecm B IMpHITIAIeHHH KOMaHIHOH CTPoKH (config)> HaKaTh KIaBHIITY
Tab, BeI yBHIHTE HAaOOp JOCTYITHBIX KOMaHJ[ TEKYIIEro YPOBHA. /I TOro 4ToOkI CeNIaTh IIPOIECC
BBOJla KOMaHJ] MaKCHMaJIbHO VYAOOHBIM, HHTepdelHC KOMAHJHOH CTPOKH HMeeT (PYHKI[HIO
ABTOJIOIIOJTHEHH ST KOMaH/ H ITapaMeTPOB, ITOACKAa3bIBasl IOJIb30BATENI0, KaKHe KOMAH Bl JOCTYITHBI

Ha TEKYIIEM YPOBHE BIOKEHHOCTH. ABTONOMOIHEHHE paboTaeT 1o KiraBHine [ Tab].
(config)> sys[Tab]

system - maintenance functions

(config)> system conf] Tab]

configuration - manage system configuration
(config)> system configuration save[Enter]
Core::ConfigurationSaver: Saving configuration...

T BeIXOa M3 HHTepdelica KoMaHTHOH cTpokH (CLI) HcImonb3yiiTe KOMaHIYy:
(config)> exit

B maTepdeiice komaHHOH cTpokH (CLI) HHTepHeT-1leHTpa JI9 BEIKIIFOUESHHS CITHCKa

noctyrna B ceTH 2.4 I'I'1[ BRIITOIMHUTE KOMAH b

interface WifiMasterO/AccessPoint0 mac access-list type none
system configuration save

JI1g BEIKIIFOUEHHS CITHCKA JTOCTYIIa B ceTH 5 I'T'I:
interface WifiMaster1/AccessPoint0 mac access-list type none

system configuration save

JazaHnue

Ha nabopaTopHOM 3aHATHH HEOOXOIHMO:
1) TTomvuuTh TOCTVIT K NOVTENV

NOKYMEHT noarnmcAaH
SNEKTPOHHOW MOANUCHIO
CepTudukar: 12000002A633E3D113AD425FB50002000002A6 Telnet" u "Kmneur TFTP".
Enapgeneu; LleBzyxoea TateaHa AnekcaHapoBHa 24 1“1“1[ H CeTH 5 1“1“1_[_
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0) OTBETHTH Ha KOHTPOJIbHEIE BOITPOCHI.
7) CrenaTh BEIBOI.

KoHTpoJIbHbIE BOIIPOCHL:
1. Yro Takoe MAC-(rIsTpalig MapIIpyTH3aTopa?
2. Kak pa6otaet pumprparpis MAC-aapecos?
3. IlepewncnuTe mark nmo co3ganinn MAC-pHIbTpa.
4. Ha ckompko apdexTnBHa prnbTpanug MAC?

Cnucok JIUTepaTypbl
IlepedeHb 0CHOBHOI JIMTEPATYPbI:

l. [HlepbakoB B.b., EpMakoB C.A. be3omacHOCTs OecImpoOBOAHEIX ceTel: cranmapt IEEE
802.11. — M: PagnoCodr, 2010, - 255 ¢., 44 mum.

IlepevyeHb JOMOJHHATEIBLHOH JIMTEPATYPDI:
1 CropatknH B.C. u ap. WIMAX — TexHomorusg OecIIpOBOJHOH CBSI3H: OCHOBHI TEOPHH ,

craHgapTel, mpuMeHeHHe / Ilox pex. Kpeinoa B.B. — CI16.: BXB-IIetepOypr, 2005. —368c.: HiL
2. CtomnmnHre, B. becripoBogHbIe THHHH CBSI3H H ceTH / B. Ctommnare. — M. : M3marensckiii 10M
«Bimbsmvy, 2003. — 640 c.
3. BnamunvmpoB, A.A. Wi-Qy: «GoeBple» IIPHEMBI B3JIOMa H 3all[HTHI OeCITPOBOJHBIX ceTei /
Anxnpen A. Bnagmmvupos, KoncrtantuH B. 'aepuneHko, AHapen A. MHXaIOBCKHH, IIEP. C aHITL
AA. ComaxmiHa. — M.: HT Ilpecc, 2005. — 463, [1] c: m.
IIHTepHeT-pecyYPChI:
1. YHuBepcureTckag ouommoreka online. hitp://www . biblioclub.ru.
2. OBC «IPRbooksy. http://www .1prbookshop.1u.
3. DnexrponHas cmonnoreka CKOVY .. hitp://catalog.nestu.u.
4. 'ocymapcTBeHHAS ITyOIHYHA I Hay4YHO- TeXHH4yeckas Onommnoreka Poccrm. (I'TIHTE Poccum).

www.gpntb.ru.

JlabopaTopHnas padora Ne3. Coznanne VPN-noak.mrouennsa B OC Windows 10

Ileab padoThL: HAYYHTHLCS HacTpaHBaTh poyTep Keenetic B kauectBe VPN-ceprepa.

Teopernueckass 4acTb

Bce IP-ampeca mporokona IPv4 pgemsarcs Ha IyOnHYHBIE/TTIOOAIbHBIE/BHEIHHE (X
Ha3BIBAIOT "Oenble" ) — OHH HCIIONB3YIOTCSA B ceTH MHTepHEeT, H YacTHBIE/IOKalIbHbIe/BHY TPEHHHE
(X Ha3BIBAIOT "cephle") — HCIIONIB3YIOTCS B IOKAIIbHOH CETH.

B cetn MHTepHET HCITONB3VIOTCA HMEHHO ITyOIHYHEIE I1o0anpHEIe aapeca. IIyOomyHemM IP-
aapecoM HaspBaeTcsa IP-agpec, KOTOPBIH HMCIIONB3YETCS I BhIXOHa B KHTepHer. IIyOmmuHbIe
(rmoGanpHbie) [P-agpeca maprupyTH3HpyroTca B MHTepHeTe, B OTIHYHE OT YaCTHBIX aJPEecOB.
Hamrume nmyommunoro [P-agpeca Ha BallieM poyTepe IIH KOMIBIOTEPE ITO3BOIIMT OPraHM30BaTh
cooctBeHHbIl ceprep (VPN, FTP, WEB u ap.), vIaleHHBII JOCTYII K KOMIILIOTEDPY, KaMepaM
BHJICOHAOMIONEHHS, M TIIONYYUTh K HHM JOCTYII M3 JOOOH TOYKH TIJIO0AIBHOH CETH.
C "OemeiM' IP-agpecoM MOKHO OpraHH30Barh JIFOOOH COOCTBEHHBIH JOMAIIHHI CEPBEP IS
r[yﬁmﬂ{amm ero B ceTH MHrepHeT: BeO (HTTP) VPN (L2TP/IPSec, PPTP, IPSec, OpenVPN,

e . DR, |1 —_— e _ _ TYTTY o
" HOKYMEHT FIOFACAH TaKOIHTENh NAS, HTPOBOH CEPBEP H T.J.
SNEKTPOHHOM NOANUCLIO ANTEL B CeTH MHTEPHET HCITOIMB3VIOT "Oemnmie” IP-
{Bjepmd:mﬁar: Lm;mnnma::ammfamzmaﬁmmzmmmma '22.14, DNS-cepBep Google — 8.8.8.8, caiir
nagenet. e03yX0Ba |aTbAHA ANekCaHApOBHAa
Ana ! ¥, 2pBEP SAamexc. DNS - 77.88.8.8).
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JIIs  DOMAIIHKX ITOIB30BATEIEH ITPOBAMIEp MOXKET IIPENOCTABIIATh BCErO OJIHH IIH
HeCKOJIbKO MyOnmmyHEIX IP-agpecoB (Kak ITpaBIIIO, 3TO IJIaTHAS YCIIyTa).

Mapmpyruzatop (poyTep, HHTEPHET-IIEHTP) IIO3BOISET YCTPOHCTBAM JOMAIIHEeH CeTH
HCITONB30BATh IS BhIXOoAa B MHTepHeT ommH IyOnHuHBIH [P-agpec, ycTaHOBIEHHBIH Ha WAN-
HHTep(elice YCTPOHCTBRA, Yepe3 KOTOPBIH OCYIIECTBISETCS IMoAKIouyeHHe K MHTepHeTy. MMeHHO
5TOT BHEINMHHI ITYOJIHYHBIN IP-azpec MoXeT OBITH HCIIONB30BAH IS JOCTYIIAa M3 FIHTepHeTa K
KOMITBIOTEPY IOMAIIHEH CETH, HO IJISI BTOr0 HeOoOXOAHMMO HCIIONB30BaTh ITPOOPOC IIOPTOB Ha
POYTEPE.

B cBa3u ¢ tem, uto "OempixX" IP-ampecoB CYIECTBYET OrpaHHUYEHHOE KOIHYECTBO, a POCT
YlClIa TONIb30Bareliel MHTepHeTa YBEIIMUHBAECTCS, HHTEPHET-IIPOBAIIEPEI BCE YAIIE HCITOIBL3VIOT
yacTHBIE ("ceprie") IP-agpeca, HasHayaeMble aOOHEHTaM.

YacTHeIE BHYTPEHHHE ajJpeca He MapIIpYTH3HPYIOTCS B HMHTepHeTe M Ha HHX HEJb3S
OTIIpaBHTh Tpapuk H3 HHTepHera, OHH pPalboTAalOT TOIBKO B IIpejelaX JIOKAJIbHOH CETH.
K yacTHBEIM "cepeIM" agipecaM oTHocATCA IP-agpeca 3 CIeIVIOMX ITOACETEH:

e 0O110.0.0.0 1010.255.255.255 ¢ mackom 255.0.0.0 mm /8

e O1172.16.0.0 10172.31.255.255 ¢ Mmackoit 255.240.0.0 ot /12

e Or1192.168.0.0 10 192.168.255.255 ¢ Mmackoit 255.255.0.0 mrm /16

e O1100.64.0.0 10100.127.255.255 ¢ mackoii rmogcetH 255.192.0.0 wnu /10; maHHAas ITOACETH
peKOMeHJIoBaHa corjiacHo 1fc6598 i HMcmonb3oBaHHSI B KadecTBe aapecoB I CGN

(Carrier-Grade NAT)

D10 3apesepeHpoBaHHBIe [P-anpeca. Takue ajapeca IpefHasHaueHBl IS IIPHMEHEHHS B
3aKPBITEIX JIOKAJIBHBIX CETSX, PACIIPelle]IeHHe TaKHX aJpecOB HHKEM HE KOHTPOJIHMPYETCH.
Harpsmmyro gocTyil K ceTH MHTepHeT, HCIIOIb3y YacTHRIN [P-agpec, HEBO3MOXKeH. B 3TOM ciryyae
CBs3b ¢ HMHTepHeToM ocymmecTBiIseTcs uepe3 NAT (TpaHCISIHSA CETEBBIX aJPECOB 3aMEHSET
yacTHBRIH [P-agpec Ha mmyOmiynbli). YacTHeie IP-agpeca B mpelenax OJHOH JIOKaIbHOH CETH
IOTKHBI OBITH VHHKAIIBHEL H HE MOTYT TTIOBTOPATHCSL.

Baxxno! Ecmi Bamm  MHTEepHeT-IIpoBaijep  Ipemocraeinsger BaM  IP-agpec  u3
BBILIEIIPHBEAEHHOIO CITMCKA, TO BBl HE CMOXKETe HACTPOHUTh TOAKIIOYeHHe M3 HMHTepHera K
KOMITBIOTEpPAM H cepBepaM Baled jgomarmHeH ceTH (kpome VPN-cepepa SSTP u (aitmoBoro
obmmauHoro cepepa WebDAYV), T.x. yacTHBIe IP-agpeca He MapIIpyTH3HPYIOTCS (He BHIHEI) B CETH
HMurepHer. [IpH HeoOXOMMMOCTH JOCTYIIA K KOMITLPIOTEPAM BallleH JOMaIlHeH ceTH U3 MHTepHeTa
HYKHO OOpaTHTBCSI K HHTEPHET-IIPOBAHAEPY IS IOnydYeHHS mmyommuHoro "Oemoro" IP-ampeca.
Ho tem He MeHee, ¢ "cepemM”' IP-agpecoM BBl MOXKETE€ HACTPOHTh VYIAIEHHBIH JOCTYII K BeO-
KOH()HT'ypaTOpPy HHTEPHET-IIEHTPa H pecypcaM (CepBHCaM) JOMAIIHEH CETH HIIM HHTEPHET-IIEHTPa
yepes Hall CEepBHC JOMEHHBIX HMeH KeenDNS. Harmpumep, IOCTYII K VYCTPONCTBY C BeO-
HHTep(eiicOM — CeTeBOMY HAKOIHTEIO0, BeO-KaMmepe, CepBepy, WIH K HHTepdeicy TOpPpeHT-
KIIHeHTa Transmission, pa0oTaromero B HHTePHET-I[EHTPE.

Yro Kacaercsa Oe3ormacHOCTH B MHTepHETe, TO HCIIONb30BaHHe 'ceporo” IP-agpeca Gomee
0e30IacHo, YeM HCIIOb30BaHHe "Oemnoro” IP-agpeca, 1.K. "ceprie” IP-agpeca He BHIHBI HAIIPSMYEO
B MHTepHeTe 1 Haxomarcd 3a NA'T, KOTOpPHIH TakKe oOecrieunBacT Oe30IIaCHOCTh JOMAIIHEH CETH.
[Ipu ucronp3opanuu "Oesoro” IP-agpeca HeoOXOMMMBI Mephl IJI1 00eCIIeUeHHS JTOIIOIHHUTEIbHOH
0e30ITaCHOCTH KOMITbIOTEpPa HIIH cepBepa (HAIlpHMep, HCIIONb30BAaHHE MEKCETEBOro SKpaHa LT
OIIOKHPOBAaHUS IIOPTOB H IIPOTOKOJIOB, KOTOPBIE HE HCIIONB3VIOTCS CEPBEPOM, ITPHMEHEHHE
cerMeHTa ceTH DMZ am1s1 oTaeneHHs 00IIeJOCTYIIHBIX CEPRHCOB OT JIOKAJIbHOH CETH H T.IL.).

[ IONMHBIN CITHCOK OIMMCAHMS CETEH I IMpoToKoia IPv4 mpeacraBieH B
nokyMeHTe RFC6890.

YT0oOBl CaMOCTOSTEIILHO IIPOBEPHTH, SBIIETCA M Bain IP-agpec myOnuyHBEIM "GelnbIiM”,
MOJKHO BOCIIOIIB30BAaThCS CEPBHCOM IMYIP.IU, mylp.com (MaIH IHoOBIM ITOJ0OHBIM). Bam Oyaer
nokasaH IP-azapec, Imoa KOTOPBIM ORI ITPOM3BEMEH 3allpOC Ha CaHT, €CIIM OH CORBMNagaeT ¢ IP-

AOKYMEHT NOATNUMCAH WAN-mmrepdeiice MHTEepHET-IIEHTPA. SHAUNT
SNEKTPOHHOW MOANMUCKIO | p pHET-HCHIpa, 2
Cepridbukar | 12000002A633E3D113AD425FB50002000002A6 [ep:
Bnapeneu: le6ayxoea TateaHa AnekcaHgpoeHa
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Baw IP-agpec. ¥3Hate . X

&« C | @ He sawwmueHo | myip.ru

Bam IP-anpec
109.210.53.211 =

HM#a BAaLIero XocTa

[P-agpec Ha WAN-uHTepelice HHTepHeT-1[eHTpa MOKHO ITOCMOTPETh B ero Bel-
KoH(puryparope. Ha craproBoi cTpaHmiie "CHCTeMHBIN MOHHTOD" B paszzele "MHTepHeT" HaKMHTE
"IlogpobHee o coequHeHmi". B 1mose "IP-aapec” BRI YVBHAHTE apeCc HHTEPHET-1IEHTPA,
HCITONIb3YEMBIH UL BEIXO#a B IHTEpHET.

MHTe DHET X WHTepHeT-huneTp

[poBangep OAKNKOYEHD 6 OH. 23:15:36
CeTe Ethernet

[Mpuem: 8,853 KOuT/C Mepenaua:; 558 Our/c
800 kbuT/C 200 wbut/C
13:33 1335 13:33 13:35

CKkpeITe NOApOOHOCTM

Crartyc MNopgknwouen /

IP-agpec 109.21053.2711 ObHOBMTE

B Harmem ITPHMEPE IP-El,[[pECEl COBIIAJ4I0OT H 3TOT aJApPEC HE BXOAHT B JHAIIA30H YdCTHBIX

roaceTe, sHauuT BHEIHNIH WAN [IP-agpec HHTepHET-1IeHTpa SBJISETCS ITY OJIHUHBIM ' OEIIbIM .
Ecinn BeI yBHauTe, uro IP-ampeca He coBmajgaroT, H BHelmmHHH WAN IP-ampec Keenetic B

BeO-KOH(HIypaTOpe IMIPHHAJJIEKHT K OJHOMY H3 JHAITa30HOB YACTHOH CETH, 3HAYHT POYTEpP HMeeT
"cepriii” IP-agpec.

Xoa padoThI
HacTtpolika yraneHHOIO JJOCTYIa K BeO-HHTep(elicy HHTepHeT-IIeHTpa
1. IIpoBeprTe, uro yeraHoBiieHa Bepcuss NDMS 2.07.B2 win BeIllle H KOMITOHEHT MOIYIIb

yIIpaBIIEHHS MapIIPyTH3aTOPOM Yepes 00IayHyI0 CIIyKOY.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa

Nencreutened: ¢ 20.08.2021 no 20.08.2022



Mogene keeenetic Giga lll
CEepBMCHLIA KOg Y24-3 7 8-385-668-69Y

SepcHA NDMS V2.0 AAUW. 2 B2
DDHOBMEHWA HeT
Pexium patoThl VIHTEpPHET-LUEHTR (OCHOBHOW)
BpemA paboTsl 01:09:28
Tewyllee epemA 217R2016 13047
darpyaka LM 0%
[MaMATE 18% (47256 ME)
Cann NogEIYE 0wz 0NME
1A YyCTROWCTEA Keenetic Giga
Fabouan rpynna WORKGREDOLUE
Applications
o+ UDP-HTTP npokck (udp=y) YCTAHOBNEH
F FTP-cepeep YCTAHOEMEH
o Cepeep AFP YCTAHORMEH

Mooyne ynpaeneHWA MapLUpyTH3aToOpoM Yepes oGnavHyo cny oy YCTAaHOBNEH

i Cepeep NpoTOEONA AOCTYNA K DadnamM | npuATEpaM B cetax Windows YCTaHoBNEH

2. Ilepengure B MeHro [Iprmnoxennsa > KeenDNS.

LZyXEL KeeneticGigall

MpUNoXeHNA

CeTbWindows CeTbApple FTP OGnavdbie knwedTol  MNpasa goctyna  Toppent-knmedt DLNA  VPN-cepeep OPKG BLGaoMLE

KeenDNS - nocToAHHBIA WHHTepHeT-agpec AnA Keenetic

Cepenc KeenDNS noZE0NAET WCNONE30EATE AOMEHH 08 MMRA ANA YAANEHHOTD NOLKMOUERNA K MHTE PHE T-UEHTDY M CEPEEDAM E EALUEA CETW. MpuayManTe W
BEE OUTE WMA, ECTOpOe X0TUTE MCMONE30BATE ONA NoOOENKEeH MR, W WenEHKUTE KHDDBEDHTI:-E-

VIMA MHTEPHET-LLEHTDA: | |

3. Ilpugymaiite YHHKaIbHOe HMS (TTOCTOSHHBIH HHTepHeT-ajapec) mia Keenetic, KoTopoe
OyAeT HCIIONB30BaThCA IS ITOAKIIOUYEHHMS, M BIMINHNTE €ro B Iojle MMI HHTepHeT-lleHTpa.

3aTeM HaKMHTe KHOIIKY IIpoBepHTh. MHTEpPHET-IIEHTP BHIAACT HH(POPMAIIHIO O JOCTYIHBIX H
3aHATBIX JOMeEHAaX.

PericTpauna QOMEHOIro MMeHN oA HHTEepHeT-UeHTpa

X

BriepiTe agpec ANA MHTROHET-LUEHTPA WKW 33KPOATE 3TO QKHO W YEARMTR APYIOS MMA. ECNK Bel XOTWTE NCNONB30EATE MMA BRI ATE
CTEHEPWMPOBAHHEIM HA HEM KDL, Nepeaayn

HNocTyNHBlE BAPKWAHTHE ONA WeHW keendns

# keendns.mykeenetic by - Ceofogro

keendns.mykeenetic. Kz - Ceo00oOH0

HQWMEHT nﬂﬂn NCAH eenetic.ru - CeobogHo
SNEKTPOHHOW Noannceio senatic.com - CeofogHo
Ceptudmkar: 12000002A633E3D113AD425FB50002000002A6

eenetic.net - CeobogHO

CTmeHa |

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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4.  BreiGepure OmMH M3  CBOOOMHBRIX  BapHaHTOB M HaXMHTe | IpHMEHHTE.
Ecnn He BKroueHa ciryk6a OO0mayHble KIMEHTHL, HHTEPHET-I[EHTP IIPEIONKHUT €€ BKITFOUHTE.

OGnavyHan Gﬂfﬂﬁa EbIKNK4YeHa

AnA yaanéHHom ynpaene HWA yo TPOWCTEOM BENIDYMTE 0DnadHyio cry=dy

BrrniounTs criy0y | | OTmeHa

5. Ilocne BKIrOYEHHS OOIAYHOH CIIYKOBI HHTEPHET-LEHTP 3apeTHCTPHPYETCS Ha CEPBEPE
I10J1 YKa3aHHBIM JJOMEHHBEIM HMEHEM.

MpUNoXeHUA

CeTeWindows CeTeApple FTP OGnayHoie knMenTol  MpaBa gocTyna  ToppeHT-knWedT DLNA  VPN-cepeep OPKG BLG:EELES

KeenDNS — nocToaHHBIN MHTepHeT-aapec anAa Keenetic

Cepenc KeenDMS no3eonAeT MCNONE30EATE QOMEHHOE WUMA ONA YOANEHHOre NOOKNIYEHWA K Bei-MHTepdelcy MHTEPHET-LEHTPA.

B pexume "Hepes ofnako” Bbl CMOEETE MOMYYKMTE OOCTYN K BeB-WHTepd ey, Oa%e ecnW NpoEaAdep B6IO03eT BaM Cepelil IP-agpec. YTodkl MMETE
BO3MOM¥HOCTE 00paWAaTECA K YCTPOWUCTEAM B A0MALIHEW CETH, MCMONbayATE pexiam TIpAM o gocTyn”, @CnW TAKoW OOCTYM HEe OrpaHWYed B CETH BaWEro
npoEangepa.

AOpEeC MHTEPHET-USHTRA: Keendns.mykeenstic.ru [ [lepegate QRYromy MHTEPHET-USHTRY ] [ YOanuTk ]
FPexoum paboTel. Yepes o0nako

Mparon gocryn lefd-UHTep Delcy MHTEDHET-LLEHTPpA.
Yepez obnako
[NpLUMEHWUTE

Cepuc KeenDNS 1Mo3BOISET HCIIONB30BATh 2 peKUMa PadOTHI:

— Ilpsmvol moctym (st "Oenpix" myOmpaHBIX [P-agpecoB);

— Yepes obmako (g "ceprix" IP-agpecoB).

B pexrme "Uepes obmako" BEI CMOXKETE IOIYYHTH JOCTYII TOIBKO IT0 Iporokony HTTP,
oake eCIIH ITpoBaHiep BbIAacT BaM cephiil IP-agpec. UToOBI HMMETH BO3MOKHOCTH OOpaIlaThCsa K
YCTPOHCTBAM B JOMAIIHEH CETH IO JIFOOOMY IIPOTOKOIY, HCIIONB3YVHTE PeXHuM «lIpsMon JocTyIm,
€CJIM TaKOH JOCTVIL HE OTPaHHYEH B CETH BAIIEro IpoBamiepa.

[Ipp  ucronp3oBaHMH  pexkuMa  "Uepes  oOmako" B Iemax  Oe30MacHOCTH
00S3aTEIBPHO YCTAHOBHUTE IIAPOJIb aMHHHCTPAaTOPA.

6. Temnepp HyKHO pa3pellliTh JOCTYII K HHTEPHET-LeHTPY H3 MHTepHeTa (II0 YMOIYaHHEO

OH 3aKpwIT). [lepenignTe B MeHI0 CHcTeMa Ha BKIAJKY [lapamMeTpbl, BKIIIOUHTE OIMIHEO JJOCTVYII K
BeO-KOH(pHTypaTOpy Yepe3 UHTepHeT H HaxxMHTe [ pHMEHHTS.

AOKYMEHT MOAMUCAH
ANEKTPOHHOW MOAMWCHIO
Ceptudbunkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa

Heincreutened: ¢ 20.08.2021 no 20.08.2022



Jeho gt B Obvosnenwe Mypuwanm  Ouardoctmka Pemwm  Nonbsosatenw  Khonkw  @®awno Pacnucawws

YnpaBneHWe WHTEPHET-LUEHTPOM

BLl MOMETE M3MEHWUTE MCAONL3YeMEIe No yMondadue TCP-nopTel eed-koHdmnypatopa M KOMAHOHOA CTROKW, OAHAKD , KAK NPABUIIO, B 3TOM HET
HeoOXOLUMOCTH,

MNopT eed-kordurgpatopa: | &0 w | (N0 yamomuario: 80)

Nocryn ¥ Bed-KkoHDUNypaTOpY Yepes
MHTRpHET:

MopT koMaHgHon cTpokia; |23 (Mo ymomuasmio: 23)

OoCTYN K KOMaHA0W CTpOHe Yepes VIHTepHeT: |:|

MNprmerdnTs ﬂrg

7. Tlocne IpOM3BENEHHBIX HACTPOEK BBl CMOXKETE OOPATHTBCA IO 3aPETHCTPHPOBAHHOMY
TOMEHHOMY HMeHH K BeO-HHTep(elcy HHTEPHET-IIEHTPpa H3 11000 ToUKH MHTepHeTa.

Dann [lpaeka Buwg Kypnan Zawnagew Wucrpymenter Lnpaeka

/]/HIIIEEIH BEN3/K3 x \I\ =

‘ keendns.mykeenetic.ru ‘ 2 ‘ Q, Moucx

Ecnn Ha BHelHeM HHTepdelice poyTepa Heronb3yeTcs "Oenpiit” IP-agpec, U1 yaaleHHOTO
TOCTyIIa K BeO-HHTep(eiicy HHTEepHET-IIeHTPa JOIMOITHHTEIBHO HEOOXOMHMO Pa3pellHTh JOCTYII B
HacTpoiKax MexceTeBoro sKpaHa (A1 JocTyrna K BeO-HHTepdekcy orkpoire mopr TCP/80 B
ITPaBIJIaX MEKCETEBOI0 SKpaHa).

[ Ipu Haimmunu "Gestoro” IP-agpeca, momrmo pexnma I IpsMor JOCTYIT, MOJKHO HCITONIB30BaTh
pexum Yepes o6nako.

ITpn Hammumm "ceporo" IP-agpeca MOXHO HCIIOIB30BaTh TONBKO peXknM Uepe3 006J1aKx0 H
TOCTYII IIPH 3TOM OyZeT BO3MOKeH TOJIbKO IO ITporokoiry hitp Ha BeO-HHTepdelc HHTEPHET-
IleHTpa (JOMOJIHUTEIbHBIX IIPAaBHII H pa3pellleHHH HacTpaHBaTh He HYJKHO).

YToOKI IEPEHECTH 3apPErHCTPHPOBAHHOE JOMEHHOE HMS C OJHOIO HHTEPHET-IIEHTPAa Ha
IPYTOH, BEIIIOIIHUTE CIEAYIOIHE JEHCTRIS.

8. IlpH TIONMEBITKE VKas3aTh Ha APYTOM HHTEPHET-IEHTPE 3aperHCTPHPOBAHHOE HMMS BEI

RHINUTE, YTO BEIOPAHHEBIH JOMeH OyJIeT 3aHAT.
|
Y

—_

FETHCTFELI,HH A0OMEHOINO MMeHHM O1A MHTepHeT-leHdTpa

BLiGepWTe aapec OANA MHTEPHET-LUEHTPA WK 3aKpaliTe 3TO OKHO W YKSRWTE APYIe WMA. ECIW Bbl X0THTE WENONLI0BATE UMA BEEOWTE
CrEHEPMPOBaHHbLIA HA HEM KOO Nepenad

[OCTYNHLIE BAPWAHTEI ONA MMEHW Keendns

o keendns.mykeenetic.by - CeofogHo
keendns.mykeenetic kz - Ceobogxo
keendns. myKeenetic.ru - JaHaTo

keendns.mykeenetic.com - CeoDogHO

AOKYMEHT NOANMUCAH it - CeofogHo
SNEKTPOHHOW NOANUCHLIO
Ceptudukar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu; lLleBayxoea TateAHa AnekcaHapoBHa
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9. Jlnd repeHoca JOMEHHOTO HMEHH HYKHO Ha IIEPBOM HHTEPHET-IIEHTPE CKOITHPOBATE KO
repeaayn, HakaB Ha KHOITIKY [lepenaTts ApyroMy HHTEPHET-1[EHTPY.

B cnyuae ecnu yempoiicmeo, Hanpumep, Gulut1o 13 CMIPOS. MO cAedvent noo2onioeunb
UHGoOpMayo, KOMopas NOMONCent udeHmuuyupoeams 6dac Kax elaoenvijd, i oopamumscs 6
Texuuyeckyro NO00epXHCKY € VKA3GHUEM HPUYLHbL HO KOMOpoil mpebyemcs yOanuns
3apezucmpupoeanioe oomenHoe ums. Ilpumep ungopmayuil - cepeucHviil K00 1 6peMsi NOCAeOHe20
NOOKNIOYeHUs K Cemil HmepHen Ha Yyempolicniee, HoMep NpUCBOeHH blll 8 CePBLICHOM LjeHIpe.

MpunoxeHun

CeTs Windows CeTkApple FTP OGna4dxbie knuenTsl [paea goctyna ToppewT-knwedt DLNA  VPN-cepeep OPKG BLi=00 B

KeenDNS — nocToAHHbIN MHTepHeT-agpec ona Keenetic

Cepeuc KeenDMNS N0380NAST MCNONEI0BATE OOMEHHOE UMA ONA YOANEHHOIO NOOKNKNYeHNA K Bed-WHTepeiCcy MHTRpHET-LUEeHTRA.
B pexume "Hepea 00nako” Bel CMOMCETE NONYYHTE GOCTYN K Bed-nHTepden oy, Oaxe ecni Npoeanaep BelqacT gam ceprli |P-agpec. YTo0e! ek
BO3MOMHOCTE 00palaTecA K YCTPOWCTEAM B O0MAWHEA CETH, MCNONbIYATE peEXMM “TIpAMOR QOCTYN", CNKM TAKOW QOCTYN HE OTPaHYEH B CETKH Ball ero

npoeangepa.
AOpec MHTepHeT-UeHTRpA: Eeendns.mykeenetic.ru [ [Nepenate Opyromy HHTEpHET-UEHTDY YOaNkTh ]

Pexwum pabotel Yepes ofnako -

OTEpLIEAeT OOCTYN TONLKD K Be0-MHTepdeicy MHTepHeT-LUEHTpa.

[ [MpUMEHWTE ]

10. ByzmeT co3maH KoJ IepemadH, KOTOpbIi HeoOoxonumo CkonmHpoBaTh B 0vdep o0MeHA.

Koa nepegadyd JOMEHHONo MMEHH

Ecnw HeoGxoomMo NepeaTh AOMEHHOE MMA OpYTOMY MHTEDHET-UEHTDY, BOCMONEIYWTECE KOnoM Nnepefadv . Koo oencTeyer 7 OHER.
BE&OUTE KOO E MHTEDHET-LUEHTPE, KOTODGRMY HYEHO NEpenaThs AoMeEHHOS WA, [ocne }'EHELIJHEIIH nepenadd JoMeHHOE MMA Ha 3TOM
WHTEPHET-UeHTpE OYOET aETOMATHYECKA WAaANEHD.

Kon nepenaun: gida:mbcarmid:241a CronmpoeaTe B Oydep odmeHa

| MpAmeHATL | | OTMeHa | | OTMEHWTL nepenayy |

11. Ha BTOpOM HHTEpPHET-LIEHTPE HEOOXOANMO BBEIOpATh 3aHATOE JOMEHHOE HMS, BCTABHTH
CKOITMPOBAHHBIN KO B ITOSBHBINIeecd 1moile Koa mepeaayd 1 HakaTh KHONIKY IIpIMeHHTD.

FPerucTtpauWa OOMEHOrO MMEHN ONA MHTEPHET-LUeHTPa

BriSepuTe agpec ANANHTRDHET-LEHTPA MW 2AKDOKUTE 3T0 OKHO M YEEXMTE Apyroe MMA. ECnn Bel XOTUTE UCNONEX0RATE MMA BBEMTE
CTEHEDKMPOBAHHEIN HA HEM KOO Nepe JauM

HocTynHsie BapraHTel 4NA MMeHn Keendns

keendns. mykeenetic.by - Ceabogno
keendns mykeenetic Kz - CeobogHo

& keendns.myKeenetic.ru - 3a4aTo
kKeendns.mykeenetic.com - Ce0oDogHO

keendns mykeenetic.net - CeofogHo

Kog nepenauu: |g‘|da:mhta:rm€ld:2-i“la| |

| MpumennTs | | OTMEHE |

12. ITocre 3Toro JoMeHHOe MM OYIEeT IEPEHECEHO Ha BTOPOH HHTEPHET-LIEHTP.

AOKYMEHT MOAMUCAH
ANEKTPOHHOW MOAMWCHIO
Ceptudbunkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: lLleBayxoea TateAHa AnekcaHapoBHa
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ZyX EL Keenetic Start i

MpunoXeHNA

OBnayuble kNnenTel  VPN-cepesep BLUEIILES

KeenDNS — nocTtoaHHBIM MHTEpHeT-aapec ana Keenetic

Cepenc KeenDMS no3gonAeT MCNONL30BATE AOMEHHOE MMA ANA YOANeHHOMo NoAKNKYeHA K Bed-uHTepdeicy MHTepHeT-UeHTpa.

B pexume "Hepea ofnako” Bel CM O ETE NONYUMTE QOCTYN K Be0-uHTepdeRcy, OaMe ecn NpoEafde p BblgaeT am cepelid IP-agpec. Yto0bl MMETE
BO3MOMHOCTE 00palaTte cA K yCTPOACTEAM B O0MAWHE | CETH, WCNONbL3YATE pexum "TpAMoi QocTyn”, ecri TaKoW JOCTyN HE OTPAHWYEH B CETH BALWLETD
npoEaflge pa.

AOpec MHTEpHET-UeHTRpAa: Keandns. mykeeneatic.ru [ [MepenaTe OpYTORY MHTEPHET-LEHT Y ] [ YO3nuTE ]

Pexum paboTel: Yepes oBnako -

CTKpEIBAET @OCTYN TONBKO K Bel-WMHT epdiecy MHTEPHET-UEHTRA.

[ [TPHMEHNTE ]

13. Teneps Ha IIEpPBOM HHTEPHET-IIEHTPE JOMEHHOE HMS YKa3aHO He OYIET, T.K. OHO OBLIIO
IIEPEHECEHO HA BTOPOiIl poyrep. IIpH HEOOXOMHMMOCTH, BBl MOKETE CO3/[aTh HOBOE JOMEHHOE MM
TOCTOSIHHBIN HHTepHeT-aapec) Keenetic.

LZYXEL keenetic Gigal

nP“ﬂﬂmHHH
Cete Windows Cets Apple FTP Obnayuble knweHTel  [lpaea goctyna Toppent-knuedt DLNA  VPNcepeep OPKG BLissillL B

KeenDNS - nocToRHHBIA UHTepHeT-agpec AnA Keenetic

Cepeuc KeenDNS no3EonseT UCNONL20E3TE AOMEHHOE UMA ONA YAANEHHOMD NOGKTICWEHIA K MHTEDHET-UEHTDY W CepEepamM B Balweid cemi. MpugyMaime 1
BBEIMTE MMA, KOTOPOE XOTWTE WCNONb30BaTe ONA NOAKTKMEHNA, W WENKHNTE «[TPOBEpNTbE

A MHTEpHET-LE HTRA:

14. Haxwmre IIyck > IlapamMerprl, nepengure B MeHrO CeTh H HMHTepHeT, a 3aTeM B
pazzaen VPN. Haxwmre kHonky Jlo6aBuTs VPN-ITOAKIIFOUEHHE .

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudukar: 12000002A633E3D113AD425FBS50002000002A6
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[NapameTphl

{9t nasHaRA VPN

HalTv napameTp pe VPN

obaenTe VPN-nogkakoueHme
Cetb u MiHTepHeT + a :
£ CocToaHKe

ﬂ,GI'IEJJ'IHIr’ITE.'ﬂ bHBIE MapaMeTphbl

7z Wi-Fi
FazpewWte VPN B CETAX C AMMMUTHEIM TAPWDHEIM NAAHOM

T Ethernet & o

Pazpewute VPN B poymuHre

@ &

T Habop HoMmepa

| = ven
o= PexuM «B CAaMONeTex
©)  MoBWALHBLIA XOT-CnoT

S WMcnons3o0BaHWe AaHHbIX

& Npokew

Cosmganre VPN-TIOAKIIFOUEHHE, YKa3aB HYXKHBEIE ITapaMeTpel. B 1one Mmsa mmm agpec
cepBepa YKaxuTe IIyOImuHBIH  "Oemel”  IP-agpec  HMHTepHET-I[EHTpa, 4Yepe3  KOTOPBIH
OCYIIeCcTBIIETCS NoakmoYeHHe K MurepHery. B mome Twmrm VPN ykaxure 3HadeHmue [Iporokon
PPTP; B momne Turn gaHHBEIX IS BXOJA YCTAaHOBHTE KM ITOIB30BaTeNls M Iapolb, B ITONMSIX M4
ITONB30BATENS M [[apoilb COOTBETCTBEHHO BITMIIIHTE JIOTHH M ITAPONIbh PaHEE CO3JIaHHOH YYETHOH
3aI0ICH HHTEPHET-L[EHTPa, o0NaJaroInas IpaBaMH I IOAKIIOUeHHSI K VPN-cepBepy. Y CTaHOBHTE
raJIOYKy 3allOMHHThE MOH JAaHHBIE JJIS BXOJla, YTOOBI KaKIABIH pa3 IIPH ITOAKIIFOYEHHH HE BBOIHTH
MM ITOJIb30BATENS U ITapoib. Haxawmre KHONKY COXPaHHTh.

AOKYMEHT NoanmncAH
SNEKTPOHHOW NOAMUCLIO
Ceptudurkar: 12000002A633E3D113AD425FB50002000002A6
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N3meHnTe VPN-noagknoveHme

2T MU3MEHEHMA BCTYTAT B CHAY NMPpA CIEAYHILLEM NOAKAHYEHWA.

Mma nogknoueHnn

keeneti-:-vF'N

Mma nnn aapec cepeepa
1932.0.5."%.0 1

TN VPN

TN AaHHBX ANnA BX0Aa

Kima noab3oBarend (HeoBA3aTENBHO)

[laponb (HeobasaTensLHO)

CoxpaHuTb OTMeHa

B pasgene VPN mosBHTCS 3alllCh CO3MAaHHOIO ITOAKIIFOUeHMS. [l 3armycka VPN-
ITOJKIFOYEHMS HAJKMHTE Ha HYKHYIO 3aIMCh H 3aTeM HaXKMHTE KHOTIKY [ [oAKIIFOUHTECS.

AOKYMEHT NOANMCAH
QNEKTPOHHOW NMoArnncbio
Ceptudurkar: 12000002A633E3D113AD425FB50002000002A6

Bnapeneu: LWebayxopa TaTeAHa AnekcaHOpoBHa
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[Napamerpol

#9:  [NaBHaA VPN

HalTK NapameTp b VPN

n Nobaewte VPN-noaknkousHMe
CeTe ¥ VIHTepHerT +

& Cocronnue keenetic-VPN
& Wi-Fi
I'I-:-,q ENMHOUYWMTECH ﬂ,ﬂl’lﬂlﬂ HHMTENMbBHBIE I'IHFIE I'uI'E!TFI kil
T Ethernet
Yinanutb

Habop Homepa

-
I # VPN JdononHuTtenbHbIe NnapaMeTpol
o= PEsKUM «B CAMONETEs Paspewnte YPN B CETAX € NMMKMTHBIM TAPKOHBIM M1AHOM
@ &«
() MoBunbHbLIE ¥0T-CcnoT
PaspelnTs WPMN B poymuHre
[
(5 WcnoaszoBaHve AaHHbIX & -c«.
& MNpokou
Jagannsa
J1I1s1 BEITIOITHEHH S 1a00paTOPHOH PadOoThl HEOOXOIHMMO:
1) IIporepurs IP-aapec Ha IIpHHAIICKHOCTE B CIHCKY " OSIIBIH .
2) HacTpoHuTs yaaneHHBIH JOCTYII K BeO-HHTepdelicy HHTepHeT-I[eHTPa.
3) [lepeHeCTH 3aperHCTPHPOBAHHOE JOMEHHOE HMS C OJHOIO HHTEPHET-IIEHTpPa Ha
IPYTOH.
4) Jlo6asutek VPN -noaximrouenne B OC.
5) OQdOpMHTE OTYET.
0) OTBETHTH Ha KOHTPOJILHEIE BOITPOCHI.
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1. O01Me moJ10KeHN A

CamocTosgTelnpHasa padoTa - ITIaHHpyeMas yueOHas, y4eOHO-HCCIIEIOBaTeIbCKas,, Hay4HO-
HcclIeJoBaTeIbCKasd padoTa CTYAEHTOB, BBIITOIHIEMAsI BO BHEAYAUTOPHOE (ayJHTOPHOE) BpeMs I10
3aJIAHHIO M IIPH METOAHYECKOM PYKOBOICTBE IIPEIIOAABaTENsl, HO Oe3 €ro HEeIlOCPEeACTBEHHOIO
yuyacTHSA (IIPH 4aCTHYHOM HEITOCPeJCTBEHHOM YYAaCTHH ITPElOJaBaTENls, OCTABILIIOIIEM BeIYIIYIO
POIb 32 PabOTOH CTYJIEHTOB).

CamocTtosarenbHad padora cryaeHToB (CPC) B BY3e aBusgeTcs BaKHBIM BHAOM YUeOHOM H
HAYYHOH JIeATEIIbHOCTH CTyAeHTa. CamMocrodrenpHas padora CTYIAEHTOB HIPaceT 3HAYHTEIIbHYIO
POJIbF B PEUTHHIOBOH TEXHOJIOTHH O0YUYEHHS.

K OCHOBHBIM BHJ[aM CaMOCTOSTEIFHOH PadOThI CTYAEHTOB OTHOCSATCS:

— (pOpMHpPOBAHHE H YCBOEHHE COJIEP KaHHS KOHCIIEKTA JIEKIHH Ha 0a3e peKOMEHIOBAHHOH
IeKTOpOM y4ueOHOH JHTepaTyphl, BKIOYasd HH(OPMAIHOHHBEIE 0O0Opa3oBaTelIbHBIE PECYPCHI
(37IeKTpOHHBIE YUeOHHKH, SIIEKTPOHHBIE OHOITHOTEKH H JIP.);

— HaIlTHCaHHe JIOKIIaOB;

— IIOATOTOBKA K CEMHHApaM, IPaKTHYECKHM H JJa00opaTOpHBIM padoTaM, HX 0()OpPMIEHHE,

— COCTaBJIIEHHE AHHOTHPOBAHHOI'O CIMCKAa CTAaT€H M3 COOTBETCTBYIOINUX JKYPHAIIOB IIO
OTPAacIISIM 3HAHHI (T1e JarOrHYeCKHX, IICHXOIOIHYeCKIX, MeTOMHYE CKIX H JIP.);

— BBITIOJIHEHHE YUeOHO-HCCIIEIOBATEIILCKIX padoT, ITPOEKTHAS AeATEIIBHOCTE,

— TIOATOTOBKA TPaKTHYeCKHX Pa3padoTOK M PeKOMeHIAIMH 10 PEIeHHIO ITPOOIIeMHOH
CUTYaI[HH,

— BEITNIOJIHEHHUE JOMAIIHMX 3aJaHHH B BHJIES PEMIEHUS OTJIEIbHBIX 3alad, ITPOBEIECHHSI
THITOBBIX PaCUETOB, PACUETHO-KOMITBIOTEPHBIX H HHIHBHIYAIbHEIX PadoT IO OTAETIBHEIM pasfeiiaM
COIepKaHH I JIMCIUIUINH U T 1.,

— KOMIIBIOTEPHBIH TeKVIIHH CaMOKOHTPOIIb M KOHTPOIb VCIIEBaeMOCTH Ha 0ase
BIIEKTPOHHBIX OOYYAROIIMX H aTTECTYIOIIX TECTOB,

— BBITIOJIHEHHE KYPCOBBIX padoT (IPOEKTOR) B paMKaX JHCIHILIIHH,

— BBITIOJIHEHHE BEIITYCKHOH KBaTH()HKAL[HOHHOH PaOOoThI H IP.

MeToauKa OpraHM3aIii CaMOCTOSATEIIBPHOH pPabOTHEl CTYAEHTOB 3aBHCHT OT CTPYKTVYPEHIL,
XapakTepa M OCOOEHHOCTEH HM3Y4YaeMOH IHCIMIUIHHBI, OObeMa 4YacOB Ha €€ H3YYEeHHE, BHJA
3aJlaHHH IS CaMOCTOSATEIIbHON paboThl CTYAEHTOB, HHAMBHIYAIbHBEIX KAaueCTB CTYIEHTOB H
YCIIOBHH YUEOHOH AeATEILHOCTH.

[Iporiecc opraHu3aIi caMOCTOSTEILHOH PadOThl CTYAEHTOB BKIHOYAET B ce0S CIIEAVIOIHE
BTaIlbI:

@ I1OATOTOBHTENBHBIN (OIpeJeleHHe IleJIeH, COCTaBIIEHHE ITPOrpaMMEL, ITOATOTOBKA
METOAMYECKOr 0 00eCIIeYeHH L, ITI0JITOTOBKa 000PYAOBaHHA),

@ OCHOBHOH (peanmn3alisi IIPOrpaMMBI, HCIIOIb30BaHHE ITPHEMOB IIOHCKAa HH(OpPMALIHH,
YCBOECHHS, TIlepepaOoTKH, IIpHMEHEHHS, Iepeaydl 3HaHHIl, (HKCHPOBAaHHE Pe3yIbTaTOB,
caMOOpraHH3alHA IIpolecca padoThl);

@ 3aKIIOUNTENIbHBIN (OIlEHKAa 3HAYNMOCTH M aHaIH3 Pe3ylIbTaTOoB, HX CHCTeMaTH3aIlHsL
OIeHKa 3()(PEeKTHBHOCTH IIPOrPaMMbI H ITPHEMOB paOOTHI, BEIBOABI O HAIIPABIEHHSX OITTHMH3AL[HH

Tpya).

CamocTosTenbpHass paboTa 110 JUCIHIDIMHE «3am[ura HHQOPMAIlHH B  CHCTEMax
OecITpOBOIHON CBSI3H) HaITpaBIIEHA Ha (pOpMHpOBaHHE CIEAYIOIHX KOMIIETe HINHII:
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Kox O OopMYIHPOBKA:

I11IK-3 CI1ocOOHOCTH aIMHHICTPHPOBATH TTIOCHCTEMBI HH(pOpMaIHOHHOH
0e30IMacHOCTH OOBEKTA 3aII[HTEI

2. IeJub M 33294 CAMOCT OATEJIbHOH PA00ThI

Bemyimas 1enp opraHuszaiiii M ocyinecTBiIeHHS CPC coBmagaer ¢ LENb0 OO0YUYEHHS
CTyJAeHTa — (opMHpoBaHHe HaOopa OOIeHaY4YHBIX, ITPO()eCCHOHAIPHBIX H CIIeI[HAJIbHBIX
KOMITETEHI[MI OyayIero 6akaiaagpa 110 COOTBETCTBYIOIIEMY HaITPaBIEHHIO ITOAT OTOBKH

[Ipn opranmzaipin CPC BaKHBIM H HEOOXOIHMBIM YCJIOBHEM CTaHOBSATCS (DOPMHpPOBAHHE
YMEHHSI CaMOCTOSTEILHOH PadoThl NI ITPHOOpeTeHHS 3HaHHI, HABBIKOB H BO3MOXKHOCTH
OpraHM3aIy y4eOHOH H HAYYHOH AEATEIbHOCTH. L[elIbI0 caMOCTOSTEIBLHOH PaldoTHl CTYAEHTOB
SBISIETCS OBIaJleHHe (PyHIaMeHTaJIbHBIMH 3HAHHSIMH, IIPO()eCCHOHATbHBIMH YMEHHSIMH H
HAaBBIKAMH JIESITEIIbHOCTH IO ITPO(HIIO, OIBITOM TBOPYECKOH, HCCIIEIOBATEILCKOH JESITEIIEHOCTH.
CaMmocTosTenpHasgd  pabora  CTYAEHTOB  CIIOCOOCTBYET  PasBHTHI)  CaMOCTOSTEIBLHOCTI,
OTBETCTBEHHOCTH H OPraHH30BAaHHOCTH, TBOPYECKOI'O IOAXOJa K PEIIeHHI0 IpobjeM yueOHOro M
ITpoe CCHOHATLHOI'O YPOBHSL.

SagauamMu CPC aBISIIOTCS:

@ clicTeMaTH3alHsI H 3aKpelleHHe ITOJIYYeHHBIX TeOPeTHYECKHX 3HAHHH H IIPaKTHYECKHX
YMEeHHIH CTYIEHTOB,

@ V1r1yOJIeHHE H paclHpEHHE TEOPETHYECKHX 3HAHHI,

@® JopvupoBaHHE YMEHHH HCIIONB30BaTh HOPMATHBHYIO, ITPAaBOBYI), CIIPABOYHYIO
TOKYMEHTAI[HIO H CIIEIHAIbHYIO THTEPaTypy,

() PAa3BHTIEC ITO3HABATCIIBHBIX crtocoOHOCTEH H aKTHBHOCTH CTVIACHTOB. TEGp‘IECI{Gﬁ
HHHITHATHBLBI, CAMOCTOATCIIBHOCTH, OTBCTCTBCHHOCTH H OPI'aHH30BAHHOCTH,

@ (bﬂphﬂIpGBﬂHIIE CAMOCTOATCIIBHOCTH MBITTIUICHI A, CIIOCOOHOCTEH K CAMOPA3BHTHIO,
CAMOCOBCPIICHCTBOBAHIIO H CaMOPCAIIH3alIl I,

@ Pa3BHTHE HCCJICO0BATCIIBCKITX YMCHHII,

@ ICIIONIB30BaHHE MaTepHalla, COOPaHHOIO M IIOIYYEHHOIO B XOJE CaMOCTOSTEIbHBIX
3aHSTHH HA CEMHHAapaX, Ha IMPAaKTHYECKHX H J1a00paTOPHBIX 3aHSATHSIX, IIPH HAITMCAHHH KYPCOBBIX H
BBIITYCKHOH KBaTH(HKAIIMOHHONH paboT, AnI 3((PeKTHBHOH MOATOTOBKH K HTOTOBBIM 3adeTaM H
SK3aMEHaM.
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3. TexHolorHyeckasi KapTra caMocCT 0ATeJIbLHOH pﬂﬁﬂThl CTYACHTA

O0BeM 4aCcOB, B TOM YHCIIE
By nesgrenbsHOCTH (acTp.)
Koner CTYIEHTOB '
ya CpezncTBa H KonTakxTH
PeaIH3yeMBIX
KOMITETeHIIi TEXHOIIOTHH ast pabora
OLIEHKH CPC C Bcero
IIperogaBa
TeJleM
OIIK-5 CaMOCTOSITEIIbHOE CobecemgoBaH
OTIK-7 H3VUEHHE JIMTEPATYPhI He 16 2 18
H HCTOYHHKOB
OIIK-5 [TogroroBka K| 3arrara JIP
OTIK-7 IPAKTHYECKHM 16 2 18
3aHSITHIM
OIIK-5 Harmcantie 3alHra
OTIK-7 pedepara/1oKIaga IOKTaza 16 2 3
Htoro 48 3} 54

4. Hﬂpﬂ,[[ﬂlﬂ BbIIOJIHEHHS CAMOCT OATEJILHOH pﬂﬁﬂ'l'bl CTYACHTOM

4.1. Memoouueckite pexomernoaiil no pabome ¢ yue bHoil numep amypoii

IIpu pabore ¢ KHHTOH HeOOXOAHMO ITOZOOpaTh JIHTEPATYPVY, HAYUHTHLCHA ITPABHIBHO €€
YHTaTh, BECTH 3arMcH. [ mojgdopa IHTepaTyphl B OHOIHOTEKE HCITOIL3YIOTCS al()aBHTHEIH H
CHCTEMATHYECKHH KaTaIOlH.

Ba)XHO TTOMHHTE, YTO PaI[HOHAJIBHBEIE HABLEIKH PaldOTBEI ¢ KHHIOH - 3TO BeCerjga OoNbIas
BKOHOMMS BPEMEHH H CHII.

IIpaBHIBbHEIH  1mOAOOpP YUEOHHKOB  PEKOMEHAYETCS  IIPEIOJAaBaTElIEM,  UHTAFOIIHM
JIEKIMOHHEIN Kypc. HeoOxomumas nmureparypa MOKET OBITH TaKKe VKa3aHa B METOMHYECKHX
pa3paboTKax I10 JaHHOMY KYPCY.

M3yyasg MaTepHan 1o yuyeOHHKY, CIEAYET IEePeXOAHUTh K CIeAVIOIIEMY BOIIPOCY TOIIBKO
IIOCIIE TMPAaBHIILHOIO YACHEHHS ITPEIBIAYIIEr O, OIMCHIBAS Ha OyMare BCEe BBIKIAJKH H BBIUHCIEHIS
(B TOM YHCIE T€, KOTOphIE B YUeOHHKE OITYIIEHBI IJIH Ha JEKIHMH JAaHBI JJISI CaMOCTOSITEIFHOIO
BBIBOJIA).

[Ipn m3yueHnn moOO0H MHCIIIIMHEL OONBINYIO H BaXXKHYIO POJIb HIPaeT CaMOCTOSTEelIbHas
HHIHBHYallbHAI padora.

Oco0oe BHHUMAHHE CIeAyeT oOpaTHTh Ha OIpejielIeHHEe OCHOBHBIX ITOHSTHH Kypca. CTYIEHT
IOIKEH ITOAPOOHO pa3OHpaTh IIPHMEPBI, KOTOPBIE ITOSICHSIOT TaKHE OIMPEeAEIEHHS, H YMETh CTPOHTE
aHAJIOTMYHBIE TIPHUMEPEL CaMOCTOATENRHO. HYyKHO JOOHBATECS TOUHOIO IIPEACTABIIEHHS O TOM, YTO
H3y4Yacllb. 1I0Ie3HO COCTABIATh ONOPHBIE KOHCIIEKTHI. IIpH HM3yUYeHHH MaTepHala IT0 YUeOHHKY
MTOJIE3HO B TeTpajAH (Ha CIeHaIbHO OTBEJEHHBIX ITOIISIX) JOITOJIHSTH KOHCIIEKT JIeKIi. Tam ke
CIIEAYET OTMEYATh BOITPOCHI, BRIJIEIIEHHBIE CTYIEHTOM IS KOHCYIILTALMH C ITPEIIOaBaTEIEM.

BEIBOBI, ITOIIYUEHHEBIE B PE3YIIbTATe H3VUEHHS, PEKOMEHAYETCS B KOHCIIEKTE BBIIEIISTE,
yTOORl OHH IIPH IEPEUNTEIBAHNH 3aITHCEH JIYYIIE 3aIIOMHHAIIICE.

OIBIT TOKAa3BIBAET, YTO MHOTHM CTYJAEHTaM IIOMOIaeT COCTaBJIEHHE JIHCTAa OIIOPHBIX
CHTHAIIOR. COJNIeDXAITero RaXKHeHTITHe W HanOomIee 4acTO YIIOTpeOnsgeMble (POPMYIIBI H ITOHSITHSL

NOKYMEHT NOANUCAH |
SNEKTPOHHOM NMOANMUCKIO HOBHBIE ITIOIOXEHHA JICKIIHH, 4 TAKEKE MOKET
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cOOCTBEHHAsI BHYTPEHHSS YCTAaHOBKA IIpH OOpaIlleHHH K IIeYaTHOMY CJIOBY (HAHTH HYKHBIE
CBeJIcHHT, YCBOHTh HH()OPMAI[HMIO ITOJTHOCTBIO WM YacTHYHO, KPHTHYECKH ITpOaHAIH3HPOBAThH
MaTepHal H T.I1.) BO MHOI'OM 3aBHCHT 3()(PeKTHBHOCTh OCYIIECTBISIEMOIO JeHCTBHAL.

BEIIEIISTIOT uembipe OCHO6HbIE YCHIAHO6KU 6 UM EHUI HAYUHO020 MeKcma.

HH(})OPMAITHOHHO-TIOMCKOBBIH (3a/aya — HaHTH, BRIJIETTHTH HCKOMYIO HH()OPMALIHIO)

ycBaHBaromas (yCHIHS YHTaTe s HallpaBJIeHbI Ha TO, YTOOBI KaK MOXKHO ITOJTHEE OCO3HATh H
3aIIOMHHTE KaK CaMH CBeJICHIS H3lIaracMble aBTOPOM, TaK H BCIO JTOTHKY IO pacCy kKIcHHI )

aHATTHTHKO-KpPHTHYecKas (YHTATelh CTPEMHTCS KPHTHYECKH OCMBICIIHTE MaTepHall,
ITpOaHAIM3HPOBAB €ro0, OIPeJeIHB CBOe OTHOIIEHHE K HEMY)

TBOpYecKas (CO3[aeT Y YHTATENIs TOTOBHOCTE B TOM IJIH HHOM BHJIE — KaK OTIIPaBHOM ITYHKT
IUISI CBOMX PacCyKIeHII, KaK o0pa3 IS IEHCTBHS 10 aHAJIOTHH M T.II. — HCIIOIB30BaTh CYKICHIST
aBTOpa, XOJ ero MBICIeH, pe3yiabTaT HaOIIoAeHHS, Pa3pabOTaHHYIO MeTOMHKY, AOIOIHHTL HX,
ITOJIBEPTHYTH HOBOI ITIPOBEPKE).

OcHoenble 6110bl ClcMeMamu3Up 08AHH Ol 3ANLICL NP OYUMAHHO20:

AHHOTHPOBaHHE — TIIPEAEIBHO KpaTKOe CBSI3HOE OIMCAHHE IIPOCMOTPEHHOM  HIIH
ITPOYHTAHHOI KHHUTH (CTAaThH), €€ COAePpKaHH, HCTOUYHHKOB, XapaKTepa H Ha3HAYeHHT,

[ImaHmpoBaHie — KpaTKas JIOrHYeCKas OpraHu3alisI TeKCTa, PacKphIBAIOIIAsd COAePKaHHE H
CTPYKTYPY H3YyU4aeMOI'0 MaTepHala,

TesnpoBaHHe — JITAaKOHHYHOE BOCITPOM3BEJEHHE OCHOBHBIX VIBEPKIEHHMII aBTopa 0Oe3
IIPHBJICYeHH S (DAKTHYECKOIO MaTepHaJa,

[{uTHpOBaHHE — JOCIOBHOE BEIMMHCHIBAHHE H3 TEKCTa BBIIEPIKEK, H3BIeYEHHI, HaHOOlIee
CYILECTBEHHO OTPaKaOIHX TY HJIH HHYIO MBICIIh aBTOPA;,

KoHcriekTHpoBaHHE — KpaTkKoe H  IIOCIIEAOBATElIBHOE  HM3IIOKEHHE  COMEpKaHHS
IIPOYHTAHHOTO.

KOHCIIEKT — CIIOXKHBIH CITOCO0 H3TI0XKEHHS COIAePKaHMS KHHTH HIIM CTaThbH B JIOTHYECKOH
IOCIeOBAaTEIIbHOCTH. KOHCIEKT aKKyMYIHMPYeET B ceOe MpeIbIAYINHE BHABI 3aITHCH, ITO3BOISET
BCECTOPOHHE OXBATHTH COJAEP KaHNe KHHIH, CTaThbH. I1103TOMY YMEHHEe COCTABJISTH IUIAH, Te3HCHI,
JelaTh BBITHCKH H APYTHE 3aIIHCH OIPEAENSIeT H TEXHOIOTHIO COCTABIIEHI KOHCIIEKTA.

Memoouueckiie pexomernoaiil 1o cOCMAGIEHLIO KOHCHEKNA.

1. BHHMaTEIbHO NPOUYHTAHTE TEKCT. YTOUHHTE B CIIPAaBOYHOH JIHTEPATYPE HEIOHSITHBIE
croBa. [IpH 3amucH He 3a0yAbTe BEIHECTH CITpaBOYHBIE JAHHBIE Ha ITOIS KOHCIIEKTA,

2. Bpraemre rimaBHOE, COCTaBBTE IUIAH,

3. Kpatko cQopMyIHMpyHTe OCHOBHBIE IIOJIOKEHHS TeKCTa, OTMEThTe apryMeHTAal[HIO
aBTOpa,

4. 3aKOHCIIEKTHPYHTE MaTepHall, YeTKO CIEAYS ITYHKTaM IUIaHa. |IpH KOHCIIEeKTHpPOBAaHHH
CTapalTeCch BEIPA3HTh MBICIIh CBOMMH CIIOBAMH. 3aIlCH CIeAYeT BECTH YeTKO, SICHO.

5. 'paMOTHO 3aIlmMCBIBAHTE IUTATHL. [[HTHPYS, YUHTBEIBAHTE JIAKOHHYHOCTH, 3HAYHMOCTH
MBICIIH.

B TekcTe KOHCIIEKTa KEeIaTEIbHO IPHBOJUTL HE TOIBKO TE3HCHBIE ITOIOXKEHHS, HO H HX
moKkazaTelnbcTBa. IIpn odopMiIeHHH KOHCIEKTa HeOOXOAHMO CTPEMHTBCSI K eMKOCTH KaiKIoro
nmpeiokeHnsa. MBICIH  aBTOpa KHHTH CIeAyeT H3IaraTh KpaTrko, 3al00Tach O CTHIE H
BBIPAZHTEIBHOCTH HAIMCAHHOIO. YHCIIO OIMOTHHUTEIBHBIX 3JIEMEHTOB KOHCIIEKTA JOJIKHO OBITh
JTOTHMYeCKH  OOOCHOBAHHBIM,  3aIllMCH  JOJDKHBI  PACIIPEEeIsarbcss B OIPedelIeHHOH
IIOCIIEAOBATEIIBHOCTH, OTBEYAKOINEH JIOTMYECKOH CTPYKTYPE IPOM3BedeHHSA. /{191 YTOUYHEHHS H
JIOTTOTTHEHHS HeOOXOAHMO OCTABIISATH ITOJISL.

OBJIaJicHHe HaBBIKAMH KOHCIIEKTHPOBAHHSI TpeOyeT OT CTYAEHTa ILEIeYCTPEMIEHHOCTH,
IIOBCEMHEBHOH CaMOCTOSTEIIBHONH PalOTHI.

4.2. Memoouueckue pexomeHOayil NO NOO20NIOGKe K HNPAKMUYECKUM U 1abopanopHvim

AOKYMEHT NMoArnvcAH
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JIEKIMOHHOTO Kypca. CIIeyeT MOAUEPKHYTE, UTO TOJBKO ITOCIE YCBOEHHS JIEKI[THOHHOI'O MaTepHalia
C OIpeAeleHHOH TOYKH 3PeHHS (a HMEHHO C TOH, ¢ KOTOPOH OH H3JIaraeTcs Ha JIEKISIX) OH OyaeT
3aKPEIUISITHCS Ha MPAKTHYECKHX 3aHATHSAX KaK B pe3yibTare OOCYKIEHHS H aHaIH3a JIEKIIHOHHOIO
MaTepHana, TaK M ¢ ITOMOINBIO PELIEHHS ITPOOIEMHBIX CHTYaIlii, 3amad. [IpH STHX YCIOBHSX
CTYIAEHT HE TOJIBKO XOPOIIO YCBOMT MaTepHall, HO M HAay4YHTCS IIPHMEHSITh €r0 Ha IPaKTHKEe, a
TaK)Ke IIOIYYHT JOMOIHHTEIBHBEIN CTHMYI (M 3TO O4YEHb BaXHO) I aKTHBHOH IIPOPadOTKH
TIEK LTI

[Ipr camMOCTOSTEIbHOM PENIeHHH 3aJay HYKHO OOOCHOBBIBATH KaiKJBIH ATall PEIEHHS,
HCXOASI H3 TEOPEeTHYECKHX ITONOKEHHH Kypca. ECIM CTYIEHT BHIHT HECKOJIBKO ITYTEH PEIleHHS
mpoOJIeMbl (3aJayH), TO HYKHO CPaBHHTh HX H BBIOpaTh caMbIH palHOHalIbHBIN. [lome3Ho mo
Hayalla BBIYHCIIEHMII COCTAaBHTh KPAaTKHH IUIAaH PeIIeHHsS IpoOneMbl (3aga4yn). PermeHne
IMPOOJIEMHBIX 3aJay WIH IIPHMEPOB CIeAyeT H3Iararh ITOAPOOHO, BBIYHMCIEHHS pacliolararh B
CTPOTOM IIOPSIKE, OTAENISS BCIIOMOraTelIbHBIE BBIUHCIEHHS OT OCHOBHBIX. PeIlleHHS IIpH
HeOOXOMHMMOCTH HYKHO COIMPOBOXKAATE KOMMEHTAPHAMIL, CXeMaMI, YePTeKaMH H PHCYHKAMH.

Cregyer IIOMHHTB, UYTO PeEIIEHHE KaXxIoH VY4eOHOH 3aJayd JOJDKHO JOBOJHUTBCS [0
OKOHYATEJIbHOI'O JIOTHYECKOI'0 OTBETA, KOTOPOro TPeOyeT YCIOBHE, H TT0 BO3MOKHOCTH C BEIBOJIOM.
[Iomy4yeHHEIN OTBET CIEAYET IIPOBEPHTH CITOCOO0aMH, BBITEKAIOIIMMH H3 CYIIECTBA JAaHHOH 3aJaul.
[TonesHo Takke (eclIH BO3MOXKHO) pellaTh HECKOIBKHMH cIloco0aMH H CPaBHHTH ITOIYYEHHBIE
pe3yibTaThl. PellleHHe 3ajady JaHHOI'O THIIA HYKHO IIPOAOIAKATh OO ITPHOOPETEHHS TBEPIBIX
HABBEIKOB B HX PEIIIEHIH.

4.3. Memoouueckiie pexomernoaiiiil 1o camonpogepke 3HaAHLL

[Tocne m3ydeHHS oOIpeJelIeHHOH TeMbI ITO 3aIlHCSAM B KOHCIIEKTe H YYeOHHKY, a TaKxke
peleHHs JOCTaTOYHOIO KOIHYECTBA COOTBETCTBYIOIIMX 3aJa4 Ha ITPAaKTHYECKHX 3aHSTHIX H
CaMOCTOSTEIILHO CTYJIEeHTY PeKOMeHAYeTCS, IPOBECTH CaMOITPOBEPKY YCBOSHHBIX 3HAHHIL, OTBETHB
Ha KOHTPOJIBHEIE BOITPOCHI ITO0 H3YUYEHHOH TEME.

B cirydae HeoOXOAMMOCTH HYKHO €II[€ pa3 BHHMATEIEHO pa300paThCs B MaTepHAlIE.

MHorma HeaocTaTOYHOCTh YCBOEHHS TOrO IJIH HHOTO BOIMPOCa BBISICHSAETCS TOJIBKO IIPH
H3YYEHHH JaIbHEHIIero MaTepHaia. B 3TOM ciydae HaJO0 BEPHYThCS Ha3aJ H ITOBTOPHTH IUIOXO
YCBOEHHBIH MaTepHall. BaXHbIH KPHTEPHH YCBOEHHS TEOPETHYECKOI0 MaTepHala - YMeHHe PellaTh
3aJlauyll WIH IIPOHTH TeCTHPOBAHHE ITO IPOHAEHHOMY MaTepHalrly. OJHAKO CIIeAYeT ITOMHHTh, YTO
MPAaBIIbHOE PeIleHHe 3aJa4l MOXET IIONIYYHTHCS B pPe3yIbTaTe IPHMEHEeHHS MeXaHHYeCKH
3ay4YeHHBIX (POPMYII Oe3 MOHHMAHHS CYIIHOCTH TEOPETHYECKHX ITOJIOKEHHI.

4.4. Memoouueckite pexomenoaijiiil HO HAMICAHLIO HAVYHBIX MeEKCMOE (00K1A008, 00KIA0060E,
9cce, HayuHovlx cmameti i m.o.)

[lepen TeMm, Kak ITPHCTYIIHTh K HAITHCAHHIO HAYYHOI'O TeKCTa, BAKHO pa300paThCcs, KaKoBa
HCTHHHASA 1[eJIb Balller0 HayYHOI'O TeKCTa - 3TO IIOMOXKET BaM pa3yMHO PacIIpeJelINTh CBOH CHIIBI H
BpEMSI.

Bo-TiepBEIX, CHavala HYXHO OIPelelINThCS ¢ HJeeH Hay4YHOrO TeKCTa, a JUIS 3TOro
HeOoOXOAHMO HAayYHTHCS JTHOO OTHOCHTHLCS K PasHBIM SIBIEHHSM H (paKTaM HECKOIIBKO KPHTHYECKH
(cBOS HIes — KaK HMHas TOYKa 3peHHs), THOO HAayYHThCS YBIEKATHCS KAKHMH-TO H3BECTHBIMH
HAesMH, KOTOpBle HYXHAlOTcsI B Jopaborke (Maesd — KaK ONTHMHCTHYeCKas ITO3HIMS H
HaITPaBIIEHHOCTh Ha JaJbHEHINEe COBEPIICHCTBOBAHHE YK€ H3BECTHOIO). BO-BTOPBIX, HAYYHTHCS
OPraHH30BHIBATh CBOE BPeMs, BelJb, KaK H3BECTHO, CBOOOAHOE (OT BCSKHX TIIIYIIOCTEH) BpeMsT —
Ba)KHEHINee YCIOBHE HACTOSIIErO TBOPYECTBA, JJIS HET'O HAKOHEI[-TO ITOSBIISIETCSA Bpems. MHorma
HMEHHO HA OpraHH3al[HIO TAKOI'0 BPEMEHH YXOANT HEMAIIasi YacTh CHJI H TalIaHTOB.

ITucaTk crienveT 9cHO U TOHSTHO cTanagck OCHOBHBIE TTONTOKEHHS (POPMYIIHPOBATh YETKO H
OOKYMEHT NnoanmncAH
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TekcToM» (0e3 3ar0JIOBKOB, O€3 BBIICIEHI KPYITHBIM IIPH()TOM HaHOOIee BaKHBIM MECT H T, I1.), V
KyJIbTYPHOI'O YHTATENIS JOMKHA BEI3BIBATH OPEe3rTIHBOCTh H Jake KaloCTh K aBTOPY (HCKITFOUEHIS
COCTaBIISIFOT HEKOTOPBIE IPEBHHE TEKCTHI, KOr'Aa M JKaHp ObLII HHOH M K TEKCTaM OTHOCHIHChH HHAUE,
JIa H CaMHX TEKCTOB OBIJIO TOPa3l0 MeHbBIIE — He TO, YTO B 3IOXY «HH(POPMAIL[MOHHOTO B3PhIBA» H
COOTBETCTBYIOMIETO «HH(OPMAI[HOHHOI O MyCOpay ).

OO0BeM TeKCTa H Ppas3lHMYHble O(QOPMHTIEIBLCKHE TPeOOBaHHSI BO MHOIOM 3aBHCST OT
IIPHHATHIX B KOHKPETHOM YUeOHOM 3aBEEHIH TTOPSIKOB.

JIoKImag - 5TO CaMOCTOSITEIILHOE HCCIIEOBAHHE CTYASHTOM OITPeJelIeHHOH ITPOOIEMEL,
KOMITJIEKCA B3aHMOCBSI3aHHBIX BOITPOCOB.

Jlokmaa He JONKHAa COCTaBISATHCS H3 (PparMeHTOB cTaTeH, MOHoOrpadui, mocodni. Kpome
IPOCTOr0 H3I0KEHHSI (PAKTOB M ILMTAT, B JOKIAA € JOJDKHO ITPOSBIIATHECS aBTOPCKOE BHJECHIE
ITpOOIIEMEI H €€ PEIIEHHSL

PaccMOTPHM OCHOBHBIE 3TAIThI ITOAT OTOBKH

a CTYIIEHTOM.

BEITNTOIMHEHHE JOKIaa HAUHHAETCS C BRIOOpA TEMEI.

3aTeM CTYIEHT TIIPUXOJAUT Ha TIEPBYIO KOHCYIBTAIlMIO K PYKOBOIHTEIIO, KOTOpas
IpEey CMaTPHBAET:

- 00CYyKIeHHe I[eH | 3a7a4 padoThl, OCHOBHEIX MOMEHTOB H30PaHHOH TEMHI,

- KOHCYIIbTHPOBAHHE II0 BOITpOcaM ITog00pa JIMTepaTypsl,

- COCTABIIEHHE IIPEABAPUTEIBLHOIO IUIAHA.

CIeqVyIOIMMM STaroM sSBIgeTcd padora ¢ Jureparypor. HeoOxommmas mmreparypa
ITOA0HPAETCS CTYAEHTOM CaMOCTOSTEIBHO.

IIocne mombopa maTeparyprl Lieinecoo0pasHo clellark padouril BapHAaHT IUlaHa paboTel. B
HEM HYKHO BBIJIEIINTh OCHOBHEIE BOITPOCHI TEMBI H ITaparpadbl, paCKpLIBAIOIIHE HX COAEprKaHHE.

COCTaBIIEHHBIN CIIHCOK JIMTEPATYPhl M IIPEABAPHTEILHBIN BapHAHT IUIaHA YTOYHSIOTCSL
COIJIACYIOTCS Ha OUYEPETHONH KOHCYIIBTAIMH C PYKOBOIHTEIIEM.

3aTeM HaYMHAESTCS CIeAVIOM[MH 5STan  paboTel - H3YUYEHHE JIMTepaTyphl. TOJBKO
BHUMATEIIBHO YHTAsd M KOHCIIEKTHPYS JIUTeparypy, MOXKHO pa3o0parbCs B OCHOBHBIX BOIIpOcax
TEMBI H ITIOATOTOBHTLCSI K CAMOCTOSTEIEHOMY (aBTOPCKOMY) HM3JIOKEHHIO COJEPKAaHHSI JOKIaja.
KOHCIIEKTHPYSI IIEPBOMCTOYHHKH, HEOOXOIMMO OTPa3sHTh OCHOBHYIO HIEIO aBTOPa M €ro IO3HI[HIO
II0 HCCIIEAYEMOMY BOIIPOCY, BBRISIBUTH ITPOOIIEMBI M HAMETHTH 3aJayM JUIS JalIbHEHINETO H3YUEHHS
IAHHBIX ITPOOJIEM.

CucreMaTH3al[Md H aHAJIN3 H3YUYEHHOH IMMTEPATYphl 10 IpoOiIeMe HCCIEeIOBAHH I
IIO3BOJISIFOT CTYIEHTY HaITHCaTh PadoTy.

Paboumii BapHaHT TEKCTa JOKIajga IPENOCTABILIETCS PYKOBOIWUTEIXO Ha IIPOBEpKy. Ha
OCHOBE padoyero BapHaHTa TEKCTa PYKOBOIHUTEIL BMECTE CO CTYJIEHTOM OOCYKIAET BO3MOKHOCTH
nopaboTKH TekcTa, ero ogopmieHue. [locne mopaGoTkm HOKIIan chaeTcsa Ha Kadeapy IIa ero
OL[EHHBAaHNI PYKOBOIHTEIIEM.

Tpeboeaniia k Hanucanuo 0oKIaA0A

Harmicanne 1 pokimaga sBisseTcsa oOA3aTENbHBIM YCIOBHEM BREITTOMHEHHSA TUlaHa CPC 110
IMIFO00H JHCIUIUIHHE ITPOo(eCcCHOHAIBHOI O IHKIIA.

Tema moxmnazga MOXKeET OBITh BRIOpAHaA CTYAEHTOM M3 IIPEIJIOKEHHEIX B paboueH IIporpaMme
WIH (POHJE OLEHOYHBIX CPeACTB MHCI[HIUDIMHBIL, JIHOO OIpeAelieHa CaMOCTOSTEIbHO, HCXOMIS H3
HHTEPECOB CTYAEHTA (B paMKax H3y4YaeMOH JUCIIOUINHEI). BrIOpaHHYIO TeMY HeOOXOIHMO
COIJIaCOBAThLCA C MIPETTOAABATEIIEM.

Jlokmag pomxkeH OBITh HAITHCAH HAYUHBIM S3BIKOM.

O0BeM JOKIIa[a JOIKEH cOCTaBIsITh 20-25 c1p.

Cmpykmypa ooxnaoa:

@ Barenchiie (He Oomnee 3-4 crpaHuil). Bo BBejgeHHH HEOOXOIHMO 000CHOBATh BEIOOP TEMEI,

BOKYNEH HOONMEAH U, OOBEKT HCCIENOBAHHSI, OCHOBHEIE I[ETTH H
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HCCIEIOBAHHS, B KOTOPOM JaeTcs XapaKTepHCTHKa CTEIleHH pa3paldoTaHHOCTH ITPOOIeMBI H
aBTOpPCKasl aHaIHTHYecKas OI[cHKa OCHOBHBIX TeOPEeTHUYECKHMX IIOAXOJOB K €€ PelleHHIO.
HM3m0xeHHe MaTepHana He JOJKHO OrPaHHYHBATHCS IIHIIL OITHCATEIBHBIM ITOAX0A0M K PACKPBITHIO
BEIOpAaHHOH TeMbl. OHO TakXke JOIIKHO COAepKaTh COOCTBEHHOE BHIEHHE PpaccMaTpPHBAEMOH
ITpoOIeMBI H H3II0KEHHE COOCTBEHHONH TOUKH 3PEHHS Ha BO3MOJKHEIE ITYTH €€ PEIEHH .

@ 3axmrouenre (1-2 crpaHHIpBI). B 3aKmOYeHHH KpaTKO H3JIararoTcs JOCTHTHYTBIE ITPH
H3YUEHHH ITPOOIIEMEI IETIH, TIEPCIIEKTHBEL Pa3sBHTHA HCCIEAYEMOI'0 BOIIpoca

@ CIINCOK HCIIONb30BAaHHOH JIHTepaTyphl (He MeHbINe 10 HCTOYHHKOB), B al(paBHTHOM
MopsaKe, O(pOpPMIIEHHBIH B COOTBETCTBHH C IPHHSTBHIMH ITpaBHIAMH. B CITHCOK HCITOIB30BaHHOIM
THTepaTyphl PeKOMEHAYETCS BKIIFOYATh palOoOThl OTEYECTBEHHBIX H 3apyOeKHBIX aBTOPOB, B TOM
YICJIe CTAaThbH, OITYOJMKOBAHHBIE B HAYUHBIX JKYPHAJIaxX B T€YEHHE ITOCIeMHMX 3-X JIIeT H CCBIIIKH Ha
PECYPCHI ceTH MHTEepHET.

@ IIpmwioxenue (ImpH HEOOXOIHMOCTH).

Tpeboeaniia x oghopmneniio:

@ TEKCT ¢ OJHOH CTOPOHEI IHCTA,

@ mpndt Times New Roman;

@ ke mpHudra 14,

@ McEXKCTPOUYHOE paccTosHUE 1,3,

@ 110715 CBEPXY 2.5 CM, CHH3Y — 2,5 CM, CJIeBa - 3 CM, cIipaBa 1,5 cM;

@ 1oKIag JOMKEH OBITH MPEACTAaRIEH B COPOIIIIOPOBAHHOM BHJIE.

llopadok zawpumul doxnaoa:

3amqura JOKIaJa ITPOBOAMTICS Ha ITPAKTHYECKHX 3aHSITHSX, IIOCIE OKOHYAHHSA PadoThI
CTYJIEHTA HaJ HHM H HCIIPAaBJIEHHS BCeX HEJOYETOB, BBISBIECHHBIX IIPEIIOfaBaTelleM B XOJE
KOHCYIIbTAIMI. Ha 3almry JoKiIaga OTBOAMICS J-7 MHHYT BPEMEHH, B XOJE KOTOPOI'O CTYAEHT
IOIKEH TI0Ka3aTh CBOOOHOE BIAJcHHE MaTepHalIOM IO 3asBIIeHHOH TeMe. IIpH 3ampiTe JoKimIaka
IIPHBETCTBYETCS HCIIOIb30BaHHE MYIIbTHMEHA-TIPE3EHT AL[HH.

Oyernka doxknaoa

JIOKIIa  OLleHHBAETC A 1O CIIEAYIOIIIM KPHTE PHSIM:

* coOmMrOMIeHHe TpeOOBaHMI K €TI0 O(pOPMIEHHIO,

* HeOOXOMUMOCTh H JOCTATOYHOCTH /IS PACKPHITHSA TEMBI IPHBEJECHHOH B TEKCTE JTOKIaja
HH(POPMAIIHH

* YMEHHE CTYIeHTa CBOOOJHO H3JIaraTh OCHOBHBIE HIEH, OTPakKeHHEIE B JOKIIAJE,

* CIIOCOOHOCTH CTYAEHTa IIOHSATH CYTh 3aJaBacMBIX IIPENOJaBaTelleM H COKYPCHHKaMH
BOITPOCOB M C(POPMYIIHPOBATH TOUHBIE OTBETHI HAa HHUX.

Kpumepiut oyenxui:

Oyenxa «omauynoy BBICTABIISETCS CTYAEHTY, €CIIH B JOKJIa[e CTYAEHT HCUEPIIBIBAIOIIIE,
IIOCIEA0BATEIIbHO, YETKO H JIOTHYECKH CTPOMHO H3JIaraeT MaTepHal, CBOOOJHO CITPaBIIIETCS C
3aJlavyaMH, BOIIPOCAMH H APYTHMH BHJIAMH ITPHMEHEHMS 3HAHMI, HCIIONB3YET IS HaIliCaHH
JTOKIIaJla COBpeMeHHBIE HayUHbIe MaTePHANIbI, aHATH3HPYET IMTOTYYeHHYIO HH(POPMAIHIO, ITPOSBIIICT
CAMOCTOSITEIIbHOCTD ITPH HAITMCAHHH JTOKJIa1a.

Oyenxa «xopouto» BBICTABIIIETCS CTYIEHTY, €CIH KayeCTBO BBINIOIMHEHHS JOKIaja
IOCTATOYHO BEICOKOE. CTYZEHT TBEPAO 3HAET MaTepPHall, IPaMOTHO H I10 CYIIECTBY H3JIaracT ero, He
IOITYCKasl CYIECTBEHHBIX HETOUYHOCTEH B OTBETE Ha BOIIPOCKHI ITO TEME JOKIIAA.

Oyenxa «yooenemeopunensHoy BBICTABIAETCS CTYAEHTY, €CIH MaTepHal IOKiIaja
H3JIaraeTCI YaCTHYHO, HO ITpoOelbl HE HOCAT CYINECTBEHHOIO XapakKTepa, CTYIAEHT JOITYCKAeT
HETOYHOCTH H OIMMOKH IIPH 3allfHTe JOKIaja, JaeT HeJOCTaTOYHO ITpaBHIIbLHBIE (POPMYIIHPOBKH,
HaOIIOAA0TC S HAPYIIEHH S IOTHYeCKOH ITOCTIEM0BATEIbHOCTH B H3IIOKEHHH MaTepHala.

Oyenka «HeyooeneneopLneibHo» BEICTABIIETCS CTYIEHTY, €CIIH OH HE ITOATOTOBIII JTOKIIa]

SMNEKTPOHHOWM NOAMUCHIO
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MeHee 60% OT YCTaHOBIIEHHOI'O JUISI ATOrO KOHTPOIS MaKCHMalIbHOro Oanmna. PeHTHHIOBBIN Oallll,
BRICTABISIEMEIIl CTYAEHTY 3a TeKyIllee KOHTPOILHOE MEPOIIPHATHE, CAAHHOEe CTYIAEHTOM B
YCTAHOBIIEHHBIE TpPapHKOM KOHTPOIBHBIX MEPONPHSATHH CPOKH, OIIpelenseTcs cleTyOIHM
o0pasoM:

YPOBEHD BBITIOITHEHHS KOHTPOIBLHOI'O PenrHHroBein  Oarun B % or
3aTaHIST MaKCHMAIJIbHOI' 0 Oalila 3a KOHTPOIIBHOE 3aJlaHHe)

OTIHYHBIH 100

XOPOIIIHI 80

Y IOBIETBOPHT €IILHBII 60

HeyaoBIeTBOPUT EIIBHBIIN 0

4.5. Memoouueckiie pexomenoaiiiil N0 8bINOAHEHUIO 1CCIe008aNIebCKUX NPOEKNIO8

HccrnemoBarenbsckas IMpoeKTHasa padoTa — 3TO rpyrmioBas padoTa, IS BRIITOITHEHH I KOTOPOH
HeoOXOANM BEIOOP M IIPHJIOKEHHE HAYYHOH METOAMKH K ITOCTABIIEHHOH 3ajaue, ITOIYUEHHE
COOCTBEHHOI'0 TEOPETHYECKOTO HIH 3KCIIEPHMEHTAIRHOI'O MaTepHala, Ha OCHOBAaHHH KOTOPOIO
HeOOXOANMO ITPOBECTH AaHAIM3 M CJHENaTh BBEIBOABI 00 HCCIeQyEMOM SBIEHHH. BBIIOIHEHHE
IIPOEKTa — 3TO BCErJa KOJUIEKTHBHAS, TBOpUYECKas IpaKkTHyeckKas padora, IpelHasHAaueHHAs I
IIOIIYUEHHS OIPEAECIIEHHOIO ITPOAYKTAa WIH HayYHO-TEXHHYECKOI'O pe3yibTara. Takas padora
MmoJIpa3syMeBaeT YeTKOe, OJHO3HaYHOe ()OPMHPOBaHHE ITOCTABICHHOH 3aJadH, OIpejeeHHe CPOKOB
BBITIOITHEHHS HAMEUYEHHOT O, OIpeJelIeHHe TpeOOBaHHI K pa3zpadaTkiBacMOMY OOBEKTY.

BreinmonmHeHne 1 IpyroioBOro IpoekTa SBISIETCS OOS3aTElIbHBIM YCIIOBHEM BBIOTIOITHEHH S
CaMOCTOSTEIBHOH PaOOTHI IO THO00H JUCIHIUINHE MPO(eCCHOHAIBHOIO I[HKIIA. TeMa ITPOeKTHOIO
3aJJaHISI MOJKET OBITh BRIOpaHa CTYAEHTOM H3 ITPEJIOKEHHEIX B paOoOdeH IporpaMMe HiIH (DOHIE
OL[EHOYHBIX CPEACTB AUCIMIUIMHBI, THOO OmpeelieHa CaMOCTOSTEIBHO, HMCXOMS H3 HHTEPECOB
CTyJeHTa (B paMKaX H3y4aeMOH JHCIHIUIMHEI). BEIOpaHHYIO TeMy HeoOXOIHMO COITIacOBaThCS C
IIPEITOaBaTEIIEM.

Tpeboeantia no evINOIHEHIO 1L 0POPMICHLUIO NPOEKINA

[IpH BBIITOITHEHHH IIPOEKTa IIPHBETCTBYETCA padoTa B rpyrmie (2-3 yeaoBeka). [IpoekT — 310
HCCIeMOBaTeNbCKasd pabora, B XOAe KOTOPOH CTYAEHTHl JOJKHBI IIPOJEMOHCTPHPOBATE BIIajcHIE
HAaBBIKAMH HAayYHOr'O HCCIIEOBAaHHS, YMEHHS IPOBOJHTH aHAIH3, 0000M[aTh HH(OPMAIHIO, AeJIaTh
BBIBOJIBL, ITPEJUIaraTh CBOH PEIeHHS ITPoOIIeMbl, pacCMaTPHBAaeMOH B IIPOEKTE.

[IpH IMoAroTOBKE MAaTepHAIIOB IPOEKTA CTYIEHTHI JOIKHBEI IIPOJEMOHCTPHPOBATE BIIaJcHHE
COBPEMEHHBIMH METOJAMH KOMITFBFOTEPHOH 00pabOTKH JaHHBIX.

Kpumepint oyenxu pabomovt yuacmuuka npoexma.

JITIs KaKIoro U3 YYaCTHUKOB ITPOEKTa OIEHHUBAOTCSL:

* mpodeCCHOHAIbLHBIE TEOPETHYECKHE 3HAHHSI B COOTBETCTBYIOIIEH 00IIacTH,

* yMeHHe pabdoTars CO CIIPAaBOYHOH M HAYYHOH JIMTEPATYPOH, OCYIIECTBIISATH ITOHCK
HeoOXOomHMOiT HHpopMaIlHH B UHTepHeT;

* yMeHHe padoTaTh ¢ TEXHHYECKHUMH CPeICTBAMHU,

* YMEHHE IOJIb30BAaThCSA COOTBETCTBYIOINHMH BBIIIOITHSIEMOMY IPOEKTY HH(POPMALH OHHBIMH
TEXHOIIOTHSIMH,

* YMEHHE T'OTOBHTh MAaTEPHAIIBI IIPOEKTa IS IPE3CHTAIMH. COCTABIIITh M PEJAaKTHPOBATh
TEKCTHI, () OPMHPOBATh ITPE3eHTAI[HIO ITPOEKTa,

* yMEHHE padoraTh B KOMAHJIE,

* YMEHHE ITYOJIMYHO ITPEJICTABIIATh Pe3yIIbTaThl COOCTBEHHOH JIESATEIIBHOCTH,

* KOMMYHHKA0EIbHOCTh, HHHITHATHBHOCTD, TBOPYECKHE CITOCOOHOCTH.

T TTHKU YHACTHUKAM 1P OoeKma

IP=_.T.'.'-' B T
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HHble
KomMIieTeHIHH,
VHHBEPCAIIbHEIE
CBSI3aHHEIE C
KOMIIET€HI[HH
HCITOIIb30BAaHHEM
(KOMMYHHKaOEb
COOTBETCTBYIOIIIX HOCTE
[TpodeccnonamsHeIE BBITOTTHSIEMOMY ’ OTYETHOCTH
OlLleHKa HHHUIHATHBHOCTD,
KOMITET€HI[HI IIPOEKTY
YMEHHE padoTaTh
TEXHHYECKHX B (KOMALIIEY
CPENCTB H Y,
yITPaBJI€HYE CKHE
HH()OPMAaI[HOHHBIX
- HABBIKH H T.JI.)
TEeXHOJIOTHI
«OtmmyHO» | Pabora BEINONMHEHA Ha | TeXHHYECKHE CryaeHT mmpossui | IIpoekT
BBICOKOM CpeIcTBa 1 | HHHI[HATHRY, ITPEeJICTaBIIEH
pod eCCHOHAIbHOM HH()OPMAI[HOHHEIE | TBOPYECKHIT IIOITHOCTBIO U
YPORBHE. TEXHOIIOI M TIOJIX O/, B CPOK.
IIpeacTaBiIeHHBIN OCBOEHEI H | ClTOCOOHOCTE K
MaTepHall B OCHOBHOM | HCITOIIB30BAHEL JIJIS | BBIITOIHEHIIO
(paKTHYECKH  BepeH, | pealm3al[HH CIIOKHBIX
JIOITYCKAIOTCA IIPOEKTa 33JaHHI, HaBBIKH
HerpyObIe TIOITHOCTBIO paboTH B
(paKTHYECKIE KOIIJIEKTHBE,
HETOYHOCTH. CTYIEHT OpraHM3aI[HOHHEI
CBOOO/IHO OTBEYaeT Ha € CIIOCOOHOCTH.
BOITPOCHI, CBS3aHHBIE
C IIPOEKTOM.
« XOPOILIO» PaGora BeInmonHeHa Ha | OOHapyxuBaroTcsa | CTyIeHT [IpoekT
JIOCTAaTOYHO BEICOKOM | HEKOTOPHIE IIOCTAaTOYHO ITPEJICTaBIIEH
Ipo eCCHOHAIbHOM OITIHOKIA B | IIONIHO, HO 0€3 | 1OCTaTOYHO
ypoBHe.  J]OIIVINEHO | HCIIOIb30BaHHH HHUIHATHBBI M | IIOJIHO H B
o0 4-5 (paKTHYECKHX | COOTBETCTBYIOIIHX | TBOPYECKHX CPOK, HO C
OITIOOK. CTYIEHT | TEXHHYECKIX HaXOOK HEKOTOPBIMH
OTBEYAET HA BOIPOCEHI, | CPEACTB U | BEITIOJIHHII HeJIopaboTKa
CBSI3AHHEBIE C | HH(pOPMAIMOHHEIX | BO3IOJKEHHEIE Ha | M.
IIPOEKTOM, HO | TEXHOJIOrHH HETO 3aJ]a4H.
He JIOCTaTOYHO ITOJIHO.
« YIIOBIIETBO | YPOBEHb OOHapyKHBAET CTYJIEHT [IpoekTr cmaH
PHTEIILHOY HEJIOCTATOYHO BBICOK. | HEJOCTATOYHOE BEITTOJTHIUT cO
JHomymeHo g0 8 | BIIAJEHHE OOIBINYIO  YaCTh | 3HAUHTEIIBHEI
(paKTHYIECKHX HaBBIKAMH PaOOTHI | BO3IIOKEHHONH Ha | M
OITIOOK. CTVYIEHT | C  TEXHHYECKHMH | HET'O pabOTHI. OITO3JIaHH EM
MOYKET OTBETHUTH | CpeJCTBaAMHU 51 (Goree
JIHIIb HA HEKOTOPBIE | COOTBETCTBYIOIINM HeJellln) H He
13 3aJIaHHBIX | U IIOITHOCTB IO
BOITPOCOB, CBS3aHHBIX | HH(POPMAIHOHHEIM
C IIPOEKTOM. 1 TeXHOJIOTHSIMI
«Heymosner | PaGora He BeImojmHeHa | HaBeIKOB paborhel ¢ | CTYIEHT IIpoekr  He
BOPHUTEIILHOY» | WM BBITIOJTHEHA Ha | TEXHHYECKHMHU IIPAKTHYECKH HE | CIIaH.
HI3KOM VPOBHE. | CpeJCTBAMH  HET, | paborall, HE
Mormvtieno  Gomee R | wrdhonMAI[HOHHEBIE | BRITIOMHII  CBOH
OOKYMEHT NOANUCAH
3NEKTPOHHOM NOAMUCHIO i HE | Safadn HIT
CepTudmkar:  12000002A633E3D113AD425FB50002000002A6 BEITTOJIHIUT JIUIIIb
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HHp1e
KomMIieTeHIHH,
VHHBEPCAIIbHEIE
CBSI3aHHEIE C
KOMIIET€HI[HH
HCITOIIb30BAaHHEM
(KOMMYHHKaOEb
COOTBETCTBYIOIIIX HOCTE
[TpodeccnonamsHeIE BBITOTTHSIEMOMY ’ OTYETHOCTH
OlLleHKa HHHUIHATHBHOCTD,
KOMITET€HI[HI IIPOEKTY
YMEHHE padoTaTh
TERHITHECKIX B (KOMAaHJIE»
CPENCTB H ’
yITPaBJI€HYE CKHE
HH()OPMAaI[HOHHBIX
- HABBIKH H T.JI.)
TEeXHOJIOTHI
OOHapy KIMBArOT IIOPYYEHH ST B
HETIOHHMAaHIE TPYITIOBOM
IpeaIMeTa 51 IIPOEKTE.
OTCYTCTBHE
OpPHEHTAI[NH B
MaTepHalle IIPOEKTa.

Cmyoenmst OonxcHbvl: 3alIUTHTL IIPOEeKT B pPe)kKHMe ITpe3cHTaI[MH, ITPeIBbSIBHTEL (Paillbl
BBITIONITHEHHOI'O TIPOEKTa, YMETh PaccKaszaTh O TEXHOIOIMSX, HCIIONB30BAHHEIX HMH TIPH
BBITIOJTHEHHH ITPOEKTa, J[aTh OLIEHKY PaOOThI KaKJA0r0 WieHa I'PYINIEL (ecau npoexm 2pynnoeoil).

MakcHMaIbHO BO3MOXKHBIH Oalll 3a BECh TEKVYIIHMHI KOHTPOIb YCTaHABIMBACTCSI PAaBHBEIM 3.
Tekylnee KOHTPOIBHOE MEPOIPHITHE CYHUTAETCS CIAHHBIM, €CIIM CTYIEHT ITOIYYII 3a HErO HE
MeHee 60% OT YCTaHOBIIEHHOIO JUIS ATOr0 KOHTPOIS MaKCHMalIbHOro Oamnmina. PeHTHHTOBBIN Gallll,
BBICTABISIEMEIN CTYIAEHTY 34 TeKYIlee KOHTPOIBLHOE MEPOIIPHATHE, CHAHHOE CTYIEHTOM B
YCTAHOBJIEHHbIE T'pa(pHKOM KOHTPOJIBHBIX MEPOIPHITHH CpPOKH, OIIPeJeNsIeTCsa CIIeTyOIHM
o0pasoM:

YPOBEHL  BEITNIOIHEHHA KOHTPOJIbHOTO | PeHTHHTOBEIH Oamn (B % OT MaKCHMaJbHOI'O
3aJTaHI ST OalUra 3a KOHTPOIIFHOE 3aJ[aHHE)
OTIIHMYHBIA 100
XOPOIIHI 80
Y IOBJIETBOPHT EJILHBII 60
HeymoBneTBOpHTEIIbHEBIH 0

4.6. Memoouueckiie pexomeHoaiiiil no NOO20N0EKe K SK3AMeHAM U 3a4enam

M3yuenne MHOrmx oOIIEeNpo()eCCHOHAIBHEIX H CIEIHAIbHBIX JHCLIHIDIMH 3aBepIIacTCs
5K3aMeHOM. [IOoATroTOBKAa K 3K3aMeHY CIIOCOOCTBYET 3aKPEIJIEHHIO, YVITIYOJIEHHIO H OOOOIIEHHIO
3HAHIIL, ITOIIYYaeMBIX, B ITpollecce OOYVUEHHNS, a TaKKe IIPHMEHEHHIO HX K PEIIEHHIO ITPAKTHYECKIIX
3a7a4. |'OTOBSCH K BK3aMEHY, CTYAEHT THKBHINPYET HMEOIHeCS IMpoOesbl B 3HAHISX, YIIIYOIIseET,
CHCTEMATH3UPYET H VIIOPSAIOUYHBAET CBOHM 3HaHMS. Ha sk3aMeHe CTYIAEHT AeMOHCTPHPYET TO, YTO
OH IIPHOOPET B IIpoIiecce OOYUYEHHS IT0 KOHKPETHOH YUeOHOH JHCIIHIIIIHHE.

DOK3aMeHal[HOHHAS CECCHS - 3TO CEpPHS SK3aMEHOB, YCTAHOBIEHHBIX YUYeOHBIM ITIIAHOM.
Mexnay sk3zamMeHaMH HHTepBaln 3-4 jgHa He ciuepver aymarb, 4yrto 3-4 OHS JOCTAaTOYHO IS

}*'C]'[E:H.H—Ilﬂﬁ TTOATOTOBKIT K SK3aMCHAM.
B st 3-4 mgHA HYXHO CHCTCMATH3HPOBATE VYIKC HMCIOIIHCCHA 3HAHHAA. Ha KOHCYIIBTAllHH

[CPT O JE3d! ,D,GHYMEHTHD,HHHCAH T T T T HbIMIT TpEﬁDEﬂHHﬂI‘vﬂI: OTBCTAT Hd BO3HHKIIIHE Y
SNEKTPOHHOW MOAMUCHIO - 00s13aTEIIBHO.
Ceptudukar: 1 12000002A633E3D113AD425F B50002000002A6

K 3K3dMCHdAM TC 2KC, UTO H IIPH 3dHATHAX B
HBl Oolee CTPOTI0. BG-HEPELIX, OYHCHE BdxHO
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yeM 3a 2-3 yaca 10 cHa. ONITHMAIbHOE BPEMS 3aHSITHH - YTPEHHHE H JHEBHBIE Yachkl. B nepepriBax
MEKAY 3aHATHAMH PEKOMEHAVIOTCS ITPOTYIIKH Ha CBEKEM BO3AYXE, HEYTOMHTEIBHEBIE 3aHSTHS
CITOpTOM. BO-BTOPBIX, HaIMYHe XOPOIIMHX COOCTBEHHBIX KOHCIIEKTOB JIEKI[HI. J[aKe B TOM CIIyYae,
ecIH ObllIa ITPOITyIIeHa KaKas-ITHOO JIEKIHS, HeoOXOIHMO BO BpeMs €€ BOCCTAaHOBHTH (IIeperHcaTh
ee Ha Kadezape), oOyMaTh, CHITh BO3SHHKIIIFE BOITPOCHI JIJISI TOrO, YTOOBI 3aIIOMHHAHHE MaTepHalla
OBUIO OCO3HAHHBEIM. B-TpeThbHX, ITPH ITOATOTOBKE K 3K3aMEHAM VY CTYAEHTa JOIKEH OBITh XOPOIIIT
yueOHHK HIIM KOHCIIEKT IIHTEpPaTyphl, IPOUHTAHHONH II0 YKa3aHHIO IIPellofaBaTellsd B TEUEHHE
ceMecTpa. 3/IeCh MOKHO 3()(PEKTHBHO HCIIOIb30BATh JIHCTHI OITIOPHBIX CHI'HAJIOB.

BHauarne cieayer IPOCMOTPETh BECh MaTepHal I10 claBaeMOH JHCIHIUIMHE, OTMETHUTD IS
ceOs TpyAHbIE BOIIPOCH. O0s3aTelbHO B HUX pa30o0paThecs. B 3aKimroYeHHe elre pas LeaecoodpasHo
IIOBTOPHTEL OCHOBHBIE ITOJIOKEHISL, HCITONB3YS ITPH 3TOM JIHCTHI OITOPHBIX CHTHAJIOB.

CHcTeMaTHyecKas IOArOTOBKA K 3aHATISIM B TeUeHHE CeMEeCTpa ITO3BOJIMT HCITONIB30BAaTh
BpPeMS SK3aMEHALIMOHHOH CECCHH JJIS CHCTeMAaTH3alllH 3HaHHII.

KoHTpoJIb caMOCT 0ATEJIbHOI PAa0d0ThI CTYJAEHTOB

KOHTpOIbh caMOCTOSTENIbHOH PadOoThI IIPOBOIUTCS IIPEMoaBaTelIeM B ayIHT OPHH.

[TpemycMOTpeHHBl CIeMVIONHe BHILI KOHTPOISL coOeceoBaHHE, OIleHKa JOKIaja, OIleHKa
ITpe3eHTal[HH, OlleHKa YYacTHSI B KPYIITIOM CTOJIE, OIleHKa BBIOIOITHEHH ST IIPOEKTa.

[TogpoOHBIE KpHTEpPHH OlIeHHBAaHHS KOMIIETeHIHI ITpHBeJeHbI B (DOHIe OI[EHOYHBIX
CPeJICTB JJIS ITPOBEJIeHHS TEKYIIEH H ITPOMeKYTOYHOH aTTeCTaI[HH.
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