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BBeaenne

MeTtoanyecKkHe yKa3aHHS 110 OpraHM3al[HH TeXHOJIOTHYECKOH ITPAKTHKH pa3palOTaHBI B
COOTBETCTBHH ¢ TpeboraHHsMH DOI'OC BO c¢ yueroM pekomeHmanmi OII 1mo HampaBIeHHIO H
npodmo moaroToBkH 10.03.01 «MHpopmalpioHHass 6e30ImacHOCThY, «llomokeHneM O ITOpSAKe
ITPOBEACHHU A ITPAKTHKH CTYAEHTOB» H YueOHBIM IlTaHOM HarrpasineHus 10.03.01
«HpopmarroHHas 6e30ITaCHOCTD Y.

MeTtoanyecKHe YKa3aHHS 10 OpraHH3alHi ITPOH3BOACTBEHHOH MPAKTHKH ITPeaHA3HAYCHEI
JUISI CTYJIEHTOB BcexX (popM oOyueHHS HallpaBIeHH I ITOATroToBKH OakaimaBpoB 10.03.01
«MHpopMaIioHHas Ge30IacHOCTh» H COJlepskKaT MaTepPHaIbl IT0 OpraHH3aIlHH, ITPOBEACHHIO H
KOHTPOIIO IIPOXOJKAEHHS TIPAKTHKH, IIPHMEPHOMY PACIIPENEIIEHHIO BPEMEHH B TIEPHOJ
ITPAKTHKH, VKa3bIBAIOT OOS3aHHOCTH CTYAEHTOB, CTaBAT 3aJayd TIPAKTHKH, COJEP/Kar
HHANBHAYAJIbHBIE H TEOpeTHYeCKHe 3aJaHHs H TpeOOoBaHHSI K OQOPMIEHHIO Pe3yIbTaTOB
ITPOH3BOACTBEHHON TEXHOIOIHYECKOH ITPAKTHKH.

[Ipou3BOACTBEHHAA TIIpaKTHKA CTYJIEHTOB SBIISIETCS COCTABHOHM YaCTBIO OCHOBHOM
00pa30BaTeIIbHOH IIPOrpaMMElI BEICHIETO ITPO()ECCHOHAIBHOIO 00pa30BaHHSA ITOATOTOBKH
BBICOKOKBATH(DHITHPOBAHHBIX  CIIEL[HAJINCTOB,  IIPeJCTaBlIZeT  cOOOH  BHJ ~ 3aHSTHIL,
HEITOCPeJCTBEHHO OPHEHTHPOBAHHBIX Ha ITPAKTHYECKYIO IIOATOTOBKY O0YYAIOIIIXCAL.

1. Hesn npakTukH

[{empr0 IIPOM3BOACTBEHHON TEXHOJIIOTHYECKOH IIPAKTHKH SBISIOTCS 3aKpeIUIeHHEe |
yriIyOlleHHe 3HAHHH, ITONYYEHHBIX CTYAEHTAMH B IIPOIECCE TeOPEeTHYECKOrOo OOYYeHHS,
ITpHOOpeTEHHE HEOOXOMMMBIX YMEHHH, HABBIKOB, KOMIIETEHIIMH H OIIBITA ITPAKTHYECKOH
PalOTHI 10 H3YYAEMOMY HaIIPaBIIEHHIO.

2. 3213249l NPAKTHKH
3aJayaMH TeXHOIOTHYECKOH ITPAKTHKH SBISETCA:
— TTONYYEHHS ITPAKTHYECKHX HABBIKOB CAaMOCTOSTEIbLHON H KOIUIEKTHBHOH PaboThI IIpH
PEILEHHHN ITOCTABJIEHHBIX 3a/4a4,
— VIIIYOIIEHHOE H3YUYEHHE H IIPHOOPETEHHE ITPAKTHUYECKHX HAaBBIKOB B padoTe C
CHCTeMaMH KPHITTOrpapHueCcKOH 3alHThI B paMKaX KOHKPETHOTO IMPeITPHSITHST,
— H3YVUEHHE TEXHOIOTHH BHEAPEHH S, HACTPOHKH H IIPHMEHEHHI MeKCETEBBIX SKPAaHOB,
Tpa(pPHK-HHCIIEKTOPOB H JAPYITHX TEXHOIIOTHH 3alHTE HH(pOPMAaIHH B KOMITBIOTEPHEBIX CETSIX
OpraHH3aIi,
— H3y4YeHHe BO3MOKHOCTeH VPN-TeXHOIOrHH I 3aHThl HH(OPMAaIHH Ha
TTPEIITPHSTHH,
— IpHOOpEeTEHHE U 3aKPeIlJIEHHE IIPAKTHYECKHX HABBIKOB PabOThI C IMPOrpaMMHO-aIoIapaTHEIMH
CpeJICTBAMH 3aIHTHI HH(pOpPMAaIHH Ha IPeIITPHATHSX.

3. MecTo NpaKTHKH B CTPYKTYpe 00pa3oBaTeJIbLHOH NPOrpaMMbI

TexHomormyeckass ITpaKTHKa  HEIOCPeJACTBEHHO OpPHEHTHpOBaAaHA Ha  IIPO(eCcCHOHAIIEHO-
IIPaKTHYEeCKYIO TIOATOTORKY OOy4Yaronmxcs. TexHoornmyeckas IMpakTHKa OazHpyeTcs Ha OCBOSHHH TaKHX
JTHCITHIUIHH KaK «MeTOoIbI H cpeJicTBa KPHITTOrpapH4YecKOH 3aIlfHThl HH(p OpMaIlHy, « | eXHHYecKas 3aIlHTa
HH(QOPMAIHID, «3aIHTa HHPOPMAIHH OT YTEYKH 110 TeXHHYeCKHM KaHajIaMy.

TexHomormyeckas MpakTHKa SBISETCS OTHHM H3 OCHOBHBIX BHIOB ITPO(HIBLHOH ITOATOTOBKH
CTYAEHTOB H ITpeJiCTaBIIsIeT cOO0H KOMIIIIEKCHBIE IPaKTHYEeCKHEe 3aHSITHS, JOIOIHEHHEIE IPYTHMH BHIAMH

IITAATATA TMATIanfa B VATA TATANLIV TTNATIVATUT O3HAKOMIIEHHE ¢ VCTDOMCTBAMH H OrDaMMHBIM
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SHAMbG.
— OCHOBHBIC HOPMATHBHEBEIC IIPABOBLBIC AKTEI B oOracTH IH—I(l)GpMElL[HGHHGﬁ 0e30IMacHOCTH H
3dIlTHTEI IH—I(l)GpME]J_[I]II: d TAKKE HOPMATHBHBIC METOAHYCCKIIC JOKYMCHTEI ":DE:,I[EPEIJ]LHGﬁ

ciry & OBl Oe3omacHOCTH Poccriickoit @emepari, @eqepalbHOH CIIYAKOBI 10 TeEXHHUECKOMY HAKCIIOPTHOMY
KOHTPOIIO B JAHHOIH 00JIAacTH;

— TEXHOIIOTHH DﬁHﬂp}’}I{E}H[ﬂ KOMIIBIOTEPHBIX dTdK H HX BOSMOAHOCTH,

— CPEACTEA PCATTH3IAIIHH dT4K.

— MEXAHI3MEI THIIOBEIX ATAK, OCHOBAHHBIX Ha YVASEHMOCTAX CCTCRERIX ITPOTOKOIIOR.

— dTAaKH Ha CETEBEIC CJI}WK@I:I.

— dTAaKH C HCIIOIIBE30BAHHEM ITPOMEAYTOUHBIX V3IIOB H TEPPIITDPIIﬁ.

— OCHOBHGEIC YVASBHMOCTH H THIIOBBIC ATAKH HA4 COBPEMCHHEIC KOMITEFOTEPHEIE CHCTCMBL,

— BO3MOKHOCTH H OCOOEHHOCTH HCITONIb30BaHHA CIIEI[HATH3HPOBAHHBIX ITPOT PAMMHO-
allIIapaTHBIX CPeJCTB IIPH IPOBeIeHHH ayIiTa HH(OPMAaIHOHHOH 0e30ITaCHOCTH;

— MEeTO/IBI 3aI[HTEI KOMIThIOTEPHEBIX CETel;

— KJIacCH()HKAITHIO H OOIMYI0 XapaKTePHCTHKY CeTeBBIX IIPOrPaMMHO-aIIIIaApAaTHEIX CPEJICTB
3aI[HTEL HH(OPMAITHI,

— OCHOBHEIE ITPHHITHITEI aJIMHHHCTPHPOBAHH A 3all[HIIEHHRIX KOMIIBFOTEPHEIX CHCTEM,

— 0COOEHHOCTH peallH3al[HH MeTO 0B 3aIlI Tl HH(QOPMAIIHI COBPeMEHHBIMH IIPOTr PAMMHO-
aIapaTHRIMI Cpe ACTBaMI..

yMen:

— BEITONHATE (PYHKITHH aJMHHHCTpaTopa Oe30IacHOCTH 3allHIIeHHBIX KOMIIbFOTEPHEIX CHCTEM:;
— BEITOHATE HACTPOIIKY 3all[HTHEIX MeXaHI3MOB CeTeBEIX IIPOrPaMMHO-aIIIapaTHRIX CPE/ICTB;
— HAaCTpaHBaTh MOIHTHKY Oe30ITacHOCTH CPeICTBAMH IIPOr paMMHO-aIMIapaTHRIX KOMIUIEKCOR
CeTeBOIl 3aIlI TRl HH()OPMAITHIHL;

— ITPHMEHATH MeXaHH3MEI 3all[HTHL, peaTH30BaHHEIE B IIPOrPaMMHO-aIMIapaTHEIX KOMILIEKCaX, C
I[eILE0 ITOCTPOEHHS 3aIHIIEHHBIX KOMITLIOTE PHEIX CETel;

— OPTraHH30BHIBATH 3aIHTY CErMeHTOB KOMITHIOTe PHOI CETH C HCIIONh30BaHHEM MeKCETEBEIX
SKpPaHOBE,;

— IIPHMEHATE CPeJICTBA H MeTO/IbI BEIABIEHH YA3BHMOCTEH B IIPOrpaMMHOM 00e CTIeUeHHH Y3JI0B
KOMITBIOTEPHOI CETH.

— Pealrm30BRIBATh IETH H IIPHHITIIEL 30HIPOBAHHS Y3JIOB CETH.

— H c1ioims30RaTs KOMMCEPUECKIEC H CB 00 OIHO pPacIipoCTpaHACMBIC CPEICTEA Ay HTA
0e30ITacHOCTH KOMITBIOTE PHEIX CeTell.

— H crioms30Bark 0CO0eHHOCTH CPeCTE aKTHBHOI O ay IHTA.

— IIPHMEHATh CPeJACTBa aHAIH3a 3allHIIe HHOCTH CEPRePOR ITPHIIOKEHII.

e1a0entv:

— CpeICcTBaMH aMIHHCTPHPOBAHH A CETeBBIX IIPOr pAMMHO-aIOIapaTHEIX KOMILIEKCOB 3aIl[H ThI
HH(OPMAIL[HH,

— CpeICTBaMH aAMITHHC TPHPOBAHH A CHCTeM OOHapyKeHII KOMIIBIOTEPHEIX aTaK,

— CpeJCTBaMH H CHCTEMAaMH ayaHTa HH(OPMAI[HOHHOI Oe30I1acHOCTH, MeTOMHKO ITPOBe e HH A
ayHTa HHPOPMAIHOHHOMH Oe30IIaCHOCTH,

— CpeACTBaMH aJMHHHCTPHPOBAHHA CHCTEM OPTaHH3al[HH BHPTYATbHBIX YACTHBIX CeTeH.
— HaprikaMH oIIpe AeJIeHH A CTPYKTYPHI HHPOPMAIHOHHO-TeJIeK OMMYHHKAI[HOHHBIX CETel.

— H arrsmxamm IPHMEHEHITA ITPOTIPAMMHEIX CPEJICTE dHAIIH3a TOIIOIOI'HH BBRIUICIINTEILHOH CETH,
OIfpe JEIICHHA MAPIITPYTOE ITPOXOAEITEHHA CETCBBIX ITAKETOR, DﬁHﬂp}WKEI—H[ﬂ 00BEKTOB CETH, IIOCTPOCHILA
CXEMBEI CETH.

— HarrmxaMi BRISBIIEHH A TEIIE KOMMYHHKAITHOHHOT O DﬁDP}FIEDBH}H[H, BELABIICHHA H IIOCTPOCHHA
CXEMEI I]I{(I]DPMEH_HIDI-H{BIK IIOTOKOB 3aIl[HII[AEMOIT IIH(I]DPI\-IE]I[IHI B EDMIDTEPHDfI CETH.

4. ©opMbI NpPoBeAeHHA IPAKTHKH
TexHonormieckas IMpakTHKa IIPOBOJUTCS B (popMe:
— KOHCYIIbTaTHBHBIX 3aHSTHI,

— MIPAKTHYECKOH OTPaOOTKH IIEpPEYHS BOIIPOCOB, PEKOMEHYEMBIX Ka(eIpoH 1
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5. MecTo 1 BpeM4 IIPOBeJeHAS NPAKT HKH

HPGIISEGI[GTEEHHEIH TCXHOIIOTHHYCCKAA IIPAKTHKA ITPOBOAHICA Ha IICPBOM KYPCC B §) CCMCCTPC

IPpOAOIIAKHTCIIbHOCTBIO JBC HCCJIH. HPGHBEGI[CTEEHHEIH TEXHOJIIOTHYCCKAA TITPAKTHKA ITPOBOJHTCA Ha

ITPEAITPILATHAX Hpﬂ(bHHH JIIAaHHOH CIICIHAJIbHOCTH, OCHAIICHHBIX COBPCMCHHBIM TCXHOIIOI'HYCCKIM

000OpYAOBaHHEM H KOMITLBIOTEPHOH TEXHHKOIL.

6. KoMmereHnuu o0yuarnierocs, popMapyemMble NPH NPOX0KIeHAH NPAKTHKH

6.1 HaimneHoOBaHH e KOMIIETEHI[HH

Kop, Kop, ¢opMympoBka HHIHKATOPa [ImaHmpyeMEble Pe3yIbTaThl, XapaKTePH3YEOIIHE
(opMyIHPOBKA 3TaIbl POPMIPOBAHH A KOMITETE HITHIT,
KOMITETEHIHH HHIHKATOPOB

-1 OIIK-7 3HaeT s3EIKH | Crioco0eH HCIIONIB30BATh SI3BIKH
OIK-7 IMIPOTPAMMIPOBAHHA H CHCTEMEBI Pa3paboTKH | MPOTrPaMMIPOBAHNA H TEXHOIOTHH pa3padoTKH

IIPOTPAaMMHEIX  CPEACTE  JIA  PellleHHd | mporpaMMax CpeIdCcTB A pelleHHdT 3a7ad

IpogeCCHOHATBHEIX 3a/ay. IPOo(peCcCHOHATHHOI IEATETHFHOCTH

-2 OIIK-7 CrocobeH BEIOHPATh

HeOOXOHMbIE A3BIKH ITPOrPaMMHPOBAHHA H

CHCTEMBI Pa3pabOTKH ITPOrPAMMHEBIX CPEJICTB

P11 pelleH s Tpodec CHOHABHBIX 3aay.

JI-3 OIIK-7 ObnamaeT HAaBBIKAMH

IIPHMEHEHH I3BIKOB IIPOTPAMMHPOBAHHI H

CHCTeM Pa3paboTKH IIPOTPAMMHBEIX CPEJICTB

1A pellleHHs TPo(eCcCHOHAIBHBIX 3aay.

-1 ITK-1 [ToHHMAaeT opAIoK | CItocoOHOCTE BEITIOITHATE paboTEl  IIO
[IK-1 OO0CIIyKHBAHHA KPIIITOTPA(HUeCcKHX CPeACTB | YCTAHOBKE, HACTPoilke H  OOCIYXHBAHIIO

3AIIU THI MH(OPMAIIHH. IMPOTPaMMHEIX, ITPOTPAaMMHO-AIIIAPATHEIX (B

-2 IIK-1. HMeeT HaBRIKH OOCIYAHBATH | TOM U CIIe KPHITTOTpadruecKux) H

TeXHIYeCKHe CPeCTBA 3alHThl HHPOpMAIIH. | TeXHHUYECKHX CPeICTB 3allHThl HH(pOpMALI

MJI-3 IIK-1 BrayeeT HaBRIKAMI 3K CIDTyaTal[HI

IIPOTPAMMHO-AIIIAPATHEIX H  TEeXHHYECKHX

CpeICTB 3aII[HThI HHGOPMAIHH.

-1 TIK-3 IloHmmaeT yrpo3sl 6e30macHOCTH, | CIIOCOOHOCTh aJMHHHCTPHPOBATh ITOACHCTEMEI
[K-3 PEeXHMEI IIPOTHBOIEFICTBHAL HH(OpMAaIHOHHO  Oe3omacHOCTH  oOBeKTa

-2 IIK-3 CrocoOeH OIpefelndars COCTAaR H | 3aIlHTEI

IOPSAAOK AIMHHHCTPHPOBAHHA IIOJICHCTEMBI

HH()OPMAaIHOHHOI Ge30ITaCHOCTH.

JI-3 [IK-3 OobmamaeT HAaBBIKAMH

MOHHTOPHHTA () YHKITHOHHPOB AHH A

rnoacHcTemsl MB.

-1 I1IK-5 3HaeT HOpMAaTHBHYVI | CIIOCOOHOCTE IIPHHIMATE yUacTHe B
K-S NOKYMEHTAI[IMI0 110 aTTecTalliH OOBEKTOB | OPraHH3al[il H COIIPOBOKIEHHH aTTeCTAaI[IH

HH(}OPMATH3AI[HH. o0BeKkTa HHGpOpPMATH3AIHMH II0 TPeOOBaAHIAM

N]J1-2 IIK-5 CriocoGeH BEITIOMHATE TpeOoBaHHA | Oe30IacHOCTH HH(QOPMAI[HH

Oe30lMaCHOCTH  XpaHeHHA H  oOpaboTKH

HH()OPMAITHH.

-3 IIK-5 O0mnayaeT HaBRIKAMH aTTeCTAaI[HH

O0BEKTOB  HH(pOpPMAI[HH II0  CpeJCcTBaM

TpeOoBaHMIT HHGOpMAaTH3aI[HH

7. CTpYKTYpa H colep KaHHe YUeOHOIl NPAKTHKH
OO01asg TPYA0EMKOCTh YUeOHOH ITPaKTHKH COCTABRIISAET 3 3aUeTHRIX eQHHHI[ — 81 4acos.
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d3CJIBI | 3TAlIlkI CalI3YCMEBIC HIBI YVYC HOH PYAOCMKOCTD OPMEIL
P P B 0 T D
IIPAKTHKH KOMIIETEHIHH / | paOOTHI Ha ITPaKTHKE, (4ac.) TeKYIIEr O
HHIHKATOPEI BREIIFOYAA KOHTPOJIA
CAMOCTOATCIIbHYIO
paboTy CTYIEHTORB
IIoAroToBHTENBHBIH OIIK-7, IIK- O3HAKOMHTEILHEIE 12 Y CTHBIH OIpoc
sTar (HHCTPYKTaxK 1. TeKIIL
TEXHHKE 0€30I1acHOCTH) TTK-3.
ITK-5
OKCIepHMEHTA bHbIH OINK-7, [IK- | HHCTPYKTaX ITO 12 Egciﬂmeg;i .
JTall. lm{ . TeXHHKE OTUETA ©
1K 5 ‘ 0e30ITacCHOCTH paboTe co
- CpeIcTBAMH
3aIIHTBI
1.3aKperuieHie OIIK-7, IIK- MEPOITPHSITHS 1O 12 [TpoBepia oTHeTa
TCOpETHACCKIIX H L, cOopy, oOpaboTke 1
I IpakTHYeCKHX HaBbIKOB ITK-3, CHCTeMATIHRAIII
paboThI ¢ IIPOTPaMMHO- ITK-5 alt
ATTTAPATHBIMH (paxTHYECKOrO U
CpeIcTBaMH THTEPATYPHOTO
3aIIHTRI, a TaKKe MaTepHalla
TeXHHYEC KHMH
CpelicTBaMH OXpaHbl B
kacdenper CYHIT,
2. YCTaHOBKa, OIIK-7, IIK- | MeporpHsarue 1mo 12
HacTpofiKka, 11‘]]{ . HAGTIONEHIIO, IIpoBepKka oTUeETA
SKCILTyaTaLHA H -3,
HOIEP/KAETIE B [TK.5 H3MEPEHHIO padoT
paboTocrocodHOM
COCTOSIHHH KOMITOHEHTOB
CHCTEMBI 00ecrieueHHA
HH( OpMALHOHHOH
0€30MacHOCTH C YYETOM
VCTaHOBIIEHHBIX
Tp €6OBaHHIT,
3.TTpopaGoTka OIK-7, IIK- | MepOITpHATHA 11O 10 IposepKa
HHJIHBH]Ty a1IBHOTO L cOopy, oO6paboTKe 1 oTYeTa
TCOPCTITICCROTO 3alaHHA % '53‘ CHCTEMATH3aI[IH
I10 BapHaHTaM, -
(bﬁI{THIIECI{GI‘D H
IIMTEPATYPHOTO
MATCpHalla
4. Pelllere OIIK-7, IIK- | MeporpHsarue 1mo 10 ITposepia
HHIBHTY aJIbHOTO 11‘11{ ; HaOIIOEHHIO, OTYeTa
TP AKTHYECKOTO 3a7]aHHA oy 5 : H3MEPEHHIO PAaGOT
10 BapHAHTaM, - B
S;bHD,‘-E[FGTDEHEI H OIK-7, TIK- MEPOIIPHATHSA II0 10 IIposepka
oopMIIEHHE OTYETA. OT4YETa
P lm{ ; cOopy, oO6paboTKe H
e CHCTEMaTH3aLHI
(bHICI"HlIECKGTG H
ITHTEepaTyPHOIO
MATCPHAIIAd
3aKJIIOYHTENTbHBIH 3Tarl OIIK-7, IIK- 3 -
(3am[HTa OTUYETA) 1,
ITK-3,
NOKYMEHT MOAMNACAH
ANEKTPOHHOW NOANMnUCeBIO 81 -
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8. O0pa3oBaTe/ibHbIE, HAYYHO-HCCIEA0BAT €JIbCKHE H HAYYHO-IIPOM3BOACTBEHHbIETEXHOJIOTHH,
HCI0JIb3yeMble HA MPON3BOJACTBEHHOI TEXHOJIOI HIECKOH NMPAKTHKE.

B mporiecce mmpoxoKaeHHS ITPOH3BOACTBEHHOH TEXHOIOIHYECKOH IMTPAaKTHKH HCIIOIb3YIOTCS
HHTEePaKTHBHEIE METOABI HTEXHOIIOTHH, KOTOPBIE (POPMHPYIOT OOINEKYIIBTYPHBIE KOMIIETEHITHH Y
CTYAEHTOB 3a CUET:

-~ KOHCYIbTAIL[HI ¢ IPHMeHEeHHEM MYTIbTHMETHIHBIX TEXHOIOIHIH,
-~ CaMOCTOST eJIbHBIX paboT ¢ HcIonmb3oBaHHeM [ 1K 1 coBpeMeHHOro o60pyI0BaHH

Had ITPCIITPHATHIL.

9. y‘lEﬁHﬂ-METﬂﬂH‘IECEﬂE ob0ecrieyeHHe CaMOCTOATEILHOM pﬂﬁﬂ'l'bl CTYACHTOB Ha

T eXHOJIOTHYECK O NpaKTHKE
3a ABe Helelll I0 Hayala ITPAKTHKI PYKOBOOHTCIIb ITPAKTHEI OT YHHBCPCHTCTA ITPOBOIHT CO

CITVACHTAMII OPIlaHH3dITHOHHOC GGﬁpElI—]IIE:, Hd KOTOpPOM oOecrieunBaeT HX HpGFpMOﬁ H
MCTOTHUYCCKHMII VYKa3dHHAMH IIO OPI'aHH3aIlHII HpDIIBEG,I[GTEEHHDﬁ ITPAKTHKH, a4 TAK¥KC OITaHK aMH
HPE,[[I'IIICEIHI]IUI Hd IIPAKTHKY. Bcem IMPAKTHKaHTaM BBIJAIOTCHA TCOPETHHCCEKHMEC H HHIAHBHIYAJIBHBIC
3daJaHH A.

9.1 Teopernueckue 3agaHus
3ajaHie Ha TEXHOIOTHYECKYIO IIPAKTHKY BKIIOYAET IIPOPaboTKY TEOPETHYECKOIO BOITpoca U
HaIlHCaHHe II0 HeMy OO030pHOro pedepaTa, BKIIOYAeMOIO B OTYET IO MpaKTHKe (TeopeTHYecKas
YJaCTh).

BapHaHTHI 3aJaHHI
ATaKH Ha IIPOTOKOIEI H CIIyXKOB HTepHET. M eTOIBI H CPe/ICTBA 3aII[HTHI.

KPIITEPI]II (i]IIJII:TpE]lHHI IaKeTOR. OCHOBHBIE CXEMEBI CETEBOI 3aIl[HTEI HA 0aze MeKCeTeBBIX IKPAaHORB.
Co3aaHIe 3aIHIIe HHBIX CETMEHTOR CeTeH ¢ HCIIONL30BaHHEM Me K CETEBEIX JKPAHOE.

I S R S

KoHpHUTypHpOBaHIe ceTeBbIX (PHILTPOR Ha 6a3ze HacTpoek Oe3omacHocTH mpoTokona TCP/IP 8 OC
Windows 7.

3arHTa pabounx CTAaHIMIT C HCIIOJIb30BAaHHEM TIEPCOHAIBHBIX CETEBBIX (PIUIHTPOB.

Opramm3aiga VPN-ceTeil. 3agaur, pemraemMeie VPN, TyHHemiporaxse B VPN,

OIeKTPOHHEIE CepTHPHKATHL. [IoHATHE HHPPACTPYKTYPHI OTKPBITHIX KITFOYEHi.

o 00 1 Oy

ITpoTokoiE! 1 cpeAcTBa opranm3ai VPN Ha ceTeBoM ypoBHe. HazHayeHHe, o0IacTh MpHMEHEHHH,
ayTeHTH(HKAI[NA H IIH(poBaHne JaHHBIX B IIpoTokonax SKIP u IPSec.

IToHATHE MeXKCEeTEBBIX IJKPAHOE. KOMITOHEHTBI MEKCETEBOL O JKpPaHa. ITomHTHKA ceTeBOH Oe30IacHOCTH.

10. ITpotokomer PPTP, SSL. Haznauere, o0macTh IIpHMeHe HILA, ayTeHTH(QHKAIM A H ITH(POBaHHe JAHHBIX.

1 1. ITpenMyIiiecTBa TEXHOIOTHH TePMHHATLHOTO JIocTyIa. O0ecnedyeHHe O0e30IacHOCTH.

12. Ha3znauenne cHcTeM oOHapyXKeHHS aTak. Kiraccudukarma ciucTeM oOHapyKeHHS aTak.

13. CayxOn kaTamoros. OOIIHe CBeJIeHHI 0 cIyK0ax KaramoroB. CTpykTypa kKatamora LDAP.
14. CucreMa eJHHOTO BXOJIa B CETH Ha OCHOBe ITpoTokoaa Kerberos.

15. Co3panme eiHOro IpocTpaHcTBa 6e30IacHOCTH Ha 6aze Active Directory.

16. AymuTt 6e30IacCHOCTH KOMIIbFOTEPHBIX CHCTeM. L{elH, cTaHgapThI, ITO X O/IHL.

17. I/IHCTP}MEHTEIJII:HI:IE CPEACTEA ayAHTAa 0e30IIacHOCTH KOMIIbIOTCPHBLX CHCTEM, HX BOSMOAHOCTH H
HEOJOCTATKH.
18. HPIIMEHEHIIE HHCTPYMCHTAIILHEIX CPEIOCTE aAyIHTAa 0e30IIacHOCTH KOMIIbIOTCPHBIX CHCTEM.

19. TECTIIPDBHI—[[IE COCTOMHHA 3aITHINMEHHOCTH KOMIIBIOTEPHEIX CHCTEM OT HECAHEKITHOHHPOBAHHOI'O JOCTYIIA

C HCITOJb30BAHHEM CKaHepPOB Ge30IIacHOCTH.
20. MeToHKa MPOBeIeHII HHCTPYMeHTATbHEIX ITPOBEPOK.

2 1. Knaccudukaus cpeIcTB H HHGOPMAIOHHEIX PECYPCOB B COOTBETCTBHH cO cTaHmapToM ISO-17799.

AOKYMEHT NoanmncAH
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3dlTHIINCEHHBIX dBTOMATH3HPOBAHHBIX IIHd)DpMEH_[HGI{[{BIK CHCTCM, TO Ha TEeXHOIIOTHYECKOH ITPAKTHEKC
CIVACHTY IIPEAOCTABIIACTCA  BO3MOXHOCTE O3HAKOMIICHHA C TCEXHHYCCKHMH  XdPAKTCPHCTHKAMII,
0COOEHHOCT SIMH pﬂﬁﬂTH TEXHITUCCKHX H IIPOI'paMMHBIX CPCACTB 3alllHThbI HH(l)GpMEH_[]?]II Hda KOHKPETHOM

ITPEIITPHSITHH.
BapHaHTEI 3ajaHHH
1. BHeapeHmHe cHCTeMBI KpPHITTOrpa(pHUeCcKO 3amHThl KprrrrolIpo Ha mipe ATpHsITHH

BHeipeHne crcTeMbl Kpurrrorpaguyeckoii 3amurhl Secret Disk Enterprise Ha IpeAnpHsaTHi
BHeipeHe cucteMsl Kpurrrorpadgudeckoii 3amursl CipherTrust Data Security Platform Ha
ITPEITPHSTHH
BHepeHHe cHCTeMBI KpHITOrpaduueckoi 3aruTel KprmroAPM Ha nmpeInmpHsITHH
BHeapeHHe cHcTeMbl KpHriTorpadgrieckoi 3anmTel Fin-TrusT Ha mpeampusaTHH
Brenpenme cucremsl kpunrorpadrdeckoi 3ammrel ViPNet L2-10G Ha mpeIIpHsATHH
BHeipeHHe cucTeMbl KpuIrTorpaguyeckoit 3aiuThl Derypt XG Ha TpeAnpUsSTHH
BHeapeHHe cHCTeMBI KpHITOrpahHIecKOH 3auTh “TlamHapoM’” Ha ITpe JIPHATHH
Buenpenme crcTembl KpunTorpadgmyeckoi 3amurel ViIPNet Coordinator KB 4 Ha
ITPEITPUSTHH
10. BHenpeHne cHcTeMBI KpHITTOrpadrueckoi 3ammuTel C-Teppa KOHHT Ha MpeATpHATHH
11. BHegpeHHe cHCTeMBI KpHITTOr padruecKoit 3armuThel Kpunrollpo ApXHB Ha MpeAITpHATHH
12. BHegpenue MexkceTeBoro skpaHa MO «brnokmoct-3Okxpan 2000/XPy» Ha IpeIIpHITHH
13. BHeapeHne MexceTeBOro sKpaHa TrustAccess Ha IIPEAIIPHSATHH
14. BHeapeHHe MeKceTeBOro sKpaHa TrustAccess-S Ha IIpeIIpHsITHH
15. BHegpeHie mexcereBoro skKpana StoneGate Firewall Ha mpeanmpusariumu
16. BHeapeHne nmporpaMMHuoro koMruiekca Cepeep 6e3ormacHocTH CSP VPN Server Ha

ITPEITPHSTHH

el A

e S A

17. BHeapeHue nporpamMmMHoro komMrriekca 1Imos 6e3zonacHoct CSP VPN Gate Ha Ipe JIIpHSTHH

18. BHeapeHne nmporpamMMHuoro koMruiekca KinueHt 6e3omacHocTH CSP VPN Client Ha
TTPE TP THH

19. BHeapenne Mmexcereroro 3kKpana Ideco ICS 3 Ha nipe QIpHsTHIT
20. BHegpenue nmporpaMMHoro komruiekca Tpadguk MHcnekTop 3.0 Ha ITpeITpH ITHH

10. ®opMbI IPOMEKYTOIHOM ATTecTANHN (110 HTOraM YUeOHOH HCC/Ie0BATEIbCKOI MPAKTHKHA)

ATTecTalps 110 HTOraM ITPOH3BOACTBEHHOH TeXHOJIOTHYECKOH ITPAKTHKH IIPOM3BOIUTCSI B 6
CEMECTPE M 3aKIIOYAETCS B 3aIlHTE COCTABJIEHHOI'O O0YYAIOIIMMCS OTYETA I10 ITPAKTHKE.

B r1poriecce IpakKTHKH TEKVIIHI KOHTPOIbL 3a pPaboToNH CTYAEHTOB, B TOM YHCIIE
CaMOCTOSTEIIPHOH, OCVINECTBISETCS PYKOBOMUTEISIM IPAKTHKH OT TIPEAIPHSTHS, a TakKxke
PYKOBOJIMTEIIEM OT By3a B paMKaX KOHCYIbTAI[HH H ITPOBEPKH BBIIIOIHEHHOIO TEOPETHUYECKOIO H
HHIUBHIYAIIbHOIO 3aJ@aHMII B COOTBETCTBHH C METOAMYECKHMH VKaszaHHSIMH II0 OpraHH3al[iH
ITPOH3BOACTBEHHON IIPAKTHKH CTYIEHTOB.

[I0 OKOHYaHHMH IMPAKTHKH CTYAEHT-TIPAKTHKAHT COCTABIISET ITMCBMEHHBIH OTYET M CHAET €r0
PYKOBOJIUTEIO ITPAKTHUKH OT YHHBEPCHTETA OQHOBPEMEHHO ¢ OJIaHKaMH IPEAIIHCAHHI Ha IIPaKTHKY,
TTOAITMCAHHBIMH HEIIOCPEICTBEHHEIM PYKOBOAHUTEIIEM ITPAKTHKH. bIIaHKH IpeIIHCaHHI Ha IIPAKTHKY
- O(HIIHATILHBIH JOKYMEHT, VIOCTOBEPSIOINMI ITPOXOXKIAEHHE CTYAEHTOM IIPAKTHKH COITIACHO
VTBEPKIAEHHOMY KalIEHJapHOMY IUIaHY (rpadHKy). bllaHKM ITpeAITHcaHHi Ha ITPAaKTHKY HapaBHE C
OTYETOM O IIPOXOXKJIEHHH ITPAKTHKH SBISETCS OCHOBHBIM JOKYMEHTOM, II0 KOTOPOMY CIVIEHT
OTUHTBIBAETCS O BROIOITHEHHH ITPOrpaMMbI. BO BpeMsI ITPaKTHKH CTYIEHT JOJDKEH €KEIHEBHO KPaTKO
H aKKypaTHO JOKYMEHTHpOBaThb B OlaHKaX BCe, YTO HM IIPOAENIaHO 3a JEHb II0 BBIIOITHEHHIO
IIporpaMMbl H HHAMBHAVAIbHEIX 3agaHHi. [lo OKOHYAaHHMH TIIpPaKTHKH 3alloHeHHBIe OIaHKH
ITPEMOCTABILIIOTCI PYKOBOIHUTEIIO IIPAKTHKH. PYKOBOAHUTEIND IIPAKTHKH JAcT KPaTKOe 3aKIIOUYEHHE O
KadecTBe pabOTHI CTYAEHTA 3a KaKAbIl AeHb (IIH ONpeaeIeHHEIH IIEPHOT).

ACKYMEHT MNOAINMCAH TeHHS O KOHKPETHO BBIOIOIMHEHHON CTVIEHTOM
SNEKTPOHHOW Noanumchio a P _ YA
Cepridukat: 12000002A6338E3D113AD425FB50002000002A6 OIMUCAHHE BEBIMTOMITHEHHON pPadoOThI, BBEIBOALI H
Bnapeneu; | - le6ayxoBa TateAHa AnexkcaHapoBHa SIIEIHAIIBPHEIN pas3fgel 00 HTOorax RBBIITOITHEHHS
MaHMI Ha ITPAKTHKE.

Newcreutened: ¢ 20.08.2021 no 20.08.2022 =
r Ill“lll?ldll.fll.l’ll.x, L "y | I.I'.T | LW | .'_!' l.l'“ | 4 | LUH‘.#IJII\“!I.I’ILJ “TqET ﬂ ““ ﬂpﬂHTHEE. OTIIET = IITGFGEBIII
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JOKYMEHT, Ha OCHOBAHHH KOTOPOTO H ITOCJIE €r'0 3aIUTHI CTYAEHT ITOTYYAET 3aUET IO ITPAKTHKE.

OdopmieHHe oOT4YeTa II0 ITPOH3BOACTBEHHOH IIPaKTHKE CIIeAYeT IIPOH3BOJAHTHL COITIACHO
METONHYECKHM VYKa3aHHIM «MeTomHdecKHe YKa3zaHHSI II0 O(GOPMIEHHIO OTYETOB IIO ITPAaKTHKE,
pedepaToB, KYPCOBBIX H JHILIOMHBIX PaOOT/TIPOEKTOB .

OO0BeM OTYeTa BMecTe C IPHIOKEHHIMH — 15-25 crpanmy ¢opmarta A4. OH gonKeH OBITh
H3JI0KEH I'PaMOTHO, aKKYpaTHO O() OpMIIeH, HalleyaTaH ¢ ITIOMOIIbIO KOMITLIOTEPA.

CTPYKTYPHO OTYET COMAEPKHUT CIIEAYIOIIHE 3JIEMEHTHI. THTYILHBIH JIHCT, BBEJIEHHE, OCHOBHAS
qyacTh (TIepeYEHb PA3EIIOR), 3aKIIFOYEHHE, CITHCOK HCITOIb30BaHHBIX HCTOYHHKOB, ITPHIIOKEHHS.

Bo BBecHIN HEOOXOMHMO PacCMOTPETh AKTYaJIbHOCTh IIPHMEHEHHS HOBBIX, IEPCIIEKTHBHBIX
CPEACTB 3aIl[Thl HH(POPMAIHH, OIMPEeIelHTh LEeIH U 3aJa4yl yieOHOH IMPAaKTHKH, a TaKKe CTPYKIYPY
OTYETa.

OCHOBHa YacTh JOIKHA COCTOSATh H3 TPeX pas3IeiIoB:

AHamM3  JeSTeJIbHOCTH IIPEQIIPHSTHS W CPeJCTB  3allHThHl  HH(MOPMAI[HH, KOTOPBIE
HCITOJIB3YVIOTCS B XOJI€ €TI0 PabOTHI.

Teopernueckas 4yacTh (pepepaTHBHOE H3IIOKEHHE TEOPETHYECKOr 0 3aJaHH ),

[IpakTHYeckas 4acTh (OITHCAHHE BEIITOIHEHH S HHAHBHIYAIBHOTO 3aJaHH ).

[Ipn HarmcaHHH TEOPETHYECKOH 4YacTH HeOoOXOJHMO IIONB30BAThCA PEKOMEHIOBAHHOM
JIHTEPATYPOH.

B  3aKIOYMTENIBHOM  YacTH  OTYeTa CTYAEHTY PEKOMEHAYEeTCd, IpOaHaIN3HPOBAB
TTONIOKHUTEIBHBIN OIBIT, ITOIYYEHHBIH B Pe3yiIbTaTe IMPOXOXKIAEHNHS MPAaKTHKH, CAEIaTh KPHTHUYECKHE
3aMeYaHHs. 3aMeYaHH s JOIDKHBI HOCHTh KOHCTPYKTHBHBIH XapaKTep.

3alura CTyJIeHTaMH OTYETOB II0 MPAKTHKE OCVIIECTBIISIETCS B KOMHCCHH B TEUEHHE 3-X JTHEH
ITocJIe OKOHYAHHS ITPAaKTHKH HWIH B YCTaHOBIIEHHBIE Ka(eApoil H HHCTHTYTOM CPokKH. [lo mToram
aTTecTallHH (3al[MTBl OTYETa) BBEICTABILIETCA OIeHKa (OTIHYHO, XOPOIIO, YAOBIETBOPHTEIBHO,
HEYIOBIETBOPHTENILHO). CTYIEHTHI, HE BBINOIHHBIIHE ITPOrpaMMYy IIPAKTHK IIO YBaKHTEIIBHOMH
ITPHYHMHE, HAIIPABIISIOTCS Ha ITPAKTHKY BTIOPHYHO, B CBOOOIHOE OT YUeOBI BpeMSL

CTyIeHTh, He BBIIOIHHBIIHE IIPOrpaMMy IIPaKTHK Oe3 YBaKHTEIbHOH ITPHYHHBI HIH
ITOTYYHBIIHE OTPHIIATEIIFHYIO OLIEHKY, MOI'YT OBITh OTYHCIIEHBI H3 YHHBEPCHTETAa KaK HMEIOIIHE
aKaJeMHYECKYIO 3aJJOJKEHHOCTh B IIOPSIKE, IIPETyCMOTPEHHOM Y CTaBOM BY3a.

11. YuedHO-MeTOoAHIeCK0€ H HHPOPMAIMOHHOE 00ecIievYeHHE YIeOHOH NPAKTHKH
IlepedeHb OCHOBHOM JIHTEPATYPhI:

1. Jleonora O.B. OcHOBBEI Hay4HBIX HCCIeJOBAHHI | OIeKTPOHHBIN pecypc|: yueOHoe mocotue/
JleoHora O.B.— DOmneKTpoH. TeEKCTOBBIE JaHHBIe.— M.. MOCKOBCKas rocygapcTBeHHas
aKaJeMIs BOZHOr o TpaHcriopra, 2018.— 70 ¢.— PexumM gocrymna:
http://www.iprbookshop.ru/46493.— 3EC «IPRbooks», 1o mapomo.

2. CxpurmHuK J[.A. OOnme BOIpock TEXHHYECKOH 3aIl[HThI HHPOPMAIHH | OIeKTPOHHBIHI
pecypcl]/ CxprrmHuk J[.A.— DIeKTpoH.TeKCTOBBIE JaHHbIe.— M.: UHTepHeT- Y HHBEPCHTET
HMudpopmarmonHsx TexHomormit (MHTYUT), 2019.— 424 c.

3. TexHomormH 3alMThE HHpOpMaIMH B KOMITLIOTepHBIX ceTax / H.A. Pynenkos, A.B.
[Iponerapckuri, E.B. CvoipHOBa, A.M. CypoBOB. - 2-e u31., HCIp. - MOocCKRa :
HarnmonampHeIN OTKPRITEOL YHHBEPpcUTET «MHTYHWUT», 2018. - 369 c.

4. Mbxitrona, O. besomacHOCTE ceTeit / O. MalBonA,. - 2-e H31., HCIp. - M. : HargoHambHbIi
OTkpeITEIH YHUBepcHTET «MHTYWT», 2018. - 572 c.

5. CHCcTeMBI 3aI[HUTHI HH(POPMAIIHH B BeAYIIIX 3apyOe KHBIX CTPaHaxX ;| yueOHOe MocoOHe I
By30B / B.1. ABepuenkoB, M .IO. PrrroB, I'.B. Konapammn, M.B. PynaHoBckHii. - 4-e u3j.,
cTep. - Mocksa : OmauHTa, 2019. - 224 c.
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nocryma: http://www.iprbookshop.ru/55906.— 3BC «IPRbooksy, mmo mapomro.

2. Omdep, B.I'. KommbioTepHble ceTH. [IpHHITHIIEI, TEXHOIOTHH, IIPOTOKOMEL. : [yueOHuK] / B.I'. Omidep, H.A.
Omudep. - 4-e m3x. - CIIO. : ITutep, 2019. - 944 c.

3. TamenOaym, 3. KoMmbioTepHEIe ceTH : [yuel. mocoOue] / 3. TanenOaym ; mep. ¢ anri. B. Illpara. - 4-e u3f, -
CIIO. : ITurep, 2018.-992 c. .

4. CeTH H TeIeKOMMYHHKaIHH : yueO.;moco6ne / 5.B. Cobons, A.A. Mannu, M.C. I"'epaciMeHko. - PocToB /1 :
@ennxc, 2019. - 191 c. .

5. Tammxmi, A. B. 3ampTa HHQOpPMAIHH B CETH - aHAIH3 TeXHOIOIHIT H CHHTe3 peleHHii / A.B.
[Nammrxani, C.J0. Padko, B.®@. ITaxeruH. - M. : JIMK IIpecc, 2019. - 616 c.

HEPEIIEHL }"IEﬁHD-METD,[[H‘IEEEDI‘D ob0eclie4eHHS CAMOCTOATEILHOHA pﬂﬁﬂTLI Dﬁ}"lﬂlﬂﬂll—‘l]ﬁﬂﬂ IO IPpaKTHEKCE!
1. METD,I[H‘IEGI{HE YKA3daHIA 110 OPI'daHH 34l H ITPOBEACHHIO }"‘IE@HGﬁ ITPAKTHEH —

«TexHomornyeckas IpakTHKa» 711 cTyAeHTOB HarpaBiieHHa10.03.01 «HpopMmaIiHoHHas
OE30IMaCHOCTEY.

2. HMHCTpYKI[MH TT0 TEXHHKE Oe30IMacCHOCTH H OXpaHe TpyAa IIpH paboTe Ha MPeaIIPUATHH, TJIe
ITPOXOJUT ITPAKTHKA.

3. MetoanieckHe peKOMeHAalHH i1 O(popMIIeHHS pedepaToB, OTYETOB 110 IMPAaKTHKE, KYPCOBBIX
paboT/TIPOeKTOB, BENTYCKHBIX KBaTH(HKAIIMOHHBIX pador [Igruropek: 2015 r. — 20 c.

[TepeueHnn pecypco HHGOPMALIHOHHO-TEJIEKOMMYHHK allHOHHOI ceTH « IHTepHeT»:

L. http://elibrary.ru - Hayunas snekrporHasa onomioreka e LIBRARY.RU
2. http://www.biblioclub.ru - YHHBEpCcHTeTCKas OHOIHOTEKA online

12. MaTtepHaJbHO-TeXHHIECKO0€ 00ecnevYeHHe YUeOHOH NPAKTHKH
JEMOHCTPAIMOHHOI0 000pYAOBaHH S H YUeOHO-HAT TISITHBIX ITOCOOHH
CIIELHAIN3HPOBaHHAS yueOHad MeOellb H TEXHHYECKHE CPeACcTBa OOYUEHH S, CITYKalIHe
JULIIpeIcTaBIeHH ST Y4eOHOH HH()OPMALHH
KOMITLIOTEPEI C IIOAKIIFOUEHHEM K CeTH "MHTEpHET" H JOCTYIIOM B 3JIEKTPOHHYIO
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