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BBE/IEHHUE

IHEJIb 1 3AJIAY1 OCBOEHHWA JTHCIIUIIJIMHBI
[{lenpt0 OCBOEHMS JOHCIOUIMHBEL «llepcoHambHasgs KHOepOe30ImacHOCTEY  SBIISETCS
(popMHpoBaHHe HaOopa MNIpodecCHOHAIFHBIX KOMIIETeHIIHH Oyayiero OakajdaBpa IIO
HarpaBieHHIO IToATOoTOBKH 09.03.02 «HMH(popMalOHHEIE CHCTEMBI H TEXHOIOTHHY, I
PELIIEHHS TIPHKIIaJHBIX 3aa4 B paMKax 0aKanaBpCKOIM ITPOTPaMMBEL.
3ajayil OCBOEHH S IH CLIHITIIHHEL:
—  H3YYeHHE OCHOBHBIX ITOHSATHH KHOepOe30IMacHOCTH,
—  OCBOEHHE HABBIKOB COOIIOZEHHS IIEPCOHAIIBHOH KHOepOe30ITaCHOCTH.

2.HanMeHoOBaHHeE NPAKTHYECKHX 3aHATHH

Ne Temrpl | HaunMeHOBaHHe TeM AUCIIIUIMHEI, HX KpaTKoe | OOBEM YacOB N3 HUX
I CIIHTLTT COIEPIKaAHIE IIPaKTHYECKas
HHEI ITOATOTOBKA,
YaCcOB
1 cemecTp
Pasaeu 1. KoHnenmun mepcoHa b HOR
KHOep0e30acHOCTH
1 Tema 1. OCHOBHBIE ITOHSTHS IIEPCOHAILHOH 3
KHOepOe30IacCHOCTH

[ IpakTHueckas paboral

HMupopmalionHas 6e30MacHOCTh H
KHOepOe3ormacHOCTh. CBOHCTBA OIH( POBAHHOMH
HH(pOpMAITHH. [ IpHUIHBI KHOepIIpeCcT YIUISHHIA.
[IpoGnemel KHOepOE30ITaCHOCTH.

2 Tema 2. MojgenupoBaHue yIrpos IepCOHAIbHOH 3
KHOepOe30IIacCHOCTH

[ IpaxkTHueckas pabdora2

AHamm3 pUCKOB KaK OCHOBA YIIPABIIEHHS
IIEPCOHAILHON KHOepOe30ImacHOCTEI0 MOoJIens
yrpo3 STRIDE. MHCTpyMeHTEI aHaIH3a U
KOHTPOJIS HH() OPMAITHOHHBIX PHCKOB.
CpaBHHUTENBHBIN aHAIH3 ITOAXO0IO0B K
PacIio3HABAHHIO YIPO3 C HCIIONIb30BAHHEM
pasmmuHbeIX MoJienier: CIA, I'ekcama Ilapkepa,

S5A, STRIDE

3 Tema 3. Kpunrrorpadgieckie aaropHTMbI 3

O030p aITOPHTMOB IH(POBAHHS H TeH]Ie HIHH
pasBHTHA KpHrrorpadun. Kpyr 3agad, Ha
PEIIEHHE KOTOPHIX OPHEHTHPOBAHEI
KpHIITOrpaduyeckre MeToAbl. OCHOBHBIE
TTOHSATHS H OIPelelIeHHS KPHIITOrpad) HH.
Pexomenparn Microsoft 1o mpHMeHeHHEO
KPHITTOrpa(HyueCKHX aJrOPHTMOB.
OTedeCTBEHHBIH CTaHAaPT NIH(POBAHH I

oK VR POCT 28147-89. AMepHKAHCKHIT

Ceprucukatt  2C0000043E94BeTAHAAP B AHMIPPOBaH I JaHHBIX AES.
Bnapenew. | tetsyxosa Tal e R HAEH TS KPHITT OCHCTEMBL ¢ OTKPBITHIM
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KpHITTOrpa)HUeCKHX aJITOPHTMOB. AJITOPHTMBI
IIH(POBAHNUA ¢ CEKPETHBIM KITFOUOM
(cHMMeTpHYHEIE). BI1oyHbIe IH(PHI.
[ToTouHble MIHQPE. ATTOPHTMBI HIH(PPOBAHHS
C OTKPBITBIM KITFOYOM (aCHMMETPHYHEIE).
KpHITTroanropHTMEI ¢ CEKPETHBIM KITFOUOM.

Tema 4. MeToapl KpHITTOaHaIH3a

O030p COBpeMEHHBIX METOLOB KPHITTOAHAIIH3A.
Kinaccuueckue MeTogbl. HOBBEIH BH]I
KPHIITOAHAJIH3a — aTaKH I10 ITOO0YHEIM
KaHamaM. KBaHTOBEIH KpHITTOaHAIIM3. MCXOEI
KPHIITOaHAa IH3a. MeTOQbl KPHIITOaHaIH3a H HX
BIISIHHE Ha Pa3BHTHE KPHITTOrPa(HH.
[IpenenbHBIe BOSMOKHOCTH I10 B3JIOMY
IIH()POB MeTOOM ITOJTHOTO Iepedopa KIIOUeH.
[ [pHMEHHMOCTE Pa3IHYHBIX THIIOB KPHIITOATaK
K CHMMETPHYHBIM H aCHMMET PHYHBIM
KPHITTOCHCTEMAM H XeIll-() YHKIHSIM.

[ [epcrieKTHBHBIE TEXHOIOTHH KPHIITOAHAIH34.

Pasneu 2. TexHo/1I0ruH oprafnusamnmn
MEePCOHAIbHOH KHOepOde30nmacHoCTH

Tema 5. OxoHOMITUECKASI 3()PEKTHBHOCTD
CpeZIcTB OOecIeueHH ITePCOHAaIbHOIM
KHOepOe30IacCHOCTH

[ IpakTHueckas pabdoral

OLIEHKA CPEJICTB KPHUIITO3AIIHTHI.
OKOHOMHYECKOE OOOCHOBAHHE PACXOJIOB Ha
o0ecIeYeHHE TTIEPCOHAIbHOM
KHOepOe3ornacHOCTH. OO0CHOBAHHBLIN BEIOOD
Mep H CpeICcTB 00ecIieYeHIS IIepCOHAIbHOM
KHOepOe30racHOCTH. [IpenMyInecTera 1
HEJOCTATKH CYIIECTBYOIIIX METOHLOB
OO0OCHOBAHHM S HHBECTHI[HI B CPeJCTBa
o0ecTieueHH S IIepCOHaIbHOH
KkHOepOe3ornacHocTH. HaGop pHHAaHCOBO-
SKOHOMHYECKHX ITOKa3aTEIEH JIJIS OL[€HKH
3 eKTHBHOCTH CPeJCTB 00eCIIeUeHH S
IIEPCOHAIIPHOH KHOepOe30ITaCHOCTH C
SKOHOMHYECKHX IMO3HIMH. MeToauKa OI[eHKH
SKOHOMHYECKOH 3()(PEKTHBHOCTH CPEJICTB
o0ecTIEYUEHN S TIEPCOHAIIBH O
KHOepOe30ImacHOCTH.

CepTudukarT
Bnaneneu:

,D.DI{}"EE

IANEKTP
2C0000043E94

Tema 6. THCTpYMEHTHI OpraHH3aI[HIi

IIEPCOHAIIBHOH KHOepOe30ITacCHOCTH

[ IpaxTHueckas pabdorad

O030p aHTHBHPYCHBIX CPEACTB 3aII[HUTHI ITPH

OPTAHH3AIIMH CHCTEMBL IIEPCOHAIIBHOM

OLMNCA

epDe3CItaCHOCTH. AHTHBHPYCHAS 3all[HTa
HATBHBIX KORIbIOTEPOB H MOOHIIEHBIX

llleGayxoea TafenAHa AnexkgaHapos

YCTPOICTB. bpaHaMayspbl. CpecTBa
armIapaTHOH 3aIHTHI HH(OPMAILIHH.

NelcTeUTen

AT o085 202:m

o8 2023
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Oprasusars ImporpaMMHO-ararapaTHeIX
CPEACTB IIEPCOHAIbHOM KHOepOe3011a CHOCTH.

7 Tema 7. IlepcoHanpHast KHOepOe30ITacHOCTE B
HHTEPHET-O0aHKHHTE

[ IpaxkTHueckas pabdorad

TexHomoruu HHTepHeT-0aHKHHTa. TeXHOIIOTHH
OHPKEeBOH TOProBIM. IIpaBuia opraHms3aiiim
IIEPCOHAIEHON KHOepOe30ITaCHOCTH B
HHTepHeT-0aHKHHTe. [IporpaMMHO-
armapaTHBIE CPEACTBA 3aIlMTHL JaHHBIX B
IIpoIleccaX HHTEPHET-0aHKHIa H OHPKEBOH
TOPI OBJIH.

8 Tema 8. COBpeMEHHEBIE METO/BI 3AII[HILEHH O
ayTeHTH(PHKALTHH

MeTombl aBTOPH3AIMH IT0JIB30BATENS ITPH
pabdore B ceTH MHTepHEeT. ABTOpH3aII U
ayTeHTH(HKAIHI. MeToIbI CO3JaHHI 1
XPaHEeHH S ITapoeH. 3allHII[eHHBIN JIHYHBIH
KaOHHET HHTEPHET-PECYPCOB.

9 Tema 9. TexXHOJIOTHH 3JIeKTPOHHOH IH(PPOBOH
TTOATINCH

TexXHOImornH 31IeKTPOHHOI IH(POBOIt
ITOJIIICH. MeTOABI CO3MaHHS 3IIEKTPOHH O
IH(POBOI MO CH. DIeKTPOHHAS IIH(POBas
MOAIINCE. MeToapl popMIpOBaHHS
AIIEKTPOHHOMH IH(POBOH ITOMITHCH.

Hroro 3a 1 cemectp

27

Hrtoro

27
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CTPYKTYPA U COJIEPKAHHUE ITPAKTUYECKHUX 3AHATHH

IIPAKTUYECKHUE PALBOTbDI

IIpakTHyeckas padora 1. OcHOBHbIe IOHATHA MEPCOHATILHOM KHOepOe30MacHOCTH

Ilens padoThI: M3yUeHHE OCHOBHBIX IIOHSITHII TIEPCOHAIBHOH KHOepOe30ImacHOCTH,
CBOJCTB OIH()POBAHHOH HH()OPMALHH, ITPHYHH KHOEPITPeCcTYTUIeHHH.

TEﬂpETH‘IE CKRAH TaACTb

O cHOBHbIE NOHAT HA NEPCOHAILHOI KHOep0e30IIacHOCTH

Bo BpemeHa Prmickon mMIiepHH ObDIa C(pOpMYIHPOBaHa I'€OIOIHTHYECKas (DOpMyIIa:
"KTO BiIajieeT MOpeM, TOT BiageeT Mupom!" Bo BpeMsa BTopoil MHPOBOH BOHHEI 3TO BREIPAXKEHIE
OBIJIO MOJH(HIIMPOBAHO H 3BYYANIO YiKe claeAyiommuMm oOpazoM: "KTO BiIajeeT BO3IYIIHBIM
IIPOCTPAHCTBOM, TOT BiageeT MHpoM!" W HaAKOHEIl, BO BTOPOH IIOJIOBHHE XX BEKa, B IIEPHOL
CTAHOBJIEHHS ITIOCTHHAYCTPHAJILHOIO OOIecTBa OBLI BEIPAOOTAH HOBBIH TI'€OIOIHTHYECKHH
Te3Hc: "KTo BaageeT HH(pOpMAaIHEH, TOT BlIaJeeT MHPOM! ", KOTOPBIH OCTaeTca aKTyalIbHBIM H ITO
ceH JIeHb.

Hactymwio BpeMs, Korja HeoOXOJHMO CYHTAThCS C TEM, YTO IepeXo] HH(p)OPMAIHH B
paspsi BaKHEHIIX PECYPCOB UYEIIOBEYECTBA OJHOBPEMEHHO ITOPOXKAAET IpodiieMy OOIaJaHIs
STHUM PECYPCOM, €ro VHHUYTOXKEHHS WM H3MEHEHHMS, HCXOAS M3 TOCYIapCTBEHHBIX,
KOMMEPYECKHIX, YACTHBIX H JAPYIUX HHTEPECOB, M, KaK CIEICTBHE, IIPHUBOAHT K ITOSBIEHHIO
HOBOT'O CpejlCTBa HaIlaJeHH HIH 3all[UTHI, T.€. HH(OPMAI[HOHHOIO OPYXHI. [IpHYHHON TaKOi
IepeMeHbl CcTala BO3MOKHOCTh ITpeJCTaBIEHHS HH(POpPMAIMH B IM(POBOM BHAE. BaxHO
OTMETHTB, YTO IH(PpoBast HHPOpMaIHa 00IajaeT CIIeAYIOIHMH HEOThEMIEMBIMH CBOMCTBAMH

OTYYKIaeEMOCTD

BoCIIpon3BOaHMOCTE

HeyHIYTOXKIIMOCTE

B03MOKXHOCTE OBICTPOrO ITIOHCKA

C OIHOHM CTOPOHBI, 3TH KayecTBa ITO3BOJIIIOT CVYIINECTBEHHO ONTHMH3HPOBAThH IIPOIIECC
00paOOoTKH HH(OPMALMH, CBeJs K MHHIMYMY BMEIIATeIbCTBO YelIOBeKa B PYTHHHBIE ITPOLIE CChI
H ofOecrieynBas JIETKHIH M OBICTPBIN JOCTVII K HEOOXOAHMBIM CBEeIcHHSIM. C JIPYIroH CTOPOHEI,
OHH JK& CTalll TIPHYHHOH TIIOSBIIEHHMS B KOHIl[e XX B. HOBOIO BHJA 3IOACSHHH -
KHOepIpecTyIDIeHHH. TaK, OTYYKIaeMOCTh H BOCITPOH3BOAHMOCTS HH() OpPMAIlHH BKYTIE IIPHBEIIH
K OOOCTpeHHIO IIpOOJIEMBI 3alllUTBI aBTOPCKHX IpaB. He Tak mgaBHO IIOHSTHEe "Kpaxa"
MOAPa3yMeBAJIO, UYTO CYOBEKT IIHINAETCS HEeKHX MaTepHaJIbHBIX IIeHHOCTeH. C IMQpOBOMH
HH(pOpMaIlHeil Bce ITO-APYTrOMY: €CIIH ITHpaT KOITHPYeT JHCK C 3allHCBhI0 eIlle He BBIIIEIIETrO
(pruIbMa, HMYIIIECTBO IpaBoOOIaaTelsI MOKeT (PH3HYECKH HE ITOCTPajaTh - OJHAKO IIPH 3TOM
3aKOHHBIH XO3SHH TepsAeT HaJl CBOHMM IIPOM3BEIECHHEM KOHTPOIb. bomee ToOro, ecimm o0
ITOSIBJIEHHS. KOMITBFOTEPOB CO3[aHHE AYOIHKATOB IIPHBOAIIO K YVXYIIIIEHHIO KauecTBa OOBEKTa
KOITHPOBAHNSI (PEeNpOAVKIMH KapTHH, IIEPENHChIBAHHE KHHT H ayJHOKacCceT H T.I.), TO B
I(pPOBOM MHpPE KOIHPOBAaHHE MOKET IIPOH3BOAUTHCSI B HeOrpaHHMYEeHHBIX KOJHYECTBAX
IPaKTHYeCKH OecIUIlaTHO - M 0e3 IoTepH KavecTBa! K IapagokcalbHO HeKellaTellbHBIM
pes3yibpTaTaM IIPHBEIO H OBICTPOE CHIKEHHE IIEH Ha YCTPOHCTBA XpaHeHHS JaHHBEIX. PaGora 1mo
aHAIIM3y XPaHHMMOH B OpraHH3al[MH HH(QOPMAaIMH C IO BBISBIEHHSI JAHHBIX, ITOJIJIEKAIIHX
VHHYTOKEHHIO I10 IIPHYHHE YTEPH aKTYaIbHOCTH M ITOJIE3HOCTH, OOXOMHUTCS JOPOKE ITOKYITKH H
ycTMGEmhmﬁmymﬂEaHIH. BerneAcTBHE 3TOr0 HOBOCTHBIE JIEHTHI IIECTPST 3arOlIOBKAMH

O HaHJeHHPICH! €HHBIX Ha ayKI[HOHAX JKECTKHX JHCKaX H MarHHTHBIX JIEHTAaX,
Ccpmq}mhm ECDDDGME‘»EEABB 0220 ETB.-'—"-.EGDDED 0004 3E

Bnaﬂcn[}% EE%%HETEHQIQI&HZQEM%HE CBCACHIIA, KOTOPBIC HHKTO HE IIOTPYAIUICA CTCPETE IICPE]
}THJIHB&I_[HEH }"CTPGHCTE OTHEIIbHOIO BHHMAHHSI 3aCIIY/KHBACT HpﬂﬁHEMa YHHYTOXCHHA

neiere JEPOPMALIL,  XOT7 OBl ORHAXIBI IIOSABMBINCHCS B FIHTEpHET M INPOHHACKCHPOBAHHOH
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IIOMCKOBOH CHCTEMOH. BO3MOXHOCTE OBICTPOrO ITOMCKAa H OOBEIHHEHHS 110 KIFOYEBEIM ITOIISM
(Hanmpumep, DUO u agpec SIEKTPOHHOH IIOYTHI) JelaeT 3aJady COCTABIIEHHS IIOPTpPeTa
AKTHBHOI O ITOJIB30BATENS KOMIILIOTEPA MAKCHMAJIBHO ITPOCTOM IS 3TIOYMBIIIUIEHHHKA.

Kaxk ciencTBHe 3TOr0 ocTpora ImpodneMbl o0ecIieueHH I HH(] OpMAaIlHOHHOH 0e30IIaCHOCTH
(UE) cyObekToB HH(OPMAIHOHHBIX OTHOIIEHHH, 3allUTHl HX 3aKOHHBEIX HHIEPECOB IIPH
HCIIONh30BAHHHM HMH(OPMAITHOHHBIX CHCTEM M ceTel, XpaHHMOH, oOpabaThIBacMOil H
nepelaBacMOH B HHX HH(OpPMaIMH IIOCTOSHHO BoO3pacTaeT. HecMOTps Ha HHTEHCHBHOE
BHEJPEHHE BHOBb CO3JaBacMbIX TeXHOJIOTHYECKHX PelleHHH B OO0IacTH HH(POPMAIHOHHOH
0e30ITaCHOCTH, YPOBEHh KPHMHHOI€HHOCTH B HH(PpOPMAIHOHHOH c(epe ceTeH IepeJadn JaHHBIX
BEIYIMX CTPaH MHpPa ITOCTOSHHO ITOBBIIIAETCS, YTO IPHBOANUT K MIUUTHAPAHBIM (PHHAHCOBBIM
TIOTEPSIM.

[Io mgaHHBIM KOOPAHHAIIHOHHOIO I[eHTpa HeMelIeHHOro pearupoBaHusa CERT,
OpraHM30BAaHHOI'O0 ITpH VHHBepcurere KapHern MelmoHa, eXerogHo HaOIaaeTcsa PocT
KOJIMYeCTBA PETHCTPHPYEMBIX HH(POpPMAIMOHHBIX aTak (pHc. 1.1). Kak BHIHO Ha JHarpamMme,
OIHOM M3 HauOollee aKTYallbHBIX ITPOOIIEM B IIOCIIEAHEE BPEMS CTalla 3allliTa OT HHCAHJIEPOB
(COTPYIHHKOB KOMIIAaHHH, SBIIIFOIIMIICS HapYyIIHTelIeM, KOTOPBIH MOJKeT HMETh JIeTrajJbHBI
TOCTYIT K KOH(PHIeHIHATbHOH HH(OPMAIlHH). Takas yrpo3a cTajla BO3MOKHOH BO MHOI'OM H3-3a
TIOSIBJIIEHHS TIOPTAaTHBHBIX M JEINEBBIX YCTPOHCTB XPAHEHHS C BBICOKOH TUIOTHOCTBIO 3AITHCH.
OOOCTpSIET CHTYAI[HIO MHPOBOH (PHHAHCOBBIH KPH3HC, B YCIOBHSX KOTOPOrO BBIPOCIIO YHCIIO
COTPYJIHHKOB, HEJOBOJIBFHBIX CBOMM padorojaTereM (BCIEACTBHE COKPAI[EeHHS 3apIUIaThl HIIH

HaKcC }*’BGJ]LHEHIIH) H KCJIAIOINIX HAHECTH CMY Bpca HIIH HE3d KOHHO o0oraTHThCS.

Y
137528 MHcanoepk

PacnpeneneHHLIe aTaku
ATakn TANa «S0L Injections

22608 Araku TWna «farmat string»
Stealth - ckadpoBaHue

13358

21756
ATakd THNa «nepenondexdne Bydepar
8859 Ataku Ha obweaocTynieie Web-cepeucel
ATakH THNa «0TKa3s B oGcny#MBaHUNA s
2573 ABTOMAaTH3IWPOBAHHOE CKAHMPOBaHHe
1334 MNepexear QaHHbIx
MogmeHa cybbekTa coeguHeHNHR
252 « TPOSHCKME KOHMY
5 MNepebop naponen
Bupycel

1980 r. 1985r. 7990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT KommyecTRa atak

XapakKTepHO, YTO KOJIMYECTBO KOMIILIOTEPHBIX ITPECTYIUIEHHH, COBEPINacMBIX B Poccii,
eKEerOMHO YBEIIHYHBAECTCSI. Tak, COITIACHO CTAaTHCTHKE MHHHCTEpCTBAa BHYTPeHHHX aen PO,
KOIIHYECTBO KOMITBIOTEPHBIX IIPECTVIUIEHHI, CBA3aHHBIX C HECAHKI[HOHHPOBAHHBIM JOCTYIIOM K
KOH()HIeHIHaTbHOH HH(MOPMAIHH, YBEIHYHIOCh C INEeCTHCOT HHIMAeHTOB B 2000 r. g0 ceMH
TeICSY B 2004 r. K OCHOBHEIM IIPHYHHAM POCTa KOJIHYECTBA aTaK MOKHO OTHECTH CIIEAVIOIIHE
(paKTOpHI:

C KaKIbIM TOJOM YBEIIHYHBAETCSI KOIHYECTBO IIOIBL30BATENEH OOIIEHMOCTYIHBIX CeTeH
CBS3M, TAKHMX, HaAIlpHMep, KaK ceTh MHrepHer. IIpH 3TOM B KauyeCTBe HOBBIX IIOJIB30BATEJIEH
BEICTYIIAIOT KaK OTJEIbHEIE KIIHEHTCKHE paloure CTaHIHH, TaK H IeJIble KOPIIOPAaTHBHBIE CETH,

YBEIIHUYHBAETCSA  KOIHYECTBO  VYA3BHMOCTEH, €XeIHEBHO  OOHaApyKHBAacMBIX B
CYILECTBYIOIIEM OOII[ECHCTEMHOM H ITPHKIIaHOM IIPOrpaMMHOM OOecCIleYeHHH,

BO aeT "I ¢IFO-BO3MOKHBIX OOBEKTOB aTakH. ECIIH HeCKOIBKO JIeT HA344 B KaUcCTBC
JNEKTPOHROW 1O4INMCBEHD

-..._GQHDBHE:IK ,00REKTOR, - HECAHKIIHOHHPOBAHHOI O BO3JIEICTBHSA PacCMATPHBAIIHCH HCKITFOYHTEIHHO

NCepBEPR eTAHMapTHEIXN "Web -cimyk0, takme xak HTTP, SMTP m FTP, To k HacTosimemy



MOMEHTY pa3paboTaHBl CpeACTBa peani3allii aTaK Ha MapIIpyTH3aTOphl, KOMMYTaTOPEL
MeKCETEBBIE SKPaHBI H JP. |

VIIPOINAKOTCS MeTOABl pealH3allid HH(OPMAIMOHHEIX aTaKk. B ceTH MHTepHeT MOKHO
Oe3 TpyZa HAaHTH IIpOrpaMMHBIE PeaTH3al[HH aTaK, HAIIPABJIEHHBIX HA aKTHBH3AI[HIO PAa3IIHYHBIX
VS3BHUMOCTEH. [IpH 3TOM HCIIONB30BAaHHE 3THX CPEICTB CBOAUTCH K BBOAY IP -agpeca oObekTa
aTaKH M Ha)KaTHIO COOTBETCTBYIOIIEH YITPABIIIOIEH KHOITKIH,

VBEIIMYUBAETCS  YHCIO  BHYTPEHHHX  aTaKk CO  CTOPOHBI  IIOJIB30OBaTEleH
aBTOMAaTH3HPOBaHHEIX cHcTeM (AC). IlpumepaMHm  TakHxX araK  SBIIIETCS  Kpaska
KOH(HAEHIHAIbHOH HH(pOpPMAIlHH HIIM 3aIllyCK BPEJOHOCHOIO IIPOrPaMMHOIO OOeCITeYeHHS
(I1O) Ha pabouHX CTAaHIMX IO 30BATENEH.

HeoOxXomMO OTMETHTB, YTO YPOBEHb CIOKHOCTH HMH(POPMAIMOHHBIX aTaK TaKXkKe
IIOCTOSIHHO pacTeT. J[aHHOe VIBePKIEHHE MOKHO ITPOHJUTIOCTPHPOBATL HA IIPHMEPE SBOJIOLIHH
KOMITBIOTEPHBEIX BHPYCOB. B MOMEHT CBOero IIEpBOro IIOsSBiIeHHS B 1980 TI. BHpPYCEH
MPEACTABILUIM  COOOM  JOCTATOYHO ITPOCTHIE  ITPOrPpaMMBI, KOTOPBEIE CAMOCTOSTEIBHO
PacIIpOCTPAHSsUIICE B aBTOMATH3HPOBAHHBIX CHCTEMAaX M OCHOBHOM 3aJauvyel KOTOPBIX OBILIIO
HapyIlleHHe padoTOCIIOCOOHOCTH CHCTEMBI. CerofHA K& KOMIIBIOTePHBIE BHPYCHI IIPEICTaRISIOT
CYVIIIECTBEHHO OO0Iee CIOXHBIE IIPOrpaMMHBIE CPEJNCTBA, CIIOCOOHBIE PACITPOCTPAHSATCS
MMpaKTHYeCKH B JXOOOH cpelie Iepefayd HH(OPMAILMH, a TaK)Ke MACKHPOBAThCSA IOZ PadoTy
mratHoro IIO. Kpome »3Toro, coBpeMeHHBIE MOAH(PHKALMH KOMIIBIOTEPHBEIX BHPYCOB B
OCHOBHOM HCIIOIIB3YIOTCS JUIS KpakH KOH(HICHI[HAIBHOH HH(POpPMAIlMH, a TaKxke I
ITOITYYEHHS HECAHKIIMOHHPOBAHHOIO IOCTYIIAa K KOMIIBIOTEPAM ITONB30BaTelIcH. AHATOTHYHAS
TEHJEHIMS XapaKTepHa H IS APYTHX BHIOB YIpo3 Oe30IMacHOCTH, IS pealH3alliii KOTOPHIX
IIOCTOSIHHO TIPHAYMBIBAIOTCS Oo0Jiee H3OIPEHHBIE METOABl H CPEeICTBa IIPOBEACHHS aTak.
M3MeHIIach H MEHTAILHOCTh XAKEPOB. €CIIH PaHBIIE OCHOBHOH MOTHBAIMEN OBUIO pEIIEHHE
CIIOKHOIH ITpoOIeMBl M BO3ZMOKHOCTh CAMOYTBEPKIECHHSL, TO CETOAHS Ha IEPBBIH IUIaH BEIXOIHT
KOMMepUeCKasi COCTABILIIONIASL, KOTOPas CIIOCOOCTBYET OOBEANHEHHIO TAIIAHTIIMBBIX OJHHOYEK B
OpraHH30BaHHEBIE IPECTYITHEIE COOOINECTRA.

Ctour oOOpaTHTF BHHMAaHHE Ha IIOJIOKHUTEIIPHYIO TEHIEHIMIO - HEKOTOPBIE
IIPOM3BOAUTEIH ITPOrPaMMHOIO H allllapaTHOro oOecIieuyeHHsS cTalM oOpallnark BHHMAHHE Ha
0e30ITaCHOCTh IIPOAYKTa VK€ Ha CTaJHH IPOeKTHPOBAaHHS, a HE B IOCIEAHHII MOMEHT, KOrjaa
H3MEHHTh YTO-TMOO B apXHTEeKType CHCTEMBI VK& IIO3JHO H MOKHO JIOBOJILCTBOBATHCS
(PYHKIHOHAJILHBIMH "3araTkamMH". OJHAKO H Ha 3TOM ITYTH €CTh IPEITSITCTBHSI. BO-TIEPBBIX,
IIPOM3BOACTBO IPOAYKTA, HE COJEpPIKaIller0 OHMOOK, B PEalbHOM MHPEe HEBO3MOKHO, BO-
BTOPBIX, KOMIIBIOTED IIPEACTaBISIET COOOM CHCTEMY M3 OIPOMHOIO 4MCIIa KOMIIOHEHTOB OT
pasHBEIX BEHAOPOB, M TECTHPOBAHHE COBMECTHONH paloThl BCEBO3MOJKHBIX KOMOMHAITHEH
SBISIETCS HepaspelmMon 3amaver. HakoHell, camMas COBepllleHHas 3allfiTa MOXEeT OBITh
B3]IOMaHa, H IIPHYHHA 3TOMY - YeIOBeYeCKHH (PaKTOp. YCTPAaHHTh 3TY YIPO3y HMPHHIIHITHAILHO
HEBO3MOXKHO, T.K. IIEPCOHAIl SBIIIETCS HEOThEMIIEMOH 4YacThi JIOOOH HH(OPMAIHOHHOM
CHCTEMEL.

C VYYEeTOM BHIIIIECKA3aHHOIO MOXHO C VBEPEHHOCTBIO YIBEp:KIaTh, YTO IIpoOIeMa
samuThl AC OT HH()OPMALIMOHHBIX aTaK SBIISETCS OJHOH H3 HaHOOIee aKTyalbHBIX H 3HAYHMBIX
B UT-mHaycTpuu. 110 BceMy MHPY €KErOfHO IIPOBOIUTCS OONIBIIIOE KOIHYECTBO HCCIIEOBAHIIH,
HaITpaBJIEHHBIX Ha Ppa3pa0O0TKy HOBBIX H Oonee 3(P(eKTHBHBIX METOAOB IIPOTHBOAEHCTBHS
yIPO3aM 3IIOYMBIIIUIEHHHKOB. C YUYETOM aKIVallbHOCTH BOIIPOCOB, CBSI3aHHBIX C 3aIMTON OT
BHEIIMHHX H BHYTPEHHNX HH()OPMAIHOHHBIX aTaK, H ObIII HAITHCAaH 3TOT Y4eOHBIH KyPC.

Kparkie uroru

Paccmmperm (pyHIaMeHTaJIbHbIE CBOHCTBA OLH(PPOBAHHOH HH(POPMAIIHH H HX BIHSIHHE
Ha POCT YIPo3 B cpepe HH(}OPMAITHOHHOH Oe30ITaCHOCTH € HACTYIUIEHHEM KOMITbIOTEPHOH 3PHI.

Hepeqrrgéiﬁoﬂf@&rﬁbﬁm ITO3BOILSTIONIHE 00eCIIEUHTh COBEPINEHHYIO 3aIHTY HH()OPMAIH, H
CeprudBBIJ] EICHTISPeeH ZHE PRINEHHEBIN/HA JaHHEIH MOMeHT ITPOOIeM.

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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OOopyaoBaHHe H MATEePHAJIbI

[Tporpammmbie cpeactBa: Microsoft Office - No61541869, Microsoft Windows 7
[IpodeccrnoHampHasg - Ne61541869

AyauTOpHA IS IPOBeIeHHS IMpaKTH4e CKHX padoT. IlepcoHambHbBIN KoMITbIOTED (12 11T .)
B cOope B coctae AM3 X2 250/4096MB/500Gb/DVDRW/450W, MonnTOp OT KoMITbroTEPa (1
mT.) B cOope B coctaBe Intel Pentium g620/2gb/500gb/dvdRW/hd5550 (cTouT Ha KOMITbIOTEpE
12102), Oxpan ScreenMedia Goldview 244*183 MW 4/3 (1 mr.), IIpoektop NEC NP405 (1

ITIT. )

YKaszaHud 1o TeXHHKe 0€e30IMacHOCTH

[lepexr HawvamoM palorel cleayeT YOEIUTHCS B HCIIPABHOCTH  3IEKTPOITPOBOAKH,
BREIKITFOUATEJIEH, IITEIICEIBHBIX PO3ETOK, ITPH ITOMOINM KOTOPEIX OOOPYIOBAHHE BKIIFOYAETCS B
CETh, HAJIMYHH 3a3eMJIEHHS KOMIIBIOTEpPa, er0 PaboTOCIIOCOOHOCTH.

11 cHIDKeHHS WIH TIIpeJOTBPAIleHHS BIHSHHS OIIACHBIX H BpPeIHBIX (PAaKTOpPOB
HeoOXOauMO CcOOMIOaTh CaHHTAPHBIE IIpaBIIIa M HOPMBI, THTHEHHYECKHE TpeOOBaHHSI K
IIePCOHAIIBHBIM AIEKTPOHHO-BBIYHCIIHTEILHEIM MAIIHAM.

Bo musbexaHHe TIOBpeXKIeHHS H3OISIHMH IIPOBOAOB H BO3HHKHOBEHHSI KOPOTKHX
3aMBIKAHHI HE pa3pellacTcsd. BEIaTh 4YTO-THO0 Ha IMPOBOJA, 3aKpallMBaTh H OelMTh IIMHYPHL U
IPOBOJIa, 3aKIIaAbIBATh IIPOBOJA H IMHYPHL 3a Ia30BBIe H BOJOIIPOBOIHBIE TPYORI, 3a Oarapen
OTOIHUTEIIPHOH CHCTEMBI, BBIJEPIHBATH IITEIICEILHYIO BIUIKY H3 PO3ETKH 3a IIMHYP, YCHIIHE
ITOJKHO OBITE ITPHIIOKEHO K KOPITYCY BHIIKH.

JIITsT MCKITIOYEHH S TTOpaKEHI S ATIEKTPHYECKHIM TOKOM 3allpellfaeTcsa: 4acTO BKIOYATh H
BEIKITIOYATh KOMITBIOTEP Oe3 HeOOXOAHMOCTH, IIPHKACAaThCd K SKpPaHY H K TBIIIBHOH CTOPOHE
OIIOKOB KOMIIbIOTEpa, paboTaTh Ha CPeJCTBaX BBIYHCIHTEILHOH TEXHHKH H IlepH()epHITHOM
000pYAOBaHHMM MOKPBIMH PYKaMH, padoraTh Ha CPEACTBaX BBIYHCIHTEILHOH TEXHHKH U
nepHgepHHHOM OOOpPYIOBAaHHH, HMEIOIMX HApPYIIEHHSI LEJIOCTHOCTH KOPITyCa, HapYIIEHIS
H30MIAIMH TPOBOJAOB, HEHCIIPABHYIO HMHAMKAI[MIO BKIIOUEHHS IMHTAaHHSI, C IIPH3HaKaMI
AIEKTPHYECKOTO HAITPSKEHHS Ha KOPITyCe, KIIaCTh Ha CPEJCTBA BBIYHCIHTEIIPHOH TEXHHKH H
nepH(pepHHHOM 000PYJ0BaHHH ITOCTOPOHHHE ITPeMETHI.

3arpemaercss  IMOA — HalpsDKEHHMEM — OYMINATh  OT  IBIUIM M 3aUpPsS3HEHHS
AIEKTPOOOOPYIOBaHIE.

Bo  m3bexaHHe — IOpakeHHMSI  SIEeKTPHUYECKHM  TOKOM, TIPH  IIOJIb30BaHMI
BIEKTPOIPHOOPAMH HENb3S KacaThCS OMHOBPEMEHHO KaKHX-THOO TpyOOIpoBOAOB, OaTapeH
OTOIUJIEHH L, METAIUIHYE CKHX KOHCTPYKIHIL, COeQHHEHHBIX C 3€MIIEH.

Ilociie oxoH4yaHHS PAadbOTEI HEOOXOAHMO OOECTOUYHTH BCE CPEACTBA BBIYMCIIHTEIILHOH
TEXHHKH H IlepudepHiiHOe 00OpyZoBaHHe. B ciy4yae HelpephIBHOIO Y4eOHOro IIpoIlecca
HeOOXOIHMMO OCTaBHTh BKIIFOUEHHBIMH TOJIBKO HEOOXOAHMOE 000PYIOBaHHE.

3azaHua npaKTHYecKoi padoTsl 1

1. U3yumTh npeairaraeMeli TEOPETHYECKHI MaTepHal.

2. CchopMHpOBaTh KOHIIEIMIIHIO IEPCOHAIBLHON KHOepOe30macHOCTH A (hOPMHPOBAHH
H aHamH3a TpeOOBaHMII C CHCTeME 3all[HThl TePCOHAIbHBIX JAaHHBIX. Pe3yIbTaToM JOIKHA
SIBHTHCS TaOJIHI[a () YHKIHOHAIBHBIX TPeOOBaHHI K CHCTEME 3all[HThI IIePCOHAIbHBIX JaHHBIX.

3. GOETRBHED,MHPOPMALIHOHHYIO 'MOJETb CHCTEMBI 3aIlMTHl IIEPCOHAIIBHBIX J[AHHBIX,

Eﬂﬂmqal%iﬁgﬁ?'ﬁ'ﬁ'@@ﬁ%ﬁ%ﬁmle OCHOBHBIX OOBEKTOB CHCTEMBI H B3aHMOLEHCTBH MEKY HIMH.
Ceptudoykatr: 2C0000043ESABBBO952205E7/BAS00060000043E

Bnanendid  QCHORAHMLL, . MEPOPMAUNOHHON MOJEIN C(pOpMHpPOBaTh TpeOOBaHHS K IIPOrPaMMHBIM
CpeJcTBaM HH( OpMaIHOHHOH Ge30ITaCHOCTH.
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4. OQopMHTE OTYeT IO NMpakKTHYecKoH padore. lIpeacTaBHTP OTYET IO IPaKTHYECKOH
paboTe U1 3alHTEL

BapuaHTbl HHANBHIY AJIbHBIX 3aJaHHH

PaspaloranTe KOHIIEIOIHIO IIEPCOHAJIBHOH KHOepOe30IIaCHOCTH B COOTBETCTBHH C
BapHaHTOM. OOpaTHTe BHHMaHHe Ha (PYHKIIHOHAJIBHOCTH CHCTEMBI 3aIl[HTHI IIEPCOHAIbHBIX

ITAHHBIX.
Tabmmia 1.1 —BapuaHTtsl 3amaHint
No OOBeKT 3all[HTh O06mnacTp 3alIHThI
1 CTVIEeHT YVHHBEPCHTETA HoyTOyk, cMapT({oH, cpeJcTBa
CBS3H
2 [T-crieranuct Ha yaaiaeHHOM | IlepcoHanbHEIH KOMITBIOTED,
IIOCTVYTIE HOYTOYK, CMapT(OH, CpeJcTBa
CBS3H
3 Mogaepatop I lepCcOHAIEHEIN KOMITLIOTED,
HH(OPMAIHOHHOIO pecypca HOYTOYK, CMapT(oOH, CpeJICcTBa
CBS3H
4 Croy-pamnrep HoyTOyk, cMapT(doH, cpeJcTBa
CBS3H
5 biiorep HoyTOyk, cMapT(oH, cpejcTBa
CBS3H
§ [HIKOImBHHK HoyTOyk, cMapT(oH, cpeJcTBa
CBS3H
7 MeHeKep cpeqHero 3BeHa Ha | IlepcoHaIbHBIH KOMITLIOTED,
yIAIIeHHOM JOCTVYIIE HOYTOYK, CMapT(oOH, CpelCcTBa
CBSA3H
8 CrienpamicT 1o a”Hammisy | IlepcoHanbHEIH KOMITBIOTED,
JIAHHBIX Ha yAaJIleHHOM | HOYTOyK, cMapT(oOH, CpeacTBa
JOCTYTIE CBSA3H
9 PaszpaboTynk CanToOB Ha | IlepcoOHaIbHBIN KOMITLIOTED,
yIaIIeHHOM JOCTVYIIE HOYTOYK, CMapT(oOH, CpeJICcTBa
CBS3H
10 [IporpammiicT Ha yzaaiaeHHOM | IlepcoHanbHEIN KOMITBIOTED,
IIOCTVYTIE HOYTOYK, CMapT(OH, CpeJcTBa
CBS3H

CD,[[E]HRHHHE oTHCETA

[lo BROTOMHEHHOH padoTe cocTaBIsIeTcAa OTYeT. OT4YeT BEIMNONHSETCSA B BIEKTPOHHOM
BHJIe. 110 BEIITOTHEHHOMY OTYETY IIPOBOAHTCS 3al[HTa ITPaKTHYeCKOI paboTHI.

OT4yeT N0 IIpaKTHYeCKOH padoTe JIOIDKEH COCTOSTh H3 CIEAVIONHX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYIIHBIH JIHCT;

- BBOJIHAS YacTh,

- OCHOBHAS YacTh (OImHcaHHe paboTHI);

- 3aKIIFOYeHHE (BBIBOJIBI).

BBomHas yacTh oT4eTa JOKHA BKIIFOYATh ITYHKTHI:

- YCIIOBHE 3a]1a4H,

i
- APOTFPAMMHOZANTIAPATHRIE CPEICTBA, HCITONIb3YeMbIe ITIPH BRITTOTHEHHH PabOTHI.
E:Z;T:TT i%%ﬁ%gﬁﬁ%%mﬁ paboTe 3aKmovaeTcs B IIpeAbIBICHNHH ITPeIolaBaTeIi0

ITOIIVHCHHBIX PE3VYIIBTATOB B BHJC (bﬂﬁﬂﬂ H ACMOHCTPAIIH ITOIIYHYEHHBIX HABBIKOB IIPH OTBCTAX

Hd BOIIPOCEI ITPCITOABATCJLA.
Nencteutened: ¢ 19.08.2022 no 19.08.2023




Ko HTPOJIBHBIE BOIIPOCHI

1. UndopmarmonHasa 6e30MacHOCTh H KHOepOe30ImacHOCTb.
2. CBolcTBa OIH(PPOBaHHOH HH(POPMAIIHH.

3. IIprymHEI KHOEPITPECTYIUIEHIH.

4. IIpobnemel KHOepOe30ITaCHOCTH.

CHHCOK JIMTEPaTYPhl, pEKOMEHIYEeMbIH K HCI0/Ib30BAHIIO 10 JAHHOH TeMe

IlepedeHb OCHOBHOM JIMTEPATYPhI

1. Iletperko B.M. 3anmira IlepCcOHAIbHBIX JaHHBIX B HH(POPMAIHOHHBIX CHCTEMax
| OnexTpoHHBIN pecypc]|: yueOHoe nmocodue / B .M. [leTpeHKO. — 3NEKTPOH. TEKCTOBBIE JAaHHBIE.
— Crasponoib: CeBepo-KaBkazckiii (pefepambHbIil YHHBepcHTET, 2016, — 201 ¢. — 2227-
8397. — Pexum poctyma: http://www iprbookshop.rw/66023 html.

2. MakapoB A.M. Opranm3zaiiis 3amHThl ITIePCOHATbHBIX JAaHHBIX [ OIeKTPOHHEIH pecypc]
. nabopaTopHerii IpakTHKyM / AM. Makapo, H.B. KammGepma, K.O. BonmapeHKo. —
ONeKTpOH. TeKCToBBle JaHHBle. — CraBpomonbs: CeBepo-KaBkazckmii — (ejepanbHBIH
VHHBEPCHTET, 2015. — 92 C. — 2227-8397. — Pexam  gocTyria:
http://www 1prbookshop.1i/62971 html

IlepeyeHs JOMOJTHHTEALHOH JIHTEPATYPDL:

1. Cxpurmrmk J[.A. OOecrieyeHHe 0e30IIaCHOCTH IEPCOHATBHBIX JAHHBIX | OIeKTPOHHBII
pecype] / JI.A. CkpHITHHK. — DOJIeKTPOH. TeKCTOBBIE JaHHBIe. — M. : MIHTepHeT-YHHBEPCHTET
Muadopmarmonssx Texmomormit (MHTYHUT), 2016. — 121 ¢. — 2227-8397. — PexmM
nocryra: http://www.iprbookshop.ru/52153 html.

2. Capenmper A.M. HayuHO-IIpaKTHYE CKHI ITOCTATEHHEBIN KOMMeEHTapHH K DeepalbHOMY
3aKOHY «O NepCcOHAILHBIX JaHHBIX» |OnekTpoHHBIH pecype] / A.M. CaBembeB. — DOJIeKTpOH.
TeKCTOBBIE AaHHble. — M.: Craryt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexmmM gocrtyiia:
http://www 1prbookshop.n/65895 html.

IIpakTHUyeckas padora 2. MogesmpoBaHHe YIPo3 NEePCOHAIbHOM KHOep0e30MacCHOCTH

Ileas padorbL: M3yueHHe yrpo3 IepcOHAIbHOH KHOepOe3ormacHOCTH. MoemHpoBaHHE
YI'PO3 IIEPCOHAIIBHOH KHOEpOE30IIaCHOCTH

TEﬂpETH‘IE CKaf TaCThb

MojgetHpoBaHHE YIPo3 MePCOHAIbHOI KHOep0e30nacHOCTH

OCHOBOH yIIpaBIeHH S HH( OPMaIHOHHOH 0e30ITaCHOCTBIO IIPEAIIPHATHS SBJISIETCS aHAIIN?3
pHCKOB. (DAaKTHYECKH PHCK IIPeJCTABIIET COOOH HMHTETPAIBHYIO OI[EHKY TOr0, HAaCKOIBKO
3()(peKTHBHO CYIIECTBYIOIHE CPeACTBa 3allHTEl CIIOCOOHEI IPOTHBOCTOSATh HH(OPMAI[MOHHEIM
aTaKaM.

OOBIYHO BBIAEIISIOT JABE OCHOBHBIE T'PYINIBI METOJOB pacuéra PHCKOB Oe30ITaCHOCTH.
[IepBas rpyrmmia I03BOJISIET YCTAHOBUTH YVPOBEHb PHCKA ITYTEM OL[EHKH CTEINEHH COOTBETCTBHS
OIpeJle]IEHHOMY HaOopy TpeOoBaHHI II0 oOeclleYyeHHIO HH(OpMAaIHOHHOH Oe3oracHOCTH. B
KayecTBe HCTOYHHKOB TaKHX TPeOOBaHHI MOI'YT BRICTYIATh (pHC. 3.1):

HopMaTHBHO-TIpaBOBBIE  JOKYMEHTHI  IIPEANPHATHS,  KacalolHecsd  BOIIPOCOB
HH(OPMAITHOHHOH 0e30ITaCHOCTH,

TpeOGoBaHMs  JIEeHCTBYIOIIETO POCCHICKOTO  3aKOHOHATEILCTBA -  PYKOBOMSIIHE
nokyMeHTEI DCTOK (INocrexxommccrm), CTP-K, tpedoBanmnsa OCE PO, 'OCTer 1 1p.;

Pemme%_['[m [ MEKIVHAPOIHBIX cTaHmapToB - [SO 17799, OCTAVE, CoBIT u gp.;

LOKYM ANMMCAH - -
HAM [FTANACEIOMITAHI H-TIPOM3BOJHT €IIEH IMpOIrpaMmMHOIO H dIllIapaTHOI' O

Cepmbifie cTred et ~ N1 et 030 OPACE " Clisco 1 ap.

Bnaneneu: lleGayxoea TaTeAHa AnexkcaHgpoBHa

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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Puc. 2.1. UcTounnku TpeOoBaHHI HH(OPMAIHOHHON 0e30acHOCTH, Ha OCHOBE KOTOPBIX
MO2KET ITPOBOJIHTHCS OIEHKA PHCKOB

BTopas rpymima MeTOJ0B OILEHKH PHCKOB HH()OPMALMOHHOH Oe30ITacHOCTH OazHpyeTcs
Ha OIPEAEIIEHHH BEPOATHOCTH pealM3allM aTakK, a TakKXke YpOBHeH HX yiepbda. B JTaHHOM
CIIyyace 3HAYeHHe PHCKa BBEMHCISSTCSA OTAESIBPHO IS KaXIOH aTakkl H B OOIIEM CIIy4ae
IIPeICTABIIETCS KaK IIPOU3BEIEHHE BEPOSITHOCTH ITPOBEAEHHUS aTaKH Ha BEJIHYHHY BO3MOKHOI'O
yiiepOa OT 3TOH aTakd. 3HaueHHe yiiepOa oIpejensercs coOCTBEHHHKOM HH(OPMAaIIHOHHOIO
pecypca, a BEPOSATHOCTh aTaKH BEIYMCIISETCS TPYIONION 5KCIIEPTOB, IPOBOASIIMX IPOLEAYPY
ayIaura.

MeToasl IIEpBOH M BTOPOH TIPVYIIMIEI MOTYT HCIIOIB30BaTh KOIMNYECTBEHHBIE I
KayeCTBEHHBIE IIKAJIbL IS ONpeelleHHsI BeIMYHHbBl PHCKa HH()POPMAI[HOHHOH Oe30macHOCTH. B
IIEPBOM CIIy4ae PHCK H BCE €ro IlapaMeTphl BBIPAXKAIOTCS B YHCIOBBHIX 3HAYeHHSX. Tax,
HAITPUMED, IIPH HCITOINB30BAHNH KOJIHYECTBEHHBIX INKAJI BEPOSTHOCTD ITPOBEACHHS aTaKH MOJKET
BEIPAKaThCs YICIIOM B HHTEpPBAIE , a YIepO aTaki MOXKET 3aJaBaTbCsd B BHJIE HIEHEXHOIO
SKBHBAJIEHTa MaTEPHAJIBHBIX IIOTEPh, KOTOPBIE MOXET IIOHECTH OpraHMm3alid B CIIy4ac
YCIIEIITHOT O IIPOBEAEHHMS aTaky. [IpH HCIIoIb30BaHNN KaueCTBEHHBIX IIIKall YHCIIOBEIE 3HAYEHH S
3aMEHSIOTCS Ha SKBHBAJIEHTHBIE MM ITOHSATHIHEIE VPOBHH. KaKmoMy IMOHSTHITHOMY YPOBHIO B
BTOM cCiIyyae OVZEeT COOTBETCTBOBAThH OIIPEAECIIEHHBIN HHTEPBA KOIMHYECTBEHHOH IIKAJIBI
OLIEHKH. KommiecTBO YPOBHEH MOXKET BapbHPOBATHECSA B 3aBHCHMOCTH OT ITPHMEHSIEMBIX
METOMHMK OLIEHKH PHCKOB. B Tabmuiax 3.1 u 3.2 npHBeIeHBI IIPHMEPHl KaUYeCTBEHHBIX IIKAJ
OIIEHKH PHCKOB HH()OPMAIlTHOHHOH Oe30IMaCHOCTH, B KOTOPBIX JJIS OLIEHKH YPOBHeH yIepOa H
BEPOSITHOCTH aTaKH HCITONIB3YETCS IITh ITIOHATHHHBIX VPOBHEH.

Tabnunua 3.1. KauectBeHHas WKana oUeHKM YpoBHS yuwepba

N2 YpoBeHb

Onucauue
yuwepba
1 Manbin yuiepb [IpMBOAMT K HE3HAYUTEILHBIM NOTEPSAM MaTepPUHaibHbIX aKTUBOB, KOTOpPbIE
ObICTPO BOCCTaHaAB/IMBAKTCA, MM K HE3HAYMTE/ILHOMY BJIMAHMIO Ha
penyTauuio KoOMMnaHum
2 YMepeHHbIN Bbi3bIBaeT 3aMeTHbIe NOTEepPU MaTepruanbHbIX aKTMBOB UM K YMEPEHHOMY
yuepb B/IMSIHUIO Ha penyTaLuio KOMMNaHWUKU

3  YwepbcpegHen [1pyBOOMUT K CYLLECTBEHHBLIM NOTEPSAM MaTepUabHbIX aKTUBOB MN
TAXECTH 3Ha4YMUTENLHOMY YPOHY penyTaunm KOMMaHmnm

4  BonsuwomydlepbvdBEisbiBaeT 60MblIMe NOTEPU MaTepUabHbIX aKTUBOB M HAHOCUT B0/bLLION
SNEKTPOHHOW NOANMUCHIO

Ceprucdmkar:  2C0000043E9ABBB952205E 7H/PORBEIIYIaLUN KOMIIaHNK
Bnageneuy: llleGayxoea TaTeAHa AnexkcaHgpoBHa
5 HpHTH'—IECHHﬁ anEI‘Jlﬂ.HT K KPUTUHECKMM MNOTEPAM MaTeEPUMaZibHbIX aKTHUMBOE UJIM K NoJIHOMU

NeicteMTeneH: ¢ 19.08.2022 no 19.08.2023
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ylep6 notepe penyrauym KOMMaHuMM Ha pPbiHKe, 4TO AenaeT HEBO3MOXHbIM

OanbHENLYO AeaTeNbHOCTbL OpraHM3aLmvm

[TpH HCITOIE30BaHHH Ka4eCTBEHHBIX IIKAaJ JJIS BRIYHCIEHHS YPOBHS PHCKA ITPHMEHSFOTCS
CIIELHAILHBIE TAOIHMIBI, B KOTOPEIX B IIEPBOM CTOIOIE 3aJar0TCs IMOHSITHHHEIE YPOBHH YIIepOa,
a B IIEPBOH CTPOKE - YPOBHH BEPOSTHOCTH aTakH. S4eHKH Ke TaOIHIBI, PacIloIOKeHHBIe Ha
NepeceYeHHH IePBOH CTPOKH H CTOJIOLA, ColepKaT YPOBeHb PHCKa 0e30IacHOCTH. PasMepHOCTB
TaOIHIBI 3aBHCHT OT KOJHYeCTBA KOHIIENITYalIbHBIX YPOBHEH BEPOSTHOCTH aTakKH H yIepoa.
[Iprvep TaOmuIibl, HA OCHOBE KOTOPOH MOKHO OIPeJEelIHTh YPOBEHb PHCKA, IIPHBEIAEH B TaOIl.
3.3.

Tabnunua 3.2. KayecTBeHHas WKala OUEHKWU BEPOATHOCTU NpoBeJeHns aTaku

YpoBeHb
N2 BEpPOATHOCTH OnucaHue
aTaku
1 OyeHb HM3Kas ATaka npakKTU4ecKku HUKoraa He byaet npoeeaeHa. YpoBeHb
COOTBETCTBYET YUC/IOBOMY MHTEpPBaNy BepoaTHocTH [0, 0.25)
2 Hun3kas BeposaTHOCTL NpoBeJeHUA aTakU A0CTaTOYHO HM3KaA. Y pOBEHb
COOTBETCTBYET YUC/IOBOMY MHTEpPBaNy BepoaTHocTH [0.25, 0.5)
3 CpenHsas BepoaTHOCTL NpoBeaeHMs aTakm npubaunsurensHo pasHa 0,5
4 Bbicokas ATaka cKkopee Bcero byaer npoBeaeHa. YpoBeHb COOTBETCTBYET
YMCI0BOMY MHTEpBany BeposaTHocTu (0.5, 0.75]
5 OueHb BbicOKas  ATaka no4ytm HaBepHsKa bynert npoeeaeHa. YpoBeHb

COOTBETCTBYET YUC/IOBOMY MHTEpBany BepoaTHocTh (0.75, 1]

Tabnnuya 3.3. NpumMep Tabnuubl onpeaeneHns ypoBHA pUcka MHGOpMaLMOHHOW Be30nacHOCTH

BepoaTHOCTL OyeHb HU3KaA Huzkas CpefgHsas Bbicokas OyeHb
aTaKku BbICOKas
Ywepb
Manbim ywepd - HuskmM Puck Huskmn puck  Huskmn puck  CpegHuM CpeoHuWH
PUCK PUCK
YMepeHHbIN Huskum Puck Huskum puck  CpeaHWH CpeaHUM BblCOKMI
ywepb PUCK PUCK PUCK
Ywepb Huskum Puck CpegHnH CpeaHWH CpeaHuH BbicoKMH
cpeaHen PUCK PUCK PUCK PUCK
OOKYMEHT NoarincCAH

THH{ECTP!BJ’IEHTPDHHDH HOQNIMCBHO

CepTucbukat: 2C0000043E9AB8BI52205E7BA500060000043E

Bnapeneu llebayxoea TaTeAHa AnekcaHapoBHa
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Bonbliown CpeaHWH pUCK CpegHnH CpeaHuM CpeaHuH BbicoKMH

ywepb PUCK PUCK PUCK PUCK
Kputnyeckmm CpeaHun pUck BblcOKMM BbicOKMM Bbicokum BbiCcOKMM
ywepb PUCK PUCK PUCK PUCK

[Ipn pacuere 3Ha4YeHHI BEPOSTHOCTH ITPOBEJEHHS aTaKH, a TaKKe YPOBHS BO3MOKHOIO
yiepda MOI'yT HCIIONIb30BAaThCS CTATHCTHYECKHE METOIBI, MeTOABI SKCIIEPTHBIX OLIEHOK HIIH
AIIEMEHTHI TEOPHH IIPHHATHS pelieHHH. CTaTHCTHYECKHE METOABI ITPEATIONaraloT aHAIH3 YKE
HAaKOILJIEHHBIX JAHHBIX O PEallbHO CIYYaBINHNXCS HHI[HJEHTaX, CBS3aHHBIX C HapylleHHEM
HH(pOpPMaI[HOHHOH Oe30omacHOCTH. Ha oOcHOBe pe3ylIbTaToOB TaKOro aHalli3a CTPOSTCS
MIPEIIIONIOKEHHS O BEPOSTHOCTH ITPOBEJEHHS aTakK H YPOBHAX yinepOa OT HHX B ApPyrux AC.
OIHAaKO IPHMEHEHHE CTAaTHCTHYECKHX METOJIOB He BCErJla BO3MOXKHO H3-3a OTCYICTBHS B
ITIOITHOM OOBEME CTAaTHCTHYECKHX JAaHHBIX O paHee ITPOBEIEHHBIX aTaKaX Ha HH()OPMALHOHHBIE
pecypcel AC, aHAIIOTHYHOM TOH, KOTOpas BRICTYIIAET B KaUeCTBE 0OBEKTa OI[EHKH.

[Ipn Hcrnonb30BaHHM armiapaTa SKCIIEPTHBIX OLIEHOK ITPOBOJHTCS aHAIIH3 Pe3yJIbTaTOB
pabOTHI TPYIIBI SKCIIEPTOB, KOMIIETEHTHBIX B OOIAcTH HH(POPMAIMOHHOH Oe30ITaCHOCTH,
KOTOphEIE Ha OCHOBE HMEIOIIErocsl Y HHX OIbITa ONpPeJelsioT KOIHYeCTBEHHBIE HIIH
KaueCTBEHHBIE YPOBHH PHCKa. OIEMEHTHI TEOPHH IPHHATHS PEINeHHH ITO3BOJLIIOT IIPHMEHSTH
U1 BBEIVMCICHHS 3HAUYeHHS PHCKa Oe30ITacHOCTH Oolee CIOKHBIE aJTOPHTMBI 00pPabOTKH
Pe3yIIbTaTOB PaOOTHI I'PYIIIIBI SKCIIEPTOB.

B mporecce aHamiza pHCKOB HH(])OPMAI[HOHHOH O€30IaCHOCTH MOTYT HCITOJIb30BAThCS
CIIELHAIIN3HPOBAHHBIE ITPOrPaMMHBIE KOMIUIEKCEI, ITO3BOJISIOIIHE aBTOMATH3HPOBATh ITPOIIECC
aHaIM3a HCXOMHBIX JAaHHBIX M pacyéTa 3HAYEHHH PHCKOB. [IpHMepaMH TakKHX KOMIUIEKCOB
sprsmorcea "I'pud” u "Kommop" (xommamrm "Digital Secunty"), Opuranckmii CRAMM
(kommanug Insight Consulting, mnogpasgenenne Siemens ), aMepHkaHckHi RiskWatch
(kommanmsg RiskWatch ), a taxxke "Aanl'apa" (MHctuTyTa CHeremHoro Ananmza PAH).

TpaJHIHOHHO BEIJAEISIOT TPH OCHOBHBIE COCTABJISIOIIHE O€30IaCHOCTH HH()OPMAI[HH:

KoHpHAeHIHaIbHOCcTh ( confidentiality ) - coxpaHeHme wH(pOpMaIHH B TaHHE,
HEBO3MOKHOCTh PaCKPHITHI HHpOPMAaIHH 0e3 COrTacHsI 3aHHTEPEeCOBAHHBIX CTOPOH,

I[eOCTHOCTD ( 1nfegrity ) - HeMPOTHBOPEYHBOCTh H ITPAaBHIIbHOCTh HH()OPMAIHH, 3aIlHTa
HH(pOPMAI[HH OT HeaBTOPH30BAaHHOH MOTH(PHKALIHH,

moctyrmHOcTh  ( availability ) -  oOecrnieueHme  Haauyusg  HHQOPMAIMH  H
PaboTOCIIOCOOHOCTH OCHOBHBIX YCIIVT JJISI ITOIB30BATENS B HYKHOE I HET'O BPEMSL

Beayrca AHCKycCHH Ha TeMy IOMHOTHL " TpHagbel CIA " mig ormicanns yrpos HUb.
CylnecTByeT albTepHAaTHBA STOH KilaccH(pHKaIMH - T.H. " rekcajga Ilapkepa " ( Parkeran
Hexad ). ITomrmvo BBRIITIETIEpEYHCIIEHHBIX CBOHCTB, JIOH IIapkep BhIJIENIET:

nommHHOCTh ( authenticity ) - B IIpHMeHEHHH K TIIOJIL30BATEIIO OIPEAEIIeT
COOTBETCTBHE Y4YaCTHHKA B3aHMOJICHCTBHS CBOEMY HMEHH, B ITPHMEHEHHH K COOOINEHHIO -
JOCTOBEPHOCTh TOI'O, YTO JaHHBIE OBLIH CO3aHbI 3a5BJIEe HHEIM HCTOYHHKOM.

VIIPABISIEMOCTD, HIIH BlIaJieHHe ( possession or control ) - rapaHTHA TOro, YTO 3aKOHHBIH
BIIaJie]Iel] ABISIeTCS eQHHCTBEHHBIM JIHIIOM, BO BIACTH KOTOPOIO H3MEHHTh HH()OPMAI[HIO HIH
MTOITYYNTh K HEH JIOCTYII Ha YTEHHE

nonesHocTh (utility ) - "mpakTHYHOCTR", YIOOCTBO AOCTYMA, HaXOKAeHHe HH(POPMAIHI
B TakKOH (popMe, UTO ee 3aKOHHBIH BIIAJENEl] He JOIKEeH IJIS ITOINYYEHHS JOCTYIa TPaTHTh
HEeOITpaBlaHHBIX YCIIHH (TaKHX, KakK IIpeoOpa3oBaHHe (popMaTa, IToA00p KIIFo4a MIH(POBAaHHS H

T.J1.)
C%m@%@m KitaccHpHKAIF I SA, Topsauo ogo0psgeMasa H3BECTHRIM KpHITTorpadoM
BprocomTH%: AMACbIO
CcpTHd}HhaT 2C0000 ﬁEEA EDS BAS00060000043E r;.
Bnanenew: 5&%1& QIL (A LEHTH(PHKAITH KTO ThI: )

Authornization (aBTopH3aIg: YTO TeOe MOKHO JeJIaTh?)

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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Availability (mocTyITHOCTE: MOKHO JTH ITOTYYHTh pad0TaTh ¢ JaHHBIMH?)

Authenticity (TTOJJIHHHOCTB: He TOBPEeXAEHBI ITH JJAaHHBIE 3JI0YMBIIIIIEHHHKOM? )

Admussibility (mormycTHMOCTB: SBISIOTCS JIH JJaHHBIE JOCTOBEPHBIMH, aKTyaJIbHBIMH H
TTOIIE3HBIMH?)

MBI B JaHHOM Kypce OyIeM IpHAepKHBaThcad Momear yrpo3 STRIDE, sersmormercs
KOMITOHEHTOM HCITONIb3yeMoii Microsoft MmeTogonormm SDL ( Secure Development Lifecycle ).

Spoofing ( IIPHTBOPCTRO)

Tampering ( H3MeHeHHe)

Repudiation ( oTka3 OT OTBETCTBEHHOCTH)

Information Disclosure ( yreuka JaHHBIX)

Demnial of Service ( oTka3 B 0OCTYKHBaHHH )

Elevation of Privilege ( 3axBaT ImpHBHIIETHI)

JlanHHas KinaccCH(HKALMSI pacIIHpseT TPaJHIHOHHBIH IOAXOA K OIleHKe Oe30ITaCHOCTH
HHpopMalHH (TIoKpeITHe oOmacTH CIA olecrneunBaroT KOMITIOHEHTHI Tampering + Information
Disclosure + Demal of Service) m mo3BonsgeTr pa3paCoTUHKY B3ITISHYTh Ha HH(}POPMAIFOHHYIO
CHCTEMY C IIO3HMI[HH 3JIOYMBIIIUIEHHHKA. Jlanee MBI OyJaeM paccMaTpHBaTh IIPOAYKTHL H
TEXHOJIOTHH, YIIOPSZOYHBAaA HX COITIACHO TOMY, OT KaKOTO THIIA YI'PO3BI ITO KIaCCH(HKAL[HH
STRIDE oHHM mpH3BaHBI 3aIllHTHTh HH()OPMAI[HOHHEIE PECYPCHI.

Kparkie uroru

PaccMOTpeHBI  NpPHHI[MITEL  IIPHMEHEHHS  aHallM3a  PHCKOB  JIISI  YIIPABIICHHUS
HH(POPMAaI[HOHHOH 0e30ITaCHOCThIO MpeAnpHITH. [IpoBefieH cpaBHHUTEIIbHEIN aHAaIH3 ITOIX0/I0B
K PacIIO3HABAHHIO YI'PO3 C HCIIONB30BAaHHEM pasnHYHBIX MoeneH: CIA, I'ekcama Ilapkepa, SA,

STRIDE.

OOopyxoBaHne H MATEPHAJIBI

[Iporpammusie cpexactBa: Microsoft Office - Ne61541869, Microsoft Windows 7
[IpodeccroHampHasg - Ne61541869

AyaUTOpHA IS IPOBeIeHHS IMpaKTH4e CKHX padoT. IlepcoHambHbBIH KOMITBIOTED (12 11T .)
B cOope B coctaBe AM3 X2 250/4096MB/500Gb/DVDRW/450W, MonuTop oT KoMIbroTepa (1
mT.) B coope B coctaBe Intel Pentium g620/2gb/500gb/dvdRW/hd5550 (cTont Ha KoMITbROTEPE
12102), Oxpan ScreenMedia Goldview 244*183 MW 4/3 (1 mr.), IIpoektop NEC NP405 (1

ITT. )

YKazaHud 1o TeXHHKe 0e30IMacHOCTH

Ilepenq HayaimoM paloTel cleayeT YOEAUThCS B HCIIPABHOCTH 3IEKTPOIPOBOIAKH,
ELII{JIIGIIHTEHEﬁ, HITEIICCIIbHBIX PO3CTOK, IIPH ITOMOIII KOTOPBIX GﬁﬂpyﬂGEaHHE BKIIIOYACTCA B
CEThb, HATOIYIMI 3a3CMIICHHA KOMIIBIOTCP4A, €10 paﬁﬂTGCHGCGﬁHGCTH.

JIng CcHIDKeHHS IIH TIpeJOTBpaIlleHHS BIHSHHS OIACHBIX H BPeJHBIX (PaKTOPOB
HeOOXOIHMO COONIOAATh CAHHTAPHBIC IIpaBHIa4 H HOPMBI, TI'NHITHCHHYCCKHC TpEﬁGEElI—]I[H K
IEPCOHAJIBHBIM 3JIICKTPOHHO-BBIYMHCIIHTCIIbHBIM MAITTIHAM.

Bo wn3bexaHne ITOBPCHKACHIIA H3O0IALIHIT IIPOBOJOE H BOSHIIKHOBCHHA KOPOTKIHX
3aMBIKAHHIH HE Pa3pPCIIacTCAa. BCIIIATh yTo-Im00 Ha IMPpOBOd4d., 3aKpaIllliIB4ATh H OeImTh INMHYPBI H
ITPOBOA4, 3dKJIAJBIBATE IIPOBOJA H IIIHYPBI 3d I'd30BBIC H BOJOIIPOBOJHEBIC Tp}fﬁﬂj 3d 5E1TE1PEH
OTOITHT eI ECHEEEMERH BEIIEPIHBATh IITETICETIbHYIO BIJIKY H3 PO3ETKH 3a IHYP, YCHIIHE

B R )
Bnaneneu: |IeGekdbeh TRAIGIEH SEHER ILOPaKCHI A SJICKTPHYCCKIIM TOKOM 3alIPCIIACTCA. YaCTO BK/IFOYATH H
BBEIKIIIOUATE KOMIIBROTCP 0e3 HEG@XG,I[IMGCTH:, ITPHKACAaTECA K SKPadHY H K THIJILHOH CTOPOHC

Nencteutened: ¢ 19.08.2022 no 19.08.2023
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OIIOKOB KOMIIbIOTEpa, PadoTaTh HA CPEICTBAaX BBIYHCIHTEILHOH TEXHHKH H IEepH(EPHITHOM
O0OpPYIOBAaHHH MOKPBIMH pPYKaMH, padoTaTh Ha CPEeACTBAX BBIYHCIHTEIILHOH TEXHHKH H
nepH@epHiHOM OO0OpPYIOBAaHHH, HMEIONIHX HApPYIIEHHS IEIIOCTHOCTH KOPITyca, HapyIIEeHHS
H30ISIHH  IIPOBOAOB, HEHCIIPABHYIO HMHAMKAL[HIO BKIIOYEHHS IMMTAaHHS, C IIPH3HAKAMH
AIEKTPHYECKOI'O HAITPSDKEHHS Ha KOPITyCe, KIIACTh Ha CPEJICTBA BBIUHCIIMTEIIBHOH TEXHHKH H
nepHdepHITHOM 000PY0BaHHH ITOCTOPOHHHE ITPeAMETEHL.

3amperaeTcsad  IIOA  HAIPsDKeHHEM — OYHMINAThL OT IBUIM M 3arpssHeHHS
AIEKTPOOOOPYIOBAHHE.

Bo  m30exaHue  IIOpaKeHHS  SIEKTPHYECKHM  TOKOM, IIPH  ITOIb30BAHHH
SIEKTPOIIPHOOpAaMH HENIB3S KacaTbCs OJHOBPEMEHHO KaKHX-JTHOO TpyOOIIpOBOJOB, OarapeH
OTOITJIEHH S, MeTaJUIHUe CKHX KOHCTPYKIIHI, COEHHEHHBIX C 3EMIICH.

[Iocime oxoH4yaHHS PAadbOTEl HEOOXOJAHMO OOECTOUYHTH BCE CPEACTBA BBIYMCIIHTEIILHOH
TEXHHKH H IlepHpepHiiHOe 00OpyJoBaHHe. B ciIyyae HenpepbhIBHOIO Yy4eOHOro IIpollecca
HeOoOXOAHMO OCTaBHTh BKIIFOUEHHBIMH TOJIBKO HEOOXOIHMOE 000PYIOBAHIIE.

3aaaHuA NpaKTHYECKOI padoThI 2

1. U3yuuTs IpeaiiaracMeli TEOPETHYECKII MaTepHal.

2. ChopMHpOBaTh aHAITHTHYECKHH 0030p HHCTPYMEHTOB IIEPCOHAIIBHOH
KHOepOe30ImacHOCTH (PYyCCKHX H HHOCTPAaHHBIX ).

3. CocTaBHUTh TaOJMIY CPABHHUTEIILHOI'O aHAIN3a H3YUEHHBIX B I1.1 HHCTPYMEHTOB.

4. OQopMHTE OTYeT IO NMpakKTHYecKoH padore. lIpeacTaBHTP OTYET IO IPaKTHYECKOH
padoTe IS 3allHTEL

BapuaHTbl HHANBHIY AJIbHBIX 3aJaHHH

B COOTBETCTBHH C ITOIIYHCEHHBIM 3dJJdaHHEM BBIOIOIIHHTE dHAIIN3 H JA4Th CI'0 OINCAHIIE CO
CKPHHIIIOTAMIT BBIIIOJIHEHHBIX nercTBHH. [IokaxiTe Ha CKPHHIIOTAaX PE3YIIbTAT ITPOBCACHHOI'O

aHaImM3a
Tabmmira 2.1 —BapuaHThl 3a1aHImn
No OOBeKT 3all[HTh O06mnacTp 3alIHThI
1 CTVIEeHT YVHHBEPCHTETA HoyTOyk, cMapT({oH, cpeJcTBa
CBS3H
2 [T-crieranuct Ha yaaiaeHHOM | IlepcoHanbHEIH KOMITBIOTED,
IIOCTVYTIE HOYTOYK, CMapT(OH, CpeJcTBa
CBS3H
3 Mogaepatop I lepCcOHAIEHEIN KOMITLIOTED,
HH(OPMAIHOHHOIO pecypca HOYTOYK, CMapT(oOH, CpeJICcTBa
CBS3H
4 Croy-pamnrep HoyTOyk, cMapT(doH, cpeJcTBa
CBS3H
5 biiorep HoyTOyk, cMapT(oH, cpejcTBa
CBS3H
§ [HIKOImBHHK HoyTOyk, cMapT(oH, cpeJcTBa
CBS3H
7 MeHeKep cpeqHero 3BeHa Ha | IlepcoHaIbHBIH KOMITLIOTED,
yIAIIeHHOM JOCTVYIIE HOYTOYK, CMapT(oOH, CpelCcTBa
CBSA3H
8 CrenpamicT 1o a”Hammisy | IlepcoHanbHEIH KOMITBIOTED,
an%%”igﬁﬂ,%%ﬁ%ﬁ%ﬂ Ha yAaJleHHOM | HOYTOyK, cMapT(oOH, CpeacTBa
Ceptvpukar: 2C0000043ESABSBB Eﬁ@ﬁgf p0060000043E CBYI3H
Bnageneuy; leGay OB TalbnHa PUlERCaHpRBHA — ~
9 a3PAOOTUHK CalTOB Ha | [lepcoHanpHEIN KOMITLIOTED,
TAJIEHHOM JIOCTYIIE HOYTOYK, CMapT(¢oOH, CpeJCTBa
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CBS3H
10 IIporpamMmmiicT Ha yaaneHHOM | IlepcoHanbHBIN KOMITLIOTED,
IOCTVYIIE HOYTOYK, cMapT(]oH, cpelIcTBa

CBA3H

Cﬂ,[[EpHEﬂHHE O0OTHETAa

[To BeOIOMHEHHOH paboTe cocTaBIsIeTca OTYeT. OTYeT BHIMNONHSETCS B BIEKTPOHHOM
BHJIe. 110 BEIITOTHEHHOMY OTYETY IIPOBOAHTCS 3al[HTa IIPaKTHYECKOH pPaboTHI.

OT4yeT IO IIpaKTHYeCKOH padoTe IOIDKEH COCTOSTh H3 CIEAVIONHMX CTPYKTYPHBIX
AIIEMEHTOB:

- THTYIIBHBIH JIHCT,

- BBOJIHAS YacTh,

- OCHOBHA 4acTh (ormHcaHHe paboThI);

- 3aKIIFOYeHHE (BBIBOJIBI).

BRogHasg yacTh oT4eTa JOMKHA BKIIIOUATH ITYHKTHI:

- YCIIOBHE 3aJIa4H,

- TIOPSIIOK BBITIOTHEHHS.

- MpOrpaMMHO-aImIapaTHEIE CPeICTBA, HCITOIb3YeMbIe ITPH BRITTOTHEHHH PaGOTHI.

3amnmTa oT4eTa IO MpaKTHYECKOH padoTe 3aKI0YacTCs B MPeAbIBICHHH ITPENOJaBaTEII0
MOITYUYEeHHBIX Pe3yIIbTAaTOB B BHje (pailla M JeMOHCTPAIMH ITOTYYeHHBIX HABBIKOB ITPH OTBeTaxX
Ha BOITPOCHI ITPEI0JaBaTeIsl.

Ko HTPOJIbHbIE BOIIPOCHI

1. AHaimM3 pHCKOB KaK OCHOBA VIIPAaBIEHHS IIEPCOHAIbHONH KHOepOe30IT1acHOCTRIO

2. Mogems yrpo3 STRIDE.

3. UHCTpYMEHTEHI aHalIH3a H KOHTPOILT HH(POPMAIH OHHEIX PHCKOB.

4. CpaBHHTEIBHBII aHalIH3 IIOAXOAOB K PaclO3HAaBAaHHIO YIPO3 C HCIIOJIb30BaHHEM
pasmuHbeIX Mojenei: CIA, STRIDE.

COHMCOK JIHTEPATYPHI, PeKOMEHAYEMbIH K HCII0JIb30BAHHIO 10 JAHHOH TeMe

IlepeyeHb OCHOBHOM JINTEPATYPbI

1. Ilerperko B.M. 3anmira IlepCOHAIBHBIX JAaHHBIX B HH(POPMAIMOHHBIX CHCTEMax
| OnexTpoHHBIH pecypc]|: yueOHoe nmocobue / B .M. [leTpeHKO. — DNeKTPOH. TEeKCTOBBIE JaHHBIE.
— CraBpornonb: CeBepo-Kapkazckiii (pefepambHbIi yHHBepcHTeT, 2016, — 201 ¢. — 2227-
8397. — Pexum poctyma: http://’www .iprbookshop.rw/66023 html.

2. MakapoB A.M. Opranm3zaiis 3aiiThl ITePCOHATbHBIX JaHHBIX [ DIeKTPOHHEIH pecypc]

nabopaTopHelii IpakTHKYM / AM. Makapo, WU.B. KammGepma, K.O. BoHmapeHKo. —

ONeKTpOH. TeKCTOBBle JaHHBle. — CraBpomonb: CeBepo-KaBkazckmii — (pejepanbHBIH
YHHBEPCHTET, 2015. — 92 C. —  2227-8397. —  PexyM  pgocryia:
http://www .1prbookshop.1w/62971 .htmnl

IlepeyeHb JOTMOJTHHTEILHOH JIUTEPATYPBL

1. Cxpurmruk J[.A. OOecrnieyeHHe 0e30ITAaCHOCTH IEPCOHATBHBIX JAHHBIX | OIeKTPOHHBIH
pecype| / JI.A. CkpHITHHK. — OJIeKTPOH. TEKCTOBEIe JaHHbIe. — M. : HTepHEeT-YHHBEPCHTET
Muadopmarmonnsx Texmomormit (MHTYUT), 2016, — 121 ¢. — 2227-8397. — PeximM
mocrtyma: http://www.iprbookshop.ru/52153 html.

2. CaBempeB A M. HayuHo-ImpaKTHYe CKHI ITOCTAaTEHMHBIH KOMMeHTapHil K DefepalbHOMY
3aKOHY «O NepCOHALHBIX JaHHBIX» |OnekTpoHHBIH pecype| / AWM. CaBembeB. — DOIIeKTPOH.
TeKCTOBBIE JaHHbIe. — M.: Craryrt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexumM gocryma:

http://wig IR RIS A/6 5895 himl.

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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IIpakTHieckan padora 3. DxoHoMH4YecKkas 3(PPeKTHBHOCTHL CPEACTB 00ecnevdeHn s
MEPCOHATbHOH KHOEpOe30nMacHOCTH

Ilean padorbr: M3yunTh crioco0bI pacuyeTa S3KOHOMHYECKOH 3(p()eKTHBHOCTH BHEIPEHHS
CpeJIcTB o0ecIeyeHH IIepCOHAIbHOH KHOepOe30ImacHOCTH.

TEDpETH‘IE CKaAH TaACTb

JKoHOMHYecKaAA YPPEeKTHBHOCTH CPEJACTB 00ecneYeHHA MePCOHATLHOMR
KHOep0e30nacHOCTH

BaXHOCTh 3KOHOMHYECKOI0 000CHOBAHHMS HHBECTHIIHH B Mb mmoguepkuean B. MaMBIKIHH,
TUPEKTOP IO HH(pOpPMAIMOHHOH Oe30ImacHOCTH KaOHHeTa IpesHjieHTa Microsoft B Poccrm u
CHI', B cBOMX BBICTYIUIEHHSX Ha KOH(epeHIHIX Security (@ Interop '2008 u IT-Summmt'2008
|7.48]. CornacHo [7.49], OompmmHCTBO 3apyOe’KHBIX KommaHmii (84%) mcmonb3yior ROI u
IPYTHE HHCTPYMEHTHI IS OIIEHKH HMHBECTHIMH B Kb, KOTOpBIE COCTaRISIOT B cpelHeM 5%
Bcero MT-0romxkera. B Poccun Ha Mb uger 0,5% WT Gromxera, T.e. B 10 pa3 MeHpIe. Takyro
curyaro B.MaMBIKHH HalpsMyIO CBSI3BIBAET C TEM, UTO B HAIIlEH CTpaHE ITOKa HE ITONIY4IUIa
IIIHPOKOI'0 PACIPOCTPaHEHHS ITPaKTHKa OLEHKH 3(P(QeKTHBHOCTH CcpeAcTB obecrieueHHsI Wb c
SKOHOMHYECKHX ITO3HIHH.

PacueT (pHHAHCOBO-3KOHOMHYECKHX Ioka3zareneil C3M 1mo3BonsgeT pelmTh CleXYIOIHE
sagaun [ 7.47]:

OOOCHOBaHHE BHEAPEHHS CHCTEMBI IO 0OecIleYeHHIO HH(OPMAIOHHOH 0e30ITacHOCTH
Ha MPeIIPHSITHH ¢ 3KOHOMHYECKOH TOYKH 3PEHIS,

OneHKa 5SKOHOMHYECKOH »(QeKTHBHOCTH BHEAPEHHS IJIH 3aMeHBl  CHCTEMBI
0e30ITaCHOCTH HH() OpMAaIlHH,

[IporHo3HpoOBaHHE PacXOJIOB IO CO3JaHHIO/ (PYHKIITHOHHPOBAHHIO/ MoAepHH3ann C3H
(3aJ1aua yIIpaBIIeHHS OFOJIKETOM);

CpaBHEHHE II0 3KOHOMHYECKHMM KPHUTEPHSIM HECKOIBKMX BapHaHTOB cosgaHrsa C3HU,
ITOCTPOSHHBIX Ha Pa3lIHMUYHBIX apXHTeKTypax (CHcTeMaxX H KOMIIOHEHTaX), C I[eJIbI0 BEIOOpa
OITHMAJIBHOI'O BapHaHTa pealH3aliH ITpoeKTa (3agauya BeiOopa U T-cTpaTernn).

KadectBo mH(popManmH, HeoOXOMHMOH IS IIPHHSATHSA PelleHHsS O IellecooO0pa3sHOCTH
HHBECTHIIHI, B IIEPBYIO OYepedpb, OVAET 3aBHCETh OT HCXOMHBIX JAHHBIX, HA OCHOBE KOTOPHIX
IIPOM3BOMIUTHCE BEIUMCIIEHHS. Y SI3BHMBIM MECTOM B JIFOOOH METOIAHKE pacueTa SBJSIETCS HMEHHO
cOop M o0paboTka IepBHYHBIX JAaHHBIX, HX KAYeCTBO H JOCTOBEPHOCTh. OIHHM H3 OCHOBHBIX
BOIIPOCOB SBJISIETCS OIleHKA 3aTrpaT Ha KMb. BriGop HeoOXOMHMOH CTEIEHH 3all[HTHI JOIKEH
VUHTEIBaTh PSJT KPHTEPHEB. YPOBEHb CEKPETHOCTH HH(POPMAIHH, €€ CTOHMOCTb, BPEMS, B
TeYeHHEe KOTOPOI0 OHAa JOJIKHA OCTaRaThCSI B TalHe M T.J. M3BecTHhIN KpHmrorpad bproc
[ITHaiiep (Bruce Schneier) B paGote [7.26] momgdyepkiBaeT, YTO TepMHH "0e30IMacHOCTh" ITHIIEH
CMbIcIa Oe3 CBeJeHHH O TOM, OT KOrO H Ha KaKOH CpOK 3allfHIeHa HH(OPMAaIHsI 3TO
VTBEPKAEHHE ITPHMEHNMO KaK K cHcTeMaM oOecrieueHHsI Ge30ITacHOCTH B IIEIIOM, TaK H K HX
BaKHEHIIIEMY KOMITOHEHTY - CpeJcTBaM KPHIITOrpa(pHUeCKOH 3aIHThl HH(] OpMAaI[HH.

CpezncrtBa kpmIrrorpadryeckoin 3ammuThl HHpopmarmu (CK3HM) mpeacTaBIsoT coOO0H
CPeCTBa BHIVHCIHTEIbHOH TeXHHKH, OCYIIECTBRILIIOINE KpHIITOrpadHuecKkoe IIpeoOpa3oBaHIe
HH(pOpMaITHH I oOecrieuyeHHs ee Oe3omacHOCTH. Pocec AHzepcoH (Ross J Anderson), BeayImHii
SKCIIepT B 001acTH HH() OPMAI[HOHHOH 0€30ITaCHOCTH, B CBOEH cTaThe | 7.3] IMPHXOIHUT K BEIBOLY,
YTO IIPH OILEHKE YPOBHS 3al[MINEHHOCTH CIIEIHAIMCT MOIDKEH IIPHHHMATh BO BHHMAHHE HE
TOJILKO TEXHHYECKHE XapPaKTEePHCTHKHKPHIITOCHCTEMEI, ITONYYaeMbIE ITYTEM KPHIITOAHAIM3a I
aHaIIM3a HH(POPMAITHOHHBIX ITOTOKOB, HO HCITONIB30BaTh TaK ke M SKOHOMHYECKHE HHCTPYMEHTHI.

PaceMOTPHN BOSMOKHOCTE Pa3pabOTKH METOIMKH aHaIIH3a s(ppexruBHOocTH CK3HU C
yyeTOM IBFOPORMIMANIFtBaM 3amnnacMass HHpopMalHsa OyJeT IOABEpPrarbCsI CO CTOPOHBI

e o AR o oo
J14 pereHns IoCTaRIEHHON 3aa4yl HEOOXOIMO:
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paspaboTarh MaTeMaTHYECKYID MOJEIF VYIPo3 Oe30lMacHOCTH HH()OPMAIHOHHBIX
PECYPCOB, 3aIl[HIIEHHBIX C HCIIOIIb30BaHHEM KPHITTOr payHIECKHX CPEJICTB;

O0eCITeUlTh KPHITTOAHAIHTHKA HAaO0OpOM HHCTPYMEHTAIBHBIX CPEACTB, ITO3BOJISIOIIIIX
OIIEHHTh CTOHKOCTh KPHIITOIpa(pHYeCKHX CPeACTB IO OTHOIIEHHIO K HAEHTH(HIHPOBAHHBIM
yIpo3aM,

IIPOBECTH aHAIN3 CYIIECTBYIOIMX MEeTOAOB Ol[eHKH CK3M ¢ 3KOHOMHYECKIX ITO3HIHH H
BEIOpaTh (PHHAHCOBO-3KOHOMHYECKHE ITOKA3aTelIH, IMOAXOISIIHE IS SKOHOMHYECKOH OIeHKH
mHBecTHI[HH B CK3H.

[IocTarieHHEBIE LENIM COIJIACYIOTCS C 3ajJayaMM, BOIIEAIIMMH B IIEpeYEeHh OCHOBHBIX
HaITpaBJIEHHH H IPHOPHTETHBIX ITPOOIIEM HAYYHBIX HCCIEAOBAaHHI B 00IaCTH HH()OPMALOHH O
OesomacHOCTH  Poccumickonn  @efepaipm, KOTOpeIH ObUTI  paspaboraH  CeKIMeH IO
HH(pOpMaITHOHHOH Oe3omacHocTH HayuHoro coBera Ipu CoBeTe besormacHocTH PoccHiicKoH
Demgepaliy ITpH aKTHBHOM YYACTHH BEAYIIHMX VUEHBIX H CIIEIHAIHCTOB HAYUHBIX YUPEAKICHII H
opranmzanuii PAH, By30B, (efepalbHBIX OPraHOB HCIIOJIHUTEIIFHOH BIIACTH, PaOOTAIOIMIHX B
pPa3IMYHBIX OOIAcCTX, CBS3AHHBIX C oOeclledeHHeM HaI[HOHAJIbHOH Oe3omacHocTH (cM. |7.44],
m1. 46, 47 1 56).

[Tponecc oneHKH 3 PeKTHBHOCTH KPHITTOIPa(HIeCKOH 3aIHThL

AHamm3 CYIIECTBYIOMHX ITOJIXO0JI0B

[Ipn omenke  sdpdextnBHOCcTH CK3M  BaKHEHIIMM  KpHTEPHEM  CUYHTAETCH
KPHIITOCTOHKOCTh, T.€. CIIOCOOHOCTh ITPOTHBOCTOSATH aTakaM KpmiiToaHanHTHKa [7.40]. Takom
TTOJXOJ He VUHTBIBAET APYTHX BaKHBIX TpeOoBaHII K KPHIITOCHCTEMAM, a HMeHHO (cM. [ 7.46]):

MHHHMAIIbHBIH 00beM HCITONIL3YEMOH KITFOUEBOH HH(pOPMAIIHH,

MHHHMAaJIbHasI CII0KHOCTD PeaIn3alii (B KOIHYECTBE MAIITHHHBIX OIEPALHH ),

CTOMMOCTB,

BBICOKOE OBICTPOJCHCTRHE.

KpomMme Toro, ucnomp3oBanHe CK3HM, obecrneynBaromXx YCTOHYHBOCTh K B3IIOMY HIKE
HEKOTOpoH "()OHOBOH" BepOATHOCTH, SBIISIETCS HSKOHOMHYECKH HeOolpaBIaHHBIM |[7.35].
HarpuMep, ecimi BEpOSITHOCTh BBIXOJAa KOMITAaHHH H3 OH3Heca paBHa 230 (MeHee yeM OJHH H3
MHJUIHOHA), TO €CTh JIM CMBICI JIJIS 3aI[UTHl HH(}OpMAIHH, KOTOpas MOKeT HaHECTH KOMITaHHH
yIIepO, COMOCTAaBHUMBIN C KPH3HCOM PBIHKA, HCIIOJIB30BATh alTOPHTM, BEPOSTHOCTH BCKPBITHSI
KOTOPOr'0O 3a IIpHeMIIEMOE BpeMs cocTaBiisgeT 21007

B crarpe B.II.MBanoBa [7.38] 3(p(peKTHBHOCTh KpHNOTOrpapHUeCKHX CPEJCTB 3all[HThI
IpeijIaraeTcs OLEHHBATh C HCIIOIb30BAHHMEM MATEMAaTHYECKOrO almapara TEOPHH MacCOBOIO
OOCITy’KMBaHHSI M TEOPHHM KaTacTpod) Ha OCHOBE BEPOSTHOCTHO-BPEMEHHOH TI'PYIIILI
TIOKa3aTeJIeH, B YHCIE KOTOPBIX:

cpefHee BpeMs Oe30ITacHOr0 (PYHKI[HOHHPOBAHH S 3alHIIaeMOI CHCTEMEI,

BpeMs 0e30IacHOro (PYHKI[HOHHPOBAHHS 3all[HIIIaeéMOH CHCTEMBI ¢ BeposrHocThio HCJ[
He BEIIIE 3aJlaHHOH

SKOHOMHYECKAS 3(PPEKTHBHOCTh CO3JaHHOH CHCTEMBI 3allHThl HH()OPMAI[HH.

Bri6op mokazarenei 3¢ @eKTHBHOCTH ITPeACTaBIsSeT HHTEpec, OJHAKO METOJHKA HMeeT
PSI KPHTHYECKHX HEJIOCTATKOB, KOTOPRIE JIEIal0T HEBO3MOKHBIM €€ IIPHMEHEHHE Ha IPAKTHKE
U1 olleHKH coBpeMeHHBIX CK3HM. B nepByro ouepeap 3T0 IpaHHIBI IIPHMEHHMOCTH, METOIHKA
MMOAXOANUT TOJBKO JUIS OIEHKH KPHIITOCHCTEM, IIPHHAUIEKAIHNX 110 KIAaCCH()HKAI[HH
JK.Bpaccapa (Gilles Brassard) [7.6] x Knaccy KpHIITOCHCTEM OI'PaHHYEHHOI'O HCIIOIb30BaHIAL
CTOMKOCTh KOTOPBIX OCHOBBIBAETCS Ha COXpPaHEHHH B CeKpeTe aJITOPHTMOB 3alTH()POBAHHSI H
pacumdpoBannsg. OJHAKO, COITTacHO (pyHAaMeHTaJIbHOMY JoIrymneHHo Kupxrodda (Auguste
Kerckhofis) [7.14], cTOHKOCTHP KPHIITOCHCTEMBI JOIKHAa OCHOBBIBAaThCSI HE Ha CEKPETHOCTH
AITOPHTMOB 3alllM(pPOBAHHUS H PacIIH()POBAHHS, a Ha CEKPETHOCTH HEKOTOPOro 3HAYeHHS,
KGTGPGE;;WE%%%%EHGM. Bce coBpeMeHHBIE KPHIITOCHCTEMBI ITOCTPOEHEI II0 3TOMY

Ceprd NP HIMPY4 FRARCEIIC ZIOBANNY WX HEACKHOCTH BCEra JOIDKHEI IIPOBOAUTHCS B IIPEATIONOKEHH,
EAeYro IOTEHATTEAGRE HPoTHRHIKY O KpHITTOCHCTEME M3BECTHO BCe, 3a HCKIIOYEHHEM

HCIIOJIIb3YEMOI'O KITHO'A.
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E1mre omHHM HeJOCTaTKOM METOIHKH, OITHCAaHHOH B padore | 7.38], SBIIeTCA TO, UTO OHAa
HE YUHTBIBAeT 3aBHCHMOCTH 3(P(PeKTHBHOCTH KPHIITOCHCTEMBI OT YCIOBHH ee HCIIOIbh30BaHHS.
OueBHIHO, 3(P(PeKTHBHOCTh OJHOH H TOH K& KPHIITTOCHCTEMBI B Pa3HBIX KOHTEKCTaX MOJKET
CYIIECTBEHHO OTNHYaThCs, T.XK. cpela (PYHKIHMOHHPOBAHHS CHCTEMBI  HaKIaJbIBaeT

OIIPEeEeIIEHHBIE OTPAaHHYEHHS HA BO3MOJKHBIE CI[EHAPHH aTaK.

CyIIEeCTBYIOT  METOJMKH,  IIO3BOJIIFOINME ~ ITOCTPOHTHL  MOJAEIH  VIpPOo3 U
VS3BHMOCTEHHH(POPMAIHOHHEIX CHCTEM H Ha OCHOBE aHalIH3a PHCKOB IIOJIYYHTh
KOIIMYECTBEHHYIO OIL[EHKY COOTHOIIEHHS ITOTEPh OT YIrpo3 Oe30ITaCHOCTH H 3aTpaT Ha CO3HaHHE
CHCTEMBI 3aIlHTHL (CM., HarlpuMep, | 7.39]):

MeTon CRAMM, paspaboraHHEIN ATEHTCTBOM IT0 KOMIIBIOTEPAM H TEIIEKOMMYHHKALH SIM
BemmkoOpHTaHHH 110 3aJaHHI0 bpHTaHCcKOoro mpaBHTenbCTBa [7.9];

CeMeHCTBO ITpOrpaMMHBEIX TpoAaykToBRiskWatch or oOJHOMMeHHOH aMepHKaHCKOMH
KOMITaHHH | 7.23];

KOMIUIEKCHASI CHCTEMA aHalM3a M VIPaBIEHHS PHCKaMHHH()OPMAIIHOHHOH CHCTEMEI
['PUD, cozmaHHasg oTedecTBeHHOH KomitaHHeH Digital Security [7.10].

OTH HHCTPYMEHTAJIPHBIE CPEACTBA IIOJIE3HBI CIIEIHAIIMCTY IIPH IIPOBEAECHHH ayIHTa
cucTeM oOecIedeHHS Oe30IMaCHOCTH ITPEeAIIPHATHS, OJHAKO OHH HE YYHTHIBAOT CITEI[H(PHKH
CK3H m, xKak nmokaszaHo B |7.34], He MOAXOIIT IJISI pellleHHS ITOCTaBIeHHOH B JaHHOH paloTe
3aa4H.

HakoHell, CyIIECTBYIOT METOABE (OPMAIbHOIO  aHallH3a  KPHIITOIIPOTOKOJIOB.
Kprmrorpadgmieckinii  mporokon [7.24] permaMeHTHpPYeT TITOCIIEeJOBATelIbHOCTh JeHCTBHIL,
BEITIONH IEMBIX JBYMS H O0JIee CTOPOHAMH JIIS PEIeHIS KaKOH-IIHO0 3aJauyil ¢ HCITOIb30BaHHEM
KpHIITOrpa(pHyecKHX mpeo0pa30BaHHH H alTOPHTMOB. MOKHO BEIJIETIHTh TPH OCHOBHBIX KiIacca
METOJIOB aHaAIN3a KPUITTOIIPOTOKOIOB:

JIeNIVKTHBHEIE METOABI, OCHOBAHHBIE Ha AaBTOMATHYECKOM JIOKA3aTEIIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOHCTBaMH HCCIIEQYEMOrO KpPHITTOIIPOTOKOMNA [ 7.5];

MeTroasl aHam3a COCTOSHHI, MOEIHPYIOIHE KPHIITOIIPOTOKOI B BHJIE KOHEUYHOIO
aBToMara |7.4];

MeToAbl CTaTHYECKOTO aHaIN3a, OOBEKTOM HCCIENOBAHISA B KOTOPHIX SBJITFOTCS ITOTOKH
TaHHBIX H YIIpaBIeHHd [7.7].

[lepeuniciieHHBIE TTOAXOABI HMEIOT CVYIIECTBEHHBIH HEJIOCTATOK. BCE OHHU ITOCTPOEHBI Ha
IIPEIIIONIOKEHHH, YTO HCIIOIb3yeMbIe B ITPOTOKOIIE KPHITTOTPadHiecKHe IIPHMHTHBEI HileallbHEI.
PaccMmarpuBaeTcd TOIBKO KOHIEIITYallbHAA CXeMa IIPOTOKOJIAa, OT KOHKPETHBIX METOIOB
I POBAHUS H HX ITOABEPKEHHOCTH aTaKaM3JIOYMBIIIUIEHHHKA IIPHHATO a0CTparHpoBaThCSL.

Mogens mporiecca oreHKH 3 ekTHBHOCTH CK3U

Hantonee »Q@deKTHBHEIM IIpH BBIOOPE H OI[EHKE KPHIITOIPa(pHUYECKOH CHCTEMBI
CUHTAeTCsS HCIIOIb30BaHHe 3KCIepTHBIX oOIleHOK |[7.46]. Ilpu oreHke sddexruBHocTH CK3H
HEOOXOAHUMO IIPHHHMAaTh BO BHHMAHHE B3aHMOCBS3b (DAKTOPOB, OIPEAESIIONHX €€
MIOABEPKEHHOCTh aTaKe OIPEeJEeIICHHOTO THIIA. YIIPOIIEHHOE IpadHuecKoe IIPeICTaBIIEHHE
MOJEIN CIIEHapHsd aTaku M300paXeHo Ha puc. 7.1. Bo msbexaHie HM30BITOYHOCTH M3 MOJEIH
HCKIIFOUEH 3JIEMEHT '3aliInacMbele PEeCYPCHl”, KOTOPBIM 33JIacTCSI HESIBHO - 4YEepe3 BIIEMEHT
"3moyMBINIDIEHHHK"  (XapakTep 3allH(QpPOBaHHOH HH(POPMAIHH OIpPeJeisgeT BO3MOKHBIX
3TOYMBIIIIEHHHKOB, KOTOPBIE MOI'YT OCVYINECTBIIATH TIOIBITKH B3JIOMa B IENSX HaApPYIIEHHS
KOH() MIEHIMAJIbHOCTH, IIEJIOCTHOCTH IJIH JOCTYITHOCTH).

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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Puc. 7.1. Mogens ciigHapisa B3JI0Ma

Ha oOcHOBaHHH ITpeIJIOKeHHOH MOJENH CIIEHApHSI aTakKh IIOCTPOeHa MOJEIL YIPO3
0e30MacHOCTH HH(POPMAI[HOHHBIX pecypcoB H3 Tpex 3meMeHTOB [7.30] - ABC-momens ("A" ot
aHr. Attack - ataka, "B" or aHI1. code-Breaker - B3momvampk mmdgpa, "C" ot anri. Cryptosystem
- KpHNTOCHCTeEMa ). MarteMaTHueckoe omnucaHHe ABC -mofems JaHO IO3XKe, 37eCh MBI
PacCMOTPHM ITPOLIECC SKCIIEPTHOH OIeHKH 3(PQeKTHBHOCTH KPHITOrpaPHYeCKOH 3aIlHThI
(rpadmdyeckasi MOJEIb Mpollecca H300pakeHa Ha pHC. 7.2).

[lenpro stamnoB 1-3 sgemsercda nocrpoeHne ABC -momemn. [IepBBIN 3Tall - OIpeielIEHHE
O0BEKTA HCCIENOBAaHMS. 3MECh OIMCBIBAIOTCS KOHKPETHBIE XAPAKTEPHCTHKH KPUIITOCHCTEMEL.
Ha BTOpOM 5Tare 3ajaroTcsd IMapaMeTphl, OIPEAEIISIOIHE THIT IOTEHIHAIBHBIX B3JIOMIIHKOB
KpHIITOCHCTEMBI. Kak OyaeT NokazaHO B CHEAYIOINEM pasjelle, IIPH HAIIHMYHH (POpPMAaIbHBIX
IPeICTABIIEHHI HCCIIeAYEMOH KPHIITOCHCTEMBI M ITOTEHIHAILHBIX 3JIOYMBIIIUIEHHHKOB MBI
MOKEM IIEPENTH K TPETheMY HTally, T.€. OIPEIEIINTh THIBI aTaK, KOTOPBIM IIOJBEP KEHA
KPHIITOCHCTEMA, a TAKKE CBS3aHHBIN C HIIMH PHCK.

YeTBepTHIM 3Tall IIPEACTaRISeT COOOH aHaAIM3 YCTOHYMBOCTHKPHUIITOCHCTEMEI K aTakKaM,
OIPEIEIIEHHBIM Ha TPETheM ATare. {11 IMpoBeleHHS KPHIITOAHAIM3a CIIEIHAICTa HEOOXOMHMO
o0ecrieyuTh HAOOPOM HMHCTPYMEHTAIBHEIX CPEJCTB, HCCIEeNOBaHHE M pa3paboTKe KOTOPBIX
OyJET pacCMOTpEHA Jallee.

HakoHell, Iarelil 3Tar mpeArionaraeT HCIIOIB30BAaHHE Pa3/IMYHBIX ITOAXOJ0B K OIIEHKE
SKOHOMHYECKOH 3(p(eKTHBHOCTH HHBecTHIHIT B CK3M Ha OCHOBaHHH JaHHBIX, ITOIYYEeHHBIX Ha
ararax 1-4.
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Ceptucomkatr: 2C0
Bnaneneu: Uleb

Puc. 7.2. IIponecc oreHKH 3(ppeKTHBHOCTH KPHITOrpapHIECKOH 3aIlHThI
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MogemiporaHne yrpo3 0e30I1acCHOCTH HH() OpMAaI[HOHHEIX PECYPCOB

3amaya cocToHT B pazpaborke ABC -mMomemH yrpo3 6e30MacHOCTH HH()OPMAI[HOHHBIX
PECypcOB, B3aIlHINEHHBIX C HMCIIOJIb30BAHHEM KPHIITTOTPa(pHYECKHX CPeJCcTB, KOTOpas JacT
BO3MOKHOCTh  (pOPMalIM30BaTh  B3aHMOCBSI3b MEKIY ITapaMeTpaMH  KPHITTOCHCTEMEL,
ITOTEHIHAIIBHBIX 3JIOYMBIIUIEHHHKOB H BO3MOKHBIX arTak. I peleHns IOCTaBJIeHHON 3a1ayl

He 00X OIMO:

PazpaboTaTh MHOTOKpPHTepPHAJIbHBIE KIAaCCH(PHKAIITHOHHBIE CXEMBI, ITO3BOILSTIOIIHE
HIeHTH(HIHPOBATh:

KPHITTOCHCTEMY - C YYeTOM OCOOEeHHOCTEH ee peaTH3aIlHH;

IIOTEHI[HAIIBHOIO B3IIOMIIHKA - C VY4YETOM €ro MOTHBAI[HH, BO3MOKHOCTEH H
KBaTH(HKAIHH,

KPHITTOQHAIMTHYECKYIO aTaKy - € VYeTOM IIPHMEHHMOCTH K  Pa3IHYHBIM

KPHIITOCHCTEMAM H HEOOXOJHMEIX JITISI €€ OCYIIECTBIIEHHI PECYPCOB.

Ha ocHOBe pa3padoTaHHBIX KIIaCCH(HKAIIMH CO3JaTh IlapaMETPHYEeCKHE MOJEIH
KPHIITOCHCTEM, aTaK M 3JIOYMBIIIUIEHHHKOR,

YCTaHOBHTh 3aBHCHMOCTH BO3MOXKHBIX CI[EHApHEB B3IOMa OT XapaKTEePHCTHK
3TOYMBIIIJIEHHHKOB H OT OCOOEHHOCTEH pea3allHi HCCIIeYEMOH KPHIITOCHCTEMEL.

AHamm3 CYIIECTBYIOMHX ITOJIXO0JI0B

JIna maeHTH(HKAIIMH HCCIEAYEMOH KPHITTOCHCTEMEI HYKHO BBIJIE]INTE HaOOp ee
KIIFOUYEBBIX CBOHCTB. M3BeCTHBI KIACCH(HKAIIMH KPHIITOCHCTEM, B UYHCIE KOTOPBIX -
KITaCCH(PHKAITHOHHAS CXeMa, INpeIoKeHHas INBEHI[apCKHM MaTeMaTHKOM H KpHIITOrpadoM
Y .Maypepom (Ueli Maurer) [7.21 ] 1 ocHOBaHHasI Ha TOM, YTOOBI pa3iI4YaTh KPHITTOCHCTEMBI I10
KOJTHYECTBY KIIFOUEH, YIIOMSIHYyTas BeIle cxeMa sK.Bpaccapa [7.6], B KOTOpoH KpHIITOCHCTEMBI
pa3IIM4alOTCsI B 3aBHCHMOCTH OT COXPaHEHHS B CEKpeTe MeXaHH3Ma Imm@poBaHHd. Hu ogHa u3
ATHX KIacCH()HKAI[HMII caMa II0 ceOe He IIO3BOIHT HIAEHTH(PHIMPOBATEKPHIITOCHCTEMY -
HeOOXOAHMa MHOTOKPHTepHalbHas KiIaccH(pHKaAIMI. C 5STOH TOYKH 3PEHHS IIpeJCTaBISET
nHrepec padora K.Uepesoma [7.43], B kKOoTOpoH mHpeararoTcs o0oOIMaromHe KPHTEPHH JUIS
CPaBHEHHS IIPOAYKTOB Ha POCCHIICKOM phIHKe CK3H:

OupMa-ITpOH3BOIHTEID |

THIT peanmH3aigin,

Hamiane pelicTBYIOIHX cepTH(PHKATOB cOOTBeTCTBHSI DCE POCCHH H KIIAaCCHI 3allHThI,

PeanmmzoBaHHbBIe KpHIITOIPa(pHYECKHE aJITOPHTMEI,

[logmepxrBacMbIe OIePaliOHHbIE CHCTEMEI,

[IpegocTaBsaeMbI ITPOrpaMMHBIH HHTEPQEHC;,

Hamiane peammsarmu rmpoTokona SSL / TLS ;

[TogmepxHBacMbIe THITHI KITFOUEBEIX HOCHTEIIEH,

HMHTerpHpoBaHHOCTH C IMMPOAYKTAMH H PeIlIeHHsIMH KoMITaHHH Microsoft ;

Hammune mguctpubyrusa Ipoaykra B CBOOOZHOM JIOCTYIIE Ha CaHTe IIPOH3BOIHTEILS,
IIIEPCKOH CETH PacCIIPOCTPAaHEHNS H CEPBHCA ITOAIEP KK,

HemoctaTkoM MpHBeAeHHOH KIaCCH(HKAIIHH IS IIOCTPOSHHS IapaMeTPHYeCKOMH
MOJIEJIH KPHITTOCHCTEMBI SBIISETCS TO, UTO JJIS PEIIEHHS ITIOCTABIIEHHOH B HallleH paldoTe 3agauyn
Ba)XKHBEI He "MOTpeOHTelIbCKHe" M "TeXHH4yecKHe' XapakTepHcTHKH CK3M, a HMX CBOHCTBa,
OITPEIEIISIOIINE TIOABEPKEHHOCT TEM HJIHM HHBIM aTaKaM.

THUIEI B3IIOMINMKOB, OT KOTOPBIX KPHIITOCHCIEMa [JOIKHA OOECIIEUHTh 3all[HTy,
OIMPENEISIIOT  Pa3syMHBIH VYVPOBEHL 0Oe30MacHOCTH. UTOOBI TMMOHSATH, KakKMM arakaM Oviaer
IOABEpPrartbCcd CHCTeMa, HeOOXOIMMO BBIIEIHTE HaHOOIee BEPOSTHBIX B3IIOMILHKOB.
Knaccupukarmu JIx.I'oBapga (John D Howard) [7.13] m B.IIIHaitepa [7.25], B KOTOPBIX
MOYMBIIIJIEHHHKH PA3/IMYAIOTCS B 3aBHCHMOCTH OT HMX IBIDKVIIHMX MOTHBOB, ITOIXOIST IS
ELICGKG}@%%%%&%%% KOHTEKCTa HCIIO/Ib30BAHM I KPHIITOCHCTEMBI, OMHAKO HE ITO3BONISIOT

CeprudbNeTAHOBHTE SSABFECFEVOETH BOBNOMHEIX CIIEHAPHEB aTaK OT XapaKTEPHUCTHK 3JI0YMBIIIUIE HHIKOB.
Pranened LECOROR ATIRS L1V 60T fBIfoe KomIecTBO KmaccHbHKAIMiT H TakcoHOMIiaTak. HemocTaTkoM

CXeM, OITHCaHHBIX B [7.15, 7.17, 7.22, 7.28], aB1nseTCcsa TO, UYTO OHH pa3zpaboTaHbI JJIS OITHCAHH S
Nencteutened: ¢ 19.08.2022 no 19.08.2023
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aTaK Ha KOMITbIOTEPHBIE CHCTEMEBI, a OOBEKTOM HAIIIETO HCCIIeJOBaHNI SBILIETCSA Oojee Y3KHH
KIIacC aTak - KpHITTOaHalIHTHYeckHe aTakH. Knaccudukarmsa Kupxrodda [7.14] mo mocTymmy k
OTKPBITOMY H 3aIlIH()POBAaHHOMY TEKCTY C ITOSBJIEHHEM aTakK IT0 ITOOOYHBIM KaHajlaMm | 7.37] yke
HE MOJKET CYHTAThCSA ITOJIHOH, KpOMe TOrO, OHa He ITO3BONSET YUYHTHIBaTh TaKHe Ba)KHBIE
(paKTOpEI, Kak 00beM HEOOXOAHMBIX PECYPCOB, BOBMOKHOCTE PaclapalIeINBaHHsI H T.]I,.

MaremMaTHueckas MOJeIb YTPo3 0e30ITaCHOCTH HH(OPMAIIHOHHBIX PECYPCOB

Ha ocHOBe aHaIIH3a CYIIE CTBYIOIIHX KIaCCH(PHKAIMOHHBIX CXeM, IIEPEeYHCIIEHHBIX BEIIIIE,
HaMH OBIITH pa3pa0oTaHbl HOBBIE MHOTOKPHTEpHAIIbHBIE KIIACCH(HKAIIMH KPHIITOCHCTEM, aTaK H
3TOYMBIIIJIEHHHKOB (cM. pHc. 7.3 - 7.5 ). Jlanee MBI nmokaskeM, KaK IIpHMeHeHHe pa3paboTaHHBIX
KITaCCH(PHKAITHOHHBIX CXeM IS rocTpoeHHSI ABC -MOAEIN MO3BOIISIET MPOBECTH BCE CTOPOHHHIA
aHaIIM3 yIrpo3 0e30ITacHOCTH HH(OPMAIHOHHBIX PEeCYPCOB, 3AMHMIIEHHBIX C HCIIOIb30BaHHEM
KPHIITOIpa(pHYeCKHX CPEJICTB.

" 4
IIveTh /A = *"I < -12 Koowo A -1?‘*- MHOJKECTBO TIapaMEeTPHUYECKHX MOJEIEH
A.. 7 = ( .
aTaK, Trae - L( 4 L, ']) MHOXKECTBO 3HAYEHHI 1-T0O IapaMeTpa MOJEIH aTakH,
OIPeJeIIFOIIEr 0 THII aTaKH B COOTBETCTBHH C KPHTEePHSAMH pa3paboTaHHOH KIaCCH(PHKAIHH.
T - N : q | Y=
Kaxmaa mogems (I = - l ITpeICTaBISIeET COOOH BEKTOP @ a2, ... g, e Ui = - 1.- _

AHAaIIOTHYHO, IIAPaMCTPHUYCCKaA MOJACIIb 3JIOYMBIINUICHHIIKA 3d41d4CTCiA B BHIAC BCKTOPaA
—a

be B e GC Dby X by X... X Hﬁj H-J"( ] = m)-hﬂ{ﬂ}KECTEG 3HAYEHHI

= A
J-Iro  IIapaMcTpa MOACIH 3JI0OYMBINUICHHHKA, MOJACIIbE KPHIITOCHCTCMbBI - ( E {- , TAC

L C( | X (13 Koo X (-T“‘fﬂﬂ'( k=1, {]') - MHOJKECTBO 3HAUYeHHMI K-ro rmapamerpa
MOJIEITH KPHIITOCHCTEMEI B COOTBETCTBHH C MHOTIOKPHTEPHAJIbHON KIacCH(QHKAIHEH. 3aMETHM,
YTO MHOJKECTBA 3HAUEHMI ITapaMETPOB MOJEM aTaKH, 3JIOYMBIIUIEHHHKA H KPHIITOCHCTEMBI
KOHEYHBI.

I[IpH panpHeHIIEM H3JIOKEHHH IS KPaTKOCTH CJIOBO "MOJENL" IPHMEHHTEIIBHO K
MOJEIIHM aTaKH, MOAEIH 3JIOYMBIIIUIEHHHKA H MOIEIH KPHITTOCHCTEMEBI Oy eM OITYCKaTh.

C KaXIoH aTakoH OyJIeM CBSA3BIBaTh 3HAUYEHHE PHCKA, BEIYHCIISEMOE IO OOIEH3BECTHOH

opMyle Ha OCHOBE JBYX (PAKTOPOB - BEPOSTHOCTH ITPOHCIINECTBHSA H TSDKECTH BO3MOKHBIX
[IOCIIEJCTBHH:

Puck = BimsHie BepostHOCTB

R:Ax BxC—=|0:

/
—

OO0Oo03HAaUMM Yepes J‘l(bym«:m[m: 3aIAfOIYI0O YPOBEHB

PHCKd, CBA3dHHOI'O C aTaKoH (= —'l B VYCIOBHAX, KOI'Tda OHd MOKCT OBITH ITPHMCHCHA
==
=+ &
SIIOYMBIILICHHHKOM E} E -|I -3 AL B3JIOMd KPHIITOCHCTCMbBI ( E ( :

ITycTh [0 X A— [”: ”- (QYHKITHS BIMSHHS (OT aHIW. 1mpact - BIIHSHHE,

Bo3geiicTBHe). [loxg BmHsSHHEM MBI OyZeM ITOHHMATh CTEIleHb yIepOa OT IPHMEHEHHS aTaKH
- =~
(I © A xxpurrocucreme C € C

P:BxA—=[0:1 ;

IIycTs - BEPOSITHOCTh TOTO, YTO 3JIOYMBIIIUIEeHHHK he B

—

—
IIpeIIpHMeT ataky (= A , T.e. o0nagaeTr pecypcaMH IJISI €€ OCVIIECTBIIEHHS M COYTET ATY
aTaKy IeJ1eco00pasHOH.

Torzga ¢ yHKIHS pHCKa R BBEIPAKAETCSI CIIELYIOIINM 00pa30M:
Ria.b,¢)=I(c.a)+ P(b. a)

(¢ (1 - -
Orwﬁmmaﬂ%mmmm / Gy & ] JIme 3TOrO0 PacCMOTPHM CEMEHCTBO  (DYHKITHIL
ERIFOH G

5 ?""f‘,[[E ’h] "= MHOMXCECTBO HCOTPHIATCIIEHBIX IeHCTBHTEIIBHBIX

LLE03Y X0 iTeHHE AdIeKCaHODOBHS
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qHcelI. 371eCh (PYHKIHS 91 samaer YPOBEHb B3aHMHOI'O BIIMSHHS ITapaMeTpa KPHIITOCHCTEMBI

9 u mapametpa ataxu

Igple,a) =0

e

CCIIH dTdKa CO 3HAYUCHIICM IIdpPaMCTpP4d (l E ‘:'l /1 He ITpHMCHHMA K

ceC,
KPHIITOCHCTEME CO 3HAUCHHEM ITapaMETPa i ;
0 < Igple,a) <1 c e (),
. £ , ECIIH 3HAYCHIE ITapaMETpa KPHIITOCHCTEMbI I cHITKaeT
BEPOATHOCTD YCIIEIHOI'O ITPHMEHEHHA aTaKH CO 3HaUYEHHEM ITapaMETPa t E :l f ;
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Igple,a) =1 ce(

, SCIII 3HAYUCHHC ]_[ElpElIvIETpEl I{pHHTGCHGTEh[BI i HC BJIHHACT Ha
ITPHMEHHUMOCTb aTaKH C mapamerpoM ! € -"jlh ;
i |
[, a) > 1 f‘E(r,
LS , SCIIH 3HAYCHIHE HHPHIHIETPE], KpI]]’[TDGHCTEhIBI : }"KEIBBIEE],ET Ha

TO, 4TO aTakKa ¢ IapaMeTpom ! S -"!lh IIPHMeHHMa JIJIS ee B3IOMa.

Hampumep, ecos HCCIeQyeMbIil alTOpHTM IMTH()POBAHHS pealH30BaH B aIllapaTHOM
oOecIieyeHHH, ATO ITOBBIIAeT BEPOSTHOCTh ITPHMEHEeHHS JJISI B3JI0Ma KPHIITOCHCTEMBIATaK IIO
moOOYHEIM KaHanaM [7.37] (310 BHJ KpHNTOrpaHUecKHX aTakK, HCITOIb3YIOIHX HH()POPMAIHIO,
KOTOpass MOKeT OBITh ITOTYYeHa C YCTpoiicTBa IMM(POBAaHHA H He SBISETCS IIPH STOM HH
OTKPBITBIM TeKCTOM, HH IIMH(PPTEKCTOM). YPOBEeHb B3aHMHOIO BIIHSHHSI ITapaMeTPOB
KPHITTOCHCTEMBI M aTaKH OITPEENIETCS Ha OCHOBE SKCIIEPTHBIX OIEHOK.

OGosHawmM depes 9/  C, y X -'lh
-_— ."_ﬁ,,r,[r'.u}

[.(c.a) =
ghits ) .
ZiLf'lj "g,nrrl-.f' ”J

[I ) | l HOPMHPOBAaHHYIO (PYHKIJHIO:

— o A
Torma ypoBeHb yImepOa OT IpHMeHeHHS aTaku (I © A x kpurrocucreme (& (

BEIUHCIIIETCS IO CIeAYIOIIEH (popMyTIe:

[(¢,ad) = min I I [on(cq, ap)
h=1.9 -
g=1,2

3

r'ac dTdaka I KPHIITOCHCTCMa 3d]J1aHbI ITapaMcTpaMH I:'-” s HE' D ”” 'I H

[C1, Co, ..., Cg |

COOTBCTCTBCHHO. BEIL-IETIM: HTO VYPOBCHbL BIIHAHHA BCCX IIAPAMETPOB
KPHIITOCHCTCMBI Ha IIPHMCHHMOCTE aTdKIH C 3dJddHHBIM 3HAYUCHICM -I'O IIQApPaMCTpd B STOH

)
H J'.”,ri[f',}.ﬂ;, )

popMyne BBIYHCILIETCS II0 MYIBTHIDIHKAaTHBHOMY KpPHTEpHIO: =] . Ecrm
3HAUeHHe XOTS OBl OJHOrO M3 IIapaMETPOB KPHIITTOCHCTEMEI ITPOTHBOPEUYHT BO3MOKHOCTH
IIPHUMEHEHH S aTaKH, TO PE3YJIbTATOM OIIEHKH ITPHMEHHMOCTH aTaKH K KPHIITOCHCTEME OYIET
HYJIEBOE 3HAUYEHHE, YTO COOTBETCTBYET HYIIEBOMY YPOBHIO VIIepOa OT aTaKH.

P(b. @)

(D}"HI{L[HH F OITpEACIIAOIIa s 3dBHCHMOCTD MCEKIY IMapaMcTPaMII
(11, a9, ..., (1o ) (01,09, .. .. be; )

(P YHKIIHH / \C, d ] B KauyecTBe WIIOCTPAIMH B3aHMOCBS3H ITapaMETPOB 3IOYMBIIINIEHHHKA H
aTaKil MOKHO IIPHBECTH CIEIVIOINMH ITPHMED. HaM4He V IIPeAriojlaraéMoro B3IIOMIIHKA
TOCTYIIa K pacIpeAelIeHHBIM BEUHCIHTEILHEIM PeCYpcaM TTOBBIIIAET BEPOSTHOCTh TTPHMEHEHH ST
MeTOZa 'TpyOOH CHIBI' H, BOOOIINE TOBOPS, NIOOOH arakH, JIEFKO IIOAMArOINEHCs
pacraparuieIIHBaHHIO.

Taxmv o6pazom, o01mas popMyIa JJId oIpeieeHHs YPOBHS PHCKaA, CBSI3aHHOIO C aTaKOH

dTdakKI1 H SIIOYMBIIIUICHHIIKA, BBIPAKACTCA dHAJIOI'HYHO

~—
(= —_l B VCIIOBIMIX, KOI'Ta 3Td dTaKd MOXKCT OBITH IMPIMCHCHA 3JIOYMBINIIICHHHKOM EJ E B
=4 y
JUILH B3JIOMa I{pI]T[TGCHCTEPvIBI ( E {- ., HMECT BH/.

]*ESHJEHTH&HME 11111 H .i',mlrrJ ) * mm H Ein (b, ap)

ANEKTPOHHOW Nognu

WhKWKaT 2C00000 IESABBBOSZ2205ETBASDOOE00I L"“i: {I-

LeD3yxoBd iITbHAHA AJIeKCaHOpoOBHD

wTened: ¢ 19.08.2022 no 19.08 2023
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Bynmem cumrarh, 4TO KPHITOCHCTEMA ce TOJBEPIKEHA aTaKe aec Ay YCIIOBHSIX,
&
KOI'1a EH }’TPGH{HET 3HG}’I\I£BIH.[HEI‘H‘[I]I{ h F -Ir-g , cCIIH }[ l “ h' L I ':::' U , T.C. CEHBHH]‘ILIﬁ C HEﬁ
b e () J]

YPOBCHDb PHCKA ITPCBBIIACT 3dJdHHOC ITOPOI'OBOC 3HAYCHHC H , TS : I[DH}"CTHT&IBI]?'I

YPOBEHD pHcKaf ] senserca HacTpaHBaeMBIM ITapaMeTpoM ABC -MoJenH yrpO3KpHIITOCHCTEMEI.

3HaUYEHIE (7 3aJIa€TCS C YUETOM ABYX KPHTEPHEB:

KPHUTHYHOCTH 3all[HINAEMBIX JaHHBIX,

BPEMEHHBIX H IPYIHX PECYPCOB, AOCTYIHBIX CIIEIHAICTY, KOTOPBIH OCVYIINECTBIISET
ayJIHT CHCTEMEL.

B ofmiem ciryyae:

KPHITTOCHCTEMA MOXKET BKIIIOYATh HECKOJIBKO ITOJ[CHCTEM (HAIIpHMepP, TeHEPaTOp KIOYeH
H CHMMETPHYHBINIIH( paTOP), K KaKIO0H H3 KOTOPRIX IPHMEHHM CBOH Ha0Op aTak;

Ha KPHITTOCHCTEMY MOXKET HaIlaJdaTh HECKOIBKO 3JI0YMBIIIUIEHHHKOB.

MHOXECTBO aTakK, KOTOPBIM IIOJBEPKEHA KPHIITOCHCTEMA, COCTOMIIAS H3 TIOZICHCTEM

r/ V! r'_ !
C & ( ( f ( ), B YCIOBHSX, KOrJa €H YIpPOKaroT BHG}%IHUIE}H{I]IGI E = H (

— L_'.IIII;:'— JE,I' |-»._J.:-‘_|:’ L )‘lr Ei.;. {_l"]

)
C DB ), OymeM OIpelenITs II0 (OpMYIIE re

bo=41dagec A Klia N~ 0
)I‘{ hl ( / {” [: ’ l _ ].1 l““' h .|"_h| - “:Jl]. IMpH  3aJaHHOM YPOBHE PHCKaA. ;[[H_H OIICHEI
3AITHINEHHOCTH KPHIITOCHCTCMbI HEGﬁKGﬂIMG C HCIIOIIB30BAHIIEM HHCTPYMCHTAIIBHBIX CPEACTB

OLIEHHTE €€ CIIOCOOHOCTH IPOTHBOCTOATL daTdKdM, BXOAAIIM B MHOXCCTBO - .‘ll

B ormicaHHON MaTeMaTHYECKOH MOJIEIN CIIETIAHbI CIIEAVIOIIHE JTOMYIIEHHS:

HE VUYHTBIBAETCS 3aBHCHMOCTH IlApaMeTpPOB aTaKH OT COYETaHHS IlapaMeTpOB
KPHIITOCHCTEMBI, XOTS BIIMSHHE KaKIOr0 ITapaMeTpa IIPHHHMAaeTCS BO BHUMAaHHE,

HE VUYHTBIBASTCS BO3MOJKHOCTH COBMECTHBIX JEHCTBHH CO CTOPOHEI B3JIOMII[HKOB
pasMYHBIX THIIOB, XOTS MOJKHO 3aJaTh MOJEIb HAIlAAeHHS CO CTOPOHBI OIHOPOJHOIO
KOIUIEKTHBA 3TOYMBIIIIIEHHHKOB.

HcrnpaBinenne ABC -MoenH ¢ y4eTOM YKa3aHHBIX JOIIVIIEHHH ITPHBENO OBl K €€
3HAYHTEIIPHOMY YCIIOKHEHHIO. BOIIpoCc O TOM, HACKOIBKO 3TH JOIYINEHNS CHHKAIOT TOYHOCTH
MOJEIIMPOBAHHS YI'PO3 OE30IMACHOCTH, TTOJIEKHUT Jallb HEHIIIHM HCCIIEOBAHISM.

BaxHo OTMETHTBH, 4TO Ppa3zpaboTaHHas KIaCCH(HKAIMOHHAS CXeMa IS ITOCTPOEHHS
MOJIeJIel aTaK Ha allr OPHTMBI IIIH(POBaHHA ¢ HeOOIbIIHMMH MOAH(PHKAIHSAMH ITIPHMeHIMa H I
MOJEIIMPOBAHMS aTaK Ha KPHIITOITPOTOKOILI. BO3MOXKHOCTE HCIIONB30BaHHS ABC -Momenn
VIPO3 IS KOMIUIEKCHOI'O HCCIEHOBAHMS KPHIITOCHCTEMEL SBJISIETCS Ba’XKHOM, T.K. BOIIPOC
COBMECTHOIO (DYHKIIMOHHMPOBAHHS KPHIITOITPOTOKOIIOB H IIMH(QPOB B paMKaxX OIHOH
KPHIITOCHCTEMEI, KaK ITOKa3aHOo B [7.27], 10 cHX 1mop OBLIT Malo H3YYEH.

O1leHKa CTOMKOCTH KpHITTOrpadruecKix cpeJcTB K HASHTH()HIIHPOBAHHEIM YT PO3aM

[locine Toro, xak BBIJEIIEH HAOOp aTak, IIPeJCTaBJLSIFOINMMX HaHOOIBINYIO YIPO3Y IS
3aIMIIAEMBIX JAHHBIX, HEOOXOJAHMO OILEHHTH CIIOCOOHOCTh KPHIITOCHCTEMBI ITPOTHBOCTOSTH
STHM aTaKaM.

baszomn I MOIy4YeHHI TaKHX OLIEHOK MOXET CIIYKHTh CTAaTHCTHKA B3JIOMa M YCIIEIIHBIX
aTaKk Ha KPHIITOCHCTEMBI. Hammprmep, H3BECTHO, 4YTO CTaproBaBInMH B 1997 r. Ha calre
www.distributed.net mpoekr "pacnpegenenHoro B3noma" RC5-64 (6moyHoro mmd@pa KoMIIaHHH
RSA, ucrons3yromero 64-6HTHEIN Kro4) | 7.29], B KOTOpoM Ha JOOPOBOILHONH OCHOBE ITPHHSIIH
yyacTtHe Oomnee 300 TBICSY ITONB30BATEIEH ITIOOAIBLHOHN CETH, OBLII YCIIEIIHO 3aBEPIIEH 3a IISATh
et (1757 nmHel) - 3a 3T0 BpeMd OpUIO ItepedpaHo 85% Bcero IpocTpaHcTBa KiroueH. OmgHaKo
TaKasd HHQOOPMAILlAy BO-HEPBLIX, HE BCETJAa JOCTYIHA, a, BO-BTOPEIX, CO BPEMEHEM TepSeT
) amyarmﬁdﬂ‘fﬁ” %Hﬁf %ﬁlﬁgm[e IIPOM3BOAUTETIbHOCTH BEIYHCIIHTEIBHOH TEXHHKH H ITOSBIIEHHE

nanendl OBBIXNBHAOB: B.TELBZ Ha. U,[HCIDPBI BeJeT K ITIOHHKEHHIO CTOHKOCTH H3BECTHBIX KpHHTDI‘pﬂd)H‘IEGIﬂD{

dJI'OPHTMOBE. ILHH IIPOBEPKH HAJCKHOCTH H.[H(l)pDE:. HCIIOJIb3YEMBIX B KPHIITOCHCTCEME,

B | } e} 11 i - 1|
Ly () I 10 L] -
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CIIEIHAIIICTY HeoOXOAHUM Habop HHCTPYMEHTAIBHBIX CPEACTB, ITO3BOJISIOINHX OCYILECTBIIATH
KPHIITOAHATIN3 M He ITPEAIIONAararoliX Y HCIIONB3YIOMErO0 HX CIEI[HAICTa HaTHIHI ITTYOOKIX
3HAHIIL B ITPOrPaMMHPOBAHHH HIIM 3JIEKTPOTEXHHKE. B KauecTBe IpHUMepa MOKHO IIPHBECTH
VIIOMSIHYTEIE B I1.1.1 aBTOMaTH3HpOBaHHBIE CPEJCTBA aHaM3a KPHIITOIIPOTOKOIOB |7.7] mm
ITPOTOTHIT IPOrPaMMHOI0 KOMILIEKCA JJISI MOJEIHMPOBAHHS aTakK IO ITOOOYHBIM KaHaiIaM | 7.37],
omcaHHBIH B [7.19]. MogennpoBaHHe armapaTHOro oOecrieueHHs B pabore [7.19
OCYHIECTRILSIETCS ¢ HeMonb3oBaHHeM SystemC [7.2] - s3bIKa MIPOEKTHPOBAHHSA H BePH(DHKALHH
MOJIeJIEll CHCTEMHOI'O YPOBHS, peajlM30BaHHOIO B BHJe OHOMHOTEKH HAa C++ C OTKPBITHIM
HCXOJHBIM KOJOM. Ha mpHMepe IporpaMMHBIX H aIOlapaTHBIX peamzaiiii mm@paAES
II0Ka3aHO, KaKiM o0pa3oM pa3paboTaHHEIN MHCTPYMEHT ITO3BOIISIET OOHAPYAHTEL VS3BHMOCTH B
peaTH3aIHH KPHIITOrpa(IIecKoro ajaropHTMa.

Oco0oro BHHMaHHS 3aCIYKHBAIOT ACHMMETPHYHBIE KPHIITOCHCTEMBI. (DYHKIMOHAIILHBIE
BO3MOKHOCTH IITH(PPOB ¢ OTKPBITHIM KIFOYOM HCIIONIB3YIOTCS B Pa3HOOOPA3HBIX TEXHOIOTHSIX, B
YHCIIe KOTOPRIX [ 7.33]:

Y1paBneHNe HACHTHYHOCTRIO,

{1 poras MoAIIChH KOAA,

JloBepeHHas 1o1aTdopmMa;

YIpaBleHHE aBTOPCTBOM,

IIoctpoenne VPN |,

["apaHTHpPOBaHHOE YHHUTOKEHHE HH()OPMAIIHH,

3armura oT (PH3HYECKOH KpaKiH HOCHTEIIS HH()OPMAIIHI.

[Iponecc kpHITTOaHAIN3a aCHMMETPHYHBIX IMH(POB COMPSDKEH C PellleHHeM 3aJay H3
TEOPHH uMcel M oOmeil anredphl, T.K. IIPAKTHYECKH BCE MCIIOIB3YEMBIE aAJITOPHTMEI
ACHMMETPHYHOH KPHITTOTpa()MH OCHOBAHBI ITpoOieMax (aKTOpH3allMH H  JTHCKPETHOIO
JIOrapH(PMHPOBAaHHA B Pa3IMYHBIX allfeOpandYecKHX CTPYKTypaX. YTOOBI OMpeAelnTh, MOTYT IIH
MATEMATHYECKHE 3aauyd TOH WIM HHOH PpasMEPHOCTH CYHTATHCA JOCTATOYHO IIPOYHBIM
(pyHIaMEHTOM IS KPHIITOrpapHYeCKHX I[elleH, CIIEIHAIHCTY TPeOYIOTCS HHCTPYMeHTaIbHEIE
CpeCTBa, ITO3BOJIIIONIHE OIEHHBaTh OBICTPOJEHCTBHE aITOPHTMOB (paKTOpH3AIlHH H
ITHCKPETHOrO JIorapu@mMuporaHnsa. HeoOXOMHMO YUHTBHIBATh, YTO KPHIITOAHAIIMTHK MOJKET HE
o0mazaTk HaBBIKAMH B OOIAcTH IIporpaMMHpOBaHHI. KpoMe TOro, BaXKHO IIPedyCMOTPETH
BO3MOKHOCTE PabOTHI MOJ, YIIpaBlleHHeM HanOolee pacripocTpaHeHHoH OC - MS Windows.

HMrak, BeIIETHMM HaO0Op OCHOBHBIX TpPeOOBAaHMH K MHCTPYMEHTAIbHBEIM CpPEICTBAM
KPHITTOaHAIH3a.

O((peKTHBHOCTh BEIYMCIEHHH C JJIHHHBIMH YHCIIaAMH B MOIAYILIPHOH apH()METHKE,

Hammune aqroputMoB paboTHI ¢ pa3peKeHHBIMH MaTPHI[AMIH,

Hammume aaropHTMOB cO3JaHHS (akTOpHOH Oaspl, pemera H Pa3loKeHHS Ha
MHOKHUTEIH,

Y 100CTBO IOIB30BATENLCKOIO HHTEP(etica;

BosmokHOCTE cOopku B OC Windows.

BygeM cuMTaTh, 4YTO PEIEHHE COOTBETCTBYET IIOCTABIIEHHOH 3aJade, eCIH OHO
VIOBIIETBOPSET BCEM IEPEUHCIIEHHBIM ITSTH KPHUTEPHSIM OL[EHKH.

AHamm3 CYIIECTBYIOMHX ITOJIXO0JI0B

Marematnyeckne maketel Maple [7.36] u Mathematica [7.45] oTmryaroTcs mpocToTOH
KOIHUPOBAHIS allTOPUTMOB H HE HMEIOT BCTPOEHHBIX OIPaHHYECHIII Ha Pa3psaIHOCTh OIIEPAH/IOB.
Tem He MeHee, TOMHMO IUIaT()OPMEHHOH B3aBHCHMOCTH OHH OO0JaJal0T KPHTHYECKHM
HEJIOCTAaTKOM - HH3KOH 3(P()eKTHBHOCTHIO TEOPETHKO-YHCIOBBIX OIEPALHEL.

BricokoH »(@(eKTHBHOCTH MOKHO MJOOHTBCS, HCIIONB3YS BCTPOEHHEBIE CpEelCTBa
HH3KOYPOBHEBOI'O SI3bIKA ITPOrPaMMHPOBAHHS IS Pa3palOOTKH (PYHKI[HIL, HEOOXOMHUMBIX IS

M VICAH
Hccﬂez[ﬂgﬂﬁ%%fﬁéﬁ?@ﬂgﬁ%@ﬁm. OIHAaKO BaXXHO OTMETHTBH, YTO PealH3alfid IIPHMHTHBOB IS
Ceprvdh KOHCIPYHPOBAHIELS2206OBPEMEHHEBIRE METOJOB  KPHIITOAHAIM3a AaCHMMETPHYHBIX  IIH(POB

S SepHpYET e AMIT B HTtifmoil apudMeTnKe. BeTpoeHHbIE WHCTOBEIE THITH s3bIKoB C H C++

HMCIOT OI'PAHITYCHHYIO Pa3PATHOCTD.
Nencteutened: ¢ 19.08.2022 no 19.08.2023
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long: 32 Owra;

long long: 64 oura;

double: 53 Guta - MmaHTHCCca, 11 OHT - BKCITIOHEHTA,

long double: B 3aBHCHMOCTH OT peamH3zal[HH S3bIKa MOXeT OBITH OIpejielieH Kak double
(cm. BeIIE) JIHOO Kak extended double: 64 6uta - maHTHCCa, 15 OHT - 3KcroHeHTa [7.1].

B peamzaipm a3pk0oB Ha ImraTgopme . NET orcyrciByer Tum extended double: oH
IOCTYIIEH TOIBKO HESBHO IIPH BBIIIOIHEHHH ITPOMEKYTOYHBIX BEIYHCIIEHHH (HAIIpHMep, TIE
YMHOXXEHHE JaeT Ppe3ylbTaT, BBIXOJSIIMI 3a IIpelielbl JIHalla3oHa 3HadyeHHil double, HO
MTOCIEeAVIOIIee JelIeHHe BO3BpallaeT ITPOMeXYTOYHBIH pe3ylIbTaT OOpaTHO B STOT JHAIIa30H).
Kpome Toro, cymecrByeT BCTPOeHHBIH 128-OMTHBIN THII JaHHBIXdeclmal, ITO3BONISFOIIHI
MpeACTaBIIATh 1IeNble YHcIa Pa3psSaAHOCTRIO A0 96 OHT (B COOTBETCTBHH C pasMepPOM MAHTHCCHI),
OJTHAKO OH PEAJIM3YETCS B PEKIME SMVIISLIHH, IIOCKOIBKY armrapaTHas IoJiep KKa 3TOr o THIIa Ha
CETOJHSIIHHI JeHb OTCYTCTBYeT [7.11].

Java ToJmepKHMBaceT BO3MOKHOCTH PalOTHl ¢ IIHHHBIMH 4YHCIaMH M oOmamgaet
NIEPEHOCHMOCTBIO, OJJHAKO HEJOCTATKOM SBIIIETCS HHU3Kas 3()(PEKTHBHOCTD PeaTH3allHH.

PaccMOTpHM  cIlelMaTH3HpPOBaHHEIE OHOTHOTEKH (PYHKIIMH J7I9 palboTHl ¢ JUIHHHOM
apH()METHKOH H TEOPEeTHKO-YHCIOBBIMH 3aJadyaMH, HaXOJISIHecs B OTKpPhITOM JocTyie: LIP,
L1DIA, CLN, GMP, NTL.

bBudmioreka g padorel ¢ qiumHHOH apH@MeTHKOHLIP (Long Integer Package) [7.18]
SBIIIETCS OJHOH M3 IEPBBRIX Taknx OmOmmorek. OHa Obplna paspadoraHa Ha s3bpIKe ANSIC
H3BeCTHBIM crielanicToM ApxkeHoM JleHcTpoi (Arjen K. Lenstra) u mogmep:xuBaetcs [lomom
JleiinengoM (Paul Leyland). IIpu Xoporei mepeHOCHMOCTH 3Ta OHOIMHOTeKa o0najaeT HH3KOM
s (peKTHBHOCThIO0. KpoMe TOro, B Hell OTCYTCTBYET IOJJIep’KKa BBICOKOYPOBHEBBIX TEOPETHKO-
YHCIIOBBIX aJll OPHTMOB.

Euomioreka CLN (a Class Library for Numbers) [7.8] peamisyeTr sneMeHTapHEIE
apH()MeTHYEeCKHEe, JOTHYeCKHe H TpPaHCUeHJeHTHble (YHKIHH. ABTOpamMH OHOIIHOTEKH
seirmroresa bpyHo Xerion (Bruno Haible) n Pruapn Kpeken (Richard Kreckel). CLN comepsxmut
OorpIoil Habop KIAacCOB, pealmm30BaHHBIX Ha (C++, B YaCTHOCTH, KJIAcChl UIS TIOJIEPKKH
MOJYJIIPHOH apH(METHKH, OIEPaI[Hi C IeJIbIMH, PaI[HOHAIbLHBIMH H KOMIUIEKCHBIMH YFCJIAMH,
yyclIaMi C IDIaBaroler 3araroi. [IocKompKy uHceimoBass OHOIMMOTEKA 3aJyMBIBAIach Kak
VHHBEpPCAIbHAS, BTO TIIPHBEIO K €€ OrpaHHYeHHOH IPHMEHHMOCTH IS  PEIIEHHS
Y3KOCIIEIHAIIM3HPOBAHHBIX 3aay.

EnOmioTeka TeopeTHKO-YHCIIOBEIX amropHTMoB LiDIA [7.16], mpenmoxenHas TomacoMm
[Tamammkonay (Thomas Papamkolau, Technical Umversity of Darmstadt), Hammicana Ha C+
+ IOJIepKHBAET pas3lIHuHbIe ITaKeThI I paboTH ¢ IenbIMH unciaaMu ( GMP, CLN, LIP ) u
XapaKTepH3yeTCsS BBICOKOA((EKTHBHBIMH peallH3alHsIMH THIIOB JAaHHBIX C YBEIIHYEHHOMH
TOYHOCTBIO M aJITOPUTMOB C OOIBINOH BPEMEHHOH CIIOKHOCTBIO. Hemocrarkom OHOIHOTEKH
L1DIA sBIsSeTca HEBO3MOKHOCTh COOPKH B OINEpPalHOHHBIX CHCTeMax Windows, 4To OYeHb
CYILIECTBEHHO B CBS3H C IMHPOKHM HCIIOIb30BAaHHEM IPOAYKTOB Microsoft 1 HeEOOXOAHMOCTEIO
IPOBEPKH X 3aIIIIIEHHOCTH.

[Tpu paszpadorke GMP ( GNU Multiple Precision anthmetic library ) [7.12] 6511 caeman
VIIOP Ha CKOPOCTh. O((PEKTHBHOCTH OT HCIIOIb30BAHHS OHOIHOTEKH TeOPeTHKO-YHCIIOBBIX
armropuT™MOB GMP pacter IIpH  yBEIMYEeHHH Pa3psSAHOCTHOIIEpaHJOB. YacTk (QyHKIMH
peann3oBaHa Ha s3BIKE C, yacTh - Ha acceMOnepe. ABTOpoM sBisieTcs TopOxopna I'panmaHzg
(Torbjord Granlund). ITomiimo HecoBMecTHMOCTH ¢ rmiatdopmoii Windows, HegocTaTkoM GMP
SBISIETCS OTCYTCTBHE aJlTOPHTMOB (DOPMHPOBAaHHSA (PaKTOPHOH 0Oa3bl, Pa3lIOKeHHSI Ha
MHOXHUTEIIM M Ppsga JAPYIrHX, HeoOXOMHMBIX IS pealHn3allii COBPEMEHHBIX METOJOB

KPHIITOaHAJIH34.
OOKYMEHT NnoanncaH

Tabnnua FAFCpaslnPenyHEIM aHaAM3 NporpaMMHbIX pelleHn AN pelleHns 3a4a4 KpunrtoaHaamsa

ipukar:  2C0000043ESABBBY952205E7BAS00060000043E
ney; lllebayxoea TaTeAHa AnexkcaHopoBHa
PeweHune Mathematic LI CL LDI GM NT KPUMNT

lercteaTenad: ¢ 19 08 2022 no 1908 20253
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Kputepun oueHKH a P N A P L O

3P PEeKTMBHOCTb BbIMUCNEHUN - : - + + + +
BoamMorkHocTb cbopkm B OC Windows + + + - - + +
Hanunune anroputmMoB paborbl € - - - + + - +

pa3peXeHHbIMW MaTpULLaMK

Hanunuue aJlMPHUTMOB CO30aHHA = = = + = = +

dakTopHOM Ba3bl, pelueTta U pas3NoXKeHUs
Ha MHOXXUTENU

Y 0o06cTBO NONL30BaTENLCKOTO + - - - , _ +
MHTEepdenca

3BecTHasg maTeMaTHueckas OumOmioreka OnOimoTeka NTL (a Library for doing Number
Theory) [7.20] pazpaborana Buxropom [Ilaymom (Victor Shoup) A1sg nmoaaepkKKH TeOpPETHKO-
YICIIOBEIX aTOpHUTMOB. (DYHKIMH, peallM30BaHHBIe Ha S3bIKe C++ XapaKTepH3VIOTCS
IIEPEHOCHMOCTBIO. BHOIHOTEKY MOKHO HCITOJIb30BaTh COBMECTHO ¢ GMP B LIEISX ITOBBIIIIEHIS
sppexruBHOCTH. NTL mMeeT Oo0nbIIOE KOIMYECTBO IIPEHMYIIECTB II0 CPaBHEHHIO C
pacCMOTPEHHBIMH aHamoram (cM. TaOm 7.1), ogHaKO JJISI pelleHHs ITOCTABIEHHOH 3aJadyH
peanu3oBaHHBIX B OmOrmoreke NTL amropurmMoB HeaocraTodyHo. Kpome Ttoro, misa ee
HCIIONB30BAHHSA B KPHIITOAHAJIH3€  CIIEL[HAIICT JODKeH OOnajaTh  KBaJlH(HKaI[HeH
IIpOrpaMMHCTA.

Kak BugHO M3 Tabm. 7.1, HH OJHO H3 PAaCCMOTPEHHBIX PEIIEHHH HE YAOBIETBOPSET
OTHOBPEMEHHO BCEM IISTH VCTAHOBJIEHHBIM KPHTEPHSIM.

MHCcTpyMeHTalIbHEIE CpeAiCTBAa KPHITTOAHAIN3a aCHMMETPHYHEBIX IIH(POB

JUIsT  OLIEHKH CTOMKOCTH KPHIITOCHCTEM aHAIMTHKY HeOOXOAHM  HHCTPYMEHT,
s()(peKTHBHO pPalboTarOIMi ¢ TEeOPeTHKO-YHCIIOBEIMH 3aJadaMH, OONaJaroIliii IIPOCTBIM
TMTOIT30BAaTEIIbCKHMM HHTep(eicoM H JIErKO pacImHpseMbli. [IpoToTHi Takoro cpeicrBa mJId
KPHIITOAHAIH3a CHCTEM C OTKPBITEIM KIIFOUOM pPealH30BaH B BHJE ITPOrPaAMMHOIO KOMIUIEKCA
"HCTpyMeHTanbHBIE CpPeJICTBa KpHITTOAHAIH3a acCHMMETPHYHBIX Hm(poB" (o0o3HaueHHE B
Tabmmge - KPUIITO) [7.31, 7.32]. IlporpaMMmHBIH KOMITIEKC COCTOHT H3 OHOJIHOTEKH
KOHCTPYKTOP, BxmarouarormedH  HeOOXOAHMBIE  IIPHMHTHBEL IS  KOHCTPYHPOBAHHSI
COBPEMEHHBIX METOJOB KpPHIITOAHAIH3a ACHMMETPHYHBIX IMH(POB, H  ITPHIOXKEHHS
AHAJIMTHK, mMerorero rpadrdeckiii HHTepeHc IT0b30BaTelnsd A JOCTYyIa ajJIrOpPHTMaM
(paKTOpH3aI[H H JHCKPETHOIO JIOrapH(MHPOBAHHSA C HCITOIb30BaHHEM (DYHKIHH OHOIHOTEKH
KOHCTPYKTOP. bubmoreka KOHCTPYKTOP Harmcana Ha s3pike CH++ H  COHMEPKHT
KOMITOHEHTEI, PealTH3YIOIIHE CIIEAYIOIHE OCHOBHBIE (P YHKIIHH:

JI[MCKpeTHOE JTorapH(p)MHPOBAHHE,

MDaxKTopH3aIlMs 1ENBIX YHCEIL,

TecTHpoBaHIE YICEN Ha IIPOCTOTY,

PelleHne cHcTeM ITHHENHBIX YPaBHEHHH B KOJIBI[aX BEIYETOB H KOHEYHBIX ITOMSX.

JI1s BBEITIOJIHEHHMS OIEpPallHi ¢ JIIMHHBIMH YHCJIAaMH HCIIOIb30BaHa OHOmmoreka NTL.
Beibop 0azoBoit OHOMHOTEKH, OOYCIOBIEHHBIH €€ (YHKIIHOHAJIPHOCTBIO, CKOPOCTBIO,
KOMITaKTHQCTRIEO T(%%:%%ﬁﬂmﬁ KOJ 3aHHMacT 4yTh Oonee 600 Kimo0aMT) H IePeHOCHMOCTBIO,
TTO3BOIIHAEKTFOHVYHTEIIMBEKTHBHEIE  PeajlM3allii  IIePEYHCIEHHBIX TEOPETHKO-YHCIIOBBIX
VPRATOPHIMOB. B “HacToameil paboTe MpI He OyZeM IPHBOMUTH IIOIHOE CpaBHeHHE OHOIHMOTEKH
KOHCTPYKTOP ¢ aHaloramm, 3aMeTHM JIHIIb, YTO eCIH Ha DeIlleHHe 3aJaul JHCKPETHOTO

~ JIorapH(pMHPOBAHMS Pa3MEPHOCTBIO 55 OHT € HCIIONB30BAHHEM CHCTEMBL Maple yXoauT mmopsaaka

29



8 Yacop, TO paspadoraHHBEIN IporpaMMHbeIH Kominiekec KPHIITO moseomsger 3a 10 MuHYT
BEIYHCIIHTE JHCKPETHBIH JIOTapH(M B I10JIe pa3pSTHOCThIO0 80 OHT (HMCIIBITAaHHS IPOBOJHIHCH Ha
KOMITBIOTEPE CO CIEeAYIOIIHMH armapaTHBIMH XapaKTe pHCTHKaMH: ITpoieccop Intel Pentium IV
3,20GHz, O3V 1I'0).

PacueT a(p(peKTHBHOCTH KaITHTaJIbHBIX BJIOKEHHH B HCITOIBE30BAaHHE KPHITTOrpadHIe CKIX
CPEJZICTB

OILIeHKH BEPOSTHOCTH B3JIOMAa KPHIITOCHCTEMBI 3a OIIPeJelIeHHBIH IIEPHOI ITO3BOJISIOT
OIpedelNTh coKpalneHne pHcka HCJ] K JaHHBIM OT HCIIOIB30BAHHS KPHITTOCHCTEMEI,
HaIlpuMep, 3a 1-i roxg - Ha 95%, 3a 2-n rox - Ha 70%, 3a 3-# rox - Ha 35%. [Ipu HamyrmM
JTOCTOBEPHEIX OIIEHOK 0OBbeMa IOTeph OT PealH3allHH YIrPo3 HapyIleHHSI KOH(PHIEHIHATIFHOCTH,
I[ETIOCTHOCTH MJIM JOCTYIIHOCTH 3alllMIlacMbIX TaHHBIX MOKHO ITOIYYHTh MaTeMaTHYeCKHe
OKHJAHHS TI0TEPh H HCIIONB30BaTh HX I oIpeAeneHHSI 3 (PeKTHBHOCTH KPHIITOCHCTEMEI C
SKOHOMHYECKHX TTO3HIIHH.

AHam3 CYIIECTBYIOIIHX ITOAX0I0B

B HacTosmee BpeMsS HET E€AQHHBIX CTaHJapTOB, IIO3BOJLTIOINMX OIeHHTE CK3M C
SKOHOMHYECKHX TIIO3HIMI, II03TOMY II000H M3 pa3paldoTaHHBIX METOJOB 3aciIyKHBAET
OTJEIIbHOI'O PACCMOTPEHHS C BBISBIEHHEM Er0 ITOIIOKHTEIBHBEIX H OTPHIATEIIBHEIX CTOPOH, a
TaKJKe CPAaBHEHMS €ro C APYTHMH ITPeJCTaBHTEIISMH 3TOro Kiaacca. B 1abm. 7.2 IpeacTaBiIeHBI
pe3yiIbTaThbl CPAaBHHUTEILHOIO aHalIH3a METOJOB OIEHKH »(P(EeKTHBHOCTH HHBECTHIHH B
cpeacTtBa obecrieueHus Mb. Ha ocHoBaHIHN pe3yiIbTaToB OB CHASIIAH BREIBO, YTO OINTHMAIILHBEIM
SBIIETCS METOJ JHCKOHTHPOBAHMS JcHEKHBIX IIOTOKOB |[7.42], IO3BOISIONQMI ITOTYYHTH
HanOoJlee ITOMTHOE IIPeACTaBIIeHHE O Ieecoo0pasHOCTH KaIlMTAIbHBIX BIIOKEHHH, XOTS H
TPeOVIOIIHI MHOI'O BpeMEHH H YCIJIMI Ha pacyeT SKOHOMHYECKHX ITOKa3aTelIei.

MeToanka JHCKOHTHPOBAHHS JeHEKHBIX IIOTOKOB IIPH OIeHKE 3((]eKTHBHOCTH
HHBecTHIMI B CK3U

OmnpenenrM JeHeKHBIE IIOTOKH, CBSI3aHHBIE ¢ HCITOnb30BaHHeM CK3MU, 3a nepnop ! (Tme
t=0,1,2.... T - mepuomsl, T - TOPH30HT pacyeTa).
p U o
Profit;

HCITONIb30BAHMA H yInepOa Loss or HCJ] B TeuyeHHMe yKa3aHHOIO ITPOMEKYTKa BpeMeHH t.

C s3anmmaeMoH HH(l)GpMElL[HEﬁ CBA34aHBI 3HAQYUCHHA A0XOJ4 ce

¥
3aTpaThl C'o St Ha IIPpHOOpPEeTeHHe, YCTAaHOBKY H »sKcruryatanuro CK3M mMoryr ObvITEH
OIpPelielIEeHBl O4YeHh TOYHO. IIyCTh pesyinbTaThl OIEHKH CIIOCOOHOCTH KPHIITOCHCTEMBI
IIPOTHBOCTOSATH aTakaM IIOKasalM, 4YTO B t-M IepHOAE 3TOYMBOIUIEHHHK ITOTYYHT JOCTVYII K

F
, CBSI3aHHOI'O C HCITOIB30BaHHEM olleHHBaeMoil CK3U, BerumcigeTcs mo popMyie:
Hy = —Closty + Profit; = (1 — F) — Loss; % F,
i = 05ly + FTrofit; * | 3 088 * I
Ha oCHOBaHHH 3THX JAaHHBIX O ITPHTOKAX M OTTOKAaX JeHEXHBIX CPEIACTB BBIUHCIISIOTCS

@IH—IHHCDED-BKDHDM[‘IEGI{HE ITOKA34TCII BtbthI{TI[BHGGTH HHBECTHITHH B KPHIITOCHCTEMY H
ACIIAOTCAH BEIBOJBI O €€ COOTBCTCTBHI HGTPE@HGCTHI%I OpPraHH34IlHH.

3all[HI[aeMOH IMd)GpM&LHIII C BCPOATHOCTBIO . Torga MareMaTHUecKoe OXHIaHHE IOXOIa
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Tabnmuya 7.2. CpaBHUTENLHBLIM aHAaNM3 METOA0B OUeHKM 3pPEKTUBHOCTU MHBECTULIMW B CpeaCcTBa
obecneyeHusa Mb

MeToaWKa OUEeHKH [lpenMyLLecTBa HepocTaTku
KoadpduumeHT BO3BpaTa [loKazaTenb, NOHATHLIN GUHAHCUCTAM. OTcyTCTBME AOCTOBEPHbIX
WHBECTULMM MEeTOA4O0B pacyeTa B
OOKYMEHT NoarincCAH " AL
3NEKTPOHHOW MOANUCHIO obnactn UT. "CratnyHbIM

rmchukat: 2C0000043ESABBBS52205E7BAS00060000043E MoKaszartesb.
1 neLl |

-

_ "
LebD3ayxoBa iITbHAHA AJIeKCaHOpoOBHA
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CDEDH“{I’IHEH CTOMMOCTb [lozBonser OUEHUTE LI,EJ'IECDDﬁpEEHDCTI: He YYHUTEIBAET KA4YECTEO

BNaJeHUS peannsauum NpoeKTa Ha OCHOBaHUM cucTeMbl be3onacHoCTw.
OLleHKM ToNbKO 3aTpart. [lpegnonaraer "CTaTM4HbIM MOKasaTesb.
OLLeHKY 3aTpaT Ha pa3/IM4HbIX 3Tanax [lokazatenb, cneynduyHbIN
BCEro *XM3HEeHHOro LMK/I1a CUCTEMBI. ona NT.
[INCKOHTMPOBaHHbIE [loKa3aTreb, MOHATHLIN GUHAHCUCTaM. C/IOXKHOCTb pacyeTa.
nokasarenm Y4uTbIBaAET 3aBUCMMOCTB MOTOKA
3P PEKTMBHOCTH NEeHeXHbIX CpeiCTB OT BpeMEHM.
MHBECTULUM Y4uTbIBaET BCE MOTOKU AEHEXHbIX
CpeCTB, CBA3aHHbIE C peanu3aluen
NnpoekKTa.

Kpatkue nHroru

BEITIOJIHEH aHaIM3 CVYINECTBYIOIMMX METOJOB H CPEICTB OIEHKH KPHIITOCHCTEM,
ITOKa3aHbl HX HefocTaTKH. OIMMcaHbl ATallbl KOMIDIEKCHOTO ITpoliecca OIeHKH 3(P()eKTHBHOCTH
KpHIITOrpapHYECKHX  CpeAcTB. PaccMOTpeHbI  MHOTOKPHIEPHAIIBHBIE  KIIacCHPHKAITHH
KPHUIITOCHCTEM, aTaK M 3JIOYMEBIIIJIEHHHKOB, IIOJIOKEHHEIE B OCHOBY HX IIapaMeTpPHYECKHX
MoJieneil. OrmicaHa MaTeMaTHYecKas MOJIENIFYTpo3 0e30ITaCHOCTH HH(pOPMAIHOHHBEIX PECYPCOB,
SAIUIIEHHBIX ¢ HcImonb3oBaHHeEM CK3HM. IIpoeefeH CpaBHHTENBHBIN AHAIH3 ITPOrPAMMHBIX
CPeJCTB, ITO3BONISIONIMX pellaTh 3aJadHd KPHIITOaHAaIH3a aCHMMETPHYHBIX IMH(PPOB, ITOKa3aHBI
HX IPEUMYINECTBA M HeJOCTAaTKH. lIloKazaHBI IIpeHMMYINECTBA M HEeIJOCTAaTKH CVYIIECTBYIOIIHX
MeTOJIOB OOOCHOBAHHS HHBECTHIMI B cpejicTBa obecrieueHHsa UB. BrigeneH Habop (pHHAHCOBO-
SKOHOMHYECKHX ITOKazaTeIeH I oleHKH 3 @pekTHBHOCTH CK3U ¢ sKOHOMHYECKHX TTO3HITHH.
[IpenmoxeHa MeTOAHKA JHCKOHTHPOBAHHS JeHEeXHBIX ITOTOKOB IIPH OlleHKe 3((PeKTHBHOCTH
HHBeCTHIHHI B CK3M.

OOopyxoBaHne H MATEPHAJIbI

[Iporpanmmbie cpexpctBa: Microsoft Office - No61541869, Microsoft Windows 7
[IpodpeccnonampHasg - Ne61541869

AyIUTOpHA IS IPOBeIeHHS IMpaKTH4e CKHX padoT. IlepcoHambHbBIH KoMITbIOTED (12 11T.)
B cOope B coctaBe AM3 X2 250/4096MB/500Gb/DVDRW/450W, MonuTop 0T KomMImbroTepa (1
mT.) B cOope B cocraBe Intel Pentium g620/2gb/500gb/dvdRW/hd5550 (cTonut Ha KoMITbIOTEpE
12102), SxpaH ScreenMedia Goldview 244*183 MW 4/3 (1 mr.), IIpoektop NEC NP405 (1

ITIT. )
VKka3aHud 110 TeXHHKe 0e30IacHOCTH

[Teper HayamoM paboOTHI CIEAyeT YOeIHUThCS B HCIIPABHOCTH SIEKTPOITPOBOIKH,
BBIKIIIOUATENE, IITENCENbHBIX PO3ETOK, IPH IOMOIINH KOTOPHIX OOOpPYNOBAHHE BKIFOYAETCS B
CETb, HAIIMYHH 3a3eMIEHHSI KOMIIBIOTEDPA, Er0 PaGOTOCIIOCOOHOCTH.

TNt CHIDKEHMS IIH IIPefOTBPAIlEHHS BIHSHHMS OIIACHBIX H BPEIHBIX (PaKTOPOB
HeOOXOMHMO COOMIOAaTh CAaHHTApPHBIE IIPABHIIA M HOPMBI, THTHEHHYECKHe TPeOOBaHHMI K
TIEPCOHAITLHBIM 3IIEKTPOHHO-BHIYHCIIHTELHBIM MAIIIFHAM.

Bo wm30exaHHe ITOBPEKAEHHSI H3OIMSIHH IIPOBOLOB H BO3HHKHOBEHHSI KOPOTKHX
3aMBIKAHHIL He PAPeIacTcsl BelIaTh YTO-IHG0 Ha MPOBOJA, 3aKPAIINBATH I GEINTh IIHYPHI H
IIPOBO A BAICTAHBIBAIN TPOBOLA H IIHYPHI 3a Ia30BbIE H BOJOIIPOBOAHBLIE TPYOBI, 3a GaTapeH

S TOmITT B HOT eMbI, “BRINEPITBAaTh INTEIICENBHYIO BIIKY M3 PO3ETKH 3a INHYP, YCHIIHE

Bnapeneuy; ebayxoBea TaTkAHa AneKcaHapbeHa

IIOIIKHO OBITH ITPHIIOMKEHO K KOPITYCY BHIIKIL.
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JIIsT MCKITFOUEHH S TIOPAKEHIS STEKTPHYECKIM TOKOM 3aIlpelfacTcsa. 4acTO BKIFOYATh M
BEIKITIOYATh KOMITBIOTEP Oe3 HeOOXOAHMOCTH, IIPHKACAaThCd K SKpPaHY H K TBIIIBHOH CTOPOHE
OIIOKOB KOMIIbIOTEpa, paboTaTh Ha CPeJCTBaX BBIYHCIHTEILHOH TEXHHKH H IlepH()epHITHOM
O00pYHOBAaHHMH MOKPBIMH PYKaMH, paldoraTh Ha CPEeICTBaX BBIYHCIHTEILHOH TEXHHKH H
nepHepHHHOM OOOpPYIOBAaHHH, HMEIOIIMX HApPYIIEHHS ILEIOCTHOCTH KOPITyCa, HapYIIEHHS
H30MIAIMH TPOBOJAOB, HEHCIIPABHYIO HMHAMKAI[MIO BKIIOUEHHS IMHTAaHHSI, C IIPH3HaKaMI
AIEKTPHYECKOTO HAITPSKEHHS Ha KOPITyCe, KIIaCTh Ha CPEJCTBA BBIYHCIHTEIIPHOH TEXHHKH H
nepH(pepHHHOM 000PYJ0BaHHH ITOCTOPOHHHE ITPeIMETHI.

3arpemaercsa  IMOA  HalpsDKEHHMEM — OYMINATh  OT  IBIIM M 3aUPSI3HEHHS
AIEKTPOOOOPYIOBaHIE.

Bo  m3bexaHHe — IOpakeHHMSI  SIEeKTPHUYECKHM  TOKOM, TIPH  IIOJIb30BaHMI
BIEKTPOIPHOOPAMH HENb3S KacaThCS OMHOBPEMEHHO KaKHX-THOO TpyOOIpoBOAOB, OaTapeH
OTOIUIEHH S, METAIUIHYE CKHX KOHCTPYKIIHIL, COeQHHEHHBIX C 3EMIIEH.

Ilociie oxoH4yaHHS PAadbOTEI HEOOXOAHMO OOECTOUYHTH BCE CPEACTBA BBIYMCIIHTEIILHOH
TEXHHKH H IlepudepHiiHOe 00OpyZoBaHHe. B ciy4yae HelpephIBHOIO Y4eOHOro IIpoIlecca
HeOOXOIHMMO OCTaBHTh BKIIFOUEHHBIMH TOJIBKO HEOOXOAHMOE 000pYIOBaHIE.

3aaaHuga npaKkTHYeCcKoi padoThl 3

1. U3yumTh npeairaraeMeli TEOPETHYECKHI MaTepHal.

2. OlleHHTh, HSKOHOMHYeCKHIT 53(QeKT IpHMEHEeHHS HHCTPYMEHTOB II€PCOHAIbHOM
KHOepOe30ImacHOCTH.  PaccMOTpeTh  3all[UTy IIEPCOHAIBHOIO KOMIIbIOTEpPa, HOYTOYKa H
cMapT(oHa

3. CocTraBHTH TaOIHIYY CPAaBHHTEIFHOIO aHAIIM3a SKOHOMHYECKOr o 3¢ (peKra ImpHMeHEeHHS
HHCTPYMEHTOB IIEPCOHAILHOH KiOepOe3onacHOCTH. OIIEHHTh COOTHOINEHHE I[eHa/KaueCTBO.

4. OpopMHTE OTYET MO NpakTHYecKoH padote. IIpeacTaBHTh OTYET IO IMPAKTHYECKOH
pabore I 3aIHTEL

BapunaHnTsl HHAHRBHAY AJILHBIX 33JaHHH

B COOTBETCTBHH C ITOJIYVHCHHBIM 34 dHIICM G(bﬂphﬂ[pﬂEﬂTL PEHICHHE H JdaTb €I'0 OITHCAHHC

CO CKPHHIIIOTAMH BEITIOTHEHHBIX JEHCTBHI.
OLEeHNTh 5SKOHOMHYECKHH d(PQeKT TIpPHMEHEHHS HHCTPYMEHTOB IIEPCOHAIbHOH

KHOepOe30ImacHOCTH. PaccMOTpeTh 3alfHTy IIEPCOHAJIBHOIO KOMIIBIOTEpPA, HOYTOyKa H
cMapTdoHa B Tabmiie 1 nmpuBeeHBI BHILI CTAHKOB € ITapaMeTPaMH.

Tabmmia 3.1 - IlepeyeHp OOBEKTOB 3aIIHTEI

No  [OGBEKT 3aIlUTH OO0mnacTh 3aIlHTHI
1 \(CTYIEHT YHHBEPCHTETA HoyrOyk, cmapToH, cpelcTBa
CBSI3H
2 [T-criermiaymict  Ha  yaaneHHOMI IepCOHaAIBHEIN KOMITBIOTED,
TOCTVYIIE HOYTOYK, CMapT(oH, CpelcTBa)
CBSI3H
3 MopgepaTtop  HH(OpMaIfHOHHOT Ol [epcoHaIbHBII KOMIILIOTED,
pecypca HOYTOYK, CMapT(OH, CpelcTBa)
CBSI3H
4 (Crin4u-panrep HoyrOyk, cMapToH, CcpelIcTBa
CBSI3H
5 brorep HoyrOyk, cMapTQoOH, cpeacIBal
ST{EKTPOHION NOIACAIO CBA3H
Ceptudbmkar:  2C0000063E9ABSHI R ONTERBEIO060000043E Hg}qﬁ}q{j GM&pT(l) OH, CPEICTBA
Bnaneneu: llleGayxqea TatenaHa AnexkcaHgpoBHa CRSI3H
7 MeHemkep CcpeJHero 3BeHa HalllepCoOHaIbHEIN KOMIILIOTED,
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YVIAIIEHHOM JOCTVIIE HOYTOYK, CMapT(oH, cpeAcTBa
CBSI3IH

8 (CIieraIicT I10 aHamizy JaHHBIX| lepCOHANMbHEIH KOMITBIOTED,

Ha yIaJleHHOM JIOCTVIIE HOYTOYK, cMapT(oH, cpeAcTBa
CBSI3H

9 PaspaboTunk CanTOB Hall lepcOHATLHEII KOMIILIOTED,

YVIAIIEHHOM JOCTVIIE HOYTOYK, CMapT(oH, cpeAcTBa
CBSI3H

10 [[Iporpammmict Ha  yaajaeHHOM lepCOHaNMBbHEBIN KOMITBIOTED,

ITOCTVIIE HOYTOYK, cMapT(oH, cpeAcTBa
CBSI3H

Cﬂ,[[EpHQﬂHHE oTHETAa

[To BemomHeHHOI paboTe cocTaBiIgeTcsa OTUeT. OTYEeT BBINNONHSIETCS B 3JIeKTPOHHOM
BHJIie. I10 BRIITOTHEHHOMY OTYETY ITPOBOIHTCS 3aIlHTa ITPaKTHUYECKOH padoTHI.

OTyeT II0 MpaKTHYeCKOH padoTe JOMKEH COCTOATh H3 CIEAVIOIMX CIPYKTYPHBIX
NIIEMEHTOB:

- THTYIIBHBII JTHCT,

- BBOJHAS YacTh,

- OCHOBHA4 4acTh (OmHcaHHe padoTHI);

- 3aKITFOYeHHE (BBIBOJIBI).

BBogHAasg yacTh oTUeTa JOMKHA BKIHOYATh ITYHKTHI:

- YCIIOBHE 3ajiayH;

- TIOPSIJIOK BBITITOITHEHHS.

- IIpOrpaMMHO-aIIapaTHbIe CPeJiCTBa, HCITOIb3YeMEBIe IIPH BRIITOTHEHHH PaOOTHI.

3armmTa oTyeTa IT0 IMpaKTHYeCKO paboTe 3aKmovaeTcs B IIpeAbIBICHHH ITPEIIofaBaTelIro
MTOITYYeHHBIX Pel3ylIbTAaTOB B BHJE (paiilla M JeMOHCTPAI[HH ITOTYYeHHBIX HABBIKOB ITPH OTBeTax
Ha BOIIPOCHI IIPeIolaBaTells.

Ko HTPOJIbHbBIEC BOIIPOCHI

1. O1ieHKa CpeCTB KPHIITO3AIIHTEI.

2. DKOHOMHYECKOE  OOOCHOBAaHHE  pPacXoJOB Ha  OOecleueHHe  IIEPCOHAIbHOH
KHOepOe30ImacHOCTH.

3. OOOCHOBAaHHBIH  BBEIOOp MeEp H  CPeAcTB  OOECIleYeHHS  IIePCOHAILHOH
KHOepOe30IaCHOCTH.

4. llpemmyIiecTea 1 HEJOCTATKH CYINECTBYIOIHX METOJ0B OOOCHOBAHHS HHBECTHI[HH B
CpelcTBa 00EeCIIEYEHHS IIEPCOHAIILHON KHOEPOEe30IaCHOCTH.

CHHCOK JIMTEPATYPhI, PEKOMEHIYEMbIH K HCI0/Ib30BAHIIO 10 JAHHOH TeMe
IlepedeHb OCHOBHOM JIMTEPATYPhI
1. Iletperko B.M. 3anmira IlepCOHAIBHBIX JAaHHBIX B HH(POPMAIMOHHBIX CHCTEMAax
| OnekTpoHHEBIHN pecypc]|: yueGHoe mocodne / B.M. IleTpeHKko. — DIeKTPOH. TEKCTOBBIE JaHHEBIE.
— Crappornonb: CeBepo-Kapkazckiii (emepambHbeIil yHHBepcHTeT, 2016, — 201 ¢. — 2227-
8397. — Pexum goctyma: http://www iprbookshop.rw/66023 html.
2. MakapoB A.M. OpraHm3zaiiis 3amHThl ITIePCOHATbHBIX JaHHBIX [ OIeKTPOHHEIH pecypc]
nabopaTopHelii ITpakTHKYM / A.M. Makapo, W.B. Kammbepma, K.O. BoHmapeHKO. —
ONEKTPOH. TEKCTOBEIE ,[[ELHHLIE — Craspomnonmb:  CeBepo-KaBkasckiii  (pefepaabHBIH
YHHBEPCHTET, 2015. — C. —  2227-8397. —  PexmmM  pgocryra:
hitp://wwg RS s 2971 html
Ceprudmkar:  2coldepeells AOH0 AHHTEABHGN JHTEPATYPhIL:
snanened: e X RPN T R°*O6ecieye HHe Ge30IIACHOCTH TTEPCOHAIBHBIX JAHHBIX [DIeKTPOHHBIT

pecype] / JI.A. CkpHITHHK. — OJeKTPOH. TeKCTOBEIe JaHHBIe. — M. : HTepHET-YHHBEPCHTET
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HMupopmarmmonnex Texuomormi (MHTYHUT), 2016, — 121 c¢. — 2227-8397. — PexmmM
nocryra: http://www.iprbookshop.ru/52153 html.

2. Capenmper A.M. HayuHO-IIpaKTHYE CKHI ITOCTATEHHEBIN KOMMeEHTapHH K DeepalbHOMY
3aKOHY «O NepcOHAILHBIX JaHHBIX» |OnmekTpoHHBIH pecypce| / A.M. CaBembeB. — DOJIeKTpPOH.

TeKCTOBBIE JaHHbIe. — M.: Craryrt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexumM gocryma:
http://www 1prbookshop.n/65895 html.

IIpakTHyeckan padora 4. HHCTpYMeHTBI OPraHM3aniM NepcoHAJIbHON KHOep0e30MacHOCTH

Ilenab padorbrl: HayuyHnThCcsS HCIIONB30BaTh HHCTPYMEHTHI OpPraHH3aI[MH IIEPCOHAIBbHOM
KHOepOe30ITacHOCTH.

TED])ETH‘IE CKaH TaACTb

HHCTpYMEHTHI OPraHH3aANNH IIEPCOHAIbHOH KHOep0e30macHoCTH

KpHITTOanTrOpHTMEI ¢ CEKPETHBRIM KITFOUOM

HMpues, nexamasa B oCHOBe OOJIBIIMHCTBA HTEPAIHOHHBIX OIOYHBIX IMH(POB, COCTOHT B
ITOCTPOEHHH KPHITTOIPa()HYeCKH CTOHMKOH CHCTEMBI ITyTEM IIOCIIEJOBATEIIFHOIO ITPHMEHEHHS
OTHOCHTEIIbHO IIPOCTBIX KpHIITOrpapHYecKHX ITpeoOpa3oBaHHil. [IpHHI[HIT MHOrOpa3oBOro
IH(QPOBaHHSA C IIOMOINBIO IIPOCTHIX KpHITTOrpa)HYeCKHX ITpeoOpa3oBaHHH OBLI BIIEPBBIE
npegnoxkeH IlleHHoHOM B pabore [5.1]: OH HCIOIMB30Bal ¢ STOH IENIbIO ITPeo0pa30BaHHSA
IIEPECTAHOBKH M IIOJACTAHOBKH. llepBoe M3 3THX ImpeoOpa3oBaHHH IEPECTABISLET OTJEIbHBIE
CHMBOIIBI ITpe0o0pa3yeMOoro HH(}OPMAI[HOHHOIO OJIOKa, a BTOPOE - 3aMeHSIeT KaKIbIH CHMBOII
(WIH TPYINIy CHMBOJIOB) H3 IPeo0pa3yeMoro HH(pOpMAIlHOHHOIO OIIOKa APYTHM CHMBOJIOM H3
TOTO ke al(aBHTa (COOTBETCTBEHHO TPYIIIOH CHMBOJIOB TOrO K& pasMepa H H3 TOTO XKe
allpaBUTa). Y3IIBI, PEaIM3YIOIHe 5TH IIpeo0pa3oBaHHS, HA3BIBAIOTCS, COOTBETCTBEHHO, P-
omokamu ( P-box, permutation box ) u S-6mokam ( S-box, substitution box ).

B 1973-74 rr. HammonampHOe Bropo CranmaproB CIIIA ( NBS ) omyGmuxoBano
TOKYMEHTHI, COIepsKalHe TPpeOOBaHHS K KPHIITOIPaHYEeCKOMY aITOPHTMY, KOTOPBIH MOI OBI
ObITh ITPHHST B KayecTBe CTaHAapTa IMH(POBaHHSI JAaHHBIX B IOCYJapCTBEHHBIX H YaCTHBIX
yupexaeHusax. B 1976 r. B KauecTBe TaKOBOrO CcTaHjaapTa OB VIBEPXKIEH aJITOPHTM,
pa3pabotaHHbeIi (upmoil IBM. B 1977 r. 3T0T craHmapT ORI OQHIMAIbHO OITyOIHKOBAaH H
BCTYIDII B CHITY KaK (pefepambHbIi cTaHgapTr CIITA gng nmdgpoBaHng JaHHBIX - Data Encryption
Standard nm cokpamienno DES [5.2].

B camoMm cxematmuHoM BHAe DES mpencrasnsger coOor 10-IMKIOBOH HTepaI{iiOHHEBIH
Oomounsrii nH@p. DES padoraer ¢ OnokaMH JaHHBIX Pa3psSIHOCTBIO 64 OHTa ¢ HIIOIb30BaHHEM
S50-paspsagHoro kmrova. lIpuMeHseMsie Ipeodpa3oBaHIs - ITOPA3PSAIHOE CIOKEHHE 110 MOJIVIIFO
IIBa, TTOACTAHOBKH H IEPECTAHOBKH. AJTOPUTM BRIPAOOTKH 48-OHTOBBIX IHMKIOBBRIX KIFOUEH U3
56-0HTOBOI0O KIIrOYa CHCTEMBI H P Ipeo0pa3oBaHMIl CIIYKAT I 00ecrieYe HHS HeOOXOMHMOr O
NepeMelIHBaHHI H pacceHBaHHS IepepadaThIBaeMOH HH(QOPMAIHH, OJHAKO ITpH aHamm3e DES
Yalle BCETO HIPAXOT HE CAMYIO CYIIECTBEHHYIO POJIb.

B 1999 r. Ha xoH(epeHIMH, opraHm3oBaHHOH RSA, xommanmg Electromc Frontier
Foundation B3nmomana xkmou DES mMenee yem 3a 24 yaca. OgHol u3 3aMeH DES, momydmBiei
IMHPOKOe PpacIpocTpaHeHHe, cran aqropuTM Tnple DES. B stom ciaydae amroputm DES
BEITIOJHSAETCS TPHIKIBI, TIPH 3TOM HCITIOJIB3VIOTCA 3 KIIFO4Ya, KaXKIbIH H3 KOTOPBIX COCTOHT U3 S0
OHTOB (YTO, IO CYTH, COOTBETCTIBYET HCIIOIL30BaHHIO 108-OHMTHOro KiIro4da). TeM He MeHee,
KPHIITOAHAIIUTHKH OOHAPYKHIIM CITOCO0, ITO3BONSIOIIMI CHelaTh aTakKy IpsAMOro Iepedopa

SKBHBAJICHIMOPEHATIRE ¢y 1 08-OHTOBBIH KIIHOY. BTOpOH IpoOIIeMOH SBIISIETCS 3HAYHTEIIFHOE
SNEKTPOHHOW TOAMNIC

b
ccpmqﬁ%ﬁﬂ}@@&%ﬁmﬁﬁéﬁﬁﬁﬁiﬁlﬁw H pacImM(ppOBaHHS JaAHHBIX.
Branenew:  WetR oo e HACFPOGAEMBL C JIMHON KIIIOYa U IPOH3BOJUTEIIBHOCTBIO, IIPOSBHBIIHECS B

Trple DES, mHorme Kpumrorpadsl H KOMIIAHHH pa3padoTalH HOBBIE OIIOYHBIE IIMH(PHL.
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Hamnbonee momynspHBEIMH ITpeIokeHHIMH cTaaH almopHTMeI RC2 u RCS [5.3] xoprnopaipm
RSA Data Secunty, IDEA [5.5] xommmanmm Ascom, Cast [5.4] xommanmm Entrust, Safer [5.6]
komiraHiH Cylink u Blowfish [5.7] kommanmmm Counterpane Systems. KommMepdeckue
arbTepHATHBEL DES IOMyYHIIHM OImpeelIeHHOe PacIipOCTpaHe e, HO HH OJIHA H3 HHUX HE cTajla
CTaHZAPTOM.

B 1997 r. HarmoHambHBIH HHCTHTYT cTaHAapToB H TexHomorui CIITA ( NIST ) oOpsaBuI
O Hayajle IIPOrpaMMbI IO IIPHHATHIO HOBOTO CTaHJapTa KpHITOrpa(pHYeCKOH 3amuThl. B
okTs0pe 2000 r. xoHkypc 3aBepnmicsa. IloGemurenem Obin mpusHaH mugp Rijndael [5.8],
pa3paboTaHHBIHN Oenbruinamu J[. JlefimeHoM H B. Paitmenom. AmroputM Rijndael ctam ocHoBOIH
VIS HOBOrO aMepHkaHcKoro craHgapra AES (Advanced Encryption Standard), kotopsrit B 2001
r. mpumen Ha cMeHy DES m Triple DES u gefictByeT M mo celi JeHb. Rijndael - sT1o0
HTePallHOHHBIH OIOYHBIH (P, HMEIOINHI apxHTeKTypy "KBampar". OH OBICTpHIH, IIPOCTOH,
3aIl[HINEHHBIH, YHHBEPCAJIbHBIH H XOPOIIO ITOJXOMNT JJIS pealH3allii Ha cMapT-KapTaxX. Inudp
HMEET IIEPEMEHHYIO IIHH Y OJIOKOB H paslIMyHbIe JIMHEI KIIIOUeH. J[IMHa KiIroya o JjmHa Olnoka
MOI'YT OBITH PaBHBI HE3aBHCHMO ApYr or apyra 128, 192 wm 256 O6uram. B cranmapre AES
onpejielieHa JUIMHA Onoka, paBHasg 128 Owmram. Illudgp AES xapakTepuzyeTcsS XoOpolei
YCTOHYHBOCTBIO TI0 OTHOIIEHHIO K aTakaM IT0 MOIIHOCTH M IO BpeMeHH. MIMeHHO 3TOT mmmdp
PEKOMEHIYET HCITOIb30BaTh Microsoft A1 cHMMeTpHYHOrO MIH(pPOBAHH L.

OTedyeCcTBEHHBIN CTaHAApT IMH(QPOBAHHS HOCHT O(QHIHaIbHOe Ha3BaHHe "AJTOPHTM
KprIiTorpadguueckoro mnpeodpazopaHud ['OCT 28147-89" [5.10]. Kak saBcTByeT H3 ero HOMepa,
crangapT OwlI mMpHHAT B CCCP B 1989 1. Ecnn oxapakreprsoBathk anropurm 'OCT B camom
o0mieM BHJle, TO OH SBISeTcS OJOYHBIM IIH(POM, ITOCTPOeHHEIM IT0 cxXeMe Defictens ¢ 32
IIMKIaMH M ppoBaHus. JImiHa HH(QOPMAIHOHHOr 0 O10Ka - 64 GHTa, JJIHHA KIfoda - 256 OHT.

OCHOBHBIE OTIIHYHS aJICOPHTMa FQSCT OT ElJ]II‘GpIITMEl [SES - B CTPOEHHH (DYHKIIHH,

7 14 il Fr ¥
KOTOpas OCVIIECTBIISIET OTOOpa’keHHE Z '.}"} X 4 '.]h —+ 4 '.’"j:, H alrOpHTMe BHIPaOOTKH
IMKIIOBBIX KIIrOUeil. 1 B TOM M B APYrOM ciIydae IIpeoOpa3zoBaHIs, HCIIOIB3YEMBIE B alll OPHTME
['OCT, mpome 19 OporpaMMHOH peanmzaiii. HMccrnemoBanus [5.9] mokaspIBarOT, YTO
POCCHIICKHH CTaHAApPT HE YCTYIIAET 110 CTOHKOCTH aMepHKaHCKOMY AES.

OCHOBHasA HJesS IIOTOYHOIO IMH(QPOBAaHHSI COCTOHT B TOM, YTO KaXABIH H3
IIOCIIEIOBATEIIPHRIX 3HAKOB OTKPEITOIO TEKCTa ITOABEPracTCs CBOEMY IIpeoOpa3opaHIIO. B
HIeajle pasHble 3HAKH OTKPHITOrO TeKCTa ITOABEPraroTcsa pasHBIM Ipeo0Opa3oBaHHSM, T.€.
ITpe0o0pazoBaHHE, KOTOPOMY IIOABEPrarOTCs 3HAKH OTKPBITOTO TEKCTA, JOIDKHO H3MEHSATHCH C
KaKIbIM CIIEAYIOIIMM MOMEHTOM BpeMeHH. Pearmmsyercs 3Ta HAesd CIeAVIOIMM 00pa3zoM.

HekoTopeIM croco0oM IOIMy4YaeTcsl ITOCIeOBaTelIbHOCTh 3HAKOB h Ly ‘I'f """ Ha3bIBaeMasd
KITFOYeBBIM ITOTOKOM ( keystream ) mm Oerymrrm knrouoM ( runmng key, RK ). 3aTeM KaXapIi

3HaK i OTKPEITOI'O TEKCTa ITOABEPraceTcsa o0paTHMOMY IIPeo0pa3sOBaHUIO, 3aBHCAIIEMY OT '["J -
COOTBETCTBYIOIIETO 3HAKA KIIFOUEBOI'O ITOTOKA.

[ToTouHble IMQPHI MTOYTH Bcerjga padoraroT ObIcTpee H OOBIYHO TPeOYIOT AN CBOEH
pealH3ali Topa3f0 MeHBIIe IIPOrpaMMHOIO Koja, 4eM OjouHble HomH(pel. Hanbomee
HM3BECTHBIH IMOTOYHEIN InH(p OmIn pazpaboranH P. Pmectom;, 510 mmidpp RC4, xoTopwrt
XapaKTe pH3YETCS IIEPEMEHHBIM pa3sMEPOM KIIroua M OaiT-OpHEHTHPOBAaHHBIMH OIleparpisaiMi. Ha
ofHH OalT TpeOyeTcsd oT 8 A0 16 meHCTBHIL, ITporpaMMHAas peaaH3alfHsd IMH(Pa BEITOIHIETCS
O4YeHb OBICTPO. He3aBHCHMEIE aHAIMTHKH HCCIEAOBAIH ITH(P, H OH CYHTAECTCS 3allHINESHHEIM.
RC4 ucrnomp3yerca a1 nmmdporaHHa (aiiioB B TakHX H3IemHax, Kak RSA SecurPC. OH Takxe
MPHMEHSETCS A9 3aIUThl KOMMYHHKAI[HIL, HaIlpHMEp, A IM(POBAHHMSI IIOTOKA JAaHHEIX B
HMHTEepHET-COeIMHEHH X, HCIIOb3YIOIIIX IIPOTOKOI SSL.

B useno-nmdpon, Koropele Microsoft mo TeM WIM MHBIM IIPHYHHAM HE PEKOMEHIYET
) HCHGJ]LB&%&“I‘E“_ Wdﬁﬁh&é‘f‘f&imm}m IH(GPOBAHHSL, BXOISAT CIEXYIOIIHE:

' LeDES ('. :pmmmﬂ MaJas JUIMHA KITodeil - 56 Our; ecnu B 1993 r. ataka Ha aJTOPHTM
3aHsSIa 3,5 Yyaca Ha MaIllMHE CTOMMOCTBIO $1 MIH., TO CeroJHS B3JIOM MOKHO OCYIIECTBHTH B
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peallbHOM BpeMeHH, 3DES sBisgercs Oornee 3alMINEHHBIM, HO HaJMUYHMe JIVUIIINX BapHAHTOB
JelnaeT ero HCIIOJIb30BaHHE HEOIIPABIaHHBIM);

IDEA ( International Data Encryption Standard )- Xots mmiHa kmroda (128 GHT) aBISIeTCS
nmpuemieMol, Microsoft mpoBoguT aHamormm ¢ amropHTMoM DES: kak m3BecTHO, NSA
IIOJIO3PEBAIIOCH B CO3HATEILHOM OCHabIeHHH ainropurmMa DES, 4ToOBl JIETKO ITpocMaTpPHBATh
3alrH(ppoBaHHEBIE COOOINEHHS,

RC2 u RC5 - mpyunae! HegoBepHI Microsoft k stiM nmdpam Te ke, yto K DES u IDEA.
[TockompbKy IS IIH(QPOBAHHS HCIIONB3YIOTCS "OJHOPa30BBIe OJIOKHOTHI", CIaObIM MeECTOM
MOJKET CTaTh I'eHepaTop IICEBAOCIYYAHHBIX ITOCIEeNOBATEIbHOCTEH. COBPEMEHHOH TEeHIAECHIHEN
SIBIIIETCS HCIIONb30BAHHE OIOYHBIX MIM(POB B peKHME ITOTOYHOIO MIM(pPOBaHHS (HAIIPHMED,
ITOTOYHOe IH(ppoBaHHe oOeceunBaioT pexkumbel CBF n OFB gng anroputma DES miH pexim
raMMHpoBaHHS A1 anropurma ['OCT 28147-89);

Blowfish m Twofish - xpmrroamropuTMmel, pa3paboraHHble bprocom IllHaiiepom (B.
Schneiler), yIoBIeTBOPSIOT TpeOOBaHHSAM CTOHKOCTH, HO He SIBIITIOTCA cTaHjgapTami: 1 wofish,
SIBILTFOIIHIICA Ooree mo3aHeH BepcHell Blowfish, BeImmen B puHam KoHKYpca Ha 3aMeHy DES, HO
yeTyi mmgpy Rijndael ;

CAST: HecMOTpS Ha TO, UTO AJTOPHTM IIOKa3zaja ce0sS YCTOHYMBBEIM K JIHHEHHOMY H
mu(depeHIHaTEHOMY KPHIITOAHAIIH3Y, OH HMeeT CIHIIKOM MaJIyIo JJIHHY KITtoda - 64 Oura;

['OCT 28147-89: Microsoft mojo3peBaeT CTOHKHI HIHM(pP B HaIHMYHH "HazeeK" -
"backdoors".

KpHITTOaITOPHTMEI ¢ OTKPHITEIM KIIFOUOM

B acHMMeTpHYHOH  KpHIITOrpaHH  JJIS 3alH(POBaHHSI H  PacIIH(pPOBaHHI
HCITONIB3YIOTCS  pa3lHuyHble (QPYHKIHH. CTOHKOCTh AaCHMMETPHYHBIX KPHITTOAIT OPHTMOB
OaszupyeTcsa Ha paspellMOCTH JIEKAIMX B MX OCHOBE MareMarHdecknmx ImpoOimeM. lloka He
Hal[eH ITONMMHOMHAIBHEIN AJITOPHUTM PEIeHNHS 3THX ITPOoOIIEM, MaHHBIE alIlOPHIMBI OVAYT
CTOMKH. B 3TOM 3aKimroyaeTcs OTIHYHE CHMMETPHYHOIO H ACHMMETPHYHOIO IIMH(PPOBAHH:
CTOHKOCTB IIEPBOrO SBIISIETCS HEIMOCPEACTBEHHON M HAYYHO JOKa3yeMOil, CTOMKOCThE BTOPOro -
IIPEATIONIOKNUTENIRHON. KpoMe TOro, acHMMETPHYHBIE KPHIITOAITOPHTMBEI TpeOyIOT Tropasmo
0oJlee HHTEHCHBHBIX BBIUHCIIEHHI H ITOTOMY SBJISIOTCS O0JIee MeIJIEHHBIMHU.

Hamnobomnee n3BeCTHBIE KPHIITOCHCTEMBI C OTKPBITHEIM KITFOUOM:

Proxzaunas kpunrocucreMa ( Knapsack Cryptosystem ) [5.13];

Kpunirocucrema RSA |

Kpunrocucrema Omb-1"amansg - EGCS ( El Gamal Cryptosystem );

Kpurnrocucrema, ocHOBaHHas Ha CBOMCTBaxX SIUIMITTHYeCKHX KpHBBEIX - ECCS ( Elliptic
Curve Cryptosystems ).

[IprMeHeHHEe aTOPHTMOB HIM() POBAHUS C OTKPBITHIM KIIFOYOM ITO3BOIISET:

H30aBUTHCSI OT HEOOXOAMMOCTH CEKPETHBIX KaHAlIOB CBS3H NI IIPeJBapHTEILHOIO
oOMeHa KITFoOUaMH,

CBECTH ITpoOIIEMyY B3JIOMA IH(ppa K PEIIEHHIO TPYIHOH MaTeMaTHYeCKOH 3aJadH, T.€., B
KOHEUHOM CUeTe, IIPHHIPOIHAIIPHO IIO-APYTOMY TIIOZOHMTH K OOOCHOBAHHMIO CTOHKOCTH
KPHITTOCHCTE MBI,

pelraTh CpeJcTBAMH KpHITOrpaHH 3aJadvH, OTJIHYHEIE OT IH(POBAHHI, HAIIPHMED,
3aJa4y oOecrieyeHH I FOPHANYECKOH 3HAYHMOCTH 3IEKTPOHHBIX JOKYMEHTOB.

JInsg pemeHus IIpoOIeMbl, OIMCAHHOH B IIOCIIEAHEM ITYVHKTE, ORI IIPEIOKEHBI
pa3MHuHble CXeMBbI SJeKTpoHHO-IM@ppoBoH mommicu ( OSLII ). BIII mno3Bomser
ayTeHTH(HIHPOBATh aBTOPa HH(pOPMALIHH, Tlepelarorieics B IH(POBOM BHJIe. B oIpe IelIeHHBIX
CHTYalIsIX (HaIlpHMED, B 3JeKTPOHHOH KOMMEPIIHH IIPH OCYIIECTBIIEHHH CHEIIOK IT0 KYIUIE HIH
nmponaxe) OLI1 mo ropHaHYecKOi CHIIe ITPHPaBHUBAETCSA K OOBIYHOM MOAITHCH "0oT pykH". KpoMme

T NQLUCAH
TOTO, aﬂgﬁ%ﬂ%m ITO3BOIAET YOeJHUThCSI B TOM, YTO HH(pOpMaIHg He Oblla HCKakeHa
Cepvc FEPH PIEPENAMOABSBI52205E7BA500060000043E

Pranenen: WeteoRMA AT ORI ompeiensTs TpH cIeIyIOIHX AT OPHTMA;

dJI'OPHTM ITOAITHCIH,
Nencteutened: ¢ 19.08.2022 no 19.08.2023
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aJITOPUTM IIPOBEPKH ITOMIIIHCH.
aJITOPUTM T'eHepalli KITFOUEBOH APkl IS TTOAIIHCH U €€ IIPOBEPKH,

RSA [5.14] - xpumiTorpadudeckas cHcTeMa ¢ OTKPBITBIM KIIFOUOM, OOecIieunBaroas ooa
MeXaHH3Ma 3aIll[HThl. IMH(QpPOBaHHe H IM(QPOBYIO IoAImMch. Kpurrocuctema RSA Opina
paszpabora”Ha B 1977 rogy M Ha3BaHa B 4eCTh aBTOpPOB. PoHampaa Pusecta, Axm Illammpa u
JleoHapaa AnieMaHa.

[IpunHinn e€ AOeHCTBHS B CIeQVIOINEM. bepyTcda aBa OONBIIMX CIYYAHHBIX IIPOCTHIX

I MPUOIIM3HTEIIGHO PAaBHOH Pa3psMHOCTH M BBEIYHCIDIETCS HX ITPOH3BEIEHHE
=P Barem BRIOMpaeTca 4Hciao (', B3aHMHO IIPOCTOE C  ITPOH3BEIEcHHEM

(p—1)(g—1) d=e Ymodlp—1)(g—1)

H BBIUHCIISETCS YICIIO ,
rpocrtoe ¢ 11 .

B34HMHO

Yucma € u 7 cTaHOBATCS OTKPBITEIM KIIFOUOM, YHCIIO [ - 3aKpBITREIM. UTOOBI CO31aTh
IHQPTEKCT (, OTIPaBHTENb BO3BOAUT coolmente I B ctenenp ( mo moxymro I, roe € u 1l

I' I 1
= I |
- TI0KAa3aTelH OTKPBITOrO KIIF0Ya ITOITy4aTelLs: ¢ m*(modn, .
Y00k pacim@ppoBaTh MOITYYEHHBI INHPPTEKCT (', ITOIyYaTeIb BEIYHCIAET (B CTEIIEHH

. d _
d 110 momymo T T = ¢"(modn )

Ecmi aboHeHT A XO4eT MOATBEPAHTE CBOE aBTOPCTBO COOOINEHHS, OH CHayalla I pyeT
€r0 Ha CBOEM CEKPETHOM KIIFOYEe, a IIOTOM Ha OTKPHITOM KiIroue aboHeHTa b. COOTBETCTBEHHO,
a0OHEeHT b IpHMeHSEeT K ITOIYYEHHOMY COOOIIEHHIO CBOH CEKPETHBIH KIIFOY M OTKPBITHIN KIIFOY
aOoHeHTa A YCIIeIIIHOE pacHH(pOBaHHe SBJIIETCSI rapaHTHEH TOr0, YTO OTIIPAaBHTh COOOIIEHHE
MOT TOJIPKO a0OHEHT A.

Cxema Omp-I'amamsa [5.15] ocHOBaHa Ha TPYIHOCTH BBIYHCIIEHHST JHCKPETHBIX
JIOrapH(PMOB B KOHEYHOM IIOJIe B CPaBHEHHH C JIETKOCTBIO BO3BEJEHHS B CTEIlEHbh B TOM JKe
CaMOM IIOJIE.

,HJI}I I'CHEPAIHH IIaPbl KIItoUYeH cHauvalla EBI@HP&ETCH ITPOCTOC HICIIO l{ ) I JIBa CH}*"IEIIUH{BIK
HHCJIIA, ,{Ji n L . oba HSTH 4YMCIAa MHOIKHBEI OBITH MEHBIIIE l”I . 3areM BBIYHCIISIETCS

y = g'(modp)

OTKPBITEIM KITFOUOM CTAHOBSTC S Y , Gu P n ¥ , " P moxmo cHenaTh OOIIMMM IS
TPYIOIBI ITONIB3OBaTeleil. 3aKphITBIM KIIIouoM sBIgeTca .. Teneph, 4ToOBI 3ammi(ppoBaTh

cooOmieHue 1/l | cHayama BRIOHpAETCS CIIYYaHHOE k , B3aHMHO IIPOCTOE C 1 Barem

||!|'I . .'!, ; \
pprumcismores L Y L0 (If 1), b = o T Imo d'” ) . Ilapa f{lmu b SIBIISIETCSI

IMH(PPTEKCTOM, YTO VYBEJIHYHBAeT HCXOAHOe cooOlieHHe B JBa pasza. 1 pacrmdpoBaHHS

b
R b/a (modp)

Ha cxeme Omp-I'amang 6azupoBamick craHgapTtel 3111 B Poccrm n CIIIA, mpHHSTEIE B
1994 rogy [5.17, 5.16] u geficTBoBaBIIHE BIIOTH 10 2001 T.

[TocnemHite MaTeMaTHYe CKHE JOCTHKEHHS ITOKa3ajH, YTO IMPo0IeMa JIorapH(pMHPOBaHHS
B KOHEYHBIX ITOJIIX HE SABIIIETCS JOCTATOYHO ITPOYHBIM (pyHIaMeHTOM. Hanbomnee sd g eKkTHBHBIE
HAa CETONHSINHHII JIeHbh alTrOPHTMBI JHCKPETHOrO JOTapH(MHPOBAHHS HMEIOT VKe He
SKCIIOHEHIIHAIbHYIO, a CYOAKCITOHEHI[HAIBHYIO BPEMEHHYIO CIIOKHOCTh. 3TO alTOPHTMEI "Index-
calculus", Bcronp3yronHe pakTOPHYIO 0a3y, K YHCIIY KOTOPBIX OTHOCSTCS aJITOPHTM AjjieMaHa
|5.18], Heckonpko Bepcuil "COS" (amroputma Kormepcemmra-Omisnkko-Ipermens) [5.19] u
perrero 4yHciroBoro Imonsg [5.20]. BemyTtcsa paOoTel II0 TNOBBINEHHIO 3(P(EKTHBHOCTH 53THX
aIrOpHTMOB. TakK, MeTOJ, OITHMCAaHHBIN B [5.21], HampaBiIeH Ha IOBBIINIEHHe 3((PEeKTHBHOCTH
peleHHs, IHEHHEL X YDABHEHIIT B KOJbIIaX BBIYETOB, IIOCKONBKY BCE CYOBKCIIOHEHIIHATbHBIE
b MET OB JIHCKPETHOTP O TOFAPIPMHIPOBAHHS CBOASTCS K STOH 3ajJaye.
P VEITEINIBIX "ATAK, OIMMCAHHBIX, HAIpHMeD, B [5.23], Ha cHCTEMBI, OCHOBAaHHBIE Ha
CIIO’KHOCTH JHCKPETHOTO JIOrapH()MHPOBAHHS B KOHEYHBIX ITOJIIX, IMPHBEI K ToMy, B 2001 T.
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Poccrm m CIIIA ObuIH IIpHHATEI HOBRIe cTaHmapThl Ha OI[II [5.22, 5.24]. Ilpormeccer
(pOPMHPOBAHHS H ITPOBEPKH AMeKTpoHHOH DI[I1 cyIecTBeHHO He H3MEHHIHCh, OJHAKO BMECTO

GF(2") (F(p)

AIIEMEHTOB KOHEYHOI'O ITOIS II.'IIH OHH OIIEPHPYIOT BJUIHIITHYECKHMI
YHCcIaMH, T.€. PEIIeHHSIMH YVPaBHEHHS 3JUIHMIITHYECKHX KPHBBIX HaJ YKa3aHHBIMH KOHEYHBIMH
IOISMH, a POIb OIEpal[HH BO3BEIEHHS B CTEIlEHb B KOHEYHOM IIOJIE€ BBIIOIHSET OIEPAI[Hs
B3ATHS KPaTHOH TOYKH SJUTHIITHYECKOH KPHBOH. ECIH CTapell pPOCCHIICKHI cTaHgapr OILIII
ornrepupyer 1024-OuToBRIMH OJIOKAMH, TO HOBBIH - 256-OMTOBBIMH, HO IIPH 3TOM OOIagaeT
OOIBINEN CTOHKOCTBIO. BaXHO OTMETHTH, 4YTO CIEIHAIPHBIH BBHIOOP THIIA BIIMIITHYECKOMN
KPHBOH ITO3BOJISIET He TOJIBKO BO MHOIO Pa3 YCIIOXKHHTh 3adadyy B3lIoMa cxXeMbl OI[II, HO H
YMEHBIIMTE padourii pasMep OINOKOB JAaHHBIX. KPHIITOCHCTEMBI HAa OCHOBE 3IUIHMIITHYECKOH
KPHBOH ITOIY4YarOT Bce OOIBIIEE PacIpOCTpPaHEHHe CKOpee KaK albTepHATHBA, a HE 3aMEHa
cucreMaM Ha OCHOBe RSA. OHH HMEIOT HEKOTOPBIE IIPEHUMYIIECTBA, OCOOEHHO IIpH
HCITOJIb30BAHHH B YCTPOHCTBAX C MAJIOMOIIHBEIMH ITPOIECCOPAMH H/HIIH MalIeHbKOH ITaMSThIO.
Tak, cormacHo ctagmapty CIIIA [5.24] Ha BeIpaboTKy H BepH(HKAIHIO IIH(POBOH NoAIHCcH DSS
( Digital Signature Standard ), SI{II MoxeT BEIpaOaTHIBaTHCS IO OJHOMY H3 TPeX alITOPHTMOB:
DSA ( Digital Signature Algorithm ), ocHoBaHHOMY Ha IpoOneMe JHCKPETHOTO JorapH(pMa B
koHedyHOM rone, ANSI X9 .31 (RSA DSA) [5.26] o ANSI X9.63 [5.25] ( EC DSA - anropurm
BEIPAOOTKH ITOAIMCH, OCHOBAHHBIH Ha IpoOlleMe JHCKPeTHOrO JIorapH()Ma B I'PyIOIe TOYeK
AILIMITITHYE CKOH KPHBOH HaJ, KOHEYHBIM ITOJIEM).

[ITndporarme Ha m1aTdopMe Windows

[Indpoanme - 5310 (Qopma KpHIITOrpadHH, INpefHazHaYeHHAs IS IpeoOpa30BaHHSI
OTKPBITOI'O TEKCTa C IIOMOIIBIO HEKOTOPOrO aJITrOpHTMa TaKHM 00pa3oM, YTOOBI pe3yiIbTaT ObLI
OeCcCMBICIIHIIEH 1S JIHI[a, HE OO0JIaJaroIero HEKOTOPBIM CEKPETOM IS PACKPBITHS HCXOMHBIX
maHHBIX. [IIm(poBaHNe JIEKNUT B OCHOBE TAaKHMX Mep O€30ITaCHOCTH, KaK IH()POBasl IOIIIHCE,
IppoBoOil  cepTH(HKAT, HHPPACTPYKTypa OTKPBITBIX KmoueH H Jap. IlepedmncieHHBbIE
TEXHOJIOTHH IT03BOJISIOT ITOBBICHTH O€30IIaCHOCTH OIEPaLHil, BRITTOIHIEMBIX C HCITOJIb30BaHHEM
BEIUHCIIMTEIIbHOH TeXHHKH. J[I9 3almu@poBaHMS M  PacIIH(POBAHHS  HH(OPMAI[HH
HCIIONMB3YIOTCS KoY. KIou - 5TO IepeMeHHas, AJIMHA KOTOPOH H3MepsieTcs B Ourax. Uem
OOJIbIIlE ABOMYHBIX Pa3psaOB B HCIIOIB3YEMOM KIIXOYE, TEM CIIOXKHee B OOIeM ciay4dae OyAer
B37TIOMAaTh IIH)P.

Ha mnmargpopmax Windows XP u Windows Server 2003 xommannsg Microsoft
PEKOMEHIYET HCITOIb30BaTh CIIEAYIOIHEe KPHITTOrpa(uyecKie alropHTMEL [5.11]:

AES-128 (mmn AES-192, mimn AES-256 ),

RSA 2048 (mu ¢ emne 0ornee JIIMHABIM KIIFOYOM);

SHA-2 (T.e. SHA-256 mmm SHA-512);

DSA (mmn SHA-2 / RSA).

Kpunrorpagusgs Windows Vista (1 Longhorn Server ) cooTBeTCTByeT peKOMEH Al SIM
ArenrcrBa HarmmonansHoOn besomacHoctn CIIA m HaiioHaapbHOrO MHCTHTYTA CTAHAApPTOB H
TexHonorun ( NIST ) mo peammzamum IporokoioB "Suite B" [5.12] u mpexycMaTpHBaeT
HCIIOIB30BAHHE ACHMMETPHYHBIX KPHIITOAJITOPHTMOB Ha OCHOBE HSIUIHIITHYECKHX KPHBBIX.
Anropurmel " Suite B" BKIFOYAIoT:

AES (mmdpoBaHHe);

EC-DSA (3nexTpoHHO-IM(POoBas ITOAIIHCE);

EC-DH mmn EC-MQV (o6MeH ceKpeTHBIMH KITFOUaMH ),

SHA-2 (XemmpoBaHHE).

Jlanee MBI Oojlee MOAPOOHO PACCMOTPHM AJITOPHTMBI IIH(POBAHHI (C CEKPETHBIM H
OTKPBITHIM KIIFOUOM) H aJITOPHTMBI XEIIMPOBAHHS, a TAaKXKe IIPHBeJeM peKoMeHalmH Microsoft
OTHOCHT eTIEHOVHX TTPHMEHEHILST.

I@ﬂaﬁ&wmﬂ [10 -.Illjf]{,bHi:I ”

JecRaceMOTPEHEI-OCHOBHEIE MOHATHS 1 oIpeAelIeHHs H3 00IIacTH KpHITTorpadum. OIHCcaHbL
CXeMbl Ppal0OTHI CHMMETPHYHBIX H aCHMMETPHYHBIX IIMH(POB. YKa3zaHbl CTaHAAPTHL
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pPErTIaMeHTHPYIOIHE HCIIoNnb30oBaHHe Kpunrrorpadgun B Poccum u CIHA. IlpeacraBieHBI
pexoMeHJaIH Microsoft 1o mpHMeHeHHIO KPHITTOIPpa(pHYeCKHX allTOPHTMOB.

OOopyaoBaHHe H MATEPHAJIbI

[Iporpammmubie cpexactBa: Microsoft Office - Ne61541869, Microsoft Windows 7
[IpodeccrnoHampHasg - Ne61541869

AyauUTOpHA IS MPOBeIeHN IMpaKTHYe cKIX paboT. IlepcoHambHEI KoMITbIOTED (12 11T )
B cOope B coctaBe AM3 X2 250/4096MB/500Gb/DVDRW/450W, MonuTop 0T KoMIbroTepa (1
mT.) B cOope B cocTtaBe Intel Pentium g620/2gb/500gb/dvdRW/hd5550 (cTonut Ha KOoMITbIOTEpE
12102), Oxpan ScreenMedia Goldview 244*183 MW 4/3 (1 mr.), IIpoektop NEC NP405 (1

ITIT. )

YKaszaHHuA 110 TeXHHKe 0€e30IMacHOCTH

[lepexr HavamoM paloTel cleayeT YOEIUTHCS B HCIIPABHOCTH  3IEKTPOIIPOBOAKH,
BEIKITIOUATEJIEH, IITEIICEIBHBIX PO3ETOK, IMPH ITOMOINH KOTOPHIX OO0OPYIOBAHHE BKIIFOYAETCS B
CETh, HAJIMYHH 3a3eMJIEHHS KOMIIBIOTEpPaA, er0 paboTOCIIOCOGHOCTH.

11 CHIDKEHHMS WIH TIPeJOTBPAINEHHS BIHSHHS OITACHBIX H BPEeTHBIX (PaKTOPOB
HeoOXOAMMO CcOOMIOaTh CaHHTAapHBIE IIpaBHIIa M HOPMBI, THTHEHHYECKHE TpeOOBaHHSI K
IIepPCOHAIIBHBIM AIEKTPOHHO-BBIYHCIIHTEIBHEIM MAIIHHAM.

Bo wusbexaHHe TIOBpeXIeHMS H3OISIHH IIPOBOAOB H BO3HHKHOBEHHSI KOPOTKHX
3aMBIKaHHH HE pa3pellacTcsa. BelllaTh 4YTo-TH00 Ha IMPOBOJA, 3aKpalllMBaTh H OEIMTh INMHYPLL U
IIPOBOJIa, 3aKIIaAbIBaTh IIPOBOJA M IMHYPEL 3a Ia30BBIE H BOJOIIPOBOIHEIE TPYORI, 3a Oarapen
OTOIMHUTENIPHOH CHCTEMBI, BBIJEPIHBATh INTEIICEILHYIO BIUIKY H3 PO3ETKH 3a IIMHYP, YCHIIHE
IOJKHO OBITH ITPHIIOKEHO K KOPITYCY BHIIKH.

JIIIsT MCKITFOYEHH S TIOPAKEHH S ATIEKTPHYECKHIM TOKOM 3aIlpellfaeTcsa: 4acTO BKIIOYATh H
BEIKITIOYATh KOMITBIOTEP Oe3 HeOoOXOAMMOCTH, IPHKAcaThCsd K BKpPaHY H K TBIIIBHOH CTOPOHE
OIIOKOB KOMIIbIOTEpa, paboTaTh Ha CPeJCTBAaX BBIYHCIHTEILHOH TEXHHKH H IepH()EpPHITHOM
O0OpYAOBaHHMH MOKPBIMH PYKaMH, padoTaTh Ha CPeIcTBaX BBIUYHCIHTEILHOH TEXHHKH U
nepHgepHiHHOM O0OpPYIOBAaHHH, HMEIOIIHX HApYIIeHHSI ILEIOCTHOCTH KOPITyca, HapYIIEHHS
H30ISAIHH TPOBOJAOB, HEHCIIPABHYIO HMHAMKAIIMIO BKIIOYEHHS IMHMTAHHSA, C IIPH3HAKaMH
AIEKTPHYECKOTO HAITPSKEHMS Ha KOPITyCe, KIacTh Ha CPEJCTBA BBIYHCIHMTEIIPHON TEXHHKH H
nepH(pepHHHOM 000PYJ0BaHHH IIOCTOPOHHHE ITPeIMETHI.

3arpelaercsa  IMOA — HanmpsDKEHHMEM — OYMINATh  OT  IBUIM M 3aUPSI3HEHHS
AIEeKTPOOOOpPYIOBaHHE.

Bo  mu3lexaHHe  IIOpakKeHHMSI  DJIIEKTPHYECKHM  TOKOM, TIIPH  IIOJIb30BAHHH
BIEKTPOIPHOOPAMH HENB3S KacaThCS OJHOBPEMEHHO KaKHX-TTHOO TpyOOIpoBOAOB, OaTapeH
OTOIUJIEHH L, METAIUIHYE CKHX KOHCTPYKIIHIL, COeQHHEHHBIX C 3EMIIEH.

[Iocime oxoH4yaHHS PAadbOTEl HEOOXOJAHMO OOECTOUYHTH BCE CPEACTBA BBIYMCIIHTEIILHOH
TeXHHKH H IlepHdepHiiHOe o00OpyZoBaHHe. B ciIy4yae HempephIBHOIO Yy4eOHOro IIpoliecca
HeOOXOMHMMO OCTaBHTh BKIIFOUEHHBIMH TOJIBKO HEOOXOAHMOE 000pYIOBAaHHE.

3agaHudA NpaKTHYecKoil padoTnI 4

I M3y p I RGTIAT aEMbITT TEOPETHYECKII MaTepHal.

2 EGEPARA HOACERI3HEC-TITAH BHEIPEHH A HHCTPYMEHTOB IIEPCOHAJIbHOH
Ccpmd}m:mﬁ EC@DE}G[MSEEABBEQEEEDSETBAEDDDEDDDDDJHE
Bnanende TOCPQE3OIIACHOCTIL, PAaCCMOTPETh 3aIlHTy BCEX allllapaTHBIX CPEACTB M CPEACTB CBA3H, B TOM

YHCIIE TIEPCOHAIBLHOIO KOMITBIOTEPA, HOYTOYKa, CMapT(POHAa H YCTPOHCTB ITOJKIIOUYEHHS K CETH
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3. Paccunrare MHHHMAJIIBPHYIO, CPEOHIOKO M MAaKCHMalIbHYIO CMETY BHEIPESHHS
HHCTPYMEHTOB II€PCOHAIBHONH KHOepOesomacHOCTH 11 Barmero mgoma. OOOCHOBAaTh BEIOOP

BApPHAHTA.
4. OpopMHTE OTYeT MO NIpakTHYeckoH pabote. IIpeacTaBHThH OTYET IO IMPAKTHYECKOH
paboTre IS 3alHThL

BapunaHTbl HHARBHAY AJILHBIX 33JaHHH

B COOTBETCTBHH C ITOJIVHCHHBIM 3daaHIICM C(bﬂphﬂ[pﬂEﬂTL PEHICHHE H JaTb €I'0 OITHCAHHC
CO CKPHHIIOTANIT BBIITOJIHCHHBIX JIEFICTBHH.

No O6BEKT 3AIIHTHI O6mIacT 3AIIHTHI
1 \(CTYZIEHT YHHBEPCHTETA HoyrOyk, cMapToH, cpelcTBa
CBSI3H
2 [T-crienpammict Ha  yaagneHHOM|I IepCOHaIBHEIN KOMIILIOTED,
ITOCTYIIE HOYTOYK, CMapT(oH, cpeAcTBa
CBSI3I
3 MopgepaTtop  HH(OpMaIIHOHHOI Ol [epcoHaTbHBII KOMITBIOTED,
pecypca HOYTOYK, cMapT(oH, cpeAcTBa
CBSI3H
4 (Crinu-panrep HoyrOyk, cmapToH, cpelcTBa
CBSI3H
S briorep HoyrOyk, cMapToH, CcpelIcTBa
CBSI3H
0 [IIKOIMBEHHK HoyrOyk, cMapTQoOH, cpeacIBal
CBSI3H
7 MeHemxep cCpelHero 3BeHa HalllepCOHaIBHEIN KOMIILIOTED,
YVIAIIEHHOM JOCTVIIE HOYTOYK, cMapT(oH, cpeAcTBa
CBSI3H
8 (CrieranucT 10 aHamM3y JaHHBIX| lepcOHaIBHEBIN KOMIILIOTED,
Ha YVIaIEHHOM JIOCTYIIE HOYTOYK, CMapT(oH, cpeAcTBa
CBSI3IH
9 Paspalorynk CalTOB Hall [epcoHaIBHEIN KOMITBIOTED,
YVIAIIEHHOM JOCTVIIE HOYTOYK, cMapT(oH, cpeAcTBa
CBSI3H
10 [IIporpammmict Ha  yaaneHHOM|I IepCOHaIBHEIN KOMIILIOTED,
ITOCTYIIE HOYTOYK, CMapT(oH, cpeAcTBa
(CBSI3H

CD,[[E]]H‘IHHHE oTHCETAa

[lo BBOTOMHEHHOH padoTe cocTaBISAeTCA OTUeT. OTYeT BEHIMMONMHSISTCA B BIEKTPOHHOM
BHJIe. 110 BEIITOTHEHHOMY OTYETY ITPOBOAHTCS 3al[HTa IIPaKTHYECKOH PadoTHI.

OT4yeT 1O IIpaKTHYeCKOH paboTe IOIDKEH COCTOSTh H3 CIEAYIONHX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYIIHBIH JIHCT;

- BBOJIHAS YacTh,

- OCHOBHA YacTh (OImHcaHHe paboThI);

- 3aKIIFOYeHHE (BBIBOJIBI).

BRomHas yacTh oT4eTa JOJKHA BKIIIOYATh ITYHKTHI:

- VCIIOBHE 3a1aH.
NOKYMEHT NOANMCAH

- INBPEIOKOBBITTOMESHTLS.
Ceptudomkar: 2C00 il
Bnenenei mﬂﬁaifx@ﬁ ?ﬁﬁiﬁ?@ﬁm Meﬁcﬁmﬁﬂf@’épemma} HCITONb3yeMbIe ITPH BBITTOTHEHHH PaOOTHI.
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3aImmra oT4eTa I10 ]’[pﬂK’I‘H‘IECKGﬁ pElﬁGTE S3dKIIIOYACTCA B ITPCABABIICHHI ITPCITOABATCIIHO
ITOIIVHCHHBIX PE3VIIBTATOB B BHJC (baﬁ.'l'[ﬂ H ACMOHCTPAIHH ITOJIIYVHYEHHBIX HABBIKOB IIPH OTBCTAX
Hd BOIIPOCEI ITPCITOABATCJLA.

KoHT POJIbHBIE BOIIPOCHI

1. O6G30p aHTHBHPYCHBIX CPEACTB 3aIlMTHI ITPH OPraHH3alHH CHCTEMBI IePCOHAILHOIM
KHOepOe30ITacHOCTH.

2. AHTHBHpPYCHAS 3alllHTa IIePCOHAIBHBIX KOMITBIOTEPOB H MOOHIIBHEIX YCTPOHCTB.

3. bpanamayspel.

4. KOMITOHEHTEI armIapaTHRIX CPEJICTB 3aIlUThI HH(POPMALTHH.

CHnHCOK JIMTEpPaTYPhl, PEKOMEHIYEMbIH K HCII0/Ib30BAHIIO 110 JAHHOH TeMe

IlepeyeHb OCHOBHOM JIMTEPATYPhI

1. Ilerperko B.M. 3anmira IlepCOHAIBHBIX JAaHHBIX B HH(POPMAIMOHHBIX CHCTEMax
| OnrexTpoHHBIH pecypc]|: yueOHoe nmocobue / B .M. [leTpeHKO. — 3NeKTPOH. TeKCTOBBIE JaHHBIE.
— CraBpornonb: CeBepo-Kapkazckiii (pefepaabHbIi yHHBepcHTET, 2016, — 201 ¢. — 2227-
8397. — PexxumM moctyiia: http://www.iprbookshop.rw/66023 html.

2. MakapoB A.M. Opranm3zaiis 3aiiThl ITePCOHATbHBIX JaHHBIX [ DIeKTPOHHEIH pecypc]

nabopaTopHelii IpakTHKyM / AM. Makapo, W.B. KammGepma, K.O. BoHmapeHKO. —
ONeKTpOH. TeKCcToBble JaHHBle. — CraBpomomb: CeBepo-KaBkaszckmii  (pegepanbHBIH
YHHBEPCHTET, 2015. — 92 C. —  2227-8397. —  PexymM  pgocrtyra:
http://www .1prbookshop.1w/62971 .htmnl

IlepeyeHs JOMOJTHHTEILHOH JIHTEPATYPDL:

1. Cxpurmruk J[.A. OOGecrieyeHHe 0e30ITaCHOCTH IEPCOHATBHBIX JAHHBIX | OIeKTPOHHBII
pecype| / JI.A. CkpHITHHK. — OJIEKTPOH. TeKCTOBEIe JaHHbIe. — M. : HTepHeT-YHHBEPCHTET
Muadopmarmonnsx Texmomormit (MHTYUT), 2016, — 121 ¢. — 2227-8397. — PeximM
moctyia: http://www.iprbookshop.mi/52153 . html.

2. Capenmber A.M. HayuHO-IIpaKTHYE CKHIL ITOCTATENHEIN KOMMeHTapHH K DelepalbHOMY
3aKOHY «O NepcOHAILHBIX JaHHBIX» |OnekTpoHHBIH pecype] / AWM. CaBembeB. — OIeKTPOH.

TeKCTOBBIE JaHHbIe. — M.: Craryrt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexumM gocryma:
http://www .1prbookshop.1/6 5895 .htiml.

IIpakTnueckas padora S. Ilepcona ibHag KHOepOe30NMACHOCTL B HHTEPHET-
OaHKHHIe

Ilenb padorbl: H3yYeHHe OCHOBHBIX IIOHSATHH IIePCOHAJIBHOH KHOepOe3OImacHOCTH B
HHTEPHET-OaHKHUHTE.

TEDpETH‘IE CKaAH TaACTb

HMHTepHeT-0aHK — 3TO CHCTEMA VIAIEHHOI'O JOCTYIIA K VIIPAaBIIEHHIO CBOMMH CUeTaMI
yepe3z HMHTepHeT Ha calre OaHKa. 2TO BHPTYAJIBHOE OOMEeHHe ¢ OaHKOM, 4Yepe3 CanT B
HHTEPAaKTHBHOM pekHMe. /711 paboThl B HeH HeOOXOJHMO ITOIKIFOUEeHHEe 3TOH YCIYTH B O(pHCe
OaHKa IWIH II0 Tene(OoHy H HaJHYHe KOMIIbIOTEpa ¢ BEIXOZOM B HMHTepHeT. IlomkmrouyeHne H
OOCIIyKMBaHHE B 53THX CHCTeéMaxX, KaK ITpaBIUIO, OecruiaTHOe. KIIMeHT oIUIauyMBaeT TOIBKO
CTaHJapTHEIE OaHKOBCKIE KOMICCHH 3a IIPOBEAEHHE IUIaTEKEH.

B BupTyanmpHOM odHce OaHKa MOKHO COBEpPHIaTh pasHOOOpa3HBIE OIEPAl[HH — CITHCOK
YCIIYT IPAKTHYECKH TOT K&, UTO H B JIFOOOM PEaIbHOM OTAEIEHHH. FICKIIIOUeHHS COCTaBIISIOT
THIIB OTIEPAIMI C HAJIMYHBEIMH H OIlePal[HH, CBI3aHHBIE C IIPOBEPKOH JOKYMEHTOB.

B IWHMI—I[G}M@HHE CHCTCMBI MOI'YT ITO3BOJIATD.
SNEKTPOHHOMW MO

NMUCEID -
CepTudukar: ECD@&@%E&? Q.%&@DDE&B@?@ H HGMITL ELIHIICKY 3a J]IGﬁGH HPGMEMGK EPEMEH}[?
BrnanendfCJIATBOHSPE BBl HaxCHGDaFOPHIHYCCKIX H (1)]?[31?[11603.'}[}{ JTHIL,
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IIEPEBOJAUTh AEHBIH MEXIY CBOMMH CUETaMH, a TaKKE OCVILIECTBIISATH IIEPEBOM MEXKIY
CUETAMH B Pa3HOH BallIOTE B pe’KHME OHJIANH,

IIPOH3BOANTh OIUIATy KpeAHuTa (OCYINECTBHB IIEPEBOJ C TEKYIIErOo cueTa), IIOCMOTPETh
CITCOK OIIepalliil 110 KpeAUTHOM KapTe M Ip.

ECTh Takke psg CIElHAIbHBIX YCIIVT — HAIPHUMEP, CPOYHBIH IEIO3MT. KIIMEHT HMMEEeT
BO3MOJKHOCTE B PEKHME OHIAiH BRIOpaTh BHA H CYMMY, BaIOTY JEIO3HTA, a TaKXKe CUET I
3AYHCIIEHH S IIPOLIEHTOB. [I0CIe 3TOro CPOUHBIN AEMO3HUT OYVAET OTKPHIT, IIPHYEM IT0Ib30BaTEIIO
Ia’ke He TIOHaLO0UTCA eXaTh B OTAelIcHHe OaHKa.

C ITOMOIIBIO HHTEPHET-0aHKOB MOKHO OIUIATHTE:

KOMMYHAJILHEIE TUIATEXI,

YCIIYTH OIEPaTOPOB CBSBH (MOOWIBHEII Telle()OH, CTAIlOHAPHAS CB3b);

HMHTepHET H KOMMEPYECKOE TEJIEBHICHHE,

CTPaxOBEIE B3HOCHI,

HaJIOTH,

mrpadrl 3a HapymeHHe [1]]]], TOCIOnUmHEL 1 Ip.

Jlnst ymoOcTBa MCIIONB30BAHHS M 00eCIleYeHH S OIePaTHBHOIO JOCTYIIa K PETYISPHBEIM
IU1aTe’kaM BO3MOXKHO cCO3JaHHe INa0lIOHOB IS HSTHX IUIaTeXeH MM IIepeBOJOoB. g
MeKOaHKOBCKHX IIepeBOJOB yAoOHa Takasd IIoJAcKaska: Itoclie BBojga BbHMK (OaHKOBCKOro
HIAeHTH(PHKAIIMOHHOIO KojJa) OaHKa — ITOIy4aTelsd INIaTeka BCE OCTaJIbHBEIE €ro JaHHBIE
3aIIONIHSFOTCS aBTOMATHYECKH. B HEKOTOPBIX CHCTEMAaX MOXHO HACTPOHTh aBTOMAaTHYECKOE
IPOBEJAEHHE PETYIIIPHBIX IUIATEKEH IUIH OTJIOKEHHBIH IUIaTe)X, HallpHMEP OO ITOCTYIUIEHHS
CPEACTB Ha c4YeT. EciM BB JOITYCTIIH OIMMOKY B PEKBH3HTAX, BBOMI AAaHHBIE IUIaTeXka, TO
HCITPAaBUTH OIMHMOKY M HAIIPaBHTh 3aBHCIIIE AeHBIH IT0 BEPHOMY ITYTH MOYKHO, TOIBKO ITOCETHB
OaHK.

Bce cucteMel HHTEepHeT-OaHKHHTa paloTaroT 110 OJMHAKOBOMY ITPHHIMMITY. C KIHEHTOM
3aKIIFOYAETCS JOrOBOP, ITOCIE YEr0 €My JaroT JIOTHH M IapOib, ¢ ITOMOIBI0 KOTOPHEIX MOYKHO
BOHTH Ha cailTe 0aHKa B CBOH JIHYHBIH KaOHHeT. TaM 3amonHsaroTcs ImapaMeTphl Iiatexa (DHO,
HOMEpP JOroBOpa Ha OOCIy’KHBaHHe, KOJ KOMMYHAIBbHOIO IUIaTe€Xa H T. II.) H YKa3bIBaeTCH
Tpebyemast cymma. HUKaKHX cIielHaaIbHBIX HABBIKOB HE HYKHO.

CaMble OYEBHIHBIE ITPEHMYINECTBA — HHTEPHET-0aHKIHT ITO3BOISET VIIPABISATE CBOHMI
cUeTaMH M3 IT00r0o MecTa KPyriIocyTouHO. Kpome 3Toro, OONBINMHCTBO onepalipi B MHTepHETE
OCVIIECTBISIETC S MTHOBEHHO, H KOMICCHI IT0 MHOTHM OIIEPalisIM B HHTepHeT-0aHKe HUKE, YEM
IIpH BU3HTE B OTJelIeHHe OaHKa.

bes3oImacHOCTh

OKCIIEPTH YTBEPAKAAIOT, YTO B HACTOMAIIEE BPEMSI KIIHEHTEl HHTEPHE T-OaHKHHTa PHCKYIOT
He OOIBIIE BIAAEIBIER KapTOYEK, ITONB3VIOIMMXCS OaHKOMAaTaMH WM TepMHHanaMH. [Ipexze
yeM ITOITYYHTh JOCTYIL K CHCTeMe, MFOOO0H KIIHEHT ITPOXOAHT HAeHTH(HKAIHIO (aBTOPH3ALHIO) H
ayTeHTH(HKAI[HIO. be30ImacHOCTh JOCTHTAeTCS, KaK IIPAaBHIO, C IIOMOIIBEO  ITAPOIISL
KOHTPOJIBHOI'O BOIIpOCa, 3JIeKTPOHHOH IIOMITHCH (aHalor OOBIMHOM, IIpeJCTaBIIIeT COOOH
HM3BECTHBIM TOIBKO ITOIB30BATelIl0 Habop Imdp). CyIIecTBYIOT TaKKe IlepeMeHHBbIE KOJbI H
KapThl JOCTYIIA, CTPAaXVIOIHE KOMITLBIOTEPEI KIIHEHTOB OT BHPYCOB.

baHKH HacTOATENIPHO PEKOMEHIAVIOT KIHEHTAaM IIPOCMATPHBAThL CYeTa H COBEPIIATh
OIEepali TOIBKO C JIMYHOI'O KOMIIBIOTEpPA, ITOCKOJIBKY ITPH BBEIXOAE B HMHTEpPHET C UYKOIO
KOMITbIOTE€Pa BO3PAaCTaOT PHCKH YTPaThl KOH(HIEHIHAIbHONH HH()OPMAaIHH.

Ha cerogHsImHHi JeHb caMas pacIipoCTpaHEHHAsI MOIIEHHHYeCKas CXeMa, IIPHHOCAIIAS
rpoMajJiHble YOBITKH OaHKaM — 3TO (pHIMHHT. (DHIEpHI JeIal0oT MacCOBYIO PACCHIIKY SKOOBI OT
cIyKOBI Oe301macHOCTH OaHKOB, B KOTOPBIX COAEPKHTCS ITpockOa IPOHTH aBTOPH3AL[HIO Ha
canre. MHTepHET-pecypc, Ha KOTOPBIH BEAET CCHIIKA, B TOYHOCTH KOIMMPYET JH3aiH canTra
OaHKa, @%ﬁﬁ%ﬁ%ﬁi@m}m&emﬂ OT opurmHama Ha 1-2 cuMmBomna. TakmMm oOpasoM,
Ceprud KOH (P HISHIME 27 ES FEA 2 0FEH EPOPMAaipsIsaIoNagacT K 3JIOYMBIIUIEHHHKAM, a CPeJICTBa HCYE3al0T CO
Prenenyerop . TTokA U6 BOSRIEI e iTe YOBITKOB OT AesTenbHOCTH (PHIEPOB JIeKHT Ha GaHKax.

M oOWIIBHBIN OaHKHHT
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MOOWIBEHBIN OAHKHHT — VIIpaBIIeHHE OaHKOBCKHM CUETOM C ITOMOIIBIO IUIAHIIETHOLO
KOMITbIOTEPa, CMapT(oHa IIH OOBMHOro TenedoHa. Kak mpaBmio, JJIS 3TOro Ha MOOHIIBHOE
YCTPOHCTBO HEOOXOMMMO 3arPy3HUTh CIIEIHAIbHOE MOOIIFHOE MTPHIOKEHHE.

B OGONBINHHCTBE cIIy4yaeB JJIS COBEPIIEHHS OAHKOBCKHX OIlepalui TpedyeTrcsa JOCTYII B
HMurepHer. Pexe TpaH3aKIIMM OCVYIIECTBIISIFOTCS C IIOMOIIBIO OTIIpaBKH CMC-cooOIeHH .
MOXXHO OTMETHTB, UTO paHee, JO TOr0 KaK CMapT(OHBI MOIYYHIH IMHPOKOE PaclpocTpaHeHHE,
MeHHO CMC-0aHKHHT CUHTAJICS MOOHIBHEIM OaHKHHTOM.

B Hacrosiee BpeMd IIPIIOKEHIS IS MOOMIIBHOIO OaHKHHTA — 3TO ITPHIOKEHHS IS
HHTEePHEeT-0aHKHHIa C Ype3aHHBIM (DYHKI[HOHAJIOM, aJallTHPOBaHHBIE ITOJ HeOOJbIIe SKpaHbI
CMApT(OHOB M IIOJ OIePal[HOHHBIE CHCTEMEI, YCTaHABIMBAEMbIE B MOOWIBHEIX YCTPOHCTBaX. B
OyaymieM MOOWIBLHBIH OaHKHHI oOemMaeT OBITh, HAIIPOTHB, Oolee (PYHKI[HOHATBLHBIM, YeM
OOBIYHBIH HHTEPHET-0aHKHHT, ITIOCKOIBLKY MOOHIILHBIE YCTPOHCTBA ITO3BOJISIEOT ¢ YAOOCTBOM IS
KIIHeHTa HCIIOIb30BaTh TEXHOJOTHH TOIOCOBOH HASHTH()HKAIIHH, CO3[aBaTh IMaOIIOHBI
TUIaTeXeH C IIOMOIIbIO BCTPOEHHOH B TeJle()OH KaMephl M T. .

OJIHY M3 caMBIX ITPOABHHYTEIX CHCTEM MOOHIIBHOI O OaHKHHIa paspadareiBacT COepOaHK
PoccHIl, KOTOPBIH 3aSBIJI O TOM, YTO T'OTOBHUT IMPIIOKEHHS 14 30 THIC. MOOHIIPHBEIX VCTPOHCTB
C YYETOM BCEX TEXHOJIOTHYECKHX OCOOEHHOCTeH Tele(OHOB H CMapT(MOHOB — HAIHYHSA
(PYHKIIHOHAIBHBIX KHOITOK, pa3sMepa sKpaHa H T. .

Ha cerogusimHmii geHp OaHKH BHIITYCKAIOT IIPIJIOKEHHS I MOOHJIBHOIO OaHKHHIA,
OPHEHTHPOBAHHEIE Ha MOOWIBHEIE YCTPOHCTBA, PadOTArOINHE IO VITPABIEHHEM OIEPAIIHOHHBIX
cucteM 10S 1 AHIPOHI.

Mepbl 6€30IMaCHOCTH IIPH HCITOIb30BaHHH MOOHILHOTO OaHKa:

[Ipn morepe moOumpHOro TenedoHa Bam ciaemyeT cpodyHo oOpaTHTBCA K OIepaTopy
COTOBOH CBS3H IJI1 OMOKHPOBKH SIM-xapTel H B KoHTakTHBRIN IleHTp baHka mi1a OIOKHpOBKH
yCIIVITH « M OOHIBHBIN OaHKY .

[Tpu cMeHe HOoMepa TenedoHa, Ha KOTOPBIH MOAKIIOUEeHA ycIyTa « MOOHIBEHEIT OaHK,
Bam HeoOXOIHMO OTKIIIOYHTE YCIVIY «MOOHIBHBIT OaHK» OT CTAaporo HOMepa TenedoHa H
IOJIKIIFOYHTE VCIIYIY Ha HOBBIH HOMep. IloMHHTE, YTO OlepaTOphl COTOBOH CBS3H MOILYT
nepeiaTh HoMep TenedoHa Ipyromy aOOHEHTY, eCIIH OH OyJIeT HEaKTHBHBIM JJIMTEIIBHOE BPEMSL

BynpTe BHHMATEIBbHBI — HE OCTaBILTTE CBOH TelnedoH Oe3 IIPHCMOTpa, YTOOBI
HCKIIFOUHTh  HECAHKI[HOHHPOBAHHOE  HCITONB30BAaHHE MOOHMIBHBIX OaHKOBCKHX  VCIIVT.
YcraHoBHTEe Ha Tele()OHe Iapoib, JaHHAS BO3MOKHOCTE JIOCTYITHA JUIS THOOBIX COBPEeMEHHBIX
MoJIeniel Tene(oHOB/cMapT(OHOB.

He mnomkmrouvaiite kK ycioyre «MoOHIBHBIH OaHK» Tele(OHBI, KOTOpPhIE BaM He
IIpHHAIJIEKAT, TI0 IPOChOe TPETHHX JIHII, la’Ke eCIIH K BaM OOpaTHIIMCh OT HMEHH COTPYIHHKOB
OaHKa.

[Ipn ycraHoBke Ha TenedOH IOIMOJHHTEIBHBIX IIporpamMM oOpalllaliTe BHHMAaHHE Ha
IIOTHOMOYH S, KOTOPBIE HEeOOXOIMMEBI IporpaMMme. Ecin mporpamme TpeOVIOTCS H3IHIIHHE
ITOITHOMOYHS 3TO IIOBOJ IPOSBHTh HACTOPOXKEHHOCTH (JOCTYII H OTIIpaBKa SMS, HocTyn K
WHTepHeT u 1Ip.).

YcraHoBuTe Ha TenedoH aHTHBHpYcHoe IIO H cBoeBpeMeHHO ero OOHOBISHTe. i
rIaT(opMbl AHIpoH peKoMeHAyeM OecruiaTHBIe IpunokeHHsI DrWeb for Angponn Light u
Kaspersky Internet Secunty for Auaponn (mocTymHo A 3arpy3ku u3 Google Play).

IIpn BHe3altTHOM IIpeKpaleHHH Ppadorel SIM-KapTel HeoOXOAHMMO OOpaTHIBCI K
OIIEpaTOPy COTOBOM CBS3H 3a YTOUHEHHEM ITPHYHNH — B OTHOINEHHH Bac BO3MOXKHO IIPOBEJIEHHE
MOIIIEHHHYE CKHX JEHCTBHI TPETHHMH JIMI[AMI.

He BamameiBaiiTe TenedoH (Harmpumep, dyepes Jailbreaking), Tak kKak 5TO OTKIHOYAET
3all[HTHBIE MEXaHH3MEI, 3aJI0’KEHHBIE ITPOH3BOIHTENEM. B pesynbTaTe Ball Tene)OH CTaHOBHTCS

YTIBHMBBYER S3PAGRRHIRI DY CHBM 110,

Ceprudukar:  2C0H@43HISPEXOIATBASTIG0COEEIKAM M He YCTaHABIMBAHTe IIPIIOKEHIST/ OOHOBIEHH
S BesolACHOCT T, TIPHITTENTIIE mo SMS/3meKTpoHHOIT MouTe, B TOM YICIIe OT HMeHH GaHKa.
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OTKIIOYaHTe B HacTpoHKax Bammero 1Phone BO3MOKHOCTH HCIIOIIB30BATh I'OIIOCOBOE
yIIpaBIIeHHE S111 Ha 3a0IIOKHPOBAHHOM SKpaHE.

[IpH mo03peHH, YTO OT BAIIIETO0 HMEHH OCVYIIECTBISIOTCS HECAHKIIHOHHPOBAHHEIE BaMI
ornepary, 0aHK 0 CBOEH HHHIHATHBE MOKET BPEMEHHO 3a0JIOKHPOBATh YCIVIY «MOOHIBHEIH
baHk». {711 BO30OHOBIEHHS ITOTPeOYETCSA CB3aThCA ¢ OAHKOM H IIOATBEPAHTH JIETHTHMHOCTH
TIOAKITIOUEHHS H CAEITaHHBIX OIEPaLiil.

ObopyaoBaHHe H MATEPHAJIbI

[Tporpammmbie cpeactBa: Microsoft Office - No61541869, Microsoft Windows 7
[IpodeccrnoHampHasg - Ne61541869

AyauTOpHA IS IPOBeIeHNS IMpaKTHYe CKIX padoT. [lepcoHambHBIN KOMITEIOTED (12 11T .)
B cOope B coctae AM3 X2 250/4096MB/500Gb/DVDRW/450W, MonnTOp OT KoMITbroTEPa (1
mT.) B cOope B coctaBe Intel Pentium g620/2gb/500gb/dvdRW/hd5550 (cTouT Ha KOMITbIOTEpE
12102), Oxpan ScreenMedia Goldview 244*183 MW 4/3 (1 mr.), IIpoektop NEC NP405 (1

ITT. )
YKka3aHud 110 TeXHHKe 0e30MacHOCTH

[lepenr HawvamoM palorel cleayeT YOEIUTHCS B HCIIPABHOCTH  3IEKTPOITPOBOIKH,
BREIKITFOUATEJIEH, IITEIICEIBHBIX PO3ETOK, ITPH ITOMOINM KOTOPEIX OOOPYIOBAHHE BKIIFOYAETCS B
CETh, HAJIMYMH 3a3eMJIeHHS KOMIIBIOTEpa, eT0 paboTOCIIOCOOHOCTH.

Jma cHIDKeHHS WIH TIPeJOTBPAIleHHS BIHMSHHS OITACHBIX H BPEeIHBIX (PaKTOPOB
HeoOXOoauMO cOOmMIOaTh CaHHTApHBIE IIPAaBIIIa M HOPMBI, THTHEHHYECKHE TpeOOBaHHSI K
IIePCOHAIIBHBIM AIEKTPOHHO-BBIYHCIIHTEILHEIM MAIIHAM.

Bo wusbexaHue TIOBPeXIEHHS H3OISAIMH IIPOBOAOB H BO3HHKHOBEHHSI KOPOTKHX
3aMBIKAHHI He pa3pelllacTcsd. BEIaTh YTO-THOO Ha IMPOBOJa, 3aKpalllBaTh M OelMTh INMHYPHL H
IPOBOJIa, 3aKIIaALIBATh IIPOBOJA H IMHYPHL 3a Ia30BBIE H BOJOIIPOBOIHEBIE TPYORI, 3a Oarapen
OTOIHUTEIIPHOH CHCTEMBI, BBIJEPIHBATH IITEIICEILHYIO BIUIKY H3 PO3ETKH 3a IIMHYP, YCHIIHE
ITOIKHO OBITH ITPHIIOKEHO K KOPITYCY BHIIKH.

JIIsT MCKITFOUEHH S TIOPAKEHIS STEKTPHYECKIM TOKOM 3aIlpelfacTcsa. 4acTO BKIFOYATh M
BEIKITIOYATh KOMITBIOTEP Oe3 HeOOXOZHMOCTH, IPHKAcaThCd K SKpPaHY H K TBIIIBHOH CTOPOHE
OIIOKOB KOMIIbIOTEpa, paboTaTh Ha CPeJCTBaX BBIYHCIHTEILHOH TEXHHKH H IlepH()epHITHOM
O00pYHOBAaHHMH MOKPBIMH PYKaMH, paldoraTh Ha CPEeICTBaX BBIYHCIHTEILHOH TEXHHKH H
nepHepHHHOM OOOpPYIOBAaHHH, HMEIOIIMX HApPYIIEHHS ILEIOCTHOCTH KOPITyCa, HapYIIEHHS
H30IISIMH  IIPOBOJAOB, HEHCIIPABHYIO HMHAMKAIIMIO BKIIOYEHHS IMTAaHHS, C IIPH3HAKaMI
AIEKTPHYECKOTO HAITPSKEHHS Ha KOPITyCe, KIIaCTh Ha CPEJCTBA BBIYHCIHTEIIPHOH TEXHHKH H
nepH(pepHHHOM 000PYJ0BaHHH ITOCTOPOHHHE ITPeIMETHI.

3arpemaercsa  IMOA  HalpsDKEHHMEM — OYMINATh  OT  IBIIM M 3aUPSI3HEHHS
AIEKTPOOOOPYIOBAHHE.

Bo  m3bexaHHe — IOpakeHHMSI  SIEeKTPHUYECKHM  TOKOM, TIPH  IIOJIb30BaHMI
BIEKTPOIPHOOPAMH HENb3S KacaThCS OMHOBPEMEHHO KaKHX-THOO TpyOOIpoBOAOB, OaTapeH
OTOIUIEHH S, METAIUIHYE CKHX KOHCTPYKIIHIL, COeQHHEHHBIX C 3EMIIEH.

Ilociie oxoH4yaHHS PabOTEl HEOOXOAHMO OOECTOUYHTH BCE CPEACTBA BBIYMCIIHTEIILHOH
TEXHHKH H IlepudepHiiHOe 00OpyZoBaHHe. B ciy4yae HelpephIBHOIO Y4eOHOro IIpoIlecca
HeOOXOIHMMO OCTaBHTh BKIIFOUEHHBIMH TOJIBKO HEOOXOAHMOE 000pYIOBaHIE.

33 AR5 ARG ecwoit padoTur S

Ceptudomkatr: 2C0GF00 FOABBBO52205E/BAS00060000Q4 3E e
e Weshy AR TDGANALA EMETH TeopeTHeckrtit MaTepHa.
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2. CchopMupoBaTh KOHIIEIIHIO IIEPCOHAIBHOH KHOepOe30ITaCHOCTH HHTepPHEeT-0aHKHHT .
PesynmbTaToOM JOIKHA SBHTHCSA TaOIHIA (PYHKIITHOHAILHBIX TPeOOBAaHHI K CHCTEME 3all[HTHI ITPH
padore ¢ 0aHKOBCKHMH JaHHBIMH.

3. CocTaBHTH HHPOPMAIHOHHYIO MOAEIb CHCTEMbBI HHTEPHET-0aHKHHTA, BKIIFOYAIOIIYIO B
ceOs onmucaHne OCHOBHBIX OOBEKTOB CHCTEMBI H B3aHMMOJIEHCTBHS MeXAy HHMMH. Ha ocHOBaHMH
HH(POPMAI[HOHHOH MOAeH Cc(pOpPMHpPOBaTh TpeCOBaHMSA K IIPOrPaMMHBIM CpeICcTBaM
HH(pOPMAITHOHHOH 0e30I1aCHOCTH.

4. OpopMHTE OTYeT IO NpakTHYecKoi pabote. IIpeacTaBHTh OTYET IO IMPAKTHYECKOH
padoTe IS 3allHTEL

BHpHﬂHThI HHIAHNBHAY AJIbHbBIX 3aJJaHHHA

PaspaboTalTe KOHIIEIIHMIO IIEPCOHAIBHOH KHOepOe30IMacCHOCTH HHTEpHeT-OaHKHHIA B
COOTBETCTBHH ¢ BapHaHTOM. OOpaTHTe BHHMaHIE Ha (PYHKI[HOHAIBLHBIE TpeOOBaHHI A K CHCTEME
3aIHTHI IIPH paboTe ¢ OAaHKOBCKHMM JaHHBIMH.

Tabmmia 5.1 —BapHaHTeI 3aaHII

No TexHomorus OO01acTh 3aIHUTEI
1 HMH(popMaIMOHHBIH JOCTYII HoyTOyk, cMapT(oH, cpeJcTBa
CBS3IH
2 Pabora C IermosuToM | IlepcoHanpHBIH KOMITLIOTED,
(OTKPHITHE, 3aKPBITHE) HOYTOYK, CcMapT(oH, cpelIcTBa
CBS3H
3 BHYPHOAHKOBCKHH IIEPEBOJ [ lepcoHaNbHEBIN KOMITBIOTED,
HOYTOYK, CMaprT(OH, CpeJCcTBa
CBS3H
4 MexK0aHKOBCKHH ITEPEeBO/I HoytOyk, cmapTdoH, CpeAcTBa
CBS3H
5 Mex0aHKOBCKHI niepeBos | HoytOyk, cMmaprdoH, cpeacTBa
C2C CBSA3H
5 KoHBepTaIpsa BaaroTh HoyTOyk, cMapT({oH, cpeJcTBa
CBSI3H
7 OruraTa yCIIyT OHJIaHH I lepcoHaIbHEBIN KOMITBIOTED,
HOYTOYK, CMaprT(OH, CpeJIcTBa
CBSI3H, Kapra
8 OrmraTa yernyT odraiiH kaproi | Kapra
9 CHSTHe IeHel B OaHKOMATe Kapra
10 BHeceHHe HAIIMYHBIX B | Kapra
OaHKOMAaTe

C oJCpRaHHEC OTYIETA

[To BemomHeHHOI paboTe cocTaBiIgeTcsa OTUeT. OTYEeT BBINNONHSIETCS B 3JIeKTPOHHOM
BHJIie. I10 BRIITOTHEHHOMY OTYETY ITPOBOIHTCS 3aIlHTa ITPaKTHUYECKOH padoTHI.

OTyeT II0 MpaKTHYeCKOH padoTe JOMKEH COCTOATh H3 CIEAVIOIMX CIPYKTYPHBIX
NIIEMEHTOB:

- THTYIIBHBII JTHCT,

- BBOJHAS YacTh,

- OCHOBHA4 4acTh (OmHcaHHe padoTHI);

- 3aKIFOYCHHE ’_(ME(%EG,I[LI).

OOKYMEHT INofg
AHaADACTHIOTYEET a JOIKHA BKIIFOYATh ITYHKTHI:

Ceptudmkar: ECDDGS)EEJSE%?F@ Eﬁ?ﬂaﬁﬂﬂﬂﬁﬂﬂﬂDDdEE

Bnaneneu: llebayXoea TaTeAHa .l':"..I'IEHEEH,.'J,pDEHE

- HGPH,I[DI{ BBITTOJIIHCHITA.

dAMMHO-aIOIapPaTHBIC CPEACTBA, HCIIOJIb3YEMBIC H BEITIOJIHEHHH DAOOTEHIL.
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3aImmra oT4eTa I10 ]’[pﬂK’I‘H‘IECKGﬁ pElﬁGTE S3dKIIIOYACTCA B ITPCABABIICHHI ITPCITOABATCIIHO
ITOIIVHCHHBIX PE3VIIBTATOB B BHJC (baﬁ.'l'[ﬂ H ACMOHCTPAIHH ITOJIIYVHYEHHBIX HABBIKOB IIPH OTBCTAX
Hd BOIIPOCEI ITPCITOABATCJLA.

Ko HTPOJIbHbBIEC BOIIPOCHI

1. UHTEpHET-OaHKHHT .

2. TexXHOIOrnM 3aIlUTEl B HHTEPHET-O0aHKIHTIE.

3. [IprunHel KHOEPITPECTVIUIEHHI B HHTEPHET-OaHKITHTE.
4. ITpobnemel kHOepOe30ITaCHOCTH B HHTEPHET-0aHKHHT €.

YUYEGHO-METO/HYECKOE H HH®POPMAIIMOHHOE OBECIIEYHEHHE

JUCIHHUIIJINHBI
PexoMeHayemasi IHTeparypa
OcHoBHasI IHTEpaTYpA:

1. Iletperko B.M. 3anmira IlepCcOHAIbHBIX JaHHBIX B HH(POPMAIHOHHBIX CHCTEMax
| OnexTpoHHBIN pecypc]|: yueOHoe nmocodue / B .M. [leTpeHKO. — 3NEKTPOH. TEKCTOBBIE JAaHHBIE.
— Crasponoib: CeBepo-KaBkazckiii (pefepambHbIil YHHBepcHTET, 2016, — 201 ¢. — 2227-
8397. — Pexmm gpoctyma: http://www iprbookshop.rw/66023 html.

2. MakapoB A.M. Opranm3zaiiis 3amHThl ITIePCOHATbHBIX JAaHHBIX [ OIeKTPOHHEIH pecypc]
. nabopaTopHerii IpakTHKyM / AM. Makapo, H.B. KammGepma, K.O. BonmapeHKo. —
ONeKTpOH. TeKCToBBle JaHHBle. — CraBpomonbs: CeBepo-KaBkazckmii — (ejepanbHBIH

VHHBEPCHTET, 2015. — 92 C. — 2227-8397. — Pexam  goctyria:
http://www 1prbookshop.1i/62971 html

JlomoJIHHT e/ IbHASA JIHTEPATYpA:

1. Cxpurmruk J[.A. OOGecrieyeHHe 0e30ITaCHOCTH IEPCOHATBHBIX JAHHBIX | OIeKTPOHHBII
pecype| / JI.A. CkpHITHHK. — OJIEKTPOH. TEKCTOBEIe JaHHBIe. — M. : HTepHET-YHHBEPCHTET
HMupopmarmmonnex Texuomormi (MHTYHUT), 2016, — 121 c¢. — 2227-8397. — PexmmM
moctyia: http://www.iprbookshop.mi/52153 . html.

2. Capenmber A.M. HayuHO-IIpaKTHYE CKHIL ITOCTATENHEIN KOMMeHTapHH K DelepalbHOMY
3aKOHY «O NepcOHAILHBIX JaHHBIX» |OnmekTpoHHBIH pecypce| / A.M. CaBembeB. — DOJIeKTpPOH.
TeKCTOBBIE JaHHbIe. — M.: Craryrt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexumM gocryma:
http://www .1prbookshop.1/6 5895 .htiml.

Metoauuyeckasi JJHTEpaTypa:

1. MeToaH4YecKHe YKa3aHHS K JIJaOOpaTOPHBIM pa0oTaM,
2. MeTOJHYeCKHE YKa3aHHS K CaMOCTOSTEIIbHOH padoTe.

IHTepHeT-pecypchbl:

www.intut.ru — HalfHoHaIbHBIH OTKPBITEIH YHEBepcHTET « MHTYUT»,
www.window.edu.ru —eHHOe OKHO JOCTYTIAa K 00pa30BaTeIbHBIM PecypcaM,
www.citforum.ru — cepBep HH() OPMAITHOHHBIX TEXHOIOI Hit,

http://www .1prbookshop.ru — 35C «IPRbooks»;

OKY _ _
Y LS A 4 %m‘@@gﬂl ["'ocymapcTBeHHAS ITyOIIMYHA S HAyYHO- TeXHHYeCcKas OHOMMOTeKa

ceprupR@CCHIDoO BT PoeeHa)nooso000043E
Snapenew:  Uetgyxosa Tarigtiy\fgataleg>nestu.mu — OnekTpoHHas 6nonmoreka CKOVY,

7. http://www.biblioclub.ru — YuuBepcureTckas 6nbmioreka online.
Nencteutened: ¢ 19.08.2022 no 19.08.2023
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IIporpammHoe odecnieueHHeE:

1. bazopsrii nakeT nmporpamyM Microsoft Office (Word, Excel, PowerPoint).

MaTtepua/ibHO- TEXHHYECKO0€ 0DecIiede Hie

1. JlaGopaTopHble H IpaKTHYeCKHE 3aHSITHS ITPOBOJSATCS B KOMITBIOTEPHBIX KiIaccaX, B
KOTOPBIX YCTAaHOBIIEHO BBIIIENIEPEYHCIIEHHOE IIPOrpaMMHOE 0O0eCIIeYeHHE.

2. JIeKIMOHHBIN KYPC IIPOBOAHTCSA B Ay IHTOPHSIX, OCHAINE HHEIX IIPOEKTOPOM.

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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1o gucruiinie «OCHOBBI MYJIbTUME/JIHA TEXH OJIOT'IN »
JI CTY AeHTOB HalpaBlieHUsd 1oAroToBk 09.03.02 MudgopmaumoHHbIE CUCTEMbI
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1. O0mme moJ1oKeHN A

CaMocrosTenbHasd paboTa — IUmaHHpyeMass vuebOHas, VyueOHO-HCCIIEIOBATEIbCKasl,
Hay4YHO-HCCJIeJOBATENbCcKasd padoTa CTYIEHTOB, BBIIIOIHSIEMAas BO BHEAYAHTOPHOE (ayIHTOPHOE)
BpeMs II0 3aJaHHIO M IIPH METOJHMYECKOM PYKOBOJCTBE IIperofaBarens, HO 0e3 ero
HEITIOCPEACTBEHHOIO y4YacTHS (IIPH YaCTHYHOM HEIIOCPEICTBEHHOM YYAaCTHH IIPEIIOaBaTells,
OCTABJLIIOMIEM BEAYIIYIO POJIb 32 PaOOTOH CTYAEHTOB).

CamocTtogrenbHag padora cTyfaeHToB (CPC) B BY 3e gBngeTcs BaXHBIM BHAOM YUeOHOI
H HAYYHOH JESTeJIPHOCTH cTyiaecHTa. (CamocrosdrelbHass padoTra CTYIEHTOB HIPAET
SHAYHTEIBHYIO POJIb B PEHTHHI OBOH TEXHOJIOTHH O0YUYEHHA.

K OCHOBHBEIM BHJIaM CaMOCTOSTEIBLHON PadOThI CTYJIEHTOB OTHOCSTCS

- ()OpMHpPOBaHHE H YCBOEHHE COJEeP KaHMSI KOHCIIEKTa JIeKIil Ha 0a3e peKOMeHAOBaHHOH
IEKTOPOM y4eOHOH JHTepaTyphl, BKIIOYas HH(OPMAI[HOHHBEIE OOpa3zOBaTellbHBIE PECYPCHI
(311eKTpOHHBIE YUeOHHKH, 3JIeKTPOHHBIE OHOIMHOTEKH H Ip. ),

- HaITHCaHHE JOKIa0B,

- IIOAT OTOBKA K CeMHHapaM, IIpaKTHYECKHM H JTa00paTOPHBIM padoTaM, HX O OpMIEHHE,

- COCTABJIEHHE AHHOTHPOBAHHOI'O CIMMCKA CTAaTEH M3 COOTBETCTBVIOINHX JKYPHAJIOB IIO
OTpaciIsM 3HAHHH (I1eJarornyecKix, IMCHXOIOTHYECKHX, METOJHIECKHX H AP.);

- BBITIOJTHEHHE YUeOHO-HCCIIEAOBATENECKUX paboT, ITPOEKTHAS JAEATEILHOCTE,

- TIOATOTOBKA IMPaKTHYECKHX Pa3palboTOK M PEKOMEHJAIIMI II0 PEINeHHIO ITPOOIeMHON
CUTYyaI[HH,

- BBITIOJIHEHHE JOMAIIHNX 3aJaHII B BHAE PelleHUS OTHAEIbHBIX 3ajay, ITPOBEIICHISI
THUIIOBBIX PACYETOB, PACUETHO-KOMIIBIOTEPHBIX H HHIHBHIVAIBHBIX PaldOT I10 OTAEIIBHBEIM
pasjiernaM CoJepKaHIs TUCIIUIUINH U T 1.,

- KOMIIBIOTEPHEIH TeKVIIHH CAaMOKOHTPOJIbP M KOHTPOJIF VYCIIEBAEMOCTH Ha 0ase
BIIEKTPOHHEIX O0YYAFOIMIX H aTTECTYIOINIX TECTOB,

- BRITIOJTHEHHE KYPCOBBIX paboT (IPOEKTOB) B paMKaX JHCITHIUIHH,

- BEITIOJTHEHHE BBIITYCKHOH KBaJIH()HKAIHOHHOH pabOThI H JIp.

Meroanka opraHH3aI[HH CaAMOCTOSATEIILHONH PadoThl CTYAEHTOB 3aBHCHT OT CTPYKTYPEIL,
Xapakrepa M OCOOEHHOCTEH H3YYaeMOH JIHCIHIUIMHBI, 0ObeMa 4YaCcOB Ha €€ H3YYEHHE, BHA
3aaHHH UISI CaMOCTOSITEIIPHOH PabOTHl CTYAEHTOB, HHIHUBHAVAIIBHBIX KAayeCTB CTYIAEHTOB H
YCIIOBHI YUEOHOH JIeATEIBHOCTH.

[Iporiecc opraHmsalf CcaMOCTOATEIIPHOH paldoThl CTYJIEHTOB BKIIOYAeT B ced4
CIIEJIVIOIIHE BTAaIlbI:

- IIOJATOTOBHTEIBLHEIN (OIpejeNeHHe IieJlel, COCTaBIIEHHE IIPOrpaMMEI, ITOJI OTOBKA
MeTOIHYECKOI0 00eCIIeYeHIS, ITIOAT0TORBKAa 000PYIOBAaHHS);,

- OCHOBHOI (pealTH3allfsl MporpaMMbl, HCITOIb30BAHHE ITPHEMOB ITOHCKa HH(OpMAI[HH,
YCBOEHHS, IIepepa0OTKH, IIPHMeHEeHHS, IlepeJayH 3HAaHHIH, (PHKCHPOBAaHHE pPe3YyIbTaToB,
caMOOpraHH3aIH IIpolecca padOTHI);,

- B3aKIIFOYHTENIBHBIN (OI[eHKAa 3HAYHMOCTH H aHaJIH3 Pe3ylbTaTOB, HX CHCTEMAaTH3aI[H,

OlleHKa 5S(QEeKTHBHOCTH IIpOorpaMMBI H IIpHEMOB palOOTBI, BBIBOJBI O HaIlPaBJIECHILIX
OITHMH3AIHH TPYa).

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO
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2.11esb 1 323294 CAMOCTOATEIbLHOH PA0dOThI

Beavirmasa 1ens opraHmsaiiid H ocyinecTBiIeHHsI CPC coBmagaeT ¢ IEIBIO OOVUEHHS
CTyJeHTa — (popMHpOBaHHE YHHBEPCAIbHBIX KOMITETEeHIHI.

[Tpu opranm3aipm CPC BaKHBIM H HEOOXOIHMBIM YCIIOBHEM CTaHOBSTCS (POPMHPOBaHHE
YMEHHSI CaMOCTOSTEIIBHON paloThl IS IPHOOPETEHHMS 3HAHHI, HABBIKOB H BO3MOKHOCTH
OpraHM3aMH YYeOHOH M HAaYYHOH IeATEIIbHOCTH. Llelbio caMOCTOSTENIBFHON PadoThl CTYIECHTOB
SBIAEeTCS OBJIaJleHHe (PyHJaMeHTaIbHBIMH 3HAHHAMH, HpOo(eCCHOHAIBHBIMH VMEeHHSIMH H
HAaBBIKAMH  JESITEIbHOCTH II0 IIPO(QHIIO, ONBITOM TBOPYECKOH, HCCIIEJLOBATEIbCKOH
HEeATEIIbHOCTH. CaMocTosarelbHasgs  pabora CTYJIEHTOB CITOCOOCTBYET Pa3BHTHIO
CAMOCTOSITEIIBHOCTH, OTBETCTBEHHOCTH H OPraHH30BAHHOCTH, TBOPUYECKOIO ITOAX0/Ia K PEIEHHIO
mpo0sIeM yueOHOI0 H IPo(eCcCHOHAIBHOIO YPOBHSL

Sagaduamu CPC gpisroTcs:

- CHCTEMaTH3al[Hs M  3aKpeIUIeHHEe IIOIYYEHHBIX TEOPETHYECKHX 3HAaHHH |
IIPAaKTHYECKHX YMEHHH CTYIAEHTORB,

- yroyOlIeHHe H PacIIHpPeHHE TEOPETHYECKHX 3HAHHI,

- (opMHpOBaHHE YMEHHH HCIIOJIb30BaTh HOPMAaTHBHYIO, IIPaBOBYIO, CIIPaBOYHYIO

TOKYMEHTAIHIO H CIIEI[HAIILHYIO JIHTEPaTypy,
- Ppa3BHTHE IIO3HABATEIIbHBIX CIIOCOOHOCTEH H aKTHBHOCTH CTYAEHTOB: TBOPYECKOH

HHMITHATHBEL, CAMOCTOSTEIBLHOCTH, OTBETCTBEHHOCTH H OPraHH30BAHHOCTH,

- ()OpPMHPOBAHHE CAMOCTOSTEILHOCTH MBIIUIEHHS, CIIOCOOHOCTEH K CaMOPa3BHTHIO,
CaMOCOBEPINEHCTBOBAHIIO H CaMOpeaTH3allii,

- Pa3BHUTHE HCCIEIOBATEIBCKHX YMEHHH,

- HCIIOJIb30BAaHHE MaTepHalia, cCOOPaHHOIO M ITOJIYYEHHOI'O B XOIE CaMOCTOSTEIBHOM
paboTHl H 1abopaTOPHBIX 3aHSTHIL.

3. TexHo10orHUecKas KapTa CaMOCTOATEJIbHOH pﬂﬁﬂThl CTYACHTA

Cpencrea u O0BEeM YacOB, B TOM YHCIIE
Koarl
TeXHOJIOTHH CPC | KonraktHasa | Bcero
peam3yeMbIX B gedTe IbHOCTH
- OL[E€HKHU pabota ¢
KOMIIET eHIHH, CTYJIEHTOB
HHIHKaTOpa(oB) Hpeltoabal
ejleM
1 cemecTp
MA-111K-8, I1JI-2 CaMOCTOSTEIIFHOE CobecegoBaHHe
1IK-8 H3yUEHHE 10,44 1,16 11,6
JITEPATYPEI
MA-111K-8, IJI-2 [IoaroToBKa K CobecegoBaHHe
TIK-8 IPaK THYECKHM 4.86 0,54 5.4
RAHSATH IM
ITA-11IK-8, MIA-2 | ITogroTtoBka Jlokmma
K-8 9 1 10
IOKIIaaa
Hrtoro 3a 1 cemectp 243 2.7 27
Hrtoro | 243 2.7 27

nokvHOPAAGK BHIMOIHEHHA CAMOCTOATEILHOM PaGoThI CTYAEHTOM
SNEKTPOHHOW NOONUCHIO

Ceptudmkar: ‘éi)ﬂ 0p43ESABBBO952205E7BAS0006000004 3E
B

Bnaneneu:

DIQOLYRCKIE DeKOMeH datju no pabome ¢ y4ebHoll numepamypoil
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IIpn padore ¢ KHHIOH HEOOXOJHMO ITOA0OpaTh JINTEepaTypy, HAYUHTHCS IIPABIILHO €€
YHTATh, BECTH 3aITHCH. /19 nmoj0opa THTepaTyphl B OHOIMHOTEKe HCIIONB3YIOTCS al(paBHTHBIH H
CHCTeMaTHYe CKIHIL KaTallOrH.

BaXHO ITOMHHTE, YTO PalHOHAIIbHBIE HABBIKH PaldOThI ¢ KHHTOH - 3TO Bcerga OOIbIas
SKOHOMH I BpeMEHH H CHIL.

IIpaBIIBHEIN II0A00pP VYEeOHHKOB PEKOMEHAYVETCS IIperojaBaTelleM, YHTAFOII[HM
TIEKITHOHHBLIN Kypc. HeoOxomumas mHTepaTypa MOXKeT OBITh TaKKe YKa3aHa B MeTOJHYECKHX
pa3paboTKax 1Mo JaHHOMY KYPCY.

M3yyass MaTepuan mo yuyeOHHKY, ClleAyeT IePeXOJHUTh K CIEAVIOIIEMY BOIIPOCY TOIBKO
II0CIIE IIPABWILHOI'O VSICHEHHS IIPEABIAVIIETO, OIMCBEIBasI Ha Oymare BCe BBIKIAIKH H
BEIUHCIEHHS (B TOM YHCIe Te, KOTOphle B y4eOHHKE ONVINEHLI HIH Ha JIEKIHH JaHbI IS
CaMOCTOSTEIHLHOI'O BEIBOJIA).

[Ipn m3yueHnH mo00H JUCITHIUIHHEL OOJBIIYIO H BaKHYIO POIb HIPAeT CaMOCTOSTEIIbHAS
HHANBHAYaJIbHas padoTa.

Ocoboe BHHMMaHHE cleAyeT OOpaTHTh Ha OIpPelellIcHHE OCHOBHBIX ITOHSTHII Kypca.
CTIyAeHT DOJKeH ITOAPOOHO pa3dHpaTh ITPHMEPHI, KOTOPBIE IMOSCHSIOT TaKHE OIIpelelICHHS, H
YMETh CTPOHTH AaHAIIOTHYHBIE IIPHMEPBI CcaMOCTOSTEenbHO. HyKHO goOuBaThCSd TOYHOIO
IPeACTABIIEHHS O TOM, YTO H3y4aellb. [IojIe3HO COCTaBISATH OIIOPHBIE KOHCIIEKTHI. IIpH
H3YUEHHH MaTepHalla 10 Y4eOHHKY IIOJIE3HO B TeTpaJH (Ha CIIeIHalbHO OTBEJEHHBIX ITOJIIX)
IOIIOIMHATh KOHCIIEKT JIeKI[HH. TaMm ke clegyeT OTMeYaTh BOIIPOCHI, BEIJAEIIEHHEBIE CTYAESHTOM
IUISI KOHCYJIbTAIMH C IIPeItofaBaTelIeM.

BBIBOJIBL, TIOIYUYEHHEIE B Pe3yJIbTaTe H3YUEHHS, PEKOMEHIYETCS B KOHCIIEKTE BBIAEIISTh,
yTOOBI OHH ITPH IIEPEYHTHIBAHHH 3aITHCEH JIYUIlle 3aIIOMHHAIIHCE.

OIBIT IOKa3bIBAET, YTO MHOIHM CTYAEHTAM IIOMOTAaeT COCTABIIEHHE IIHCTa OIIOPHBIX
CHTHAJIOB, COJIePKaIllero BaKHEHIIIHE H HaHOOJIee YacTO YIOTpeOiIsgeMble (POPMYIIBI H ITOHSTHSL
TakoH JTHCT ITOMOTaeT 3allOMHHTh (DOPMYIIBI, OCHOBHEIE ITOIOKEHHS JEeKI[HH, a TaKkKe MOXKeT
CITYKHTh ITOCTOSHHBIM CITPaBOYHHKOM IS CTYIEHTA.

YTeHNe HaAYyYHOIO TeKCTa SBISIETCS YacThIO ITO3HABATEIILHOH AeSATeJIbHOCTH. Ee 1iemp —
H3BI€YeHHE M3 TeKcTa HeoOXOAHMOH HH(popMaIHi. OT TOro Ha CKOJIBKO OCO3HAHHA YHTAFOIIHM
cOOCTBeHHas BHYTPEHHSIS YCTaHOBKa ITPH OOpaIl[eHHH K IeyaTHOMY CIIOBY (HaHTH HYy KHBIE
CBeJIEHHS, YCBOHTH HH(OPMAIIHIO ITOTHOCTBIO HJIH YacTHYHO, KPHTHUYECKH ITpOaHaIH3HPOBATh
MaTepHall H T.I1.) BO MHOTOM 3aBHCHT 3((peKTHBHOCTh OCYIIECTBIIEMOTrO JeHCTBH.

BRIZIETISIIOT wembipe 0CHO6HbIE YCIMAHO6KU 6 YWMEHUU HAYUHO20 meKcmd.

HH(pOPMAaIF OHHO-TIOHCKOBBI (3aJ]aya — HAHTH, BBIJIEITHTh HCKOMYIO HH(pOpPMAI[HIO)

ycBamBaromas (YCHIHMS 4YHTaTelIsI HalpaBIeHBI Ha TO, 4YTOORI KaK MOJKHO ITOJTHEE
OCO3HATh M 3allOMHHTh KaK CaMH CBEJSHHS H3JIaracMble aBTOPOM, TaK H BCHO JIOTHKY ErO0
paccyKIeHHI )

aHAJIMTHKO-KpPHTHYecKass (YHTATellhb CTPEMHICS KPHTHYECKH OCMBICIHTE MaTepHall,
ITPOaHAIIH3HPOBAB €I0, OIIPEIEIIHB CBOE OTHOIIEHHE K HEMY)

TBOpYecKkad (co3maeT y YHTaTeIsd TOTOBHOCTH B TOM WJIHM HHOM BHJIE — KaK OTIIPaBHOIT
ITYHKT 715 CBOMX PAcCCyKIEHHH, KaKk oOpa3 I AeHCTBHS I10 aHAJIOTHH M T.II. — HCIIOIb30BaTh
CYXKIEHHS aBTOpa, XOH €ro MbICIEH, pe3yinbTaT HaOMroAeHHs, pa3paloTaHHYIO METOMHKY,
TOTIOJIHUTE HX, IIOJABEPIHYTH HOBOH IIPOBEPKE).

OcHoeHble 6UO0bL CLUCTEeMAMU3UPOGAHH OLL 3aANUCU NPOYUIMAHH 02O0:

AHHGTHPGE&HIIE — IIPEACIIBHO KpPAaTKOC CBA3HOC OITHCAaHHC ]'[pOCMGTpEHHGﬁ ITH
]'[pDIHITElHHGﬁ KHHIT'H (GTE],TBH):, cc COACPKaHHA, HCTOUHHKOB, XdPdKTCPa H HA3HAYCHH A,
HHEII—]IIPIDEEIHHE — KpaTKad JIOTHHUECKAAd  OPIdHI3AIlHA TCKCT4d, PdCKPbLIBAIOIIIAA

colepKaHHe H CTPYKTYPY M3y4aeMOI'0o MaTepHala,
TeRthoRABHA oM/ HAKOHITMHOE BOCIIPOH3BEAeHHE OCHOBHEIX YIBEPAJICHIGI aBTOpa Oe3

Cepvd TIPH BT EHIEIAD AT IYECROD O MaTePHAaIIa;,
Pranened e PO BARITE 2 f5¢oBHOe BEITHCHIBAHIE H3 TeKcTa BhIAEPIKEK, H3BIECUSHHIT, HAHOOee

CYHICCTBEHHO OTPAXAIOIIIX TY HIH HHYIO MBICJIb dBTOP4,
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KOHCIIEKTHPOBAaHHE — KpPaTKOE M IIOCIEAOBATEIIBHOE HM3JIOKEHHE COHEpKaHH A
IIPOYHTAHHOTO.

KOHCITEKT — CITOKHBIH CITIOCO0 H3TOKEHHS COJIepKaHNI KHHIH HIIH CTaThH B JIOTHYECKOI
ITOCIIEOBATEIIbHOCTH. KOHCIIEKT aKKYMYIHMPYET B cele IMPeapIayIie BHIBI 3aICH, ITO3BOIISET
BCECTOPOHHE OXBATHUTH COJAEPKAHME KHHUTH, CTaThH. [I03TOMY YMEHHE COCTABIISATh IUIAH, TE3HCHI,
IeJaTh BRIIIMCKH H IPYTHE 3aIHCH OIPEAEIsIeT H TEXHOIOTHIO COCTABIEHH S KOHCIIEKTA.

Memoouueckue pexomernoatfuti N0 COCNAGIEHIIO KOHCHNEKNIA:

1. BHHUMATEIBHO IMIPOYHTANTE TEKCT. YTOUHHTE B CIIPABOYHOH JIHTEPATYpPE HEIIOHSATHEIE
croBa. [Ipu 3armicH He 3a0yabTe BEIHECTH CITPABOYHEIEC JAHHBIE Ha ITOJISI KOHCIIEKTA.

2. Belaenure rimaBHOE, COCTaBhTE IIIAH.

3. Kpatko cdopmymipyiiTe OCHOBHBIE TIOIOKEHHS TeKCTa, OTMEThTe apryMeHTaIlHIO
aBTOpA.

4. 3aKOHCIIEKTHPYHTE  MaTepHal, 4YeTKO  ClIeaysd  IIYHKTaM  IrraHa.  llpu
KOHCIIEKTHPOBAHHH CTapanTeCh BBIPA3UTh MBICIIF CBOMMH CIIOBAMH. 3aIlMCH CIIEAYET BECTH
YETKO, SICHO.

5. ' paMOTHO 3aImMCBIBANTE IIHTATHL. [[HTHPYS, VUHTHIBAHTE JTaKOHHYHOCTE, 3HAYHMOCTH
MBICIIH.

B TekcTe KOHCIIEKTA KellaTeIbHO IMPHBOAUTE HE TOINBKO TE3HCHEIE ITONMOKEHHS, HO H HX
IOKazaTelnbCcTBa. [Ipn odopmieHHH KOHCIIEKTa HeOOXOJHMO CTPEMHTBCSI K €MKOCTH KaKJIOro
IpeIoKEHUA. MBICIIH aBTOpa KHHIHM CIEAYET H3/Iararb Kparko, 3a00Tsch O CTWIE H
BEIPASHTEILHOCTH HAITMCAHHOTO. YHCIIO JOIMOMHNUTENBHEIX 3JIEMEHTOB KOHCIIEKTA JOIKHO OBITH
JIOrMYECKH  OOOCHOBAHHBIM,  3aliCH  JOMIKHBI  PACIHpPEelJelIThcd B OIPEIelIEeHHOH
ITOCIIEOBATEIIbHOCTH, OTBEYAKOMIEH JIOTHYECKOH CTPYKTYPE IIPOMU3BEICHHUS. IS YVTOUHEHHS H
IOTTOIHEHHS HEOOXOANMO OCTABIISATH TIOJIA.

OBIaJIcHHE HaBREIKAMH KOHCIIEKTHPOBAHNA TPeOYeT OT CTYAEHTA IIEINEYCTPEMIIEHHOCTH,
IIOBCEIHEBHON CaMOCTOSTEIIFHONH PadOTHI.

4.2. Memoouueckiie pexomeHoatfiiil 10 NOO20M0BKe K NPAKMIUYECKUM 3 AHAMUAM

Hnga Toro 4rtoOBl TIIPAKTHYECKHE 3aHSATHS IIPHHOCHIH MAaKCHMAJbHYIO IIONbB3Y,
HeOOXOAHMMO IIOMHHTB, YTO VIIPaKHEHHE H PEIIEHHE 3aJay ITPOBOASTCS IIO BEIYHTAHHOMY Ha
JIEKIUSIX MaTepHally M CBS3aHBI, KaK IIPAaBIIIO, C AETaIbHBIM Pa300pOM OTIEIBHBIX BOITPOCOB
JIEKIIMOHHOTO Kypca. CreayeT IOMUEPKHYTh, UYTO TOJBKO IIOCIE YCBOEHHS IEKI[HOHHOIO
MaTepHalla C OIIpeJlelIeHHOH TOYKH 3peHHT (a HMeHHO C TOH, ¢ KOTOPOH OH H3JIaraeTcs Ha
TIEKITHSIX) OH OyAeT 3aKpelUIAaThcs Ha Ta00paTOPHEIX 3aHATHAX KaK B pesylbTaTre O0OCYKIeHHS H
aHaI3a JIEKIIHOHHOIO MaTepHalna, TaK M ¢ IIOMOIIBIO PeIlleHHI IIPOOIeMHBIX CHTYAL[HI, 3a]1ay.
[IpH 3THX YCIOBHSX CTYIAEHT HE TOIBKO XOPOIIO YCBOHT MaTepHall, HO M HAYUHTCS IIPHMEHSTH
ero Ha INpaKTHKe, a TaKKe TIONYYHT JOIOMHHTEIBHBINI CTHMYJI (M 5TO OYeHb Ba)KHO) IS
AKTHBHOH IIPOPAOOTKH JIEKI[IH.

[IpH caMOCTOSATEIIPHOM PEIIeHHH 3aJay HYKHO OOOCHOBBIBATh KaKIBIH ATAIl PEINEHHSL,
HCXOJIS M3 TEOPETHYECKHUX ITONOKEHHH Kypca. ECIH CTYIeHT BHAHT HECKOJIBKO ITYTEH PEIleHH
mpoOiieMBlI (3ajaur), TO HYKHO CPaBHHTh MX H BBIOpaTh caMBIH palfioHaIbHBIN. [lone3Ho 10
Hayajja BBEIYHCICHMII COCTaBHTh KpaTKMH IIIaH pellleHHI mpoOneMbl (3amgaur). PereHme
IIPOOJIEMHEBIX 3aJay I IIPHMEPOB CJIEAYET H3JIaraTh ITOAPOOHO, BEIYHCIIEHHS PacIlolararh B
CTPOrOM IIOPSAKE, OTIENSIS BCIIOMOTATelIbHBIE BBIYHCIEHHS OT OCHOBHBIX. PellleHHsS IIpH
HEOOXOAMMOCTH HYKHO COIIPOBOKIATh KOMMEHTAPHAMH, CXEMaMH, YePTeKaMH H PHCYHKAMH.

Cnenyer IIOMHHTBL, YTO PEINeHHEe KaXJIOH YYeOHOH 3aJauyl JOJLKHO IJOBOIHILCSI IO
OKOHYATEIBHOI'0 JIOTHYECKOIO OTBETa, KOTOPOro TpedyeT YCIOBHE, H IIO0 BO3MOKHOCTH C
BRIBOAOM. IIOIMyUYeHHEBIH OTBET CIEAYET IIPOBEPHTH CIIOCO0AMH, BBITEKAIOIIHMH H3 CYIIECTBA
ITaHHOH ﬂ%é%% Takke (ecId BO3MOXHO) pellaTh HEeCKOIBPKHMH CIIOCO0aMH H

Cepd opPABFITTH OOV AR EPEsVoiR PaTs. PeleHne 3amay JaHHOIO THIIA HYKHO IIPOXOIKATH IO

Bnapeneu; L%DEIJ xoea TatbAHa AnekcaHgpoBHa
IIPHO pgTEHH_H TBCPABIX HABBIKOE B HX PCIICHHH.
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4.3. Memoouueckiie pexomeHoaiiiil 10 camonpogepre 3HAHLII

[Tocme M3yyeHHS OIMpeeeHHOH TeMBI IO 3aIlicsAM B KOHCIIEKTe H YUeOHHKY, a TaKkKe
peIeHus JOCTaTOYHOrO KOIHYECTBAa COOTBETCTBYIOINHX 3aJlad Ha IPAKTHYECKHX 3aHATHSX H
CaMOCTOSITEIIEHO CTYJAEeHTY PeKOMEHIYETCS ITPOBECTH CaMOIIPOBEPKY YCBOEHHBIX 3HAHHI,
OTBETHB Ha KOHTPOIILHBIE BOIIPOCHI IT0 H3YYeHHOH TEME.

B cirydyae HEOOXOAMMOCTH HY2KHO €IIl€ pa3 BHHMAaTelIbHO pa300paThbCcs B MaTepHAIIE.

MHorga HegoCTaTOYHOCTh YCBOEHHS TOrO HIH HHOI'O BOITPOCA BBISICHSETCS TOIBKO ITPH
H3YUYEHHH JallbHeHIIIero MaTepHala. B 3ToM ciydae HaJo BepHYThCS Ha3aJl H IIOBTOPHTH IIJIOXO
YCBOESHHBIH MaTepHall. BaKHbIIl KpHTepHH YCBOEHHS TEOPEeTHYECKOIO MaTepHala — YMEHHE
OTBEYATh Ha BOITPOCHI IS cOOECeIOBAHH .

Bomnpochl 118 cobeceJoBaHHSA

ba30BLIil YPOBEHB

Tema 1. OcHOBHBIE IOHATHSA NEPCOHAILHOII KHOEPOE30IIACHOCTH

HMudopmarpionHas 6e30MacHOCTh H KHOepOe30MacHOCTb.

CBoHCTBa OIH() POBAHHOH HH(POPMALTHH.

[ IpyurHELl KHOEPIIPEeCTYIUIEHH.

[ IpoGnemel KHOepOE30IIaCHOCTH.

AHamN3 pHCKOB KaK OCHOBA YIIPABIIEHHS IIEPCOHAIBHON KHOEPOE30ITaCHOCTRIO

Mogens yrpo3 STRIDE.

HMHCTpyMeHTH aHaII3a H KOHTPOJIS HH()OPMAaIlHOHHBIX PHCKOB.

CpaBHHUTENBHEIH aHAIN3 ITOJXO0JIOB K PacliO3HABAHHIO YIPO3 C HCIIOIB30BAHHEM pPa3IMUHBIX
mozenen: CIA, STRIDE

Tema 5. DxoHomuveckasa >PPeKTHBHOCTL CPeACTB olecmedYeHHs IepPCcCOHAILHOI

XN AW

KHOep0e30acHOCTH

9. OIlleHKa CPEeJICTB KPHUIITO3AIIHTHIL.

10. DKOHOMHYECKOE 000CHOBaHIE Pacxoa0B Ha obecrieueHNe IIEPCOHAJIBHOH
KHOepOe30ITacHOCTH.

11. OB0CHOBAHHEBIN BRIOOP MEP H CPeACTB 00ecIeYe HIS IIEPCOHAIBHON KHOepOe30IIacCHOCTH.

12. HPEHM}"H_[ECTEE], H HEAOCTATKH CVYIICCTIBYIOIIHX MCTOIOB 00OCHOBAHHSI HHBECTHIHH B

cpecTBa 00ecIieueHHS IIEPCOHAIILHOH KHOepOe30IIaCHOCTH.
IIoBBINI€HHELIH YPOBEHD

Tema 1. OcHoBHbIE IOHATHSA MEPCOHAILHON KHOep0e30acHOCTH

13. OCHOBHBIE ITIOHATHS KHOepOEe30IMaCHOCTH.

14. XapakTepHCTHKH OIH()PPOBaHHON HH() OpPMAL[HH.

15. Knnaccudukainisa kuOeprpecTyIUISHHH.

16. TexHomornu kHOGepOe30IMacCHOCTH.

17. Y1paBieHHe IIEPCOHAIBLHOH KHOepOe30IIaCHOCTRIO

18. XapakTepHCcTHKH MoJielH yrpo3 STRIDE.

19. MHCTpYyMeHTHI aHaIM3a H KOHTPOJIS HH()OpMAaIlHOHHBIX PHCKOB.

20. CpaBHHUTEIBHBIH aHAIH3 ITOAXOM0B K PACIIO3HABAHHIO YIPO3 C HCIIOIMB30BAHHEM pPas3iITUHBIX
moxenen: I'ekcaga [lapkepa, SA, STRIDE

Tema 5. DxoHomm4yeckas >PPeKTHBHOCTH CPeACTB oOecnedeHHs IepPCOHAILHOI
KHOep0e30acHOCTH

21. Habop ¢HHaHCOBO-3KOHOMHYECKHX IIOKa3aTelleH 9 OLleHKH 3((PeKTHBHOCTH CPEICTB
o0ecIIeueHH S IIePCOHAIBHONH KHOepOe30MacHOCTH ¢ S3KOHOMHYECKIX ITO3HIHH.

22. METG%%HHE"U]&EHMEPHKDHDMHEGKDH 3 eKTHBHOCTH CpeJIcTB oOeclleueHHs TePCOHAIbHOH
SANEKTPOHHOW NOANMUCLIO (bq) pell P

CepmnnSHOSPOR3OHACHOETH £ 75A500060000043E

Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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4.4. Memoouueckite pexomenoaitiil RO HANLICAHLUIO HAVYHBIX MEKCoe (00K1adoe, pegepanos,
scce, HayuHbvlx cmameil it m.o.)

Ilepeq TeM, KaK IIPHCTYIIHTh K HAIMCAHHIO HAYYHOI'O TEKCTa, BaXKHO pa3zodparhes,
KAaKOBa MCTHHHAS I[eJIb Balller0 HAYYHOI'O TEKCTA - 3TO IIOMOJKET BAM Pa3yMHO PacIIpelelIHThb
CBOH CHJIBI H BPEMSL.

Bo-TiepBBIX, CHayajla HYKHO OIPEAEIHTLCSA C HASEeH HAyYHOIO TeKCTa, a JJII 3TOro
HEOOXOAHMMO HAay4YHTHCSI JIHOO OTHOCHTBCS K Pa3HBIM SBIEHHSM H (paKTaM HeCKOIbKO
KPHTHYeCKH (CBOS HAes — KaK HHas TOYKa 3peHHS), THO0 HAayYHTHCS YBIEKaThCS KaKHMH-TO
H3BECTHBIMH HIESIMH, KOTOpBIE HYXHAlOTcSA B JopaboTke (Haes — KakK OITHMHCTHYeCKas
MO3HIIMS H HaIlPaBIEHHOCTh Ha JajlbHeHINlee COBEPIICHCTBOBAHHE ViK€ H3BECTHOIO). Bo-
BTOPHBIX, HAYUHTHCSI OPraHH30BEIBAaTh CBOE BPEMH.

[Tucarp cregyeT SCHO H TIOHSITHO, CTapasich OCHOBHBIE ITONOKEHHS (DOPMYIHPOBATDH
YeTKO H HEeJBYCMBICIEHHO (YTOOBI H caMOMy TIIOHSTHO OBIIO), a TakXke CTPeMSChH
CTPYKTYPHPOBAaTh CBOH TEKCT.

CHucTeMaTH3allisd M aHalIN3 H3YYEHHOHM JIMTEPaTyphl II0 IIPOOIIEeME HCCIIeIOBAHI
TIO3BOJISIOT CTYAEHTY HarmcaTh padory.

PabGounii BapHaHT TeKCTa JOKIa[a ITPeJOCTaBISETCS PYKOBOJHUTEIO Ha ITpoBepKy. Ha
OCHOBe paboyero BapHaHTa TeKCTa PYKOBOAHUTEIh BMECTE CO CTYIESHTOM OOCYyXKIaeT
BO3MOKHOCTH JOPabOTKH TEKCTa, Er0 OPOPMIEHHE.

Cmpyxkmypa ooxaaoa:

- Bpenenmne (He Oomee 3-4 crpanmal). Bo BBeaeHHH HeoOXOJHMO OOOCHOBATh BBEIOOP
TEMBI, €€ AKTYAJIBHOCTh, OUEPTHTHh OOJIACTh HCCIIEAOBAHHS, OOBEKT HCCIIEJNOBAHHS, OCHOBHBIE
IIEJH M 3aa4H HCCIIEOBAaHHS.

- (OCHOBHAs 4acTh COCTOHMT H3 2-3 pasJcinoB. B HHX pacKpBIBAETCS CYTh HCCIEAYEMOH
ITPOOIIEMEL, IIPOBOAUTCSA 0030P MHPOBOH JIHTEPATYPhRl H HCTOYHHKOB MHTEPHET IO IPEAMETY
HCCIEJOBAHHSI, B KOTOPOM JAETCH XapaKTEPHCTHKA CTEIEHH pa3paloTaHHOCTH ITPOOIIEMBI H
ABTOPCKAas AHAJINTHYECKAS OILIEHKAa OCHOBHBIX TEOPETHYECKHX IIOAXOJOB K €€ PEIIeHHIO.
M3imoxeHHe MaTepHala He JOJDKHO OrpPaHHYHBAThHCS JIHING OIHCATEILHBIM ITOAXOAOM K
PACKPBITHIO BBEIOpaHHOH TeMBI. OHO TakKke MQOIDKHO COJep:KaTh COOCTBEHHOE BHJIEHHE
paccMaTpHBacMOH ITPOOJIEMEI H H3IOXKEHHE COOCTBEHHOH TOYKH 3PEHHS Ha BO3MOKHEBIE ITYTH
€€ PEIIEHHS.

- SaxmoueHHe (1-2 cTpaHmIBI). B 3aKIOUYeHHH KPaTKO H3Iararorcs JOCTHTHYTHIE ITPH
H3YUYEeHHH ITPOOJIEMEI IIEH, IIEPCIIEKTHBEI Pa3sBHTHS HCCIIEAYEMOIO BOIIpOCca

- CIIHCOK HCITONIb30BAaHHOH JINTepaTyphl (He MeHbIne 10 HCTOYHHKOB), B al(paBHTHOM
MopsAKe, OQPOPMIESHHBIH B COOTBETCTBHHM C TIPHHSATBIMH TIpaBIIaMH. B CITHCOK
HCIIONB30BAHHON JIMTEPATYPhl PEKOMEHAYETCS BKIXOYATh PaldOTEI  OTEYECTBEHHBIX H
3apyOeKHBIX aBTOPOB, B TOM YHCJIE CTaThH, OIIYOIMKOBAHHBIE B HAYYHEIX KYPHAlIaX B TEUEHHE
ITOCIIEAHHX 3-X JIET M CCBIIIKH HA PECYPCHI CETH M HTEpHET.

- IIpmmoxeHue (ImpH HEOOXOTHMMOCTH).

Tpeboeaniia k oghopmneniio:

- TEKCT C OJTHOH CTOPOHBHI JIHCTAa,

- mpudt Times New Roman;

- Kermub mpHdra 14;

- MEeXCTPOYHOE pacCcTosSHUE 1.3,

- TIONISL CBEPXY 2,5 CM, CHH3Y — 2.5 CM, CJIeBa - 3 CM, cIipaBa 1,5 cMm;
- pedepaT gomkeH ObITh IIpeJicTaBIeH B COPOIIIOPOBAHHOM BHIE.

HopslQRSausms dokaada:
Ceprudurar:  2COH@43AMPIPY ACKTEAAD OTBOFIETCS 5-7 MHHYT BPEMEHH, B XOJI€ KOTOPOTO CTYAEHT JOIDKEH
e Yoka3aTE CCROBOANSE “ BifAfermie  MaTepHanoM IO 3asBIeHHO Teme. [IpH 3aluTe JOKIaga

ITPHECTCTBYCTCA HCITOJIb30BAHIEC MYJIIBTHMCAHA-TIPE3CHT ALl H.
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JIOoKIaa OIIEHHMBAETCS IO CIEAYIOIIHM KPHTEpHSM: coOmroieHHe TpeOOBaHIMII K €ro
opopMIIeHHIO, HEOOXOIHMOCTh H JOCTaTOYHOCTH JUIS PACKPBITHSI TeMBI IIPHBEJAeHHOH B TEKCTE
TOKIIaJa HH(pOPMAaIHH, YMeHHe CTyAeHTa CBOOOJHO H3JIaraTh OCHOBHBIE HJEeH, OTpa’keHHBIE B
IOK/Ia/e, CIIoCOOHOCTh CTYAEHTA ITOHSTH CYTh 3aJaBacMBIX ITPEIOJaBaTelIeM H COKYPCHHKAMH
BOITPOCOB H C() OpMYIIHPOBATh TOYHBIE OTBETHI HA HHX.

Kpumeptut oyenxui:

Oyenxa «onuyHo» BBICTABISETCSI CTYACHTY, €CIIH B JTOKIAJe CTYAEHT HCUEPITBLIBAIOIIIE,
IIOCIIEMOBATEIILHO, YeTKO M JIOTHYECKH CTPOHHO H3J1aracT MaTepHall, CBOOOIHO CIIPaBIISIETCS C
3aJa4aMH, BOITPOCAMH M APYTHMH BHAAMH IIPHMEHEHHS 3HAHHIL, HCIIONBL3YET U1 HaIHCAHMS
IOKIIaZa COBpPEMEHHbIE HAy4YHBIE MAaTE€pPHAIBI, aHAIH3HPYET TIONMYYEHHYIO HH()OPMAILHIO,
IIPOSBISAET CAMOCTOSTEILHOCTE IIPH HAITHCAHIH JOKIIa/a.

Oyenxa «xopouto» BBICTABIISIETCS CTYAEHTY, €CJIH KauyeCTBO BBIIIOIHEHHS JIOKIaja
IOCTATOYHO BEICOKOE. CTYAEHT TBEPAO 3HAET MaTePHAll, IPaMOTHO H IT0 CYILECTBY H3JIaracT €ro,
He JOITYCKas CYIIECTBEHHBIX HETOUHOCTEH B OTBETE Ha BOIIPOCHI ITO TEME JOKIAJA.

Oyenrxa «yooenemeopunienbHoy BBICTABILIETCS CTYIAEHTY, €CIIH MaTepHal JIOoKiIaja
H3J1araeTcsa YaCTHYHO, HO ITPOOEeNbl He HOCAT CYINECTBEHHOIO XapakKTepa, CTYAEHT IOIIYCKaeT
HETOYHOCTH H OIMHOKH ITPH 3allliTe JOKIIajJa, JaeT HeJOCTaTOYHO IPaBHIIbHBIE (DOPMYIHPOBKH,
HaOIIOAAIOTCS HAPYIIEHIS JIOTHYECKOH IT0CTIeJ0BATEIbHOCTH B H3I0KEHHH MaTepHaa.

Oyenka «Heyo061emeopunenbHoy» BBICTABISETCSA CTYIEHTY, €CIIH OH He ITOJAT OTOBHII
IOKJIad IIH JOIIYCTHIII CVYINECTBEHHBIE OINMMOKH. CTYAEHT HEYBEPEHHO H3lIaracT MaTepHall
IOKTIa/ia, He OTBEYAET Ha BOIIPOCHI ITPEIoJaBaTeNIsl.

Onticaniie Kbl OYeHUBAHL

MakcHMaJIbHO BO3MOJKHEIN 0ajll 3a BECh TEKVIIHH KOHTPOILb YCTAHABIMBAETCS PAaBHBIM
55. Tekyilee KOHTPOJIbHOE MEPOIIPHATHE CUHTAETCS CHAHHBIM, €CIIH CTYIESHT ITOIYYIUI 3a HETO
He MeHee 00% OT YCTaHOBJIEHHOI'O JJIS 3TOr0 KOHTPOJISI MAaKCHMAJIbHOI'O Oajuia. PEHTHHIOBBIH
Oarll, BEICTABIIIEMBIN CTYAEHTY 3a TEKYIIee KOHTPOIBHOE MEPOIIPHATHE, CAAHHOE CTYAEHTOM B
YCTAHOBIIEHHBIE T'pa(PHKOM KOHTPOJIBHBIX MEPOIPHATHI CPOKH, OIIPeJelseTCsS CIeTYFOIHM

o0pazoM:
YpoBeHb BEIIOTHEHHA KOHTPOIBHOIO 3aJaHHd | PefTHHTOBBOI 6amit (B % OT MAKCHMATBHOTO Oallia
32 KOHTPOIIFHOE 3a/IaHHE )
OTIHYHEIH 100
X OPOIIIIT 80
Y TOBIETBOPHTENBHEBII 60
HeyaoBIeTBOPHTEID HEIH 0

4.5. Memoouueckie pexomerHoayii No NOO20NO0BKe K 3A4enam

[Iporieaypa 3auera Kak OTACIBPHOE KOHTPOIIBHOE MEPOIIPHATHE HE TIPOBOAUTCS, OIEHHBAHHE
3HAHHI OOYYAOIETOCS IIPOHCXOIUT IT0 PE3YIbTaTaM TEKYIIETO KOHTPOJIA.
3ayeT BBICTABIISIETCS II0 pe3yIbTaTaM padoThHl B CEMECTPE, IIPH cllaue BCeX KOHTPOIBHEIX TOUEK,
ITPEYCMOTPEHHBIX TEKYIIIHM KOHTPOJIIEM YCIIEBAEMOCTH. ECII 110 HTOraM ceMecTpa OOYYAarOII[HIICS
HMeeT OoT 33 nmo 60 GamiorB, eMy CTaBHTCS OTMETKa «3ayTeHO». OOyYaroImeMycs, HMEIOIEMY II0
HTOraM ceMecTpa MeHee 33 OallIoB, CTaBHTCSI OTMETKA «HE 3aUYTEHOY.

Konuuecmeo 6annoe 3a zauem (S3au) npu pasauyn vix peiimin2oevix bauiax
110 OUCYUNILHE NO pe3yIbiamam pabonivl € cemecmpe

QKYMEHT NOANNCAH
Ceptudukar: EJS&ME&%%%?D&H&MMHHE KMHIIECTE“ ﬁﬂ.]].]]ﬂﬂ 3a 3a7eT (Sflﬂ‘l)
Braneril0 PEBYALEATAM: PAOOTLIR: ceMecT pe (Rcem)
S0 < Rcem <60 40
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39 < Rcem< 30 35

33 < Rcem < 39 27

Rcem< 33 0

KoHTpoJ1b caMocTOATEIbHOH PAdOTHI CTYI€HT OB

KOHTpoIIb caMOCTOSTEIBbHOI paboTHl IPOBOAHTCS ITperoJaBaTeIeM B ayJHTOPHH.

[IpeaycMOTpeHEI CIeAYIOIMHE BHABL KOHTPONIS: coOeceJOBaHHE, OIEHKAa BBITTOJIHEHHS
TOKJIaJla H ero Ipe3eHTaL[HH.

[TogpoOHBIe KpHTEpHH OILlEHHBAaHHS KOMIIETEHI[HI ITpHBeAeHBI B (DOHAE OIEHOYHBIX
CPECTB JJII IIPOBEIEHIS TEKYINEH H IIPOMEKYTOYHOH aTTeCTaI[HH.

Cnucok T eparypsl 41 BbinoJiHeHnsa CPC

OcHoBHasI IHTEpaTYpa:
1. Ilerperko B.M. 3anmira IlepCOHAIbHBIX JaHHBIX B HH(POPMAIHOHHBIX CHCTEMax

| OnexTpoHHBIH pecype]| : yueGHoe rmocobue / B Y. [leTpeHko. — DIIeKTPOH. TEKCTOBBIE JaHHEIE.
— CraBpornonb: CeBepo-Kapkazckiii (pefepaabHbIi yHHBepcHTET, 2016, — 201 ¢. — 2227-
8397. — PexxumM moctyiia: http://www.iprbookshop.rw/66023 html.

2. MakapoB A.M. OpraHu3aiis 3amiHThl IIePCOHATbHBIX JAHHBIX [ DIeKTPOHHEIH pecypc]
. nabopaTopHeIii IpakTHKyM / AM. Makapo, W.B. KammGepma, K.O. BoHmapeHKo. —
ONeKTpOH. TeKCcToBble JaHHBle. — CraBpomomb: CeBepo-KaBkaszckmii  (pegepanbHBIH
YHHBEPCHTET, 2015. — 92 C. —  2227-8397. —  PexymM  pgocrtyra:
http://www 1prbookshop.rn/62971 html.

/1 onoJTHHTeJILHA S JINT epaTypa:

1. Cxpurmruk J[.A. OOecrnieyeHHe 0e30ITAaCHOCTH IEPCOHATBHBIX JAHHBIX | OIeKTPOHHBIH
pecype| / JI.A. CkpHITHHK. — OJIeKTPOH. TEKCTOBEIe JaHHbIe. — M. : HTepHEeT-YHHBEPCHTET
Muadopmarmonnsx Texmomormit (MHTYUT), 2016, — 121 ¢. — 2227-8397. — PeximM
mocrtyma: http://www.iprbookshop.ru/52153 html.

2. CaBempeB A M. HayuHo-ImpaKTHYe CKHI ITOCTAaTEHMHBIH KOMMeHTapHil K DefepalbHOMY

3aKOHY «O NepCOHALHBIX JaHHBIX» |OnekTpoHHBIH pecype| / AWM. CaBembeB. — DOIIeKTPOH.
TeKCTOBBIE JaHHBIe. — M. : Craryrt, 2017. — 320 ¢. — 978-5-8354-1365-2. — PexnM gocryma:

http://www 1prbookshop.nv/65895 html.

MeToan4yeckasi JUTEpaTypa:

1. MeTomHMYecKHe YKa3aHHS K JTaOOpaTOPHBIM paboTaM,
2. MeTOJIHYeCKHEe YKa3aHHS K CaMOCTOSTEIIbHOH padoTe.

I HTEpHET-pecypcehbl:

I ngwwﬁﬁm — HAIlHOHAJIbHBIH OTKPBITEIN YHHBEPCHTET « UHT YW Ty,
2 NEKTPGRARY TS . edu.ru —equHoe OKHO JocTyIIa K 06pa3oBaTelbHEIM PECYPCAM,

Ceptudmkar: Eﬂﬁﬂﬂd 3E9ABBB952205E 7BAS00060000043E

Bnaneneu: e

xosa TarWWIVAN. IU — cepBep HH()OPMAITHOHHBIX TeXHOJIOT HIf;
4. http://www .1prbookshop.ru — 35C «IPRbooks»;
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5. www.gpntb.ru — I'ocyzapcTBeHHas ITyOMYHAa I HAYYHO- TeXHHYeckas OHOIMIoTeKa
Poccmm. (I'TTHTE Poccumn);

0. http://catalog.ncstu.ru — OnexrponHast 6nonuoreka CKOVY,

7. http://www.biblioclub.ru — YHuBepcureTckas 6nomioreka online.

IIporpamMmmHoe oGecneueHme:
2. BazoBeni makeT nmporpaMm Microsoft Office (Word, Excel, PowerPoint).

AOKYMEHT MNOANMCAH
SNEKTPOHHOW NOAMNWMCLIO

Ceprvdmkatr: 2C0000043E9ABBB952205E7BAS00060000043E
Bnaneneu: llleGayxoea TaTeAHa AnexkcaHgpoBHa
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