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BBEJIEHUE

Mertoauueckue ykazaHus cofepKaT Kypc MIPaKTUUeCKuX paboT Mo AUCITUTIIINHE
«OCHOBBI ynpaBjieHus: UHPOPMAITMOHHOMN 0€30MTaCHOCTHIO» HAIIPABJICHHBIN HA
U3y4YEeHHE MPUHIUIOB (DYHKIIMOHUPOBAHUS U DJIIEMEHTHON 0a3bl BEIUUCITUTEIHHBIX
CUCTEM.

Coneprxaluecs: B JaHHOM IOCOOUU CBEICHUSI TEOPUU, METOJANYECKUE YKa3aHUS U
PEKOMEHIAIMH TI0 BBIMOTHEHUIO MTPAKTUYECKUX PAOOT MO3BOJISIOT UCIIOJIB30BaTh €T0 B

Ka4yCCTBC JOIMOJIHUTCIBHOI'O IMocooust JJI 3aKPCINICHUA KypCa JICKIIUH.



COJIEPYKAHUE

[IpakTuueckast padota 1. OcHOBOMOIArarIMe JOKYMEHTHI B 00J1aCTH
nH()OPMAITMOHHON O€30MTaCHOCTH

[TpakTuueckas padota 2. ObecneueHue HHPOPMAITMOHHON 0€30MaCHOCTH B BEAYIIIUX
3apyOeXKHBIX CTpaHaX.

[Ipaktruueckas padota 3. [lakeTbl aHTUBUPYCHBIX POTPaAMM



[TPAKTUYECKAS PABOTA Nel

«Ocnmsono.narammne HAOKYMEHTLI B 00J1acTH I/IH(l)OpMaHI/IOHHOﬁ 0€30IaCHOCTH

Leas paGoTbl: U3YYNTh OCHOBOIOJAralONIME JOKYMEHTHI B 00JacTH  HMH(OPMAIIMOHHOMN
0€301MacHOCTH M POCCUICKHE U MEXyHapOJHbIE, KOTOPBIE HCTIONB3YIOTCs B Poccui.

1. Teopernyeckasi 4acThb

1. Pexomennamuu X.800.

OcHOBOMONAralOmyM  JOKYMEHTOM B O00JAacTH 3aIIUTHl  PACHPEIENEHHBIX CHCTEM  CTalH
pexomenaanuu X.800 — JOKYMEHT J10BOJIBHO OOIIHMPHBIH.

OcHoBHast 0COOCHHOCTh 3TOTO JOKYMEHTa — pacnpenaenenue GyHkuuii odecneuenuss Ub no ypoBHsiM
OSI/

Pacnipenenenue ¢yHKIM 6€301MaCHOCTH IO YPOBHSIM 3TAIOHHON ceMuypoBHEeBOi Mozenu OSI

Yposens mozaenu OS]
@yHKIUN 0€3011aCHOCTH
1 2 3 4 5 6 7

AyTteHtudukanus - - + + - - +
VYnpasieHue J0CTynom - - + + - - +
KoudbuneHnmansHOCTh cOeTUHEHUS + + + + - + +
KondunennuansHOCTh BHE COETUHEHUN - + + + - + +
Bri6opouHas KOHPUICHIIUATBHOCTh - - - - - + +
Konduaennuansaocts Tpaduka + - + - - - +
I{eToCTHOCTh ¢ BOCCTAaHOBJICHHEM - - - + - - +
I{emocTHOCTH 0€3 BOCCTAHOBIICHUS - - + + - - +
N3buparenpHas 1IEIOCTHOCTh - - - - - - +
IlemocTHOCTL BHE COSIMHEHUS - - + + - - +
Heotka3zyemocTts - - - - - - +

MexaHu3MbI 0€30IMaCHOCTH

. [udposanue;

. OnekTpoHHas (Lu@poBasi) MOAMNKCH;

. MexaHu3MBbl YIIPaBJIEHHS JJOCTYTIOM;

. MexaHu3MBbl KOHTPOJISI IEJIOCTHOCTH JaHHBIX;



. MexaHu3Mbl ayTeHTU()UKALINY;

. MexaHu3Mbl JONOJIHEHUS TpaduKa;
. MexaHu3MBbl yIPABICHNS MapIIPyTH3aLUEH;
. MexaHu3MBbI TOATBEPKICHUS ITOJUIMHHOCTH;

2. Kpurepuu olieHKH HA/Ie:KHBIX KOMIIBIOTEPHBIX cucTeM ("'OpanxkeBasi kuura' MuHucrepcrBa
o6oponsi CIIIA).

JlaHHBIN Tpya, Ha3bIBAEMBIM Yale Bcero mo IBery o6joxku "OpaHkeBol KHUTOH'", ObLT BIEPBBIC
omy0iukoBaH B aBrycre 1983 roja.

"OpankeBass KHUTA" MOSICHSET MOHATUE OE30MacHON CUCTEMBbI, KOTopas "yINpaBisieT, IOCPEICTBOM
COOTBETCTBYIOLIMX CPEJICTB, JAOCTYIOM K HH(OpManuu, Tak YTO TOJBKO JOJKHBIM 00pa3oM
aBTOPU30BAaHHbBIE JIUI[A WK MTPOLIECCHI, NEHCTBYIOIINE OT X UMEHH, MOJIY4aloT [IPaBO YUTaTh, UCATH,
co37aBaTh U yIasATh HH(popMaIuio".

OdeBuIHO, YTO aOCOMIOTHO OE30MACHBIX CHCTEM HE CYIIECTBYET, 4TO 3TO adctpakuus. JIoOyro
CHUCTEMY MOXHO "B3j70MaTth'", €ciau pacmojiaraTh JOCTaTOYHO OOJBIIUMH MAaT€pUATbHBIMU U
BPEMEHHBIMU PECYPCaAMHU.

EcTp cMBICII OLIEHMBATH JIMIIb CTENIEHB JOBEPHUs, KOTOPOE Pa3yMHO OKa3aTh TOM WJIM MHOU CUCTEME.

Hane:KHOCTL CHCTEMBI

B "OpanxeBoii knure" HaZeKHas CUCTEMA OMPEAENAeTC KakK ""cCUCTeMa, HCTIOJIb3YIOIasi JOCTATOYHbIE
anmapaTHble W NPOTPaMMHBIE CpeICTBa, YTOOBI 00€CIeunTh OJHOBPEMEHHYIO 00paboTKy
nH(OpMaIK pa3HO# CTENIEHU CEKPETHOCTH TPYMIION MOIb30BaTesIeii 0e3 HapylIeHus MpaB JocTymna'.

CreneHb T0BepHs, UM HAJIE)KHOCTh CHCTEM, OIICHUBAETCS IO IBYM OCHOBHBIM KPUTEPUSIM:
. [Tonuruka Oe30macHOCTH
. ["apanTUpOoBaHHOCTH

INoauTuka 6€30MaACHOCTH

310 HabOp 3aKOHOB, MPAaBUJI M HOPM IMOBEACHUS, ONPECIIAIONINX, KaKk opraHusanus oopadaTsiBaerT,
3alMIaeT U pacrlpocTpaHseT MHpopManuio. B yacTHOCTH, paBMiIa ONpEAeNsioT, B KaKUX CIIydasx
MOJIb30BaTENb MMEET IPaBO ONEPHPOBATH C OIpPEACIIEHHBIMH HaOopaMH NMaHHBIX. Yem HajexHee
CHCTEMA, TeM CTPOXKE€ W MHOTO0OOpa3Hee JOJDKHA ObITh MOJMTHKA Oe3omacHOCTH. B 3aBucumocTH OT
c(OpMyYITMPOBAaHHOW TIOJIUTUKHA MOXXHO BBIOMPAaTh KOHKPETHBIE MEXaHU3MBbI, O0ECIEUNBAIOIINE
Oe3omacHocTh cucTteMbl. llomuTHka 06€30MacCHOCTM — 3TO AaKTUBHBIA KOMIIOHEHT 3alUThI,
BKJIIOUAIOLINI B ce0s1 aHAJIN3 BO3MOXHBIX YIPO3 U BBIOOp MEp MPOTUBOAECHCTBUS.

OCHOBHBIMU 3JIEMEHTAMH TMOJIUTUKHA 0€30TIACHOCTH SIBIISIFOTCS
. [TpousBoabHOE yHpaBiIeHUE TOCTYIIOM;

® beszonacHocTh IIOBTOPHOI'O UCIIOJIB30BaHUA O6’beKTOB;



. Mertku 6€30MacHOCTH;
. [IpuHyauTenpHOE yIpaBiIeHUE 1OCTYIIOM;

. ITomoTyeTHOCTS.

FapaHTI/IpOBaHHOCTI)

910 MEpa HOOBEpHsA, KOTOpasd MOKET OBITH OKa3aHa APXUTCKTYpEC W peajin3aluu CHUCTCMBI.
rapaHTI/IpOBaHHOCTL MMOKAa3bIBACT, HACKOJBKO KOPPCKTHLI MCXAHU3MbI, OTBCHAIOMINE 3a MPOBCACHUC B
JKU3Hb TOJUTHKHA O€30IIaCHOCTH. rapaHTI/IpOBaHHOCTL MOXXHO CYHUTaTb NAaCCHMBHBIM KOMIIOHCHTOM
3alMThI, HAA3UPAIOIIHUM 3a CAMUMH 3allITUTHUKAMMU.

BaxubeiM  cpenctBoM  oOecrieueHMs — 0€30MAaCHOCTH  SIBJISI€TCS  MEXAaHU3M  HOJOTYETHOCTH
(mporokonupoBanusi). Hanexxnas cucrema gokHa (UKCHPOBATH BCE COOBITHS, Kacaroluecs
Oe3onmacHOCTH. BeneHne mNPOTOKOJIIOB JIOMKHO —JOMOJHATHCA —ayJUTOM, TO €CTh aHaJIU30M
perucTpanoHHON HH(OPMAIHH.

Konmenmumst Hage)XKHOW BBIYMCIUTEILHON 0a3bl SBISETCS IEHTPAIBHOW TMPU OICHKE CTENCHU
rapaHTUPOBAHHOCTH, ¢ KOTOPOM CHUCTEMY MOXKHO CUMTAaTh HaAekHOW. HamexxHas BbIYMCIUTEIbHAS
0a3a — 3TO COBOKYITHOCTH 3aIIUTHBIX MEXaHU3MOB CHUCTEMBI (BKJIIOUAs arapaTHOE W MPOTPaMMHOE
o0ecrnieueHne), OTBEYAIOIINX 3 MPOBEACHNE B KU3Hb MOJUTHKU O€30MIaCHOCTH.

Kaaccel 6e30macHOCTH

B "OpamkeBoii kaure" ompezessiercss 4eTblpe ypoBHs Oe3omacHocTH (HanexHnoctu) — D, C, B u A.
VYpoBenb D npenHazHaueH JUisl CUCTEM, IPU3HAHHBIX HEYIOBJIETBOPUTEIbHBIMU. B HacTos1iee Bpemst
OH COJIEP>KUT JBE MOACUCTEMBI yIpaBieHus gocrynom ams IK.

ITo mepe mepexona ot ypoBHs C K A K HaJIeXKHOCTU CHUCTEM MPEIbSBIAIOTCS BCe Ooliee KECTKHe
TpeboBanus. Yposuu C u B mogpazmensiorcs Ha wiaccel (C1, C2, Bl, B2, B3) ¢ mocreneHHbIM
BO3pacTaHueM HalekHOCTU. Takum 00pa3om, Bcero mmeercs IiecTh kiaccoB OezomacHoctn — Cl,
C2,B1, B2, B3, Al.

UroObl cuCTeMa B pe3ysbTaTe MPOIEHyphl CepTUGUKAIME MOIIA OBITh OTHECEHA K HEKOTOPOMY KJacCy, ¢ TOJHMTHKA
0€30I1aCHOCTH ¥ TapaHTHPOBAHHOCTH JIOJDKHBI yIOBICTBOPSITH IPUBOIUMBIM HIKE TPEOOBAHUSM.

OpanxeBasi KHUTa Krnaccer 6e3omacuoct

HanexxHocTh cHCTEMEI Cl IC2 Bl [B2 B3 JAl

1. ITonuTrka 0€30MaCHOCTH

1.1 [IpousBoibHOE yIIpaBiI€HUE JOCTYIIOM + H- = — o =
1.2 TToBTOpHOE UCTIOJIb30BAaHUE OOBEKTOB - = = = =
1.3.1 Metku 6e3011acHOCTH H- H- = =
1.3.2 [1emoCcTHOCTh METOK OC30IMaCHOCTH - = = =
1.4 IlpunynuTenbHOE YIpPaBICHUE JOCTYIIOM H- - = —

1.5 TlogoTyeTHOCTH




1.5.1 Unentudukanus u ayreHTuGuKanus [+ + in = = =

1.5.2 IIpenocraBneHue HaIEKHOTO My TH + + =

1.5.3 Ayaut - H- - - =

3. UnTepnperanus "OpaH:keBoil KHUIH'" IS ceTeBbIX KOH(UIypanuii.

BBoauTcst HOBOe TOHSATHE — CeTeBasl HAJC)KHAs BBIYUCIUTENbHAS 0a3a, paclpeneleHHBbIA aHaIor
HAJEKHOM BBIYUCIUTENBHON 0a3bl M30IMPOBAaHHBIX crcTeM. CeTeBasi HaJe)KHAsl BEIYUCIUTENbHAS 0a3a
dbopMupyeTcss M3 BCeX dYacTell BCEX KOMIIOHCHTOB CETH, OOECIEeUMBAIOIINX HH(DOPMAIMOHHYIO
6e3omacHocTh. Hane)kHast cereBas cucrteMa JODKHA 00ecleuyrBaTh TaKOE PACIpeIeICHHEe 3allUTHBIX
MEXaHHU3MOB, YTOOBI O0IIIAas MOUTHKA 0E30MaCHOCTH MPOBOAMIIACEH B )KU3Hb HECMOTPS Ha YS3BHUMOCTh
KOMMYHHKAITMOHHBIX MyTeH U Ha MapajljieNIbHyI0, ACHHXPOHHYIO pad0Ty KOMIIOHEHTOB.

WHTepniperanyst NpenycMaTpuBaeT pas3jM4HbIE BapUaHThl pPACIpEAENICHUs] CETEBOM HaJekKHOU
BBIUUCIIUTENLHON 0a3bl 10 KOMIIOHEHTaM M, COOTBETCTBEHHO, pa3jIMYHbIE BapUaHTBl paclpeesIeHus
MEXAaHU3MOB YIIPABJICHUS JOCTYIIOM.

B yacTHOCTH, HEKOTOpBIE KOMIIOHEHTBI, 3aKpPBIThIE OT MPSAMOrO JOCTYIA MOJb30BaTelel (Hampumep,
KOMMYTaTOpbl MaKeTOB, ONEPHUPYIOIME HAa TPETheM ypOBHE ceMuypoBHeBOl Monenu OSI), moryt
BOOOILIE HE COAEPKATh NOJOOHBIX MEXaHU3MOB.

WneHTudukanms rpynmn mojab30BaTeield MOXKET CTPOUTHCS Ha OCHOBE CETEBBIX al[PeCOB XOCTOB HIIH
(mom)ceteit. B TO e BpeMst perucTpaiMOHHBIN KypHAII TOJDKEH COAEpKaTh TO0CTATOUYHO MH(MOpMAIUu
IUIsSL acCOIMUPOBAHUS JIEHCTBUH C KOHKPETHBIM TOJb30BaTesieM. CeTeBO aJpec MOMKET SBISTHCS
Y4aCThIO TIO0ATHHOTO UACHTU(PUKATOPA MOTB30BATEIIS.

B IMPUHLOHUIIC BO3MOXKCH HeHTpaHI/ISOBaHHBIfI KOHTPOJIb AOCTYyIIa, KOrja pCHICHUA IMPUHUMACT
CIICLIMAJIBHBIN CepBEp aBTOpPHU3ALMU. BO3MOKEH M CMEIIAHHBIM BapHAHT, KOTJA CEPBEP aBTOPU3ALMU
paspelaeT COeJWHEHHE JIBYX XOCTOB, a JAJbIIe B JIEJO BCTYMAIOT JIOKAJIbHBIE MEXaHU3MbI XOCTa,
COJIEpIKaIIero 0ObEKT OCTYyTA.

AHaNOTM4YHO, HISHTU(UKAUS W ayTeHTU(UKALUS TMOJb30BaTENed MOXKET MPOM3BOJUTHCA Kak
LEHTPaJIN30BaHHO (COOTBETCTBYIOLIMM CEPBEPOM), TaK M JIOKAJIBHO — TOH CHUCTEMOM, C KOTOpOM
MOJIb30BaTEIh HEMOCPEJCTBEHHO B3aMMOJICHCTBYeT. Bo3MmokHa mepenada WACHTH()HUKAIMOHHOW W
ayTeHTU(UKAIUOHHOW HHMOpMAIMM MEXAy XocTamMu (4YToObl W30aBUTH IOJB30BATeNs  OT
MHOTOKpaTHOI ayTreHTHU¢uKauun). [lpu nepenavye ayreHTUPUKAMOHHAs UHPOpPMALMS T0JKHA ObITh
3anuIeHa He ciaadee, YeM Ha KakJJOM U3 KOMIIOHEHTOB CeTeBOH KOH(UTYypanuy.

B kauecTBe emie 0OJHOr0 OTIMYUTENBLHOIO MOMEHTa MHTeprpeTanuy HyKHO OTMETUTh MOBBIIIEHHOE
BHUMaHUE K [IEJIOCTHOCTA MH(POPMAIMH BOOOIIE U METOK O€30MaCHOCTH B YaCTHOCTHU. J[JIs1 KOHTPOJIS
LEJIOCTHOCTA METOK W I MX 3alllUThl OT HEJEralbHOro u3MeHeHuss B HHrepnperanuu
pPEKOMEHIyeTCsT  IMUPOKOE  HCIOJIb30BaHWE  KpunTorpaduueckux wmeronoB. Jlamee, dYTOOBI
MPUHYIUTETFHOE YIPABJICHHE JOCTYNIOM B pACIpEACICHHOW KOH(PUTYpAllMd HMEJIO CMBICH,
COBOKYIIHOCTb YPOBHEW CEKPETHOCTH M KaTEroOpvil JOJHKHA MOIANEPKUBATHCS LIEHTPAIM30BAHHO. B
3TOM OJHO W3 MPUHLMIHUAIBHBIX OTJIWYUNA OT MPOU3BOJIBHOTO YIIPABICHUS JOCTYIIOM.

HoBeiM 1o cpaBHeHHto ¢ OpaH)XEBOH KHUIOM SIBJIETCS PAacCMOTPEHHUE BOIIPOCOB JTOCTYIHOCTH.
CeteBoii cepBHUC nepecTaeT ObITh JIOCTYIHBIM, KOTAa MPOIYCKHAs CIIOCOOHOCTh KOMMYHHMKAIIMOHHBIX
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KaHAJIOB MMa/1ae€T HUKE MUHUMAIIBHO JOIMYCTHMOTO YPOBHS WJIM CEPBHUC HE B COCTOSIHUU OOCITYXHBATh
3ampocChl. Y JaJIeHHBIA peCcypc MOXKET CTaTh HEJOCTYIIHBIM U BCIICACTBUE HApYILICHUs PAaBHOIIPABUS B
oOCITy’)KMBaHMM ToNb30BaTenei. HanexxHas cucrema 1OMKHa OBITh B COCTOSHUU OOHApYXHBATh
CUTyallul HEIOCTYITHOCTH, YMETh BO3BpAIlaThCsi K HOPMaJbHOW paboTe U MPOTUBOCTOSATH aTakaM Ha
JOCTYIIHOCTb.

4. 'apMoHM3upoBaHHbIe KpUTepuu EBponeiickux cTpas.

EBpomnelickue cTpaHbl NIPUHSUIA COTJIACOBAHHBIE KPUTEPUH OLIEHKH 0€30MacHOCTH MH(DOPMALMOHHBIX
texHosorui (Information Technology Security Evaluation Criteria, ITSEC). onmy6nukoBaHHbIE B HIOHE
1991 roma oT WMMEHM COOTBETCTBYIOIIMX OpPraHoB uYeTbipex cTpaH — Dpanuuu, ['epmanuu,
Hunepnannos u Benukobpurtanuu.

[IpuHnunuaneHo BaxkHOM uepro EBpomneiickux Kpurepue sABIsSIETCS OTCYTCTBHE alPUOPHBIX
TpeOOBaHUH K YCIOBUAM, B KOTOPBIX JOJKHA paboTaTh MH(YOPMAIIMOHHASI CUCTEMA.

Tak HazpIBaeMbIil CIIOHCOp, TO €CTh OpraHU3allMs, 3alpallnBaloNas CepTH()UKALMOHHBIE YCIYTH,
(dbopMynMpyeT Lenb OLEHKH, TO €CTh ONMCHIBAET YCJIOBHUS, B KOTOPBIX JOJDKHA paboTaTh cucrema,
BO3MOJKHBIE yIpo3bl €¢ 0€30IaCHOCTH U INPEJOCTaBIISIEMbIE €0 3alIUTHbIE (QYHKIMH. 3ajjadya opraHa
cepTu(UKalNU — OLIEHUTh, HACKOJIBKO MOJHO JIOCTUTalOTCs MOCTaBJICHHBIE LEJIH, TO €CTh HACKOJIBKO
KOPPEKTHbI U 3(PPEKTUBHBI apXUTEKTypa U peanu3alus MEXaHU3MOB O€30MacHOCTH B ONHCAHHBIX
CIIOHCOPOM YCIIOBUSIX.

EBpomneiickue  Kputepuum  paccMaTpuBaIOT — CIEIYIOIIME  COCTABISIOMIME  WH(POPMALMOHHOM
0€30MacHOCTH:

1. KOH(l)I/I)IeHI_II/IaJ'IbHOCTB, TO €CTb 3aIIUTY OT HCCAHKIIMOHUPOBAHHOTO ITOJIYUCHU I/IH(I)OpMaI_II/II/I;
2. HCJIOCTHOCTB, TO €CTh 3aIIUTY OT HCCAHKIIMOHUPOBAHHOI'O U3MCHCHUA I/IH(I)OpMaI_II/II/I;

3. JOCTYITHOCTb, TO €CTh 3alIUTy OT HECAHKIMOHHPOBAHHOTO yJEpKaHHs WHPOpPMALUU |
peCypcCoB.

B Kputepusix npoBoAUTCs pa3inyre MeXIy CUCTEeMaMH U Mpoaykramu. CucreMa — 3TO KOHKpETHast
anmapaTtHO-TIpOrpaMMHasi KOH(UTypalusi, MOCTPOSHHAs C BIIOJIHE ONpEACTICHHBIMH IENsIMH U
(GyHKIMOHMpYIOLIAast B U3BECTHOM OKpY>KeHHH. [IpOayKT — 3TO ammapaTHO-IpOrpaMMHBIN "maket",
KOTOPBIIi MOYKHO KyNUTh M TI0 CBOEMY YCMOTPEHHUIO BCTPOUTH B Ty WM HHYIO cUCTeMy. Takum
o0pa3oM, ¢ TOYKH 3peHHST UHHOPMAIMOHHON O€30MaCHOCTH OCHOBHOE OTIIMYHE MEXKIYy CUCTEMOU U
MIPOJTYKTOM COCTOUT B TOM, YTO CHCTEMa UMEET KOHKPETHOE OKPYKEHHE, KOTOPOE MOKHO OTPEICITHTh
U U3yYUTh CKOJb YTOJHO JIE€TaJbHO, a MPOAYKT IOJDKEH OBITh PAacCUMTaH Ha MCIOJIb30BAHUE B
Pa3INYHBIX YCIOBHUSX.

B Esporneiickux Kputepusix cpenctBa, MMEIONIME OTHOILIEHHE K MH()OPMAIMOHHONW O€30MacHOCTH,
paccMaTpuBalOTCsS Ha TpeX YpOBHSAX jAeranu3anuu. Hanbonee aOcTpakTHBIN B3IV KacaeTcs JIMIIb
neneit 6e3omacHocTH. Ha 3TOM ypoBHE MBI IMOJlydyaeM OTBET Ha BOINPOC, 3a4eM HYXHbI (YyHKIIMU
6e3onmacHocT. BTOpOoil ypoBeHb comepkuT criermudukanmu (yHKIui OezomacHocTH. MBI y3HaeM,
Kakas (yHKIMOHAIBHOCTh Ha caMoM jeie oOecrednBaercs. HakoHel, Ha TpeTbeM YpOBHE
comepxkuTcss uWH(OpMaAnUA O MexXaHu3Max 0e30macHOCTH. MBI BUAMM, Kak pealu3yercs
JeKJIapUpoBaHHAsT QYHKIIMOHATBHOCTD.



Crenudukanuu QyHKIuii 6€30MacCHOCTH — Ba)KHEHUIIIast 4acTh OMMCAHUs O0BhEeKTa OlleHKH. Kpurepuu
PEKOMEHIYIOT BBIJICIUTD B ATUX CIEIUPUKALUIX Pa3/Iebl CO CICTYIONIMMHE 3ar0JIOBKAMH:

1. Nnentudukaius u ayTeHTUPUKAITHS.
2. VYpaBiieHre JOCTYIIOM.

3. [TogotueTHOCTD.

4. Aynur.

5. [ToBTOpHOE MCTIOJIB30BAaHUE OOBEKTOB.
6. TouHocTh MHbOPMaLIUK.

7. HanexHocTh 00CTyKUBaHHUS.

8. OOMeH TaHHBIMHU.

HaGop ¢yHnkimii 6e30macHOCTH MOXKET CeHU(pHUIUPOBATLCS C MCIOJIB30BaHUEM CCBUIOK Ha 3apaHee
OIpeJIeJIEHHbIE KI1acChl (PyHKIIMOHAIBHOCTH.

B Espomneiickux Kpurepusax takux kiaccoB aecartsb. Ilats u3 nux (F-Cl, F-C2, F-B1, F-B2, F-B3)
COOTBETCTBYIOT Kjlaccam Oe3onacHocTH "OpaHXKeBON KHUTH'.

5. Crangapt ISO/IEC 15408 '"Kpurepum ouneHkn 0e30IaCHOCTH HWH(POPMANMOHHBIX
TexXHoJIorui" .

DTOT MEXIYHAPOAHBI CTaHIAPT CTal HWTOTOM IOYTH JECATHICTHEH pabOThl CIEIHAINCTOB
HECKOJIbKUX CTpaH, OH BOOpan B ceOsi OMBIT CYIIECTBOBABUIMX K TOMY BpPEMEHH JIOKYMEHTOB
HAlMOHAIBHOTO ¥ MEXHAIMOHAbHOro Macmiraba. JlaHHbI craHgapT yacto HasbiBaroT "OOmMMU
kpurepusmu" (OK).

"O6mue KpuTepuu" Ha caMOM JieNe SIBJSIOTCS METacTaHAAPTOM, OIPEAESIONMM HHCTPYMEHTHI
oueHku 0ezonacHoctu MC 1 mopsAaoK UX NCHOIb30BAHUS.

B otnuuue ot "OpanxeBoit kauru", OK He comepkar npeaonpeaeieHHbIx "KiiaccoB 0e30macHoCTu".
Takue KiacChl MOXHO CTPOUTH, HCXOAS U3 TpeOOBaHUN OE30MaCHOCTH, CYLIECTBYIOLIUX ISt
KOHKPETHOW OpTaHU3aIlH /WM KOHKPETHON HH()OPMAITMOHHON CHCTEMBI.

OK cojnepskar qBa OCHOBHBIX BHJIa TPEOOBaHMIA 0€30TIACHOCTH:

1. (1)YHKI_II/IOH8.J'IBHBIG, COOTBCTCTBYIOINMEC AKTHUBHOMY ACIICKTY 3alllUTbl, IPCABABIISICMBIC K
(I)YHKLII/I}IM 0C30IMaCHOCTH U PCAIN3YOINUM UX MCXAHU3MAM;

2. TpeOOBaHUSI  JOBEpHUS, COOTBETCTBYIOIIME TACCUBHOMY AacCIeKTy, MpeAbsBlIeMble K
TEXHOJIOTUH U MPOIecCy pa3padOTKU U SKCIUTyaTalllu.

TpeboBanus 06€30MaCHOCTH MNPEABSIBISIOTCS, a UX BBIIOJHEHHE IMPOBEPAETCS I ONPEIEIIEHHOTO
00BEKTa OLEHKH - allapaTHO-IPOrPaMMHOTO MPOyKTa WM HHPOPMAIIMOHHON CHCTEMBI.



Ouenpb BaxHO, uTo Oe3omacHOCTh B OK paccMaTpuBaeTcs HE CTATUYHO, & B MPUBSZKE K KUZHEHHOMY
LMKy 00BEKTa OLEHKH. BBIIETSAIOTCS ClIeyIONUe Tarbl:

1. oIpezieJIeHNe Ha3HAYCHHUs, YCIOBUI MPUMEHEHUs, 1eJiel U TpeOoBaHHui 0e30MacHOCTH;
2. IPOEKTUPOBAHUE U pa3paboTKa;

3. UCTIBITAHUS, OLICHKA U CePTH(HUKAIINS;

4. BHE/IPEHUE U SKCIUTyaTalusl.

B OK 00BeKT olleHKH paccMaTpUBAETCsI B KOHTEKCTE Cpellbl 0€30IMacHOCTH, KOTOpask XapaKTepH3yeTcs
OTIPEICIICHHBIMU YCIIOBUSIMH U YTPO3aMH.

B cBoro ouepenb, yrpo3bl XapakTepU3yloTcs CIeAYOUMME TapaMeTpaMu:

1. UCTOYHUK YIPO3BIL;

2. METOJT BO3ACHCTBHS;

3. ySI3BUMBIE MECTa, KOTOPbIE MOT'YT OBITh MCIIOJIb30BaHbI;
4. pecypchl (aKTUBBI), KOTOPbIE MOTYT ITOCTPAAaTh.

Va3BuUMBIC MecTa MOTYT BO3HHUKATh U3-3a HEAOCTATKaA:

1. B TpeOOBaHMIX 0€30MMaCHOCTH;
2. B IIPOEKTUPOBAHNUH;
3. B DKCIUTyaTallH.

Cnalble MecTa IO BO3MOXKHOCTH CJICAYyCT YCTPAHUTHb, MUHHUMU3ZUPOBATL UJIU XOTA OBl mocraparbCs
OI'paHUYUTDb BO3MOKHBIH ymep6 OT HUX NIpCAHAMCPCHHOI'O HCIIOJIb30BAHUA WU cnyqaﬁHoﬁ
AKTUBU3allH.

C Touku 3peHus TexHosoruu nporpammupoBanus B OK ncnonb3oBan ycrapeBinii OubInoTeyHbli (He
00BEKTHBIN) moaxoA. YToObl, TEM HE MEHee, CTPYKTypUpOBaTh MPOCTPAHCTBO TpeboBaHui, B "O0mux
KpuTepusx" BBElIEHA UEPAPXHUSI KIIACC — CEMEMCTBO — KOMIIOHEHT - 3JIEMEHT.

Knaccel ompenenstor Hanbosnee o0mryro, "HpeaMeTHYIO" TIpynIUpPOBKY TpeOOBaHUM (HampuMep,
(byHKIMOHATIBHBIE TPEOOBAHUS TIOJJOTYETHOCTH).

CewmeiicTBa B mpezienax Kiacca pa3iInyaroTcs M0 CTPOTOCTH U IPYTUM HIOAHCaM TPeOOBaHHIA.
KoMmoHeHT - MuHUMaIbHBIN HAOOp TpeOoBaHUH, GUTYPUPYIOIIHI KaK Ieoe.
DJeMeHT - HeJleIuMoe TpeOOBaHuUE.

Mexny xomnonentamu OK MoryT cymiectBoBarh 3aBUCUMOCTH. OHM BO3HMKAIOT, KOTJ1a KOMIIOHEHT
caM 1o cebe HEeJIOCTAaTOYEH i JOCTIKCHHs Iienu Oe3omacHocTu. BooOmie roBops, HE Bce
KOM6I/IHaHI/II/I KOMIIOHEHTOB HWMCIOT CMBbICI, W IIOHATHUC 3aBUCUMOCTH B KaKOﬁ-TO CTCIICHHU
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KOMIIEHCHPYET HEJOCTATOUYHYIO BBIPA3UTEIHHOCTh OMOIMOTEUYHON OpraHu3alnu, XOTs U He 3aMEHseT
o0BeMHeHNE QYHKIUH B COJIEpKATEIbHBIC 00ObEKTHBIC HHTEP(EHCHI.

CDOpMI/IpyCTCH JIBa BUJla HOPpMATUBHLIX TOKYMCHTOB: HpO(l)I/IJ'IB 3alllMTHI 1 3aJaHUC I10 0€30IaCHOCTH.

[Ipoduns 3ammrer (I13) mpeacrtaBiseT coOoil TUMOBOM HaOOp TpeOOBaHWN, KOTOPBHIM JTOJDKHBI
YAOBICTBOPATh TPOAYKTHI W/WIA CHUCTEMBI ONPEICIICHHOTO Kiacca (HampuMep, OIepanroOHHBIC
CHCTEMBI Ha KOMIIbIOTEpaX B MPABUTECILCTBCHHBIX OPTraHU3AIIHSX ).

3anaHue 10 0OE€30MACHOCTH COJEPKUT COBOKYIHOCTh TpPEOOBAaHMM K KOHKPETHOM pa3paboTke,
BBITIOJTHEHHE KOTOPBIX 00eCTIeYnBaeT JOCTIKEHHE MTOCTABICHHBIX IIeel Oe30MacHOCTH.

B OK Her roroBbix kiaccoB 3amuTbl. CdopmupoBarh kiaccudukanuio B TepMHHaX "OOmumx
KpUTEpUeB" - 3HAUUT OIpPENEIUTh HECKOJIBKO HEPapXUYECKH YHOPSAJOUYEHHBIX (COJEpIKalux
yCUJIMBAIOIIUecs: TpeOoBaHus) mpodwuiell 3amuThl, B MaKCHUMaJbHO BO3MOXXHOM CTeleHU
UCIOJIB3YIOUINX CTaHAapTHbIE QYHKIMOHATIbHBIE TpeOOBaHUs U TpeOOBaHUS 10BEpHs 0€30IaCHOCTH.

Beinenenue HEKOTOPOro MOAMHOMKECTBA U3 BCEr0 MHOXKECTBa Mpoduiel 3aluThl BO MHOIOM HOCUT
cyObeKkTuBHBIA XapakTep. [lo memomy psiay cooOpakeHMid (OJHMM W3 KOTOPBIX SIBISIETCS KEJaHHe
NPUIEPKUBATECS  OOBEKTHO-OPHUEHTHUPOBAHHOIO IMOJXO0Jd) Iieecoo0pa3Ho, Ha Hall B3I,
copMHpOBaTH CHaYaa OTHPABHYIO TOUKY KJIaCCH(HKAINU, BBIJETUB 0a30BbIi (MUHUMaNBHBIN) 113, a
JOTIOJTHUTENbHBIE TPEOOBAHUS KOMIIOHOBATh B (DYHKIIMOHAJIbHBIE TTAKETHI.

OYHKIMOHAIBHBIA MakeT - H3TO HEOJHOKPATHO WCIOJIb3yeMasi COBOKYIHOCTh KOMIIOHEHTOB,
00BETMHEHHBIX IS JOCTHIXKEHHUS OIpEIeIeHHBIX Ieneld Oe3omacHocTu. "OOmme kputepuu" He
PETTIaMEHTHPYIOT CTPYKTYpPY MaKETOB, MPOIEAyphl BepU(PHUKAINK, PErHCTpalli U T.II., OTBOJAS UM
POJIb TEXHOIOTUYECKOTO cpeAcTBa (popmupoBanus [13.

bazoBelii IpoduiTh 3aIUTHI JOJDKEH BKIOYATh TPEOOBAaHMS K OCHOBHBIM (00S3aTENBHBIM B JIFOOOM
ciydae) BO3MOXKHOCTSM. I[IpousBoanHble NMpoduiaM TOJy4aroTcss U3 0a30BOTO IMyTeM J00aBIICHUS
HEOOXOIMMBIX TIAKETOB PACIIMPEHHSI, TO €CTh MMOJA0OHO TOMY, KaK CO3/Ial0TCS TPOU3BOJIHBIC KIIACCHI B
00BEKTHO-OPUEHTUPOBAHHBIX SI3bIKAX IMPOrPAMMHPOBAHUSI.

OyHKIIMOHAIbHBIE TPEeOOBAaHUS CrPYIIIMPOBAaHBI HAa OCHOBE BBITIOJIHIEMOM HWMH DPOJU WU
oOcimyxuBaemMoil 1enu Oe3omacHoctd. Bcecero B "OOmmx kpurepusx" mnpeacrtaBieHo 11
(YHKIIMOHAJIBLHBIX KJIACCOB, 66 ceMeicTB, 135 KOMIIOHEHTOB. JTO, KOHEUHO, 3HAYMTEIILHO OOJIbIIIE,
YEeM YHCIIO aHAJIOTMYHBIX CyIIHOCTEN B "OpaHkeBor KHUTe".

[lepeuncnum kiaccel GpyHKIMOHANBHBIX TpeboBanuil OK:

I. uACHTU(UKAINS U ayTeHTU(UKALINS,
2. 3alUTa JaHHBIX MOJIb30BATEIIS;
3. 3amuTa QyHKIUH 0e30macHOCTH (TpeOOBaHMS OTHOCATCS K IEIOCTHOCTH M KOHTPOITIO JaHHBIX

CEPBUCOB 0€30MACHOCTH M PEATTU3YIONINX UX MEXaHHU3MOB);

4. yopaBlieHHe 0e30MacHOCThI0 (TpebOBaHUS HSTOrO0 Kiacca OTHOCATCS K  YIIPABJICHUIO
aTpuOyTaMU U mapaMeTpaMu O€30MaCHOCTH);
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5. ayIuT 0e30MacHOCTH (BBISBICHUE, PETUCTpAIlMs, XPAaHCHUE, aHAIM3 JIaHHBIX, 3aTParHBarOIINX
0e30MmacHOCTh 00bEKTa OIICHKH, PEarnpoBaHKEe Ha BO3MOKHOE HapylIeHHEe 0€30MacHOCTH);

6. JOCTYT K OOBEKTY OIICHKH;

7. MIPUBATHOCTH (3aIIUTa MOJIH30BATENS OT PACKPHITUS U HECAHKIIMOHUPOBAHHOTO MCIOJIb30BAHUS
€ro UACHTU(UKAITMOHHBIX JaHHBIX);

8. WCITIOJIb30BaHUE PECYPCOB (TpeOOBaHUs K TOCTYIMTHOCTA MH(POPMAIIUN);
9. Kpunrorpaduyeckas nojaepxka (yrnpapjieHHe KIOYaMu);

10.  cBa3b (ayTeHTU(UKALNUS CTOPOH, YYaCTBYIOIIMX B 0OMEHE JaHHBIMH);
I1. JIOBEPEHHBI MapIIPyT/KaHaJ (IS CBSI3U C CEPBUCAMU
0e30IacHOCTH).

"OO0me KpuTepuu'" - OYeHb NMPOIYMAHHBIM M IMOJTHBIA JTOKYMEHT C TOYKH 3peHHUs (PYHKITMOHATBHBIX
TpeboBanuil. B T0 ke Bpems, X0Tenoch Obl 00paTUTh BHUMAaHKE U HA HEKOTOPHIE HEJJOCTATKH.

[TepBBIii - 3TO OTCYTCTBHE OOBEKTHOTO 1MOAX0/1a. DYHKIIMOHAIBHBIC TPEOOBAHHS HE CTPYIITUPOBAHBI B
OCMBICJICHHBIE HA0OPHI (00BEKTHBIC HHTEP(EHCHI), K KOTOPHIM MOTJIO ObI IPUMEHSTHCS HACJICIOBAHUE.
[TomoOHOE TMOJIOKEHNE, KaK W3BECTHO W3 TEXHOJOTMHM IPOTPaMMHUPOBAHUS, YPEBATO IOSBICHUEM
CIIMIIKOM OOJIBIIIOTO YKCIa KOMOMHAIUN (DYHKIIMOHATIBHBIX KOMIIOHEHTOB, HECOTIOCTABHUMBIX MEXITY
c000Ii.

B coBpeMeHHOM NIPOrpaMMHUPOBAHUHU KIIIOUEBBIM SIBIISIETCSI BOIPOC HAKOIUIEHHS M MHOTOKPATHOTO
ucnoip30BaHus 3HaHui. CtanaapThl - ojiHa U3 Gopm HakoruieHus 3HaHui. [loaxon B OK cyxaer kpyr
(bUKCUpPYEeMbIX 3HAaHUMH, YCI0XKHAET UX KOPPEKTHOE UCIIOIb30BaHUE.

K coxanenuto, B "OOmux KpuTepusx" OTCYTCTBYIOT apXHTEKTYpHbIE TPEOOBaHHS, YTO SBIISAETCS
€CTECTBEHHBIM CJIEICTBUEM IPOrPaMMHUCTCKOrO MoJxoja "cHU3y BBepX'. TE€XHOIOIMYHOCTb CPEACTB
0e30macHOCTH, CIIe0BaHHE OOUICTIPH3HAHHBIM PEKOMEHJALUSAM TI0 TMPOTOKOJIAaM M MPOTPaMMHBIM
uHTepdeiicaM, a Takke ampoOUPOBAHHBIM APXUTEKTYPHBIM PEIICHUSM, TAKUM KaK MEHeIKep/areHT, -
HEOOXOIMMBIE KayecTBa U3 MHPOPMAIMOHHBIX TEXHOJIOTHIA, IPEIHA3HAYSHHBIX IS TTOIICPIKKH
KPUTUYECKH BaXXHBIX (DYHKIHH, K YHUCITy KOTOPBIX, 0€3YCIOBHO, OTHOCATCS (DYHKIIMH O€30MaCHOCTH.
bes paccmorpenuss uMHTEpQENHCHBIX AacCMEeKTOB CHCTEMbl OKa3bIBAIOTCS HEpaCIIUPSIEMbIMU U
n301upoBaHHbIMU. C NPAaKTUYECKOH TOUKU 3pEHUs 3TO HEJOITYCTUMO.

Kaxnp1ii anemeHT TpeOoBaHUi TOBEpHs IPUHAIICKUT OJHOMY U3 TPEX THUIIOB:

1. neicTBus pa3pabOTYMKOB;
2. NPEACTaBICHUE U COJIEPKaHUE CBUIETEIICTB;
3. JNIEUCTBUS OICHIIINKOB.

Bcero B OK 10 xmaccoB, 44 cemeiicTBa, 93 KOMIOHEHTa TpeOOBaHUU JOBepHUs 0E30MacHOCTH.
Ilepeuncnum Knaccsl:

12



1. pa3paboTka (TpeGoBaHuUS AJIS MOATAMHOW JAeTaln3alud (QyHKIUH 0€30MacHOCTH OT KpaTKOM
criennpUKaIIK JI0 PeaTn3alnn);

2. HOJ/IEP’KKA KU3HEHHOT0 IMKJIA (TpeOOBaHMs K MOJAEIH KU3HEHHOI'O IIUKIIA, BKIIOYas MOPSAI0K
yCTpaHEHUs HEJJOCTATKOB U 3alllUTy Cpebl pa3paboTKH);

3. TECTUPOBAHUE;

4. OLICHKA ySA3BUMOCTEH (BKJIIOYast OLEHKY CTOMKOCTH (DyHKLUI O€3011acCHOCTH);

5. MOCTaBKa M IKCILTyaTalus;

6. ynpaBiieHue KOH(pUrypamuei;

7. PYKOBOJACTBA (TpeOOBaHUS K SKCIUTYaTAllMOHHOW TOKYMEHTAIIUN);

8. NOJI/IEPKKa JOBEpHs (1S TOIJIEPIKKH STAOB )KU3HEHHOTO IIUKJIA TIOCIIE CePTHPHUKAINN);
9. OLIEHKA MPO(UIIS 3alUTHI;

10. OILIEHKA 3aJaHus 10 0E30IMaCHOCTH.

6. PyxoBoasimye JOKYMEHTHI 10 3alllTe OT HECAHKIMOHUPOBAHHOIO Aoctyna ['ocTtexxomucenu
npu Ilpe3uaente PO.

[log mTatHBIMU CpeACTBAMHM MOHMMAETCS COBOKYIHOCTH MPOTPAMMHOIO, MHUKPOIPOTPAMMHOIO U
TexHuueckoro odecrieueHus CBT wiu AC.

B Konuenmuu ¢popmynupyrorcs cienyromne ocCHOBHbIe npuHIubI 3amuThl o HC/I x undopmarum:
1. 3amura CBT obecrneunBaeTcsi KOMIUIEKCOM ITPOrPAaMMHO-TEXHUYECKUX CPEJICTB.

2. 3ammra AC oOecnieuuBaeTcs KOMIUIEKCOM — IPOTPAMMHO-TEXHMYECKHX  CpPEACTB H
MOJICP’KUBAIOIINX X OPTaHU3AIIMOHHBIX MEp.

3. 3ammra AC 1omkHa o0ecneunmBaThbCsl Ha BCEX TEXHOJOIMUYECKHMX JTamax o0padoTku
MHPOPMALIUU U BO BCEX PEXUMax (PyHKIIMOHUPOBAHUSA, B TOM YHCJIE MPU MPOBEICHUH PEMOHTHBIX U
periaMeHTHbIX padoT.

4. [IporpaMMHO-TEXHHYECKHE CPEJCTBA 3aLIUTHI HE JOJDKHBI CYIIECTBEHHO YXyIIIAaTh OCHOBHBIE
¢byHKIMOHATBHBIE XapakTepucTUKH AC (HaIeXHOCTb, OBICTpOJEIHCTBHE, BO3MOKHOCTH M3MEHEHHS
koHpurypauuu AC).

5. Heotbeminemoii yacTbio paboT 10 3aluTe ABJISETCS OlleHKa A((EKTUBHOCTH CPEJICTB 3alLUTHI,
OCYyILIECTBIIsIEMasi N0 METOJUKE, YUYHMTHIBAIOIIEH BCIO COBOKYITHOCTh TEXHHUYECKUX XapaKTEPUCTUK
OLICHMBAEMOTO OOBEKTa, BKJIIOYAs TEXHUYECKHE PEIICHHS U MPaKTHYECKYI0 peal3alliio CpPEeCTB
3alIUTBHI.

6. 3ammra AC m0omKHA MpeycMaTpuBaTh KOHTPOIb 3P GeKTHBHOCTH cpeacTB 3amuTsl o HC/I.
OTOT KOHTPOJIb MOXKET OBITh JTUOO MEPHOTUICCKUM, JTMOO MHUIIMHPOBATHCS 110 MEpe HEOOXOIUMOCTH
nosib3oBateneM AC Wiu KOHTPOJIUPYIOIIUMH OpraHaMH.

13



B kadectBe rmaBHoro cpencrsa 3amuthl oT HCJl x mnHbopmanuu B KoHuemniuu paccMarpuBaeTCs
cuctema pazrpannuenus noctymna (CPJl) cyobekToB K 00beKTaM JA0CTyna.

OcHoBubiMu QyHKIMsIME CPJ] aBrstoTcs:

1. peanu3anus npasui pasrpanuuenus goctyna (I1P/1) cy0GbekToB 1 UX MPOLECCOB K IaHHBIM;

2. peanu3arys [1P/] cyOBbeKTOB U MX MPOLIECCOB K yCTPOHCTBAM CO3/IaHUs TBEPABIX KOIHUH;

3. U30JISIHSL IPOTPAaMM TIPOLIECCa, BHITOJIHAEMOTO B HHTEpecax CyObeKTa, OT IPYTHX CyObEKTOB;
4. yIpaBJIeHUE MOTOKAMHU JAHHBIX C IL€JbI0 NPEJOTBPALICHUS 3alUCH JAHHBIX HA HOCHUTENH

HECOOTBETCTBYIOLIETO rpuda;

5. peanu3anys npaBui oOMeHa naHHBIME Mexay cyObexTamu 1t AC u CBT, mocTpoeHHBIX 110
CETEBBbIM ITPUHIUIAM.

Kpowme Toro, Konnenuus mpenycmaTpuBaeT Hanuune odecneunBaronmx cpeacts ains CPJI, kotopsie
BBITIOJIHSIOT CIIEAYIOMINE (PYHKINU:

1. UIEHTU(UKAIMIO W ONo3HaHWe (ayTeHTH(]UKAIHI0) CyOBEKTOB M MOIJEpKAHUE NPHUBSIIKU
CcyObeKTa K IpOIIECCy, BHIMOIHAEMOMY Ul CyObEKTa;

2. pPEruCTpalnIo ACHCTBUN CyOBEeKTa M €ro MpoIecca;

3. MPEIOCTaBICHNE BO3MOKHOCTEH WCKIIOUEHUS W BKJIIOYCHHUS HOBBIX CYOBEKTOB U OOBEKTOB
JOCTYTIa, & TAK)KE N3MEHECHUE TTOJTHOMOYHI CyOhEKTOB;

4. peaxmmio Ha nonbITkH HC/I, Hanpumep, curHanu3amnuo, 6JOKHPOBKY, BOCCTAHOBIICHHE IMOCTIE
HCZH;

S. TECTUPOBAHMUE;

6. OUHCTKY ONEPAaTUBHON MaMaATH U pabouynx oOnacTel Ha MarHUTHBIX HOCHUTENSIX MOCIe

3aBepILeHHs pabOoThI MOJIb30BATENS C 3aLIUIAEMbIMH JAaHHBIMHU;
7. yUYeT BBIXO/IHBIX TIEYaTHBIX U rpadudeckux Gopm u TBepAbIx Konwii B AC;

8. KOHTPOJIb TICJIOCTHOCTH MporpaMMHOW U uH(popMmannoHHod uactu kak CPJl, Tak u
o0ecreynBaoIUX €€ CPEe/ICTB.

Texnuueckue cpeacrBa 3aliuTbl OT HCI[, CoriaCHO KOHI_ICHI_II/II/I, JOJDKHBI OLCHUBATLHCA I10
CJICAYIOIIUM OCHOBHBIM ITapaMCTpaM:

1. crenenb noHoTh oxBarta [1P]] peanuzoBannoit CPJl u ee kauecTBo;
2. COCTaB M KayecTBO obecneunBaronmx cpeacts aist CP/L;
3. rapaHTuy npaBuibHOCTH GyHKIMOHUpoBaHus CPJl n obecneunBarmuX ee CPeICTB.

VYcranaBnuaercs cemb kinaccoB 3antuiieHHoctd CBT ot HC/I x nndopmarun.
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Campblii HU3KHM KJTacC — CEAbMOM, caMblil BEICOKMH — nepBbIi. Kiaccel mopa3aenstorcs Ha YeThIpe
TPYIIbI, OTINYAIOIINECS KAUECTBEHHBIM YPOBHEM 3AILUTHI:

1. nepBas rpyIa CoAEpPKUT TOJIbKO OAUH CEIbMOU KIlacc;

2. BTOpasl IpyMNma XapakTEepU3yeTcss AUCKPEUUOHHOW 3allMTOM M COJEPKUT IIECTOM W ISATHIN
KJIaCChI;

3. TPEThsl TPYIIA XapPAKTEPU3YETCS MaHIAATHOM 3alIUTON WU COJEPKUT YETBEPTHIM, TPETHUH HU

BTOPOM KJIACCHI;

4. YyeTBepTas TpyIIa XapaKTepH3yeTcs BEpUUIIMPOBAHHOW 3alIUTONM M COJACPKHUT TOJBKO
NIEPBBIN KJ1acc.

Cenbmoii knacc npucBauBatoT CBT, k KoTOpbIM mpeabsBisuiuch TpeboBanus no 3amute ot HCI x
uH(pOpMallMK, HO MpHU olieHKe 3amuineHHocTh CBT okaszanace HIbKe ypOBHS TpeOOBaHUM IIECTOTO
KJiacca.

2. IIpakTuyeckoe 3a1aHue

HSy‘II/ITB B MHTCPHCTC OAWH HM3 OCHOBOIIOJIArarOIIHUX AOKYMCHTOB, PACCMOTPCHHBIX BBIIIC W
COCTaBUTH KpaTKI/If/'I KOHCIICKT 3TOTO JOKYMCHTA.

3. Conepsxkanne oTyeTa

1. TuTybHBIN THCT

2. Conepxxanue

3. [IpakTueckoe 3aganue
4. KoHcniekT nokymeHnra
5. BriBoabl

INPAKTUYECKAS PABOTA Ne 2

«Oobecneyenne HHGOPMALMOHHOM 0€30IIACHOCTH B BeIyIIUX 3aPy0e:KHBIX
CTPaHax»

Leap paGoTbl: O3HAKOMJIEHHME C OCHOBHBIMU MpUHIMNAMHM oOecriedeHus WHGPOPMALMOHHON
0€301acHOCTH B BEYIINX 3apyOeKHBIX CTPaHAX.

1. Teopernueckas 4yacTb

Obecneuenue 3anuThl MH(OPMAIMK BOJIHOBAJIO YEJIOBEUYECTBO Beeraa. B mpouecce 3Boironuu
LUBWIN3ALUN MEHSUIUCh BUABI MH(OpMaIuM, i e€ 3alUThl NPUMEHSIIUCh pa3IMYHble METONbl U
CpEICTBa.

[Tpouecc pa3BUTHS CPEICTB U METOAOB 3alllUThl MH(MOPMAIMM MOXHO pa3leluTh HAa TPHU

OTHOCHUTECJIIBHO CaMOCTOSATCIIBHBIX IICPUOIA:
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PazBuTHE MeTOA0E WHWDPOBIHWA KW

I i
! - i
' | 1 nepuop ECD.U.DEE;F;”JHK KOAWPOBAHMA, CEA3AHHOE C NOABASHHEM i
! | BPEMEH A0 30-XT. BEKa) MHCEMEHHOCTH !
i

i
PasBuTWE METOAOB 33WWThl MHBOPMALMK 0T |
2 nepuop (C 50-x T. XIX BEKA | yreukyr no TeXHUYECKMM KAHANEM, CEA3AHHOE |
Ao 60-x r. XX Beka) C NoABneHWeM Tenedora, Tenerpada, pagmo. |

i

CTEHOBNEHWE NpobneMel MHOPMALUMOHHORA
3 nepuop (C 60-x 1. XX BeKa QE30NacHOCTH B NEPWDL MECCOB 0N

A0 HAWWX AHER) WHPOpHMaTUIaUMK bW ecTES

Habmromaembie B mocieaHue roAbl TEHICHIMH B Pa3BUTHH MH(POPMAIMOHHBIX TEXHOJIOTUN
MOTYT y’K€ B HeJaJleKoM OyyIlleM MPUBECTU K MOSIBICHUIO KAYECTBEHHO HOBBIX (MH()OPMAIIMOHHBIX )
¢dbopM 60pBOBI, B TOM YHCIIE U Ha MEXTOCYAApPCTBEHHOM YPOBHE, KOTOPhIE MOTYT MPUHUMATh QopMy
nH(POPMAIIMOHHOKH BOWMHBI, a camMa WHQOpPMAIMOHHAS BOWHA CTaHET OJHUM U3 OCHOBHBIX
WHCTPYMEHTOB BHEIIHEW MOJIMTHKH, BKJIIOYAs 3aLIUTY TOCYJAPCTBEHHBIX MHTEPECOB U PEATUIALIMIO
moObix (opM arpeccud. DTO SABISETCS OJHOM W3 MPUYMH, MOYEMY IIOJIE3HO O3HAKOMHUTHCS C
OCHOBHBIMH TIpHHIMIIaMU obecriedenust b B Bexymmx 3apyOeKHBIX CTpaHaX.

Jlpyras mpu4ynHa 3aKJII0YaeTCs B TOM, YTO OOJBIIMHCTBO MPUMEHSIEMBIX Ha Tepputopuu PD
cpenctB u MeTonoB obOecneueHnss b ocHOBaHBI Ha WMMIIOPTHBIX METOAMKAX W CTPOATCS U3
UMIIOPTHBIX KOMIIOHEHTOB, KOTOpbIe ObUIH pa3paboTaHbl B COOTBETCTBUH C HOPMAaMU U TPeOOBaHUSIMU
o obecneuennto b crpan-usroroBureneir. B cBs3u ¢ 3TuM, Mpexae 4eM MPUCTYMUTh K W3YYECHHIO
HEMOCPEJICTBEHHO TEXHOJIOTUH U cpeacTB obecnieuenus: b, cienyer mo3HakoMUThCs ¢ momtukoi b

BEIIYIINX 3apyOCIKHBIX CTPaH.

2. IlpakTtnueckoe 3a1aHue

1. IMoaroTroBuTh KpaTKWH JOKJIAJ IO 3aJaHHOMY BONPOCY (CM. BapuaHT), UCIOJB3Yys y4eOHOe
nocobue ApepueHkoBa, B.M. «Cuctempl 3ammrtel WHGOpPMALMU B BEOYLIMX 3apyOeKHBIX

CTpaHax» U JIpyrue JOCTyIHbIe HCTOYHUKU MHPOPMAIUH.

2. 3amosHuTh Tabmwiy «Cuctembl oOecrmeueHuss Vb B Bemymmx 3apyOeKHBIX CTpaHax» (CM.

BapHaHT) Ha OCHOBE MOATOTOBJIEHHOIO MaTepuasa, a Takke JT0KIalI0B APYTUX CTYyACHTOB.
3. TlpoBectu aHanu3 coOpaHHON MH(OPMALMK U CAETATh BHIBOBI.

3. Conep:xaHue oT4yeTa

1. TurynbHbIi TUCT
Conepxanne

HpaKTI/I‘ICCKoe 3aJaHUC

Eal o

Ta6nuna «Cuctemsl obecnieuenus b B Beqymx 3apyOeKHbBIX CTpaHAX»
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5. BrnIBOaBI

4. BapuaHTbl
BapumaHT - HOMep MO CMUCKY B XXypHane.

Bapuanrt Crtpykrypa
OCHOBHLIE OcHoBHBIC rOCyAapCTBeHH
JOKYMEHTHI B BIX OPraHOB
Ctpana NPUHITUIBI
o0JacTH odecmeyeHUs
ob0ecnneuenuss Ub .«
odoecrieuenusa UB HAIlMOHAJbHOM
Uub
1 CIIA
2 HUranusn
3 BenukoOpuranus
4 IBenun
5 ®panuus
6 I'epmanus
7 Kuraii
8 Snonus
9 HIBeiinapus
10 Hcnanus
11 Kanana
12 ABcTpanus
13 bpa3unaus
14 ApreHTuHa
15 Kopes

IHNPAKTHYECKAS PABOTA Ne 3

«IlakeTbl AHTUBHPYCHBIX IPOTrPaAMM»

Heabp padoThbI: O3HAKOMIICHME C OCHOBHBIMH (DYHKIIUSMH, JTOCTOMHCTBAMH M HEIOCTAaTKAMHU
coBpeMeHHoro antuBupycHoro [10.

1. Teoperuyeckast 4acThb

Ha cerogusmnuii JeHp NepedyeHb JIOCTYNHBIX AaHTUBUPYCHBIX IMpOrpaMM BechMa oOmmpeH. OHu
pas3nyaroTcs Kak Io LeHe, TaK U [0 CBOMM (DyHKIIMOHAIBLHBIM BO3MOKHOCTAM. Hanbosnee MouHble (1,
KaK IpaBuJIo, HauboJiee JOPOTHE) aHTUBUPYCHbIE MPOrpaMMBbl MPEACTABIAIOT cOOOK Ha caMoM Jele
MaKeThl CHEIMATU3UPOBAHHbBIX YTHIIUT, CHOCOOHBIX MIPU COBMECTHOM HX HCIIOJIb30BAaHUH 00ECIIEUUTh
Pa3HOCTOPOHHIOIO 3aIIUTY KOMIIBIOTEPHOU CHCTEMBI.
BosIbIIIMHCTBO COBpPEMEHHBIX aHTUBUPYCHBIX AKETOB BBIMOJIHAIOT CIEAYIOMINE (GYHKIUU:

® CKaHMPOBAHME NAMATU U COLEPKUMOTO TUCKOB;

® CKaHHMPOBAHME B PEATILHOM PEXKUME BPEMEHU C MIOMOIIBIO0 PE3UACHTHOTO MOJTYJIS;
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® pacro3HaBaHME MOBEACHUS, XapaKTEPHOIO /Il KOMIIBIOTEPHBIX BUPYCOB;

® (OJIOKMPOBKA W/WUJIM y/aJ€HUE BBISBICHHBIX BUPYCOB;

® BOCCTaHOBJICHUE 3apaKEHHBIX HHPOPMAIIMOHHBIX O0BEKTOB;

® [PUHYIUTEIbHAs NIPOBEPKA NOIKIIOYEHHBIX K KOPIOPATUBHOM CETU KOMIIbIOTEPOB;

® ylIajeHHOe OOHOBJIEHHME AHTUBUPYCHOI'O IMPOrpaMMHOr0 oOecreyeHus M 0a3 JaHHBIX uepes
WHurepHerT;

* ¢QunpTpauus Tpaduka HTepHeTa Ha mpenMeT BBISBICHHUS BHPYCOB B IEpelaBaeMbIX
nporpaMmax 1 JOKYMEHTax;

® BBISIBJICHHUE MOTCHIIMAILHO OMACHBIX Java-amnruieToB u MoayJei ActiveX;

® BeICHUE MPOTOKOJIOB, COJACPKAMUX WHPOPMAIUIO O COOBITUSIX, KACAIONINXCS aHTHBUPYCHON
3aILUTHI U JIp.

2. IIpakTH4yeckoe 3a1aHue

1. [ToAroToBUTH KpaTKHIl OKIAX MO 3aJlaHHOMY BONPOCY (CM. BapuaHT), UCIONB3Ys JHOObIE
JOCTYTHbIE HICTOYHUKH UH(DOPMALIHH.

Pexomenoayun: CoOpaHHBII Marepuan OyneT HanmOosiee aKTyalbHBIM, €CJIH BKJIIOYUTH B HETO
JaHHBIE, TIOJTYYCHHBIE NPAKTHUYECKUM IyTeM. JIis d3TOro mpu BO3MOXKHOCTH, YCTaHOBUTE
J€MOHCTPALIMOHHYI0 BepcHio 3ananHoro makera 1O u mporecTupyiiTe ee B TEUEHHUU HECKOJIBKUX
JTHEH.

2. 3anonuute Tabmuny «llakeTbl aHTHBHPYCHBIX MPOTpPaMM» Ha OCHOBE MOJTOTOBICHHOTO
MaTepuaia, a TakXke JIOKIaJI0B APYTUX CTYJICHTOB.

3. [IpoBectu aHanu3 codpaHHON MH(OPMALIUU U ClIENaTh BHIBOBI.
3. Conep:xanue oT4yeTa

TUTYIBHBIN JTUCT

Conepxanue

[IpakTuueckoe 3aganue

Ta6muma "IlakeTsl aHTUBHPYCHBIX TTporpamm"

AN e

BriBoinl

4. BapuaHTbI

BapuaHT - HOMep Mo CNKUCKY B XKypHane.

OcHoBHEBIE

ITaker anTuBupycHoro IO GyHKIMH

JlocTronHcTBa Henocratku
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AnTuBupyc Kacnepckoro

AntuBupyc Dr.Web mas
Windows

Panda Antivirus

ESET NOD32
AHTHBHpYC

avast! Free Antivirus

Avira AntiVir Personal

Norton AntiVirus

Trend Micro Internet
Security

Microsoft Security
Essentials

McAfee VirusScan

Cnucok HCnoJib30BAHHbIX HCTOYHHKOB M peKOMeHIlyeMOﬁ JUTEpaTrypbl:

1. ABepuenkoB B.U. Cuctemsl 3ammuTsl HHGOPMAIIMU B BEAYIIUX 3apyOekHBIX cTpaHax — M. :
®JIMHTA, 2011. —224 c.
2. Taruyun 10.A., Knumosa E.B. OcHoBbI nHGOpMaImoHHO# 0€30MacHOCTH: yueOHOe mocodue.

— CII6: CII6I'Y UTMO, 2009. — 84 c.
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10.

1.

12.

13.

14.

3aiines A.IlL., lleaynanoB A.A., Memepsiko P.B. n ap. Texuuueckue cpeacrTsa U METOJbI
3anuThl nHGOpMarmu: YaeOHuK st By30B / — M.: OO0 «M3marenbcTBO MammmHOCTpOSHUEY,
2009 — 508 c.

HectepoB C. A. MadopManmonHas 6€30MacHOCTh U 3amuTa HHhopMaruu: Yueod. mocodue. —
CII6.: U3a-Bo IMonutexH. yH-Ta, 2009. — 126 c.

Yegppanosa A.O., Urnaros B.B., Ypusckuii A.B. u ap. Texnonorus nocrpoenust VPN:
Kypc Jekuuii: YuebHoe nocobue.- Mocksa: IIpomereit, 2009. -180 c.

IHanbrun B. @. 3amura nHGOpManiK B KOMITBIOTEPHBIX cucTeMax u cetsax - M: JIMK Ilpecc,
2012. - 596 c.

@enepanbHbiii 3akoH  «O0 wHboOpManuu, WHPOPMATHU3AMH M 3aIIUTe HH(DOpMAITHI».
Cobpanmne 3akoHomarenbeTBa Poccuiickoit @enepamuu 20.02.1995r.: OdunumanpHoe u3gaHue.
— M.: FOpunuueckas nureparypa; Anmunuctpauus [Ipesunenta Poccuiickoit denepanuu,
1995. —c. 1213-1225.

I'OCT P UCO/MBK TO 13335-3-2007 «METOJIbI U CPEJACTBA OBECIIEYEHUA
BE3OITACHOCTH. Yacte 3 «Meronpl MeHEIKMEHTa O€30MacHOCTH HH(GOPMALMOHHBIX
TEXHOJIOTHID».

MexnyHapoansiii crangapt ISO/IEC 27000:2005 WubopmannoHHBIE TEXHOIOTHH. MeETOIbI
obecrieueHus 6e3onacHoctu. OnpeeneHns: 1 OCHOBHBIC pUHIMIIEL./ http://www.27000.0rg/
Mexnynapoansiii ctanaapt. ISO/IEC 27001:2005 MudopmarnionHble TEXHOJIOTHU. MeETO b
obOecnieuenus ©Oe3omacHocTd. CHCTeMBl TMpaBieHUs HHPOPMAIMOHHON 0€30MacHOCTHIO.
Tpe6osanus (BS 7799-2:2005)./ http://www.27000.0rg/

MexnyHapoansiii ctagmaapt. ISO/IEC 27002:2005 NubopmannoHHBIE TEXHOIOTHH. MeETOIbI
oOecnieuenuss Oe3omacHocTd. IlpakTHueckue mpaBuiaa yopaBlieHUS HHPOPMAIMOHHOM
6e3omacHocTbio./ http://www.27000.0rg/

MexnyHnapoanbiii cranaapt. ISO/IEC 27003:2005 UudopmannoHHbIe TEXHOIOTUH. MeTobI
obecriedeHusi OezomacHOCTH. PyKOBOACTBO MO  BHEIPEHUIO CHCTEMBI  YIPABICHUS
nH(popMalmoHHOM 6e3omacHocThio./ http://www.27000.0rg/

Mexnynapoansiii ctanaapt. ISO/IEC 27004:2005 MudbopmariioHHbIE TEXHOJIOTHH. METO b
obecriedeHusi  OesomacHocTH.  M3mepenue  3(pPEeKTHBHOCTH  CHCTEMBI  yNpaBJICHUS
nHpOpPMaMOHHOM Ge3omacHocThI0./ http://www.27000.0rg/

Mexnynapoansiii ctanaapt. ISO/IEC 27005:2005 MudopmarimonHble TEXHOJIOTHU. MeTo b
oOecrieueHnss 0€30MacHOCTH. YTPABJICHHE pHUCKaMH WHGOPMAIMOHHONW 0€30macHOCTH./

http://www.27000.0rg/
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15. Mexxnynapoausiii crangapt. ISO/IEC 27006:2005 MapopmManoHHbIE TEXHOIOTHH. MeToabl
obecriedenus Oe3omacHOCTH. TpeOoBaHMA K oOpraHam ayauTa M CEepTH(PHKAIHNUA CHCTEM
yHIpaBiieHUs] THPOpMaIMOHHOM Oe3onacHocThIo./ http://www.27000.0rg/

16. Mexnaynapoansiii ctanaapt. ISO/IEC 27007:2005 MubopmanioHHbIE TEXHOJIOTHU. METO b
obecriedeHusi  OezomacHocTH.  PykoBOACTBO — Ais  ayIuTOpa  CHCTEM  yIpaBJICHUS

nHpOpPMaMOHHOM Ge3omacHocThI0./ http://www.27000.0rg/
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