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BBEJEHUE

Mertonuueckne yKa3aHHS COJEpXaT Kypc JIabOpaTOpHBIX pPadOT MO JUCHUIUIMHE
«[IporpammHO-anmapaTHble CpeACTBA 3alIUTHl WH(GOPMALMW» HANPABICHHBIM HAa H3y4YeHUE
MPUHIUIOB (PYHKIMOHUPOBAHHS U 3JIEMEHTHOMN 0a3bl BHIYUCIUTEIBHBIX CUCTEM.

Conepxaruecss B JaHHOM IIOCOOMM CBEACHUS TEOPHM, METOIMYECKHE YKa3aHUs U
PEKOMEHALMHU IO BBIIIOJIHEHUIO J1a00paTOpHBIX paboT MO3BOJISIOT MCIIOIb30BATh €TI0 B KAYECTBE

JOMOJIHUTEIBHOTO MOCOOUS IJIs 3aKpEIIEHNs Kypca JISKIUI.
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Jlaboparopnas padora 1.

Me:xceTeBble IKPaHbI

Heap padorbi: M3yyeHune MexceTeBbIX SKpaHOB. [IproOpereHue HaBBIKOB pabOTHI C

Iptables u WAF.

Teopernueckasi 4acThb.

Me:xceTeBoi JKpaH

Cxkopee Bcero, Bbl YK€ CTAIKUBAIUCH C TAKUM MTOHATHUEM KaK MEKCETEBOM 3KpaH. B sapo
Linux BcTpoeH CBOH MexceTeBOM 5kpaH, HasbiBaeMblii Netfilter. VYmpasnenue um
OCYIIECTBIICTCS C IIOMOIIIBIO YTHIIUTHI [ptables.

MesxceTeBoil 9KkpaH, ceTeBOM 3KpaH, (aiiepBoi, OpaHIMay?p — KOMILIEKC anapaTHbIX
WIM TPOTPaMMHBIX CpPEACTB, OCYIIECTBISIOIIUN KOHTPOJIb M (DUIBTPALIUIO MPOXOASIIUX Yepes
HEro CETEBBbIX MAKETOB B COOTBETCTBUHU C 3aJlaHHBIMU IpaBuiaMu. OCHOBHOM 3aJaueil CETEBOTO
J9KpaHa  fABIIAETCS  3alliTa  KOMIBIOTEPHBIX  CETeM  WJIM  OTACIBHBIX  Y3JIOB  OT
HECaHKIIMOHUPOBAHHOTO J0CTymna. Takxke ceTeBble 3KpaHbl YacTO HA3bIBAIOT (DMIIBTPAMH, TaK
KaK UX OCHOBHas 3ajlaia — He MpOIycKaTrh ((QUIBTPOBaTh) MAKETbI, HE MOIAXOISIIME IO
KPUTEPHH, OTpeesIEHHbIE B KOH(DUTYpalUu.

Paccmorpum mpuninun pabotst Netfilter. Korna cereBble makeThl MOMajgaloT B CETEBOM
uHTEepdeiic, oHN Tocie psaa IPOBEPOK IIPOM MPOXOIAT MOCIEIOBATEIBHOCTh TaK Ha3bIBAEMBIX
nerouek. Ilaker o6s3arensHo mpoxoauT uepe3 1enodky PREROUTING, mnocne dero
oIpeJieNisieTCsl, KOMy OH, COOCTBEHHO, ObLI ajpecoBaH. Eciam maker He ajpecoBaH JIOKAJIbHOU
cucteMe (B HaIIEM CiTy4ae cepBepy), oH monagaet B rienouka FORWARD, a nnade — B 11emouky
INPUT, nociie npoxoxacHus: KOTOPOH OTAACTCS JIOKaJIbHBIM JAEMOHaM WM mpoueccam. Ilocne
3TOTrO MpHU HEOOXOAUMOCTH (HOPMHUPYETCSl OTBET, KOTOpbIN HampasiseTcs B uenouky OUTPUT.
ITocne nenouexk OUTPUT wim FORWARD nakeT B ouepeaHoi pa3 BCTpeYaeTcsl ¢ MpaBUIaMU
Mapmpytu3anuu 1 Hampasigercs B 1enodky POSTROUTING. B pesynbrare npoxoxaeHUs
MIAKETOM IIeTIoueK (UIBTPAIIMM HECKOJIBKO pa3, MPOBEpKa €ro MpUHAAIEKHOCTH OIpeeIEHHBIM
KPUTEpUSIM OCYILECTBIIIETCSI HECKOJIBKO pa3. B coOTBETCTBUMM C 3THMH IPOBEpPKaMU K MaKETy
IIPUMEHSETCS OIIPENEICHHOE ACICTBUE:!

¢ ACCEPT — naket «IpuHUMAaETC» U NEPENACTCA B CICAYIOUIYIO LIETIOUKY.

e DROP — ynoBieTBOPSAIOUINI YCIOBHIO MAaKEeT OTOpAchIBAETCS M HE INEperaeTcs B
JpyTre TaOIUIIBl WX [ETOYKH.

e REJECT — naxket orOpackIBaeTcsi, HO IPH 3TOM OTIIpaBUTENtO oTnpasisiercss ICMP-
coo0IIIeHHE, coobIIIatoIee 00 OTKA3eE.

e RETURN — makeT BO3BpalllaeTcsi B MPEIbIAYIIYIO LENOYKY W MpPOAOJIKaeT €€
MPOXO’KJICHHE HAYWHAS CO CJIEIYIONIETro IpaBuiia

e SNAT — npuMeHHUTH TPaAHCISIIUI0 MUCTOYHMKA B MakeTe. Vcmonmb3yeTcsi TONBKO B
nenoykax POSTROUTING u OUTPUT Tabmuis nat.

e DNAT — mpumeHuTh TPaHCISLHUIO aJpeca Ha3HaueHus B makete. Mcmonb3yercs B

nenoykax PREROUTING u (ouens penko) OUTPUT B tabnure 1.



Tabmuua 1 -OcHoBHBIE KOMaHHI [ptables

MapameTt
pz OnKcauwye Mpumep
- iptables -A INPUT -
L IP appec HazsayeHwnA naketa. MoweT ObiTe cnpeneneH L
destinati HECKOMBK MMM MYTAMK (CM. —50UrCe) destination
on(-d) TR {Ch. ' 192.168.1.0/24
OnpegenaeT MHTEPDEAC, Ha KOTOPbIF Npk Bbin nakeT. Monesko
T sl I
interface Ep”MEH“ETC“ Boabim g ' PREROUTING —in-
() O3MOHHO MCNONB30BEHKE SHB"KB +, TOMAA NCAPa3yMEBEETCA interface stho
MCNoAb3I0BAHME BOBX MHTEPQEH OB, HAYWMHADLIMXCA Ha MMA+
[Hanpmep eth+ - Bre WHTEphERCk £th).
OnpenenasT MHTEphENT, C HOTOPOrD Y AET NakeT. MonesHo
—out- DNiT poeAc, poroyrA bei iptables -t nat-&
) ) ana ¥ MELLMH C HECKOMBKM MK CETEBbIMM M HTE PR @mMM. .
interface| POSTROUTING—in-
o) ! MprmeraeTca B uenodkax OUTPUT, FORWARD w interface ethl
POSTROUTING. BosmomHo MECNONb30BEHKE 3HAKE +.
HeagHbie [Heobuyue ) napameTpbl
-p proto - : :
h BblBo4 CNpaBky NO HEABHEIM NapaMETPaM NPOTOKONE proto. iptables -picmp-h
—source- iptables -A INPUT -
) MopT METCHHKE, BOIMOMKHD TOABKG LA NPOTOKONOE —protocol
port(— protocol top —
tcp, waK —protocel udp
SpOrt) source-port 25
T iptables -A INPUT -
destinati MopT Ha3HAYEHUA, BOIMOHHO TONBKO ANA NPOTOKONGE — orotocol udp -
on-portj— rotocol top, waw —protemocol ud
partl . P P o destination-port 67
dport)
ABHbie napameTpe
CocToRHKe coegvreHnA. JLocTynHbie onyuu: NEW [Bce nakeTsl iptables -A INPUT -
mstate YCTAHABAM BELLME HoBOoE coeanberve) ESTABLISHED (Bce m state —state NEW,
—state NakeThl, NPWHELNEHKE LM E YCTE HOBNEHHOMY COBAMHEHMID) ESTABLISHED
(ycTapen) RELATED {[MakeThl, HE NpMHEANEKELLME YCTAHOBASHHOMY iptables -A INPUT -




Mapamet
p;‘ Onucaume Mpumep
OH HE - COSAMHEHMID, HO CBA3AHHBIE C HMM. Hanpumep- FTP B m conntrack —
F—— AKTHBHOM DEHMME MCNOALIYET Pa3HbIS COBAMHEHMA ANA ctstate NEW,
NepeasYy AaHHbIX. 3T COBAMHEHNA CBA3aHbI.) INVALID ESTABLISHED
k—ctstate {MareTbl, KOTOPbIE HE MOYT GbITh MO TEM MAKM MHbIM MPHYKHaM
MAEHTH D MLUMPOBaHDI).
- mac— - Mac—mac-
mac- JapaeT MAC aapec ceTesoroy3na, nepeaaswero naket. MAC cource
3PeC AOMHEH YKA3bIBATHCA B dopme XXI0000CKK I
source APECA ¥ bop 00:00:00:00:00:0
JonoAHHUTENEHBIE N3PaMETRE
DMAT |Destination Network Address Translation)
y 5 1 5 iptables -t nat -4
Ka3blBAET, Kakol |P aapec nomseH BbiTh NOACTEBNEH B
o : APECA ; oA PREROUTING -ptcp
KAYELCTEE 3APECA MECTE HA3HEYEHWA. B npvmepe Bo BCEX )
destinati AP PUMED .| -4123.4-jDNAT-
on NakeTax NpoToKoAa top, NpUWeaK Ha aapec 1.2.3.4, AaHHbIH +o-destingtion
agpecOyneT 3ameHed Ha 4.3.2.1.
4321
LOG
Wcnonb3yeTcs AR 3a4aHMA YPOBHA MyPHEAWPOBaHKA (log iptables -A
loz-level level). B npKMEpE YCTAHOBNEH Ma KK MaNbHbIA YPOBEHD FORWARD-ptcp-j
= NOrMpoBaHKA ANA BCEX TCp NakeTos B Tabamue filter wencykm LOG —log-level
FORWARD. debug
3aAaeT TeKCT (npeduke), KoTopbim ByayT NpeaBapATLCA BOE
loe- coobwenmA iptables. MNpedwrkc mokeT copepswate 4o 29 iptables -A INPUT-p
re;ix CHMBOAOE, BEADYEA 1 npobenbl. B npuMepe oTNpaBsoToR B top -j LOG —log-
- syslog Bee top navetol B Tabamwe filter wenocukmn INPUT C prefix INRUT-filter
npedrkcom INRUT-filter.
—In;-ip- Mo3BONAET 3AHOCTE B CUCTEMHBIF HYPHEA Pa3NMYHbIE iptables -A
opticns CBEASHMA M3 3aronoeka IP nakeTa. FORWARD -p tcp-|

OcHOBHBIE IIETIOYKH MeKceTeBOoro sKkpana Netfilter:
 PREROUTING — u3HauanpHast 00paboTKa BXOISAIINX MTAKETOB

e INPUT — nnsg BXOOAIIMX IIaKETOB, AJPECOBAHHBIX HEMOCPEICTBEHHO JIOKAJIIBHOMY
KOMIIBIOTEPY

e FORWARD — 11151 MapuipyTU3UPyEMBIX [TAKETOB

e OUTPUT — nns nakeToB, UCXOAAIIUX € JOKAJIBHOTO KOMIIBIOTEPA

e POSTROUTING — n1s1 okoHYaTeabHOU 00paboTKH UCXOASIINX MaKETOB



Tabmuibl MmexxceTeBoro skpaHa Netfilter:
* raw - HCITOJIb3YETCS JII1 MapKHPOBKH MAKETOB, KOTOPBHIC HE JOJDKHBI 00pabaThIBaThCS

cucteMoit onpezenenus cocrosiuuit. Copepxutcs B nenoukax PREROUTING u OUTPUT.

» mangle — conepxuT npasuia monudukanuu [P-nakeTos.

e nat - mpeAHa3Ha4deHa JUIs MOAMEHBI ajapeca OTIpaBUTEN WM moidydarens. [laHHyro
TaOJIMIly MPOXOAAT TOJIBKO MEpBbIE MAKEThl U3 MOTOKA - TPAHCIALMS aJpPECOB WM MaCKHPOBKa
(monMeHa azpeca OTHPABUTENS WIM MOJIydaTess) IPUMEHSIOTCA KO BCEM IOCIEIYIOIUM TaKeTaM
B moroke apromarmuecku. [lommepxkuBaer geiictBusi DNAT, SNAT, MASQUERADE,
REDIRECT. Conepxurcs B nenoukax PREROUTING, OUTPUT, u POSTROUTING.

e filter — ocHOBHas TabnuIa, UCMIOIB3YETCS IO YMOJIYAHUIO €CJIM Ha3BaHHE TAOJHIIbI HE

ykazaHo. Mcmonedyercs st ¢wmibTpanuu  nakeroB. Copepkurcs B 1enoukax INPUT,
FORWARD, n OUTPUT.

HpHMep CO3JaHus IpaBuia ajid MEXKCETEBOIO SKpaHa

PaccmoTpuM Be 1eNOYKH, 3a1at0IIKe Ba OCHOBHBIX npaBmia Iptables — PREROUTING
u FORWARD.
« iptables -t nat -A PREROUTING -i ethO -j DNAT —to-destination 192.168.57.102

e iptables -A FORWARD -d 192.168.57.102 -j ACCEPT

[TepBast U3 HUX OMpEAENSET MEPBOHAYAIBHYI0 00pabOTKy BCEX MAKETOB, MPUXOMAIIAX Ha
amanrep ethO:
e -t ompezesieT MOAKIIOYAEMyI0 TaONHIly, B JaHHOM Clydae — nat — JUIsS MOJMEHBI

azipeca OTIIPABUTEISI WM NOTydaTelis

e -A — BBIOOD HETIOYKHU

* -1 — BXOIAIINI HHTEPPEIic

* -] — JIEWCTBUE C MMAKETaMH, YIOBJICTBOPSIOMIMMHU yCIOBUIO — B JaHHOM ciydae DNAT
— MOJMEHA aJipeca Moayvaress

* —to-destination — BbIOOp ajipeca, Ha OTOPBIN NepeHANPaBISIOTCS MaKeTh

» Bropas onpenenser npodpoc NakeToB Yepes cepBep:

-A — BBIOOD TIETIOUKH

-d — BBIOOp ampecara

* -j — BBIOOD ACHCTBUS

Web Application Firewall

WAF (Web Application Firewall) - 53T0 MexcereBbie SKpaHbl, padOTaromue Ha
NPUKIAJHOM YPOBHE WU oOcCyllecTBistomue Quiabrpaunto tpaduka Web-npunoxeHuit. Otu
cpeacTBa He TpeOyloT M3MEHEHMH B HUCXoAHOM kojae Web-nmpunoxeHuss U, Kak MpaBUIo,
3amumaoT  Web-cepBuchl ropazgo Jyyiie OOBIYHBIX MEXKCETEBBIX HKPAaHOB M CPEICTB
oOHapy>KeHUsT BTOPKCHUH.

OcHOBHbIE PEUMYILIECTBA!



e AHanu3 NOBEIEHUS N0JIb30BATENS B UCIIOIb3YEMOM ITPUIIOKEHUH;

* [To3Bomsiet ocymectBnsiTe MOHUTOPUHT HTTP Tpaduka u npoBoauTh aHamu3 cOOBITUH B
peanbHOM pEXUME BPEMEHU;

* [IpenoTBpameHne BpeAOHOCHBIX 3aIPOCOB;

 PacniozHaBaHue OONBIIMHCTBA OMACHBIX YIPO3;

* JlononHeHue CeTeBbIX CPEACTB OE30MaCHOCTH;

O HpOCManI/IBaTL JACTaJIbHBIC OTYCThI 00 aTakax W IMOMIBITKAX B3JIOMA.

OobopynoBanue U MaTepPUAJIbI
Jlis BBINOJIHEHUS J1abOpaTOpHON paboOThl MPEAYyCMOTPEHBl KOMITBIOTEPHBIE KIIACCHI,
HaXOSIIUeCs B ayAUTOPHsIX, ocHaneHHbIX [1K, a Taxke cucteMHoe nmporpamMmMHoe o0ecriedyeHne

— OC MS Windows 7 u mpunoxenust Office (Excel Word, Access u T.11.).

Yka3aHus 0 TeXHUKe 0e30IaCHOCTH

JlabopatopHast pabora mpoBogutTcs Ha [IDBM. 3ampemaercs mpukacaTbCs K 3agHei
MaHeIu CUCTEMHOTO OJIOKA MPH BKIIOYCHHOM MHUTAHWH, TIEPEKITIOUaTh Pa3beMbl HHTEP(EHCHBIX
ka0eseil mepudepuilHbIX YCTPOUCTB, 3arpPOMOXKIATh BEPXHHE MaHEIH YCTPONCTB Oymaramu u
MMOCTOPOHHUMHU TMPEIMETaMH, OMYCKaTh MOMalaHue BIIard Ha MOBEPXHOCTh CUCTEMHOTO OJIOKa,

MOHHUTOPA, KJIaBHATYPbI U JPYTUX YCTPOHCTB.

IMopsinok BHINOJHEHUS PA0OTHI

3ananmue 1.

» YcranoBute web-cepBep <sudo apt-get install apache2>

e [IpocMOTpuTE CIUCOK TEKYLIMX MpaBui iptables Tabmuim! filter

sudo iptables -L

e Bhl yBUAUTE, YTO CIIMCOK COAEPXKUT TpH Lenouku no ymonuanuto (INPUT, OUTPUT
n FORWARD), B Kax10ii M3 KOTOPBIX YCTAHOBJICHA IMOJMTHKA MO YMOJYAaHHUIO (HA JTaHHBIN
MomeHT 310 ACCEPT).

e C momomipto Komauabl <sudo iptables -S> maHHBIA CHHCOK MOXXHO IMPOCMOTPETH B
apyroM ¢opmare, KOTOPBIH OTpa)kaeT KOMaHIbl, HEOOXOIMMBIC /JIS aKTHBALMU TMPaBWI U
MOJIUTUK.

e Uro06bI cCOpOCUTH TEKYIIIHE MpaBuUiia (€CIU TAKOBBIE €CTh), HAOEepUTe:

sudo iptables -F



e [lenouka INPUT otBeuaer 3a Bxoasmuii Tpadpux.

e Uro0ObI BHECTH JIOKAJIbHBINA HHTEP(HENC BHIMOIHUTE:

sudo iptables -A INPUT -i lo - ACCEPT

* UToOBI 3a0;10KHpOBaTh BeCh UCXOAINHN Tpaduk, Kpome moptoB st SSH u BeO-cepBepa,
HYKHO CHayajla pa3peluTh MojakItodeHus K 3tuM nopram. B nenouxky ACCEPT noGaBbTe n1Ba
nopra (mopt SSH 22 u nopr http 80), uTo pazpemuT Tpaguk Ha 3TU TOPTHL.

sudo iptables -A INPUT -p tcp -m tcp —dport 22 -j ACCEPT
sudo iptables -A INPUT -p tcp -m tcp —dport 80 -j ACCEPT
e B nannoit pabore Mbl He ucnoibdyeM SSH. Tak uTo ymanum HeHykHoe mpaBuiio. J[ns

3TOTO:

sudo iptables -D INPUT -p tcp -m tcp —dport 22 -j ACCEPT

e Hy)xHo 100aBUTH ellle OfHO MPaBWJIO, KOTOPOE IMO3BOJUT YCTaHABIMBATh HCXOISIINE
cOoeMHEeHMs (T.€. UCII0JIb30BaTh ping WM 3allyCKaTb OOHOBJIEHHS POTPAMMHOI0 00eCIIeueHus):

sudo iptables -I INPUT -m state —state ESTABLISHED,RELATED -j ACCEPT

e Co3zlaB Bce 3TH NpaBWIIa, MOXHO 3a0JOKMPOBaTh BCE OCTAJbHOE M pa3pelIdTh Bce
UCXOIAIINE COCTUHEHUS.

sudo iptables -P OUTPUT ACCEPT
sudo iptables -P INPUT DROP
* [IpocMoTpHTE CIIMCOK TPaBUII

sudo iptables -L

e JloGaBuM elie HECKOIBKO MPaBWII IJisi OJOKUPOBKH HambOoliee paclpOCTPAHEHHBIX aTak.
Jlyis Havyana Hy>KHO 3a0JIOKHpOBaTh HyJeBbie makeThl <sudo iptables -A INPUT -p tcp —tcp-flags
ALL NONE -j DROP>.

 Cnenyroiee npaBuiio orpaxaet araku syn-flood <sudo iptables -A INPUT -p tcp ! —syn -
m state —state NEW -j DROP>. Teneps aepBoin He OyzieT mpuHUMATh BXOSIINX MTAKETOB C tep-
¢maramu. HyneBbie makeTsl, IO CYyTH, pa3BeIbIBAaTEIbHbBIC. OHHU HCIIOIB3YIOTCS, YTOOBI BHISICHUTD
HACTPOWKH CEpBEpa U ONPEIEIIUTh €ro ciiabble MecTa.

o Jlamee HYXXHO 3alIUTUTH CEPBEP OT pa3BeAbIBaTebHBIX MakeToB XMAS <sudo iptables -
A INPUT -p tcp —tcp-flags ALL ALL -j DROP>. Teneps cepBep 3aiiuiieH OT HEKOTOPBIX OOIINX
arak, KOTOpbIe UIIYT €r0 YSI3BUMOCTH.

e Co BTOpOW BHUPTyaJbHON MallMHBI, HA KOTOPYIO YCTaHOBMTE nmap, npoBeaure XMAS
ckaHupoBaHue <sudo nmap -sX>.

e [Io ymMOn4aHUIO BCE HECOXpPAHEHHBIE MPAaBWIA ACHCTBYIOT 0 CIEAYIOLIEH Iepe3arpys3Kku
cepBepa; cpasy jke IOoclie IMepe3arpy3ku HEeCOXpaHEHHbIE MpaBuia OymayT motepsHbl. Camblii

NpOCTOl croco® 3arpy3uTh naket iptables-persistent <sudo apt-get install iptables-persistent>.



Bo BpEMA HHCTAUIOWU TIIAKCT YTOYHHUT, HYXHO JIM COXPAaHWUTH TCKYWIUC IIpaBUjIa IJid
JalbHEHIIEH aBTOMATHYECKON 3ar PY3KH, €CJIM TCKYHIHUC IIpaBUJIa ObLIH MMPOTECCTUPOBAHLEI U

COOTBCTCTBYIOT BCEM Tpe6OBaHI/I5IM, HUX MOXHO COXPAaHHUTD.

3aganue 2.

o Jlns mawana nonagooutrcs LAMP( Apache, MySQL, PHP). B ma6oparopuoii padore Ne
8, y>ke ObLIO MMOKa3aHo, KaK YCTAaHOBUTH €ro, cronb3ys tasksel.

 YcranoBure mod_security <sudo apt-get install libapache2-mod-security2>

» Bemonnute komanay <sudo apachectl -M | grep —color security2>. Eciau Ha 3kpaHe
MTOSIBUJICST MOJTYJTh TI0 IMEHH security?2 module (shared), 3HauunT, Bce mpommio ycremrHo.

* B xarasiore noroB Apache MOXHO HaWTH HOBBIA Jor-daitn s mod security.
/var/log/apache2/modsec_audit.log

 YcranoBka ModSecurity BkitouaeT B ce0si KOH(DUTYPALMOHHBINA (aiiia, KOTOPBIA HY>KHO
[IEPEUMEHOBATh: <sudo mv /etc/modsecurity/modsecurity.conf-recommended
/etc/modsecurity /modsecurity.conf>.

» 3arem niepesamyctute Apache <sudo service apache?2 reload>.

o CraHmapTHBIN KOHPHUTYpaIoHHbIH (aitn HacTpoeH Ha DetectionOnly, To ects, haepBoin
TOJIBKO OTCJIEKHUBAET JIOTH, MPH 3TOM HHUYETo He ONOKUpys. UToOBI M3MEHUTH ATO MOBEICHUE,
orpenaktupyite ¢aitn modsecurity.conf: <sudo nano /etc/modsecurity/modsecurity.conf>

e Haiinute B ¢aitne crpoky: “SecRuleEngine DetectionOnly”. U u3meHute ee Tak:
“SecRuleEngine On”.

» Haitnute “SecResponseBodyAccess On” u 3amenute Ha “SecResponseBodyAccess Off”.
OTa AUpEKTHBa OTBEYaeT 3a Oydepusaiuio Tejia OTBETa; €€ PEeKOMEHAYETCS BKIIIOYaTh, TOJIBKO
ecin TpeOyeTcst OOHapyKeHHE U MPEIOXPAHEHUE OT YTEUKH JAaHHBIX. BKIIOUEHHAs TUPEKTHBA
(SecResponseBodyAccess On) He Tonbko OyneT UCHONB30BaTh OOJbIIE PECYPCOB cepBepa, HO U
YBEITUYHUT pa3mep Jior-¢aiisia, caeIoBaTeNIbHO, €€ KeJIaTeIbHO OTKIIIOYHTS.

 [Io ymomuanuto mod security mocrasisercs ¢ 6a3oBeiM Habopom mpaBmi CRS (Core
Rule Set), kotopsie HaxomsTCcs B /ust/share/modsecurity-crs/

e Uro0Obl moArpy3uTh 3TU TOTOBBIE IpaBWJa, HY)KHO, 4TOObI BeO-cepBep Apache umrtan
yKa3aHHBIE BbIIIE Karanoru. [[ist atoro orpenakrupyiite daitn mod-security.conf:

nano /etc/apache2/mods-enabled/mod-security.conf

» Mexny <IfModule security2 module> </[fModule> BHecuTe cnenyromnue napaMmeTpsl:

Include "/usr/share/modsecurity-crs/*.conf"
Include "/usr/share/modsecurity-crs/activated rules/*.conf"



e Jlupextopus activated rules ananmornuna aupextopun Apache mods-enabled. [IpaBuna
JOCTYIIHBI B KaTajorax: /ust/share/modsecurity-crs/base rules ;
/usr/share/modsecurity-crs/optional _rules ; /usr/share/modsecurity-crs/experimental rules

e YToOBI aKTHBHPOBATh MPABHJIA, HYXHO CO31aBaTh CUMBOJHUYECKHE CCHUTKHA B KaTaJore
activated rules. <cd /usr/share/modsecurity-crs/activated rules/>

e JloGaBbTe HECKOJIBKO MIpaBuJ, HarpuMep <sudo In -S
/usr/share/modsecurity-crs/base rules/modsecurity crs 30 http policy.conf> ; <sudo In -s
/ust/share/modsecurity-crs/base rules/modsecurity crs 49 generic attacks.conf>

 YtoObI HOBBIE NIPaBMIJIa BCTYIHIIM B UCTIOJHEHHUE, HY)KHO Iepe3amnycTuTh Apache <sudo

service apache?2 reload>

Conep:xkanue oTuera

1. Tema

2. Henb paboTsl

3. Kparkoe onucaHue BHIMOTHEHHOW paOOTHI.

4.IlponemoHcTpupoBaTh JaHHylo paboty Ha IIK, B cooTBeTCTBHMM ¢ 3aJaHUSIMH,
odopMHTh B TporpaMMHO# 00010uke Microsoft Word, BKITIOUMB B HEro KOITUU 3KpaHa.

5. ChopmynupoBarh 3aKIIOUCHHE U BBIBOJIBI

6. OTBeTHUTH HA KOHTPOJILHBIC BOIIPOCHI.

KoHTpoJibHbIE BONIPOCHI

1. Urto Takoe MexceTeBOM dKpaH?

J1g 9ero ucnosb3yeTcs MeXCeTeBOM IKpaH?

[Tpuntun padotsr Netfilter.

TaGnuier MmexceteBoro skpana Netfilter. J[ns gero oHu UCTONB3YIOTCS?
Uro Takoe mpaBuiia MEKCETEBOTO SKpaHa?

Kak co3maBarh nmpaBuiia st MEXKCETEBOTO dKpaHa yTHIIUTOH Iptables?
Kak coxpanuTs npaBuiia 11 MocCJieayIone aBTo3arpy3Ku?

UYro takoe Web Application Firewall?

2 2 & e B s BN

Kak nactpouts npaBmia B WAF mod_security?

OcHoBHas 1uTEpaTypa
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JlaboparopHas padora 2.

IIporpamMHoe BocCTaHOBJIEHHE TAHHBIX.

Hean padorsel: [lonyyeHne TeopeTHYECKUX U MPAKTUYECKUX HAaBBIKOB IIPOrPAMMHOTO

BOCCTAHOBJICHUS JAHHBIX.

Komnerennumn:
Kon DopMynUpOBKa:
OIIK- 7 CITOCOOHOCTBIO OMPEAEISITh HMHPOPMAIIMOHHBIE PECYPCHI, TTOIJICKAIIIHNE

3aITe, yrpo3sl 0€30MacHOCTH WHPOPMALIUU B BO3MOKHBIE ITyTH MX
peanu3aluy Ha OCHOBE aHAJIN3a CTPYKTYPHI U COAEPKaHUs
UH(OPMAIIMOHHBIX MPOLIECCOB U 0COOEHHOCTEH (PYHKIIMOHMPOBAHUS OOBEKTA

3alllUThI;

[K-1 CIOCOOHOCTBIO BBIMOJIHATH paOOTHI 110 YCTAHOBKE, HACTPOMKE U
00CITy’)KUBaHHIO TPOrPAMMHBIX, IPOTPAMMHO — aMMapaTHbIX (B TOM YHUCIIe

KpuUnTorpagUyeckux) U TEXHHYECKUX CPEACTB 3alUThl HH(OpMaIUY;

[IK-2 CIIOCOOHOCTHIO MPUMEHSTH TPOTPAMMHBIC CPEIICTBA CHCTEMHOTO,
MPUKIIAJHOTO U CIEUHUAIIBHOIO Ha3HAYEHHMS, UTHCTPYMEHTAJIbHBIE CPEJICTBA,
SI3BIKM U CUCTEMBI IPOTPAMMHUPOBAHUS ISl PEIICHUS TPOPECCUOHATBLHBIX

3a71a4;

[1K-3 CIOCOOHOCTBIO aIMUHUCTPUPOBATH MOACUCTEMBI HH()OPMAITMOHHON

0e301acHOCTH O0OBEKTA 3aIlMTHI;

[1K-4 CIIOCOOHOCTBIO Y4acTBOBaTh B paboTax Mo peajnu3aluu MOTUTUKI
UH(POPMAITMOHHOW 6€30MTaCHOCTH, TPUMEHSITh KOMIUIEKCHBIN TIOIXO]T K

obecrieueHno HHHOPMAITMOHHON 0E30MaCHOCTH 00BEKTa 3aITUTHI;

Teopernuyeckas yacTb

1. Boccranosiienne 1anubix TestDisk

TestDisk — cBoOogHass mporpamMma njisi BOCCTAHOBIICHUS JAHHBIX, MPEIHAa3HAUYCHHAS
MIPEK/IE BCETO M1l BOCCTAHOBJICHUS MOTEPSHHBIX Pa3/Ie]OB HA HOCUTENAX HHPOPMAIIUHU, a TAKKe
JUTsl BOCCTAHOBJICHHS 3arPy309HOTO CEKTOPa, MOCJIE€ MPOTPAMMHBIX HIIM YEJIOBEUECKUX OITHOOK
(marmpumep, noreps MBR).

» VYcranoBka <sudo apt-get install testdisk>.

» 3amyckaem TestDisk <sudo testdisk>.



e TlosBnsercs oxomko npuBercTBus TestDisk, Ham mpeanaraeTcst BecTH JIOT pabOTHI
(75 BBITIOJIHEHUS JAHHOM paboTHI JIOT He TpedyeTcs).
» BriOupaem Hy»XHBIH 1UCK U HakuMmaeMm Enter.
o [Ipennaraercs BeIOpaTh TUM TaOMMIBI pasznenoB, oObrdHO TestDisk ompenensieT Bce
NpaBWIBHO, TaK YTO HaxknMaeM Enter.
* Bribupaem Analise.
» Bribupaem QuickSearch.
e Hawm BeIBogsT Tabnuiy paszaesnoB. Beibupaem pasnen u HaxxumaeMm P, yToObI BbIBECTH
CIUCOK (halIoB.
e BriGupaewm ¢aiiisl a5 BoccTaHOBIeHUS U HaxumaeM C.

*  BriOupaem namky, kyaa OyayT coxpaneHsl ¢aiter u Haxxumaem C.

2. BoccranoBienune 1aHabix PhotoRec

PhotoRec - 310 yTunura, Bxoasmas B coctaB nakera TestDisk. Ilpennasnadena s
BOCCTAHOBJICHUS HCIIOPYCHHBIX (QailyloB ¢ KapT mamsatd [UGPOBBIX  (oToanmmapaTo
(CompactFlash, Secure Digital, SmartMedia, Memory Stick, Microdrive, MMC), USB flash-
IUCKOB, kecTkumx guckoB u  CD/DVD. BoccranaBnuBaer — (aiiasl  OONBITUHCTBA
pacripocTpaHeHHbIX Tpadpuueckux (opmaros, Bkiatouas JPEG, aynumo-daitnel, Bxmodas MP3,
¢aiinel qokymeHToB B (hopmarax Microsoft Office, PDF u HTML, a Takxe apXuBbI, BKIOUas
ZIP. Moxet pabotars ¢ ¢aitnoBeiMu cuctemamu ext2, ext3, ext4 FAT, NTFS u HFS+, npuyem
CIIOCOOHAa BOCCTAHOBHUTH rpaduueckue (ailyibl Jake B TOM ciydae, Korma ¢aiioBas cuctema
MOBPEXKIACHA UIH OTHOpMATUPOBAHA.

» VYcranoBka <sudo apt-get install testdisk>.

» 3amyckaem PhotoRec <sudo photorec>.

» BriGupaem HyXHBIN AUCK U HaxxuMaeM Enter.

e B HmxHeM MeHI0O MOXHO BbIOpaTh File Opt, uroOpl BeIOpaTh THIBI (ailioB s
BOCCTAHOBJIEHUS (II0 YMOJTYAHUIO BBIOPaHBI BCE).

* YroOn! HauaTh BoccTaHoBNeHne HaxmuTe Enter, BeiOpaB Search.

 V Hac BbIOpaHa cucteMa ext4, Io3ToMy BBIOMpaeM IepBhIii BapuaHT | ext2/ext3 |.

e Ecmu BoiOpars nyHkt FREE, To nouck Oyzaer nmpou3BesieH B yCTOM IMPOCTPAHCTBE U
B 9TOM ciiyyae OyyT BOCCTaHOBIJICHBI TOJBKO yrajeHHble (aiinbl, a ecau BoiOpats WHOLE,
TO MOUCK OyAeT MpOU3BE/IeH Ha BCEM JIUCKE.

e Temepp HY)XHO yKa3aTb JUPEKTOPHIO, Ky/a OyaeM COXpaHATh Hy)KHble HaM (hailsibl.
Bri6upaem HyxHYy10 nanky v Haxumaem C.

e Bribupaewm ¢aiinsl a5 BoccTaHOBIEHUS U HaxumaeM C.

3. BoccranoBienue 1aHubix Extundelete



Extundelete — yTunura, mo3BOJNSIONIas BOCCTaHABIMBATH (hailfibl, KOTOpBIE ObLIN
yIaJeHBI ¢ pa3aenoB ext3/ext4.
e VYcranoska: <sudo apt-get install extundelete>.

e  Kak Tonpko BBl MOHSJIH, YTO YAAIWIN HYXKHbIEe (ailiibl, HEOOXOAUMO OTMOHTHPOBAThH
paznen:<umount /dev/<partition> >

e 3aifmuTe B KaTayior, B KOTOPBIN OyIyT BOCCTaHABIMBATHCS yAaJeHHBIC AaHHBIC. OH
JODKEH OBITh pPAcloJIOKEH Ha pasjene OTIMYHOM OT TOro, Ha KOTOPOM XPaHWJIMCH
BOCCTaHaBJIMBAaeMbIE JJaHHBIE: ¢d /<IyTh_K_KaTAaJOry_Kyla_ BOCCTAHABJIMBATbH_JIAHHbIE>

e 3amycrtute extundelete, yxa3aB pasgen, ¢ KOTOporo OyaeT MPOHMCXOIUTH
BOCCTaHOBIieHWE U  ¢aill, KOTOpbIii HeoOXoauMo BoccTaHOBHTH: sudo  extundelete
/dev/<partition> —restore-file /<nyTb Kk Paiiry>/<umsa_daiaa>

e MoXHO TakK K€ BOCCTaHaBIMBAaTh COAECpKUMOE KarajoroB: sudo extundelete

/dev/<partition> —restore-directory /<myTb_K_JAupeKTOpUMH>

4.BoccTanoBiaenne 1anabix Foremost.

Foremost - koHCONbHAs MporpaMMa, MO3BOJSIONIAsS MCKAaTh (alabl HA JUCKAX HIM UX
oOpa3ax mo hex-maHHBIM, XapaKTEpPHBIM 3aroJIoBKaM W OKOHYaHWsAM. [Iporpamma mpoBepsieT
daiinel Ha TpeIMeT COBMAJEHUS 3apaHee omnpeaenéHHbIX  hex-komoB  (cUTHATYD),
COOTBETCTBYIOIIMX Hanbosee pacpocTpaHéHHbIM popmaram daiinos. [Tocne gero skcTparupyet
X U3 JAHMcKa/o0pa3a W CKIIaJpIBaeT B KaTajor, BMECTE C MOAPOOHBIM OTYETOM O TOM, YEro,
CKOJIbKO M OTKyJga OBIJIO BOCCTAaHOBJEHO. Twmbl (haiinoB, koropsle foremost mMoxer cpasy
BOCCTaHOBHTS: jpg, gif, png, bmp, avi, exe, mpg, wav, riff, wmv, mov, pdf, ole, doc, zip, rar, htm,
cpp. Ecthb BO3MOXHOCTH 100aBnsiTh cBoM (Gopmarel (B KoH(UTypanunoHHOM  (paiine
/etc/foremost.conf), 0 KOTOPBIX TpOrpamMma He 3HAET.

e VYcranoBka: <sudo apt-get install foremost>

e [Ipumep wHCHONB30BAaHUS Ui BOCCTAHOBICHUS H300pakeHuii ¢ nucka /dev/sdb B

karanor~/out_dir: <sudo foremost -t jpg,gif,png,bmp -i /dev/sdb -0 ~/out_dir>

O0opynoBaHue 1 MaTepPUAJIbI
Jl7iss  BBITIONIHEHUST J1aOOpaTOpHON paboOThl MPEAYCMOTPEHBI KOMITBIOTEPHBIE KIIACCHI,
HaXOMSIIUECs B ayAUTOPHIX, ocHanIeHHbIX 1K, a Takke cuCTeMHOE MporpaMMHOe 00ecTieueHHe

— OC MS Windows 7 n npunoxxenus Office (Excel Word, Access u 1.11.).

Yka3aHus 1o TeXHuKe 0e30MacHOCTH



JlaGoparopHnas pabora mpoBoautcs Ha [IDBM. 3ampemaercs mpukacarbcs K 3aTHEl
MaHeJIM CUCTEMHOTo OJIOKa MPU BKIIIOYEHHOM MHMTAaHUM, MEPEKIIouaTh pa3beMbl HHTEPPEHCHBIX
kabeneil nepudepuiHbIX YCTPOICTB, 3arpOMOKAATh BEpXHHUE NAHEIM YCTPOMCTB Oymaramu u
MIOCTOPOHHUMHU TNIPEIMETaMH, JOIyCKaTh MOMalaHue BJIard Ha MOBEPXHOCTh CUCTEMHOTO OJI0Ka,

MOHUTOpA, KJIABUATYPBI U IPYTUX YCTPOMUCTB.

Iops1ok BbINOJTHEHUS] padOThI
3amanue 1.
 JloGaBbTE B BUPTYAJIbHYIO MAITUHY BUPTYaIbHBINA KECTKUH JTHCK.

 3amycTuTe BUPTyaJbHYIO MamuHy ¢ Linux.

Zamycture fdisk (gdisk wum parted) u co3nmaiite Tabmuiry pasnenoB MBR ¢ pa3znenamu.

OTtdopmarupyiite co3naHHbIE pa3aessl B GailyioByro cuctemy ext4.

¢ Ycranosure TestDisk.

VYnanure MBR (unu Tabnuity pazaenoB) ¢ momolisio koMauasl DD.

BoccranoBute MBR (unu Tabnuity pasnenoB) ¢ momorbio TestDisk.

CMOHTHpYITE BOCCTAaHOBIIEHHBIE Pa3/ieibl U CO3/IaliTe TaM MPOU3BOJIbHbBIE (haIIbI.
» Viamute co3naHHbIe (aiIbL.

3ananmue 2.
» C nomompto TestDisk BoccTaHOBUTE TaHHBIE.
» Co3maiiTe MPOU3BOJIBHBIN KaTalor U 3alHIIUTE TyJa AaHHbIe KaTajora /var/log/ .

Q Y,I[aJ'II/ITe JaHHBbIC C CO3IJaHHOI'O KaraJjora.

C nomobsro PhotoRec BoccranoBuTE 1aHHEIE.

Co3maiiTe MPOM3BOJILHBIN KaTaJor U 3alUIIUTE Ty JaHHBIE Karajora /etc/ .

e C nomowpro Extundelete i Foremost BOcCTaHOBUTE JTaHHBIE.

Coaep:xkanue oTyera

1. Tema

2. Henb paboTsl

3. Kparkoe onucaHue BbIIIOJHEHHOW paboTBhI.

4.IlponemMoHCcTpUpOBaTh AaHHyl0 pabdory Ha [IK, B COOTBETCTBUM C 3aJaHHUSIMH,
odopMHTh B TporpaMMHOi1 00oouke Microsoft Word, BKJTIOUMB B HEro KOMUU dKpaHa.

5. ChopmynupoBaTh 3aKIIOUEHNE U BBIBOJBI

6. OTBETUTH HA KOHTPOJIbHBIC BOIIPOCHI.



KoHTposibHBIC BONIPOCHI

1.

C noMomipio Kakod M3 IMporpaMM, HCIOJIB3YEMBIX B 3TOH JaboparopHoil pabote,

MO>KHO BOCCTAHOBHTbH TAOJIHUILy pa3zesioB?

2.
3.
4.
5.

Kakue ¢aiinossie cuctemsl monaepxuBaet PhotoRec?
Kakue ¢popmars! nognepxusaet PhotoRec?
Kak Foremost BoccranaBnuBaet aiiib?

MOoXXHO JM BOCCTaHOBHUTH JaHHble C (ainoBoit cucrembl NTFS, ucnonssys

extundelete?

6.
7.

Bce nu nanHble ckonupoBaHHbIE ¢ KaTajiora /var/log/ BocCTaHOBUIIUCH?

Bce i maHHBIE CKOMMPOBAHHBIE C KaTajora /etc/ BOCCTaHOBUIIMCH?
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Jlaboparopnas padora 3.

OOHapy:KeHHe U NpeJoTBPallleHHe BTOPKEHHU .

Heﬂb paﬁon: HOJ’Iy‘-II/ITI) CBCACHHA O TOM, KaK OCYHICCTBIIACTCA 3allUTa C IMOMOIIbIO CUCTEM

oOHapyXeHUs ¥ MpeJoTBpaieHns Bropkeanid. Hayuntbest ucronszoBare SNORT.

Komnerennumn:
Kon DopMynUpOBKa:
OIIK- 7 CITOCOOHOCTHIO OMPEALISITh HMHPOPMAIIMOHHBIE PECYPCHI, TTOIJICKAIIIHNE

3aITe, yrpo3sl 0€30MacHOCTH HHPOPMALIUU B BO3MOKHBIE ITyTH MX
peann3alnny Ha OCHOBE aHAJIN3a CTPYKTYPHI U COAEPKaHUs
UH(OPMAIIMOHHBIX MPOLIECCOB U 0COOEHHOCTEH (PyHKIIMOHMPOBAHUS OOBEKTA

3alllUThI;

[K-1 CIOCOOHOCTBIO BBIMOJIHATH paOOTHI 110 YCTAHOBKE, HACTPOMKE U
00CITy’)KUBaHHIO TPOrPAMMHBIX, IIPOTPAMMHO — aMMapaTHbIX (B TOM YHUCIIe

KpuUnTorpaguyeckux) U TEXHHYECKUX CPEACTB 3allUThl HH(OpMaIUY;

[TK-2 CIIOCOOHOCTBIO MPUMEHSTH TPOTPAMMHBIE CPEIICTBA CHCTEMHOTO,
MPUKIJIAJHOTO U CIEUUAIIBHOTO Ha3HAYEHHM S, UTHCTPYMEHTAJIbHBIE CPEJICTBA,
SI3BIKM U CUCTEMBI IPOTPAMMHUPOBAHUS ISl PEIICHUS TPOPECCUOHATBLHBIX

3a71a4;

[1K-3 CIOCOOHOCTBIO aIMUHUCTPUPOBATH MOACUCTEMBI HH(OPMAIIMOHHOMN

0€e30I1aCHOCTH O0OBEKTA 3aIlMTHI;

[IK-4 CIIOCOOHOCTBIO Y4acTBOBaTh B paboTax Mo peaanu3aluu MOTUTUKI
UH(POPMAITMOHHOW 6€30MTaCHOCTH, TPUMEHSITh KOMIUIEKCHBIN TIOIXO]T K

obecrieueHno HHHOPMAITMOHHON 0E30MaCHOCTH 00BEKTa 3aIUTHI;

Teopernuyeckas yacTb
Cucrema oOHapysxeHusi BropskeHuit (IDS) — mporpamMmHoe wnu ammapaTHoe CpeacTBO,
MpeJHa3HAYeHHOE JJIs1 BBISBICHUS (DAaKTOB HEAaBTOPU30BAHHOIO JOCTYNa B KOMIIBIOTEPHYIO
CUCTEMy WJIH CeTh JHOO0 HECAaHKIIMOHUPOBAHHOTO YIPABICHUS WMH B OCHOBHOM depe3
HNutepHer.
CereBast cucrema oOHapyXeHUs BTOpxeHHH (aHri. network intrusion detection system,

NIDS) — cuctema oOHapy>XeHUsI BTOP)KEHHI, KOTOpasi OTCICKUBACT TaKUE BUIbI BPEIOHOCHOU



NesATEeNbHOCTH, Kak DOS araku, ckaHMpOBaHHWE MOPTOB WIIM JaX€ MONBITKHM MPOHUKHOBEHHUS B
CETbh.

B maccunoit IDS mpu oOHapykeHHWH HapylieHHs Oe30MmacHOCTH, WHGOpMAIHsI O
HapyILICHUU 3allMChIBAETCA B JIOT NMPUJIOKEHHUS, a TAK)KE€ CUTHAJIBI OMACHOCTH OTIPABISIOTCSA Ha
KOHCOJIb W/MJIM aJIMUHHCTPATOPY CHUCTEMBI TI0 ONPENEICHHOMY KaHally CBS3H. B aKkTHBHOM
cucreme, Takke u3BecTHoWM kak Cucrema IlpemorBpamenusi Bropkenuwit (IPS — Intrusion
Prevention system (anri.)), IDS Bexer oTBeTHble MACHCTBUS Ha HapylleHHe, cOpachiBas
COCIUHEHHE WM TMepeHacTpauBasi MeEXKCETeBOM »HKpaH s OJoKMpoBaHUs Tpaduka oOT
3nM0oyMbllIeHHUKA. OTBETHBIE IEHCTBUS MOTYT MPOBOAUTHCS aBTOMAaru4yecku JU0O0 MO KOMaHe
oreparopa.

OOHapyxeHHe NMPOHUKHOBEHHUS IMO3BOJSIET OPraHW3alMsAM 3allUINaTh CBOM CHUCTEMBI OT
YIpO3, KOTOPHIE CBA3aHbI C BO3PACTAHHEM CETEBOM aKTMBHOCTH M BaKHOCTHIO MH(OPMAIIMOHHBIX
cucreM. [Ipy MOHMMaHMM YpPOBHS W TPUPOIBI COBPEMEHHBIX YI'pO3 CETE€BOHM 0e30MacHOCTH,
BONIPOC HE B TOM, CJIEAYET JIU UCIOIH30BaTh CUCTEMBbl OOHAPYKEHHUSI TPOHUKHOBEHUH, a B TOM,
Kakie BO3MOXXHOCTHU M OCOOCHHOCTH CHCTEM OOHapy>K€HUSI TPOHUKHOBEHUH CIEAyeT
UCIOJIb30BAaTh.

Snort — cBobonHas ceTeBas cuctema npenorBpamieHus Bropxkenuit (IPS) n obnapyxeHus
BropkeHHi (IDS) ¢ OTKPBITBIM HCXOAHBIM KOJIOM, CIIOCOOHAS! BBIMTOJIHSITD PETUCTPAIIHIO TTAKETOB
U B peaJIbHOM BPEMEHH OCYLIECTBIATh aHaIu3 Tpaduka B [P-ceTsx.

BrInmonHseT NpOTOKONMMPOBAHME, aHAIM3, MOUCK MO COAEPKHMOMY, a TaKXKe IIUPOKO
UCIOJIBb3yeTCA JUIsl aKTUBHOTO OJOKMPOBAHMSI WJIM IACCHBHOTO OOHAapy>KEHUsS IIeJIoro psaa
HamaJeHui U 30HIUPOBAHUM, TAaKWX KaK IOMBITKM aTak Ha nepenojHeHue Oydepa, cKpbiTOe
CKaHUPOBAaHUE TMOPTOB, araku Ha BeO-mpuiaoxkeHus, SMB-30HIMpOBaHME U TMONBITKU
OIIpe/IeNICHHsI OTIEPAlMOHHOM cucTeMbl. [IporpaMmHoe obecriedeHne B OCHOBHOM HCIONB3YETCS
JUIsl IPEIOTBpAIlEHUs IPOHUKHOBEHUS, OJIOKUPOBAHUS aTaK, €CIIM OHU UMEIOT MECTO.

Snort ucmone3yeT mMmpaBWiia, HAMHMCAHHBIE MPOCTHIM , HO B TO k€ BpeMsi THUOKUM U
JOCTaTOYHO MOUIHBIM sI3bIKOM. CylllecTByeT psAl OOIIMX MPHUHIIMIIOB HAMKCAHUS, 3allOMHHUTH
KOTOpBIE JOCTAaTOYHO MPOCTO.

Bonbias yacts npaBui Snort ymeniaercs B 1 ¢cTpoky. ITo ciieAcTBUE TOTO, YTO 10 BEPCUU
1.8 Henb3sd OBUIO MCIIOJIB30BaTh MHOTOCTPOYHBIE 3amucu. B Oonee mo3gHUX Bepcusax MpaBuia
MOKHO PacTSTUBATh Ha HECKOIBKO CTPOK, BCTABJIAS B KOHEI[ CTPOKU CUMBOM “” (6€3 KaBbIUEK).

[IpaBuna Snort cocToAT W3 JBYX YacTeil: 3arojioBKa MpaBWiIa U MapaMeTpoOB MpaBuIa.

3aroja0BoOK COACPKUT OIIMCAHUC I[CﬁCTBPIH, IIPOTOKOJI IMEpCaadyn AJaHHBIX, IP-az[peca, CCTCBBIC



MAaCKu M NOPThI UCTOYHHKA W HA3HAYCHUS. HapaMeTpLI MmpaBujia XpaHAT NPCAYHNPCKAAOMICC
COO6H.[€HI/IG, a TaKKeC I/IHq)OpMaI_[I/IIO O TOM, KaKyr0 4YacCTb 06Hapy}I(CHHOFO INakeTa HYXHO

o0Opaborars B ciydae cpabarbIBaHUs ITpaBUJIa.

O0opynoBaHHe U MaTePHAJIBI
Jlnst BBIONHEHUsT J1a0opaTopHON pabOThl NPEAYCMOTPEHBI KOMITBIOTEPHBIE KIIACCHI,
HaAXOJSIINECs B ayIUTOpUsX, ocHameHHbIX [1K, a Takxke cucTeMHOe MporpaMMHOe oOecrieueHre

— OC MS Windows 7 u npunoxenus Office (Excel Word, Access u T.11.).

Yka3aHus o TeXHUKe 0€30MaCHOCTH

Jlaboparopuast padora mpoBomutcs Ha [IDBM. 3ampemiaercs mpukacatbCcs K 3agHEil
MAHEJIM CUCTEMHOTO OJIOKa MPHU BKIIOYCHHOM MHTAHUU, IEPEKIII0YaTh pazbeMbl HHTEP(HEHCHBIX
kabenell mepudepuitHBIX yCTPOMCTB, 3arpOMOKAATh BEPXHUE IMAHENIH YCTPOHUCTB OymaramMu u
MOCTOPOHHUMH TIPEAMETaMH, JOIYCKaTh MONalaHue BIark Ha TIOBEPXHOCTh CUCTEMHOTO OJI0Ka,

MOHHTOPA, KJIaBUATYPbl U IPYTUX YCTPOUCTB.

IMopsiiok BHINOJTHEHHS PAGOTHI
3ananmue 1.
* Y3HaiiTe cBOHi ip axpec komannoi ifconfig

e YcranoBute SNORT <sudo apt-get install snort>

e [Ipu ycraHoBKe OyJeT HY)KHO yKa3aTh 3aliuinaeMyto cetb. Beemute ..*.0/24 (I'me .. * -
MepBbIe TPU YHCIA BalIero ip-agpeca, Hampumep HToT Oymer 192.168.1.0/24, ecam BB
ucnonbdyere VirtualBox u y Bac B HacTpolKax CETH CTOUT CETEBOM MOCT)

 3anycture SNORT <sudo service snort start>

» Hacrpolika npasui

o [lepeiiaure B katajor /etc/snort/rules < cd /etc/snort/rules)

e CozpnaiiTe ¢aiin ¢ mpaBmwiaMu <nano test.rules>

alert tcp any any -> any any (content:”https://www.google.ru/” ; msg:”’Someone open

Google website” ; sid: 12312313;)

e Ilepeiinure B karaiuor /etc/snort <cd /etc/snort)
 Tenepr HY)KHO U3MEHHTH COACPKUMOE KOH(HTYparmoHHOTo (aiina Snort < sudo nano

snort.conf>



e Haiimure ctpouku ¢ mpaBwiamu (oHn HaumHarorcs ¢ include SRULE PATH, sto B
yactu Step 7) u 106aBbTe (Paiia ¢ HAIIMMU NTPaBUIAMH

include SRULE_PATH/test.tules

e B ¢aiine snort.conf Tak ke ykakuTe JOMaIIHIOK ceTh. B Step 1 m3MeHHUTE CTpOUKY
“ipvar HOME NET any” , Ha

ipvar HOME NET 192.168.1.0/24

 3anycrtute snort <sudo snort -A console -i ethO -c snort.conf>

* 3aiinute Ha https://www.google.ru/ u nmpoBepsTe B TEpMUHAIE, KaK paboTaeT MpaBuiIo.

Q Tenepb HaM HOHaI[O6I/ITBCH CIIC OJHAa BHpPTyaJlbHasdA MalllMHA, Ha Hel JOJI2KCH OBITE

YCTaHOBJICH nmap.

3aganue 2.

 Co Bropoit BM ucnone3yiite ping, mnocMotpure, kak pearupyer SNORT

e Mcnonb3yiiTe pazauuHble METO/bl CKaHUPOBaHUS nmap( ucnoiab3yite -sS, -sT, -sN, -
sU, -sX, -sF u nocmoTpute, kak pearupyer SNORT;

e B ¢aiin test.rules qo6aBsTe mpaBmwiIo oOHapyxkeHUs ckanupoBanus nmap -sN (NULL
Scan)

alert tcp any any -> any any (msg:”"NULL Scan”; flags: 0; sid:322222;)

 3anycrtute snort <sudo snort -A console -i ethO -c snort.conf>

e Co BrOpo#i BupTyanbHON MamuHbl npousBeaute NULL ckanupoBanue <sudo nmap -
sN>, npoBepbTe, Kak paboTaeT NpaBuiIo.

e MoHo 3arpy3uth ooHOBIeHHbIE paBuia SNORT, mis storo:

e 3aperucTpupyiTech Ha caiite https:/www.snort.org/ ¥ ckadalTe MOCICTHIOI BEPCHIO
MIPaBUII

e PazapxuBupyiiTe CKayaHHBIM apxXuB W CKOMMpYyHTe Karajmoru rules, so rules wu
preproc_rules B /etc/snort :

sudo cp -R ./rules/ /etc/snort/

sudo cp -R ./so_rules/ /etc/snort/

sudo cp -R ./preproc_rules/ /etc/snort/

Coaep:xkanue oTuera
1. Tema

2. Ilenb paboThI



3. Kparkoe omnucaHue BBIOIHEHHOU PabOTHI.

4 IlponeMoHCTpUpOBaTh JaHHYH paboty Ha [IK, B COOTBETCTBUH C 3aJaHHSIMHU,
oopMHUTH B IporpaMMHOl o6oouke Microsoft Word, BKJIIOYMB B HETO KOITMH SKpaHa.

5. ChopMynupoBaTh 3aKITIOYCHUE U BBIBOJIBI

6. OTBETUTH Ha KOHTPOJIbHBIE BOIIPOCHI.

KonTponbHbie Bonpocsl
1. Urto takoe IDS?
Uro Takoe ceTeBas cucteMa 0OHApY>KEHUS BTOP>KEHUN?
UeM oTiIMyarOTCs MacCUBHBIE U aKTUBHBIE [DS?
Uro takoe SNORT?
Kaxkue 3anaun Beinonnser SNORT?

Kak pa6oratot npasuna SNORT?

N &Y & = B Y

Kaxk nucarp npasuna nns SNORT?
8. 3aueM nucath coocTBeHHBIC MTpaBuiaa SNORT?
9. 3auem 3arpyxarb oOHOBIIeHHE TpaBuil SNORT?

10. Kax 8 SNORT co3maBars jor?

OcHoBHas 1uTEpaTypa

1. Hapes, PYO. IIporpammubie 1 anmapaTHble CpeAcTBa HHOOPMATHKY : Y4EOHHUK /
P.IO. lapes, A.B. IIpokomnenko, A.H. Kus3pkoB ; MUHHCTEpCTBO 00pa30BaHMs M HAYKH
Poccuiickoit denepanun, Cubupckuii @enepanbHblil yHuBepcurer. - Kpacnosipck : Cubupckuit
denepanbubiit yaHuBepcuTeTt, 2015. - 160 c. : Tabmn., cxeM., wi. - bubmmorp. B kH. - [SBN 978-5-
7638-3187-0 ; To xe [DnexTponnsrii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlaGopaTopHbIi MPAKTHKYM M0 quciuminHe [IporpamMmmHo-anmapaTHbie CpeacTBa
3amUThl HTHGOPMAIHHK [ DJIEKTPOHHBIN pecypc] / . — DnekrpoH. TekcroBbie nanHpie. — M. :
MocCKOBCKUI TEXHUYECKUN YHUBEPCUTET CBA3M U nH(popmatuku, 2016. — 31 c¢. — 2227-8397.

— Pexxum nocrtyna: http://www.iprbookshop.ru/61529.html

Jlono/iHUTe IbHAS JIUTEepaTypa
1. Aiinunsn, A.P. AnnaparHble cpeicTBa BBIYUCIUTENBHON TEXHUKH : YUeOHHK /

A.P. Aiigunss. - M. ; bepnun : lupexkr-Menua, 2016. - 125 c. : wi., cxeM., Tabi. - bubmuorp. B


http://www.iprbookshop.ru/61529.html
http://biblioclub.ru/index.php?page=book&id=435670
http://biblioclub.ru/index.php?page=book&id=435670

KH. - ISBN 978-5-4475-8443-6 ; To e [OnexkrponHsIii pecypce]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. Ilpusanos, . M. (MacTUTYT cepBuca, TypusMa u au3aitHa (prmman)CKDY B r.
[Taturopcke). OCHOBBI anmapaTHOro U MPOrpaMMHOTro obecriedenus : yued.-MeTo1. mocodue /

N.M. ITpusanos ; Ces.-Ka. denep. yH-T. - CraBponions : CKDY, 2015. - 145 c. - 144 c.

HNuTepHeT-pecypcebl:
1. http://www.biblioclub.ru/ - s3nexrponnas 6ubauorexa

2.http://www.uts-edu.ru/ - «DneKTpOHHBIE KYPChD»



Jlaboparopnas padora 4.

JaekTpoHHasi UG POBasi NOANMCH.

e padoThI:
O3HaKOMHUTBCS CO CXEMaMU HH(i)pOBOﬁ nmoAnrCHu W IMOJYYHUTh HABBIKU CO3JaHUA U

npoBepku nogiuHuoctu 1.

Komnerenmumu:
Kon DopMynHupoBKa:
OIIK- 7 CITOCOOHOCTHIO OMPEALISITh THOPMAIIMOHHBIE PECYPCHI, TTOITICKAIIHNE

3aluTe, yrpo3bl 0€30MaCHOCTH HHPOPMAIIMK U BO3MOYKHBIE ITyTH UX
peanu3alnyy Ha OCHOBE aHAJIM3a CTPYKTYPbI U COAEP KaHUS
UH(OPMAILMOHHBIX NPOLIECCOB U 0COOEHHOCTEH (PyHKIIMOHMPOBAHUSA OOBEKTA

3alllMThI,

IIK-1 CHOCOOHOCTBIO BBIMOJIHATH paOOTHI 110 YCTAHOBKE, HACTPOMKE U
00CITyKMBaHHUIO MPOTPAMMHBIX, IPOTPAMMHO — allapaTHBIX (B TOM YHCIIE

KpUNITOTpa)UUECKUX ) U TEXHUYECKUX CPEIICTB 3aIUTHl HH()OpPMAITUH;

[IK-2 CHOCOOHOCTBIO MTPUMEHSTH MPOTPAMMHBIE CPEJICTBA CUCTEMHOTO,
IIPUKIIAHOTO U CIIELIMAIBHOIO HA3HAYEHUS, THCTPYMEHTAJIbHBIE CPEICTBA,
S3BIKU M CUCTEMBI IPOrPaMMHPOBAHUS [Tl peIlieH s TPO(heCCUOHATBHBIX

3a7a4;

[K-3 CHOCOOHOCTBIO aIMUHUCTPUPOBATh NOACUCTEMBI HH()OPMAIIMOHHOMN

0e301acHOCTH 00BEKTA 3aIMTHI;

[IK-4 CIOCOOHOCTBIO YUacCTBOBATh B paboTax Mo peasnu3aiy MOJTUTHKH
UH(POPMAITMOHHOW 6€30MaCHOCTH, TPUMEHSITH KOMIUIEKCHBIN ITOIXO0/ K

obecrneveHnto HHHOPMAIMOHHON 6E30MaCHOCTH 00BEKTa 3aIUTHI;

Teopernuyeckas yacTb

Ha mnpoTsokeHMM MHOTMX BEKOB IIPUM BEICHUHM JCIIOBOM IIEPENUCKH, 3aKIHOUYCHUU
KOHTPAKTOB U O)OPMIICHUH JIOOBIX APYTUX Ba)KHBIX OyMar MOAMHCH OTBETCTBEHHOTO JIHMIIA WIH
HUCIIOJHUTEINST Oblia HCMIPEMCHHBIM YCJIIOBUEM IIPU3HAHUA €TI0 CTaryca WM HEOCIOPUMBIM

CBHICTCIBCTBOM €I'0 Ba’KHOCTH. HOI[O6HBII71 aKT IIPECICa0BaI ABC LICIIN:



e TapaHTHUPOBAHHWE HCTHHHOCTH IHChMa MYTEM CIWYCHUS MOIINUCH C HMEIOUIHUMCS
o0pasiom;

e  TapaHTHPOBAHHE aBTOPCTBA JOKYMEHTA (C FOPUIMUECKON TOUKU 3PCHU).

BremonHeHune qaHHBIX TPeOOBaHU OCHOBBIBACTCS HA CIICIYIOIIMX CBOMCTBAX ITOITHCH:

e TOANHUCH AYTEHTHUYHA, TO €CTh C €€ IOMONIBIO TONYYaTeIr0 JOKyMEHTa MOXHO
JI0Ka3aTh, 4YTO OHA MPUHAJICHKUT ITOMHUCHIBAIOIICMY;

*  TIOIIMHUCH CIYXHT JI0OKA3aTeIbCTBOM, YTO TOJBKO TOT Y€JIOBEK, Yei aBTorpad CTOUT Ha
JOKYMEHTE, MOT TIOJIITUCATh JaHHBINA JJOKYMEHT, U HUKTO JIPyTroi HE CMOT ObI 3TOTO C/IeaTh;

*  TIONIUCH HETIEPEHOCHMA, TO €CTh SIBIISICTCS YaCThIO JOKYMEHTA U TI0ITOMY MEPEHECTH
€e Ha PyTroH JOKYMEHT HEBO3MOXKHO:

e JIOKYMEHT C IOJIIHUCHIO SBISETCS HEM3MEHSIEMBIM, TO €CTh IOCIIC MOIIUCAHUS €T0
HEBO3MOXKHO MU3MEHHUTh, OCTABHB JIAHHBIN (DaKT HE3aMECUCHHBIM;

e TOAMHCH HEOCTOpPHMa, TO €CTh YeJOBEK, MOJNMUCABIIMIA JOKYMEHT, B CIy4yae
MIPU3HAHUS SKCIIEPTU30M, YTO UMEHHO OH 3aCBUCTEIbCTBOBAJ JIAaHHBIA JOKYMEHT, HE MOXET
OCTIOPUTH (PAKT MOAIMUCAHUS;

e m000€ MO0, WMElolee oOpa3ell MOAMUCH, MOXKET YIOCTOBEPUTHCS B TOM, YTO
JAHHBIN JTOKYMEHT TTOJIITUCAH BIIAJCITBIIEM TIOIIHCH.

C mepexomoM Kk 06e30yMakHBIM cIIOocO0aM Tepenauyd M XpaHeHHs JAHHBIX, a TaKXKe C
pa3BUTHEM CHCTEM DJEKTPOHHOTO TIepeBO/la JICHEKHBIX CPEICTB, B OCHOBE KOTOPBIX —
ANIEKTPOHHBIM  aHAIOr OyMaXHOTO IIIATEKHOTO MOPYYCHHUs, TpoliieMa BHPTYaIbHOTO
MOATBEPXKICHHUS ayTCHTUYHOCTH JOKYMEHTa mpuolOpena ocoOyr ocTpory. PasBurhe mmoObIX
MOJOOHBIX CHCTEM TENeph HEMBICIIMMO 0€3 CYyIIeCTBOBAHUS JJICKTPOHHBIX TOAMKMCEH TIO
JNIEKTPOHHBIMU  JOKyMeHTamu. OJHaKO TNPUMEHCHHE © IIUPOKOE  PaCIpOCTPaHCHHE
anekmpoHHo-yugposwvix noonuceti (ILIT) moBnekIo MeNbIi psa npaBoBbix npodmem. Tak, DI
MOJKET MPUMEHSTHCSI HA OCHOBE JOTOBOPEHHOCTEH BHYTPH KaKON-IMOO TPYMITBI MOIh30BATEICH
CHCTEMBI TIepe/iaud JIaHHBIX, U B COOTBETCTBUHU C JIOTOBOPCHHOCTBHIO BHYTPHU JTAHHOW TPYIIIIBI
OUIT nmomkHO WMETh IOpHIWYECKyro cwiy. Ho Oyaer auM SIIeKTpOHHAs IOIIKHCHh HMETh
JI0Ka3aTeIbHYI0 CHWIy B Cyle, HallpuMep, MPU OCHaphBaHWKM (aKkTa Tepeaadd IUIaTe:KHOTO

nopyueHus?

Cxema 1
Jlannast cxema mpenmnoiaraeT mudpoBaHHE SNIEKTPOHHOTO MokymeHTa (D]1) Ha OCHOBE

CUMMETPUYHBIX aJITOPUTMOB U TpeyCcMaTpUBaeT HAJIUYUE B CUCTEME TPEThero julia (apourpa),



MONIB3YIOMIETOCS]  TOBEpUEM YYacCTHMKOB OOMEHa TMOANMUCAHHBIMU TMOAOOHBIM  00pa3oM
JNEKTPOHHBIMUA ~ JOKyMEHTaMHu. B3auMOAEHCTBUE  MOJAB30BATENEHM  JTAaHHOM  CUCTEMOM

IIPOU3BOAMTCS M0 cleayromieii cxeme (puc.l):

O, O

Puc. 1- OcHoBHbie MeTO1bI TOCTpOeHUs cxem DLIIT.

YyactHuk A 3ammdpoBbIBaeT COOOIIEHHE CBOUM CeKpeTHOM Kitoue Ka, 3HaHHe
KoToporo pasneneHo ¢ apoutrpom (C Ha puc. 1), 3aremMm mm@ppPOBaHHOE COOOIIECHHE TIEPeaeTCs
apOUTpy C yKa3zaHHEM ajpecara JIaHHOTrO cooOmieHus: (MHbopmarus, UACHTUPUIHUPYIOIIAs
azipecara, repegaeTcs Takxke B 3au(pPOBaHHOM BHIIE).

Apbutp pacmm@poBBIBa€T TOMyYeHHOE cooOmeHne KiaodoM K,a, mpousBoaut
HEoOXOMMbIE TPOBEPKHU U 3aTeM 3aIlu(pPOBBIBAET €ro CEKPETHHIM KiIouoM ydacTHUKa B (Kg).
Hanee 3amudpoBaHHOE cOOOIIEHNE MOChUIAETCs Y4acTHUKY B BMecTe ¢ nHbopMalueil, 4To oHO
MPUIIIO OT yYacTHHUKA A.

VYyactHuk B pacmmdpoBbiBaeT naHHOe cooOuieHHe U yOexaaercs B TOM, 4YTO
OTITPABUTEIIEM SIBISICTCS] YIACTHUK A.

ABropuzanuell JOKyMEHTa B JaHHOW CcXeMe cuuTaercs cam (akt mudpoBaHUs
ANEeKTPOHHOTO AokyMmeHTa (D)) cekpeTHhIM KIIOUOM M Tiepefada 3amudpoBanHoro D] apOuTpy.
OCHOBHBIM MPEUMYIIIECTBOM 3TOM CXEMBI SBISETCS HAJIWYNE TPEThEH CTOPOHBI, HCKIIIOYAIOIICH
Kakue-11M00 CIOpHbIE BOMPOCHI MEXIY ydacCTHUKaMU HMH(OpPMalMOHHOTO OOMEHa, TO €CTh B
JTAHHOM CITydae He TpeOyeTcs JOTOTHUTEIbHOU cucTeMbl apouTtpaxa DLII. HemoctaTrkom cxembl
SIBIIIETCSl TAaK K€ HAJIMYUE TPEThe CTOPOHBI M HWCIOIH30BAaHHEC CUMMETPUYHBIX aJTOPUTMOB

mmdposanus. Ha mpakTuke 3Ta cxema He TOJIy4uiia HIMPOKOTO PACIPOCTPaHEHHUS.

Cxema 2
®dakToM TMOANMUCAHKS TOKyMEHTa B JaHHOW CXeMe SBIseTCs mudpoBaHUe JTOKyMEHTa
CCKpCTHBIM KIIFOUOM €TI0 OTHpaBI/ITeJ'IfL 3I[CCB I/ICHOJ'IB3YIOTC$I aCI/IMMeTpI/I‘{Hble aHFOpI/ITMBI

mmdpoBanus (puc.2).
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Puc. 2- OcHoBHbie MeTOnbI TOCTpOeHUs cxem DLIIT.

Bropas cxema ncronbp3yeTcsi JOBOJIBHO PEAKO BCIEACTBUE TOrO, 4TO JUIMHA I/ Moxker
OKa3aTbCcsl OYEHb OOJbIION (MIKM(ppPOBaHHE ACUMMETPUYHBIM aJrOPUTMOM MOMKET OKa3aTbCs
Hed(pEKTUBHBIM 110 BPEMEHH), HO B 3TOM CJy4yae B MPUHIUIE He TpeOyeTcss HaIW4Yhe TPeTheit
CTOPOHBI, XOTSI OHa U MOXKET BBICTYNaTh B POJIM CEPTU(PUKAIMOHHOTO OpPraHa OTKPBITHIX KIIHouen

IIOJIB30BaTCIIA.

Cxema 3
Haubonee pacnpoctpanennas cxema DL ucnons3yeT mmudpoBaHHEe OKOHYATEIHHOTO
pesynbrata o0Opabotku DJ] xom-QyHKIHMEW TmpH TMOMOIIM aCHUMMETPUYHOTO alTOPUTMA.

CrpykrypHas cxema Takoro Bapuanta nocrpoenust DI npeacrapiena Ha pucyHke 3.

Cexpertui knioy

OTKpuITLI Kanan
A + NepesayH AAHHLMX
30— Xaour-Gyxunn —— Ac";'n"'rzm*‘“ - K°""§:;;?"‘" -
| ¥
Xows-
3n i
B Y
BN0K CPREHEHWA W NPDHHATIAA
3 nnoanucs PeLarva O NOLMMHOCTA
NoANMCH
Noarmce \ ACYMMETPMHLIA T
AnropWIM

Puc.3- OcHoBHble MeTOnbI TOocTpoeHus cxeM DL

Ilpoyecc ecenepayuu DI[II npoucxooum credyrouum obpazom. YIaCTHUK A BBIYHUCIISCT
xom-koa ot OJI. [Tomy4deHHBIN XOII-KOJ TPOXOIUT TMPOIEAypy Npeodpa3oBaHUsI C
HCIOJIb30BaHUEM CBOEro CEKpeTHOro kiroua. Ilocie yero monydeHHOe 3HaYeHHE (KOTOpOE U

spisiercst DLIT) Bmecte ¢ D] oTnpasisiercst yuacTHUKY B.



VYyactauk B gomxen nmomyuuts OJ] ¢ DLII u cepruduuupoBaHHbIi OTKPBHITHIM KIIOY
y4YacTHHKa A, a 3aTeM Ipou3BecTH paciundpoBanue Ha HeM DIIII, cam 31eKTpOHHbIN JOKYMEHT
(B[1) moxBepraercs omnepanuM X3IIUPOBAHUSA, MOCIE YETO Pe3ysbTaThl CPAaBHUBAIOTCA, U €CIH
oHM coBmnaaaroT, To DLII npu3HaeTcs HCTUHHOM, B TPOTUBHOM CJIy4dae JIOKHOM.

B HacTosiee Bpemsi IPUMEHSIOTCSI HECKOJIBKO aTOPUTMOB U(PPOBON TOATIHCH:

e RSA (naubosnee nomymnsipeH);

 Digital Signature Algorithm, DSA (anroputm 1udpoBOH MOANUCH aMEPHUKAHCKOTO
IIPAaBUTENIbCTBA, KOTOPBI MpHUMEHSAIOT B cTaHnapre uudpoBoil moamucu (Digital Signature
Standard, DSS), Taxke ucnonb3yercs 4acTo);

e anroput™ Dnb-I"amans (MHOTIa MOYKHO BCTPETHUTH).

e airoputM, KoTophiid mpuMmeHstoT B ctanaapre ['OCT P34.10-94 (B ocHose nexut DSA
U SBJISIETCS Bapuanuei noanucu Jnb-I'amans);

e Tak jxe CyIIECTBYIOT aJTOPUTMBbI MOJIKMCEH, B OCHOBE KOTOPBIX JIGKHUT KpUnTorpadus
SJUTMIITUYECKUX KPHUBBIX; OHU TOXOXKM Ha BCE MPOYHME, HO B HEKOTOPBIX CUTyalHsX paboTaroT

s dexTuBHEE.

DiiekTpoHHAas moanuch RSA

Jlyist ocy1mecTBISHUS IOAICH COOOMICHHSI M=m;m,M;..m, HEOOXOANMO BBIYHCIUTH XEIIl-
¢byHkuo y=h(m;myms..m,), KOTopas CTaBUT B COOTBETCTBHE COOOIIEHHIO m uuciao y. Ha
CIICIYIONIEM IIare JOCTaTOYHO CHAOAUTH MOAMKCHIO TOJBKO YHUCIO Yy, U 3Ta MOANUCH OyIeTr
OTHOCHTBCS KO BCEMY COOOIIEHHIO m.

Hanee no anroputmy RSA Beuucnsitorcss kmoun (e,n) u (d,n) 3arem BbIUHCIAETCA

d
5=Y modn (d Ha ATOT pa3 ceKkpeTHas CTEIICHB).
Uucno s 3to u ectb mudposas noanuch. OHa MpocTo A00ABISETCS K COOOIICHHUIO U
MOJTYYaeTcs MOAMUCAHHOE COO0IeHHEe <m,s>.
Tenepp KaXkAbIil, KTO 3HAaET MapaMeTphbl MOANUCABIIETO COOOILIeHHE (T.e. Yuciia € U n),

MOJKET POBEPUTH MOAJIMHHOCTb ITOAIHUCH.
h(m)=s"modn
J1s 3TOro He0OXOAUMO IIPOBEPUTH BHIMIOJIHEHHE PABEHCTBA
Aaroputm Jab-lamans
Jlnist reHepalMy maphl KIII0Yel CHavajia BEIOMpPAETCsl MPOCTOE YUCIIO P U B CITy4alHBIX

qucia g 1 X. O0a >tu yncia JOJIDKHBI OBITh MEHBIIIE p.



UroObl moanucars cooluieHne M, cHayasa BbIOMpaeTcs ciiydyaiiHoe 4yucio K, B3aMMHO
npocroe ¢ p-1. 3aTrem BbIUMCIAETCS
_ ok
a=g mod p
U C TIOMOUIBIO pACIIMPEHHOro ajroputMa EBkimmpga Haxomutcs b B ciemyromem
YpaBHEHHH:
M= (xa+ kb)mod (p-1)
[Tonmucero siBisieTcst mapa yucen: a U b. CiyuaitHoe 3HaueHue k TOIDKHO XpaHHWTHCS B
cekpere. i MPOBEPKYU MOANUCH HYKHO YOIUTHCS, UTO
a b _ JM’
via" mod p=g" mod p

Omepoimbiit Kiow:

el IPOCTOE YHCI0 (MOKET OBITE ODIIHM I8 TPYIIILE ONE3OBATEIICH )
g <p (MOKET DBITE ODIIMM JUIA TPYINEL OIL30BATENeH)
¥y =g"mod p

Jarpotmntil Koy
X =p

Hoonucn:

ke BLIDHpaeTeH CAYYAiiiLIM 0DpaIoM, BIAHMIO pocToe ¢ p-1

a (noamics) =¢* mod p

b (noanues), Takoe gto M = (xa + kb) mod (p - 1)
Hposepra:

" b M
[lognues cunraercs npaswibHoil, ecim ya” mod p = g" mod p

I[Ipumep (aaropurm Jab-Iamads)
D)ITycth obmue mapaMeTpsl AJsi HEKOTOPOTO COO0IecTBa Mmoib3oBareneit p=23 u g=3.

IlycTh cekpeTHBIN Kit04 X=7. BBIYMCIMM OTKPBITBIN KIIIOY Y:
7
2y y=5mod23=17

[TycTh Hy’XHO ITOCTaBUTh MOANUCH HAa cooOLIeHne m=baaqab
[Iepeiinem K BBIYMCIICHHUIO TTOJIIUCH 10 AJITOPUTMY.

3)IIpexne BCETO, BBIYHCIIAECTCS xenI-(OyHKIIHS. IIycte eé 3HAYECHUE

h(m)=h(baaqab)=M=3.



4)3arem reHepupyercs ciydaitHoe uuciio k, Hanpumep k=5. Boraucisiem o ¢popmynam
5) a=5"mod 23=20

U o pacmmpenHomy ainroputMmy EBkimna Haxomnum b

6)3=(7*20+5*b) mod 22

Taxkoe b cymectsyer, T.x. HOJI(k,p-1)=1. [Tomyummu b=21.

7)Momyunnu nmoamucanHoe coodIIeHne B Buae <baaqab,20,21>

[MoanucanHoe cooOIeHne nepeaaeTcs.

IMony4enHoe coo0IIEHNEe MPOBEPUM HA MOAJIUHHOCTD.

D)IIpexne Bcero, Beraucisercs xem-gpynakmnus h(baagab)=M=3.

2)3areM BBIYUCIISIEM JIEBYIO YaCTh

va" mod p = g" mod p
17%°:20?! mod23=16%15mod23=10

3 —
3)u mocJie 3TOro MpaByro 5'mod23=10

Taxk kak JieBast 4acTh COBITaJia C IPABOM, TO MOXKHO CJI€JIaTh BBIBOJI, UTO MOAMKCH BEPHA.

O0opynoBaHue 1 MaTePUAJIbI
Jl7iss  BBITIOIHEHUST J1a0OpaTOpHON paboOThl MPEAYCMOTPEHBI KOMITBIOTEPHBIE KIIACCHI,
HaXOMSIIUECs B ayAUTOPHUIX, ocHanIeHHBIX [1K, a Takke cUCTeMHOE MporpaMMHOe 00ecTieUeHHe

— OC MS Windows 7 u npunoxxenus Office (Excel Word, Access u 1.11.).

Yka3aHusi o TeXHNKe §e30NacCHOCTH

Jlaboparopuast padora mpoBoautcs Ha [IOBM. 3ampemiaercs mpukacaTbCcsl K 3agHEl
MaHeJIN CUCTEMHOTO OJIOKA MPH BKIIFOYEHHOM MHMTaHUH, MEPEKITIUaTh pa3beMbl HHTEPPEHCHBIX
kabeneill mepuepuitHBIX YCTPOWCTB, 3arpPOMOXKIATh BEPXHHE MAHEIH YCTPOWCTB OymaramMu |
MOCTOPOHHUMH TPEIMETaMH, JIOMYCKaTh MOMaaHue BJIard Ha MOBEPXHOCTh CUCTEMHOrO OJI0Ka,

MOHUTOpA, KJIABUATYPbI U IPYTUX YCTPOMNCTB.

Iopsiok BHINOJTHEHUS] PAadOTHI

3aganue 1.

PeanuzoBarh nmpuiiokeHue, MO3BOJISAIONINE PELIIUTH 331491 B COOTBETCTBUU C BAPUAHTOM:
1.JIma yka3aHHBIX OTKpPBITBIX KIIOYEH Moib3oBaresisi RSA mnpoBepuTh MOIIMHHOCTH

MMOAIINCAHHBIX COOOIIEHUN:



1) n=55, e=3: <7,28>, <22,15>,<16,36>
2) n=65, e=5: <6,42>,<10,30>,<6,41>
3) n=77,e=7:<13,41>,<11,28>,<5,26>
4) n=91, e=5: <15,71>, <11,46>,<16,74>
5) n=33, e=3:<10,14>, <24,18>,<17,8>
3ananmue 2.

PeanuzoBath MPUITOKCHHUC, TTO3BOJIAIOIMUC pCIIUTDL 3ala4i B COOTBETCTBUU C BAPUAHTOM:

2. AOOHEHTBI HEKOTOPOH CETH MPUMEHSIOT TMOANHCh Onb-lamamst ¢ oOmuMu
napameTrpamu p=23, g=5. JIna yka3aHHBIX CEKPETHBIX apaMeTpOB aOOHEHTOB HAWUTH OTKPBITHII
KJIt0Y (Y) ¥ IOCTPOUTH MOAMUCH JIJIS1 COOOIICHUS m:

1) x=11, k=3, m=15

2) x=10, k=15, m=5

3) x=3,k=13, m=8

4) x=18, k=7, m=5

5) x=9, k=19, m=15

Bo Bcex BapuaHTax Oyaem mpearnonarark, 9to h(m)=m ajis Bcex 3Ha4eHHUH m.

Neo BapuanTa NoNe 3amau
1 1.1,2.1
2 1.2,2.2
3 1.3,2.3
4 14,24
5 1.5,25
6 14,22
7 1.3,2.1

Conep:xkanue oTuera

1. Tema

2. Illenb paboThI

3. Kparkoe onucanue BHIMIOTHEHHOW paOOTHI.

4.IlponemoncTpupoBarh naHHyio pabotry Ha IIK, B cooTBeTcTBHMM ¢ 3aJaHHSIMH,

odopMuTh B TporpaMMHOiT 00oouke Microsoft Word, BKITIOUMB B HEro KOITUU 3KpaHa.



5. ChopmynupoBaTh 3aKITIOUYEHNE U BBIBOJIBI

6. OTBETUTH HA KOHTPOJIBHBIC BOIIPOCHI.

KoHTposbHbIE BONIPOCHI

1. OcHoBHble MeTOABI ocTpoeHust cxem DLIII.

2. llIuppoBaHre OKOHYATENHLHOTO pe3yabraTa 00padboTku D] X3m-QyHKIHEH Mpyu MOMOIIN
aCUMMETPUYHOIO aJIrOpUTMA.

3. IIponeccel renepanuu DT

4. DnexkrpoHHas noanuck RSA.

5. Anroputm Dnb-I"amans.

OcHoBHas 1uTEpaTypa

1. Ilapes, PXO. IIporpammHble 1 anmnaparHble CpeAcTBa HHYOPMATUKY : y4eOHUK /
P.1O. Hapes, A.B. IIpokonenko, A.H. Kus3bkoB ; MuHHCTEpCTBO 00pa30BaHUs U HAyKU
Poccutickoit ®eneparuu, Cubupckuii denepaibHplii yHUBEpCUTET. - KpacHosipck : Cubupckuit
dbenepanbubiii yHUBEpCcHUTET, 2015. - 160 c. : Tabm., cxem., wi. - bubnuorp. B kH. - ISBN 978-5-
7638-3187-0 ; To xe [Dnexrponnsii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlabopaTopHBIi MPAKTHKYM M0 uciuIuinHe [IporpamMmmHo-anmapaTHbie CpeacTBa
3amuThl HHGOpPMAIUH [ DIEKTPOHHBIN pecypc] /. — DnekTpoH. TekcToBbie JaHHBIE. — M. :
MOCKOBCKH TEXHUYECKUH YHUBEPCUTET CBsA3HM B nHpopmatuku, 2016. — 31 c. — 2227-8397.

— Pexxum nocryna: http://www.iprbookshop.ru/61529.html

JononHuTeIbHASA JIUTEPATypa

1. Alinguasa, A.P. AnmaparHblie Cpe/icTBa BEIYUCIUTEILHON TEXHUKH © yUSOHUK /
A.P. Aiinunsu. - M. ; bepnun : Iupekr-Menua, 2016. - 125 c. : ui., cxem., Tabi. - bubmuorp. B
kH. - ISBN 978-5-4475-8443-6 ; To ke [DnexkrponHsiii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. [lpusanos, . M. (MuacTUTYT cepBuca, Typu3Ma U qu3aitna (¢pumnan)CKOY B T.
[Tsturopcke). OCHOBBI anmapaTHOroO U MPOrPaAMMHOTO o0ecredeHus : y4e0.-MeTo. mocodue /

N.M. Ilpusanos ; Ce.-KaB. penep. yH-T. - CraBpomnons : CKOVY, 2015. - 145 ¢c. - 144 c.

HNuTepHeT-pecypceb:


http://www.iprbookshop.ru/61529.html
http://biblioclub.ru/index.php?page=book&id=435670
http://biblioclub.ru/index.php?page=book&id=435670

1. http://www.biblioclub.ru/ - anexrponnas 6ubauorexa

2.http://www.uts-edu.ru/ - «DIEKTPOHHbIE KypChD»



Jlaboparopnas padora S.

IIporpammHo-annapaTrHoe mugpoBaHue JAHHBIX IPH UX XPAHEHUH.

eanb padoThI:
OcBouth mmdpoBaHUE JAHHBIX C UCTONB30BaHHEeM mudpyromeil cucremsr (Encrypting

File System - EFS).

Komnerenmumu:
Kon DopMynHupoBKa:
OIIK- 7 CITOCOOHOCTHIO OMPEALISITh THOPMAIIMOHHBIE PECYPCHI, TTOITICKAIIHNE

3aluTe, yrpo3bl 0€30MaCHOCTH HHPOPMAIIMK U BO3MOYKHBIE ITyTH UX
peanu3alnyy Ha OCHOBE aHAJIM3a CTPYKTYPbI U COAEP KaHUS
UH(OPMAILMOHHBIX NPOLIECCOB U 0COOEHHOCTEH (PyHKIIMOHMPOBAHUSA OOBEKTA

3alllMThI,

IIK-1 CHOCOOHOCTBIO BBIMOJIHATH paOOTHI 110 YCTAHOBKE, HACTPOMKE U
00CITyKMBaHHUIO MPOTPAMMHBIX, IPOTPAMMHO — allapaTHBIX (B TOM YHCIIE

KpUNITOTpa)UUECKUX ) U TEXHUYECKUX CPEIICTB 3aIUTHl HH()OpPMAITUH;

[IK-2 CHOCOOHOCTBIO MTPUMEHSTH MPOTPAMMHBIE CPEJICTBA CUCTEMHOTO,
IIPUKIIAHOTO U CIIELIMAIBHOIO HA3HAYEHUS, THCTPYMEHTAJIbHBIE CPEICTBA,
S3BIKU M CUCTEMBI IPOrPaMMHPOBAHUS [Tl peIlieH s TPO(heCCUOHATBHBIX

3a7a4;

[K-3 CHOCOOHOCTBIO aIMUHUCTPUPOBATh NOACUCTEMBI HH()OPMAIIMOHHOMN

0e301acHOCTH 00BEKTA 3aIMTHI;

[IK-4 CIOCOOHOCTBIO YUacCTBOBATh B paboTax Mo peasnu3aiy MOJTUTHKH
UH(POPMAITMOHHOW 6€30MaCHOCTH, TPUMEHSITH KOMIUIEKCHBIN ITOIXO0/ K

obecrneveHnto HHHOPMAIMOHHON 6E30MaCHOCTH 00BEKTa 3aIUTHI;

Teopernuyeckast 4acTh

Mudpyromas gaiinosas  cucmema (Encrypting  File System - EFS)  mnosBwiach B
OTepaIMoOHHBIX cucTtemMax cemeiictBa Windows, Hauunas c Windows 2000. Ona mno3BomsieT
mmdpoBaTh OTAEIBHBIE TAaNKu U (ailel Ha ToMax ¢ ¢aitnoBoit cuctemoit NTFS. Paccmorpum

3TOT MEXaHH3M MoApoOHee.



CHauana HECKOJIBKO CJIOB O PHCKAaX, KOTOPbIE MOYHO CHM3UTb, BHEAPUB JaHHBIN
MexaHu3M. [loBbllIeHHe MOOHWIBHOCTH TMONB30BaTeNell MPUBOAUT K TOMY, 4YTO OOJbIIOe
KOJIMYECTBO KOH(UICHIIMAIBHBIX JaHHBIX (MPEANPUATHI WM JUYHBIX) OKa3bIBAETCS Ha JUCKaX
HOYTOYKOB, Ha CHEMHBIX HOCHUTEIISAX U T.J. Beposimuocms TOTO, 4TO MOAOOHOE YCTPOUCTBO OyneT
YKpaJIeHO WJIM BPEMEHHO IOMAaJeT B YyXKHE PyKH, CYLUIECTBEHHO BBILIE Y€M, Hampumep, AJs
KECTKOTO JIMCKAa KOPIOPAaTHMBHOIO NEPCOHAJIBHOIO KOMIBbIOTEpA (XOTS M B 3TOM Ciyd4ae,
BO3MOJKHBI KPaKU WIIM KONUposauue CONEpKUMOro Hakomnutenei). Eciu naHHBIE XpaHWUTH B
3amupoOBaHHOM BHUJE, TO JdaXXe €CIU HOCUTENb YKpPaJeH, KOHQUOEHYUAIbHOCHb TaHHBIX
HapyIieHa He OyneT. B aToM u 3akirodaercs meib UCIonb30Banus EFS.

Cnenyer yuuThIBaTh, 4YTO JUId TepeAadyu no cetd, 3amudpoBanHbiil EFS ¢gatin Oyner
pacmmdpoBaH, © IS 3aIUTHl  JAHHBIX B OTHUX CIydasX HaJ0  HCIIOJIB30BaTh
JIOTIOJIHUTENIbHBIE MEXAHUSMBIL.

Paccmotpum paboty EFS. Ilycts, y Hac umeercs cepgep Windows Server 2008, Bxoasiuit
B JOMeH, Yl TPU yUeTHBIE 3allucH, 00Naarolirne aIMUHUCTPATUBHBIMU TpaBaMu Ha cepBepe (01Ha
U3 HUX - BCTPOGHHAs aJIMUHUCTPATUBHAS 3anuco Administrator).

Ilonvzoeamens Userl xodet 3auuTuTh KoH(UIeHMaNbHbIe (ainbl. TyT Hal0 OTMETHUTH,
qr0 XO0Ts ImmdpoBare ¢ TOMOMEI0 EFS MOXKHO ¥ OTIENbHBIE (ailiibl, PEKOMEHIYETCS
NPUMEHSTD WU@posanie NEINKOM K TIaIlKe.

Userl ¢ momomipto  ocHacTku Certificates 3anmpammBaer  cepTudukar  (MOXHO
BbIOpath wabnon User wnn Basic EFS). Tenepp y Hero mnosiBIseTcs KiwodeBas mapa
U cepmugpukam omxKpvlmoz2o Kuo4d, 1 MOXKHO TPUCTYTIaTh K MHU(POBAHHUIO.

UtoOmr 3ammdpoBarh manky, B €€ CcBoWcTBax Ha Bkiajake General Haxxumaem
kHonKy Advanced u nmoimy4daeM docmyn K arpulyTy, yKa3bIBaroleMy Hawugpposanue daiina.

PaGora EFS oprann3oBaHa TakK, YTO OJHOBPEMECHHO CXKaTUE W wiupposanue GailioB u
MarnoK OCYIIECTBIATHCA HE MOXeT. [1oaToMy Henb3si pa3oM ycTaHOBUTH arpuOyTsl Compress

contents to save disk u Encrypt contents to secure data (puc. 1).



' x

H Choose the settings you want for this folder.

When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as well,

— Archive and Index attributes

[ Faolder is ready for archiving
¥ Index this folder for faster searching

 Compress or Ercrypt attributes

™ Compress contents to save disk space

¥ Encrypt contents ta secure datai Dekas |
oK | Cancel |

Puc. 1- B cBoiicTBax manku ycTaHaBIHBaeM MIU(PPOBAHUE

[Ipu HacTpoiikax 7o yMOJTYaHUIO, 3aIIN(POBAHHAS NANKA BBIEISIETCS B IMPOBOJHHKE
3eJeHbIM IBeTOM. Iy 3ammQpoBaBIIETO ¢haiin MONB30BATENd TMOPSIIOK pPadOTBI ¢ HUM HE
MU3MEHUTCS.

Tenepb BBIMOJIHUM "TIEPEKIIOUEHHUE MOJIb30OBaTeNel" M 3ailieM B CUCTEMY IOA IPyrou
YY4ETHOM 3amuchio, oOnajaromiell aJAMUHUCTPAaTUBHBIMU IIpaBaMH, HO He sBIsOLIeHCs
BCTPOCHHOI aIMUHUCTpAaTUBHOM 3anuchio. [IycTts 310 Oynet User2.

Hecmorps Ha 1O, uro User2 mMeeT Takuwe e paspelieHus: Ha docmyn K Qaily, d9To
u Userl, npouuTarb OH €ro He CMOXeT (puc. 2).

Taxoke OH HE CMOXKET ero CKOIUPOBaTh, T.K. JAJIs 3TOr0 Ha/lo pacmudposars gaiir. Ho Hamo

YUUTBIBaTh, 4T0 User2 MoXeT ynajauTh WIK NepeUMEHOBATh (haiil WU TAIIKY.

B bocument_wordrad =10l
3 File Edt View Insert Formst Hep

- Dil\| sl s & ls(@]o] | _ )

'; [ =] [l0 =] [Cric =l B|lz|u|® |§=15|£|i

3 g-l-l-_l-z- |_-3- I‘d'l-5l-|-6-ll -?-l_-s-l-_a-n-‘lﬁ_-|-l‘|-_| -1;-|_-]3-|-'I_d-n-‘|_i‘)_| 16 117

c

c
l L Access to E:\ENCR_F~1\81G_SE~LRTF was denied.

=]

For Help, press F1

Puc. 2- JIpyroii nmonp3oBaresib NPOYUTaTh (Haidia HE CMOKET

O0opynoBaHue 1 MaTepPUAJIbI



Jlnst BBIMOJNIHEHUsT J1abopaTopHON paboThl NPEAyCMOTPEHBI KOMIIBIOTEPHBIE KIIACCHI,
HaxoAsIuecs B ayAMTOpusX, ocHauleHHbIX 1K, a Taxke cucteMHoe nporpaMmMHoe o0ecrieyeHue

— OC MS Windows 7 n npunoxxenus Office (Excel Word, Access u 1.11.).

Yka3zaHusl 10 TeXHHKe 0e30MaCHOCTH

JlaboparopHas pabdora mpoBoautcs Ha [IDBM. 3ampemaercs mpukacaTbCs K 3aaHE
MaHEJIU CUCTEMHOTO OJIOKa MPHU BKIIOYCHHOM MHUTAHUU, TIEPEKIII0YaTh pazbeMbl HHTEP(HEHCHBIX
kabeneil nepudepuiiHbIX YCTPOKHCTB, 3arpOMOKIATh BEPXHHUE MAHEIH YCTPOWCTB OymMaramMu u
MIOCTOPOHHUMHU TPEAMETaMHU, JOIYCKaTh MONalaHue BJIard Ha TTOBEPXHOCTh CUCTEMHOTO OJI0Ka,

MOHHTOPA, KJIABUATYPhI U JPYTUX YCTPOUCTB.

ITopsinok BbINOJHEHHsST PA0OTHI

3apnanmue 1.

1.Paborast mon mepBoil y4eTHOU 3amuchlo, 3ampocuTe cepTUdUKar (eciu OH He Obll
MOJIyYeH paHee), Mociie 4Yero 3amupyiTe Manky ¢ TeCTOBBIM (DailyioM, KOTOPBIH HE KaJIKO
notepsaTh. [IpoBepbTe, yTO OyAeT MPOUCXOAUTH NpU J00aBiIeHHM (DAiiyoB, MEepeMMEHOBAHUU
TIAIKH, KOTTMPOBAaHUM €€ Ha APYroi auck c ¢aitoBoit cuctemoit NFTS Ha ToM ke KoMIbroTepe,
KOIMPOBAHUH IAIIKU HAa CETEBOM JMUCK UM 1uck ¢ FAT.

2.Ybenurech, YTO HUKTO JPYTON HE CMOXKET MPOYUTATH 3aIlIU(pPOBAHHBIN (haii.

3.CHoBa 3aiinure mon mepBod ydeTHOM 3anucklo. B ocnactke Certificates,
yhaanure cepmuguxam noivzosameins (HECMOTpPSI Ha BbIJABaEMble CUCTEMOW MPEAYHNPEKIACHHUS).
3aBepUINTEe CECCHUI0 IMONIb30BaTeNsi B CHCTeMe U BoWauTe 3aHoBO. [lompoOyiite OTKpBITH
3amm(poBaHHBIN (aii.

Kak BbI yOemmnmch, ecnu cepTu(uKar W COOTBETCTBYIOIIAs €My KIIO4eBas mapa
yaJIeHbl, noIb306ameNb He CMOXKET MPOYUTATh 3alM(poBaHHbBIE UM XKe JaHHble. B "yacTHOCTH
nostomy, B EFSBBeeHa ponb areHta BoccTaHOBieHHA. OH MoxeT pacimupoBaTh
3amupoBaHHbIE IPYTUMHU MOJIB30BaTENSIMU JaHHBIE.

Peamusyercs 310 mpumMepHO cheAyrmmM o0pazoM. Daiin mUpPyeTcss € MOMOIIBIO
CUMMETPUYHOIO KpUITOAJITOpPUTMA HA CIEHEPUPOBAHHOM CHUCTEMOM CIy4yailHOM KIIIO4e
(mazoBem ero K1). Krrou K1 mmdpyercs Ha OTKPBHITOM KIIOYE IIOJIB30BATENSI, B3SITOM U3
cepTuduKaTa, M XpaHUTCS BMecTe ¢ 3amudpoBaHHbIM aitmoMm. Tawke xpanurcsa K1,
3amupOBaHHBIM Ha OTKPHITOM KIIOUYE areHTa BOCCTaHOBIEHHS. Temephb 100 nonvzosamerns,

OCYUIECTBIISBILIUHN wiugposarnue, TMOO aceHm BOCCTAHOBIIEHUSI MOTYT ¢haiin paciiudpoBaTh.



[Ipn HacTpolike no yMOIYaHUIO pOJIb areHTa BOCCTAHOBIIEHUS MIPacT BCTPOEHHAs
ydeTHast 3anucb aJMUHUACTPATOPa (JIOKAJILHOTO, €CIIM KOMNblomep HE B IOMEHE, WIN JOMEHHas ).

3amanue 2.

aiiiuTe B CHCTEMYy TIO[ BCTPOCHHOW YYETHOW 3alUChI0O aJIMHHHCTPATOpa W
pacmmdpyiite nanky. To, Kakoi norv306amens SBISAETCS areéHTOM BOCCTAHOBJICHHS, 33JaeTCS C
IIOMOIIbIO IPYIIOBBIX NOJUTHK. 3ammycTuM ocHacTKy Group Policy Management. B nonutuke
nomeHa HaizeMm rpynmy Public Key Policies 1 tam Encrypting File System, rne yxazan
ceptudukar areHta BoccTaHoBieHus (puc. 3). Pemaxktupys mnonutuky (nynxkm Edit B
KOHTEKCTHOM Merio, nanee Policies —> Windows Settings —> Security Settings —> Public
Key Policies —> Encrypting File System ), MoXHO OTKa3aTbCsi OT TPHUCYTCTBHS arc¢HTOB

BOCCTAHOBJICHUS B CHCTEME WIJIH Ha000POT, yKazarh Oosiee oqHOro arenra (puc. 4).
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Puc.4- 3MeHeHne areHTa BOCCTAHOBICHUS

3ananmue 3.

1.01penaktupyiite MOIUTHKY TaKUM 00pa3oM, 4TOObI yOparb U3 CHCTEMbl areHTa
BOCCTaHOBNIeHUsT (ymamuTe B noaumuke cepmuguxam). BeimomHauB koMaH#ay "gpupdate
/force" (mento Start—>run—> gpupdate /force ) npUMEHUTE TOTUTHKY.

2.IloBTOpUB NEHCTBHS M3 MPEABLAYIIMX 3a7aHui, yOeauTech, YTO TEHeph TOJBKO TOT
M0JIb30BaTeNb, KOTOPBIN 3ammudposan (aiii, MoxeT ero pacun@poBaTh.

3.Tenepp BepHEM B CHCTEMY areHTa BOCCTAHOBJIEHHs, HO OyleM MCIOIb30BaTh HOBBIN
ceprudukar. B penakrope mnomutuk HaxoauMm mnonuTuky Encrypting File Systemu B
KOHTEKCTHOM MeHI0 BbiOupaem Create Data Recovery Agent. DTo mpuBeneT K TOMY, 4TO
nojib3oBareb Administrator moxy4uT HOBBI cepTHQHUKAT U C 3TOTO MOMEHTa CMOXKET
BOCCTAHABJIMBATh HIH(pyemMble pailibl.

Tenepp paccMOTpPUM, Kak MOXKHO MpPEIOCTAaBUTh docmyn K 3amu@poBaHHOMY (ailiny
OoJsiee yeM OHOMY IOJIb30BaTeN0. Takas HACTPOMKa BO3MOXKHA, HO JI€IAETCsl OHA AJIS KaX10To
(aiina B OTIEITHHOCTH.

B cBoiictBax 3amm@poBaHHOro (aiia OTKpPOEM OKHO C JIOMOJIHUTEIbHBIMU
rapaMeTpamMy, aHaJOrM4yHOE€ MpEeACTaBIE€HHOMY Ha puc.5 ans mnanku. Ecim  Haxars
kHonky Details, OyayT BbIBeZ€HB TOAPOOHOCTH  OTHOCHUTEIBHO TOTO, KTO  MOXET
MONy4YuTh docmyn K Qaitmy. Ha puc. 5 BUAHO, YTO B JaHHBI MOMEHT 3TO N0Ib3068AMENb
Userl u acenm  BoccraHoBieHusa Administrator. HaxaB  kHonky Add MOXHO — yKa3arh

cepTu(UKaThl JPYyTUX MOJIb30BATENIEH, KOTOPBIM MIPEIOCTABISIETCSl docmyn K (daiiy.



User Access to E:\Secrets\big secretritf 3 x|

Users who can access this file:

Lzer | Certficate Thum. . |
User1({Userl@est. domain) JACS DALD 81

Hemowve Back U keys. |

Recovery cerificates for this fie as defined by recovery policy:

Recovery Certiicate | Certficate Thum. . |
AdministratorAdministrator@test domain) 4235 DA18 64C .
0K Cancel

Puc. 5. JlanHbIe 0 MOJIB30BATENAX, KOTOPBIE MOTYT pacIu(poBaTh (aiin

3aganue 4
Zaumdpyiite gaiin. TlpenocTtaBpre APYyroMy MOIB30BATENI0, HE SBIISIONIEMYCS areHTOM
BOCCTAHOBJICHHUS, BO3MOXKHOCTbh Takke pacu@poBarh JaHHbIN ¢gaiin. [lpoBeppTe paboty

BBIITOJIHCHHBIX HACTPOCK.

Copep:xkanue oTuera

1. Tema

2. llenb paboThI

3. Kparkoe onucanue BbIIOJIHEHHOW paboThI.

4 IlponemoHcTpupOBaTh JaHHyo pabory Ha IIK, B COOTBETCTBMH C 3aJaHHIMHU,
odopMuTh B TporpaMMHOiT 00oouke Microsoft Word, BKITIOUMB B HEro KOIMUU dKpaHa.

5. ChopmynupoBaTh 3aKITIOUYEHNE U BBIBOJIBI

6. OTBETUTH HA KOHTPOJIbHBIC BOIIPOCHI.

KoHTposibHBIE BONPOCHI:
1. ludpyromas ¢aiinosas cucmema (Encrypting File System - EFS).
2. Pabora mmdpyromeii cuctems! (Encrypting File System - EFS).
3. llludppoBanue ¢aiirza ¢ MOMOLIBIO CHMMETPUYHOTO KPUNITOAITOPHUTMA.

4. Kakolt nonwzoseamens IBIIETCS arT€HTOM BOCCTAHOBJICHUSI



OcHoBHas 1uTEpaTypa

1. Llapes, PYO. IIporpammHble 1 anmaparHbie cpeacTBa MHOOpMAaTUKU: y4eOHUK /
P.1O. Hapes, A.B. ITpokonenko, A.H. Kus3bpkoB ; MuHHCTEPCTBO 00pa30BaHUs U HAyKU
Poccutickoit ®eneparun, Cubupckuii @enepaibHplii yHUBEpCUTET. - KpacHosipck: Cubupckuit

dbenepanbubiit yauBepcuTeT, 2015. - 160 c. : Tabmn., cxem. wi. - bubmumorp. B kH. - ISBN 978-5-

7638-3187-0; To xe [Dnekrponnsiii pecypc]. - URL: //biblioclub.ru/index.php?
page=book&id=435670

2. JlabopaTopHBIi MPAKTHKYM M0 JucIuIuinHe [IporpamMmmHo-anmapaTHbie CpeacTBa
3amuThl HHGOPMAIUK [ DIEKTPOHHBIN pecypc] /. — DnekTpoH. TekcToBble JaHHbIe. — M.:
MOCKOBCKHI TEXHUYECKUNM YHUBEPCUTET CBsA3HM B nHpopmaTtuku, 2016. — 31 ¢c. — 2227-8397.

— Pexxum nocryna: http://www.iprbookshop.ru/61529.html

JononHuTeIbHAS JIUTEPATypa

1. Alinguasa, A.P. AnmaparHbie Cpe/icTBa BEIYUCIUTEILHONW TEXHUKH © YUCOHUK /
A.P. Aiinunsu. - M. ; bepnun : upekr-Menua, 2016. - 125 c. : uin., cxem., Tabia. - bubnuorp. B
KH. - ISBN 978-5-4475-8443-6 ; To ke [DnexkrponHsiii pecypc]. - URL:
//biblioclub.ru/index.php?page=book&id=443412

2. [lpusanos, . M. (MuacTUTYT cepBuca, Typu3Ma U qu3aitna (¢pumman)CKOY B T.
[Tsturopcke). OCHOBBI anmapaTHOroO U MPOrPaMMHOTO o0ecredeHus : y4e0.-MeTo. mocodue /

N.M. IlpuBanos ; Ce.-KaB. ¢penep. yH-T. - CraBpomnons : CKOVY, 2015. - 145 ¢c. - 144 c.

HNuTepHeT-pecypceb:
1. http://www.biblioclub.ru/ - anexrponnas 6ubarorexka

2.http://www.uts-edu.ru/ - « DIEKTPOHHBIE KypChD»
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