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BBEJIEHUE

B MeroaMueckux — ykazaHUSX ~ cOIepXaTcs ~ MaTepualibl, HEOOXOAMMBIE s
CaMOCTOSITENIbHOW TOJATOTOBKM CTYACHTOB K BBHIMOJIHEHUIO NMPAaKTUYEeCKUX pabor. B omucanue
MPAKTUYECKUX pabOT BKIIOYEHBI I€Nb paOOThl, MOPAJOK €€ BBINOJIHEHUS, PACCMOTPEHBI
TEOPETUYECKHE BOINPOCHI, CBA3aHHBIE C pealn3allield IOCTaBICHHBIX 3aJay, IpHUBEICHA
HeoOXxouMas JInTeparypa.

Mertoanyeckne yka3aHus TOCBAIICHBI Kypcy «llepcoHanbHas kuOepOe30macHOCThY.
Kubepb6eszonacHocTh sBIAET €000 HAOOpP CpENCTB, CTpPATErwii, MPHUHIIMIIOB OOeCIeYeHuUs
0€30MaCHOCTH, TapaHTHH O0€30MacHOCTH, MOJXOJIOB K YIPABIECHUIO PHUCKaMH, JEHCTBHIA,
npoecCHOHANBHOM MOArOTOBKH, CTPAXOBAaHUSA U TEXHOJOTUM, KOTOPBIE HCHOJB3YIOTCS IUIS
3aIUTBl  KUOEpPCpENbl, PECypcoB OpraHm3anuii W Tnoib3oBateneid. KubepOezomacHocTh
MOJIpa3yMeBaeT JOCTHKEHUE M COXpPAaHEHHE CBOWCTB OE30MACHOCTH Y PECYypCOB OpraHHU3aI|U
WJIY TI0JIh30BAaTEINEH, HAIIPAaBJICHHBIX IPOTUB COOTBETCTBYIOIIUX KUOEPYrpo3.

Pa3Butne uHpopmanroHHOro 00IIeCTBA MpenojaraeT BHeApeHHe HWH(GOPMaIUOHHBIX
TEXHOJIOTUH BO BCE c(Ppephl KU3HU, HO ITO 03HAYACT M MOSBICHUE HOBBIX YIpO3 OE30MACHOCTH —
or yredek wuHpopmanuu g0 kubepreppopuzmMa. B mpoexkre Konuenuuu crparterun
kubepOe3zonacHoct Poccuiickoit denepanuu KHOESPIPOCTPAHCTBO OIpeneiseTcs Kak «cdepa
JEeSTENIbHOCTH B MH(OPMALMOHHOM MIPOCTPAHCTBE, 00pa3oBaHHasi COBOKYMHOCThIO MHTepHETa 1
JIPYTruX TEeIEeKOMMYHHKAIIMOHHBIX CEeTed M JIIOOBIX (POpPM OCYIIECTBISIEMON IMMOCPEICTBOM HX
UCIIONIb30BAaHUsl 4YEJIOBEUECKONM AaKTUBHOCTU (JIMYHOCTH, OpraHu3allid, TOCyIapcTBa)», a
KnOepOe30MacHOCTh — KaK «COBOKYITHOCTB YCJIOBHH, NpPU KOTOPBIX BCE COCTABIISIOIINE
KHOEPIPOCTPAHCTBA 3AIIUIIEHB OT MAaKCHUMaJbHO BO3MOXKHOTO YHCIIa YIpO3 M BO3ICHCTBHIA C
HE)KEJIaTeJIbHBIMU  TIOCJEACTBUSAMUY». B cBA3M ¢ 3TUM OoJblIOE 3HAa4YeHHE MpHOOpeTaeT
npobiieMa «KyJabTypbl 0€30I1aCHOTO MOBEICHUS B KUOEPIIPOCTPAHCTBE.

B cootBercTBUM co «CtpaTterueil pa3BUTHsI OTpaciv MH(POPMALMOHHBIX TEXHOJIOIMH B
Poccuiickoit @enepaunu Ha 2014-2020 rogsl 1 Ha nepcnekTuBy 10 2025 rona», yTBEpKICHHOU
pacnopstkenueM [lpaButenbctBa Poccuiickoit @enepanuu ot 1 HosiOpst 2013 r. Ne 2036-p,
«Crparerueit pa3Butus uHbopManMoHHOro obmecrBa B Poccuiickoit  ®enepauuny,
yrBepxaeHHol [Ipesunentom Poccuiickoit @enepanuu 7 despans 2008 r. Ne [Ip-212 u psaom
JPYTUX JOKYMEHTOB B YUMCJIE MHOTUX JIPYTHX 3a]a4 BBIACISAIOTCA:

- obecrieuyeHre pazIu4HbIX cep SKOHOMUKHM KaueCTBEHHBIMH HH(OPMalOHHBIMU
TEXHOJIOTHSIMU;

- obecrieyeHe BBICOKOTO YpOBHS HH(OpPMalMOHHOW 0€30MacHOCTH TrOCyAapCTBa,
WHIYCTPUU U TPaXKIaH.

OcHOBHBIMM  3a7ayaMu  o0ecrieueHuss O€30MaCHOCTH CUMTAIOTCS: JOCTYIHOCTD,
LIEJIOCTHOCT, BKJIFOUAIOLIAst ayTEHTUYHOCTb, a TaKKe KOH(HUIEHIINATBHOCTb.
KubepOe3zonacHocTh  sBISE€TCS HEOOXOAUMBIM  YCIOBHEM Pa3BUTHS  MHPOPMAIMOHHOTO
o01iecTBa.

1. HEJb U 3AJJAYU U3YUYEHUSA JUCIHUITIIMHBbI

Lenbto ocBoenust gucuuiuinHbl «llepcoHanbHast KuOepOe30macHOCTb»  SBISETCA
dbopmupoBanne Habopa mnpodecCHOHATBHBIX KOMIIETEHIIMA Oyaymiero OakajmaBpa IO
HanpasyieHUo moaArotoBku 43.03.02 «Typusm».

3amau OCBOEHHMS IUCHMIUIMHBL: W3YYEHHE OCHOBHBIX TMOHATUN KuOepOe30macHOCTH,
OCBOCHME HaBBIKOB COOJIIOJICHUS NIEPCOHATIBHOI KOepOe30macHOCTH.

2. OBOPYJTOBAHUE U MATEPHUAJIBI

AnmapaTHble CPE/ICTBA: IEPCOHATBHBIN KOMITBIOTED.
[Mporpammusie cpenctea: MS Windows, MS Office.
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y4eOHasi ayJquTOpHsl C MYJIbTHMEAUHHBIM OOOpPYAOBaHHMEM [UIs IPOBEJCHUS TPYIIOBBIX H
WHMBUYyAIbHBIX KOHCYJIBTAIlMH, TEKYIIETO KOHTPOJS W TPOMEKYTOYHOH aTTECTAIlUH:
Mynerumenuiinoe obopynoBanue HOyTOyk AsusKSci3-2310M/3G/320G/DVD-SMulti/15.6
HD/NV 520 MX 1G/WiFi/camera/Win; wmynbTuMenuiiHbiii mpoekTopViewSonicPJD5122;
yueOHast Mme0elb; yueOHO-HATIIIHBIE TOCOOHS

KoMITbrOTEpHBIN Kitacc: Kommbrorepsl nepconanpHbie (IntelCorel 3, RAM 4 Gb, HDD 500 Gb,
monutop LG19” mupokodopmatHselii) — 12 mr. ¢ HOAKIIOUYEHHEM K ceTd MHTepHeT U 10CTyroM
B DJIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTENIbHYIO Cpely YHUBEPCUTETA;

MyJbTUMEIHIiHOEe oOopynoBanue: HOYTOyk AsusKSci3-2310M/3G/320G/DVD-SMulti/15.6
HD/NV 520 MX 1G/WiFi/camera/Win; untepaktuBHbiid nipoektop EpsonEB 436-Wi; mocka
MarHUTHO-MapKepHast

1-snemenTHas 120x240; yuebHnas mebeinpb; ydeOHO-HATTSIHBIC TOCOOUS

MOMEIICHUE JUIsl CaMOCTOSITEIbHOW paloThl: CHEIUAIM3UpOBaHHAss ydeOHass wmebenb u
TEXHUUYECKUE CPEJCTBA OOYUYECHHMs, CIIyXKalllue AJs MpeAcTaBleHuss y4eOHON HH(OpMAIHH: CTOJ
KOMITBIOTEPHBIA — 8§ IIT.; KPECII0 KOMIBIOTEPHOE PEryaupyemMoe — 8 IIT.; KOMITBIOTEp B cOope
Celeron430 c noctynom B ceTh «VIHTEpHET» U 3IEKTPOHHON HHPOPMAIIMOHHO-00pa30BaTeILHON
cpene By3a — 8 miT.; ctoi yutatess — 20 mrT.; cTya — 20 mT.

3. YKA3AHMUA 110 TEXHUKE BE3OITACHOCTH

[lepen wnawamom paboOTHI cleayeT YOEOUTBhCS B HCIPABHOCTU AIIEKTPOIPOBOJIKH,
BBIKJIFOUYATEJIeH, ITENCeIbHbIX PO3ETOK, MPH MOMOILM KOTOPBIX 000pYyIOBaHHUE BKIIOYAECTCA B
CeTh, HAJTMYMH 3a3EMJICHUS] KOMITBIOTEPA, €r0 PadOTOCIIOCOOHOCTH.

JUis CHUXKEHHS WM IpeJOTBpAllleHHs] BIMSHHMS ONACHBIX W BPEAHBIX (aKTOPOB
HEOO0X0MMO COONIOAaTh CAaHUTApPHBIE IpaBWJIa W HOPMBI, THTUEHHYECKHE TPeOOBaHUS K
NEPCOHATBHBIM 3JIEKTPOHHO-BBIUMCIINTENIbHBIM MaIlITHAM.

Bo wu30exaHme MOBpPEXIEHUS M3OJSAIMH TPOBOJOB W BO3HHUKHOBEHUS KOPOTKHX
3aMbIKaHUH He pa3pelaeTcs: BellaTh 4TO-ITU00 Ha MPOBOJA, 3aKpalIMBaTh U OEIUTh LIHYPHI U
IPOBOJIA, 3aKJIAIBIBAaTh MPOBOJA W IIHYPHI 32 Ta30BBIE M BOJONPOBOAHBIE TPYOBI, 3a OaTapen
OTONMTENBHOM CHUCTEMBbI, BBIAEPIUBATH IITENCENBHYIO BMJIKY M3 PO3ETKH 3a IIHYp, YCHIIUE
JIOJDKHO OBITH TMPHIIOKEHO K KOPITYCY BHIIKH.

JUIs NCKITFOUYEHUS] MOPaKEHUS AJIEKTPUUECKHUM TOKOM 3aIpElIaeTcs: 4acTo BKIHOYATh U
BBIKJIIOYATh KOMITbIOTEp 0€3 He0OXOAMMOCTH, MPUKACAThCI K DKPAaHYy M K THUIBHON CTOpPOHE
0JIOKOB KOMIIbIOTEpa, pabOTaTh Ha CPEACTBAX BBIYMCIMTENBHON TEXHUKH U mepudepuitHoM
000pyOBaHUM MOKPBIMH pyKaMHd, paboTaTh Ha CPEICTBAX BBIYMCIUTEIHHOW TEXHUKH |
nepugepuitHoM 00OpYJOBAHUHU, HWMEIOIIMX HAPYIIEHUS IEIOCTHOCTH KOpIyca, HapyIleHUs
U30JISIIUM  TIPOBOJIOB, HEUCTPABHYIO WHAWKALIMIO BKIIOYCHUS THTaHUS, C TpU3HAKaMHU
AIIEKTPUUYECKOTO HANpPSIKEHUs Ha KOPIyCe, KJIACTh Ha CPEACTBA BBIUUCIMTEIbHON TEXHMKH U
nepudepuitHoM 060pyAO0BAHUH TOCTOPOHHUE MPEMETHI.

3ampemiaercss  MOJ ~ HampsDKEHHEM — OYMIIaTh  OT MBI M 3arpsA3HEHUs
AIIEKTPOOOOPYIOBAHHE.

Bo  wusbexxanue  HOpaKeHHs — DIEKTPUYECKMM  TOKOM, TpH  IOJb30BAHUHU
AIIEKTPONPUOOpaMH HENb3sl KacaTbCsd OJHOBPEMEHHO KakKHX-1u0o TpyOompoBonoB, OaTapeit
OTOIICHUSI, METAJUIMYECKUX KOHCTPYKIIMHA, COEIMHEHHBIX C 3eMJIEH.

[Tocne oxonuanwst pabOTHI HEOOXOIUMO OOECTOYHUTH BCE CPENCTBA BBIYMCIUTEIHHOMN
TEXHUKH U nepudepuitHoe obopyaoBaHue. B ciyuae HempepbIBHOrO yueOHOTo mpoliecca
HEO0OXOMMO OCTAaBUTh BKIIOUEHHBIMHU TOJBEKO HEOOXO0IMMOE 000pyI0BaHHE.
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4. HAUMEHOBAHMUE ITPAKTHYECKHUX PABOT

HaunmenoBanune tem JUCIHUIIIIUHBI, UX KPAaTKOE COACPKAHUC

O0nem
4acoB

HaTepaxt
WBHAas
hopma

MPOBEJICH

us

Paznen 1. Konuenmuu nepconanbHoi krnbepOe30macHoCTH

Tema 1. OcHOBHBIC TOHATHUS MTEPCOHAIBHON KMOEpOE30MacCHOCTH
[IpakTuueckoe 3ansarue 1

Nudopmanmnonnas 6e30macHoOCTs U kubepoe3onacHocTh. CBOMCTBA
ounppoBanHoi nHGopmaruu. [TpuarHbl KHOEPIIPECTYIICHNH.
[TpobnemMbr knOEepOE30aCHOCTH.

Macrep-
Knacc

Tema 2. MoaenupoBaHue yrpo3 rnepcoHaibHON KnOepOe30nacHOCTH
[IpakTnueckoe 3anstue 2

AHanu3 pUCKOB KaK OCHOBA YIPaBIICHUS IEPCOHAIBHOMN
kubepbe3onacHocTeio Monens yrpo3 STRIDE. MHCTpyMeHTHI aHanm3a
U KOHTPOJIA HHGOOPMALIMOHHBIX pUCKOB. CpaBHUTEIHHBIN aHAIIN3
MOJIXO/I0B K PACIO3HABAHUIO YIPO3 C UCTIOIH30BAHUEM PA3THYHBIX
mozneneit: CIA, I'excana [Tapkepa. SA, STRIDE

Macrtep-
Knacc

Pa3nen 2. TexHonoruu opranusanuy NepcoHanIbHON
KnOepOe30IMacHOCTH

Tema 5. DxoHoMuYeckas 3PGEKTUBHOCTH CPEACTB 00CCIICUCHUS
MePCOHAIBHON KMOEepOEe301acHOCTH

[IpakTuueckoe 3ansarue 3

OreHka cpeJCTB KpUITO3AIUTEL. DKOHOMUYECKOE 0OOCHOBaHHE
pacxoJ1oB Ha oOecrieueHne MepcoOHATbHON KHOepOE30MacHOCTH.
O6ocHOBaHHBII BEIOOP MEP U CPENICTB 0OECIIeUeHUs IEPCOHAIBHOM
kubepOe3onacHocTu. [IpenmyriecTBa 1 HEJJOCTATKU CYIIECTBYIOIINUX
METOI0B 00OCHOBAHHUSI UHBECTULUH B Cpe/IcTBAa 00eCeueHUs
nepcoHanbHOM Kubepbezonacuoctu. Habop ¢punancoo-
HKOHOMHYECKHUX MoKa3aTesael A1 OLeHKU 3(pPEeKTUBHOCTH CPEACTB
oOecrniedyeHus nepcoHanbHON KnOepOe30nacHOCTH C S3KOHOMHUYECKHUX
No3UIMNA. MeTouKa OLEHKH SKOHOMUYECKOH 3(h(heKTUBHOCTH CPENICTB
o0ecrieueHuns nepcoHaIbHOM KHOEpOe30MacHOCTH.

Tema 6. IHCTpYMEHTHI OpraHu3aluy NEPCOHAIBHOU
KnbepOe301acHOCTH

IIpakTnueckoe 3anstue 4

O0630p UHTUBUPYCHBIX CPEAICTB 3AIUTHI IPH OPraHU3ALUU CHCTEMBbI
NepCOoHaIbHOM KnOepOe30macHoCTH. AHTUBUPYCHAs 3allIUTa
MEPCOHANBHBIX KOMITBIOTEPOB U MOOUIIBHBIX YCTPONCTB. bpanamayapsbl.
CpencTBa annapaTHOH 3auThl HHGOpManuu. Opranu3arms
MIPOrpaMMHO-AIIAPaTHBIX CPEJICTB MEPCOHANBHON KNOEpOe30nacHOCTH.

HToro 3a 2 cemecTp

12

HToro

12
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5. COAEP/KAHUE ITPAKTUYECKHUX PABOT

IIpakTuyeckoe 3ansaTHe 1. OcHOBHBbIE MOHITHS MEPCOHAIBHOI KNOep0e30NMacHOCTH

Heas pa0oThbl: H3yueHHE OCHOBHBIX IOHSATHHA NEPCOHAIBHONW KHOepOe30macHOCTH,
CBOICTB o1u(poBaHHOI HHPOPMALIMH, TPUYUH KUOEPIIPECTYIIICHUH.

OcHoBBI TEOPUH

OcHOBHbIE NOHATHS MEPCOHAIBHOI KHOEep0e30MacHOCTH

Bo Bpemena Pumckoii mmmepuun Obuia copmyiaupoBaHa TeOMONMHTHYECKAs (GopMmya:
"KTo Bnageer mopem, ToT Biageetr mupom!" Bo Bpems BTopoii MUpOBOIl BOMHBI 3TO BBIPAKEHUE
OBLIO MOAM(HUIIMPOBAHO W 3BYYANIO YyXe cleqyrmuM obdpazom: "KTo Biageer BO3IyIIHBIM
MPOCTPAaHCTBOM, TOT BiaaeeT mupom!" M HakoHel, BO BTOpOW MOJOBHHE XX BEKa, B MEPUOJ
CTaHOBJICHUSI TOCTUHAYCTPUATHLHOTO OOIIecTBa OBUT BBIPAOOTAH HOBBIM T'€OMOJIUTHYCCKUI
te3uc: "Kro Bianeer undopmarmeit, Tot BiageeT MupomM!", KOTOPBIA OCTAETCS aKTYaJbHbBIM H 110
cell JIcHb.

Hactynuno Bpemsi, Korja HEOOXOAUMO CUUTATHCS C TE€M, YTO MEpexo]l MHPOpMAaIH B
pa3psi BaXHEHIINX PECYpCOB YEIIOBEUECTBA OJHOBPEMEHHO MOPOXKIAET MpodiemMy o0iagaHus
3TUM pECypcoOM, €ro YHHUUYTOXKEHUS WM HU3MEHEHUs, HCXOAs U3 TIOCYJapCTBEHHBIX,
KOMMEPYECKHUX, YaCTHBIX M JIPYTUX HHTEPECOB, U, KaK CIEACTBUE, MPUBOAUT K TOSIBICHHUIO
HOBOT'O CpPEACTBA HamaJeHUs WU 3alUThl, T.€. HHPOPMAIIMOHHOTO Opyxus. [IpudynHOi Takoit
MEPEeMEHbI CTaJla BO3MOXKHOCTH IMpejAcTaBieHUs uHpopmanmmu B THPPOBOM BHIC. BaxkHO
OTMETHUTBH, 4TO LUPpoBas HHPopMAIUI 00JIaJaeT CASAYIOIIMMH HEOThEMIIEMBbIMU CBOIICTBAMU

OTuyX1aeMOCTh

BocnpoussoaumocTs

Heynunuroxumocts

Bo3MoxkHOCTE OBICTPOTO MOUCKa

C onHOHI CTOPOHBI, T KauecTBa IO3BOJIAIOT CYIIECTBEHHO ONTHUMHU3UPOBATH IPOLECC
00paboTku nHpopmanuu, cBes K MUHUMYMY BMEIIATENIbCTBO YEIOBEKA B PYTUHHBIE MPOIIECCHI
u obecrieunBasi JIETKUH U OBICTPBIM JOCTYN K HEOOXOAMMBIM cBeleHusM. C Ipyroil CTOpoHBI,
OHM K€ CTaJIM NPUYMHOM TOsABIEHUS B KOHIE XX B. HOBOIO BHJAA 3JOACAHUM -
kubeprpecTyrieHnid. Tak, 0T4yK1aeMOCTb U BOCIIPOU3BOIUMOCTh HH(MOPMAITUHU BKYIIE TPUBETH
K OOOCTpEeHHMIO MpOOJEeMBbl 3allUThl aBTOPCKMX TpaB. He Tak naBHO moHsATHE "Kpaxka"
MOJIpa3yMeBallo, 4TO CYOBEKT JMIIAETCS HEKHX MaTepuanbHbIX IeHHocTed. C 1mudpooit
uH(popMaliel Bce Mo-IAPyroMy: €Clid MUpaT KOMUPYET JUCK C 3alKChi0 €Il HE BBIIIEIIETO
¢uibMa, UMYIIECTBO MpaBooOIagaTenss MOXKeT (U3NYECKH HEe MOCTPaAaTh - OJJHAKO MPHU 3TOM
3aKOHHBIM XO35IMH TepAeT HaJl CBOMM IPOU3BEICHHEM KOHTpOJib. bonee Ttoro, eciu A0
MOSIBJIICHHUS KOMITBIOTEPOB CO3JaHME NyOJIMKAaTOB MPHUBOIWIO K YXY/IICHUIO KadyecTBa OOBbEKTa
KOMUpPOBaHUs (PEMpOayKIIMH KapTHUH, MEpPEeNnuChbiBaHWE KHHUT M ayAHOKacceT W T.O.), TO B
nu(ppoBOM MHpPE KOMUPOBAHUE MOXKET TPOUBOJIUTHLCS B HEOTPAHWUYEHHBIX KOJIMYECTBAX
MpakTH4ecku OecruilaTHO - W 0e3 morepu kadectBa! K mapamokcanbHO HeXelaTelbHBIM
pe3ynbTaraM NMpuBeEIo U ObICTPOE CHM)KEHUE 1IeH Ha YCTpOMCTBA XpaHeHMsl JaHHbIX. PaboTta mo
aHAIM3y XpaHUMOW B OpraHu3anuyd WHPOPMAIUU C IENbI0 BHISBICHHS JAHHBIX, MOJJICKAIIIX
YHUYTOXXEHHUIO 110 MPUINHE YTEPHU aKTYaATHbHOCTH U TOJE3HOCTH, OOXOIUTCS TOPOKE MOKYIKH U
YCTaHOBKH HOBOTO 000OpyAOBaHUsA. BeiencTBrue 3Toro HOBOCTHBIC JIGHTHI MECTPST 3aroJIOBKaMu
0 HaWJIEHHBIX B MyCOpE WJIM KYIUICHHBIX Ha ayKIIMOHAX JKECTKUX JUCKAX M MarHUTHBIX JICHTAX,
COJIEpXAIINX CEKPETHbIE CBEIEHHUS, KOTOPbIE HHUKTO HE TOTPYAMUIICA CTEpeThb Mepen
yrunuzanuend yctpoictB. OTHENBbHOrO BHHUMaHUSL 3aciHyKUBaeT NpoOiieMa YHUUYTOKEHUS
uH(popMaluK, XOTA OBl OJHAXKIHI TOSBHBIICWCS B HHTEpHET W NPOWHAECKCHPOBAHHOU
MOMCKOBON cucTteMoil. Bo3MOXHOCTh OBICTpOro moucka M O0OBbEAUHEHUS MO KIIOYEBBIM MOJISIM
(mampumep, ®UMO u azapec SIEKTPOHHOM MOUTHI) AENAET 3aJady COCTaBIEHHUS TMOPTpeTa
AKTHBHOTI'O TOJIB30BaTENsI KOMITBIOTEPA MAKCUMAJIbHO MPOCTOM /7S 37I0yMBILUIEHHUKA.
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Kak cienctue 3Toro octpoTa npodsiemsl odecrieyeHus nHGOPMAIIMOHHON 0€30MacHOCTH
(UB) cyObekToB WH(POPMAIMOHHBIX OTHOIICHHM, 3allUThl WX 3aKOHHBIX HWHTEPECOB TP
UCTIOJIb30BaHUN HMH(OPMAIIMOHHBIX CHUCTEM U CeTeil, XpaHUMOH, oOpabaTbiBaeMOl U
nepeaaBaeMoil B HHMX MH(OpManuM IOCTOSHHO Bo3pacraeT. HecMoTps Ha HHTEHCHUBHOE
BHE/IPEHHE BHOBb CO3/1aBa€MbIX TEXHOJIOTMYECKUX peIIeHH B 00xacTé HMHOOPMAIMOHHON
0€3011aCHOCTH, YPOBEHb KPUMHUHOT€HHOCTH B MH(MOPMAILIMOHHON cepe ceTel nepesadu JaHHbIX
BEAYIIUX CTpaH MHpA MOCTOSHHO MOBBIIIACTCS, YTO MPUBOIUT K MUJUIMAPAHBIM (PUHAHCOBBIM
HOTEPSIM.

[lo paHHBIM KOOPAMHALMOHHOIO LEHTpa HeMemieHHoro pearupoBanusi CERT,
OpraHu30BaHHOIrO Ipu yHuBepcutere KaphHern MesioHa, eXeroiHo HaOIOAAETCS POCT
KOJINYECTBA PErHCTpUpYyeMbIX HH(popMannoHHbIX aTak (puc. 1.1). Kak BuaHO Ha aumarpamme,
OJIHOW M3 Hamboiiee aKkTyaJbHBIX IPOOJEM B IOCIEIHEE BpeMs CTaja 3alluTa OT MHCaiiepoB
(COTpYIHHKOB KOMITAaHUH, SBISIONIUICS HApPYIIMTEIEM, KOTOPBIA MOXKET WMETh JIerajJbHBIN
JOCTYI K KOH(puAeHunanbHol nHpopmanun). Takas yrposa craja BO3MOKHOW BO MHOI'OM H3-32
NOSIBJICHUS TOPTATUBHBIX U JICHIEBBIX YCTPOMCTB XPAHEHHUS C BBICOKOW IUIOTHOCTBIO 3aIlHCH.
Ob6ocTpsieT cuTyaluo MUpPOBOI (PMHAHCOBBIM KpPU3UC, B YCIOBUSAX KOTOPOIO BBIPOCIO YUCIIO
COTPYJIHHUKOB, HEJOBOJIBHBIX CBOMM paboTojaTesieM (BCIEICTBUE COKpALIEHHS 3apIuiaThl WU
Jla’ke YBOJIbHEHMSI) ¥ JKEJIAIOLINX HAHECTH €My Bpe]l MJIM HE3aKOHHO 000raTUThCS.

4
137529 WHcanpepe
PacnpepeneHHbie avaku
Ll Ataku tuna «SQL Injection»
52658 Araku Tuna «format string»
21756 Stealth - ckaHupoBaHue
ATaku TUNA «nepenonHexwe bydepar
9859 Arvaxy Ha obuwegocTynieie Web-cepsucel
ATaku TMNA «0TKa3 B OGCHYHUBAHUMY
2573 ABTOMaTHU3HPOBAHHOE CKAHWPOBaHKe
1334 MepexsaT panHbIX
MoameHa cybbekTa coeauHEHNHS
252 «TPOSHCKUE KOHU»
6 B"pyg:peGOp naponen .
1980. 1985r. 1990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT xonmyecTBa aTak

XapakTepHO, YTO KOJIMYECTBO KOMIIBIOTEPHBIX NPECTYIUIEHUH, coBepIIaeMbIX B Poccun,
€XEroJHO yBeIN4YuBaeTcs. Tak, COINIACHO CTAaTUCTUKE MMHMCTEpCcTBa BHYTpeHHUX aen PO,
KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUIEHUH, CBS3aHHBIX C HECAaHKLIMOHUPOBAHHBIM JIOCTYIIOM K
KOH(QUICHIMATBHOW MHPOpPMAIUH, YBEINYWIOCH € IIECTUCOT MHIMJIeHTOB B 2000 r. 10 cemu
Teicsid B 2004 r. K OCHOBHBIM IIpUYMHAM POCTa KOJMYECTBA aTaK MOXKHO OTHECTHU CIIELYIOIINE
(dakTopsI:

C KaXJIbIM I'OJIOM YBEJIMYMBAETCS KOJUYECTBO I0JIb30BaTeNe OOIEAOCTYMHBIX CeTei
CBSI3U, TaKUX, Hampumep, Kak ceTb VMHTepHeT. IIpym 3TOM B KauecTBE HOBBIX IOJb30BATENEH
BBICTYTIAIOT KaK OT/eNbHbIE KIMEHTCKUE paboune CTaHIMM, TaK U IIeJIble KOPIIOPaTUBHbIE CETH;

YBEJIMUMBAETCS  KOJWYECTBO  YSA3BUMOCTEH, €XKEAHEBHO  OOHApy)KMBaeMbIX B
CYIIECTBYIOIIEM OOIECHCTEMHOM U NMPHUKIATHOM IPOrPAMMHOM O00ECTIEYEHHH;

BO3pAaCTaeT YHMCIO BO3MOXHBIX OOBEKTOB aTaku. Eciiu HECKONBKO JIET Ha3aj] B KayecTBE
OCHOBHBIX O0OBEKTOB HECAHKIIMOHMPOBAHHOTO BO3JIEHCTBUS PAacCMaTPUBAINCh HCKIIIOUYUTEIHHO
cepBepsl ctanmapTHbhix Web -cmyx0, takme kak HTTP, SMTP u FTP, Tto x Hactosmemy
MOMEHTY pa3paboTaHbl CpeJCTBa peaiM3allid aTak Ha MapIIpyTHU3aTOPbl, KOMMYTaTOPHI,
MEXCETEBBIE SKPaHbl U Jp.;

YIPOLIAIOTCA METOABI pealn3alui MHQOpMAIMOHHBIX aTak. B cetu MHTepHEeT MOXHO
0e3 TpyJa HalTH NMPOTrpaMMHBIE peaM3alliy aTaK, HAlPaBJIEHHBIX Ha aKTUBU3ALUIO PAa3JINYHBIX
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ys3BuMocTeil. [Ipu 3ToM Hcnoiab30BaHME ATUX CPEACTB CBOIUTCS K BBony IP -agpeca oObekra
aTaKu U HAKATHIO COOTBETCTBYIOIIEH YIIPABIISIIOIIECH KHOIIKY;

YBEJIMYUBAETCSI  YMCJIO  BHYTPEHHUMX  aTak CO  CTOPOHBl  IOJb30BaTesel
aBToMaTu3upoBaHHbix cucteM (AC). Ilpumepamum Takux arTak sBJISETCS  Kpaxa
KOH(HICHIIMATHHONH HMH(OpMAIMM WM 3aIyCK BPEIOHOCHOTO IPOrPAMMHOI0 O0ECIeUYEHU S
(ITO) Ha pabounx CTaHIUAX TOJIb30BATEIICH.

Heo0XoauMo OTMETHUTh, UYTO YpPOBEHb CIOXHOCTH HH(POPMAIIMOHHBIX aTaK TaKKe
IIOCTOSIHHO pacTeT. JlaHHOE yTBEPKIACHUE MOXKHO IPOMJLIIOCTPUPOBATh HAa IIPUMEPE 3BOJIOLUU
KOMIIBIOTEPHBIX BUpPYCOB. B MomeHT cBoero mnepBoro mnossieHus B 1980 1. Bupycsl
OpPEACTaBIsUIN  COOOM  JIOCTaTOYHO IMPOCTbIE IPOrpamMMbl, KOTOPbIE CaMOCTOSITEIbHO
pacnpoCTpaHsUINCh B aBTOMATU3MPOBAaHHBIX CHCTEMAax M OCHOBHOM 3ajayeil KOTOpBIX ObLIO
HapyleHue padoTocnocoOHOCTH cucTeMbl. CerofHs ke KOMIbIOTEPHbIE BUPYCHI IPEACTABIISIOT
CYIIECTBEHHO Ooyiee CIOXKHBIE TPOTPaMMHBIE CPEICTBA, CIOCOOHBIE PACHPOCTPAHATCS
IpakTUYeCKH B J11000M cpene nepenaun MHGOpMALMM, a TAaKXKe MACKHMPOBATHCA IMOJ padoTy
mratHoro [10. Kpome »sToro, coBpeMeHHble MOIU(PHUKAIMHA KOMIIBIOTEPHBIX BHPYCOB B
OCHOBHOM HCIIOJIB3YIOTCSL JUIsl KpPaXH KOHQHIEHIMAIbHOW HWHPOpPMALUHU, a TaKxke s
MOJIyYEHUs! HECAaHKIIMOHUPOBAHHOIO JOCTYyNa K KOMIIBIOTEpaM I10Jib30BaTeseil. AHalornyHas
TEHJIEHIMs XapaKTepHa W JUIs JPYTrUX BUAOB YIpo3 0€30MacHOCTH, AJIS peaau3alii KOTOPbIX
IIOCTOSIHHO MPUJIYyMbIBAIOTCS 00Jie€ H3OLIPEHHBIE METOJbl W CpEACTBA IPOBEACHUS aTak.
M3MeHnach 1 MEHTaJIbHOCTh XAaKEpPOB: €CJIM paHbIIe OCHOBHOM MOTHMBaLuell ObLIO perieHue
CJIOKHON MPOOJIEMBI U1 BO3MOXKHOCTh CAMOYTBEPKJIEHUS, TO CErOJHS Ha MEPBBIM IUIaH BBIXOJIUT
KOMMeEpUecKasi COCTaBJIAOLIAs], KOTOpasi ClIoCOOCTBYET 00BbEIMHEHHIO TaTaHTIUBBIX OJIMHOYEK B
OpraHU30BaHHbIE IIPECTYIHbBIE COOOIIECTBA.

Crour o0OpaTUTh BHUMAaHHE Ha IOJOXKUTEIbHYIO TEHJIEHIHMIO - HEKOTOphIe
IIPOU3BOJIUTENIN MIPOTPAMMHOIO U aINapaTHOro OOecleyeHusl CTald oOpalaTb BHUMaHUE Ha
0€30I1aCHOCTh MPOAYKTa YK€ Ha CTaJAMU MPOCKTUPOBAHUS, @ HE B MOCIEIHUH MOMEHT, KOI/a
U3MEHUTh 4YTO-JIMOO0 B ApPXMUTEKTYpPE CUCTEMBI YK€ IO3JHO U MOYKHO JIOBOJIbCTBOBATHCS
GbyHkunoHanbHBIMKM "3amiaTkaMu”. OJHAKO M Ha 3TOM IYTH €CTh HPENATCTBHS: BO-TIEPBBIX,
MIPOU3BOJICTBO MPOJYKTa, HE COJEpPXKAIIEro OIIMOOK, B pEaJlbHOM MHpE HEBO3MOXKHO; BO-
BTOPBIX, KOMIIBIOTEp MpPEJCTaBIseT cO00H cucTeMy W3 OIPOMHOrO YHCIa KOMIIOHEHTOB OT
pPa3HbIX BEHJOpPOB, U TECTHUPOBAHHE COBMECTHOH pPaOOTHl BCEBO3MOXKHBIX KOMOMHAaLMEn
ABISIETCA HepaspelmnMoi 3ajnaded. Hakonen, camas coBeplIeHHas 3alluTa MOXET ObITh
B3JIOMaHa, U IPUYUHA 3TOMY - YeJIOBEUeCKUN (PaKTOp. YCTPaHUTh ATY Yrpo3y NPUHLHUIIUAIBHO
HEBO3MOXXHO, T.K. IIEPCOHAN SBISETCS HEOThEMJIEMON 4YacThio 1000 MH(pOpMAIIMOHHON
CUCTEMBI.

C ydeToM BBIIIECKAa3aHHOTO MOXHO C YBEPEHHOCTBbIO YTBEp)KIaTb, YTO Mpobiema
3amuThl AC OT M”HPOPMAIIMOHHBIX aTaK SBJSIETCS OJHOM U3 HauboJee aKTyaJIbHbIX U 3HAUUMBIX
B UT-unnyctpuu. Ilo BceMy MUpPY €XeToTHO MPOBOAUTCS OOJIbIIOE KOJIMYECTBO UCCIETOBAHUM,
HaIpaBJIEHHBIX Ha pa3pabOTKy HOBBIX U OoJjiee A((PEKTUBHBIX METONOB MPOTHUBOACHCTBUS
yrpo3am 3J0YMBINUIEHHUKOB. C y4eTOM aKTyaJbHOCTH BOIIPOCOB, CBS3aHHBIX C 3aIUTON OT
BHEIIHUX U BHYTPEHHUX MH(POPMAIIMOHHBIX aTaK, M ObUI HAallMCaH 3TOT yu4eOHBIN KypC.

Kpatkue ntorn

B nanHOi nexuuu ObUTM paccMOTpeHbl (PyHAaMEHTaJbHbBIE CBONCTBA OLM(POBAHHON
uHpOpMALlMM M WX BIMSHME Ha POCT Yrpo3 B cdepe MHPOPMALMOHHOW OE30MacHOCTH C
HACTYIUICHMEM KOMIbIOTepHOU 3phbl. llepeunciensl (akTopbl, HE MO3BOJSIOLINE OOECTIEYUTh
COBEpILEHHYIO 3alUTy MH(OpMAIUK, U BBIJICIEH NepeueHb He PEIICHHBIX Ha JAHHBIH MOMEHT
npooJieM.

ITocTanoBka 3a1auM K NpaKkTH4ecKoi padore 1

1. 3yunTs npearaeMblii TEOPETHUECKHUIM MaTepHar.
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2. CchopmupoBaTh KOHLEIIUIO MEPCOHATHHON KHOEpOe30macHOCTH Uis (OPMHPOBAHUS
U aHanM3a TPEeOOBaHMN C CHCTEME 3alIMThl NEPCOHAIBHBIX JAHHBIX. Pe3ynpTaroM noimKHA
SBUTHCS Tabyna (pyHKIMOHAIBHBIX TPEOOBAaHUN K CHCTEME 3alUTHI IIEPCOHAIBHBIX TAHHBIX.

3. CoctaBuTh MH(OPMAIMOHHYIO MOJENb CHUCTEMBI 3aIUTHl TEPCOHAIBHBIX ITaHHBIX,
BKJTIOYAIOIIYIO B €05l ONMMCAaHNE OCHOBHBIX OOBEKTOB CUCTEMBI U B3aUMOJICHCTBUS MEKIAY HUMHU.
Ha ocnoBanum wunH(opmMannoHHOW Mojenu chopMuUpoBaTh TPeOOBaHUS K INPOrPaMMHBIM
cpenacTBaM MHGOPMAITMOHHON 0€30MacCHOCTH.

4. OpopMUTH OTYET MO MpaKTU4YecKo padoTe. [IpencTaBUTh OTYET MO MPAKTUIECKON
paboTe 11l 3aLTUTHI.

BapuaHTbl HHAUBUAYAJIbHBIX 3aIaHUN

Pa3zpaboraiiTe KOHIENIMIO TEPCOHATBLHOW KHOEPOE30MaCHOCTH B COOTBETCTBHH C
BaprantoM. OOparutre BHHMaHue Ha (DYHKIMOHAJIBHOCTb CHUCTEMBI 3alIUThl MEPCOHATBHBIX
JTAHHBIX.

Ta6muma 1.1 —BapuanTsl 3ananuit

No OOBEKT 3alIUThI O01acTh 3aIUTEI
1 CrTyneHT yHUBEpCUTETA HoytOyk, cmaptdoHn, cpencta
CBSI3U
2 IT-cnenuanuct Ha ynaneHHoM | IlepconanbHbIi KOMIIBIOTED,
JOCTYyIIE HOYTOYK, cmapT(hoH, cpencTBa
CBSI3U
3 Monaepatop IlepconanbHbIi KOMITBIOTED,
WH()OPMALIMOHHOTO pecypca HOYTOYK, cMmapT(hoH, cpencTBa
CBSI3U
4 Crmu-paiitep HoytOyk, cmaptdoH, cpencrsa
CBSI3U
5 biorep HoytOyk, cmaptdoH, cpencrsa
CBSI3U
6 [IxonpHUK Hoyt6yk, cmaptdoH, cpencrsa
CBSI3H
7 Menemxkep cpeanero 3seHa Ha | [lepconanbHbli KOMIIBIOTED,
YAQJIEHHOM JIOCTYIIe HOYTOYK, cMapTdoH, CpeacTBa
CBSI3H
8 Cnemmanuctr mo  a”anuzy | [lepcoHanmbHbIi KOMIIBIOTED,
JAHHBIX Ha yIQJIEHHOM | HOYTOyK, CMapT(oOH, CpelCcTBa
JIOCTyTIE CBSI3H
9 Pazpabotunk CalToOB Ha | [IepconanbHbIi KOMIIBIOTED,
YAQJICHHOM JIOCTYIIe HOYTOYK, cMapTdoH, CpeacTBa
CBSI3H
10 [Iporpammuct Ha ynaneHHoM | IlepcoHanbHBIN KOMIIBIOTED,
JOCTyTIE HOYTOYK, CMapT(OH, CpeIcTBa
CBSI3H

Conep:xanue oTyeTa

[To BbImonHeHHOM paboTte coctaBisercs oTueT. OTUYeT BBINOJIHSAETCA B AJIEKTPOHHOM
Buze. I1o BeIMOMTHEHHOMY OTYETY MPOBOAUTCS 3alllUTa MPAKTHYECKONH PaOOTHI.

Otuer mo nabGopaTopHOW pPabOTe MAOKEH COCTOSITh W3 CIHENYIOIIUX CTPYKTYPHBIX
DIIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJIHAsl 4aCTh;

- OCHOBHAs 4acTh (Onucanue paboThl);

- 3aKJIFOYEHHE (BBIBOJIBI).
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BpopgHas yacTh oTYeTa JOKHA BKIIIOYATh ITYHKTBI:

- YCJIOBHC 3aaa4HU,

- IOPAJOK BBINTOJIHCHUS.

- IIporpaMMHO-amIapaTHbi€ CPpEACTBA, UCIIOJIB3YEMBIC ITPU BBIITIOJIHCHUU pa6OTI)I.

3ammTa oT4Yera Io HpaKTI/I‘{eCKOﬁ pa60Te 3aKJIIOYACTCA B MIPCABABICHUHN ITPCIIOAABATCIIIO
IMOJIYYCHHBIX PE3YyJIbTAaTOB B BUIC q)afma U JEMOHCTpalUU IMOJTYYCHHBIX HABBIKOB IIPpHU OTBETaxX
Ha BOIIPOCHI ITPEriogaBaTeJIA.

KonTpoJibHBIE BOIPOCHI

1. MudopmarmonHas 6€301mMacHOCTh U KUOEpOE30MacCHOCTb.
2. CpoiicTBa oruppoBaHHON MHGOPMAIIIH.

3. IlpuunHbI KHOEPIIPECTYIICHUH.

4. TIpo6yiembl kHOEPOE30MIACHOCTH.

IIpakTuyeckoe 3ansaTHe 2. MoaeJnpoBaHue Yrpo3 MepcoHAIbLHOM
KnoepOe30nacHoCTn

Heap padorei: M3yueHnue yrpo3 nepcoHalbHON KubepOe3omacHocTH. MoenupoBaHue
yrpo3 MepcoHanbHOM KrnbepOe30mnacHoCTH

OcHoBBI TEOPUH

MogaeanpoBaHue yrpo3 nNepcoHaIbHOM KHOep0e30nacHoCTH

OcHoBo# ynpaBieHHs] HHPOPMALIMOHHOM 0€3011aCHOCTBIO MPEANIPUATHS SBISIETCS aHAIU3
puckoB. DaKTHYECKH PHUCK TMPEACTaBIsSET COOOM HHTErpalbHYI OLIGHKY TOr0, HAaCKOJBKO
3 PEKTUBHO CYHIECTBYIOIINE CPEICTBA 3AIMUTHI CIIOCOOHBI MPOTUBOCTOSTH HH()OPMAIIHOHHBIM
aTakKam.

OOBIYHO BBIJENSAIOT JIBE€ OCHOBHBIE TPYIIBI METOAOB pacuéra pPHUCKOB 0€30MacHOCTH.
[lepBasi rpynmna mo3BoJisieT YCTAHOBUTH YPOBEHb pUCKA MyTEM OLIEHKH CTETIIEHH COOTBETCTBUS
onpeaenéHHoMy Habopy TpeOoBaHMiI 1Mo obecnedeHuto WHDOpPMAMOHHOW Oe3omacHOCTH. B
KaueCcTBE HCTOYHUKOB TAKUX TpeOOBaHMT MOTYT BICTYNATh (puc. 3.1):

HopmatuBHO-ipaBoBBIE JIOKYMEHTBI NIpEeAIPUATHA, Kacaroluecs BOIIPOCOB
UH(POPMALIMOHHOM 0€30MacHOCTH;
TpeOoBaHusT  JEHCTBYIOIIETO POCCHICKOTO  3aKOHOJATEIhCTBA -  PYKOBOISIINE

nokymeHTsl DCTOK (I'ocrexkomuccun), CTP-K, tpebosanuss ®Ch PO, 'OCTs1 u ap.;
Pexomenpamnmu mexayHapoaubix cranaaptos - [ISO 17799, OCTAVE, CoBIT u ap.;
PekoMenganuu ~ KOMOAHWM-IPOU3BOJIUTENEH  MPOTPAMMHOTO U allapaTHOTO
obecnieuenus - Microsoft, Oracle, Cisco u ap.

wihopmaumorHon BesonacHocT AC

ICTOuHMKY TPEBOoBaHNUA ANA OUEHXN YPOBHA ﬂ

- - - -
Ny ~, - -~ N

Pesomerantms
npostssogurenen NO

Peromeraummn mesiy-
HAPOAMLIX CTEHABPTOR

HOpMa THAMO-NPABONE TpeSotammn POCCHNCROND
BOKYMEHTE NPENPURTHA JAKOHOAATENLCTES

~{Tommied Se00AcHocT P SCTIK SO 1779900
~POrnamenTI I paSoaanns ©C6 LCoBIT
P CTPK CTAVE
FECNOPANOIN {OCTw 8S 77992

Puc. 2.1. UcTounuku TpeOoBaHUI MHPOPMAITMOHHON OE30ITaCHOCTH, Ha OCHOBE KOTOPHIX
MO>KET POBOJIUTHCS OIICHKA PUCKOB

Bropas rpynma MeTonoB OIleHKH PUCKOB MH(GOPMAIIMOHHOW Oe30macHOCTH Oa3upyercs
Ha ONpEeNeJIeHNH BEPOSTHOCTH pealli3allMd aTak, a TakKe ypoBHeW ux ymepba. B manHom
Cllydae 3HAU€HUE pHCKA BBIUMCISIETCS OTAENbHO I KaKJOW aTraku M B OOIIeM ciy4ae
MpeJICTaBIsIeTCs KaK MPOU3BEICHNE BEPOSTHOCTH MPOBEICHUS aTaKi Ha BEIMYMHY BO3MOXHOTO
yimiep0a OT 3TOM aTaku. 3HA4YCHHE yIiepOa onpeaessieTcsi COOCTBEHHUKOM HH(POPMAIIMOHHOTO


http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#image.3.1

11

pecypca, a BEPOSATHOCTb aTaKW BBIYMCIACTCS TPYIIOW SKCIEPTOB, MPOBOAAIIMX IPOLEAYPY
ayquTa.

Meroasl 1mepBOM M BTOPOM TIPYyHIBI MOI'YT HCIIOJIb30BaTh KOJMYECTBEHHBIC WU
Ka4eCTBEHHbIE LIKAJbI IS ONpE/eeHUs] BEIMUYNHbl PUCKa MHPOPMALMOHHONW Oe30nmacHoCTU. B
IIEPBOM CJIydyae PUCK M BCE €ro IMapaMeTpbl BBIPAXKAIOTCA B YHCIOBBIX 3HAYCHMsX. TaK,
HaIpUMep, IIPU UCIIOJIB30BAHUN KOJUYECTBEHHBIX IIKAJ BEPOATHOCTD MPOBEACHUS aATaKU MOXKET
BBIPA)KaThCsl YMCIOM B MHTEpBaje , a ymepO aTaku MOXET 3aJaBaThCsi B BHUJE JCHENKHOTO
SKBUBAJICHTAa MAaTEpUAIbHBIX IOTEPb, KOTOPBIE MOXET IIOHECTH OpraHu3anus B Cllydae
YCIEIIHOTO NMPOBeAeHUs aTaku. [Ipy MCIONb30BaHMU KAYECTBEHHBIX LKAl YMCJIOBBIC 3HAYCHUS
3aMEHAIOTCS Ha JKBHBAJICHTHBIE UM IOHATHHMHBIE ypOBHU. KaKIOMy NMOHATHIHOMY YpPOBHIO B
TOM ciydyae OyJIeT COOTBETCTBOBATh OIPEACIEHHBI HHTEpBAl KOJIUYECTBEHHOH IIIKAJIbI
ouneHkd. KomnuecTBO ypoBHEH MOXKET BapbUpPOBATHCA B 3aBUCUMOCTH OT IIPUMEHSAEMBIX
METOAMK OLEHKH pUcKoB. B tabmmnax 3.1 m 3.2 mpuBeneHbl MpUMEPbl KAUeCTBEHHBIX LKAl
OLIEHKH PHCKOB MH(OPMAIMOHHON 0€30I1aCHOCTH, B KOTOPBIX AJIS OLIEHKU YpOBHEH yiuepOa u
BEPOSITHOCTH ATAKU UCIHOJIb3YETC IISTh IIOHATUMHBIX YPOBHEH.

Tabnumua 3.1. KayecTBeHHas WKana OUeHKN YpoBHA yuiepba
Ne VYpoBeHb yuiepba OnucaHue

1 Manbiin ywepb MpnBOAUT K HE3HAYUTENbHBbIM NOTEPAM MaTePUasIbHbIX aKTUBOB, KOTOPbIE
6bICTPO BOCCTAHABAMBAIOTCSA, MU K HE3HAUUTENbHOMY BANSAHMUIO HA
penyTaunto KOMAaHUu

2  YMepeHHbIl BbI3blBaeT 3aMeTHbIE NOTEPU MaTepMabHbIX AaKTUBOB UM K YMEPEHHOMY
ywepb BANAHWNIO HA pPenyTaLmMio KOMNaHNK

3 VYwepb cpegHeir  MpUBOOMT K CYLLECTBEHHLIM NOTEPAM MaTepPUabHbIX aKTUBOB UK
TAXKECTU 3HAYUTENBHOMY YPOHY penyTaLymn KomnaHum

4  bonblon yuepd  Bbi3biBaeT 60/bluMe NOTEPU MATEPUAJIbHBIX AKTUBOB M HAHOCUT H6O/bLLION
YPOH penyTaumm KomnaHum

5  Kputnyeckui MPUBOAUT K KPUTUYECKMM NOTEPAM MaTepMasibHbIX aKTUBOB MUJIN K NOHOM
ywep6 notepe penyTauum KOMNAHUM HA PbIHKE, YTO AEeNAET HEBO3MOXHbIM
OaNbHEeNLWYyo AeATeNbHOCTb OPraHn3aumnm

[Ipu ncnonb30BaHMM KAYECTBEHHBIX LKA ISl BBIYMCIIEHUS YPOBHS PUCKA IIPUMEHSIOTCS
CrelMaIbHbIE Ta0IHIIbI, B KOTOPBIX B MIEPBOM CTOJIOIIE 3a/1al0TCs MOHATUWHBIE YPOBHH yIepoa,
a B TEpBOI CTPOKE - YPOBHHU BEPOSTHOCTU aTaku. Sldelku ke TaONHIIbI, pacrlojOKEHHbIE Ha
nepecedeHny MepBoil CTPOKU U CTOJNOIA, COIepKaT YPOBEHb pucka 6e3onacHOCTH. PazmMepHOCTh
TaOJIUIBI 3aBUCUT OT KOJMYECTBA KOHIENTYalbHBIX YPOBHEH BEPOATHOCTH aTaku U yiuepoa.
[Tpumep Tabmuipl, HA OCHOBE KOTOPOW MOXKHO OTPENEIUTh YPOBEHb PHCKA, MPUBEIEH B TaOII.
3.3.

Ta6nmu,a 3.2. KayecTBeHHaA WKana oueHKu BEPOATHOCTU NpoBEAEHNA aTAKU

YposeHb
Ne BEPOATHOCTU OnucaHue
aTaku


http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.1
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.2
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.3
http://www.intuit.ru/studies/courses/600/456/lecture/10194?page=1#table.3.3
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1 OueHb HM3KasA ATaKa NpaKTUYeCcKM HUKOrAa He byaeT nposeaeHa. YpoBeHb
COOTBETCTBYET YUUC/NIOBOMY MHTEPBANY BepoAaTHocTH [0, 0.25)

2 Hu3skas BepoATHOCTb NpoBeAeHMA aTaku A0CTaTOYHO HM3KaA. YPOBEHb
COOTBETCTBYET YUC/NOBOMY MHTEPBANy BepoaTHocTu [0.25, 0.5)

3 CpeaHan BepoaTHoCTb NpoBeAeHMA aTaku NpubamsnTenbHo pasHa 0,5

4 Bbicokas ATaka ckopee Bcero byaet nposeaeHa. YpoBeHb COOTBETCTBYET
yncnoBomy MHTepBany BeposaTHoctu (0.5, 0.75]

5 OueHb BbICOKaA ATaKa No4Tu HaBepHAKa byaeT npoBeaeHa. YpPOBEHb

COOTBETCTBYET YUUC/NOBOMY MHTEPBANy BepoaTHocTu (0.75, 1]

Tabauua 3.3. Mpumep TabauLbl onpeaeneHns ypoBHA pucka MHGOPMaLLMOHHON 6e30nacHoCTM

BepoAaTHoCTb OyeHb HU3KaA Huskas CpegHsan Bbicokas OyeHb

aTaku BbICOKasA

Yuep6b

Manbiin ywepb Huskmin Puck Huskuii puck  Huskuii puck  CpeaHuit CpeaHuin puck
pUCK

YMepeHHbI Hu3kunin Puck Huskuii puck  CpegHui CpeaHuit BbICOKWit puck

ywep6 pUCK pUCK

Yuwepb cpeaHer  Husknin Puck CpegHuit CpegHuit CpeaHuit BbICOKWit puck

TAXKECTU pUCK pUCK pUCK

BonbLioi CpeaHuin puck CpegHuit CpegHuit CpeaHuit BbICOKWI1 pUcK

ywep6 pUCK pUCK pUCK

Kputnyeckuii CpeaHuit puck Bbicokuii Bbicokuii Bbicokuii BbicoKMIA pUCK

ywep6 pUCK pUCK pUCK

[Ipu pacuere 3HaYeHUN BEPOSTHOCTH IMPOBEICHUS aTakd, a TAKKE YPOBHS BO3MOKHOTO
yiep6a MOTYT HCIOJIB30BAThCSl CTATUCTUUECKHE METOJbI, METO/blI IKCIEPTHBIX OICHOK WIIN
AJIEMEHTBl TEOPUM MPUHATHS pelieHuid. CTaTUCTUUECKUE METOJIbl MPEIoaraloT aHallu3 yxKe
HaKOIUICHHBIX JAaHHBIX O PEAIbHO CIYYaBIIMXCS HWHIMIEHTAX, CBSA3aHHBIX C HapyIICHUEM
uH(popMallMoHHONH Oe3omacHocTH. Ha oOCHOBe pe3ynbTaToB TaKOro aHalld3a CTPOSTCS
MIPEATONOKEHHS O BEPOSITHOCTH TPOBEACHUS aTaKk M ypOBHAX yiiepdba ot Hux B npyrux AC.
OnHako TPUMEHEHUE CTAaTUCTUYECKUX METOJIOB HE BCEr/a BO3MOXKHO H3-32 OTCYTCTBHUSL B
MOJTHOM 00BEME CTAaTHCTHYECKUX JTAHHBIX O paHee MPOBEICHHBIX aTakax Ha WH(GOPMAIIMOHHBIC
pecypebl AC, aHaJOTUYHOM TOW, KOTOpPast BRICTYIAET B KaUeCTBE 0OBEKTa OIICHKH.

[Ipu ucnonp30BaHMM ammapara SKCIEPTHBIX OLIEHOK MPOBOAUTCS aHAIU3 PEe3yIbTaTOB
paboThl TPYyMMBI SKCIEPTOB, KOMIIETEHTHBIX B 001acTH HWH(POPMAIMOHHONW O€30MacHOCTH,
KOTOpblE Ha OCHOBE MMEIOLIErOoCsl y HHUX ONBITa ONPEACNAI0T KOJIMYECTBEHHBIE WU
KaueCTBCHHBIC YPOBHU PHUCKA. DJIEMEHTHI TEOPHH MPUHATHS PEHICHUN TO3BOJISIIOT MPUMEHSThH
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JUI BBIYMCIICHUS 3HAYEHUS pHCKa Oe30MacHOCTH 0Oosiee CIO0XKHBIE aIrOpUTMBI 00pPabOTKU
pPe3yNbTaTOB pabOThI IPYIIIBI SKCIIEPTOB.

B npomnecce ananmza puckoB WH(GOPMALMOHHON 0€30MacCHOCTH MOTYT HCIIOJIb30BATHCS
CHeUalIM3UpPOBaHHbIE MPOrPAMMHBIE KOMILUIEKCHI, TO3BOJISAIONIME aBTOMATU3UPOBATh IMPOIIECC
aHaJIM3a MCXOJHBIX JAaHHBIX M pacyéra 3HA4eHUM pPUCKOB. lIpuMmepaMu TakuX KOMIUIEKCOB
spisitoress "I'pud" m "Kommop" (xommanmum '"Digital Security"), Opurtanckumii CRAMM
(xomnanus Insight Consulting, noapasnenenue Siemens ), amepukanckuii RiskWatch
(xommnanus RiskWatch ), a raxxe "ABanl'apa" (MuctutryTa Cucremuoro Ananusa PAH).

TpaauMOHHO BBIACISIOT TPU OCHOBHBIE COCTABJISIOIINE 0€30IacHOCTH HH(pOpMAIUK:

koHpuaeHMaIbHOCTh ( confidentiality ) - coxpaHeHue wuHpOpMaMK B TaklHe,
HEBO3MOXXHOCTb PACKPBITUS HH(POpMaIuK 0e3 coriacus 3aMHTEPECOBAHHBIX CTOPOH;

LIEJIOCTHOCTB ( integrity ) - HEMPOTUBOPEUYUBOCTh M MPABUILHOCTh HH(POPMAIIUHU, 3aITUTa
uH(pOpPMAaLIUK OT HEABTOPU30BAHHON MOIU(UKAIUH;

nocrynmHocth  ( availability ) - oOecnedyenwe Hamuuus ~WHOpPMAIUU U
paboTOCTIOCOOHOCTH OCHOBHBIX YCIYT JUIS MTOJB30BATENS B HY’)KHOE U1l HETO BPEMS.

Benyrcs nuckyccun Ha Temy mnosHOTHL " Tpuangel CIA " mana onmcanus yrpos UB.
CymiecTByeT anbTepHaTHBA 3ToM Kiaccudukamuu - T.H. " rekcana [lapkepa " ( Parkerian Hexad
). IloMumo BhITIIETIEpEUNCIIEHHBIX CBOMCTB, JloH Ilapkep BoigenseT:

noyimHHOCTE  ( authenticity ) - B NpUMEHEHHMH K TIOJB30BATENIO OIPENENIeT
COOTBETCTBUE YYaCTHHMKA B3aWMOJCUCTBUSA CBOEMY HMEHHU; B NMPUMEHEHHH K COOOIIEHUIO -
JIOCTOBEPHOCTH TOTO, YTO JTAHHBIE OBIIIM CO3AAaHbI 3aIBIICHHBIM HCTOYHHKOM.

YIPaBJSIEMOCTh, WIIH BiageHue ( possession or control ) - rapanTust TOro, 4To 3aKOHHBIM
BJIAJIEIIC] SBJISICTCS €IUHCTBEHHBIM JIMIIOM, BO BJIACTH KOTOPOTO M3MEHHUTH WH(GOPMAIHIO MU
MOJIYYUTh K HEH IOCTYI Ha YTEHUE

noJie3HocTh ( utility ) - "mpakTHYHOCTR", YIOOCTBO OCTYyMA; HAXOXKICHUE WH(DOpMAIUN
B Takoil (opme, 4TO ee 3aKOHHBII Blajelel] He JOJDKEH Ui TMOJIyUYeHHUs JOCTYyIa TPaTUTh
HEOIPaBIaHHBIX YCHIIHUH (Takux, Kak mpeodpasoBanue ¢popmara, nogoop kiroda mudpoBaHus U
T.J.)

CymecTtByeT TaKxke kiaccuduxamnus SA, ropsdo o100pseMasi U3BECTHBIM KpunTorpadom
bprocom IlInanepom:

Authentication (ayTeHTH(pUKaLUA: KTO ThI?)

Authorization (aBTopu3arus: 4To Te0€ MOXKHO JeNaTh?)

Availability (1ocTymTHOCTb: MOKHO JIM ITOJIy4YUTh pabOTaTh C TaHHBIMU?)

Authenticity (HO/UIMHHOCTh: HE MOBPEX/ICHBI JIU TaHHBIE 3JI0YMBIIIEHHUKOM?)

Admissibility (10TTyCTUMOCTB: SIBISIFOTCS JIM JaHHBIE JOCTOBEPHBIMH, aKTyaJIbHBIMH H
MOJIE3HBIMU?)

Msbl B naHHOM Kypce Oyaem mpuuaepxkuBatbes monenu yrpo3 STRIDE, senstomeiics
KOMIIOHEHTOM Hcmnonb3yeMoit Microsoft metomonoruu SDL ( Secure Development Lifecycle ).

Spoofing ( mpuTBOPCTBO)

Tampering ( u3MeHeHuE)

Repudiation ( 0Tka3 0T OTBETCTBEHHOCTH)

Information Disclosure ( yreuka gaHHBIX)

Denial of Service ( oTka3 B 00CTy)XHBaHIH)

Elevation of Privilege ( 3axBaT npuBuieruii)

JlanHas kimaccuuKanus pacmupseT TPAIUIMOHHBIM TOAXOM K OIEHKE Oe301acHOCTH
uHpopmanuu (nokpsitue obmactu CIA obecneunBaroT komnoHeHThl Tampering + Information
Disclosure + Denial of Service) u mo3BossieT pa3paboTUnKy B3TJISHYTh Ha WH()POPMAIMOHHYIO
CHUCTEMYy C TMO3MIMU 3JOyMbIIUIeHHUKA. Jlamee Mbl OyJemM paccMaTpuUBaTh HPOAYKTHI M
TEXHOJIOTUH, YIIOPSIOYNBAs MX COTJIACHO TOMY, OT KaKOTO THMA YTpO3bl MO KiIacCUpUKAIIH
STRIDE onu npu3BaHbl 3aIIUTUTh HHPOPMALIMOHHBIE PECYPCHI.

Kpatkue ntoru
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B nmanHO# nekmuu ObUIM PacCMOTPEHBI MPUHIUIBI MPUMEHEHUS aHAIHM3a PUCKOB IS
yhnpaBieHUs: HMHQOPMAIMOHHON 0e30macHOCThI0 mpeanpuatus. lIpoBenaeH CcpaBHUTEIbHBIN
aHAIN3 IOJIXOJO0B K paclo3HaBaHHUIO Yrpo3 C HUCIOJIb30BaHUEM pa3nuuHbIXx Mozeneil: CIA,
I'excana [1apkepa, SA, STRIDE.

IlocTanoBKa 321244 K l'lpaKTI/I‘{eCK()ﬁ paﬁoTe 2

1. 3yuuTh nipeyiaraeMblii TEOPETHIECKUI MaTEepHal.

2. CchopmupoBath AHAIUTUYECKUI 0030p UHCTPYMEHTOB [IEPCOHAIBHOMN
KrOepOe30MacHOCTH (PYCCKUX M MHOCTPAHHBIX).

3. CoctaBuTh TaOJIUIly CPAaBHUTEIHLHOTO aHAIN3a U3YYCHHBIX B I1. | HHCTPYMEHTOB.

4. Opopmutp oTueT Mo npakTudeckoil padore. [IpeacTaBUTh OTYET MO MPAKTUUYECKON
paboTe 11l 3alTUTHI.

BapuaHTbl HHAUBUAYAJIBbHBIX 3aIaHUN

B cooTBeTcTBUM C MOMYyYEHHBIM 33a/IaHUEM BBIMOJIHUTH aHAJIU3 U JIaTh €ro OMUCAHUE CO
CKPUHIIOTaMH BBITIOJHEHHBIX AeWcTBUU. [loKakuTe Ha CKPUHIIOTAX Pe3yibTaT MPOBEICHHOIO
aHanmusa
Tab6muma 2.1 —BapuanTsl 3ananuii

No OOBEKT 3alIUThI O01acTh 3aIUTEI
1 CTyneHT yHUBEpCUTETA HoytOyk, cmaptdoHn, cpencta
CBSI3H
2 IT-cnenuanuct Ha ynaneHHoM | IlepconanbHbIi KOMIIBIOTED,
JOCTYyTIE HOYTOYK, cMmapT(hoH, cpencTBa
CBSI3U
3 Monaepatop IlepconanbHbIN KOMITBIOTED,
WH()OPMAIMOHHOTO pecypca HOYTOYK, cMmapT(hoH, cpencTBa
CBSI3H
4 Crmu-paiitep HoytOyk, cmaptdoH, cpencrsa
CBSI3U
5 bnorep HoytOyk, cmaptdon, cpencrtsa
CBSI3H
6 [IxonpHUK Hoyt6yk, cmaptdoH, cpencrsa
CBSI3H
7 Menemxkep cpeanero 3seHa Ha | [lepconanbHbli KOMIIBIOTED,
YAQJIEHHOM JIOCTYIIe HOYTOYK, cMapTdOH, CpeacTBa
CBSI3H
8 Cnemmamucr 1mo  a”anuzy | [lepcoHanmbHbIi KOMIIBIOTED,
JAHHBIX Ha yIQJIEHHOM | HOYTOyK, CcMapT(oOH, CpelIcTBa
JIOCTyTIE CBSI3H
9 Pazpabotunk CalToOB Ha | [IepconanbHbIi KOMIIBIOTED,
YAQJICHHOM JIOCTYIIe HOYTOYK, cMapTdoH, CpeacTBa
CBSI3H
10 [Iporpammuct Ha ynaneHHoM | [lepcoHanbHBIN KOMIIBIOTED,
J0CTyTIE HOYTOYK, cMapT(oOH, CpelIcTBa
CBSI3H

Conep:xanue oTyeTa

[To BEIMONHEHHOW paboTe cocraBisercss oT4eT. OTYET BBITOIHSAETCS B DIIEKTPOHHOM
Buze. [1o BeIMOMTHEHHOMY OTYETY MPOBOAUTCS 3alllUTa MPAKTHYECKONH PaOOTHI.

Otuer mo sabopaTopHOW pPabOTE€ MAOKEH COCTOSITh W3 CIHENYIOIIHUX CTPYKTYPHBIX
3JIEMEHTOB!

- TUTYJIbHBIN JIUCT;
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- BBOJHAaA 4aCTh,

- OCHOBHasl 4acTh (Omucanue paboThI);

- 3aKJIF0YEHUE (BBIBOJBI).

BBoanas yacTe oTueTa OJIKHA BKIKOYATh MYHKTHI:

- YCIIOBHE 33J1auH;

- IOPSIIOK BBIMOJTHEHHUS.

- IPOrpaMMHO-aNNapaTHbIE CPEJCTBA, UCIIOIb3YEMBIE IIPU BBIIIOJIHEHUN PAOOTHI.

3amuTa oTYeTa MO MPAKTUUYECKOH paboTe 3aKiIoYaeTcs B MPEAbSIBICHUN MIPENOAaBaTEIIo
MOJYYEHHBIX PE3yJbTaToOB B BUjAE (ailia M JEMOHCTPAIMH MOJYyYCHHBIX HABBHIKOB IPH OTBETAX
Ha BOIIPOCHI MPENoiaBaTesl.

KOHTpOJIbHLIe BOIIPOCHI

1. Ananu3 pucKoB Kak OCHOBA yIpaBJIeHUs MePCOHATBLHOM K1OepOe30MmacHOCThIO

2. Mogens yrpo3 STRIDE.

3. UHCcTpyMEHTHI aHallM3a U KOHTPOJISI UHQOPMALIMOHHBIX PUCKOB.

4. CpaBHUTENBHBIN aHANU3 TMOAXOJOB K pAaCIO3HABAHUIO YIrpo3 C HCIOJIb30BAHUEM
paznmuunbix Mojenei: CIA, STRIDE.

IIpakTuyeckoe 3ausaTHe 3. JKOHOMUYECKasi YPPEKTUBHOCTH CPEACTB 00ecTedeHust
NMePCOHAIbHOI KN0ep0e30nacHOCTH

Lemp paGorel: M3yunTh W NPUMEHUTh HA TPAKTUKE QJITOPHUTMBI JIOTHYECKOTO
POrpaMMHUPOBaHUS. BEIMOTHUTE pa3paboTKy Mporpamm, UCIIB3YIOIINX PEKYPCHIO.

OcHoBBI TEOPUH

IKoHOMHNYeCKasA 3PPeKTUBHOCTDH CPEICTB 0OecneYyeHUsl NePCOHAIbHOM
Kn0ep0e30nacHoCcTu

Baxxnocth 3xoHOMHYEcKoro obocHoBanus nHBecTHiMii B Ub momguepkuBan B.MambIkuH,
JTUPEKTOp 10 MH(POPMAIMOHHON Oe30macHoCTH KaOwHeTa mpesujeHTa Microsoft B Poccuu u
CHI', B cBOMX BBICTYIUICHHSX Ha KoH(epeHiumsx Security @ Interop 2008 u IT-Summit'2008
[7.48]. Cornmacuo [7.49], GombIIMHCTBO 3apyOekHBIX KoMmmaHuii (84%) wucnonb3yor ROI u
JIpyrue UHCTPYMEHTHI JJis OLleHKM HMHBecTHIMH B UMb, xoTopwie cocraBisitoT B cpeanem 5%
Bcero UT-0romxkera. B Poccun va Ub uaer 0,5% UT 6romxkera, T.e. B 10 pa3 mensie. Takyro
cuTyanuio B.MaMbIKUH HampsMyrO0 CBS3bIBA€T C TEM, YTO B HAllled CTpaHe MOKa HE MOJIy4HJia
IIMPOKOTO PACIPOCTPAHEHUs MPAKTHKa OLIEHKH 3(PQpeKkTuBHOCTH cpeacTB obecneuenus Ub c
HDKOHOMUYECKUX MO3ULUH.

Pacuer ¢unancoBo-3koHOMHUeckuX TokazaTeneil C3U mo3BoseT penuTh CIeayrolIme
3amaum [7.47]:

O6ocHOBaHNE BHEJPEHHUS CUCTEMBI 110 OOecreueHu0 MHPOPMAIMOHHON 0€30MacHOCTH
Ha NPEeANPUIATHHA C SKOHOMUYECKON TOUKH 3PEHUS;

OneHka HKOHOMHMYECKOM dS(PQPEKTUBHOCTH BHEJIPEHMS] WM 3aMEHbl  CHCTEMBbI
0e30macHOCTH UH(OPMAIIHH;

[IporHo3upoBanue pacxoaoB 1Mo co3nannio/ GyHKIHOHUpoBaHUIO/ MoaepHu3anuu C3U1U
(3amaua yrmpaBieHUs OI0KETOM);

CpaBHEHME 10 SKOHOMHYECKMM KPHUTEpPHSAM HECKOJIBKMX BapuaHTOB co3nanus C3U,
MOCTPOCHHBIX Ha PA3UYHBIX APXUTEKTypax (CHUCTeMax W KOMIIOHEHTax), C IIeTbI0 BBIOOpa
ONTUMAIFHOTO BapHaHTa peau3aiuu mpoekrta (3anada Beioopa UT-cTparerun).

KayectBo mHpOpManuu, HEOOXOAUMON JUIsI MPUHATHS PELICHUS O 1eleco00pa3HOCTH
MHBECTHUINI, B MEPBYIO o4epe/b, OyAeT 3aBUCETh OT WCXOIHBIX JAaHHBIX, HA OCHOBE KOTOPBIX
IPOU3BOIMIINCH BBIYMCICHUS. Y I3BUMBIM MECTOM B JII000# METOIMKE pacueTa sBIsSETCS UMEHHO
cOop u 00paboTKa MEePBUYHBIX JAHHBIX, X KAa4eCTBO U JOCTOBEPHOCTh. OJHUM U3 OCHOBHBIX
BOINPOCOB sIBJsieTcsl oleHKa 3arparT Ha Mb. Bbibop HeoOXomumol cTeneHd 3alluThl JOJDKEH
YUUTBHIBaTh P KPUTEPHUEB: YPOBEHb CEKPETHOCTH HH(OpMalMM; €€ CTOMMOCTh; BpeMms, B
TE€YEHHE KOTOPOTO OHAa JOJDKHA OCTaBaThCsl B TaiiHe W T.A. V3BecTHbil kpumrtorpad bproc


http://www.intuit.ru/studies/courses/600/456/literature#literature.7.48
http://www.intuit.ru/studies/courses/600/456/literature#literature.7.49
http://www.intuit.ru/studies/courses/600/456/literature#literature.7.47
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[uaiiep (Bruce Schneier) B padore [7.26] moguepkuBaer, 4To TepMUH "0€30MaCHOCTE" JHIIICH
cMbIciia 0e3 CBeJeHWH O TOM, OT KOIO M Ha KakOW CpOK 3amuiieHa uHdopmarus. ITo
YTBEP)KJICHHE MPUMEHUMO KaK K CHCTeMaM o0ecriedeHusi 0€30MacHOCTH B IIEJIOM, TaK M K HX
Ba)KHEHIIEMy KOMIIOHEHTY - CPEACTBaM KpUINITOTpapuiecKor 3aluThl HHGOpMaIUH.

CpenctBa kpunrorpadudeckoii 3ammrtbl uHpopMmarmu (CK3U) mpencraBisior coboit
CPEICTBA BBHIYMCIUTENIBHON TEXHUKH, OCYIIECTBISIONINE KpunTorpadguueckoe npeodpazoBaHue
uH(popManuu it odecnieueHus ee 6ezonacHoctu. Pocc Aunepcon (Ross J Anderson), Begymuii
JKCTEpT B 00J1acTH MHPOPMAITMOHHON OE30IIaCHOCTH, B CBOEH cTaThe [ 7.3] MPUXOIUT K BHIBOY,
YTO MpPHU OLEHKE YPOBHS 3alMIIEHHOCTH CIECHUAIUCT AODKEH NPUHUMATh BO BHUMaHHME HE
TOJIbKO TEXHHYECKHE XapaKTePUCTUKUKPUITOCUCTEMBI, MOJIy4aeMble MyTeM KpPUIITOAHATU3a U
aHanM3a MHPOPMAITMOHHBIX IOTOKOB, HO HCIOJIB30BATh TAK)KE M SKOHOMUYECKHUE HHCTPYMEHTHI.

PaccmoTpuM BO3MOKHOCTH pa3paboTku Metoauku aHaimsa 3¢dextuBHocTH CK3U ¢
y4eTOM TOTO, KaKHUM yrpo3aM 3amuiiaeMas uHdopMmaius OyIeT MOABEprarbcs CO CTOPOHBI
37I0YMBIIIJICHHUKOB.

Jlist perieHus MOCTaBICHHOM 3314l HE00X0AUMO:

(dhopMann3oBaTh Mporecc OIeHKU YPPEKTUBHOCTH KPUTITOTPAPUUECKOM 3aIlUThI;

pa3paboTaTh MaTeMaTH4YeCKyl0 MOJAETh yrpo3 0e30macHOCTH HH(GOPMAIMOHHBIX
PECYPCOB, 3alIUIIEHHBIX C UCIOIb30BAaHUEM KPUNTOTPadUIECKIX CPENICTB;

00eCTeYnTh KPUNTOAHATUTHKA HA0OPOM HHCTPYMEHTAIBHBIX CPEACTB, MO3BOJISIOIINX
OLICHUTh CTOMKOCTh KPUNTOTpadUUYECKUX CPEICTB MO OTHOMICHUIO K HACHTU(UIUPOBAHHBIM
yrposam;

MIPOBECTU aHAIM3 CYIIECTBYIOMMX MeTo10B orleHku CK3U ¢ s3koHOMUYECKHX MO3ULIUHN U
BBIOpaTh (PMHAHCOBO-YKOHOMHYECKHE TOKA3aTEeNH, MOIXOASIINE JUIsi SKOHOMUYECKOH OLIEHKH
nuBectuimii B CK3U.

[TocTaBneHHBIE TETU COTIACYIOTCS C 3aJadyaMH, BOIIEAIIUMH B IEPEYCHb OCHOBHBIX
HANpPaBIEHUHN U MPUOPUTETHHIX MPOOIEM HAYYHBIX UCCIIEIOBaHUI B 001acTH MHGOPMAIMOHHON
OesomacHoct  Poccuiickoit  @enepauuu, KOTOpblii Obul  pa3paboTaH  ceKLUed 1o
uH(popMalnoHHoi Oe3omnacHoctu Hayunoro cosera mpu CoBere beszomacnoctu Poccuiickoit
®deneparuyl MpH AKTUBHOM YYACTHH BEAYIINX YUYCHBIX M CIIEIUAIMCTOB HAYYHBIX YUPEKICHUHN U
opranuzaimii PAH, By30B, ¢enepaabHbIX OpPraHOB MCIIOJHHUTEIBHOM BJIACTH, pabOTaromuX B
pa3IMYHBIX O0JIACTSAX, CBSI3aHHBIX C OOECIEYeHUEeM HAIMOHAIBHOIN Oe3omacHocTH (cM. [7.44],
. 46, 47 u 56).

[Ipouecc ouenku 3¢hPpeKTUBHOCTH KPUNTOrpaUuecKoi 3aUThI

AHanu3 CynecTBYIOIIHUX MOIX00B

IIpu  ouenke »s¢dextuBHocTn CK3UM  BakHEHIIMM  KpUTEpHUEM  CUMTAETCS
KPUITOCTOMKOCTh, T.€. CIIOCOOHOCTh MPOTHBOCTOATH aTakaM KpunroaHamutuka [7.40]. Takoi
HIOJIXOJ] HE YYUTHIBACT IPYTUX BAKHBIX TPEOOBAHUH K KPUIITOCHCTEMaM, a UMEHHO (cM. [7.46]):

MUHHUMAaJIbHBIN 00beM HCIOIB3yeMOM KITI04eBOM MH(pOpMaIuy;

MUHHMaJIbHAs CII0)KHOCTD pPean3anuy (B KOJIHMYECTBE MAITUHHBIX OTIEpaInii);

CTOMMOCTb;

BBICOKOE OBICTPOJICHCTBHE.

Kpome toro, ucnonszoBanne CK3U, oGecnieunBaromux yCTOWYMBOCTh K B3JIOMY HIKE
HEKOTOpO# "(OHOBOH" BEPOATHOCTH, SBISCTCA DKOHOMHYCCKH HeompaBaaHHbiM [7.35].
Hanpumep, ecnu BeposATHOCTh BBIXOJa KOMIIAaHMM U3 OusHeca paBHa 230 (MeHee 4eM OJAMH U3
MIIIHOHA), TO €CTh JIM CMBICI JIJIS 3aIUTHl HHPOPMAITUH, KOTOpast MOKET HaHECTH KOMITAaHUU
yiepO, COMOCTaBUMBIM C KPU3UCOM PBIHKA, WCHOJIB30BATh AJTOPUTM, BEPOSATHOCTH BCKPBITHS
KOTOpOTO 3a mpuemiieMoe BpeMs coctapiisser 21007

B cratee B.I1.MBanoBa [7.38] 3¢pdexTuBHOCTS KpUNTOrpadMuecKux CpPEACTB 3aLIUThI
npeJiaraeTcsl OllEHUBAaTh C MCIOJIb30BAaHHEM MaTEeMaTHMUYECKOTo armapara TEeOpUH MacCOBOTO
OoOCITy’)KMBaHUsI W TEOpUM KaracTpod Ha OCHOBE BEpPOSATHOCTHO-BPEMEHHOH TIpYIIIBI
MoKa3aTesel, B YUCie KOTOPhIX:

cpeaHee BpeMs 6€30MacHOr0 (PYHKIIMOHUPOBAHUS 3aLIUIIAEMON CUCTEMBI;
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BpeMsi 6e30MacHOT0 (QYHKIIMOHUPOBAHHMSI 3AIIHUIAEMON CUCTEMBI ¢ BeposiTHOCTRI0O HCJ]
HE BBIIIC 3aJaHHOM;

sKOHOMHYECKas 3(pPEeKTUBHOCTH CO3IaHHON CHCTEMBI 3aIIUTHl HHPOPMALIUH.

Br16op moxazareneit 3¢(heKTUBHOCTH MPEACTaBIsSET UHTEPEC, OJHAKO METOJUKA MMEeT
psI KPUTUYECKUX HEIOCTATKOB, KOTOPHIE JIEJIal0T HEBO3MOXKHBIM €€ MPUMEHEHUE Ha MPAKTUKE
nst onieHku coBpeMeHHbIXx CK3U. B nepByto odepenb 3TO TpaHUIbl MPUMEHUMOCTH: METOAUKA
HNOJXOAUT TOJIBKO JJIsI OICHKH KPHITOCHCTEM, NPUHAMISKAMMUX 10 KiIacCcu(puKanuu
K.bpaccapa (Gilles Brassard) [7.6] x kiaccy KpUNTOCHCTEM OTPAaHHMYEHHOI'O HCIIOIB30BaHMUS,
CTOMKOCTb KOTOPBIX OCHOBBIBAETCS HAa COXPAHEHHWU B CEKpETe aJrOpUTMOB 3amu(poBaHus U
pactmmmdpoBanus. OmHako, coriacHo GyHAaMeHTanbHOMY nomnymieHuio Kupxrodda (Auguste
Kerckhoffs) [7.14], cTOWKOCTh KPHUIITOCHCTEMbI JOJKHA OCHOBBIBATHCS HE HAa CEKPETHOCTU
IrOpUTMOB 3amudpoBaHusl W pacHIMPpOBaHUS, a HA CEKPETHOCTH HEKOTOPOTO 3HAUCHUS,
KOTOpOE Ha3bIBAETCS €€ KII0YOM. Bce cCoBpeMeHHBIE KPUIITOCHCTEMBI MOCTPOCHBI MO ATOMY
MPUHIINITY, U UCCIIEJOBAHUS MX HAJEKHOCTU BCEra JOJKHBI MPOBOJUTHCS B MPEAINOIO0KEHUH,
YTO TMOTCHLIUAIBHOMY TIPOTUBHUKY O KPHIITOCUCTEME W3BECTHO BCE, 3a MCKIIOYCHHUEM
UCIOJIB3YEMOr0 KITF0Ua.

Emie omHuM HEOCTaTKOM METOIMKH, OMHUCAaHHOW B pabote [7.38], sBisieTcs TO, 4TO OHA
HE YYUTHIBACT 3aBUCUMOCTH 3(P(HEKTUBHOCTH KPUITOCUCTEMBI OT YCJIOBHN €€ MCIOJIb30BaHUSI.
OueBuaHO, YPPEKTUBHOCTh OJHONH W TOW K€ KPHITOCHCTEMBI B PA3HBIX KOHTEKCTAaX MOXKET
CYLIECTBEHHO  OTIMYaThCs, T.K. cpeda (YHKIHMOHUPOBAHUS CUCTEMBl  HAKJIAJbIBACT
OTIpeieIeHHbIC OTPaHUYEHUS Ha BO3MOXHBIE CLIEHAPUH aTaK.

CylecTBylOT ~ METOAMKH,  IO3BOJSIOUIME  I[OCTPOMTH  MOAETH  Yrpo3 U
ySI3BUMOCTEHMH(DOPMAIIMOHHBIX ~CHCTEM M Ha OCHOBE aHalIMW3a PHUCKOB  TOJYYUTh
KOJIMYECTBEHHYIO OI[CHKY COOTHOIICHHUS MOTEePh OT yrpo3 0€30MacHOCTH M 3aTpaT Ha CO3JaHUE
CHCTEMBI 3alIUTHI (CM., Harpumep, [7.39]):

Metosr CRAMM, pa3paboTaHHblii AT€HTCTBOM 10 KOMIIBIOTEPAM U TEIEKOMMYHHKAIUSM
BenukoOpuranuu 1o 3aganuio bpuranckoro npasurensctea [7.9];

ceMeiicTBO mporpamMMmHbIX MpoaykToBRiskWatch oT onHOMMEHHON aMepuKaHCKOMN
Kommanuu [7.23];

KOMIUIEKCHAsI CHCTeMa aHajlu3a W YIpaBICHUS PUCKAMUUH(OPMAIIMOHHOW CHCTEMBI
['PU®, co3nannas oteuecTBeHHOM komnanueii Digital Security [7.10].

OTH MHCTPYMEHTaJbHBIE CPEICTBA TMOJE3HBI CIEIUANINUCTY IPH MPOBEACHUU ayauTa
cucTeM o0ecredeHrsi OEe30MaCHOCTH TPEIIPUATHS, OJHAKO OHM HE YUYUTHIBAIOT CIECIUPUKA
CK3U u, xak mokazaHo B [7.34], He MOIXOAST AJS peIlIeHUs MOCTABICHHON B JaHHOW pabore
3a/1a4H.

Hakonen, cymectByloT MeToAbl  (OPMaIbHOIO  aHalM3a  KPHUITONPOTOKOJIOB.
Kpunrorpaduueckuit mpotokon [7.24] perimaMeHTHpPYET TIOCIIEAOBATELHOCTh JICHCTBHA,
BBITIOJTHSAEMBIX ABYMS U O0Jiee CTOpOHAMHU ISl PEIICHUs KaKoH-110o0 3aauu ¢ UCIOIb30BaHUEM
KpUNTOrpaguuecKux Mpeodpa3oBaHUi U anrOpuTMOB. MOYKHO BBIACTUTH TP OCHOBHBIX Kjlacca
METO/I0OB aHaJIN3a KPUIITOIPOTOKOJIOB!

JlenyKTUBHBIE METOBI, OCHOBAaHHBIE Ha aBTOMAaTHYECKOM JIOKA3aTEIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOWCTBAMH HCCIIEYEMOT0 KpUIITONPOTOKOa [7.5];

Metoapl aHaiM3a COCTOSIHWUH, MOJEIUPYIONIME KPHUIITONPOTOKOJ B BHUAE KOHEYHOTO
aBToMara [7.4];

MeTo/bl CTaTHYeCKOTO aHaIn3a, 00BEKTOM MCCIIEOBAHMS B KOTOPBIX SBIISTIOTCSI TOTOKH
JaHHBIX U yrpaBieHus [ 7.7].

[lepeuncieHHbIe MOAXOIBI UMEIOT CYINIECTBEHHBIH HEJIOCTATOK: BCE OHU MOCTPOEHBI HA
MPEINOJIOKEHNUH, YTO UCIIOJIb3yeMbIe B MIPOTOKOJIE KPUNITOTpaduuecKre MPUMUTUBEI H1eaTbHBL
PaccmarpuBaeTcsi TONBKO KOHIENTYyaJbHAs CXEeMa IIPOTOKONA, OT KOHKPETHBIX METO/IO0B
mrpPOBaHUS U UX TOJBEPKEHHOCTH aTaKaM3JIOYMBIIIJICHHUKA MPUHATO a0CTparupoBaThCsl.

Monens nporecca ouenku 3dpdextuHoctu CK3U
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Haubonee »>¢QexTuBHBIM NpU BBIOOPE M OIEHKE KpUNTOrpaUuecKOl CHCTEMbI
CUMTAETCS MCIOJb30BAaHUE JKCIEPTHHIX omeHok [7.46]. Ilpu omenke sdpdexruBHocTn CK3U
HEOOXO0MMO TIPUHMMATh BO BHHMMAaHHE B3aUMOCBS3b (DAKTOPOB, ONPEACISIONIMX €€
MOJIBEP)KEHHOCTh AaTaKe OINPEICNIEHHOr0 TuMa. YIpPOUIeHHOe rpaduieckoe MpeCcTaBlIeHne
MOJICTIM CLIEHApHs aTaku U300paxeHo Ha puc. 7.1. Bo uzbexanune M30BITOYHOCTH M3 MOJICIH
HCKJIIOYEH 3JIEeMEHT "3aluinaeMble pecypchbl’, KOTOPBIM 3aaeTCsd HESIBHO - 4Yepe3 DJIEMEHT
"3noymbiieHHUK"  (XapakTtep 3amm@poBaHHOW WHGOPMALMK  ONpENeIsieT BO3MOXKHBIX
37I0YMBIIICHHUKOB, KOTOPbIE MOTYT OCYUIECTBIJIATH IOMBITKM B3JIOMa B IIEJIAX HapYyUICHHS
KOH(UICHIIMATLHOCTH, IIETIOCTHOCTH HITU JOCTYITHOCTH).

3N OYMbILLNEHHMK

MCNONb3YET

ATaka

4yT70BbI B3NOMaTE

v

KpunTocucTema

Puc. 7.1. Moaenb crieHapus B3jioMa

Ha ocHOBaHuU MpennoXeHHOW MOJENU CLEHapus aTaku IOCTpOeHa MOJENb YIpo3
6e30macHOCTH WH(POPMAIIMOHHBIX pecypcoB u3 Tpex snementoB [7.30] - ABC-monens ("A" ot
aHr. Attack - ataka, "B" ot anri. code-Breaker - B3nommmuk mudpa, "C" ot anra. Cryptosystem
- kpunrtocucrema ). Marematnueckoe onucanue ABC -Mozmenum 1aHO MO3XKeE, 3[1€Ch MBI
pPacCMOTPUM TIPOIECC SKCHEPTHOM OLEHKH 3(PPEKTUBHOCTH KPUNTOrpapuuecKor 3alluThl
(rpadmueckas Mozelnb mporecca n300paxeHa Ha puc. 7.2).

Hensto sTanos 1-3 saBasercs nocrpoenue ABC -monenu. IlepBblil aTan - onpeneneHue
00BEeKTa MCCIE0BAHUA. 3]1€Ch OINUCHIBAIOTCS KOHKPETHBIE XapaKTEPUCTHUKU KPHUITOCHCTEMBI.
Ha BTOpoM »3Tame 3amaroTcsi mapameTphl, ONpEAENSIONIMe TUIl MOTEHIHAIbHBIX B3JOMILIUKOB
Kpunrocuctemsl. Kak OyneT mokazaHo B ClEIyIOIIEM paszfene, MpH HaIUYUK (opMatbHBIX
NPEJICTABICHUA HCCIIEyeMONl KPUIITOCUCTEMbl M MOTEHLUUAIbHBIX 3JIOYMBIIUIEHHUKOB MbI
MOXEM TMepelTH K TpeTbeMy JTaly, T.€. ONpPENEeNUTh THUIIBl aTak, KOTOPHIM IOJABEp)KEeHa
KPUITOCHCTEMA, a TAKXKE CBSI3aHHBIM C HUMH PHUCK.

YeTBepThlil 3Tan npejcTaBiseT coO0H aHaIN3 yCTOWYMBOCTUKPHUIITOCUCTEMBI K aTakam,
OTpeZieIieHHBIM Ha TpeTheM dTare. [ npoBeieHns KpUNToaHaIU3a CreUualncTa He0OX0AUMO
o0ecrieynTh HAOOPOM MHCTPYMEHTAJIBHBIX CPEJICTB, MCCIEIOBAaHUE M Pa3pabOTKE KOTOPBIX
OyzeT paccMoTpeHa Jajee.

HaxoHnern, maTbI 3Tam npennojaraeT UCHOJIb30BAHME PA3JIMYHBIX MOJXOIOB K OLIEHKE
skoHOMHUYecKol dpdexktuBHOCTH MHBecTUIM B CK3U Ha ocHOBaHMM JaHHBIX, MOJTYyYEHHBIX Ha
sTamax 1-4.
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D V182 MM KaLWA

KPMITOCKE TEMB!

v Onpejeneque

[ ] NOTEHLM aNb HolX
B3NOMLLMK OB

W | OnpeaeneHue MHOKECTEa
aTaK, KOTOPbIM MIKET

I::I nogseprats o

KpMITOCUCTEME

l: :| OL|EHKA YCTOA4MB OCTH
CUCTENEI K 3TMM aTakam

KOUITOCUCTEMEI

g Orpeaenerm e cooTE ETCTBUA
NOTPEBHOCTAM OPraHM3aLn

Puc. 7.2. TIpouecc oneHkH 3pHEKTUBHOCTH KPUITOTPAPUUECKON 3aIIUTHI

MogenupoBaHue yrpo3 6€30nacHOCTH HHPOPMALMOHHBIX PECYPCOB

3anaya coctout B pazpaborke ABC -monenu yrpo3 GezonacHOCTH MH(GOPMAIMOHHBIX
pecypcoB, 3aIlIMLIEHHBIX C HCIOJb30BaHUEM KPHUNTOTPa(pUUECKUX CpEACTB, KOTOpas JacT
BO3MOXHOCTh  ()OpMAJIM30BaTh  B3aUMOCBS3b MEXKAY IapaMeTpaMd  KPUOTOCHCTEMBI,
HNOTEHIMAJIBHBIX 3JI0YMBIIIJICHHUKOB U BO3MOXKHBIX aTak. /[y pemeHus nmoctaBieHHOM 3a1aun
HE00X0UMO:

Pa3zpabotate MHOrOKpUTEpHUalbHbIE KIACCU(DUKALMOHHBIE CXEMBl, IO3BOJISIOILUE
UACHTU(PUIIUPOBATD:

KPUITOCHCTEMY - C YYETOM OCOOCHHOCTEH ee peaan3aluy;

MOTCHIIMAJTBLHOTO B3JIOMINMKA - C Yy4eTOM €ro MOTHBAIlMHM, BO3MOXXHOCTCH W
KBaTH(UKAIIH;
KPUTITOAHATUTHYECKYI0 aTaky - C yY4eTOM TPUMEHHMOCTH K  Pa3JIMYHBIM

KPUINITOCUCTEMAM U HEOOXOIMMBIX JJIs €€ OCYILECTBICHHS PECYPCOB.

Ha ocHoBe pa3paboTaHHbIX KiaccUpUKaUUNd CO3/4aTh MapaMEeTPUUYECKHE MOJAEIU
KPUIITOCUCTEM, aTaK U 3JI0YMBIIIIICHHUKOB;

VYCTaHOBUTH 3aBUCUMOCTh BO3MOXKHBIX CIIEHAPHEB B3JIOMa OT XapaKTEPUCTHUK
3JI0YMBIIIJICHHUKOB U OT OCOOEHHOCTEHN pealn3aluy UCCIeJyeMON KPUIITOCUCTEMBI.

AHanu3 CymecTBYIOUUX MOIX0I0B

Jns uaeHTH(UKAUK UCCIeNyeMOll KPUNTOCHCTEMBl HY)KHO BBIJICJIUTH Habop ee
KJIFOYEBBIX CBOMCTB. M3BecTHBl KiacCUpUKAUM KPUNTOCUCTEM, B 4YHCIE KOTOPBIX -
KJaccu(UKAIMOHHAs CXEMa, MpeUIOKEHHas! MIBEHIIapCKUM MaTeMaTHKOM M KpHUHITorpadom
Y.Maypepom (Ueli Maurer) [7.21] u ocHOBaHHAas Ha TOM, YTOOBI Pa3IMYaTh KPUIITOCHCTEMBI TIO
KOJINYECTBY KIItoue, yrnomsHyTas Bblie cxema JK.bpaccapa [7.6], B KoTopoil KpUNTOCHCTEMBI
pa3IUyYaloTCs B 3aBUCUMOCTU OT COXpPAHEHMs B cekpere MexaHusma mmudposanus. Hu onna u3
TUX Kiaccupukanuii camMa mo cebe He MO3BONUT HACHTU(PHUIMPOBATHKPUIITOCUCTEMY -
HeoOxoauMa MHOTOKpuTepuaibHas kiaccupukanus. C 3TOM TOUKM 3peHUst MpeAcTaBiseT
untepec pabora K.Uepeszosa [7.43], B KOTOpOH mpeiaraioTcs 0000MIAIONINE KPUTEPUHU IS
CpaBHEHUS NMPOAYKTOB Ha poccuiickoM peiHke CK3U:

®upMa-TIpON3BOJUTEND;

Tun peanusanuu;

Hannuue nevictByronmx ceptudukatoB coorsercTBuss ®CBh Poccun u kinaccsl 3aIIUThI;

PeanuzoBannbie KpunTorpadguyecKkue alropuTMbl;

IlonnepxuBaeMble ONEpalliOHHBIE CUCTEMBI;

[IpenocraBnsemblii mporpaMMHbBINA HHTEpDEic;

Hanuune peanuzauuu nporoxona SSL/ TLS ;

[TonnepkuBaemMblie TUITBI KIIFOYEBBIX HOCUTENEH;

WHTEerpupoBaHHOCTh C MPOAYKTAMH U pelIeHus MU KoMnanuu Microsoft ;
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Hannune auctpulytuBa mpoaykTa B CBOOOJHOM JOCTYIE Ha caiiTe MpPOM3BOIUTEINS,
JMIIEPCKOM CETH paclpOCTPaHEHHs U CEpBUCA MOAIEPKKH.

Henocratkom mnpuBeneHHONW Kiaccu(pUKaMK A TOCTPOCHHUS TapaMeTpUUecKOi
MOJIEJIN KPUITOCUCTEMBI SIBJISIETCS TO, YTO AJISl PELICHUs IOCTAaBICHHON B Hallel padore 3ajauu
BaXHbl He '"morpeOutenbckue" u "Texumueckue" xapakrepuctuku CK3M, a ux cBoiicTBa,
OIpeIeNIAIOIIUE MT0IBEP>)KEHHOCTh TEM HJIM UHBIM aTaKaM.

Tumbl B3JIOMIIMKOB, OT KOTOPBIX KPHUITOCHCTEMA JIOJDKHA OOECIIEYUTh 3alluTy,
ONpeNeNA0T pa3yMHbI ypoBeHb Oe3omacHOCTH. YTOOBI NOHATH, KakUM aTakam Oyner
MOJBEPraTbCs CUCTEMa, HEOOXOIUMO BBIICIUTh HauOoJiee BEPOATHBIX  B3JIOMIIHMKOB.
Knaccudukanmu Jx.I'oBapga (John D Howard) [7.13] u b.lInaiiepa [7.25], B KOTOpBIX
3JIOYMBIIIJICHHUKH PA3JUYalOTCsl B 3aBUCHMOCTH OT MX JBIXKYIIUX MOTHBOB, MOAXOIAT IS
BBICOKOYPOBHEBOI'O aHAJIM3a KOHTEKCTA UCIIOJIb30BAaHUS KPUIITOCUCTEMBI, OIHAKO HE ITO3BOJIAIOT
YCTaHOBUTH 3aBUCUMOCTH BO3MOKHBIX CLIEHAPUEB aTaK OT XapaKTEPUCTHK 3JI0YMBIIIICHHUKOB.

CymectByeT 00JbIIOE KOJIMYECTBO KiIaccUpUKalMi M TakcoHoMuilarak. HenocraTtkom
cxeM, onucaHHbx B [7.15, 7.17, 7.22, 7.28], siBnsieTcsl TO, 9YTO OHU pa3paOOTaHBI JJIsI ONMUCAHUS
aTaK Ha KOMIIbIOTEPHBIE CUCTEMBI, a OOBEKTOM HAILEro HCCIIEAOBAaHUS sBIsETCs Ooiiee y3KUi
KJIacc aTak - KpunroaHanutudyeckue ataku. Kmaccudukamms Kupxrodda [7.14] mo mocrymy k
OTKPBITOMY U 3alIM(PPOBAHHOMY TEKCTY C MOSBJICHUEM aTak 10 NOOOYHBIM KaHayaM [7.37] yxe
HE MOXET CUUTAThCS IOJIHOW; KpPOME TOro, OHAa HE MO3BOJSET YYHTHIBATH TaKUE BAXKHBIC
(bakTopbl, Kak 00beM HEOOXOJUMBIX PECYPCOB, BO3MOXKHOCTb pacrapauleIuBaHus 1 T.J.

MaremaTrueckasi MOAEIb YIpo3 0€301macHOCTH HH()OPMAITMOHHBIX PECYPCOB

Ha ocHoBe aHanu3a CyniecTBYIOIUX KJIACCU(PUKAIIMOHHBIX CXEM, [IEPEUNCIICHHBIX BBIIIIE,
HamMH ObUTH pa3paboTaHbl HOBBIE MHOTOKPUTEPHAIIbHBIE KiIaCCH(DUKALMK KPUNITOCHCTEM, aTaK U
3JI0YMBIIIJIEHHUKOB (CM. puc. 7.3 - 7.5 ). Jlanee Mbl OKaXKeM, KaKk IPUMEHEHHE pa3pabOTaHHbIX
KJIacCcu(UKAMOHHBIX cxeM misi moctpoeHust ABC -Mofenu mo3BosisieT MpoBECTH BCECTOPOHHHUI
aHau3 yrpo3 0€30IaCHOCTH MH()OPMALMOHHBIX PECYpPCOB, 3AILUIIEHHBIX C HCHOJIb30BAaHUEM
KpUNTOTpaQpUIECKUX CPEACTB.

myers A © A1 X A X ... X Ag.
aTak, TJe *'15( =1, ”) MHOXECTBO 3HAUYE€HUH 1-T0 mapameTpa MOJEIH aTaKH,
OTIPENIeNAIONIEr0 TUIl aTaKh B COOTBETCTBMM C KPUTEPHAMM pa3pabOTaHHON KiIacCU(pHUKAIUH.

i € A;

MHOXCECTBO IapaMCTPHUUYCCKUX MOI[CJ'ICI71

Kaxnas mogenp (1 = A MpeJICTaBIsIeT COO0I BEKTOP a1, 32, - - -, ay) , T

AHZU'[OFH‘IHO, nmapaMeTpudycCkass M™MOACIb  3JIOYMBIIJICHHHUKA 3a4aCTCd B BHIAC

pextopa D € B, e B € B1 X By X ... X By, b’_;( J =10y _ \moxecrso
=+ g

3HAYCHUN j'FO napamMeTpa MOJCIIHN 3JIOYMBIIIVIICHHHUKA, MOJCIIb KPUIITOCUCTEMEI - C E ( , TJIC

~y = T ~y 1 4

¢ C X (—3 X ... x Cg,( ke ( k= 1{}) - MHOXKECTBO 3Ha4YeHUi k-ro mapamerpa
MOJIeJH KPUITOCUCTEMBI B COOTBETCTBUM C MHOTOKpPUTEpUATIbHOU KilaccupuKanuend. 3aMeTumM,
YTO MHOXXECTBA 3HAYCHHUH IMapaMeTPOB MOJEIU aTaKd, 3JO0YMBIINIJIEHHUKA U KPUITOCUCTEMBI
KOHCYHBI.

[Ipu nanpHeileM H3JI0KEHUU JJISI KPaTKOCTH CJIOBO '"'MOJEnb" MPUMEHUTENBHO K
MOJIEJIM aTaKH, MOJIETH 3I0YMBIIIIIEHHUKA U MOJIEIH KPUTITOCUCTEMBI Oy/IeM OIYyCKaTh.

C xaxoi atakoil Oy/ieM CBSI3bIBATh 3HAYEHUE PHUCKA, BBIYUCIISIEMOE 11O OOIIEU3BECTHOM
dbopMyne Ha OCHOBE IBYX (PaKTOPOB - BEPOSTHOCTU MPOHMCIISCTBUS M TSHKECTH BO3MOMKHBIX
MOCJIEICTBHH:

Puck = Biussaue BepostHOCTB

R:Ax BxC—|

o Fa F.
pucka, cBszaHHOro c arakoit (I = A B YCIIOBUAX, KOIJla OHa MOXET OBITh NpUMEHEHa

O6o3HaunM yepe3 0; llq)yHKLu/no, 33JJal0LyI0 YPOBEHb

i
= al
3JIOYMBIIIJICHHUKOM h E f} AJid B3JIOMa KpUIITOCUCTEMBI ( E ( .
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e / .
[TycTh [:CxA— [“ l]- GbyHKIMsS BausSHUA (OT aHTJ. impact - BIHSHUE,
Bo3aeiictBue). [log BinussHMeM MBI OyaeM MOHUMATh CTENEHb ymepda OT NpPUMEHEHHS

araxn @ € A K kpuntocucreme € € ',

P:BxA—|01]

HYCTB BEPOATHOCTDH TOro, qTo

—
37I0YMBILIEHHUK be B npexnpumer araky (1 € 1, T.e. o0NamaeT pecypcaMu [Uisl ee
OCYIIECTBIICHUS U COUTET ATy aTaKy LeJIecO00pa3HOM.

R
Torna GyHkuus pucka JU BeIpaxkkaercs cieyloluM 00pa3oM:
R(a,b,c)=I(c.a)* P(b,a)

Onpenenum  QyHKITHIO Il-(r' L 1

Iy, :C, x A, — R, e R

> 9

s sTOoro paccMoTpuM ceMeWcTBO  (DyHKIUi
MHO’KECTBO HEOTPULIATENbHBIX JCHCTBUTEIbHBIX
guceln. 3aech QYHKIUS 9l sanaer YPOBEHb B3aUMHOTO BIIUSHHS MapaMeTpa KPUINTOCHUCTEMBI

' u mapamerpa ataku U1 ;

Lh(c,a) =0

, eclu aTaka co 3Hauennem mapamerpa (@ € A pe IPUMEHUMA K

c € C,.
KPHUIITOCUCTCME CO 3HAUCHUECM IIapaMCTpa o

0 < Iplc,a) <1 ceC

d , €CJIM 3HAYCHUC ITapaMCTpa KpUIITOCUCTCMBbI Y cHmkaer

BEPOATHOCTDH YCIICINHOI'O IPUMCHCHUA ATAKU CO 3HAUCHUCM IIapaMETpa a E ‘4 h ;
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Ln(c,a) =1 ceC

, €CJIM 3HA4YCHHE IapaMeTpa KPUIITOCUCTEMBI Y He BnMgeT Ha

IPEMEHIMOCTb aTaky ¢ napamerpom € Ay ;

In(c,a) > 1 ceC

, €CIIM 3HAYECHHUE MapameTpa KPUITOCUCTEMBI I yka3pIBaeT Ha

TO, UTO aTaka ¢ napamerpom ! € Ay IpUMEHUMa IS €€ B3JIOMA.

Hanpumep, ecnu ucciemayemblii adropuT™M HHQPOBAHUS pPEATH30BaH B amnapaTHOM
o0ecrevYeHnn, 3TO TOBBIIIAET BEPOATHOCTh MPUMEHEHHS ISl B3JIOMAa KPUIITOCHCTEMBIATAK II0
mo0oYHBIM KaHajaMm [7.37] (3To BuI KpunTorpaguueckux arak, UCIOIb3YIOMUX UH(OPMAIHUIO,
KOTOpasi MOKET OBITh IMOJIy4€HA C YCTpPOWCTBAa MUGPOBAHHUS M HE SBISCTCA MPH 3TOM HU
OTKPBITHIM ~TEKCTOM, HH IMUPPTEKCTOM). YPOBEHb B3aWMHOTO BIUSHHS I1apaMeTPOB
KPUTNITOCUCTEMBI U aTaKHU OINPEACTSETCS HA OCHOBE IKCIIEPTHBIX OIICHOK.

O0603HaunM vepe3 f”,r, : (_r,r X -'lh — l”i l]
T l'..g_;frl:_f'. ”}

[(c,a) =
HJ._ ¥ /! ;
Z.ﬁ%f A [yn(&;a)

-
Torma ypoBenb ymepba or mnpuMeHeHus —araku (! €A K  KPHUIOTOCUCTEME

HOPMHUPOBAHHYIO (YHKIIHIO:

=+ -
¢ € C spramcnsercs mo crenyromei popmyie:

[(c,a) = min I I Iyn(cy, an)
h=1,9 _
g=1.,5

(ay, a0, . ... )

rjJe araka W KPUOTOCHCTEMA 3aJaHbl  [apaMeTpaMu \ar, as tg,
(C1aCayuuny Cg)

- < COOTBETCTBEHHO. 3aMETHUM, YTO YPOBCHb BIIMAHHS BCEX IapaMETPOB

KPHMIITOCHCTEMBI Ha NPMMEHMMOCTh aTaKh C 3aJaHHbBIM 3HAUEHMEM -TO IIapaMeTpa B JTOM

W]

H "Iryfrrnr'r,l* ap)
dbopMyne BBIUMCIAETCS MO MyIbTHIUIMKATHBHOMY KpuTepuio: 4= 1 . Ecmm
3HAUYE€HHE XOTs OBl OJHOTO W3 IApaMETPOB KPHUIITOCHCTEMBI MPOTHBOPEYUT BO3MOXKHOCTH
NPUMEHEHHs aTaKd, TO PE3yJIbTATOM OIEHKH NMPUMEHUMOCTH aTakh K KPHUIITOCHCTEME OyieT
HYJIEBOE 3HAUEHHE, YTO COOTBETCTBYET HYJIEBOMY YPOBHIO yIiepOa OT aTakH.

P(b,a)

OyHKIHS - ,  ONpeNeNsioas  3aBHCUMOCTh  MEXIy  IapamMeTpaMu
(ay,a0,.... g ) {_f)|.h3 ,,,,, {IJ'[]-]

byHKIUT 1 (¢, a) . B kauecTBe MiUTIOCTpalMK B3aMMOCBSI3U MapaMeTPOB 3JI0YMBIIIICHHUKA U
aTakl MOXKHO TIPUBECTH CIEAYIOIIMH MpHUMEp: HAIWYMe Y MPEaroIaraeMoro B3JIOMIIUKA
JIOCTYTIA K pacipeeIeHHbIM BEIYMCIUTEIbHBIM PECYpcaM MOBBIIIAET BEPOSATHOCTh NPUMEHEHHUS
Meroma 'rpyOoir cumbl" W, BoOOIIEe TOBOps, JOOOW aTakd, JETKO TMOJIAroIIeiCs
pacrapasieIiBaHuIo.

Taxum oOpazom, obmias hopmyna uist onpenesaeHus] YpOBHS pUCKa, CBA3aHHOIO C aTaKoi

aTaKu 1 3JIOYMBIIIJICHHUKA, BbIPAKACTCA aHAJIOTUYHO

—
ae A B YCIIOBHMSX, KOIJa 3Ta aTraka MOXeT ObITh NpPUMEHEHa 3JI0YMBIIUIEHHUKOM

—

=+ g
h E B AJId B3JIOMa KPUTITOCUCTEMBI { E ( , HMCCT BU

R(d.b.¢) = min H H{.f'r;-”h] * Iin H P (b, ap)
t=1.6

h=109 h=109

g=1.6
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—

—~ 5 -
ByxeM cumtath, uto Kpunrocucrema  © ( nozaBepxkeHa arake (I < Ay YCIIOBUSIX,

=

B3 h A
b S B , €CJIU R \ @, b,c) >0 , T.€. CBA3aHHBIN C HEMN

f e i[}: l]

YpOBEHb pI/ICKa1r ) apnsercs HacTpauBaeMbIM mapamerpoM ABC -Mozenu yrpo3KpUIITOCHCTEMBI.

KOrJla € YIrPOKAET 3JI0yMBILLICHHUK

YPOBEHb pUCKa IMPEBHIIIACT 33JJaHHOE TOPOrOBOE 3HAUCHUE t/ , T7e . Jomyctumsbrit

3navenmue (7 3aJ]aeTCs C YUETOM JBYX KPUTCPHUCB:

KPUTUYHOCTH 3aIIUIIACMbIX TAHHBIX;

BPEMEHHBIX U JPYTUX PECYPCOB, JOCTYIHBIX CIICIUAINCTY, KOTOPBIH OCYIECTBISET
ayJIUT CUCTEMBI.

B o6mem ciryqae:

KPHUIITOCHCTEMA MOKET BKIIFOUATh HECKOJIBKO TOJCHCTEM (HApUMEp, TeHepaTop KIHYei
U CUMMETPUYHBIHIIU(PPATOP), K KaXKIOH U3 KOTOPBIX TPUMEHHM CBOM HA0Op aTak;

Ha KPUNTOCUCTEMY MOKET HamalaTh HECKOJIBKO 3JI0YMBIIUICHHUKOB.

MHOXeCTBO arak, KOTOPBIM IIOJIBEP)KEHA KPUIITOCUCTEMa, COCTOSIIAs W3 MOJICHCTEM

—

1/ o ~ f
cel ( C"C( ), B YCIIOBHSX, KOTJa €i YyrpOXarT 3J0YMBIILICHHUKA be B (

B'C By A = U;_p Ugeer A, ©€)
= , Oymem ompezensTs 1o dopmyiie e’ ,
F =h = ooy = s B :
)\{f).f'} - {” = A 'H‘L”‘ b, 'r—ﬁ'l -~ U} IIPU 3aJaHHOM YpOBHE pucka. [l OneHkH
3alUIIEHHOCTH KPUITOCHCTEMBI HEOOX0AUMO C UCIIOIB30BAaHUEM MHCTPYMEHTAIBHBIX CPEJICTB
OILICHUTH €€ CIIOCOOHOCTh MPOTUBOCTOSATH aTaKaM, BXOSIIMM B MHOXKECTBO L.

B onuncanHOl MaTeMaTHYE€CKON MOJEIH CAEIaHbl CIEAYIOIINE JOMYILICHUS:

HE YUYUTHIBAeTCA 3aBUCUMOCTh I[apaMEeTpOB aTakd OT COYETaHHS [apaMeTpOB
KPUITOCHCTEMBI, XOTS BIMSIHUE Ka)KJI0T0 IapamMeTpa IPUHUMAETCs] BO BHUMAHUE;

HE YYMTBHIBAETCS BO3MOXHOCTH COBMECTHBIX JIEHCTBUH CO CTOPOHBI B3JIOMIIUKOB
pPa3IUYHBIX THUIIOB, XOTS MOXHO 33JaTh MOJENb HAaMaJeHUs €O CTOPOHBI OJHOPOJHOIO
KOJUIEKTHUBA 3JI0yMBIIIJIEHHUKOB.

Ucnpasnenne ABC -Mozmenu ¢ ydeToM YKa3aHHBIX JOIMYIIEHWH HpuBeno Obl K ee
3HAUUTENBHOMY YCJIOKHEHHIO. Bolpoc 0 TOM, HaCKOJIBKO 3TH AONYIIEHUS CHUXKAIOT TOYHOCTh
MOJIEJMPOBAHUS YIpo3 O€30MacCHOCTH, MOAJIEKUT JAIbHEUIITUM HCCIIEI0BAHUSM.

BaxHo oTMeTuTh, 4TO pa3paboTaHHas KIACCU(PHUKAIMOHHAS cXeMma MJIs TOCTPOEHUS
MoJieJIel aTak Ha aJrOpUTMbI IH(PPOBAaHUSA ¢ HEOOIBIIMMHU MO (PUKAIMSIMY IPUMEHUMA U JUIS
MOJIEJIMPOBAaHUs aTaKk Ha KPUNTONPOTOKOJbL. Bo3MoxkHOCTh ucnonb3oBanus ABC -monenn
yrpo3 Juisi KOMIUIEKCHOT'O HCCIEAOBAHUSA KPUITOCUCTEMBI SIBISETCS BaXHOM, T.K. BOIPOC
COBMECTHOTO  (PYHKIMOHUPOBAHMUS KPUNTONPOTOKOJIOB W IMHUGPOB B paMKax OJHOH
KPUTITOCUCTEMBI, KaK ITOKa3aHo B [7.27], 10 cuX mop ObLT MaJIO H3yUYeH.

OreHka CTORKOCTH KPUNTOrpaUuecKuX CpeiCTB K UACHTH(PHUINPOBAHHBIM YTPO3aM

[Tocne TOro, kKak BBIAENEH HAOOp aTak, MPEACTaBISIOUIMX HAaWOOJBUIYIO YTpo3y Uis
3alUIIAEMbIX JaHHBIX, HEOOXOJUMO OLEHHTh CHOCOOHOCTh KPUIITOCUCTEMBI MPOTHUBOCTOSATH
ATHM aTaKaM.

bazoii 114 mosydeHus: Takux OLEHOK MOYKET CIY’KUTh CTAaTUCTUKA B3JIOMAa U YCIIEIIHBIX
aTak Ha Kpunrocucremsl. Hampumep, m3BecTHO, uro craproBaBmmii B 1997 r. Ha caiite
www.distributed.net mpoekT "pacnpenenennoro B3noma" RC5-64 (6mounoro mudpa xkommanuu
RSA, ucrione3yromiero 64-6utHeiii ko) [7.29], B KOTOpoM Ha T0OpPOBOIIEHON OCHOBE TIPUHSIIA
yuactue 6osee 300 Thicsu mojdb30BaTeNel T00ATBHON CeTH, ObUT YCIIEUIHO 3aBEpIICH 3a MATh
net (1757 nueit) - 3a 3T0 Bpems ObuIo mepedpano 85% Bcero mpocTpaHcTBa Kitouel. OgHaKO
Takas MHQOpMalus, BO-TIEPBbIX, HE BCErjJa JOCTYIHA, a, BO-BTOPBIX, CO BPEMEHEM TepseT
aKTyaJIbHOCTb, T.K. ITOBBIIICHHE MPOU3BOJAUTEIHLHOCTH BBIUMCIUTEILHON TEXHUKU U TOSBIICHUE
HOBBIX BHJIOB aTak Ha MIM(PBI BEJET K MOHMKEHUIO CTOWKOCTH M3BECTHBIX KPUIITOTrpahUuIeCcKUX
anropuT™MoB. [Iisi mpoBepKH HaIEKHOCTH IHU(POB, HCMIONB3YEMbIX B KpPUIITOCHCTEME,
CHELHATUCTY HEOOXOIUM HabOp MHCTPYMEHTAIBHBIX CPEJCTB, MO3BOJISIOIIUX OCYIIECTBISATH
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KPHUITOAHATIN3 M HE MPEANONAraloiuX y UCHOIb3YIOMEro UX CHEelHaINCTa HATHYUS TIYyOOKHUX
3HAaHUM B NMPOrpaMMHUPOBAHMM WM 3JIEKTPOTEXHUKE. B KkadecTBe mpumepa MOYKHO NPHUBECTH
yInoMsAHYTbIE B I.1.1 aBTOMaTH3UMPOBAHHBIE CPEJCTBA aHAJIM3a KPUIITONPOTOKOJIOB [/7.7] mnu
IPOTOTHIT IPOrPAMMHOT0 KOMILIEKCa [UIsi MOJICITMPOBAHUS aTaK 110 NOOO0YHbIM KaHanam [7.37],
omucanHbli B [7.19]. MopgenupoBanue anmapatHoro obecriedeHuss B pabore [7.19
oCyIIecTBIsIeTCsl ¢ ucnonb3oBanueM SystemC [7.2] - s3bIKa MPOCKTUPOBAHUS M BepUBHKALIH
MoOJIeNiell CHCTEMHOIO YpPOBHS, pEalM30BaHHOTO B Buae OubOmmorekn Ha CH++ ¢ OTKPBITHIM
HUCXOJHBIM KoJoM. Ha mpumepe nporpaMMHBIX H ammapaTHbIXx peanu3anuid mudppaAES
MOKa3aHO, KaKMM 00pa3oM pa3padOTaHHBI MHCTPYMEHT MO3BOJIIET OOHAPY)KUThH YS3BHUMOCTU B
peanu3ay KpUnTorpaguyeckoro ajiropurMa.

Oco6oro BHUMaHUS 3aCIyKMBAIOT ACHMMETPUYHbIE KPUNITOCUCTEMBI. DYHKIIMOHATIbHbIC
BO3MOXHOCTH HIM(POB C OTKPHITHIM KJIHOYOM HCIOJB3YIOTCS B Pa3HOOOPA3HBIX TEXHOJIOTUSAX, B
qpcIe Kotopbix [7.33]:

VYnpasieHne UIeHTUYHOCTbIO;

[udposas noanuces Koaa;

JloBepeHHas miaatdopma;

VYipasineHue aBTOPCTBOM;

IToctpoenne VPN ;

["apanTHpoBaHHOE YHHUTOXEHHE HHPOPMALINY;

3amura oT GU3NUECKOM Kpaku HocUTeNs HHPOpMaIUH.

[Ipomecc kpunToaHaM3a aCUMMETPUYHBIX IMHU(POB COMPSHKEH C pelIeHHEM 3a/1ad H3
TEOPUM Yucesll M oO0med aiaredpsl, T.K. MPAKTHUYECKHM BCE HCHOJIb3yEeMble aJITOPUTMBI
ACHMMETPUYHON KpuUNTOTpaguu OCHOBAaHBI mpoOiemMax (akTopu3alki U JUCKPETHOTO
JOrapu(pMHUpPOBAHUS B Pa3IMYHBIX alredpanyeckux CTpykTypax. YToObl ONpeaesnTh, MOTYT JIU
MaTeMaTHYeCKUe 3aJayd TOW WJIM HWHOW pPa3sMEPHOCTH CUYUTATHCS JOCTATOYHO IPOYHBIM
dbyHaaMeHTOM A Kpunrorpaduyeckux lenei, cnenuanucty TpeOyroTcss MHCTpYMEHTalIbHbIE
CpeACTBa, TO3BOJIAIONINE OICHUBATH OBICTPOACHCTBUE aNTrOPUTMOB  (AKTOPU3AIMH U
JUCKpeTHOro jorapu@mupoBanus. HeoOXoquMO y4YUTHIBaTh, YTO KPUIITOAHAIUTUK MOXKET HE
oOiamaTh HaBBIKAMH B O0JIaCTH TporpaMMupoBaHUs. Kpome TOro, BaXHO NpeayCMOTpPETh
BO3MOKHOCTb PabOThI 01 yIpaBieHHeM Hanbomee pacipoctpanernoit OC - MS Windows.

Wrak, BBIIENUM HA0Op OCHOBHBIX TpeOOBaHWI K HMHCTPYMEHTAIBHBIM CPEICTBAM
KpPHUITOAHAIHN3a!

O PexTUBHOCTD BHIYUCICHUH C JUIMHHBIMU YUCJIaMU B MOJIYJIIPHON apuU(pMETHKE;

Hannune anroputMoB paboThl ¢ pa3peXeHHbBIMU MaTpULIAMU;

Hammume anroputMoB co3manus (akTopHOW 0aspl, pemieTa W pasjoXKeHHS Ha
MHOXHTEJIH;

Y 1006¢TBO MOJIK30BATEIBCKOTO UHTEP(DEIica;

Bo3moxkHocTh cOopku B OC Windows.

Bynem cuuTarth, 4YTO pemIeHHE COOTBETCTBYET ITOCTABICHHOW 3ajade, €ClIH OHO
YJIOBJIETBOPSIET BCEM MEPEUNCIEHHBIM IISTH KPUTEPHUSIM OLICHKH.

AHanmm3 CynecTBYIOIIUX MOIX00B

Marematuueckue naketsl Maple [7.36] u Mathematica [7.45] oTimMuaroTcsi MPOCTOTOM
KOJIMPOBaHUS aJTOPUTMOB M HE UMEIOT BCTPOCHHBIX OIpPaHMUYCHHI HA Pa3psAHOCTH OINEPaHIOB.
Tem He MeHee, NOMHUMO IUIATGOPMEHHOH 3aBUCUMOCTH OHHU O0JaJal0T KPUTHUYECKUM
HEIOCTATKOM - HU3KOW d3PPEKTHBHOCTHIO TEOPETHKO-YHCIOBBIX OMEPAITHii.

Bbicokoil 3 PEeKTUBHOCTH MOXHO JOOUTHCSA, MHCIOIb3ysl BCTPOCHHBIE CpEICTBA
HU3KOYPOBHEBOTO S3bIKa MPOTPAMMHPOBAHUS IS Pa3pabOTKU (PYHKIMA, HEOOXOIUMBIX IS
uccienoBaHus KpunrocucreM. OIHAKO BaXHO OTMETUTb, YTO peaau3alis MPUMUTHUBOB IS
KOHCTPYHUPOBAHHS COBPEMEHHBIX METOJOB KPHUITOAHAIHM3a AaCHMMETPHUYHBIX MHU(PPOB
OlepHUpyeT YMCIaMU B JUIMHHOW apudmeruke. BecTpoennsle ynciaoBbie TUIBL A3bIKOB C u C++
UMEIOT OTPAaHUYCHHYIO Pa3psTHOCTE:

long: 32 Gura;
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long long: 64 6ura;

double: 53 6ura - manTHCCa, 11 OUT - DKCIIOHEHTA;

long double: B 3aBUCHMOCTH OT peanm3aliy si3bIKa MOXKET OBITH ompeneseH kak double
(cM. Boire) 6o kak extended double: 64 6ura - ManTHCCa, 15 OMT - SKcmonenTa [7.1].

B peanmzanum s3pikoB Ha miardopme . NET orcyrerByer tum extended double: on
JOCTYIEH TOJIbKO HESBHO IPU BBIIOJHEHUHM MPOMEXKYTOUYHBIX BBIYUCICHUN (Hampumep, rue
YMHOXXEHHE JaeT pe3ylbTaT, BBIXOMALIMIA 3a Mpenenbl auamna3oHa 3HadeHuid double, HO
NocHeAyIolIee JIeJIiCHHe BO3BpallaeT MPOMEXKYTOUHBIM pe3ylbTaT oOpaTHO B STOT JIUANa3oH).
Kpome Toro, cymiectByeT BcTpoeHHBIM 128-OutHbi TN naHHbixdecimal, TO3BOJISIOIINI
MPEJICTaBIIATH 1eJIbIe YHCiia Pa3psiAHOCTBIO 10 96 OUT (B COOTBETCTBUH C Pa3MEPOM MaHTHUCCHI),
OJTHAKO OH PEaJM3yeTCs B PSKUME SMYJIISIIIH, TOCKOJIBKY ammaparHas MoAJIep>KKa 3TOTro TUIIa Ha
CETOIHAIIHUI JeHb OTCYTCTBYET [7.11].

Java mopnep:kuBaeT BO3MOXKHOCTH pabOThl € JUIMHHBIMM 4YHCIaMH M 00J1ajaeT
MEPEHOCUMOCTBIO, OJIHAKO HEJIOCTATKOM SBJIAETCS HU3Kast 9 PEeKTUBHOCTD peanu3aluu.

PaccmoTpuM crnenmanu3upoBaHHbIe OMOIMOTEKH (QYHKUMH A7 paboThl € JATUHHON
apu(QMETUKON U TEOPETHUKO-YUCIOBBIMH 33/1a4aMU, HAXOMAIIUECS B OTKphITOM goctyme: LIP,
LiDIA, CLN, GMP, NTL.

bubnunoteka ans pabotsl ¢ amunHHON apudmetukoidLIP (Long Integer Package) [7.18]
SIBIIICTCS. OJHOM W3 TEpBBIX Takux OmOmmorek. OHa Oblia paspaborana Ha si3bike ANSIC
U3BECTHBIM crienuanuctoM ApxeHoMm Jlencrpoii (Arjen K. Lenstra) u noanep:xxupaercs [lonom
Jleitmennom (Paul Leyland). Ilpu xopomieii nepeHOoCHMOCTH 3Ta OMOIHMOTeKa 001a1aeT HU3KOH
s dexTuBHOCTRIO. KpoMe TOro, B HEll OTCYTCTBYET MOJAEPKKA BRICOKOYPOBHEBBIX TEOPETHKO-
YHCIIOBBIX QJITOPUTMOB.

bubnmnoreka CLN (a Class Library for Numbers) [7.8] peanusyer siaemMeHTapHbIC
apu@MeTuyecKkue, JIOTUYECKHME U TPAHCIEHJAECHTHble (QYHKUUMU. ABTOpaMu OuUOIMOTEKU
apistotres bpyno Xeii6n (Bruno Haible) u Puuapa Kpeken (Richard Kreckel). CLN conepxut
0oJbII0i HAbOp KiaccoB, peanu3oBaHHBIX Ha C++, B 4YaCTHOCTH, KJACCHI JJIS TOIJIEPIKKH
MOJYJIAPHOM apU(PMETHKH, ONEPALUN C IeNbIMH, PALIMOHAIBHBIMU M KOMIUIEKCHBIMH YUCIIAMU,
yhciaMu ¢ IaBatoniet 3amsToil. [lockonbky uwumcioBas OuOIMOTEKa 3aqyMbIBaach Kak
YHUBEpCajbHas, JTO TMpPHUBEJIO K €€ OrpaHUYeHHOM NPUMEHUMOCTH JJS  pEeLIeHus
Y3KOCTICITUATM3UPOBAHHBIX 33/1a4.

bubnuoreka teopeTuko-uncioBsix anroputmos LiDIA [7.16], npeanoxennas Tomacom
[Tananukonay (Thomas Papanikolau, Technical University of Darmstadt), nHamucana Ha
C++,moaaepKuBaeT pa3inyuHble MakeThl 1 paboThl ¢ nenbivMu yuciamu ( GMP, CLN, LIP ) u
XapakTepusyercss BHICOKOI(D()EKTUBHBIMU pealu3alisIMyd THIIOB JAaHHBIX C YBEITUYEHHOU
TOYHOCTBIO M QJITOPUTMOB C OOJIBIION BpeMEHHOH cioxkHocThlo. Henocratkom Oubimoreku
LiDIA sBnsieTcsi HEBO3MOXHOCTbh COOpPKH B OINEpalMOHHBIX cucreMax Windows, 4To ouyeHb
CYIIECTBEHHO B CBSI3U C IIUPOKHUM HCIIOJIBb30BaHUEM MPOAYKTOB Microsoft 1 HE0OX0AUMOCThIO
MPOBEPKH X 3aIIHIEHHOCTH.

ITpu pazpaborke GMP ( GNU Multiple Precision arithmetic library ) [7.12] 6b11 cnenan
ynop Ha CKOpocTh. D(M(PEKTUBHOCTh OT HUCHOJIb30BAHUS OHOJMOTEKH TEOPETHUKO-YHUCIOBBIX
anroputMoB  GMP  pacter mnpu yBenMUEHUM paspsAHOCTHONEpaHIoB. YacTb QyHKUIUH
peanu3oBaHa Ha si3bike C, yacTh - Ha acceMOisiepe. ABTopoM sBisercs TopOxopa ['pannana
(Torbjord Granlund). [Tomumo HecoBMmecTMOcTH ¢ Tuatdpopmort Windows, Hegoctatkom GMP
ABIIIETCS OTCYTCTBHE alropuTMOB (opMmupoBaHusi (akTopHOM 0asbl, pa3’IoXKEeHUs Ha
MHOXHTEIM W pAga Jpyrux, HEOOXOAWMBIX JUIsl peaqu3alii COBPEMEHHBIX METO/I0B
KPHUIITOAHAJIH3A.

Tabauua 7.1. CpaBHUTENbHbIM aHaAN3 MPOTrPaMMHbIX PELEHWIA ANA PelleHus 3a4a4 KpUnToaHanM3a

PeweHue Mathematica LIP CLN LiDIA GMP NTL KPUNTO
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Kputepuu oueHKu

3P PeKTUBHOCTb BbIYMCNEHNI - = = + + + +

Bo3amorkHocTb cbopkm B OC Windows + + + - - + +
Hanunuune anroputmos paboThbl ¢ - - - + + = +
paspeXXeHHbIMU MaTpuLamun

Hanuuune anropnutmoBs cosgaHus - - - + - = +
$aKTOpHOI 6asbl, peleTa 1 pPa3noxKeHus

Ha MHOXUTENU

Yn06cTBO NON1b30BATENBLCKOTO + - - - - = +

nHTepodeiica

W3BectHast MmaremaTrueckas oubnmuoreka oudmuorexka NTL (a Library for doing Number
Theory) [7.20] paspaborana Bukrtopom Ilaymom (Victor Shoup) aiast momaepKu TEOPETHKO-
YHUCIIOBBIX ~aIrOpuTMOB. @DYHKIMM, pealu3oBaHHble Ha s3bike CH++,xapakTepusyrorcs
MEePEHOCUMOCThI0. BUOIHOTEKY MOYXKHO HCIIOJIb30BaTh cOBMECTHO ¢ GMP B 1ensix moBbIICHUS
spdextuBHOCTH. NTL wnMeer OONbIIOE KOJMYECTBO MPEHMYIIECTB IO CPAaBHEHUIO C
paccMOTPEHHBIMHU aHanmoramu (cMm. Tabn. 7.1), ogHako JUIsl pelIieHHs] MOCTABJICHHOM 3amauu
peann3oBaHHbIX B OuOnanoreke NTL anroputmMoB HenocrarouHo. Kpome toro, mist ee
UCIIONb30BAaHUSl B  KPUNTOAHAJIM3€ CHEHHMATUCT JIOJDKEH o0najgaTh  KBamuduKanuen
IIPOrpaMMHUCTA.

Kak Bupano u3 Tabn. 7.1, HU OJHO M3 PACCMOTPEHHBIX PEIICHUN HE YIOBIETBOPSAET
OJIHOBPEMEHHO BCEM IIATH YCTaHOBJIEHHBIM KPUTEPUSIM.

HHCcTpyMeHTalbHbIE CPEeICTBA KPUIITOAHAIN3a ACUMMETPUYHBIX MIH(POB

JUis OLEHKM CTOMKOCTM KPHUNTOCHUCTEM AHAIUTUKY HEOOXOAMM HWHCTPYMEHT,
3pPEeKTUBHO pabOTAOUMI € TEOPETUKO-YMCIOBBIMU 3a/layaMu, OOJaJalomMi MPOCTHIM
M0JIb30BAaTENbCKUM HHTEepdelicom u yerko pacmupsiembld. [Iporotun takoro cpeacrsa amis
KPUIITOAHAIN3a CHUCTEM C OTKPBITHIM KJIIOUYOM pPEaIM30BaH B BHUJE IPOrPaMMHOIO KOMILIEKCA
"MHCTpyMEHTAIbHbIE CPEJCTBAa KPUITOAHAINW3a AaCUMMETPUYHBIX MHU(poB" (0003HaUeHHE B
tabmune - KPUIITO) [7.31, 7.32]. IlporpammHBIH KOMIUIEKC COCTOMT W3 OHOIHMOTEKU
KOHCTPYKTOP, Bximouaromeii HeoOXOAUMbIE NPUMHUTHBBI  JUIsI  KOHCTPYHMpPOBaHUS
COBPEMEHHBIX METOJOB KpUNTOAHAJTW3a ACUMMETPUYHBIX IMHUGPOB, MU  HPUIOKEHUS
AHAJIUTUK, umeromiero rpapuueckuii nHTEpQeic moap30BaTens s JAO0CTyINa alroputMam
dakTopu3alMKU U AUCKPETHOTO JOrapu(pMHUPOBAHUS C HCIOJIb30BaHHEM (YHKUUN OUOIHMOTEKH
KOHCTPYKTOP. bubnuoreka KOHCTPYKTOP nanucana Ha s3pike CH++ U COOEPKUT
KOMITOHEHTBI, PeaIU3yIOLIIe CIEAYIOLUIe OCHOBHbIE (DYHKIIMU:

JluckpeTHoe orapu(pmMUpoBaHUE;

daxTopuzanys LENbIX YUCE;

TectupoBanue ymcen Ha MPOCTOTY;

Perienue cuctem JTMHEHHBIX YPaBHEHUH B KOJIBIIAX BEIYETOB M KOHEUHBIX MOJISX.

JIsi BBITIOJTHEHUST OmMepariii ¢ JUIMHHBIMU YHCIIaMU HCToJb30BaHa OmoOmmoreka NTL.
Breibop 06a3oBoit OuOnMOTEKH, OOYyCIHOBIEHHBIM €€ (YHKIMOHAIBHOCTHIO, CKOPOCTBIO,
KOMITAKTHOCTBIO (MCXOAHBIA KOJ 3aHUMaeT uyTh Oonee 600 KumoOalT) M MEPEeHOCUMOCTHIO,
MO3BOJMJI  MONY4YUTh dS((PEKTUBHBIE pealu3alud MEePEUUCICHHBIX TEOPETUKO-YUCIOBBIX
anroputMoB. B Hactosimieit pabote Mbl He OyaeM NPUBOAUTH MOJHOE CpaBHEHUE OMOINOTEKH
KOHCTPYKTOP c ananoramu; 3aMeTHM JIMIlIb, YTO €CJIM Ha pPEUICHUE 3a/layd JUCKPETHOTO
norapu(MHPOBAaHUS Pa3MEPHOCTHIO 55 OUT C UCTIOJIb30BaHUEM CUCTeMBbl Maple yXxoauT mopsiika
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8 wyacoB, TOo paspaboranHblii mporpammubiii kommiekc KPUIITO mno3sonser 3a 10 muHyT
BBIUUCIIUTb AUCKPETHBIN Jlorapu¢mM B 1osie pa3psagHocTbio 80 OUT (MCHIBITAHUS TPOBOAMINCH HA
KOMITBIOTEPE CO CIICAYIOIIUMHU allapaTHBIMKU XapakTepucTukamu: mnpoieccop Intel Pentium IV
3,20GHz, O3V 1I'6).

Pacuet >3peKTUBHOCTH KaMUTAIbHBIX BIOKEHUH B UCTIOIH30BAHUE KPUIITOTPAYUIECKUX
CpeACTB

OneHKH BEpOSITHOCTH B3JI0OMa KPUIITOCHCTEMBI 33 OIPEAEICHHBIA MEPUOJ TO3BOJISIOT
onpenenuth cokpamenue pucka HCJl k AaHHBIM OT HCHOJB30BAaHUSA KPHUITOCUCTEMBI,
Harpumep, 3a 1-it rox - Ha 95%, 3a 2-it rox - Ha 70%, 3a 3-ii roxn - Ha 35%. [lpu Hanmuuuun
JIOCTOBEPHBIX OLIEHOK 00beMa MOTeph OT pealln3aluy yrpo3 HapylleHUs] KOH(PUIEHIIMAaIbHOCTH,
LEJIOCTHOCTU WJIM JOCTYIHOCTH 3aIUIIAEMbIX JaHHBIX MOXKHO IIOJYyYUTh MAaTEMaTHYECKHE
OKUJIaHUS NOTEPh M HCIHOJB30BaTh UX Ul onpeneneHust 3(p(eKTUBHOCTH KPUNTOCHCTEMBI C
HYKOHOMUYECKUX MO3ULIUN.

AHanu3 CynecTBYIOIIUX MOIX00B

B Hacrosiiee Bpems HET €IUMHBIX CTaHAapTOB, No3BosisAromux oueHuts CK3U ¢
SKOHOMHYECKUX MO3MLMH, I03TOMY Jr000H M3 pa3pabOTaHHBIX METOJOB 3aciy>KUBAeT
OTJIEJIbHOI'O PACCMOTPEHHUS C BBISIBJICHUEM €r0 IOJOKUTENbHBIX U OTPULATENbHBIX CTOPOH, a
TaKXXe CPaBHEHHUS €ro ¢ APYrMMH IMPeJCTaBUTEISIMU 3TOro kiacca. B tabn. 7.2 mpezacraBieHsl
pe3yabTaThl CPaBHHUTENBHOTO aHAIM3a METOAOB OLEHKH J(PPEKTHBHOCTH WHBECTUIMHA B
cpeactBa obecneuenust b, Ha ocHoBaHuM pe3ynbTaToB OBLI C/€IaH BBIBOJI, YTO ONTUMAIbHBIM
SIBIIIETCS. METOJ[ JWCKOHTUPOBAHMS JICHEKHBIX ITOTOKOB [7.42], TMO3BOJSIFONIMKA ITOJTYYHTH
HauOoJiee TMOJHOE MPEACTaBIEHUE O LEeNecOOOpa3HOCTH KalUTAIbHBIX BIIOKEHWH, XOTS U
TpeOyIOIIMi MHOTO BPEMEHHU U YCUJIMI Ha pacyeT 3KOHOMUYECKHUX MOKa3aTele.

Metoauka JUCKOHTUPOBaHMS JICHEKHBIX IIOTOKOB MpHU OLEHKEe 3((HEeKTUBHOCTH
unBectunuii B CK31

Ornpenenum AeHEXHBIE TTOTOKH, CBA3aHHBIE ¢ ucnoiab3oBanrnem CK3U, 3a nepuon t (rme
t=0,1,2.... T - nepuonasl, T - rOpu30HT pacuera).

Prof

MICIIOJIb30BaHUA M yliepoa Loss or HCJ/] B TeueHHMe yKa3aHHOTO INPOMEKYTKa BPEMEHH f.

C k11102001 IS (0)7 HHq)OpMaHHeﬁ CBA3aHbl 3HAYCHHA O0XO04a ”r'f oT €€

3arpatbl oSty Ha TnpuoOpeTeHue, ycTaHOBKY u Odkcmuryatanuio CK3UW wmoryt ObITh
ompeneseHbl OuYeHb TO4YHO. I[lycTh pe3ynbTaThl OLEHKH CIIOCOOHOCTH KPHUINTOCHCTEMBI
MPOTUBOCTOATh aTakaM MOKa3aJd, YTO B t-M MEPHUOJE 3JOYMBIIUICHHHK MOJYYHUT JIOCTYN K

p)
3amuInaeMon MHpOpMaIMu ¢ BEPOSTHOCTHIO B . Torga maremaTudeckoe OXXHMJaHUE J10XO7a

R,

, CBSI3aHHOTO ¢ Ucnoib30BaHueM orleHuBaeMoit CK3U, Beruncnsiercs mo popmyie:

Ry = —Cost; + Profit; = (1 — P,) — Loss; x P,

Ha ocHOBaHMM 3THX MaHHBIX O MPUTOKAX U OTTOKAX JIEHEXKHBIX CPEACTB BBIUMCIISIIOTCS
(MHAHCOBO-?PKOHOMHUYECKHE TMOKa3aTean 3(()EKTUBHOCTH HMHBECTHIIMH B KPUNTOCHCTEMY H
JIENTal0TCS BHIBOJIBI O €€ COOTBETCTBUU MOTPEOHOCTSIM OpraHU3aIIHH.

Tabnnua 7.2. CpaBHUTENbHLIN aHA/IN3 METOA0B OLEHKN 3PDEKTUBHOCTU MHBECTULIUIN B CpeacTBa
obecneveHus b

MeToanKa oueHKH MNpenmyliecrsa Hepoctatku
KoaddunumneHT Bo3BpaTa MNoKasaTenb, NOHATHbIN PUHAHCUCTAM. OTcyTCcTBME AOCTOBEPHbIX
WHBECTULMMN MeTO/I0B pacyeTa B 0b6n1actu

UT. "CtatnyHbIN"
nokasaresb.

COBOKyI'IHaﬂ CTOMMOCTb MNo3BonseT oLeHUTb Ll,eﬂec006pa3HOCTb He Y4YUTbIBAET Ka4eCTBO
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BNafEHMUA peann3aumm NPoeKTa Ha OCHOBaHMUM cucTembl 6e30nacHoOCTy.
OLLEHKM TO/IbKO 3aTpart. Mpeanonaraer "CTaTMyHbIN" NoKasaTesb.
OLLEHKY 3aTpaT Ha pa3/IMdHbIX 3Tanax Bcero  [okasaTenb, cneunduyHbii
YKU3HEHHOTrO UMK CUCTEMBI. ana ut.

ANCKOHTUPOBAHHbIE MoKa3aTtenb, MOHATHbIN PUHAHCUCTAM. CnoXHOCTb pacyeTa.

nokasaTtenu YunTbiBaET 3aBUCMMOCTb MOTOKA AEHEHKHbIX

adpPeKTMBHOCTHM CpeacTB OT BpeMEHU. YUnTbIBAET BCE

NHBECTULMIA MOTOKU AEHEXHbIX CPeACTB, CBA3AHHbIE C

peanunsaumen NpoeKTa.

Kpatkue ntoru

BoinonHeH aHain3 CYHIECTBYIOIIUMX METOAOB M CpPEACTB OLIEHKH KPUIITOCUCTEM,
IOKa3aHbl UX HejnocTaTku. OnucaHbl 3Talbl KOMIUIEKCHOTO Ipolecca OLEeHKH 3()(HEeKTHBHOCTH
KpUNTOrpaguuecknx  CpeAcTB.  PaccMOTpeHBI  MHOTOKpHTEpHAJbHBIE  KiacCH(UKALUU
KPUITOCUCTEM, aTaK M 3JIOYMBIIUIEHHUKOB, MOJOXEHHbIE B OCHOBY MX IapaMeTpHUUYECKUX
Mozenei. OnucaHa MareMaTH4ecKasi MOEIbYTrpo3 0€30acCHOCTH UH(POPMAIIMOHHBIX PECYPCOB,
3anMIeHHbIX ¢ ucnonb3oBaHueM CK3U. IlpoBeneH cpaBHUTENbHBIM aHAIM3 HPOTrPAMMHBIX
CPEZCTB, MO3BOJIAIONINX PEIIaTh 33/1a4d KPHUIITOAHAIN3a aCHMMETPUYHBIX IU(POB, MOKA3aHBI
UX TpeuMylnecTBa UM HejoctaTku. Iloka3aHbl mpeumylnecTBa MU HEJOCTATKU CYLIECTBYIOIIMX
METOI0B 0OOCHOBaHUS MHBECTULIMI B cpencTBa obecnieuenns 1b. Beinenen nabop ¢puHancoso-
9KOHOMHYECKUX MokazaTeneil st oneHku 3¢dexkruBHocty CK3U ¢ 5KOHOMUYECKUX MO3ULHH.
[IpenyoskeHa MeTOAMKA JAUCKOHTHPOBAHUS JEHEKHBIX IOTOKOB INPH OLEHKe 3((HEeKTHBHOCTH
nuBectuimi B CK3U.

IMocTanoBKa 3a7a4M K NPaKTH4YeCKOii padoTte 3

1. 3yuuts npesuiaraeMplii TEOPETUUECKUI MaTepual.

2. OueHuTh HKOHOMHMYECKHH 3(deKkT mnpuMeHeHHsT HHCTPYMEHTOB IE€pPCOHAIbHOM
KknbepOe3onacHOCTH. PaccMOTpeTh 3alUTy NEPCOHANBHOIO KOMIIBIOTEpA, HOYTOyKa U
cMapTdoHa

3. CocTaBuTh TaOJIMIYy CPABHUTEIFHOTO aHAIN3a IKOHOMHYECKOTO AP PEeKTa MPHUMEHEHHUS
MHCTPYMEHTOB MEePCOHAIBbHOM Knbepoe3onacHoCTH. OLEeHUb COOTHOIIEHHUE 1IeHa/KauecTBO.

4. Opopmuth oTUeT MO npakTuyeckol padore. IIpeacTaBUTh OTYET MO MPAKTUUYECKOU
paboTe /a7 3aIUTHI.

Bapl/IaHTbl HHAUBUAYAJTBbHBIX 3aJaHui

B cooTBeTcTBUU ¢ MOTYyYEHHBIM 33jaHHEM C(POPMHUPOBATH PEIICHHE U AaTh €ro OMHCAaHNe
CO CKpPHUHIIIOTAMU BBITTOJIHEHHBIX JEHCTBUM.

OneHuTh HSKOHOMHUYECKUH d(PPeKT mNpuMEeHEHUS HMHCTPYMEHTOB MEpPCOHATbHON
knbepOe3onacHOCTH. PaccMOTpeTh 3alMTy MEePCOHAIBHOTO KOMITBIOTEpPA, HOYTOyKa U
cmaptdona B Tabnuiie 1 nmpuBeneHbl BUIBI CTAHKOB C MTapaMeTPaMHu.

Tabmuna 3.1 - [lepeyerb 0OBEKTOB 3aIIUTHI

No  |OOBEKT 3alTUTHI O651acTh 3aIIUTHI
1 CTyaeHT yHUBEPCUTETA HoytOyk, cmaptdoH, cpencTsa
CBSI3U
2 IT-cnermanucr  Ha  ynaneHHom|IlepcoHanbHBIN KOMITBIOTED,
oCTyIe HOYTOYK, CMapTQoOH, CpeIcTBa
CBSI3U
3 Mopneparop  uHbopMarmoHHOTOllepcoHaNbHBIIH KOMIIBIOTED,
pecypca HOYTOYK, cMapT(oH, CcpeacTra
CBSI3U
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4 Cria-paiitep HoytOyk, cmaptdoH, cpenacTsa
CBSI3U

5 biorep HoytOyk, cmaptdoH, cpencTsa
CBSI3U

6 [[IxoMbHUK HoytOyk, cmaptdoH, cpencrTsa
CBSI3U

7 Menemkep cpeaHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,

yIaJIEHHOM JIOCTYIIE HOYTOyK, cMapT(doH, CpeacTBa]
CBS3U

8 Crenpanuct 1o aHanusy AaHHbIX]IlepcoHanbHbIN KOMIIBIOTED,

Ha yJAJICHHOM JIOCTYIIe HOYTOYK, CMapT(oOH, CpeIcTBa
CBSI3U

9 PazpaboTumnk CalToB HallepcoHanbHBIN KOMIIBIOTED,

yIaJIEHHOM JIOCTYIIE HOYTOyK, cMapT(doH, CpeacTBa]
CBS3U

10 [[Iporpammuct Ha  ynaneHHoMIlepcoHanbHBIN KOMIIBIOTED,

nocTyne HOYTOyK, cMapT(oH, CpEaCTBa|
CBSI3U

Conep:xaHue oTyeTa

ITo BbImosnHeHHON paboTe cocraBisgercs oTdeT. OTYET BBINOJIHSACTCA B 3JIEKTPOHHOM
Buje. [1o BeINONHEHHOMY OTUYETY IPOBOAMTCS 3alllUTa IPAKTUUECKON paboThI.

Otuer mo saboparopHOW paboTe AOIKEH COCTOATh M3 CIEAYIOUIMX CTPYKTYPHBIX
DJIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJHAaA 4acCThb,

- OCHOBHas1 4acTh (OnucaHue paboTsbl);

- 3aKJII04YEHUE (BBIBOBI).

BBoaHas yacTe oTueTa OJIKHA BKIKOYATh ITYHKTBI:

- YCIIOBHE 3aJjauy;

- IOPSIIOK BBINIOJTHEHHUS.

- IpOrpaMMHO-aMNIMapaTHbIE CPEJCTBA, UCIIOIb3yEMbIE IPU BHIMOJIHEHUN PAOOTHI.

3ammTa oTYeTa Mo MpaKkTHUECKOW paboTe 3aKIII0YaeTcs B MPeAbsBICHUN MPENnoIaBaTesto
MOJIyYEHHBIX PE3yJIbTaTOB B BUJE (aiia U JEMOHCTPALUU MOJIyYEHHBIX HaBBIKOB IPU OTBETAX
Ha BOIIPOCHI NPENOIaBATENS.

KOHTpOJIbHLIe BOIIPOCHI

1. Onenka cpeacTB KPUMITO3AIIUTHI.

2. DKOHOMHYECKOe  OOOCHOBaHME  pacxXoJOoB Ha  o0ecleyeHHue  MepCOHAIbHOM
k10ep0e301acHOCTH.

3. O00ocHOBaHHBIII ~ BBIOOpD Mep U CPEACTB  OOECleYeHUs  IEepCOHAIbHOM
k10ep0Oe30macHOCTH.

4. TlpenmyIecTBa U HEJOCTATKU CYLIECTBYIOIIUX METOAOB 0OOCHOBAHMS MHBECTUIINI B
cpencTBa o0ecredeHus MepCoOHATbHON KHOepOe30MmacHOCTH.

IIpakTnuyeckoe 3ansiTue 4. UHCTPYMEHTHI OPraHU3alMH NePCOHAIbHOMI
KuodepOe3onacHoCTH

Heab padorsi: HayunTbes HCMONB30BaTh WHCTPYMEHTHI OpPraHU3AlUW MEPCOHATBHOM
KrOepOe30macHOCTH.

OcHoBBI TCOPUH

HNHCTpYyMEHTHI OpraHu3aluy MNepcoHaTIbHOH KHOep0e30nacHOCTH
KpunroanropuTMsl ¢ CEKpETHBIM KIIIOUOM
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Wnes, nexamias B OCHOBE OOJBIIMHCTBA UTEPALUOHHBIX OJIOYHBIX MIHU(POB, COCTOUT B
IOCTPOCHUH KPHUNTOrpauyecku CTOMKOH CHUCTEMBI IyTEM MOCJIEI0BATEIbHOIO NPUMEHEHUS
OTHOCHUTEJIBHO TPOCTBIX KpunTorpapuueckux mnpeodpazoBaHuil. I[IpHHIKII MHOTOpPa3oBOTO
mudpoBaHUs € HOMOILBIO MPOCTHIX KpunTorpapuueckux mnpeoOpa3oBaHuil ObLI BIEpBBIE
npeiokeH lllennonom B pabote [5.1]: oH Hcmonb30Ban ¢ 3TOH LENbIO MPeoOpa3OBaHHA
IIEPEeCTAaHOBKU M IOJACTaHOBKU. IlepBoe M3 3TuX IpeoOpa3oBaHUil MepecTaBiseT OTAEIbHbIC
CHUMBOJIBI TpeoOpa3yeMoro MHGOPMALMOHHOTO OJI0Ka, a BTOPOE - 3aMEHSEeT KaXKAbI CHMBOJI
(MM TPYNIy CUMBOJIOB) U3 MpeoOpa3yeMoro MHGOPMALMOHHOTO OJIOKAa IPYI'MM CHMBOJIOM U3
Toro >xe¢ andaButa (COOTBETCTBEHHO TPYNIOW CHMBOJIOB TOTO K€ pasMepa W U3 TOTO K€
anpaBuTa). Y37IBl, peaNM3yOLIUMEe 3TU IMPeoOpa3oBaHMs, HA3BIBAIOTCSA, COOTBETCTBEHHO, P-
omokamu ( P-box, permutation box ) u S-6siokamu ( S-box, substitution box ).

B 1973-74 rr. HamumonampHoe bropo CranmaproB CIIA ( NBS ) onyGnmkoBaio
JOKYMEHTBI, COAepKalie TpeOOBaHUS K KPUNTOTrpahuuecKoMy alrOPHUTMY, KOTOPBIH MOT OBl
ObITh NMPHUHAT B KayecTBE CTAaHAApTa INM(POBAHUS JAHHBIX B IOCYJapCTBEHHBIX M YaCTHBIX
yupexaenusx. B 1976 r. B kauecTBe TakOBOTO CTaHAapTa ObUT YTBEPXKICH aJrOPUTM,
pa3pabotannbiii pupmoii IBM. B 1977 r. 10T cTanmapt Obu1 oQUIMATBLHO OMYyOIMKOBAaH U
BCTYNWJI B cHITy Kak (enepanbhbiii cranaapt CHIA s mmdposanus nannsix - Data Encryption
Standard nnu cokpamienso DES [5.2].

B camom cxematmunoMm Buae DES mnpeacrasisier co0oil 16-1MKiI0BOI UTEpalIMOHHBIN
6mounsrii mudp. DES paboTtaeTr ¢ 610kamMu JaHHBIX Pa3psaIHOCTbIO 64 OuTa C UIOIH30BAHHEM
56-pazpsaaHoro kmova. [IpuMensiempie peoOpa3oBaHus - MOPA3PSAIHOE CIOKEHHE 110 MOYITIO
J1Ba, MOJICTAHOBKU U MEPECTaHOBKU. AJITOPUTM BBIPAOOTKH 48-OMTOBBIX LIMKIJIOBBIX KIIIOYEH U3
56-0MTOBOrO KITFOYa CUCTEMBI U PSJI MPEOOPa30BaHMM CITYKAT JJIsi 0OecredeHUs] He0OX0IMMOTO
nepeMelluBaHusl U paccerBaHus nepepadaTbiBaeMoil MH(popManuu, ogHako npu aHanuze DES
yallle BCEro UrparoT HE CaMyIO CYLIECTBEHHYIO POJIb.

B 1999 r. na koudepenuuu, opranuzoBanHoii RSA, xkomnanus Electronic Frontier
Foundation B3nomana kmou DES menee uem 3a 24 daca. OgHo#t u3 3amen DES, momyumnsieit
HIMPOKOE pacmnpocTpaHeHue, cran amroputM Triple DES. B stom cmywae amroputm DES
BBITTOJTHSICTCSI TPUK/IBI, TIPU 3TOM HMCIIOJB3YIOTCS 3 KITF04a, KaKIBbIH M3 KOTOPBIX COCTOUT U3 56
OUTOB (YTO, MO CYTH, COOTBETCTBYET HCIIOJIb30BaHUIO 168-OuTHOrO Kitoua). TeM He MeHee,
KPUIITOAHATUTUKA OOHAPYXKHWJIM CIOCO0, TMO3BOJSIONIMNA CenaTh aTraky MpsMOro mnepedbopa
SKBUBaJIEHTHON arake Ha 108-OmTOBBIM Kitou. BTopoil mpobiemoit sBiseTcss 3HAUYUTENbHOE
CHI)KEHHE CKOPOCTH 3alIn(poBaHus U paciinpoBaHMsl TaHHBIX.

B otBer Ha mpobiiemMbl ¢ JUIMHOW KitoYa M MPOM3BOIUTEIBHOCTHIO, NMPOSBUBIIMECS B
Triple DES, mHorme kpunrorpagpsl M KOMIIAHUM pa3paboTaii HOBbIE OJIOUHBIE HIMQPBHI.
HauOonee momynspHbIMU mpeanoxkeHusMu ctamu aaroputmsl RC2 u RCS5 [5.3] xkopnoparmu
RSA Data Security, IDEA [5.5] xommanuun Ascom, Cast [5.4] kommanuu Entrust, Safer [5.6]
komnanun Cylink u Blowfish [5.7] kommanuum Counterpane Systems. Kommepueckue
anprepHaTiBbl DES momyuymim ornpeneneHHoe pacnpocTpaHeHne, HO HA OJTHA M3 HUX HE CTaja
CTaHJapTOM.

B 1997 r. HaunonanbHbli HHCTUTYT cTanaapToB U TexHonoruit CIIA ( NIST ) oObsBun
0 Hayaje MNporpaMMbl IO TNPHUHATHIO HOBOI'O CTaHAapTa Kpunrorpaduyeckod 3amutel. B
okTsi0pe 2000 r. koHKypc 3aBepmiwiicsa. [lobemutenem Obul npusnan mmdp Rijndael [5.8],
paspaboTansblii Oenbruiinamu /. lelimenom u B. Paiimenom. Anroputm Rijndael cran ocnoBoit
Jutst HoBoro amepukanckoro crannapra AES (Advanced Encryption Standard), koropsriit B 2001
r. npumen Ha cmeny DES wu Triple DES u pelictByer u mo ceit genb. Rijndael - sto
UTEpalMOHHBINA ONOYHBIN mHdp, umeromuid apxutektypy "Ksaapat". OH ObICTpBINA, MpOCTOH,
3alUIIEHHBIN, YHUBEPCAIBbHBIM U XOPOIIO MOJXOAUT JUIS peanu3alnuu Ha cMapT-kaptax. Hludp
UMeeT MepeMEHHYIO IJINH y OJIOKOB U pa3IMuHble JUIMHBI Kiatodyel. [[nuHa kitoua u anuHa 610ka
MOTYT OBITH paBHBI HE3aBHCUMO Apyr oT apyra 128, 192 umu 256 Outam. B crannapre AES
omnpezeneHa januHa Onoka, paBHas 128 Owutam. [Hudp AES xapakrepusyercs xoporueit
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YCTOMYUBOCTBIO 10 OTHOILICHHIO K aTakaM IO MOIIHOCTH U Mo BpeMeHH. MIMeHHO 3ToT mmdp
PEKOMEH/IyeT UCTOIb30BaTh Microsoft st ciMMeTpUYHOTO MU(POBAHUS.

OTteuyecTBEHHBIH CTaHIAPT MWHU(PPOBAHUS HOCUT OQUIMATBHOE Ha3BaHHE "ANTOPUTM
kpunrorpaduueckoro npeodbpaszosanus ['OCT 28147-89" [5.10]. Kak sBcTByeT M3 €ro HoMepa,
crangapt O0bu1 npuHAT B CCCP B 1989 1. Ecnu oxapaxrtepuzoBars anroputm ['OCT B camom
o0meM BHUJE, TO OH SIBISETCA OJIOYHBIM IIMGPOM, TMOCTPOSHHBIM MO cxeme Deiictens ¢ 32
uKiIaMu mugpoBanus. nuHa nHpopManoHHOro 01oka - 64 6ura, JyIHA Kitoya - 256 Our.

OCHOBHBIE OTJIMYMS AJITOPUTMA FO§CT oT aJiIl“OpI/ITMa IJ})ES - B CTpOe€HHUH (PYHKIUH,

73 74o 73
KOTOpasi OCYIIECTBIISIET OTOOpakeHue Z‘."} X Z '.’h — Z E'J, U aJNropuTMe BBIPAOOTKH
LUKJIOBBIX KJtoueil. I B TOM U B APyrom ciaydae mpeoOpa3oBaHus, UCIOIb3yEMbIE B AITOPUTME
'OCT, mpomie mis mporpaMMHOW peanusauuu. HccnemoBanusi [5.9] mokaseiBaioT, UTO
POCCUICKHN CTaHAAPT HE YCTYIAET MO CTOMKOCTU amepukanckoMy AES.

OcHOBHast wuJest MOTOYHOTO MIM(PPOBAHUSA COCTOMT B TOM, YTO KAaXKABIA U3
MOCIIeI0BAaTEIbHBIX 3HAKOB OTKPBITOTO TEKCTa MOJBEpPraercs cBoeMy IpeoOpazoBanuio. B
ujeajge pa3Hble 3HAKU OTKPBITOIO TEKCTAa IIOJIBEPTaloTCs pasHbIM IPeoOpa3oBaHUsAM, T.€.
npeoOpa3oBaHre, KOTOPOMY IMOJABEPraroTCs 3HAKM OTKPBITOIO TEKCTa, TOJIKHO HM3MEHSTHCS C
KOKIBIM CJENYIOLUIMM MOMEHTOM BpeMeHU. Peanusyercs 3Ta uaes cCleayromuM o0pa3oM.

HekoTopbIM €moco0oM Moy4aeTcss MOCIEA0BaTeIbHOCTh 3HAKOB ki, ko, .o Ha3bIBacMast
KJIH04eBbIM oTokoM ( keystream ) mim 6erymum kiarodom ( running key, RK ). 3arem kaxxaprit

sHaK ‘L' OTKPBITOrO TEKCTa MOABEPraeTCsi 0OPaTHMOMY TPeoOPa3OBAHMIO, 3aBHCSIEMY OT Ri -
COOTBETCTBYIOILETO 3HaKa KJIFOYEBOI'O IIOTOKA.

[Torounsle mm@pel MOYTH Beerga paboTaroT ObicTpee W OOBIYHO TPeOyroT Ui CBOEH
peanu3alMM ropasfo MEHbLIe IPOrpaMMHOIO Kojaa, ueM OnouHble mu¢psl. HaubGonee
M3BECTHBI MMOTOUHBIA mudp Obul pazpaboran P. Pusecrom; sto mmdp RC4, xoropsiit
XapakTepu3yeTcs MepeMEeHHbIM pa3MepoM Kiltoua U OaiiT-opueHTHpOBaHHBIMU onepanusmMu. Ha
onuH OaiiT TpeOyercss oT 8 1o 16 meiicTBuiA, MporpaMMHas peann3anusi muQpa BHITOIHICTCS
oueHb OblcTpo. He3aBucHMBble aHAIMTUKU UCCIEI0BAIM MHU(P, ¥ OH CUUTAETCS 3aIMICHHBIM.
RC4 ucnonwiyercs mans mudpoBaHus ¢aitinos B Takux u3aenusx, kak RSA SecurPC. On Takxke
OpUMEHsIeTCs JUIsl 3allluThl KOMMYHMKAlM{, Hampumep, Ui U(GPOBaHUS MOTOKA JAaHHBIX B
HNHTepHeT-coeTMHEeHMSIX, UCTIONB3YIOMINX MPOTOKOoJ SSL.

B uncno mmdpos, kotopsle Microsoft mo TeM WM MHBIM NPUYMHAM HE PEKOMEHIYyeT
MCIIOJIb30BATh JJIi CHMMETPUYHOIO IIU(PPOBAHUS, BXOAST CIEAYIOIIHE:

DES (ITpuuusbl: Manas AnuHa Kioded - 56 out; ecau B 1993 r. araka Ha aJroputM
3aHsuia 3,5 yaca Ha MallMHE CTOMMOCTHIO $1 MITH., TO CEromHs B3JIOM MOXKHO OCYIIECTBUTH B
peanbHoM BpemeHu; 3DES sBnsercs Oosiee 3aluieHHBIM, HO HajlW4ue JYYIIUX BapHUaHTOB
JIeJIaeT ero MCI0Ib30BaHNE HEOIPABIaHHBIM);

IDEA ( International Data Encryption Standard )- xotst qyiuna kiroda (128 6ut) siBisieTcs
npuemiemoir, Microsoft mpoBoautr anamorum c anroputMoMm DES: kak wusBectHo, NSA
[OJI03PEBAJIOCh B CO3HATeNbHOM ocnabiaeHun anroputma DES, uToObl jerko mpocMaTpuBaTh
3amu(poBaHHBIE COOOIICHHUS;

RC2 u RCS5 - npuunnsl HenoBepust Microsoft k aTum mmdpam te xe, uto k DES u IDEA.
[Tockonpky st mMQpoBaHUST HWCMOIB3YIOTCS "OJHOPA30BBIE OJIOKHOTHI', CIIa0BIM MECTOM
MOJKET CTaTh I'€HEpaToOp ICEBAOCIYYailHbIX NocienoBaTenbHOCTel. COBpEMEHHOM TEHAEHIMEN
SIBJISICTCSI UCIIOJIB30BAaHUE OJOYHBIX MHU(PPOB B PEKUME MOTOYHOrO IudpoBaHus (HarpuMmep,
norouHoe mugppoBanue odecneunBaroT pexxumsl CBF u OFB mnsa anroputma DES unu pexxum
rammupoBanust s anroputMa 'OCT 28147-89);

Blowfish u Twofish - kpunrtoanroputmsl, pazpaborannsie bprocom IInaitepom (B.
Schneier), yaoBieTBOpSIOT TpeOOBAHUSIM CTOMKOCTH, HO HE SIBJISIOTCS cTaHmaptamu: Twofish,
ABJSIOIIMICS Oosee nmo3anelt Bepcuelt Blowfish, Beimen B ¢punan konkypca Ha 3ameny DES, Ho
yerynui mndpy Rijndael ;
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CAST: HecMOTps Ha TO, YTO aJNTOPUTM IOKa3an ce0si YCTOHYMBHIM K JIMHEHHOMY H
nuddepeHImaIbHOMY KPUIITOAHAIHM3Y, OH UMEET CIIMIIKOM MaJTyIO JUTHHY Kiroda - 64 Oura;

I'OCT 28147-89: Microsoft momo3peBaer croiikuii mmdp B Hamuuuum "naszeek" -
"backdoors".

Kpunroanroputmsl ¢ OTKPBITBHIM KIIFOUOM

B acummerpuunoii kpunrorpadhuu Juis  3amudpoBaHUS M pacHIMPpoBaHUS
UCTIONB3YIOTCS  pa3nuyHble  (QyHKOUH. CTOWKOCTh aCHMMETPHUYHBIX KPUITOAITOPUTMOB
OasupyeTcsi Ha pa3pelIMMOCTH JIeXKAllUX B UX OCHOBE Maremarnyeckux mnpooOiem. Iloka He
Hal/IeH TMOJIMHOMUAIBHBIA aJTOPUTM pEIICHUS 3TUX MNpoOJeM, JaHHBIE alTOPUTMBI OyAyT
CTOWKHM. B sTOM 3akiioyaercs OTIMYME CHMMETPHUYHOTO W aCUMMETPUYHOro IH(poBaHUS:
CTOMKOCTB IMEPBOrO SBJISETCA HEMOCPEACTBEHHOM M HAYYHO JOKA3yEMOMW, CTOMKOCTb BTOPOTO -
npennoyiokureabHod. Kpome Toro, acMMMeTpuyHbIE KpPUIITOAITOPUTMBI TPEOYIOT TropasJio
0o0Jiee MHTEHCUBHBIX BBIUMCIICHUH U TIOTOMY SIBIISIIOTCS 00Jiee MEAJICHHBIMH.

Haubonee u3BecTHbIe KPUOTOCUCTEMBI C OTKPBHITHIM KITFOUOM:

Prok3aunas kpunrocucrema ( Knapsack Cryptosystem ) [5.13];

Kpunrocucrema RSA ;

Kpunrocucrema Dip-I'amans - EGCS ( ElI Gamal Cryptosystem );

Kpunrocucrema, ocHoBaHHas Ha CBOMCTBax syumunTryeckux kpusbix - ECCS ( Elliptic
Curve Cryptosystems ).

[IpumeHneHne anropuTMOB MKU(POBAHUS C OTKPHITHIM KIIFOUOM MO3BOJISIET:

n30aBUTBCS OT HEOOXOAMMOCTH CEKPETHBIX KaHAJOB CBS3HM JUISL TPEABAPUTEIHHOTO
oOMeHa KJII04aMu;

CBEeCTH mpoOiieMy B3JioMa mudpa K pEmeHNI0 TPYAHOH MaTeMaTH4eCKOi 3a1auu, T.€., B
KOHEYHOM CcueTe, NPUHIMIHUAIBLHO TO-APYroMy TMOJONTH K OOOCHOBAHHUIO CTOMKOCTHU
KPHUIITOCHCTEMBI;

pemars cpencTBaMu Kpunrorpaduu 3agadyd, OTIMYHBIE OT IU(poBaHMs, HANpUMED,
3a1aqy obecneueHus FOPUANYECKON 3HAUMMOCTH JIEKTPOHHBIX JIOKYMEHTOB.

s pemieHus npoOJemMbl, OMHCAHHON B TMOCIEAHEM IYHKTE, OBLIM MPENIOKEHBI
pa3UyHbIE CXEMBI  JJIeKTpoHHO-IUpoBot moamucu ( DLIT ). DSHIT no3Bomser
ayTeHTU(ULIpPOBaTh aBTOpa MH(POpMaIUK, nepeaaronieiics B iuppoBoM Buje. B onpeneneHHbIx
CUTyalusx (Hampumep, B JIEKTPOHHON KOMMEPIIMH MPHU OCYIIECTBIEHUU CIEJIOK MO KYIIe WU
npoaaxe) ST no ropuandeckoii cuine npupaBHUBAeTCs K 00bIYHOM moanucu "ot pyku". Kpome
TOT'0, JIEKTPOHHASI OJIITUCH MO3BOJISIET YOEAUThCS B TOM, YTO MHQOpMaIMs He Oblila HCKa)KeHa
npu nepeaaye.

Cxema DI nomxHa onpeaensTh TpU CAEAYIOMNUX aJrOpUTMa:

AJITOPUTM TOATHUCH;

AJITOPUTM TIPOBEPKHU TIOITHCH.

QJITOPUTM TE€HEepaIUH KJIFOUEBOM Maphl AJIs MOAMKCH U €€ IPOBEPKHU;

RSA [5.14] - xpuntorpadudeckas cucteMa ¢ OTKPBITBIM KITFOYOM, o0ecreunBaromas 0oa
MeXaHu3Ma 3auMThl: ImudpoBaHue u uudpoByo noanuck. Kpunrtocucrema RSA Obuia
paspabotana B 1977 rony u Ha3BaHa B uecTb aBTopoB: Ponanmpna PuBecta, Amu lllamupa u
Jleonapaa Annemana.

[lpunuun e€ neiicTBus B cieayiouieM. bepyrcs aBa OOJBIIMX CIIy4alHBIX NPOCTBIX
qucna Pu @ NpUOIU3UTENBHO PaBHOW pa3psAIHOCTH U BBIYMCISAETCS WX MPOU3BEICHUE

I=P4 . 3arem BeIOMpaeTcss uuciao ', B3aUMHO MpOCTOE C  TMPOU3BEICHHEM

r . \ =1y f \
P = l-“:r!j - l‘II/I BBIYUCIISIETCA YHCIIO d=c I'*”'r“”rl‘” - l'”-(‘r o H], B3aNMHO

npocrtoe ¢ 1t .
Yucna € u Il craHOBATCS OTKPBITBIM KIIFOUOM, YUCIO { [ - 3aKpbITBIM. UTOOBI cO31aTh
umdprekct ', ornpaButenb Bo3BoauT coodmenue /!l B crenens € mo moxynro 1, rme € u 11 -

. e -
MMOKAa3aTCJIn OTKPBITOT'O KJIFOYA IMOJTYyHaTCIIA: =M l ”FU‘“F” l .
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YroObl pacungpoBath MOIyYeHHbIH mHUPPTEKCT (*, moyyaTenasb BeIYUcseT {© B cTeNeHH
n:m= r“f{_mr;ffu )

d 10 MOYJTIO !

Ecnu aGoHEeHT A X04YeT MOATBEPIUTh CBOE aBTOPCTBO COOOIICHHMS, OH CHavyasa mudpyer
€ro Ha CBOEM CEKPETHOM KJII0Ye, a MOTOM Ha OTKPHITOM Kitoue aboHeHTa b. CooTBETCTBEHHO,
a0oOHEeHT b mpUMEHseT K MOly4eHHOMY COOOIICHUIO CBOW CEKPETHBIN KIIFOY U OTKPBITHINA KIIHOY
aboHeHTa A; ycnemHoe pacmu@poBaHue SBISICTCS TapaHTHEH TOTO, YTO OTIPABUTH COOOIICHUE
MOT TOJIbKO a0OHEHT A.

Cxema Ogp-l'amans [5.15] ocHoBaHa Ha TPYAHOCTH BBIUUCIEHUS JAMCKPETHBIX
JOrapupmMoOB B KOHEYHOM TIOJI€ B CPAaBHEHUU C JIETKOCTBIO BO3BEICHHS B CTCIICHb B TOM JK€

CaMOM IIOJIC.

Jlnist TeHepanuy naphl KIIIoYei cCHavyaia BEIOUPAETCs IPOCTOE YUCIIO Py JIBa CIIy4alHbIX
quciaa, ' H I ) 00a JTH u4HciHa JOJI?’KHBI OLITh MEHBIIIE JU . 3areM BBIYHCIISIETCI
y = q'(modp)

OTKpPBITBIM KJIHOYOM CTAaHOBSITCS Y , Ju P .m Y , ¥ P moxuo cienarb OOUIMMH ISt
TPYNIIbl TONB30BaTeNell. 3akpbIThIM KitouoMm siBisiercst L. Temepp, 4ToOBI 3ammdpoBaTh

l

coobOmenue /1l cHadanma BBIOMpaeTCs CIIy4ailHOE k , B3aUMHO IPOCTOE C P = 1 3arem

ky - koo -
srmeniores @ = 9 (modp), b = y*m(modp) Mapa  @n b seosercs
mPTEKCTOM, UYTO YBEIMYMBACT HMCXOIHOE COOOIIeHMe B nBa pasza. s pacmmdpoBanus

oy
peramcisercss |0 h//” \ ”””fﬁ]_

Ha cxeme Dnp-I'amans 6asupoBanuck crannaptel DI B Poccun u CIIA, npunsiTeie B
1994 rony [5.17, 5.16] u aeiictBoBaBmue BIjioTh 10 2001 T.

[Tocnemnue MaremMaTHYecKHe TOCTHIKECHUS MTOKAa3ald, 4TO MpodieMa Jiorapu(pMupoBaHuUs
B KOHEYHBIX MOJISAX HE SBISETCS JOCTATOYHO MPOYHBIM (yHIaMmeHToM. Hanbonee s dhexkTrBHbIC
Ha CETONHSIIHMK JI€Hb QJITOPUTMBI JHUCKPETHOTO JIOTapu(PMHUPOBAHUS HUMEIOT YyXKe He
SKCIOHEHIHANIbHYIO, a CYyOIKCIIOHEHIIMAIbHYIO BPEMEHHYIO CIIOKHOCTh. DTO alrOpUTMBI "index-
calculus", ucnonp3yronue GakTopHyr 0a3y, K YHCIY KOTOPBIX OTHOCATCS ajJrOpUTM AjjieMaHa
[5.18], meckombko Bepcmii "COS" (amroputma Kommepcmura-Omispkko-lpenmens) [5.19] u
pemero uwmcioBoro moisst [5.20]. Bemyrcst paGoTsl 1o moBbImeHHIO 3()()EKTHBHOCTH 3THX
anroputMoB. Tak, meroa, onucaHHbli B [5.21], HampaBieH Ha MoBbIIEHHE 3(PPEeKTUBHOCTU
pelIeHus IMHEHHBIX ypaBHEHHWH B KOJIBIIAX BBIUETOB, MOCKOJBKY BCE CYOIKCIIOHEHIIMAIbHBIE
METO/bI TUCKPETHOTO JOrapu(pMHUPOBAHUS CBOJATCA K ATOH 3a/1a4e.

Psan ycnemHbsIx arak, OmMMCaHHBIX, Hampumep, B [5.23], Ha cuCTeMbl, OCHOBaHHBIC Ha
CJIO)KHOCTH JTUCKPETHOTO JIOTapu(PMHUPOBaHUS B KOHEUHBIX MOJAX, MpUBEN K Tomy, B 2001 r.
Poccum m CIHA Opumm mpuHATEI HOBBIE craHmaptel Ha OLII [5.22, 5.24]. IIpomecch
dbopmupoBaHus U MpoBepkH mekTpoHHON DLIIT cymecTBeHHO He U3MEHUIIMCh, OJJHAKO BMECTO

Y T ) B AIIR
AJIIEMEHTOB KOHEYHOI'O IIOJIS G1 {-'} ) WIH GI \1 }JIIOHI/I OMEPUPYIOT SJUIUNTUYECKUMHU
YHCIIAMH, T.€. PEIICHUSMH YPaBHEHHS DIUIMNTUYCCKAX KPUBBIX HAJ| YKa3aHHBIMH KOHEYHBIMU
MOJIIMH, @ POJIb ONEpPallid BO3BEACHHS B CTENEHb B KOHEYHOM II0JIE BBINOJHSET ONEpaIus
B3ATHS KPAaTHOM TOYKHM AJUIMNTHYECKOW KpuBoW. Ecim crapeiii poccuiickuit ctanmapt LI
onepupyeT 1024-OuTOBBIMH OJOKaMH, TO HOBBIM - 256-OMTOBBIMH, HO TPU ITOM OOIaaaeT
Oonpiiel cTOMKOCThIO. BakHO OTMETUTh, UTO CHEUUaIbHBIA BHIOOP THIIA AITUITHYECKON
KpUBOI IIO3BOJIIET HE TOJBKO BO MHOIO pa3 YCJIOXHHUTH 3afady B3iaoma cxembl OLIII, HO u
YMEHbIINUTh pabounii pazMep OJOKOB JNaHHBIX. KpUNTOCHCTEMBI Ha OCHOBE AJUIUNTHYECKON
KpPUBOH TMOJNy4alOT Bce OOJbllee PacHpOCTpaHEHHE CKOpee Kak allbTepHaTHBa, a HE 3aMeHa
cucteMaM Ha ocHoBe RSA. OHM uHMEIOT HEKOTOpble IPEUMYILECTBA, OCOOEHHO MpH
UCIIOJIb30BAaHUU B YCTPOMCTBAX C MAIOMOIIHBIMU TPOIECCOPAMH W/WIH MAaJICHbKOU MaMSIThHIO.
Taxk, cornacHo crangapty CIIIA [5.24] va BeIpaO0TKy 1 BepuduKaiuio 1udpoBoi noamucu DSS
( Digital Signature Standard ), DIII1 MoxeT BbIpaGaTHIBATHCSA IO OJHOMY M3 TPEX alTrOPUTMOB:
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DSA ( Digital Signature Algorithm ), ocHoBaHHOMY Ha Tpo0JjeMe ITUCKpEeTHOro Jiorapudma B
koHeuHoM mojie, ANSI X9.31 (RSA DSA) [5.26] un ANSI X9.63 [5.25] ( EC DSA - anroputm
BBIPAOOTKHM TOJANKUCH, OCHOBAHHBIM Ha MpoOJieMe IHCKPETHOro JiorapudmMa B TpymIie TOYEK
SJUTMNITUYECKON KPUBOM HaJl KOHEUHBIM ITOJIEM).

udposanue Ha marpopme Windows

Mudposanue - 3to dopma Kpunrorpaduu, npeaHazHAUYCHHAs A MpeoOpa3oBaHUS
OTKPBITOTO TEKCTa C MOMOIIbI0 HEKOTOPOT'O aJrOpUTMa TaKUM 00pa3zoM, 4TOOBI pe3ynbTaT ObLI
OeccMbiciulield s Tua, He 00JaJaroIIero HEKOTOPhIM CEKPETOM JUIsl PACKPBITUS HCXOIHBIX
nanHbix. [ludpoBaHue NEKHUT B OCHOBE TaKMX Mep OC30MACHOCTH, KaK MU(POBasi MOMAIMHUCH,
nuppoBoil ceptudukar, HHPPACTPYKTypa OTKpPBITHIX Kiaoued u np. Ilepeuncrnennsie
TEXHOJIOTUH TO3BOJISIOT MOBBICUTH OE30MIACHOCTH OINEPALUi, BBIMOIHAEMBIX C HCIIOJIb30BAaHHEM
BBIUMCIUTENbHON  TexHuku. s 3ammdpoBanus u  pacmudpoBanus  uHGoOpMauu
UCTIONB3YIOTCS Kiroud. Kimrou - 3To mepemeHHas, AJIMHA KOTOpOW m3Mepsercs B Ourtax. Uem
0oJbIIe JBOMYHBIX Pa3psAI0B B HCIOJIB3yEeMOM KJIIOYE, TEM CIOKHEe B o0mieM ciydae Oyner
B3JIOMATh mudp.

Ha mnnatrpopmax Windows XP u Windows Server 2003 kommanus Microsoft
PEKOMEH/IyeT MCII0JIb30BaTh CICIYIONINE KpunTorpaduieckue anroputmsl [5.11]:

AES-128 (unmu AES-192, unu AES-256 );

RSA 2048 (nnu ¢ emie 6oee IIMHHBIM KIIIOUOM);

SHA-2 (1.e. SHA-256 unu SHA-512 );

DSA (umu SHA-2 / RSA).

Kpunrorpadgus Windows Vista (u Longhorn Server ) cooTBEeTCTBYeT peKOMEHAALUIM
ArentctBa Hammonansnoit bezonmacnoctu CIIA u HamumoHanbHOro MHCTUTYTa CTaHAAPTOB H
texHojorun ( NIST ) mo peanmuszanmu mportokonoB "Suite B" [5.12] u mpemycmaTtpuBaer
UCTIOJIb30BAaHUE ACHMMETPHUYHBIX KPUITOAITOPUTMOB HAa OCHOBE JJUIMNTHYECKUX KPHUBBIX.
Anroputmsl "Suite B" Bkir04aroT:

AES (mmdposanue);

EC-DSA (snexktpoHHO-11M(pOBas MOAINKUCH);

EC-DH umn EC-MQV (00MeH CeKpeTHBIMHU KITIOUaMH );

SHA-2 (xemupoBaHue).

Jlanee Mbl Oojee MOAPOOHO PAcCCMOTPUM AITOPUTMBI HMIMPPOBaHUS (C CEKPETHBIM U
OTKPBITBIM KJIFOYOM) U alTOPUTMBI XEIIMPOBAHMUSI, a TaK)Ke MPUBEAEM pekoMeHaaruu Microsoft
OTHOCHTEJIBHO WX MPUMEHEHHS.

Kpatkue ntorn

B nmaHHOW JeKmMM pacCMOTPEHBI OCHOBHBIE TOHSATHS M OIpENesieHus U3 o0jacTu
kpuntorpadguu. OmnucaHbl CcXeMbl pPaOOTHl CUMMETPUYHBIX M ACUMMETPHUYHBIX MIHN(POB.
VYkazaHbl CTaHIAPTHI, PETJIaMEHTUPYIOIIHNE HCIoNb30Banue Kpunrorpadguu B Poccum u CIHIA.
[TpencraBiensl pekomenaanuu Microsoft o npuMeHeHUIo KpUnTorpahu4eckux aaropuTMOB.

IMocTanoBKa 3a1a4u K NPaKTHYeCcKoii padore 4

1. 3yuuTh npessiaraeMblii TEOPETUUECKUI MaTepual.

2. CocTaBuUThH Ou3Hec-TIaH BHEJIPEHUS WHCTPYMEHTOB MIEPCOHAIBHON
KnbepOe30macHOCTH. PaccMOTpeTh 3alUTy BCeX almapaTHBIX CPEICTB M CPENCTB CBSI3U, B TOM
YHClie IEPCOHAIIBHOTO KOMIIBIOTEpa, HOYTOYKa, cMapTQOHA U yCTPOUCTB MOAKIIOUEHUS K CETH
WNurepHer.

3. Paccuntath MHHUMAlIbHYIO, CPEIHIOID W MaKCHUMAJIBHYIO CMETY BHEIPEHUS
MHCTPYMEHTOB TepCOHabHONW KubepoOe3onacHoctu aisi Bamero mpoma. OGocHOBaTh BbIOOp
BApPUAHTA.

4. OdopMHTh OTYET MO MpakTHuecko padore. IIpencTaBUTh OTYET MO MPAKTUYECKOMH
paboTe 1Tt 3aTUTHI.
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BapuaHThl HHAUBUAYAJIBHBIX 3aJaHUM

B cooTBercTBHM ¢ MONMy4YeHHBIM 3ajaHUeM C(HOPMUPOBATH PEIICHUE U JaTh €r0 OMMCAHUE
CO CKPHUHIIIOTAMU BBITTOJHEHHBIX JEHCTBUM.

No  |OOBEKT 3alTUTHI O61aCcTh 3aIIUTHI
1 CTyAeHT YHUBEPCHUTETA HoytOyk, cmaptdoH, cpencrTsa
CBSI3U
2 IT-cnemmanuer  Ha  ynaneHHoM|IepcoHaNBHBIN KOMITBIOTED,
oCcTyIe HOYTOyK, cMapT(doH, CpeacTBa]
CBSI3U
3 Mopepatop  uHpopMarroHHorollepcoHanbHbIN KOMITBIOTED,
pecypca HOYTOYK, cMapT(doH, CcpeacTBa
CBSI3U
4 Crimua-paiitep HoytOyk, cmaptdoH, cpencrTsa
CBSI3U
5 biorep HoytOyk, cMapTdoH, cpencrsa
CBSI3U
6 [IkoMbHUK HoytOyk, cMaprdoH, CcpeacTal
CBSI3U
U Menemkep cpenHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,
yIQJIEHHOM JIOCTYIIC HOYTOyK, cMapTdoH, CpelacTBa]
CBSI3U
8 CrienainicT 1o aHajau3y JaHHbIX|[lepcoHaIbHBIN KOMITBIOTED,
Ha YJaJCHHOM JIOCTYIIe HOYTOyK, cMapTdoH, CpencTBa]
CBSI3U
0 Pazpabotumnk caifToB HallepcoHanbHBIN KOMITBIOTED,
yIQJIEHHOM JOCTYIIC HOYTOYK, cMapTdoH, CpeacTBa]
CBSI3U
10 [[Iporpammuct Ha  ynaneHHoMIlepcoHanbHBIN KOMIIBIOTED,
ToCTyIIe HOYTOYK, cMapT(doH, CcpeacTBa
CBSI3U

Conep:xanue oTyeTa

ITo BbImonHeHHON paboTe cocraBisgercss oT4eT. OTYET BBINOJHAETCS B DJICKTPOHHOM
Buje. [1o BeIMONHEHHOMY OTUYETY IPOBOAMTCS 3alllUTa IPAKTUUECKON paboThI.

Otuer mo naboparopHOH paboTe MOIKEH COCTOATh M3 CIEAYIOIIMX CTPYKTYPHBIX
JJIEMEHTOB:

- TUTYJIBHBIN JIUCT;

- BBOJIHaA 4acCThb,

- OCHOBHasl 4acTh (OmnHcaHue paboThl);

- 3aKJII04YEeHHE (BBIBOBI).

BBogHas yacTe oTueTa OJIKHA BKIKOYATh ITYHKTBI:

- YCIIOBHE 3aJ]auy;

- IOPSIIOK BBINIOJTHEHHUS.

- IpOrpaMMHO-aMNMapaTHbIe CPEJCTBA, UCIIOIb3yEMbIE IPU BHIMIOJTHEHUN PAOOTHI.

3ammTa oTyeTa Mo MpaKkTHUECKOW paboTe 3aKIII0YaeTcs B MPeAbsSBICHUN MPENoIaBaTesio
MOJIyYEHHBIX PE3yJbTaTOB B BUJE (haiijla U JEMOHCTPALMM MOJYYEHHBIX HAaBBIKOB IPU OTBETAX
Ha BOIIPOCHI MPENOIaBaTENS.

KoHTpoJibHBIE BONIPOCHI

1. OG30p aHTHUBUPYCHBIX CPEICTB 3AIUUTHI MPH OPraHU3alMKd CUCTEMbI MEPCOHAIBHOM
k10epOe30macHOCTH.
2. AHTUBHpYCHAs 3alIUTa IEPCOHANBHBIX KOMIIBIOTEPOB U MOOMJIBHBIX YCTPOMCTB.
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3. Bpanamayapsl.
4. KOMIOHEHTHI anmapaTHBIX CPEICTB 3alIUThHI HH)OpMALIUH.

6. VYUEBHO-METOJNYECKOE M HH®OPMALIMOHHOE OBECITEYEHUE
JTACIHATLITAHBI

6.1. IlepeyeHb OCHOBHOI M JOMOJHUTEJLHON JUTEPATYPbI, HEOOXOAUMOI 115
OCBOEHMS JHCIHIIIMHBI

6.1.1. IlepevyeHb OCHOBHO¥ JIUTEPATYPHI

1. Ilerpenko B.M. 3amura mnepcoHalbHBIX JaHHBIX B HH(POPMAIMOHHBIX CHCTEMax
[DnexTpoHHEIH pecypc] : yaebHoe nocodue / B.U. IlerperHko. — DIEKTPOH. TEKCTOBBIE JTaHHEIE.
— CraBponosib: CeBepo-KaBkasckuii denepanbubiii yausepcurer, 2016. — 201 ¢. — 2227-
8397. — Pexum nocrymna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. OpraHuzanus 3aliuThl IEPCOHATBHBIX JaHHBIX [ DJIEKTPOHHBIN pecypc]
: nmabopartopHbiii mpakTHKymM / A.M. Makapos, W.B. Kamubepna, K.O. bonmapenko. —
OnekTpoH. TekcToBble mgaHHble. — CraBpomonb: CeBepo-KaBkaszckuil  ¢enepanbHbIi
yauBepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum  jgocryna:
http://www.iprbookshop.ru/62971.html.

6.1.2. [lepeyeHn AONMOTHUTETbHOMN JIUTEPATYPHI

1. Ckpunnuk [[.A. OGecnieueHre 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX [DIIEKTPOHHBIN
pecypc] / A.A. CkpurmHEK. — DIJIEKTPOH. TEKCTOBBIC AaHHBIE. — M. : IHTepHET- Y HUBEPCUTET
Nudopmanmonnsix Texnomormit (MHTYUT), 2016. — 121 c. — 2227-8397. — Pexum
noctyna: http://www.iprbookshop.ru/52153.html.

2. CaBenbeB A.M. HayyHo-npakTrueckuii mocraTeiHblii komMmeHnTapuii k denepaabHOMY
3akoHy «O TEepCOHANBHBIX AAHHBIX» [DnekTpoHHBIH pecypc] / A.M. CaBenbeB. — DJIEKTPOH.
TekcToBbIe JaHHble. — M. : Ctaryt, 2017. — 320 ¢. — 978-5-8354-1365-2. — Pexum noctymna:
http://www.iprbookshop.ru/65895.html.

6.2. IlepeueHb y4eOHO-MeTOAUYECKOI0 00ecIeYeHNsI CAMOCTOSITeIbHOM pPadoThI
o0yyauuxcsi Mo JUCHUNJINHE

1. Meroauueckue yka3aHMs IO BBIOJHEHUIO MPAKTUYECKUX 3aHATHH MO JUCHUILIUHE
no pucuuiuinie «llepconanbHas KubepOe30nacHOCTh Y.

2. Metoauueckue peKOMEHJAlUH Ul CTYIEHTOB IO OpraHM3alli CaMOCTOSTEIbHON
pabotsl o nuctuumuinae «llepconanbHas KuOepOe30MacHOCThY.

6.3. [lepeueHs pecypcoB HH(POPMALMOHHO-TETeKOMMYHUKALIMOHHOM CeTH
HNHTepHeT, HEO0XOAUMBIX I OCBOCHHS AUCHUIIIMHBI

1. YuuBepcuterckas oubanoreka online. http://www.biblioclub.ru;

2. OBC «IPRbooksy. http://www.iprbookshop.ru;

3. DnekTponHast oubimorexka CK®YVY .a. http://catalog.ncstu.ru;

4. TocynmapcTBeHHass MyOJWYHAs HaydyHO- TexHuueckas Oubmmoreka Poccum. (I'TTHTH
Poccun). www.gpntb.ru.
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