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BBEJIEHUE

Metoauyeckiue peKOMEHJALMU COJAEp)KaT IepedyeHb TeM ¢ BOMNpPOCaMH  JUIS
CaMOCTOSITENIbHOW ~ MpopabOTKH, TepedeHb MPaKTHYECKMX paboT C  Bompocamu  JUis
CaMOCTOSITENIbHOI MPOPaOOTKH.

Mertoanyeckre yka3aHus TOCBALICHBI Kypcy «llepcoHanbHas kuOepOe30macHOCThY.
KubepOe3zonacHoCTh sBIAET €000 HAOOpP CpPENCTB, CTpPATErwii, MPHUHIIMIIOB OOECIeUeHUs
0€30MaCHOCTH, TapaHTHUH OE30MacHOCTH, MOJXOJIOB K YIPABICHUIO PHUCKaMH, JEHCTBHIA,
npoecCHOHANBHOM MOArOTOBKH, CTPAaXOBAaHUS M TEXHOJOTUH, KOTOPBIE HCHOJB3YIOTCS IS
3aIUTBl  KUOEpPCpEeNbl, PECypcoB OpraHM3anuii u Tmoib3oBateneid. KubepOezomacHOCTh
MOJIpa3yMeBaeT JOCTHKEHUE M COXpPAaHEHHE CBOMCTB OE30MACHOCTH Y PECypCOB OpraHHU3allH
WJIY TI0JIh30BAaTENEH, HAlIPAaBJICHHBIX IPOTUB COOTBETCTBYIOIIUX KHOEPYrpo3.

Pa3Bute uHpopmanroHHOro 00IIEeCTBA MpeArojaraeT BHEAPEHUE HH(POPMAIIMOHHBIX
TEXHOJIOTUH BO BCE c(Ppephl KU3HU, HO ITO 03HAYACT U MOSABJICHHUE HOBBIX YIPO3 OE30MAaCHOCTH —
or yredek wuHpopmanuu g0 kubepreppopusMa. B mpoexre Konuenuuu crparteruu
kubepbe3zonacHoctn Poccuiickoit denepannn KUOSPIPOCTPAHCTBO OIpeaenseTcs Kak «cdepa
JEeSITEIbHOCTH B MH(OPMALIMOHHOM MPOCTPAHCTBE, 00pa3oBaHHasi COBOKYMHOCThIO MHTEepHETa 1
JIPYTruX TEeIEKOMMYHHKAIIMOHHBIX CEeTed M JIIOOBIX (POpPM OCYIIECTBISIEMON IMOCPEICTBOM HX
UCIIONIb30BAaHUsl 4YEJIOBEUYECKOM AaKTUBHOCTH (JIMYHOCTH, OpTaHU3allUud, TOCYIapcTBa)», a
KnOepOe30MacHOCTh — KaK «COBOKYITHOCTH YCJIOBHH, NpPU KOTOPBIX BCE COCTABIISIOIINE
KHOEPIPOCTPAHCTBA 3AIIUIIEHB OT MAaKCUMaJbHO BO3MOXKHOTO YHCIIa YIPO3 M BO3ICHCTBHIA C
HEXKENATeNbHBIMA TIOCIEJACTBUAMUY». B CBsI3M ¢ 3TUM OOJbIIOE 3HAYCHHE TPHOOpETaeT
npobiieMa «KyJIbTypbl 0€30IaCHOTO MOBEACHUS B KHOSPIIPOCTPAHCTBE.

B cootBercTBUM co «CtpaTterueil pa3BUTHsI OTpacid MH(POPMALMOHHBIX TEXHOJIOIMH B
Poccuiickoit @enepannu Ha 2014-2020 roas! 1 Ha nepcrnekTuBy 10 2025 roga», yTBEpKICHHOU
pacnopstkenueM [lpaButenbctBa Poccuiickoit @enepanuu ot 1 HosiOpst 2013 r. Ne 2036-p,
«Ctparerueii paszButus wuHPOpMmanmoHHOro obmectBa B Poccuiickoit  Denepanumy,
yrBepxaeHHol [Ipesunentom Poccuiickoit @enepanuu 7 despans 2008 r. Ne [Ip-212 u psaom
JIPYTUX TOKYMEHTOB B YUCJIE MHOTUX APYTUX 3a/1a4 BbLACISAIOTCS:

- obecnieyeHue pa3IUYHBIX Cchep HKOHOMHUKHM KadeCTBEHHBIMH WHOOPMAIMOHHBIMU
TEXHOJIOTHSIMU;

- obecrieyeHre BBICOKOTO YpOBHS HH(OpPMaMOHHOW O€30MacHOCTH TOCyAapCTBa,
WHAYCTPUU U TPaKJIaH.

OcHOBHBIMU ~ 3a7ayaMu  o0ecrieueHuss Oe30MaCHOCTH CUYUTAIOTCS:  JIOCTYIHOCTb,
LEJIOCTHOCTb, BKJIFOYAOIIAst ayTEeHTUYHOCTb, a TaKxe KOH(UICHIIMATEHOCTb.
KubepOe3zonacHocTh  sBIS€TCS HEOOXOAUMBIM  YCIOBHEM Pa3BUTHS  MHPOPMAIMOHHOTO
o01iecTBa.

1. HEJb U 3AJJAYU U3YUYEHUSA JUCIHUITJIMHBI

Lenbto ocBoenust gucuuiuinHbl «llepcoHanbHast KuOepOe30macHOCTb» — SBISETCA
dbopmupoBaHre HabOpa YHHBEPCAIBHBIX KOMIIETCHIIMI Oyayiero OakamxaBpa Mo HapaBJICHUIO
noarotoBku 43.03.02 «Typuzm».

3amayl OCBOEHHMS IUCHMIUIMHBI: W3YYEHHE OCHOBHBIX TMOHATUN KuOEepOe30macHOCTH,
OCBOCHME HaBBIKOB COOJIIOJICHUS NIEPCOHATIBHOI KOepOe301macHOCTH.

2. TEMbI CAMOCTOSITEJIbHOM PABOTHI

No HanMeHnoBaHue TeM AUCHUILTUHBL, UX KPATKOE COACPKAHKE O0beM
TEMBI qacoB*

2 ceMecTp




Pazgen 1. Konneniuy nepcoHanbHON KnOepOE301acHOCTH
1 Tema 1. OcHOBHBIE TOHATHS NIEPCOHATBHOIN KNOEpOE30macHOCTH 15
Pazgen 2. TexHonoruu opraHu3aiuy MepcoOHaAIbHON KHOEpOE30IMacHOCTH
5 Tema 5. DxoHoMuyeckast 3pGHEKTUBHOCTH CPEACTB 00CCIICUCHUS 15
MIePCOHAIBHON KMOEepOE301acHOCTH
Hroro 3a 2 cemecTp 30
3. TEXHOJIOTTYECKASI KAPTA CAMOCTOSITEJTbHOM PABOTBI
OBYYAIOUIETI'OCHA
Hroroserit | CpencrBa | OO0beM 9acoB, B TOM YHCIIC
HPOAYKT u
Kongr
pean3yCeMbIX JILHOM U OLICHKH
KOMIIETEHIIHit CTYACHTOB pabora c
paboTsi npernojaBare
JaeM
VK-1 IToxaroroska k Koucrmekr Cobecenos | 1,08 0,12 1,2
JICKIUAM aHue
VK-1 CamocTosITenbpHOoe Koncriekr Cobeceno | 23,76 2,64 26,4
U3yYCHHUE JIUTEPaTypbl BaHHUE
noremam 1, 2, 5
VK-1 IToaroroBka k Namusrnya | Otger 2,16 0,24 2,4
NPaKTHYECKUM JIBHOE MHChbMEHH
3aHATUAM 3aJaHue 13171
HUroro 27 3 30

4. PEKOMEHJIAIINU U1 CAMOIIOAI'OTOBKH

4.1 IloaroroBka k Jekuusim. CamocTosiTeIbHOE H3YUYeHHe JTUTePaTypPhl

ba3oBblii ypoBeHb

Tema 1. OcHOBHBIC MOHATHS NMEPCOHATBHON KNOEeP0e30NMacCHOCTH

1. MudopmanmonHas 6e30macHOCTb U KHOepOe30nacHOCTb.

2. CsaolicTBa ol(PpOBaHHON HHPOPMALIHH.

3. TlpuunHBI KHOEPIIPECTYIUICHUH.

4. TIpoGnemsl kHOEpOE30MACHOCTH.

5. Amnanu3 puCKOB Kak OCHOBa yIpaBJeHHsI IEPCOHATbHON K1OepOe30MacHOCThIO

6. Monens yrpo3 STRIDE.

7. VHCTpyMEHTHI aHATN3a ¥ KOHTPOJIST HH(POPMAITMOHHBIX PHCKOB.

8. CpaBHUTENbHBIN aHAIM3 MOAXOJOB K PACHO3HABAHUIO YIPO3 C MCIOJIB30BAHHEM PAa3JIMYHbBIX
mopeneii: CIA, STRIDE

Tema 5. DJxoHomuueckas 3I(PGPeKTUBHOCTH CPeACTB o0ecnedyeHUs] MePCOHATBHOI
Knoep0e30nacHoCTH

9. OueHka cpe/iCTB KPUIITO3ALUTHI.

10. DxoHOMHYECKOE obocHOBaHUE pacxoioB Ha obecrieueHue MePCOHATLHON

K1OepOe30MacHOCTH.
11. OGocHOBaHHBIH BEIOOP Mep U CPEACTB 0OecreueHus: NePCOHAIbHON KHOepOe30macHOCTH.




12. IpeumymiecTBa U HEOOCTATKH CYLIECTBYIOMIMX METONOB OOOCHOBAaHHS HHBECTHIMI B
cpencTBa o0ecreueHus MepCoOHAIbHON KHOepOe30macHOCTH.
IloBblIEHHBII YPOBEHb

Tema 1. OcHOBHBIC NOHATHS NMEPCOHATBbHON KMOep0e30NacHOCTH

13. OcHoBHBIC MOHATHS KHOEPOE30MaCHOCTH.

14. Xapakrepuctuku onuppoBaHHON HH()OPMAITHH.

15. Knaccuduxkanus KuoeprpecTyIIeHUH.

16. TexHonmoruu KuOEpOE30MACHOCTH.

17. Yupapnenue nepcoHanbHOM KHOEPOE30I1acHOCThIO

18. Xapakrepuctuku mozaenu yrpo3 STRIDE.

19. UnctpyMeHThI aHanu3a U KOHTPOJISE HH(POPMAIIMOHHBIX PUCKOB.

20. CpaBHUTENBHBIN aHATIM3 MOAXOI0B K PACIO3HABAHUIO YIPO3 C UCIOIB30BAHUEM Pa3IMYHBIX
moxenei: ['ekcana Ilapkepa, SA, STRIDE

Tema 5. DJxoHomuueckas 3PPeKTHBHOCTL CPeACTB o0ecnedyeHUs] TNePCOHATBHOI
KH0ep0e30MmacHOCTH

21. Habop (hMHAHCOBO-dPKOHOMHYECKUX IIOKa3aTele Juisi OICHKH 3(PQPEKTUBHOCTH CPEICTB
obecrnieueHus repcoHanbHONU KHOepOe30MacHOCTH C SKOHOMHUYECKHUX TTO3UIIHA.

22.MeToiKa OLIEHKM 3KOHOMHYECKOH 3((EKTUBHOCTH CPEICTB 0OECIeUeHHs HepCOHAIbHOIM
KrOepOE30MacHOCTH.

4.2 TloAroToBKAa K MPAKTHYECKUM padoTam

Ba3zoBblii ypoBeHb

Tema 1. OcHOBHBIC NOHATHS NIEPCOHAIBHOI KMOep0e30NnacHOCTH
1. HuadopmannonHas 6e30macHOCTb U KHOEPOE30MacHOCTb.
2. CaoiicTBa onudpoBaHHOM HH(POpPMALIHH.
3. TlpuumHbl KHOEPIPECTYTIICHUIA.
4. TIpoGnembl KHOEPOE30MACHOCTH.
Tema 2. MoaenpoBaHue yrpo3 NepcoHaJIbLHONH KHOepoe30nacHocTH
5. AHanu3 pUCKOB Kak OCHOBA YIPaBJIEHUS MePCOHAIbHOI K1OepOe30MMacHOCThIO
6. Mogens yrpo3 STRIDE.
7. VHCTpyMeHTHI aHaJIM3a U KOHTPOJIS MH(OPMAIIMOHHBIX PHCKOB.
8. CpaBHHUTENBHBII aHATU3 TMOAXOJOB K pACIO3HABAHHIO YIPO3 C HCIOJIb30BAaHHEM
paznuunbix Moaenei: CIA, STRIDE
Tema 5. DxoHomuueckass 3P(PeKTHBHOCTH CpeIcTB o0ecredeHUs] MePCOHATBHOI
Kn0ep0e30nacHoCTH
9. OreHKa Cpe/ICTB KPUTITO3AIIHTEI.
10. OxoHOMHUYEeCKOe  OOOCHOBaHME  pPACXOJ0B  Ha  obOecreueHHe  MEpCOHAIbHOM
Kk10ep0e30IacHOCTH.
11. O6ocHOBaHHBII BEIOOP MEp U CPEACTB 0OecredeHns NepPCOHAIbHOIN K1OepOe30macHOCTH.
12. TlpenmyImiecTBa W HEAOCTATKH CYIIECTBYIOIIUX METOJOB OOOCHOBaHHS WHBECTHUIMH B
cpencTBa o0ecrieueHus epPCoOHAIbHON KuOepOe30macHOCTH.
Tema 6. UHCTPYMeHTBI OPTraHU3aIUH NEPCOHATIBLHON KNOepOe30nacHoCTH
13. O630p aHTUBUPYCHBIX CPEICTB 3alIMTHl NPH OPTraHU3AIMH CHUCTEMbl NEPCOHATBHOM
k10epOe30macHOCTH.
14. AuTuBHMpYCHAs 3alIUTa NEPCOHATBHBIX KOMIIBIOTEPOB U MOOUIIBHBIX YCTPOMCTB.
15. bpanamayapsi.
16.KoMIOHEHTHI anmapaTHBIX CPEICTB 3aIUThHl HHQOPMAIHH.
IloBbIICHHBIH YPOBEHB

Tema 1. OcHOBHBIC NOHATHS NEPCOHAIBHON KN0EpP0e30NacCHOCTH
1. OcHoBHBIE TOHATHS KHOEPOE30MacCHOCTH.



2. XapakTepuCTUKU ouu(ppoBaHHON MHPOPMALIUH.
3. Kiaccudukanus knbeprnpecTyIieHui.
4. Texuomoruu KuOepOE30NMacHOCTH.
Tema 2. MoaesupoBaHue yrpo3 nepcoHaJIbHON Kndep0e30nacHoCTH
5. VYmnpasieHue nepcoHabHON KHOepOE30MacHOCTHIO
6. Xapakrepuctuku moaenu yrpo3 STRIDE.
7. VHCTpyMEHTHI aHaIHM3a U KOHTPOJISI MH(POPMAIMOHHBIX PUCKOB.
8. CpaBHMUTENbHBIA aHAM3 MOAXOJOB K pPACIO3HABAHUIO YIpo3 C HCIOJIb30BAaHUEM
pa3nuuHbIx Moneneit: I'excana [lapkepa, SA, STRIDE
Tema 5. OJxoHomuueckass 3PPeKTHBHOCTHL CpeACTB o0ecrevyeHHsl TEePCOHAIbHOM
Kn0ep0e30nacHoCTH
9. HabGop (puHAHCOBO-3KOHOMHUYECKHUX IOKa3aTele i OIEeHKH 3(P(HEKTUBHOCTH CPEICTB
obecrnieueHns MepcoHATbHON KHOEpOe30acCHOCTH C SKOHOMHYECKHUX TTO3HITHHA.
10. Metoguka  OIEHKH  JKOHOMHUYECKOH  A3(PGEKTUBHOCTH  CPEACTB  OOeCIeUeHUs
NEepCOHANBHOIN KHOepOe30MacHOCTH.
Tema 6. UHCTPpYyMEHTBHI OPraHU3alUM EePCOHATbHOI KHOep0e30NnacHOCTH
11. CpencrBa annapaTHON 3alIUTHl UHPOPMALUH.

12.Oprauunzanus nporpaMMHO-aNnapaTHbIX CPEACTB NEPCOHANLHON KMOepOe30IacHOCTH.
5. TEOPETUYECKHWH MATEPHAJI
5.1 OCHOBHBIE INIOHATUSA NEPCOHAJIbHOM KUBEPBE3OITACHOCTH

OcHoBHbIE MIOHATHS NMEPCOHAIBHOM KHOepOe30nacHOCTH

Bo Bpemena Pumckoit umnepun Oblia chopMyinMpoBaHa reonojuTHuYeckas (opmyra:
"Kto Bnazneer mopeM, ToT Biageer mupom!" Bo Bpemst Bropoil MupoBoii BOWHBI 3TO BbIpa)KEHHE
ObUI0 MOAM(ULMPOBAHO M 3By4YAOo YXe cieayromuMm obpazom: "KTo BiameeT BO3IyLIHBIM
MPOCTPAHCTBOM, TOT BiaaeeT mupom!" M HakoHel, BO BTOpoM mosoBuHe XX BeKa, B MEPHOJ
CTaHOBJIEHUS TOCTUHAYCTPHAIBLHOTO OO0IIecTBa ObUT BHIPAOOTaH HOBBIA TEOMOJIMTHUYECKUIN
te3uc: "Kto Brageer nndopmanuei, ToT BiajgeeT MUpoM!", KOTOpPbII OCTaeTCs aKTyaJIbHbIM U TI0
cell JICHb.

Hactynuno Bpemsi, korna HEOOX0OAMMO CUMTAThCS C TE€M, YTO Mepexo] MH(opMmaluu B
pas3psal BaXHEHIINX PEeCcypcoB YelOBEYECTBAa OJHOBPEMEHHO MOpOXkKAaeT MpolieMy obsagaHus
3TUM PpECypcoM, €ro YHHYTOXKEHUS WM M3MEHEHHs, MCXOJs U3 TOCYAapCTBEHHBIX,
KOMMEPUYECKHX, YaCTHBIX MU APYTUX HMHTEPECOB, M, KaK CIEACTBHE, NPUBOJUT K IOSBICHUIO
HOBOT'O CpE/CTBa HamlaJeHUs WU 3alUThl, T.€. THPOPMAIIMOHHOTO Opyxus. [IpnunHON Takoit
IEepeMeHbl CTajla BO3MOXKHOCTh Ipe/ACTaBleHUs WHpopManuu B IUPpoBOM BHIe. BaxHo
OTMETHUTBh, UTO LIUPpoBas HHPOpMAIUs 00JIaJaeT CAEAYIOIIMMH HEOTHEMIIEMbIMHA CBONCTBAMU

OTuyX1aeMoCTh

BocnpoussoaumocTs

HeynuurtoxxumocTts

Bo3MoXHOCTE OBICTPOTO TIOWCKA

C onHOHN CTOPOHBI, ITH KauyecTBa MO3BOJIAIOT CYIIECTBEHHO ONTHMHU3UPOBATH IPOLECC
00paboTku uHpopmanuu, cBesi K MUHUMYMY BMEIIATENIbCTBO YEJIOBEKA B PYTUHHBIE MTPOLIECCHI
u obecrieunBas JerKUid U OBICTPBIM AOCTYN K HEOOXOMUMBIM cBefeHUsM. C Ipyroil CTOpPOHBI,
OHM K€ CTaJId TPUYMHOM TOABJIEHUS B KOHIE XX B. HOBOrO BHAA 3JOACIHUN -
kubepnpectyruieHuil. Tak, OTUyKIa€MOCTb U BOCIIPOU3BOAUMOCTh MH(OPMAIIK BKYIIE IPUBEIN
K OO0OCTpeHHIO MpoOJeMbl 3allluThl aBTOPCKUX mpaB. He Tak naBHO moHsTHE "Kpaxka"
MOJpa3yMeBasio, YTO CYOBEKT JMIIAETCd HEKHX MaTepualbHBIX IeHHocTed. C 1udpoBoit
uH(popMaliel Bce Mo-IPyroMy: €clid MUpaT KOMUPYET JUCK C 3alKChi0 €Ile HE BBIIIEIIIEro
¢miIbMa, UMYILECTBO MpaBooOIagaTesst MOXKeT (U3MUECKHd HE MOCTPajaTh - OJHAKO IPU ITOM
3aKOHHBIM XO3SMH TepseT HaJ CBOMM IPOU3BEACHHEM KOHTpoib. bonee Toro, eciau o
HOSBJICHHUSI KOMITBIOTEPOB CO3JIaHHE yOJIMKATOB MPUBOJIMIO K YXYJIIEHUIO KayecTBa O0OBEKTa



KONMPOBaHUs (PENpONyKIMH KapTHUH, INEPENUChIBAHUE KHUI M ayauoKacceT W T.4.), TO B
IU(PPOBOM MHpPE KOIUPOBAHHE MOXKET IPOU3BOIUTHCS B HEOIPAHMUYEHHBIX KOJMYECTBAX
npakTHuecku OecmiaTHO - u Oe3 moTtepu KauectBa! K mapamokcaiabHO HeXeNlaTeIbHBIM
pe3yibTaTaM MPUBEIO M OBICTPOE CHUXKEHME 1IEH Ha yCTpOICTBAa XpaHEeHuUs JaHHbIX. Pabora mo
aHaM3y XpaHUMOH B OpraHu3anuy MHOOPMAIMH C LENbI0 BBIABICHHUS JAHHBIX, TOJICKALIIIX
YHUYTOKEHUIO 110 IPUYMHE YTEPH aKTyalbHOCTU U MOJIE3HOCTH, OOXOJUTCS JOPOXKE MOKYIKH U
YCTaHOBKH HOBOT'O 000pynoBaHMs. BciencTBue 3Toro HOBOCTHBIE JICHTHI MECTPST 3aroJ0BKaMU
0 HalJCHHBIX B MyCOp€ WU KYIJICHHBIX HA ayKIIMOHAX JKECTKUX IMUCKAX W MarHUTHBIX JICHTAX,
COEpXKAIIMX CEKPETHbIE CBEICHUS, KOTOpbIE HHUKTO HE TMOTPYAMIICA CTEpPEeTh Iepen
yruiau3anuenn  yctpoictB. OTHenbHOrO BHMMaHHS 3acilyXHBaeT HpoOjJeMa YHUUYTOXEHUS
uHpopManuu, XOTsa Obl OJHAXKIBI MOsSBUBIICHCS B VIHTEpHET M NPOUHIAECKCHPOBAHHOU
IIOUCKOBOW cucTeMOoil. BO3aMOXXHOCTE OBICTPOro MOMCKa U OOBEIUHEHUS O KIIIOUYEBBIM MOJISM
(manmpumep, ®MO u azapec >3IEKTPOHHOM IOYTHI) AENAET 3aJady COCTaBIEHUS IMOPTpeTa
AKTHUBHOTO I0JIb30BAaTENs] KOMIIBIOTEPA MAKCUMAJIBHO IIPOCTOM AJIS 37I0YMBIIIIJICHHUKA.

Kak cienctue 3Toro octpoTa npoodiemsl odecriedyeHus nHGHOPMAIMOHHON 0€30acHOCTH
(UB) cyObekToB MH(POPMALMOHHBIX OTHOLICHMH, 3AIIUThl UX 3aKOHHBIX HMHTEPECOB IpHU
UCTIOJIb30BaHUN HMH(OPMAIIMOHHBIX CHUCTEM M CeTeil, XpaHUMOH, oOpabaTsiBaeMol U
nepeaaBaeMoil B HHMX MH(OpPMaluU IMOCTOSHHO Bo3pactaer. HecMOoTps Ha HHTEHCHUBHOE
BHE/IPEHHE BHOBH CO3/1aBa€MBIX TEXHOJIOTUYECKUX peIIeHHH B 00xacTé HMH(OPMAIMOHHON
0€30I1aCHOCTH, YPOBEHb KPUMHUHOT€HHOCTH B MH(MOPMAILIMOHHON cepe ceTel nepesadu JaHHbIX
BEAYIIUX CTPaH MHpA MOCTOSHHO MOBBIIIACTCS, YTO MPUBOIUT K MHUJUIMAPIHBIM (PUHAHCOBBIM
HOTEPSIM.

[lo naHHBIM KOOPAMHALMOHHOIO LEeHTpa HeMmemieHHoro pearupoBanusi CERT,
OpraHu30BaHHOTO Ipu yHuBepcutere KaphHern MesioHa, exerongHo HaOIOAAETCS POCT
KOJIMYECTBA PErHCTpUpYeMbIX HH(popManmoHHbIX aTak (puc. 1.1). Kak BuaHO Ha amarpamme,
OJIHOW M3 HamboJiee aKkTyaJbHBIX IPOOJEM B IOCIEAHEe BpeMs CTaja 3alUuTa OT MHCaiiepoB
(COTpYAHMKOB KOMIIAHUM, SIBISIOLIUIICS HapyLIUTENEM, KOTOpPbI MOXKET HMETh JIeTalbHbII
JOCTYI K KOH(puAeHuuansHo nHpopmanun). Takas yrposa crana BO3MOKHOW BO MHOI'OM H3-32
MOSIBJIICHUS TOPTATUBHBIX U JICHIEBBIX YCTPOMCTB XPAHEHHUS C BBICOKOM IJIOTHOCTBIO 3allMCH.
OObocTpsieT cuTyalo MUPOBOI (PUHAHCOBBIM KPU3UC, B YCIOBUSAX KOTOPOI'O BBIPOCIO YHCIIO
COTPYJIHUKOB, HEJOBOJIBHBIX CBOMM paloTojareneM (BCIEICTBUE COKpALICHHS 3apIUiaThl WU
Jla’ke YBOJIBHEHHMSI) ¥ JKEJIAIOLINX HAHECTH €My Bpe]l MJIM HE3aKOHHO 000TraTUThCS.

4
137529 WHcanpepe
PacnpeaeneHHbie avaku
Ll Ataku tuna «SQL Injection»
52658 Araku Tuna «format string»
21756 Stealth - ckaHupoBaHue
ATaku TUNA «nepenonHexwe bydepar
9859 Arvaxy Ha obuwegocTynieie Web-cepsucel
ATaku TMNA «0TKa3 B OGCHYHUBAHUMY
2573 ABTOMaTHU3HPOBAHHOE CKAaHWPOBaHuWe
1334 MepexsaT panHbIX
MoameHa cybbekTa coeauHEHNS
252 «TPOSTHCKUE KOHU»
6 Mepebop naponen
Bupychbl &
1980 . 1985r. 1990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT xomm4ecTBa aTak

XapakTepHO, YTO KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIIEHHUH, coBepiiaeMblx B Poccun,
€XKEroJHO yBeIN4YuBaeTcs. Tak, COMNIACHO CTaTUCTUKE MuHMCTEpCcTBa BHYTpeHHUX aen PO,
KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUIEHUH, CBS3aHHBIX C HECAaHKLMOHUPOBAHHBIM JIOCTYIIOM K
KOH(UICHIMATBbHON MHPOpPMAIUK, YBEJIMYWIOCH C IIeCTUCOT HHIMAeHToB B 2000 r. 10 cemu
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Teicsid B 2004 r. K OCHOBHBIM IpUYMHAM pPOCTa KOJIMYECTBA aTaK MOXHO OTHECTH CIIEIYIOIINE
(bakTophI:

C KaXIIbIM T'OJIOM YBEJIMYHMBACTCS KOJIUYECTBO IOJIb30BATENCH OOIEAOCTYIHBIX CeTei
CBS3M, TaKUX, Hampumep, Kak cetb Mutepuer. Ilpu 3TOM B KauecTBe HOBBIX IOJIb30BATENEH
BBICTYIIAIOT KaK OT/EJIbHbIE KIIMEHTCKUE padOUne CTaHLUHU, TAK U LIEJIble KOPIIOPATUBHBIE CETH;

YBEJIMUMBACTCS  KOJIMYECTBO  YSA3BUMOCTEH, €XKEAHEBHO  OOHApYy)KHBAaeMbIX B
CYIIECTBYIOIIEM OOIIECHCTEMHOM U MPHUKIATHOM IPOTPAMMHOM O0ECIICYCHHH;

BO3pAaCTaeT YHCIO BO3MOXHBIX OOBEKTOB aTaku. Eciiu HECKOJIBKO JIET Ha3aj B KauecTBe
OCHOBHBIX O0OBEKTOB HECAHKIIMOHMPOBAHHOTO BO3JICHCTBHUS PAaCCMAaTPUBAINCHh HCKIIIOYUTEIHHO
cepBepsl ctaHmapTHbix Web -cimyx0, takme kak HTTP, SMTP u FTP, To k HacTtosmemy
MOMEHTY pa3paboTaHbl CpelICTBa peallM3allii aTak Ha MapIIpyTH3aTOPbl, KOMMYTATOPBI,
MEKCETEBbIE SKPaHbI U Jp.;

YIIPOLIAIOTCA METOABI peain3aluu MHOOPMAIMOHHBIX aTak. B cetu MHTepHET MOXHO
0e3 TpyJa HalTU NMPOTrpaMMHBIE PeaM3alluy aTaK, HAIPaBJIECHHBIX HAa aKTUBU3ALUIO PA3INYHBIX
ys3BuMocTeil. [Ipu 3ToM HMcnonab30BaHKE ITHX CPEACTB CBOIUTCS K BBony IP -agpeca oObekra
aTaKu ¥ HAKATUIO COOTBETCTBYIOIIEH YIPaBIISIIOIICH KHOIIKH;

YBEJIMUMBAETCS  YHUCJIO  BHYTPEHHUX  aTaKk €O  CTOPOHbI  IOJIb30BaTejel
aBromatu3upoBaHHeix  cucteM (AC). Ilpumepamu Takux aTak  SBJISETCS — Kpaxka
KOH(QHIESHIIMATHHONH HH(GOpMAIMM WM 3aIMyCK BPEJOHOCHOTO IMPOTPAMMHOI0 OOECTIeYCHHUs
(ITO) Ha pabounx CTAHIUAX TOJIb30BATEIICH.

Heo0XomuMo OTMETHTh, YTO YpPOBEHb CIOXHOCTH HH(POPMAIMOHHBIX aTaK TaKKe
MOCTOSTHHO pacTteT. JlaHHoe yTBEp>KACHHE MOXKHO MPOMJLIIOCTPUPOBATh HAa MPUMEPE IBOJIOIUN
KOMIIBIOTEPHBIX BUpPYCOB. B MomeHT cBoero mnepBoro mnosiBieHus B 1980 1. BupycChl
NOpeICTaBsId  co00M  JAOCTATOYHO IMPOCThIE MPOTpaMMbl, KOTOPBIE CaMOCTOSITEIBHO
pacIpoCTpaHsINCh B aBTOMAaTU3UPOBAHHBIX CHUCTEMAaX M OCHOBHOHM 3ajauell KOTOPBIX OBLIO
HapylieHue pabotocrnocoOHOCTH crucTeMbl. CerofHs xe KOMIbIOTEPHBIE BUPYCHI MPEACTABISIIOT
CYIIECTBEHHO OoJyiee CIOXKHBIE TPOTPAMMHBIE CPEICTBA, CIIOCOOHBIE PACIPOCTPAHATCS
MpPaKTUYECKH B JI000M cpere mepenaun MHGOpMaIUU, a TakKe MAaCKHUPOBATHCS MOJA paboTy
mratHoro [1O. Kpome »srtoro, coBpeMeHHble MOIUM(UKAIMK KOMIBIOTEPHBIX BHPYCOB B
OCHOBHOM HCIIOJIB3YIOTCSL JUIsI KpaXM KOHOQHUIEHIHMAIbHOM HH(pOpPMAIMK, a TaKkKe s
MOJIyYEHUs! HECAaHKIIMOHUPOBAHHOTO JOCTYyNa K KOMIIBIOTEpaM IOJib30BaTeae. AHalornyHas
TEHJICHIMs XapaKTepHa W JUIs JPYTUX BUAOB YIpo3 0€30MacHOCTH, AJIS peaau3allii KOTOPbIX
MIOCTOSIHHO TPUJIyMBbIBAIOTCS 0O0Jiee H3OLIPEHHBIE METOJbl U CpPEICTBA IMPOBEACHUS aTak.
M3MeHnach 1 MEHTaJIbHOCTh XAaKEpPOB: €CJIM paHbIlle OCHOBHOM MOTHMBalMell ObLIO perieHue
CJI0OKHOW MPOOJIEMBI M1 BO3MOXKHOCTh CAMOYTBEPKJIEHUS, TO CErOHS Ha MEPBBIN IUIaH BBIXOJIUT
KOMMeEpUecKasi COCTaBIISAIONIAs], KOTOpasi ClIOCOOCTBYET 0OBEINHEHHIO TATAHTIMBBIX OJMHOUYEK B
OpraHU30BaHHbIE IIPECTYMHbBIE COOOIECTBA.

Crour o0OpaTUTh BHUMAaHHE Ha TOJOXHUTEIbHYIO TEHJEHIMIO - HEKOTOphIe
MPOU3BOJIUTENIN MPOTPAMMHOIO U alIapaTHOro OOecleyeHusl CTalu o0palaTh BHUMaHUE Ha
0€30I1acCHOCTh MPOAYKTa YK€ Ha CTaMM MPOEKTHPOBAHUS, a HE B MOCIEIHUA MOMEHT, KOT/a
U3MEHUTh 4YTO-IMOO0 B AapXMTEKTYpE CUCTEMBI YK€ IMO3JHO U MOYKHO JIOBOJILCTBOBATHCS
¢byHkunoHanbHBIME "3amiaTkaMu”. OJHAKO M HAa 3TOM IYTH €CTh HPEIMSATCTBHS: BO-TIEPBBIX,
MIPOU3BOJICTBO MPOJYKTa, HE COJEpIKAllero OIHWOOK, B pealbHOM MHpPE HEBO3MOXKHO; BO-
BTOPBIX, KOMIIBIOTEp MpPEJCTaBIseT cO00 cHCTEMY W3 OrPOMHOrO YHCIa KOMIIOHEHTOB OT
pa3HbIX BEHIOPOB, W TECTUPOBAHHE COBMECTHOM pPAaOOTHI BCEBO3MOXKHBIX KOMOMHAalMEn
ABIISIETCA HepaspelmnMoi 3ajnadedl. Hakonen, camast cOBEepIIEHHas 3allUTa MOXET OBITh
B3JIOMaHa, U IPUYUHA 3TOMY - YeJOBeUecKUi (pakTop. YCTpaHUTh ATY Yrpo3y NPUHLUIHAIBHO
HEBO3MOXXHO, T.K. IIEPCOHAN SBISETCS HEOTHEMJIEMON YacThio 1000 HH(MOpMAIMOHHON
CUCTEMBI.

C ydeToM BBIIIECKA3aHHOTO MOXHO C YBEPEHHOCTBbIO YTBEp)KIaTh, YTO IMpodiema
3amuThl AC 0T HHPOPMAIIMOHHBIX aTak SIBJISETCS OJHOM U3 Haubosee akTyalbHbIX U 3HAYUMBIX
B UT-unnyctpuu. Ilo BceMy MUPY €XKeToTHO MPOBOAUTCS OOJIBIIOE KOJIMYECTBO UCCIETOBAHUIA,



HaNpaBJICHHBIX Ha Pa3pabOTKy HOBBIX M Oojee A(PQPEKTUBHBIX METOJOB HPOTHBOACHCTBUS
yrpo3aM 3J0yMBIIUIEHHUKOB. C y4eTOM aKTyalbHOCTH BOIIPOCOB, CBSI3aHHBIX C 3allUTOH OT
BHEIIHUX U BHYTPEHHUX MH(POPMALMOHHBIX aTaK, ¥ ObLJI HAIUCAH 3TOT YU4eOHBIH KypC.

Kpatkue ntoru

B nanHO#l nexiuu ObUTM paccMOTpEeHBI (yHIaMEHTAJbHBIE CBOWCTBA OLM(POBAHHON
UHpOpPMALlMM M UX BIMSHME Ha POCT Yrpo3 B cdepe MHPOPMALMOHHOW O€30MacHOCTH ¢
HACTYIUICHHEM KOMITBIOTEPHOM 3pbl. llepeunciiensl ¢GaxTopbl, HE IMO3BOJSIONIME OOECICUYNUTh
COBEpILEHHYIO 3alUTy MH(OpMaIUK, U BbIJICJIEH II€pEUYEHb HE PEIICHHBIX HA JAHHBIH MOMEHT
npooJieM.

5.2. MOJAEJHUPOBAHHUE YI'PO3 NEPCOHAJIbHON KUBEPBE3OIIACHOCTH

MoaeaupoBaHue Yrpo3 nepcoHaaIbHOI Kuodep0e30nacHOCTH

OcHoBo#i ynpaBieHust THPOPMAILIMOHHOM 0€30aCHOCTHIO MPEANPUATHS SABISIETCS aHATU3
puckoB. DaKTHYECKH PHUCK NPEACTaBIsIET CO0OW HHTETPaJbHYI0 OLIEHKY TOTO, HACKOJIBKO
3(h()EeKTUBHO CYIIECTBYIOIIUE CPEACTBA 3AIIUTHI CIIOCOOHBI MPOTHUBOCTOSATH MH(OPMALIMOHHBIM
aTaKam.

OOBIYHO BBIJICISIIOT JIBE€ OCHOBHBIE TPYMIBI METOJOB pacuéTa PUCKOB O€30MaCHOCTH.
[lepBast rpynma MO3BOJISIET YCTAHOBUTH YPOBEHB PUCKA IMyTEM OIICHKH CTEIIEHH COOTBETCTBUS
onpenenéHHoMy Habopy TpeOoBaHMil mo oOecnedeHuto HH(OpMaMOHHOW Oe3omacHOCTH. B
Ka4eCTBE UCTOYHHKOB TaKUX TPEOOBAHUI MOTYT BBICTYNAaTh (puc. 3.1):

HopmatuBHO-TIpaBOBbIC  JOKYMEHTBI  TPSANPHUATHS,  KAacalolMecs  BOIPOCOB
nH(OPMAITMOHHOK 0€30MTaCHOCTH;
TpeOoBaHusi  IEHCTBYIOLIETO POCCHUHCKOTO  3aKOHOJATENIIbCTBA -  PYKOBOJSIINE

nokymeHTel @CTOK (I'ocrexxkomuccun), CTP-K, tpeboanust ®Cb PO, 'OCTs1 u ap.;
Pexomenpanumn mexaynapoanbix cranaaptos - [ISO 17799, OCTAVE, CoBIT u ap.;
Pexomenpanum ~ KOMIAHUM-TIPOU3BOAMTENICH  IPOrPAMMHOIO M aIapaTHOTO
obecnieuenus - Microsoft, Oracle, Cisco u ap.

ICTOuHMKY TPEBOBaHMA ANA OUEHXN YPOBHS
wibopmaumornon 6esonacHocTi AC
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Puc. 2.1. Uctounuku TpeGoBaHU MHPOPMALMOHHON 0€301MaCHOCTH, Ha OCHOBE KOTOPBIX
MOKET IPOBOAUTHCS OLICHKA PUCKOB

Bropas rpymnmna MeToJ0B OLIEHKHM PUCKOB MH(OPMAIMOHHON 0e30MacHOCTH 0azupyercs
Ha OIpe/ieJIeHMH BEPOSTHOCTH pealv3alluMd aTak, a TakXke ypoBHeW ux yuepOa. B nanHom
cllyyae 3HAu€HUE pHUCKA BBIYMCISETCS OTHENBHO JUIS KaXJAOM aTaku W B OOIIeM cllydae
MIPEACTABIISIETCS KaK IPOU3BEICHNE BEPOATHOCTH IPOBEIECHUS aTaKW HA BEJIMYMHY BO3MOXKHOTO
yiep6a ot 3Toil aTaku. 3HaueHue yuiepda onpeaessercs coOOCTBEHHMKOM HH()OPMAIMOHHOTO
pecypca, a BEPOSTHOCTh aTaKW BBIYHCIAETCS TPYIIION SKCHEPTOB, MPOBOASAIIAX IMPOLERYPY
aynura.

Meroasl mepBOMl M BTOPOM TpPyHIbl MOIYT HCIOJIB30BaTh KOJWYECTBEHHBIE WU
Ka4eCTBEHHBIE LIKANbI [ ONpe/eeHus] BEIMYUHBI prcKa HHPOPMALMOHHOM Oe3omacHocTH. B
IIEpBOM CJIy4ya€ PUCK M BCE €ro MnapaMeTpbl BBIPAXKAOTCS B YHCIOBBIX 3HayeHUsX. Tak,
HaIpuMep, IIPYU UCIOJIb30BAHUU KOJIMYECTBEHHBIX IIIKaJ BEPOSATHOCTH IIPOBEICHUS aTAKU MOXKET
BbIpaXaThCsl YMCIIOM B HMHTEpBaje, a yuiep0 aTakd MOXKET 3a7aBaThCsi B BHJIE JEHEKHOTO
DKBUBAJICHTAa MAaTEPUAIBHBIX IIOTEPb, KOTOPHIE MOXKET IIOHECTH OpraHu3anus B Clydae
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YCIIEIIHOTO MPOBEeACHUS aTaku. [Ipy MCHOIb30BAHUN KAYECTBEHHBIX IIKAJ YHCIOBbIE 3HAUEHUS
3aMEHSIOTCSI Ha SKBUBAJICHTHBIE UM MOHSATHHHBIC YpoBHH. KaX1oMy MOHATHHHOMY YPOBHIO B
TOM ciydyae OyJIeT COOTBETCTBOBATh OIPEACIEHHBI HHTEpBAl KOJUYECTBECHHOHN IIIKAJIbI
oueHku. KommuyecTBO ypoBHEH MOXKET BapbHPOBAThCA B 3aBUCHMOCTH OT IPUMEHSIEMBIX
METOAMK OLEHKH puckoB. B tabmunax 3.1 m 3.2 mpuBeneHbl MpUMEPbl KAUeCTBEHHBIX LKAl
OLICHKH PUCKOB MH(OPMAIMOHHOW 0€30IacHOCTH, B KOTOPBIX JJIS OLIEHKH YPOBHEH ymiepOa u
BEPOSITHOCTH aTaK! MCIIOJIB3YETCS MATh MOHATUIHBIX YPOBHEH.

Tabnnua 3.1. KauecTBeHHas LIKana OLLEHKN YPOBHA yepba
Ne VYposeHb yuiepba OnucaHue

1 Manbin yuwep6b MpUBOAUNT K HE3HAUYUTE/IbHBIM MOTEPAM MATEPMa/IbHbIX aKTUBOB, KOTOPbIE
6bICTPO BOCCTAaHABAMBAIOTCA, UAWN K HE3HAUYUTE/IbHOMY BAUSHUIO Ha
penyTauuio KomnaHuu

2 YMepeHHbI BbI3blBaeT 3aMeTHbIE NOTEPU MaTepMabHbIX AaKTUBOB UM K YMEPEHHOMY
ywepb BAVAHWNIO HA PenyTaLmMio KOMNaHNK

3 Yuwepb cpegHe MpuBoANT K CyLLLECTBEHHBIM NOTEPAM MATEPUANbHbLIX AKTUBOB NN
TAXKECTU 3HaynTEe/IbHOMY YPOHY penyTaumMmu KOMNaHUn

4  bonblwon yuepd  Bbi3biBaeT 60/blUME NOTEPU MATEPUASIbHBIX aKTUBOB U HAHOCUT 60/bLLIOW
YPOH penyTaumm KOMNaHMK

5 KpuTtuueckuii MpUBOANT K KPUTUYECKUM MOTEPAM MATEPUAJIbHbIX aKTUBOB UAN K MOJIHOM
yuepb notepe penyTaumMm KOMMNaHUM Ha PbIHKE, YTO AenaeT HEBO3MOXKHbIM
OanbHENLLYIO AeATeNbHOCTb OpraHM3aumnm

[Ipu ucnonb30BaHWM KaUECTBEHHBIX LIKAJ ISl BBIUMCIEHUSI YPOBHS pUCKa TPUMEHSIOTCS
CrielMaIbHbIE Ta0IHIIbI, B KOTOPBIX B MIEPBOM CTOJIOIIE 3a/1al0TCs MOHATUWHBIE YPOBHH yIepoa,
a B TIEPBOI CTPOKE - YPOBHU BEPOSTHOCTU aTaku. Sldelku ke TaONHIIbI, pacrlojOKEHHbIE Ha
nepecedeHny MepBoil CTPOKHU U CTOJIOIA, COIEPKAT YPOBEHb pHUCKa Oe30macHoCTH. PasmepHOCTD
TaOJIMIBI 3aBUCUT OT KOJMYECTBA KOHIENTYaJlbHBIX YPOBHEH BEPOATHOCTH aTaku W yiiepoa.

[Tpumep Tabiuipl, HA OCHOBE KOTOPOM MOKHO ONPENETUTh YPOBEHb PHCKA, MPUBEIEH B TaOII.
3.3.

Tabnunua 3.2. KayecTBeHHasd LWKana OLEHKU BEPOATHOCTU NPOBEAEHMNA aTaKK

YposeHb
Ne BEPOATHOCTH OnwucaHue
aTaku
1 OueHb HM3KanA ATaKa npaKTMYecku HUKoraa He byaeT npoBeseHa. YpoBeHb
COOTBETCTBYET UUCIOBOMY UHTEpPBany BepoaTHocTu [0, 0.25)
2 Huskan BepoAaTHOCTb NpoBeAeHMA aTaku A0CTaTOYHO HM3KaA. YPOBEHb

COOTBETCTBYET YMC/IOBOMY MHTEpBany BepoAaTHocTh [0.25, 0.5)

3 CpeaHsan BepoaTHoCTb NpoBeAeHNn ataku NpubansmTtensHo pasHa 0,5
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4 Bbicokas ATaka ckopee Bcero byaet nposegeHa. YpoBeHb COOTBETCTBYET
yncnoBomy MHTepBany BeposTHocTu (0.5, 0.75]
5 OuyeHb BbICOKasA ATaKa NoyTu HaBepHsAKa byaeT nposeaeHa. YpoBeHb

COOTBETCTBYET YUC/NOBOMY MHTEPBaANy BepoaTHocTu (0.75, 1]

Tabanua 3.3. Mpumep TabaumLbl onpegeneHnsa ypoBHA pucka MHGOPMaLMOHHON 6e3onacHoCTH

BepoAaTHoOCTb OyeHb HU3KanA Hu3skas CpegHan Bbicokas OyeHb

aTaku BbICOKaA

Ywepb

Manbin ywepb Huskumin Puck Huskmn puck  Huskmt puck  CpepgHuii CpegHuin puck
pUCK

YMepeHHbI Huskuin Puck Husknn puck  CpegHum CpeaHuit BbICOKMit puck

ywep6 pUCK pUCK

Yuwepb cpegHer  Huskuii Puck CpeaHun CpeaHumn CpegHum BbicoKkuin puck

TAXKECTU pUCK pUCK pUCK

BbonbLioi CpegHuin puck CpegHuit CpegHuit CpeaHuit BbICOKWit puck

ywep6 pUCK pUCK pUCK

Kputnueckmm CpegHum puck BbicoKui BbicoKkuit BbicoKkunit BbicoKnin puck

ywep6b pUCK pUCK pUCK

IIpu pacuere 3Ha4eHUI BEPOSTHOCTU MPOBEACHUS aTaKH, & TAKKE YPOBHS BO3MOXKHOTO
ymep6a MOTYT HCIIOJIb30BaThCS CTAaTUCTHUYECKHE METOJBI, METO/ABl SKCIEPTHBIX OICHOK HIIH
AJIEMEHTHI TEOPUH MPHUHATHUS pemieHuil. CTaTHCTHYEeCKHE METOJbl MPEANoaraloT aHalu3 YyKe
HAKOIICHHBIX JAaHHBIX O pPEajJbHO CIIYYaBIIMXCS HWHIMJCHTAX, CBS3aHHBIX C HApYIICHUEM
uHpOpMalMOHHOM Oe3onmacHocTH. Ha ocHOBe pe3yibTaTOB TAaKOro aHaiM3a CTPOATCS
NPEIOIOKEHUSI O BEPOSATHOCTH TNPOBEJCHUS aTak M YpOBHAX ymiepba ot Hux B Apyrux AC.
OpHako MpUMEHEHHE CTAaTUCTMYECKMX METOJI0OB HE BCerja BO3MOXKHO H3-32 OTCYTCTBHUS B
MIOJTHOM 00BEME CTaTUCTUYECKHX JIaHHBIX O paHee NMPOBEAEHHBIX aTakax Ha MH(OpMaIOHHBIE
pecypcsl AC, aHaIOrMyHON TOM, KOTOpasi BHICTYIAET B KaUeCTBE 0OBEKTa OLEHKH.

[Ipu ucnonb30BaHMM ammapara SKCIEPTHBIX OLEHOK TPOBOAMTCS aHAIU3 PE3yIbTaTOB
paboThl TpYMIBl HKCHEPTOB, KOMIIETEHTHBIX B O0JIACTM HH(POPMALMOHHOM O0€30MacHOCTH,
KOTOpbIE Ha OCHOBE HMEIONIETOCS Yy HHUX OIBITa ONPEACNSIOT KOJUYECTBEHHBIC WA
Ka4eCTBEHHBIE YPOBHHM PHUCKA. DIIEMEHTHI TEOPHM HPUHATHS PELICHUN MO3BOJIIOT NMPUMEHATH
JUIsL BBIYMCIIEHUS 3HA4Y€HHUs pucKa Oe3omacHoCcTH OoJiee CIOXKHBIE aNrOpUTMBI 00paboOTKU
pe3yabTaTOB pabOTHI IPYIIIBI SKCIIEPTOB.

B mpornecce ananmza prckoB WHGOPMANMOHHON 0€30TaCHOCTH MOTYT HCIOJIB30BATHCS
CHeHMaTU3UPOBAHHBIE MTPOrPaMMHBIE KOMIUIEKCHI, IMO3BOJIAIONINE aBTOMATU3UPOBATH MPOIECC
aHaTM3a WCXOJHBIX JAaHHBIX W pacyéra 3HA4eHWH pPHUCKOB. [IpuMepaMu TakuX KOMILIEKCOB
apistorest "I'pud" u "Kowmop" (kommanum "Digital Security"), Oputanckuit CRAMM
(xommanusa Insight Consulting, nonpasgenenue Siemens ), amepuxkaHckuil RiskWatch
(xommanus RiskWatch ), a Taxoke "ABanl'apn" (Muctutyta Cuctemaoro Ananuza PAH).

TpaauInoHHO BBIICISIFOT TPU OCHOBHBIE COCTABJISIOIINE 0€30IacCHOCTH HH(pOpMAIUH:



koHpuaeHmansHocTh ( confidentiality ) - coxpaneHue wuHpOpMalMu B TaiiHe,
HEBO3MOKHOCTb PAaCKpBITHS HH(OpMaLUU O6€3 Corjlacusi 3aMHTEPECOBAaHHBIX CTOPOH;

LEJIOCTHOCTB ( integrity ) - HEMPOTUBOPEUHUBOCTD U MPABMIILHOCTh HH(POPMALIUY, 3AIINUTA
uH(pOpMallMK OT HEAaBTOPU30BAHHOW MOAU(UKAIINH;

nocrymHocts  ( availability ) - oOecmeuenue Hanuuus UHPOPMAIUU U
paboTOCIOCOOHOCTH OCHOBHBIX YCIYT JIJIS MOJb30BATEINS B HY>KHOE JIJIsl HETO BpEMS.

Benyrcs nuckyccun Ha Temy mosHOTHl " Tpuanasl CIA " mns onmcanus yrpo3 UB.
CymiecTByeT aapTepHaTHBA 3TON Kiaccudukauu - T.H. " rekcaaa Ilapkepa " ( Parkerian Hexad
). IloMumo BbIIENIEpEUMCIEHHBIX CBOUCTB, [JoH Ilapkep Boigenser:

nommHHOCT, ( authenticity ) - B TPUMEHEHHH K TIOJB30BATEIIO OINPEALISICT
COOTBETCTBUE YYAaCTHHKA B3aMMOJCHUCTBHS CBOEMY HMEHH; B NPUMEHEHHH K COOOLICHHIO -
JIOCTOBEPHOCTH TOTO, UTO JIaHHBIE OBLIIN CO3/IaHBI 3asIBIICHHBIM HCTOUHUKOM.

yIPaBIsIEMOCTh, WU BIaJeHuE ( possession or control ) - rapaHTHsi TOTO, YTO 3aKOHHBIHA
BJIa/IeJIel] SIBJISICTCSl €MHCTBEHHBIM JIUIIOM, BO BJIACTH KOTOPOTO M3MEHHUTH MH(POPMAIUIO WUIIU
NOJYYHTh K HEH JOCTYI Ha YTEHUE

nosie3HocTh (utility ) - "mpakTUYHOCTH", YIOOCTBO MOCTYyMa; HAXOXAeHHE HH(OpMaLIUU
B Takoi (opme, 4TO ee 3aKOHHBIN BlaJelell He JOJDKEH Ui TOIYYeHHUsS JOCTYyNa TPAaTUTh
HEOMpaBJaHHBIX yYCUJIHMH (TakuX, Kak rnmpeoOdpasoBanue Gopmara, noadop Kirova mudpoBaHus U
T.J.)

CymectByeT Takke kinaccudukanus SA, rops4o oo0psieMasi U3BECTHBIM KpunTorpadom
bprocom [IInanepom:

Authentication (ayTeHTH(pUKALUA: KTO THI?)

Authorization (aBTopu3amus: 4To T€0C MOXKHO JIENIaTh?)

Availability (1ocTymTHOCTB: MOKHO JIM TIOJTY4UTh pabOTaTh C TaHHBIMH?)

Authenticity (o yIMHHOCTB: HE MOBPEXKICHBI JIU JaHHBIC 3710 yMBIIIICHHUKOM?)

Admissibility (IOmyCTUMOCTB: SBJSIOTCS JH JaHHBIE JOCTOBEPHBIMH, aKTYalbHBIMU U
MOJIE3HBIMU?)

Msbl B nanHOM Kypce Oyaem mpuuaepxkuBatbes monenu yrpo3 STRIDE, senstomeiics
KOMITOHEHTOM Hucnoyib3yemon Microsoft metomonoruu SDL ( Secure Development Lifecycle ).

Spoofing ( mpuTBOPCTBO)

Tampering ( ©”3MeHeHUE)

Repudiation ( 0Tka3 OT OTBETCTBEHHOCTH)

Information Disclosure ( yreuka naHHBIX)

Denial of Service ( oTka3 B 00CTyXKHBaHHH)

Elevation of Privilege ( 3axBar npuBmieruii)

JlanHast knmaccuguKanus paclupsieT TPaJAULMOHHBINA MOAXOJ K OIeHKe 0e30MmacHOCTH
uHpopmanuu (nokpsite obnactu CIA obecnieunBaroT komnoHeHTsl Tampering + Information
Disclosure + Denial of Service) u mo3BoinsieT pa3paboTuMKy B3TIIIHYTh HAa WUH(DOPMAIIMOHHYIO
CHCTEMYy C TO3WIMH 3JOyMBIIUICHHUKA. Jlamee MbI OyaemM paccMaTpuBaTh NTPOAYKTH M
TEXHOJIOTHH, YHOPSAOYMBAs UX COTJIACHO TOMY, OT KaKOro THMa Yrpo3bl MO KiacCUpUKALUU
STRIDE onu npu3BaHbl 3alIUTUTh HHPOPMAILIMOHHBIE PECYPCHI.

Kpatkue ntorn

B nmanHO# nekuuu OB pacCMOTPEHBI MPHHIMIBI MPUMEHEHUS aHali3a PUCKOB IS
yrpaBieHUs HMHPOPMAIMOHHOW 0€30MacHOCThI0 Tpeanpusatus. lIpoBelneH CpaBHUTEIHHBIN
aHaJ M3 TOJXOJIOB K PAcClO3HABaHHWIO YIPO3 C HCIOJb30BaHHEM pa3iaudHbIx Mopenei: CIA,
I'excana ITapkepa, SA, STRIDE.



5.3 9KOHOMHMNYECKAS DPP®EKTUBHOCTDb CPEACTB OBECIIEYEHUSA
MEPCOHAJIbHON KUBEPBE3ONIACHOCTH

JKoHOMHYecKasi  I(PPeKTHBHOCTL  cpeAcTB  olecrevyeHUs]  MEPCOHAJBHOM
Knoep0e30nacHoCTH

BaxkHocTh 3x0HOMHYECKOr0 000cHOBaHMs nHBecTHUIMN B Ib nmonpuepkuBan B.MambikuH,
JTUPEKTOp 1o WH(MOpMAIMOHHOW Oe3omacHOCTH KaOuHeTa mpesuaeHTa Microsoft B Poccun u
CHI', B cBOMX BBICTYyIUICHUSIX Ha KoH(epeHuusx Security @ Interop '2008 u IT-Summit'2008
[7.48]. Cornacuo [7.49], GonbmMHCTBO 3apyOexHbIX Kommanuid (84%) wucmonb3yior ROI u
Jpyrue MHCTPYMEHTHI JJisl OolleHKM uHBecTuluil B Wb, xoTOphle cocTaBidAloT B cpenHeM 5%
Bcero UT-6romkera. B Poccun va Ub uaer 0,5% UT Gromxeta, T.€. B 10 pa3 menbmie. Takyro
cutyanuo B.MaMbIKUH HanpsMyr0 CBA3BIBAET C TEM, YTO B HAIIEW CTpAaHE IIOKA HE MOJydusa
HIMPOKOTO PACIPOCTPAHEHUs MPAKTHUKa OLIEHKH 3PdeKkTuBHOCTH cpeAcTB oOecrneuenus Ub c
AKOHOMMYECKHX MMO3ULIUMN.

Pacuer ¢unancoBo-3KOHOMHUECKUX TMokazaTenel C3M mo3BoJseT peuuTh CISTYIOIe
3agaun [7.47]:

O6ocHOBaHME BHEJPEHHUS CHUCTEMBI 10 OOecrneueHu0 MHPOPMAIIMOHHON 0e30MacHOCTH
Ha NPEAIpPUITHN C SKOHOMUYECKON TOUKU 3PEHUS;

OneHka HKOHOMHYECKOM dS(PQPEKTUBHOCTH BHEIPEHHsS] WM 3aMEHBl  CHCTEMBI
0e301macHOCTH UH(POPMAIIHH;

[IporHo3upoBanue pacxo/oB MO co3AaHuio/ GyHKIMOHUPOBaHUI/ MoaepHu3anun C3U
(3amava ympaBieHuUs: OI0KETOM);

CpaBHeHHE MO HKOHOMHUYECKUM KPUTEPHSIM HECKOJbKUX BapHaHTOB cozfganHusi C3U,
IOCTPOCHHBIX HAa PAa3IMYHBIX apXHUTEKTypax (CHcTeMax M KOMIIOHEHTax), C IIeNbl0 BbIOOpa
ONTUMAJIFHOTO BapuaHTa pean3alliu npoekTa (3agada Beioopa UT-cTparerun).

KauectBo mHpopManuu, HEOOXOIUMOW I MPUHSATUS PEHICHHUS O IEIeCO00Pa3HOCTH
WHBECTHUIMI, B MEPBYIO O4epe/ib, OyAeT 3aBUCETh OT MCXOJHBIX JAHHBIX, HA OCHOBE KOTOPBIX
IIPOU3BOJMIINCH BHIYUCICHUS. Y A3BUMBIM MECTOM B JIFO0OM METO/IMKE pacyera sIBISETCSI UMEHHO
cbop 1 00paboTKa MEPBUYHBIX JAHHBIX, UX KA4ECTBO U JIOCTOBEPHOCTh. OJHUM U3 OCHOBHBIX
BOIIPOCOB siBIIsAeTCS OIlleHKa 3arpar Ha Mb. Bribop HE0OXOaMMOI CTENeHH 3allUThI JTOJDKEH
VUUTBHIBaTh P KPUTEPHUEB: YPOBEHb CEKPETHOCTH WH(OpPMAIMU; €€ CTOMMOCTh; BpeMs, B
TEYEHHUE KOTOPOTO OHAa JOJDKHA OCTaBaThCid B TailHe W T.A4. M3BecTHbiit kpumnrorpad bproc
HInaitep (Bruce Schneier) B pabote [7.26] moguepkuBaeTr, 4To TEpMUH "0€30MaCHOCTH" JIMIIEH
cMmbicia 0Oe3 cBeleHUH O TOM, OT KOr0O M Ha KakoW CpOK 3amuiieHa uHpopmanus. ITo
YTBEpP)KJICHHE MPUMEHUMO KaK K cHcTeMaM oOecredeHus: 0e30MacHOCTH B IEJIOM, TaK M K UX
Ba)KHEHIIEMY KOMIIOHEHTY - CPEACTBAM KPUNITOTpapuuecKoi 3aluThl HHPOPMAIUH.

CpenctBa kpunrorpadudeckoii 3amutbl uHbopMmanuu (CK3U) mpencraBisiorT coboit
CPEJICTBA BBIYMCIUTENIBHON TEXHHUKH, OCYILECTBISIONINE KpUunTorpaguueckoe mpeodpa3oBanue
uH(popManuu s odecnieueHus ee 6ezonacHoctu. Pocc Annepcon (Ross J Anderson), Bemyrmii
9KCIepT B 001acTi HH(POPMAIMOHHOW 0€301aCHOCTH, B CBOCH CTaThe [ 7.3] MPUXOJUT K BBIBOIY,
YTO NPU OLEHKE YPOBHS 3allMIICHHOCTH CHEUUAINCT JOJDKEH NPUHUMAaTh BO BHUMAaHHE HE
TOJIbKO TE€XHMYECKHE XapaKTEPUCTUKUKPUITOCUCTEMBI, MOJIyYaeMble MyTeM KpUIITOAHAIU3a U
aHau3a MHQOPMAITMOHHBIX TOTOKOB, HO UCIOJIB30BATh TAK)XE U SKOHOMUYECKHUE HHCTPYMEHTHI.

PaccmoTpuMm BO3MOKHOCTH pa3zpaboTku MeToauku aHanuza 3ddextuBHOocTH CK3U ¢
y4eTOM TOro, KakKUM yrpo3aM 3amuiiaemas uHpopMmaius OyleT MoABEprarbcs CO CTOPOHBI
37I0YMBIIIJIEHHUKOB.

Jlnist perieHus MOCTaBICHHOM 3a/1a4l HE00X0AUMO:

(dhopman3oBaTh Tpoliecc OreHKH YPGEKTUBHOCTH KPUITOTPaPUISCKOM 3alUTHI,

pa3paboTaThb MaTeMaTH4YeCKyl0 MOJENIb yrpo3 0e30macHOCTH HH(GOPMAIMOHHBIX
PECYPCOB, 3alIUIIEHHBIX C UCIOIb30BAaHUEM KPUNITOTpapUUECKUX CPENICTB;
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o0ecreynTh KpUNTOAHATUTHKA HA0OPOM HHCTPYMEHTAIbHBIX CPEACTB, MO3BOJISIOMIUX
OLIEHUTh CTOMKOCTb KPHUIITOrpa)uyecKUX CPEICTB MO OTHOLICHHIO K HMIACHTH()ULIUPOBAHHBIM
yrposam;

MPOBECTH aHAJIU3 CYHIECTBYIOIUX MEeTO/10B OolleHKHM CK3U ¢ s5KOHOMUYECKUX MO3UIUH U
BBIOpaTh (PMHAHCOBO-?KOHOMHUYECKUE TOKA3aTeNH, MOIXOASIINE JUIsI SKOHOMUYECKOH OLIEHKU
nasectrimy B CK3U.

IlocTraBieHHbIE LIEAM COIJIACYIOTCS C 3a/JadyaMH, BOLIEAIIMMHU B IEPEYEHb OCHOBHBIX
HalpaBJIeHUH U IPUOPUTETHBIX POOJIEM HayUHBIX UCCIEI0BaHUN B 00J1aCTH MH()OPMAIIMOHHON
6esonmacHoctn  Poccuiickoit  ®@enepauuu, KOTOpbI ObT  pa3paboTaH  ceKuued 1o
nHpopmanmonHoit 6e3omacHoctu Hayunoro cosera mpu Coete beszomacHoctu Poccuiickoit
®enepanyy Npu aKTUBHOM Y4aCTUU BEAYLIMX YUYEHBIX U CHELUAIMCTOB HAYUYHBIX YUPEXKIECHUN U
opranuzaruii PAH, By30B, denepaqbHBIX OpPraHoOB HMCIOJHUTEIBLHON BIIACTH, pabOTAOIINX B
pa3IUUHBIX 00JIACTSAX, CBS3aHHBIX C OOECleYeHHEeM HaIMOHAIbHOH Oe3omacHocTH (cM. [7.44],
. 46, 47 u 56).

[Tponecc oneHkH 3PPEKTUBHOCTH KPUNTOTpaPUUECKON 3aIIUTHI

AHanu3 CynecTBYIOIIUX MOIX00B

I[Ipu  ouenke »sddexktuBHoctn CK3W  BakHEHIMM  KPUTEPHEM  CUUTAETCS
KPUITOCTOMKOCTh, T.€. CIIOCOOHOCTh MPOTHBOCTOATH aTakaM KpunroaHaiautuka [7.40]. Takoi
HOJIXO0J] HE YYUTHIBACT IPYTUX BAKHBIX TPEOOBAHUH K KPUIITOCUCTEMaM, a UMEHHO (cM. [7.46]):

MUHHUMAaJIbHBII 00beM HCIOIb3yeMOM KITI04eBOM MH(popMaIuy;

MUHUMaJbHAsl CJI0KHOCTb peain3alni (B KOJIMYECTBE MAIMHHBIX ONEepaluii);

CTOMMOCTb;

BBICOKOE OBICTpPO/ICHCTBHE.

Kpome toro, ucnosnszoBanne CK3U, obGecrnieunBarommx yCTOHYUBOCTh K B3JIOMY HHXKE
HEKOTOpO# "(OHOBOH" BEPOATHOCTH, SBISCTCA OKOHOMHYCCKH HeompaBaaHHbiM [7.35].
Hanpumep, ecinu BEeposITHOCTh BbIXOAAa KOMIAHUU U3 Ou3Heca paBHa 230 (MeHee 4yeM OJUH U3
MWDIHOHA), TO €CTh JIK CMBICI /IS 3aIIUTHl HHPOPMAIUH, KOTOpast MOKET HaHECTH KOMITAaHUU
yiepO, COMOCTaBUMBIM C KPU3UCOM PBIHKA, UCHOJIB30BATh AJTOPUTM, BEPOATHOCTH BCKPBITHS
KOTOpOTo 3a npuemiieMmoe BpeMs cocrasisier 21007

B cratbe B.Il.MBanoBa [7.38] 3¢pdexTuBHOCTE KpunTOrpaMuecKux CpeACTB 3alIUThHI
npeJiaraeTcsl OlLlEHUBAaTh C MCIOJIb30BAaHUEM MaTEeMaTHUYECKOTo ammapara TeOpUHh MacCOBOTO
OoOCITy’)KMBaHUsI W TEOpUM KaTacTpod) Ha OCHOBE BEpPOATHOCTHO-BPEMEHHOH TIpYIIbI
MoKa3aTese, B YMcie KOTOPbIX:

cpeaHee BpeMs 6€30MacHOr0 (PYHKIIMOHUPOBAHUS 3alIUIIAEMON CHCTEMBI;

BpeMs Oe3omacHOro (yHKIIMOHUPOBAHUS 3allMINaeMON cucTteMbl ¢ BeposiTHOCThI0 HCJ]
HE BBIIIE 33/1aHHOM;

SKOHOMMYECKask 3 (HEKTUBHOCTH CO3/IaHHOM CHCTEMBI 3aIUThI HH(OPMALIUH.

Bri6op moxkazateneil 3¢(eKTUBHOCTH NPEACTABIsET UHTEPEC, OJTHAKO METOAMKA UMEET
PAI KPUTUYECKUX HEJIOCTATKOB, KOTOPBIE JIEJIal0T HEBO3MOXKHBIM €€ NMPUMEHEHHE Ha MPaKTHKE
Ui onieHku coBpeMeHHbIX CK3U. B mepByro ouepenp 3T0 rpaHuLbl IPUMEHUMOCTH: METOAMKA
MNOAXOJUT TOJNBKO JUISI OLEHKH KPUITOCUCTEM, MPUHAIIEKAIIUX 10 KIacCU(PUKAUU
XK.Bpaccapa (Gilles Brassard) [7.6] k kiaccy KpUNTOCHUCTEM OIPaHHYEHHOTO HCIIOJIb30BAHMS,
CTOWKOCTh KOTOPBIX OCHOBBIBAE€TCS Ha COXPAaHEHHHM B CEKpETe aJrOPUTMOB 3alIU(PpOBaHUS U
pacumdpoBanusa. OnHako, coriacHo (yHmameHtanbHOMY nomnymeHnio Kupxrogpga (Auguste
Kerckhoffs) [7.14], cTOWKOCTh KPHIITOCHCTEMBI JODKHA OCHOBBIBATbCS HE HA CEKPETHOCTU
QITOPUTMOB 3alIM(PpPOBaHUA M pacHIM(PpOBaHUS, a HA CEKPETHOCTH HEKOTOPOIro 3HAYCHMS,
KOTOpO€ Ha3bIBaeTCs ee KI4oM. Bce coBpeMeHHble KpUNTOCHCTEMBI MOCTPOEHBI MO 3TOMY
IIPUHLINITY, U UCCIIEJOBAHMS MX HAJEKHOCTU BCEr/a JOJKHBI MIPOBOJUTHCS B MPEAIOIOKEHUH,
YTO TMOTEHIHAIbHOMY MPOTUBHUKY O KPHUITOCHUCTEME M3BECTHO BCE, 3a MCKIIOYEHHEM
UCIIOJIb3YEMOTO KIIFOUa.

Emte oHUM HETOCTaTKOM METOAWMKH, OMMCAHHOHN B padoTe [7.38], sBisieTcs TO, 9TO OHA
HE YYHMTHIBAeT 3aBUCUMOCTH 3()(PEeKTHBHOCTH KPUNTOCHCTEMBI OT YCJIOBUN €€ MCIHOJIb30BAHUS.
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OueBuaHO, YPPEKTUBHOCTh OJHOM M TOW K€ KPUITOCUCTEMBI B PAa3HBIX KOHTEKCTaX MOXKET
CYLIECTBEHHO  OTJIMYaThCs, T.K. cpeda (YHKIHOHUPOBAHUS CUCTEMBbl  HAKJIAJbIBAET
OIpe/Ie/IEHHbIE OTPAaHUYEHNUSI HA BO3MOKHBIE CLIEHAPUHU aTaK.

CyliecTByIOT ~ METOAMKH,  IO3BOJSIOUIME  [OCTPOMTH  MOAEIHM  Yrpo3 U
ySI3BUMOCTEHMH()OPMAIIMOHHBIX ~CHCTEM M Ha OCHOBE aHalW3a PHUCKOB  TOJYYUTh
KOJIMYECTBEHHYIO OI[CHKY COOTHOIICHHUS MOTEepPh OT yrpo3 0€30MacHOCTH M 3aTpaT Ha CO3JaHUE
CHCTEMBI 3alIUTHI (CM., Harpumep, [7.39]):

meroq CRAMM, pa3paboTaHHbIii ATEHTCTBOM IO KOMITBIOTEPAM U TEICKOMMYHHKAIIUSIM
BenukoOpuranuu 1o 3aganuto bpuranckoro npasurenscTsa [7.9];

CEMEHCTBO mporpaMMHbIX TpoaykToBRiskWatch ot omHOMMEHHOW amepHKaHCKOM
Kommanuu [7.23];

KOMIUIEKCHAsl CHCTeMa aHaiu3a M YIpaBJICHUS PUCKaMUUH(OPMALMOHHOW CHUCTEMBI
['PU®, co3nannas oteuecTBeHHOM komnanuei Digital Security [7.10].

OTU MHCTPpYMEHTaJbHbIE CPEICTBA IMOJE3HBI CHEHUANNUCTY IPH MPOBEACHUU ayauTa
cucteM o0ecredeHus: OE30MacCHOCTH MPEIIpPUATHS, OJHAKO OHM HE YYUTHIBAIOT CIEHUPUKU
CK3U u, kak nokaszaHo B [7.34], HE MOAXOAAT JUIS PEIICHUs MTOCTABJICHHOW B JIaHHOW padoTe
3a/1a4H.

Hakonen, cymectBytoT Metoasl (GOpMajibHOrO  aHaluM3a  KPUITOMPOTOKOJIOB.
Kpunrorpadguueckuit mportokon [7.24] perinaMeHTHpPYET TOCIEIOBATEIBHOCTh JCHCTBHM,
BBITMIOJHSAEMBIX ABYMS U O0Jiee CTOpOHAMHU JJIsl PEIICHUS KaKOH-I100 3aauu ¢ UCIOJIb30BaHUEM
KpUNTOrpaguuecKuX MpeoOdpa3oBaHUi U aNTrOpuTMOB. MOXKHO BBIJEIUTH TPU OCHOBHBIX KJlacca
METOJIOB aHaJIN3a KPUITOIIPOTOKOJIOB:

JlenyKTUBHbIE METO/bl, OCHOBaHHbIE HA AaBTOMAaTUYECKOM JIOKA3aTEIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOWCTBAMH HCCIIEYEMOr0 KPUIITOMPOTOKOA [7.5];

MeTtoapl aHanM3a COCTOSHUN, MOJENUPYIOIIME KPUITOIPOTOKOJI B BHUAE KOHEYHOI'O
aBTomara [7.4];

MeTo bl CTaTUUECKOTO aHANIN3a, OOBEKTOM UCCIIEOBAHUS B KOTOPBIX SABIISIOTCS MOTOKU
JIAHHBIX U yrpaBieHus [7.7].

[lepeuncnennble MOIXO0bl UMEIOT CYLIECTBEHHBIH HEJOCTATOK: BCE OHU MOCTPOEHBI Ha
IPENOI0KEHNH, YTO UCIIOIb3YEMbI€ B IPOTOKOJIE KPUNTOrpauyeckre NPUMHUTUBBI HJI€aJIbHBI.
PaccmaTpuBaetrcss TONBKO KOHIENTyalbHas CXeMa IPOTOKOJNA, OT KOHKPETHBIX METO/I0B
mu(poBaHUs U UX MOJIBEPKEHHOCTH aTaKaM3JI0yMBIIIUIEHHUKA MPUHITO a0CTparupoBaThCsl.

Monens nporecca oneHku 3¢pdpextuBHoctr CK3U

Haubonee »>¢dexTuBHBIM Npu BBIOOPE M OLEHKE KpUOTOrpadUuecKol CHUCTEeMbI
CUMTAETCsl WCIIOJIb30BAaHUE AIKCIEpPTHHIX oneHOoK [7.46]. Ilpu omenke s¢pdexruBHocTn CK3U
HEOO0X0MMO TPUHMMATh BO BHHMMAaHHE B3aUMOCBS3b (DAKTOPOB, ONPEACISAIONIUX €€
MOJIBEP)KEHHOCTh AaTaKe OINPEAENIEHHOro TUMa. YIPOUIEHHOE Trpauyueckoe IpeacTaBiIeHue
MOJIENI CLieHapusl aTaku M300paxkeHo Ha puc. 7.1. Bo n30exaHue M30BITOUHOCTH W3 MOJIENU
WCKIIIOUYEH JJIEMEHT "3amuiiaeMble pecypcehbl”, KOTOPBIM 3a/laeTcs HESBHO - 4Yepe3 DJIEMEHT
"3noymblieHHUK"  (XapakTtep 3amn@poBaHHOW HHGOpPMALMK  ONpENeseT BO3MOXKHBIX
3JI0YMBIIIJIEHHUKOB, KOTOPbIE MOTYT OCYIIECTBJISATH IMOMBITKA B3JIOMa B LEISIX HapylIEHUs
KOH(HICHIIMATIBHOCTH, 1IETOCTHOCTH MITH TOCTYITHOCTH).
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3N 0YMBILW N EHHKUK

MCNONb3YET

ATaka

4TobbI B3NOMaTb

v

KpunTocucTema

Puc. 7.1. Mopenb cuieHapus B3joMa

Ha ocHOBaHuu mpennoXeHHOW MOJENU CIEHapus aTaku IOCTpOeHa MOJENb YIrpo3
0e3omacHOCTH HH(OPMAIIMOHHBIX pecypcoB u3 Tpex 3iaementoB [7.30] - ABC-momens ("A" ot
a1 Attack - araka, "B" ot anrit. code-Breaker - B3nominuk mmdpa, "C" ot anri. Cryptosystem
- kpunrtocucrema ). Marematuueckoe onucanue ABC -Mozmenu 1aHO MO3XKe, 31€Ch MbI
paccMOTpUM TMPOIECC SKCHEPTHOM OHeHKU dS(PHEKTUBHOCTH KpUNTOrpauueckoil 3auiuThl
(rpadmyeckast MoJIeIIb TIpoIiecca H300paxeHa Ha puc. 7.2).

Henpto stanoB 1-3 sBasercs noctpoenune ABC -moxaenu. IlepBblii 3Tan - onpeneneHue
0o0BeKTa HccaeloBaHUs. 3/1€Ch OIMCBHIBAIOTCS KOHKPETHBIE XapaKTEPUCTUKU KPUITOCUCTEMBI.
Ha BTOpoM 5Tame 3aiaroTcsi mapameTphl, ONPEAENSIONIUEe TUIl MOTEHIHMATbHBIX B3JOMIIUKOB
KpunrocuctemMsl. Kak OyneT mokazaHo B CIEOYyIONEM paszelie, NMpH HAIMYHH (HOPMATbHBIX
MPEACTABICHUN MCCIEIyeMOW KPHUNTOCUCTEMbl M NOTEHLIHMAJIBHBIX 3JI0YMBIIIJIEHHUKOB Mbl
MOKEM IMEpPEeNTH K TpeTbeMy J3Taly, T.e. ONPENENUTh THUIIBI aTaK, KOTOPHIM IOJBEp’KEHa
KPUIITOCUCTEMA, a TAKKE CBA3AHHBIN C HUMH PUCK.

UYeTBepThlii 3Tan NpeaCcTaBisieT cOO0M aHAINU3 yCTOMYHMBOCTUKPUITOCUCTEMBI K aTaKaM,
OTIpe/ieIeHHBIM Ha TPeTheM dTame. J[Jis mpoBeAeHNs KPUNTOaHAIHN3a CIIeUAINCTa HEOOXO0AUMO
o0ecrieunTh HAOOPOM MHCTPYMEHTAIbHBIX CPEACTB, HCCIENOBAaHUE M Pa3pabOTKE KOTOPBIX
OyzeTr paccMOTpeHa Jlanee.

Hakonen, maTelii 3Tanm npeanonaraeT HCIOib30BaHUE PA3IUYHbBIX IMOAXO0J0B K OICHKE
skoHOMUYeCcKOH dddekTuBHOCTH MHBecTUIMi B CK3UW Ha ocHOBaHMM JaHHBIX, MOTYYCHHBIX Ha
sranax 1-4.

D e HTU M KaLWA
KPUMTOCKETEMBI

v Onpegeneque

[ ] NOTEHLM &b HblX
B3 NOMLLMKOB

v ONpEAENEHUE MHOKECTEA
ATZK, KOTOPbI M MIKET

[:l nojeepratscA

KpUMTOCUCTEMA

[ :I OLEHKa YCTORMMBOCTU
CUCTE MBI K 3TUM aTaKaM

" O'IpE,ElEJ'IEHVIE COOTBETCTEMA

KOUMTOCUCTEMEI
NOTPEAHOCTAM OpraHU3 aLpi

Puc. 7.2. TIpouecc onieHkH 3 (HEKTUBHOCTH KPUITOTpaPUUECKON 3aUThI
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MonenupoBanue yrpo3 6€30macHoCTH HH(HOPMAIIMOHHBIX PECypPCOB

3amaua coctouT B paszpaborke ABC -momenu yrpo3 06e30macHOCTH WHOOPMAITMOHHBIX
pPECYpPCOB, 3alIUIICHHBIX C HCIOJIB30BAHHEM KPUITOTPaQUUECKUX CpPEACTB, KOTOpas JJacT
BO3MOXHOCTh  ()OpMAJIM30BaTh  B3aUMOCBS3b  MEXKAY IapaMeTpaMd  KPUITOCHCTEMBI,
MOTCHIMATBHBIX 3JIOYMBIIINICHHUKOB U BO3MOXHBIX aTak. JlJisg pemieHus MOCTaBIeHHOW 3a/1auu
HE00X0aUMO:

Pa3paborate MHOTOKpHTEpPHABHBIE KIACCU(DUKAIIMOHHBIC CXEMBI, MO3BOJISIOIINE
UJICHTU(UIIPOBATE:

KPHUIITOCUCTEMY - C YIETOM OCOOCHHOCTEH ee pean3alluu;

MOTCHIIMAJILHOTO B3JIOMINHMKA - C Yy4eTOM €ro MOTHBAIlMHM, BO3MOXKHOCTCH H
KBTI (DUKAIIHH;
KPUINITOAHAJTUTHYECKYI0  aTaky - C yY4eTOM IPUMEHHMOCTH K  Pa3JIMYHBIM

KPUIITOCHCTEMAM U HEOOXOUMBIX ISl €€ OCYILECTBICHUS PECYPCOB.

Ha ocHoBe pa3paboTraHHbIX KiIaccupUKAUA CO3AaTh IapaMeTpUUYECKHe MOZeNIn
KPUIITOCUCTEM, aTaK U 3JI0yMbIIIUICHHUKOB;

YCTaHOBUTH 3aBUCHUMOCTH BO3MOXKHBIX CILIEHAPHEB B3JOMa OT XapaKTePUCTHUK
3JIOYMBIIIJIEHHUKOB U OT 0COOEHHOCTEN peanu3alnu UCCIIeyeMO KpUIITOCUCTEMBI.

AHanu3 CylecTBYIOLIUX MOAX0/I0B

Jis waeHTH(QUKAIME UCCIIEyeMON KpPHUIITOCHCTEMBI HYKHO BBIICIHTH HaboOp ee
KIIFOYEBBIX CBOMCTB. M3BecTHBI KiacCUPUKALUKU KPUIITOCHCTEM, B YHCIE KOTOPBIX -
KJaccu(UKAMOHHAS CXEMa, MPEUIOKeHHAs MIBEHIIAPCKMM MaTeMaTHKOM M KpHUITOTpadom
Y.Maypepom (Ueli Maurer) [7.21] u ocHOBaHHasi HAa TOM, YTOOBI Pa3IU4YaTh KPUNTOCUCTEMBI 110
KOJIMYECTBY KIJIFOUEH, yroMsHyTas Beiie cxema JK.bpaccapa [7.6], B KOTOpOH KPUNTOCHCTEMBI
pa3iInyalTCsa B 3aBUCUMOCTH OT COXPAaHEHMsS B cekpeTe MexaHusma mudpoBanus. Hu ogHa u3
THX Kiaccupukamuii camMa 1o cebe He TMO3BONIUT HWACHTU(PHUIIMPOBATHKPUIITOCUCTEMY -
HeoOXoauMa MHOTOKpuTepuaibHas kiaccupukanuga. C 2TOM TOUKH 3peHUsi MpeACTaBIseT
uHTepec padbora K.UepezoBa [7.43], B KOTOpOH mpemiararorcst 0000MAIONINe KPUTSPUN ISt
CpaBHEHUs NMPOAYKTOB Ha poccuiickoM pbiHke CK3U:

@upma-npon3BOINUTEN;

Tun peanusanuu;

Hanuune neiictByrommx ceptudukaton coorBercTBUst ®CH Poccun u kitacchl 3anuTh;

PeanuzoBanHbie KpunTorpadguyecKue alropuTMbL;

[TonnepxuBaeMble ONepalliOHHbIE CUCTEMBI;

[IpenocrasisieMsblil IporpaMMHBIi HHTEpQeEiic;

Hanuune peanuzanuu npotokona SSL/ TLS ;

[TognepxuBaeMble TUITBI KIOYEBBIX HOCUTENEH;

HNHTEerpupoBaHHOCTD € MIPOYKTAMU U PEIICHUSIMU KoMITaHuu Microsoft ;

Hannuue auctpubyTHBa MpoAyKTa B CBOOOJHOM JOCTYNE HAa CalTe MPOU3BOIUTENS,
JUIJIEPCKOI CeTH PaclpoCTPaHEHUsI U CEPBHCA MOAJIEPIKKHU.

HenocratkoM mpuBeneHHON KiIacCH(PUKAMU JJiS TOCTPOSHHUS MapaMeTpHUecKon
MOJIEJN KPUITOCUCTEMBI SBIISIETCS TO, YTO JUUIsl PELICHHs TOCTABJICHHON B Halleil pabore 3a1auu
BaXHbl He "morpeOutenbckue" u "TexHuueckue" xapakrepuctuku CK3UM, a ux coiicTsa,
oTpeAeNsore NOABEPKEHHOCTh TEM MJIM UHBIM aTaKaM.

Tumsl B3JOMIIUKOB, OT KOTOPBIX KpUIITOCHCTEMAa JOJKHA OOECHeUHTh 3alluTy,
OTIPENIETISIOT Pa3yMHBIA YpPOBEHb Oe30MmacHOCTH. YTOOBI TOHSTH, KaKMM aTakam Oyaer
MOJBEPraThCs CHUCTEMa, HEOOXOMUMO BBIACIUTH HauOONee BEPOSITHBIX  B3IOMIIUKOB.
Knaccupukamun Jx.I'oBapma (John D Howard) [7.13] m b.lInaifepa [7.25], B KOTOpBIX
3JIOYMBIIUJIEHHUKH Pa3IUYalOTCsd B 3aBUCUMOCTH OT HMX ABMXKYIIMX MOTHUBOB, MOAXOIAT HJIs
BBICOKOYPOBHEBOT'O aHaJIM3a KOHTEKCTA UCIOJIb30BAHUS KPUIITOCUCTEMBI, OJHAKO HE MO3BOJISIOT
YCTaHOBUTH 3aBUCUMOCTh BO3MOXHBIX CLIEHAPUEB aTaK OT XapaKTEPUCTHUK 3JT0YMBIIIIEHHUKOB.

CymecTByeT 00JBINIOE KOJWYECTBO KiacCH(UKANMKA W TakCOHOMHUMaTak. HemocraTkom
cxeM, onmucaHHbIx B [7.15, 7.17, 7.22, 7.28], sBnsieTcsl TO, YTO OHU pa3paOOTaHBI AJIsl ONMUCAHUS
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aTak Ha KOMIBIOTEPHBIE CUCTEMBI, 2 OOBEKTOM HAIIETO HCCIEIOBAaHUS SIBIIETCS Oosee y3Kuit
KJIacC aTak - KpunroaHanutudeckue araku. Kmaccudukanus Kupxrodda [7.14] mo moctymy K
OTKPBITOMY U 3alIM(POBAHHOMY TEKCTY C MOSBJICHUEM aTak Mo MOOOYHBIM KaHauam [7.37] yxe
HE MOXXET CUUTAThCS IIOJHOH; KPOME TOro, OHAa HE IO3BOJISICT YYUTHIBATH TaKUE BayKHbBIC
(daxTopsl, Kak 00beM HEOOXOIMMBIX PECYPCOB, BO3MOXXHOCTh pacrapauIeIuBaHus U T.J.
Maremaruueckast MOJeNb YTpo3 0€301macHOCTH NH()OPMAIIMOHHBIX PECYPCOB
Ha ocHoBe aHanm3a CyIecTBYIOIUX KJIACCH(PHUKAIMOHHBIX CXEM, IIEPEUUCIICHHBIX BHIIIE,
HaMu ObUTH pa3paboTaHbl HOBBIE MHOTOKPHTEPUANIBHBIC KIACCH(DUKAIMKM KPUITOCUCTEM, aTaK U
37I0YMBIIIJICHHUKOB (CM. puc. 7.3 - 7.5 ). [lanee Mbl oKakeM, Kak MPUMEHEHHE pa3padoTaHHBIX
KJIacCH(PUKAMOHHBIX cXeM Ut moctpoeHnss ABC -Mozaeny mo3BossieT IpOBECTH BCECTOPOHHUM
aHanmu3 yrpo3 0e30MacHOCTH MH(OPMALMOHHBIX PECYpPCOB, 3AIIUIICHHBIX C HCIOJb30BAaHHEM
KPHUIITOrpagUIECKUX CPE/ICTB.
C A x Ay x
A i=1,9 -
aTak, TIe 1 ( ) - MHOXECTBO 3HAYeHHWH I-TO TMapameTrpa MOJCIU aTakw,
OIIPEJICTISIONIETO THII aTaKH B COOTBETCTBUHU C KPHUTEPUSMH pa3pabOTaHHOHM KiacCHU(pHUKALNK.

ay. o, .. .. ) =,
Kaxnas moaens ae A HpeICTaBIseT co00i BEKTOp ': 11, a2 ay, ,rme i = 'Ilf
AHaJOrMYHO, MapaMeTpUyecKas MOJETb 3JIOYMBIIUIEHHUKA 3a1a€TCi B BHUJE

BeKTOpah & B’ e B C ”] X }’.'l)_} XKoo X J’f{;’ -‘Ir);,l( ] = l{J) ; MHO)I_(eCTBO
3HAYEHWH j-TO Mmapamerpa MOJEIH 3J10yMI>IHIJI€HHI/IKa MoJIelIb KprnTocucremsl - € € '[ e

i ] i | )

¢ C O x (3 X...xCgC k (‘E' F:]‘) MHO’KECTBO 3HAYCHUI K-ro mapamerpa
MOJICNIA KPUNTOCUCTEMBI B COOTBETCTBUU C MHOTOKPHUTEpPUATIBLHOMN Kiaccudukanuen. 3aMeTumM,
YTO MHOKECTBA 3HAYEHMI MapaMeTpOB MOJENIU aTaKd, 3JI0YMBIIIJIEHHUKA U KPUITOCHUCTEMBbI
KOHCYHEI.

[Ipu nanbpHeieM H3JI0KEHUU JJISI KPaTKOCTU CJIOBO '"MOJEbL" MPUMEHUTENIBHO K
MOJIEJIA aTaKH, MOJIEIH 3JI0YMBIIIJIEHHUKA U MOJIETH KPUIITOCUCTEMBI Oy/IeM OIyCKaTh.

C xaxmoit arakoil OyzeM CBSI3bIBATh 3HAUYECHHE PUCKA, BBIYUCIAEMOE MO OOIIEU3BECTHOM
dbopmyse Ha OCHOBE JBYX (DAaKTOPOB - BEPOSTHOCTH MPOUCIIECTBUS M THKECTH BO3MOMXKHBIX
MOCIEACTBUI;

Puck = Binstnue BeposiTHOCTB

]:l A X B X ( — [”: llq)yHKuI/I}O 3a7a101yI0 YPOBCHD

pucka, CBA3aHHOI'O C aTakou ” ": 1B YCIOBUAX, KOI'’Jd OHAa MOXKET OBITh IMPpUMCHCHA

[Tycth A X -"1-‘*5- MHOKECTBO IapaMETPUUYECKUX MOJEIIEH

O6o3HauuM uepe3

i
3JIOYMBIIIJICHHUKOM h E B JJI B3JIOMa KPpUIITOCUCTEMBI lr E (- .

L " "
Ilycts [:CxA— [“ ll- GbyHKIUS BAMSHMS (OT aHMI. impact - BIMSHHE,
BO3,Z[€I/ICTBI/IC) Ilon BnusiHMEM MBI Oy/leM MOHMMATh CTENeHb yiepba OT NPUMEHEHHs

aracn@ € A K KPHIITOCHCTEME ceC

} . ) .
ITycts P:BxA— l” J‘l- BEPOSTHOCTh TOrO, 4TO

be B aec A
snoymbinuieHauk U = L mpennpumer araky = /1 tr.e. obmamaer pecypcaMu Ui ee
OCYIIECTBJIEHHS M COUYTET 3Ty aTaKy IeI1eco00pasHoii.

Torma cbyHKuI/m pucKa R BBIPAXKACTCA CIIEAYIOLIHM o0pazom:

R(a, b. &) = [(C d)* Pl h.u,

Onpenenum  GyHKIUIO I lr (_ﬂ
Iy : Cy x Ay — R, R

) , , , TIe *- MHOYKECTBO HEOTPHIIATEIIBHBIX JEUCTBUTEIBHBIX

s 3TOro paccMOTpUM CEMEWCTBO (PYHKIMA


http://www.intuit.ru/studies/courses/600/456/literature#literature.7.14
http://www.intuit.ru/studies/courses/600/456/literature#literature.7.37
http://www.intuit.ru/studies/courses/600/456/lecture/10199?page=2#image.7.3

yucen. 37ech QYHKIUS 9l sanaer YPOBEHb B3aWMHOTO BIIUSHHUSI MapaMeTpa KPUITOCHCTEMbI

"0 napamerpa araxu (1 ;

Lp(c,a) =0

, eCllH aTaka co 3Hauennem mapamerpa (@ € A pe IPUMEHHMA K

ce’,

KPHUIITOCHCTEME CO 3HAYCHHEM TapameTpa q,

0< Ig(e,a) <1 ce(C

, €CJIA 3HAYEHUE MapaMeTpa KPUNTOCUCTEMBI Y cumxaer

acAp.

BEPOATHOCTD YCIICITHOI'O IPUMEHCHUS aTaKW CO 3HAYCHUCM ITapaMeTpa

Kpunrom ad wieaas
peatea

—— 1
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Ln(c,a) =1 ceC

, €CIIM 3HA4YEHUE NapaMeTpa KPUIITOCHCTEMBI !/ He BIUMsET HA

IPEMEHIMOCTb aTaky ¢ napamerpom € Ay ;

In(c,a) > 1 ceC

, €CIIM 3HAUECHHUE MapameTpa KPUIITOCUCTEMBI I yka3pIBaeT Ha

TO, UTO aTaka ¢ napamerpom ! € Ay IpUMEHUMa IS €€ B3JIOMA.

Hanpumep, ecnu ucciemayemblii adropuT™M HHQPOBAHUS pPEATH30BaH B amnapaTHOM
o0ecrevYeHnn, 3TO TOBBIIIAET BEPOATHOCTh MPUMEHEHHS ISl B3JIOMAa KPUIITOCHCTEMBIATAK II0
mo0oYHBIM KaHajaMm [7.37] (3To BuI KpunTorpaguueckux arak, UCIOIb3YIOMUX UH(OPMAIHUIO,
KOTOpasi MOKET OBITh IMOJIy4€HA C YCTpPOWCTBAa MUGPOBAHHUS M HE SBISCTCA MPH 3TOM HU
OTKPBITHIM ~TEKCTOM, HH IMUQPTEKCTOM). YPOBEHb B3aMMHOTO BIUSHHS I1apaMeTPOB
KPUTNITOCUCTEMBI U aTaKHU OINPEACTSETCS HA OCHOBE IKCIIEPTHBIX OIICHOK.

O0603HaunM vepe3 f”,r, : (_r,r X -'lh — l”i l]
T l'..g_;frl:_f'. ”}

[(c,a) =
HJ._ ¥ /! ;
Z.ﬁ%f A [yn(&;a)

-
Torma ypoBenb ymepba or mnpuMeHeHus —araku (! €A K  KPHUIOTOCUCTEME

HOPMHUPOBAHHYIO (YHKIIHIO:

=+ -
¢ € C spramcnsercs mo crenyromei popmyie:

[(c,a) = min I I Iyn(cy, an)
h=1,9 _
g=1.,5

(ay, a0, . ... )

rjJe araka W KPUOTOCHCTEMA 3aJaHbl  [apaMeTpaMu \ar, as tg,
(C1aCayuuny Cg)

- < COOTBETCTBEHHO. 3aMETHUM, YTO YPOBCHb BIIMAHHS BCEX IapaMETPOB

KPHMIITOCHCTEMBI Ha NPMMEHMMOCTh aTaKh C 3aJaHHbBIM 3HAUEHMEM -TO IIapaMeTpa B JTOM

W]

H "Iryfrrnr'r,l* ap)
dbopMyne BBIUMCIAETCS MO MyIbTHIUIMKATHBHOMY KpuTepuio: 4= 1 . Ecmm
3HaUYE€HHE XOTs OBl OJHOTO W3 MApaMeTPOB KPHUIITOCHCTEMBI MPOTHBOPEYMT BO3MOKHOCTH
NPUMEHEHHs aTaKd, TO PE3yJIbTATOM OIEHKH NMPUMEHUMOCTH aTakh K KPHUIITOCHCTEME OyieT
HYJIEBOE 3HAUEHHE, YTO COOTBETCTBYET HYJIEBOMY YPOBHIO yIiepOa OT aTakH.

P(b,a)

OyHKIHS - ,  ONpeNeNsIoIasl  3aBHCUMOCTb  MEXAy  IapamMeTpaMu
(ay,a0,.... g ) {_f)|.h3 ,,,,, {IJ'[]-]

byHKIUT 1 (¢, a) . B kauecTBe MiUTIOCTpalMK B3aMMOCBSI3U MapaMeTPOB 3JI0YMBIIIICHHUKA U
aTakl MOXKHO TIPUBECTH CIEAYIOIIMH MpHUMEp: HAIWYMe Y MPEaroIaraeMoro B3JIOMIIUKA
JIOCTYTIA K pacHpeeIeHHbIM BEIUUCIUTENbHBIM PECYPCaM MOBBIIIAET BEPOSATHOCTh TPUMEHEHHS
Meroma 'rpyOoit cunbl" W, BoOOIIE TOBOpsS, JOOOW aTakW, JIETKO MOJJaronencs
pacrapasieIiBaHuIo.

Taxum oOpazom, obmias hopmyna uist onpenesaeHus] YpOBHS pUCKa, CBA3aHHOIO C aTaKoi

aTaKu 1 3JIOYMBIIIJICHHUKA, BbIPAXKACTCA aHAJIOTHUYHO

—
ae A B YCIIOBHMSX, KOIJla 3Ta aTaka MOXET ObITh NPHUMEHEHa 3JI0yMBIIIJICHHUKOM

—

=+ g
h E B AJId B3JIOMa KPUTITOCUCTEMBI { E ( , IMECT BU/:

R(d.b.¢) = min H I,h(cqs ap) * min H P (b, ap)
h=1.9 h=1.9 +—
g=10 t=1.6
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YpOBEHb pI/ICKa1r ) apnsercs HacTpauBaeMbIM mapameTpoM ABC -Mozenu yrpo3KpUIITOCHCTEMBI.

KOrJla € YIrPOKAET 3JI0yMBILLICHHUK

YPOBEHb pUCKa IMPEBHIIIACT 33JJaHHOE TOPOrOBOE 3HAUCHUE t/ , T7e . Jomyctumsbrit

3navenmue (7 3aJ]aeTCs C YUETOM JBYX KPUTCPHUCB:

KPUTUYHOCTH 3aIIUIIACMbIX TAHHBIX;

BPEMEHHBIX U JPYTUX PECYPCOB, JOCTYIHBIX CIICIUAINCTY, KOTOPBIH OCYIECTBISET
ayJIUT CUCTEMBI.

B o6mem ciryqae:

KPHUIITOCHCTEMA MOKET BKIIFOUATh HECKOJIBKO MOJACHCTEM (HampuMep, TeHepaTop KIroden
U CUMMETPUYHBIHIIU(PPATOP), K KaXKIOH U3 KOTOPBIX TPUMEHHM CBOM HA0Op aTak;

Ha KPUNTOCUCTEMY MOKET HamalaTh HECKOJIBKO 3JI0YMBIIUICHHUKOB.

MHOXeCTBO arak, KOTOPhIM IIOJIBEpP)KEHA KPUITOCUCTEMA, COCTOSIAs W3 MOJICHCTEM

—

1/ o ~ f
cel ( C"C( ), B YCIIOBHSX, KOTJIa €i YIrpOXarT 3JI0YMBIILICHHUKH be B (

B'C By A = U;_p Ugeer A, ©€)
= , Oymem ompezensTs 1o dopmyiie e’ ,
F =h = ooy = s B :
‘)i'{h"” o {” = A 'H‘L”‘ b, 'r—ﬁ'l -~ U} IIPU 3aJaHHOM YpOBHE pucka. [l OneHkH
3alUIIEHHOCTH KPUITOCHCTEMBI HEOOX0AUMO C UCIIOIB30BAaHUEM MHCTPYMEHTAIBHBIX CPEJICTB
OILICHUTH €€ CIIOCOOHOCTh MPOTUBOCTOSITh aTaKaM, BXOSIINM B MHOXKECTBO L.

B onuncanHOl MaTeMaTHYE€CKON MOJEIH CAEIaHbl CIEAYIOIINE JOMYILICHUS:

HE YUYUTHIBAeTCA 3aBUCUMOCTh I[apaMEeTpOB aTakd OT COYETaHHS [apaMeTpOB
KPUITOCHCTEMBI, XOTS BIMSIHUE Ka)KJI0T0 IapamMeTpa IPUHUMAETCs] BO BHUMAHUE;

HE YYMTBHIBAETCS BO3MOXHOCTH COBMECTHBIX JIEHCTBUH CO CTOPOHBI B3JIOMIIUKOB
pPa3IUYHBIX THUIIOB, XOTS MOXHO 33JaTh MOJENb HAaMaJeHUs €O CTOPOHBI OJHOPOJHOIO
KOJUIEKTHUBA 3JI0yMBIIIJIEHHUKOB.

Ucnpasnenne ABC -Mozmenu ¢ ydeToM YKa3aHHBIX JOIMYIIEHWH HpuBeno Obl K ee
3HAYUTENBHOMY YCJIOKHEHHIO. Bompoc 0 TOM, HaCKOJIBKO 3TH JOIYIIEHUS CHUXKAIOT TOYHOCTh
MOJIEJMPOBAHUS YIpo3 O€30MacCHOCTH, MOAJIEKUT JAIbHEUIITUM HCCIIEI0BAHUSM.

BaxHo oTMeTuTh, 4TO pa3paboTaHHas KIACCU(PHUKAIMOHHAS cXeMma MJIs TOCTPOEHUS
MoJieIel aTak Ha aJroOpUTMbI IIU(PPOBaHUS ¢ HEOOIBITUMU MOAUPUKAIUAMU IPUMEHUMA U IS
MOJIEJIMPOBAaHUS aTaKk Ha KPUNTONPOTOKOJbl. Bo3MoxxkHOCTh mcnonb3oBanus ABC -monenn
yrpo3 Juisi KOMIUIEKCHOT'O HCCIEAOBAHUSA KPUITOCUCTEMBI SIBISETCS BaXHOM, T.K. BOIPOC
COBMECTHOTO  (PYHKIMOHUPOBAHMUS KPUNTONPOTOKOJIOB W IMHUGPOB B paMKax OJHOH
KPUTITOCUCTEMBI, KaK IMOKa3aHo B [7.27], 10 cuX mop ObLT MaJIO H3yUYeH.

OreHka CTORKOCTH KPUNTOrpaUuecKuX CpeiCTB K UACHTH(PHUINPOBAHHBIM YTPO3aM

[locne TOro, kKak BBIAENEH HAOOp aTak, MPEACTaBISIOUIMX HAauWOOJbIIYI0 yrpo3y A
3alUIIAEMbIX JaHHBIX, HEOOXOJUMO OLEHHTh CHOCOOHOCTh KPUIITOCUCTEMBI MPOTHUBOCTOSATH
ATHM aTaKaM.

bazoii 114 mosydeHus: Takux OLEHOK MOYKET CIY’KUTh CTAaTUCTUKA B3JIOMAa U YCIIEIIHBIX
aTak Ha Kpunrocucremsl. Hampumep, n3BecTHO, urto craproBaBmui B 1997 r. Ha caiite
www.distributed.net mpoekT "pacnpenenennoro B3noma" RC5-64 (6mounoro mudpa xkommanuu
RSA, ucrione3yromiero 64-6utHeiii ko) [7.29], B KOTOpOM Ha T0OpPOBOJIEHOW OCHOBE TIPUHSUIIA
yuactue 6osee 300 Thicsu mojdb30BaTeNel T00ATBHON CeTH, ObUT YCIIEUIHO 3aBEpIICH 3a MATh
net (1757 nueit) - 3a 3T0 Bpems ObuIo mepedpano 85% Bcero mpocTpaHcTBa Kitouel. OgHaKO
Takas MHQOpMalus, BO-TIEPBbIX, HE BCEr/a JOCTYIIHA, a, BO-BTOPBHIX, CO BPEMEHEM TepseT
aKTyaJIbHOCTb, T.K. ITOBBIIICHHE MPOU3BOJAUTEIHLHOCTH BBIUMCIUTEILHON TEXHUKU U TOSBIICHUE
HOBBIX BHJIOB aTak Ha MIM(PBI BEJET K MOHMKEHUIO CTOWKOCTH M3BECTHBIX KPUIITOTrpahUuIeCcKUX
anropuT™MoB. [Iis mpoBepKH HAIEKHOCTH MIMQPPOB, HCIONIb3YEMbIX B KPUIITOCHCTEME,
CHELHATUCTY HEOOXOIUM HabOp MHCTPYMEHTAIBHBIX CPEJCTB, MO3BOJISIOIIUX OCYIIECTBISATH
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KPHUITOAHATIN3 U HE MPEINOoJaraloux y UCIONb3YIOMIEro UX CHEeIHaIiNcTa HaTuuus TIyOOKHUX
3HAaHUI B NMPOrpaMMHUPOBAHMM WM IJIEKTPOTEXHUKE. B KadecTBe mpuMepa MOXKHO NPUBECTU
yInoMsAHYTbIE B II.1.1 aBTOMaTH3MPOBAHHBIE CPEJACTBA aHAJIM3a KPUIITONPOTOKOJIOB [/7.7] wnu
IPOTOTHIT TPOrPAMMHOT0 KOMILIEKCa [UIsi MOJICITMPOBAHUS aTaK 10 M0OOYHBIM KaHanawm [7.37],
omucanHbli B [7.19]. MopgenupoBanue anmapatHoro obecredenuss B padore [7.19
oCyIIecTBIsIeTCsl ¢ ucnonb3oBanueM SystemC [7.2] - s3bIKa MPOCKTUPOBAHUS M BepUBHKALIH
MoOJIeNiell CHCTEMHOIO YpPOBHS, pEalM30BaHHOTO B Buae OubOmmorekn Ha CH++ ¢ OTKPBITHIM
HUCXOJHBIM KoJoM. Ha mpumepe nporpaMMHBIX H ammapaTHbIXx peanu3anuid mudppaAES
MOKa3aHo, KaKUM 00pa3oM pa3paboTaHHBI MHCTPYMEHT MO3BOJISIET OOHAPY)KUTH YS3BHUMOCTU B
peanu3ay KpUnTorpaguyeckoro ajiropurMa.

Oco6oro BHUMaHUS 3aCIyKMBAIOT ACHMMETPUYHbIE KPUNITOCUCTEMBI. DYHKIIMOHATIbHbIC
BO3MOXHOCTH HIM(POB C OTKPHITHIM KIKOYOM HCIOJIb3YIOTCS B Pa3HOOOPA3HBIX TEXHOJOIMSX, B
qpcIe Kotopbix [7.33]:

VYnpasieHne UIeHTUYHOCTbIO;

[udposas noanuces Koaa;

JloBepeHHas miaatdopma;

VYipasineHue aBTOPCTBOM;

IToctpoenne VPN ;

["apanTHpOBaHHOE YHHUTOXEHHE HHPOPMALINY;

3amumra oT GU3NYECKOM Kpaku HOCUTENs MHPOpMaIUH.

[Ipomecc kpunToaHaM3a aCUMMETPUYHBIX IMHU(POB COMPSHKEH C pelIeHHEM 3a/1ad H3
TEOPUM Yucesll M oO0med aiaredpsl, T.K. MPAKTHUYECKHM BCE HCHOJIb3yEeMble aJITOPUTMBI
ACHMMETPUYHON KpuNTorpaguu OCHOBAaHBI mpodiemMax (akTopu3alu W JUCKPETHOTO
JOrapu(pMHUpPOBAHUS B Pa3IMYHBIX alredpanyeckux CTpykTypax. YToObl ONpeaesnTh, MOTYT JIU
MaTeMaTHYeCKUe 3aJayd TOW WJIM HWHOW pPa3sMEPHOCTH CUYUTATHCS JOCTATOYHO IPOYHBIM
byHaaMeHTOM A Kpunrorpaduyeckux Ilenei, cnenuanucty TpeOyroTcs MHCTPYMEHTaJIbHbIE
CpeACTBa, TO3BOJIAIONIME OICHUBATh OBICTPOACHCTBUE aNTOPUTMOB  (AKTOPU3AIMH U
JUCKpeTHOro jorapu@mupoBanus. HeoOXoquMO y4YUTHIBaTh, YTO KPUIITOAHAIUTUK MOXKET HE
oOiamaTh HaBBIKAMH B O0JIaCTH TpoTrpaMMupoBaHus. Kpome TOro, Ba)KHO NpPEayCMOTPETH
BO3MOKHOCTh PabOThI 01 yIpaBieHHeM Haubosee pacnpoctpanennoir OC - MS Windows.

Wrak, BBIIENUM HA0Op OCHOBHBIX TpeOOBaHWI K HMHCTPYMEHTAIBHBIM CPEICTBAM
KpPHUITOAHAIHN3a!

O PexTUBHOCTD BHIYUCICHUH C JUIMHHBIMU YUCJIaMU B MOJIYJIIPHON apuU(pMETHKE;

Hannuue anroputMoB paboThl ¢ pa3peKeHHbBIMUA MaTpUIIAMU;

Hammume anroputMoB co3manus (akTopHOW 0aspl, pemiera W pasjoXKeHHs Ha
MHOXHTEJIH;

Y 1006¢TBO MOJIK30BATEIBCKOTO UHTEP(DEIica;

Bo3moxkHocTh cOopku B OC Windows.

Bynem cuuTarth, 4YTO pemIeHHE COOTBETCTBYET ITOCTABICHHOW 3ajade, €ClIH OHO
YJIOBJIETBOPSIET BCEM MEPEUNCIIEHHBIM MSATH KPUTEPHUSIM OLIEHKH.

AHanmm3 CynecTBYIOIIUX MOIX00B

Marematuueckue naketsl Maple [7.36] u Mathematica [7.45] oTimMuaroTcsi MPOCTOTOM
KOJIMPOBaHUS aJTOPUTMOB M HE UMEIOT BCTPOCHHBIX OIpPaHMUYCHHI HA Pa3psAHOCTH OINEPaHIOB.
Tem He MeHee, MOMHUMO IUIAT(GOPMEHHON 3aBUCUMOCTH OHM O0JIQAAI0T KPUTHYECKUM
HEIOCTATKOM - HU3KOH AP PEKTUBHOCTHIO TEOPETHKO-YHCIOBBIX OMEPAITHii.

Bbicokoil 3 PEeKTUBHOCTH MOXHO JOOUTHCSA, MHCIOIb3ysl BCTPOCHHBIE CpEICTBA
HU3KOYPOBHEBOTO S3bIKa MPOTPAMMHPOBAHUS IS Pa3pabOTKU (PYHKIMA, HEOOXOIUMBIX IS
uccienoBaHus KpunrocucreM. OIHAKO BaKHO OTMETUTh, YTO pealu3als MPUMUTHBOB IS
KOHCTPYHUPOBAHHS COBPEMEHHBIX METOJOB KPHUITOAHAIHM3a AaCHMMETPHUYHBIX MHU(PPOB
OlepHUpyeT YMCIaMU B JUIMHHOW apudmeruke. BecTpoennsle ynciaoBbie TUIBL A3bIKOB C u C++
UMEIOT OTPAaHUYCHHYIO Pa3psTHOCTE:

long: 32 Gura;
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long long: 64 Gura;

double: 53 6ura - manTHCCa, 11 OUT - DKCIIOHEHTA;

long double: B 3aBUCHMOCTH OT peanm3aliy si3bIKa MOXKET OBITH ompeneseH kak double
(cM. Boire) 6o kak extended double: 64 6ura - ManTHCCa, 15 OMT - SKcmonenTa [7.1].

B peanmzanum s3pikoB Ha miardopme . NET orcyrerByer tum extended double: on
JOCTYIEH TOJIbKO HESBHO IPU BBIIOJHEHUHM MPOMEXKYTOUYHBIX BBIYUCICHUN (Hampumep, rue
YMHOXXEHHE JaeT pe3yibTaT, BBIXOAALIMIA 3a Tpeaensl auana3oHa 3HaueHuid double, HO
MoCHeAyIolIee JIeJICHUEe BO3BpAlllaeT MPOMEXKYTOUHBIM pe3ylbTaT oOpaTHO B STOT JUANa30H).
Kpome Toro, cymiectByeT BcTpoeHHBIM 128-OutHbi TN naHHbixdecimal, TO3BOJISIOIINI
MPEJICTaBIISATh 1eJIble YHCTa Pa3psiIHOCTBIO 10 96 OUT (B COOTBETCTBUU C Pa3MEPOM MAHTHUCCHI),
OJTHAKO OH PEaJIM3yeTCsl B PSKUME dMYJIISINH, TOCKOJIbKY armaparHasi MoAAepKKa 3TOro TUIa Ha
CETOIHAIIHUI JeHb OTCYTCTBYET [7.11].

Java mnopnepxuBaeT BO3MOXKHOCTH pPAa0OTBHl € JJIMHHBIMU YHCIAMM M 00Jagaer
MEPEHOCUMOCTBIO, OJIHAKO HEJIOCTATKOM SBJIAETCS HU3Kast 9 PEeKTUBHOCTD peanu3aluu.

PaccmoTpuM crnenmanu3upoBaHHbIe OMOIMOTEKH (QYHKUMH A7 paboThl € JATUHHON
apu(QMETUKON U TEOPETHUKO-YUCIOBBIMH 33/1a4aMU, HAXOJASIIUECsS B OTKpbITOM goctyme: LIP,
LiDIA, CLN, GMP, NTL.

bubnunoteka ans pabotsl ¢ amunHHON apudmetukoidLIP (Long Integer Package) [7.18]
SBIIICTCS. OJHOM W3 TepBBIX Takux OmOmmorek. OHa Oblia paspaborana Ha s3bike ANSIC
U3BECTHBIM crienuanuctoM ApxeHoMm Jlencrpoii (Arjen K. Lenstra) u noanep:xxupaercs [lonom
Jleitmennom (Paul Leyland). Ilpu xopomieii nepeHOoCHMOCTH 3Ta OMOIHMOTeKa 001a1aeT HU3KOH
s dexTuBHOCTRIO. KpoMe TOro, B Hel OTCYTCTBYET MOJACPk KA BHICOKOYPOBHEBBIX TEOPETUKO-
YHCIIOBBIX QJITOPUTMOB.

bubnmnoreka CLN (a Class Library for Numbers) [7.8] peanusyer siaemMeHTapHbIC
apu@MeTuyecKrue, JIOTUYECKHME U TPAHCIEHJEHTHblE (QYHKIUH. ABTOpaMU OUOIMOTEKH
apistotres bpyno Xeii6n (Bruno Haible) u Puuapa Kpeken (Richard Kreckel). CLN conepxut
0oJbII0i HAbOp KiaccoB, peanu3oBaHHBIX Ha C++, B 4YaCTHOCTH, KJACCHI JJIS TOIJIEPIKKH
MOJIYJIAPHOM apU(PMETHKH, ONEPALUi C IeBIMH, PAIIMOHAIBHBIMU M KOMIUIEKCHBIMU YHCIIAMU,
yhciaMu ¢ IaBatoniet 3amsToil. [lockonbky uwumcioBas OuOIMOTEKa 3aqyMbIBaach Kak
YHUBEpCajbHas, JTO TMpPHUBEJIO K €€ OrpaHUYeHHOM NPUMEHUMOCTH JJS  pEeLIeHus
Y3KOCTICITUATM3UPOBAHHBIX 33/1a4.

bubnuoreka teopeTuko-uncioBsix anroputmos LiDIA [7.16], npeanoxennas Tomacom
[Tananukonay (Thomas Papanikolau, Technical University of Darmstadt), nHamucana Ha
C++,moaaepKuBaeT pa3inyuHble MakeThl 1 padoThl ¢ nenbivMu yucnamu ( GMP, CLN, LIP ) u
XapakTepusyercss BHICOKOI(D()EKTUBHBIMU pealu3alisIMyd THIIOB JAaHHBIX C YBEITUYEHHOU
TOYHOCTBIO M QJITOPUTMOB C OOJIBIION BpeMEHHOH cioxkHocThlo. Henocratkom Oubimoreku
LiDIA sBnsieTcsi HEBO3MOXHOCTb COOpPKM B OINEpallMOHHBIX cucreMax Windows, 4TO OuY€Hb
CYIIECTBEHHO B CBSI3U C IIMPOKHUM HCIIOJIb30BaHHEM NPOaAyKTOoB Microsoft 1 HE06X0IUMOCThIO
MPOBEPKH X 3aIIHIEHHOCTH.

ITpu pazpaborke GMP ( GNU Multiple Precision arithmetic library ) [7.12] 6b11 cnenan
ynop Ha CKOpocTh. D(M(PEKTUBHOCTh OT HUCHOJIb30BAHUS OHOJMOTEKH TEOPETHUKO-YHUCIOBBIX
anroputMoB  GMP  pacter mnpu yBenMUEHUM paspsAHOCTHONEpaHIoB. YacTb QyHKUIUH
peann3oBaHa Ha si3bike C, yacTh - Ha acceMOiiepe. ABTopoM sBisercs TopOxopna ['pannann
(Torbjord Granlund). [Tomumo HecoBMmecTMOcTH ¢ Tuatdpopmort Windows, Hegoctatkom GMP
ABIIIETCS OTCYTCTBHE alropuTMOB (opMmupoBaHusi (akTopHOM 0asbl, pa3’IoXKEeHUs Ha
MHOXHUTEIHM W pAga JpYyrux, HEOOXOAMMBIX ISl pealu3aludd COBPEMEHHBIX METOJIOB
KPHUIITOAHAJIH3A.

Tabauua 7.1. CpaBHUTENbHbIM aHaAN3 MPOTrPaMMHbIX PELEHWIA ANA PelleHus 3a4a4 KpUnToaHanM3a

PeweHue Mathematica LIP CLN LiDIA GMP NTL KPUNTO
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KpuTepum oueHKu

3P PeKTUBHOCTb BbIYMCNEHNI - = = + + + +

Bo3amorkHocTb cbopkm B OC Windows + + + - - + +
Hanunuune anroputmos paboThbl ¢ - - - + + = +
paspeXXeHHbIMU MaTpuLamun

Hanuuune anropnutmoBs cosgaHus - - - + - = +
$aKTOpHOI 6asbl, peleTa 1 pPa3noxKeHus

Ha MHOXUTENU

Yn06cTBO NON1b30BATENBLCKOTO + - - - - = +

nHTepodeiica

N3BectHas maremarnyeckas oudimoreka ondmuoreka NTL (a Library for doing Number
Theory) [7.20] paspaborana Bukrtopom Ilaymom (Victor Shoup) aiast momaepKu TEOPETHKO-
YHUCIIOBBIX ~@JIrOpUTMOB. @DYHKIMM, pealu3oBaHHble Ha s3blke CH++,xapakTepu3yroTcs
MEePEHOCUMOCThI0. BUOIHOTEKY MOYXKHO HCIIOJIb30BaTh cOBMECTHO ¢ GMP B 1ensix moBbIICHUS
spdextuBHOCTH. NTL wnMeer OONbIIOE KOJMYECTBO MPEHMYIIECTB IO CPAaBHEHUIO C
paccMOTPEHHBIMHU aHanmoramu (cMm. Tabn. 7.1), ogHako JUIsl pelIieHHs] MOCTABJICHHOM 3amauu
peann3oBaHHbIX B OuOnanoreke NTL anroputmMoB HenocrarouHo. Kpome toro, mist ee
UCIIONIb30BAaHUSI B  KPUNTOAHAIM3€ CHEIHMANUCT JOJDKEeH o0najnaTh  KBanudukanuen
IIPOrpaMMHUCTA.

Kak Bupano u3 Tabn. 7.1, HU OJHO M3 PACCMOTPEHHBIX PEIICHUN HE YIOBIETBOPSAET
OJIHOBPEMEHHO BCEM IISITH YCTAHOBJIEHHBIM KPUTEPUSIM.

HNHcTpyMeHTallbHBIE CpeICTBAa KPUTITOAHATN3a ACHMMETPUYHBIX (P POB

JUis OLEHKM CTOMKOCTM KPHUNTOCHUCTEM AHAIUTUKY HEOOXOAMM HWHCTPYMEHT,
3pPEeKTUBHO pabOTAOUMI € TEOPETUKO-YMCIOBBIMU 3a/layaMu, OOJaJalomMi MPOCTHIM
M0JIb30BATEIbCKUM HHTEp(deiicoM u jerko pacmupsiemblid. [IporoTun Takoro cpeacra ajis
KPUIITOAHAIN3a CHUCTEM C OTKPBITHIM KJIIOUYOM pPEaIM30BaH B BHUJE IPOrPaMMHOIO KOMILIEKCA
"MHCTpyMEHTAIbHbIE CPEJCTBAa KPUITOAHAINW3a AaCUMMETPUYHBIX MHU(poB" (0003HaUeHHE B
tabmune - KPUIITO) [7.31, 7.32]. IlporpammHBIH KOMIUIEKC COCTOMT W3 OHOIHMOTEKU
KOHCTPYKTOP, Briouaromeii HeoOXOJuMble MPUMHUTHBBI  JUISI  KOHCTPYMPOBAHHS
COBPEMEHHBIX METOJOB KPHUMNTOAHAIM3a ACUMMETPUYHBIX MHUPPOB, U  HPUIOKEHUST
AHAJIUTUK, umeromiero rpapuueckuii nHTEpQeic moap30BaTens s JAO0CTyINa alroputMam
(bakTopu3alMU U AUCKPETHOTO JOrapu(pMHUPOBAHUSA C HCIOJIb30BaHUEM (YHKUUNA OMOIHOTEKH
KOHCTPYKTOP. butmuoreka KOHCTPYKTOP wnanucana Ha s3pike C++ U CONEPKUT
KOMITOHEHTBI, PeaIU3yIOLIIe CIEAYIOLUIe OCHOBHbIE (DYHKIIMU:

JluckpeTHoe orapu(pmMUpoBaHUE;

daxTopuzanys LENbIX YUCE;

TectupoBanue ymcen Ha MPOCTOTY;

Pemenue cucrem JIMHENHBIX ypaBHEHUH B KOJIBLIAX BHIYETOB U KOHEUHBIX IOJIAX.

JIsi BBITIOJTHEHUST OmMepariii ¢ JUIMHHBIMU YHCIIaMU HCToJb30BaHa OmoOmmoreka NTL.
Breibop 06a3oBoit OuOnMOTEKH, OOYyCIHOBIEHHBIM €€ (YHKIMOHAIBHOCTHIO, CKOPOCTBIO,
KOMITAKTHOCTBIO (MCXOIHBIA KOJ 3aHUMaeT 4yTh Oosnee 600 KuioOalT) M MEepeHOCUMOCTHIO,
MO3BOJIMJI  MONY4YUTh dS((PEeKTUBHBIE peaTu3alii MEePEUnCIEHHBIX TEOPETUKO-YUCIOBBIX
anroputMoB. B Hactosimieit pabote Mbl He OyaeM NPUBOAUTH MOJHOE CpaBHEHUE OMOINOTEKH
KOHCTPYKTOP c ananoramu; 3aMeTHM JIMIlIb, YTO €CJIM Ha pPEUICHUE 3a/layd JUCKPETHOTO
norapu(MUPOBaHUS Pa3MEPHOCTHIO 55 OUT C UCTIOb30BaHUEM cHUCTEeMbI Maple yxonut mopsiaka
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8 wacoB, To paspaboranHblii mporpammublii komiuieke KPUIITO mnoszBosser 3a 10 muHyT
BBIUUCIIUTb AUCKPETHBIN Jlorapu¢mM B 1osie pa3psagHocTbio 80 OUT (MCHIBITAHUS TPOBOAMINCH HA
KOMITBIOTEPE CO CIEIYIOIMMH allapaTHbIMU XapakTepucTukamu: mnpoueccop Intel Pentium IV
3,20GHz, O3V 1I'6).

Pacuet >3peKTUBHOCTH KaMUTAIbHBIX BIOKEHUH B UCTIOIH30BAHUE KPUIITOTPAYUIECKUX
CpeACTB

OneHKH BEpOSITHOCTH B3JI0OMa KPUIITOCHCTEMBI 33 OIPEAEICHHBIA MEPUOJ TO3BOJISIOT
onpenenuts cokpamenue pucka HCJl Kk JaHHBIM OT MCIIOJIB30BaHMSI KPUINTOCUCTEMBI,
Harpumep, 3a 1-it rox - Ha 95%, 3a 2-it rox - Ha 70%, 3a 3-ii roxn - Ha 35%. [lpu Hanmuuuun
JIOCTOBEPHBIX OLIEHOK 00beMa MOTeph OT pealln3aluy yrpo3 HapylleHUs] KOH(PUIEHIIMAaIbHOCTH,
LIEJIOCTHOCTU WJIM JOCTYIHOCTH 3allMIIAEMbIX JAHHBIX MOYHO IIOJIyYUTh MaTeMaTUYECKUE
OKUJIaHUS NOTEPbh M UCHOJB30BaTh UX Ul onpeneneHust 3()p(eKTUBHOCTH KPUNTOCHCTEMBI C
HYKOHOMUYECKUX MO3ULIUN.

AHanu3 CynecTBYIOIIUX MOIX00B

B Hacrosiiee Bpems HET €IUMHBIX CTaHAapTOB, No3BosisAromux oueHuts CK3U ¢
SKOHOMHYECKUX MO3MLMH, MO3TOMY JH00H M3 pa3pabOTaHHBIX METOJIOB 3aCIyXKHBAeT
OTJIEJIbHOI'O PACCMOTPEHHUS C BBISIBJICHUEM €r0 IOJOKUTENbHBIX U OTPULATENbHBIX CTOPOH, a
TaKXXe CPaBHEHHUS €ro ¢ APYrMMH IMPeJCTaBUTEISIMU 3TOro kiacca. B tabn. 7.2 mpezacraBieHsl
pe3yabTaThl CPaBHHUTENBHOTO aHAIM3a METOAOB OLEHKH J(PPEKTHBHOCTH WHBECTUIMHA B
cpeactBa obecneuenust b, Ha ocHoBaHuM pe3ynbTaToB OBLI C/€IaH BBIBOJI, YTO ONTUMAIbHBIM
SIBIIICTCS. METOJ[ JWCKOHTUPOBAHMS JICHEKHBIX TOTOKOB [7.42], TMO3BOJSIFONIMIA ITOJTYYHTH
HauOoJiee TMOJHOE MPEACTaBIEHUE O LEeNecOOOpa3HOCTH KalUTAIbHBIX BIIOKEHWH, XOTS U
TpeOyIOIIMii MHOTO BPEMEHHU U YCUJIMM Ha pacyeT 3KOHOMUYECKHUX MTOKa3aTelleH.

Metoauka JUCKOHTUPOBaHMS JICHEKHBIX IIOTOKOB MpHU OLEHKEe 3((HEeKTUBHOCTH
unBectunuii B CK31

Ornpenenum AeHEXHBIE TTOTOKH, CBA3aHHBIE ¢ ucnoiab3oBanrnem CK3U, 3a nepuon t (rme
t=0,1,2.... T - nepuoasi, T - ropu30HT pacueTa).

Prof

MICIIOJIb30BaHUA M yliepoa Loss or HCJ/] B TeueHHMe yKa3aHHOTO INPOMEKYTKa BPEMEHH f.

C k11102001 IS (0)7 HHq)OpMaHHeﬁ CBA3aHbl 3HAUYCHHUA J0XOJda I“Ir'fOT cC

3arpatbl oSty Ha TnpuoOpeTeHue, ycTaHOBKY u Odkcmuryatanuio CK3UW wmoryt ObITh
ompeneseHbl OueHb TO4YHO. IlycTh pe3ynbTaThl OLEHKH CIIOCOOHOCTH KPUNTOCHCTEMBI
MPOTUBOCTOATh aTakaM MOKa3alld, YTO B t-M MEPHUOJE 3JOYMBIIUICHHHK MOJYYHT JIOCTYN K

p)
3amuInaeMon MHpOpMaIMu ¢ BEPOSTHOCTHIO B . Torga maremaTudeckoe OXXHMJaHUE J10XO7a

R,

, CBSI3aHHOTO ¢ Ucnoib30BaHueM orleHuBaeMoit CK3U, Beruncnsiercs mo popmyie:

Ry = —Cost; + Profit; = (1 — P,) — Loss; x P,

Ha ocHoBaHMM 3THX JaHHBIX O MPUTOKAX U OTTOKAX JEHEKHBIX CPEICTB BBIYMCISIOTCS
(MHAHCOBO-?PKOHOMHUYECKHE TMOKa3aTean 3(()EKTUBHOCTH HMHBECTHIIMH B KPUNTOCHCTEMY H
JIENTal0TCS BHIBOJIBI O €€ COOTBETCTBUU MOTPEOHOCTSIM OpraHU3aIIHH.

Tabnnua 7.2. CpaBHUTENbHbIN aHA/IN3 METOAOB OLEHKN 3DEKTUBHOCTU MHBECTULINI B CpeacTBa
obecneveHus b

MeToanKa oueHKH MNpenmyliecrsa Hepoctatku
KoaddunumneHT Bo3BpaTa MNoKasaTenb, NOHATHbIN PUHAHCUCTAM. OTcyTCcTBME AOCTOBEPHbIX
WHBECTULMMN MeTO/I0B pacyeTa B 0b6n1actu

UT. "CtatnyHbIN"
nokasaresb.

COBOKyI'IHaﬂ CTOMMOCTb MNo3BonseT oLeHUTb Ll,eﬂec006pa3HOCTb He Y4YUTbIBAET Ka4eCTBO
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BNageHunA peannsaumnmn NpoeKkTa Ha OCHOBaHUK cucTembl 6esonacHocTy.

OLLEHKM TO/IbKO 3aTpart. Mpeanonaraer "CTaTMyHbIN" NoKasaTesb.
OLIEHKY 3aTpaT Ha pa3/InyHbIX 3Tanax Bcero  [okasatenb, cneunduyHbin
YKU3HEHHOTrO UMK CUCTEMBI. ana ut.
ANCKOHTUPOBAHHbIE MoKa3aTtenb, MOHATHbIN PUHAHCUCTAM. CnoXHOCTb pacyeTa.
nokasaTtenu YunTbiBaET 3aBUCMMOCTb MOTOKA AEHEHKHbIX
adpPeKTMBHOCTHM CpeacTB OT BpeMEHU. YUnTbIBAET BCE
WHBECTUL MM NMOTOKN AEHEXHbIX CPeACTB, CBA3AHHbIE C

peanunsaumen NpoeKTa.

Kpatkue ntoru

BoinonHen aHaiM3 CyHIECTBYIOIIMX METOAOB M CPEACTB OLEHKH KPHUIITOCUCTEM,
IOKa3aHbl UX HejnocTaTku. OnucaHbl 3Talbl KOMIUIEKCHOTO Ipolecca OLEeHKH 3()(HEeKTHBHOCTH
KpUNTOrpaguuecknx  CpeAcTB.  PaccMOTpeHBI  MHOTOKpHTEpHAJbHBIE  KiacCH(UKALUU
KPUITOCUCTEM, aTaK M 3JIOYMBIIUICEHHUKOB, MOJOXEHHbIE B OCHOBY HX IapaMeTpUYECKUX
Mozenei. OnucaHa MareMaTH4ecKasi MOEIbYTrpo3 0€30acCHOCTH UH(POPMAIIMOHHBIX PECYPCOB,
3anMIeHHbIX ¢ ucnonb3oBaHueM CK3U. IlpoBeneH cpaBHUTENbHBIM aHAIM3 HPOTrPAMMHBIX
CPEJCTB, MO3BOJISIONIMX pelIaTh 3a/ladd KPUIITOAHAIN3a aCUMMETPUYHBIX HIHU(PPOB, MOKAa3aHbI
UX TpeuMylnecTBa UM HejoctaTku. Iloka3aHbl mpeumylnecTBa MU HEJOCTATKU CYLIECTBYIOIIMX
METOI0B 0OOCHOBaHUS MHBECTULIMI B cpencTBa obecnieuenns 1b. Beinenen nabop ¢puHancoso-
HKOHOMMUECKHUX IoKa3aTenei g oneHku 3¢ ¢pexktuBHocTH CK3U ¢ 5KOHOMUYECKHX MO3UIUI.
[IpenyoskeHa MeTOAMKA JAUCKOHTHPOBAHUS JEHEXKHBIX IOTOKOB INPH OLEHKe 3((HEeKTHBHOCTH
nuBectuimi B CK3U.

5.4 MTHCTPYMEHTBI OPTAHU3AIIMA ITEPCOHAJIBHOM
KHUBEPBE3OITACHOCTHU

HNHcTpyMeHTHI Opranu3aniu NepcoHaJbLHOM Kudep0e30nacHoCTH

Kpunroanropurmsl ¢ CEKpeTHBIM KIIFOUOM

Wnes, nexarias B OCHOBE OOJBIIMHCTBA UTEPALMOHHBIX OJIOYHBIX MIHU(POB, COCTOUT B
MOCTPOCHUU KPUNTOrpaUuecKkd CTOMKOW CHUCTEMBI MYTEM IOCIIEJOBATEIBLHOTO NPUMEHEHHS
OTHOCHUTEJIBHO TPOCThIX KpunTorpapuueckux npeodpazoBanuil. [IpuHIMI MHOropa3zoBoro
MUQPOBaHUS C TOMOIIBIO MPOCTHIX KpUOTOrpaduyecKux IMpeoOpa3oBaHUi ObLI BIEpPBHIE
npeiokeH lllenHoHOoM B pabote [5.1]: OH HcmoONB30Bal C ATOM LENbIO IMpeoOpa3zoBaHUsA
NepPEeCTaHOBKU W ToJcTaHOBKH. [lepBoe M3 3TuxX npeoOpa3oBaHMIl NepecTaBiseT OTIENbHbIE
CHUMBOJIBI TpeoOpa3yeMoro MHGOPMALMOHHOTO OJI0Ka, a BTOPOE - 3aMEHSeT KaXKAbIl CHMBOJI
(W TpyMIy CHMBOJIOB) M3 MpeoOpa3zyemMoro MHGOPMAIMOHHOTO OJIOKa APYTMM CHMBOJIOM W3
Toro >xe andaBuTa (COOTBETCTBEHHO TIPYINIONW CHMBOJOB TOTO K€ pa3Mepa U U3 TOro Xe
andaBuTa). Y3ibl, peaqu3ylollde 3TH MPeoOpa3oBaHMs, HA3BIBAIOTCS, COOTBETCTBEHHO, P-
omokamu ( P-box, permutation box ) u S-6;iokamu ( S-box, substitution box ).

B 1973-74 rr. HamumonampHoe broopo CranmaptoB CIIIA ( NBS ) omybOnukoBaio
JIOKYMEHTBI, COofiepKallie TpeOOBaHUS K KPUNTOrpahuuecKoMy alrOpUTMY, KOTOPbIH MOT Obl
OBITh MPUHAT B KauyecTBE CTaHAapTa MIM(POBaHUS JAHHBIX B TOCYJApCTBEHHBIX M YaCTHBIX
yupexaenusix. B 1976 r. B kauecTBe TakOBOrO CTaHAapTa ObUT YTBEPXKICH aITrOPUTM,
paszpaboransbii ¢pupmoit IBM. B 1977 r. stoT cranmapt Ol ouUIMATBHO OMYyOJWKOBaH U
BCTYNHJI B CHITy Kak (enepanbhbiid cranaapt CHIA s mmdposanus nannsix - Data Encryption
Standard wnm cokpamenno DES [5.2].

B camom cxemarnunoMm Buzae DES mnpencraBnser co6oit 16-1uKIOBOI MTEpallMOHHBINA
omounsnii mudp. DES pabotaer ¢ 610kaMu JaHHBIX Pa3psIHOCTHIO 64 OWTa C MIOJIb30BaHUEM
56-pazpsaaHoro kimova. [IpuMensiemble peoOpa3oBaHus - MOPA3PAIHOE CIOKEHHE 110 MOJIYIIO
JIBa, TIOJICTAHOBKHU U NEPECTAaHOBKHU. AJITOPUTM BBIPAOOTKH 48-OMTOBBIX IIMKJIOBBIX KIIIOUEH U3
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56-6GMTOBOrO KJII0Ya CUCTEMBI U PsiJi MPeoOpa30BaHM CIYXKaT I 0OecriedeHus: He0OX0AUMOT0
NepeMENIMBaHus U pacceuBaHMs TepepadbarbiBaeMoil nHpoOpManuu, ogHako npu anamuze DES
Yale BCEro UrpatoT HE CaMylo CYLIECTBEHHYIO POJIb.

B 1999 r. na xondepenuu, opranm3oBanHoii RSA, xommanus Electronic Frontier
Foundation B3nomana kmou DES menee uem 3a 24 ygaca. OgHoit u3 3amen DES, nomyumnsiieit
IMPOKOE pacmpocTpaHeHue, ctan aiaroput™ Triple DES. B atom cinyudae amroputm DES
BBITOJIHSCTCS] TPUK/IbI, TIPY 3TOM HCIIOJIB3YIOTCS 3 KITF04a, KaKIbI U3 KOTOPBIX COCTOUT U3 56
OUTOB (YTO, MO CYTH, COOTBETCTBYET HCIOJIb30BaHUIO 168-OuTHOro Kitoua). TeM He MeHee,
KPUNTOAHATUTUKA OOHAPYXHIU CIOCO0, MO3BOJISIONIME cJenaTh aTaky MpsMoro mepedopa
SKBUBAJICHTHON aTake Ha 108-OuToBBIM Kiatou. BTopoi mpobieMoit sBiIseTCS 3HAYUTEIHHOE
CHIDKEHHE CKOPOCTH 3ar(poBaHuUs U paciin(ppoBaHus JaHHBIX.

B otBer Ha mpolsiembl ¢ JUIMHOW KJtoYa M HPOU3BOAUTEIBHOCTHIO, MPOSBUBIIMECS B
Triple DES, muorume kpuntorpadsl M KOMIIAHHH pa3paboTaay HOBbIE OJOYHBIC IMHQPHI.
HaunGonee momynspHbiMU nipeioxkeHusMu ctainu anroputMbl RC2 u RCS [5.3] xopnopanuu
RSA Data Security, IDEA [5.5] xommanuun Ascom, Cast [5.4] komnanuu Entrust, Safer [5.6]
komnanun Cylink u Blowfish [5.7] kommanuum Counterpane Systems. Kommepueckue
anbrepHaTuBel DES nonyunnu onpeneneHHoe paclpocTpaHeHHe, HO HU OJIHAa U3 HUX HE cTaja
CTaHJapTOM.

B 1997 r. HaunonanbHbli HHCTUTYT cTanaapToB U TexHonoruit CIIA ( NIST ) oObsBun
0 Hayaje MporpaMMbl IO MNPHHATUIO HOBOIO CTaHJapTa KpunrTorpaduyeckoil 3amuTel. B
okTsi0pe 2000 r. koHKypc 3aBepmiwics. [looemutenem Obul npusnan mupp Rijndael [5.8],
pa3pabotannbiii 6enpruiiiamu /. Jletimenom u B. Paiimenom. Anroputm Rijndael ctan ocHoBOM
Ut HOBOro amepukaHckoro cragaapra AES (Advanced Encryption Standard), kotopsrii B 2001
r. opumen Ha cmeHy DES u Triple DES u pelictByer u mo ceit aenb. Rijndael - 310
UTEPAIMOHHBIN OouHbI mudp, uMetonmii apxutekrypy "Ksanmpat". OH OBICTpBIA, POCTOH,
3alMIIEHHbIN, YHUBEPCAIbHBIA M XOPOILO MOAXOAUT Ul pealu3aluu Ha cMapT-Kaprax. [ludp
UMeEET MePEMEHHYIO JIJIMH y OJIOKOB U pa3IMuHble JUIMHBI KItodel. [{nuna kitoua u anuHa 61oka
MOTYT OBITh PaBHBI HE3aBUCHUMO APYT OT napyra 128, 192 unu 256 6utam. B cranmapre AES
omnpezeneHa januHa Osoka, paBHas 128 Outam. [Hudp AES xapakrepusyercs xoporeit
YCTOMUYUBOCTBIO 110 OTHOLIEHMIO K aTakaM IO MOIIHOCTH U Mo BpeMeHH. MIMeHHO 3ToT mmdp
peKOMEeHAYeT ucronb3oBaTh Microsoft Ay cummeTpuyHOro MUGpPOBAHUS.

OTteuyecTBEHHBIH CTaHIApT WWHUGPOBaHUS HOCUT O(QUIMAIbHOE Ha3BaHHE "AJITOPUTM
kpuntorpaduyeckoro npeodpasopanust [OCT 28147-89" [5.10]. Kak siBcTByeT U3 ero Homepa,
crangapt 6bu1 npuHAT B CCCP B 1989 1. Ecnu oxapakrtepuzoBars anroputm 'OCT B camom
oOuiemM BHJE, TO OH SIBISETCS OJIOUHBIM HIMGPOM, MOCTPOEHHBIM Mo cxeme Deiicrens ¢ 32
uKiIaMu mugpoBanus. nuHa nHpopMaMoHHOro 01oka - 64 6uta, JyiMHa Kiroya - 256 6uT.

OCHOBHbBIE OTJIMYUS aJITOPUTMA FOgCT oT anropHTMa ]?ES - B CTpO€HHMU (YHKIUH,

r7 3 74Q r7 3
KOTOpasi OCYILIECTBISIET OTOOpakeHue Z’-"} . Z’-]h — Z E‘J, U aJIropuTMe BbIPAOOTKH
[IUKJIOBBIX KIto4el. I B TOM 1 B JpyroM cirydae mpeoOpa3oBaHUsl, UCTIONb3yeMbIE B allTOPUTME
I'OCT, npome mns mnporpaMMHoOi peanusauuu. HccnegoBanust [5.9] moka3plBaioT, UTO
POCCUICKHI CTaHAAPT HE YCTYIAET MO CTOMKOCTH amepukanckoMy AES.

OcHOBHast wuJes TMOTOYHOTO IIM(PPOBAHUS COCTOMT B TOM, YTO KaXKABIM U3
MOCJIEI0BATEIbHBIX 3HAKOB OTKPBITOTO TEKCTa IMOJBEpPraercs cBoeMy IpeoOpazoBaHuio. B
yjeane pazHble 3HAKM OTKPHITOIO TEKCTa MOJBEPraroTcs pasHbIM MpeoOpa3oBaHUsM, T.€.
npeoOpazoBaHre, KOTOPOMY IMOJBEPraroTCsl 3HAKM OTKPBITOIO TEKCTA, JOJIKHO HM3MEHSTHCS C
KaX/bIM CJEIyIOIIMM MOMEHTOM BpeMeHH. Peanmmsyercs sTa ujues CileyIOUIMM 00pa3oM.

HekoropeiM criocoOoM moitydaeTcs MOCIEeI0BATEIbHOCTh 3HAKOB A L5 Lf """ Ha3blBaeMast
KIItoueBbIM NToTOKOM ( keystream ) mim Gerymum kimouoMm ( running key, RK ). 3arem kaxnprit
sHak ‘I'i OTKPBITOrO TEKCTa OJBEPraeTCsi 0OPaTHMOMY MpeoOPa3OBAHMIO, 3aBHCSIEMY OT ki
COOTBETCTBYIOILETO 3HAKa KJIFOUEBOI'O IIOTOKA.
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[Torounsle mUQpPH MOYTH Bcerna padoTaroT ObICTpee M OOBIYHO TPEOYIOT ISl CBOEH
peanu3anuu TOpa3g0 MEHBIIE MPOrpaMMHOTO Kojaa, uyeM Omounble mudpel. Hawmbomee
U3BECTHBI MOTOUHBIA mudp Obul pazpaboran P. Pusecrom; sto mmdp RC4, xoropsrii
XapaKTepu3yeTcsl IEPEeMEHHBIM pa3MepoM KJTto4ya U 0aT-OpueHTUPOBAHHBIMU onepanusmu. Ha
onuH OaiiT TpeOyercss oT 8 m0 16 nmeiicTBuiA, MporpaMMHas peann3anusi MuQpa BHITOIHIETCS
oueHb ObicTpo. HezaBucuMble aHAMTUKU UCCIENOBANM MUGP, U OH CYUTAETCS 3AIIUIIECHHBIM.
RC4 ucnonwsyercst ans mmdpoanus daiinos B Takux m3aenusnx, kak RSA SecurPC. On Takxe
NPUMEHSIETCA JJIsl 3alIUThl KOMMYHMKAIMi, HampuMmep, AJs mu@poBaHUsS MOTOKA JaHHBIX B
NHTepHeT-coeIMHEeHUSIX, UCTIONB3YIOMIUX MPOTOKOoJ SSL.

B uyncno mmdpos, kotopsie Microsoft Mo TeM WiIM UHBIM IPUYMHAM HE PEKOMEHIYeT
UCTIOJIB30BATh JIJIsl CHMMETPHUYHOTO MIM(PPOBAHUS, BXOJIAT CIEAYIOIIHUE:

DES (Ilpuuunsl: Manas jivHa Karo4ded - 56 out; ecnu B 1993 r. aTaka Ha aaropuTm
3aHsuia 3,5 yaca Ha MallMHE CTOMMOCTBIO $1 MITH., TO CEroJHs B3JIOM MOXKHO OCYIIECTBHUTH B
peanibHoM BpeMmeHH; 3DES sBisercs Gosee 3allMIIEHHBIM, HO HaJW4YME€ JIYYIIUX BapHaHTOB
JIeNIaeT ero MCI0JIb30BaHNE HEOIIPABIaHHBIM);

IDEA ( International Data Encryption Standard )- xors miuna kiaroua (128 6ur) siBiseTcs
npuemseMoir, Microsoft mpoBogutr anamornum c anroputMoM DES: kak wu3BecTtHo, NSA
MOJI03PEBAJIOCH B CO3HATENBHOM ocnabnenuu ainroputMa DES, 4toObl jerko mpocmarpuBaTh
3amu(poBaHHBIE COOOIICHIS;

RC2 u RCS5 - npuunnst HenoBepust Microsoft k atum mudpam te xe, uto kK DES u IDEA.
[Tockonmbky misi H(POBAHUS HCIOJIB3YIOTCA "OJHOPA30BBIE OJIOKHOTHI", CIIA0BIM MECTOM
MOJKET CTaTh T'€HepaTop MCEBIAOCIYYailHBIX MocaeaoBaTenbHOCTel. COBpeMeHHOM TeHAeHIuel
SIBIISICTCS MCIOJIb30BaHUE OJOYHBIX MH(POB B peKHME MOTOYHOTrO mmdpoBaHus (Harmpumep,
notouyHoe mudposanue odecreunBaroT pexumbl CBF u OFB ms anroputma DES wnu pexxum
rammupoBanust s anroput™a ['OCT 28147-89);

Blowfish u Twofish - kpunrtoanroputmsl, paspadoranHsie bprocom Illnaitepom (B.
Schneier), ymoBIeTBOpsItOT TPeOOBAHUSIM CTOWKOCTH, HO HE SIBIISIOTCSA cTaHmaptamu: Twofish,
ABISAONIMICS Oonee mo3aHe Bepcuet Blowfish, Beien B ¢punan konkypca Ha 3ameny DES, Ho
yerynui mndpy Rijndael ;

CAST: HecMOTps Ha TO, YTO aJNTOPUTM IOKa3an ce0si YCTOHYMBBIM K JIMHEHHOMY U
muddepeHIMaTbHOMY KPUITOAHAIN3Y, OH UMEET CIUIIKOM Majylo JUIMHY Kitoda - 64 6ura;

I'OCT 28147-89: Microsoft momo3peBaer croiikuii mmdp B Hamuuum "nazeek" -
"backdoors".

KpuntoanropuT™bl ¢ OTKPBITHIM KIIFOUOM

B acummerpuunoil  kpunrorpadpuu Ui 3amuddpoBaHUS M pacHIMPpoOBaHUS
UCTIONB3YIOTCS  pa3nuyHble  QyHKIUH. CTOHKOCTh aCHUMMETPUYHBIX KPHUIITOAITOPUTMOB
0a3upyercss Ha pa3pelIMMOCTH JISKANIMX B WX OCHOBE MareMaThueckux mpobiem. [loka He
HaliIeH TOJIMHOMHAIIBHBIM aJlrOpUTM pEIIEHUS 3TUX NpoOJieM, NaHHBIE AITOPUTMBI OyIyT
CTOlkH. B 3TOM 3aKimodaercss OTIMYHE CHMMETPUYHOTO W ACHMMETPUYHOTO IM(POBAHUS:
CTOMKOCTb MEPBOT0 SIBJISETCS HEMOCPEICTBEHHOM M HAYYHO JOKa3yeMOM, CTOWKOCTh BTOPOTO -
IPEIONIOKUTENbHOW. KpoMme TOro, acMMMETpWYHBIE KPHIITOAITOPUTMBI TPeOYIOT Tropas3io
00Jiee MHTEHCUBHBIX BBIUMCIIEHUH U TIOTOMY SIBJISIIOTCS 00Jiee MEAJICHHBIMH.

Haunbornee u3BeCTHBIE KPUIITOCHCTEMBI C OTKPBITBIM KITFOUOM:

Prok3aunas kpunrocucrema ( Knapsack Cryptosystem ) [5.13];

Kpunrocucrema RSA ;

Kpunrocucrema Dnp-I'amans - EGCS ( ElI Gamal Cryptosystem );

Kpunrocucrema, ocHOBaHHas Ha CBOMCTBax ayunTudeckux kpussix - ECCS ( Elliptic
Curve Cryptosystems ).

[TpuMeHeHne alrOpUTMOB MU(PPOBAHHS C OTKPBITHIM KITFOUOM TTO3BOJISIET:

n30aBUTHCS OT HEOOXOAMMOCTH CEKPETHBIX KaHaJlOB CBA3M JUISl NPEABAPUTEIHHOTO
oOMeHa KITI0YaMH;
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cBecTU mpoliieMy B3JioMa IH(pa K pelIeHUI0 TPYAHOH MaTeMaTH4YecKoil 3a1auu, T.e., B
KOHEYHOM cyeTe, NPUHLIMIHUAIBLHO TO-APYroMy TMOJONTH K OOOCHOBAHHUIO CTOMKOCTH
KPUIITOCUCTEMBI;

pemars cpenctBaMu Kpunrorpaduu 3agauyd, OTIMYHBIE OT IIHU(pOBaHUS, HApUMED,
3a1ady obecneueHus FOPUANYECKON 3HAUMMOCTH 3JICKTPOHHBIX JTOKYMEHTOB.

s pemieHus npoOiemMbl, OMHCAHHONM B IMOCIEIHEM IYHKTE, OBUIM MPEIIOKEHbI
pa3iu4YHbIe CXeMBI 3JeKTpoHHO-(ppoBorr moamucu ( DLIT ). DSMII mno3Bosser
ayTeHTU(ULHPOBATh aBTOpa MH(pOpMalnu, epearolieiicsa B uudpoBom Buje. B onpeneneHHbIX
CUTyalusix (HaupuMep, B 3JIEKTPOHHON KOMMEPIIMM IIPH OCYLIECTBIEHUH CIIENOK 10 KYIUIE WX
nponaxe) DI mo ropuanyeckoi cuie npupaBHUBAETCS K 00bIYHON noanucH "oT pyku". Kpome
TOT0, 3JICKTPOHHAS MMOJAMUCH MO3BOJISIET YOSIUTHCS B TOM, YTO MH(OpMAIHs HE ObUIa HCKaXKeHA
IpU repeaaye.

Cxema DUII nomkHa onpeaensTh TpU CASAYIOMMUX aJrOpUTMA!

QJIITOPUTM MOIIHCH;

AJITOPUTM TPOBEPKHU TOIIHCH.

QJIITOPUTM T€HEPALMU KIIFOUEBOU Maphbl AJis MOJANKCH U €€ TPOBEPKU;

RSA [5.14] - xpunTorpadudeckasi cucTeMa ¢ OTKPBITBIM KITFOYOM, 0OecIieunBarolas 0oa
MeXaHM3Ma 3alluThl: MmH@poBaHue u 1HUdpoByro noamnuch. Kpunrtocuctema RSA Obina
paspabotana B 1977 rony u Ha3BaHa B uecTb aBTOopoB: Ponanmpna PuBecta, Amu lllamupa u
Jleonapna AieMana.

[Mpunmun e€ neiictBust B cienyronieM. bepyrcss aBa OONBIIMX CIYyYaHBIX HPOCTBIX

qucliia JUI/I f‘f' HpI/I6HI/I3I/ITeJH)HO paBHOﬁ PaspAAHOCTH W BBIYHUCIICTCA HUX IMIPOU3BCACHUC
I="P4 3arem BbIOMpaeTcss uucio (', B3aMMHO TMPOCTOE C  TPOHM3BEACHUEM
(p—1)g—1) d=e Y (mod(p—1)(qg—1))

npocroe ¢ 1t .

U BBIYHCIIICTCA YHCIIO , B3aMMHO

Yucna € u Il craHOBATCS OTKPBITHIM KIIOUOM, YUCIO { [ - 3aKpbITBIM. YTOOBI cO31aTh
umdprekct ', ornpaButenb Bo3BoauT coodmmenue /1l B crenenp € mo moxynro 1, rme € u 11 -

. e -
IMMOKAa3aTeJIn OTKPBITOT'O KIIFOYA IMOJTYyHaATCIIA: =M l ”FU‘“F” l .

UYro6s! pacungpoBath MoJydeHHBIH mUuppTekcT , moayyaTens BbUucseT B cTENeHU
n:m= r“f{_mr;ffu )

1o MO/TYJTIO /.

Ecnu aboHeHT A X04eT MoATBEpIUTH CBOE aBTOPCTBO COOOIEHUS, OH CHayala mudpyer
€ro Ha CBOEM CEKPETHOM KJIH0Ye, a MOTOM Ha OTKPHITOM Kitoue aboHeHTa b. CooTBeTCTBEHHO,
a0oHEeHT b nmpuMeHseT K MoIy4eHHOMY COOOIIEHHUIO CBOM CEKPETHBIM KIIOU M OTKPBITHIM KITIOY
aboHeHTa A; ycleurHoe pacun@poBaHue SIBIsSETCS rapaHTHEH TOro, 4TO OTHPAaBUTh COOOIIECHHE
MOT TOJIBKO a0OHEHT A.

Cxema DOmnp-I'amans [5.15] ocHoBaHa Ha TPYJHOCTH BBIYMCICHHUS JUCKPETHBIX
jJorapu(MoB B KOHEYHOM I10JI€ B CPaBHEHHH C JIETKOCTbIO BO3BEACHUS B CTEIIEHb B TOM K€

caMoOM IoJIe.
Jlyis reHepanuy mapsl KIIO4el cHavania BRIOMPAETCS MIPOCTOE YHCIIO P Y JIBa CIy4alHbIX
qHCIIa, g u A ; oba »M uncia OOJDKHEI OBITH MEHBIIE P . 3aTreM BBIUHCIISIETCS

y = g'(modp)

OTKpBITBIM KJIFOUOM CTAHOBSTCS Y 9a P . n ¥ , U P Moxuo cnenars o6wmmu s
rpynmnbl TONb30BaTelneld. 3akphIThIM KiIouoM siBisieTcs I . Temepb, 4TOOBI 3amugpoBaTh

l

coobmenne 1l cHayanma BeIOMpaercsi ciydaiiHOe k , B3aUMHO IIPOCTOE C P = 1 3arem

ki ) ko \
sernemmores @ = 9 (modp). b = y*m(modp) Mapa  @u D sesercs

mU(PTEKCTOM, UYTO YBEIMYMBAET MCXOJHOE coollieHue B aBa pasza. s pacumdpoBanus

oy
pprqucasiercs L h// a-\n ”-”fﬁ]_
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Ha cxeme Dnp-T'amans 6azupoBanuck ctangaptsl DT B Poccun u CILIA, npuHsTHIE B
1994 rony [5.17, 5.16] u neticrBoBaBmme BIu1oTh 10 2001 T.

[Tocneanre MaTreMaTudecKue JOCTHKECHHSI TIOKA3aJId, YTO MpodieMa JTorapupMUpOBaHUs
B KOHEYHBIX MOJISIX HE SBJSETCS AOCTATOYHO MPOYHbIM (yHIamenToM. Hanbomnee addexTrBHbIC
HA CCTOJMHSIIHWA JICHb aJITOPUTMBI JTUCKPETHOTO JIOTApU(PMUPOBAHUS HMMCIOT YKE HeE
9KCIIOHEHIMANIbHYIO, & CYyOAKCIIOHEHIIMAIbHYIO BPEMEHHYIO CIIOKHOCTh. DTO aIrOpUTMBI "index-
calculus", ucnone3yromme GakTopHyro 06a3y, K UMCITY KOTOPBIX OTHOCATCS JITOPUTM AJIeMaHa
[5.18], meckompko Bepcmit "COS" (amropurma Kommepemura-Omasikko-Ipemnmnens) [5.19] u
pemero uucnoBoro moins [5.20]. Bemyrcst paGoTsl mo moBbimeHHIO 3()()EKTUBHOCTH 3THX
anropuTMoB. Tak, MeToj, onmucaHHbId B [5.21], HampaBiieH Ha ToBbIMIeHHE 3(G(PEKTUBHOCTH
pellleHus] TUHEHHBIX YPaBHCHHH B KOJIBIIAX BBIUETOB, IMOCKOJIBKY BCE CYOIKCIIOHEHIIMATbHBIE
METO/Ibl TUCKPETHOTO JIOrapu(MUPOBAHUS CBOAATCS K 3TOM 3a/1aye.

Psan ycmemHbix arak, OMUCaHHBIX, Hampumep, B [5.23], Ha cUCTEMbI, OCHOBaHHBIC Ha
CJIOKHOCTH JIUCKPETHOTO Jorapu(MHUpOBaHUS B KOHEUYHBIX IMOJISIX, MpuBen K Tomy, B 2001 r.
Poccun u CIIIA Obumn mpuHsATHI HOBbIe craHmaptel Ha OLIT [5.22, 5.24]. Tlpomeccs
dbopmupoBanus u npoBepku dekTpoHHoi DI cymecTBeHHO HE U3MEHUIUCH, OJHAKO BMECTO

Y T M) B AIIR
3JIEMEHTOB KOHEYHOTO IOJIs G1 {-'} ) WIN GI \P) OHU OHEPUPYIOT AUIUITUYECKUMU
YHCIIaMH, T.€. PEIICHUSMH YPaBHEHHS JIUIMNTUYECKUX KPUBBIX HAJ[ YKa3aHHBIMH KOHEYHBIMU
HOJSIMHM, @ POJIb OINEpallud BO3BEACHUS B CTENEHb B KOHEUHOM II0JI€ BBIIOJHSET OIEpalus
B3SITUS KPAaTHOM TOYKHU JIJITUNTHYECKOM KpuBou. Ecnm crapeiit poccuiickuit crangapt LI
onepupyer 1024-OuToBBIMH OJIOKaMH, TO HOBBIM - 256-OMTOBBIMHU, HO MPU ITOM O0OJIaaaeT
Oonbiiel CTOMKOCTHIO. BakHO OTMETUTh, UTO CIELMAIbHBIA BHIOOP THIIA AITUITHYECKON
KPUBOH MO3BOJISET HE TOJIBKO BO MHOIO pa3 YCIOXKHUTH 3ajauy B3ioma cxembl DL, HO u
YMEHBIINTH Paboumii pazmep OJIOKOB MaHHBIX. KpHNTOCHCTEMBI Ha OCHOBE SJUIMIITHYECKOM
KPUBOH IOJIy4aloT Bce OOJbllee PacHpOCTpaHEHHE CKOpee Kak allbTepHaTHBa, a HE 3aMeHa
cucteMaM Ha ocHoBe RSA. OHM WHMEIOT HEKOTOpbIE IPEUMYILECTBA, OCOOEHHO IpH
UCIOJIb30BAaHUU B YCTPOWCTBaX C MaJOMOIIHBIMU MPOLIECCOPAMU H/UIM MaJICHbKOW MaMATHIO.
Taxk, cornacHo crangapty CIIIA [5.24] va BeipaOoTKy 1 BepuduKaiuio 1udpoBoit moamucu DSS
( Digital Signature Standard ), SLIIT MoxeT BbIpabaThIBaThCS MO OJHOMY U3 TpeX aJFOPUTMOB:
DSA ( Digital Signature Algorithm ), ocHOBaHHOMY Ha HpobJeMe TUCKPETHOro Jiorapudma B
xoreunoM mojie, ANSI X9.31 (RSA DSA) [5.26] unmu ANSI X9.63 [5.25] ( EC DSA - anroputm
BBIPAOOTKH TOJAINUCH, OCHOBAHHBIM Ha IMpOOJIeMe IHCKPETHOTro JiorapudmMa B TpyIIe TOYEK
AIUTMIITUYECKOM KpUBOM Ha/l KOHEUHBIM TIOJIEM).

[Iudposanue Ha miaarpopme Windows

HIudpoanue - 310 (opma Kpuntorpapuu, MpeAHA3HAYEHHAs JUId MpeoOpa3oBaHUS
OTKPBITOTO TEKCTA C TIOMOIIBI0 HEKOTOPOTO aJrOpUTMa TaKUM 00pa3oM, 4TOOBI Pe3yibTaT ObLI
OeccMmbIcMLed Ui JIMIa, HE 00JIaalolero HEKOTOPbIM CEKPETOM JUIsl PACKPBITUS HCXOTHBIX
nanubix. [ludpoBanue 1eKUT B OCHOBE TaKMX Mep 0€30MacHOCTH, Kak IU(poBas MOMINUCH,
mudpoBoil cepTuduUKaT, HHEPPACTPYKTYypa OTKPHITBIX Kimoued u ap. IlepeuncrneHHsle
TEXHOJIOTUH TMO3BOJISIOT MOBBICUTH OE€30MACHOCTH OIEPAIINH, BBIMIOIHIEMBIX C HCIIOJb30BAaHHEM
BBIUYUCIUTENbHOW  TexHUKH. [Jlnsg 3ammdpoBanus u  pacummdpoBaHus  UHPOpPMALUU
UCTIONB3YIOTCS Kiroud. Kimrou - 3TO mepemMeHHas, JMHAa KOTOpOW M3MepsieTcss B Ourtax. Uem
OoJbllIe TBOMYHBIX Pa3psAlOB B HCIOJIB3YEMOM KIIOUE, TEM CIOXKHEe B 00IlieM ciydae Oyxaer
B3JIOMATh mudp.

Ha matdpopmax Windows XP u Windows Server 2003 xommanusi Microsoft
PEKOMEH/IyeT UCIOIb30BaTh CIICAYIOIINE KpUnTorpaduueckue anroput™ser [5.11]:

AES-128 (unu AES-192, unn AES-256 );

RSA 2048 (umu ¢ emte 6osiee UTMHHBIM KITIOYOM);

SHA-2 (1.e. SHA-256 unu SHA-512 );

DSA (umu SHA-2 / RSA).

Kpunrorpadgus Windows Vista (u Longhorn Server ) cooTBeTcTByeT pexoMeHAaLUsM
ArentctBa Hammonansnoit be3zomacHoctun CIIA u HamwoHanmbHOTO WHCTUTYTa CTaHAAPTOB U
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texHonoruu ( NIST ) mo peanmzaummu nporokonoB "Suite B" [5.12] m npemycmartpuBaer
HCIIOJIb30BAaHNE ACHMMETPUYHBIX KPHUIITOAITOPUTMOB Ha OCHOBE OJJUIUNTHYECKHX KPHUBBIX.
Anroputmsl "Suite B" BkirouaroT:

AES (mmudpoBanue);

EC-DSA (snekTpoHHO-II(POBast MOAIUCH);

EC-DH wm EC-MQV (0OMeH ceKpeTHBIMHU KIIIOYaMH );

SHA-2 (xemmpoBanue).

Jlanee mbl Oojee MOAPOOHO PACCMOTPUM AITOPUTMBI MIMPPOBaHUS (C CEKPETHBIM U
OTKPBITBIM KJIFOUOM) U aJITOPUTMBI XEIIMPOBAHUS, a TAKKe MPUBEIEeM pekoMeHaannu Microsoft
OTHOCHUTEJIbHO UX MPUMEHEHHUSI.

Kparkue utoru

B naHHOI JekuuM paccMOTPEHbI OCHOBHBIE MOHSATHUS M ONpeAeNieHus U3 o0nacTu
kpuntorpadguu. OmnucaHbl CXeMbl pPAOOTHI CUMMETPUYHBIX M ACHMMETPHYHBIX HIHU(POB.
VYka3aHbl CTaHIAPTHI, perIaMEHTUPYIOIINUE UCIoNb30oBanue kKpunrtorpaduu B Poccum u CIIIA.
[TpencraBiensl pekoMeHaauu Microsoft mo MpUMEHEHHIO KPUNITOTPAUIECKIX aITOPUTMOB.

6. YY4EBHO-METOJUYECKOE U ”THOOPMALIMOHHOE OBECIIEYEHUE
JUCLUIINHBI

6.1. [IlepeyeHb OCHOBHOI1 U IOTOJHUTEIbHOI JUTEPATYPbI, HEOOXOAUMON A5
OCBOCHHUSA TUCHHUILTNHEI

6.1.1. IlepeyeHb OCHOBHO¥ JIMTEPATYPHI

1. ITerperko B.W. 3ammura mepcoHaNbHBIX JaHHBIX B HH(QOPMALMOHHBIX CHUCTEMax
[DnexTpoHHBIH pecypc] : yueObHoe nocodue / B.M. [lerperko. — DIEKTPOH. TEKCTOBBIE IaHHBIE.
— Crasponons: CeBepo-KaBkazckuii denepanpublii yauBepcuter, 2016. — 201 ¢. — 2227-
8397. — Pexxum nocryma: http://www.iprbookshop.ru/66023.html.

2. MaxkapoB A.M. OpraHu3zanus 3aiuThl IEPCOHATBHBIX TAHHBIX [ DIEKTPOHHBIN pecypc|

naboparopubiii npaktukym / A.M. Makapo, W.B. Kammubepna, K.O. bonmgapenko. —

OnekTpoH. TekcToBble agaHHble. — CraBpomnonb: CeBepo-KaBkaszckuil  ¢enepanbHbIi
yHuBepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum  jgocryna:
http://www.iprbookshop.ru/62971.html.

6.1.2. IlepeyeHb ONOTHUTEIbHOM JINTEPATYPbI

1. Ckpunnuk /[.A. OOecnieueHre 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CKpUITHUK. — DJIEKTPOH. TEKCTOBbIe JaHHble. — M. : VIHTepHeT-YHuBepcuTeT
Nudopmanmonnbix Texuomornit (MHTYUT), 2016. — 121 c¢. — 2227-8397. — Pexum
nocryma: http://www.iprbookshop.ru/52153.html.

2. CaBenbeB A.W. HaydHO-TIpakTHYECKHIA TIOCTATCHHBIA KOMMeHTapuii k DenepaaprHOMY
3aKkoHYy «O NepCOHAIBHBIX JNAaHHBIX» [DnekTpoHHbId pecypc] / AWM. CaBenbeB. — DIEKTPOH.
TeKcToBbIe nanubie. — M. : Cratyt, 2017. — 320 ¢. — 978-5-8354-1365-2. — Pexum mocryna:
http://www.iprbookshop.ru/65895.html.

6.2. [lepeyeHb yUeOHO-METOAMYECKOTO 00ecedeHUsI CAMOCTOSITEILHOMH PadoThI
o0yuyaruuxcst Mo JUCHHUIINHE

1. Meroaunueckue yKa3aHHs MO BBIIOJHEHUIO MPAKTUUYECKUX 3aHATHH MO JUCIUILINHE
no qucuuiuinHe «llepconanbHas kubepoe30nacHOCTbY.

2. Metoanueckue peKOMEHJAIMHU U CTYICHTOB TI0 OpPraHHW3alld CaMOCTOSTEIHHON
pabotel o pucuuiuinbe «IlepconanbHas knGepOe30MacHOCTb.

6.3. [Iepeuenn pecypcoB HHGPOPMAIHOHHO-TETIEKOMMYHUKAINIMOHHOW CeTH
HNuTepHeT, HEOOXOAUMBIX 1JI OCBOCHHS TUCHUIIIMHBI

1. YuuBepcuteTckas 6ubianoteka online. http://www.biblioclub.ru;
2. OBC «IPRbooksy. http://www.iprbookshop.ru;
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3. DnekrponHas oudnmoreka CKDY .a. http://catalog.ncstu.ru;
4. TocynapcTBeHHas MyOJMYHAs HaydyHO- TexHuueckas OuOmmoreka Poccum. (I'TTHTH
Poccun). www.gpntb.ru.
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