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HEJb U 3AJAYU OCBOEHUS JTUCHUIIJIMHBI
Ilenpto OCBOCHHSI  JUCIUILTAHBI
dbopmupoBaHUe

BBEJEHUE

Habopa mnpodecCHOHATBHBIX KOMIETEHIIUH Oymyiero
HanpasieHuto noarotrosku 09.03.02 «HdpopMannoHHbIE CHCTEMBI U TEXHOJIOTUNY, IS PELICHUS
MPUKIIAIHBIX 33]1a4 B paMKax OakajgaBpCKOW MPOrpaMMBI.
3amaun OCBOCHUS AMCUUTUINHBL:

U3y4YCHHE OCHOBHBIX MOHATHI KHOEpOE30MacHOCTH;
OCBOGHUE HABBIKOB COOIIOICHUS TIEPCOHATLHOM KHOepOe30MmacHOCTH.

2.HamMeHoBaHHe NMPaAKTUYECCKUX 3aHATHH

«[lepconanpHasi kuOEepOE30MACHOCTLY  SBIISCTCS
OakanaBpa 110

Ne Tembl
JTUCIIAILI
WHBI

HaunmenoBanue tem JUCHUIIIMHBI, UX KPATKOC
COACPIKAHUC

O0BeM yacoB

N3 uux
MpaKkTU4YecKas
MMOATOTOBKA,

JacoB

1 cemecTp

Pa3zgen 1. Konnenuuu nepcoHajibHOM
KH0ep0e30nacHoCTH

Tema 1. OcHOBHBIE TOHATHS TIEPCOHATBLHOM
kubepbe3onacHocTr

[TpakTuueckas paboral

Nudopmanmonnas 6€30macHOCTh U
kubepOe3onacHocTh. CBOMCTBA O1M(POBAHHOMN
uHpopmanuu. [IpranHbl KHOEPIPECTYTIICHHH.
ITpobaembl knOepOE30MacHOCTH.

Tema 2. MoaenupoBaHue yrpo3 rnepcoHaibHON
kubepbe3onacHocTu

[TpakTrueckast pabora2

AHanu3 pUCKOB KaK OCHOBA YIIPABJICHUS
nepcoHabHOM KnbepOe3zonacHocThio Monens
yrpo3 STRIDE. MHcTpymMeHTHI aHanu3a u
KOHTPOJISI UH(POPMALIMOHHBIX PUCKOB.
CpaBHUTENBHBIN aHAIN3 NOIXO00B K
pacro3HaBaHUIO YIpo3 ¢ UCHOIb30BAaHUEM
pasnnunbix Mozenei: CIA, I'ekcana [1apkepa,
5A, STRIDE

Tema 3. Kpunrorpadudeckue alropuTMsl

00630p anropuT™MOB MU(POBAHUS U TEHACHIIUN
pa3Butus kpuntorpaduu. Kpyr 3agau, Ha
pElIeHNE KOTOPhIX OPUEHTHUPOBAHBI
kpunrorpaduaeckue metoibl. OCHOBHBIE
MIOHSITHSI U OTIpeieNIeHUs] KpUNTOrpaduu.
Pexomenmamiu Microsoft mo mpuMeHeHHIO
KpUNTOrpaUuecKux alropuTMOB.
OTtedecTBEHHBIN cTaHIapT MHUPPOBAHUS
nanubix ['OCT 28147-89. AmepukaHckuit
cTanaapT wudposanus faHHbIX AES.
KoHuenuus KpunToCUCTEMBI C OTKPBITHIM
kimouoM. Knaccuduxarus
KpUNTOrpahmuecKux alrOPUTMOB. AJITOPUTMBI




MU (POBAHUS C CEKPETHBIM KIIHOUOM
(cummerpuunsbie). brounsle mudpsl.
[Torounsle mu¢ppsl. AITOPUTMBI IUPPOBAHUS
C OTKPBITHIM KJIHOYOM (aCUMMETPHUYHBIE).
KpHunroaaropuTMsl ¢ CEKPETHBIM KIIIOYOM.

Tema 4. MeToabl KpunToaHaIN3a

O0630p COBPEMEHHBIX METOJIOB KPUIITOAHATHN3A.
Knaccuueckue metonnl. HoBEII BUI
KPUTITOAHAIHM3a — aTaKU 110 TOOOYHBIM
kaHajaM. KBaHTOBBIN Kpunitoananus. Mcxomabl
KpuUIToaHaian3a. MeToabl KpunroaHain3a u ux
BIIMSIHUE HA Pa3BUTHE KpUNITOTpaduu.
[IpenenbHBIE BOBMOKHOCTH 110 B3JIOMY
mGPOB METOJIOM TIOJIHOTO TIepedopa KiTrouek.
[IpuMEeHUMOCTD Pa3IUYHBIX THIIOB KPUIITOATAK
K CHMMETPHUYHBIM U aCUMMETPUYHBIM
KPUIITOCUCTEMAM M XeII-(DYHKIIHSIM.
ITepcnieKTUBHBIC TEXHOJIOTHMH KPUTIITOAHAIIHU3A.

Pa3nes 2. TexH0JI0THM OPraHU3aALMA
NMEePCOHATBbHON KHOep0e30nacHOCTH

Tema 5. DxoHomuueckast 3pPeKTUBHOCTD
Cpe/CTB 00ecTeYeHus IepCOHANBHON
kubepbe3onacHoCcTr

[pakTrueckas padoral

OneHka cpeCTB KPUITOZALUTHI.
DKOHOMHUYECKOe 0O0CHOBAaHHE PACXO/I0B Ha
obecrieueHne nepcoHaIbHOM
knbep6e3onacHocTi. OG0CHOBaHHBIH BHIOOD
Mep U CPEJICTB 00eCTIeYeHNsT IePCOHATBHOM
kubep6e3onacHocTH. [Ipeumyiectsa u
HEJIOCTATKU CYIIECTBYIOIINX METOJIOB
000CHOBaHHS MHBECTHIIUI B CPE/ICTBA
obecrieueHus nepcoHaIbHOM
kubep6e3onacHocti. Habop ¢gunancoo-
HIKOHOMHYECKUX MOKa3aTeNne s OICHKH
3P PEKTUBHOCTH CPEJCTB 0OECTIeUeHHS
NepCOHAIBHON KnOepOe30MmacHOCTH ¢
IKOHOMHUYECKHX MO3UIHH. MeToIuKa OlleHK!
SKOHOMHUYECKOH 2P PEKTUBHOCTH CPE/ICTB
o0ecrieyeHns NepCcoHaIbHON
k10ep0e30MacHOCTH.

Tema 6. IHCTpyMEHTBI OpraHu3anuu
MePCOHAILHON KHOEepOEe30macHOCTH
[TpakTuyeckas paboras

0O0630p aHTUBUPYCHBIX CPEACTB 3aILUTHI IPU
OpraHU3aly CUCTEMBI IEPCOHATBHON
knOepOe3onacHOCTH. AHTUBUPYCHAS 3aIllUTa
MEPCOHATBHBIX KOMITBIOTEPOB M MOOMIIBHBIX
ycTpoiicTB. bpanamayspsl. Cpeacrtsa
anmapaTHoOM 3alU Tl HHQOPMAITIH.




Opranusanus mporpaMMHO-anmnapaTHbIX
CPEJICTB MEPCOHAILHON KNOEpOE30IMacCHOCTH.

Tewma 7. [lepconanpHast kubepOE301MaCHOCTH B
UHTEPHET-OaHKUHTE

[IpakTuueckas padoras

TexHonornu UHTEpHET-0aHKUHTA. TexHoI0ruN
OoupxeBoit Toprosnu. [IpaBuna opranuzanuu
MEPCOHATBHON KNOepOE30MacHOCTH B
uHTepHeT-0ankuHre. [Iporpammuo-
anmnaparHble CPeICTBA 3alUThI JaHHBIX B
mpoleccax HHTEpHET-O0aHKUHTa U OUp KeBOH
TOPIOBJIN.

Tema 8. CoBpeMEHHbIE METO/IbI 3AIUIIICHHON
ayTeHTU(UKAIIH

Metoabl aBTOPU3ALIMU [T0IH30BATENS IPU
pabote B cetu IHTepHET. ABTOpH3aLIUs U
ayreHTU(UKamust. MeTOIbI CO3TaHMS U
XpaHEHMS NapoJiei. 3alUuIeHHbIN JTUYHBINA
KaOWHET HHTEPHET-PECYPCOB.

Tema 9. TexHOJIOTHH 3JIEKTPOHHOM HUPPOBOI
MOJIMCH

TexHoIoruM AEKTPOHHOM IUPPOBOH
NOANUCU. MeTobI CO3/1aHus IIEKTPOHHON
1M (poBON MOANUCH. DIIEKTPOHHAs U poBast
noanuck. Meroibl GOpMUPOBaHUS
AJIEKTPOHHOM IIU(PPOBOI MOAMKCH.

Hroro 3a 1 cemecTp
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CTPYKTYPA U COAEP)KAHUE MMPAKTUYECKHX 3AHATHUI

ITPAKTUYECKHUE PABOTbI

IIpakTnyeckas padora 1. OcCHOBHbIE NOHATHS NEPCOHAIBLHOH KHOEP0e30NacHOCTH

Henp padoThl: H3yuyeHUE OCHOBHBIX IOHATHM NEPCOHAIBHON KuOepOe301acHOCTH,
CBOWCTB oM poBaHHON UH(OPMALIMH, IPUYUH KHOEPIPECTYIUICHU.

TeopeaneCRaﬂ 4acTb

OcHOBHbIE NOHATHS MEPCOHAIBHOI KNOep0e30nacHOCTH

Bo Bpemena Pumckoii umnepun Obi1a copmynupoBaHa reomnonutaaeckas popmyna: "Kro
BIIaZIcET MopeM, TOT BiajaeeT mupoM!" Bo Bpems BTopoii MupoBOii BOHHBI 3TO BEIpaKEHHE OBLIO
MOIU(HUIIMPOBAHO U 3BydYalo Yyke cienyrmuM obpazom: "KTo BimameeTr BO3AYIIHBIM
MIPOCTPAHCTBOM, TOT Biaaeer mupom!" M HakoHel, BO BTOpoil monoBuHe XX BeKa, B NEPUOJ
CTaHOBJICHUS MOCTUHAYCTPHUAILHOTO 00IIEeCTBAa OBLT BEIPAOOTaH HOBBIH T'€OMOIUTHIESCKAN TE3HC:
"Kto Bnaneer uHpopmamueii, TOT BiaaeeT Mupom!", KOTOpBIA OCTaeTCsi aKTyallbHBIM H IO Cei
JICHb.

Hactynuno Bpemsi, korga HEOOXOAUMO CUHTATBhCS C TE€M, YTO Mepexo] MH(opMmaluu B
pa3psil BaXHEUIINX PECYpCOB YEIIOBEUECTBA OJHOBPEMEHHO MOPOXKIAET MpodiemMy o0iagaHus
3TUM pECypcoOM, €ro YHHUUYTOXKEHHS WM U3MEHEHHs, HCXOAs U3 TIOCYJapCTBEHHBIX,
KOMMEPUYECKUX, YACTHBIX U IPYTMX UHTEPECOB, U, KaK CJIEICTBUE, IPUBOIUT K IOSBIICHUIO HOBOTO
CpEeICTBA HAMACHUS WM 3alIUTHI, T.€. UHOOPMALIMOHHOTO OpYykus. [[puunHoii Takoi mepemMeHbl
CTajla BO3MOXKHOCTb TpeJcTaBleHuss nHGopManuu B nudpoBom Buae. BakHO OTMETHUTH, YTO
uudposas uapopmanus 06JIaAaeT CIEAYIOIMMHA HEOThEMJIEMBIMU CBOMCTBAMHU

OT4yX12€MOCTh

Bocnpoussoaumocts

Heynuuroxumocts

Bo3MokHOCTB OBICTPOro MoucKa

C onHOHI CTOPOHBI, T KauyecTBa MO3BOJIIOT CYIIECTBEHHO ONTHUMHU3HUPOBATH IMPOLIECC
00paboTkK HH(pOpMAIMH, CBEsI K MUHUMYMY BMEIIATEIbCTBO YEJIOBEKA B PYTHHHBIE NPOLIECCHI
1 obecrieunBas JIETKUN U ObICTPBIN JOCTYI K HEOOX0UMBIM cBeieHUsIM. C Apyroil CTOpoHbl, OHU
K€ CTalld MPUYMHOMN MOSIBICHUS B KOHIIE XX B. HOBOTO BUA 370JESHUN - KHUOCPIPECTYIIIICHHIA.
Tak, OT4yX/1aeMOCTb M BOCHPOM3BOAMMOCTh HMH(OpPMAlMM BKYIlE€ NPUBEIU K OOOCTPEHHIO
npoOeMbl 3alUThl aBTOPCKUX MpaB. He Tak naBHO moHsATue "Kpaxa'" moapa3zymeBajio, 4TO
CyOBEKT JMIIAeTCs] HEKUX MaTepuanbHbIX IeHHocTed. C mudpoBoil mHpOpMmalueil Bce mo-
JPYroMy: €clid IHUpaT KOMUPYeT TUCK C 3alKChI0 €lle He BhIMIEANero (GuibMa, UMYIIECTBO
paBooOIaAaTess MOKET PU3NYECKHU HE TOCTPAAATh - OJJHAKO IIPHU 3TOM 3aKOHHBII X035IMH TepsieT
HaJ CBOUM IIPOMU3BEICHUEM KOHTPOJIb. bosee Toro, eciy 10 MOosABIEHUS KOMIIBIOTEPOB CO3/1aHNE
TyOIMKATOB MPUBOJIMIIO K YXY/IIICHHUIO KayecTBa 00BbeKTa KOMUPOBaHUS (PENPOAYKIIUU KapTHH,
NepenychiBaHe KHUI U ayAMOKacceT U T.JA.), TO B HU(PPOBOM MHpPE KOIMUPOBAHHE MOKET
MIPOU3BOJIUTHCS B HEOTPAHMUYEHHBIX KOJMYECTBAX MPAaKTHUECKH OecIIaTHO - U 0e3 moTepu
kadyectBa! K mapasokcaibHO HEXeTaTeNbHBIM pe3ysibTaTaM MPUBENO U ObICTpOE CHU)KEHUE LIEeH
Ha YCTpOMCTBa XpaHeHHs JaHHBIX. PaboTa 1o aHanu3y XxpaHMMOM B OpraHu3aluy HHGOpMaLuu ¢
LEJIbI0 BBISIBICHUS JaHHBIX, MOJJIEKAIIUX YHUUYTOKEHHUIO MO MPUYMHE YTEPH aKTYaIbHOCTH U
MOJIE3HOCTH, OOXOJUTCS JOPOXKE MOKYNKH W YCTAaHOBKM HOBOro oOopyaoBaHus. Bcrnenctsue
ATOr0 HOBOCTHBIE JIEHTHI IECTPAT 3arojIOBKAMU O HAMJEHHBIX B MYCOpPE WM KYIUICHHBIX Ha
ayKIIMOHAaX JKECTKUX JMCKaX U MarHUTHBIX JICHTaX, COJIEPIKAILUX CEKPETHbIE CBEACHHUSI, KOTOPbIE
HUKTO HE MOTPYIWICS CTEpeThb Nepel yTWIn3auued YCTpoHcTB. OTAEIbHOrO BHUMAaHUS
3acIyKUBaeT MpoOiieMa YHUYTOXKEHHs WHGOpMaluu, XOTs Obl OJHAXIbl MOSIBUBLICHCS B
WHTEepHET M NMPOMHACKCUPOBAHHON MOMCKOBOI cucTeMoil. Bo3MoXHOCTH OBICTpOTO MOMCKa U
00beIMHEeHNS 1O KIIO4eBbIM mojsiM (Hampumep, MO u aapec 37IEKTPOHHOW IMOYTHI) ACiIaeT
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3a[a4y COCTaBIICHHs IOPTPETA AKTUBHOTO MOJIb30BATENSI KOMITBIOTEPA MAKCUMAIIBHO IPOCTOM JIs
3JI0YMBIIIJIEHHUKA.

Kak cnenctBue 3Toro octpoTa npoodiiemsl odecriedyeHus nHGOPMAIIMOHHON 0€30macHOCTH
(UB) cyObekToB MHGOPMALMOHHBIX OTHOIIEHWM, 3allMUThl HMX 3aKOHHBIX HHTEPECOB IpHU
UCTIOJIb30BaHUN HMH(OPMAIIMOHHBIX CHUCTEM U CeTeil, XpaHUMOH, oOpabaTbiBaeMOl U
nepeaaBaeMoil B HHMX MH(OpManuM IOCTOSHHO Bo3pacTaeT. HecMoTps Ha HMHTEHCHBHOE
BHE/IPEHHE BHOBb CO3/aBAEMBIX TEXHOJIOTMYECKHX pEHICHWH B 00JacTh MHQPOPMALMOHHOU
0€3011aCHOCTH, YPOBEHb KPUMHUHOT€HHOCTH B MH(MOPMAILIMOHHON cepe ceTel nepesadn JaHHbIX
BEAYIIMX CTPaH MHpA MOCTOSIHHO MOBBIIIACTCS, YTO NMPUBOJUT K MUJUTHAPAHBIM (PMHAHCOBBIM
HOTEPSIM.

[lo nmaHHBIM KOOPAMHALIMOHHOIO LIEHTpa HeMeuleHHoro pearupoBanus CERT,
OpraHu3oBaHHOro Ipu yHuBepcutere KaphHerm MeiioHa, eXerogHo HabOIOaeTcss pocT
KOJINYECTBA PErUCTpUpyeMbIX HH(popManmoHHbIX aTak (puc. 1.1). Kak BuaHO Ha auarpamme,
OJIHOW M3 HauboJiee akTyaJbHbIX HPOOJEM B IOCIEIHEe BpeMs CTaja 3alluTa OT WHCaiepoB
(COTpYITHHKOB KOMITAaHUH, SBISIOIIUICS HApyIIUTEJIeM, KOTOPBIH MOXXET WMETh JIeTaJbHBIN
JOCTYI K KOH(puaeHuuanbHoi nudopmarun). Takas yrpo3a crana BO3MOKHOM BO MHOTOM M3-3a
MOSIBJICHHSI TTOPTAaTHBHBIX W JCIIEBBIX YCTPOWCTB XPAaHEHHs C BHICOKOW IIOTHOCTHIO 3aIHCH.
OO6ocTpsieT cuTyalo MUPOBOM (DPMHAHCOBBIM KPU3UC, B YCIOBHUSAX KOTOPOTO BBIPOCIO YHCIO
COTPY/AHUKOB, HEOBOJIBHBIX CBOMM paboronaTenieM (BCIEICTBHE COKPAILICHHS 3apIUIaThl WU
Jla’ke YBOJIbHEHHMSI) ¥ JKEJIAIOLINX HAHECTH €My Bpe]l MJIM HE3aKOHHO 000raTUThCS.

s
137529 WHcanpepe
PacnpeaeneHHble avaku
Ll Ataku Tuna «SQL Injection»
52658 Araku Tuna «format string»
21756 Stealth - ckaHupoBaHue
ATaku TUNA «nepenonHexwe bydepar
9859 Arvaxy Ha obwepoctynieie Web-cepsuckl
ATaku TMNA «0TKa3 B OGCHYKUBAHUMY
2573 ABTOMaTHU3HPOBAHHOE CKAHWPOBaHKe
1334 MepexsaT panHbIX
MoameHa cybbekTa coeauHEHNHN
252 «TPOSHCKUE KOHU»
6 BprszeGop naponen .
1980. 1985r. 1990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT konuuecTBa aTak

XapaKkTepHO, YTO KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUIEHUH, COBEpIIaeMbIX B Poccun,
€XEroJHO yBEIN4YuBaeTcs. Tak, COMNIaCHO CTaTUCTUKE MMUHHCTEpCcTBa BHYTpeHHUX aAen P,
KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUIEHUH, CBSI3aHHBIX C HECAaHKLMOHMPOBAHHBIM JIOCTYIIOM K
KOH(UICHIMATBEHOM MH(POpPMAIUH, YBEIUYMIOCH € IMEeCTUCOT MHIMIeHTOB B 2000 r. 10 cemu
Teicsid B 2004 r. K OCHOBHBIM IIpUYKMHAM POCTa KOJMWYECTBA aTaK MOXXKHO OTHECTH CIIELYIOIINE
dakTopsI:

C KaXJIbIM I'OJIOM YBEJIMYMBAETCS KOJUYECTBO IOJIb30BaTeNiell OOIIEIOCTYIHBIX ceTeit
CBSI3M, TAaKUX, Hampumep, kak cetb MutepHer. Ilpu 3ToM B KauecTBe HOBBIX IMOJIb30BaTENEH
BBICTYTAIOT KaK OT/eNIbHbIE KIMEHTCKUE paboune CTaHINH, TaK U IeJIble KOPIIOPAaTUBHbIE CETH;

YBEJIMUMBAETCS  KOJWYECTBO  YA3BUMOCTEH, €XKEIHEBHO  OOHApyXMBaeMbIX B
CYIIECTBYIOIIIEM OOIECHCTEMHOM U NMPHUKIATHOM IPOrPAMMHOM 00ECTIEUEHHH;

BO3pAaCTaeT YHMCIO BO3MOXHBIX OOBEKTOB aTaku. ECIM HECKONBKO JIET Ha3aj] B KauecTBe
OCHOBHBIX O0OBEKTOB HECAHKIIMOHMPOBAHHOTO BO3JIEHCTBUS PacCMaTPUBAIMCh MCKIIOUUTENHHO
cepBepsl ctanaapTHeIX Web -ciyx0, Takue kak HTTP, SMTP u FTP, To k HacTos11IEMy MOMEHTY
pa3paboTaHbl CpelCTBa peaqu3aliil aTaKk Ha MapIIpyTH3aTOPbl, KOMMYTaTOPBI, MEXKCETEBbIC
JKpaHsbl U JIp.;


http://www.intuit.ru/studies/courses/600/456/lecture/10192?page=1#image.1.1

YIIPOUIAIOTCSA METO/bI peau3aliu nHPOPMAMOHHBIX aTtak. B cetn MHTepHET MOXKHO 0e3
TpyJa HaWTH HpOrpaMMHBIE peau3allid aTaK, HANpaBICHHBIX Ha AKTUBU3ALMIO Pa3IMYHBIX
ys3BuMocTeil. [Ipu 3ToM Hcmonb30BaHUE 3THX CPEACTB CBOAUTCS K BBoay IP -anmpeca oObexTa
aTaKu ¥ HAKAaTUIO COOTBETCTBYIOIIEH YIPaBIISIIOIICH KHOIIKHY;

YBEJIMYUBAETCSl  YMCJIO  BHYTPEHHUX  aTaKk €O  CTOPOHBI  I0JIb30BaTEjeH
aBromatu3upoBaHHbeix  cucteM (AC). Ilpumepamu Takux aTak  SBJISeTCS — Kpaxa
KOH(HUICHIIMATHLHOM WHGOPMAITUH UITH 3aITYCK BPEIOHOCHOTO IporpaMMHoro obecrieueHus (I10)
Ha pabOYUX CTAHIUAX 0JIb30BATENCH.

Heo06XxoauMo OTMETHUTh, YTO YpPOBEHb CIOKHOCTH HH(POPMALMOHHBIX aTaK TaKkKe
MOCTOSTHHO pacTteT. J[aHHoe yTBEpKIAeHHE MOXKHO IMPOMJUTIOCTPUPOBATh HA MIPUMEPE IBOJIOLUU
KOMIIBIOTEPHBIX BUPYCOB. B MOMeHT cBoero nepsoro nosisiieHus B 1980 r. BUupycsl npeacTaBiisin
co00i1 JOCTAaTOYHO NPOCTBIE MPOTPAMMBI, KOTOpPbIE CAMOCTOSITEIbHO PacHpOCTPAHSIINCH B
AaBTOMATH3UPOBAHHBIX CHUCTEMaxX M OCHOBHOW 3ajadyell KOTOPBIX OBUIO  HapylleHue
pabotocrioco6HOocTH  cucTeMbl. (CerogHsi K€ KOMIIBIOTEPHBIE BUPYCHI  MPEICTaBISIOT
CYIIECTBEHHO OoJyiee CIOXKHBIE TPOTPAaMMHBIE CPEICTBA, CIOCOOHBIE PACIPOCTPAHATCS
MpaKTUYEeCKH B 000U cpene mepenaun MHGOpMAIUMU, a TAaKKe€ MAaCKHPOBAThCS MOJA paboTy
mrratHoro [10. Kpome 3Toro, coBpemMeHHbIe MOIM(DUKALIMU KOMIIBIOTEPHBIX BUPYCOB B OCHOBHOM
UCIIONB3YIOTCS JUISL Kpaxu KoH(UIeHIMalbHON uHMOpManuu, a Takke I MOJyYeHHs
HECaHKLMOHMPOBAHHOI'O JIOCTYIIa K KOMIIBIOTEpaM MOJb30BaTesield. AHAJOTUYHAS TEHACHLUS
XapakTepHa U JJi1 APYTUX BHJOB Yrpo3 0€30MacHOCTH, AJS pealu3alii KOTOPBIX MOCTOSHHO
IPUIYMbIBAIOTCA OoOJiee M3OILPEHHbIE METOJbl U CPEACTBa MpoBeAeHUs arak. M3MmeHunach u
MEHTAJIBHOCTh XaKEepOB: €CJIM paHbIle OCHOBHOW MOTHBAIlMEH ObUIO peElIeHHEe CIOXKHOU
npoOsieMbl M BO3MOXHOCTb CaMOYTBEPXKJAEHHUS, TO CEroJHS Ha IMEpPBbI IUIAH BBIXOAUT
KOMMEpUeCKasl COCTABIIAIOIIAsA, KOTOpasi CIOCOOCTBYET O0BEIUHEHUIO TaJaHTIUBBIX OJIMHOYEK B
OpraHU30BaHHbIE IIPECTYIHbBIE COOOLIECTBA.

Crout 0OpaTuTh BHUMaHHE Ha MOJIOKUTENIbHYIO TEHICHIIMIO - HEKOTOPBIE TPOU3BOAUTENN
IPOrpaMMHOT0 M alMapaTHOro obOecreyeHusl cTajld oOpamjaTh BHUMaHUE Ha 0€30MacHOCTh
IPOAYKTa yXe Ha CTaJUU IPOEKTHPOBAHUS, a HE B IOCIETHUI MOMEHT, KOTJ1a ©U3MEHHUTH YTO-1H00
B apXUTEKType CHUCTEMBl YK€ TMO3JHO U MOXHO JOBOJIbCTBOBATHCA (YHKIMOHAJIHHBIMU
"3ammaTkamu. OZHAKO U HA 3TOM ITYTH €CTh NPENATCTBUSA: BO-IIEPBBIX, IPOU3BOACTBO MPOAYKTA,
HE COJIEpIKalllero OlMO0K, B peaIbHOM MUPE HEBO3MOKHO; BO-BTOPBIX, KOMIIBIOTEP MPE/CTABIISET
co0oif cHucTeMy U3 OIPOMHOIO YHCla KOMIIOHEHTOB OT Pa3HBIX BEHJOPOB, U TECTUPOBAHHE
COBMECTHOM paOOThI BCEBO3MOXKHBIX KOMOMHAITUEH SIBIISIETCSI HEpa3pemmmoit 3a1aueid. Hakonerr,
camasi COBEpIIIeHHAs 3allIUTa MOXKET OBITh B3JIOMaHa, M MPUYHHA 3TOMY - YeJIOBEUEeCKUH (aKkTop.
YeTpaHuTh 3Ty yrpo3y NPUHIMIIHAIBHO HEBO3MOXHO, T.K. MEPCOHAN SBJISETCS HEOThEMIIEMOMN
YacThIO JII000H HHPOPMALIMOHHOM CUCTEMBI.

C y4yeToM BBIIIECKa3aHHOT'O MOYKHO C YBEPEHHOCTBIO YTBEPKIaTh, UTO MPOOIIEMa 3aIUThI
AC ot uH(hOpMaIMOHHBIX aTaK SIBISIETCA OJAHOW M3 HamOoJee aKTyalbHBIX M 3HAYUMbIX B WT-
uHayctpuu. Ilo BcemMy Mupy €XerogHo HpPOBOAMUTCS OOJBIIOE KOJIWYECTBO HCCIEIOBAHUM,
HalpaBJIEHHBIX Ha pPa3pabOTKy HOBBIX M Ooyiee 3((HEKTUBHBIX METOJOB MPOTHBOJACHCTBUS
yrpo3am 3J0YMBIIUIEHHUKOB. C y4eTOM aKTyaJlbHOCTH BOIIPOCOB, CBS3aHHBIX C 3alIUTONW OT
BHEIITHUX U BHYTPEHHUX MH(GOPMAIIMOHHBIX aTaK, ¥ ObLT HATIMCAH 3TOT Y4eOHBIH KypC.

Kpatkue ntoru

PaccmoTtpens! ¢yHIaMeHTanbHBIE CBOWCTBA OIM(POBAHHON MH(DOPMAIIMK U UX BIIUSHUC
Ha pOCT yrpo3 B chepe nHPOPMaIMOHHON 0€30MMaCHOCTH ¢ HACTYIUIEHUEM KOMITHIOTEPHOU APHI.
[Tepeuncriensl (pakTopsl, HE MO3BOJISAIONINE 00ECTIEUUTh COBEPUICHHYIO 3alUTY HH(POPMALUHU, U
BbIJIEJICH NTEPEUYEHb HE PELICHHBIX HAa JaHHBIH MOMEHT IIPOOJIEM.

Oo0opynoBaHne U MaTepuasbl

1 | Anet PaOouas craumnus 10
2 | Anpr Pabouas craumus K
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Anbt «CepBep»
4 | Iaket oducHbIX nporpamm - P7-Ocuc

Yka3aHus mo TexHukKe 0e30MacHOCTH

Ilepen nHauyamoMm paOoOTHl clieayeT YOEOUTbCs B MCIPABHOCTU 3JIEKTPOIPOBOJIKU,
BBIKJIFOYATEJICH, IITETCEIbHBIX PO3ETOK, MPH MOMOIIM KOTOPBIX 000OpYIOBaHHE BKIIOYACTCA B
CeTb, HAJIMYMU 3a3€MJICHUS] KOMITIBIOTEPA, €r0 PabOTOCIIOCOOHOCTH.

JUisi CHWKEHHS WM TPEJOTBpAIlCHHUs BIMSHHUS ONACHBIX W BPEAHBIX (HaKTOPOB
HE00X0uMO CcoOMI0/IaTh CAaHUTApPHBIE IpaBUJa U HOPMBI, TMTHEHMYECKHE TpeOOBaHUS K
[IEPCOHAIBHBIM 3JIEKTPOHHO-BBIYMCINTENBHBIM MAIlIMHAM.

Bo wuszbexaHue MOBpEXIEHUS H30JALMM IPOBOJOB U BO3HUKHOBEHHUS KOPOTKHMX
3aMbIKaHUH HE pa3pellaeTcs: BellaTh YTO-IM00 Ha MPOBOJIA, 3aKpalluBaTh U OENUTh LIHYPHI U
IIPOBOJIA, 3aKJIa/IbIBaTh MPOBOJA U IIHYPHI 3a ra30Bble U BOJONPOBOAHBIE TPYObI, 3a OaTapen
OTOIUTEJIbHOM CHCTEMBI, BBIIEPIrUBaTh IITENCEIbHYIO BWIKY M3 PO3ETKH 3a IIHYp, YCUJIHE
JIOJDKHO OBITh MPHIIOKEHO K KOPITYCY BUJIKH.

JUi MCKIIIOUYEHUS TOPAXKEHUS JIEKTPUUYECKHM TOKOM 3alpelaeTcs: 4acTo BKIIOYATh U
BBIKJIFOYaTh KOMITbIOTEp 0€3 HeoOXOAMMOCTH, IPUKACATbCSd K IKPAaHY M K ThUIBHONH CTOpPOHE
0JIOKOB KOMIIbIOTEPA, pabOTaTh Ha CPEICTBAaX BBIYUCIUTEIBHOW TEXHUKH U TNEpUPEPUIHOM
00OpYyJIOBaHUU MOKPBIMH pyKaMHu, paboTaTh Ha CpEICTBaX BBIYUCIUTENBHOW TEXHUKH U
nepudepuitHoM 000pYJOBaHUM, HWMEIOLIUX HAPYUIEHHUS IEJIOCTHOCTH KOpIlyca, HapyLICHHS
U30JIAUM  TIPOBOJIOB, HEUCIPABHYIO HWHAMKALMIO BKIIOYEHUS NHMTaHUS, C MpPU3HAKaMU
AIIEKTPUYECKOT0 HAIPSDKEHMs] Ha KOpIyce, KJIACTh Ha CPEJCTBA BBIYUCIMTEIbHON TEXHUKU U
nepupepuitHoM 000pyJOBaHUHU IOCTOPOHHUE TPEAMETHI.

3anpemiaercs  MOJ ~— HAaOpsOKEHUWEM — OouuliaTh  OT  MbUIM M 3arpsA3HEHHUs
AIIEKTPOOOOPYAOBaHHUE.

Bo u3zbexxanue nopaxxeHus 3JeKTPUUECKUM TOKOM, ITPH MOJIb30BAHUH 3JIEKTPONpruOopaMu
HENlb3sl KacaTbCsd OJIHOBPEMEHHO KakKUX-JIMOO TpyOOINpOBONOB, Oarapeil  OTOIUICHMS,
METAIIMYECKUX KOHCTPYKIUI, COeIMHEHHBIX C 3€MJIEH.

ITocne oxoHuaHust pabOTHI HEOOXOIUMO OOECTOYHUTH BCE CPEACTBA BBIYMCIUTEIHHON
TEXHUKU U nepudepuitHoe obopyaoBaHue. B ciayuae HempepbpIBHOrO y4eOHOTo Ipoiiecca
HE00XO0/IMMO OCTAaBUTh BKJIIOUEHHBIMH TOJIBKO HEOOXO0MMOE 000pyI0BaHHE.

3agaHus npakTH4eckoi padorsi 1

1. U3yunTs npeanaraeMplii TEOpETUUECKUIM MaTepual.

2. CchopmMupoBaTh KOHIIETILUIO IEPCOHAIBHON KHOepOe30acHOCTH it (POPMHUPOBAHUS U
aHayM3a TPeOOBAaHMI ¢ CUCTEME 3alIUThI MEPCOHATBLHBIX JaHHBIX. Pe3ynbTaToM JOKHA SIBUTHCS
Tabiauia GyHKIMOHATBHBIX TPEOOBAHUI K CHCTEME 3aIlIUThI IEPCOHATBHBIX JaHHBIX.

3. CoctaBuTh MH(POPMAIMOHHYIO MOJIEIHh CHUCTEMBI 3aIIUTHl MEPCOHATHHBIX JaHHBIX,
BKJTIOYAIOIIYIO B €05l ONMCaHNE OCHOBHBIX OOBEKTOB CUCTEMBI U B3aUMOJICHCTBUS MEKIY HUMH.
Ha ocHoBanuu wuHpopManuoHHON Mozaenu chopmupoBaTh TpeOOBaHUS K MPOTrPAMMHBIM
cpenacTBaM MHGOPMAITMOHHON 0€30M1aCHOCTH.

4. OdopmuTh OTYET MO MpakTuyeckoil padote. [IpencraBuTh OTUET MO MPAKTHUYECKON
paboTe /a7 3aIUTHI.

BapuaHTbl HHAUBUAYAIBbHBIX 3aIaHUN

Pa3paboTaiiTe KOHLENIMIO IEPCOHATBHOM KuOEepOE30MacHOCTH B COOTBETCTBUH C
BapuanTtoM. OOparnTe BHUMaHHE Ha (YHKIHMOHAJIHHOCTH CHCTEMbI 3aIIUTHI MEPCOHAIBHBIX
JIAHHBIX.

Ta6muma 1.1 —BapuanTs! 3ananuit
| Ne | O6bekT 3amuThI | O6nacTs 3auuTH |




1 CTyneHT yHUBEPCHUTETA HoytOyk, cmaptdoH, cpenctsa
CBSI3U
2 IT-cnenmanuct Ha ynanernHoM | [lepcoHanmbHbII KOMITBIOTED,
JOCTYTIE HOYTOYK, cMapT(doH, CcpencTBa
CBSI3U
3 Monepatop [epconanbHbIi KOMITBIOTED,
MH(POPMAIIMOHHOTO pecypca HOYTOYK, CMapT(OH, CpeIcTBa
CBSI3U
4 Cnuu-paiitep HoytOyk, cmaptdoH, cpencrtsa
CBSI3U
5 biorep HoytOyk, cmaptdoH, cpencrtsa
CBSI3U
6 [xonbHUK HoytOyk, cmaptdoH, cpencrtsa
CBSI3U
7 Menemxep cpenHero 3seHa Ha | [lepcoHanbHbIN KOMIIBIOTED,
yIQJICHHOM JOCTYIIC HOYTOYK, CMapT(OH, CpeIcTBa
CBSI3U
8 Crnenmamuct no  aHanu3y | [lepcoHanbHbBIN KOMITBIOTED,
JTAHHBIX Ha yIQJIEHHOM | HOYTOYK, CMapT(OH, CpelncTBa
JOCTYTIE CBSI3U
9 PazpaGorunk  caiitoB  Ha | [lepcoHanmbHBII KOMITBIOTED,
yIQJIEHHOM JOCTYIIC HOYTOYK, CMapT(OH, CpeIcTBa
CBSI3U
10 [Mporpammuct Ha ynanenHowm | [lepcoHanmbHBIN KOMITBIOTED,
JOCTYTIC HOYTOYK, cMmapT(hoH, cpencTBa
CBSI3U

Conep:xanue oTyeTa

ITo BeImONTHEHHOI paboTe cocTaBisieTcss 0TueT. OTUEeT BBINOIHAETCS B 3JIEKTPOHHOM BUJIE.
[To BBIOIHEHHOMY OTYETY MPOBOAMUTCS 3aIIUTA MPAKTHYECKON PaOOTHI.

OTuer Mo mpakTUYEeCKOil paboTe IOMKEH COCTOATh W3 CIEAYIOIIMX CTPYKTYPHBIX
DIIEMEHTOB:

- TUTYJBHBIN JTUCT;

- BBOJIHASI YaCTh;

- OCHOBHAsI 4acTh (OmHcaHue paboThl);

- 3aKJII04YEHHE (BBIBOBI).

BBogHas yacTe oTueTa TOMKHA BKIIOYATh MYHKTHI:

- YCIIOBHE 3a]1a4H;

- TIOPSIIOK BBITIOJTHEHHUS.

- IPOrpaMMHO-aIMapaTHBIE CPEJICTBA, UCTIOIB3yEMbIEC TIPU BHITOJIHEHHH PAOOTHI.

3ammTa oTYeTa MO MPAKTUIECKOH paboTe 3aKIII0YaeTCs B MPEAbIBICHUHN MIPETIOAABATEIIO
MIOJTYYCHHBIX PE3yIbTaTOB B BUE (aiiyia U IEMOHCTPAIIMH MTOTyYCHHBIX HABBIKOB ITPH OTBETAaX Ha
BOIIPOCHI ITPETo1aBaTesl.

KoHTpoJibHBbIE BONIPOCHI

1. MudopmarmonHast 6€301MacHOCTh U KUOEpOE30M1acHOCTb.
2. CpoiictBa onn(ppoBaHHON HHPOPMAITUH.

3. IlpuunHbl KHOEPIIPECTYIIICHUH.

4. [IpoGnembl KnOepOE30nacHOCTH.

Cnucok JuTepaTrypbl, peKOMEHAyeMblil K UCIIOJIb30BAHUIO 110 JTAHHOH Teme
IlepeyeHb OCHOBHOM JTUTEPATYPbI



1. Ilerpenko B.M. 3ammra mepcoHalbHBIX AAHHBIX B HMH(OPMAIMOHHBIX CHCTEMax
[DnexkTpoHHbI pecypc]: yueoHoe nocodue / B.U. Iletpenko. — DIeKTpOH. TEKCTOBBIC JIaHHBIE.
— CraBpomnonbs: CeBepo-KaBkazckuii penepanbhbiii yausepcutet, 2016. — 201 ¢. — 2227-8397.
— Pexxum moctyma: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3zanyst 3aiuThl IEPCOHAIBHBIX JaHHBIX [ DJIEKTPOHHBIN pecypc]
: nabopaTopHbIi mpakTuKyM / A.M. Maxkapos, 1.B. Kanu6epna, K.O. bongapenko. — DJIeKTpoH.
TeKkcToBbIe NaHHbie. — CtaBponoinb: CeBepo-KaBkasckuii penepansHbiii yausepcurer, 2015, —
92 ¢c. — 2227-8397. — Pexxum nocryna: http://www.iprbookshop.ru/62971.html

IlepeyeHb 10MOJTHUTEIbHOM JTUTEPATYPHI:

1. Cxpunnauk J[.A. O6ecnieueHre 6€30MacHOCTH MEPCOHAIBHBIX JAHHBIX [DICKTPOHHBIN
pecypc] / A.A. CkpurHuk. — DIEKTPOH. TEKCTOBBIE JaHHbIEe. — M. : IHTepHET-Y HUBEPCUTET
Nudopmanmonnsix Texnonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum nocryma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB A.M. HayuHo-npakTuyeckuil mocrareiiHblii KoMmMeHTapuii k deneparbHOMY
3akoHy «O TepCOHANBHBIX JAAHHBIX» [DneKTpoHHBIH pecypc] / A.M. CaBenbeB. — DJIEKTPOH.
TekcToBbIe NaHHble. — M.: Ctaryt, 2017. — 320 c. — 978-5-8354-1365-2. — Pexwum goctyma:
http://www.iprbookshop.ru/65895.html.

IIpakTuyeckas padora 2. MoaeupoBaHue yrpo3 nepcoHaIbLHO Kudoepoe30nacHocTu

Heans padorwl: M3ydyeHue yrpo3 NepcoHaNbHON KuOepOe30macHOCTH. MojaearupoBaHue
YIpo3 MepCOHAIbHON KHOEepOEe30MmacHOCTH

TeopeTuyeckas 4acTb

MogaeanpoBanue yrpo3 nepcoHaIbHOM KHOepOe30nacHOCTH

OcHoBo#1 yripaBieHus HHPOPMAIIMOHHON O€30MaCHOCTHIO MPEANPUSITHS SBISETCS aHATU3
puckoB. DaKTHYECKH PHUCK NPEACTaBIseT COOOW HHTErpajbHYI OLIEHKY TOIO, HAaCKOJIBKO
P PEKTUBHO CYIIECTBYIOIINE CPEICTBA 3AIIUTHI CIIOCOOHBI MPOTUBOCTOSITh HH()OPMAITMOHHBIM
aTakam.

OOBIYHO BBIJIENSIIOT JIBE OCHOBHBIE TI'PYMIbl METOJOB pacuéra pUCKOB OE30MACHOCTH.
[TepBasi rpynmna Mmo3BOJSIET YCTAHOBUTH YPOBEHb PUCKA MYTEM OIEHKHU CTETIEHH COOTBETCTBUS
onpenenéHHoOMy HaOopy TpeboBaHUM TO oOecredeHu0 MH(POPMAIMOHHON Oe3omacHOCTH. B
Ka4yeCTBe UCTOYHMKOB TaKUX TPEOOBAHUN MOTYT BBICTYMATh (puc. 3.1):

HopmatuBHO-TIpaBOBbIE ~ JOKYMEHTHI ~ TPEANPHUATHS,  KacalomIuecss  BOIPOCOB
UH(POPMALIMOHHOM 0€30M1acCHOCTH;

TpeboBanust AEMCTBYIONIETO POCCUICKOIO 3aKOHO/1aTEIbCTBA - PYKOBOSIINE JOKYMEHTBI
OCTIK (INocrexxomuccun), CTP-K, tpedboBanus @Cb PD, 'OCTsl u np.;

Pexomenmanun mexxayHapoansix cranaaptos - [ISO 17799, OCTAVE, CoBIT u np.;

PexoMeHnaamuy KoMIaHUR-TIPOU3BOAUTENEH MPOTPAMMHOTO U alllapaTHOTO 00eCTIeUeHUS
- Microsoft, Oracle, Cisco u ap.

CTOMHMKY TpeBosanmnit AN OUEHXN yPOoBHA
wipopmaumonHon Gesonaciocti AC

- - — —
- > <

HOpMa THANO-NPABONE TPeSotamms POCCHNCROND Peromerousmmn mesay- Pesomenantmm
BOXYMEHTE NPELNPUSTH JAKOHOQATENLCTES HAPOAMLIX CTEHABPTOR [ npossssogurenah NO

-1 lonmnmied Ses0nacHocTH PO SCTIR HHSO 17799.00
~POrnamonTI I paSoaanns ©C6 =CoBIT
HTIpienan =CTPK HOCTAVE

P ECNOPARO N “fOCTw -88 7799-2

Puc. 2.1. UcTtounuku TpeboBanuii ”HGHOPMAITMOHHON 0€30MMaCHOCTH, Ha OCHOBE KOTOPBIX
MOJKET IIPOBOJIUTHCS OIICHKA PUCKOB
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Bropas rpymnmna MeTo10B OIICHKH PUCKOB HH(OPMAIIMOHHOM Oe30MacHOCTH 6a3upyeTcs Ha
OIpeIeIEHNU BEPOSTHOCTH peajin3alluy aTak, a Takke ypoBHeH ux ymepba. B nanHom ciydae
3HAYCHHUE PUCKA BBIYUCISETCA OTACIBHO Ul KaKIOW aTakd U B OOIIEM Cllyyae IpeACTaBisIeTcs
KaK IPOM3BEIEHNE BEPOSITHOCTH MPOBEICHHS aTaki Ha BEJIMYMHY BO3MOXKHOTO yliepoa oT 3Toi
aTaku. 3HaYeHHEe YyiiepOa ompeaenseTcss COOCTBEHHHMKOM WH(GOPMAIMOHHOTO pecypca, a
BEPOSITHOCTb aTaKU BBIYMCIISIETCS TPYIIION SKCIEPTOB, MPOBOIAIIMX IPOLETYpY ayUTa.

Meroasl 1mepBoM M BTOPOM TIpPyHIBI MOTIYT HCIOJIb30BaTh KOJMYECTBEHHBIC WU
Ka4eCTBEHHbIE LIKAJIbI ISl ONPE/IEIeHUs] BEIMYUHBl PUCKa HHPOPMALMOHHON Oe3omacHocT. B
MIEPBOM CIIy4ae PHCK U BCE €ro MapaMeTphbl BRIPAXKAIOTCS B UMCIIOBBIX 3HaYCHUsX. Tak, Harpumep,
IIPY UCIIOJIB30BAHUU KOJIMYECTBEHHBIX IIKAJ BEPOSITHOCTD IIPOBEICHHSI aTAKU MOXKET BBIPAXKAThCS
YHUCIOM B HMHTEpBalie , a ymepO araku MOXKET 3a/aBaThCsl B BHJE JCHEKHOIO SKBHUBAJICHTA
MaTepHaIbHBIX IOTEPh, KOTOPbIE MOXKET IIOHECTH OpPraHU3alys B CIydae yCIEUIHOIO IPOBEACHUS
ataku. llpW HCHONB30BaHMM KAYECTBEHHBIX IIKal YHCJIOBbIE 3HAYEHUS 3aMEHSIOTCS Ha
HKBUBAJICHTHBIC UM MOHATHUIHBIE YpOBHU. Kax10My NOHATUIHOMY YPOBHIO B 3TOM ciy4ae Oyaer
COOTBETCTBOBATh ONPEACIEHHBI WHTEPBAJI KOJIMYECTBEHHOW INKajJbl OIECHKH. KommuecTBo
YPOBHEH MOKET BapbUPOBATHCS B 3aBUCUMOCTH OT MPUMEHSEMBIX METOJIUK OLICHKH PUCKOB. B
tabmumax 3.1 u 3.2 npuBeaeHbI MPUMEPHI KAUECTBEHHBIX IIKAT OI[CHKH PUCKOB HHPOPMALIMOHHOM
6€3011aCHOCTH, B KOTOPBIX JIJIsl OLIEHKU YPOBHEH ylliepOa U BEpOATHOCTH aTaKU UCTIONIb3YeTCs AT
MOHATUMHBIX YPOBHEH.

Tabnumua 3.1. KayecTBeHHas WKana OLEeHKMN YPOBHA yLiepba
Ne VYposeHb yuwepba OnucaHue

1 Manbinn ywepb MpnBOAUT K HE3HAUYUTENIbHLIM NOTEPAM MaTepUabHbIX aKTUBOB, KOTOpPbIE
6bICTPO BOCCTAHABAMBAIOTCA, MW K HE3HAUUTENIbHOMY B/IMAHMIO HA
penyTaunto KOMAaHUu

2  YMepeHHbI BbI3bIBaeT 3aMeTHble NOTEPU MATEPUA/IbHbIX aKTUBOB WU K YMEPEHHOMY
ywepb BJAVAHWNIO HA PenyTaLmMIio KOMNaHNK

3 Ywepb cpegHeir  MPUBOAMT K CyLLLECTBEHHbIM MNOTEPAM MaTePUaAbHbIX aKTUBOB UM
TAXKECTU 3HAYUTENBHOMY YPOHY penyTauum KOMNaHmm

4  bonblwon ywepd  Bbi3biBaeT 60/blUMe NOTEPU MATEPUANBbHbIX AaKTUBOB MU HAHOCUT 6ONbLLIOWN
YPOH penyTaumm KomnaHum

5 KpMTVILIECKVIl‘/JI anIBOAMT K KPUTUHECKUM NOTEPAM MATEPUAJIbHBIX aKTUBOB UJTN K NOJIHOM
yu.l,ep6 nortepe penyraumnm KOMnaHMM Ha pbiHKE, YTO AeNaeT HEBO3MOXKHbIM
,a,aaneﬁu.lylo AeATeNIbHOCTb OpraHn3auunmn

[Ipu ucnonb30BaHWK KaU€CTBEHHBIX IIKAJ JJIS BBIYMCICHUS! YPOBHS pUCKa IPUMEHSIOTCS
crienuagbHbIe TaOTHUITEI, B KOTOPHIX B IIEPBOM CTOJIOIE 33/1al0TCsI IOHATUIHBIC YPOBHU yiiepoa, a
B TIEPBOH CTPOKE - YPOBHHU BEPOSITHOCTH aTaku. Sueiiku ke TaONMWIbl, pacloNIOKEHHbIE Ha
nepecedeHny MepBoil CTPOKU U CTOJOIA, coiepKaT YpOBEHb pucKa 6e30macHoCTH. PazmMepHOCTh
TaOJIUIBI 3aBUCUT OT KOJMYECTBA KOHIENTYalbHBIX YPOBHEH BEPOATHOCTH aTaku W yiuepoa.
[Tpumep TabnHIIBI, HA OCHOBE KOTOPOU MOKHO OIIPEICIUTh YPOBEHb PHCKA, MPUBEAEH B Ta0. 3.3.

Ta6}1VILI,a 3.2. KayecTBeHHaA WKana oueHKM BEPOATHOCTU NpoBeaAeHNA aTaKn
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YpoBeHb

Ne BEPOATHOCTH OnucaHue
aTaKku

1 OyeHb HU3KaA ATaKa NpaKTMYEeCcKM HUKOraa He byaeTt nposeaeHa. YpoBeHb
COOTBETCTBYET YUC/IOBOMY MHTEPBaNy BepoaTHocTu [0, 0.25)

2 Hu3skas BepoATHOCTb NpOBeAeHMA aTakn A40CTaTOYHO HU3KasA. YPOBEHb
COOTBETCTBYET YUC/NOBOMY MHTEPBANy BepoaTHocTu [0.25, 0.5)

3 CpegHsasn BepoATHOCTb NpoBeAeHUs aTakn Npnban3nTenbHO pasHa 0,5

4 BbicoKkas ATaka ckopee Bcero byaer nposegeHa. YpoBeHb COOTBETCTBYET
YncNoBOMY MHTEepBany BeposaTHocTH (0.5, 0.75]

5 OueHb BbICOKaa  ATaKa MOYTM HaBepHAKa byaeT nposeaeHa. YpoBeHb

COOTBETCTBYET YMC/I0BOMY MHTepBany BepoaTHoctu (0.75, 1]

Tabnuua 3.3. Mpumep TabauLbl onpeaeneHusa YpoBHS pUcka MHPOPMaLMOHHOM be3onacHOCTH

BepoAaTHOCTb OueHb HU3KaA Huskasa CpegHan Bbicokas OyeHb
aTaku BbICOKas
Yuwep6
Manbiit ywepb Hu3Kkuit Puck Huskuit puck  Huskui puck  CpegHum CpeaHum
pUCK pUCK
YMepeHHbIN Hu3Kkuit Puck Huskuit puck  CpeagHumn CpegHum BbicoKkuit
ywep6b pucK pUCK pUcK
Yuwep6 Hu3Kkuit Puck CpeaHumn CpeaHumn CpegHum BbicoKkuit
cpeaHen pucK pucK pUCK pUcK
TAXECTU
BonbLioi CpegHuin puck CpegHuit CpegHuit CpeaHuit Bbicokui
ywep6 pUcK pUcK pUCK pUCK
KpuTtnueckuii CpegHuin puck Bbicokuit Bbicokuit Bbicokui Bbicokui
ywep6 pUcK pUcK pUCK pUCK

[Ipu pacuere 3HaYeHUIN BEPOSTHOCTH IPOBEICHHMS aTAKU, & TAKXKE YPOBHS BO3MOKHOTO
yiep6a MOTYT MCIIOJIB30BaThC CTaTUCTUYECKHE METOJbI, METO/bl AKCHEPTHBIX OLIEHOK MWIIH
AJIEMEHTBI TEOPUM NPHUHATHS pemeHnid. CTaTUCTHYECKHE METOJbI MPEAIOIAraloT aHAIN3 YXKe
HAKOIUICHHBIX JAHHBIX O PEAJIBHO CIy4aBIIMXCA HHUIUICHTAX, CBA3AHHBIX C HApPYLICHUEM
uH(popMalmoHHOM Oe3omacHocTH. Ha oOCHOBe pe3ynbTaToB Takoro aHajlW3a CTPOSATCS
NPENOI0KEHUSI O BEPOATHOCTU MPOBEACHUS aTaK W YPOBHAX yumiepba or HUX B apyrux AC.
OpnHaxo NpUMEHEHNE CTAaTUCTUYECKUX METOIOB HE BCET1a BO3MOXKHO U3-3a OTCYTCTBHS B IIOJTHOM
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00BbEME CTaTUCTUYECKHUX JJAHHBIX O paHee NMPOBEAEHHBIX aTakaXx Ha MH(POPMALMOHHBIE PECyPChI
AC, aHaJIOTM4YHOI TOH, KOTOpas BBHICTYIAET B KAUeCTBE 00BEKTA OILICHKHU.

[Ipu ucnonb30BaHMU ammapara SKCIEPTHBIX OLIEHOK MPOBOJHUTCS aHAIU3 PE3yJIbTaTOB
paboThl TPYMIBI 3KCIEPTOB, KOMIIETEHTHBIX B 00jacT HH(OPMALMOHHONW O€30MacHOCTH,
KOTOpbIE HAa OCHOBE MMEIOIIETOCS Y HUX OIbITA ONPEACISIOT KOJIMYECTBEHHBIE NIIH KaUeCTBEHHBIC
YPOBHU PHUCKA. DJIEMEHTHI TEOPUU MPHUHATHS PELICHHUH MO3BOJISIOT MIPUMEHSATH Ui BIYUCIICHUS
3HAYeHUs pHCKa 0€30MacHOCTH OoJiee CIOXKHBIE AITOPUTMBI 00pabOTKH Pe3yabTaTOB pabOTHI
TPYHIBI SKCIIEPTOB.

B npornecce ananuza prckoB MH(GOPMALMOHHON 0€30MaCHOCTH MOTYT HCHOJIb30BAThCS
CHeHaIM3UPOBaHHbIE MPOrPAMMHBIE KOMILUIEKCHI, MO3BOJSIONIME aBTOMATU3UPOBATh MPOILECC
aHaJau3a MCXOJHBIX JAHHBIX U pacyéra 3HA4YCHUM pPUCKOB. lIpumepamMu TakuxX KOMIUIEKCOB
spisitores "T'pud" u "Kongop" (kommanuum "Digital Security"), 6puranckuiit CRAMM (koMmnanus
Insight Consulting, noapasnenenue Siemens ), amepukanckuiit RiskWatch (kommanust RiskWatch
), a Takxe "ABanl'apa" (Mucruryra Cucremuoro Ananusa PAH).

TpaaumOHHO BBIICISIFOT TPU OCHOBHBIE COCTABJISIOIINE 0€30IacHOCTH HH(pOpMAIUH:

koHbuaenmansHocTh ( confidentiality ) - coxpanenune wunHpOpMaluun B TaiiHe,
HEBO3MOXXHOCTb PACKPBITUS HH(pOpMaIK 03 Coriacus 3anHTEPECOBaHHBIX CTOPOH;

LETOCTHOCTH ( integrity ) - HEMPOTUBOPEUMBOCTh M MPABUIBLHOCTh HHPOPMALINH, 3AIIUTA
uHPOpPMALIUK OT HEABTOPU30BAHHON MOIU(DUKAINH;

noctymHocTh ( availability ) - o6ecnieuenue Hannuus nHGOpMaUU U paboTOCIOCOOHOCTH
OCHOBHBIX YCIYT JUIS MTOJTb30BATENS B HY)KHOE JJIsl HETO BPEMSL.

Benyrcs nuckyccun Ha Temy mnosHOTHL " Tpuangel CIA " mana onmcanus yrpo3 UB.
CymiecTByeT anbTepHaTHBA 3TOH Kitaccupukamnmw - T.H. " rekcana [Tapkepa " ( Parkerian Hexad ).
[TomuMo BhINIENIEPEYUCIEHHBIX CBOKCTB, [{on [Tapkep BoiaemnseT:

moTMHHOCTS ( authenticity ) - B IpUMEHEHUH K IOJIH30BATEIIO OTPECIIIET COOTBETCTBHE
y4aCTHHMKA B3aUMOJICHCTBUS CBOEMY UMEHH; B IPUMEHEHHH K COOOIIEHHIO - JOCTOBEPHOCTH TOTO,
YTO JTaHHBIE OBLTH CO3/IaHbI 3asIBIIEHHBIM HCTOUHHUKOM.

yIIpaBJIIEMOCTh, WM BlIaJieHue ( possession or control ) - rapaHTusi TOro, YTO 3aKOHHBIN
BJIAJIEIICI] SIBIISIETCS €IUHCTBEHHBIM JIMIIOM, BO BJIACTH KOTOPOTO M3MEHHTH WH(OPMAIHIO W
HOJYYHUTh K HEH JOCTYI Ha YTeHue

nosie3HocTh (utility ) - "mpakTHUHOCTB", YIOOCTBO JOCTYyNA; HAXO0XKIEHUE UHPOPMAIIUH B
Tako (opme, 4TO €€ 3aKOHHBIA BIajeNel] He JOJDKEH JUIs TOJIY4YEeHHUs JOCTyla TpaTUTh
HEOMpaBJaHHbIX YCUJIMH (TakuX, Kak npeodpa3oBaHue Gopmarta, nogdop Kiroda mudpoBaHus U
T.J.)

CymectByeT TaKkxke knaccuduxanus SA, ropsdo o100pseMas U3BECTHBIM KpunTorpagom
bprocom IlInanepom:

Authentication (ayTeHTH(pUKaLUA: KTO ThI?)

Authorization (aBTopu3arus: yTo Te0€ MOXKHO JIeNIaTh?)

Availability (1ocTymTHOCTb: MOKHO JIM MTOJIY4YUTh pabOTaTh C TaHHBIMU?)

Authenticity (OJUTMHHOCTB: HE MOBPEX/IEHBI JIU JAHHBIE 3JI0YMBIIIJICHHUKOM?)

Admissibility (10TTyCTUMOCTB: SIBISIFOTCS JIM JaHHBIC JIOCTOBEPHBIMU, AKTYyaJIbHBIMUA H
MOJIE3HBIMU? )

Msbl B naHHOM Kypce Oyaem mpuaepxkuBarbest monenu yrpo3 STRIDE, sasnsromeiics
KOMIIOHEHTOM HcTonb3yeMoit Microsoft metomonoruun SDL ( Secure Development Lifecycle ).

Spoofing ( mpuTBOPCTBO)

Tampering ( u3MeHeHuE)

Repudiation ( 0TKa3 OT OTBETCTBEHHOCTH)

Information Disclosure ( yreuka gaHHBIX)

Denial of Service ( oTka3 B 00CTy)XHBaHIH)

Elevation of Privilege ( 3axBaT npuBuieruii)

JlanHast kjmaccuguKanus pacliupsieT TPaJAWLMOHHBINA MOAXOJI K OlEHKe 0e30macHOCTH
uHpopmanuu (nokpsitue obmactu CIA obecneunBaioT kKomrnoHeHThl Tampering + Information
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Disclosure + Denial of Service) u mo3Bossier pa3paOOTUNKy B3TISIHYTh Ha WHPOPMAIMOHHYIO
CUCTEMY C IMO3ULUHU 3J0yMbIIUICHHHKA. Jlamee Mbl OyneM paccMarpuBaThb HPOAYKTHI U
TEXHOJIOTHH, YIOPSAOYMBAas WX COTVIACHO TOMY, OT KaKOro THIA Yrpo3bl MO KIACCU(UKAIUN
STRIDE onu npu3BaHbl 3aTUTATH HH()OPMAITMOHHBIE PECYPCHI.

Kparkue uroru

PaccmMoTpensl  mpUHLUMIBL  MPUMEHEHUS  aHaluM3a PHUCKOB  JUIA  YIpaBJICHUS
uH(pOpMaIMOHHOK 0e30MacHOCThI0 peanpusTus. [IpoBeeH CpaBHUTENBHBIN aHAINA3 MTOJIX0I0B
K pacrno3HaBaHUIO Yrpo3 ¢ UCIoJb30BaHueM pa3inndHbix Mojaenei: CIA, I'ekcana [lapkepa, SA,
STRIDE.

OO0opynoBaHne U MaTepuaJbl

AnpT Pabouas cranmms 10

At Pabouas crarmmg K

AnbT «CepBep»

[Taker oducHbIx mporpamm - P7-Ocduc

AIWINPF

Ykazanus nmo TexHuke 0e30IMacHOCTH

[lepen wnawyamom paboOTHI cleayeT YOEOUThCS B HCIPABHOCTH AIIEKTPOIMPOBOJIKH,
BBIKJIFOYATEJIeH, TENCeIbHbIX PO3ETOK, MPH MOMOIIM KOTOPBIX 000pYyIOBaHHUE BKIIOYAECTCA B
CeTbh, HATMYMH 3a3EMJICHUS] KOMITBIOTEPA, €r0 PadOTOCIIOCOOHOCTH.

JUis CHUXKEHHS WM MpeJOTBpAllleHHs] BIMSHHUS ONAcCHBIX W BpPEAHBIX (aKTOPOB
HEOO0X0MMO COONIOAaTh CAaHUTAPHBIE IpaBWJIa W HOPMBI, THTHEHHYECKHE TpeOOBaHUS K
NEPCOHATBHBIM 3JIEKTPOHHO-BBIUMCIINTENIbHBIM MAllITHAM.

Bo wu30exaHwe MOBpEXIEHUS W3OJSAIMH TPOBOJOB W BO3HHUKHOBEHHUS KOPOTKHX
3aMbIKaHUM He pa3pelaeTcs: BellaTh 4TO-JTM00 Ha MPOBOJA, 3aKpalluBaTh U OETUTH LIHYPHI U
NPOBOJIA, 3aKJIAIbIBATh MPOBOJA U IIHYPHI 32 Ta30BBIE M BOJONPOBOAHEIE TPYOBI, 3a OaTapen
OTONMTENBHOM CHUCTEMBbI, BBIIEPIUBATH IITENCENbHYIO BMJIKY M3 PO3ETKH 3a IIHYp, YCHIIUE
JIOJDKHO OBITH MPHIIOKEHO K KOPITYCY BHIIKH.

JUisl MCKITFOUEHUS MOPAKEHUS IEKTPUUECKUM TOKOM 3allpellaeTcs: 4acTo BKIIKOYATh U
BBIKJIFOYATh KOMITbIOTEp 0€3 HeoOXOAMMOCTH, MPUKACAThCI K DKPAaHYy M K THUIBHOW CTOpPOHE
0JIOKOB KOMIIbIOTEpa, paboTaTh Ha CPEACTBAX BBIYUCIMTENBHON TEXHUKH U mepudepuitHoM
000pyIOBaHUM MOKPBIMH pyKaMH, paboTaTh Ha CPEICTBAX BBIYUCIUTEIBPHOW TEXHUKH U
nepugepuitHoM 00OpYJOBAHUHU, HMMEIOIIMX HAPYIIEHUS IEIOCTHOCTH KOpIyca, HapyIIeHUs
U30JSIIUM  TIPOBOJIOB, HEUCTPABHYIO WHAWKALIMIO BKIIOYCHUS THTaHUS, C TpU3HAKaMHU
AIIEKTPUUYECKOTO HANpPSDKEHUs Ha KOPIYCe, KJIACTh Ha CPEJCTBA BBIUMCIUTENBHON TEXHUKH U
nepudepuitHoM 060pyAOBaHUH TOCTOPOHHUE MPEMETHI.

3ampemiaercss  MOJ  HampspDKEHHWEM  OYMIIaTh  OT  MBUIM M 3arpsA3HEeHus
AIEKTPOOOOPYIOBAHHE.

Bo n3bexxanue nopakeHus JIEKTPHUUECKUM TOKOM, TIPHU MOJIb30BAaHUH 3JIEKTPOIPUOOpaMu
HeNb3s KacaTbCs OJHOBPEMEHHO KakMX-JIMOO TpyOOnmpoBOJOB, OaTapeil  OTOIUICHHS,
METAJUINYECKUX KOHCTPYKIUM, COEMHEHHBIX C 3eMJIEH.

[Tocne oxonuanwst pabOTHI HEOOXOIUMO OOECTOYHMTH BCE CPEACTBA BBIYUCIUTEIHLHON
TEXHUKH U mepudepuitHoe obopynoBanue. B ciaydyae HempepbIBHOTO Y4eOHOIoO Ipolecca
HEO0OXOMMO OCTAaBUTh BKIIOUEHHBIMHU TOJBKO HEOOXOIMMOE 000pyI0BaHHE.

3ajaHus NPaAaKTHYECKOH padoThI 2

1. U3yunTs npennaraeMplii TEOPETUUECKUM MaTepHall.
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2.

CdopmupoBaTh  aHATHTHYECKUN

KrOepOe30MacHOCTH (PYCCKUX M MHOCTPAHHBIX).

3. CoctaBuTh TaOJIUIly CPAaBHUTEIHFHOTO aHAIN3A U3YYECHHBIX B I1. | HHCTPYMEHTOB.

0030p  WHCTPYMEHTOB  IEPCOHAIBHOMI

4. OdopMHUTh OTUET MO MpakTHYecKou padote. [IpencTaBuTh OTYET MO MPAKTUYCCKON
paboTe 11l 3alTUTHI.

BapuaHTbl HHAUBUAYAJIBbHBIX 3aIaHUN

B cootBeTcTBHH C MOJYUYCHHBIM 3aJaHUECM BBIIIOJIHUTL aHAJIU3 U JaTh €ro OnucaHue co
CKPHMHIIOTAaMHU BbIIIOJIHCHHBIX HeflCTBHﬁ. ITokaxxnute Ha CKpHHIIOTAax peE3yJIbTaT IMPOBCACHHOI'O

aHaiu3a
Tab6muma 2.1 —BapuanTsl 3ananuit
No OO0BEKT 3aIUTHI O0J1acTh 3aIUTh
1 CryneHT yHUBEpCUTETA HoytOyk, cmaptdoHn, cpencta
CBSI3H
2 IT-cnenuanuct Ha ynaneHHoM | IlepconanbHbIi KOMIIBIOTED,
JOCTyTIe HOYTOYK, cMmapT(doH, cpencTBa
CBSI3U
3 Mopnaepatop IlepconanbHbIN KOMITBIOTED,
MH(OPMAIIMOHHOTO pecypca HOYTOYK, cMmapT(hoH, CcpencTBa
CBSI3H
4 Crmu-paiitep HoytOyk, cmaptdoH, cpemcrsa
CBSI3H
5 bnorep HoytOyk, cmaptdoH, cpemcrsa
CBSI3H
6 HIkonpHUK HoytOyk, cmaptdoH, cpencra
CBSI3H
7 Menemxkep cpeanero 3seHa Ha | [lepconanbHbli KOMIIBIOTED,
YAQJIEHHOM JIOCTYIIe HOYTOYK, cMapTdoH, CpeacTBa
CBSI3H
8 Cnemmamucer mo  a”anuzy | [lepcoHanmbHbIi KOMIIBIOTED,
TAaHHBIX Ha yJQJIEHHOM | HOYTOyK, CcMapT(OH, CpelCcTBa
JIOCTyTIE CBSI3H
9 Pazpabotunk CanToB Ha | [IepconanbHbIi KOMIIBIOTED,
YAQJIEHHOM JIOCTYIIe HOYTOYK, cMapTdoH, CpeacTBa
CBSI3H
10 [Iporpammuct Ha ynaneHHoM | IlepcoHanbHBIN KOMIIBIOTED,
JOCTyTIE HOYTOYK, CMapT(OH, CpeIcTBa
CBSI3H

Conep:xanue oT4yeTa

[To BbIMoOMHEHHOM paboTe cocTaBnsgeTcs oT4eT. OTUET BBITOIHAETCS B 3JIEKTPOHHOM BUJIE.
[To BBINOJIHEHHOMY OTYETY MPOBOAUTCS 3aIUTA MPAKTUYECKON PaOOTHI.
OTder TO NpPaKTHYECKOH pabdoTe JOIKEH COCTOSITh W3 CIHENYIOIIMX CTPYKTYPHBIX

9JICMCHTOB!

- TUTYJIbHBIN JIUCT;

- BBOJ{Hasl 4acTh;

- OCHOBHasI 4acTh (OMHcaHue paboThl);
- 3aKJIF0OYEHHE (BBIBOJIBI).

BBoaHas yacTe oTyeTa 1OJIKHA BKIKOYATh MYHKTHI:
- YCIIOBUE 3ajjauu;

- IOPSAIOK BBINIOJTHECHHUS.

- IPOrpaMMHO-aINapaTHBIE CPENICTBA, UCIIOIb3yEMbIEC IPU BHIOJIHEHHH PAOOTHI.
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3ammTa oTYeTa Mo MPAKTHUECKOW paboTe 3aKII0YaeTCs B MPEABSBICHUN MPETIO1aBaTEII0
HOJyYEHHBIX pe3yJbTaTOB B BUE (ailyia U 1eMOHCTPALIMU [TOJyYEHHBIX HABBIKOB ITPU OTBETAaX Ha
BOIIPOCHI IIPENOIaBATENS.

KoHTpoJibHBIE BOIPOCHI

1. Ananu3 puCKOB Kak OCHOBA yIPaBICHUS MEPCOHATBLHON KOepOe30MacHOCTHIO

2. Mogens yrpoz STRIDE.

3. MaCcTpyMEHTHI aHANIM3a U KOHTPOJISI HH)OPMAIIMOHHBIX PUCKOB.

4. CpaBHUTEIbHBIA aHAIMU3 TMOJXOAOB K pACHO3HABaHUIO Yrpo3 C HCIOJIb30BAHHUEM
paznuunbix mozenei: CIA, STRIDE.

Cnucok JinTeparypbl, peKOMeHAyeMblii K HCII0JIb30BAHMIO 110 IAHHOH TeMe

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. Tlerpenko B.M. 3ammra mnepcoHaIbHBIX AAHHBIX B HMH(OPMAIIMOHHBIX CHCTEMax
[DnexTpoHHBIH pecypce]: yueOHoe ocodue / B.W. [leTpenko. — DIEeKTPOH. TEKCTOBbIEC JaHHBIE.
— CraBpomnoibs: CeBepo-KaBkazckuii penepanbubiii yausepcutet, 2016. — 201 ¢. — 2227-8397.
— Pexxum gocryma: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3aiyst 3auTsl TEPCOHATBHBIX JaHHBIX [ DJIEKTPOHHBIN pecypc]
: mabopartopHsIii mpakTuKkym / A.M. Makapos, 1.B. Kanu6epaa, K.O. bonnapenko. — D1eKTpoH.
TeKcToBbIe aHHbie. — CTtaBponoiib: CeBepo-KaBkazckuit penepanbubiii yauBepcuret, 2015, —
92 c. — 2227-8397. — Pexxum noctymna: http://www.iprbookshop.ru/62971.html

IlepeyeHnb 10MOJHUTEIBbHON JTUTEPATYPHI:

1. Ckpunnuk [.A. OGecnieuenue 6€30MacCHOCTH MEPCOHANBHBIX JAHHBIX [DIEKTPOHHBIN
pecypc] / A.A. CkpunHHK. — DIJIEKTPOH. TEKCTOBBIC AaHHBIE. — M. : IHTepHET-YHUBEPCUTET
Nudopmannonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum poctyma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB A.M. HayuHo-nmpakTuyeckuii mocrareiiHsiii kommeHnTapuil k degepanibHomy
3aKkoHy «O MepcoHANbHBIX AAHHBIX» [DneKTpoHHbIN pecypc] / A.M. CaBenbeB. — DNEKTPOH.
TeKkcToBbIe naHHble. — M.: Ctaryt, 2017. — 320 c. — 978-5-8354-1365-2. — Pexwum goctyma:
http://www.iprbookshop.ru/65895.html.

IIpakTnueckas padora 3. JxoHoMuueckas 3¢ PpeKTHBHOCTH CPeACTB o0ecneYeHust
NMEePCOHATBbHON KnOep0e30nacHOCTH

Heanb padorsl: M3yunTtsh criocoObl pacueTa 3KOHOMUYECKON 3P(HEKTUBHOCTH BHEIPEHUS
cpeAcTB o0ecrieueHHsl epCOHaIbHON KubepOe30nacHoCTH.

Teoperuyeckas 4acTb

IKOHOMHYeCKasA IPPEeKTUBHOCTD CPEICTB 00eceYeHHs! MePCOHATLHOMI
Kn0ep0e30nacHoCTH

BaxxnocTts s3x0oHOMHUEcKoro 0o0ocHOBaHUs nHBecTUIMH B b momuepkuBan B.MambikuH,
JTUPEKTOP 10 MHPOPMAITMOHHOM Oe30macHoCcTH KabuHeTa nmpesuaeHTa Microsoft B Poccun u CHI,
B CBOMX BBICTYIUICHUSX Ha KOH(pepeHimsx Security @ Interop 22008 u IT-Summit'2008 [7.48].
Cornacno [7.49], 6onpmMHCTBO 3apyOexHbIX KommaHuil (84%) ucnons3ytor ROI u npyrue
WHCTPYMEHTHI TSl OlleHKU mHBecTunnii B Wb, xoTopeie coctaBisitoT B cpearem 5% Bcero UT-
oromxera. B Poccun na Ub uner 0,5% UT Oromxera, 1.e. B 10 pa3 mensbie. Takyro cuTyaruio
B.MaMbIkiH HanpsiMyr0 CBS3bIBAE€T C T€M, YTO B HAIIEH CTpaHe MOKAa HE MOJYyYHJIa MIUPOKOTO
pacrpocTpaHeHMs TpakTHKa OIEeHKH dSddexTuBHocTH cpenctB obecneuenus Wb ¢
AKOHOMHWYECKHX MO3UIHMN.

Pacuer ¢unaHCcOBO-3KOHOMUYecKUX Tokazateneld C3U mo3BosSIET pelIuTh CIEIYIOIINe
3amaqu [7.47]:
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O6ocHOBaHME BHEIPEHUS CUCTEMBI IO 00ecTiedeHn 0 MH)OPMAITMOHHON 0€301MacHOCTH Ha
OPEIIPUATHH C SKOHOMUYECKOW TOUKH 3PEHUS;

OrneHka SKOHOMHYECKOH 3P PEKTUBHOCTH BHEAPEHHUS WA 3aMEHBI CUCTEMBI 0€30TTaCHOCTH
uHpopmanuu;

[IporHo3upoBanue pacxog0B MO co3naHuio/ GyHKIMOHUpOoBaHUIO/ MoaepHu3aiuu C3U
(3amava ympaBiieHUs OI0KETOM);

CpaBHEHHE 110 PKOHOMUYECKUM KPUTEPHSIM HECKOJIbKUX BapuaHTOB co3fgaHus C3U,
MOCTPOCHHBIX Ha PAa3MYHBIX ApXUTEKTypax (CHUCTeMax M KOMIIOHEHTax), C LEJbI0 BbIOOpa
ONTUMAJILHOTO BapHaHTa peajn3aliy nmpoekTa (3agaya Beioopa UT-cTparerun).

KauectBo undopmanuu, HeoOXO0IUMOM AJi MPUHATUS PEUICHHUs] O LEIecO00pa3HOCTH
MHBECTUIUI, B MEPBYIO OYepe/b, Oy/AET 3aBHCETh OT MCXOJIHBIX JAHHBIX, HA OCHOBE KOTOPBIX
MIPOU3BOIMIINCH BHIYUCTICHUS. Y A3BUMBIM MECTOM B JIF000 METO/IMKE pacyera SIBISETCS] HMEHHO
cbop u 00paboTKa MEPBUYHBIX JAHHBIX, UX KAYEeCTBO U JTOCTOBEpHOCTh. OJHUM W3 OCHOBHBIX
BONPOCOB siBNIsieTCsl olleHKa 3aTpaT Ha Mb. Beibop HeoOXoauMoil cTenmeHW 3aluThl JO0JKEH
YUUTBIBATH Pl KPUTEPUEB: YPOBEHB CEKPETHOCTH NH(OPMAIINH; €€ CTOUMOCTD; BPEMsI, B TCUCHHE
KOTOPOT'0 OHA JOJKHA OCTaBaThCs B TaiiHe U T.1. M3BecTHBIN KpunTorpad bproc [IHaiiep (Bruce
Schneier) B pabote [7.26] mojuepkuBaeT, 4yTO TEpMHUH "OE30MACHOCTH" JIMIICH CMbICTa 0Oe3
CBEJCHHI O TOM, OT KOTO M Ha KakOd CpOK 3amuiieHa uHpopManus. DTO YTBEpKICHUE
OPUMEHUMO KakK K cHUcTeMaM oOecrieueHusi OE30MacHOCTH B LIEJOM, TaK M K MX BaKHEHUIIEMY
KOMIIOHEHTY - CPEJCTBAM KPUOTOrpaduyecKoil 3auThl HHHOPMALIUH.

CpenctBa xpunrtorpadudeckoil 3amutel nHGopmammu (CK3U) mpexncraBmsror coboit
CPEICTBA BBHIYMCIUTEIBHON TEXHUKH, OCYIIECTBISIONIME KpUunTorpadguueckoe mpeodpa3oBaHue
uH(popManuu s odecnieueHus ee 6ezonacaoctu. Pocc Aunepcon (Ross J Anderson), Beaymuit
JKCIepT B 00JaCTH HHPOPMAIIMOHHOM 0€3011acHOCTH, B CBOEH cTaThe [7.3] MPUXOIUT K BHIBOY,
YTO IIPHU OIICHKE YPOBHSI 3aIIUIICHHOCTH CIEIMAIHCT JOJDKEH IPUHIMATh BO BHUMAHUE HE TOJIBKO
TEXHUYECKHE XapaKTEePUCTUKUKPUIITOCUCTEMBI, MTOJydyaeMble IMyTeM KPUIITOAHAIN3a U aHAJIN3a
MH(POPMAIMOHHBIX TIOTOKOB, HO HCIIOJIb30BaTh TAKXKE W IKOHOMHUYECKHE HHCTPYMEHTHI.

PaccMOTpuM BO3MOXKHOCTH pa3paboTKu Merojnuku aHanusza 3¢pdextuBHoctH CK3U ¢
Y4eTOM TOTO, KaKMM yrpo3aM 3amuiiaeMas uHdopMamus OyIeT MOABEpraTbCs CO CTOPOHBI
3710YMBIIIJICHHUKOB.

Jlnis pelieHust OCTaBIEHHON 3a/1a4l HEOOX0IMMO:

(dopmanu3oBaTh Mporecc oleHKU Y3PPEeKTUBHOCTH KPUNTOTpahpUUECKON 3aIUTHI;

pa3zpaboTaThb MaTEeMaTHMYECKYyK0 MOJENb Yyrpo3 0e30MacHOCTH HHGOPMAIMOHHBIX
pecypcoB, 3alMIEHHBIX C UCIOIb30BaHUEM KPUIITOIpahUUECKUX CPENICTB;

00eCTIeYnTh KPUNTOAHATUTHKA HA0OPOM HHCTPYMEHTAIBHBIX CPENICTB, TO3BOJISIONINX
OLIEHUTb CTOMKOCTb KPHUITOIpapUYecKHX CPEJICTB MO OTHOIIEHUIO K HACHTU(GHUIMPOBAHHBIM
yrposam;

MIPOBECTH aHAIN3 CYIIECTBYIOUIMX MeTo10B oleHkH CK3M ¢ 5KOHOMUYECKHUX MO3ULUH 1
BHIOpaTh (PMHAHCOBO-IKOHOMHYECKHE TOKA3aTeH, MOIXOISIINE IS YKOHOMHYECKOH OIICHKH
unBectunnii B CK31.

[TocTaBneHHBIE TETM COTIACYIOTCS C 3aJadyaMH, BOIICAITUMH B TEPEYCHb OCHOBHBIX
HarpaBJIeHUH U IPUOPUTETHBIX MPOOIeM HayuyHBIX UCCIEIOBaHUN B 00J1aCTH UH(OPMAIIMOHHON
6esomacHoctu  Poccuiickoit  @enepauuu, KoTOopblii Obul  pa3zpaboTaH  cekiuel 1o
uHpopMannoHHO Oe3omacHocT Haywynoro coera mpu CoBere beszomacnoctu Poccuiickoit
deneparuyl Py AKTUBHOM YYACTHH BEAYIINX YUYCHBIX M CIIEIHATMCTOB HAYYHBIX YUPESIKICHUN U
opranuzaimii PAH, By30B, ¢enepanbHbIX OpPraHOB MCIIOJHHUTEIBHON BJIACTH, pabOTaromUX B
Pa3IUYHBIX 00JIACTIX, CBSI3aHHBIX ¢ 00eCIIeueHneM HAIMOHAIBHOM Oe30macHoCTH (cM. [ 7.44], .
46, 47 n 56).

[Ipouecc ouenku 3¢ PpexkTUBHOCTH KPUNTOrpahUuecKoil 3anUThI

AHanu3 CyniecTBYIOIUX MOJX0A0B
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IIpu  ouenke s¢¢extuBHoctn CK3W  BakHEHIIUM  KpUTEPHEM  CUUTAETCS
KPUIITOCTOMKOCTh, T.€. CIIOCOOHOCTH MPOTHUBOCTOSTH aTakam KpunrtoaHanutuka [7.40]. Takoii
HIOJIXO0J] HE YYUTHIBACT IPYTUX BAKHBIX TPEOOBAHUH K KPUIITOCUCTEMaM, a UMEHHO (cM. [ 7.46]):

MUHUMAaJIbHBINA 00BEM HUCIIOJIb3yeMO KITI0UeBOM MH(pOpMAIUY;

MUHUMAJbHAsI CJI0KHOCTh peain3alny (B KOJIMYECTBE MALIMHHBIX ONEpaluii);

CTOUMOCTb;

BBICOKOE OBICTPO/ICHCTBHE.

Kpome Toro, ucnonszoBanue CK3U, obecneunBaromux yCTOMYMBOCTh K B3JIOMY HIDKE
HEKOTOpO# "(OHOBOH" BEPOATHOCTH, SBISCTCA OKOHOMHYECKH HeompaBaaHHbiM [7.35].
Hanpumep, eciiu BepoSTHOCTh BbIXOJa KOMIIAHUU U3 Ou3Heca paBHa 230 (MeHee yeM OJUH U3
MWIIHOHA), TO €CTh JIK CMBICI JJIS 3aIIUTHl HHPOPMALIUHU, KOTOpasi MOKET HAHECTH KOMIIaHUU
yiep0, COMOCTaBUMBIA C KPU3UCOM DPBIHKA, MCIOJIB30BaTh AJITOPUTM, BEPOSITHOCTh BCKPBITHUS
KOTOpOTro 3a npuemsieMoe BpeMs cocraisier 21007

B cratee B.I1.MBanoBa [7.38] 3ddexTuBHOCTD KpUNITOTpadUUECKUX CPEICTB 3alIUThI
IpeJiaraeTcsl OLlEHUBATh C MCIOJIb30BAaHUEM MATEMaTHUYECKOIo ammapara TEOpUH MacCOBOTO
00CITyXKMBaHUS ¥ TEOPUHU KAaTacTpo(d Ha OCHOBE BEPOSATHOCTHO-BPEMEHHOM IPyIIIbI TOKA3aTeNei,
B 4HCJIE€ KOTOPBIX:

cpenHee BpeMs 0e30macHOro (yHKIIMOHUPOBAHHUS 3AIUIIAEMON CUCTEMBI;

BpeMs 0€30MacHOTO (YHKIIMOHUPOBAHMSI 3aIHUIAEMONW CUCTEMBI ¢ BeposiTHOCTRI0O HCJI
HE BBIIIE 33/1aHHOM;

sKOHOMHYECKas 3(PPEeKTUBHOCTD CO3IaHHON CHCTEMBI 3aIIUTHl THPOPMALIUH.

Bri6op moxkazareneit 3¢(eKTUBHOCTH MPEACTaBISET MHTEPEC, OAHAKO METOJIMKA UMEET
PAI KPUTUYECKUX HEJIOCTATKOB, KOTOPBIE J€J1al0T HEBO3MOXKHBIM €€ MPUMEHEHUE Ha MPAKTUKE
1uist orieHku coBpeMenHbix CK3U. B mepByto ouepens 3TO rpaHULIbl IPUMEHUMOCTH: METOAHMKA
MOJIXO/IUT TOJIBKO JUTSI OLIEHKH KPHUIITOCUCTEM, TIpUHAUIek)amuX 1o kiaccudukanun XK.bpaccapa
(Gilles Brassard) [7.6] x kimaccy KpPHNTOCHCTEM OTPAHHYEHHOTO HCIIOIb30BaHHs, CTOWKOCTH
KOTOpPBIX OCHOBBIBAE€TCS HAa COXPAaHEHHWHM B CEKpPEeTe JIrOpUTMOB 3aliudpoBaHus U
pacumdpoBanusa. OaHako, coriacHo (yHIameHtansbHOMy nomnymeHuio Kupxrogpda (Auguste
Kerckhoffs) [7.14], cToWKOCTh KPHITOCHCTEMBI JIOJDKHA OCHOBBIBATHCS HE HA CEKPETHOCTH
QITOPUTMOB 3alIM(PpPOBaHUA M pacIM(PpOBaHUsA, a HA CEKPETHOCTH HEKOTOPOIro 3HAUYCHMS,
KOTOpPO€ Ha3bIBaeTCs €€ KI4YoM. Bce coBpeMeHHble KpUNTOCHCTEMBI MOCTPOEHBI MO 3TOMY
IOPUHIUITY, U UCCIEIOBAaHUS UX HAJEKHOCTH BCErJa JIOJDKHBI MMPOBOJUTHCS B MPEAOI0KEHHH,
YTO MOTEHIMAIBHOMY IPOTUBHUKY O KPHUITOCHUCTEME M3BECTHO BCE, 3a MCKIIOYEHHEM
MCIIOJIb3YEMOTO KIIFOUa.

Emte omHUM HETOCTaTKOM METOAWMKH, OMMCAHHOHN B paboTe [7.38], sBisieTcs To, 9TO OHA
HE YYHMTHIBAeT 3aBUCUMOCTU 3()(PEeKTUBHOCTH KPUNTOCUCTEMBI OT YCIOBHUH €€ HMCHOJIb30BAHUS.
OueBunHO, 3Q(HEKTUBHOCTh OJHON M TOM kK€ KPUNTOCHUCTEMBI B Pa3HBIX KOHTEKCTaX MOKET
CYIIECTBEHHO OTJIMYATHCS, T.K. cpeia (PYyHKIIMOHUPOBAHUS CUCTEMbI HAKJIaIbIBAET ONPE/IeIeHHBIE
OTpaHUYEHUS Ha BO3MOYKHBIE CIIEHApUH aTaK.

CymecTByloT ~ METOAMKH,  IO3BOJSIOUIME  IMOCTPOMTh  MOAEIM  Yrpo3 U
ySI3BUMOCTEMMH(MOPMAIIMOHHBIX ~CHCTEM M Ha OCHOBE AaHaJIW3a pPHCKOB  IOJIYYHUTh
KOJINYECTBEHHYIO OLIEHKY COOTHOIICHHUS MOTEPh OT Yrpo3 0€30MacHOCTH M 3aTpaT Ha CO3JaHHe
CHCTEMBI 3alIUTHI (CM., HarpuMmep, [7.39]):

metoag CRAMM, pa3zpaboTaHHbI ATEHTCTBOM IO KOMIIBIOTEPAM U TEJIEKOMMYHUKALIUAM
BenukoOpurtanuu mo 3aganuio bputanckoro npasutenscTsa [7.9];

CeMeHCTBO mporpaMMHbIX HpoaykToBRiskWatch or onHoMMeHHONH amepuKaHCKOM
kommanuu [7.23];

KOMIUIEKCHAsl CHCTeMa aHallu3a W YNpPaBJICHUS PHUCKAMUUH(POPMALMOHHON CHCTEMBbI
['PU®, co3nannas oteuecTBeHHOM komnanueii Digital Security [7.10].

OTH MHCTpYMEHTAaJbHBIE CPEICTBA IOJE3HBI CIELUUANNCTY INPU NPOBEACHUM ayauTa
cucTeM obecrieueHus 0€30MaCHOCTH MPEANPHSITHS, OTHAKO OHM He yunThIBatoT cneruduxu CK3U
U, KaK MOKa3aHo B [7.34], He MOAXOAST sl pEIICHUS TOCTABICHHOW B TaHHOU paboTe 3a1a4m.
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Hakonen, cymecTByroT MeToAasl  (OpMambHOTO  aHalwW3a  KPHUIITOMPOTOKOJIOB.
Kpunrorpadguueckuii mnporokon [7.24] pernameHTUPYET IIOCIIEIOBATECILHOCTh JEHCTBHM,
BBITOJIHSIEMBIX JIByMsI M ©00Jiee CTOPOHAMH JUIs PEIIeHHUs KaKoi-Tu00 3a1a4k C UCIIOIb30BaHHEM
KpunTorpaguueckux mpeodpa3oBaHUil U aIropuTMOB. MOXKHO BBIIEIUTH TPU OCHOBHBIX Kilacca
METO/I0B aHAJIN3a KPUITOIIPOTOKOJIOB:

JlenyKTUBHbIE METO/bl, OCHOBaHHbIE HA AaBTOMAaTUYECKOM J[OKA3aTEIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOMCTBAMH MCCJICIyEMOT0 KpUIITONPOTOKOoa [7.5];

MeTtoapl aHanM3a COCTOSHUN, MOJEIHUPYIOIIME KPUOTOIMPOTOKON B BHUAEC KOHEYHOIO
aBTomara [7.4];

MeTopl CTAaTUUECKOTO aHau3a, 00BEKTOM HCCIEAOBAHUS B KOTOPBIX SABISIOTCA MOTOKU
JIAHHBIX U yrpaBiieHus [ 7.7].

[lepeuncnennbie MOIXOAbI UMEIOT CYHIECTBEHHBIH HEIOCTATOK: BCE OHU MOCTPOCHBI HA
MPEIIOJIOKEHNUH, YTO UCIIOJIb3yeMbIC B MTPOTOKOJIE KPUNITOTpaPUIECKHE TPUMUTUBEI HICaTbHBI.
PaccmaTpuBaercs TONBKO KOHIIENTyallbHAas CXeMa IMPOTOKOJIa, OT KOHKPETHBIX METOJIOB
mUPPOBAHUS U MX TIOJBEPKEHHOCTH aTaKaM3JIOYMBIIIJICHHUKA TIPUHATO a0CTParupoBaThCs.

Mopaenb nporiecca oneHku dddextuBHoctn CK3U1

Haubonee 3 pexkTHBHBIM IPH BEIOOPE U OLEHKE KPUNTOTPpahUIecKOi CUCTEMBI CUUTACTCS
MCIIOJIb30BaHUE IKCIEePTHHIX olieHOK [7.46]. IIpu ouenke addexkruBnoct CK3U Heobxoaumo
MPUHUMATh BO BHUMAaHHUE B3aMMOCBSI3b (PAKTOPOB, OMPEACISIONIUX €€ MOJABEPKEHHOCTh aTaKe
OTIpEICIEHHOr0 THMa. YTMpOIleHHOe Tpaduyeckoe MPEeACTaBICHUE MOJENU CLEHApHs aTaku
n3o0paxeHo Ha puc. 7.1. Bo wm30OexaHue H30BITOUHOCTH W3 MOJEIH HCKIIIOUEH JJIEMEHT
"3ammiaemMble pecypchl’, KOTOPBIM 3a/1aeTcsd HESBHO - 4Yepe3 3JIEMEHT '3J0yMbIIUICHHUK'
(xapakTep 3ammnppoBaHHON HHPOPMAIIMY ONIPEACISET BO3MOXKHBIX 3JI0YMBIIIEHHUKOB, KOTOPBIE
MOTYT OCYIIECTBIATH MOMBITKY B3JIOMA B LIEJISX HAPYIIEHUS KOHPHUASHINATHHOCTH, EIOCTHOCTH
WIHM JOCTYITHOCTH).

3N OYMbILWNEHHMK

MCNONb3YEeT

ATaka

4yT70BbI B3N0MaTE

v

KpunTocucTema

Puc. 7.1. Mopnens cuieHapus B3iaoMa

Ha ocHOBaHWM TpemIOKEHHONH MOJENH CIIeHApWs aTaKh IOCTPOCHA MOJENb Yrpo3
Oe3omacHOCTH MH(DOPMAIIMOHHBIX pecypcoB u3 Tpex 3emenToB [7.30] - ABC-monens ("A" ot
aHr. Attack - ataka, "B" ot anrit. code-Breaker - B3nominuk mmdpa, "C" ot anri. Cryptosystem
- Kkpunrocuctema ). Matemaruueckoe omnucanue ABC -Monenu naHO mO3XKe, 37€Ch MBI
paccMOTpUM TPOIIECC SKCIEPTHOW OHeHKH 3(G(EKTUBHOCTH KpUNTOrpaduyueckoil 3aiiuThl
(rpaduueckas MOzeIb Ipollecca u300pakeHa Ha puc. 7.2).

Henpro stanos 1-3 sBasercs noctpoenne ABC -monenu. IlepBsiid 3Tan - onpeneneHue
00BEeKTa UCCIIeOBAHMS. 3/1€Ch ONHICHIBAIOTCS KOHKPETHBIE XapaKTEePUCTUKU KpUnTocucTeMsl. Ha
BTOPOM JTale 3aJaroTcs IapaMeTphl, ONPEAEISAIOIINMEe THUIl IMOTEHUHUAIbHBIX B3JIOMILUKOB
Kpunrocuctemsl. Kak OyneT mokazaHo B CEIyIOIIEM paszfeiie, MpH HAIWYHH (HOpMaIbHBIX
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MPEACTABICHUN HCCIEAYEMOM KPUNTOCUCTEMBl W IMOTCHIMAIBHBIX 3JI0YMBIIIJICHHUKOB MBI
MOXEM MEpPEeUTH K TPEeTbeMy 3Tamy, T.€. ONPEACNIUTh THUIbl aTaK, KOTOPBIM II0JIBEpKEHA
KPUIITOCUCTEMA, & TAKKE CBSA3AHHBINA C HUMH PUCK.

UYeTBepThlil 3Tan MpeCcTaBiIsieT coO0N aHaIM3 yCTOMYMBOCTUKPUITOCUCTEMBI K aTakam,
OTIpe/IcIeHHBIM Ha TPETheM dTarme. J[Jis mpoBeeHUsS KPUNITOAHAIHM3A CIICIIHATUCTa HE00X0IUMO
o0ecreunTh HAOOPOM MHCTPYMEHTANIBHBIX CPEJCTB, UCCIIeI0BaHUE U pa3paboTKe KOTOPHIX OyeT
paccMOTpEeHa Jaee.

Hakonen, naTelid 3Tan mpeanosiaraeT MCIOIb30BAaHUE PA3IMYHBIX MOJAXOJOB K OLIEHKE
sKoHOMHYeCcKOU 3¢ dexkTuBHOCTH MHBecTUINI B CK3U Ha OCHOBaHWU JaHHBIX, OJYYECHHBIX Ha
stanax 1-4.

’:| V182 HTMd M KaLMA

KPMMTOCKE TEMBI

v OnpeaeneHve

[ :| NOTEHLM &b HolX
B3 NOMLLMKOB

v ONpeaEeneHne MHOKECTEA
araK, KOTOPbI M MIKET

[:I nojeepratca

KpUMTOCUCTEMA

OL|EHKA YCTOA4MB OCTU
CUCTE MBI K 3TIM aTakam

]
-

A 4 OrpeaeneHue cooTB ETCTEUA

KOUMTOCUCTEMEI
NOTPEHOCTAM OpraHU3 L

Puc. 7.2. IIpouecc oneHkn 3pGEKTUBHOCTH KPUITOTPAPHIECKON 3aITUTHI

MonenupoBanue yrpo3 6€30macHOCTH HH()OPMALIMOHHBIX PECYpPCOB

3amaua coctouT B paszpadorke ABC -momenu yrpo3 6e3omacHOCTH WH(GOPMAIIMOHHBIX
pecypcoB, 3alIMIICHHBIX C HCIHOJb30BAHUEM KPUNTOTpapHUUecCKuX CpeACTB, KOTopas [acT
BO3MOXHOCTh  ()OpMAJIM30BaTh  B3aUMOCBS3b  MEXKAY IapaMeTpaMd  KPUITOCHUCTEMBI,
HNOTEHIMAJIBHBIX 3JI0YMBIIIJICHHUKOB U BO3MOXKHBIX aTak. |y pelieHus mocTaBIeHHON 3ajjauu
HE00X0IUMO:

Pazpa®otate MHOTrOKpUTEpHAJbHBIE KJIACCU(PHUKAIMOHHBIE CXEMbI, IO3BOJISIOLINE
UACHTU(PUIINPOBATD:

KPUITOCHCTEMY - C YYETOM OCOOEHHOCTEH ee peaan3aluy;

MOTEHIIMATFHOTO B3JOMIIMKA - C YYeTOM €ro MOTHBAllUH, BO3MOXXHOCTEH W
KB (DUKAIIHH;

KPUNTOAHATMTUIECKYIO aTaKy - C y4€TOM IPUMEHUMOCTH K Pa3IMIHBIM KPUTITOCUCTEMAM
U HEOOXOJJMMBIX JJISl €€ OCYILECTBIICHUS PECYPCOB.

Ha ocHoBe pa3pabOTaHHBIX KIACCH(PUKAIMKA CO3[MaTh MapaMeTPUIECKUe MOICITH
KPUITOCUCTEM, aTaK U 3JI0YMBIIIJICHHUKOB;

YCTaHOBUTHh 3aBHCUMOCTh BO3MOJKHBIX CIIGHApPUEB B3JOMa OT XapaKTEPHCTHK
3JI0YMBIIIJICHHUKOB U OT OCOOCHHOCTEN pealn3alu UCCIeyeMol KPUIITOCUCTEMBI.

AHanmm3 CyIecTBYIOIINX MOIX00B

Jns uaeHTH(UKAUK UCCIENyeMOl KPUNTOCHCTEMBl HY)KHO BBIJCIUTH Habop ee
KJTFOYEBBIX CBOMCTB. M3BecTHBI KiacCH(DUKAMU KPHUITOCHCTEM, B UHCIE KOTOPBIX -
KJaccU(UKALMOHHAS CXEMa, IpeJUIOKeHHAs IIBEHIIApCKUM MaTeMaTUKOM U KpumnTorpadom
Y .Maypepom (Ueli Maurer) [7.21] u ocHOBaHHAs Ha TOM, YTOOBI Pa3IMYaTh KPUIITOCHCTEMBI TIO
KOJINYECTBY KIItOUe, ynmomsHyTas Bbiie cxema JK.bpaccapa [7.6], B KOTOpoil KpUNTOCHUCTEMBI
pa3InYaroTCs B 3aBUCUMOCTH OT COXPAaHEHUS B CeKpeTe MexaHu3Ma mudpoBaHus. Hu ogHa u3
TUX KJaccupukanuii cama mo ce0e HE TMO3BOJIMUT HUACHTU(PHUIMPOBATEKPUITOCUCTEMY -
HeoOXxoauMa MHOTOKpuTepuanbHas kiaccupukanua. C 3TOMl TOUKM 3peHusi MpeAcTaBiseT
untepec pabora K.Uepeszosa [7.43], B KOTOpOH mpemiararoTcs 00O0OINAIONINE KPUTEPUU IS
CpaBHEHUS NMPOAYKTOB HA poccuiickoM peiHke CK3U:
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®upma-npou3BOIUTEND;

Tun peanuzanuu;

Hanwnuue nevictByromux cepruduraroB coorBercTBUss @Ch Poccuu u Kitacchl 3aniuThl;

PeanuzoBannbie KpunTorpadguyecKkue alropuTMBI;

[TonnepxuBaeMble ONEPaLlIOHHBIE CUCTEMBI;

[IpenocraBisiemMblil MPOTpaMMHBIN UHTEPGEHC;

Hannune peanuszauuu nporokxona SSL/ TLS ;

[Tonnep>xuBaeMble TUIIBI KIIFOUEBBIX HOCUTENEH;

HHTerpupoBaHHOCTH € IPOAYKTAMHU U PEIICHUSMHU KoMmanuu Microsoft ;

Hanuuue auctpubyTHBa NpoAyKTa B CBOOOJHOM JIOCTYIE Ha CailTe MPOU3BOJIUTEI,
JUIJIEPCKOI CETH PAacIpOCTPaHEHMsI U CEpBHUCA ITOAJIEPIKKH.

HenocraTkom npuBeneHHON KiacCU(pUKALUU A TOCTPOSHUS TapaMeTpUUECcKOil MOJIeNn
KPHUITOCUCTEMBI SBIISIETCS TO, YTO ISl pEIICHUS NIOCTaBIEHHON B Hameil paboTe 3a1aun BasKHBI
He "morpedutenbckue” u "texuuueckue" xapakrepuctuku CK3HU, a ux cBoiicTBa, onpeaenstonme
MOJIBEPKEHHOCTb TEM WJIM WHBIM aTaKaM.

Tunsl B3JOMIIMKOB, OT KOTOPBIX KPHUIITOCHCTEMAa [OJDKHA OOECIeYUTh 3aluTy,
OTPENETSAI0T Pa3syMHBIA YPOBEHb Oe30macHOCTH. YTOOBI MOHSATH, KaKUM arakam OyJer
MOJBEpPraTbCs CHUCTEMa, HEOOXOOUMO BBIACIUTH HauOoJiee BEPOATHBIX  B3JIOMIIUKOB.
Knaccudpukanuu JIx.I'oBapna (John D Howard) [7.13] u b.Illnaiiepa [7.25], B KOTOpBIX
3MOYMBIIUICHHUKH Pa3HyaloTcsid B 3aBUCHMOCTH OT MX JABMXKYIIUX MOTHUBOB, MOAXOMAT JJIS
BBICOKOYPOBHEBOT'0 aHAJIM3a KOHTEKCTA UCII0JIb30BAHUS KPUIITOCUCTEMBI, OJJHAKO HE IO3BOJISIOT
YCTaHOBUTH 3aBUCHMOCTh BO3MOYKHBIX CIICHAPUEB aTaK OT XapaKTEPUCTUK 3JI0yMBIIIJICHHUKOB.

CymecTByeT 0O0JBIIOE KOJWYECTBO Kiaccu(UKanuii U TakcoHoMuiiatak. Hemocratkom
CXeM, onucaHHbIX B [7.15, 7.17, 7.22, 7.28], saBnsercs To, YTO OHU pa3pabOTaHbI I ONUCAHUS
aTaKk Ha KOMIIBIOTEPHBIE CHUCTEMBI, a OOBEKTOM HAIIEro HCCIEAOBAaHUS sIBISETCA OoJyiee Y3KHi
KJIacc aTak - KpunroaHanutudyeckue ataku. Kmaccuduxanus Kupxrodda [7.14] mo mocrymy k
OTKPBITOMY U 3alIM(POBAHHOMY TEKCTY C TOSBJICHUEM aTak Imo MOOOYHBIM KaHanaMm [7.37] yxe
HE MOXKET CYMTAThCS TIOJTHOI; KpOME TOTO, OHA HE TIO3BOJISIET YUUTHIBATH TAKUE BaXKHBIE (DAKTOPHI,
KaK 00beM He0OXOIMMBIX PECYPCOB, BO3SMOXKHOCTh pacnapajieIMBaHus U T.1.

MaremaTHnueckas MOZI€b YIpo3 0€301MacHOCTH MH(OPMAIIMOHHBIX PECYPCOB

Ha ocHoBe ananu3a cymiecTByOIMX KIacCu()UKAIIMOHHBIX CXEM, IEPEYUCIIEHHBIX BBIIIIE,
HaMU ObLTH pa3paboTaHbl HOBbIE MHOTOKPHUTEPHANIbHBIE KIACCH(PUKAIMU KPUIITOCUCTEM, aTak U
3JIOYMBIIIJIEHHUKOB (CM. puc. 7.3 - 7.5 ). [lanee Mbl mokaxkeM, Kak MPUMEHEHHE pa3pabOTaHHbIX
KJIaccu(pUKaMOHHBIX cxeM A noctpoeHust ABC -MoJienu mo3BosisieT IpoBECTH BCECTOPOHHUM
aHaJIU3 yrpo3 0e30MacHOCTH HMH(OPMAIMOHHBIX PECYPCOB, 3aAIIUILEHHBIX C HCIOJb30BaHUEM
KpUNTOrpauuecKux CpecTB.

myers A € A1 X Ag x . x Ag.

Ao 1=19 .
aTak, THe t( ) MHO)XECTBO 3HAaYeHWH 1-TO TapaMeTpa MOJENIHU aTaKH,
OTIPEICIISAIONIETO TUI aTaKh B COOTBETCTBUU C KPUTEPHUSIMH pa3pabOTaHHOU KiIacCU(UKAIINU.

MHOXCECTBO IapaMETPUUCCKHUX MoJAeaen

1€ ) Y=
Kaxas mozens @ € A TIpe/ICTaBIsAET cO60i BEKTOp lay, az, . ... A9) rpe Ai € - |
AHaNOrM4HO, TapaMeTpHueckas MOJENb 3JIOYMBIIUIEHHUKA 3aJaeTcs B BHJAE BEKTOPa

be B e BC BixByx...x Bg Bj j=1,
ro TapaMeTpa MOJENM 3IO0yMBINUICHHHKA, MOJEIb Kpunrtocucrembr - O S {T rIe

= =y
¢ C () X (—13 X ... X Cg,Cy ("EI 1,6 {}) MHOYK€ECTBO 3Ha4eHHH K-T0 mapameTpa
MOJIEJIM KPUITOCUCTEMBI B COOTBETCTBUM C MHOTOKpUTEpUATIbHON Kilaccupukanuen. 3aMeTumM,
YTO MHOXXECTBA 3HAYEHWH MapaMEeTpOB MOJEIN aTaKH, 3JI0YMBIIUIEHHUKA M KPUITOCUCTEMBI
KOHEYHBI.
[Ipu nanbHeWIEM U3JI0KEHUH AJ11 KPATKOCTH CJIOBO "MOJIENb" IPUMEHUTENBHO K MOJENH
aTaKH, MOJIEJIN 3J0yMBIIIEHHUKA U MOJIENIH KPHUIITOCUCTEMBI Oy/1eM OIyCKaTh.

{J) - MHOXE€CTBO 3HAYCHUH j-
B -
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C xaxaoi arakoil OyaeM CBsI3bIBaTh 3HAUCHHE PUCKA, BEIYUCIISIEMOE 110 OOLIEH3BECTHOM
(dopmyne Ha OCHOBE JBYX (DaKTOpOB - BEPOSATHOCTH HPOMCLIECTBUS M TSXKECTH BO3MOXKHBIX
IIOCJIEICTBHI:

Puck = Bnustnue BeposiTHOCTB

R:Ax Bx(C — [”: l](pyHKumo, 3a1AI0IIYI0  YPOBEHb

—
pHUCKa, CBA3AHHOTO C arakou (I E -:1 B YCJIOBHAX, KOrja OHa MOXET OBITE IIpUMEHCHA

—

O6o3HauuM 4yepes

i 7
snoymemwrerrnkom U € I nng s3noma kpunrocncrems € € O
~f
O X 2 0; 1] -

IycTs I:C 1 — [0:1]. QyHkuMs BiMsAHMA (OT aHrI. impact - BIMSHME,
Bo3zelictBue). [lox BiIMsHMEM MBI OyJI€M MOHMMATh CTEIEHb ymiepba OT NMPUMEHEHUs aTaku
— — ~
aec A k kpunrocucreme C € C,

P:-Bx A— [U: l]_

-
npeanpumer ataky (I € A , T.¢. o0JIaJlaeT pecypcamu JUisi €€ OCYIIECTBICHHUS M COYTET ATY
aTaky IeJIeco00pa3Hoil.

—

HYCTB BCPOATHOCTL TOT'O, YTO 3JIOYMBIIIJICHHUK h E B

R

Torna Gynkuus pucka /L BeIpaXkaeTcs CIELYIOMIUM 00pa3oM:
R(a,b,c) = I(c,a)* P(b,a)

I(c, a)

Onpenenum  GyHKIUIO s 3TOro paccMoTpuM ceMeWcTBO (pyHKuui

I : C, x A, — R,

, » » THE R MHOXECTBO HEOTPHUIIATEIBHBIX JCHCTBUTEIBHBIX
guceln. 3aech QYHKIUS 9/ zanaer YPOBEHb B3aWUMHOTO BIIMSHUS MapaMeTpa KPUNTOCUCTEMBI

9w mapamerpa araxu (U1 :

In(e,a) =0

, €CJIM aTaKa CO 3HAUCHHEM IIapaMETpa a E ‘_1"IJ HEC INpUMCHHMA K

ceC,.

KPHUIITOCUCTEME CO 3HAUCHUECM IMapaMCTpa

0< Igle,a) <1

ceC
, €CIIM 3HAYECHUE MMapaMeTpa KPUIITOCUCTEMBI = I cHIKaeT

a€ Ay,

BCPOATHOCTH YCIICITHOI'O NPUMECHCHHUA aTaKW CO 3HAUCHUECM IapaMETpa
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In(c,a) =1 ceC

, €CIIM 3HAYCHUE IapamMerpa KPUIITOCUCTEMBI /' He BnMseT Ha
IIPUMEHUMOCTD aTaKH C [TapaMeTpoOM a € *'hJ ;
-f’f;fr“'- a) > 1 ceC,
! , €CIIM 3HAYEHHUE NapaMeTpa KPUITOCUCTEMBI !l 'yka3pIBaeT Ha

TO, 4TO aTaKa ¢ mapamerpom ! € Ap IpUMEHUMAa IS €€ B3JIOMA.

Hanpumep, ecnu wccneayeMblid anropuTM IMIHQPPOBAHUS pPEaTU30BaH B ammapaTHOM
00€CIIeYeHNH, 3TO TMOBBIIIACT BEPOATHOCTh MPUMEHEHUS JJIsl B3JIOMa KPUITOCHCTEMBIATAK II0
no0o4HbIM KaHayaM [7.37] (3T0 BHI KpUNTOrpadUUECKUX aTak, UCHOIL3YIONMX WH(OPMAIIUIO,
KOTOpasi MOKET OBITh TMOJy4eHa C YCTPOMCTBAa MIM(PPOBAHHUS W HE SIBISCTCS MPH TOM HU
OTKPBITBIM TEKCTOM, HHU IIUPPTEKCTOM). YPOBEHb B3aWMHOTO BIMSHUS IapaMETPOB
KPHUIITOCHCTEMBI M aTaKU ONPEICIAETCS HA OCHOBE IKCIIEPTHBIX OIICHOK.

EZ [”_r; x A, — l”: ll
Lonlc,a)

Za%f A lyn(§; a)

— — ~
Torma ypoBeHb ymiepba oT mpuMeHeHus ataku (I © A kpunrocucreme C € (
BBIYUCIISIETCS IO CIIEAYIOIIEH (hopMmyIie:

[(C.d) = mm I I Lm 05 )
J

".l'_l 7

O603HauuM uepe3 HOPMHUPOBAHHYIO (YHKIIHIO:

[in(c,a) =

1. o, . ... )
rac aTaKa nu KpHHTOCI/ICTeMa 3aJaHbI napaMeTpaMH { l I (a 2 ”IJ 4
{- ( 15 C 2y ( 6 :I COOTBCTCTBCHHO. 3aMeTI/IM qTo ypOBeHB BIIMSAHHUA BCEX HapaMeTpOB
I(pI/IHTOCI/ICTeMLI Ha HpI/IMeHI/IMOCTB aTakKu C 3aJaHHBIM 3HAUYCHUEM -T'O HapaMeTpa B 3TOI/I (I)OpMy.]'IC

H E“'q* i :'

BBIYMCIIIETCS IO MYJIBTUIUIMKATUBHOMY KPUTEPHUIO: Y l . Ecnin 3Hauenune xots Obl
OJIHOTO M3 MAapaMeTpPOB KPUITOCUCTEMBI MPOTHUBOPEUYUT BO3MOXKHOCTH IPUMEHEHHMs aTaKu, TO
pe3y/IbTaTOM OLEHKH MPUMEHHMOCTH aTakM K KPUIITOCHUCTEME OyJeT HyJIeBO€ 3HaueHHE, YTO
COOTBETCTBYET HYJIEBOMY YPOBHIO yliepOa OT aTaku.

P(b,a)

DOyHKIHs - /', ompenensromias ~ 3aBUCHUMOCTh  MEXKAY  IapaMeTpamu
(ay, aa, . ... (g {_f)|.li}3 ..... be)

byHKIIH I(c,a ] B kauecTBe MITIOCTpAlMK B3aMMOCBSI3M MapaMeTPOB 3JI0YMBIIIICHHUKA U
aTaKy MOKHO MPUBECTH CIEAYIOMINI IPUMEpP: HATMYUE Y TPEANOIaraéMoro B3JIOMIIIKA JOCTYIa
K pacnp€acaC€HHbIM BbIYUCIIUTEIBHBIM peCypCaM IMOBBIIIACT BEPOATHOCTh NPUMCHCHUA METOOA
"rpy0Ooii cuitel" 1, BOOOIIE TOBOPS, JII000M aTakH, JETKO MOAJaroIIeics pacapauleIMBaHHUIO.
Taxum oOpazom, obmias Gopmyna uist orpenesaeHs] YpOBHSI pUCKa, CBA3aHHOTO C aTaKoi

—

aTaK1 U 3JIOYMBIIIJICHHUKA, BBIPAXKACTCA aHAJIOTUYHO

—

ae A B YCIIOBHSIX, KOTJIa 3Ta aTaka MOKET ObITh MPUMEHEHA 3JI0yMBIIICHHUKOM be B
=+ -

JUTS B3JIOMA KPUIITOCHCTEMBI ( e ( , IMEET BHI:

R(a.b. ) = min Lyn(cq, ap) * min I I Py, (b, ap)

h=10 JI‘}

g=1.6 L.(
g — (_T i
Bynem cuntats, uro kpunrtocucrema C © (' monsepxena arake =, B YCIIOBUSIX,

bE B com M@ b.&) >0

KOTJ]a € YrpOKAET 3JI0YMBIIIICHHUK , T.€. CBA3aHHBIN C HEH
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0 € [0;1]

YpOBEHb pI/ICKa'lr ] apnsercs HacTpauBaeMbIM napameTpoM ABC -Monenu yrpo3KpUNTOCHCTEMBI.

YPOBEHb PUCKA MPEBBIIAET 3aJAHHOE MOPOrOBOE 3HAUYCHUE 6 , Tae . JonmycTumsblii

3nauenne 3aJ]aeTCs C YUETOM JBYX KPUTCPHUCB:

KPUTHUYIHOCTH 3aIIUIIACMbBIX TAHHBIX;

BPEMEHHBIX U JAPYTHX PECYPCOB, TOCTYITHBIX CIICIIUATUCTY, KOTOPBIA OCYIIECTBIISICT aAyAUT
CUCTEMBI.

B o6mem ciryyae:

KPUIITOCHCTEMA MOKET BKJIFOUATh HECKOJIBKO MOACHCTEM (HapUMep, TeHEpaTop KITFoUen
U CUMMETPUYHBIMIIU(PPATOP), K KaXKIOH U3 KOTOPBIX TPUMEHHM CBOM HA0Op aTak;

Ha KPUNTOCUCTEMY MOKET HamalaTh HECKOJIBKO 3JI0YMBIIUICHHUKOB.

MHOXeCTBO aTak, KOTOPHIM IOJIBEpP)KEHA KPUIITOCHUCTEMA, COCTOSINAs W3 IMOJCUCTEM

—

— — 214 i — f _ I}

ce( ( ( = ( ), B YCIOBHUAX, KOTJIa €l YrpoKaroT 3JI0YMBIIUICHHUKH be B (
/ — : . )

B C B ), Oymem ompenensitb 1o Qopmyie U.".'.'— B ‘Jf'rf r A, ¢ -l,

r — — [y F— 1 - )
)I"{ b, c) = {” € A 'Ih a, b, F‘] -~ ”} IIpY 3aJaHHOM YpOBHE pucka. Ui OLEeHKHU
3aIUIIEHHOCTH KPUIITOCUCTEMbI HEOOXOAMMO C MCIOJIb30BAaHUEM HMHCTPYMEHTAIbHBIX CPEICTB
OLICHUTH €€ CIIOCOOHOCTh ITPOTUBOCTOSATH aTakaM, BXO/SIIUM B MHOXKECTBO A,

B onucanHOl MaTeMaTHYECKON MOJEIH CAEIaHbl CIEAYIONIUE JOMYILICHUS:

HE YYMUTHIBA€TCS 3aBUCHMOCTh [apaME€TPOB AaTaKu OT COYETAaHHUS [apaMeTpoB
KPUITOCHCTEMBI, XOTS BIMSIHUE Ka)KJI0T0 IapamMeTpa IPUHUMAETCs] BO BHUMAHUE;

HE YYUTBHIBAETCA BO3MOYKHOCTb COBMECTHBIX JACHCTBUH CO CTOPOHBI B3JOMILHUKOB
Pa3IUYHbIX TUIIOB, XOTS MOKHO 33J1aTh MOJI€JIb Hala/IeHUs CO CTOPOHBI OJTHOPOIHOTO KOJUIEKTHBA
3JI0yMBIIUIEHHUKOB.

Ucnpasnenne ABC -Mozmenu ¢ ydeToM YKa3aHHBIX JOIMYIIEHWH HpuBeno Obl K ee
3HAYUTENBHOMY YCJIOKHEHHIO. Bompoc 0 TOM, HacKOJIbKO 3THU JOIYIIEHUS CHUKAIOT TOUYHOCTH
MOJIEJTMPOBAHUS YIpo3 O€30MacHOCTH, MOAJIEKUT JAIbHEUIITUM HCCIIEI0BAHUSM.

Baxxno ormeruth, uTO pazpaboTaHHas KIacCHU(PUKAIMOHHAS CXeMa A1 MOCTPOSHUs
MoJieJlel aTak Ha aNropuTMbI IIU(PPOBaHUs ¢ HEOOIBIIMMHU MOAU(UKAIMSIMYA TPUMEHUMA U IS
MOJIEJIMPOBAHUS aTaK Ha KPUITOIIPOTOKOJIBL. Bo3MoxkHOCTB Henonb3oBanus ABC -moznenu yrpo3
JUTSL KOMIUIEKCHOTO MCCIIEI0BAaHUSI KPUIITOCUCTEMBI SIBJISIETCS BaXKHOM, T.K. BOIIPOC COBMECTHOI'O
(GYHKIIMOHUPOBAHUST KPUMNTOMPOTOKOJIOB U IMIM(PPOB B paMKaxX OJHOW KPUITOCHCTEMBI, Kak
MOKa3aHo B [7.27], 710 cux mop ObLI MaJio U3Y4CH.

OrneHka CTOWKOCTH KpUNTOTpadhuIecKUX CPeICTB K UACHTH(PUIIMPOBAHHBIM yIpO3aM

[locne TOro, kKak BbIJENEH HA0Op aTak, MPEACTaBISIONIUMX HAaWOOJBIIYI0 yrpo3y AJs
3alUIIAEMbIX JaHHBIX, HEOOXOJMMO OLEHHTh CHOCOOHOCTh KPHUIITOCUCTEMBI NMPOTHUBOCTOSATH
ATHM aTaKaM.

bazoit nns nonydyeHus TAKMX OLEHOK MOXKET CIY>KUTh CTaTHUCTHKA B3JIOMa M YCHEIIHbIX
aTak Ha Kpunrocucremsl. Hampumep, m3BecTHO, 4TtO craproBaBmui B 1997 r. Ha caiite
www.distributed.net mpoekT "pacnpenenenHoro B3noma" RC5-64 (6nounoro mudpa KoMmaHuu
RSA, ucrione3yromiero 64-6utHeiii ko) [7.29], B KOTOpoM Ha 100pPOBOJIEHOW OCHOBE TIPUHSIIA
yuactue 6onee 300 ThIcsU monb30BaTenei rmodanbHOM ceTr, ObLT YCHEIIHO 3aBEpIIeH 3a MATh JeT
(1757 nueit) - 3a 310 Bpems Obu10 epedpano 85% Bcero mpoctpancTBa Kitoueh. OHAKO Takas
uH(OpMals, BO-NIEPBbIX, HE BCETAa JOCTYIHA, 4, BO-BTOPHIX, CO BPEMEHEM TEPSET aKTyalbHOCTb,
T.K. TOBBIIIEHNE MPOU3BOJIUTEIHHOCTH BBIYMCIUTEHON TEXHUKH U TOSBJIEHUE HOBBIX BHJIOB
aTak Ha MHUQPHI BeJIET K MOHIKEHUIO CTOMKOCTH M3BECTHBIX KPUIITOTPAPUUECKUX alTOPUTMOB.
Jns mpoBepkM HAAEKHOCTH MIM(POB, HCIOIB3YEMbIX B KPUITOCHUCTEME, CHEIHAIUCTY
HE00X0/1uM HabOp MHCTPYMEHTAIBHBIX CPEACTB, MO3BOJSIONINX OCYIIECTBISATh KPUITOAHAIN3 U
HE TMPEANOoiaraloluMxX y HUCHOJB3YIOUIET0 WX CIeUualrcTa HalIW4yus TIIyOOKHX 3HAaHUN B
IIPOrPaMMUPOBAHUN MJIM 3JIEKTPOTEXHUKE. B KauecTBe mpuMepa MOXKHO MPUBECTH YIIOMSHYThIE
B 1.1.1 aBTOMaTHM3MpOBAaHHBIC CPEACTBA aHAIW3a KPUIITOMPOTOKOJIOB [7.7] WM MPOTOTHUII
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IPOTPAaMMHOT0 KOMIUIEKCA JIJIsl MOJICTIMPOBAHUS aTaK 10 MOOOYHBIM KaHanaM [7.37], onucaHHbIHI
B [7.19]. MouenupoBanue ammapatHoro obecneueHuss B pabore [7.19 ocymiectBisieTcs ¢
ucnonp3oBanueM SystemC [7.2] - si3bIka IPOSKTUPOBAHKS ¥ BepU(DUKAIIMU MOJICIICH CUCTEMHOTO
YPOBHSI, pealn30BaHHOIO B Buae Oubmuorexkn Ha C++ ¢ OTKPBITHIM HCXOJHBIM KojxoMm. Ha
npUMepe MPOTrpaMMHBIX M amllapaTHhIX peanusanuil mmdpaAES mokasaHo, KakuMm o0pa3zom
pa3paOOTaHHBI  MHCTPYMEHT MO3BOJSIET OOHAPY)KUTh  YSI3BUMOCTH B  peallu3alluu
KPUNTOTpapuyecKoro aropuTMa.

Oco0oro BHUMaHHUA 3aCIYKHUBAIOT ACUMMETPHUYHbBIE KPUIITOCHUCTEMbI. DYHKIIMOHATbHbBIE
BO3MOXXHOCTH HMIM(POB C OTKPHITHIM KIFOYOM HCHOIB3YIOTCS B Pa3HOOOPA3HBIX TEXHOJIOTHX, B
yrcie Kotopsix [7.33]:

VYnpasneHue uIeHTUYHOCTBIO;

Hudposas noanuce koja;

JloBepeHHas miatdopMma;

VYnpaiieHue aBTOPCTBOM;

IToctpoenne VPN ;

["apanTHpoBaHHOE YHUUTOKEHUE HH(POPMAIIH;

3ammTa oT GU3NIECKOM Kpaku HOCUTEIST HHPOPMAITUH.

[Ipouecc kpumnrToaHamusa aCUMMETPUYHBIX IU(GPOB COMPSHKEH C PElIeHHEM 3a1ad U3
TEOPUH 4YHCEN H OO0meld anredpsl, T.K. MPAKTHYECKH BCE HCIHOIb3yEeMbIe aJITOPUTMBI
ACUMMETPUYHOU KpuUnTorpadguu OCHOBaHBI mpoOiieMax (QakTOpu3allMd U JUCKPETHOTO
JOTapu(pMHUPOBAHUS B PA3IMUHBIX alreOpandecKux CTPyKTypax. YToOBI ONpenennuTh, MOTYT JIA
MaTeMaTHUYeCKUe 3aJayd TOW WM HMHOM pPa3MEPHOCTH CYUMUTATHCS JOCTATOYHO MPOYHBIM
byHaaMeHTOM JJIsi KpUNTOrpaduyecKux IelNei, CIennaaiucTy TpeOytoTcs MHCTPYMEHTAIbHbBIE
CPEICTBA, TO3BOJSIONIME OLIEHUBATH OBICTPOJCHCTBUE AaITOPUTMOB  (PAKTOpU3ALUU U
JMICKPETHOTO JorapudmupoBanusi. HeoOXoauMo y4uUTHIBaTh, YTO KPHUITOAHATHTHK MOXKET HE
o0nagaTh HaBbIKAMH B 00JaCTM HporpaMMmupoBaHus. Kpome ToOro, BaKHO NpeayCMOTPEThb
BO3MOXKHOCTh pabOTHI TIOJ1 yIpaBjieHueM Hanbosee pactpocrpanernoir OC - MS Windows.

Wtak, BbIIENIUM HAO00Op OCHOBHBIX TpeOOBaHUI K MHCTPYMEHTAIbHBIM CpEICTBAM
KPHUITOAHAJIH3A!

D¢ hexkTUBHOCTh BBIYMCICHUN C JUTMHHBIMU YHUCIIaMHU B MOAYJIIPHOM apu(pMeETUKE;

Hanmame anroputMoB paboThl ¢ pa3peKeHHBIMUA MaTPHUIIAMU;

Hannune anroputmoB co3ianus (pakTopHO 6a3bl, pelera u pa3ioskeHUs] HA MHOKUTEIH;

Y 100¢TBO MOJIK30BATEIBCKOTO UHTEP(DEIica;

Bo3smosxkHocTh cOopku B OC Windows.

Bynem cuuTarth, 4YTO pelIeHHE COOTBETCTBYET ITOCTABICHHOW 3ajade, €ClIH OHO
YJIOBJIETBOPSIET BCEM MEPEUNCIIEHHBIM IATH KPUTEPHUSIM OLIEHKH.

AHanm3 CynecTBYIOIINX MOIX00B

Matematuueckue naketsl Maple [7.36] u Mathematica [7.45] oTiHMuaroTcsi mMpOCTOTOM
KOJIMPOBaHUS aJTOPUTMOB M HE UMEIOT BCTPOCHHBIX OIpaHMUYCHHI HA Pa3psAHOCTH OINEPaHIOB.
Tem He MeHee, MOMHUMO IUIAT(GOPMEHHON 3aBUCUMOCTH OHM O0JIQAAIOT KPUTUYECKUM
HEIOCTATKOM - HU3KOH dPPEKTUBHOCTHIO TEOPETHKO-YHCIOBBIX OMEPAITHii.

Bbicokoil 3 PEeKTUBHOCTH MOXHO JOOUTHCS, MHCIOIb3ysl BCTPOCHHBIE CpEICTBA
HU3KOYPOBHEBOTO S3bIKa MPOTPAMMHPOBAHUS ISl Pa3pabOTKU (QYHKIUH, HEOOXOIUMBIX ISt
uccieoBaHus KpunrocucreM. OJHAKO BaXHO OTMETUTh, YTO peau3alsl MPUMUTHBOB IS
KOHCTPYHUPOBAHHS COBPEMEHHBIX METO/IOB KPHUIITOAHAIN3a aCHMMETPUYHBIX MM (POB OomeprpyeT
qyuciaaMyd B JUIMHHOM apudmetnke. Berpoennble uncnoBble THNB! si3pIkoB C 1 C++ uMmeroT
OTPaHUYCHHYIO Pa3PSTHOCTH:

long: 32 Gura;

long long: 64 Gura;

double: 53 6uta - manTHCCa, 11 OUT - SKCIIOHEHTA;

long double: B 3aBUCHMOCTH OT peaju3aluu si3bIKa MOXKET ObITh ompeneneH kak double
(cM. Boiie) oo kak extended double: 64 6ura - MmanTHCCa, 15 OUT - SKcroHeHTa [7.1].
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B peanmuzanum s3pikoB Ha miardopme . NET orcyrerByer tum extended double: on
JOCTYIEH TOJIbKO HESBHO NPU BBINOJHEHUH MPOMEXKYTOUYHBIX BBIYUCICHUN (Hampumep, rue
YMHOXKEHHE JaeT pe3yibTaT, BBIXOAALIMA 3a Tpeaensl auana3oHa 3HaueHuid double, HO
NOCHeAYIOIIee JIeJICHUEe BO3BpAlllaeT MPOMEXKYTOUHBIM pe3ylbTaT oOpaTHO B 3TOT JIUANa3oH).
Kpome Toro, cymiectByer BCTpoeHHBIM 128-OuTHbIE TN maHHbIxdecimal, mO3BONSFOIINN
MPEJICTaBIISATh 1eJIble YHUCTIa Pa3psiIHOCTBIO 10 96 OUT (B COOTBETCTBUU C Pa3MEPOM MAHTHUCCHI),
OJTHAKO OH PEaJM3yeTcsl B peKUME SMYJIISIIUH, TOCKOJIBKY amapaTHas MoJIep>KKa 3TOT0 TUIIA Ha
CCTOIHSAIIHUI eHb OTCYTCTBYET [7.11].

Java mnopnep:kuBaeT BO3MOXKHOCTH pabOThl € JIMHHBIMU YHCIIaMH W 0OOJagaeT
MEPEHOCUMOCTBIO, OJTHAKO HEJIOCTATKOM SBJIE€TCS HU3Kast 9 (PEeKTUBHOCTD peanu3aluu.

PaccmoTpuM crnenmanu3upoBaHHbIe OMOMMOTEKH (QYHKUMH A7 paboThl € JTUHHON
apuQMETUKON U TEOPETHUKO-YMCIOBBIMH 33/Ja4yaMU, HaXOJAAIIUEeCs B OTKpbITOM goctyme: LIP,
LiDIA, CLN, GMP, NTL.

bubnunoreka anst pabotsl ¢ anuHHON apudmetukoidLIP (Long Integer Package) [7.18]
SBIIICTCS. OJHOM W3 TEpBBIX Takux OmOimoTrek. OHa Oblta paspaborana Ha s3bike ANSIC
U3BECTHBIM crienuanuctoM ApxeHoMm Jlencrpoii (Arjen K. Lenstra) u noanep:xxupaercs [lonom
Jleitmennom (Paul Leyland). [lpu xopomieli nepeHocuMocTH 3Ta OMOIHMoTeKa 001ataeT HU3KOU
s dektuBHOCTHIO. KpoMe TOro, B HEll OTCYTCTBYET MOJAEPKKA BHICOKOYPOBHEBBIX TEOPETHKO-
YHCIIOBBIX QJITOPUTMOB.

bubnunoreka CLN (a Class Library for Numbers) [7.8] peanu3yer snemMeHTapHbIE
apru(MeTHIECKHE, JJOTUYECKHE U TPAHCIEHICHTHBIE (DYHKIIMH. ABTOpaMU OMOIMOTEKH SIBIISTFOTCS
bpyno Xeii6on (Bruno Haible) u Puuapa Kpeken (Richard Kreckel). CLN conep:uT 60mbI1oi
Ha0Op Ki1accoB, peanm3oBaHHBIX Ha C++, B 4aCTHOCTH, KJIACCHI Ui TOAJEPKKHA MOMYISPHON
apuMeTUKH, onepanuii ¢ LeIbIMU, PAMOHAIBHBIMA U KOMIUIEKCHBIMU YHCIIAMH, YUCIIaMHU C
rutaBaronieid 3ansatol. [TockonpKy ynciaoBas OnbImMoTeKa 3aJyMbIBaIach Kak YHUBEpPCAIbHAS, ITO
NPUBEJIO K €€ OTPAHNYECHHON MPUMEHUMOCTH ISl PEIIEHHUs Y3KOCTIeIMaIUu3UPOBAHHBIX 3a/1a4.

bubmmoreka TeopeTnko-uncioBsix anroputmoB LiDIA [7.16], mpennoxennas Tomacom
[Tamanukonay (Thomas Papanikolau, Technical University of Darmstadt), nanucana Ha
C++,moaaepKuBaeT pa3ivyuHble NakeTsl 1 padoTsl ¢ nenbimMu yucnamu ( GMP, CLN, LIP ) u
XapaKTepu3yeTcss BBICOKOI((EKTUBHBIMU peANN3alUsAMU TUIIOB JIAHHBIX C YBEIMYEHHOMH
TOYHOCTBIO M QJITOPHUTMOB C OOJIBIIION BPEMEHHOH CIOXHOCTBIO. HemocraTtkom OMOMMOTEKH
LiDIA sBnseTcss HEBO3MOXHOCTb COOPKM B OIEPallMOHHBIX cucteMax Windows, 4To OYeHb
CYILIECTBEHHO B CBSI3U C IIMPOKUM HCHOJIb30BaHUEM MPOIYKTOB Microsoft 1 HE0OX0IMMOCTHIO
IPOBEPKU UX 3aLIUIEHHOCTH.

[Tpu pazpaborke GMP ( GNU Multiple Precision arithmetic library ) [7.12] 6b11 cnenan
yInop Ha CKOpocTb. D(P(EeKTUBHOCTh OT MCIOJIb30BAHUS OUOIMOTEKH TEOPETHUKO-YUCIOBBIX
anroputMoB  GMP pacter mnpu yBenuueHUW paspsAHOCTHONEpaHIoB. YacTb (yHKUIUN
peanu3oBaHa Ha s3bike C, yacTh - Ha accemOnepe. ABTopoM siBisieTcs TopOxxopa I'panmang
(Torbjord Granlund). [Tomumo HecoBmecTumocTH ¢ tuiargopmoit Windows, Hemoctatkom GMP
SBIISIETCS OTCYTCTBHE AJITOPUTMOB (popMupoBaHUs (haKTOpHOU 0a3bl, Pa3IOKEHHU HA MHOXKHUTEIH
U psifia JPYTruX, HEOOXOMUMBIX IS PeaTn3aliyd COBPEMEHHBIX METOI0B KPUIITOAHATTH3A.

Tabnuvua 7.1. CpaBHUTENbHBIN aHANU3 NPOrPaMMHbIX PELLEHUI ANS PeLleHMs 3a4a4 KpUNToaHaAM3a
PeweHune

Mathematica LIP CLN LiDIA GMP NTL KPUMNTO
Kputepumn oueHKun

3¢ PEKTUBHOCTb BbIMUCAEHUN - - - + + + +

Bo3moskHocTb cbopkm B OC Windows + + + - - + +
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Hannune anroputmoB paboTbl C - - - + + - +
pa3pesKeHHbIMM MaTPULLAMM

Hannune anroputmoB co3gaHus - - - + - - +
daKTOpHOI 6a3bl, pelieTa u
Pa3NIoKEeHUA Ha MHOXUTENN

Y006cTBO N01b30BaTENBLCKOTO + - = - - - +
nHTepdelica

N3BectHas maremarndeckas oudimoreka 6ubmuoreka NTL (a Library for doing Number
Theory) [7.20] paspab6orana Bukropom Illaymom (Victor Shoup) mis HOAmEpKKH TEOPETHUKO-
YUCIOBBIX alropuTMoB. @OYHKIMH, peaau3oBaHHble Ha s3blke  CH++,xapaKTepu3yroTcs
HEPEHOCUMOCThI0. BOIMOTEKY MOXKHO HCNOIb30BaTh cCOBMECTHO ¢ GMP B 1ensX MmoBbIIEHUS
spdextuBHOCTH. NTL wnMeer OONBIIOE KOJMYECTBO MPEHMYIIECTB IO CPaBHEHUIO C
pPacCMOTPEHHbIMM aHajloramu (cM. Taba. 7.1), oAHAKO A pelleHUs MOCTABICHHON 3a1a4yu
peann3oBaHHbIX B OuOnnoreke NTL anroputmMoB HenocrarouHo. Kpome toro, mist ee
UCIOJNb30BaHUSI B  KPUNTOAHAJIM3€  CHELMAIMCT JOJDKeH oO0najgarh  KBaaudukanuen
[IPOrpaMMHUCTA.

Kak BuaHo u3 Tabm. 7.1, HM OIHO U3 PACCMOTPEHHBIX PEIICHHH HE YIOBJIETBOPSET
OJIHOBPEMEHHO BCEM IIATH YCTaHOBJIEHHBIM KPUTEPUSIM.

HHCcTpyMeHTalbHbIE CPEe/ICTBA KPUIITOAHAIN3a ACUMMETPUYHBIX MIHU(POB

JUJ1st OLIEHKH CTOWKOCTH KPUIITOCUCTEM aHAJTUTHKY HEOOXO MM HHCTPYMEHT, 3P PEeKTHBHO
paboTarouyii ¢ TEOPEeTUKO-YUCIOBBIMU 3a7ayaMu, 0oOJaJarolluii MPOCThIM MOJIb30BATEIbCKUM
uHTepdeiicom U Jerko pacmupsieMblit. [IporoTun Takoro cpencTsa A KpUNTOAHATIN3a CUCTEM C
OTKPBITBIM KJIIOYOM pEaJM30BaH B BHJE MPOrpaMMHOr0 Komiuiekca "HMHcTpymeHTanbHBIE
CpeACTBa KpUNITOAHAIIN3a aCHMMETPHYHBIX K (ppoB" (0603HaueHue B Tabnuie - KPUIITO) [7.31,
7.32]. Ilporpammusblii kommiekc coctoutr u3 Oubmmoreku KOHCTPYKTOP, xitouaroreit
HEOOXOIUMbIE NPUMUTHUBBI AJII KOHCTPYHPOBAHHS COBPEMEHHBIX METOJOB KPUITOAHAIM3a
acuMMeTpu4HbIX mHdpos, u npunoxenuss AHAJIMTUK, nmeromiero rpapuueckuit nuurepgdeiic
M0JIb30BATENS Ui JIOCTyIa alropuTMaM (pakTOpU3aluu U JUCKPETHOIO JIOTapu(MHUpPOBaHUS C
ucnonb3oBanueM Qynkuuil O6ubmuorekn KOHCTPVYKTOP. bu6muoreka KOHCTPYKTOP
HanucaHa Ha s3blke CH++ M COAEPKUT KOMIIOHEHTHI, PEeaM3yIOLIUe CIEAYIOIUe OCHOBHBIE
byHKIMN:

JluckpeTHoe Torapu(pMUpPOBaHUE;

daxTopuzanus LENbIX YUCEI,

TectupoBanue ymcen Ha MPOCTOTY;

Pemenue cucrem JIMHENHBIX YpaBHEHHH B KOJIbL[AX BHIYETOB M KOHEUHBIX MOJISX.

JIsi BBITIOJTHEHUST OmMepariii ¢ JUIMHHBIMU YHCIIaMU HCToJb30BaHa OmoOmmoreka NTL.
Breibop 06a3oBoit OuOnMMOTEKH, OOYCIHOBIEHHBIM €€ (QYHKIMOHAIBHOCTHIO, CKOPOCTHIO,
KOMITAKTHOCTBIO (MCXOAHBIA KOJ 3aHUMaeT 4yTh Oonee 600 Kumo0alT) M MEPEHOCUMOCTHIO,
MO3BOJIUI  MOJNYYUTh O()QPEKTUBHBIE peaau3aluu IEePEUHCICHHBIX TEOPETHKO-YHCIOBBIX
aIropuT™MoB. B HacTosimiel pabote Mbl He OyJeM NMPUBOAMUTH IOJIHOE CpaBHEHHE OMOIMOTEKH
KOHCTPYKTOP c¢ ananoramu; 3aMe€THUM JIMIb, YTO €CJIM HA PEUICHUE 3aJa4yd JTUCKPETHOIO
JorapupMHUPOBAHUS PA3MEPHOCTHIO 55 OUT ¢ UCTIOIB30BaHUEM cHCcTeMBbl Maple yxoauT nmopsiaka
8 wacoB, TOo paspaboranHbli TporpamMmHbId KoMiuiekc KPUIITO moszBonser 3a 10 mMuHyT
BBIYUCIIUTH AUCKPETHBIN JorapuM B nosie pa3psaaHocTbio 80 OUT (MCHBITaHUS TPOBOAMUIIMCH Ha
KOMITBIOTEpPE CO CIICAYIOIIUMHU alapaTHBIMKU XapakTepucTukamu: mporeccop Intel Pentium 1V
3,20GHz, O3V 1I'0).

PacueT >3 peKTUBHOCTH KalMUTaIbHBIX BIOXKEHUH B UCIOJIb30BAHUE KPUNTOrPahUIECKUX
CpEICTB
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OneHKr BEpOSTHOCTH B3JI0Ma KPUIITOCHUCTEMBI 33 OINpPEAEICHHBIM MEPUOJ MO3BOJSIOT
onpenenuts cokpamenue pucka HC/I k JaHHBIM OT UCIIOJIB30BaHUs KPUIITOCUCTEMBI, HAIIPUMED,
3a 1-ii rox - Ha 95%, 3a 2-1 rox - Ha 70%, 3a 3-i1 rox - Ha 35%. IIpu HanM4YMKM JOCTOBEPHBIX
OILICHOK 00beMa MOTeph OT pealn3aliui yrpo3 HapyluIeHUs] KOH(PUIEHIUAIbHOCTH, IIEJIOCTHOCTH
WIM JOCTYIHOCTH 3aILUIIAEMBIX JTaHHBIX MOXHO MOJIYYUTh MaTEMaTHUECKUE OKUAAHUS [10TEPh
U HCIONb30BaTh WX Ui ompezeneHuss 3(PQPEeKTUBHOCTH KPUNTOCHUCTEMBI C ISKOHOMHYECKUX
ITO3ULIMM.

AHanu3 CymecTBYHOIIMX MOAX00B

B Hacrosiiee Bpems HET €IMHBIX CTaHAapTOB, No3BosisAromux oueHuts CK3U ¢
SKOHOMMYECKUX TO3MULUNA, TO3TOMY J000 M3 pa3paOOTaHHBIX METOAOB 3aCiIy’KMBAeT
OTJIEIIBHOI'O PACCMOTPEHHUS C BBISIBICHUEM €r0 IOJOKUTENbHBIX U OTPULATENIbHBIX CTOPOH, a
TaK)Ke CpPaBHEHMsI €ro C APYTMMU IPEICTaBUTEISIMU 3TOTO Kiacca. B Tabn. 7.2 mpeacraBieHb
pe3yIbTaThl CPABHUTEIFHOTO aHATN3a METOI0B OIICHKH A(PPEKTUBHOCTH MHBECTUIIUI B CPECTBA
obecnieuenus Mb. Ha ocHOBaHMU pe3ynbTaToB ObLI CAENAH BBIBOJI, YTO ONTHMAIBHBIM SBISETCS
METO/T TMCKOHTUPOBAHUS JICHE)KHBIX MTOTOKOB [ 7.42], IO3BOJISAIONINI IMOTYIHTh HanOO0JIee TIOTHOE
MPEJICTAaBICHUE O IEeIeCOOOPA3HOCTH KAlMUTAIbHBIX BJIOXKEHUH, XOTS W TPEOYIOIIHI MHOTO
BPEMEHM U YCUJIUH Ha pacueT SKOHOMUYECKHUX MTOKa3aTeseH.

Metoauka [OUCKOHTHUPOBAHUS JEHEXKHBIX TOTOKOB TpU OlEHKe d(PeKkTHBHOCTU
unBectunuii B CK31

Ornpenenum JeHEXKHbIE TIOTOKHU, CBA3aHHbIE ¢ ucnoybzoBanueM CK3U, 3a nepuon { (roet
=0,1,2.... T - mepuonsl, T - rOpu30HT pacuera).

Profit, . .

C szamumaeMoil HHpOpPMANMEH CBS3aHbl 3HAYCHHUS JI0XOJ1a e

6 J’_.If)."l'.‘"ilr HC
HCIIOJIB30BAHUA W YHIECpOa oT I[ B TCUCHUC YKA3dHHOI'O IMPOMCIKYTKa BPCMCHU t.

3arpatsl Cost, Ha puoOpeTeHne, ycTaHoBKY U dkcruryaranuio CK3U moryT ObITh onpeieneHb
oueHb TOYHO. IIycTh pe3ynbTaThl OLIEHKH CIIOCOOHOCTH KPUITOCUCTEMBI IPOTUBOCTOSITH aTakam
MOKa3aJiy, YTO B t-M MEPUO/JIe 370YMBIIUIEHHUK MOJYYUT JTOCTYI K 3allUIIaeMoi nH(pOopMaIuu ¢

BepOHTHOCTbIO f)'l . Tor,ua MATEMATHUYECKOEC OXHUIAAaHHUEC J0XO0da I , CBJA3aHHOIo ¢
ucrnosb3oBanueM oneHnBaemoir CK3U, Beruuncisiercst mo gpopmyiie:

R; = —Clost; + Profit; * (1 — P) — Loss; * P,

Ha OCHOBAHHUU O3TUX OAHHBIX O HpI/ITOKaX 1 OTTOKAaX ACHECKHBIX Cpe,[[CTB BBIUHUCIAKOTCA
(MHAHCOBO-DKOHOMHYECKHE TIOKa3aTeln Y(PPEKTUBHOCTH WHBECTHIUH B KPHUIITOCHCTEMY U
JCIIAaTCA BBIBOABI O €€ COOTBECTCTBUHU HOTpe6HOCTHM OpraHI/I?»aL[I/H/I.

Tabanua 7.2. CpaBHUTENbHLIN aHA/IN3 METOAO0B OLLEHKN 3PDEKTUBHOCTU MHBECTULLUIN B CPeACTBa
obecnevyenua Nb

MeToanKa oueHKH MNpenmyliecrsa Hepoctatku
KoadoduumeHT Bo3BpaTa MoKasaTtenb, MOHATHbIV GUHAHCUCTAM. OTcyTCTBME AOCTOBEPHBIX
WHBECTULMI MEeTOZL,0B pacyeTta B
obnactu UT. "CtaTnuHbIN"
noKasaresb.
CoBOKyMHas CTOMMOCTb Mo3BoAAET OUEHUTb Lie1IecoobpasHOCTb He yunTbiBaeT KauyecTBo
BNafEeHUA peannsaunm NPoeKTa Ha OCHOBaHUK cuctembl 6€30MacHOCTY.
OLLEHKW TO/IbKO 3aTpaT. Mpeanonaraet "CTaTMuHbIN" NOKaszaTenb.
OLLEHKY 3aTpaT Ha Pa3/INYHbIX 3Tanax MokasaTtenb, cneumduyHbIn
BCEro XKM3HEHHOrOo LIMK/IA CUCTEMDbI. ansa nT.
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lCl,l/ICKOHTl/‘IpOBE:IHHbIe MNokasatens, NOHATHbIN d)MHaHCMCTaM. CnoxHocTb pacyeTta.

nokasaTtenu YUnTbiBaET 3aBUCMMOCTb MOTOKA

adpPeKTMBHOCTM OEHEeXHbIX CpeacTB OT BpEMEHU.

NHBECTULMIA YunTbiBaET BCE NMOTOKM AEHEKHbIX
CpepacTs, CBA3aHHbIe C peannsauuen
npoeKTa.

Kparkue utoru

BrInosiHeH aHanu3 CyIEeCTBYIOIIMX METOAOB U CPEJICTB OLEHKN KPUIITOCUCTEM, IIOKA3aHbI
ux Hemoctatku. OMNHUCAaHBl 3Tanbl KOMIUIEKCHOTO TIpolecca OIeHKH 3(dexTuBHOCTH
KpUNTOrpauueckux  CpeAcTB.  PaccMOTpeHBl ~ MHOTOKpPUTEpHAJbHbIE  KiIACCH(UKALUU
KPUIITOCUCTEM, aTaK M 3J0yMBIIUIEHHUKOB, IIOJIO)KEHHBIE B OCHOBY MX IapaMETPUYECKHX
mozenell. Onucana MareMaTuyeckas MoJIeNbyrpo3 0e30MacHOCTH HH(POPMALIMOHHBIX PECYPCOB,
3amuuieHHbIX ¢ ucnonb3zoBanueM CK3U. IlpoBeneH cpaBHUTENbHBIM aHaIM3 MPOrPaMMHBIX
CPEZCTB, MO3BOJIIONIUX PELIaTh 3314 KPUITOAHAIN3a aCUMMETPUYHBIX HIM(POB, OKA3aHbI UX
IpeuMyllecTBa U HeJocTaTku. [loka3aHbl IpeuMyIiecTBa U HEOCTATKH CYLIECTBYIOIIUX METO/IOB
o0OCHOBaHMsA MHBECTUIMH B cpexactBa obOecnedeHuss Wb. Beigenen Habop ¢uHaHCOBO-
HYKOHOMHYECKHUX TMoKa3zarenei i oneHkn dppextuBHOCTH CK3U ¢ SKOHOMHUYECKUX MO3UIIUH.
[IpenyioskeHa MeTOAMKA JAMCKOHTHPOBAHUS JEHEXHBIX IMOTOKOB NpH OLEHKe 3((HEKTUBHOCTU
unBectumii B CK3U.

Oo0opynoBanne U MaTepuasbl

Anbt Pabouas cranums 10

Anpr Pabouyas crannusa K

AT «CepBep»

ITakeT opucubIx nporpamm - P7-Oduc

AWIN|F-

Yka3anus mo TexHuke 0e30ImacHOCTH

Ilepen nHauyamoMm paOoOTHI clieayeT YOEOUTbCS B MCIPABHOCTU AJIEKTPONPOBOJIKH,
BBIKJIIOYATENIEH, MITENCEIbHBIX PO3ETOK, IPU MOMOIIM KOTOPBIX 00OpYyJOBaHHE BKIIIOUAETCS B
CeTb, HAJTMYMU 3a3€MJIEHUS] KOMITBIOTEPA, €r0 PA0OTOCIIOCOOHOCTH.

JUisi CHWKEHWsT WM TIPENOTBpAICHHs] BIUSHHS OIACHBIX W BPEAHBIX (PaKTOPOB
HE00X0MMO CoOMI0/IaTh CAaHUTApHBIE MpaBUJa U HOPMBI, TMTHEHHYECKHE TpeOOBaHUS K
MEPCOHAIBHBIM 3JIEKTPOHHO-BBIYMCIUTENBHBIM MallIMHAM.

Bo wuszbexxaHue MOBpeXIEHUS H30JALUUM TPOBOJOB U BO3HUKHOBEHUS KOPOTKHMX
3aMbIKaHUN HE pa3pellaercs: BellaTh YTO-IM0O0 Ha MPOBOJA, 3aKpalllMBaTh U OCNUTH IIHYPHI U
IPOBOJIA, 3aKJIa/JbIBaTh MPOBOJA U IIHYPHI 32 Ta30BbIe M BOJONPOBOAHbBIE TPYObI, 3a OaTapen
OTONUTENIbHON CHCTEMBbI, BBIIEPTUMBaTh IITENCENbHYI0 BWIKY M3 PO3ETKH 3a IIHYp, YCUIIHE
JIOJKHO OBITH MPHIIOKEHO K KOPITYCY BUJIKH.

Jli MCKITIOUEHHUS TOPaKeHUs JIEKTPUUECKUM TOKOM 3alpeliaeTcs: 4acTo BKIOYaTh U
BBIKJIFOYATh KOMITbIOTEp 0€3 HeoOXOAMMOCTH, MpPUKACAaTbCs K IKPaHy M K THUIBHOH CTOpPOHE
0JIOKOB KOMIIbIOTEpA, paboTaTh Ha CPEICTBAaX BBIYUCIUTEIBHOW TEXHUKH M TNepUPEpUHOM
000pyJIOBaHUM MOKPBIMH pyKaMH, paboTaTb Ha CpEJICTBaX BBIYMCIUTEIBHOM TEXHUKH U
nepudepuitHoM 000pPYJOBaHUM, HWMEIOLIUX HAPYUIEHHUS IIEJIOCTHOCTH KOpIlyca, HapyLICHHS
U30JIIUM  TIPOBOJIOB, HEUCHPABHYIO WHAWKALMIO BKIIOYEHUS TMMTaHUS, C MpU3HAKaMHU
AIIEKTPUYECKOT0 HAMPSOKEHHUs] Ha KOpIyce, KJIACTh Ha CPEJCTBA BBIUMCIUTENBbHOM TEXHUKU U
nepupepuitHoM 000pyOBaHUHU TOCTOPOHHHUE TPEAMETHI.

3ampemiaercs  HOJ — HampsDKEHUWEM  O4MIaTh  OT  MBUIM M 3arpsA3HEHus
AIIEKTPOOOOPYTIOBAHHE.
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Bo nzbexxanue nmopakeHus JIEKTPHUECKUM TOKOM, TIPH MOJIb30BAaHUH SJIEKTPOIPUOOpaMu
HENlb3sl KacaTbCsd OJHOBPEMEHHO KaKUX-JIMOO TpyOOIpoOBOMOB, Oarapeil  OTOILICHMS,
METAIIMYECKUX KOHCTPYKIUI, COEIMHEHHBIX C 3€MJIEH.

ITocne oxoHuaHust pabOTBI HEOOXOIUMO OOECTOYMUTH BCE CPEACTBA BBIYMCIUTEIbHON
TEXHUKH U nepudepuitHoe obopynoBaHue. B ciyuae HempepbIBHOTO Y4eOHOro Iporecca
HE00XO0IMMO OCTAaBUTh BKJIIOUEHHBIMH TOJIBKO HEOOXOAMMOE 000py10BaHHE.

3ajanus npakTHYeCKoi padoThl 3

1. U3yunTs npearaeMplii TEOPETUUECKUIM MaTepHall.

2. OuneHuTb HKOHOMHMYECKMH 3((EeKT NPUMEHEHHUsS HHCTPYMEHTOB IEPCOHAIBHOM
KnbepOe30macHOCTH. PaccMOTpeTh 3aluTy NepCOHAIBHOTO KOMITBIOTEPa, HOYTOYKa U cMapThoHa

3. CocTaBuTh TAOJIUILy CPABHUTEIIBHOTO aHAJIN3a SKOHOMHUYECKOTr0 3 PeKTa IPUMEHEHUS
MHCTPYMEHTOB TIEPCOHAIBHON KnbepOe3onacHocTH. OIEHUTh COOTHOLIICHHUE IIeHa/Ka4eCTBO.

4. OdopmMuThb OTUET IO MpakTHYeckod padore. [IpeacTaBUTh OTYET MO MPAKTHYECKOH
pabote J1s 3alTUTHI.

BapuaHTbl HHAUBUAYAJIBHBIX 32 IaHUH

B cooTBercTBHM € MOTYy4YEHHBIM 3aJjaHuEeM C(HOPMUPOBATH PEIICHUE U JaTh €r0 OMHCaHUE
CO CKPUHIIIOTaMHU BBIIIOJIHEHHBIX JACHCTBUH.

OneHuTh HSKOHOMHYECKHUH d3(PPEKT NpUMEHEHHs] HWHCTPYMEHTOB IEPCOHAIBHON
kubepOe3onacHocTU. PaccMOTpeTh 3a1uTy NepcoHaIbHOr0 KOMIBIOTEPA, HOYTOYKa U cMapT(doHa
B tabymie 1 nmpuBeacHBI BUABI CTAHKOB C MTapaMeTpamMH.

Tabmuna 3.1 - [lepedeHb 0OBEKTOB 3aNTUTHI

No  |OOBEKT 3alTUTHI O651acTh 3aIIUTHI
1 CTyZIeHT yHUBEpPCUTETA HoytOyk, cmaptdoH, cpeacTnal
CBSI3U
2 IT-cneunanucr Ha  ynaneHHoM[IepcoHanbHBIN KOMIIBIOTED,
ToCTyIIe HOYTOYK, cMapT(doH, CcpeacTBa
CBSI3U
3 Moneparop  uHpopManmoHHorollepcoHanbHBbIM KOMIIBIOTED,
pecypca HOYTOyK, cMapT(doH, CpelacTBa]
CBSI3U
4 Cnuu-paiitep HoytOyk, cMapTdoH, cpencrsa
CBSI3U
9) biorep HoytOyk, cMapTdoH, cpencrsa
CBSI3U
6 [ xonbHUK HoytOyk, cMapTdoH, cpencrsa
CBSI3U
7 Menempkep cpenHero 3BeHa HallepcoHalbHBIN KOMITBIOTED,
YIQJIEHHOM JIOCTYIIe HOYTOYK, cMapT(doH, CcpeacTa
CBSI3U
8 CrenuanicT 1o aHaiau3y AaHHbIX[lepcoHaIbHBIN KOMITBIOTED,
Ha yIaJl€HHOM JO0CTYyIIe HOYTOYK, cMapT(doH, CcpeacTa
CBSI3U
0 Pa3paboTunk CalTOB Hall lepcoHanbHBIN KOMIIBIOTED,
yIQJIEHHOM JOCTYIIe HOYTOyK, cMapTdoH, CpeacTBa]
CBSI3U
10 [Iporpammuct Ha  ynaneHHom|llepcoHaNbHBIHI KOMIIBIOTED,
oCTyIIe HOYTOYK, cMapT(]oH, CcpeacTBa
CBSI3U
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Conep:xanue oT4yeTa

[To BeIOTHEHHOI paboTe cocTaBisieTcst 0T4eT. OTUET BBIMOIHSACTCS B 3JICKTPOHHOM BUJIC.
[To BBIMOJIHEHHOMY OTYETY MPOBOAUTCS 3aAIIUTA MPAKTHYECKON PaOOTHI.

OTuer 1O NPaKTUYECKOH paboTe IOMKEH COCTOSATh W3 CICAYIONIMX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYJIbHBIH JIUCT;

- BBOJIHAsI 4aCTh;

- OCHOBHAas 4acTh (omucaHue paboThl);

- 3aKJII0YEHHE (BBIBOBI).

BBojHas 4acTh OTYeTa TOJDKHA BKIIFOYATh ITYHKTHI:

- YCIIOBHE 33]1auH;

- TOPSIOK BBITTOJIHEHHS.

- IPOrpaMMHO-aINapaTHBIE CPENICTBA, UCIIOIB3yEMbIEC IPU BHIOJIHEHHH PAOOTHI.

3amuTa OT4YeTa 1o MPaKTUYECKOi paboTe 3aKII04YaeTcsl B IPEAbIBICHUH TPEI01aBaTeI0
MOJIYYEHHBIX PE3yJIbTaTOB B BUAE (aiiyia U IEMOHCTPALIMH MTOJTyYCHHBIX HABBIKOB ITPH OTBETAaX Ha
BOIIPOCHI ITPETIOIaBaTEelIs.

KOHTpOJIbeIe BOIIPOCHI

1. Onenka cpeacTB KPUMTO3AIIHUTHI.

2. DKOHOMHYECKOC OOOCHOBAaHHE pACXOJIOB Ha oOOecCredeHHue IepPCOHATLHOM
KrOepOE30MacHOCTH.

3.  OOocHOBaHHBIF BBIOOp MEp H  CPEICTB  OOECIEYCHUS  NEPCOHATBHOMN
KrOepOe30MacHOCTH.

4. TlpenmyIiecTBa U HEJOCTATKU CYIIECTBYIOIINX METOJAOB 0OOCHOBAHMS HHBECTHUIIMA B
cpencTBa o0ecrieueHus NepcoHaIbHON KubepOe30macHOCTH.

Cnucok JinTeparypsbl, peKOMEHIyeMblii K HCI0JIb30BAHMIO 110 TAaHHOH TeMe

Ilepeyenb 0CHOBHOI1 TUTEPATYyPBHI

1. Ilerpenko B.M. 3ammra nepcoHalbHBIX AAaHHBIX B HMH(OPMAIMOHHBIX CHCTEMax
[DnexTponHbIi pecypc]: yueoHoe nocodue / B.U. Tletpenko. — DneKTpoOH. TEKCTOBHIE JIAHHBIE.
— Crasponoinb: CeBepo-Kaska3zckuii penepanbuelii yausepcurert, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctymna: http://www.iprbookshop.ru/66023.html.

2. MaxkapoB A.M. Opranu3zaniys 3aiuThl IEPCOHANBHBIX TaHHBIX [DNEKTPOHHBIN pecypc]
: mabopaTopHbIit mpakTuKkyM / A.M. Maxkapos, 1.B. Kanubepna, K.O. bongapenko. — D1eKTpoH.
TekcToBble aHHble. — CtaBponousb: CeBepo-KaBkasckuil Gpenepanbubiil ynusepcuter, 2015, —
92 c. — 2227-8397. — Pexxum nocryma: http://www.iprbookshop.ru/62971.html

Ilepedyenn 1OMOJHUTENBHOM JTUTEPATYPHI:

1. Ckpunnuk JI.A. OGecnieueHue 6€30MaCHOCTH MEPCOHANBHBIX JTaHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CKpUIHUK. — DJIEKTPOH. TEKCTOBbIe JaHHble. — M. : VIHTepHeT-YHUBEpCUTET
Nudopmannonnsix Texnomoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexum nocryma:
http://www.iprbookshop.ru/52153.html.

2. CaBenbeB A.M. HayuHo-mipakTH4YeCKHiA TOCTaTeHHBIN KOMMeHTapuii k denepanrbHOMY
3akoHy «O MepCOHAIBHBIX NAaHHBIX» [DnekTpoHHbI pecypc] / A.M. CaBenbeB. — DIEKTpOH.
TeKkcToBbIe aHHble. — M.: Ctaryt, 2017. — 320 c. — 978-5-8354-1365-2. — Pexwum jgocTyma:
http://www.iprbookshop.ru/65895.html.

IIpakTuyeckas padora 4. UHCTpyMeHTHI OPraHU3aluy MepPCcOHAIbHOI KuOepHe30nacHoCTH

Henap padorsi: Hayuntbes MCHONb30BaTh MHCTPYMEHTHI OpPraHU3ALUU IEPCOHAIBHOU
KrOepOe30macHOCTH.
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TeopeTuyeckas 4acTb

HNHCcTpYyMEHTHI OPraHu3aliy NepcoOHAJIbHOM KNOep0e30nacHOCTH

Kpunroanropurmsl ¢ CEKpETHBIM KIIIOUOM

Wnes, nexamias B OCHOBE OOJBIIMHCTBA UTEPALMOHHBIX OJIOUHBIX HIM(POB, COCTOUT B
NOCTPOCHUH KPHUNTOTPa(PUUECKH CTOWKOM CHCTEMBI IYTEM IOCIEeI0BATEIbHOIO HMPUMEHEHUS
OTHOCHUTEJIBHO TMPOCThIX Kpuntorpapuueckux npeodpazoBaHuil. I[IpuHIMII MHOropazoBoro
mudpoBaHUs C TOMOIIBI0 TPOCTHIX KpUOTOrpapuuecKkux mnpeoOpa3oBaHuil ObLI BIEpBBIC
npeioxkeH lllenHoHom B pabote [5.1]: OH Hcmonb30Bal C 3TOM LENbIO IIpeoOpa3oBaHUs
NEPECTaHOBKM M MOJCTaHOBKU. IlepBoe M3 3TUX MpeoOpa3oBaHUil MepecTaBiseT OTACIbHBIC
CHUMBOJIBI ITpe0Opa3yeMoro HHPOPMALMOHHOT0 OJI0KA, a BTOPOE - 3aMEHSET KaX/Iblii CUMBOJI (WK
TPYIIy CUMBOJIOB) U3 MPe0OpazyeMoro nH(HOPMAIIMOHHOTO OJI0Ka APYTrMM CUMBOJIOM M3 TOTO XK€
asipaBuTa (COOTBETCTBEHHO IPYIIOI CHMBOJIOB TOT'O JK€ pa3Mepa U U3 TOro xe ajidaButa). Y3isbl,
peau3yrolie 3TH MpeoOpa3oBaHUs, HAa3bIBAIOTCS, COOTBETCTBEHHO, P-Omokamu ( P-box,
permutation box ) u S-6;10kamu ( S-box, substitution box ).

B 1973-74 rr. Hammonamsnoe bropo Cranmapro CIIIA ( NBS ) omyGiumkoBaio
JIOKYMEHTBI, cofiepKaliie TpeOOBaHUS K KPUNTOrpaguueckoMy alropuTMmy, KOTOPbIH MOT Obl
OBITh MPHUHAT B KayecTBE CTaHAapTa IM(POBAaHUS NAHHBIX B TOCYIAPCTBEHHBIX M YACTHBIX
yupexaeHusx. B 1976 r. B kauecTBe TakoBOro CTaHJapTa ObLT YTBEP)KICH aITOPUTM,
paspabotanusiii ¢pupmoit IBM. B 1977 r. atoT cranmapt Obul OQHUIIMAIBHO OIYOJMKOBAH U
BCTYITUII B cUITy Kak (eaepanbblil crannapt CIHA s mmpposanus ganueix - Data Encryption
Standard wnu cokpamenno DES [5.2].

B camom cxemarnunom Buume DES mpencraBiser coboit 16-1TMKIIOBON MTEpAIIMOHHBIN
6mounsiii mdp. DES paboraer ¢ 6mokamMu TaHHBIX Pa3psSAHOCTBIO 64 OHWTa C UITOJIb30BaHHEM 56-
paspsaaHoro kitova. [Ipumensemsie mpeoOpa3oBaHus - MOPA3PSAHOE CIOKEHHUE 110 MOIYJIIO JIBa,
MIOJICTAHOBKM U TIEPECTAHOBKH. ANTOPUTM BBIPAOOTKH 48-OMTOBBIX IMKIOBBIX KIOUEH U3 56-
OMTOBOIrO KIIHOYAa CHUCTEMBbI U sl peoOpa3oBaHUM ciyXaT Juis obecredyeHus: HeoOXOIUMOro
NepeMelInBaHus U paccerBaHUs InepepadaTrbiBaeMoil nHGopMaluu, onHako npu aHanuze DES
Yale BCEr0 UrParoT HE CaMyl0 CYLIECTBEHHYIO POJIb.

B 1999 r. na xondepenuu, opranuzoBanHoii RSA, xommnanus Electronic Frontier
Foundation B3nomana kmou DES menee uem 3a 24 uvaca. Oxnoit u3 3amen DES, nomyunsiieit
HIMPOKOE pacnpocTpaHeHue, cran aimroput™ Triple DES. B stom ciywae amroputm DES
BBITOJIHSACTCS TPUXK/IbI, TIPY 3TOM HCIIOJIB3YIOTCS 3 KITH04a, KAkl U3 KOTOPBIX COCTOUT U3 56
OUTOB (YTO, MO CYTHU, COOTBETCTBYET HCIOJB30BaHUIO 168-OuTHOro Kiroua). Tem He MeHee,
KPUNTOAHAIUTUKA OOHAPYXHUIU CIOCO0, MO3BONIAIONIMI cAenaTh aTaky mpsMoro mnepebopa
SKBUBaJIECHTHOW artake Ha 108-OuToBBIM KoY. BTOpod mpobieMolt sBISE€TCS 3HAYUTEIHHOE
CHIDKEHHME CKOPOCTH 3aIIi(pOBaHUS U pacIM(PpOBAHUS TaHHBIX.

B otBet Ha po6IeMBI € JJIMHOM KJTt0Ya U MPOU3BOIUTENBHOCTBIO, TposBUBILIKEcs B Triple
DES, muorue xpuntorpadsl ¥ KOMIIAaHUU pa3paboTanu HoBble OnouHble mu@pel. Haunbonee
MOMYJISIPHBIME TIpeuToskeHusIME cTaimu anroputMbl RC2 u RCS [5.3] kopmoparmm RSA Data
Security, IDEA [5.5] komnanuu Ascom, Cast [5.4] komnanuu Entrust, Safer [5.6] komnanuun
Cylink u Blowfish [5.7] komnanuu Counterpane Systems. Kommepueckue anprepHatussl DES
MIOJIYYMJIM OIIPENIETIEHHOE PACIIPOCTPAHEHUE, HO HU OJJHA U3 HUX HE CTaja CTaHAapTOM.

B 1997 r. HaumronanbHblit HHCTUTYT cTaHaapToB U TexHosoruit CIIA ( NIST ) o6bsBui 0
Hayajie MPOrpaMMBbI 0 MPUHATHIO HOBOTO CTaHIapTa KpunTtorpaduieckoil 3ammrel. B okTsadpe
2000 r. konkypc 3aBeprmcs. [looenurenem Opi1 npu3Han mmdp Rijndael [5.8], pazpaboTannbii
oensruiinamu /1. Jlelimenom u B. Paitmenom. Anroputm Rijndael cranm ocHoBoi#l 1yis HOBOro
amepukanckoro cragaapta AES (Advanced Encryption Standard), koropsrit B 2001 r. mpumen Ha
cmeny DES u Triple DES u nefictByet u no ceii aenb. Rijndael - 3170 nurepanmonssiii 0104HbIH
mmdp, wumerommii apxurtektypy "KBampar". OnH ObIcTpbli, NOpOCTOHM, 3allIUIIECHHBIH,
YHHUBEPCAJBHBI M XOpPOIIO MOAXOAWUT JUIs peanu3anud Ha cmapT-kaptax. Ludp wnmeer
NEPEMEHHYIO JJIMH Y OJOKOB U pa3IMyHble JJIMHBI KIto4ei. J[I1Ha kiito4a u AuHa 6J10Ka MOTYT
OBITH paBHBI HE3aBUCUMO ApYT oT apyra 128, 192 unu 256 6utam. B crannapre AES onpenenena
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JuinHa Onoka, paBHas 128 Ourtam. HIudgp AES xapakrepusyercs: Xopoieil yCTOWYHBOCTBIO IO
OTHOIICHHIO K aTakaM [0 MOIIHOCTH W MO BpeMeHH. MMeHHO 3TOoT mudp pekoMeHIyeT
UCTOJIB30BaTh Microsoft s cummerpuuHOro mudpoBaHusl.

OtevecTBeHHBIN CcTaHAapT MU(pPOBaHUS HOCUT OQUIMAIBLHOE Ha3BaHUE "AJITOPUTM
kpunrtorpaduyeckoro npeoodpasopanust [OCT 28147-89" [5.10]. Kak siBcTByeT u3 ero Homepa,
crangapt 01 mpuHaT B CCCP B 1989 1. Ecnim oxapakrepuzoBars anroputm ['OCT B camom
o0mieM BHJE, TO OH SIBISETCA OJOYHBIM IHU(POM, NOCTPOCHHBIM MO cxeme Deiictens ¢ 32
nukiamu mudposanus. mnHa nHGOpMaMOHHOTO 0JIoKa - 64 OuTa, AJIMHA KIito4da - 256 Our.

OcnoBubie ommmuust aaroputma ['OCT ot anroputma DES - B crpoennn ¢yHKuuy,

r it r7d o T
KOTOpasi OCYILECTBISiET OTOoOpakeHue "‘{-"} : Lf’-’h — L{E‘J, U aIropuT™Me BBIPAOOTKU
LIMKJIOBBIX Kitoueil. I B TOM U B Apyrom ciydae npeoOpa3oBaHus, UCIOIb3yEMbIE B AJITOPUTME
I'OCT, mpome mis mporpamMvmHON peanu3anuu. HccnmenoBanus [5.9] mokassiBaroT, 4YTO
POCCHICKUI CTaHJIapT HE YCTYMAEeT 10 CTOMKOCTH amepukanckomy AES.

OcHoBHast wuJes TOTOYHOTO IIH(PPOBAHUS COCTOMT B TOM, UTO KaXIbIH u3
[I0CJI€I0BATEbHBIX 3HAKOB OTKPBITOIO TEKCTA MOJBEPraeTcsi CBoeMy npeodpa3zoBanuto. B nneane
pa3Hble 3HAKU OTKPBITOTO TEKCTa MOJBEPraroTcs pa3HbIM  MpeoOpa3oBaHHsIM, T.C.
npeoOpa3oBaHre, KOTOPOMY IOJBEPratoTCsl 3HAKM OTKPBITOIO TEKCTA, TOJIKHO H3MEHSTHCS C
KOKIBIM CJEIYIOIIMM MOMEHTOM BpeMeHU. Peanusyercs sTa uies CIEIyIOIIUM 00pazoMm.

HekoTopbIM €Hoco0oM Moiy4aeTcss MOCIeA0BaTeIbHOCTh 3HAKOB A I A 210 Ha3bIBacMast
KJIIF04eBbIM ToTOKOM ( keystream ) mim 6erymmm koo ( running key, RK ). 3arem kaxaprit

3HaK i OTKPBITOrO TEKCTA MOBEPracTCst 06PATHMOMY IPEOOPA3OBAHHIO, 3aBHCSIEMY OT ki
COOTBETCTBYIOILIETO 3HAKA KJIFOUEBOI'O NIOTOKA.

[Totouynsle mudpsl MOYTH BcerAa paboTaroT ObicTpee U OOBIYHO TPeOyrOT A CcBOEH
peanu3aum ropasio MeHbIle MPOrpaMMHOT0 Kojia, yeM Oo4nbie mmdpel. Hanbosee n3BecTHbIIHM
noTouHblid mmep O6bu1 paspadbotan P. Pusecrom; 310 mmpp RC4, xoTopelii XxapakTepusyercs
NEPEMEHHBIM pa3MepoM Kitoua U OalT-OpHEHTUpPOBaHHBIMU omepauusMu. Ha oxun OaiitT
Tpebyetcst oT 8 10 16 nelcTBUi, MporpaMMHasi peanu3aus LuQpa BHIIOIHIETCS OYEHb OBICTPO.
HesaBucumble aHanmuTUKM HccaenoBand mudp, M OH cyMTaercs 3amuiieHHsIM. RC4
ucronb3yeTcs Ans mudpoBaHus ¢ailioB B Takux nsnenusax, kak RSA SecurPC. On Taxxe
NpUMEHSIETCA JJIsl 3allUThl KOMMYHMKAIMi, Hampumep, Ais Mmu@poBaHMUsS MOTOKA JAaHHBIX B
HHTEpHET-COEAMHEHMX, UCTIOIB3YIOINX IPOTOKOI SSL.

B uncno mmdpos, kotopsie Microsoft Mo TeM wWiIM MHBIM IPUYUHAM HE PEKOMEHIYyeT
UCIIOJIb30BaTh /ISl CHMMETPUYHOTO IIHU(PPOBaHUS, BXOAAT CIIEAYIOIINE:

DES (Ilpuunnsl: Manas ajvHa kiroudei - 56 6ut; ecnu B 1993 1. araka Ha anroput™ 3aHsia
3,5 "yaca Ha MalIMHE CTOMMOCTBIO $1 MJIH., TO CETOAHS B3JIOM MOXHO OCYLIECTBUTH B PEaTbHOM
BpeMenu; 3DES sBisieTcss GoJiee 3amuIEeHHbIM, HO HAJIMYUE JYYIIMX BapUAHTOB JIETAET €ro
MCII0JIb30BaHUE HEOIIPABAAHHBIM);

IDEA ( International Data Encryption Standard )- xoTst ;yinna kiroda (128 6ur) siBisiercst
npuemseMoi, Microsoft mpoBogut anamoruum c ainroputmom DES: kak wu3BectHo, NSA
M0JI03PEBAJIOCH B CO3HATENbHOM ociabinenun anroputma DES, uToObI JIerko mpocmaTrpuBaTth
3amu(poBaHHBIE COOOIICHHS;

RC2 u RCS5 - npuuuns! HenoBepust Microsoft k aTum mudpam te ke, uto kK DES u IDEA.
[Tockonbky 1t M(PPOBAHUS UCTIONB3YIOTCS ""OAHOPA30BbIe OJIOKHOTHI", CIIAOBIM MECTOM MOXKET
CTaTh F€HEePaTOP MCEBAOCTYYalHBIX TOCIea0BaTENbHOCTEW. COBPEMEHHOW TEHAECHIMEH SIBISETCS
UCIIOJIb30BaHNE OJIOYHBIX MIHK(POB B pPeKHMME MOTOYHOTO MmKdpoBaHUs (HampuMep, MOTOYHOE
mmdpoBanue obecneunBatroT pexumbl CBF u OFB g anroputma DES wnm  pexum
rammupoBanust s anroput™a 'OCT 28147-89);

Blowfish u Twofish - kpunrToanroputmsl, pa3padoranHbie bprocom Illnaitepom (B.
Schneier), yaoBneTBOpstOT TpeOOBaHHUAM CTOMKOCTH, HO HE SIBIISIIOTCSA cTaHaapTtamu: Twofish,
ABJSIOIIMICS Oosee mo3anel Bepcueit Blowfish, Beimen B ¢punan xonkypca Ha 3ameny DES, Ho
yerymua mudpy Rijndael ;
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CAST: HecMOTps Ha TO, YTO aJNTOPUTM IOKa3an ce0si YCTOHYMBHIM K JIMHEHHOMY H
mubdepeHIMaTbHOMY KPUITOAHAIN3Y, OH UMEET CIUIIKOM Majylo JUIMHY Kito4a - 64 6ura;

I'OCT 28147-89: Microsoft momo3peBaer crovikuii mmdp B Hammuum '"mazeek" -
"backdoors".

Kpunroanroputmsl ¢ OTKPBITEIM KIIFOUOM

B acummetpuuHoi kpuntorpaduu Asis 3amuppoBaHus U paciinGpoBaHUs UCIOIB3YIOTCS
pasnuyable  GyHKUUU. CTOWKOCTh AaCHMMETPHYHBIX KPHITOAITOPUTMOB Oaszupyercs Ha
pa3pelMMoCcTd JIeKAIIUX B HX OCHOBE MareMarudyeckux mpobineMm. [loka He HaiineH
MNOJMHOMHUAJIbHBIN AITOPUTM PEIICHUS STUX IPOOJIeM, TaHHBIE AITOPUTMBI OyIyT CTOMKHU. B 3TOM
3aKIJIIOYAETCsl OTJIMYME CUMMETPUYHOTO M aCUMMETPUYHOrO MHU(POBAHUS: CTOMKOCTH MEPBOTO
ABJISIETCS] HETIOCPEACTBEHHOM U HAyYHO JI0Ka3yeMOU, CTOMKOCTb BTOPOIO - IIPEAIIOIOKATEILHOM.
Kpome Toro, acuMmeTpuuHble KpPUITOANTOPUTMBI TpPeOYIOT Tropa3fo 0ojee HHTEHCHUBHBIX
BBIYUCIICHUH U TIOTOMY SIBIISIFOTCS 00Jiee MEAJICHHBIMH.

Haubonee n3BecTHbIE KPUOTOCUCTEMBI C OTKPBITHIM KITFOUOM:

Prox3aunas kpunrocuctema ( Knapsack Cryptosystem ) [5.13];

Kpunrocucrema RSA ;

Kpunrocucrema Dip-I'amans - EGCS ( ElI Gamal Cryptosystem );

Kpunrocucrema, ocHOBaHHas Ha CBOMCTBax syumnrudyeckux kpusbix - ECCS ( Elliptic
Curve Cryptosystems ).

[IpumeHneHne anropuTMOB MKU(POBAHUS C OTKPHITHIM KIIFOUOM MO3BOJISIET:

n30aBUTHCS OT HEOOXOAMMOCTH CEKPETHBIX KaHAJOB CBS3M JUISL TPEABAPUTEIHHOTO
oOMeHa KJII04aMu;

CBeCTH mpoOiieMy B3lioMa mudpa K peleHuio TPYAHOH MaTeMaTHIeCKOH 3ajauu, T.€., B
KOHEYHOM cueTe, NPUHIMIHUAIBLHO TO-APYroMy TMOJONTH K OOOCHOBAaHHMIO CTOMKOCTH
KPUITOCUCTEMBIL;

pemaTh cpencTBaMHM Kpunrorpaduu 3afgayd, OTJIMYHbIE OT IIM(POBAHUS, HAIpPUMED,
3a/1auy o0ecnevyeHus IOPUANUECKON 3HAYMMOCTH 3JIEKTPOHHBIX JOKYMEHTOB.

Jns pemieHuss NpoOieMbl, OMUCAHHOM B TOCIEAHEM IYHKTE, ObUIM MpPEeJIOKEHBI
pa3UyHbIE CXEMBI  JJIeKTpoHHO-IUpoBot moamucu ( DLIT ). DSHIT no3Bomser
ayTeHTU(ULMPOBaTh aBTOpa MH(POpMaIuK, nepearoneiics B uuppoBom Buae. B onpeneneHHbIx
CUTyalusix (HampuMep, B 3JIEKTPOHHON KOMMEPIMH IIPU OCYIIECTBIECHUHU CIIEIO0K MO KyIUIe WIN
npoaaxe) ST no ropuandeckoii cuine npupaBHUBAeTCs K 00bIYHOM moanucu "ot pyku". Kpome
TOT0, JIEKTPOHHASI OJIUCH MO3BOJISIET YOEAUTHCS B TOM, YTO MH(pOpMAIHs He Oblla HCKa)KeHa
IIpY IIepenaye.

Cxema DI nomxHa onpeaensTh TpU CASAYIOMUX aIrOpUTMa:

QJITOPUTM TOJIINCH;

QJITOPUTM MPOBEPKU MOIHUCH.

QJITOPUTM I'€HEPALUU KIIFOUEBOM Mapsbl AJIs MOANNCH U €€ IPOBEPKU;

RSA [5.14] - kpunTorpadudeckas cucTeMa ¢ OTKPBITBIM KIFOUOM, o0ecrieunBarolnas 00a
MeXaHu3Ma 3auMThl: ImudpoBanue u uudpoByo noanuch. Kpunrtocucrema RSA Obuia
pazpabotana B 1977 rony m Ha3BaHa B 4ecTh aBTOpoB: Ponampaa PuBecra, Amnu Illamupa u
Jleonapna AnieMana.

[Tpunuun e€ nelictBus B cienyromeM. bepyrces aBa O0NbIINX CTydalHBIX IPOCTHIX YUCIIA

JUI/I (‘Ir HpI/I6J'II/I3HTCJ'ILHO paBHOﬁ pPaspAaAHOCTU U BBIYUCIIACTCA HUX IMPOU3BCIACHUC n= l”q.

(p—1lg—1),

3areM BbIOMpaeTcs 4ucio (, B3aUMHO MPOCTOE C MPOU3BEICHUEM

d=e Y mod(p—1)qg—1))

BBIYHUCIIACTCA YUCIIO0 , BBAUMHO IIPOCTOC C .

Yucna € u Tl cTaHOBATCS OTKPBITBIM KITIOYOM, YHCIO | L - 3aKpbITHIM. YTOOBI cO31aTh
mmdprekct €, OTIpaBUTENbh BO3BOIUT coobiienue /Tl B ctenens  mo moxaymto 71, roe € u 71 -

. e -
IMMOKAa3aTCJIn OTKPHLITOT'O KIJIFOYA IMMOJTYydaTCIIsA: c=m\ ”FU‘“F” I .
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YroOsl pacudpoBaTh NOTYyYEHHbIH MMPPTEKCT (¢, MoTyyaTeab BIYUCIIET (* B CTEIICHU
n:m = ¢ (modn)

d 10 MOYJITIO I,

Ecnu aboHeHT A X0YeT MOATBEPAUTH CBOE aBTOPCTBO COOOIICHHS, OH CHavyaa mudpyer
€ro Ha CBOEM CEKpPETHOM KIIfoue, a MOTOM Ha OTKPBhITOM Kitoue aboHeHTa b. CooTBeTCTBEHHO,
aboHeHT b mpuMeHseT K MoydeHHOMY COOOIICHUIO CBOW CEKPETHBIN KIIFOY U OTKPBITHINA KIIIOY
aboHeHTa A; ycnemHoe pacimudpoBaHue SBISETCS TapaHTHEH TOro, 4TO OTIPaBUTh COOOIIEHKE
MOT TOJIbKO a0OHEHT A.

Cxema Onp-I'amans [5.15] ocHoBaHa Ha TPYAHOCTH BBIYMCICHHS JUCKPETHBIX
J0rapu(pmMOB B KOHEUHOM T10JI€ B CPABHEHUH C JIETKOCTHIO BO3BEACHUS B CTETIEHB B TOM YK€ CAMOM

ToJIe.

Jlnist TeHepanuy naphl KIItoYei cCHavyana BEIOUPAETCsl POCTOE YUCIIO Py JIBa CIIy4alHbIX
qHca, g u I'; oba 3TM uYKciIa [OODKHBI OBITH MEHBIIE P . 3areM BBIYHCIISETCS
y = g"(modp)

OTKpBITBIM KJIIOYOM CTaHOBSITCS Y , 9ua P u ¥ , 1 P moxuo clenaTh OOIMMMU ISt
TpyOmbl Mojib30BaTeNnell. 3akpbIThiM KitouoMm siBisercss - . Temepb, uToObl 3ammdpoBath

l

coobmenue 11l , cHauana BbIOMpaeTCs ciydaiHOe k , B3aMMHO IIPOCTOE C P — L 3arem

|'!|'l' \ .|!\ f \
sermemmores @& = 9 (modp), b = y"m(modp) Mapa  Gu D smnseres

MUPPTEKCTOM, YTO YBEIMYMBAET MCXOJIHOE cooOmieHue B jaBa paza. Jnsa pacmmdpoBaHUs

oy
BBIYHCIIETCS m = h/” \ ”””f“] .

Ha cxeme Dnp-I'amans 6asupoBanuce cranmaptel DI B Poccun u CIIA, npunsTeie B
1994 rony [5.17, 5.16] u aeiictBoBaBmue BIjioTh 10 2001 T.

[Tocnenmnue MaremMaTHYeCKUe TOCTHIKECHHUS MTOKA3aJIM, YTO MpodIeMa JIorapupMUpPOBAHUS
B KOHEYHBIX MOJISAX HE SBJSETCS JOCTATOYHO NMpouHbIM (pyHIamentom. Hanbonee s pextuBHbIe
Ha CETONHSIIHWK JIeHb QJITOPUTMBI JHUCKPETHOTO JIOTapu(PMHUPOBAHUS HWMEIOT YyXKe He
HKCHOHEHIMATIBbHYIO, a CYOIKCIIOHEHIIMATIbHYIO BPEMEHHYIO CIIOKHOCTh. DTO anropuTmsl "index-
calculus", ucnonp3yromnme GakTopHyr 0a3zy, K UUCIY KOTOPBIX OTHOCSITCS aITOPUTM AJJIeMaHa
[5.18], neckonbko Bepcmii "COS" (anropurma Kommepemura-Omibpkko-Ipenmens) [5.19] u
pemero uwmcioBoro moisst [5.20]. Bemyrcst paGoTsl 1o moBbImeHHIO 3()()EKTHBHOCTH 3THX
anroputMoB. Tak, meroa, onucaHHbli B [5.21], HampaBieH Ha MOBbILIEHHE 3(PPEKTUBHOCTU
pelIeHus IMHEWHBIX ypaBHEHHWH B KOJIBLIAX BBIYETOB, MOCKOJBKY BCE CYOIKCIIOHEHIIMATbHBIC
METO/bI TUCKPETHOTO JOrapu(pMHUPOBAHUS CBOJATCA K ATOH 3a/1a4e.

Psan ycmemHbsIx arak, OMMCaHHBIX, Hampumep, B [5.23], Ha cUCTeMBI, OCHOBAaHHBIC Ha
CJIO)KHOCTH JIUCKPETHOTO JIOTapu(PMHUPOBAaHUS B KOHEUHBIX IOJISAX, IpuBel K Tomy, B 2001 r.
Poccum m CIIA O6pumm mpusHATEI HOBBIE cTaHmaptel Ha OLII [5.22, 5.24]. IIponecch
(dopmupoBaHus U npoBepkH nekTpoHHoN DLIT cymiecTBeHHO HE U3MEHHUIIUCH, OJTHAKO BMECTO

Y T A T
5JIEMEHTOB KOHEYHOIO II0JIs GF(2") 7001 GF(p) OHH OINEPHPYIOT SJUTUITHIECKUMH
YHUCIIaMH, T.€. PEUICHUSIMH YPaBHEHMsI SJUIMNTUYECKUX KPUBBIX HaJ YKa3aHHBIMH KOHEYHBIMU
IIOJISIMH, @ POJIb ONIEPALIUU BO3BEACHUS B CTETIEHb B KOHEUHOM I10JI€ BBINOJIHSIET ONEepaIus B3TUs
KpaTHOM TOYKM 3JUIMNTHYECKON KpuBOHU. Ecim crapsiii poceniicknid crangapt DL onepupyer
1024-6uToBbIMU OIIOKAaMHU, TO HOBBIM - 256-OMTOBBIMH, HO MPU ITOM OO0JIATaeT OOINbIIEH
CTOWKOCThIO. Ba)kKHO OTMETHTb, YTO CHEUUANbHBI BBIOOp THMNA SJUIMITHYECKOW KpPUBOMN
MIO3BOJIIET HE TOJIBKO BO MHOT'O pa3 YCJIOKHUTH 3ajady B3jaoMa cxeMbl OLIII, Ho u yMeHbIINTh
pabounii pazmep 0JI0KOB JaHHBIX. KpunTocucTeMbl Ha OCHOBE AJUTUNITUYECKONW KPUBOH MOTy4YaroT
Bce OoJblliee pacIpoCTpaHEHHE CKOpee KakK ajlbTepHATHBA, a HE 3aMEHa CHCTEMaM Ha OCHOBE
RSA. OHu uMer0T HEKOTOpbIE MPEUMYILECTBA, OCOOEHHO MPH HCIIOJIb30BAHUU B YCTPONCTBAaX C
MaJIOMOIIIHBIMU TPOIleCCOpaMH W/WIM MaleHbKO# mamsThio. Tak, cormacHo cranmapty CLIA
[5.24] na BeIpaboTKy 1 Bepubukaimio nudposoit moanucu DSS ( Digital Signature Standard ),
OUIT moxer BbIpabaTbiBaThcs MO OogHOMY M3 Tpex ainroputmoB: DSA ( Digital Signature
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Algorithm ), ocHoBaHHOMY Ha MpoOJieMe IUCKpPEeTHOro jorapupma B KoHEUHOM mone, ANSI
X9.31 (RSA DSA) [5.26] uau ANSI X9.63 [5.25] ( EC DSA - anroput™ BbIpaOOTKH ITOIINCH,
OCHOBAHHBIN Ha po0IeMe TUCKPETHOTO JIorapu(mMa B TPYIIE TOYESK SIUTUNTHYECKON KPUBOH Hall
KOHEYHBIM TIOJIEM).

udposanue Ha marpopme Windows

Mudposanue - 3to dopma Kpunrorpaduu, npeaHazHAUYCHHAs A MpeoOpa3oBaHUS
OTKPBITOTO TEKCTa C MOMOLIbI0 HEKOTOPOTO aJITOPUTMA TaKUM 00pa3oM, YTOOBI pe3yabTar ObuI
OeccMbIciuliel 7S U, He 00JaJaroIIero HEKOTOPhIM CEKPETOM JUIS PACKPBITHS HCXOJHBIX
nanHbix. [ludpoBaHue NEKUT B OCHOBE TaKMX Mep OE30MACHOCTH, KaK MH(POBasi MOMIIHUCH,
uupoBoit cepTudukar, UHPPaACTPYKTypa OTKPHITHIX Kitoueil u ap. [lepedricieHHble TEXHOIOTUN
MO3BOJISIIOT ~ TOBBICUTH ~ O€30IaCHOCTh  ONEpaluid, BBINOJHAEMBIX C  HCIHOJIb30BAHUEM
BBIUMCIUTENbHON TexHUKH. 11 3amudpoBanus 1 pacindpoBanus HHOOPMAaLUK UCTIOIb3YIOTCS
kmoun. Kimod - 3T0 nmepemMenHas1, JyinHa KOTOpoil u3Mepsercs B Outax. Yem Oobine JBOMYHBIX
pa3psI0B B UCIOIB3YEMOM KITIOUE, TEM CIIOXKHEe B 0011IeM ciiydae OyaeT B3JoMaTh MHdp.

Ha mrarpopmax Windows XP u Windows Server 2003 komnanus Microsoft pekomenyer
UCIIOJIb30BATh CIICAYIOIINE Kpunrorpadudeckue aroputmal [5.11]:

AES-128 (uu AES-192, unn AES-256 );

RSA 2048 (unu ¢ emte 6oJiee JIMHHBIM KITFOYOM);

SHA-2 (t.e. SHA-256 unu SHA-512 );

DSA (uwu SHA-2 / RSA).

Kpunrorpadgus Windows Vista (u Longhorn Server ) coOOTBETCTBYEeT PEKOMEHIALUSIM
ArentctBa HaumonaneHoit beszonacHoctu CIJA u HanmoHanbHOro MHCTUTYTa CTaHAAPTOB U
texHojoruu ( NIST ) mo peammsammm mporokosioB "Suite B" [5.12] u mpemgycmaTtpuBaer
UCIOJIb30BaHNE ACHMMETPUYHBIX KPHUIITOAITOPUTMOB Ha OCHOBE OJJUTUNTHYECKHX KPHUBBIX.
Anroputmsl "Suite B" BxirouaroT:

AES (mmdposanue);

EC-DSA (a:ekTpoHHO-TI(PPOBast MOAIUCH);

EC-DH unu EC-MQV (00MeH cekpeTHBIMH KIII0UaMHu );

SHA-2 (xemmpoBanmue).

Hanee Mbl Oosiee MOAPOOHO PACCMOTPUM AITOPUTMBI MIUGPPOBaHMUS (C CEKPETHBIM M
OTKPBITHIM KJTFOUOM) H aJITOPUTMBI XEIIUPOBAHMS, a TAKKE MPHUBENeM pekoMeHaanuu Microsoft
OTHOCHUTEJIBHO UX MPUMEHEHHUSL.

Kpatkue ntoru

PaccMoTpeHbl OCHOBHBIE MOHATHA M ONIpeesieHus u3 obnactu kpunrorpadpuu. OnucaHbl
CXeMBI Pa0OTHIl CHMMETPHYHBIX W AaCHMMETPUYHBIX IUGPOB. YKa3aHbl CTaHIAPTHI,
perinaMeHTHpyrole ucnoib3oBanue kpunrorpapuun B Poccum u CIHA. IlpencraBieHs!
pexomenaanuu Microsoft mo npuMeHeHuo KpunTorpauuecKux arropuTMoB.

OobopynoBanue 1 MaTepUAJIbI

AnwT Pabouast crantus 10

Anet Paboyas ctanmms K

Anbt «CepBep»

ITakeT opucubIx mporpamm - P7-Oduc

BAIWN|F-

Yxka3aHus N0 TeXHUKe 0€30IacCHOCTH
Hepe;[ HadyaJoOM pa6OTBI CJICOAYCT YGCI[I/ITLCH B HUCHPABHOCTU DJICKTPOIPOBOIAKH,

BBIKJ'IIO‘IaTeHefI, IOTCIICCIBHBIX PO3C€TOK, IMPH IMOMOIIMW KOTOPBIX O60py110BaHI/Ie BKJIIOHACTCA B
CeTb, HATMYMU 3a3EMJICHUS] KOMITBIOTEPA, €r0 PabOTOCIIOCOOHOCTH.
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JUisi CHWKEHHS WM TPEJOTBpAIlleHHUs] BIMSHHUS ONACHBIX W BPEAHBIX (HaKTOPOB
HE00X0auMO CoONI0IaTh CAaHUTApPHBIE IpaBWJa U HOPMBbI, TMTHEHMYECKHE TpeOOBaHUS K
[IEPCOHAIBHBIM 3JIEKTPOHHO-BBIYMCINTENBHBIM MAIlIMHAM.

Bo wuszbexaHue MOBpEXIEHUS H30JALUM IPOBOJOB U BO3HUKHOBEHHUS KOPOTKHMX
3aMBbIKaHWI HE pa3pelaeTcs: BellaTh YTO-JTM00 Ha MPOBOJA, 3aKPaIIUBaTh U OCIUTH LIHYPHI U
IIPOBOJIA, 3aKJIa/bIBaTh MPOBOJA U IIHYPHI 3a ra30Bble U BOJONPOBOAHBIE TPYObI, 3a OaTapen
OTOIIUTENIBHOM CHCTEMBI, BBIIEPIrUBaTh IUTENCEIbHYIO BWIKY M3 PO3ETKU 3a IIHYp, YCUJIME
JIOJKHO OBITh MPHIIOKEHO K KOPITYCY BUIIKH.

JU1g UCKIIIOUYEHHS TOPAKEHUS 3JIEKTPUUYECKMM TOKOM 3alpEelaeTcs: 4acTO BKIIOYATh U
BBIKJIFOYaTh KOMIIbIOTEp 0€3 HeoOXOAMMOCTH, NPUKACATbCSd K JKPAaHYy M K ThUIBHOH CTOpPOHE
OJIOKOB KOMIIbIOTEpa, pabOTaTh Ha CPEACTBAX BBIYUCIMTEIBHON TEXHUKH U TEepUQepUilHOM
00OpYyJIOBaHUU MOKPBIMH pyKaMH, paboTaTh Ha CPEICTBAX BBIUUCIUTEIBHON TEXHUKH U
nepudepuiiHoM 000pYJOBAaHWHU, HWMEIONIMX HAPYIICHUS IEIOCTHOCTH KOpIyca, HapyIIeHUs
M30JSIIMM  NIPOBOJOB, HEUCIPABHYIO MHIMKALMIO BKJIKOYEHHUS IHTAaHUSA, C IIPU3HAKAMU
AIIEKTPUYECKOT0 HAIPSDKEHUs] Ha KOpIyce, KJIACTh Ha CPEJCTBA BBIYUCIMTEIbHON TEXHUKU U
nepugepuitHoM 000pyJOBaHUHU IOCTOPOHHUE IPEAMETHI.

3anpemiaercs  MOJ ~— HAOpsOKEHUWEM  ouubiaTb  OT  MbUIM M 3arpsA3HEHUs
3JIEKTPOOOOPYyI0BAHHUE.

Bo n3bexxanue mopakeHus SIEKTPHUECKUM TOKOM, TIPH MTOJIb30BAaHUH HJIEKTPOIPHOOpaMu
Hellb3sl KacaTbCsd OJIHOBPEMEHHO KakKUX-JIMOO TpyOOIpoBOMOB, Oarapeil  OTOILICHMS,
METAIIMYECKUX KOHCTPYKIUI, COEIMHEHHBIX C 3€MJIEH.

ITocne oxoHuaHust pabOTBI HEOOXOIUMO OOECTOUYMUTH BCE CPEACTBA BBIYMCIUTEIHHOMN
TEXHUKA W mepudepuitnoe oOopynoBanue. B ciaydae HenmpepblBHOTO Y4eOHOTO Ipolecca
HE00XO0/IMMO OCTAaBUTh BKJIIOUEHHBIMH TOJILKO HEOOXOMMOE 000py10BaHHE.

3agaHus npakTH4ecKoi padorsl 4

1. U3yunTs npenaraeMplii TEOpETUUECKUI MaTepHal.

2. CoctaBuTh Ou3Hec-TIaH BHEJPEHUS UHCTPYMEHTOB NIEPCOHAJIBHON
kuOepOe3onacHoCcTU. PaccMOTpeTh 3alIUTy BCEX ammapaTHBIX CPEACTB M CPEICTB CBS3H, B TOM
qHcie MEePCOHATBHOIO KOMIbIOTEpa, HOYTOyKa, cMapTdOHa U YCTPOMCTB MOJKIIOUEHUS K CETH
Nurtepner.

3. PaccuntaTh MHMHHUMAJbHYIO, CPEIHIOI M MAaKCHUMaJbHYI0 CMETY BHEAPEHHS
MHCTPYMEHTOB NEpCOHAIbHON KubepoOesomacHoctu g Bamero noma. O6ocHOBaTH BBIOOD
BapHaHTAa.

4. Odopmuth OTYET MO MpakTUyeckoil padote. [IpencraBUTh OTUET MO MPAKTHUYECKON
paboTe /a7 3aIUTHI.

BapuaHTbl HHAUBUAYAIBbHBIX 3aIaHUN

B cooTBeTcTBHU ¢ MOTYYEHHBIM 33jaHUEM C(POPMUPOBATH PEIICHHE U JaTh €r0 OMHCAHNE
CO CKpPUHIIIOTAMU BBITIOJTHEHHBIX JEHCTBUM.

Ne  |OOBEKT 3aIIUTHI O651acTh 3aIIUTHI
1 CTylIeHT yHUBEpCUTETA HoytOyk, cMapTdoH, cpencrsa
CBSI3U
2 IT-cneunanuecr Ha  ynaneHHoM[IIepcoHaNbHBIN KOMITBIOTED,
oCTyIIe HOYTOYK, cMapT(oH, CcpeacTa
CBSI3U
3 Mopneparop  uHbopManmoHHorollepcoHanbHbIM KOMIIBIOTED,
pecypca HOYTOyK, cMapT(doH, CpelcTBa]
CBsI3U
4 Crinu-paiitep HoytOyk, cMaptdoH, cpeacTsal
CBsI3U
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5 biorep HoytOyk, cmaptdoH, cpencrtsa
CBSA3U

6 [[IxoMbHUK HoytOyk, cmaptdoH, cpencTsa
CBSA3U

7 Menemxkep cpeaHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,

yIaJIEHHOM JIOCTYIIE HOYTOyK, cMapT(oH, CpEaCTBa|
CBS3U

8 Creunanuct no aHanusy AaHHbIX]lepcoHanbHbIN KOMIIBIOTED,

Ha yJaJICHHOM JIOCTYIIe HOYTOYK, CMapT(oOH, CpeIcTBa
CBSA3U

9 Pa3paboTumnk CalToB HallepcoHanbHBIN KOMIIBIOTED,

yIaJIEHHOM JIOCTYIIE HOYTOyK, cMapT(doH, CpeacTBa]
CBS3U

10 [Iporpammuct Ha  ynaneHHom|llepcoHaNBHBIHA KOMIIBIOTED,

nocTyIe HOYTOYK, CMapTQoOH, CpeIcTBa
CBS3U

Conep:xanue oTyeTa

ITo BeImOTHEHHOI paboTe cocTaBisieTcss 0T4eT. OTUET BBINOIHAETCS B 3JIEKTPOHHOM BUJIE.
ITo BBINOJIHEHHOMY OTYETY IPOBOAUTCS 3aILUTA IPAKTUYECKON PabOTHI.

OTuer MO NPAKTHUUECKOH paboTe MOIKEH COCTOSITh W3 CIEAYIOIIMX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJ{Hasl 4acTh;

- OCHOBHAsl 4acThb (OMHCcaHue paboThl);

- 3aKJIFOYEHHE (BBIBOJIBI).

BBoaHas yacTe oTueTa OJIKHA BKIKOYATh MYHKTHI:

- YCIIOBUE 3aJjauu;

- IOPSIIOK BBIMOJTHEHHUS.

- IPOrpaMMHO-aINapaTHbIE CPE/ICTBA, UCIOIb3yEMbIE ITPU BBINOJIHEHUH PAOOTHI.

3amuTa oTYeTa MO NMPAKTHUECKON paboTe 3aKIII0YaeTCsl B IPEAbABICHUN IPENOJaBaTeIo
MOJYYEHHBIX pe3yJabTaToOB B BUE (ailsia U 1eMOHCTPALIMH [TOJyYEHHBIX HABBIKOB ITPHU OTBETaX Ha
BOIIPOCHI IIPENOIaBaTEeNs.

KoHnTpoJsbHbIe BONPOCHI

1. OG30p aHTUBHPYCHBIX CPEACTB 3AIIUTHI MPH OPraHU3AIUA CUCTEMBI MEPCOHAIBHOU
Kk1OepOe30macHOCTH.

2. AHTUBUpYCHAS 3aIUTa IEPCOHATBHBIX KOMITBIOTEPOB U MOOMIIBHBIX YCTPOHCTB.

3. bpanamayapsl.

4. KoMIOHEHTHI amnmapaTHBIX CPEACTB 3alUThl HHPOPMAIIHH.

Cnucok Jureparypbl, peKOMeHAyeMblil K HCIIOJIb30BAHUIO 110 JTAHHOU Teme

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. Ilerpenko B.W. 3ammura nepcoHanbHBIX AAHHBIX B HMH(DOPMAIIMOHHBIX CHCTEMax
[DnexTpoHHBIH pecypc]: yueOHoe mocodue / B.U. [leTpenko. — DIEKTPOH. TEKCTOBbIEC JTaHHEIE.
— CraBpomnoib: CeBepo-Kakazckuii penepanbubiil yauepcutet, 2016. — 201 ¢. — 2227-8397.
— Pexum noctyna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3aiysi 3auThl IEPCOHATBHBIX JaHHBIX [ DJIEKTPOHHBIN pecypc]
: mabopatopHsblii mpakTukyM / A.M. Makapos, 1.B. Kanu6epza, K.O. bonnapenko. — D1neKTpoH.
TekcToBbIe nanHble. — CTtaBponoib: CeBepo-KaBkasckuii penepanbubiii yauBepcutet, 2015, —
92 c. — 2227-8397. — Pexum nocrymna: http://www.iprbookshop.ru/62971.html

IlepeyeHb 1ONOJIHUTEILHOM JIUTEPATYPbI:
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1. Cxpunnuk .A. OGecrnieyeHne 6€30MaCHOCTH NEPCOHATBHBIX AAHHBIX [DIEKTPOHHBIN
pecypc] / JA.A. CkpunHUK. — DJEKTPOH. TEKCTOBBIC NaHHble. — M. : IHTepHET-YHUBEPCUTET
Nudopmanuonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum poctyma:
http://www.iprbookshop.ru/52153.html.

2. CasenneB AWM. HayuHo-npakTHYECKUH MTOCTaTEHHBI KOMMEeHTapuil k denepanbHOMy
3akoHy «O MepcoHaIbHBIX JAaHHBIX» [DnekTpoHHbIN pecypc] / AWM. CaBenbeB. — DIEKTPOH.
TekcToBble naHHble. — M.: Cratyt, 2017. — 320 c. — 978-5-8354-1365-2. — Pexxum nocryna:
http://www.iprbookshop.ru/65895.html.

IIpakTuyeckas padora S. [lepconasibHasi KHOep0OE30NMACHOCTH B HHTEPHET-
OaHKHMHIe

eans padoThl: M3ydyeHHE OCHOBHBIX IOHATHH IEPCOHAIBHOW KHOEpOe30MmacHOCTH B
UHTEPHET-OaHKUHTE.

Teopernveckasi 4acThb

WNuTepHer-6aHK — 3TO cUCTEMa YAAJEHHOTO JOCTyNa K YIPABICHUIO CBOMMM CUETAMM
yepe3 MHrepHer Ha caiiTe OaHka. DTO BHpTyalbHOE OOIIEHHE C OaHKOM, 4epe3 CalT B
WHTEPAKTHBHOM pexume. i paboThl B HEH HEOOXOAMMO TOIKIIOYCHHE 3TOH YCIYTH B odrce
Oanka wid mo TenedoHy M HaTU4ME KOMIIbloTepa ¢ BbixoaoMm B Mutepuer. Ilogkmouenue u
o0CIyKMBaHUE B STUX CHUCTEMax, Kak IpaBwio, OecriaTHoe. KiMEHT omjauMBaeT TOJBKO
CTaHJapTHbIE OAHKOBCKUE KOMHUCCHU 32 MTPOBEJICHUE MIIATEKEH.

B BupryanpHOM oduice 6aHKa MOXHO COBEpIIATh pa3HOOOpa3HbIE ONEpaIi — CIHHCOK
YCIYT MPAKTUYECKU TOT K€, YTO M B JIOOOM peajbHOM OTAeNeHUU. VICKII0YeHHs] COCTaBISIOT
JIMILb ONEpalliy C HATMYHBIMU U OIIEpalliy, CBSI3aHHBIE C IIPOBEPKOM TOKYMEHTOB.

B neioM nomo6HbIe cCTEMBI MOTYT MO3BOJISTH:

MIPOBEPUTH COCTOSIHUE CYETa U MOJIYYUTh BBIMHMCKY 3a JHOOOW NMPOMEKYTOK BPEMEHH,
JienaTh EepPEeBO/IbI Ha CUeTa IOPUANYECKUX U (PU3NYECKUX JIUIL;

MEPEBOJUTH JIEHBI'M MEXAY CBOMMHU CUETaMH, a TaKXe OCYLIECTBIIATH NEPEBOJ MEXKAY
CYEeTaMU B Pa3HOW BAJIOTE B PEXKUME OHJIANH;

MIPOM3BOJIUTh OIUIaTy KpeauTa (OCYLIECTBUB MEPEBOJ C TEKYIIEro CYeTa), IOCMOTPETh
CIIMCOK OIEpaLMi IO KPEAUTHOM KapTe U Ap.

Ectb Taxke psa crneuuanbHBIX YCIYI — HalpuUMep, CPOUYHBIA Jeno3uT. KimeHT umeer
BO3MOXHOCTh B PEXHME OHJIAiH BBIOpaTh BUJ M CyMMY, BAIIOTY JIENIO3MTA, a TaKXKe CUET I
3a4ncieHus TpoueHToB. [locie 3Toro cpouHblil AEMO3UT OYAET OTKPHIT, IPUUYEM I10JIH30BATEIIO
Jla’ke He MOHAZ00UTCs eXaTh B OT/ieIeHne OaHKa.

C noMonip10 HHTEPHET-0AHKOB MOYKHO OTUIATHUTD:

KOMMYHAaJIbHBIE IIATEXKU;

YCIIYTH OTIEpaTOPOB CBSI3U (MOOWIIBHBIN TeIedOH, CTAalIMOHAPHAS CBS3b);

WHTEpHET N KOMMEPUYECKOE TEIEBUICHHUE;

CTpPaxoBbI€ B3HOCHI;

HaJIOoTH;

mrpadsl 3a Hapymenue [1J1/1, rocnionuuze! u ap.

st ynoOcTBa MCHOIBb30BAHUS M 00ECIEUEHUs] ONMEPAaTUBHOIO JOCTYNa K PeryispHbIM
iatexxaM BO3MOXKHO CO3/JaHME IHAOJIOHOB JUIsl 3TUX IUlaTexedl wiu mnepeBonoB. Jlis
MEKOaHKOBCKHMX II€peBOJIOB ynoOHa Takas mojckazka: mocie BBoga BUK (GankoBckoro
UACHTU(DUKAIIMOHHOTO KoJa) OaHKa — IMoJydaTessl IJIaTeka BCE OCTaJbHBIE €ro JaHHbIE
3aMOJIHAIOTCS aBTOMAaTHYECKU. B HEKOTOpBIX CHUCTEMAaxX MOXHO HACTPOUTH ABTOMAaTHYECKOE
MIPOBEJICHUE PEryJSIPHBIX IUIaTeXKeH WIM OTJIOKEHHBIM IJIaTeX, HampuMep 10 MOCTYIICHHS
cpeAcTB Ha cueT. Ecnu Bbl JONMYCTHIIM OMIMOKY B PEKBU3UTaX, BBOJAS JaHHBIE IJaTrexa, TO
MCIPAaBUTh OIMMOKY M HANPABUTh 3aBUCIINE JACHBIU 110 BEPHOMY YT MOXHO, TOJIBKO MOCETUB
OaHK.
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Bce cucrembl nHTepHET-0aHKMHTa pabOTAIOT MO OJMHAKOBOMY NpuHIMIYY. C KIHEHTOM
3aKJII0YAETCsl JIOTOBOP, MOCIE YEero €My JaroT JIOTUH U Mapolib, C IOMOLIbIO KOTOPBIX MOXHO
BOWTH Ha caiiTe OaHKa B CBOM JIMYHBIN KabuHeT. Tam 3amonmHstoTcs mapamerpsl iatexa (OUO,
HOMEp J0roBopa Ha OOCIy)XMBAaHHE, KOJ KOMMYHAJIbHOI'O IUIaTeXka W T. II.) U YKa3blBaeTCs
Tpedyemas cymma. Hukakux crenuaibHBIX HAaBBIKOB HE HYXKHO.

Camble OueBUIHBIE IPEUMYIIECTBA — UHTEPHET-OAHKUHT IT03BOJIAET YIPABIATh CBOUMHU
cdeTamH U3 Jr000ro Mecta KpyriocyrouHo. Kpome sroro, 6onbmmuHCTBO oniepanuii B HTepHeTe
OCYILECTBJISICTCSI MTHOBEHHO, 1 KOMHCCHUHU 110 MHOTUM OIIE€pallusiM B UHTEPHET-0aHKe HUXKE, YeM
IpY BU3UTE B OTJICNICHHE OaHKa.

bezonacHocTh

DKCIepThl YTBEPHKJIAIOT, YTO B HACTOSIIIEE BPeMsl KIIMEHThl HHTEPHET-0aHKUHTa PUCKYIOT
He OoJIbLIIe BJIAIETbIIEB KAPTOUYEK, MOIb3YIOLIMXCS OaHKOMAaTaMu WK TepMuHaamu. [Ipex e uem
HOJYYUTh JOCTYN K CHCTEME, JI00OOM KIMEHT MPOXOIUT HACHTU(HUKAIHIO (aBTOPHU3ALHUIO) U
ayTeHTU(UKanuio. be3onacHOCTh 10CTUTAETCs, KaK PaBUIIO, C IOMOLIbIO NapoJisi, KOHTPOJIBHOTO
BOTIPOCA, 3JEKTPOHHON TOIIMUCH (aHAJIOr OOBIYHOHM, MPEICTABIIIET COOOH M3BECTHBINH TOJBKO
nojb3oBarento Habop 1udp). CyliecTBYIOT TakKe MEepeMEHHble KOJbl M KapThl JOCTYIA,
CTpaxymollue KOMIbIOTEPH! KJIMEHTOB OT BUPYCOB.

baHkKM HacTOATENBbHO PEKOMEHIYIOT KIMEHTaM IPOCMaTpUBaTh CueTa M COBEPILAThH
orepanuy TOJIBKO C JIMYHOTO KOMIIBIOTEPA, MOCKOJIbKY HpH BbIXOJE€ B WHTEpHET C 4yxoro
KOMITbIOTEPA BO3PACTAIOT PUCKU YTPaThl KOHPHICHIIMAIBHON UH(OPMALHH.

Ha ceroassiiinuii feHb camasi pacnpoCcTpaHEHHas MOLIEHHUYECKas CXema, PUHOCAIIAS
rpoMajHble YObITKH OaHKaM — 3TO (UIIMHT. DUILEphI 1e1al0T MACCOBYIO PACCBHUIKY SIKOOBI OT
CITy>KOBI 0€301macHOCTH 0AaHKOB, B KOTOPBIX COJEPIKUTCS MMPOCKOA MPOUTH aBTOPU3AIMIO HA CalTe.
HuTepHeT-pecypc, Ha KOTOPBIN BEJIET CChIIKA, B TOUHOCTH KONUPYET AW3aiiH caiita 6aHka, a agpec
caifiTa oTIMYaeTcsi OT opuruHajga Ha 1-2 cumBoma. Takum oO0pa3oMm, KOH(HIEHIMATbHAS
uHpopMalKs TONAAaeT K 3J0yMBIIUIEHHUKAM, a CpeAcTBa Hcue3aloT co cueroB. Iloka yro
BO3MEIIIEHHE YOBITKOB OT JEATEILHOCTH (PUIIEPOB JISKHUT HA OaHKaX.

MoOWIbHBINH OaHKUHT

MoOunbpHbIH OaHKUHI — yIpaBieHHEe OAHKOBCKHMM CYETOM C MOMOIBIO IUIAHIIETHOIO
KOMIIbIOTEpa, cMapTdoHa uiu oOblYHOTO Tenedona. Kak mpaBuio, aias 3Toro Ha MOOMIIBHOE
YCTPOMCTBO HEOOXOUMO 3arpy3UTh CHEUATIBHOE MOOMIIBHOE MPUIIOKEHHE.

B GonbinHCTBE ciy4aeB JUIsl COBEpILIEHHUs OaHKOBCKHMX olnepauuii TpedyeTcs TOCTYIl B
WntepHer. Pexe TpaH3akIUU OCYIIECTBISAIOTCA C MoMolbio otnpaBku CMC-cooOuieHui.
MOXHO OTMETUTh, YTO paHee, 1O TOro Kak cMapT(OHBI MOITYYMWIN HIMPOKOE paclpoCTpaHEeHHeE,
uMeHHO CMC-0aHKUHT CUMTANICS MOOMIHBHBIM OAaHKHHTOM.

B nacrosiiee Bpems NpUIOKEHUs 11 MOOMJIBHOTO OaHKHMHIA — 3TO NPHIIOKEHUS IS
MHTEpHET-0aHKUHIa C ype3aHHbIM (PYHKLHMOHAJIOM, aJalTHUPOBaHHbBIE MO HEOOJBIINE SKPaHbI
CMapT(OHOB U IO ONEPALMOHHbIE CUCTEMBI, YCTaHABIMBAaeMble B MOOMIIBHBIX ycTpoiicTBax. B
OyaymemM MOOWIbHBIM OaHKMHI oOemiaer ObITh, HAIpPOTHB, Oosiee (YHKIMOHAIBHBIM, YEM
OOBIYHBIN MHTEPHET-OAHKUHT, TOCKOJIbKY MOOMIIbHBIE YCTPOWCTBA MO3BOJISIOT C YA0OCTBOM /st
KJIMEHTAa HCI0JIb30BAaTh TEXHOJIOTUH TOJI0COBON MACHTU(PHKAINH, CO3aBaTh IAOJOHBI IIaTeXen
C TIOMOUIbIO BCTPOEHHOH B Tele(OoH KamMepsl U T. JI.

OpHy U3 caMbIX IPOABUHYTHIX CUCTEM MOOMIBHOrO OaHKHMHTa pa3padaTeiBaeT COepOaHK
Poccun, KOTOpHBIN 3asBUIJI O TOM, YTO TOTOBUT NMpHIIOKeHUs Ui 30 ThIC. MOOMIIBHBIX YCTPOMCTB €
YU4E€TOM BCEX TEXHOJOTMYECKMX OCOOCHHOCTEH TeneoHOB M CcMapTHOHOB — HAIUUUS
(GYHKIMOHATIBHBIX KHOIOK, pa3Mepa 3KpaHa U T. 1.

Ha ceropnsmamii 1eHb OaHKW BBIMYCKAIOT TMPIHIIOKEHHS UII MOOHMIBHOTO OaHKWHTA,
OpPUEHTHPOBAaHHBIE HA MOOMJIBHBIE YCTPOICTBA, paboTarolye Mo YIpaBIeHUEM ONepallHOHHBIX
cucteM 10S u AHIAPOUI.

Meps! 6€30MacCHOCTH MPH UCTIOIb30BAHUU MOOMIIBHOTO OaHKa:
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IIpu morepe mMoOmibHOro Tenehona Bam cremyeT cpoyHO OOpaTUTHCS K ONEpaTropy
CcOTOBOM CBsi3M Il OjokupoBku SIM-kaptel 1 B Konrtaktasiii LlenTp banka mis Gi10KupoBKU
yeryru «MoOHITBHBIN OaHK.

[Ipu cmene Homepa TenedoHa, HA KOTOPBIA MOAKIIOYEHA yciayra «MoOWIbHBIN OaHK»,
Bam HeoOXoauMo OTKIIOYHMTH ycnyry «MoOHIBHBIH OaHK» OT CTaporo Homepa TenedoHa u
MOJIKJIIOYUTH YCIIYTY Ha HOBBII HOMep. [IloMHuUTE, 4TO OnepaTopbl COTOBOII CBA3M MOTYT IIepeaaTh
HOMep TesehoHa APYyroMy aOOHEHTY, €CIIM OH OyZeT HEaKTUBHBIM JUTUTEIBHOE BPEMSI.

ByabTe BHMMaTEIbHBI — HE OCTaBIsANTE CBOM TenedoH 0e3 MpUCMOoTpa, YTOOBI UCKIIOYHUTh
HECAaHKIIMOHMPOBAHHOE HCIOJIb30BAHUE MOOMIBHBIX OAaHKOBCKMX YCIYT. YCTaHOBHUTE Ha
TeneoHe Mapojib, JaHHAs BO3MOXHOCTb JOCTYNHA [UISl JIFOOBIX COBPEMEHHBIX MOJesen
TenedoHoB/cMapT(OHOB.

He mnonkmouaiite x ycmyre «MoOunbHBIH OaHk» TenedOHBI, KOTOphIE BaM HE
NPUHAIIEKAT, IO IPOCKOE TPETHHX JIMII, JaKE €CIIM K BaM 0OpaTHINCh OT UMEHH COTPYIHUKOB
OaHka.

[Ipu ycranoBke Ha TeneoOH IOMOTHUTEIBHBIX MPOrpaMM oOOpamniaiiTe BHUMAaHHE Ha
MOJTHOMOYHS, KOTOpble HEOOXOoAuMbl mporpamMme. Ecmu mporpamMme TpeOyroTCsl HM3JIHIIHUE
MIOJIHOMOYMSI 3TO IIOBOJ MPOSIBUTH HACTOPOXKEHHOCTh (HocTyn M otmnpaBka SMS, noctyn k
WHuTtepHeT u ap.).

YcranoBure Ha Tenedon antuBupycHoe [IO u cBoeBpeMeHHO ero oOHOBIsHTE. [ls
wiatropmbl AHApoua pekoMmeHayem OecmiaTHbie mpuinoxkenus DrWeb for Anapoun Light u
Kaspersky Internet Security for Arapoun (nocrynHo st 3arpy3ku u3 Google Play).

[Tpu BHe3anmHOM mpekpatieHrH padoTsl SIM-kapThl HEOOX0IUMO 0OPATUTHCS K OTIEPATOPY
COTOBOM CBSI3M 3a YTOYHEHHEM IMPUYMH — B OTHOIICHHWH BaCc BO3MOXHO IIPOBEICHHE
MOIIIEHHUYECKHUX JCHCTBUM TPETHbUMHU JIUIIAMH.

He B3nmambiBaiite Tenedon (Hanpumep, depe3 Jailbreaking), Tak kak 3TO OTKJIHOYAET
3al[UTHbIE MEXaHNU3MBbI, 3aJI0’)KEHHbIE POU3BOUTENEM. B pesynbTare Baml TenegoH CTAaHOBUTCS
YSI3BUMBIM K 3apakeHHI0 BUpYCHBIM [10.

He mepexogure mo cchUIkKaM W HE YCTaHaBIMBAaWTE MPHIOKEHHUS/OOHOBIECHUS
Oe3omacHOCTH, MpuILeAmre 1o SMS/31eKTpoHHOM 1ouTe, B TOM YHCIIe OT UMEHH OaHKa.

Otxmouaiite B HacTpoiikax Bamiero iPhone BO3MOXXHOCTH HCIIOJIB30BaTh T'OJOCOBOE
ynpasieHue Siri Ha 3a0JI0KMpPOBAaHHOM JKpaHe.

ITpu moo3peHun, YTo OT BAIIEr0 UMEHU OCYIIECTBIIAIOTCS HECAHKIIMOHUPOBAHHBIE BAMU
orepanuu, OaHK MO CBOEH MHUIIMATHBE MOXKET BPEMEHHO 3a0JIOKUPOBATh YCIYTy «MOOUIHHBII
bank». [l Bo30OHOBIEHHUs MOTpeOyeTcsi cBA3aTbcs ¢ OAHKOM U MOATBEPAUTH JETUTUMHOCTb
TIOJIKJTFOUEHUS U CACTAHHBIX OTEpaInii.

Oo0opynoBanne U MaTepuasbl

AnpTr Pabouas craanmga 10

Anpt Pabouas crannusa K

AnbT «CepBep»

[Taker oducHbIx nporpamm - P7-Ocduc

AIWIN|F

Ykazanus mo TexHuke 0€30MacHOCTH

Ilepen wnawamoMm pabOTHI clieAyeT YOEOUTHCS B HCIPABHOCTH AIIEKTPOMPOBOJIKH,
BBIKJTFOYATEJICH, MITETCEIbHBIX PO3ETOK, MPHU MOMOIIM KOTOPBIX O00OPYIOBaHHE BKIIIOUACTCS B
CeTh, HATMYHH 3a3€MJICHUS KOMITBIOTEPA, €T0 pad0TOCTIOCOOHOCTH.

Jlis CHWXKEHHST WM TPEAOTBPAIEHUS BIMSHHS OMACHBIX M BPEAHBIX (DaKTOpOB
HEOoOXOIUMO COOJI0aTh CAHUTApHbIE NpaBUJa M HOPMBI, TUTHEHHYECKHE TpeOOBaHUS K
NEPCOHAIBbHBIM 3JICKTPOHHO-BBIYHUCIIMTCIIbHBIM MalllTUHAM.

Bo wu30exaHWe TMOBpPEXKICHUS W3OJSAIMH TPOBOJOB W BO3HHUKHOBEHUS KOPOTKHX
3aMbIKaHWI HE pa3pelaeTcs: BellaTh YTO-JTM00 Ha MPOBOJA, 3aKpalluBaTh U OCTUTH LIHYPHI U
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IPOBOJIA, 3aKJIAAbIBaTh MPOBOJA U IIHYPHI 32 Ta30BbIe M BOJONPOBOAHbBIE TPYObI, 3a OaTapen
OTOTHMTEIBHON CHUCTEMBI, BBIICPTHUBATH IITEHCEIBHYI0 BHJIKY M3 PO3CTKH 3a IIHYp, YCHIIUE
JIOJKHO OBITH MPHIIOKEHO K KOPITYCY BUJIKH.

JI7isi UCKITFOUEHUST TTOPAKEHUS JIEKTPHUECKUM TOKOM 3aIlpeliaeTcsi: 4acTo BKIKOYATh U
BBIKJIFOYATh KOMITBIOTEp 0€3 HeoOXOAMMOCTH, MPUKACAThCA K IKPAaHy M K THUILHOW CTOpPOHE
OJIOKOB KOMIIbIOTEpa, pabOTaTh Ha CPEACTBAX BBHIYHMCIHMTEIBHON TEXHUKH U TIEpUPEPUITHOM
000pyIOBaHUM MOKPBIMH pyKaMmHd, paboTaTh Ha CPEICTBAX BBIYUCIUTEIBHOW TEXHHKH U
nepudepuiiHoM 00OpYJOBAaHWHU, HMMEIONIMX HAPYIICHUS IIEIOCTHOCTH KOpIyca, HapyIICHUS
U30JSUM  TPOBOJIOB, HEUCIPABHYI0 WHAWKALMIO BKIIOYCHUS TNHTAaHUS, C MpU3HAKAMHU
AJIEKTPUUECKOTO HANPSHKCHHUS HA KOPIyCce, KJIACTh Ha CPENCTBA BBHIYUCIMTEIBHOW TEXHUKU H
nepudepruitHoM 000pYIOBaHUH TOCTOPOHHUE TIPEMETHI.

3ampemaercss  TOJ  HANPsDKEHWEM  OYMINATh  OT  NBUIM W 3arps3HCHUs
AJIEKTPOOOOPYIOBAHHUE.

Bo n3bexxanue nmopaxeHus JIEKTPHUECKUM TOKOM, TIPH MTOJIb30BaHUH DIIEKTPOTIPUOOpaMu
HeNlb3s KacaTbCsi OJHOBPEMEHHO KakMX-JIMOO TpyOOnpoBoJoB, OaTapeil  OTOIUIEHHS,
METAJUIMYECKUX KOHCTPYKIUI, COSAMHEHHBIX C 3eMJICH.

[Tocne oxonuanust pabOTHI HEOOXOIUMO OOECTOYHTH BCE CPEACTBA BBIYMCIUTEIHHON
TEXHUKH U mepudepuitHoe oOopynoBaHue. B ciydyae HenmpepblBHOTO Y4eOHOTO Ipolecca
HEO0OXOMMO OCTAaBUTh BKIIOUEHHBIMHU TOJBKO HEOOXO0IUMOE 000pyA0BaHHE.

3agaHus npakTH4YecKoi padoTsl 5

1. I3yuuts npesyiaraeMplii TEOPETUUECKUI MaTepual.

2. ChopMupoBaTh KOHIEIIUIO MEPCOHATLHON KHOepOe30macHOCTH HHTEPHET-0aHKHHTA.
Pe3ynbpTaTom NoKHA ABUTHCA Tabimia (QyHKIMOHAIBHBIX TPeOOBAHUI K CHCTEME 3alIUThI IPU
pabote ¢ 6aHKOBCKUMU JaHHBIMHU.

3. CoctaBuTh MH(POPMAITMOHHYIO MOJIENIb CUCTEMBI HHTEPHET-0aHKMHTa, BKJIIOYAIOIIYIO B
ce0st onrcaHue OCHOBHBIX OOBEKTOB CUCTEMBI M B3aUMOJICHCTBUS Me1y HUMU. Ha ocHoBaHUU
UHPOPMALIMOHHOM MozAenu cpopMHUpoBaTh TpeOOBaHUS K IMPOrPaMMHBIM  CpPEICTBaM
MH(}OPMaLlMOHHON 0€3011aCHOCTH.

4. OdopmMuTh OTUeT MO MpakTHYeckod padore. [IpeacTaBUTh OTYET MO MPAKTUYECKOMH
paboTe 1S 3alTUTHI.

BapuaHThl HHAUBUAYAJIBHBIX 3aJaHUM

Pa3paboraiiTe KOHLENIMIO MEePCOHAIbHOW KHOEepOE30MacHOCTH HMHTEpHET-OaHKUHIa B
COOTBETCTBUM C BapuaHTOM. OOpaTuTe BHUMaHKE Ha (PYyHKIIMOHAIbHbIE TPEOOBAHUUS K CUCTEME
3aIUTHI IPU paboTe ¢ 6AHKOBCKUMU JTAHHBIMH.

Ta6muma 5.1 —BapuanTs! 3ananuit

No Texnonorus O01acTh 3aIUTEI
1 NudopManinoHHbIi 10CTyTI HoytOyk, cmaptdoH, cpencrtsa
CBSI3H
2 Pabora C neno3utoM | [lepconanbHbIi KOMIIBIOTED,
(OTKpBITHE, 3aKPBITHE) HOYTOYK, cMmapT(doH, cpencTsa
CBSI3H
3 BuypubankoBckuHii nepeBo [IepconanbHbIi KOMIIBIOTED,
HOYTOYK, cMapT(oOH, CpelcTBa
CBSI3H
4 Mex6aHKOBCKUI TIEpeBOT HoytOyk, cmaptdoH, cpencta
CBSI3U
5 Mesx6ankoBckuii mepesoa C2C | Hoytoyk, cmaprdon, cpeactsa
CBSI3U

44



6 KonBepramus BamtoThI HoytOyk, cmaptdoH, cpencrtsa
CBSI3H

7 Ormuiara yciayr oOHJIaiH [TepconanbHbII KOMIIBIOTED,
HOYTOYK, CcMapT(oOH, CpelncTBa
CBsI3H, KapTa

8 Omurara yenyr odnaita kaproit | Kapra

9 CHarue ne”er B OaHKkoMare Kapra

10 Buecenue HaJTUYHBIX B | Kapra
OaHKOMaTe

Conep:xanue oT4yeTa

[To BeIOTHEHHO# paboTe cocTaBisieTcst 0T4eT. OTUET BHIMOIHSACTCS B 3JICKTPOHHOM BUJIC.
[To BBIMOJIHEHHOMY OTYETY MPOBOAUTCS 3AIIUTA MPAKTHYECKON PaOOTHI.

OTueT 1O NPAKTUYECKOH paboTe IOMKEH COCTOSATh W3 CICAYIONIMX CTPYKTYPHBIX
AIIEMEHTOB:

- TUTYJIbHBIH JIUCT;

- BBOJIHAsI 4aCTh;

- OCHOBHAs 4acTh (omucaHue paboThl);

- 3aKJII04YEHUE (BBIBOBI).

BBojiHas 4acTh OTYeTa TOJDKHA BKIIFOYATh ITYHKTHI:

- YCIIOBHE 33]1a4H;

- IOPSI0K BBITTOJIHCHHSI.

- IPOrpaMMHO-aIapaTHBIE CPEJICTBA, CIIOIB3yEMbIEC TIPU BHITOJIHEHHH PAOOTHI.

3amuTa OT4YeTa M0 MPaKTHUECKO paboTe 3aKII04aeTCs B IPEAbBICHUH MPE01aBaTeII0
MOJIyYCHHBIX PE3yJIbTaTOB B BUAE (aiiyia U IEMOHCTPALIUH MTOJTyYCHHBIX HABBIKOB ITPH OTBETAaX Ha
BOMPOCHI MIperogaBaTels.

KOHTpOJIbHI)Ie BOIIPOCHI

1. InTrepHeT-0aHKUHT.

2. TexHOJOTHHM 3aIIUTHI B UHTEPHET-OAHKHUHTE.

3. IlpuunHbl kUOEPIIpECTYIUIEHUH B MIHTEPHET-0aHKUHTE.
4. [IpoGnembl KnOepOe30nacCHOCTH B UHTEPHET-0aHKUHTE.

YYEBHO-METOANYECKOE U HTH®OOPMALIMOHHOE OBECIIEYEHHUE

JUCIHHUIIVINHBI
Pexomenayemas aureparypa
OcHoBHasi iMTEpaTypa:

1. Ilerpenko B.W. 3ammura nepcoHanbHBIX AAHHBIX B HMH(DOPMAIIMOHHBIX CHCTEMax
[DnexTpoHHBIH pecypc]: yueOHoe mocodue / B.U. [leTpenko. — DIEKTPOH. TEKCTOBBIEC JTaHHEIE.
— CraBpomnoib: CeBepo-KaBkasckuii penepanbubiil yauepcutet, 2016. — 201 ¢. — 2227-8397.
— Pexum noctyna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3zanys 3aiuThl TEPCOHATBHBIX TAHHBIX [DJIEKTPOHHBIN pecypc]
: mabopatopHsblii mpakTukyM / A.M. Makapos, 1.B. Kanu6epza, K.O. bonnapenko. — D5neKTpoH.
TekcToBbIe anHbie. — CTtaBponoib: CeBepo-KaBkasckuii penepanbubiii yauBepcutet, 2015, —
92 c. — 2227-8397. — Pexxum nocrymna: http://www.iprbookshop.ru/62971.html

JlonosiHUTEIbHAS JIUTEPATYypa:

1. Cxpunauk J[.A. OGecniedeHne 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CkpunHuK. — DIEKTPOH. TEKCTOBBIE NaHHbIe. — M. : IHTepHET-Y HUBEPCUTET

45


http://www.iprbookshop.ru/66023.html

Nudopmanmonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum poctyma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-nipakTHYECKUH MTOCTaTEHHBI KOMMEeHTapuil k denepanbHOMY
3akoHy «O MepcoHaIbHBIX JaHHBIX» [DnekTpoHHbIN pecypc] / AWM. CaBenbeB. — DIEKTPOH.
TekcToBble naHHble. — M.: Cratyt, 2017. — 320 c. — 978-5-8354-1365-2. — Pexxum nocryna:
http://www.iprbookshop.ru/65895.html.

MeToauueckasi Jureparypa:

1. Meronuyeckue ykazaHHs K JJabopaTOpHBIM paboTam;
2. METOAMYECKHE YKa3aHHs K CaMOCTOATENbHOI paboTe.

HNuTepHeT-pecypcenl:

WWW.INtuit.ru — HanmoHabHBIN OTKPBITHIN yHUBepcUTeT «MHTYUT»;
www.window.edu.ru —eauHOe OKHO OCTyIa K 00pa30BaTeIbHBIM Pecypcam;
www.citforum.ru — cepep HHPOPMAIIMOHHBIX TEXHOJIOTHIA;
http://www.iprbookshop.ru — 3b6C «IPRbooks»;
. www.gpntb.ru — FocynapcTBeHHast MyOJIMYHAs HAYYHO- TeXHUYECKas OMOIMoTeKa
Poccuu. (I'TTHTB Poccun);

6. http://catalog.ncstu.ru — Dnextponnas 6ubnmuoreka CKOY;

7. http://www.biblioclub.ru — Yausepcurerckas 6udaunoreka online.

agkrownE

IIporpamMmMHoe obecnevenue:

Anpet Pabouas cradmms 10

Anbt Pabouas cranmms K

AnbT «CepBep»

[Taker oducHbIx nporpamm - P7-Ocduc

AWIN|F

MarepnanbHO-TeXHH4YECKOe o0ecnedyeHue

1. JlaGoparopHble M TPAKTUYECKHE 3aHITHS TMPOBOMASTCS B KOMITBIOTEPHBIX KJIacCax, B
KOTOPBIX YCTAHOBJIEHO BBIIIETIEPEUHCICHHOE TPOrPaMMHOE 00ecieueHue.

2. JIeKIMOHHBIN KypC IPOBOIUTCS B AyJJUTOPUSX, OCHAIIICHHBIX IIPOCKTOPOM.
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MUHUCTEPCTBO HAYKH U BBICILIET'O OBPA3OBAHUS PO
OEJIEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YUPEXJIEHUWE BBICHIEI'O ObPA3OBAHUA
«CEBEPO-KABKA3CKHWI ®EJIEPAJIbHBI YHUBEPCUTET»
[Tsaturopckuit uaCcTUTYT (prmmnan) CKOY

MeToanyeckue yKkazaHus
JU1sl 00yYaroImMXCsl MO OPTaHU3AIMKU U IPOBEACHUIO CAaMOCTOSITEILHON pabOThI
o guctuiinae «OCHOBBI MYJIbTUMEIUA TEXHOJIOI U1
IUIs1 CTYJIeHTOB HanpasiaeHus moarotoBku 09.03.02 UnpopMaumoHHbIe CHCTEMbI
H T€XHOJIOTUH
HarnpaByieHHOCTH (poduib) UHGopManMOHHbIE CHCTEMbI M TEXHOJIOT UM
00padoTKH HMPPOBOro KOHTEHTA

IsaTuropck, 2026
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1. O0mme mojoKeHUs

CaMocrosiTenbpHas paboTa — riaHupyemas yueOHas, yaeOHO-HCCIIeI0BaTeIbCKasl, HAyYHO-
HCCIIeIOBaTeNbCKasg paboTa CTyIEHTOB, BHIIOIHIEMas BO BHEAYTUTOPHOE (2yIUTOPHOE) BpeMs 110
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IperojaBaTelisi, HoO 0e3 ero HermocpenICTBEHHOTO
y4dacTus (MpU YaCTUYHOM HETIOCPEICTBEHHOM YYaCTHH MPEMNO/1aBaTesl, OCTABIISIONIEM BEAYIIYIO
pOJIb 32 pabOTOH CTYIEHTOB).

CamocrostensHas padota ctyaeHToB (CPC) B BY3e siBisieTcst BaXHBIM BUAOM Y4eOHOH 1
HAy4YyHOW JEeATENIbHOCTH cTyneHTa. CaMocTosTeNnbHAs paboTa CTYACHTOB UIPAET 3HAYUTEIbHYIO
POJIb B PEUTUHTOBOI TEXHOJIOTUU O0yUYECHUSI.

K 0CHOBHBIM BHJIaM CaMOCTOSITETILHON paOOTHI CTYIEHTOB OTHOCSTCSI:

— ¢hopMUpOBaHUE U YCBOCHHE COJIEP>KaHUSI KOHCIIEKTA JIEKIUI Ha 6a3e peKOMEeH10BaHHOM
JEKTOPOM Y4eOHOW JMTEpaTyphl, BKJIOYas HWHPOPMALMOHHBIE 00pa30BaTEeNbHBIE PECYPCHI
(97EeKTpOHHBIE YUSOHUKH, TIEKTPOHHBIE OUOINOTEKH U JIp.);

— HalMcaHUe JOKJIAJ0B;

— IIOJrOTOBKA K CEMHHApaM, MPaKTHYECKUM H J1a00paTOpHbIM paboTam, ux opopMIICHHE;

— COCTaBJICHUE AaHHOTHUPOBAHHOT'O CIHMCKAa CTAaTell M3 COOTBETCTBYIOIIMX >KYPHAJOB IO
OTpacJisIM 3HaHHH (IIe1arorHYeCKUX, TICUXOJIOTUYECKUX, METOIMYECKUX U JIP.);

— BBINIOJIHEHHE y4eOHO-NCCIIEAOBATENILCKUX paboT, IPOCKTHAS AEIATEIbHOCTD;

— THOJrOTOBKA MPAKTUYECKUX Pa3pabOTOK W PEKOMEHIAIMH MO PEIIeHUI0 MPOOJIEMHOM
CUTYalluu;

— BBINOJHEHUE JOMAIIHUX 3a/laHUi B BUAC PEIICHUS OTICIBHBIX 3a7ad, MPOBEICHHS
TUTIOBBIX PACYETOB, PACUETHO-KOMIBIOTEPHBIX U HMHIWBUIYaJbHBIX pabOT MO OTIEIbHBIM
pazzenam cojiep>KaHus JUCLUILIMH U T.11.;

— KOMIBIOTEPHBIA TEKYIIUl CAMOKOHTPOJIb M KOHTPOJIb YCIIEBAeMOCTH Ha 0aze
3JIEKTPOHHBIX 00YUAIOIINUX U aTTECTYIOUINX TECTOB;

— BBITNIOJIHEHHE KYPCOBBIX paboT (MMPOEKTOB) B paMKaX JUCIMILINH;

— BBINIOJIHEHHUE BBIMTYCKHON KBAaNU()PUKAMOHHONW pabOTHI U JIp.

Mertoarka opraHu3alii CaMOCTOSTENIbHONW paboThl CTYJEHTOB 3aBUCHUT OT CTPYKTYpHI,
XapakTepa U OCOOEHHOCTEM H3ydaeMoll IUCIUIUIMHBI, 00beMa 4YacoB Ha €€ H3yueHue, BHUJa
3aJJaHUi ISl CaMOCTOSTENIbHOM PabOThl CTYIEHTOB, MHIMBHYalbHBIX KaueCTB CTYJEHTOB U
YCJIOBHM Y4EOHOMU IeATeTbHOCTH.

[Iponiecc opraHu3alMM CaMOCTOSTENbHOW pabOThl CTYIEHTOB BKJIKOYaeT B cels
CJIETYIOIINE ATAlbI:

— TIOArOTOBUTENBHBIA (OMpesaeseHrue Lenel, COCTaBIEHHUE NpPOTrpaMMbl, MOATOTOBKA
METOIMYECKOro 0OecredeH s, MoAroTOBKa 000PYJ0BaHHUS);

— OCHOBHOM (peanu3anus MporpaMMmbl, UCIOIb30BAHNE MPUEMOB MOMCKA WH(POPMAIINY,
YCBOEHHsI, NepepadOTKH, TNPUMEHEHUs, Mepefayd 3HaHuM, (UKCHpPOBaHHE pPE3yJIbTaTOB,
camoopraHu3zalus mnporecca padoThl);

— 3aKJIIOYMTENbHBIN (OIIEHKa 3HAYMMOCTH U aHAJIU3 pe3ysbTaToB, UX CHCTEMaTHU3aLus,
oreHka 3(h(heKTHBHOCTH MTPOTPAMMEI ¥ TPHUEMOB Pa0OTHI, BEIBOJIBI O HATIPABJICHUSX ONITUMH3AIIH

Tpyaa).
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2.11es1b ¥ 321241 CAMOCTOATEILHOI PadoThI

Benymas unens opranuzanuu u ocymiectienus CPC coBmagaer ¢ menpio oOydeHUs
CTyJeHTa — GOPMUPOBAHNUE YHUBEPCAIbHBIX KOMIIETCHIUH.

[Tpu opranuzamuu CPC BaXHBIM U HEOOXOIUMBIM YCIIOBUEM CTAHOBSTCS ()OPMUPOBAHUE
YMEHHSI CaMOCTOSITENIbHOM paboThl Al MPUOOPETeHHs 3HAHHM, HABBIKOB U BO3MOXKHOCTHU
OpraHu3aiy ydeOHOM U HAay4yHOH JesTenbHOCTH. Llenpio caMmocTosTenbHON paboThl CTYyICHTOB
ABIIIETCS OBJaJieHue (yHAaMEHTaJbHBIMU 3HAHUSAMHU, NPO(ECCHOHATBLHBIMU YMEHUSMU U
HABBIKAMU JICSITSILHOCTH TI0 MPOQIITIO, OMTBITOM TBOPUYECKOM, HCCIIEA0BATEIBCKOMN ACSITEITLHOCTH.
CamocTtosTenbHass paboTa  CTYAGHTOB  CIOCOOCTBYET  Pa3BUTHUIO  CAMOCTOSTEIbHOCTH,
OTBETCTBEHHOCTHU M OPTaHU30BaHHOCTH, TBOPUECKOTO MOIX0Aa K PEUICHUIO po0iIeM yuyeOHoro u
pohecCuOHaNBbHOTO YPOBHSL.

3agauamu CPC sBasitoTcs:

— cHCTeMaTH3alus U 3aKpEeIUICHHUE TOTYYSHHBIX TECOPETHUECKUX 3HAHUH U MPAKTHYECKUX
YMEHUH CTYJICHTOB;

— yrayOJieHre U pacluIMpeHre TEOPETUUECKUX 3HAHMIA,

— (QopmupoBaHHE YMEHUH UCHOIB30BaTh HOPMATHUBHYIO, IPABOBYIO, CIIPABOUYHYIO
JIOKYMEHTAIUIO U CHEeIHUATIbHYIO TUTEPATYPY;

— pa3BHUTHE TO3HABATCILHBIX CIOCOOHOCTEH M AKTUBHOCTH CTYJICHTOB: TBOPYECKOU
WHUIUATHBBI, CAMOCTOSTEIILHOCTH, OTBETCTBEHHOCTH U OPTaHU30BAHHOCTH,

— (opmupoBaHHE CaMOCTOSATEIBHOCTH MBIIUICHHUS, CIIOCOOHOCTEH K CaMOPa3BUTHUIO,
CaMOCOBEPILICHCTBOBAHHUIO M CAaMOpPEeaTn3alliu;

— pa3BUTHE UCCIIEIOBATEIbCKIUX YMEHHIA;

— HCIIONIb30BaHUE MaTepualia, COOPaHHOTO M IMOJYYCHHOTO B XOJI€ CaAMOCTOSTEIHHOMN
paboTHI M JTAOOPATOPHBIX 3AHATHH.

3. TexHoJiornyeckasi KAapTa cCaMOCTOSITeIbHOM PadoThl CTY/ICHTA

CpenctBa u O6beM yacoB, B TOM YHCIIE
Kongur
TEXHOJIOTHH CPC | KonraktHasg | Bcero
peanuzyeMbix | Bupg nestenbHOCTH
o OLICHKH paborta c
KOMIIETEHIINIH, CTYJICHTOB
MpernoaBaT
UHANKATOpa(oB)
eJaeM
1 cemecTp
UJ-1TIK-8, N/1-2 CamocrostenpHoe | CobecemoBaHue
IIK-8 H3yUCHHUe 18,72 2,08 20,8
JUTEPATyPhI
UI-1TIK-8, N/1-2 IToxroroBska k CobecenoBanne
TK-8 MPaKTUYECKUM 4,68 0,52 5,2
3aHATHSIM
WO-11K-8, NJ1-2 IToaroroska Jlokian
K-8 9 1 10
JIOKJIaga
Hroro 3a 1 cemectp 32,4 3,6 36
Hroro | 32,4 3,6 36

4.TlopsiIoK BBITOJIHEHUSI CAMOCTOSITEILHON PadoThl CTYIEHTOM

4.1. Memoouueckue pexomernoayuu no pabome ¢ y4eOHOU TUmepamypou
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ITpu pabote ¢ KHUrol HEOOXOTUMO MOAOOpaTh JIUTEPATYpy, HAYUYUThCS MPABUIBHO €€
YUTaTh, BECTH 3amucu. s mogdopa aurepaTypsl B OUOIMOTEKE UCHONB3YIOTCS al)aBUTHBIN U
CHCTEMAaTUYECKUI KaTaJlOlHU.

Ba)xnHo MOMHUTB, YTO palMOHANbHbIE HABBIKM Pa0OTHI C KHUTOW - 3TO BCerjaa OoJbIias
HKOHOMHS BPEMEHU U CHUIL.

[IpaBuibHbIE  TONOOP YUYEOHMKOB PEKOMEHAYETCS IpernojaBaTesieM, YHTAIOIIUM
JEeKIMOHHBINA Kypc. HeoOxomumasi nmurepaTtypa MOXKeT OBITh TAaKKe yKa3aHa B METOJMYECKUX
pa3paboTKax 1o JaHHOMY Kypcy.

W3yuas maTtepuan 1o y4eOHHKY, CIEAYeT MEePEXOIUTh K CIEAYIOIIEMY BOIPOCY TOIBKO
MocJyie MPaBUJIBLHOTO YSICHEHUS MPEAbIAYIIET0, ONKChIBAs Ha Oymare BCe BBIKJIAJAKU U BBIYUCIICHUS
(B TOM 4HCIE T€, KOTOpbIe B y4eOHUKE ONMYIICHbI WIM Ha JEKIMU JAaHBI IS CAMOCTOSITEIHHOTO
BBIBOJIA).

[Tpu n3ydeHnu 1000 AUCHUILTUHBI OOJBIIYIO U BXKHYIO POJIb UTPAET CAaMOCTOSITENIbHAS
WHAMBHUAYyallbHAs padoTa.

Ocoboe BHHMaHHE cJenyeT OOpaTUTh Ha OIpEIeIIeHHEe OCHOBHBIX IOHSATHH Kypca.
CryneHT AoJbKeH MoapoOHO pa3OupaTh MPUMEPHI, KOTOPHIE MOSCHSAIOT TaKue OMpEleiIeHUs, U
YMETh CTPOWTH aHAJIOTUYHBIC TPUMEPBHl CaMOCTOATENbHO. HyXHO 1nOOMBaThCcs TOYHOTO
MPEJICTaBICHUSI O TOM, YTO U3y4aelb. [[0Je3H0 cocTaBsATh OnOpHbIE KOHCHEKTHI. [1pu nzydenun
MaTepuaia Mo y4eOHUKY IOJIE3HO B TeTpaau (Ha CHEIHaJbHO OTBEIEHHBIX IOJISIX) JOIOJIHAThH
KOHCIEKT JieKuuid. Tam ke cleayeT OTMedaTh BOINPOCHI, BBIICIEHHBIE CTYACHTOM IS
KOHCYJIbTAIIMM C IIPENnoaaBaTesieM.

BriBozibI, MONIy4eHHBIE B pe3yNbTaTe U3Y4YCHHS, PEKOMEHIyeTCS B KOHCIIEKTE BBIJCINATD,
YTOOBI OHU NP NEPEUUTHIBAHUY 3AIIUCEH JTyUllle 3alIOMUHAIKCD.

OnpIT MOKa3bIBaET, YTO MHOTHM CTYJEHTaM IOMOTaeT COCTABJICHHWE JIMCTAa OMOPHBIX
CHUTHAJIOB, COJIEPIKAIIETO BKHEUIINE U HanOoJIee 4acTo ynoTpeoiseMbie GOPMYIIbl U MOHSTHS.
Takoil TUCT mMoOMoraeT 3amoMHUTH (POPMYIIBI, OCHOBHBIC TOJIOKEHUS JIEKIIMH, & TaKK€ MOXKET
CILY’KMTb ITOCTOSIHHBIM CIIPAaBOYHUKOM JJIsl CTYJEHTA.

UreHne Hay4YHOTO TEKCTa SIBJISIETCS YaCThIO TMO3HABATENbHOU jaedarenbHocTH. Ee menp —
W3BJICUCHHE U3 TEKCTAa HE0OXoauMoi nHpopmaruu. OT TOTO Ha CKOJIBKO OCO3HAHHA YUTAIOITUM
coOCTBEeHHas BHYTPEHHSSI YCTaHOBKA MpU OOpallleHWH K TeYaTHOMY CJIOBY (HAWTH HY>KHbBIE
CBEICHMSI, YCBOUTh MH(GOPMAIUIO MOJHOCTHIO WM YaCTMYHO, KPUTHUECKU IMPOAHAIU3HPOBATH
MaTepuai U T.I.) BO MHOT'OM 3aBUCHUT 3()()EKTUBHOCTh OCYILIECTBISEMOTO NEHCTBUSI.

Boiaensitotr uemauipe ocrhosnbie ycmano6Ku 6 YmeHuu Hay4Ho20 MeKcma.

MH(OPMAIIMOHHO-TIOMCKOBBIH (3a/1a4a — HAlTH, BBLACTUTH UICKOMYIO HH(OPMAILIHIO)

ycBauBarolas (yCwins YUTaTessl HalpaBJieHbl Ha TO, YTOOBI KaK MOKHO IIOJTHEE OCO3HATh
Y 3a[IOMHHUTH KaK CaMH CBEJICHUS M3JIaraeMble aBTOPOM, TaK U BCIO JIOTUKY €T0 PACCYKICHHIA)

AHATTMTHKO-KPUTHYECKass (YUTATENb CTPEMUTCS KPUTHYECKH OCMBICIUTh MaTepHal,
[IPOAHAIM3UPOBAB €T0, ONIPENIEIUB CBOE OTHOLIEHHE K HEMY)

TBOpUECKas (CO3JaeT y 4YMTaTessl TOTOBHOCTh B TOM WJIM MHOM BHUJE — KaK OTIPaBHOI
MYyHKT 71 CBOMX PACCyKIEHUM, Kak 0o0pa3 /i JeHCTBHUS MO aHAJIOTHH U T.IM. — UCIOJIb30BaTh
CYXKICHHsSI aBTOpa, XOJ €ro MbICIeH, pe3ynbTaT HaOoleHus, pa3pabOTaHHYI0 METOJUKY,
JIOTIOJTHUTD UX, IOJJBEPIHYTh HOBOM MPOBEPKE).

OcHognbie 8U0bl CUCMEMAMUZUPOBAHHOLL 3aNUCU NPOYUMAHHO2O:

AHHOTHPOBaHHE — TMPEAEIBHO KpaTKOE CBSI3HOE OIUCAaHUE IPOCMOTPEHHOW HIIHU
MPOYUTAHHOMN KHUTHU (CTaTbH), €€ CO/EeP KaHUs, UCTOUHUKOB, XapaKTepa U Ha3HAUYEHUs;

[TnarupoBaHue — KpaTKas IOTUYECKasi OPraHU3aIMs TEKCTa, pACKPBIBAIOIIAS COICP KaHNE
U CTPYKTYpY M3y4aeMoro MaTepuana;

Te3upoBaHue — JTaKOHMYHOE BOCIIPOM3BE/IEHHE OCHOBHBIX YTBEp)KICHHUH aBTOpa 0€3
MpUBJIEYEHHS (PAaKTUUECKOTO MaTepuara;

[{utnpoBaHue — TOCIOBHOE BBITMCHIBAHUE U3 TEKCTA BBIAECPIKEK, U3BJICUCHUN, Hauboiee
CYIIECTBEHHO OTPAXKAIOIIMUX TY WK HHYIO MBICIIb aBTOPA;
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KoHcnexktupoBaHue — KpaTkoe U IOCJIEI0OBAaTEIbHOE M3JI0KEHHE COAEPIKAHUS
IIPOYUTAHHOTO.

KoHcnekT — cnoxHbIN c1ocod U3M0KEHUS COICPKAHUSI KHUTH WM CTaThU B JIOTHYECKOM
nociea0BaTeIbHOCTU. KOHCIIEKT akKyMyJIHpyeT B ce0e Mpeablayline BUIbl 3alHUCH, TT03BOJISET
BCECTOPOHHE OXBAaTUTh COACPKAHUE KHUTH, cTaTbu. [[09TOMY ymMeHue COCTaBIATh IUJIaH, TE3UCHI,
JienaTh BBIMUCKU U JPYTHE 3alIMCH ONPENENeT U TEXHOJIOTHUIO COCTABIICHUS KOHCIIEKTA.

Memoouueckue pekomenoayuu no cOCMagieHuro KOHCneKma.

1. BHUMaTeNnbHO NPOYUTANTE TEKCT. Y TOUHUTE B CIPABOYHOM JINTEPATYPE HEMOHSITHHIC
cioBa. [Ipu 3anucu He 3a0yIbTe BHIHECTH CIPABOYHBIC TaHHBIC HA MOJIST KOHCIICKTA.

2. Boigenute riaBHOE, COCTaBbTE IUIAH.

3. Kpatko cdopmynupyliTe OCHOBHBIE MOJOXEHHUS TEKCTa, OTMETHTE apryMEHTAIIHIO
aBTOpA.

4. 3aKkoHCHEKTUPYITE MaTepHall, YUeTKO cleays IyHKTaMm IaHa. [Ipu KoHcnekTupoBaHuu
cTapaiTech BbIPa3UTh MbICIIb CBOUMH CIIOBaMU. 3alIUCH CJIEIYET BECTH YETKO, SICHO.

5. I'pamotHO 3amnuckiBaiite nuratel. L{luTupys, yduThiBaiiTe JIaKOHUYHOCTh, 3HAYUMOCTh
MBICIIH.

B TekcTe KOHCIEKTa kKenareJbHO IPUBOJUTH HE TOJIBKO TE3UCHBIE MOJIOKEHUS, HO U UX
nokazatenbcTBa. [Ipu odopmieHNN KOHCIEKTa HEOOXOIUMO CTPEMHUTHCS K €MKOCTH KaXAO0ro
npeuiokeHusl. MBICIM  aBTOpa KHUTH CIIEAyeT u3jaraTh KpaTrko, 3a00TsICh O CTHIE U
BBIPA3UTEIHbHOCTH HAMMMCAHHOTO. YHCIIO JOMOJHUTENBHBIX JIEMEHTOB KOHCIEKTa JTOJIKHO OBITh
JOTUYECKM  OOOCHOBAaHHBIM,  3alIUCH  JOJDKHBI — paclpeiensiTbCsi B ONpEAEICHHOU
MIOCJIEI0BATEIbHOCTH, OTBEYAIOILIEH JOTUYECKON CTPYKTYype mpousBeAcHus. s yTouHeHus u
JIOTIOJTHEHHUS HEOOXOIMMO OCTABJISITH OJISI.

OBnaneHne HaBbIKAMU KOHCIIEKTHPOBAHHS TPeOyeT OT CTYAEHTa LeJeyCTPEeMIIEHHOCTH,
MTOBCETHEBHOM CaMOCTOSATEIILHONU PaOOTHI.

4.2. Memoouueckue pekomenoayuu no N0O20MoeKe K NPaAKMmuiecKum 3aHAmusam

J111s TOro 4TOOBI MPAKTUYECKUE 3aHATUS PUHOCUITU MAaKCUMAJIbHYIO TOJIb3Y, HEOOXOAMMO
MOMHUTBH, YTO YINpa)XHEHWE W peIIeHHEe 3a]ad MPOBOASTCS IO BBIYUTAHHOMY Ha JICKIHIX
MaTepuaiy 1 CBS3aHbl, KaK MPaBUJIO, C AETATbHBIM pa300pOM OTAEIBHBIX BOIPOCOB JEKIIMOHHOTO
kypca. Crnenyer NOAYEPKHYTb, YTO TOJBKO IIOCJIE€ YCBOEHHUS JEKIUOHHOTO Marepuaia ¢
OTIpeIeIEHHOM TOYKH 3peHHs (2 IMEHHO C TOW, C KOTOPOM OH M3Naraercs Ha JEKIHUsAX) OH OyaeT
3aKpeIIsAThCS Ha JIaDOpaTOpPHBIX 3aHATUSAX Kak B pe3ylbTare OOCYXKICHHS M aHajau3a
JIEKIIMOHHOTO MaTepuana, Tak ¥ C IOMOIIBIO pelIeHnus MPoOJIeMHBIX CUTYyaluii, 3aaa4. [Ipu aTrx
YCIIOBHSIX CTYACHT HE TOJBKO XOPOIIO YCBOMT MaTepHasl, HO W HAY4YUTCS MPUMEHSTH €ro Ha
MPAaKTHKE, a TaKXKe MOIYyYUT AOMOJHUTEIbHBIA CTUMYN (M 3TO OYEHb BA)KHO) JJISI aKTMBHOU
popabOTKHU JEKIUH.

[Ipu camoCTOSITENFHOM pELICHUH 3a7a4 HY>KHO O0OOCHOBBIBATH KaXKIbI JTall PEIICHUS,
HCXOJIS U3 TEOPETUUECKHUX TOJIOKEHUH Kypca. Eciu CTyIeHT BUAUT HECKOJIBKO MYTEeH perieHus
npoOsieMbl (3aa4un), TO HYXKHO CPaBHHTHh UX M BbIOpaTh caMblii parnroHanbHbIN. [lone3sHo 1o
HayaJla BBIYUCIEHWNW COCTaBUTh KpPATKUW IUIaH pernieHus: mpoosiemsbl (3amauun). Pemenue
MpOoOJIEMHBIX 3a7a4 WM MPUMEPOB CIEAyeT M3larath MoApoOHO, BHIUMCICHHS pacrojarath B
CTPOTOM TIOPSIAKE, OTHENSAS BCIIOMOTATEIbHBIC BBIYUCICHHS OT OCHOBHBIX. PerieHust mpu
HEOOXOIUMOCTH HYXKHO COTIPOBOXKIATh KOMMEHTAPUSIMHU, CXEMaMH, YePTEKAMHU 1 PUCYHKAMH.

Crnenyer MOMHHTH, YTO pEIICHHE KaXKI0M ydeOHOW 3amadd JIOJDKHO JOBOJUTHCS 0
OKOHYATEeJIbHOTO JIOTHYECKOTO0 OTBETa, KOTOPOro TpedyeT YCIOBHE, U IO BO3MOXXHOCTU C
BBIBOZIOM. [loSTydeHHBIH OTBET CJIENYET MPOBEPHUTH CIOCOOAMHU, BBITCKAIOIIMMH M3 CYIIIECTBA
naHHoM 3amaun. [lone3Ho Takke (eciu BO3MOXKHO) peliaTh HECKOTbKUMHU CII0OCOOaMU U CPaBHUTH
MOJIy4YEHHBIE pe3yNnbTaThl. Pelienre 3a1a4 JaHHOTO TUIA HYKHO IPOAOJIKATh 10 TPUOOpETEeHUS
TBEPJIbIX HaBBIKOB B UX PEIICHUH.
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4.3. Memoouueckue pekomeHoayuu no camonposepke 3HaAHu

[Tocne u3yuyeHus: onpeneseHHOW TEMBI MO 3alUCsM B KOHCIEKTE M YYEOHHKY, a TaKXKe
pEIICHUST TOCTATOYHOTO KOJMYECTBA COOTBETCTBYIOIIMX 3a7a4 HAa MPAKTUYECKHUX 3aHATHUAX U
CaMOCTOSITEJIbHO CTYJAEHTY PEKOMEHIYETCsl IMPOBECTH CAMOIPOBEPKY YCBOEHHBIX 3HAHMM,
OTBETUB Ha KOHTPOJIbHBIE BOIIPOCHI TI0 U3yUYEHHOH TeMeE.

B ciyyae HEOOXOAMMOCTH HY)KHO €IIle pa3 BHUMATEILHO pa300paThCsi B MaTepuae.

MHorma HemoCTaTOYHOCTh YCBOSHHUS TOTO WJIM MHOTO BOIPOCA BBISICHSAETCS TOJBKO MPHU
M3Y4YEHUU JajbHEUIero MaTepuana. B aTom cnydae Hago BEpHYTHCS Ha3al U MOBTOPUTH IIOXO
YCBOCHHBIN MaTepuasl. BaKHBI KpUTEpUH YCBOCHHS TCOPETHUYECKOIO Marepuaga — yMEHHE
OTBEYaTh Ha BOIIPOCHI JIJIsl COOECEIOBAHUSI.

Bomnpocs! 1151 cobeceioBaHust

Ba3zoBrblii ypoBeHb

Tema 1. OcHOBHBIE NOHATHS NMEPCOHATBbHOI KHOep0e30acHOCTH

Nudopmannonnas 6€301macHOCTh U KHOEepOe30macHOCTb.

CoiicTBa ounppoBaHHON HHDOPMAIIH.

[TpuurHbI KKOEPIIPECTYIIIICHUN.

[TpoGieMb1 KHOEPOE30TACHOCTH.

AHalu3 pUCKOB KaK OCHOBA YIIPaBJICHUS IMEPCOHALHONM KHOEpOE30IacCHOCThIO

Mopens yrpo3 STRIDE.

WHCcTpyMeHTHI aHai3a U KOHTPOJIS HHQOPMAIIMOHHBIX PHCKOB.

. CpaBHUTEIIBHBIN aHAU3 MMOAXOM0B K PACIO3HABAHUIO YIPO3 C HCIIOJIH30BAHHEM Pa3IUYHBIX
moaeneii: CIA, STRIDE

Tema 5. DxoHomuueckasi 3Q(PeKTHBHOCTH CcpeIcTB o0ecrevyeHUsl MePCOHAIBLHOM
KnOep0e30nacHoCTH

9. OrueHka cpeiCTB KPUIITO3AIIUTHI.

10. DxoHOMHUYECKOE 0OOCHOBAHUE PACX0/I0B Ha 0OeCIIeYeHHE TEPCOHATBLHOM KHOepOEe30MacHOCTH.
11. OGocHOBaHHBII BBIOOP MEp U CPEACTB OOecTeueHus: NEPCOHAIbHON KNOepOe30MacHOCTH.

NGO~ wWdE

12. IpeumymiecTBa M HEJOCTATKU CYIIECTBYIOIIMX METOJAOB OOOCHOBaHHMS HMHBECTULUH B
cpezacTBa obecrnedeHns NepcoHanbHOM KnOepOe30macHOCTH.
IloBbIIEHHBII YPOBEHb

Tema 1. OcHOBHBIC NOHATHSA NEPCOHATBHON KHOep0e301acHOCTH

13. OcHOBHBIE TOHATHUS KHOEPOE30TTaCHOCTH.

14. Xapakrepuctuku ounppoBaHHON HHDOPMAIUH.

15. Knaccuduxkanus KuOeprnpecTyrieHu.

16. TexHnonmoruu kMOEPOE30MACHOCTH.

17. Yupasienue nepcoHaibHON KHOepOe30nacHOCThIO

18. Xapakrepuctuku moaenu yrpo3 STRIDE.

19. UncTpyMeHTHI aHai3a U KOHTPOJIST HH)OPMAIIHOHHBIX PHCKOB.

20. CpaBHUTENBHBIN aHAJIU3 TOJXO/0B K PACMO3HABAHUIO YTPO3 C UCIOJIB30BAHUEM Pa3IMYHBIX
mogenei: I'ekcana [lapkepa, SA, STRIDE

Tema 5. DxoHomuueckasi 3(Q(PeKTHBHOCTH CcpeIcTB ofecrnevyeHUs] TeEePCOHAIBHOM
KnudepOe30nacHoCTn

21. HaGop (HMHAHCOBO-9KOHOMHUYECKUX IIOKa3aTeled Ui olneHKH 3((OEKTHBHOCTH CPEJICTB
o0ecreyeHns: NepcoHaNbHOM KOepOe30MacHOCTH ¢ SKOHOMHUYECKUX MO3HULINH.

22.MeToayKka OLEHKH SKOHOMHYECKOM S()(PEKTUBHOCTH CPENCTB OOECIIEYEHHS MEPCOHATBHOM
K1OepOe30MacHOCTH.
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4.4. Memoouueckue pexomeHoayuu no HANUCAHUIO HAYYHBIX MEKCMOo8 (00K1a008, pedepamos,
acce, HAYYHLIX cmamell U m.o.)

Ilepen Tem, Kak MPUCTYNMUTH K HATMCAHUIO HAYYHOT'O TEKCTA, BAXKHO Pa300paThCs, KaKoBa
MCTUHHAsI LIeJIb BAIllero HAyYHOr0 TEKCTa - 3TO OMOXKET BaM pa3yMHO PacIpeIeIUTh CBOU CUJIbI
U BpeMsl.

Bo-niepBbIX, cHauana HYXHO ONPEIEIUTHCS C HJIeel HAyYHOrOo TEKCTa, a JAJs ATOro
HE00XO0/IMMO HAYUUTHCSI TMOO OTHOCUTHCS K Pa3HBIM SIBICHUAM U (paKTaM HECKOIBKO KPUTHIECKU
(cBOs maes — KaKk MHAas TOYKA 3PEHHUS), TMOO HAYUUTHCS YBJIEKAThCS KAKUMU-TO M3BECTHBIMU
UesIMH, KOTOpbIE HYXKIAIOTCA B J0paboTke (Maes — Kak ONTHUMHCTHYECKas IO3UIUS U
HAIPaBJIEHHOCTD HA JlajbHEllIIee COBEPIICHCTBOBAHUE YKE U3BECTHOT0). BO-BTOPHIX, HAYyUYUTHCS
OpPraHU30BBIBATH CBOE BPEMSI.

[TucaTh cneayeT ICHO U MOHSITHO, CTApPasCh OCHOBHBIE MOJIOXKEHUS (HOPMYIUPOBATH YETKO
Y HEJIBYCMBICTIEHHO (YTOOBI U CaMOMY MOHSTHO ObLIO), a TAKXKE CTPEMSICh CTPYKTYPUPOBATh CBOM
TEKCT.

Cuctematuzansi ¥ aHaTU3 M3YYCHHOW JUTEpaTypbl IO MpoOJIeME HCCIEAOBAHMS
MO3BOJIAIOT CTY/ICHTY HaIKcaTh paboTy.

Pabounii BapuaHT TekcTa JIOKJIaZa MPEIOCTaBISIETCS PyKOBOAMUTENIO Ha MpoBepkKy. Ha
OCHOBe pabodero BapuaHTa TEKCTa PYKOBOAUTEIh BMECT€ CO CTYIEHTOM 00cCyXaaer
BO3MO>KHOCTH JIOPaOOTKH TEKCTa, ero oopmiieHue.

Cmpykmypa doxnaoa:

— Bgexaenwue (ae 60mee 3-4 ctpanuir). Bo BBegeHHH HEOOXOAMMO 00O0CHOBATH BEIOOP TEMBI,
€e aKTyaJlbHOCTh, OYEPTHTH 00JIACTH UCCIIEIOBaHMS, OOBEKT HCCIICJOBAHNUS, OCHOBHBIC LIENIN H
3aJla4M UCCIIeIOBaHUS.

— OcCHOBHas 4acThb COCTOMT U3 2-3 pa3nenoB. B HUX pacKpbIBaeTcs CyTh HCCIIElyeMOU
po0JIeMbl, MPOBOJUTCS 0030p MUPOBOH JUTEPATYpbl U UCTOYHUKOB MHTEpHET MO MmpeaMeTy
WCCIICIOBAaHMSI, B KOTOPOM JIa€TCsl XapaKTEPUCTHKA CTENEHH Pa3paOOTaHHOCTH MPOOJIEMBI H
aBTOpCKasl aHAINTUYECKash OLIEHKa OCHOBHBIX TEOPETUYECKMX IIOJXOJI0OB K €€ PELICHHMIO.
Wznoxenne Martepuaiia HE JOJDKHO OTPAaHMYMBATHCS JIMIIb OMHCATENBHBIM ITOAXOJIOM K
pacKpbITHIO BbIOpaHHON TeMbl. OHO TakXke OJDKHO COAEp)KaTh COOCTBEHHOE BHICHHE
paccMaTpuBaeMoi MPOOIIEMBI M U3JI0KEHNE COOCTBEHHOM TOYKH 3pEHHSI HA BO3MOKHBIE TTYTH €€
pereHus.

— 3akmouenue (1-2 ctpanunpl). B 3akiroueHun KpaTKo H3JIararoTcsi JOCTUTHYTHIE MpU
M3YYEHHUH MTPOOIIEMBI TIETTH, TEPCIIEKTUBBI Pa3BUTHUS UCCIIEyEMOTO BOIIPOCa

— Cnucok HCTOJIb30BaHHOM JnTepaTyphbl (He MeHble 10 MCTOYHUKOB), B an(aBUTHOM
nopsiike, oOpMIICHHBIN B COOTBETCTBUY C IPUHATHIMU MpaBHJIaMH. B CITUCOK MCTI0Ib30BaHHON
JUTEPaTyphl PEKOMEHIYeTCS BKIIOYAaTh PAa0OThI OTEYECTBEHHBIX U 3apYOEKHBIX aBTOPOB, B TOM
qHcIIe CTaTbU, ONyOJIMKOBAaHHbBIE B HAYYHBIX J)KypHAJIaX B TEUEHHUE MOCIEIHUX 3-X JIET U CChUIKU
Ha pecypcel cetn MHTepHeT.

— Ilpunoxenue (Mpu HEOOXOAUMOCTH).

Tpebosanus k oghopmaenuro:

— TEKCT C OJJHOM CTOPOHBI JIUCTA;

— mpudt Times New Roman;

— kerub mpudra 14;

— MEXCTpOUYHOE paccTosiHue 1,5;

— ToJIst: CBEepXy 2,5 cM, cHHU3Y — 2,5 cM, cieBa - 3 ¢M, crpasa 1,5 cM;
— pedepar gomxeH ObITh MIPEACTABICH B COPOIIIOPOBAHHOM BH/IE.

Topsook 3auumer doxnada:
Ha 3amuty noknama otBoautcst 5-7 MUHYT BPEMEHH, B X0JI€ KOTOPOTO CTYACHT JOJIKEH
MOKa3aTh CBOOOJHOE BIAJCHHE MaTepHaIoM IO 3asBleHHOW Teme. [lpw 3ammre nokmanga
MIPUBETCTBYETCS UCIIOJIB30BAHNE MYJIbTHMEANA-TIPE3CHTAIUH.
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Jloknax OLEHHBAETCS IO CIEAYIOIUM KpUTEepUsM: coOirofeHne TpeOOBaHUN K €ro
oopmMIIeHHI0; HEOOXOAUMOCTh U J1I0CTaTOYHOCTh JUIsl PACKPBITUS TEMbI IPUBEIEHHON B TEKCTE
JIOKJIa1a uH(pOpMAIMK; YMEHUE CTYACHTa CBOOOJHO HM3JIaraTh OCHOBHBIC WJEU, OTPAKEHHBIC B
JIOKJIa/Ie; CIIOCOOHOCTh CTYJEHTA MOHATh CYTh 33[JaBacMbIX IpErojaBaTeleM U COKYPCHUKAMH
BOINIPOCOB U C(HOPMYITMPOBATH TOYHBIE OTBETHI HA HUX.

Kpumepuu oyenxu:

Oyenka «omauyHoy» BBICTABIISIETCS CTYJEHTY, €CIIM B JOKJIAJE CTYAEHT HCUEPIbIBAIOLLE,
II0CJIEI0BATENIBHO, YETKO M JIOTUYECKU CTPOMHO M3jaraeT MaTepuall; cBOOOAHO CIPABIISIETCS C
3a/7layaMM, BOIIPOCAaMHU M JIPYIMMM BHJIaMU IPUMEHEHUs 3HAHUM; UCIOJb3YET JUIsl HAllMCaHUs
JIOKJIaZla COBPEMEHHbIE HAay4dHble MAaTepUallbl; AHAJIM3UPYET MOJYYEHHYI0 HH(POPMALUIO;
IIPOSIBIISIET CAMOCTOSATEIBLHOCTD IIPU HAIIMCAHUU JI0KJIa/1a.

Oyenka «xopouio» BBICTABISETCA CTYAEHTY, €CIM KadyeCTBO BBIIOJHEHMs AOKJIaja
JI0CTaTOYHO BbICOKOE. CTYy/IEHT TBEP/IO 3HAET MaTepuall, FpPaMOTHO U M0 CYILIECTBY U3JIaraer €ro,
HE JIONyCKasl CYILECTBEHHbIX HETOUHOCTEH B OTBETE Ha BOIPOCHI 110 TEME JI0KIa/a.

Oyenka «yoosnemeopumenbHo» BBICTABIACTCA CTYIEHTY, €CIM Marepuan JIoKiaja
U3JaraeTcs 4acTUYHO, HO MpOOeibl HE HOCAT CYIIECTBEHHOI'O XapakTepa, CTYJIEHT JOIYyCKaeT
HETOYHOCTU M OLUIMOKM IPH 3alUTe AO0KJIaJa, 1aeT HEJOCTaTOUYHO IPAaBUIIbHbIE (DOPMYJIPOBKH,
HaOJII01al0TCSl HAPYIIEHUS JIOTHYECKOM 1OCIIe0BATEIbHOCTH B U3JI0KEHUN MaTepHala.

Oyenka «neyo0o61emeopumenbHoy, BBICTABISAETCS CTYIEHTY, €CIM OH HE MOJIrOTOBUII
JIOKJIal WIN JIOMYCTUJ CyllecTBeHHble OIMOKU. CTyIEeHT HEYBEpEeHHO H3JIaraeT MarepHal
JIOKJIaJia, HE OTBEYAET Ha BOIIPOCHI NPENO1aBaTENs.

Onucanue wKanvl oYyeHu8aHusl

MaxkcrMaiabHO BO3MOXKHBIN Oajl 32 BeCh TEKYIIUH KOHTPOJIb YCTAHABIMBAETCS PABHBIM
55. Teky1iee KOHTPOJIILHOE MEPOIIPHUATHE CUMTAETCS CAAHHBIM, €CIIM CTY/IEHT MOJIyYHJI 33 HETO He
meHee 60% OT yCTaHOBJICHHOTO JUIS 3TOTO KOHTPOJISI MaKCUMalIbHOTO Oasuia. PeidTHHroBbIH Oar,
BBICTABIIIEMBI CTYIEHTY 3a TEKYyLIE€ KOHTPOJIBHOE MEPONPUATHE, CHAHHOE CTYJEHTOM B
YCTaHOBJICHHbIE TPaUKOM KOHTPOJIbHBIX MEPONPUSITUNA CPOKH, ONpPEAESeTcs CIEAYIOIUM
obpa3zom:

YpoBEeHb BBINOIHEHNSI KOHTPOJIBHOTO 3a/IaHust | PedTHHroBbIH 6amt (B % oT MakcHMallbHOTO Oana
32 KOHTPOJIBHOE 3a/IaHHe)
OTinyHbII 100
Xopommuit 80
Y 10BIETBOPUTENBHBIN 60
HeynosierBoputenbHbIi 0

4.5. Memoouueckue pexomenoayuu no n0020MmMoeKe K 3auemam

Hpoueﬂypa 3a4€Ta KaK OTACIIBHOC KOHTPOJbHOC MEPOMIPHUATUEC HE IIPOBOJUTCA, OLICHUBAHUC

3HaHUI 00yUaroIerocss MPOUCXOUT MO Pe3yIbTaTaM TEKYIIEro KOHTPOJIS.

3aueT BbICTABIISIETCS MO Pe3yIbTaTaM pabOThI B CEMECTpE, MTPH CAaue BCEX KOHTPOJIbHBIX TOUEK,
MPEIYCMOTPEHHBIX TEKYILIUM KOHTpPOJIEM ycrieBaeMocTH. Ecii mo utoram cemectpa oOydaronmiics
umeeT ot 33 go 60 OamioB, eMy CTaBUTCS OTMETKa «3auTeHoy». O0yuarouemMycs, UMEIoILEMY 10
uTOraM cemectpa MeHee 33 OaIoB, CTABUTCS OTMETKA «HE 3aYTEHOM.

Konuuecmeo 6annos 3a 3auem (S3au) npu paznuunsix petimuneo8ulx OALIAX
no oucyuniuHe no pe3yibmamam pabomsl 8 cemecmpe

PeliTUHroBBINA 02171 MO AUCHHUILJINHE
Mo pe3yJjbTaTam padoTsl B cemectpe (Rcem)

KoauuyecTBo 0a/1510B 3a 3auet (S3a4)

50 < Rcem <60

40

39 < Rcem< 50

35
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33 < Rcem < 39 27

Rcem< 33 0

KonTposb camocTosiTeIbHOI PadoThI CTYIeHTOB

KonTponb camoctosiTenbHON paboThl MPOBOIUTCS MPENOIaBaTEIEM B ayIUTOPHUH.

[IpenycMOTpeHBl clenyromue BUABI KOHTPOJISA: coOeceloBaHME, OLEHKA BBITOJHEHHS
JIOKJIala U €ro Mpe3eHTal1H.

[TogpoOHbIe KpUTEpPUU OIICHWBAHMS KOMIIETCHLMM mpuBeraeHbl B (DoHIE OIEHOYHBIX
CPEJCTB JJIsl IPOBEAICHMS TEKYILEW U MPOMEKYTOUHON aTTECTALlUU.

Cnucok gureparypsl 1 BoinojHeHusi CPC

OcHoBHasi iMTEpaTypa:

1. Ilerpenko B.M. 3ammura mnepcoHanbHBIX AAaHHBIX B HH(OPMALMOHHBIX CHCTEMax
[DnexTpoHHBIH pecypc] : yaebHoe nocodue / B.W. IleTperko. — DIEKTPOH. TEKCTOBBIC TaHHBIC.
— CraBponosnb: CeBepo-KaBkasckuii penepanbubiii yausepcutet, 2016. — 201 ¢. — 2227-8397.
— Pexxum gocrymna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranu3zanis 3aiuThl IEPCOHANBHBIX TAHHBIX [DIEKTPOHHBIN pecypc]|
: mabopartopHsbIi mpakTUKyMm / A.M. Makapos, 1.B. Kanmu6epna, K.O. Bornaperko. — D1IeKTpoH.
TekcToBbIe NaHHbIe. — CtaBponoinb: CeBepo-KaBkasckuil penepanpubiii yausepcurert, 2015, —
92 c. — 2227-8397. — Pexxum nocryma: http://www.iprbookshop.ru/62971 .html.

JonoHUTEILHAS JIUTEpaTypa:

1. Ckpunnuk /I.A. OGecrnieueHue 6€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CKpUIHUK. — DJIEKTPOH. TEKCTOBbIe JaHHble. — M. : VIHTepHeT-YHUuBEpCUTeT
Nudopmannonnsix Texnonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexum nocryma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-ipakTHYECKUH MTOCTATEHHBIM KOMMEHTapuil k deneparsHOMy
3aKkoHy «O MepCOHAIBHBIX JNAaHHBIX» [DnekTpoHHbI pecypc] / A.M. CaBenbeB. — DIEKTpOH.
TekcToBbIe nanuble. — M. : Cratyt, 2017. — 320 ¢. — 978-5-8354-1365-2. — Pexum mocryna:
http://www.iprbookshop.ru/65895.html.

Mertoanueckast Jureparypa:

1. meroanyeckue ykazaHMs K Ja00OpaTOpHBIM paboTam;
2. METOAMYECKHE YKa3aHHs K CaMOCTOATENbHOI padore.

HNHTepHET-pecypcenl:

WWW.Intuit.ru — HanmoHankHBIN OTKPBITHIN yHUBepcUTET «THTYUT»;
www.window.edu.ru —eauHOE OKHO JOCTYIa K 00pa3oBaTeIbHBIM PeCypcam;
www.citforum.ru — cepep HHPOPMAIIMOHHBIX TEXHOIOTHH;
http://www.iprbookshop.ru — 3bC «IPRbooks»;
. www.gpntb.ru — FCocynapcTBeHHast myOJIMYHas HAyYHO- TEXHUUECKass OMOIMoTeKa
Poccuu. (I'TTHTB Poccun);

6. http://catalog.ncstu.ru — Dnekrponnas oudauorexka CKOVY;

agkrowppE
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http://www.iprbookshop.ru/66023.html
http://www.iprbookshop.ru/52153.html
http://www.gpntb.ru/

7. http://www.biblioclub.ru — Yausepcurerckas 6ubmuoreka online.

IIporpammHoe obecnieyeHue:

AneT Pabouag cranmus 10

Anpr Pabouas crannusa K

AnbT «CepBep»

AWIN|F-

[TakeT oucHBIX Tporpamm - P7-Oduc
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