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Mertoauyeckue ykazaHus I NPAKTUYECKUX 3aHATUA MO  JUCHUIUIMHE
MJK.05.01 TIlepconanpHass KuOEpOE30MACHOCTh COCTABJICHBI B COOTBETCTBUH C
tpedboBanusmMu PI'OC CIIO. IlpenHaszHaueHbl sl CTYJIEHTOB, OOYYarOIIUXCS 10
crietmanbHOCTH 09.02.01 KOMIbIOTEpHBIE CUCTEMBI U KOMILIEKCHI.



IHosicHuTEeNLHAA 3aNIUCKA

I[aHHBIG MCTOIHUYCCKHUC YKa3aHHA MpCaHa3HAYCHBI JIIA 3aKpPCIICHUA

TEOPETUUYCCKUX 3HAHUU W TPHOOpPETEHUs] HEOOXOJMMBIX MPAKTHYECKUX HABBIKOB H
YyMEHUM 10 TporpamMme AuCHUILIMHBI «[lepcoHanpHas kubOepOe30macHOCTh» IS
crietmanbHOCcTH CITO 09.02.01 KoMIbloTepHBIE CUCTEMBI M KOMILJIEKCHI.

B pe3ynpTaTe ocBOeHHs y4eOHOM TUCIUTUIMHBI 00YYarOMIHACS TOKEeH

3HATDb:

pErJIaMeHTBHI, MPOIIEYPhI, TCXHUYSCKUE YCIOBHS U HOPMATHUBHI,
onpeeneHus KnoepOe30macHOCTH U KuOepaTak;

TpeOOBaHMUS K KPUNITOTPA(QUUSCKUM CUCTEMAaM 3alllUThl HH(OPMAIIUH;
JITOPUTMBI IHPPOBAHUS;

METO/TbI KPUTITOAHAJIH3A,;

KJIAaCCU(UKAIINIO BUPYCOB U AHTHUBUPYCHBIX IMPOTPAMM;

IPOTPaMMBI JTsI 3aIMUTHI HH()OPMAIINY;

yMeThb:

BBIIIOJIHATH TPEOOBAHUSI HOPMATUBHO-TEXHUYECKOMN TOKYMEHTALIUN;
IPUMEHSATH 3HAHMS O KHOEepOE30NaCHOCTH B PELIEHUH TIOCTABJICHHBIX 33/1a4;
3alUIIATh JUYHYI0 HHPOPMAIIUIO;

CO3/1aBaTh HAJCKHbIE I1aPOJIH;

YCTPaHTh HApyLIEHUs] KHOepOe30MacHOCTH;

HMETb npaKanecmlﬁ OIIBIT:

OPUMEHEHUS HOPMATUBHO-TEXHUYECKOMN TOKYMEHTAIINH;

CO3JaHMs 3aIMIIEHHBIX PE3EPBHBIX KOIUNA JaHHBIX;

HCIIOJIb30BAaHUSI METOJIOB KpUOTOrpaduu W airopuTMoB MHU(GPOBaHUS MpU
nepeaadr KoH(pHUIeHIHaIbHON HHPOPMALINH;

YCTAaHOBKH M TPOBEPKH YCTPOMCTB C MOMOIIBIO AHTUBUPYCHBIX MPOrpamMMm M
YTUJINT;

nepenayr KoH(UIeHIIMaIbHON HHPOPMAIMK 110 3alUILEHHBIM KaHaJaM.



IpakTnuyeckoe 3anaTue Nel. Illlu¢gpsl nepecranoBKH

Heab: u3yunth criocoObl MUGPOBAHUS JaHHBIX PA3IMUYHBIMU ITEPECTAHOBKAMM.
Xoxa pab6oThi:

HeobxoaumMo 03HaKOMUTBCA C TEOPETUYECKON YacThi0 M 3aU(pPOBaTH CBOIO
dbammmmio (I MepBBIX ABYX MU(poB) win GaMminio U UM (JUIS OCTAIBHBIX) C
MTOMOIIBIO CJICTYIOIINX MHU(POB:

- IPOCTOM OIMHAPHOU IEPECTAHOBKHY;

- OJIOYHOM OJTUHAPHOM MEePECTaHOBKH;

- TaOJIMYHOW MapIIPYTHOM MEePECTaHOBKH;

- BEpTUKaJIbHON NEPECTAaHOBKY;

- IOBOPOTHOM PELIETKY;

- Maru4yeckuii KBaapar (pasmep kBajapara - 4x4);

- IBOMHOM MEPECTAaHOBKH.

[Ipu BBINONHEHHWH 3aJaHUs HEOOXOIMMO TIPUBECTU HCXOJHOE COOOUICHHE
(bamumuio wiu  daMUIMIO W UMS), TaONMIBI, KIIOYEBbIE CJoBa (BBHIOMPAIOTCS
POU3BOJIBHO), MapuIpyThl BIUCHIBAHUS U BBIMHCHIBAHMS, OBOPOTHI PEHICTKA MU
3amu(poBaHHOE COOOIIECHHE.

JlonoyHUTENbHOE 3aJaHue. 3alu@poBaTh CBOKO (aMUIMIO U UMS C HNOMOUIbIO
mupoBs:

- mmmdpa «Ilepekpectox»;

- UG pPBI C UCTIONH30BAHUEM TPEYTOJIbHUKA.

OcHoBbI LIU(pPOBAHUA

[lepecTaHoBka mpeacTaBisieT coboi crnocod mu@poBaHUs, MPU KOTOPOM IS
HOJyyeHUs: MUQpPOrpaMMbl CHUMBOJIBI HCXOJHOTO COOOILEHHS MEHSIOT MECTaMHu.
TUNUYHBIM NPUMEPOM MEPECTAHOBKHU SIBISIOTCS aHAIPaMMBbl, CTABIINE MOIYJISIPHBIMU B
XVII B. Anarpamma (Tped. avo - «CHOBa» U YPOUWUO - «3aMHChY) - JUTEPATYPHBIN
npuéM, COCTOSIIMIA B TNEpecTaHOBKE OYKB WJIM 3BYKOB ONpPENEIEHHOIO cioBa (WiIH
CIIOBOCOYETAHMSI), YTO B pe3yJbTare AA€T JpPYroe CJIOBO WM CIOBOCOYETAHUE.
Hampumep: anensCuUH - CHaHWENb, IOJIKOBHUK - KJIONOBHUK, TFOPHJIKA - POTaJUK,
JIENECTOK - TEJIECKOIL.

JIonoJIMHHO HE M3BECTHO, KOTJa MOSBWICA MHUQP MEPEeCTAaHOBKHU, HO BIIOIHE
BO3MOYHO, YTO MUCIBI B IPEBHOCTH MEPECTABISUIM OYKBbI B UMEHH CBOETO Laps paju
TOTO, YTOOBI CKPBITh €0 MOJJIMHHOE UMSI UJIM B PUTYAJIbHBIX LIETSAX.

Bce mugpel nepectaHOBKY IETSATCA HA JBa MOAKJIACCA:

- mudpel oguHapHOM (MpocToil) mepecTaHoBKU. [lpu mmdpoBaHUM CUMBOJIBI
NEPEMENIAIOTCS C UCXOJHBIX O3UIMI B HOBBIE OJIMH pa3;

- mudpbl  MHOXKECTBEHHOM (CIIOKHOM) TmiepecTaHoBku. [lpum  mmdpoBanumn
CUMBOJIBI [TEPEMEIIAOTCS ¢ UCXOJHBIX MO3ULIMI B HOBBIE HECKOJIBKO pas3.

IIngpsl oAMHAPHOU NTEPECTAHOBKU
B oOmem cinydae g gaHHoro kiacca Imm@poB mnpu  MHMQPPOBAHUM U
aemr(poBaHUM UCTIONB3YEeTCs TaOIHUIIa TEPECTAaHOBOK.
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Puc.1. Tabnauma nepecTaHoBOK

B nepBoii cTpoke JaHHOUM TaOIMIbl YKa3bIBAETCS MO3UIMS CUMBOJIA B HCXOJIHOM
cooOIIeHnu, a BO BTOpOM — ero mo3unus B mudpporpamme. Takum oOpazowm,
MaKCHUMaJbHOE KOJMYECTBO KIIOUEW A mupOB MEpecTaHOBKM paBHO n!, rien —
JUTMHA COOOIIIEHUSI.

C yBennyeHHeM uncia n 3HadeHue n! pactet ouensb OvicTpo (1! =1, 5! =120, 10!
= 3628800, 15! = 1307674368000). Ilpum OoapmKX N A1 OPUOIUKEHHOTO
BBIUMCIIEHHS ! MOKHO BOCIIOJIb30BaThCs (hOPMYIION Cr;mmeHra
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Iludp nmnpocroii oauHapHoii  mepecTtaHoBKHU. [[11  mudpoBaHus u
nemudpoBaHusl UCHOJB3YEeTCsl TabJMIa MEePEeCTaHOBOK, aHAJOrMYHas IOKa3aHHOW Ha
puc.2.
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Puc.2. Tabauma nmepecTaHoBOK

Hampumep, ecnu mns mmdpoBanuss ucxogHoro coodmenus «ABPAMOB»
UCIIOJIb30BaTh TaONMIly, MpPEACTaBICHHYIO Ha puc.2, T1o mudporpammon Oyner
«PABBOMAY. Jlyis ucniosib30BaHUsI Ha MPAKTUKE TaKoW MHQp HEe yA00eH, TaKk KaK MpH
OOJIBIIMX 3HAYEHUAX N NPUXOJUTCS paboTaTh C JIMHHBIMUA TaOmuUamMu H IS
COOOIICHUI pa3HOW JUIMHBI HEOOXOAMMO UMETH CBOIO TAOJMILy NEPECTAHOBOK.

IIndp Og0uyHOM oaMHAPHON mepecTaHOBKHU. [Ipy wcnone30BaHWH ATOrO
mudpa 3anaerca TabauIa MepecTaHOBKU OJOKa CHMMBOJIOB, KOTOpas MOCIEA0BATEIbLHO
MPUMEHSIETCS J0 TeX TOp, MOKa UCXOAHOE COOOIIeHHe He 3aKOHUHUTCA. Ecnu ucxomHoe
coOOIlIEHHEe HE KpaTHO pa3Mepy OJioka, Torja OHO NpH IMMUGPOBAHUU JIOTIOTHSETCS
MPOM3BOJIBHBIMA CHMBOJIAMH.
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Puc.3. TabGauma nepectaHOBOK

Jlns npumepa BbeiOepeM pasmep Oj0ka, paBHBIA 3, W NpuUMeM TaOIUILy
NEPECTAaHOBOK, TMOKa3aHHyl0 Ha puc.4.3. JlomoJHUM HMCXOAHOE COOOIIeHHE
«ABPAMOB» OykBamu b u 9, utoObl ero nnuHa Oblia kpaTHa 3. B pesynbrare
mudposanus noayuum «PABOAMODBby.

KonudectBo kimrodeit ais ganHoro mudpa npu GUKCUPOBAHHOM pazMepe OJioka
paBHO m!, rae m — pasmep OJ0Ka.

IIngpsl MmapumpyTHO# nepecrtaHoBKU. [[Ilupokoe pacnpocrpanenue nosydnian
mHUQPpPbl  TMEPECTAHOBKH, HCIOJB3YIOUIME HEKOTOPYI0 TE€OMETPUYECKYyl0 (urypy



(tutockytro unm 00pemMHy10). [IpeobpazoBanmsi COCTOST B TOM, 4TO B (PUTYPY MUCXOTHBIH
TEKCT BIIUCBIBAETCS 10 XOIy OJTHOTO MapIIpyTa, a BEIMUCHIBAETCS MO-APYTOMY.

Hludp TA0JIMYHOM MapIIPYTHOM nepecranoBku. Hanbomnpiee
pacnpocTpaHeHuEe MOJy4YWSId MHUGPHl MApHIPYTHOM MMEPECTAaHOBKU, OCHOBAHHBIC Ha
tabmuuax. [Ipu mmdpoBanun B Takyro TaOJMIy BIUCHIBAIOT UCXOJHOE COOOIEHUE IO
OTNpeNEICHHOMY MapIIpyTy, & BRIMUCHIBAIOT (MOIYYalOT MUPPOrpaMmy) - O-Ipyromy.
Jist manHoro mm@pa MapupyThl BIHUCHIBAHUS M BBIMUCBHIBAHUS, a TAKXKE pPa3Mephbl
TaOJUIIBI SIBJIIOTCS KITIOYOM.
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Puc.4. IIpumep ucnosib3oBaHus mudpa MapmpyTHON NepeCTaHOBKU

Hanpumep, wucxognoe coobmienus «ABPAMOB WJIbA CEPI'EEBUY»
BIIMCHIBACTCS B MPSIMOYTOJIBHYIO TaONHIly pa3MepamMu 4x6, MapIipyT BIHCHIBAaHUS —
CJIeBa-HAMNpPaBO CBEPXY-BHHU3, MapIIPyT BBIMUCHIBAHUS — CBEPXY-BHH3 CJICBa-HAMPaBO.
[Mudporpamma B 3Tom cirydae BuIrasguT «AB_ Eb CBPUENAJIP UMbI' OSE ».

Hudgp BEePTUKAJIBbHOMN NepecTaHOBKHU. fBisieTcs Pa3HOBUIHOCTBIO
npenpiaymiero mudpa. K ocobeHnoctsm mudpa MOKHO OTHECTH CIICTYIOIIHE:

- KOJIMYECTBO CTOJOIOB B TabuIle (PUKCUPYETCS U ONMPEEISIETCS JIIMHON KITI0Ya;

- MapUIPYT BIKUCHIBAHUS - CTPOTO CIIEBa-HAIIPABO CBEPXY-BHU3,;

- mmgporpaMmma BBIMKCHIBACTCS 110 CTOJIOIIAM B COOTBETCTBUU C UX HyMepaluei
(kr0UOM).
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Puc.5. Ilpumep ucnonb3oBanus mudpa BEPTUKATLHON MepecTaHOBKU

B kauecTBe KItOYa MOXHO HCIOJIb30BaTh CJIOBO Wiu (pa3y. Torga mopsaok
BBIMMCHIBAHUSL CTOJIOLIOB COOTBETCTBYET ai(paBUTHOMY TMOPSAKY OYKB B KIIOYE.
Hampumep, ecnu ximoueBbiM crioBoM Oynet «JISAJIMHA», To mpucyTcTByromas B HeM
OykBa A mosmydaer Homep 1, I— 2 u T.n. Ecnu kakas-To OykBa BXOAHUT B CJIOBO



HECKOJIbKO pa3, TO €€ MOSIBIICHHS HyMEpYIOTCSl MOCIEI0BaTEIbHO ClieBa Hampaso. B
npumepe nepas Oyksa /| monydaer Homep 2, Bropas J — 3.

[Tpu mmdposanuu cooduenuss «KABPAMOB NJIbS CEPTEEBUY» pe3ynbrar
oyner «OSAE_ AB EPUENAJIPUMBI" b CBw.

IIndp «IlepexkpecTrok». 11 mepememBaHus OyKB MOTYT HCIIOJIb30BaThCS
¢urypel crnenranbHoro Bujpa. OUH M3  TaKUX CIOCOOOB HOCUT Ha3BaHUE
«IEepeKpecTok». B mpuBeneHHOM HUXE MPUMEPE PUCYIOT KpecTooOpasHble (PUTyphl B
KOJIMYECTBE, JOCTATOYHOM, YTOOBI Pa3MECTUTh B HHUX BCE OYKBBI COOOIIEHUSI.
OTKpPBITHIN TEKCT 3aITUCHIBAIOT BOKPYT 3TUX (UTYP 3apaHee OTOBOPEHHBIM CIIOCOOOM - B
HallleM Cly4dae o 4acoBoil crpenke. Takum oOpaszom, coobmenne «KABPAMOB WJIbA
CEPI'EEBUY» MOXET BBITTIAIETH CICIYIOMMNM 00pa3oM:

Puc.6. IIpumep pazmenienust oTkpbITOro Tekcra B mugpe «Ilepekpectox»

BykBsl OepyTcsa noctpouHo. BHauaie 6epercst oroBopeHHOe KoJinyecTBO OYKB (N)
U3 [IEPBON CTPOKH, 3aTEM YABOECHHOE KoundecTBO OykB (2N) u3 Bropoii u cHoBa N OykB
u3 Tpetbeil crTpoku. Hampumep, mpu N = 3 mmdporpamma OyaeT BBIIVIAIETD
«bBOJIAPMBUBA SICEY EI'EM PB ».

Hiudgpsl ¢ ucnoab30BaHUEM TPEYIrOJbHUKOB M Tpaneuuii. I[lomoun
BBITMOJIHUTD [IEPECTAHOBKHU MOTYT KaK TPEYrOJIbHUKH, TaK U Tpaneruu. OTKPBITHII TEKCT
BIIMCBIBA€TCA B 3TU (PUIypbl B COOTBETCTBUU C KOJMYECTBOM CJIOB U (HOpMOil
BBIOpAaHHOW (UTYpBI, KOTOpas MOKET OBbITh pPACTSHYTa WM CXaTra, 4yToObl B HEH
MOMECTUIOCH cooOmienue. [[ns mepBoit (Qurypsl, TpeyrolbHUKA, OTKPBITHIA TEKCT
3aMKUCBIBAETCS] MOCTPOYHO OT BEPIIMHBI O OCHOBAHUS.
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Puc.7. Ilpumep ucnonb3oBaHus mudpa nepecTaHOBKY MPY BIUCHIBAHUU B TPEYTOJIHHUK

Huxe 3anuceiBaercss kitoueBoe ciioBO. I[IOCKOJIbKY OCHOBaHHME IIMPOKOE,
KJIFOUYEBOE CJIOBO MOBTOpsAETCS. BYKBBI CTPOKHM C KIIIOUEBBIM CJIOBOM HYMEPYIOTCS
MOCJIEIOBATENBHO COTJIACHO MX al(haBUTHOMY MOPSAJKY. 3aliM@poBaHHOE COOOLIEHUE
BBIITUCHIBAETCS IO CTOJIOIIAM COTJIACHO BBIMOJIHEHHOW Hymeparuu. Takum oOpaszom, st



otkpbITOoro Tekcta «ABPAMOB WJIbA CEPT'EEBI» u kitoueBoro ciosa «IAJNHA»
mudporpamma Oynet BeirsiaeT «AM PBI'PUEJIBASIEE EMBPCy.

HIudp «IloBoporHass pemerka». B 1550 r. wuTanpaHCKuil MaTeMaTUK
Jxeponamo Kapnano, cocrosimmii Ha cinyxOe y mnanbl Pumckoro, B kHure «O
TOHKOCTSIX» MPEIJIOKUI HOBYIO TEXHUKY IM(ppoBanus - peméTky Kapnano.

N3nauansho pemetka Kapnano npencrasisiia coboit Tpadaper ¢ mpope3aHHbIMU
B HEM OTBepCTHsMU. B 3TuX oTBepcTHsX Ha JUCTe Oymaru, KOTOPBIM KIaau MO
pelIeTKy, 3amuChIBAIUCh OYKBBI, clIord W cioBa cooOuieHus. [lamee Tpadaper
CHUMAJICS, U CBOOOJHOE MPOCTPAHCTBO 3AMOJHSIOCH 0oJiee MM MEHEE OCMBICICHHBIM
TEKCTOM JIJI1 MACKUPOBKHU CEKPETHOTO MOcIaHus. Takoit MeToa COKphITUS HH(pOpMaIuu
OTHOCHUTCSA K cTeraHorpadwum.

[To3gnee ObuT mpeanokeH MHUQpP «ITOBOPOTHAS PEIIETKa» WM, KaK €ro eie
Ha3bIBAIOT, «pEIIEeTKA [JIsl BBIOIIMXCS PACTEHUI», IOCKOJbKY OHa HaloMHUHaja
OTBEPCTHUSI B JICPEBSIHHBIX pEHIECTKAaX CaJOBbIX CTPOCHUH. ODTOT MmHUPpP CUUTAIOT
NEPBHIM TPAHCHO3UIIHOHHBIM (T€OMETPUUECKUM) MIKU(DpOM.

HecMoTpst Ha To, 4TO MeXy U3HAYAIBHBIM TIpeaioskenneM Kapnano u mudpom
«TOBOPOTHAsI pelieTKay Oojbllas pa3HUIAd, METOABbl COKPBITHS HWH(MOpMaIuu,
OCHOBAaHHBIC HA WCIOJIb30BaHUU TpadapeToB, MPUHATO HA3bIBaTh «PEIICTKAMHU
Kapnano».

st mmmdpoBanus u AemupoBaHus ¢ TOMOUIBIO TAHHOTO MU(pPa U3TOTOBIAETCS
MPSMOYTOJIbHBIA TpadapeT ¢ YeTHbIM KOJMYECTBOM CTPOK M CTOJOLOB. B Tpadapere
BBIPE3AIOTCS KJIETKU TaKUM 00pa3oM, YTOOBI IPU HAJIOKEHUHU €T0 Ha TaOJIMUILy TOTO K
pasmepa 4eThIpbMsl BO3MOKHBIMU CIIOCOOAMHU, €T0 BBIPE3bI MOTHOCTHIO MOKPHIBAIA BCE
STYEUKU TaOJIUIBI POBHO MO OJHOMY pa3y.

[Tpn mmdpoBanuu Tpadaper HakiIaabiBaeTcs Ha Tabmuiy. B BuauMble sueilku
Ta0IUIbI BBITMCHIBAIOTCSA OYKBBI UCXOJIHOT'O TEKCTa CJieBa-HAIpaBoO CBEpXy-BHU3. [lanee
TpadapeT MOBOPAYMBAETCS U BIHUCHIBACTCS ClENyIOlas 4acTh OykB. DTa omeparus
noBToOpsieTcs emie aBa pasa. llludporpammy BBINMHUCHIBAIOT U3 UTOTOBOM TaOJMIIBI IO
ONpPEICIICHHOMY MapIIPYTY.

Takum o0pa3om, KIHOYOM Mpu MU(POBAHUU SIBIAETCS Tpadaper, MOpsI0K €ro
MIOBOPOTOB M MAPUIPYT BHITUCHIBAHUSI.

[Tpumep mmdposanus coodmenuss «KABPAMOB+/ISAJIMHA» noka3an Ha puc.S.
Pesynbrar mmdposanus — «AIIB. MHPJIBA+ OAAN».
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Puc.8. Ilpumep ucrnosib3oBaHus mudpa «IOBOPOTHAS PELIETKA

Janublii MeTo 1 mMGPOBaHUS TPUMEHSIICS HUACPJIAHICKUMU MPABUTEISAMU JIJIs
cekpeTHblXx mnocianuii B 1740-x rr. OH Takke HCIOJIb30BAJICA B apMHUU Kaizepa
Bunbrensma B IlepByto mupoByto BoiHy. s mm@poBaHus HEMIBI HCIOIB30BAN
PEIIETKH Ppa3HBIX pPa3MepoOB, KOTOPHIM (paHIly3CKHUE KPUNTOAHATUTUKUA Jalv
coOcTBeHHBIC KOJIOBbIe MMeHa: AHHA (25 OykB), bepra (36 Oyks), Hopa (64 OykBbl) u
Omuiib (81 OykBa). OgHAKO MCTOIB30BAUMCH PEIIETKA OYEHb HENOIT0 (BCETrO YeThIpe
Mecslla) K OTPOMHOMY Pa304apoBaHUI0 (PaHIy30B, KOTOPHIE TOJIBKO-TOJBKO Hadalld
noaAOMpaTh K HUM KJIFOYH.

Maruyeckue  KBaaparbl. Marnueckumu [HOpMaJbHBIMH | KBaJpaTamu
Ha3bIBAIOTCSl KBaAPATHBIC TAOJIUIBI CO BIMCAHHBIMU B UX STYEHKH MOCIIEI0BATEIbHBIMU
HaTypaJbHBIMU YUCJIaMU HauWHas C 1, KOTOpPBIE B CyMME MO KaXJAOMY CTOJIOITY, KaxX oM
CTPOKE U IJIaBHBIM JIMaroHAJISIM JIal0T OAHO U TO K€ YHCIIO.

BnepBeie 5Tu kBagpathl mosiBWUIMCHL B Kutae, rme uM u Obula TpuUNMcaHa
HEKOTOpasg «Marudeckas cuia». [lo mnpegaHuio, ONUCAaHHOMY B OJIHOM U3 TMISTH
kaHoHnYeckux KHUT [[peBHero Kuras - lly-1[3un (Kuure 3anucaHHbIX NpenaHuii), B
2200 rony mo H.3. u3 peku Jlo BbllIa OrpoMHasi yepenaxa (1o ApPYrod Bepcuu -
JPaKoH), CUMBOJ BeuyHOCTH. Ha ee maHiupe ObUTM BUIHBI TSATHA, 0OPa30BLIBABIINE
YAUBUTEIbHBIA PUCYHOK.



Puc.9. Marnuecknii kBagpar Jlo Iy

Korga dyepenaxa BbllllJIa U3 BOJIbI, BBICBIXAJIW JY>KH IOCIE HEJABHETO JIMBHA.
Benukuii FOii B3su1 3Ty yepenaxy U paccMOTpeNl CTPaHHBIM y30p Ha €€ MaHiupe. ITOT
y30p BAOXHOBWJI €r0 Ha CO3/JaHUE TpakTaTa moj]i Ha3BaHueM «XyH Danb» («Benukwuii
IJ1aH»), B KOTOPOM TOBOPWJIOCH O (DU3MKE, aCTPOJOTHH, TPEICKa3aHUSIX, MOPAJH,
MOJIUTUKE U PEIIUTUHU.

Marudeckue KBaApaThbl IIMPOKO NPUMEHSIIMCh IS TepeJadyd CEKpPETHOU
nadopmaruu. [Ipu mmdbpoBaHUM UCXOJHOE COOOIIEHHE BIUCHIBAJIOCH B KBaJApaT IO
OpUBEACHHOW B HHUX HyMepaluH, [ocje 4ero Mmu@porpaMma BBIIHUCHIBANIACH IO
ctpokaM. KoinuecTBO BO3MOXKHBIX Marmyeckux KBaApaTtoB (KJrouel) OBICTPO



BO3pAacTaeT C yBEJIWYEHHEM HX pa3Mmepa. Tak, CylecTBYET JHIIb OJWH MaruyecKuil
KBaJIpaT pa3MepoM 3x3, eciii He MPUHUMATh BO BHUMaHUE €ro MOBOPOThl. Marndeckux
KBaJipaToB 4x4 HacuuThiBaeTCA yke 880, a UMCIO MaruyecKMx KBAaJIPaTOB pazMepoM
5x5 okomo 250000. IToaToMy Marmyeckue KBajpaThl OOJIBIIMX Pa3MEpPOB MOTJIU OBITh
XOpOoIle OCHOBOM ISl HAJEKHOU CUCTEMbI IHU(PPOBAHUS TOTO BPEMEHH, MOTOMY UTO
py4YHOI niepe0op BceX BApUAHTOB KJTtoUa JJI ATOTO MH(pa ObLT HEMBICIHM.

Paccmotpum kBagpatr pazmepom 4x4. B Hero BmuchIBaroTcs uucia ot 1 go 16.
Ero marumst coctoutr B TOM, 4TO CyMMa YHCEI IO CTPOKaMm, CTOJIONaM M TIOJHBIM
JMaroHaysiM PaBHSETCS OTHOMY U TOMY K€ YHcCiy - 34.

16|13 |2 |13
5 (10]11|8
916 |7 |12

4 |15(14|1
Puc.10. Marnueckuii kBaapar 4x4

[IndpoBanue o Marn4eckoMy KBaapaTy IPOU3BOAWIOCH CIEIYIOIIMM 00pa3oM.
Hanpumep, tpedyercs 3ammpposats ¢paszy: «KABPAMOB+/IAAMHA..». BykBsl 3TOU
(pa3bl BOUCHIBAIOTCA IMOCJEI0BATEILHO B KBAJpaT COIVIACHO 3alMCaHHBIM B sYEMKaX
quciaM. B mycThle KJIeTKH CTaBUTCSl TOUKA WK J1100ast OyKBa.

16.[3P 2B [13H
5M|10 SI|11 JT|8 +
9JI|60 |7B |121

4A|15. |14 A|1 A
Puc.11. ITpumep mmdpoBaHus C TOMOIIBIO MaruiyecKoro KBaapara

[Tocne »Toro mmMpoOBaHHBIM TEKCT 3aMKMCHIBACTCS B CTPOKY (CUUTHIBAHUE
IIPOU3BOJIUTCS CIIEBAa-HAMPABO CBEPXY-BHU3, MOCTpouHO) — «.PBHMSAJI+IOBUA.AA».

IIngpsl MHOKECTBEHHON NEPECTAHOBKH

B nganHoM mojkiacce mHU(POB HCHOIB3YETCS HAEs MOBTOPHOTO MIK(POBAHUS
YK€ 3allri(pOBAHHOTO COOOIIEHUS WA MHOTOKPAaTHOM IEepEeCTaHOBKH CHUMBOJIOB
UCXOJIHOTO COOOIIEHHUS epe]] OMAlaHueM B UTOTOBYIO U (porpaMmy.

IIu¢gp aBoliHOII mnepecTaHoBKH. B Tabmuily mo omnpeneseHHOMY MapIipyTy
3aMHUChIBACTCSI TEKCT COOOIIEHHUs, 3aTeM NEepPecTaBisIOTCA CTOJOLbB, a TOTOM
nepectaBisitorcs  crpoku. [lludporpamMmma  BbINKUCHIBA€TCA MO  ONPEACICHHOMY
MapupyTy.

[Ipumep mmdposanus coodmenus «ABPAMOB+JIAAMHA» moka3an Ha
cienymomieM pucyHke. Pesynbrar mmdposanus — «OABSA+ AUB PIMHAI».
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MWapwpyT EbIMMCEIBaHWA
Puc.12. ITpumep ucrnonb3oBaHus mudpa 1BOMHON MepeCTaHOBKH

Kirouom k mmdpy sBIsAOTCA pa3Mepbl TaOIMIBI, MaplIpyThl BIUCBIBAHUSA U
BBINIMCHIBAHUS, a TAKXKE MOPSIKH MEPECTAaHOBKU CTOJOLOB M CTPOK. Ecnm MapmpyTsl
SBIISTIOTCSI (buKCHPOBAHHBIMH BEJIMUMHAMH, TO KOJIMYECTBO KITIOuen
paBHO n!*m!, n ¥ M — KOJIMYECTBO CTOJIOLOB U CTPOK B TaOJIHUIIE.

HecMoTpst Ha MHOTOCTYNEHYATYIO MPOUEAYPY MHUPPOBAHUS, BKIIIOUYAs IBOMHYIO
MEPECTAHOBKY, JAHHBIA MIMU(P MOKET ObITh SKBUBAJIIEHTHO 3aMEHEH IH(POM MPOCTOU
OJIMHApHON mepecTaHoBKM. Ha crneayromeMm pucyHke mpuBeneHa Taldiauna
HKBUBAJICHTHBIX OJMHAPHBIX MEPECTAHOBOK JJIs IpUMepa mudpoBaHUs, TPUBEIECHHOTO
Ha puc. 12.

1213 |4|5 |6|7(8(9 |10]11[12]13]14]15|16
AlB|P [AMOB|+|a|d(mmHA| |
1513 [11]713]1 |9 |5 |16|4 |12]8 |14]2 |10]6

O|AlB ||+ | |AU|B| [P [T [M[H|A |1

| > |+
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Puc.13. Tabnuiia S5KBUBaJIEHTHBIX OJIMHAPHBIX MTEPECTAHOBOK

AHaNOTUYHYI0 3aMeHYy Ha IUdp OPOCTON OMWHAPHOW IMEPECTAHOBKHU MOYKHO
BBITIOJTHUTh U U1t IpYTUX ¢ poB: TabIUYHAS MapuIpyTHas
[EPECTaHOBKA, KIIOBOPOTHAsI PELIETKAY, «KMATMYECKUW KBaJpaT» U JIp.

Bomnpoce! 11t caMOKOHTPOJIA

OcHOBHBIE MOHSTHS KHOEPOE30MacHOCTH.
KubepOe3onacHocTs 1 nHPOpMaIInoHHass 6€30MacHOCTb.
Cocrapnstomue nHGOPMAITMOHHON O€30MTaCHOCTH.
YPOBHU KPUTHUECKON HHPPACTPYKTYPHI.

D=



IIpakTuyeckoe 3ansitue Ne2. llIn¢ppoi 3ameHbI
Henab: n3yunTh criocoObl MUPPOBAHUS JAHHBIX PA3IMYHBIMU 3aMEHAMH.
Xoxa pabéoThi:

HeobxoaumMo 03HaKOMUTBCA C TEOPETUYECKON YacThi0o M 3au@poBaTh CBOIO
(haMUITUIO ¢ TOMOIIBIO CIIETYIONIUX MU(POB:

- mudpa Llesaps;

- TO3yHTOBOTO MHUdpa;

- MOJIMOMAHCKOTO KBaJIpaTa;

- mmudpyromieit cucremsl Tpucemyca;

- mmdpa Playfair;

- cucteMbl OMO(OHOB (JOMyCcKaeTcsl Al Kaxaod OykBbl andaBUTa TPHUBECTU
BCEro Mo ABe MmMUPO3aMEHbl, T.€. MPHUHITh, YTO BCE OYKBHI HMMEIOT OJUHAKOBYIO
BEPOSATHOCTb MOSIBJICHUS B TEKCTAX);

- mudpa Buxenepa.

[Ipu BBINONHEHUH 3aJaHUS HEOOXOIMMO TPUBECTU HCXOJHOE COOOLICHHE
(bamunmio), Tabmuiy mmdpozameH, KU (eciu Tabnuia mudpo3aMeH He SBISICTCS
KJIIOYOM) U 3alIU(PpOBaHHOE COOOILIEHUE.

JlonoJiIHUTeIbHOE  3aJaHMe. 3amnudpoBaTh CBOIO (aAMWIMIO C  TOMOIIBIO
mupoBs:

- murdpa MacoOHOB;

- burpammHoro mudpa [HopTsr;

- munppa Xumna;

- BapuaHTHOTO mudpa;

- muppa Tenu;

- COBMEIIIEHHOTO Hdpa.

OcHoBbI MU(poBaHUA

CymHocTh MHU(PPOBaHUS METOJIOM 3aMEHBI 3aKitouaercs B cienyromeM. [lyctsb
mUQPYOTCs COOOIIEHNs Ha PYCCKOM SI3bIKE U 3aMEHE MOJUICKUT Kakaas OykBa 3TUX
coobmennii. Torma, OykBe A MCXOAHOTO al(aBUTa COMOCTABIAETCS HEKOTOPOE
MHOKECTBO CUMBOJIOB (mmdpo3zameH) Ma, B — Ms, ..., I — Ms. udpozamenst
BBIOMpAIOTCS TakKUM 00pa3oM, 4ToOBl JrO0ObIie nBa MHOXkecTBa (Miu My, i # j) He
coJiep>Kalid OAMHAKOBBIX 37eMeHToB (M1 N My = O).

Tabnuua, npuBeaeHHas Ha puc.l, sBisercs KiIo4YoM mmdpa 3aMeHbl. 3Has ee,
MO>KHO OCYLIECTBUTH KaK MM POBaHHUE, TAK U pacliudpoBaHueE.

A (b |.../d

M4 |Mg|...| Mg
Puc.1. Tabnuna mudpo3zameH

[Tpu mmdpoBanuun kaxaas OykBa A OTKPBITOTO COOOIIEHHS 3aMEHSIETCS JTH00BIM
CUMBOJIOM M3 MHOXecTBa Ma. Eciiu B COOOIIEHNN CONEPIKUTCS HECKOJIBKO OYKB A, TO
KaX/1asi U3 HUX 3aMEHsAETCs Ha Jr00M cUMBOJ K3 Ma. 3a CueT 3TOro ¢ MOMOILIBIO



OJTHOTO KJTFOYa MOKHO TOJYYUTh Pa3IUYHbIC BApUAHTHI MUGPOTPaAMMBI I OJHOTO U
TOTO K€ OTKPBITOro cooOmieHus. Tak kak mMHokecTBa Ma, Mg, ..., Mg IOIIapHO HE
NEepPEeceKaroTcs, TO MO KaKIOMY CHUMBOJY MIHU(pPOrpaMMbl MOKHO OJIHO3HAYHO
ONpENEINTh, KAKOMY MHOKECTBY OH NPUHAJJICKUT, U, CIEIOBATEIBHO, KaKyl0 OyKBY
OTKPBITOTO COOOIIeHUS OH 3aMeHsieT. [loaToMy pacimdpoBanre BO3MOKHO U OTKPBITOE
COOOIICHHE OIpEAeIISIeTCS €IMHCTBEHHBIM 00pa3oM.

[IpuBeneHHOE BBINIE ONMKMCAHUE CYIIHOCTH IIMU(POB 3aMEHbI OTHOCUTCA KO BCEM
WX Pa3HOBUIHOCTSAM 32 HCKIIOYCHUEM MOJHUaT(DaBUTHBIX IMHM(POB, B KOTOPHIX IS
3amu(poBaHUsS Pa3HBIX CHUMBOJIOB HCXOAHOTO ayipaBUTa MOTYT HCIIOJIH30BATHCS
onuHaKoBBIC muppo3amensl (T.e. Mi N My # O , i #j).

MeTon 3aMeHBI 9acTO peaju3yeTCsi MHOTUMH IOJIh30BATEISIMU MPU paboTe Ha
KoMmmbioTepe. Ecam mo 3a0bBIBUMBOCTHM HE TMEPEKIIOYWTh HAa KiIaBUAType HaOop
CHUMBOJIOB C JIATHHHIIBI HA KUPWLIHILY, TO BMECTO OYKB PyCCKOTO ajipaBUTa MPU BBOJEC
TeKcTa OyAyT mevararbesi OyKBbI JATUHCKOTO ajidaBuTta («Iu@po3aMeHb»).

Jlist 3anmucu UCXOJHBIX U 3alu(POBAHHBIX COOOIEHUN HCHOIB3YIOTCS CTPOTO
onpesneneHHble an@aBuThl. ApaBUTHI IS 3alUCH HMCXOJHBIX U 3amM(pOBaHHBIX
coobmieHnii  Moryt otiau4arbcsi. CuMBOIBI  000MX  ai(paBUTOB MOTYT OBIThH
Ipe/ICTaBlIeHbl OyKBaMH, UX COUYETAaHUSIMH, YHCIIaMU, PUCYHKAMH, 3BYKaMH, KeCTaMU U
T.. B kadecTBe mpuMepa MOXKHO MPUBECTH ITUBIIIYIIMX YEJIOBEUYKOB U3 pacckaza A.

Konan [loiina (Ik'::!;rj{):) U PYKONMCh PYHHUYECKOIO MUChbMa (/| AN A ) u3 pomana XK.
Bepna «IlyremectBue k HeHTpy 3eMIm».

[udper 3aMeHbl MO OCOOEHHOCTSM Mpoleayp MnpeoOpa3oBaHusl COOOLIEHUS
MOYKHO Pa3JIeIuTh Ha CIAEAYIONINE MOAKIACCHI (TUIIbI, PA3HOBUIHOCTH).

ndhpel 3ameHbI
(noacTaHoBkK)

0,11H03HE‘-IHOF‘I MHOMO3HAYHON
JaMeHBl 3amMeHbl

l |
| I | |

‘ omodoHUYeCKMe

perynapHeie HeperynApHble l'IDJ'lI'IaﬂCI}aBHTHHe

{ogHO3BYYHEIE)

afquTHEHEIE

L MoNUrpaMmMHeIe (rammupoEaHuA)

|| ACHMMETPHYHLIS L
OeTepMUHUPOBAHHLIS KEGHTOBLIE

ACHMMETPHYHbIE
EEPOATHOCTHEIE

Puc.2. Knaccudukarus mmudpoB 3aMeHbI



Ha pucynke cepbiM (hOHOM mpeacTaBleHbl MOATYNIBl IHU(POB, KOTOpHIE HE
0o0pa3yloT TMOJHYIO BBIIICNEKANIYIO TPynny MU(pPOB, HO TOJYYUBIIHE IIUPOKOE
NpUMEHEHUE Ha MPAKTUKE U OMHUCAHBI B 3TOM WIIA OTAEIbHBIX JEKIHSIX.

B cnenyrommii Tabnuiie mpuBeeHa KpaTkas XapaKTepUCTHKa THUIOB IIHQPOB

3aMeEHBI.
Ta6muma 1. Tunsl mudpoB 3aMeHbI
Tun mudpa Kpartkas [Tpumepsl
XapakTepucTuka  |mudpos
KonnuectBo
mugpo3amed M
s KaXJI0TO
CHMBOJIa WJIn
OJIHO3HAYHOU 3aMeHbI|0JI0Ka  CHUMBOJIOB
(MoHOQNIpaBUTHBIC, HCXOIHOTO
IPOCTHIE MOJICTAHOBOYHBIE) andasuTa paBHO 1
(IMi| = 1 nna
OJTHOTO 1-TO
CUMBOJIA WIH
0JI0Ka CUMBOJIOB).
[udpozamensl
COCTOST u3
OJINHAKOBOTO _—
KOJIMYECTBA Jpega i
CHUMBOJIOB WJIn H—p_no3 FOBLLI
peryJsipHbIe OTHETSIOTCS  JIPYT Q]—HII/I] ’
ot Apyra TIOPEMHBIN
pasnenuTenem
(mpoberom, wbp
TOYKOM, THpPE H
T.IL.).
OJIHO3HAYHOU udpozamene
3aMEHBI COOTBETCTBYET
010K CHMBOJIOB|OUTpPaMMHBIN
OJIMTPAMMHbBIC HCXOJTHOTO mudp [lopThl,
angasura (| Mi| =|mudp Xumuia
1 1 ogHOTO 1-0TO
peryIsipHbIe 0JIOKa CHMBOJIOB).
Hpu RSA,
ACHMMETDHHIHBIE 3amudpoBaHUU mudp Ha
OJIHOTO W TOTO YK€|OCHOBE
JEeTePMUHUPOBAHH —
OTKPBITOTO 3a/1a4u 00
bt COOOIIEHUS] OJTHUM |YKJIaJIKE
u TeM Ke|paHIia



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_sezar
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_sezar
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_losung
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_losung
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_xill
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p82

OTKPBITBIM KIIFOYOM
BCEra Oyner
MOJTy4aThCsl OJIHA U
Ta Ke
mudporpamMma.
T.e. 1y 3a7aHHOTO
OTKPBITOTO  KJTFOUa
OOIUH U TOT K€
CUMBOJT (6mox
CHUMBOJIOB)
OTKPBITOTO
COOOIIIEHNs Bcermaa
Oyner
IPEACTaBISATHCS
OJIJHOM M TOM XK€
g po3aMeHOM.

HCPCTI'YJISIPHBIC

[udpozamens
COCTOSAT W3 PA3HOTO
KOJIMYECTBO
CHUMBOJIOB,
3alMChIBAEMBIX 0€3
pa3aenuTenei.

COBMCIIICHHBI

()

U I

MHOTO3HAYHON 3aMEHBI

KonunuectBo

mudpozamed M
S OTJIETTLHBIX
CHUMBOJIOB WIH
0JIoka  CHMBOJIOB
UCXOJTHOTO

andasuta OoJbIIIE
I ({Mi| =2 1 s
OJTHOTO 1-TO
CUMBOJIa WM
0JI0Ka CUMBOJIOB).

MHOTI'O3Ha49HO

(V)

U

3aMCHBI

oMOMhOHUYECKIE
(0IHO3BYYHEIE)

[Mudpozamens
TUTST pa3HbIX
CHUMBOJIOB 17001
0JIOKOB CHMBOJIOB
UCXOJTHOTO
andasura HE
TTOBTOPSFOTCS

(M[ N My=0 JJIA
JABYX Pa3HBIX 1-TO |
j-FO CHMBOJIOB HJIH

CHUCTCMA

O0MO(OHOB,

KHWKHBIA



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_book
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_book

OJIOKOB CUMBOJIOB).

HOJIHEUId) ABHUTHEIC

(MmHOTOAI(ABUTHBIE)

Hcxomnomy
andaBuTy TUISt
3aMUCH  OTKPBITHIX
CcOO0IIeHU I
COOTBETCTBYET
HECKOJILKO
angaBUTOB
mu@po3aMeH.
BriOop  Bapuanra
andaBuTa
mudpo3amMeH IS
3amu@poBaHUs
OTJIETTLHOTO
CUMBOJIa WIH
0JIoka  CHMBOJIOB
3aBUCHUT oT
0coOeHHOCTeM
mdpa. OgHa u Ta
xe mudpo3zaMeHa
MOJKET
WCITIOJIB30BATHCS
TUTST Pa3HBIX
CHUMBOJIOB WIH
0JIOKOB CHMBOJIOB
UCXOJTHOTO
andasuta (MiN
M;# O s aByx
pPa3HBIX 1-TO U ]-TO
CHUMBOJIOB WITH
0JIOKOB CUMBOJIOB).

HCK

Anb0epTu,
cucrema

Buxenepa

noJimajahaBUTH

aJUTUTUBHEIE

bIC

(raMMHUpOBaHUsI)

[Ipu
3amu@poBaHun
CHUMBOJIBI
VCXOHOIO
andapuTa B
OTKPBITOM
COOOILIEHU T
3aMEHSIIOTCS
YUCJIaMU, K
KOTOPBIM
T00ABISIOTCS
yyuciaa  CEKPETHOMU
CIIly4YalHOM

mrdpoBaHue
CIIOKEHHEM
110 MoJIyaro N,
mudp
Bepnama



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_albert
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema4#shifr_albert
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema6#shifr_mod2
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema6#shifr_mod2

YHCJIOBOU
MOCJIEIOBATEIBHOC
TH (raMMBbl), TOCJIE
Yero oepeTtcs
OCTaToK oT
TIETICHUS 1o
MOTYJTIO
(onepanust mod).

KBAHTOBBIC

SBisrores
Pa3HOBHIHOCTHIO
mudpoB
raMMUpOBaHUs, TJIe
B KauecTBe
HOCHUTEJIEN
uHbopMaIuu
UCIIOJIb3YIOTCS
aJIeMEHTapHbIE
yacTUlpl  (Iy4KH
AJIEMEHTAPHBIX
YaCTHII).

ACUMMCTPHUYHBIC

BCPOATHOCTHBIC

[Tpu
3amu@poBaHun
OJIHOTO U TOTO XKe
OTKPBITOTO
COOOIICHUS OTHUM
u TeM xKe
OTKPBITHIM KIIFOUOM
MOTYT TIOJIy4aThCs
pasHbIe

UG pOrpamMmsl.
T.e. ng 3amagHOTO
OTKPBITOTO  KJTFOYa
OMMH W TOT e
CUMBOJI (6mox
CHUMBOJIOB)
OTKPBITOTO
COOOIIICHUST MOKET
IPEICTABIIATHCS
Pa3HBIMU
murdpo3aMeHaAMHU.
DTO0  Jocturaercs
3a cuer
UCIIOJIb30BAHUS
CIIly4YaliHOM

cxema  DJb-
[amans,
mudp Ha
OCHOBE
SJUTMITUYECKHU

X KPHUBBIX



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86
https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86

BEJTMYNHBI npu
3amuGpoBaHUM
cuMmBoJia  (OJyi0Ka
CHMBOJIOB), qTO
HKBHBAJICHTHO
NEPEKITIOUEHUIO
angaBUTOB
mQppo3amMeH.

Peryasipabie luM@pbl 01HO3HAYHON 3aMeHbI

MakcuMallbHOE€ KOJIMYECTBO KIIIOYEeH s jJro0oro mmwmdpa 3TOro THIIA HE
IpEBBHIIACT N!, TJe N — KOJIMYECTBO CHUMBOJIOB B ajdasute. I[lpu Ooibmux n s
PUOJIMKEHHOTO BBIYMCIICHUS N! MOYKHO BOCTIOJIBb30BaThCs hopmysiont CTUPJIMHTA.

IIudp He3aps. CornacHo onucaHusaMm uctopuka CBeToHUs B KHUTre <« KU3HB
JIBEHANATH Iie3apei» AaHHbIM 1mmdp ucnoap3oBaica [aem HOmmem Ilesapem mis
CEeKpEeTHOM mepenucke co cBouMmu reHepasamu (I Bek m0 H.3.). IlpuMeHuTeNnbHO K
PYCCKOMY SI3BIKY CYTh €r0 COCTOMT B CICAYIOIIEM. BBITTUCHIBAETCS MCXOMHBIA andaBuT
(A, B, ..., 5I), 3aTemM MOJ HUM BBIMUCHIBAETCS TOT ke an(aBUT, HO C HUKIMYECKUM

CIABUTOM Ha 3 OYKBHI BJIEBO.

()

A|B|B|T'|A (E|E |2K|3 U1 | K| MH|O|IL|P |C|T|V|®|X |l |Y|LLI|B|bI|b DI04

()

T |a|B|E|X|3 1|1 [k|a|M[a|o|m P |C|T|V|®[X|1[4 1|1 B|bl b |D[10|S|AB |B

Puc.3. Ta6numa mudpozamen mis mmdpa Lezaps

[Ipu 3ammdpoBke OykBa A 3amensiercs OykBou I, b- walu 1. 1. Taxk,
Hanpumep, ucxoaHoe cooodmenne «KABPAMOBY nocie mmdpoBanus OyeT BHITISACTD
«AVITICE». Ilomyuarens coobwmenus «I'IYITICE» wumer 3Tu OykBbl B HUXKHEH
CTpOKE M 10 OyKBaM HaJl HUIMU BOCCTaHaBIMBaET UCXoqHoe cooleHne «kABPAMOBY.

Kitouom B mmmdpe Lle3aps sBisgeTcs BeIMUMHA CABUTA HUKHEN CTPOKH al(haBuUTa.
KonuyectBo kitouel it BcexX Moau@uUKauuid AaHHOrO Mmudpa NPUMEHHUTENIBHO K
angaBuTy pycckoro si3bika paBHO 33. CylecTBYIOT pa3inyHble Moaudukauuu mudpa
Le3aps, B yacTHOCTH aTOall v JIO3YHTOBBIN MU D.

ATt6am. B Berxom 3aBeTe cymiecTByeT HECKOJIbKO ()parMEHTOB W3 CBSIIICHHBIX
TEKCTOB, KOTOpbIE 3amu(pPOBaHbI ¢ MOMOIIBIO IHdpa 3aMEHbI, HA3bIBAEMOTO aTOAIII.
OT1oT mHUdp COCTOUT B 3aMeHE KaKAOW OYKBbI APYroi OyKBOM, KOTOpas HaXOAWUTCS B
angaBuUTe HA TAKOM K€ PACCTOSHUU OT KOHIIA aldaBuTa, KaKk OpUTrMHAIbHAs OyKBa - OT
Havana. Hanpumep, B pycckom andasure OykBa A 3amensiercst Ha S, OykBa b - Ha FO u
T.1. B opurnHansHOoM Berxom 3aBeTe MCHOIB30BAMCh OYKBBI €BpEHCKOro ajdaBura.
Taxk, B kaure npopoka Mepemun (25:26) cinoBo «babensy» (Bapuiion) 3ammdpoBano Kak
«lemax».

Jlo3yHrosbiii mugp. 11 nannoro mudpa nocrpoeHre Tabnuibl mudpo3aMmeH
OCHOBAHO Ha JIO3YHre (KJII0ue) — JIETKO 3allOMHUHAEMOM cJIoBe. BTopasi cTpoka TaO Ikl
mudpo3aMeH 3aMojHSETCs CHayajga CJIOBOM-JIO3YHIOM (IpUYEM MOBTOPSIIOUIUECS
OYKBBI OTOpPACHIBAIOTCS), @ 3aT€M OCTaJbHBIMM OyKBamMu, HE BOILIEIIIMMH B CJIOBO-




7mo3yHr, B andaBUTHOM mopsiake. Hampumep, eciu BBIOPAaHO  CIOBO-JIO3YHT
«JIAAUHA», To Tabnuia uMeeT CIeayroNTUiA BHUI.
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Puc.4. Ta6auma mmdposzamed s JTO3YHTOBOTO I dpa

[Tpu mmdpoBanuu ucxonnoro coodueHnss «ABPAMOB» mno mpuBeaeHHOMY
BbIIIIE KITFOuy mudporpamMmma 6yaeT BoirnsaaeTsh « A IKMNy.

B kadecTBe 5103yHra peKOMEHIyeTCsl BHIOMpaTh Ppasy, B KOTOPOH COAEPKATHCS
KOHe4YHbIe OyKkBHI andaButa. B 001ieM citydae, KOJIMUECTBO BAPUAHTOB HIDKHEW CTPOKH
(IPUMEHHTEBHO K PYCCKOMY SI3BIKY) cocTasisier 33! (> 103).

IMonubuanckuii kBagpar. llludp wu3zo0pereH rpedeckuM TrocyJapCTBEHHBIM
nesTeNieM, TMoJIKoBojameM W uctopukoMm Ilommbmem (203-120 rr. nmo H.D.).
[IpumenuTenbHO K pycckoMy andaBUTy U UHAMNCKUM (apaOCkum) mudpam CyTh
mudpoBaHus 3aKioyaiach B cleAyomeM. B kBaapar 6x6 BBIUCHIBAIOTCS OYKBBI
(HEeoOs13aTeNbHO B alipaBUTHOM MOPSIJIKE).
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Puc.5. Tabnuna mmdposzamex i1 TOJIMOUAaHCKOTO KBapaTa

[udpyemas OykBa 3ameHsIETCS HAa KOOPJAWHATHI KBajpaTa (CTpOKa-CTOJIOEI), B
KOTOPOM OHa 3amucaHa. Hampumep, eciam ucxomHoe cooOiienne «ABPAMOB», To
mmdporpamma — «11 12 36 11 32 34 13». B [pesueit ['peumn coobmieHus
nepeaBaiuCh € IMOMOIIBI0 onTudyeckoro Ttenerpada (c momompto ¢akesnor). s
KakJIoM OyKBBI  COOOIIEHHUST BHayajge MOJHUMAIOCh KOJUYECTBO  (haKesoB,
COOTBETCTBYIOIIIEE HOMEPY CTPOKH OYKBBI, a 3aT€M HOMEPY CTOJIOIA.

Tropemublii mmdp. OTa 3ByKOBas Pa3HOBUIHOCTH IMOJTMOMAHCKOTO KBapaTta
Obula paspaboTaHa 3akirOYeHHbIMU. CHCTEMa CcoCTosla M3 HECKOJbKUX YIapoB,
0003HAYaIOMUX CTPOKH W CTOJOIBI B Tabiuie ¢ OykBamu andabuta. OnuH yaap, a
MTOTOM €IIle JBa COOTBETCTBOBANIU CTpoke 1 u ctonbmy 2, T.e. 6ykBe b. Tlay3a cmyxuna
paszenuTeNieM MEXIy CTpokamMu U crosudnamu. Takum oOpaszoMm, 3ammdpoBaTh
ucxonnoe coobmenne KABPAMOBy MoxHO creayromum 06pa3om.
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Puc.6. [Ipumep ncmob30BaHus TIOPEMHOTO b pa

SIS ES

IIndpyrwomas cucrema Tpucemyca (Tpuremust). B 1508 r. a66at u3 ['epmanun
HNorann Tpucemyc Hamucana MeYaTHYIO paboTy MO KPUNTOJOTMHM TMOJ Ha3BaHUEM
«Ilonmurpadusi». B 2TOM KHUre OH BIEPBBIE CHUCTEMATHYECKH OMHCA MPUMEHEHHE
mUPPYOMUX TaONUll, 3aloJHEHHBIX aidaBUTOM B ciy4yailHoM mnopsake. s
MOJIYYEHHS TAaKOTO MmHudpa 3aMeHbl 0OBIYHO UCTIOIB30BAIUCH TAaOIUIA JIJIS 3aIHCH OYKB
andaBuTa M KIOYeBoe cioBO (Wiau (pasza). B Tabnuily cHayama BIOHUCHIBAJIOCH IIO
CTpOKaM KIIFOUE€BOE CIIOBO, ITPUYEM MTOBTOPSIOIIHECS OYKBBI OTOPACHIBATIMCE. 3aTEM dTa
TalauIa TOMOIHSIACh HE BOIIEAIIMMU B Hee OykBaMu ayipaButa no nopsaky. Ha puc.7
n3o0pakeHa Tadauia ¢ Kiro4eBbIM clioBOM «JISJIMHA.
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Puc.7. Tabnuna mudpozamen aisg mudpa Tpucemyca

Kaxxnas OykBa OTKPBITOTO COOOIIECHUS 3aMEHSIETCSl OyKBOM, PACIOJIOKEHHOM 10T
Hel B ToM ke cronbie. Eciu OykBa HaXOIUTCS B TOCIEIHEH CTpOKE TaOJHUIIBI, TO JIJIs
ee mmdpoBaHus OepyT caMyl0 BepxHIOI OykBy crosidna. Hampumep, ucxomgHoe
coobmenne «k ABPAMOBy, 3anmppoartoe — « K3IDKY OI».

IIu¢pp maconoB. B XVIII B. maconsl coznanu mudp, 4TOObl CKPBITH OT
OOIIIECTBEHHOCTH CBOM KOMMEpUYecKHe CAenku. Kak moBeganu Te, KTO MPEXIe COCTOSIT
B psIax 3TOrO OOIIEeCTBAa, MACOHBI IMOJIB30BAIMCH CIIOCOOOM 3aCEKpeUMBaHMS, BEChMa
MOX0KMM Ha mH(p po3eHKpeHnepoB. B «pemerke» M B yriiax HaXOAATCS TOYKH,
KOTOPBIMU 3aMEHSIFOTCST OYKBBHI:
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Puc.8. Hludpozamens! mmdpa MacoHOB

Tak Kak KJISTBBl XpaHUTh TallHy HapyllaJuch HE pa3, OOJbIIMHCTBO Benukux
10 MacoHOB B CIIIA Goblie He NMOJIB3YIOTCS MUCbMEHHBIMU IIM(paMu, IpeaIounuTas
nepeaaBaTh YCTHbIE HHCTPYKIIMU BO BPEMs 3aKPBITBIX PUTYaJIOB.

C nomouibto mudpa MaCOHOB MOYKHO JIETKO pacIn(poBaTh CieayromLyto (pasy.
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Puc.9. Ilpumep ucnonb3oBanus mudppa MacoOHOB

OTo mepBbI YpOBEHb, Ha KOTOPOM HaXOSTCS BCE BIEPBBIC BCTYNUBIIUE B
obmectBo uneHsl: Blue Lodge (pyc. «I"omy6as (Cunsist) moxa).

Onnum u3 CYILIECTBCHHBIX HEJOCTATKOB mudpos O/THO3HAYH O
3aMeHBI SIBJIICTCSI WX JIerKas BCKpbIBaeMoCThb. [Ipu BCKpbITUHM U porpamMm
WCIIONIB3YIOTCS  PA3JIMYHbIE TPUEMBI, KOTOPBIC JaKe IPH OTCYTCTBHH MOITHBIX
BBIYHUCIUTENBHBIX CPEJCTB MO3BOJSIOT TOOUTHCA MOJIOKUTEIBHOTO pe3yibTara. OmauH
U3 TaKUX MPUEMOB Oa3upyeTcs Ha TOM, YTO B MIM(POrpaMMax ocTaeTcst HHGOopMaIus o
4acTOTE BCTPEYAEMOCTH OYKB MCXOJHOTO TeKCTa. Eciii B OTKPHITOM COOOIIEHUH YacTO
BCTpeUaeTcsl Kakas-1mbo OykBa, TO B MIMGPOBAHHOM COOOIIEHUM TAaKXKe 4acTo OyaeT
BCTpeUaThcsi COOTBETCTBYIOMMIA el cuMBoil. Eme B 1412 r. [lluxaba an-Kankamanau B
cBoeM Tpyae «CyOx an-Aariiay mpuBels TaOJUILy YaCTOTHI MOSBICHUS apaOCKUX OYKB B
TEeKCTe Ha OocHOBe aHaim3a Tekcta Kopana. Jlyisi pa3HBIX SI3bIKOB MHpa CYIIECTBYIOT
nono6Hbie Tabmuipl. Tak, Hampumep, A OyKB pyccKoro aindaBuTa IO JaHHBIM
"HannoHaapbHOTO KOpITyCa PYCCKOTO si3blka" Takas TaOJiMlla BBIMJISIAUT CIEAYIOIIUM
obpazom.

Tabnuna 2. Yactora nosiBiieHus: 0yKB pyCCKOT0 sI3bIKa B TEKCTaX

Neo n/m| bykBa|YacroTa, % Ne /| bykBa|Yactora, %
1 10.97 18 b 1.74
2 E 8.45 19 r 1.70
3 A 8.01 20 3 1.65
4 141 7.35 21 b 1.59
5 H 6.70 22 4 1.44
6 T 1626 23 |1 |1.21
7 C 5.47 24 X 0.97
8 P 4.73 25 X 0.94
9 B 4.54 26 ar - 10.73
10 JI 4.40 27 IO |0.64
11 K 3.49 28 L1 0.48
12 M 3.21 29 oy 0.36
13 )| 2.98 30 C) 0.32
14 I1 2.81 31 O 0.26
15 Y 2.62 32 b 0.04
16 |4 |2.01 33 |E  |0.04
17 bl 1.90




CymecTByI0oT mofo0HbIe TabmuIBl Juig nap OykB (Ourpamm). Hampumep, vacto
BCTPEYAEMBIMU OUTPAMMAMHU SIBIISIIOTCSL «TO», KHO», «CT», «IO», «eH» U T.1. Jpyroi
preM BCKPBITUS UG pPOrpaMM OCHOBAaH Ha UCKIIOUYEHUH BO3MOXKHBIX COYETaHUIN OYKB.
Hanpumep, B Tekctax (eciim oHM HamucaHbl 0e3 opdorpaduueckux OmMOOK) HEeb3s
BCTPETUTH COUETAHUS «UsD), Kb, «bb» U T.II.

Jnst ycliokHEHus: 3a7ayd BCKPBITHS IU(POB OJHO3HAYHOW 3aMEHbI €Ile B
JIPEBHOCTH Tepe]] MUPPOBAHUEM U3 UCXOHBIX COOOIIEHUN UCKITIOYaIu TPOOebl U/ Uiu
rnacHele  OykBbl. [lpyrum  cmocoOoMm, 3aTpyJHSIIOIIUM — BCKpPBITHE,  SIBISETCS
muQpoBaHue GurpaMmamu (mapamu OykB).

Honurpammusie WIUQPHI

IMonurpammublie mudpbl - mHPPB, B KOTOPHIX oOfHA IMHdpo3amMeHa
COOTBETCTBYET Cpa3y HECKOJIbKIUM CUMBOJIAM UCXOHOTO COOOIIIECHMUS.

burpammubiii mmepp HHoprel. Hludp I[lopTel, npencraBieHHBII UM B BHUJEC
TaOJIUIIBI, SBIISETCS MEPBBIM U3BECTHBIM OUTpaMMHBIM Iudpom. Pazmep ero tabmuiisi
coctaBisut 20 x 20 siueek; HaBepXy TOPU3OHTAIBHO U CJIEBA BEPTUKAIBHO 3aIUCHIBAJICS
cTtaHfapTHbIN andaBut (B Hem He Obuto OYkB J, K, U, W, X u Z). B sueiikax Tabiuiipi
MOTJIM OBITH 3allMCaHbl JI0ObIE Yncia, OyKBBI WM CUMBOJIBI - cam JxoBanuu Ilopra
NOJIb30BAJICSI CUMBOJIAMHU - MPU YCJIOBUH, YTO COAEPKUMOE HU OJHON W3 SUEEK HE
NOBTOPSTIOCH. [IpUMEHUTETPHO K PYCCKOMY S3bIKY Tabiuia mudpo3aMeH MOXKET
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OO (01 (1111 ||L|L |l {1 {2121212121212(2(2(12|13|3(3(3(3(333

7181910(112(314(516(7(8[910(112(3(4(5(6|7|8|9]0112|31(4]516]7

3131414141414 14(14141414(5|5[5|5(5|5(5|5(5|5(6]6|6]6]616]666
819101 2|13[4|5(6(7(8(9(0(12|3(4]5|6]7|8(9]0(1]2(31]4(5|6|7 |8

6 \7\7 (77|77 |7|7|7|7|8(8|8|8[8(8|8(8(8(8(9(919]9(9(919(919 19
9101112(314(5(6(7|8[9(011|2(3|14|5(6|7|8(9|0(1(2|314(5|6|7 (819

0100100100100 (O |L 1|1 |11 (1|1 (1|1 (2]2(2]22|22|2|2|2|3
01112|1314|5(6|7(8|19(01112|13(4|5(6]7(8(9(0(12(341(5|6|7]81910

313131313|13(13|13(13(14(4(14(4(14(4|14(4](4(4|5(5[5|51[5|51(5|51(5]|51616
1121314(5(6(7(819(0(112(3(4(5(6(7|8[9]|0(1]|2(314(5]6(7(8(910 |1

DSI5|5(5(5|15(5(5(5|5/6(6|6(6[6(6]6(6|6(6(66(6(6|6(6 (6|66 (6|6

X|6(66(6|6[(6(6(6(6[6(6(6(6[6]6(6]6|6]6|6(6]6(6]6(6]6(6(6 |66 |6

I[|6 66|66 (6|/6(6[6|6|6(6|6]6[6(6]6[6|6(6(6|6(66|6(6(6|6(6 6|6

16 16(6|6(6(6(6(6[6(6|6(6(661(61(6|6|7 (77|77 |7\7|7\7\7|7|7\7|7

W7 \7\7\7 (7 \7\7 {7 \7\7\7\7\7\7{7\7\7{7\7\7\{7\7\7\7\7\7\|7\7\7|7|7

W7 \(7\7\7 (7 \7\7 {7 \7\7\77\7\7{7\7\7{7\7\7{7\7\7\7\7\7\|7\7\7|7|7

B7\T\T\TA\T\T\T T \T\T\T\T\7T\7\7T\7|7\7\7|7|7|71|7|7|818 8|88 |8]8

bI8 (8 8 (8 (8 (8|8 (8(8|8(8(8|8|8(8(8(8(8(8|8(8 (8|88 (8|88 (8]8 (8|8

b|8|8(8|8(8|8(8|8(8(|8(8|8(8(|8(8|8(8|8(8|8(8(8 (8|8 (8|8 |8(8|88]8

2188188 (8|8(8(8(8(8(8(8|8(8(8|8(8 (8|88 (8|88 (8|88 (8|88 |(8]8

IC919191919(91919(91919(19(9(1919(9(191919(9(9(9(9(919(9(9(9191(9 |9

A91919(919(919(919(9(19(919(9(19(9(191919191919(919(919(919(919 |9

Puc.10. Tabmuna mmdpozamen ais mudpa [TopTer



[[IndpoBanne BuIMOTHAETCS MapaMu OYKB UCXOIHOTO coobmieHus. [lepas OykBa
napbl YKa3bIBaeT Ha CTPOKY IHU(Ppo3aMeHbl, BTOpast - Ha cTojioel. B ciyyae HeueTHOTO
KoJM4ecTBa OYKB B MCXOJAHOM COOOIIEHUM K HEMY J00aBJISETCS BCIIOMOTATEIbHBIH
cuMBoN («rmycToi 3HaKk»). Hampumep, ucxomnoe cooOuienue «Ab PA MO By,
sammdpoBanHoe — «002 466 355 093». B kauecTBe BCIOMOTraTeIbHOIO CHMBOJA
UCIOJIb30BaHa OykBa «S1».

HIudp Playfair (anria. «Yecrnas urpay»). B nagane 1850-x rr. Hapnz Yurcron
IpHUIyMall TaK Ha3bIBaeMbIN «IIPAMOYTOIbHBINA dp». Jleon Ineiidep, Omuskuii qpyr
YurcroHa, pacckazanm o0 sTtom mmdpe Bo BpeMs odumumanpHOro obdema B 1854 T.
MUHHCTPY BHYTPEHHHUX jen Jopay [lanpmepcTony u npuHIly Anb0epTy. A MOCKOJIBKY
[Tneiidbep OBLT XOPOIIO W3BECTEH B BOCHHBIX W JWIUIOMATHYECKUX Kpyrax, TO 3a
TBOPEHUEM YUTCTOHA HABEYHO 3aKPEMIIIOCh Ha3BaHue «mudp Ilneidepar.

JlanHbIi mu@p ctan nepBbIM OYKBEHHBIM OMTpaMMHBIM MIK(PPOM (B OUrpaMMHOMI
tabyumiie [lopTel UCHONB30BANKCH CUMBOJIBI, @ HE OYKkBbI). OH ObUT NpeIHAa3HAYEH IS
o0ecrieueHus CeKPETHOCTU TellerpadHOM CBS3U U MPUMEHSIICS OPUTAHCKUMH BOWCKAMHU
B AH0-0ypckoii u [lepBoit MupoBo#i BoiiHax. MM mosib30Basiach Takke aBCTpauicKas
ciryx06a OeperoBoii 0XpaHbl OCTPOBOB BO BpeMsi BTopoit MUpOBO# BOWHBI.

[udp npenycmarpuBaer mudpoBanue map cuMBoJoB (Oburpamm). Takum
oOpa3om, 3TOT mudp O6ojiee YCTOWYUB K B3JIOMY 10 CPAaBHEHHUIO C IIU(POM IPOCTOU
3aMEHbI, TaK KakK 3aTpyJHSAETCS YacTOTHBIM aHain3. OH MOXKET ObITh MPOBENCH, HO HE
JU1sl 26 BO3MOXHBIX CUMBOJIOB (JIATUHCKUM andaBuT), a 1isd 26 X 26 = 676 BO3MOKHBIX
ourpamMMm. AHaJM3 YacTOTHl OWIpaMM BO3MOKEH, HO SBJSIETCS 3HAYUTENIBHO Oolee
TPYIHBIM U TpeOYeT HAMHOTO 0OJIbIIEro 00beMa 3alU(PPOBAHHOTO TEKCTA.

Jns mmdpoBanusa cooOiieHuss He0OX0AUMO Pa30UTh €ro Ha OUrpamMMmsbl (TPYIIIbI
13 IByX CUMBOJIOB), IPU 3TOM, €CJIU B OUTpamMMe BCTPETSTCS J1Ba OJMHAKOBBIX CUMBOJIA,
TO MEXIy HUMHU A00aBIsE€TCA 3apaHee OrOBOPEHHBINM BCIOMOTraTENbHBIA CHUMBOJ (B
opuruHane — X, s pycckoro andasuta - ). Hanpumep, «3ammdpoBaHHOe
coOOIIeHre» CTaHOBUTCS «3a MM (¢p oB aH HO ec oS o6 me Hu eS». s
dbopMUpOBaHUS KIOUECBOW TaOJMIBI BRIOUpPAETCS JIO3YHT M J1ajiee OHA 3aIlOIHSASTCS IO
npaBuwiaMm mmdpytromen cucrembl Tpucemyca. Hampumep, nnst jmosynra «ISAJHA»
KJTF0UEeBast TAOJIUIA BBITIISUT CIECTYIONTUM 00pa3oM.

|1 H |A|B
B|T|E |E [X|3
U|K[JI M |O |11
P|C|T |V |®|X
1[4 |II|1L|B |bI
b [D[IO}- |1 |2

Puc.11. KimtoueBas Tabnuua st mmdpa Playfair

3aTeM, PYKOBOJCTBYSCh CIEIYIOIIUMHU MpaBUJIaMH, BBITIOJIHSIETCS
3amu@poBbIBaHKE AP CUMBOJIOB HCXOJIHOTO TEKCTA:

1. Eciu cumMBOJIBI OUTPaMMBI UICXOTHOTO TEKCTa BCTPEUYAIOTCSA B OJTHOW CTPOKE, TO
9T CUMBOJIBI 3aMEIIAIOTCSI Ha CHUMBOJIBI, PACIHOJIOKCHHBIC B OJIMDKAWIIUX CTOJIOIMax



cIpaBa OT COOTBETCTBYIOLIMX CHUMBOJIOB. ECiM CHMBOJI SIBISI€TCS MOCIEIHUM B CTPOKE,
TO OH 3aMEHSETCS Ha MEPBBIA CUMBOJI 3TON KE CTPOKH.

2. Ecnu cuMBOJIBI OUTpaMMBbl KCXOAHOTO TEKCTa BCTPEYAIOTCS B OJIHOM CTOJIOIIE,
TO OHM TMpeoOpa3yloTcs B CHMBOJIBI TOTO K€ CTOJNOIA, HaXOASIIMMUCS
HEMOCPEJCTBEHHO MoJ HUMH. Eciam cuMBON sIBIsSieTCS HUKHUM B CTOJOLIE, TO OH
3aMEHSIeTCSl Ha TIEPBBIM CUMBOJI ATOTO K€ CTOJIONA.

3. Ecnu cuMBOJIBI OMTpaMMBbl HCXOAHOTO TEKCTa HaXOAATCS B Pa3HbIX CTOJOIAX U
Pa3HbBIX CTPOKAX, TO OHU 3aMEHSIOTCSI HA CUMBOJIbI, HAXOSIINECA B TEX K€ CTPOKAX, HO
COOTBETCTBYIOIIHE IPYTUM yriaM OpsIMOYTOJIbHUKA.

[Tpumep mmdpoBanwms.

- burpamma «3a» GopMHUpPYET IPIMOYTOJIBHUK — 3aMEHSETCS Ha «KO»;

- Gurpamma «IIm» HaXOJSTCS B OJHOM CTOJIOIIE — 3aMEHSIETCS Ha «I0ey;

- burpamma «(p» HaXOAATCS B OTHOM CTPOKE — 3AMEHSIETCS Ha «XC»;

- Ourpamma «oB» GOpMHUPYET MPIMOYTOIBLHUK — 3aMEHSIETCS Ha «HXK»;

- OurpamMma «aH» HaxXoJSTCS B OJTHOM CTPOKE — 3aMEHSIETCs Ha «0ay;

- OurpamMma «Ho» (POpMHUPYET MPSIMOYTOJIBHUK — 3aMEHSETCS Ha «am;

- Ourpamma «ec» GOpMHUPYET MPSIMOYTOIBHUK — 3aMEHSIETCS] Ha «T'TY;

- Ourpamma «os» GOpMUPYET MPSIMOYTOIHHUK — 3aMEHSIETCS Ha «Kay;

- burpamma «06» hopMupyeT IpsIMOYTOJILHUK — 3aMEHSIETCS Ha «I1ay;

- Ourpamma «1e» GopMupyeT NPSMOYTOJIbHUK — 3aMEHSAETCS Ha «IIE»;

- ourpaMmma «Hu» (POPMUPYET MPSMOYTOJIBLHUK — 3aMEHSIETCSA Ha «aH»;

- ourpamma «es» (popMHupyeT IPSIMOYTOJIbHUK — 3aMEHSIETCS Ha «TH».

[[Indporpamma — «x6 o€ Xc Hxk 6a aM I'T Ka 1a M€ aH TH.

Hns  pacuiudpoBkM HEOOXOAMMO UCIOJB30BaTh HWHBEPCUIO JTHUX IIpaBuUll,
oTkuAbiBas cuMBOJIbI Sl (1 X), €clii OHU HE HECYT CMBICJIA B UCXOJAHOM COOOLIEHUU.

Mudpp Xwuuaa. IlepBblil mpakTUYECKH peaau3yeMblii crnocod MmUppoBaHUS C
UCIOJIb30BaHUEM anreOpsl ObuT puayMad B 1929 r. marematukom Jlectepom XujuioMm -
npogeccopom u3 Xantep-komiemka B Hero-Hopke, crates kotoporo «Cryptography in
an Algebraic Alphabet» Obuta onmyOnukoBana B xypHaie «The American Mathematical

Monthly».
Kaxmoit OykBe amndaButra comoctaBisercss uucio. s pycckoro andaBurta
MO>XHO HCHOJB30BaTh mpocteimyo cxemy: A = 0, b = 1, ..., A = 32. [ua

samu@poBaHus OJOK HMCXOJHOTO COOOIICHHWsS H3 N OyKB paccMaTpUBAeTCs Kak n-
MEPHBIM BEKTOp YHWCEJI W YMHOXKAETCA HA MaTPHUIy pa3MeEpPOM N X N 1o mMoAyJiro 33.
JlaHHasi MaTpuIla, COBMECTHO C KOJIOBOM TaOIMIeH comocTaBiieHuss OykB andaBuTa C
quCcliaMu, SBJSETCS KIo4oM 3amudpoBanusa. Jns pacmmdpoBaHus TPUMEHSETCS
oOpaTHas MaTpua' o MOIYJIIO.

Hanpumep, ns TpuUrpaMMHBIX 3aMEH MOTYT WCIIOJIb30BAaThCSA  CIEIYIOIINE
MaTpHIbl 3aiu@poBanus / pacuimppoBaHusl.



6 27 1
13 16 32
28 17 15

MaTpuia

3armuppoBaHUs

2
26
13

MaTpHIa
paciudpoBaHus

26
20
30

17
4
21

Puc.12. Matpuiiel 3amudpoBanus / paciudpoBaHus

Hcxonnoe coobuienne «KABPAMOBY, nononHeHHOe 1BYyMs BCIIOMOTaTEIbHBIMH
OykBamMH «sisD» (U1 KPATHOCTU TpPEM), MOCJIE€ COMOCTaBJICHUA OYKB C 4yHClIaMu OyAeT
BBITJISIZICTH clemytomuM obpazom «0 1 17 013 15
TPOEK YMCEJ Ha MaTpHIly 3andpoBaHus MHPporpaMma npuMer cieayronmii Bug «11

2 32 32». Ilocie nepeMHOKEHUS

17 11 24» (wnu B OyxkBeHHOM 3kBUBajneHTe «KA3 I'bP PKU»).

ABP-01 17

6*0+27*1+1*17)mod 33 =11

(13%0+16* 1 +32* 17) mod 33 = 32

(18*0+17*1+15* 17) mod 33 =8

AMO-01315

(6*0+27*13+1*15)mod 33 =3

(13*0+16 *13+32* 15) mod 33 =28
28*0+17*13+15*15)mod33 =17

Bsasa -23232

(6*%2+27%32+1%*32)mod 33 =17

(13%#2+16*32+32*32)mod 33 =11
(28 * 2+ 17 * 32 + 15 * 32) mod 33 = 24

st pacuimdpoBanust TPOMKK YuceN mMudporpaMMbl HEOOXOIUMO YMHOXKHUTH Ha
MaTpPHUILy pacIiIu(ppoOBaHHUs.

KA3-11328

2*11+26*32+17*8)mod 33 =0
26*%11+20*32+4*8) mod33=1

(13*11+30*32+21*8) mod33=17

I'bP -3 2817

2*3+26*28+17*17)mod 33 =0
26 *3+20*28+4*17)mod 33 =13

(13*3+30*28+21 *17)mod 33 =15

PKY-1711 24

(2*17+26* 11+ 17 * 24) mod 33 =2

(26 * 17420 * 11 + 4 * 24) mod 33 = 32

(K)
)
3)

(T)
(b)
(P)

(P)
(X)
(D)

(A)
(b)
(P)

(A)
M)

(O)

(B)
(1)

(13*17+30% 11 +21*24)mod 33 =32 ()



B pesynprate Oymer momyden HaOop umcen «0 1 17 0 13 15 2 32 32y,
COOTBETCTBYIOIIMA HMCXOAHOMY COOOIIEHUIO CO BCIIOMOTaTEIbHBIMU CHUMBOJIAMU
«ABPAMOBss».

!Q6parnas MmaTpuua - Mmatpuia A'l, mpu yMHOKEHMH Ha KOTOPYIO, HCXOAHAsS MaTPUIa
A naert B pe3yJsbTare eAUHUYHYIO MaTpuily E.

Heperyasipubie mu@pobl

Eme oaawMm HampaBieHHWEM TIOBBIMICHUS CTOWKOCTH IIU(POB  3aMEHBI
3aKJII0OYAETCSl B MCIOJIb30BAHUM HEPEryJapHbIX U(poB. B MNpuBEACHHBIX BHIIIE
mudpax (peryJsapHbIX) MH(PpPO3aMEHBI COCTOSIT U3 CTPOTO OMPEACICHHOTO KOJUYECTBA
cuMBOJIOB (OykB, 1u(p, Tpa@UUeCcKuX JIEMEHTOB W T.I.) WU B IH(PPOrpaMMe OHH
OTIIETISIOTCS APYT OT APYyTa CHEIUATBHBIMA CUMBOIAMH (TIPOOEIIOM, TOUKOH, 3aIsITON |
T.1.). B Heperymapubix mudpax mudppo3aMeHbl COCTOSIT K3 Pa3HOTO KOJIMYECTBA
CHUMBOJIOB M 3aIllMCHIBAIOTCS B MH(porpamMme B oapss (6e3 BblAeIeHUs IPYT OT JIpyra),
YTO 3HAYUTEIBHO 3aTPYIHSAET KPUNITOAHATIUS.

CoBmenennblii mugp (coBMemennas tadanua). Jlanupiii mmdp npuMeHsics
elIe CeMEMCTBOM APJKEHTH - KPUITOJOraMu, pazpadaTbiBaBMMu mu@psl aiis [Tamnbr
Pumckoro B XVI B. B XX cronerun 3TUM crocoO60M MOJIb30BAIMCh KOMMYHUCTHI B
X0Jle TpaKJaHCKOM BoWHBI B Mcnanuu. B Hauane BOWHBI MPOTHBHUKHU (alim3mMa B
Wcnianuu KOHTPOIUPOBAIU OOJBITMHCTBO KPYIMHBIX TOPOJOB U 3aIIUIIAIA CBOIO CBSI3b,
BKJIIOYAs paJiMoIepeiauu, ¢ MOMOIIBIO Pa3IMYHbIX METOAO0B MU(POBAHUS, B TOM YHCIIC
COBMEUIEHHBIX ITU(POB.

BapuaHT KOMMYHHUCTOB MOJYy4YMJI HA3BaHUE «COBMEIICHHBIN) U3-32 HEOOBIYHOTO
WCIIOJBL30BaHUs OJIHO- M ABYXIIU(MPOBBIX Iudpo3ameH, Oiarogaps 4emy COOOIIECHUE
MPpUOOpETAIO IOMOJHUTEIBHYIO 3allUTy OT MOTEHIMAIBHOTO A pOBaIbIIUKA.
Hekoropble OyKBBI 3alIMPpOBBIBATUCH OJHON LUPPOH, npyrue xe - napou uudp. [lpu
3TOM KPUINTOAHAJIUTUK MPOTUBHHKA COBEPUIEHHO HE TNPEACTaBIsI, TIE B
NEPEXBAUYCHHBIX COOOIICHUSIX HAaXOAATCs OMHOIMGPOBBIE, a TAe ABYXIU(POBBIC
muppo3aMeHBbI.

Ta6nuna mudpozamen coctout u3 10 cronduoB ¢ Hymepanueit 0, 9, 8, 7, 6, 5, 4,
3, 2 u 1. B HauanbHYI0 CTPOKY BIIMCHIBAETCS KIIIOYEBOE CIIOBO 0€3 MOBTOPSIOIIUXCSA
OykB. B mocnenyromme cTpoku BIUCHIBAIOTCS MO JIECSATh HE BOLIEAIINX B HETO OYKB 110
nopsiiky cienoBanus B andasute. CTPOKH, 32 UCKITIOYCHUEM HAYAIbHON, HYMEPYIOTCS
10 MOPAZIKY, HaunHasi ¢ 1.

019 [8(7]61(5[4[3 |2]1
I|S |1 |H|A

1/b |B | [E|E |K|3 |1 |K|]T
2IM|O |II [P|C|T |V|® |X|LI
3|4 ||| B|BI|b [3|IO]- |-

Puc.13. [Ipumep Tabauis! mudpo3aMeH COBMEUIEHHOTO MHU(pa ¢ KIIFOUEBbIM CJIOBOM
«JIATHA»



[Tpu mmdpoBanuu OyKBBI HCXOTHOTO COOOIIEHUS, BXOSIINE B KIIFOUEBOE CIOBO,
3aMEHSIOTCS Ha oAHy Hudpy (HoMep cToJiOla), OCTaIbHbIE — ABYMs (HOMEpa CTPOKH U
cTonbua). Hampumep, i TpUBENECHHOW BBINIE TaOMUIBI IMH(pPO3aMeH HCXOTHOE
coobmenne «KABPAMOB)Y Oyner 3ammdpoBano kak «610276202919».

[Tpu mony4yeHnn mmdporpamMmsl agpecar 3HAET, YTO KOT/A TOSBISIOTCS MUQPHI
I, 2 umm 3, ¢ HUMH 00s3aTeTBHO CBsA3aHa emie ofHa [udpa, MOCKOIBKY OHHU
NPECTABISIOT co00H 1udpoByto napy. Tak uro 35 - 3T0, HECOMHEHHO, Tapa, a 53 - HeT,
Belb B Tabmuile HET CTpoku ¢ HoMmepoMm 5. IlepexBar Takoro cooOIIeHUs TpeThei
CTOPOHOM JTacT € BCETO JIUIIb Psif MUGP, MOTOMY YTO KPUNTOAHAIUTHK MPOTUBHUKA HE
MMEeT HM MAaJICHIIeT0 MpPENCTaBlIeHUs, Kakue IU@Phl OJUHOYHEBIE, a KAaKUE BXOIAT B
COCTaB map.

OModonnyeckne mugpbl

Jlpyroe HarpaBlIeHUE€ MOBBIIIEHUS CTOMKOCTH HIM(PPOB 3aMEHBbI COCTOUT B TOM,
YTOOBl KaXXJ0€ MHOXECTBO HIM(ppooOo3HaueHuid Mi 111  OTIENBHOTIO i-r0  CUMBOJIA
HCXOJHOTO ajgaBuTa coJiepkaio 0oyiee 0AHOro 1eMenTa. [Ipu rcnonbp30BaHUM TaKOTO
mudpa ofHY U Ty ke OYKBY (€CIM OHa BCTPEUAETCS HECKOJIBKO pa3 B COOOILEHUM)
3aMEHAIOT Ha pa3Hble mudpo3zamensl U3 Mi. T0 MO3BOJSET CKPBITh HCTUHHYIO YAaCTOTY
BCTPEYAEMOCTU OYKB OTKPBITOTO COOOIIEHHUS.

Cucrema omodgonon. B 1401 r. Cumeone ne Kpema ctan ucronp30BaTh TaOJIUIIBI
OMO(OHOB I COKPBITHS YaCTOThI MOSIBJICHUS TJIACHBIX OYKB B TEKCTE MPHU MOMOIIH
Oosnee yem oaHoW mmdpo3aMeHbl. Takue mudpbl MO3Ke CTaau HA3bIBaThCsA MUppaMu
MHOTI03HAYHOH 3aMeHbl Wik oMoonamu. OHn nonyuymnu passutue B XV Beke. B
kHure «Tpaktar o mudpax» Jleona barTtuctel AnbOepTH (UTAIBSTHCKUN YYEHBIMH,
apXUTEKTOP, TEOPETUK UCKYCCTBa, cekpeTaph namnbl Kinmentus XII), onydirkoBaHHOM
B 1466 1., mpuBOAMUTCS ONMKMCAaHKE MKU(pPa 3aMEHBI, B KOTOPOM Ka)KJ10il OYKBE CTaBUTCA B
COOTBETCTBUE HECKOJIBKO SKBUBAJEHTOB, YHCJIO KOTOPBIX MPONOPLHUOHAIBHO 4YaCTOTE
BCTPEYAEMOCTH OYKBBI B OTKPBITOM TeKcTe. Tak, eciu OpUeHTUPOBAThCS Ha Tabil.2, TO
gucyio mudposzamer misa O0ykBbl O q0oipkHO coctaBiaTh 110, mius 6yksel E — 85 u 1.1.
[Tpu sToM Kaxxaas mmdpo3amMeHa J0JDKHA COCTOSITh U3 3 (P U UX 00I1Iee KOJTMUEeCTBO
paBuo 1000. Ha puc.12 npencrasnen dparMeHT Tabnuiibl mrdpo3ameH.

NemmlA |[b |IB |....M |...|O [|...[P |...|A
1 311(128(175]...|037]...|248]...|064]...|266
2 357(950(194|...1149]...1267|...|189]...|333

16 495(990(199|...(349|...1303]...|374|...|749

20 519 4271...1760]...1306/|...1469|...|845

32 637 524|...|777|...|1432]...|554




45 678 644 824]...|721
47 776 828|...|954
80 901 886
110 003

Puc.14. ®parmenT Tabnump! mudpo3amMeH I CHCTEMbI OMO()OHOB

[Ipn mm@poBaHHH CHUMBOJ HCXOJHOTO COOOIIEHHS 3aMEHSeTCs Ha JIIoOyIo
mudpo3zaMeHy u3 cBoero croibma. Ecim cuMBOa BcTpedaercs MOBTOPHO, TO, Kak
IpaBWJIO, HCIOJIB3YIOT pa3Hble MmudpozaMmenbl. Hampumep, ucxomHoe cooOlieHue
«ABPAMOBY nocne mudpoBanus MoxkeT BbITIAIETh «357 990 374 678 037 828 175».

Kunkubiii mm@p. 3aMETHBIM BKJIQZIOM TI'PEYECKOro ydeHoro OHes TakTuka B
KpunTtorpaduio sBISETCS MNPEAJIOKEHHBI MM TaK Ha3bIBa€Mbld KHIKHBIA 1mUQp,
ONMUCaHHBIM B counHeHUHn «0O0 O0O0OpOHE YKPEIIEHHBIX MECT». ODHEH MpensIokKuil
IIPOKAJIBIBaTh MaJI03aMETHBIE JIBIPKM B KHUTE WIM B JAPYrOM JOKYMEHTE Haj OyKBamu
cekpeTHoro cooOmeHusa. HMHrtepecHo orMeruth, uTto B IlepBoil MHpOBOI BOIHE
TepPMAHCKHUE IIMHUOHBI UCIOJIb30BAIM AHAJIOTUYHBIA MH(p, 3aMEHUB ABIPKA HA TOYKH,
HAaHOCUMbIE CUMIATUYECKUMHU YEpHUJIAMU Ha OYKBBI ra3eTHOro Tekcrta. OnucaHHbIE
CrocoObl Tepefayr CEKPETHBIX COOOIMIEHUN (C TOMONIBI0O TOYEK) OTHOCSTHCA
K cTeraHorpauyeckuM MEeToJ1aM COKPBITUS HHPOPMALUU.

[Tocne IlepBoii MHpPOBOM BOWHBI KHWXKHBIA MUpp OpUOOpes HHOW BHA.
[Mudpozamena a1 ka0 OYKBbI ompeiessiiach HA00poM UPP, KOTOPBIE YKa3bIBAIU
Ha HOMEP CTPaHULbl, CTPOKHU U MO3ULIMHU B CTPOKE.
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Puc.15. ITpumep ucnonb3oBaHuss KHUAKHOTO KUdpa
(xazpbl U3 coBeTckoro cepuana «CeMHaAIaTh MTHOBEHH BECHBD)



KomnuecTBO KHHUI, HW3JaHHBIX 3a BCIHO HCTOPUIO YEJIOBEUYECTBA, SIBISACTCS
BEJIMYMHONW OrpaHUyYeHHON (TI0 KpailHell Mepe, sSiBHO MeHblie, yem 15!). Opnako
OTCYTCTBUE TOJIHOM 3JIEKTPOHHOM 0a3bl MO M3JAHUSM JENaeT MPOLEIYypPY BCKPBITHS
mupporpaMm MOYTH HE BHIMOTHUMOM.

Bapuantuble mudpbl. BapuantHbie mudpsl HATOMUHAIOT HOJIMOMAHCKHMA
KBQJIpaT, HO I KaXKJIOM CTPOKM M CTOJNOLA HUCIOJB3YeTCsl MO JBa OYKBEHHBIX
uaeHTuukaropa. B kBaapar (mpsAMOYrojibHUK) MH(ppPO3aMEH BHayajie 3aluChIBAeTCs
KIIFOYEBOE CJIOBO 0€3 MOBTOPSIONIMXCS OYKB, a 3aT€M JOMOJHSIETCS HE BOIIEIIINMHU B
Hero OykBaMM TO TOpSAAKY crienoBanHusi B andabute. Kaxmoit crpoke u ctoiliy
KBaJjpaTa CTaBUTCS B COOTBETCTBME 10 JBe OykBbl andaButa. BykBel 1Is
UACHTU(PUKAIIMHI CTPOK U CTOJIOIIOB HE JOJKHBI IIOBTOPATHCA.
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Puc.16. [Ipumep Tabnuisl mmdpo3zamMeH BapuaHTHOTO MG pa ¢ KIFOYEBBIM CIIOBOM

«JIAAUHA»

KoMOuHanum OyKB-UAEHTU(HUKATOPOB CTPOKM M CTOJONA [JAIOT MO BOCEMb
mudpo3aMeH Il KaXI0oM  OyKBBI  MCXOJHOro Tekcta. Hampumep, nans
OykBbI J| BOBMOXHBI TU(DPO3aMEHBI: ®U, HD, OII, 1P, bIU, WbL, bII u IIbI. {5
Tabnuibl MU@po3aMeH, TpuBeAeHHON Ha puc.16, ucxognoe coodumenne «KABPAMOBY
MosKeT ObITh 3armudpoBano kak «bI3 bIX OI] 3 I'P PII[ Ail».

osmangaBurHbie LIUPPBLI
B  nonuandaButHbIX mm@pax  HUCMOJB3YEeTCS]  HECKOJIbKUX  ajaBUTOB
mudpo3amed. Bwibop Bapumanta andaBura mmdpo3amMeH A 3amudpoBaHUsA
OTJIETTLHOTO CUMBOJIA WK OJIOKA CUMBOJIOB 3aBUCUT OT 0COOEHHOCTEH mmudpa.
HMuck Anboeptu. B «Tpakrare o mmdpax» AnbOepTH NPUBOIUT MEPBOE TOUHOE
onrcaHue MHOroaJi(paBUTHOrO MmMH(pa Ha OCHOBE MIKU(PPOBATHLHOTO AHUCKA.



Crypto Museum

Puc.17. Pennmuka nucka Anb0eptH, ucnoaszyemoro Kondenepanueit Bo Bpems
['pasxxtanckol BOMHBI B AMEpHKE

OH cocrosin W3 JABYX JHMCKOB — BHEHIHEIO HEMOJABHKHOIO M BHYTPEHHETO
MOJBMIKHOTO JMCKOB, Ha KOTOpbIe OBbUIM HaHeceHbl OYKBHI andabuta. IIporecc
mHU(POBaHUS 3aKIIIOYAJICS B HAX0XKIEHUU OYKBBI OTKPBITOTO TEKCTA HA BHEIIHEM JIUCKE
M 3aMeHe ee Ha OyKBY C BHYTPEHHEro IucKa, crosuryto noja Heil. Ilocme storo
BHYTPEHHUI JUCK CIABUTAJICA HAa OJHY MNO3ULMI0 M IIH(pOBaHUE BTOPOH OYKBBHI
MPOU3BOAMIIOCH YK€ MO HOBOMY u(pandasury. Kimtouyom manHoro mmudpa sBisics
MOPSIIOK PACHONIOKEHHSI OYKB Ha TMCKaX M HayaJdbHOE MOJIOKEHUE BHYTPEHHEIO JMCKa
OTHOCUTEJILHO BHEIIHETO.

Ta6auua Tpucemyca. OnauM u3 mWMpoB, NPUIYMAHHBIX HEMELKUM ab0aTom
Tpucemycom, crtan MHoOroaiapaBUTHBIA MHU(GpP, OCHOBAHHBIM HA TaK HA3bIBAEMOM
«rabmune Tpucemyca» - Tabiauie cO CTOPOHOM paBHOW N, TAE N — KOJIUYECTBO
CHUMBOJIOB B ajipaBute. B mepBoii cTpoke MaTpHIlbl 3aMChIBAIOTCS OYKBBI B IOPSIAKE UX
ouepenHOCTH B aidaBuUTe, BO BTOPOM — Ta K€ IOCIEAOBATEIbHOCTh OYKB, HO C
LIUKJIAYECKUM CABUIOM Ha OJIHY MO3ULIHIO BJIEBO, B TPEThEN — C IIUKINYECKUM CIIBUTOM
Ha JIB€ NO3ULIMHU BJIEBO U T.II.
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Puc.18. Tabmuma Tpucemyca

[lepBass cTtpoka sBisSIETCS OJHOBPEMEHHO W an(aBUTOM JUisi OYKB OTKPBITOIO
tekcrta. [lepBas OykBa TekcTa mudpyercs Mo nepBoM cTpoke, BTopas OyKBa M0 BTOPOM

(V)

1 CTPOKH BHOBB BO3BpAAIOTCA K MEPBOM.

U Tak npainee. Ilocie ucnonab30BaHus NOCICIHE

Tak coobmienue «ABPAMOB» nipuoopeter Bug «ABTI'PY3y.



Cucrema mm¢poBanusi Bukenepa. B 1586 r. ¢panmysckuit numomar bnes
Buxenep npencrasui nepen komuccuen ['enpuxa Il onucanue npocToro, HO TOBOJIBHO
CTOMKOTO MH(pa, B OCHOBE KOTOPOTO JISKUT Tabiuia Tpucemyca.

[lepen mmdpoBaHuemM BbIOMpaeTCs KIIOY W3 CUMBOJIOB andasuta. Cama
npoueaypa MmuppoBaHus 3aKiIoyaeTcss B ciaeayromeM. [1o 1-oMy CUMBOIY OTKPBITOTO
COOOIIEHUST B MEPBOM CTPOKE Ompenesnsercs cToilel, a Mo i-oMy CHMBOJY Kiio4a B
KpailHeM JieBoM crToilue — crpoka. Ha mepecedeHuu cTpoku M crojilua Oyner
HAXOIUTHCS 1-bI CHMBOJI, IOMEIIaeMbIil B mudporpamMmy. Eciu mymnHa Kiirodya MEHbIIIe
COOOIIeHUsI, TO OH UCHONB3yeTCsl MOBTOpHO. Hampumep, wucxomHoe cooOIlIeHne
«ABPAMOB», kmou — «JIJIMHA», mupporpamma — « JAOUBHOEY.

CripaBeANTUBOCTH paj, CJIEAYyeT OTMETHUTh, YTO aBTOPCTBO JAHHOTO MIM(pa
NPUHALIEKUT UTANbHLY JoBanHu batucrta bemnaszo, koTopslii onucan ero B 1553 r.
Hcropust «mpourHopupoBaia BakHbIM (akT M Ha3zBasla mMdp uMMeHeMm Biukenepa,
HECMOTPs Ha TO, YTO OH HUYETO HE CHENA JUIA €T0 CO3JaHMsD». bemra3o mpennoxui
Ha3bIBaTh CEKPETHOE CIIOBO Wi (pazy mapoJjem (ut. password; ¢p. parole - cioBo).

B 1863 r. ®punpux Kacucku ony0amMkoBai aJropuTM aTakd Ha 3TOT mudp, XOTs
M3BECTHBI CIy4Yau €ro B3JioMa IHU(pa HEKOTOPHIMU OMBITHBIMU KPUNITOAHAIUTUKAMU U
panee. B wactHoctn, B 1854 r. mm¢p ObT B3IOMAaH uU300peTaTesieM NEpBOM
AHAJIUTUYECKOW BBIYUCIUTENbHON MamuHbl Yapnb3om b300umxem, XoTs 3TOT (akt
CTaJl U3BECTEH TOJIbKO B XX B., KOrJa Ipynna Y4YeHbIX pa30Oupaja BBIUUCICHUS U
nuyHble 3aMmeTku ba00umka. Hecmotps Ha s1o0 mmdp BrokeHepa wmen pemyTaluio
HCKJIIFOUUTEIBHO CTOMKOTO K «PYYHOMY» B3JIOMY €€ J0JIroe BpeMs. Tak, N3BECTHBIN
nucarens 1 MareMatuk Yapinws JlrotBumxk Jomkcon (JIstouc Kappom) B cBoeil craThe
«AndaBuTHbI mUpP», OMYOIUKOBAHHON B AETCKOM XKypHaiie B 1868 r., Ha3Ban mmdp
Buwxenepa HeB3nambiBaeMbiM. B 1917 r. HayuHo-momynsipHblid KypHan «Scientific
American» Takxxe 0To3Bajcs o mudpe BukeHnepa, kak 0 HENOIJAIOIEMCS B3JIOMY.

Poropubie mammunbl. Unen Anpbeptn u  bemnazo ucmons30Baiuch TpH
CO3/IAHUU DJIEKTPOMEXAHUUYECKUX POTOPHBIX MAIlMH MEPBOM MOJIOBMHBI XX BeEka.
HekoTopble M3 HUX HCHOJIB30BAIMCHh B Pa3HbIX CTpaHax BIUIOTH A0 1980-x romos. B
OOJIBIIMHCTBE W3 HUX MCIOJIB30BAINCH POTOPHI (MEXaHWYECKHE KoJjeca), B3auMHOE
pacrojoX)eHne KOTOPBIX ONMPEAENsIo TeKyIui andaBuT mMHUQPpo3aMeH, UCIIOIb3YEMbIil
JUIS BBINOJHEHUs MOJCTaHOBKU. Hambosee M3BeCTHON M3 POTOPHBIX MAIIMH SIBISETCS
HEMeI[Kasi MallluHa BpeMeH BTopoil MuUpoBOil BOIHBI « DJHUTMay.
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Puc.19. Daurma

BrixonHble MTBIPM OAHOTO POTOPAa COEAUHEHBI C BXOJHBIMU IITHIPSIMHU
CJIEIYIOLIEr0 pOTOpa U MPH HAKATHUH CUMBOJA MCXOJHOTO COOOIICHHS Ha KJIABHATYpE
3aMBIKAJIH JIEKTPUUYECKYIO II€Mh, B PE3yJIbTAaTe YEro 3aropajach JaMIIOUYKa ¢ CHMBOJIOM
mudpo3aMeHbI.

a) 4eThIpE MOCIEA0BATEIIHHO 0) mTHIPU poTOpa
COEIMHEHHBIX POTOpPA
Puc.20. PoTtopHasi cucteMa DHUTMBI



Mudpyromee npelictBue «HUTMBD TMOKAa3aHO MJIs JABYX IOCJIEJOBATENIBHO
Ha)XaThIX KJIABHII - TOK TE€YET YEpPE3 POTOPBI, «OTPAXKAETCS» OT peduieKTopa, 3aTeM

CHOBA 4Yepe3 pOTOPHI.
Nesbii  CpegHwid Mpaebii
poTop  poTop  poTop

<

PednekTop

I e \\

~-0©
0
_ﬁ©

Mpaebiid poTop
- <« COBUHYNCA

Ha ofHy
No3nLUIo

Puc.21. Cxema mmdpoBanus

[Tpumeuanue. CepbIMH JTUHUSIMH MMOKa3aHbl APYTrUe BO3MOXKHBIE DJICKTPUUYECKUE
enu  BHYTPU  Kaxjaoro poropa. bykBa A mudpyercss  mo-pazHoMy  TIpHU
TIOCJICIOBATEIBHBIX HAXKATUIX OJHOM KiIaBWIIM, cHadaja B G, 3atem B C. Curnan uger
o JApPYyroMy MapupyTy 3a CU€T I[OBOPOTa OJHOTO M3 POTOPOB IMOCJIE HaXKaTUSA
npeapIayeld OYKBbI HCXOIHOTO COOOIIEHUS.

HIugpsr Tenn. ['maBHBIMU pa3BiICYEHUSIMHA 11 aMEPUKAHIIEB TPUIALATHIX TOJIOB
XX Beka ObuM OyiabBapHOE UYTMBO W panuo. [l packpyTKHM CBOMX KHIDKEK
n3narenscTBO Street & Smith mpocnoHcupoBano paguonepeaady, BEAyIUM B KOTOPOH
owu1 Tens (anri. Shadow), 3aragouHbIi pacCKa3zyuK CO 3JIOBEIIUM T'OJIOCOM, KOTOPBIN B
Hayaje KaXJoro BbIMycKa 3asBiisul: «KTO 3HaeT, 4To 3a 3710 MpsAYeTcs B cephamax
moaen? Tenb 3HaeT!». Ycnex paguonepenadyd NOATOJKHYJ U3JATEIbCTBO K PEIICHUIO
HayaTh BBIITYCKATh CEPUI0 KHUT, B KOTOPOW TJIaBHBIM TepoeM Obul Obl Tenn. CBou
ycnyru npemnioxun Yonrep ['mbcon, Gombiiol moouTens (POKYCOB U TOJOBOJIOMOK.
ITox nceBmonnMoM MakcBeiul ['paHT OH NPUHSUICA MUCATh POMaH 3a POMAaHOM, Ja C
TaKOW CKOPOCTBIO, YTO 3a CBOIO MU3Hb Hamucan nodth 300 KHHKEK O rpo3e TeX, KTO
HEUHCT NombicnamMu. B HoBemwte «llenouka cmepTtn» cyneprepor BOCHOJIB30BAJICS TaK
Ha3bIBAEMbIM KOJIOM HAIIPaBJICHUS, XOTS HAa CaMOM JieJie OH JIEMCTBYET CKOpee Kak
mudp, 4eM Kak KOI.
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Puc.22. Tabnuna mmdpo3aMeH U yNpapIsSIONIUX CUMBOJIOB

VYnpapisoomye CUMBOJIbI B MOCEIHEH CTPOKE TaOIUIbl CIIyXKaT JJIsl U3MEHEHMS
Koma 3amm@poBanus/aemmnppoBanus (BeiOopa mmdpandasuta). JluHMM BHYTpH
YIPABIAIOIIETO CHUMBOJIA YKa3bIBAIOT ajpecary, Kak Jep)KaTb JUCT Oymaru st
Iemu(ppoBaHUs OYepEeTHOTO cuMBoJia mH@porpaMmbl. CuMBOA 1 O3HAYaeT, 4ToO JIUCT
HaJ0 JIepKaTh Kak OOBIYHO: BEPX M HHU3 PACIOJIOKEHbI Ha cBOoMX MecTax. CumBoa 2
TpedyeT s nemudpoBaHUsl OYEPEIHOIO CHMMBOJIA MOBOpOTa jJucTa Ha 90° Bmpaso.
VYpaBisionye CUMBOJIBI MOTYT MOSBIIATBCS MEPE 000N CTPOUKOM TEKCTa, a TAKKE B
ee CepelluHe.

W3 HMXENpHUBEIEHHOTO NMpHUMEpa MOKHO y3HaTh HACTOAILIME MMS U (PaMHIINIO
CyIeprepos.
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Puc.23. Hacrosinue ums u pamunus Tenu

CornacHo mepBOMY YHPaBISIONIEMY CHUMBOJY, JIUCT CIEAYET JepXaTb OOBIYHBIM
oOpa3oM, He TNOBOpayuBas, W MOcie 3aMeHbl OykBbl 00pa3yroT «Lamont Cranston»
(JTamonT KpsHCTOH).

Bomnpocs! 1111 caMOKOHTPOJIA

CornuanbHbie IPUYMHBI KHOEPIIPECTYTUICHUH.
DKOHOMUYECKHUE MPUINHBI KUOEPIIPECTYTIICHU.
[IpaBOBbIC MPUYUHBI KHOEPIPECTYTUICHHM.
[TpoGnemb kKnOGEpOE30MaCHOCTH.

AW N =



IIpakTnyeckoe 3ansitue Ne3. KomOuHupoBanHbie G pbl
Heab: n3yunTh criocoOb! MMUPPOBAHUS JAHHBIX PAIUYHBIMA KOMOUHAIUSIMH.
Xoxa paboThi:

Heo0xoamumMo 03HaKOMHUTBCS C TEOPETUYECKOW YacThlo W 3amudpoBaTh CBOIO
damunuio 1 umsa ¢ nomoibto mudpa ADFGVX.

[Ipy BBIONHEHWH 3alaHUs HEOOXOIUMO TIPUBECTH HCXOJHOE COOOIICHHE
(bamumuio u wums), TabauIly MmU(PO3aMEH, KIIOYEBOE CIIOBO, IEPECTAHOBOYHYIO
TabuIy U 3amu(poBaHHOE COOOIICHHUE.

Mugpet ADFGX u ADFGVX

KomOuHupoBaHHbIe (cocTaBHbIE) IUQPBI IPEANOIAral0T UCIOJIb30BaHUE IS
mupoBaHUs COOOILIEHUSI Cpa3y HECKOJIBKUX METOJIOB (HalpuMep, cHavajla 3aMeHa
CHUMBOJIOB, a 3aT€M UX IIEPECTAHOBKA).

JIBa caMbIX M3BECTHBIX MOJIEBBIX MmHdpa B uctopuu kpunrorpabhuu - ADFGX u
ADFGVX. llIudpp ADFGX BnepBbie ObUT UCMOJB30BaH BO BPEMsI PEIIAIOIIUX ITANOB
[TepBoii MUpOBOI BOITHBI, Korna B mapTte 1918 r. kalizepoBckHE TreHepasabl Hadalld
kpynHoe Hactymienue. [ludpp ADFG(V)X Obut paspabotan moiaxkoBHUKOM Ppuiiem
HeGenem, odunepom cBsi3H, CIyXUBIIUM B ITade repmaHckod apmuu. O6a mudpa
OpEINoJaraloT BHauajle NpUMEHEHHEe K OyKBaM MCXOAHOIO COOOIIEHHUS 3aMEHY, MOCie
Yero JJid MOTy4YEHUs: OKOHYATEIbHON MH(PPOrpaMMbl BBITTOJIHIETCS IEPECTAHOBKA.

Tabmuna mudpozamen ADFGX mnpencrapisier coboid matpuily 5 x 5, a nis
ADFGVX — 6 x 6. Crpoku u cronOubl o0o3HayaroTca OyKBaMH, BXOISIIMMHU B
Ha3BaHue mm@ppa. Ilpumep Tabmumsl wmmdpozamen i mmppa ADFGVX
MPUMEHUTENBHO K pyCCKOMY ali(haBUTY MOKA3aH Ha CIEIYIOIIEM PUCYHKE.

A|D|F|G|V|X
A N|Y|K|B
D(B|T |E|®|X|3
F|U|A|[JT|M|O|II
G| P || T|A|E|X
V|II|H |1I|C|B |bI
X|b|D[A]-]-]|-

Puc.1. Ilpumep Tabmuubr mmdposzamer 1 mudppa ADFGVX

[udpozamena ans OyKBbl UCXOIHOIO TEKCTa COCTOUT U3 OYyKB, 0003HAYAIOUIUX
CTPOKYy ¥ CTONOel, Ha TMepeceueHuH KOTOPhIX OHa HaxomuTcs (cMm. mudp
«ITonmubuanckuit _kBaapar»). Hampumep, mus cooOuienuss «ABPAMOB» Habop
mdposzamen oyaet «<FD AX GA FD FG FV DAy.

Ha BTOpoM »3Tame myis BBINOJHEHUS IIEPECTAHOBKHM TIOJYYCHHBIH Ha0Op
mudpo3aMeH BITUCHIBACTCS MOCTPOYHO CBEPXY-BHHU3 B TAOJUILY, KOJTUYECTBO CTOJIOIIOB
B KoTopoil ctporo ompeneneHo (ADFGX) uiam cOOTBETCTBYeT KOJIMYECTBY OYKB B
kmoueBoM cioBe (ADFGVX). Hymepamust cton6oB b0 oroBapuBaeTcs CTOpPOHAMU




(ADFGX) nmu00 COOTBETCTBYET MOJIOKEHHUIO OYKB KIIFOUEBOTO CJIOBAa B al(paBUTE, Kak
B mmndpe BeprukanbHoi mnepectaHoBku (ADFGVX). Hanpumep, s MOIy4eHHOTO
BbIllle Habopa mmH(ppo3aMeH TMepecTaHOBOYHAs TaliuIla C KIIOYEBBIM CIOBOM
«IAJMHA» noka3aHa Ha CIEIYIOIIEM PUCYHKE.

Ila|aju|a
2163
F|D|A
F|D|F

D|A
Puc.2. IlepecranoBounas Tabnuna mudppa ADFGVX ¢ kimoueBsiM ciioBoM «IAJTNHA»

A
41511
X|G|A
G|F|V

Ha tperbem 3Tame OYKBbI BBIIKMCHIBAIOTCS W3 CTOJIOLOB B COOTBETCTBUHU C HUX
HyMepalueil, Mpu O3TOM CUHUTBIBAHHE NPOUCXOJUT IO cToidmaM, a OyKBbI
OOBEIUHAIOTCS B NATUOYKBEHHbIE TIpynnbl. Takum o00pa3oM, OKOHYaTelIbHas

mudporpamma il paccmatpuBaeMoro npumepa oyner Beirasaets «AVFFD AFXGG
FDDAy.

OcHOBBI 0JI0YHOT0 KOMOMHUPOBAHHOTO IU(POBAHUS

Cpenu KOMOUHUPOBAHHBIX METOJ0B ¢ poOBaHUS Haubomee
pacnpocTpaHEHHBIMU SIBJISIFOTCS METO/1bI OJIOYHOTO mudpoBanus. bjaoynoe
mudpoBaHue NpeanoiaraeT pa3OMEeHUEe HCXOJHOTO OTKPBITOTO TEKCTa Ha paBHBIC
0JIOKH, K KOTOPBIM MIPUMEHSIETCSI OAHOTHUITHASA Tpolieaypa mudpoBanus. B Hacrosmee
BpeMsi OJI0UHBIE MHUQPPHI MHUPOKO KUCTIONB3YIOTCA Ha MpakTuke. Poccuiickuii n ObIBIIUI
amepukaHckuil crannapthl mmdpoanus (DES) oTHOcATCS MMEHHO K 3TOMY Kilaccy
mundpoB. B ocHoBe mmdppoB sexkaT Tak Ha3zbiBaeMble «ceTtu Peiicrensi». B 1971 r.
Xoper @eiictens (Horst Feistel) 3anmateHToBasi nBa yCTpOHCTBa C pa3jiM4HbBIMU
anropuTMamu mKU(poBaHUs, Ha3BaHHbIE 3aTeM oOmuM uMeHneM «Jlrorudep» (Lucifer).
OnHO M3 yCTPOMCTB MCIOJIB30BAJIO KOHCTPYKIIMIO, BIOCIEICTBUM HA3BAaHHYIO «CETHIO
Oeiictens» («Feistel cipher», «Feistel network»). Pabora Hanm co3gaHueM HOBBIX
KpunTtocucteM Benacb uM B cTeHax IBM Bmecte c¢ Jlonom Kommepcmurom (Don
Coppersmith). TIpoekt «Jlrommdep» OBLT ckopee 3KCIEPUMEHTATBHBIM, HO CTajl
O6aszucom nusi anroputMa Data Encryption Standard (DES). B 1977 r. DES cran
craugaptoM B CIHIA Ha mmudpoBanue gaHHBIX BIUIOTH J0 2001 T. M 70 TOCIIETHETO
BPEMEHH LIMPOKO MCIIOI30BANICSA B KPUNTOIPapUUECKUX CHCTEMAX.

Cetb ®DeiicTenst COCTOUT U3 HECKOJIBKUX SYeeK.
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Puc.3. Sueiika Peiictensa

Ha onpenenennom paynnae mudpoBanus mudppyembiii 610k pasOuBaeTcs Ha JIBE
paBHble Tos0oBUHKH - H; (Beictmii, high) u Li (au3kuit, low). K mpaBoil momoBuHke
MIPUMEHSCTCS byHKIHS mdposanus f ¢ HCITOJTh30BaHUEM KITFOYEBOTO
snementa Ki (wactu  ximroya win  Moaudukanuu  yactu kioda). [locme  atoro
BBITIOJTHSICTCSI  CIIOKEHHWE 10 MOJIYJI0 JBa JIEBOM IIOJOBHHKH W pe3yJbTaTra
MoAU(UKALIMK TPaBOM TMOJOBUHKH. B pesynbrare mudpyembiM OJIOKOM IS
CJIEyIOIIero payHaa OyneT o0beIMHEeHNE TIOJIOBHHOK, TOMYYEeHHBIX TI0 (hopMyiaM

Hiv =L, (1)
Li+1 = Hi @ f(Li, kl) (2)

B oOmem Buze, neHTpaibHas 4acTh OJIOYHBIX MIH(POB, OCHOBAHHBIX HAa CETAX
®deiicTens, BBIMSIAUT CASAYIOMNUM 00pa3oM.

°}
|

| Hn+1 Ln+1 | | Hn+'| Ln+1 |

C P
¥ A/

3amuppoBanue PacmmmdpoBanue
Puc.4. Cetp Oelicrens



Kak BumgHO, mpomuemypbl 3ammudpoBaHuss W pacmudpoBaHUS TOJHOCTHIO
WJICHTUYHBI, 32 UCKIIOYCHUEM IOPSIIKA MCIIOIh30BaHMS KITFOYEBBIX d7eMeHTOB ki [Tpu
aToM (pyHKIMS mmdpoBaHus f MOKET OBITH CKOJIh YTOAHO CIOKHOW M HE 00sI3aTEIBHO
oOpatumoil. OOpaTUMOCTh rapaHTUPYET caMa KOHCTPYKIIUS CETH.

[udpoBanre Tpu MOMOIIM JAHHON KOHCTPYKIIMU JIETKO pealu3yeTcsl Kak Ha
OporpaMMHOM YypOBHE, TaK W Ha ammapaTHOM, 4YTO OOecrmedYnBaeT IIMUPOKHUE
BO3MOXKHOCTH TpuMeHeHus. Ha ocHoBe cereii Delictenss pa3paboTraHo O0JbIIOE
KonumiecTBO mmdpoBs, cpean kotopbix: DES, TOCT 28147-89, Blowtish, CAST, FEAL,
IDEA, Khufu, Twofish u mHOTHE NpyTHE.

DES

DES (Data Encryption Standard, crapmapt mmdpoBaHUS AAHHBIX) -
dbenepanpubliil ctangapT mudpoanus CIIA B 1977-2001 rr. ajsi Mcmoib30BaHUs BO
BCeX HECEKPeTHBIX MPaBUTEJbLCTBeHHbIX KaHanax cBssu (FIPS PUB 46 «Data
Encryption Standard»). HecMoTpst Ha TO, 4TO B HACTOSIIUNA MOMEHT (eepalbHbIM
craugaprom 1mmdpoBanus CIHIA sBusercs Rijndael (AES), paccmorpenue DES
MO3BOJISIET IOHATH OCHOBHBIE MPUHIIUIIBI OJIOYHOTO MU(POBAHUS.

B aJropuTme, JIe)KaIemM B OCHOBE DES, VICTIOJIB3YIOTCS
METO/Ibl 3aMEHBI, IEPECTAHOBKU ¥ TaMMHPOBaHUS (CIOKEHUE TTO MOJYIIIO 2).

OTtkppITOE cooOleHne pa3douBaeTcs Ha OJOKU JmHOW 64 Omta. Ecnm mimnHa
cooOmieHnss He KpaTHa 64, OHO JOIOJHSETCS CIpaBa HEJOCTAIOIINM KOJUYECTBOM
OUTOB.

Jlanubpie mmdpyroTcs KiIo4YoM JUIMHOW 56 OutoB. Ha camoM pgene Kio4d UMeEeT
pasmep 64 OuTa, OTHAKO PeaTbHO IS BHIPAOOTKH KITFOUYEBBIX 3JIEMEHTOB HCITOIB3YIOTCS
TOJIBKO 56 u3 Hux. Camble MiaaMe OUTHI Kaxaoro Oaita kiroya (8-oif, 16-bIi, ..., 64-
BIi) HE TOMAJAOT B KJIOUEBBIC DJIEMEHTHI M CIYXKAT HCKIFOYUTEIBHO 1T KOHTPOJIS
4eTHOCTH. TpeOyeTcs, dYToObBI cymMma OWTOB Kakaoro OalTa KIro4a, BKJIIOUas
KOHTPOJIbHBIH, OblIa YETHOU (YETHBIN MAPUTETHBIN OUT).

Jliist petiieHrs pa3HOOOpa3HBIX KpUNTOTpaduuecKux 3a1ad, pa3paboTaHbl YeTbIpe
padouux pexuma, peanusyromux DES:

- nniekTponHasg koaoBast kaura ECB (Electronic Code Book);

- cueruienne 01okoB 1rdpa CBC (Cipher Block Chaining);

- obpatHas cBa3b no mudprexcty CEFB (Cipher Feed Back);

- oOpatHasg cBs3b 1o Beixoay OFB (Output Feed Back).

Pexxum ECB (3siekTtponHas kogoBasi kHura - Electronic Code Book).

OTtkpbITOE cooOIIeHre pa30uBaloT Ha 64-OutoBbie Onoku. Kaxawiii u3 HHUX
MUQPPYIOT HE3aBUCUMO C UCTIOJI30BAaHUEM OJTHOTO M TOTO K€ KITFOUa MU(POBaHUS.

O6m1as cxeMa mudpoBanus 6J10ka U300pakeHa Ha puUC.S.
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Puc.5. Cxema mmdpoBanus 610ka

1. HIudpoBanue 64-O6utroBoro Onoka JaHHbIX T HauMHAEeTCSI C HavaJIbHOU
nepectaHoBky O6uToB IP.



Tabnuna 1. Hauansnas nepectanoka [P
58|50(42(34|26|18(10|2

60(52(44|36|28(20(12|4
62(54(46(38(30|22|14|6
64(56(48|40(32|24|16(8
57(49141|33|25(17| 9 |1
3
5
7

59(51(43|35|27|19|11
61(53|45|37|29(21|13
63(55(47(39(31|23|15

B Ttabnuue yka3blBaeTcsi HOBOE IOJIOKEHUE COOTBETCTBYOIIEro Outa. Takum
00pa3oMm, pH BBITIOJIHEHUU HAYaJbHOM MEepEeCTaHOBKU S8-biif OUT cTaHeT 1-biM, 50-b1ii —
2-pIM, 42-01f — 3-UM H T.JI.

2. Pesynbratr nepecranoBku T* pasznensercs Ha ne 32-6utoBbie yacTu Hy u L, ¢
KOTOPBIMU BBIMOJHSIOTCS 16 payHI0B MpeoOpa3oBaHusl.

3. B xaxgom payHje i ctapmas nosoBuHa Hj 6ioxka monudummpyercs myrem
NOOWTOBOTO TIpUOaBJICHUS K Hel 1mo Moayiro 2 () pesynbrara BEIYUCICHUS QYHKIHH
mugpoBanus f, 3aBucamein ot Muagumeid nonoBuHbl Onoka Lim  48-O0uTtoBOrO
kimoueBoro  anementa ki.  KimtoueBoir  anemMeHT Ki BelpabaThiBaeTcsl M3 KIIO4Ya
mudpoBanus. Mexay payHIaMH cTapiias ¥ MIIajiias MOJIOBUHBI OJIOKa MEHSIOTCS
MecTtaMd. B mociiemHeM payHIe MPOUCXOIUT TO K€ CaMOe€, 3a UCKIIOYEHHEM oOMeHa
3HAYCHUSMH TTOJIOBUHOK OJIOKA.

4. TlonyGnoxu Hy7 u Li7 00benunstoTcss B moyHBIN  Onok T**, B KOoTOpOM
BELINOJIHAETCSA KOHEUHas OuToBas nepectanoBka IP~!, o6paTHas HauanbHOI.

Tabnuna 2. Koneunas nepecranoska [P~

40(8(48(16|56|24|64 |32
39|7147(15(55|23|63|31
38(6|46|14|54(22|62(30
37(5|45|13|53(21|61|29
36|4|44(12(52|20|60|28

3

2

1

35|3(43|11({51{19(59|27
34|2142110({50{18(58|26
33[1|141| 9 {49[17|57|25

Pesynbrar mocnenHed omepanMu M SBISETCS BBIXOJHBIM 3HAUCHHMEM IIHKJa
mudpoBaHus — 3amm@poBaHHbM 610koM C.

Bce mnepecranosku B Tabmunax IP u IP~! nomoGpansl pa3pa0oTyvKaMu TakuM
o0pa3oM, 4TOOBI MaKCHUMAalbHO 3aTPYAHUTH MpoIlecC paciupoBKU MyTEM Mmoadopa
KITI0Ya.



Cxema pynkunu mudposanus f npuseaena Ha puc.6.

L | 3 ki 1 48

X 1 48
Y

D

H [ 48

L’ % 32

Puc.6. Cxema QpyHKIMU P POBAHUS

1. Ha Bxon moctymaer 32-OutoBasi mojoBuHA Immdpyemoro Oioka Liu 48-
OUTOBBIN KIIIOUEBOM AeMEHT Ki.

2. Li pa3ouBaetcst Ha 8 Terpaa mo 4 Ourta. Kaxgas TeTpana mo MUKIMYECKOMY
3aKOHY JOTIOJHAETCS KpaHMMHU OWUTaMU U3 COCETHUX TeTpaj A0 6-OMTHOro CloBa
(bynkuusa pacmmpenus E). [luknuynocts o3Hauvaer, 4To mnepBblil out Li noGaBnsercs
MOCJIETHUM B TIOCJIEJTHEE CJIOBO, a mocieaHuil out L mobGaBnsieTcss mepBbIM B MEPBOE
cinoBo. Jlamee BwImonHseTcs oObenuHeHWe TeTpanx B 48-OuTHbIA 650K X.
Hampumep, Li=011101101... ... 0 1101,, rorma X=101110 101101 ... 011010x.

3. X mobuToBO cymMMupyeTcst 1o Moayito 2 () ¢ kimoueBbiM 21eMeHTOM Ki.

4. 48-6utoBsiii 0510k naHHbIX H paznensercs Ha BoceMb 6-OMTOBBIX JIEMEHTOB,
0003Ha4YeHHBIX hi, hy, ..., hs.

5. Kaxnoe u3 3nauenwmii hj mpeoOpasyeTcss B HOBoe 4-0MTOBOE 3HAYCHHE tj C
MTOMOIIIBIO COOTBETCTBYIOIIETO y371a 3aMEHHI S;.

Tabnuua 3. 3HaueHus t;

Vienr Howmep cronbma
Howmep cTpokn
3aMCHBI O(1(2(3 50617 1819]1011112{13|14|15
0 144 (13|12 |15|11|8|3(10{6|12{5]9|0 |7
S 1 O (1574142131 |10]6|12|11|9 3
‘ 2 1148|136 |2 [11]15{12] 9| 7|3 |10 5|0
3 15(12|18 (2 (4|9|1|7|5|11]3|14[10{0 |6 |13




0 15[ 1]8(14|6|11|3]4]9]7]213[12]0]5[10
1 1314171528 1412|0110 6 | 9 |11] 5
e 2 0147 [11]10{ 4 13| 1|5]8|12]6|9|3]2]15
3 13/ 8 (10[ 1|3 |15[4 ]2 (11]6|7[12] 0|5 |14|9
0 10[0]9 (14|63 |15 13012 7 (11| 4|28
1 13/ 710]9]3|4|610]2]8]5|14]12]11]15] 1
= 2 13l6 4|98 |15[3]0](11]1]2[12]5]10[14|7
3 10013/ 06|98 |7]4]|15/14]3 [11]5]2 |12
0 711314310 (6|9 |10[1]2]8]5]|11]12]4 |15
1 1318 (11| 5]6|15[0]3]4]7|2[12] 1]10[14]9
>4 2 10l6]9]012/11]71315) 1|3 |14]5]2]8 |4
3 3115/0 |6 (10[ 1]13[8 |94 |5 (1112|7214
0 212[4 ] 1|7]10/11]6 |8 |53 |1513]0 |14
1 14l11]2 12|47 13/ 1]5]0|15/10[ 3|98
= 2 al2(1|11]1ol13|7]8]15/9]12|5|6|3]0]14
3 1|8 12|71 14213/ 6]15/0 |9 ]10[4]5]|3
0 12[1]10{15/9 |2 |6|8|0[13|3|4[14]7]5 |11
1 1015]4 |27 12|95 6] 1131401138
e 2 9l14|15|5 2|8 [12|3|7]0]4]|10] 1 |13]11]6
3 413 (21012[ 9|5 |15[10[11]14] 1|7 |6]0]8]13
0 4l11]2 14150 |8 [13]3[12]9|7|5|10] 6
1 13l (11|74 |9|1]10{14]3|5[12] 2 [15]8
e 2 4 [11[13]12 3| 7 [14]10[15| 6 |8 |0 |5 |9
3 6|11|13[8]1]4]t0/7]9]5]0](1514]|2]3]12
0 13[2 1846|1511 1]10[9|3 |14 5] 012
1 1150138 (10|37 (4 [12] 5|6 |11]0[14]9
5 2 70114 |1]9(12[14]/2 |06 |10[13[153 |5
3 114 7{4|10]8 [13]15]12]9 |0 |3 |5 ]| 6|11
Ecnu BXxoJ Sjmocrynaer  61nok h=bib:bsbsbsbs, TO  AByXOHMTOBOE

yucio bibe ykazpiBaeT HOMEp CTPOKM MAaTpHUIlbl, a 4eThIpEXOUTOBOE 4HUCIO b2bszb4bs -
HOMEp CTOJIOLA B Tabiuile y3/10B 3aMeH. B pesynbrare mpuMeHeHus y3ia 3aMeHbl Sj K
65oky hj momyuaercs uncno (ot 0 mo 15), koropoe mpeoOpasyercs B tj. Hanpumep, B
y3en 3amenbl S; moctymaeT h3=101011,. Torma, Homep ctpoku paBeH 3o (bibe=11,),

HOMED croJoma — 519 (b2b3b4b5201012), t3=910 (1001,).




6. IlomydyenHple BOCEMb SJEMEHTOB tj BHOBb OOBETUHSIOTCS B 32-OWUTOBBIMA

ook H’.

7. B H’ BeInoJsiHAETCS IepecTaHoBKa OMToB P.

Ta6mumna 4. IlepecranoBka P
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Pe3ynbrar mocienHed onepanuy M SBISETCS BBIXOAHBIM 3Hau€HUEM (PYHKLIHU
mmdposanus L.

KitoueBbie 351eMeHThI BBIpaOdaThIBAIOTCS U3 KIIOUA C UCIIOJIb30BAHUEM CIBUTOB U
OUTOBBIX BBIOOPOK-NIEPECTAHOBOK. TakuMm 00pa3oM, KIHOYEBBIE 3JIEMEHTBI COCTOST
UCKIIIOUUTENIbHO W3 OWTOB HMCXOJHOIO KJII0Ya, «IEPETACOBAHHBIX» B PA3IHMYHOM
nopsiike. Cxema BbIpaOOTKHU KIIFOUEBBIX 3JIEMEHTOB NIOKa3aHa Ha CIEAYIOIIEM PUCYHKE.

Kiﬁd

PC,
K* 56
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¥ ¥ 28 48
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28 ks
H3 L3 ; FCE e
w ¥ 28 48
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Puc.7. Cxema BbIpaOOTKH KITFOUEBBIX DJIEMEHTOB

1. BreipaboTka KitOueBBIX dJeMeHTOB u3 Kitoua K HaunHaeTrcs co BXOAHOU
BbIOOpKH-TIepecTaHoBKH OuTOoB PCy, KOoTOpast orOmpaer 56 u3 64 OUTOB KIoua U
pacnoJiaraeT ux B Ipyrom nopsijke.



Tabmuna 5. IlepectanoBka PC,
57|49|41(33(25|17| 9

1 58]|50(42(34{26|18
10] 2 [59(51(43|35|27
19|11] 3 |60(52]44|36
63(55|47|39|31|23|15
7162|54|46(38(30(22
14| 6 |61(53(45|37|29
211135 |28(20(12| 4

2. PesynbTar BeiOOpKU-TiepecTaHOBKH K* paznensercs Ha qBe 28-OMTOBBIC YaCTH:
crapuryro Hy u mnagmryro Li.
3. 16 pa3 BBINIOIHAETCS MpOoLeaypa.
3a. B 3aBucHUMOCTH OT HOMEpPA UTEPALMHU 00€ YaCTH HUKJIMYECKH CIBUTAIOTCSA Ha
1 v 2 GuTa BIEBO.
Tabauma 6. Lukimmaeckuii caBuUr

Howmep utepanuu|1(2(3|4|5|6(7(8(9(10{11{12(13]|14|15(16
Cnsur (6ut) |[1[1]2(2]2(2(2(12|1]2[2(2]|2]2|2]1

36. Tlocne cnBura 4actu OOBEAMHSIOTCS U M3 HHUX C TOMOINBIO BBIOOPKHU-
nepectanoBku PC; otOuparorcss 48 OWUTOB, KOTOpble U (HOPMUPYIOT OYEPEIHOMN
KJIFOYEBOU JJIEMEHT.

Tabnuua 7. IlepecranoBka PC,

14|17|11|124|1 |5
3 128(15] 6 |21|10
23119(12| 4 (26| 8
16| 7(27|20|13| 2
41|52(31(37(47|55
30(40(51(45(33|48
44149|39|56(34|53

46|42|50(36(29(32

Anroputmbel mudpoBanuss u pacmmdpoBanus DES-ECB B ob0mem Bune
BBIPAXKAIOTCS CIAEAYIONIUMU CXEMAMU
C= DES(T) = IP(T) i H] @ f(Ll, k]), L] —_ ... H16 @ f(L16, k16), L16 — [P-
1(2%2*L7+H)7), (8.3)
T= DES_I(C) = IP(C) — H; @ f(Ll, k16), Li— ... > Hi @ f(Ll(,, kl), Lig — IP-
1(232*L7+ Hy9). (8.4)




Kak BUAHO cxema airOpuTMa OCTAETCAd HEM3MEHHOW, MEHSETCS JIUIb MOPSI0K
UCIIOJIb30BAHUSl KJIIOYEBBIX JJIEMEHTOB. TakuM oOpa3zoMm, s pactmiudppoBaHUs
HeoOxonuMo «mporHatb» DES ¢ Tem ke KJIl04OM, HO HCIIOJIb30BaTh KIIIOYEBBIC
AJIEMEHTHI B 00OpaTHOM TOPS/JIKE.

HUcnoab30BaHue pa3jiuyHbIX METOA0B IIU(PPOBAHUA:

- 3aMeHa - pyHkius pacimpenus E, y3ibl 3aMeHs! S;

- nmepecranoBka —  nepecranosku IP, IP!, P, PCy, PC;, uepenosanue Li u H;,
LUKJIMYECKUI CIBUT;

- TaMMHpoOBaHue — P.

N3-3a HeOONBIIOr0 4YKCIIa BO3MOXHBIX Kitoued (Bcero 256), mosBisgeTcs
BO3MOXHOCTh MX TIOJHOTO Tiepedopa Ha OBICTPOJECHCTBYIONIEH BBIYMCIUTEILHOM
TexHuke 3a peanbHOoe Bpems. B 1998 r. Electronic Frontier Foundation wucmomnb3ys
cnenuanbHbiii kKommbioTep DES-Cracker, ynanocs B3inomare DES 3a 3 pgus. Ilo
HEMOJATBEPKICHHBIM JAHHBIM, ATEHTCTBO HalMoHalbHOU Oe3omacHoctu CIIIA yxe B
1996 r. morno BckpeiBath kimou DES 3a 3-15 MuH. ¢ moMomipio yCTpoHCTBa
croumocThio 50000 gosmapos.

Pesxkxum CBC (cuemienue 0,10xk0B mugpa - Cipher Block Chaining).

Cxembl anropuTMOB NPEACTABICHbI Ha cieAyromeM pucyHke. [lo kaxmon us
CTpeJiok nepenaercst 64 Oura nHdopmanuu.

Co T4 1= Tn
fan Jan 1
NP gup, (““’69
L 4 L 4 I Y
DES-ECB DES-ECB } DES-ECB
JawwncpoeaHne |
h 4 ¥ I ¥
Ci Cz == Cn
Ci Cz R Cn
|
PacwwdgpoeaHue A v l h
DES-ECB- DES-ECB i DES-ECB™
flh\ flﬁ\ | v
T T !_____
Y. > D
Y Y Y
Co T4 Tz Tn

Puc.8. Cxemnl anroputmoB DES B pexxume criersienus 6;10koB mudpa (CBC)

1. Ucxonnoe cooOuienue pazouBaercst Ha 64-0utoBbie 010ku: T1, T2y «oey Th.



2. Tlepsorit 650k T cknanpiBaeTcss MO0 MOAYJIHO 2 ¢ 64-OMTOBBIM HaYalbHBIM
BekTOpoM Co, KOTOPBIN MeHsieTcss U aepxkutcs B cekpere (Co - CHHXPONOCHIIKA, 110
CYTH, BTOPOU KIIIOY).

3. [lony4yennast cymma 3atreM mudpyercs ¢ ucnoiab3oBanueM kimoda DES.

4. 64-6urtosbiit mdp Cq CKIIAIBIBAETCS MO MOIYIIO 2 CO BTOPHIM OJIOKOM TEKCTa,
pe3yJabTaT MH(pyeTcs U nouyqyaercs BTopoit 64-6utosbiit mmdp Ca, u T.1.

5. [Iponenypa noBTOpsieTCss 1O TE€X IMOp, MOKa He OyayT oOpaboTaHbl Bce OJIOKHU
tekcta. Takum oOpazom, g Bcexi= l..n (n- uyucmo OJOKOB) pe3ynbTaT
mmdposanus C; onpenensercs ciaeayronmm oopazom: Ci = DES(T; @ Ci.).

O4eBuHO, YTO MOCHeAHUN 64-OUTOBBINA OJOK MHUBPTEKCTa ABIAETCS (QYyHKIUEH
CEKpETHOTO KJI04a, HAYaJIbHOTO BEKTOpa W KaXJA0ro OWTa OTKPBITOIO TEKCTa
HE3aBUCUMO OT €ro JUIMHBL. OJTOT OJIOK MHGPTEKCTa  HA3BIBAIOT KOAOM
ayrenTuurkanmun coodmenusi (KAC). Kog KAC wmoxer ObITh JErKOo MNPOBEPEH
MOJIyyaTeJIeM, BIIAJICIOIIMM CEKPETHbIM KIIOUYOM M HayaJbHBIM BEKTOPOM, IIyTEM
NOBTOPEHUS MPOLEAYPBI, BHITOJIHEHHON OTHPABUTENIEM. [JOCTONHCTBO JAHHOTO PEXXUMA
B TOM, YTO OH HE MO3BOJIAET HAKAIJIMBAThHCs ommoOKaMm npu nepeaaue. biaok T; sBasercs
dbynkuedt tonbko Ciq u Ci. I[losTomy ommOka mpu mepenade MPUBEAET K IMOTepe
TOJIBKO JIBYX OJIOKOB UCXOJTHOTO TEKCTA.

Pexxumbr CFB u OFB (o0paTHas cBsa3b no mugprexkery - Cipher Feed Back;
oOpaTHas cBsi3b o BbIxoay - Output Feed Back).

B anroputmax CFB n OFB ucrnons3yercs Takou e NOAXO0J, YTO U B aITOPUTME
CBC, korga pesynbrar mm@poBanus (pacmmdpoBaHus) 0J0Ka Ha TPEAbIAYIIEM IIare
ucroJyib3dyercs s mudpoBku (pacuudpoBKr) odepeaHoro 6yoka. B aTux pexumax
pa3Mep BXOJIHOTO OJIOKa MOXKET ObITh MEHbIIIE 64 OUT.

OTKpEITEIA TEKCT OTKpBITEIA TEKCT
T, kKbut T, kout
A
i Wiy Wi
" npTeKcT uhpTekcT .
\K/ - Ci, k BuT Ci, kBut ’\]g
OFB v CFB CFB y OFB
> @ 9<
BexogHoi bnok BexogHoR Bnok
BblOpaHHEIe | 0TDpaKoBaHHLIE BblfpaHHble | 0TOpakoBaHHEIE
k ouT, Ri (64-K) but kBuT, Ri (64-k) BuT
ObpatHan ObpaTtHan
T CBA3b CBA3b T
DES-ECB DES-ECB
BxoaHoW Bnok, Sit BxoaHon Bnok, S
(64-k) buT kbut (64-k) but k but
C,ELEIHI'HEH{GHTT T Cosur Ha k BnT] T
< FESS
Co, 64 BuTa Co, 64 BuTa
3amudpoBanue PacuiudpoBanue

Puc.9. Cxemsl anroputmoB DES B pexxnmax CFB u OFB

Aaroput™ mu@poBaHusi.
1. UcxonmHoe coobmenne pazouaetcs Ha O0moku, amuHoi k 6ut: Ti, Tz, «.ey Th.



2. Cunxponocbuika mugpyercs ¢ ucnoiabzoBanuem kimoda DES.

3. W3 mnomyueHHOro pe3yibTaTa BbIOMparoTCs crapiiue k Outr, KoTopsie
CKJIQJBIBAIOTCA C OJIOKOM OTKphITOro Tekcta Timo Momymo 2 s MOJXydeHUus
mmudprekcra Ci.

4. Tlponienypa MoBTOpsIETCS A0 TE€X IMOP, ITOKa He OyayT oOpaboTaHbl Bee OJIOKH
tekcta. [Ipu aTOM, copepKuMoe BXOJHOTO OJioka caBuraercss Ha Kk OuT BieBo (mpuuem
CIABUT He IuKIMueckuit) u mutaammue K out 3anmonsstorcs mbo mmudprekctom (CFB),
mu6o crapmmmu K 6ut BerxomHoro 6yoka (OFB).

Anaroput™M pacmudpoBaHUs aHAIOTHYEH AJTOPUTMY IMIM(PPOBAHUS U OTINYACTCS
TOJIBKO BXOJIOM U BBIXOJIOM CTPEJIOK B OJIOK CIIOKEHUS IO MOAYIIIO 2.

Tpoiinoii DES.

IIpu tpoitnom DES Ttexct mmdpyerca 3 pasa DES. Takum obOpazom, niamHa
KJItoua Bo3pactaet 10 168-our (56x3). Ognako, npumenenue tpoitHoro DES He Bcerna
O3HAyYaeT yBEJIMYCHHUE YPOBHS OE€30MMaCHOCTH COOOIICHHUS.

Tune! TpoitHoro mudposanus DES:

- DES-EEE3: lludpyetcs 3 paza ¢ 3 pa3iuyHbIMHU KIOYaMHU.

- DES-EDE3: 3 DES onepauun mudpoBka-pacumdppoBka-mudpposka ¢ 3
Pa3TUYHBIMU KITFOYAMH.

- DES-EEE2 u DES-EDE2: Kak u npenpiayiue, 3a UCKIIOUEHUEM TOTO, YTO
nepBasi ¥ TPEThs ONEPaAIlMU UCIIOJIb3YIOT OJJMHAKOBBIN KITIOY.

Cdepnl npuMenenus pa3ubix pe:xkumoB DES.

OnektpoHHass kojoBas kHura ECB pekomeHayeTcs UCHONb30BaTh IS
muppoBaHUs COOOIIEHNN IITMHON B OnMH OJIOK (Kak MpaBmiio, Kirodei). HemocraTok
ECB, B cpaBHEHUU C APYTUMH pEKUMaMU MU(POBAHUS - COXPAHEHUE CTATHCTUYECKHUX
0COOEHHOCTEMN OTKPBITOTO TEKCTA.

OpUTHHaIbHasi OUTOBAS KpUIITOIPaMMa B PEXKUME JIPYTUE PEeKUMBI

KapTa ECB mudpoBaHUs
M300paKeHUsI (coxpaHUIIUCH (nceBnmocyyaiiHas
CTaTUCTHUYECKUE MOCIIEI0BATEIBHOCTD)
O0COOEHHOCTH)

Puc.10. CoxpaHeHne CTaTUCTUYECKUX OCOOCHHOCTEH OTKPBITOrO TEKCTA
Cuemienue 610kxoB mudpa CBC u TpoitHoit DES MoryT ucnonbs3oBaThes s
mudpoBaHue O00JbIIMX 00bEMOB JaHHBIX (B yacTHocTU TpoiHOM DES ucnonb3yetcs



i SMuccud U 00paboTku KpeauTHbX KapT VISA, EuroPay u apyrux miatexHbix
CHUCTEM).

Oobpartnas cBsa3p no mudprekery CFB u obOpatnas cBa3p mo Beixogy OFB
peKOMeHyeTcsl AJist UG POBaHUS OTJEIbHBIX CUMBOJIOB MIIM HEOOJIBIITUX COOOIIEHUH.

BOHpOCBI AJI1 CAaMOKOHTPOJIA

MeTonbl 32U ThI JAHHBIX.
Kpunrorpadus.

Kpunroananms.

Kpunronorus.

KpunTocTOUKOCTS.

OnexkTpoHHas HUPPOoBasi NOAMHUCE.

A



IIpakTnyeckoe 3ansitue Ne4. lllnppoBanue ¢ OTKPBITHIM KJIOYOM
Heab: n3yunTh criocoObl MUPPOBAHUS JAHHBIX C OTKPBITHIM KIIFOYOM.
Xoxa paboThi:

HeobxoaumMo 03HaKOMUTBCA C TEOPETUYECKON YacThi0 M 3aU(pPOBATH CBOIO
(haMUITUIO ¢ TOMOIIBIO CIIEAYIONIUX MU(POB:

- anroputMa RSA;

- aJITOpUTMa Ha OCHOBE 33/1a4M 00 YKJIaJKe PaHIIa;

- anroput™Ma mm@posanus nb-I"amarns.

[Ipy BBITOJIHEHMHM 3aJaHUs HEOOXOJMMO IMPUBECTH MCXOAHOE COOOILECHHE
(pammnuio) u TaOIMIIBI TEHEpAIMK KITtoUeH, U poBaHUs U pacuIndpoBaHus.

JlJis IepBOTO M TPETHETO CIIOCOOOB MPUHATH KOJ CUMBOJIa B COOTBETCTBHHU C €TO
MOJIOKEHUEM B ajidaBute, 1t BTOPOro — ¢ koauposkoit Windows 1251.

Jns anroputma tmmdpoBaHus Onb-I'amans ciaywaiineie uucna K s kaxpon
OYKBBI UCXOZHOI'O COOOIIEHNUS JOKHBI ObITh PAa3HBIMHU.

OcHoBbI MIU(pPOBAHKS

['maBHass  mpoOjemMa  HCMOJIB30BAaHUS  OJIHOKIIIOUEBBIX  (CUMMETPHUYHBIX )
KPUITOCUCTEM 3aKJIIOUAETCs B paclpelneiaeHuu Kiaroded. [l Toro, uyToObl ObLI
BO3MOKEH OOMEH uH(popManueil Mexay IByMs CTOPOHAMM, KIIOY JIOJDKEH OBITh
Cr€HEpUpPOBaH OJHOM U3 HUX, a 3aT€M B KOH(DHICHIIMATILHOM MOPSAKE NepeaaH APyrou.
OcobOyro ocTpoTy naHHas mpoOsiema mpuoOpena B HAIIM JHHU, KOrja Kpunrorpadus
cTana oOLIEAOCTYIIHOM, BCIEACTBUE 4YEro KOJMYECTBO MOJb30BaTENEH OONBIINX
KPUIITOCUCTEM MOKET UCUUCIATHCSA COTHSIMU U ThICAYaAMU.

Hauano acummerpuunbiM 1mudpam ObUIO TONOXKEHO B pabote «HoBbie
HalpaBJeHUs B CcOBpeMeHHOW kpuntorpabum» Yuthunga Hubdu u Maprtuna
Xemnmana, omyOnukoBaHHOM B 1976 r. Haxomsce mopa BinusiHuem paboThl Panbda
Mepxkna (Ralph Merkle) o pacnpocTpaHeHHH OTKpPHITOTO KIIOYa, OHHM MPEIJIOKUIU
METO/| MOJIyY€HUsI CEKPETHBIX KIIOYeH MJii CUMMETPUYHOIO IU(POBAHUSA, UCIIONb3YS
OTKpbIThIA KaHait. B 2002 r. XemimMaH NOpeaIOKWI Ha3bIBaTh JTaHHBIA AJITOPUTM
«dudpdu - Xennmana - Mepknay, npuszHaBas BkIaag Mepkina B u3o0peTeHUE
KpunTorpaduu ¢ OTKPHITHIM KITFOUOM.

Xotsa pabora uddu-Xemmmana cosmana OOJBIION TEOPETHUCCKUM 3aaeN IS
OTKpPBITON Kpunrtorpaduu, NepBOil peabHON KPUITOCUCTEMOM C OTKPBITHIM KIHOYOM
cunTatroT anroput™ RSA (Ha3BaHHbIN 10 MMeHH aBTOpoB - Pon Pusect (Ronald Linn
Rivest), Anu [lamup (Adi Shamir) u Jleonapa Anneman (Leonard Adleman)).

CrpaBeIMBOCTH paau CIEIyeT OTMETHTb, 4TO B JjAekadpe 1997 r. Obuia
oOHaposmoBaHa MH(OpMAaLMs, COTJIACHO KOTOpoM OpuTtaHckuid matematuk Knuddopa
Kokc (Clifford Cocks), paboTtaBmmii B uentpe mnpasutenbcTBeHHOM cBsizu (GCHQ)
BenukoOputanuu, omucan cuctemy, ananoruunyio RSA, B 1973 r., a HECKOJIbKUMU
MecaiiamMu Tozxke B 1974 1. ManbkonbM BunbsaMcoH wu300pen maTeMaTHUYeCKUN
ANTOPHUTM, aHAJIOTUYHBIN anroputmy Juddu — Xennmana - Mepkiia.

CyTb mu@poBaHHUs C OTKPHITHIM KJIIOYOM 3aKIIOYaeTCs B TOM, 4YTO JUIA
mU(ppoBaHUsl JAHHBIX MCIOJNB3YETCS OAMH KIIOY, a i paciudpoBaHus Apyrou
(m03TOMY TaKME CUCTEMBI YACTO HA3bIBAIOT ACHMMETPHYHBIMH).




OcHoBHasi MpeANOChLIKA, KOTOpas MpHBeia K TOSBJICHHUIO IUGPOBAHUS C
OTKPBITBIM KIJIIOYOM, 3aKJII04Yajioch B TOM, YTO OTHPABUTENb COOOHICHHUS (TOT, KTO
3amupoBLIBACT COOOIIEHHE), HE 00s3aTeIbHO JOJDKEH OBITh CIIOCOOEH ero
pacudpoBbiBaTh. T.€. Jaxe uMes UCXOJAHOE COOOIIEHUE, KITI0Y, C TOMOIIbI0 KOTOPOTO
OHO IM(POBAIOCh, U 3HAS AJTOPUTM IMIU(PPOBAHUS, OH HE MOXKET pacuudpoBaTh
3aKpBITOE COOOIIeHHE 0e3 3HAHUS KItoua paciiu@poBaHus.

[epBsrit KJTIOY, KOTOPBIM mudpyercs HCXOJTHOE coo01eHue,
Ha3bIBACTCSI OTKPBLITHIM I MOXET OBITh OIMyOJWKOBAH IS HWCIIOJIL30BAaHUS BCEMU
MOJTB30BATEIISIMU CUCTEMBI. PacmmdpoBanre ¢ MOMOIIBIO 3TOT0 KJIF0Ya HEBO3MOXKHO.
Bropoit  xJtouy, C MOMOIIBID  KOTOpOro  Aemmdpyercs cooOIIeHME,
Ha3bIBACTCS 3aAKPBITHIM U JOJDKEH OBITh HM3BECTEH TOJBKO 3aKOHHOMY IMOJIy4YaTellto
3aKPBITOTO COOOIIEHUS.

ANTOpUTMBI MIUQPPOBAHUSA C OTKPBITHIM KIIOUOM MCIOJIB3YIOT TaK Ha3bIBacMbIE
HeoOpaTUMBbIE WM OJTHOCTOPOHHHE (YHKIMH. DT (PYHKIMH 00JadaroT CIEAYIOIMIUM
CBOWCTBOM: MpHU 33JaHHOM 3HAYEHUU APTYMEHTA X OTHOCUTEIBHO MPOCTO BBIYHUCIIUTH
3HadyeHue ¢yuknuu f(x), ogHako, eciyu m3BecTHO 3HaueHue QyHkiuuy = f(x), To HeT
IPOCTOTO MYTH JJIS BBIYMCIICHMs 3HaueHHs aprymenrta X. Hampumep, dbynkuums SIN.
3Has X, jerko Haiitu 3HadeHue SIN(x) (Hampumep, x = &, Torga SIN(w) = 0). OxHako,
eciu SIN(x) = 0, 0IHO3HAYHO OMPEJEIUTDH X HENb34, T.K. B 3TOM CIIydyae X MOXKET ObITh
JOOBIM YHCIIOM, OTpeiesiieMbIM 1o popMmyiie i * 7, rae i — 1menoe uuco.

Onnako He Bcsikas HeoOpatumasi (YHKIUST TOAWUTCS [IJIsi UCIIOJIb30BaHUS B
peanbHbIX Kpuntocucremax. B ux uucne m ¢pynkuug SIN. Cnegyer Takke OTMETHUTb,
YTO B CaMOM  ONpEJCJICHUHU  HEoOpaTUMOCTH  (YHKIUU  MPUCYTCTBYET
HeornpeaeneHHOoCTh.  [log  HEoOpaTUMOCTBIO  MOHUMAETCS HE  TeOpeTHYeCKas
HEOOpPaTUMOCTh, a MPaKTUYECKas HEBO3MOXHOCTh BBIYUCIUTHL OOpaTHOE 3HAYCHHUE,
WCTIONB3YSl COBPEMEHHBIC BBIUMUCIUTENIBbHBIE CPEJCTBA 3a O003pUMBIM HHTEpBaJ
BPEMEHH.

[ToaToMy 4YTOOBI rapaHTUPOBATh HAACKHYIO 3alUTy UWHOpMaIuu, K
KPUIITOCUCTEMAM C  OTKPBITBIM  KJIIOUOM  TPEIBABISIIOTCS  JBa BaXHBIX H
OYEBUJHBIX TPeOOBAHMS.

1. TIpeoOpazoBaHue UCXOMHOTO TEKCTA JIOJDKHO OBITh YCIOBHO HEOOPATUMBIM U
UCKJIFOYaTh €r0 BOCCTAHOBJIEHNE HA OCHOBE OTKPBITOTO KIJIKOYa.

2. Onpenenenre 3aKphITOrO KIT0Ya HA OCHOBE OTKPHITOTO TAKXKE JOJIKHO OBITh
HEBO3MOHBIM Ha COBPEMEHHOM TEXHOJOTUYECKOM YPOBHE.

Bce npennaraeMbie CeroiHs KpUNTOCUCTEMBI C OTKPBITBIM KJIIOUOM OMHUPAIOTCS
Ha OJIMH U3 CICIYIONIMX TUIIOB OJ{HOCTOPOHHUX NPeodpa3oBaHUIi.

1. Paznoxkenune OOJBIINX YHUCET HAa OIPOCThIE MHOXKUTENN (anroputM RSA).

2. BeruuciaeHue qUCKpeTHOTo jorapudma uim JUCKpEeTHOE BO3BEICHUE B CTEIIEHD
(anroput™ luddu-Xenmana-Mepkia, cxema IDib-I"amarns).

3. 3aaua 06 ykIaaKe prok3aka (paHiia) (aBTOpbl XeaMaH U Mepki).

4. Beruncnenue KOpHEH anreOpanyecKux ypaBHEHHM.

5. Ucnonb3oBaHKne KOHEYHBIX aBTOMATOB (aBTOp Tao Penxn).

6. Mcnosib30BaHKE KOJOBBIX KOHCTPYKIIUH.

7. Ucnionp30BaHUE CBOMCTB 3JUIMNTUYECKUX KPUBBIX.




[To ocobeHHOCTSM TpolLeayp NPEeoOpa3oBaHUS COOOIICHUS ACCUMETPUUYHBIC
m@pbl OTHOCATCS K MU paM 3aMEHBI U JISISITCS Ha J1BA THIA:

- ICTePMUHUPOBAHHEIC - TIPH 3alI(PpPOBAaHUH OJHOTO U TOTO K€ OTKPBITOTO
COOOIIEHUST OJJTHUM U TEM K€ OTKPBITBIM KJIFOUOM BCerJa OyneT MoaydaThCsl OJHA U Ta
ke mudporpamma. T.e. 71 3aJaHHOTO OTKPBITOTO KJIFOYa OJMH U TOT K€ CUMBOJI (OJI0K
CHUMBOJIOB) OTKPBITOTO COOOIICHUS BCEraa OYyIeT MPEACTaBIATHCS OJHOM W TOW JKe
mmdpo3amenoil. JlaHHBIA THUN MUQGPOB OTHOCUTCS K PErYISAPHBIM  mudpam
OJIHO3HAYHOM 3aMEHBI;

- BEPOSTHOCTHBIC - TpHU 3amU(PpoOBaHWA OJHOTO W TOTO K€ OTKPHITOTO
COOOIICHUS OJHUM W TEM JK€ OTKPBITBIM KIIOUYOM MOTYT TIOJy4aThCS pa3HbIE
mdporpammel. T.e. A 3alaHHOTO OTKPBITOTO KIII0Ya OJAMH U TOT )K€ CUMBOJ (070K
CHUMBOJIOB) OTKPBITOTO COOOIIEHUS MOXKET MPEACTABIATHCSA PA3HBIMH MM (PpO3aMeHaMHU.
DTO IOCTUTAaeTCs 3a CUET MCIHOJIb30BAHUS CIIy4ailHOW BEJMYMHBI MpU 3alIU()pOBAHUU
cumBosia (OJIOKa CHMBOJIOB), YTO OSKBUBAJICHTHO TIEPEKIIOUCHUIO ai(aBUTOB
mudpo3amer. JlaHHbIM TN MHMPPOB OTHOCUTCA K MOJAUAN(aBUTHBIM _mudpam
MHOTO3HAYHOU 3aMEHBI.

Aaroputm RSA

Croiikocth  RSA  ocHOBbIBaeTcss Ha OOJBIIONW BBIYUCIUTEIBHON CIIOKHOCTH
M3BECTHBIX AJITOPUTMOB PA3JIOKEHUS YMCIAa HA MPOCThIE COMHOMXUTENU (IETUTENN).
Hanpumep, nerxko HauTu npous3BeIeHUE IBYX NPOCThIX yncen 7 u 13 naxe B yme — 91.
[TonpoOyiiTe B yMe HalTH JBa MPOCTHIX YHUCIA, IPOU3BEACHUE KOTOPHIX paBHO 323
(uncna 17 u 19). KoHeuHo, nisi COBpEMEHHOM BBIUMCIUTENBHOW TEXHUKUA HAaWTH JBa
MPOCTBIX YHCIIA, MPOU3BEACHHE KOTOpPbIX paBHO 323, He mpobOinema. [loatomy s
HaJeKHOro IM@poBaHus airoputMoM RSA, kak mnpaBuio, BbBIOMPAOTCS MPOCTHIE
YHUCJa, KOJIUYECTBO ABOMYHBIX Pa3psAI0B KOTOPBIX PABHO HECKOJIBKUM COTHSIM.

B aBrycre 1977 r. 3HaMEHHUTHI aMEPUKAHCKUN THUCATENb W TOMYJSIPU3ATOP
Hayku Maptun ['apaHep o3ariaBuil CBOK KOJIOHKY I10 3aHUMATEJIbHOM MAaTeMaTHUKE B
xkypHasne Scientific American Tak: «HoBwiil Bua mudpa, Ha pacumppoBKy KOTOPOTO
noTpeOyOTCs MUJUTUOHBI JieT». [locine 00bsICHEHHUs MPUHIUIIA CUCTEMBI IU(POBAHUS C
OTKPBITHIM KJIOYOM OH IOKAa3aJl caMO 3allM(ppOBaHHOE COOOIIEHHE U OTKPBITHIN KIIIOY
N, UCcToJIb3yeMbIl B 3TOM IUdpe:

N =114 381 625757 888 867 669 235 779 976 146 612 010 218 296 721 242
362 562 561 842 935 706 935 245 733 897 830 597 123 563 958 705 058 989 075 147
599 290 026 879 543 541.

[apnHep mnpu3Bay uuTaTened mompoOoBaTh pacuudpoBath COOOIICHHE,
UCIIOJIb3Yysl MPEAOCTABICHHYI0 MH(MOpPMAIUIO, M JlaXke Aajl MOJCKAa3Ky: JJIA PEIICHUS
HEO0OXO0IMMO Pa3oKUTh YUCcI0 N Ha MPOCThie MHOXKUTENU p U (. bosee Toro, ['apanep
Ha3zHauwi1 npu3 B pazmepe $100 (mpuimyHasi cymMma Ha TOT MOMEHT) TOMY, KTO TIEPBBIM
MOJIYYUT TIPABUWIIbHBINA O0TBET. Kakpiii, KTO 3aX04eT moOoIbIlle Y3HATh O mudpe, nucain
[apauep, moxketr oOpaTuThest K cosmatensm mudpa - Pony Pusecty, Anu [llamupy u
Jleonapny  Amnemany w3 JlaGoparopuum  mHbopmammu — MaccadyceTcKoro
TEXHOJIOTUYECKOTO UHCTUTYTA.

[TpaBuiibHBIM OTBET ObLT MosydeH Julub uyepe3 17 mer. OH cranm pe3yabTaToM
cotpynauuectBa 6onee uem 600 yenosek. Kimtouamu okazanuchk p = 32 769 132 993 266



709 549 961 988 190 834 461 413 177 642 967 992 942 539 798 288 533 u q =3 490
529 510 847 650 949 147 849 619 903 898 133 417 764 638 493 387 843 990 820 577,
a 3amudpoBaHHas ¢pa3a 3Bydana Tak: «BoueOHbIe clioBa - 3TO Ope3rNIUBBIN
ATHITHUK.

ABtopbl RSA mopnepxuBanu uaer0 €€ aKTUBHOTO PacIpoCTpaHeHusa. B cBoro
ouepeb, AreHTCTBO HanuoHanbHOUM Oe3zonacHocTu (CILIA), omacasich MCTOIB30BAHUS
ATOTO aJrOPUTMA B HETOCYAAPCTBEHHBIX CTPYKTYpaX, HA MPOTSHKEHUU HECKOJIBKUX JIET
6e3ycrientHo TpeOOBaIO MPEKpalleHUs] paclpocTpaHeHus cucteMbl. CUTyalrusi mopoi
noxonuia 1o abcypaa. Hanpumep, xoraa nporpammuct Anam bek (Adam Back) ommcan
Ha s3bike Perl anroputm RSA, coctosmmii 3 msatu cTtpok, mpaButeiabcTBo CIIIA
3alpeTUI0O PacHpOCTPAaHEHHE 3TOM MporpamMmel 3a mpeaenaMmu cTpasbl. Jloaw,
HEJIOBOJIHBIE TNOJOOHBIM OIPAaHUYEHUEM, B 3HAK IPOTECTA HAe4aTadd TEKCT 3TOU
MporpamMMsbl Ha cBOUX (yTOOIKaAX.

[lepBpiM 3TanoM 1000r0 AaCHMMETPUYHOTO aIrOpuTMa SBISETCS CO3JaHHE
nojryyaTesieM muporpaMM napbl KIKOUYEH: OTKPBITOrO U cekpeTHoro. s anropurma
RSA stan co3nanust KIro4eil COCTOUT U3 CIEYIOLIUX Ollepanuil.

Tabnuua 1. [lponieaypa co3panus Kioyei

No Onucanue onepanuu [Tpumep
n/m
Bri6uparoTces [Ba MpoCThIX yucial p u q. p=7,q=13
2 |Bpruucnsercs npousBeeHue n =p * q. n=91
Brruucnserca pynknus Jitnepa’ ¢(n). o(n) = (7-1)(13-
1)=91-7-13+1
=72
4 |BeiOupaeTcsi OTKPBITHIN KITIOY € - TPOU3BOJIbHOE HATYpaIbHOE e=35

uucio (0 < e <n), B3aMMHO IIPOCTOE® ¢ pe3yabTaToM QYHKIIUN
Ditnepa (e L ¢(n)).

5 |Bbramcnsercs 3aKphIThIi K04 d - obpaTHoe 4ncio? k e 1o d=29
Moayro ¢(n) u3 cooTHomenus (d * e) mod ¢(n) = 1. [(29*5) mod 72
=1]

6 |[lyOnukyercs OTKpBITBHIN KIIIOY {€, N} B CIIEUAILHOM
XPaHWIKILIE, TJI€ UCKITI0YAETCs BO3MOKHOCTh €r0 TOJIMEHbI
(o0mIe0CTYNNHOM CepTU(UUMPOBAHHOM CIIPABOYHUKE).

[Ipumeyanus.

1) IIpocToe 4ucCI0 - HATypaIbHOE YHUCIIO, OOJBINEE E€IWHUILI U HE UMEIOIIEee
JIPYTUX HATypaJIbHBIX JIETUTENCH, KpOME CaMOoTo ceOsl U €TUHUIIBI.

2) Pesynbrar pacuera pyHKUUU Jiisiepa ¢(n) paBeH KOJINYECTBY
TTOJIOKUTENBHBIX YMCEJI, HE MPEBOCXOASIIMX N U B3aUMHO TMPOCTHIX ¢ n. Hekotopwie
CJIy4dau ¥ ciocoObl pacuera (PyHKIMU Diijiepa MPUBEIEHBI B CICAYIOMICH TabmuIe.

Tabnuma 2. CnocoOwl pacyeTa GyHKIUN Depa

PacuerHbii dopmyiia [Tpumep




ciyuam (aucino / pacuetHas popmyna /
CIIUCOK B3aUMHO MTPOCTHIX YHCEN)
n n="7
IPOCTOE e(n)=n-1 o(7)=7-1=6
YHCIIO0 {1,2,3,4,5, 6}
Hpgﬂzs}:egleH ¢(m) = o(p) ¢(q) = e T3
15)=03)e(5)=@B-1)(B-1)=
wenmys | (p-1)(@-D=n-p-q+1 |PITEEEZC-DE-D
MPOCTHIX | (32 HCKJIIOYEHHUEM CiIydasi p = q = 2) (1,2,4,7,8, 11, 13, 14}
qHCel
= q
nnocgoe n=9=3"
o o(n) = pi —p*! 9(9)=3-3"1=9-3=¢
{1,2,4,5,7, 8}
CTCIICHH
n =
ql ql
. pék at q2 ak n=84=22317!

Pi e(n) = o(p3")e(p3") - o(pg) = ) . .
pasnoxKeHue m(54)=54(1——)(1——)(1——)=
qucia _ iy 1N a2 - ak 1_l 2 3 7

COTJIACHO Py Py P2 o) Pk Py
OCHOBHOM {1,5,11, 13,17, 19, 23, 25, 29, 31,
TeOpEMBI :n(l_l)(l_i) _,,(1_1) 37,41, 43,47, 53, 55,59, 61, 65,
apu(MeTHKH Py Pz P 67,71,73,79, 83}
(oOmuii
cityvait)

3) B3auMHO npocThie YUCIa — YHCIIa, HE UMEIOIINE O0ITUX JAeNuTeNen, kpome 1,
T.€. HAMOONBIINIA OOIINIA JETUTENIb KOTOPBIX paBeH 1.
4) OOpaTHBIMHM YHMCJAMH 10 MOAYJII0 M HA3bIBAIOTCS TaKUE YKCiIa N U n!, s

KOTOPBIX CIpaBeInBO BhipakeHue (n * n') mod m = 1. Jlns BeUKMCIEHNsT OOPATHBIX
qycesll MO MOJYJI0 OOBIYHO MCHOJb3YeTCs paclIMpeHHbld anroput™m Esknupa. B
0e3MOMyIbHOM MaTeMaTHKe o0paTHoe 4Yucao n’' (oOpatHoe 3HavyeHue, oOpaTHas
BEJIMYMHA) - YMCIIO, HA KOTOPOE HAJI0 YMHOXXUTH JAHHOE YHCIIO N, YTOOBI MOJYYUTH
equanny (n * n'= 1). Ilapa uucen, HpPOU3BENEHHE KOTOPHIX PABHO EIMHHIIE,
Ha3bIBAIOTCS B3aMMHO o0paTHbIMU. Hanpumep: 5 u 1/5, -6/7 u -7/6.

[Tponenyps! mudpoBanus 1 Aemu(GPOBAHUS BBHITTOIHIIOTCS MO CICTYIOITUM

dbopmynam

C=T°mod n, (1)
T = CY mod n. (2)
rae T, C - 4uClIOBbIE SKBUBAJIEHTHl CHUMBOJIOB OTKPBITOTO M IIM(PPOBAHHOIO
COOOIIEHHUS.
[Tpumep mmdpoBanus no anropurtmy RSA mpuBeaeH B cienyromieil Tadauie.
Kozpl 6ykB COOTBETCTBYIOT UX MOJIOKEHUIO B PyCCKOM ajidaBute (HaunHasi ¢ 1).



Tabmuna 3. [lpumep mmdpoBanns o anroputmy RSA
CumBon b|P|AIM|O|B

A

Kong (1]2(18|1(14(16
MInpporpamma, C = T> mod 91 1132(44|1|14|74|61
OtkpeiToe coodbmenue, T = C?° mod 91| 1 1|14(16

OTtkpsiTOe coobmienue, T

2118

Cnegyer OTMETUTBH, YTO P U ( BBIOMpAIOTCS TakuM 00pa3oM, 4YTOOBI N OBLIO
Oonplie KoJla JIFOOOr0 CHUMBOJIA OTKPBITOro cooOuieHus. B aBTOMaTH3MpOBaHHBIX
CUCTEMaxX MCXOAHOE COOOIIEHUE IEPEBOIUTHCS B IBOMYHOE TIPE/ICTABIICHUE, TTOCIIE YETO
mu¢poBaHUe BBHIMOIHAETCS HaJ OJoKaMu OUT paBHOW JUMHBL. [Ipu 3TOM AyivHa Gioka
JOJKHA OBITh MEHBIIIE, YEM JUIMHA JBOMYHOTO MPEACTABICHUS N.

AnroputMm RSA TpeOyeT MHOro MAamIMHHOTO BpPEMEHHM U OYEHb MOIIHBIX
rponeccopoB. 1o 1980-X rT. TONBKO NMPaBUTENBCTBA, APMHUSA U KPYIHBIE MPEAITPUATHS
MMEJU JI0CTaTOYHO MOIIHbIE KOMIBIOTEpPHI s paboTel ¢ RSA. B pesynbrare y HHX
ObL1a (pakTUyecku MOHOMONMS Ha 3P dekTuBHOE mHUpposanue. Jletom 1991 r. Oununn
[HummepMaH, aMepUKaHCKUI (U3UK U Oopel 3a coXpaHEeHUE KOH(PUAECHIMAIbHOCTH,
npeioxkui OecratHyto cucremy mudpoanus PGP (anrn. Pretty Good Privacy -
«JIOCTaTOYHO XOpOIasi CTENEeHb KOH(QUACHIIMATBLHOCTHY»), aITOPUTM KOTOPOH MOT
paboTaTh Ha JOMalIHUX KoMmbioTepax. PGP ncnonp3yeT kiaccuueckoe CHMMETPUYHOE
mudpoBanue, uYro U oOecrneuyuBaeT € OOJbIIYIH0 CKOPOCTh Ha JIOMAalllHUX
KOMIIBIOTEPAX, HO OHA MIM(PYET KIIIOUU IO aCUMMETPUYHOMY aliropuTMy RSA.

[TummepmMaH OOBSICHWII HPUYMHBI 3TOM Mepbl B OTKPBITOM IHUCbME, KOTOPOE
3aCIy’KUBaeT ObITh MPOLUUTHPOBAHHBIM 3/1€Ch, MO KpalHEeH Mepe, YaCTMYHO H3-3a
IPOPOYECKOT0 ONUCAHMS TOTO, KaK MbI )KMBEM, paboTaeM 1 o01aeMcs JBa A€CATUIICTHS
CITYCTSl.

Omo auunoe. Imo KoH@uoenyuarvHoe. M 3mo monvko eauie 0elo U Huube
opyeoe. Bwi mooiceme niaanuposamv noIumMuyeckylo KamMnamuio, 00cyxicoamsv eauiu
HANo2U UIU UMemsb MauHyro 110006HYI0 C6:3b. Hnu 6b1 Modiceme 3aHUMAMbC meM, Ymo
8aM He Kadcemcs He3aKOHHbIM, XOMsA MaKoevlm aeisemcs. Ymo o6vl mo Hu O6bLI0, bl He
Xomume, umoObl Gawiu JIUYHblE IJIeKMPOHHbIE NUCbMA UMY KOHGUOEeHYUATbHble
OOKyMeHmbl OblIU NpouUmaHvl Kem-mo euje. Hem Huyezo nioxo2o 6 mom, umooul
OXpaHAmMb  6AULy YACMHYIO JicU3Hb. Hacmuas Jicu3Hb  HENPpUKOCHOBEHHA, KaK
Koncmumyyus...

Mbut 0sudicemes k 6yoywemy, e0e mup 6yoem Onymau 60JOKOHHO-ONMUYECKUMU
cemsMu 8blCOKOU eMKOCMU, CEA3bl8AOWUMU HAUWU NOBCEMECMHO PACNPOCMPAHEHHbLE
NEePCOHANIbHbIE KOMNbIOMEPbl. DNeKMPOHHASL NOYMA CMAHem HOPMOU Olsl 6ceX, a He
HOBUHKOU, Kak ce2o0Hs. Illpasumenbcmeo 6Oydem 3awuwamv HAWU 31EKMPOHHbIE
CcO0OWeHUsL 20CY0apCmeeHHbIMU NPomoKoaamu wugposanus. Haeepnoe, 6onvuiuncmeo
nooeti npumem smo. Ho, 6o3mooicno, Hekomopwie 3axomam umems c80u COOCMEEHHbIE
3awumuvle mepul... Eciu KoHgpuoenyuanbHocms npusHamo 6He 3aKOHA, MOAbKO 00U
8He 3aKOHa OyOym eto 0b1aoame.

Cneycnyscool obnadarom nyywumu Kpunmozpaguyeckumu mexrono2uimu. Kaxk u
mopeosysvl opyxcuem u Hapxomuxkamu. Kax u e6oenHnvle noopsaouuxu, HegpmsHvle



KOMRanuu u opyaue Kopnopayuu-cucaumsi. Ho obviunbie n100u u odwecmeeHnmvie
Op2anU3ayuUU NPaKmMudecKku He UMerom Heoopo2UX 3AWUMHbLIX Kpunmoepaguueckux
MexXHOI02Ull ¢ OMKPLIMbIM KIHOYOM. /[0 cux nop He umenu.

PGP  oaem  nio0sam B03MOINCHOCT camum  3auuuams C68010
KoH@puoenyuanvrHocmo. Ce200Hs cyujecmeyem pacmyuias COYudibHas nompebHOCmy 8
smom. Bom nouemy st nanucan PGP.

B 3akimodyeHun cieayeT OTMETUTh CTOMKOCTh AaHHOro ainroputma. B 2003 r. Anu
[MMamup u Opan Tpomep paspaboramm cxemy ycrpoiictBa TWIRL, xoTopoe mpwm
croumoctd § 10 000 moxer nmemmdpoBars 512-OutHbli Kirou 3a 10 MuHYT, a TIpH
croumoctd $ 10 000 000 — 1024-OMTHBIN KJIFOY MEHBIIE, YeM 3a roja. B HacTosIee
BpeMs JlabopaTtopust RSA pekoMeHIyeT UCroiab30BaTh KIOUYHU (IapaMeTp n) pasMepoM
2048 6uToB.

AJITOPUTM HA OCHOBE 32/1a4M 00 YKJIaJKe paHIa

B 1978 r. Mepkin u XenamaH MpesIOKHIA UCIONIb30BaTh 3aj7ady 00 YKIajKe
paHna (prok3aka) ajisi acuMMeTpudHoro mudpoBanus. OHa oTHOcUTCs K kiaccy NP-
MOJIHBIX 33/1a4 U (HOpPMYTUpPYyeTCs CIeAYIOMMUM 0o0pa3oM. J[aHO MHOXKECTBO MPEIMETOB
paznmuuHoro Beca. CrpammBaeTcsi, MOKHO JI MOJI0KUTh HEKOTOPBIE U3 3TUX MPEIMETOB
B paHell Tak, 4TOOBI €r0 BEC CTAJl paBEH OIpeeICHHOMY 3HaueHu0? boree dhopmanbHO
3amaya (opmynupyercs Tak: JaH HaOop 3HaueHuit My, Mz, ..., Mau cymmapHoe
3Ha4YeHue S; TpeOyeTcsl BHIYMCIUTD 3HaUeHus bj Takue uTo

S=b;M; + bM; + ... + bpM,, 3)

rjae n — KOJINYECTBO MPEIMETOB;
b; - OMHapHBII MHOXHTENb. 3HaUeHHe b = 1 03HadaeT, YTo MpPeaMET 1 KIAIyT B PIOK3aK,
b; = 0 - He KIaayT.

Hanpumep, Beca npeameroB uMerot 3Hauenus 1, 5, 6, 11, 14, 20, 32 u 43. Ilpu
ATOM MOXKHO YIIaKOBaTh PIOK3aK TaK, YTOObI €ro BEC CTaJll paBeH 22, MCIOJIb30BaB
npeaMeTsl BecoMm S5, 6 u 11. HeBo3MOKHO ynmakoBaTh prOK3aK Tak, YTOOBI €ro BEC CTal
paBeH 24.

B ocHoBe amroputMma, NnpemiokeHHOro Mepkiaom U XeJUIMaHOM, JIEKUT HIes
mr¢poBaHKs COOOIICHUSI Ha OCHOBE PEIICHUS] CEPUU 3a/1a4 YKIAIKu paHia. [IpeameTs
U3 Ky4d BBIOMPAIOTCS C MIOMOIIIBIO 0JI0Ka OTKPBITOTO TEKCTA, JIMHA KOTOPOro (B OUTAax)
paBHa KOJIMYECTBY TIpeAMETOB B Kyude. [Ipm 5TOM OHUTBI OTKpPHITOTO TEKCTa
COOTBETCTBYIOT 3Haue€HUSIM b, a TEKCT SBISETCS MOJYYCHHBIM CyMMAapHBIM BECOM.
[Tpumep mmdporpamMmbl, OJTYYEHHON C MOMOIIBIO 3a7a4u 00 YKJIaJKe paHIla, MoKa3aH
B ClIeaytoliel Tadaule.

Tabnuua 4. Ilpumep mmdpoBanus Ha OCHOBE 3aJ1a4M 00 YKIJIaJIKE paHIia

OtkpsiTeii Texer|1|1{1{0 0| 1(0]0|0|1|0{1|1|0]|0]|10]0|0jO|O0[0O|O0]|O
Prok3ak (kmrou) (1(5(6(11|14(20(32{43|1|5|6(11{14{20|32|43|1{5|6|11|14]|20|32(43
[Mudporpamma 32 (1+5+6+20) 73 (5+11+14+43) 0

CyTb UCIONB30BAaHUS JAHHOTO MOAX0/1a sl IUGPOBAaHUS COCTOUT B TOM, YTO Ha
caMOM JieJle CYIIECTBYIOT JB€ Ppa3IMUHbIE 3a/Jaud YKIAJIKU paHla - OJlHa M3 HHX
peniaeTcs JIerKo U XapakKTepU3yeTcsl TMHEHHBIM POCTOM TPYAOEMKOCTH, a JIpyras, Kak



IIPUHATO CUNATATh, HET. JIETKMN I YKIIAIKU PaHEell MOKHO IPEBPATUTH B TPyAHBIN. Pa3
TaKk, TO MOYXHO IPUMEHHTh B KAaue€CTBE OTKPBITOTO KIIHOYa TPYAHbIH I YKIIAJIKU
paHel, KOTOPBIM JIETKO HCIOJIb30BaTh Il IIU(POBaHUS, HO HEBO3MOXHO - IS
nemu@poBaHus. A B KadeCTBE 3aKPBITOrO KIHOYa MPUMEHHUTH JETKUH I YKIAJIKU
paHel, KOTOPBI MPeoCTaBISIET MPOCTON CITOCO0 AeMU(pPOBAHKS COOOIIECHMUS.

B kadecTBe 3akphITOro Kiouya (JIETKOTO /I YKJIAQJKH paHlla) HCHOJIb3yeTcs
CBEpPXBO3pACTAIOIIAs
MocJeI0BaTeabHOCTh. CBepXBO3pacTarouleil Ha3pIBAETCS MOCAeA0BATEIbHOCTbD, B
KOTOPOM Ka)blil MOCIEaYIOMUNA YieH O0bIe CyMMBI BceX npeapiaymux. Hampumep,
nocjaeAoBaTeabHOCTD {2, 3, 6, 13, 27, 52, 105, 210} sBiusgeTcs cBepxBO3pacTaroiei, a
{1,3,4,9,15, 25,48, 76} - Her.

Pemenne 1y cBEpXBO3pACTAIOIIETO paHIlA HAWTH JIETKO. B kKadecTBe TeKymiero
BBIOMPAETCS TOJIHBIN BEC, KOTOPBIA HAa0 MOJIYYHTb, U CPABHHUBAETCS C BECOM CaMOI0
TSDKEJIOro IpeameTa B paHue. Ecny TeKymuii Bec MEHbIIE Beca JaHHOTO MpeaMeTa, TO
€ro B PIOK3aK HE KJIaayT, B IPOTUBHOM CJIy4ae €ro yKJIaJblBalOT B PIOK3aK. Y MEHBIIAOT
TEKyLIIMI BEC Ha BEC IIOJOKEHHOI'O IPEAMETa M IMEPEXONIT K CIEAYIOEMY IO BECY
npeaMeTy B nociienoBaTtenbHOCTU. [llarn moBTOpsrOTCS 10 TEX IMOp, MOKa IIpoLecc He
3aKOHYMTCS. EciaM TeKymui Bec YMEHBIIWTCS 1O HYJs, TO pELICHUE HaiiieHo. B
IPOTHBHOM CJIy4ae, HET.

Hampumep, mycTh NMONHBINA BEC prok3aka paseH 270, a mociaen0BaTeIbHOCTh BECOB
npeaMeToB paBHa {2, 3, 6, 13, 27, 52, 105, 210}. Camsbiit 6onbiioir Bec — 210. On
Menbie 270, moatomy npeamet Becom 210 kimanyT B prok3ak. Berauraror 210 u3 270 u
nonydaroT 60. Crneayromuii HauOodbIIUN Bec mocienoBatenbHOCTH paBeH 105. OH
oosbiie 60, mosTomy npeaMer Becom 105 B prok3ak He kiaayT. Creayromuii camblid
TSOKENBIN TIpeaMeT uMmeeT Bec 52. OH MeHble 60, mo3ToMy IpEeaMET BECOM 52 TaKkKe
KJIaIyT B PIOK3aK. AHAJIOTMYHO MPOXOAST MPOUEAYpPY YKIAIKU B PIOK3AaK MPEAMETHI
BecoM 6 u 2. B pesynbrare nmosHbiil Bec ymeHbIuTcs 10 0. Ecnu Ob1 3TOT prok3ak ObLI
OBl MCIONB30BaH VIS ACIIU(PPOBAHUS, TO OTKPBITHIN TEKCT, MOJTYYCHHBIN U3 3HAUYCHUS
mmmdprexcta 270, 6bu1 661 paBen 10100101.

OTKpBITBIA KJIHOY MpPEICTaBIseT coO0 HE CBEPXBO3PACTAOILYI0 (HOPMAaJIbHYIO)
nociuenoBarenbHOCTh. OH (GOpMUpPYETCS Ha OCHOBE 3aKPHITOTO KIJIIOYa U, KaK MPUHATO
CUMUTATh, HE MO3BOJSET JIETKO PEUINTh 33Jauy 00 yKiajke paHua. Jljig ero mosydeHus
BCE 3HAYEHUS 3aKPBITOrO KJIKOYa YMHOKAIOTCS HAa YHUCJIO N 0 MOIYJIIO M. 3HAYECHHE
MOJYJSl M JA0JKHO OBITH OOJIBIIE CYMMBI BCEX YMCEIl MOCIEA0BATEIbHOCTH, HAIPUMED,
420 (2+3+6+13+27+52+105+210 = 418). MHOXHTENb N TOJDKEH OBbITh B3aHUMHO
OPOCTBIM YUCIOM C MOJyJieM m, Harpumep, 31. Pe3ynbrar mocTpoeHuss HOpMalbHON
MOCJIEI0BATEILHOCTH (OTKPBITOTO KJIH0Ua) IPEACTABIIEH B CIIECAYIOIIEH TabuIIe.

Tabnuua 5. [Ipumep nosrydeHust OTKPBITOTO KJIr04a

3aKkpeITHIN KITH0Y, ki 23] 6 |13]27]|52(105(210

OTKpBITHIN KITIOY,

(ki*n) mod m = (k;*31) mod 420

62193|186(403(417|352|315|210

Hns mumdpoBanus cooOliieHue CHadajia pa3OuBaeTcs Ha OJIOKU, MO pa3Mepam
paBHBIC YHCIy OJJIEMEHTOB TIIOCJIEIOBATEIILHOCTH B pIOK3aKe. 3aTeM, CYHUTas, 4YTO



€JIMHUIIA YKA3bIBAET HA IPUCYTCTBUE PJIEMEHTA MOCIIEI0BATEIbHOCTH B PIOK3aKe, a HOJIb
- Ha €ro OTCYTCTBHUE, BBIUMCIISIOTCS MOJIHBIE BECA PIOK3AKOB — IO OJIHOMY PIOK3aKy JIJIs
Ka)XJ10T0 OJI0Ka COOOIIECHHUS.

B kauectBe mpumepa Bo3bMeM OTKpbITOe coobiienne «ABPAMOBY, cuMBoIIbI
KOTOPOTO MPECTaBUM B OMHAPHOM BHUJIE B COOTBETCTBUM C TaONUIEH KOJOB CUMBOJIOB
Windows 1251. Pe3ynbrar mudpoBanusi ¢ MOMOIIBIO OTKpBITOro Kitoya {62, 93, 186,
403,417, 352,315, 210} npencrapieH B cAeAYIOIICH TaOIHIIE.

Tabmuna 6. [lpumep mmdbposanus

OTkpBITOE COOOIIIEHUE IIndporpamma
CumBoi | Bin-kon Cynmma secos (proK3aK),

A 1100 0000 62+93 155

b 1100 0001 62+93+210 365

P 1101 0000 62+93+403 558

A 1100 0000 62+93 155

M 1100 1100 | 62+93+417+352 924

O 1100 1110 [62+93+417+352+315 1239

B 1100 0010 62+93+315 470

Jns pacmmdpoBaHus cOOOILIEHUS MONyYaTeNlb JODKEH CHadajga OINPEEIHTh
oOpaTHoe ymcio n”!, Takoe uto (n * n') mod m = 1. [Tocne onpeneneHus 0OPaTHOro
YhCaa KakA0€ 3HaueHue MmHppPOrpaMMbl YMHOXAETCA Ha N7 0 MOAyIIO MU ¢
MOMOILBIO 3aKPBITOTO KJIF0Ya OMPEACNIAIOTCS OUTHI OTKPBITOTO TEKCTA.

B namem npumepe cBepXBO3pacTarolas NocieqoBaTeIbHOCTh paBHa {2, 3, 6, 13,
27,52,105,210}, m =420, n = 31. 3nauenue n"! pasuo 271 (31*271 mod 420 = 1).

Tabnuua 7. [lpumep pacmmdpoBanus

ndporpammal (c;*n") mod m = Cynivia Becon OTkphITOC COO6.IHGHI/IG
(prok3ak), ¢i [(ci*271) mod 420 CumBon | Bin-xox

155 5 2+3 1100 0000 A

365 215 2+3+210 1100 0001 b

558 18 2+3+13 1101 0000 P

155 5 2+3 1100 0000 A

924 84 2+3+27+52 1100 1100 M

1239 189 2+3+27+52+105| 1100 1110 @)

470 110 2+3+105 1100 0010 B

B cBoeit pabore aBTOpHI peKOMEHAOBaIM OpaTh UIMHY Kito4ya, paBHyro 100
(KOTMYeCTBO 3JIEMEHTOB MOCEAOBATEILHOCTH). B 3aKkimroueHnn ciaeayeT OTMETUTh, Y4TO




3aladya BCKPBITUS JaHHOTO crocoba mmdpoBanus ycremHo pemeHa Illamupom u
[unmnenom B 1982 .

BepositTHOCTHOC U pOoBaHUE

ABTOpaMu UJEU U MEPBOrO aJrOpUTMa BEPOSITHOCTHOTO MIMGPOBAHUS SBISIOTCS
[Madu Tonsasaccep (Shafi Goldwasser) m CunbBuo Muxkamu (Silvio Micali). s
JaHHOTO THMa WUGPOB NpU MUGPOBAHUU OJJHOTO M TOTO KE MUCXOJAHOTO COOOIIEHUS C
MOMOILBIO OJHOIO M TOTO € OTKPBITOro Kiro4ya Ki MO)KHO MOJy4YuTh pas3HbIe
MUQGPTEKCTHI, KOTOPBIE MPU pacIIm(PpPOBKE 3aKPHITHIM KITIOYOM Kz Tal0OT W3HAYAIBHOE
HCXOJTHOE COOOILECHHUE.

C1 = Ekl(T), C2 = Ekl(T), C3 = Ekl(T), ceey CN = Ekl(T), (4)

T= Dkz(cl) = Dkz(CQ) = Dkz(C3) =...= Dkz(CN). (5)

Takass 0COOEHHOCTHh BEPOSITHOCTHOIO IIM(POBAHUS J€TaeT OeCCMbICIECHHBIMU
aTaku Ha mUdp "¢ U3BECTHBIM OTKPBITHIM TEKCTOM" U "¢ BLIOOPOM OTKPBITOTO TeKcTa'".

Huxe paccmaTpuBaroTcs Ba alropuT™Ma BEpOSTHOCTHOTO MU(PPOBAHUS:

- anroput™ mudpoBanus Iab-1"amans;

- QJITCOPUTM Ha OCHOBE AJUIUNTUYECKUX KPUBBIX.

Aaroputm mudpoBanus Jiab-I'amans
Cxema Obuta mnpemioxxkeHa Taxepom Onp-I'amanem B 1984 1. OH
ycoBepiieHcTBoBal cucteMy Juddu-Xemimana v mogydus JBa alropurma, KOTOpPbIE
UCIIONB30BAIUCh i IH@poBaHus M oOecriedyeHus ayTeHTU(uUkanuu. CTOHKOCTH
JAHHOTO ajropuTMa Oa3upyercs Ha CIO0XKHOCTH pEUIEHUs 3aJauyd JUCKPETHOTO
Jorapu(pMUpPOBaHHUS.
CyTb 3agaum 3aKnroyaercs B cienyrouem. Mimeercs ypaBHeHue
g'modp=y. (6)
Tpebyercs MO M3BECTHBIM g, Y M P HAWTU HATypajbHOE (1I€JI0€ MOJOKUTEIBHOE)
YHUCIIO X (UCKPETHBI JJorapudm).
[Topsimok co3anus KIIOUe MPUBOAUTCS B CIEAYIONIEH TabIuIie.
Tabnuna 8. Tlponieaypa co3ganus Kiouen

No Onucanue onepanuu [Ipumep
n/m
1 |BbiOupaercst mpocToe Yucio p. p=37
2 |Bsibupaetcs uncno g (0 < g <p), ABisromIeecs NepBOOOPa3HbIM g=2
KOPHEM I10 MOIYJIIO P .
3 |BriOupaercst 3aKpbIThIN KITIOY X (IMCKPETHBIN Jiorapudm) - x=35
MPOMU3BOJIBHOE HaTypaiabHOE yncio (0 <x <p).
4 |Boeruncisercs y = g* mod p. y =2°mod 37
=32 mod 37 =
32

[1yOnuKyrOTCSl OTKPBITHIN K104 {y, €, P} B ClIELUAILHOM
5 |XpaHuiuuie, I7ie UCKIYAEeTCs BO3MOXKHOCTh €TI0 IOMEHBI
(00me0CTYMHOM CepTH(PUIHMPOBAHHOM CIIPABOYHHKE).




[TapameTpbl g 1 p MOKHO CAEJIaTh OOUTUMHU JIJIsI TPYIIITBI
MOJIL30BATEIIEN.

") TlepBooOpa3Hblii (IPMMUTHBHBIA) KOPEHL IO MOAYJIO P — HATypalbHOE
YHUCIIO g TAKOE, YTO

gqn(p) modp=1

u

gmodp#1, mml<i<o(p)

rae ¢(p) — pyHkius Ditnepa (T.K. p — MPOCTOE YUCIOo, To O(p) =p - 1).

[Tposepka. [Ipu g=2up =37, ¢(37) =37 -1 = 36.

23 mod 37 =1;

2'mod 37 =2 (# 1);

22mod 37 =4 (#1);

2°mod 37 =8 (#1);

2*mod 37 =16 (# 1);

2**mod 37 =28 (£ 1);
2% mod 37 =19 (#£1).
Jist mmppoBaHKs KaXkIOTO OTAENBHOIO OJIOKA MCXOIHOTO COOOIIEHMS JOJDKHO

BbIOMpaThest ciywyaiiHoe wucimo k(1 < k < p — 1). Ilocne dero mmdporpamma
TEHEPUPYETCS O CIEAYIOMUM (pOopMyJiaM:

a= g“mod p, (7)

b= (y* T) mod p, (8)

IS T - HMCXOTHOE cooOmieHue;

(a, b) — 3ammdpoBaHHOE COOOIICHHE.

JemmdpoBanue cooOIIeHNs BBITIOJIHICTCS IO CIeAYIONIeH dhopmyiie:

T=(b (a*)") mod p 9

WIH

T = (b a*'*) mod p, (10)

rae (a¥)! — oOparHoe 3HaYeHME YKcIIa a* 10 MOIYIIIO P.

[Tpumep mmdpoBanus u aemmdppoBaHus Mo aaropurmy nib-I'amansa npu k = 7
MIPUBEJICH B TAOJHIlE, XOTS JJIsl UQPPOBAHUS KaKI0ro 0JioKa (B HaIIeM ciiydae OyKBBI)
MCXOJTHOTO COOOIIEHHS Ha/10 UCII0JIb30BaTh CBOE CllydailHOe yucio K.

ITepBas yacTh mWKdpoBaHHOro coodIieHns —a =2’ mod 37 = 17.

a*= 17°= 1419857, (a*)' = 2 (1419857 * 2 mod 37 = 1) wm a*'*= 17315 =
1.3928892 * 10%,

Tabnuua 9. [lpumep mmdposanus no anroputmy Dib-I'amans (npu k = const)

OTKpBITOC CumBoi A|B|P|AM|O|B
cooOruenue, T Kon 112(18]1(14{16|3
Cnyuaiinoe uncio k T\T\7\7\7(7(7

[lepBas yacTh mMKUPpPOrpamMmsl, a = 17\17(17\17\17{17|17
[udposanue 2Xmod 37

Bropas yacts mudporpammsr, b= (32X *[19| 1 |9 (19| 7 | 8 |20
T) mod 37




OO6paTHOE 3HaUEHHE YHCIia a* 1o 21212122212
MOZLyIIIO p, (%)

PacmmdpoBanue
OtxkpaiToe coobmenne, T = (b * (a¥)!) | 1|2 (18] 1 [14|16|3

mod 37

BBuny Toro, 4ro uncio K ABiseTcs ciydalHbIM, TO TAKYIO CXEMY €IlI€ Ha3bIBAIOT
CXEeMOH BepOSITHOCTHOr0 mmugpoBanus. BeposTHOCTHBIN xapakTtep mudpoBaHUS
ABJISIETCSI TPEUMMYLIECTBOM JUIsl CXeMbl Oib-I'amans, T.K. y CXeM BEpOSTHOCTHOIO
mudpoBaHusi HaOmonaeTcsa Oonblias CTOMKOCTh MO CPAaBHEHHUIO CO CXEMaMU C
onpeneneHHbIM MpoleccoM Imm@poBanus. Hemoctarkom cxembl mudpoBaHus Oib-
lamans saBnsieTcss yABOGHHE [JIMHBI 3alIM(PpPOBAHHOTO TEKCTAa MO CPABHEHUIO C
HaYaJIbHBIM TEKCTOM. JlJI cXeMbl BEpOATHOCTHOTO mudpoBanus camo coobuienue T u
KIII0Y HE OMNpeAessioT mudprekcT ogHo3HauHO. B cxeme Dnb-I'amans HeoOxomaumo
UCIIOJIb30BaTh  pa3iUYHble 3HA4YCHHsS Ciy4dailHoM BenuuuHbl K 1 mmdpoBku
pasmmunblx  cooOmienuid T u T°.  Eciam  ucnonp3oBath  oauHakoBbie K, TO  1yis
COOTBETCTBYIOIMX MUPPTEKCTOB (a, b) u (a’, b’) Bemonnsercsa cootnomenue b (b’)! =
T (T°)! (mod p). U3 5TOro0 BeIpake€HUs MOXKHO JIETKO Beraucauth T, eciu ussecto T°.

[Ipumep. IlpeanonoxuM  3IOYMBINUIEHHUK MEPEXBATUI  3alIM(pPOBAHHOE
coobmenue C = ((ai, b1), (az, b2), ..., (an, bn)), 1151 KOTOPOrO UCTOIB30BATIOCH OJTHO U
Toxe cinydyaiiHoe yucio kK. On 3naet oaud u3 010k0B Ti = Exi(Ci) win npu u3BecTHOM
OTKpbITOM Kitoue (y, g, p) emy ynaainoch mnojao0Opate k’, KoTopoe coBHago ¢
ucroyiibdyemMbiM Tpu  mmdpoBanuu k. Hampumep mo BTrOpoMy BapuaHty, s
mdpoBanus cumpoda X (T' = 22) 3noymsinuieHHUK ucnoib3oBan k> = 7 (paBHoe k).
Torma, b(X) = b’ = (327 * 22) mod 37 = 11, (b>)"! = 27, (T’)"! = 32. Pacumdposanue
NEepEeXBaYEHHOI'0 COOOIEHUS IPUBEEHO B CIEAYIOIeH TabuuLe.

Tabmuna 10. [Ipumep pacumdpoBaHus nEpexBau€HHOTO COOOICHUS

Bropas yacth nepexBaueHHoM mmdporpammsl, b (1911 [ 9 [19] 7 | 8 |20
L=(b* ()" modp=(b*27) mod 37 32127|21|32| 4 (31|22

Bcekpoitoe Koz, onpezessemblii 10 ypaBHEHUIO
OTKPBITOE (T*(T)Y)Ymodp=L 1]2(18(1[14]16]3
cooOlIeHue, (T*32)mod 37=L
T CumBon A|B|P|AM|O|B

AJITOPUTM HA OCHOBE YLIMNITHYECKUX KPUBBIX

Vcnonp30BaHne DJIUTMITHYSCKUX KPUBBIX IS CO3/IaHUS KPUITOCHUCTEM OBLIO
He3zaBucumo npemioxeHo Humom Kobmuuem (Neal Koblitz) u Bukropom Musiiepom
(Victor Miller) B 1985 r. [Ipu ucnonb30BaHUU AJITOPUTMOB Ha JUTUINTHYECKUX KPUBBIX
MoJlaraeTcsi, 4YTO HE CYIIECTBYET OBICTPBIX aJTOPUTMOB [UIsl pEIICHUS 3aJadyd
IUCKPETHOTO Jorapu@MHUpoBaHUS B TpyINax HUX TouyeKk. B HacTosmmii MOMEHT
M3BECTHBI JIMIIb 3KCIIOHEHIIMAIbHbIE AJITOPUTMbI BEIUUCICHHUSI OOpaTHBIX QYHKIUHN 7S
AITUNTHYECKUX KPHUBBIX. ITo CPaBHEHHUIO C CYOPKCIOHEHIINATBHBIMU
ITOPUTMAMU PA3NIOKEHUsI YHUCJIa Ha TPOCTbIE COMHOXHUTEIH (CM. KPUIITOCHCTEMY
RSA), 370 no3BOISET NpPU OJWHAKOBOM YPOBHE CTOMKOCTU YMEHBIIUTH PAa3MEPHOCTH




KJII0Ya B HECKOJIBKO pa3, a, CIEAO0BATEIbHO, YIPOCTUTh MPOTPAMMHYIO U allapaTHYIO
peanu3anuio KPUITOCUCTEM.

DU THIECKON kpuBoii E Ha3biBaeTcs MHOYKECTBO TOYEK (x,y),
yIIOBJIETBOPSIONINX OJTHOPOJTHOMY YpaBHEHHIO Beiiepimpacca:
y2 4+ aixy + ayy = x> + a3x’ + agx + as, (11)
/1€ ai - KO3 OUIIMEHTHI YpaBHEHUS.
4..
-2 - 0
X1 K
— 4
a)y?=x>—x 0)y’=x>—-3x+2 By’ =x—x+1

Puc.1. ITpuMepbl 3IIUNTHYECKUX KPHUBBIX

B kpunrorpaduu 3;umMnTHYECKUE KPUBBIE PACCMATPUBAIOTCS HAJl ABYMsSI TUIIAMU
KOHEUHBIX TMOJIeH: MPOCTHIMU TOJISIMU HEUETHOU XapakTepucTuku (Zp, taep> 3 -
MIPOCTOE YKCIIO) U NossiMu Xapaktepuctuku 2 (GF(2™)).

OIUIMNTUYECKUE KPUBBIE HAJ IOJSAMM HEYETHOW XapPaKTEPUCTUKU Z , MOXKHO
NPUBECTH K BHJIY, HA3bIBAEMOMY OJUIMITHYECKOW KPUBOM B KOPOTKOM opme
Beliepurpacca:

y*=x> + Ax + B (mod p), (12)

rne A, B € Z, - ko3dULneHTh 3JUITMNTUYECKON KpUBOi, ynoBieTBopstomiue 4
A3+ 27 B? # 0 (mod p).

3anuce A = B (mod p) o3Hayaer, 4TO OCTATKU OT JE€JEHUs Ha p JeBou (A) u
npasoii (B) yactell BeIpaykeHUs paBHBL. B Takux ciydasx roBOpsT, 4TO MpaBas U JieBas
YaCTH BeIp@KEHHs "'cpaBHUMBI 10 Moy 0" . Hanpumep, 72 =23 +4 * 2 + 3 (mod 5)
= (7P)mod5=2°+4*2+3)mod5 = 49mod5=19mod5 = 4=4.

Tockonbky ¥ = TVX3 + AX + B rpaduk KpuBOH CHMMETPHYEH OTHOCHTETLHO
ocu abcrucc. YToObl HAMTH TOYKH €ro MepeceueHus ¢ OChio adciucc, HEOOXOIUMO
pemuTh KyOMuecKoe ypaBHEHUE

x*+Ax+B =0. (13)

OT0 MOXHO CJeNnaTh ¢ MOMOIIbI0 M3BeCTHhIX (popmyn Kapnano. JuckpumuHant
ATOTO YPABHEHHUS




A= (3)3 + (g)z - %, (14)

Eciu A > 0, ToO ypaBHEHHE UMEET TPU PA3TUUYHBIX JEHCTBUTEIBHBIX KOPHS (CM.
puc. la — xy, X, u x3). Ecmu A = 0, To ypaBHEeHUE UMEET TP ACUCTBUTEIBHBIX KOPHSI, IO
KpaliHell Mepe, J1Ba M3 KOTOpPbIX paBHbl (cM. puc. 16 — X3 U Xz). Eciu A < 0, 10
ypaBHEHUE UMEET OJIUH JCUCTBUTEIbHBIA KOPEHb (CM. pUC. 1B — X]) U JiBa KOMIIEKCHO
CONPSKEHHBIX.

Hcnonb3zyemble B KpUNTOrpapuu KpUBbIE HE JOJKHBI UMETh OCOOBIX TOYEK.
['eomeTrpuyeckn 3TO 3HAUMT, YTO TpaduKk HE MODKEH HMETh TOYEK BO3BpaTa H
camomnepeceueHuid (cMm. puc. 16). Ecnm kpuBas He uMeeT 0CoOBIX TOUYEK, TO €€ Tpaduk
MMEET JIBE€ YaCTHU MPHU IMOJOKUTEIBHOM JTHUCKPUMHUHAHTE (CM. puC. la), U OHY - TpHU
orpuniareaTbHoM (cMm. puc. 1B). Hampumep, mist rpadukoB BEIIE B TIEPBOM CiIydae
JTUCKPUMHUHAHT paBeH 64, a B TPEThEM OH PaBeH -368.

Cnengyer OTMETUTh, UTO B Zp, y KaXJOT0 HEHYJIEBOTO AJIEMEHTAa €CTh JUOO JBa
KBaJPaTHBIX KOpHA, JUOO HET HU OJHOTO, MOSTOMY TOYKH DIUTUNITUYECKON KPUBOM
paszOuBaroTcst Ha apsl Buna P = (x, y) u -P = (x, -y). Hanpumep, smuntudeckast Kpupast
y?=x’+3x+2uagmnonem Z s npu X = | ¥ p = 5 MMEET ABE TOUKU B KAYECTBE PEILECHHUS:
P=(1,)u-P=(,-1), rx. 1?’=13+3*1+2(mod 5)u (-1)>=1°+3 * 1 + 2 (mod 5).

BBeneM nBe ornepannu, KOTOPbIE MOKHO BBITIOJIHATH HaJl TOUKaMU KPUBOM.

Cao:xenue Touek P3(x3, y3) = Pi(X1, y1) + Pa(X2, y2).

Jl1st reomeTpudeckoro cioxkeHus Touek Py u P, HeoOxo1uMo yepe3 HUX MPOBECTH
NPSMYIO 10 TPEThETO TEPECEUYEHUs C DIUTUNTUYECKOM KPUBOW U M3 HErO0 OIYCTUTh
MEePIICHIUKYJISIP OTHOCUTEJIBHO OCH a0CIIMCC /10 YETBEPTOro MEPECEeUeHUs - 3TO U OyJeT
pe3ynbTaT cioxkeHus (Touka Ps).

a)y?=x>—x 0)y’=x’—x+1

Puc.2. CioxeHue Touek
AHaJIUTHYECKHU cllokeHne Todek Py u P, BeimomHseTcs mo ¢popmysam:

[ X3 = (A% —x; —x;)modp
ya = (A(xy — x3) —y1) mod p, (15)



rae A - YrJIoBOM KO3(pPHUIMEHT mpsiMoii, mpoxojsuieil uepe3 Touku Pju P,
PacCYMTHIBAEMBIH 110 BHIPAKEHHSIM:

=2 N (mod p)
- OpU X| £ X3 i’fzz—xl ;
Jxi + A
A= 1 (mod p)
- IPH X] = X3 : 2y, :

Ecnu Py = P,, To A paBeH 3Ha4€HUIO TPOU3BOAHON B TOUKE P;.

\

&

|
=]
T TR

2P op

a)y?=x>—x 0)y’=x’—x+1

Puc.3. YaBoenue Touku

YMHo:KeHue TOUKM Ha 9uciio Py(xk, yk) =k * P(x, y).
Cnoco0 1. Bemonnuts k pa3 cnoxenue touku P
P.(x;.y:) =k-P(xy)=P+P+P+...+P
k (16)
Cnoco6 2. C ucnonb30BaHUE€ JBOMYHOTO npeacTtaBieHus uucia k = (by, ..., bz,
b1) u oneparuu ynBoenus touku. Hanpumep, k = 1100 = 1101110, Torna Py = 64P +
32P + 8P + 4P + 2P.

AnroputM BbrunciieHus Pk MOXKET BBITJISIIETH CIEAYIOIIMM 00pa3oMm.

1. Py :=null
2.Q:=P
3. Hukn. Ingi:=1mg0L
3.1. Ecm b; = 1
to Ecimu Py = null
TO Py = Q

nHaue Py =Py + Q
32.Q=2*Q //=Q=
Q+Q



Hina k = 110 Bmecto 109 cnoxenuit Oyner 1 nmpucBauBanue, 4 cioxeHus U 6
yABOCHUM (CITIOKEHUH ).

PaccMoTpum nporieaypy co3gaHus KIHOYEH.
Ta6muma 11. [poneaypa co3nanus KIrodei

No

/o

Onucanue OIICpannuun

[Ipumep

BriOupaeTcst npocToe YUcio p - MOAYb SJTMITHYECKOM
KpHUBOM
(mo TOCT — p > 2%),

p=4I1

BriOuparotcs ko3pbureHTsl SJUTMNTHYECKON KpuBoi A u B.
JlosmxHo cobmonarses yenosue (4 A’ +27 BY) modp #0, B
IPOTUBHOM CITy4ae MEHSIOTCS TapaMeTPhl IUTUINITHYECKON
KpHUBOWi p, A nnu B.

A=3,B=7

(4 *334+27*7?)
mod 41 =37

OnpenensieTcs TOUKa SJUTMIITHYECKON KpUBOul P(Xp, yp) U
MOPSAAOK HUKJINYECKON MOATPYIIIBI TPYIIBI TOUEK
SJUTAIITHYIECKON KPUBOH (.

BriOupaeTcst npou3BoJIbHOE HATYpaIbHOE YUCHO X, (0 <X, <)
U ONPENEISAETCS Yp U3 YPABHEHUS IUTUIITUYECKON KPUBOM.
JIOJKHBI COOTIOAATHCS YCIOBUSL:

- ISl Xp JOJKEH CYLIECTBOBATH Y, (HE JJIS BCIKOIO X, IPU
JAaHHBIX TTapameTpax KpuBoH (A, B, p) MoxeT cyniecTBoBaTh

¥p);
-P#0uqP=0,rne O - HyneBas TOYKa SJUTUITAYECKOU

kpuBoii (P + (-P) = O);

-  — IPOCTOE YUCIIO;

-p'mod q # 1, mns Beex nenbix t=1, 2, ..., T, rne T < 31;

- 224 < q < 2%% (no I'OCT).

B npoTuBHOM cityyae MEHSIIOTCS TMOO MapaMeTphbl
AIUTMIITUYECKON KpUBOH p, A miu B nubo BeiOMpaercs apyras
Touka P.

Xp =17,
yp =17
[17° mod 41 =
(73+3*7+7) mod
41 =2]

q=47

BriOupaeTcst 3akpbIThiid Kito4 d (TUCKpPETHBIN Jorapudm B
TPYIINE TOYEK IUTUINITUYECKON KPUBOI) - TPOU3BOJIBHOE
HaTypansHoe uncio (0 <d <q).

Omnpenensercs TOUYKA LTUNTHICCKON KpUBO Q(Xgq, Yq) =d *
P(Xp, ¥p)-

[Ty6nukyercs oTKpbIThIN KIt04U {(A, B), P(Xp, Yp), P5 Q(Xq,
Yq)} B CIIEIIMATIBHOM XPAHWIUIIE, TA€ UCKITIOYAETCS
BO3MOXHOCTb €0 MOJIMEHbI (001EeA0CTYINHOM
cepTUGUIIUPOBAHHOM CIIPABOYHHKE).

Jist BBIpaOOTKHU M MPOBEPKHU JIEKTPOHHOU U(DPOBOI
NOATMMCH ( SABJISETCA YaCThIO OTKPBITOTO KIIF0UYa BMECTO P.




9 TIpssMoii  crmoco6 BBHIYMCIEHHS IIOPAAKA TIPYNIBl TOYEK OJUIMITHYECKOM
KPUBOH (.

1) PaccunTthIBaroTCs KOOPAMHATHI IEPBOI TOUKHU U3 BBIPAKECHMUS

V=x+Ax+B(modp) = y>=x*+3x+7 (mod41).

Ipumem x; =7, Torna y;> mod 41 = (7° +3 * 7+ 7) mod 41 =2, otkyma y; = 17.

P(xp, y5) = P(x1, y1) = P(7, 17).

2) Haxoaum koopAauHaThl BTOPOM TOYKW. JlJIss 3TOro BHayajie BBIYUCIAETCA

kod(urmeHt A
_(Bxi+ 4 _3*7%2 43 _ 150
A= 29 (mod p) = %17 (mod 41) = 34 (mod 41) =

344 mod 41 = 150 mod 41 =

344 mod 41 = 27
Pemas nmocnennee ypaBuenue, noiaydaeM A =2 (34 * 2 mod 41 =27).

KoopauHaTel BTOPOM TOYKM MOJy4aeM IIyT€M YJIBAauWBAaHWS IIEPBOHM U3
BBIPAKEHNN:

X2 =M —2x))modp=(2>-2*7)mod 41 =-10 mod 41 =31,

y2=(Mx1—x2)—yr)modp=(2(7—31)—17) mod 41 =-65 mod 41 = 17.

3) Kaxnyro creaymouyro TOYKY pacCuuThiBaeM Mo QopMmyiaM, I[OKa B

3HaMEHaTele HeBBOH dbopmyibl He OyaeT nosrydeH 0:
At - (mod p),

[ i {'112 - Il 1—1) mod p
Vi = (A(xy —x;) —y;) mod p (17)

[Tomyuaem:

- }\.3 0 X3 = 3 Y3 = 24

- 7\.4 29 X4 = 11 , Y4 = 31

- }\.5 24 X5 = 25 , Y5 = 2

- 7\.46 = 2, X46 = 7, Y46 = 24.

K nonyuennomy umcity Touek gobasiseM Touky O, B pesynbrare uyero q = 46 + 1
= 47. Touka O ecTb pe3yibTaT CIOXKEHHS JIOObIX ABYX Touek P(Xi, yi) u -P(xi, -yi) u
MPEACTABISIET COO0OM OECKOHEYHO YNaJe€HHYI0 TOYKY, B KOTOpPOM THUIIOTETUYECKU
CXOJISITCS BCE BEPTUKAJIbHBIEC KPUBBIE.

[Ipouenypa mu@ppoBaHUs OTAETBHOTO OJIOKA BBIMNOJHAETCA —CIEIYIOIIUM
obOpazom.

Ta6nuna 12. Iponenypa mudpoBanus oTAeIbHOTO 010Ka (OYKBBI)

No Onucanue onepanuu ITpumep
/11
byksa «K»
1 |Onpenensercs aecATUYHOE NpeACTaBIeHUE OYKBHI t. (=12
2 |Beibupaetcs ciyuaiinoe uncio k (0 <k <p). k=35
Onpenensiercst TOUKa SJUTUIITHYECKON KPUBOU Pr(Xpk, Pw(25, 2)

ypk) :k * P




4 |OnpenensieTca TOYKa SJUITMNTAYECKON KPUBOU Qr(Xqks Q«(3,24)
ya) =k * Q.
5 |Bsruncnsercs ¢ = (t * xq) mod p. c=(12*3)mod 41 =
36
6 |dudporpamma — napa {Py, c}. {P(25, 2), 36}

[Tpouenypa pacumppoBaHus OTIACIBHOTO OJOKAa BBIMOMHICTCA CIETYIOIIUM
obpazom.
Ta6mmma 13. IIponeaypa pacuimdpoBanus oTaeIbHOTO 6J10Ka (OYKBBI)

Ne Onucanue onepanuu [Tpumep
n/m
1 Onpenensiercs TOUKa IIUNTAYECKON KpuBon D(Xg, ya) =d * D(3, 24)
Px.
Xd'1 =14

[(3*14)mod 41 =
1]

t=(36 * 14) mod
41=12

Brluncisercs AecaTHUIHOE IPENCTABICHUE 3aln(pPOBAHHON
2 |6ykBoI t = (¢ * x4") mod p,
e Xq! — 06paTHOE YMCIIO K X4 IO MOIYIIIO P.

3 |OnpenensieTcsi UCXOHOE COOOIIEHUE TI0 €€ IECITUHUHOMY bykBa «K»
MPEICTaBICHUIO.

[IpuBeneHHsbI Bbimle crnoco0 mudpoBaHus SBIsSETCA Bapuanued mudpoBaHuUs
Onp-I'amanda. Eciu cToiikocTh anroputMa mudpoBanus Onb-I'amans Oaszupyercs Ha
CJIIOKHOCTH PEIICHHs] 3aJayd JUCKPETHOIO JIOrapu(MUPOBAHMS, TO CTOMKOCTh
mU(pPOBaHUS C TMOMOUIBIO JJUIMINTUYECKUX KpPUBBIX Oa3upyercs Ha CII0XKHOCTH
HaxoxaeHus: MHOXuTeNs Kk Touku P mo ux mnpousseaenuto. T.e. ecmn Q = k P, 1O
3Has P u k 10BOJIBHO JieTKO BBHIYUCIUTH Q. D deKkTuBHOE pelieHne oOpaTHOW 3aaadu
(maittu K mpu n3BectHbIX P 1 Q) Ha TEKyIIMiI MOMEHT MOKa HE OMyOJIMKOBAHO.

Bonpocs! 1111 caMOKOHTPOJIA

TpeOGoBaHus K cUCTEME 3alIUThI HH(pOpMaIUK.
Kpunrorpaduueckue araku.

Bugs! arak.

[Tpunun Kepkxoddca.

D=




IIpakTuueckoe 3ansaTue NeS. Xeum-¢pyukuus (MDS5)
Heab: n3ydnts criocoObl MHUPPOBAHKS TaHHBIX C IIOMOIIBIO Xell-QyHKIUH.
Xoxa pabéoThi:

HeobxoaumMo ~ O3HaKOMHUTBCS € TEOPETHYECKOM  4YacThlo W 1O
anroputMy MDS5 nonyduTh Xem-o0pa3 cooOIIeHHsI, COCTOSIIETO U3 MEPBBIX TpeX OYKB
cBOeH (paMuiuu.

[Tpu BeIMOTHEHUY 3aaHUST HEOOXOAMMO TTPUBECTH:

- TEOPETUYECKYI0 4YacTh, BKItoYaromlyo "lllar oCHOBHOro HMKJA BBIYUCIICHUS
xema" (puc.2), "lllar mukma payana" (puc.3) u tabnuiy "PaynmoBsie ¢pyHkmum RF"
(Tabm.1);

- ucxomuoe coobmenue (3 OykBbl (paMUIIMH) B CHMBOJBHOM U JIECATHYHOM
MPEJCTaBICHUSIX B COOTBETCTBUM ¢ KoanupoBkor Windows 1251;

- mpooOpa3 cooOIIeHusT B MICCTHAAIATEPUYHOM TMpeacTaBieHun (512 6wur),
BKJIIOYasl BCIIOMOTATEJIbHBIE €IUHUYHBIA W HyJeBble OUTBI, a TaKXke OWTHI,
OTpeesIoNnue JJIMHY COOOIICHMUS;

- UCXOJHble 3HaueHusa mnepemeHHbix A, B, C m D B mectHaguarepuaHoM
npenacrasieHuu (o 32 oura);

- g1 1-ro, 2-ro u 16-ro 32-OutoBoro Ojoka mnpooOpaza - pe3yabTaThl
BbIuKclieHud nepeMeHHbix A, B, C u D B miectHaanaTepuyHOM NpPEICTABICHUN IS
BCEX PayH/IOB;

3Ha4YeHUs IEPEMEHHBIX

Paynn|Wtepaiusi|B Havane UTepanyu |B KOHIIE UTEPALIUU
A B |[C [D |[A (B |[C |D
2
1
16
|
2
2
16
1
2
3
16
4 2
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- pe3ylmbTaT MTOrOBOTO CIOKEHHS II0 MOAYII0 232 HCXOIHBIX 3HAYCHHU
nepeMeHHbIX A, B, C 1 D co 3Ha4eHHUAMH STHX IIEPEMEHHBIX, OIYYEHHBIX MMOCIe 4-T0
payHaa B IIECTHAAaTePHYHOM IpeacraBieHuu (128 OHMT) 10 U IMOCIe IMepecTaHOBKH
Oamr.

OcHOBHbBIC IOHATHS

XemupoBanue (MHOTJAa XdIIMpOBaHWE, aHria. hashing) - mnpeoOpa3oBaHue
BXOJHOTO MAacCHBa JIaHHBIX TPOU3BOJBLHOM JUIMHBI B  BBIXOJHYIO  CTPOKY
¢ukcupoBaHHON MHBL. Takue mpeoOpa3oBaHMWsl  TaKXKe  HA3BIBAOTCS Xelll-
GyHKIUAMHU WM PYHKIOUAMHA  CBEPTKH, BXOJHONM MaccuB — Mpoodpa3oM, a
pe3ynbTaThl MpPeoOpa3oBaHUs - XellleM, XeHI-KOJ0M, Xel-00pa3oM, HH(pPOBbIM
0THEYATKOM WM JaiKecTOM co001eHus (aHriI. message digest).

Xem-(pyHKOMS — JIETKO BbUMCIUMAs (PYHKIUA, MpeoOpasyromas HCXOTHOE
COOOIICHUST TIPOU3BOJIBLHOM JIMHBI (MMpoo0pa3) B coOOIIeHNE (PUKCUPOBAHHOMN JTUHBI
(xem-o0pa3), IsI KOTOPOTO HE CyliecTBYyeT 3(PGEKTUBHOrO aiaropuTMa IOHCKa
KOJUIU3UH.

Kosunusuei s dynkiuu h HazpiBaeTcs Takas mapa 3HaueHu (X, y), uro h(x) =
h(y) mpu x # y. Takum oOpa3om xewm-(yHKUMS AOHKHA OO0JaaaTh CIEIYyOUIUMU
CBOWMCTBAMU:

- U1 JaHHOTO 3HadyeHus h(X) HEBO3MOXHO HAUTH 3HAYECHHME aprymeHTa X. Takue
Xenl-QyHKIIMM HAa3bIBAIOT CTOMKMMHU B CMbICJIe OOpallleHus WM CTOMKMMH B
CHJILHOM CMBbICJIE;

- Uil JTaHHOTO AapryMEHTa X HEBO3MOXXKHO HAaWTH JPYrol apryMeEHT Y TakoW,
1o h(x) = h(y). Takue xem-QpyHKIIMN HA3BIBAIOT CTOMKUMHU B CMbICJI€ BHIYMCJIEHUSA
KOJUIM3MI WA CTOUKHMH B €J1a0OM CMBbICJIE.

B cnydae, kxorja 3HaueHue Xeu-(GyHKIIMA 3aBUCUT HE TOJIBKO OT TPooOpasa, HO U
3aKpBITOrO KJ0Ya, TO 3TO 3HAYEHUE HA3BIBAIOT KOJAOM MPOBEPKH NOJJIHHHOCTH
cooomennii (Message Authentication Code, MAC), K0/10M IIPOBEPKH MOIJIUHHOCTH
naHHbIX (Data Authentication Code, DAC)W 1t HMHTOBCTABKOIJA.

Ha npakTtuke xem-(QyHKIUN UCTIONB3YIOT B CIAEAYIOUIUX EAX:

- I YCKOPEHHUsI IOMCKa JaHHbIX B B/[;

- U1 IPOBEPKHU IIEJIOCTHOCTH U MOJJTMHHOCTU COOOIIICHUN;

- U1 CO3JaHMs C)KaToro oopasa, mpuMeHseMoro B npoueaypax DIII;

- IS 3aIIUTHI ApoJisi B MPOIEAypaxX ayTeHTUDUKAIUY.

VYckopenus: moucka AaHHbIX. Hampumep, mpu 3amucu TEKCTOBBIX MMOJied B 0ase
JAHHBIX MOKET PaCCUUTHIBATHCS UX XEII-KOJA M JaHHBIE MOTYT MOMEIIAThCA B pa3jied,
COOTBETCTBYIOIIHIA 3TOMY XeII-KOAy. Torja mpu MOWCKEe JaHHBIX Haao OyAeT cHadasa
BBIYUCIIUTh XEII-KOJ TEKCTa M Cpa3y CTaHET HM3BECTHO, B KAKOM pazjelie uX Haao
MCKaTh, T.€. UCKATh HAJI0 OyJET HEe 10 Bcel O6a3e, a TOIBKO Mo OJHOMY €€ pa3neny (3To
CUJIBHO YCKOPSIET MOUCK).

BBITOBBIM aHAJIOTOM XEIIMPOBAHUSI B JAHHOM CIIy4a€ MOXKET CIYXKHUTh
pa3MellieHrde cioB B cioBape no andasuty. [lepBas OykBa ciioBa sIBISIETCS €ro Xelll-




KOJIOM, ¥l TIPA TIOUCKE MBI TIPOCMATPUBAEM HE BECh CJIOBAPh, a TOJIBKO pa3fen ¢ Hy>KHOU
OYKBOH.

[Tportenypa BbMMcIACHUsS (CTaHIApPTHAsS CXeMa alrOpUTMa) Xell-QyHKIHH
IpEICTaBJICHA Ha CIICAYIONIEM PUCYHKE.

( Ha4ano >

RN
AN

¥ h(T) =y

(o )

Puc.1. [Iponeaypa BeIuUCICHUS 3HAUYCHUS XEII-PYHKIIUH

1) K ucxomnomy cooOmienuto T nobaBiseTcss BcroMorarenabHas HHGOpMaIus
(manpumep, IuHA MPooOpas3a, BCIIOMOTaTelIbHbIE CUMBOJIBI U T.J.) TaK, YTOOBI JJIMHA
npooOpasza X ctana  kpaTtHoit  BenuwuuHe Lgs,  ompeaeneHHodl — cnenudukanmeit
(ctanmapTom) xemi-QyHKITUH.

2) nsg  vHANWAIA3AIMU  TOPOLEAYpPhl  XCHIMPOBAHHS  HMCIOJIB3YETCS
CUHXPOTIOCHLIKA Y.

3) IIpoo6pa3 X pazouBaercss Han OmokoBXi(i = 1 .. n) dQurcupoBaHHOM
muHbI L, HaJ KOTOPBIMHU BBITIOJHSICTCS OJHOTUITHAS Tiporieaypa xemupoBanus f(yi.,
Xi), 3aBUCSIIAs OT PE3yJIbTaTa XEIIMPOBAHUS MPEBIIYIIECTO OJI0KA Yi-1.

4) Xemr-oopazom h(T) ucxogunoro coobmienus T Oyner pe3ynbraT MpOIEAyphI
XEIIUPOBAHUS Yn, OJTYUYEHHBIN Mocie 00pabOTKH MOCIEAHETO OJI0Ka Xn.



MDS5S

MDS (anrn. Message Digest 5) — 128-OuTHBIA aJropuT™M XeEIMIMPOBAHUS,
paspaborannbiii mpodeccopom Ponampiaom JI. PuBectom wu3 MaccauyceTcKoro
TexHosiornyeckoro uHctutyTa (Massachusetts Institute of Technology, MIT) B 1991 .
SABnsercs ynydiieHHOM B 11aHe Oe30macHocTH Bepcueit MD4.

Huxe npuBeieH allrOpuT™M BBIYMCIICHUS Xela.

1. BoipaBHMBaHHE OTOKA.

B konen wmcxomHOro cooOmieHus, IMHOM L, NONMMCHIBAIOT €IMHUYHBIN OWT,
3aTeM HEOOXOAMMOE YHCIIO HYJEBbIX OUT Tak, 4ToObl HOBBIKA pazmep L' Obl1 cpaBHUM C
448 mo momymio 512 (L’ mod 512 = 448). Jlob6aBieHNe HYIEBBIX OUT BBIMOJIHSICTCS,
JIaXe eCIU HOBas JIJIMHA, BKJII0Yas €IMHUYHbBIA OUT, yKe cpaBHUMA C 448.

2. Jlo6aBJieHHe JJIUHbI COOOILIEHHUS.

K MoanpuuupoBaHHOMY COOOIIEHHIO JONUCHIBAIOT 64-OMTHOE MpPEACTABICHHE
JUTMHBI TaHHBIX (KOJIM4YecTBO OUT B coobOmenun). T.e. nnuHa coobmenust T cranoBUTCS
kpaTtHOM 512 (T mod 512 = 0). Ecinu 1imHa HCXOAHOTO COOOLIEHHs MpeBocxoauT 2% -
1, To nmomuchIBarOT TOJbKO mutanmue 64 Ourta. Kpome storo, mis ykazaHHOro 64-
OWTHOrO TMpEJCTaBICHUS JJIMHBI BHayaje 3aluChIBAIOTCA Miaamue 32 Ourta, a 3areMm
crapiiue 32 oura.

3. Ununmanusanus 0ygepa.

JI71st BBIYUCICHUN MHUIIMAIU3UPYIOTCS 4 TEPEeMEHHBIX pasmMepoM 1o 32 Outa u
3a/1al0TCSl HAYAJIbHBIC 3HAYEHUS (IIECTHAAIATEPUYHOE MPEICTABICHUE):

A=67452301;

B = EF CD AB 89;

C =98 BA DC FE;

D =10325476.

B aTux mepeMeHHBIX OYyayT XpaHWTHCS PpPE3yIbTaThl MPOMEKYTOUHBIX
BhlunciieHuid.  HawanbHoe  coctosinne ABCD Ha3piBaeTcsi ~ MHUIUAIM3UPYIOITUM
BEKTOPOM.

4. BoluucieHue xema B IUKJIE.

Hcxoanoe coobmenue pazouBaercs Ha Omoku T, mmunoin 512 6ut. s xaxmoro
0JI0Ka B IIMKJIC BBITIOJIHSIETCS TIPOLIeypa, IpUBeeHHAas Ha puc.2. Pesynbrat 00paboTku
BCEX OJIOKOB HCXOJHOTO COOOIEeHHs B BHAE OOBeAMHEHUS 32-OUTHBIX 3HAYCHUUN
nepeMeHHbIX ABCD u GyeT sSBIsIThCS XelIeM.



Bnok ncxogHoro coobuwenna, T
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Puc.2. IIIar o0CHOBHOT'O ITMKJIa BEIYMCICHUS XeIla

B kaxmom paynne Han nepemeHHbIMH ABCD n 61okoMm ncxomgnoro tekcra T B

nukie (16 wureparuil) BBIMOTHSAIOTCS OJHOTHITHBIE MPeoOpa3oBaHUs IO CIEAYIOUIEH
CXEME.
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Puc.3. Ogna urepauus nukia paysHia

VYcnoBHbIe 0003HAUEHHUS.
1) RF - paynnoBas ¢pyHKIMs, onpeensemMas o ClIeayromiei Tadaurie.
Tabmuna 1. Paynnossie pynkimu RF

No paynna Osop:enoiie ®dopmyia pacuera
byHKIIUN
F F(B,C,D)=(BAC)V(™BAD)
2 G GB,C,D)=(BAD)V(DAC)
H HB,C,D)=BCDD




4 I I(B,C,D)=C @ (-D Vv B)

2)tj- j-as 32-OmtoBas dYacTh OJoka uUcXomHOTO coobmenus T ¢ obpaTHBIM
MOPSIIKOM CIICTOBAHUSI OQIT;

3) ki - menast yacTh KOHCTAHTHI, OMIpeIeIIeMoi o popmyiie

ki=2%*|sin(i+ 16 * (r-1))]|, (1)

rje 1 — HOMEP uTepanuu UK ¢ = 1..16);
r — HoMep payHaa (r = 1..4).

ApryMeHT pyHKIIMH sin U3MepsieTcs B pajraHax.

4) HH — cnoxenwue 1o momyro 232,

5) <<<'$i — HUKJIMYECKUI CABUT BJIEBO HA S; pa3psIOB.

Hcnons3yemas 32-0uToBasi 4acThb 0JIOKa UCXOIAHOTO COOOIIEHUS tj U1 BEIMYMHA
[UKIMYECKOTO CJBUra BJIEBO Si3aBUCAT OT HOMEpa HWTEpallud W TMPUBEIACHBI B
cieayromiei Taduiie.

Tabnuna 2. BeanuuHbl, KCHOJIb3yeMbIE Ha IIare [UKJa payHaa

No ureparuu |12 |3 (4 |5 |6 |7 |8 |9 [10[11]|12]13|14]|15]|16
G [ti|t2 [t3 |ts [ts |te |[t7 |ts [to |tio|tin|ti2|ti3|tia|tis|tie
i |7112(17(22|7 [12|17(22(7 (12{17|22|7 |12{17|22
G (2|t [tiz |t |te [tin|tie|ts [tio|tis|ts |to |tia|t3 |tg |ti3
si 519 |14]20|5 [9 [14]20(5 |9 [14{20]5 |9 |14|20
ti [te|to [tiz|tis|ta |ts [tg |tir|tia|ts [ta |t7 [tio|ti3 |ti6|t3
si [4111(16]23(4 |11[16|23|4 |11|16(23|4 [11|16(23
G [ti|ts |tis|te [tiz|ts |t |t2 [to [tic|t7 |tia|ts [tiz|t3 |tio
s; |6]110(15(21|6 [10[15(21|6 [10{15(21|6 |10{15]|21

Paynn 1

Paynn 2

Paynn 3

Paynn 4

[Tocne 4 payagoB HoBoe (MOAU(DUIIMPOBAHHOE) 3HAYCHHE KaXIOW U3
nepemeHHbIX ABCD cknagsiBaetcs (HH) ¢ MCXOAHBIM (3HaYE€HUEM TIEPEMEHHOMU 10 1-To
payHza).

5. IlepectanoBka G6aiit B mepemeHHbIXx ABCD. [locine 06paboTku Bcex 0JIOKOB
HUCXOJHOTO  COOOIIEHUS] JUISI KaXIO0W TePpEeMEHHOM  BBINOJIHSIETCS  oOpaTHas
nepecTaHoBKa OauT.

IHouck KoJLUTH3MH.

B 2004 r. kuraiickue ucciaenoparenu Ban Csotonb (Wang Xiaoyun), @en J[pHryo
(Feng Dengguo), Jlait Cronizs (Lai Xuejia) u FOit Xyn6o (Yu Hongbo) o0bsBuiu 06
0OHapy>KCHHOW UMU YS3BUMOCTH B aJICOPUTME, TIO3BOJISIIONIEH 3a HeOobIoe Bpems (1
yac Ha kiactepe IBM p690) HaxouTh KOJUTA3UU.

Ilpumenenue mmdpoBaHus NJIM NOJy4YeHHs Xell-00pa3a
JInst BBIpaOOTKM yCTOWYMBOTO K KOJUTU3MSIM XE€II-00pa3a MOTYT MPUMEHSITHCS
CHeluaIbHbIe PEXKUMBI, IPEyCMOTPEHHBIE B OJIOYHBIX K(pax (HanpuMmep, CLEIUICHHE



omokoB mmdpa y DES), unu B camoii xem-QyHKIHH, KaK COCTaBHAs 4YacTh, MOXET
UCIIOJIb30BATHCS OJIMH U3 PEKUMOB OJIOYHOTO MmHUdpa.

HamoMHuM 4TO B ciiydae, KOrja 3HaueHUe Xell-QyHKIHUUA 3aBUCUT HE TOJIBKO OT
npooOpaza, HO W 3aKPHITOTO KIIOYa, TO Xel-00pa3 Ha3bIBAIOT KOJAOM NPOBEPKH
noIMHHOCTH cooduenuii (Message Authentication Code, MAC), ko10oM npoBepPKHU
noaJiMHHOCTH JaHHbIX (Data Authentication Code, DAC) 1 HMMHTOBCTABKOM.

B kauectBe nmpumepa npuseaem pexxuMm DES-CBC (cuemienue 010koB mudpa -

Cipher Block Chaining).
Co T4 Tz Th
s A i
g DT >}
¥ k I k.
3awngpoeaHme DES-ECB DES-ECB i DES-ECB
A J Y I i_
|

Puc.4. Cxema anroputma DES B pexume crerieus: 6J10KoB mudpa

[Mocnennuii 3ammdpoBanHbii 070k Cyp M ecTh xemr-oopaz coobmienus T = {Ti,
TZ, coey Tn}.

Bomnpocs! 111 caMOKOHTPOJIA
. Bunel mmdpoBanus JaHHBIX.
. CummeTpuyHoOe mudpoBaHue.
3. AccuMmeTrpuyHoe mH(ppPOBAHUE.

N —



IIpakTn4yeckoe 3ansitue Ne6. Unenrndukanus u ayreHTuGuKanus
Heab: n3yunTsh npouesypsl UASHTUPUKALUN U ayTEHTUPUKALUH.
Xoxa pabdoThi:

HeoOxoaumo  mpuBeCTH  MOCJIENOBATEIBLHOCTh  BBIMOJHEHUS  MPOLIEIYP
UACHTU(UKAIMK/AyTeHTU(PUKALIUY C UCTIOJIb30BAHUEM CJIEAYIONIUX CIIOCOOOB:

- Ha OCHOBeE asiropuTMa RSA;

- no cxeme [IHoppa;

- no cxeme Deire-Ouara-lllamupa.

[Tpu BbIOTHEHUH 331aHUS HEOOXOIUMO MPUBECTH TAOIMIIBI T€HEPALUU KITIOUeH
u ayreHTuukauud. B kauectBe ciydaiiHoro umcina (k wiM r) OPUHATH KOJBI,
COOTBETCTBEHHO, 1-0#, 2-0#1 u 3-eii OyKBbI CBOEH (haMUIMH COTJIACHO UX MOJOXKEHHUIO B
andaBure.

OO0mue cBeneHnst

HNnentudurkanus (anrn. identification) - mpoiiecc pacro3HaBaHHsl CYHTHOCTEH
MyTeM NMPUCBOCHUS UM YHUKAIBHBIX METOK (MIEHTU(HUKATOPOB, JIOTUHOB).

AyrenTudurkanusa (anri.  authentication) -  mpoBepKa  COOTBETCTBUS
(MOTMHHOCTH) CYITHOCTH TPEIBABICHHOMY €0 HuAeHTHUHUKATOPY. (3aMeTuM, YTO
IPOUCXOXKJIEHUE PYCCKOS3BIYHOTO TEPMHUHA «ayTEHTU(PUKALUS HE COBCEM IOHATHO.
AHrnuiickoe «authentication» ckopee MOXKHO MPOYUTATh KaK «ayTEHTUKALIUS; TPYAHO
CKa3aTbh, OTKyJa B CEpEANHE B3sUIOCH eIle «Pu» — MoxKeT, u3 uaentudukamuu? Tem He
MEHee, TepMUH ycTosuics U 3akperieH B PJ 'octexkomuccuu PD).

J1J1s IOMHOTHI KApTUHBI IPUBEJIEM OTIPEICTICHUE TePMUHA aBTOPU3AIINS, KOTOPBIHA
HE CJeAyeT MyTaTh C ABYMs BbIIICTIPUBEACHHBIMU. ABTOpHM3anus (aHri. authorization)
- TPEIOCTaBICHUE CYIIHOCTH BO3MOKHOCTEH B COOTBETCTBUU C TIOJIOKEHHBIMU €M
IpaBaMU WIHM MPOBEPKA HAJTUYHSI MPAB MPH MOMBITKE BRIMOIHUTH KaKOe-Tu00 JeHCTBUE.

Unentudukanus u ayTeHTUPUKAIMS — 9TO TIEpBas JMHUS OOOPOHBI, «BXOIHAS
JBEph» B MHGOPMAIIMOHHOE MPOCTPAHCTBO OPTraHU3AIIH.

Nnentudukamms MO3BOJISIET CyOBeKTy (monp30Barerto, porieccy,
JEUCTBYIOIIIEMY OT WMEHHU ONPENECTIECHHOTO TOJb30BaTelNsd, WIM HHOMY ammapaTHO-
IPOrpaMMHOMY KOMIIOHEHTY) Ha3BaTh cebsi (cooOmmTth cBoe umsi). llocpeacTtBom
ayTeHTU(UKALUKU BTOpasl CTOpOHA yOexaaercs, YTo CyOBbeKT NEeHCTBUTENBHO TOT, 3a
KOTI'O OH ce0s BBIIAET.

Nnentudukanus CpogHu NPHUCBOCHUM HMEHU peOeHKY (HE COBCEM TOYHOE
CpaBHEHHE, HO Bce ke). B moboli uHDOPMAIMOHHOW CHUCTEME JOJIKHBI OBITh
OTIpe/ieNieHbl BCE CYOBEKTHI, yUacTBYIOIKE B HH(pOpMammoHHOM oOMeHe. YacTh U3 HUX
MOJKET OBITh CTPYNIIUPOBAHA, €CIIM OHU HAJIEJICHBI OJJUHAKOBBIMU (CXOKMMH) TIPaBaMu
1 00Jaat0T OJIMHAKOBBIMH (CXOKUMHM) XapakTepucTukaMu. Kaxplil cyobekT (rpymnmna
CyOBEKTOB) JOJKEH 00J1aAaTh YHUKAIBHBIM UMEHEM (0003HAUYCHHUEM ).

Aytentudukarus ObIBacT OJHOCTOPOHHEN (0OBIYHO KIIMEHT JOKAa3bIBAET CBOIO
MO/UIMHHOCTh ~ CEPBEPY) U ABYCTOPOHHe# (B3auMHoii). IIpumep oaHOCTOpOHHEN
ayTeHTU(PUKAINH — TIPOLIEypa BXO/1a MOIH30BATENS B CUCTEMY.

CyObeKT MOXKET TOATBEPAUTh CBOIO TMOJIMHHOCTh, TPEAbSIBUB OIUH W3
CIIEYIOIUX ayTeHTUPUKATOPOB:



- HEYTO0, YTO OH 3HaeT (Mmapoiib, JHYHBIM HACHTU(UKALIUOHHBIA HOMED,
KpunrorpadhuuecKuil KIto4 U T.11.);

- HEYTO, YeM OH BjaJeeT (MacmopT, JUUYHYK KAPTOUKY WIM MHOE YCTPOMCTBO
aHAJIOTMYHOT'O Ha3HAYEHUS);

- HEUTO, YTO €CTh YaCTh €r0 caMoro (roJjioc, OTHe4YaTku nanbles, oopasen JHK u
T.IL.).

B Tom cnywae, ecaum B Xoze HpoOUEAYypbl ayTEHTU(UKALUU KIUEHT IOJDKEH
MPEABSIBUTH cpa3zy HECKOJIBKO ayTeHTU(HUKATOPOB, ayTeHTU(UKaLUs
Ha3bIiBaeTcsi MHOrogakropHoi. Hanpumep, B xone AByX(akTOpHOW ayTeHTH(PHUKALNN
KJIMEHT JOJDKEH 3HATh NAPOJIb U BOCIIOJIB30BATHCS JIMYHOU KaPTOUKOM.

PaccMoTpuM  OCHOBHBIE MPOTPAMMHO-TEXHHYECKHE CIOCOOBI  peanu3aliu
UACHTU(DUKAIINY U ayTeHTU(DUKAIIN:

- IapoJu;

- C UCIOJIb30BaHUEM XelI-QYHKIINH;

- Ha OCHOBE MHU(POBAHUS C OTKPHITHIM KJIFOUOM;

- cepBep ayreHTudukanmu Kerberos;

IHapoabHas uaeHTUGUKANUS/ayTeHTU(PUKATNSA

BBeneHHBINM 1OJIB30BATENIEM IAPOJIb CPABHUBACTCSA C I1APOJIEM, MMEIOIIMMCS B
b1, xpansieiica B 3anuiiaeMond nHGOPMAITMOHHONW CUCTEME, U €CJIM OHU COBMAJAIOT,
TO JAETCS Pa3pelICHHE Ha UCIIOJIB30BAHUE 3AINIIAEMBIX PECYPCOB.

['1aBHOE JOCTOMHCTBO NApOJIBHOM  ayTeHTU(HKAUMM  —  OPOCTOTa  H
npuBbIMHOCTG. [laponu naBHO BetpoeHsl B OC, CYDB/l u nporpammubie poayKTsl. [Ipu
MPaBUILHOM HCIOJIb30BAaHUU TNApOJUM MOTYT OOECHEYUTh MPUEMIIEMBIM i MHOTHX
OpraHu3alMii ypoBeHb 0€301acHOCTH. TeM He MeHee, 0 COBOKYITHOCTH XapaKTePUCTUK
UX CJIEyeT NMPU3HATh CAMBIM CJIA0BIM CPEACTBOM MPOBEPKU MOAJIMHHOCTH.

[TaponbHast ayTeHTU(PUKALMS UMEET MAacCy HeJOCTATKOB:

- KaK MpaBuio, Mapojib TEHEPUPYETCS B OJTHOM MecTe (HalpuMmep, Ha cepBepe) U
J0JKEH OBITh MepejiaH BO BTOpoe (HampuMmep, KineHty). [Ipu nepegade mapois MOKET
OBITh MIEPEXBAUYEH 3JI0YMBIIITICHHUKOM;

- mHorue OC W NpUIIOKEHHS] UMEIOT MapoJiv, YKa3aHHBIE MPOU3BOIAUTENIEM I10
ymourdanuio. [Tocie ycTaHOBKH TaKOM CHCTEMBI OY€Hb 4acTO 3a0BIBAIOT UX YAaauTh. b/l
CTaHJAPTHBIX MApOJIE MOXKHO HaTH B IHTEpHETE;

- 3JOYMBILUICHHUK MOXET nonyuuTs bJl maponed, XpaHammxcs B
3amu(poBaHHOM BUJIE, U BOCIIOIb30BATHCS €if:

- B Windows NT/2000/XP yuerHble 3anucu (MOJIb30BATENN W MAPOJIN)
xpansaTes B (Qaitne «%System Root% \ System32 \ Config \ sam». Ilpu
paboraromieit OC noab30BaTeNb HE MOKET BBINOJHATH OMEPALUUA YTCHUS/3aMUCH
c naHHbIM (aiiiom (OsoKMpyeTcs mpoleccoM lsass.exe, «yOUTh» KOTOPBIN
HEBO3MOHO). [lomyuuts goctyn Kk @aitmy MoxkHo, 3arpy3uB OC ¢ apyroro
HocuTens. J[pyroii BapwaHT 3akiIr04aeTcsl B MCIOJb30BaHUU (aiina «%System
Root% \ Repair \ sam». OH moctymeH sl YTEHUs/3amMUCH, HO, KaK IMPaBUIIO,
COJIEP>KUT IMAPOJIA «CTOJIETHEN» TaBHOCTH;

- B panHux Bepcusax Unix aiin ¢ ydeTHbIMU 3anUCsIMU «/etc/passwd» ObLa
JIOCTYNEH JUI YTEHUS JIOOBIM JKeNarolMM. B COBpeMEHHBIX pPa3HOBUIHOCTAX



Unix ¢aiin ¢ maponsimu «/etc/shadow» mnm «etc/secure» HOCTYNEH TOJBKO C
NPUBWJIETUSIMU CyTiepBH30pa. [[pyroil cnocod mojgydyeHus AOCTyNa K MapoJisiM —
oOpylieHus mnpoluecca, oopamaromierocs: k gainy ¢ napossimMu. [lpu stom Unix
co3naet (aitn «core dumpy, comepkaliyil Jammn nHaMsaTH (C MapoIsIMHu);

- mocine nodydeHus (daitia ¢ 3alM(pPOBAHHBIMUA  MAPOJIIMH  MOKHO
BOCIIOJIb30BATHCS MHOTOYUCIIEHHBIMU MTPOTpaMMaMU-B3I0MIIMKaMu. OTHUMH U3 CaMBbIX
MONYJIIPHBIX B3IOMIIUKOB sABstoTcs: 111 Windows — LOphtCrack, nis Unix — John the
Ripper. Bpems, TpeGyemoe mayis B3i0oMa MHapoisi, 3aBUCHUT OT €ro kaudectBa. Tak,
Hanpumep, B3aoM mapois st LOphtCrack Ha xommbroTepe ¢ mporeccopom Xeon 400
MI'1 npu UCIIONB30BAHUM:

- udp ¥ JATUHUITEI — 5,5 9acOoB;

- Bcex cuMBOJIOB — 480 yacos.

- KpOME€ TIePEYHCIICHHBIX BBIIIE TPHEMOB B3JIOMa TMApOJIEH, WX MOXKHO
MOJACMOTPETh (HampuMmep, ¢ TIOMOIIbIO  ONTHYECKHX IPUOOPOB), COOOIIUTH
Ipyry/moapyre (€Ciau CeKpeT 3HAIOT JIBOE — ITO YK€ HE CEKPET), 3alucarh Ha OyMaxke
U TIPUKJICUTH HA KJIABUATYPy WK MOHUTOP U T.II.

Tem He MeHee, Tak KaK MapojbHas 3allyTa UCIOJIb3YeTCS BO MHOTUX MPOAYKTaX
U CUCTEMAaX, MOXXHO IMOPEKOMEHIOBATh CJIEIYIONIUE MePbl, MO3BOJISIIOIINE MOBBLICUTH
HA/IE’KHOCTDH MAPOJIbHOM 3alIIUTHI:

- HAJOXKEHHWE TEXHUYECKUX OrpPAaHMYCHUU (Maposib JOJKEH OBITh HE CIUIIKOM
KOPOTKUM, OH JOJDKEH COAepKaTh OYKBBI, MU(PHI, 3HAKW MyHKTyaluu W T.1.). Emne
JydIIie BOCTIONB30BAaThCS MPOrpaMMaMU - TeHEepaTOpaMu TapoJjieit (KIrodei);

- OrpaHWYEHNE J0CTyNa K (DaiiTy ¢ MapoJIsIMH;

- yaaneHue pe3epBHbIX konui ¢aiinoB ¢ napoisimMu («%System Root% \ Repair \
samy);

- WCMOJIb30BAaHUE 3alIUIICHHBIX MPOTOKOJIOB OOMEHa KiIro4YaMu (Hampumep,
OCHOBaHHBIC HA IPOTOKOJIE oOMeHa kitouaMu Judbdu-Xenamana);

- OrpaHWYCHHE YKCJIa HEYJAYHBIX IMOMBITOK BXOJIa B CHUCTEMY (3TO 3aTpPyIHUT
npuMEeHeHue «Meroaa rpyooit cuibl»y). B Windows 2000 u XP stor mapametp
yCTaHABJIMBAETCA MO MNyTH «AJAMUHUCTpUpoBaHue / JlokanmpHas  MOJNMTHKA
6e3onacHoctH / [lonmutuku ydetHbix 3anuceii / [lonutuka GJIOKMPOBKH YU4ETHOM 3aucH
/ TloporoBoe 3HaueHue OJ0KUPOBKM». Tam xe («IIoTuTHKH yueTHBIX 3amucein») MOKHO
HAaCTPOUTHh CPOK OJIOKMPOBKH YYETHOW 3alUCH, MUHUMAJIBHYIO JJIMHY MapoJisi, CPOKU
€ro ACUCTBUA U T.IL.;

- ymOpaBlieHHE CpPOKOM JICWCTBHS Tapojiel, WX IepuoandYecKas CMEHa,
UCIIOJIb30BAaHUE CCAHCOBBIX KITFOUCH;

- YIQJIEHUE MApOJIEN YBOJEHHBIX WM JUIICHHBIX ITOJITHOMOYUN MMOJIb30BATEIEH.

IIporoxkosa uaeHTHPUKAMUA/AYTEHTU(PUKALUM € UCII0JIB30BAHUEM XelI-PYyHKIIMHU
HamomuuMm, 9T0 Xem-yHKIUS — JIETKO BhIYUCIHMAs (QYHKIHS, PeoOpas3yrorast
MCXOJTHOE COOOIICHHS TTPOU3BOJILHON JUTHHBI (TTPo00Opa3) B cooOIeHne GuKCUpOBAHHOE
JUTMHBI (Xem1-o0pa3), Il KOTOPO He CymecTByeT 3(PGEeKTHBHOTO aJropuTMa MOMCKA
KOJUTU3UH.
[Tpu wunentudukanmu/ayTeHTUPUKAUN TOJIb30BAaTEAb BBOJAUT Maposib, a IO
KaHaJdy CBSI3M BBICBUIAETCS €ro xemi-oopas. IIpoBepsitomiasi cuctemMa CpaBHUBAET




BBEJICHHBI XeMl-o0pa3 ¢ 00pa3om, XpaHsmemMcs B WHGOPMAIIMOHHOW CHUCTEME st
ATOTO TOJB30BATENIA M B CIydae WX COBMAJACHHUS paspemraet IocTyn. Takum oOpasom,
CHCTEMa HE XpaHUT MapoJieH, 4TO MOBBIMIACT €€ 3aAIMUIIICHHOCTh (10CTOMHCTBO).

HenocTaTok NpuBEeIEHHOW CXEMbI 3aKIIOYaeTcsi B TOM, YTO BCE pPaBHO
HEOOXOMMO KaK-TO TepefaBaTh Xem-o0pa3 Juisi XpaHEHUS B CHUCTEME WM IS
ayTeHTU(UKAIUYA U HA 3TOM IyTH €T0 MOXKET NEPEeXBAaTUTh 3JI0YMBIIIICHHUK, a 3aTeM
BOCTIOJIb30BAThCS MIM.

IIporokoJ uaeHTH(PUKauK/ayTeHTHPUKANMA HA OCHOBe M (ppoBaHuU €
OTKPBITHIM KJIIOYOM

[[Inupokoe pacnpocTpaHEeHUE NIPU UIACHTU(DUKAIINN U ayTCHTH(PUKAIINHA TTOTYIHIIN
OpOTOKONBI Ha 0a3ze acummeTpuyHoro mudpoBanus. CyliecTByeT —ACCITKU
Pa3HOBHUJIHOCTEN TaKWX MPOTOKOJIOB, HanOoJiee M3BECTHBIMH M3 KOTOPBIX SBIISIFOTCS
IPOTOKOJIBI Ha OCHOBE anroputmMoB RSA, cxembl  Deitre-Ouata-Ilamupa, I1ib-
I'amas, IIHoppa u T.1.

I. ITporokos ayreHTHGUKAINMA HA OCHOBe aJropurma RSA.

Oran 1. ['enepanus Kirovei.

1. A reHepupyeT OTKpBIThINA {€=5, =91} u 3akpeIThiii {d=29} Kit0oUM.

2. A mepenaeT OTKpbITHIN KoY b.

Orarn 2. AyteHTuduKanusi.

Tabnuna 1. Ayrentudukainuys Ha oCHOBe asiropuTMa RSA

No Onucanue onepanuu [Tpumep
n/m
. _ k=23
b BoiOupaer cinyuaiinoe unciio k (0 <k <n), Berunciger r =k*mod | = 55
1 r=23"mod
N ¥ MOCHIIAET I' A.
91=4
> — 429
2 |A Beramcnser k’ = rf mod n u noceinaer k’ B. k 914: 2rr310d
3 b nposepsier cootHomenue k = K’ u, ecinu OHO HCTHHHO, 23 =123
MPUHUMAET JI0KAa3aTEeNbCTBO, B IPOTUBHOM CIIy4ae - OTBEPraer.
II. Cxema ayrenTuduxkanuu Kiaayca llnoppa.
Oran 1. ['enepanus kirodeit (BIMOMHSET A).
Tabnuma 2. 'eneparus kmoueit o cxeme Kiayca [llnoppa
No Onucanue onepaiuu ITpumep
/T
1 BriGuparoTcst ABa IPOCTHIX YUCHA P U q TaKUe, 4TO p=23,q=11
(p-1)modq=0.
2 |BbeiOupaercs cekpeTHbii Kiou X (0 <x <q). x =38
4 _ g=3
3 |BeiOupaercs g, aist kotopro g4 mod p = 1. (31 mod 23 = 1]
4 |BeiOupaercsa y, 11t kotoporo (g* * y) mod p = 1. y=4




[(3% * 4) mod 23 = 26244
mod 23 = 1]

5 |IlyOnukanusi OTKPBITOrO Kito4a {y, g, p}.

Oran 2. AyreHTu(puKanus.
Tabmmma 3. Ayrentuduxarus mo cxeme Kiayca [IInoppa

No Onucanue onepamuu [Tpumep
n/m
. _ k=6
A BbIOUpaet ciyyaitnoe uncio k (0 <k < q), BeIYuCIsieT r = 6
I | r=3"mod 23
g“mod p u nocenaet r b. _ 16
) b BeIOMpaeT ciyyaiinoe uuciio e (0 < e < 2'), riue t - HeKOTOPBI e=4
IapaMeTp, U ITOCBUIAET € A.
s=(6+8*4
3 |A Beruuciser s = (k + x * e) mod q u noceinaet s b. ( _ )
mod 11 =35
b nposepsieT cootHoteHue r = (g° * y°) mod p u, eciu oHO 16 = (3° * 4%
4  |BBITIOJIHSIETCS, PUHUMAET JJ0KA3aTeIbCTBO, B IPOTUBHOM CIIy4ae mod 23
- OTBEpraer.

Jlns obecneuenus croiikoctu mpotokosa B 1989 r. IIHopp pexomeHoBan
MCIIOJIb30BaTh P JUIMHOM 512 our, q qnuHoin 140 out u t = 52.

II1. Ynpoumennas cxema ayrentupukanuu ®eire-Ouara-Illamupa.

JlanHass cxema Oa3upyercss Ha MPOTOKOJIE JOKA3aTelbCTBA C  HYJIEBBIM
pazrinamenueM. IIpoTokoJ goka3arebCTBa ¢ HYJEBbIM pasrjanieHueM (CeKkpera) -
MHTEPaKTUBHBIA (MHOIOPAYH/IOBbIN) BEPOSITHOCTHBIN MPOTOKOJ 0OMeHa MH(pOopMalueH,
KOTOPBIH TO3BOJISIET OJTHOM CTOpPOHE JI0Ka3aTh BTOPOW CTOpPOHE 3HAHUE ceKpera 0e3
PaCKpBITHS CaMOro cekpera. BeposTHOCTHBIN XapaKkTep NPOTOKOJIAa TOBOPUT O TOM, YTO
B pe3yibTare oOMeHa MH(popMalueil y 0Ka3bIBaoLEl CTOPOHBI, €ClIM OHA HE 3HAeT
CEKpeTa, eCTh BCE-TaKH MaJIblii IIIaHC YOEUTh BTOPYIO CTOPOHY B 3HAaHUU CEKPETA.

CyTb I0Ka3aTeabCTBa C HYJIEBBIM pa3rJlallleHUEM MOMYJISIPHO MOXXHO OOBSICHUTH
Ha npumepe «nemepm AJ'IaI[I[I/IHa» (aBTOpHI - JKaH- }KaK KI/ICKaTep u Jlyu I'nity).

Puc.1. Ilemepa Anagnuna

B nemepe nmeercsa notaitHas nasepb C-D, OTKPBITH KOTOPYIO MOXET TOJIBKO TOT,
KTO 3HAeT BOJIIEOHBIE CIIOBA. AJjMca XOYeT jA0Ka3arhb boOy, 4TO 3HaeT BoJICOHBbIE




ClIOBa, HO HE XoueT uX packpbiTb boOy. Torma Anuca moxer yOemuth boba
CJIeIYIOLUM 00pa3oM.

1. Bo6 cTout B Touke A.

2. Anmuca npoxoaut kK Touke C wim D.

3. bo06 mpoxoaut k Touke B u mpeanaraeT Anuce MOSIBUTHCA C JIEBOTO MPOX0Ja
WJIU C TIPaBOTO.

4. Anuca BBINONHSET MPOCHOY, HCMONB3YS, €CIU HEOOXOIUMO, BOJIIECOHBIC
CJIOBA.

5. Anuca u bo6 t pa3 noropstot maru 1-4.

Ecnm Anmca HEe 3HAET CEKpeTa, TO BEPOSATHOCTH INPABUIBHO BBIUTH Yy HEE B
kaxaoM payHae 50%. Ecnu marm noBTOpUTSH t pa3, TO BEPOATHOCTh MPABHIBHOIO
BBIXOJIa BO BCex ciydvasx | mianc Ha 2'. Hanpumep, npu t=16 y Anwucel Bcero 1 1ranc u3
65536 (= 2'9).

[IpakTrueckasl peanuzanysi IPOTOKOJIA C HYJIEBBIM pas3rilallieHUEM Ha IIPUMEpE
cxembl ayTeHTUGuKan deitre-Ouata-I1lamupa.

Orarn 1. I'eneparnus ktouelt (BeimoaHseT [locpennuk).

Tabnuna 4. I'enepanus kiatoueit o cxeme Peire-dGuara-Illamupa

No Onucanue onepanuu [Tpumep
n/m
1 Bri6upaetr MOyib N, paBHBIN MPOU3BENCHUIO IBYX POCTHIX p=5,9q=7,n
YHCEN P U (. =35

Bri6upaet uucio v, sBisitonieecs: KBaJApaTUIHbIM BIYETOM T10
MOJYJIIO N M MIMEETCS 00paTHOE 3HAYEHHUE V! 110 MOIYIIIO N.

KBagpaTu4HbIi BbIYET — YHUCJIO, YJIOBIECTBOPSIOIICE x=4
BBIpaskeHnIo x> mod n = v, rae 1 <x <n. Jiing moxyns n = 35, v =4?>mod 35
KBaJIpaTUYHBIMU BblueTaMu siBistoTCs 1 (x =1, 6, 29, 34), 4,9, 11, =16

2 (14,15, 16, 21, 25, 29, 30. vi=11
O6parHoe 3Hauenue Brumrcisgercs mo gopmyne (v * vymodn= |[[(16 * 11) mod
1. 35=176 mod
VY kBagpaTudHbIX BeIYeTOB 14, 15, 21, 25 u 30 HeT 0OpaTHBIX 35=1]

3HAYEHHUI IO MOLYJIIO.
Takum obpazom, v € {1,4,9, 11, 16, 29}.

. =9
3 OmnpenensieT 3aKPhITHIA KITIOY § - HAUMEHbBIIICE 3HAUYCHUE, 9% mod 35 =
YIOBJIETBOPAIOLIEE BhIpaXkeHuto s> mod n = v, 1]
4 [TyOnukarust OTKpbITOro Kito4a {v, n}.

ITepenaya A 3aKpbITOrO KJItOUa s.

Oram 2. AyreHTudukanus.

Tabnuma 5. Ayrentudukanus no cxeme ®eiire-dOuata-lllamupa

No Onucanue onepanuu [Tpumep




n/m

1 A BpIOUpaet ciaydaitHoe ynuciio r (0 <r <n), r=38
BBIUKMCIISET Z = 12 mod n u nockltaer z B. z=8>mod 35 =29

2 |b noceiaet A citydaiiHblid OuT b. b=0 b=1
Ecmu b=0, To A noceutaet b r, unaue - y = (r * s) mod r=28 y=(8*9)
n. mod 35 =2

4 |Ecim b=0, To B nposepser, uto z = r> mod n, nHaye - 29 = 29=(2%*
z=(y** v) mod n. 82 mod 35| 16) mod 35
PaccmoTpennsbii MOPSA0K OIepauu, BBINIOJTHCHHBIN 1 pa3

Ha3bIBaeTCs aKKpeauTanmei (payHaom). Ecnu nepByro onepanuio NOMEHSATh MECTaMU
CO BTOpOH, TO A, JaXe HE 3Has 3aKPBITOTO KIIOYa S, MOXKET M0J00paTh TaKoe
3HAYEHHE I, KOTOPOE OyJEeT MPUBOAUTH K YCHEIIHOW aKKpEeIUTaluu B OOOUX CIydasx
(b=0 m b=l1). IlogoOpaTh ke Takoer, KOTOpoe OyIeT NPUBOAUTH K YCIEIIHON
aKKpeIuTauud B OOOMX CiIy4asx OJHOBPEMEHHO HEBO3MOXHO. Takum o0Opazom,
€CJIM A HE 3HAeT 3aKPbITOTO KIIIOYa S, TO BEPOSITHOCTh YCIEUIHOW aKKpeIuTaluu
(mombopar) paBHa 100% / 2. AxkpeauTtanusi moBTopsieTcs t pa3, Mmoka He Oyner
aocTurayTa Tpedyemas BeposatHocTh 100% / 2, 4To A He 3HAeT 3aKPHITOro KIIt0Ya §.
Crnenyer OTMETHUTH, UYTO NMPHUBEACHHBIE BbIlIE NPOTOKON Ha Oaze RSA u cxema
lHoppa, MO CBOEH CyTH, TOXE MOXHO OTHECTH K IPOTOKOJAM JOKa3aTeJIbCTBA C
HYJEBBIM pasriamieHueM. Beab ayTeHTHUIMpyemass CTOpPOHA JOKa3blBaeT 3HAHHE
CeKpeTa (3aKkpbITOro Kioya), He pasrmiamas ero. Ilpm »3TOM  mpoueaypa
ayTeHTU(UKALUYA HOCUT ACTEPMUHUPOBAHHBIN XapaKTep U BBIMOIHIETCS BCETO 3a OJUH

payH/I.

Cepsep ayrenTudguxanuu Kerberos

Kerberos — nporpamMmHbIil IpoayKT, pazpadoTaHHblil B cepenune 1980-x rogos B
MaccayyceTckoM TEXHOJIOTMYECKOM HWHCTUTYTE€ M MpETEepHeBUIMI ¢ TeX MHOop pal
NPUHIUIUAIBHBIX H3MeHeHud. Kimentckue komroHeHThl Kerberos mpucyTCTBYIOT B
OonpMHCTBE coBpeMeHHbIX OC.

Kerberos mpennasnadeH 1jisi penieHust ciemyromiei 3agaun. MiMeercss OoTKphITas
(He3aluIIeHHast) CeTh, B y3JIaXx KOTOPOH COCPENOTOUYEHBI CYOBEKTHI — MOJB30BaTENH, a
TaK)K€ KIMEHTCKHE M CEpBEpPHbIC NPOrpaMMHBbIE KOMIOHEHThl. Kaxaplii cyOBeKT
oOnanaer cekpeTHbIM KiIo4oM. YToObl cyOBbekT C MOr qoKa3aTh CBOIO MOUIMHHOCTD
cyowekty S (6e3 atoro S He ctaHeT obcmyxkuBaTh C), OH JIOJDKEH HE TOJBKO Ha3BaTh
ceOsi, HO M TPOAEMOHCTPUPOBATh 3HAHHWE CEKPETHOro Kioya. C HE MOXKET MPOCTO
1ocJIaTh S CBOM CEKPETHBIM KIII0Y, BO-MIEPBBIX, MOTOMY, YTO CETh OTKpHITA (JOCTyIHA
JUTSI TACCUBHOTO M aKTUBHOT'O MPOCIYIIUBAHUs), &, BO-BTOPBIX, TOTOMY, YTO S HE 3HAET
(1 He momxeH 3HaTh) cekpeTHbld Kiou C. Tpebyercsa MeHee NPsIMOJMHENWHBIN crIoco0
JEMOHCTPALIUY 3HAHUS CEKPETHOTO KJTH0Ya.

Cuctema Kerberos mnpencraBiser coOol JOBEPEHHYIO TPEThIO CTOPOHY (T.e.
CTOPOHY, KOTOpOHl  JOBEpSIOT  BCE), BIAJCIONIYI0  CEKPETHBIMU  KJIHOYaMH
00CITy’KMBAaEMBIX CyOBEKTOB U TOMOTAIONIYIO UM B TIOTIAPHOW MPOBEPKE MOITMHHOCTH.




Llepbep Knuent CepBep

D Dstd |

Mas_c = encrypt(ke, Kes)

TGT = encrypliks, {IDc, |Pg, kes, LTaT}) )
v ~ {Mase, TGT)

kes = decrypi(ke, Mas_c)

Mc_s = encrypt(Kkes, {IDe, ts})

T mesTon
| j {ID¢, 1P, kes, L1oT} = decrypt(ks, TGT)
:‘ {ID’¢, t's} = decrypt(kes, Mc_s)
j IDe == IDe
:| Ms_c = encrypl{kes, t's)
{Ms_c}
/

QBMEH JaHHBIMK C NOMOLY B0
CeaHCOBOro KNioua kes

Puc.2. IIpoBepka cepBepoM S noayinHHOCTH KiaueHTa C

VYHpoieHHo  MOCIeI0BATeNbHOCT,  MACHTH(PUKAIUNW/AyTEeHTU(DUKAIIUT ~ C
nomortisio Kerberos Bepcun 5.0 Ha ocHoBe cnenudukanuu RFC 1510 ["Request for
Comments: 1510. The Kerberos Network Authentication Service (V5)" - "3anpoc ans
komMeHTapueB: 1510. CereBoii cepBuc ayrenTudukaimm Kerberos"] BwIrasauT
CIEAYIOIIMM 00pa3oMm.

(1) Kmuenr  moceutaer  Kerberos 3amnpoc, COZIEpIKAILINN CBOM
unentuukarop IDe u unentTudukarop cepsepa (3ampammbaemoit yciayru) IDs, a Takxke
METKY BPEMEHU ft;s.

(2) Kerberos:

* TI0 METKE BPEMCHH ts MPOBEPSET CHHXPOHM3AIIMIO CBOMX YacOB C YacaMu
KIIMCHTA;

 hopmupyet coobmenne Mas ¢ - 3amm(poBbIBaeT CEAHCOBBIN KU Kes KITFOUOM
KianeHTa Ke;

» ¢popmupyetr Ouner TGT - 3ammdpoBeiBaeT uneHtudukarop kimenta ID., ero
[P-anpec IP, ceancoBblii ko4 kes 1 BpeMst  ku3HHM ~ Owiiera  (C€aHCOBOTO
kitoya) Lrer kimodom cepsepa Ks;

* orcbutaeT coodienne Mas c u omiter TGT kinueHty.

(3) Knuenr:

* pacummdpoBbiBaeT cooOueHne Mas c ¢ moMoniplo cBoero  kioua Ke s
MOJIyYEeHHS] CEaHCOBOTO KItoUa Kes;




* popmupyet cooOuienne Mc s - 3amudpoBbiBaeT cBoil uaeHtudukarop IDc u
METKY BPEMEHH ts CEAHCOBBIM KJIIOYOM Kes;

* otchutaet coobuienne Mc_s u 6miier TGT cepsepy.

(4) Cepaep:

 pacumdposbiBaer 6mier TGT ¢ nomonsio cBoero kioua ks st momyyeHus
uaeHTudukaropa kiuenta ID., ero IP-anpeca IP., ceancoBoro kiroya Kes 1 BpeMeHuU
»kn3Hu oumiera Lrgr;

* pacuuppoBeIBacT cooOmeHne Mc s ¢ TTOMOIIBIO CEAaHCOBOTO KiIr0Ya Kes 115
noJty4eHus uaeHTupukaropa kinvenra ID'c u MeTku Bpemenu t's;

. TSt ayTeHTH(PUKAIAH KJIMEHTA BBIIOJIHSAET CpaBHEHUE
uaeHtuduxkatopo IDe u ID'c, mnomydyennsx, cooTBeTcTBeHHO, u3 Owmiera TGT u
coobmienus Mc s;

* popmupyet cooOiieHne Ms_c - 3amu@poBbIBa€T METKY BpeMeHHU t's CEaHCOBBIM
KJIIOYOM Ks;

* OTCBLIAaeT cooO1eHne Ms ¢ KITMEHTY.

(5) Kinuenr:

* pacmudpoBsiBaeT coobuieHne Ms ¢ ¢ TOMOIIbIO CEaHCOBOrO Kiroua Kes A71s
MOJIYYECHHS] METKU BpEeMEHH t's;

* ISl ayTeHTU(PUKALIMU CepBepa BBIMOJIHSAET CPABHEHUE METOK BpeMeHHU ts U t's.

(6) OOMeH JaHHBIMH MEXAY KIHMEHTOM ¢ CEPBEPOM BBINOIHIETCS C
MTOMOILIBIO CEAaHCOBOT0 KJt0Ya Kes B T€UEHUE BPEMEHM KU3HU Ouiera (CeaHCOBOIO
kiroua) Lrgr.

Kak BUIHO M3 JAHHOTO MPOTOKOJIA, MOMUMO HACHTU(DUKAINKI/AyTeHTUDUKAIINHY,
napajyieIbHO pellaeTcd BONpoc ¢ 0O0MeHOM ceaHcoBbIM kiatoyoM. CormacHo RFC
1510 Bce kmtouM, BKJIIOYAST CEAHCOBBIM, MCIHOJB3YIOTCS IS CUMMETPUYHOIO
mudpoBanus (B yactHoctu DES). B RFC 1510 paccMOTpeHbl JONOJHUTENbHBIE
JeTanu: MPUMEHEHUE XEIIMPOBAHUs I KOHTPOJS LENOCTHOCTH (B yacTHocth MD4
niu MDS5) cooOrieHnst B cirydae OIIMOOYHBIX JIEMCTBUM CTOPOH W T.1. B OTHEIbHBIX
crienupUKaIuUsIX pacCMOTPEeHbI pacimpenus st Kerberos:

- RFC 3962 ["Request for Comments: 3962. Advanced Encryption Standard
(AES) Encryption for Kerberos 5" - "3anpoc ans kommentapuen: 3962. PacuiupeHHbid
cranaapt mudpoBanusa ans Kerberos 5"] - mpuMeHeHHE COBPEMEHHOIO CTaHAapTa
CHIA cummerpuunoro mudpoBanust AES;

- RFC 4556 ["Request for Comments: 4556. Public Key Cryptography for Initial
Authentication in Kerberos (PKINIT)" - "3ampoc jang kommeHTapueB: 4556.
[[IudbpoBaHWe ¢ OTKPBHITHIM KJIKOYOM JUIsS TPEIBAPUTEIbHONW ayTeHTU(UKAIIUU B
Kerberos (PKINIT)"] - MIPUMEHEHUE ACUMMETPUYHOTO murdpoBanus (B
yacTHOocTU RSA) a5 npeaBapuTesbHON ayTeHTUPUKaUK KineHTa nepes Kerberos;

- ¥ Jap.

Bomnpocs! 1111 caMOKOHTPOJIA

Kpunroananus.
YacToTHBIN aHATU3.
MeTton moiHOTO TIepedopa.
ATaka 1o KJirodam.

AW N —



5. Kpunroanaius CHMMETPUYHBIX HIH(PPOB.
6. Kpunroananu3 acCHUMMETPUYHBIX MHU(POB.
7. Kpunroananus o noOOYHbIM KaHajaM.



IIpakTnyeckoe 3ansaTue Ne7. JiaekrpoHHas uudposas mnoamuch (RSA,
I'OCTwo1 34.10-94 u 34.10-2001)

Heanb: n3yunts cnocoOsl reHepanuu u mposepku JLII.

Xoxa pabéoThi:

HeoOxoauMO  03HAKOMHUTBCS € TCOPETHYECKOM  YacThl0 W IIPHBECTH
MIOCJICIOBATEILHOCTh  BBIMOJHEHHUS TMpoleAyp TeHepanmuu u npoepku OIII ¢
HCITOJIh30BAHUEM CJICAYIONINX CIIOCOOOB:

- Ha 0a3e anroput™a RSA;
-0 'OCT 34.10-94;
- o 'OCT 34.10-2001.

[Ipu BBITTOTHEHUH 3a/IaHUSI HEOOXOAMMO TIPUBECTH TAOIHIIBI TEHEPAITUU KITFOUCH,
ornpaBku coobmenus ¢ DUII n nomydenust cooOmenus ¢ OLII. B kauecTBe xemi-
obpaza ncxoanoro coodmenus h(T) npuHATE KOABI, COOTBETCTBEHHO, 1-0i, 2-01 U 3-¢ii
OYKBBI CBOCH (paMUJIMU COTJIACHO UX ITOJIOKECHHIO B alipaBUTE.

OO0mue cBeneHnst

[Tporokonsr DUII ¢ ogHON CTOPOHBI OTHOCAT K MPOTOKOJAM ayTeHTU(HUKAIIUU,
T.K. TAPaHTUPYIOT, YTO COOOIIEHHE IMOCTYNMHIO OT JOCTOBEPHOTO OTIPABUTENS, & C
JPYroil CTOPOHBI K TMPOTOKOJAM KOHTPOJS IEJIOCTHOCTHU, T.K. TapaHTHUPYIOT, YTO
COOOIICHNE TIPHUILIO B HEMCKAKEHHOM BHjE. boyiee Toro, moiydarens B JadbHEHIIEM
MOXKeT ucnonb3zoBath DI kak n0Ka3aTeNbCTBO JOCTOBEPHOCTH COOOIIEHUS TPETHUM
auuaMm (apOutpy) B TOM cjydae, €CJIM OTHPaBUTENb BIOCIEIACTBUM TMOMBITACTCS
OTKa3aThCsl OT HETO.

DJIeKTPOHHAasi UHM(PoBasi MOANMCH — PEKBU3UT JJICKTPOHHOTO JOKYMEHTA,
MpeIHA3HAYCHHBIA 71 3aIlMTHl JAHHOTO JOKYMEHTa OT TOJJCIKH, TOJYYCHHBIA B
pe3yabTare KpUITorpaguyeckoro mpeodpazoBaHus HHGPOPMAIMHA C HCIOJIb30BaHUEM
3akpbiToro kiroua I u mo3Bonsrommii udermugpuyuposams éradenvya cepTupukara
KJII04a TOJIUCH, a TaKXKe YCMAHO8UMb OMCYMCmeUue UCKANCEeHUs UHGOpMayuu B
ANEKTpOHHOM AokyMmeHTe (Denepanbubiit 3akoH Ne 1-D3 "OO6 anekTpoHHO# 1B POBOH
noanucu" ot 10.01.2002r.).

DJieKTpOHHasi HudpoBasi MOANUCHL — UHPOpPMAIUA B DIEKTPOHHOU (opme,
KOTOpasi TpHCOeIWHEHAa K JApyrod wuHpOpManmuu B  IJICKTPOHHOW  (opme
(moamuckeiBaeMor MH(OpPMAIIMK) UM UHBIM 00pa3oM CBsi3aHa ¢ Takoil uHbopMaluen u

KOTOpast UCTIONIB3YETCS IS onpeoenenus auya, HOORUCHLBAIOWe20
ungopmayuro (Oenepanbupiii 3akoH Ne 63-O3 "OO »sieKTpoHHOW mOAMKMCH" OT
06.04.2011r.).

[DnexkTponnasi nuudposas| moanuch — cTpoka OUT, MOJYYEHHAs] B PE3yJbTaTe
nporecca dopmupoBanus mnoanucu (ISO/TEC  14888-1:2008 "WudopmanimoHHbie
TexHosoruu. Metozsl 3anuThl. [udpossie moanucu ¢ npunoxkenrem. Yacts 1. Obmue
nonmoxenuss” wuw  [OCT P 34.10-2012  "WUudopmarmonHass  TEXHOJOTHSI.
Kpunrorpaduueckas 3ammra wHbopmanuu. [Iporiecchr popmupoBanus U MpoOBEpPKU
anektponHor mudpoBor moanucu"). [lo T'OCT monstus "DnektpoHHas 1udpoBas

noANKCH", "2IIeKTpOHHAs TOAMUCH" U "I poBast MOANMUCE" SBISIOTCS CHHOHUMAMH.



['oBops 0 cxeMe JIEeKTPOHHOM TMOJANUCH, OOBIYHO HMMEIOT B  BUAY
CJIIEYIOIYIO KJIACCHYECKYI0 CUTYALHIO:

- OTIPABUTENb 3HAET COJIEPKAHUE COOOIIEHNUS, KOTOPOE OH MOJAINCHIBAET;

- TOJIydaTesb, 3HAas OTKPBITHIM KIFOU IPOBEPKU IOAIMCH, MOXKET IPOBEPUTH
IPAaBWJIBHOCTh MOJIHMCH MOJIYYEHHOrO COOOILIEHUs B Jt000€ BpeMs 0e3 Kakoro-iauoo
pa3penieHus ¥ y4acTusl OTIPaBUTEIIS;

- 6€30I1aCHOCTh CXEMBbI NMOANNCH FapaHTUPYETCSL.

[Ipu co3raHnM 3JIEKTPOHHOU MOIIKCH MO KIIACCUYECKOU CXEME OTIIPABUTEID:

- mpuMeHsieT K ucxogHomy cooOmienuto T xem-dynkiuio h(T) u nmomydaer xem-
o0pa3 cooOIeHus r;

- BBIYUCISET JJIEKTPOHHYIO MOJANMKCH § IO X€m-00pa3y I ¢ HCIOJIb30BAHHEM
CBOETO 3aKPBITOTO KIII0Ya;

- moceuiaet cooduieHue T BMecTe ¢ 3JEKTPOHHON MOANKCHIO S MOTYYaTENO.

[TosmyuaTenb, OTHEAMB SJIEKTPOHHYIO MOJMUCH OT COOOIIEHHUS, BBIIOJHSAET
CIICIYIOIINE JECUCTBUA:

- mpuMeHsieT K mnosyueHHoMmy coobmenuto T xem-dynkiuio h(T) u nomygaer
Xenr-o0pas cooOIICHUS I;

- pacupoBHIBAET Xem-00pa3 r’ U3 IEKTPOHHOM MOANUCH S C UCIIOIb30BAaHUEM
OTKPBITOTO KJIF0Ya OTIIPABUTEIIS;

- MPOBEPSET COOTBETCTBHE XEII-00pa3oBYr U I’ M €CIM OHU COBIAJAIOT, TO
OTIPABUTEIb JICUCTBUTENBHO SIBISETCA TEM, 32 KOro ce0s BBIJAET, U COOOIIECHUE MPHU
repesaye He MOABEPINIOCHh HCKAKEHHUIO.

Kak BUAHO U3 ATOW CXEMbI, MOPSAJOK MCIOJIB30BAHMS KIIIOUEH OOpaTHBIM TOMY,
KOTOPBIM KCIONB3YETCs MPHU Nepeaade CEeKpeTHbIX cooluieHni. BHavane oTnpaBuTesnb
HCIIOJIB3YET CBOW 3aKPBITBIM KIIOY, & 3aTEM MOJIy4aTeNlb IMPUMEHSET OTKPBITHIA KIIIOY
OTIPABUTEIIS.

CymectByer Heckonbko cxem OIIII, koTopele, kKak NpaBWiIO, NPUMEHSIOTCS
COBMECTHO C OIpejesieHHbIMU Xel-QyHKIusAMU. Hekoropble M3 HUX MPHUBEACHbI B
TabuIe.

Tabmuma 1. Cxemsr DLIT

Cxema 1rmudpoBoii TOAIUCH 3amava, gexamas B|Xem-GpyHKIHS
OCHOBE CTOMKOCTH
MD4 umu MDS5 (Message
Digest Algorithm -
Paznoxenune uwncina Ha
RSA aJrOPUTM KpaTKOro
MHOXXHUTEIN
W3JI0KCHUS cooOmeHus, P.
Pugecr)
SHA-1 (NIST. FIPS
DSS (NIST!. FIPS Publication Publication 180: Secure
186: Digital Signature Standard|/Iuckpetnoe Hash Standard (SHS). May
(DSS). May 1994) | norapudmupoBanne mo|1993)
DSS — ®enepanbhbiii  cTrangapt|cxeme Dib-I"amans SHS — crammapr xoum-
udposoii noanucu CIIA byHKIIUN CIIIA
SHA - Secure Hash




Algorithm
Xen-pyHKITUU

AJIT'OPUTM

ECDSA (Elliptic Curve Digital
Signature Algorithm) - anroputm
1 poBon HOJIHCH Ha
AITUNTHYECKUX KPHUBBIX.
IIpuaAT B KadecTBe cTaHaapra

ISO? 14888-3 B 1998 r,
ANSPE X9.62 - 1999 r.,
IEEE* 1363 — 2000 r. u NIST 186-
2 — 2000 I.

(mocnemnsii  penakmuss — NIST.
FIPS Publication 186-3: Digital
Signature Standard (DSS). June
2009)

JluckpeTtHoe

norapudmMupoBaHue B
rpyIne TOYEK
BJUTUIITHYECKOU
KPUBOWU

SHA (NIST. FIPS 180-3:
Secure  Hash  Standard
(SHS). October 2008)

I'oCT 34.10-94

(MUuadopmanioHHast  TEXHOJIOTHSL. I'oCT 34.11-94

Kpunrorpadpuueckas 3aluTa Nudopmarmonnas

P pa¢ - JluckpetHoe (Mudopman

nHpopMaIuu. [Tpouenypsl TEXHOJIOTHS.
norapuMUpOBaHUE TIO

BBIPaOOTKH 151 IIPOBEPKH Kpunrorpaduueckas

. . cxeme Jnb-I"amans

AJIEKTPOHHON HMGPOBOM MOANUCU 3ammra uHpopMarmu.

Ha Oaze ACUMMETPUYHOTO OyHKIUS XMIUPOBAHUS)

KpUTITOrpaduuecKkoro aaropuTma)

I'oCT P 34.10-2001 I'oCT 34.11-94
JluckpeTHOE

(UadopmanvionHast  TEXHOJIOTHSL. (Uadopmanmonnas
aorapuMUpoBaHUE B

Kpunrorpaduueckas 3almTa TEXHOJIOTHUSI.
rpyImme TOYEK

nH(popmanuu. [Ipouecchr . Kpunrorpaduueckas
AIUTMITUYECKOU

dbopMupoBaHUsT U MPOBEPKHU KDHEBOI 3amnmra uHpopmarmu.

AIEKTPOHHOM 1TU(PPOBOY MOATUCH) P OyHKIMS XDIMIUPOBAHUS)

I'oCT P 34.10-2012 IoCct P 34.11-2012
JluckpetHoe

(UudopmaniionHasi  TEXHOJIOTHSI. (Uudopmanmonnas
ngorapuMUpOBaHUE B

Kpunrorpaduueckas 3almTa TEXHOJIOTHUSI.
rpyIIe TOYEK

uHdopmaIuu. [Tpouecchr . Kpunrorpaduueckas
AJUTUITUYECKON

dbopMupoBaHUS U TMPOBEPKHU KpUBOi 3ammTa uHdopMaIuu.

AIIEKTPOHHOM ITU(POBOMA TTOITIICH )

OyHKIHS XDIMIUPOBAHUS)

[Ipumeyanus.

'NIST - Hauumonanbueii HMucTUTyT crangaproB u texuonoruii, CIIIA (The
National Institute of Standards and Technology).

’ISO -
Organization for Standardization).

MexnayHaponHas opranuzanusi o crasaaptusanuu  (International

SANSI - AMepuKaHCKMH HAIlMOHAJIBHBIA HMHCTUTYT CTaHAapToB (American
Y

National Standards Institute).




“IEEE - MHCTUTYT MH)KEHEPOB 10 DJIEKTPOTEXHUKE U djekTponuke (Institute of
Electrical and Electronics Engineers).

IIporokos Ha 0a3e anropurma RSA
Oran 1. OtnpaButenb A reHEpUPYET OTKPBITHINA {€=5, n=91} u 3akpbIThiii {d=29}
KITFOUH, TTyOJIMKYET OTKPBITHIM KITHOY.
Oran 2. OrtnpaBka cOOOIIEHUS U AJIEKTPOHHOM TMOANUCH  (BBIMOJIHSAET
OTIPABUTEND A).
Tabmuna 2. Ornpaska coobmienus u D111 na 6aze anropurma RSA

No  |Onucanue onepanuu [Tpumep
/1

Brruncnenue xenr-oopasa h = h(T),
1 roe T — HCXOJIHOE cooOmienue;h =7

h(T) — xem-pynkuusa (s MDS5 qnuna xemn-oo6pasza 128 our).

BripaboTtka AIEKTPOHHOMN MOAIIUCH § = h¢ mod n,
2 roe d — 3aKpBITHIN KJIIOY OTITPABUTEIA A;
N — 9acTh OTKPBITOTO KITF0YA OTIIPABHUTEIS A.

s = 7% mod 91
=63

OrnpaBka nony4darento b ncxoguoro cooOmenus T u
3JIEKTPOHHOM TMOJIIUCH §.

Oran 3. [lomydenre cooOIEeHUsT ¥ TPOBEPKA SIEKTPOHHOU MOAMUCH (BBITIOTHSIET
nonyyatens b).
Tabnuna 3. Tlonyuenue cooOmienust u nposepka DI na 6a3e anropurma RSA

No  |Onmcanue onepauuu [Tpumep

/o

1 Brruucnenue xemr-oopasa no nojsyaeHHomMy cooOienuto h’ = h(T’), W=7
rae T’ — nomydeHHoe cooOIeHue.

) Brluncnenue xemr-o0pasza u3 >aeKTpoHHoM moamucu h = s mod n,[h = 63° mod
I€ € U N — OTKPBITBIA KIIFOY OTIPABUTEINS A. 91=7

3 Ecomu h' = h, To monydarens b gemaer BvIBOJ, 4YTO mMojydeHHOE|7 =7

coobmenrie T’ =T u OHO ACHUCTBUTEIHHO OTIPABIICHO A.

Auaroputm uudposoit nognucu I'OCT 34.10-94
Anroputm mudposoit noanucu 'OCT 34.10-94 noxox Ha DSS-94 u sBusercs
Bapuanuen cxemol Jb-1 amans.
Oran 1. BeipaboTka kitouelt (BbIMOIHSAET OTIPABUTEIND A).
Tabnuna 4. Beipabotka xmroueit g D111 mo 'OCT 34.10-94

Ne  |Onucanue oneparun Tpamep

n/n

1 Bribop IIPOCTOTO HMCTAP| 4
(mo TOCT — 2°% < p < 2512 iu6o 21920 < p < 21024), Y




BriOop mpocroro uymcnia q, sBistonierocs aenurenem (p — 1)|q = 13

2 |(moTOCT — 2% < q<2%9), [(79 — 1) mod
13=0]
a = 8
3 |Bebopa(0<a<p-1), ms koroporo admod p = 1. [8¥ mod 79 =
1]
4 Br160op 3akpsiToro kmoua X (0 <x <q). x=4
5 Brraucnenue y = a* mod p. y = 8 mod 79
=67
[TyOonukanms OTKPBITOTO KJII04a {p,q,a,y}.
[lepBBie TpU TapamerTpa p, ¥ a - OTKPBITHI 1 MOTYT COBMECTHO
6 UCII0JIb30BATHCS M0JIb30BATEIISIMU CeTH,

Y — HNEPCOHAIBHBIM OTKPBITBIA KIKOY JUISI OJHOTO IOJIb30BATEIIA

(otmpaBuTens A).

Oran 2. OrtnpaBka COOOIMIEHUST U AJCKTPOHHON MOAMUCH  (BBIMOJIHSET

OTIPABUTEID A).
Tabnuua 5. OrnpaBka coobmienus u LI mo 'OCT 34.10-94

No  |Onucanue onepanuu [Tpumep
n/m
1 Briuncnenue xemi-oopaza h = h(T) h=7
(mo 'OCT pmyuna xemr-oopasza 256 6ur).
2 Bri6op k (0 <k <q). k=11
Brruncnenue JBYX 3HAYCHUM:
w= a“ mod p uw = w mod qlw = 8'mod 79 =
3 (o I'oCT JUTHHA w’ 256 our).|21
Ecm w’ = 0, mepeiitu k »Tamy 2 u BbIOpath apyroe|w’ =21 mod 13 =8
3HaueHue yucna k.
Beruucnennes= (x 2w+ k h) mod ¢
(o I'OCT JUTMHA S 256 ourt).|s = (4*8 + 11*7)
4 .
Ecnu s = 0, nepeiitu k 3Tanmy 2 u BeIOpaTh Apyroe 3HaueHue | mod 13 =5
yucia k.
5 OtnpaBka  nousyyarento b ucxoanoro cooOmenust T u

AJIEKTPOHHOM MOJIUCH {W’, S}.

Oran 3. [lomydenne cooOIIeHUsT U TTPOBEPKa SICKTPOHHON TOMUCH (BBITIOTHSIET
nosryqareib b).




Tabmuna 6. [Tonyuenue coobmienus u nposepka DI mo 'OCT 34.10-94

Ne |Onmcanue onepanuu [Tpumep
/1
Brruucnenue xemr-oopasa o noiaydyeHHoMy cooOuieHuto h’ =
1 |h(T), rje T — MOJTYyYE€HHOE cooOmenue. |h' =7
Ecmu T =T’, To nomkHo ObITE h =h’.
2 |Boraucienue v=h’ 9> mod q. v="T7"mod 13 =2
Brruncnenue JIBYX 3HadYeHui: |z; = (5 * 2) mod 13
3 Z1=(sv)mod quz2=((q—w’) v) mod q. = 10
z=((13 - 8) * 2)
mod 13 =10
Brruucnenue u = ((a?! * y*??) mod p) mod q. u = ((8"%* 6719
4 mod 79) mod 13 =
8
Ecrm w’ = u, 10 mnoayuarens b nemaer BbIBOA, uYTO|8 =8
5 noiaydyeHHoe coobmenue T° = T u OHO JEHCTBUTEIBHO
OTIPABJIEHO A.

Aaroputm nudposoii nognucu I'OCT P 34.10-2001 u I'OCT P 34.10-2012
Anroputmbl 1udposoit moanucu 'OCT P 34.10-2001 u TOCT P 34.10-2012
coBmaaroT U noxoxu Ha ECDSA.
Oran 1. OrnpaButens A reHepupyet oTkpoIThid {(A,B)=(3,7), P(X,,y,)=P(7,17),
q=47, Q(Xq,yq)=Q(36,20)} u 3akpeiTbiii {d=10} kIt0un, MyOIMKYET OTKPBITBIA KIIFOY.
Oran 2. OtnpaBka CcOOOIICHUS M DJEKTPOHHOW TOAMHUCH  (BBIMOJHSIET

OTIPABUTEND A).
Ta6nuna 7. Ornpaska coobuienus u I mo 'OCT 34.10-2001 (34.10-2012)

No  |Onucanue onepauuu [Ipumep

n/m

1 Brrancienue xenr-oopasa h = h(T) h=7
(mo I'OCT mymua xemr-oopasza 256 6uT).

2 Boruucnenne e = h mod q. e=7mod 47 =7
Boi6op k (0 <k <q). k=11

4 Omnpenenenue ToYkH UANTHUYECKON kpuBod C(Xe, Ye) = k|C = 11 * P(7, 17) =
P(Xp, ¥p)- (16, 16)
Brraucnenue r = X, mod g.

5 Ecmu r = 0, mepeiitu k aTamy 2 u BeIOpaTh Apyroe 3HadeHue|r = 16 mod 47 = 16
yucna k.
quncn_eHHe s= r d + k e mod q. s = (1610 + 11%7)

6 Ecnu s = 0, nepeiitu K 3Tamy 2 v BEIOpaTh IPyroe 3HaYCHUE _
auena k mod 47 =2



https://www.sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema8#p86

OtnpaBka  moisydatento b ucxomanoro
AIEKTPOHHOM ToaAnucH (T, s).

coooOmienusa T u

Oran 3. [lonydyenue cooOUIEHUST U MTPOBEPKa SIECKTPOHHOU MOJAMUCH (BBIMOTHSAET

nosyuareib b).
Tab6muma 8. [Tomyuenune coobmenus u nmposepka DI mo 'OCT 34.10-2001 (34.10-

2012)
No  |Onucanue onepanuu [Tpumep
/11
Brruncnenue xenr-o0pasa 1o MOJTY4YEHHOMY
1 coobdmenuto h’>=h(T’), rme T’ — mnoaydeHHOE h =7
COOOIICHHE.
Ecimm T =T’, To nomxHo ObITh h = h’.
2  |Beruncienue e’ =h’ mod q. e'=7mod 47 =7
e’ l= 27
3 Brruncienue v = e’ ' mod Q|[(7 * 27) mod 47 = 1]
rae €’ | — 0OpaTHOE YKCIIO0 K € 110 MOAYJIIO (.
v=27mod 47 =27
Brrancienue JIBYX 3Ha4YeHuM: |z = (2 * 27) mod 47 =7
4 |zi=(sv)modquz=((q—r)v)modq. 7, = ((47 — 16) * 27) mod
47 =38
Omnpenenenue Touku summnTudecko kpusout C’(xe,|C’ =7 P(7, 17) + 38 Q(36,
5 |ye)=z1 PXp, ¥p) T 22 Q(Xg, Yo)- 20)=(22,26) + (11,31) =
(16, 16)
6 Brriuucnenue r’ = X mod q. rr=16mod 47 =16
Ecmu v = r, to nomydarens b nenaer BwiBoa, uro|l6 =16
7  |momydyeHnHoe coobmienue T’ = T 1 oHO JeHCTBUTEIBHO
OTIPABJICHO A.

PaznoBuanocTu LI

Kpowme kimaccuueckoit cxemsl DL paznuyaroT eiie HECKOJIbKO ClelHaATbHbIX:

- cxema "KoH(uAeHIIMaTbHOU" (HeoTBepraeMom) MOANUCH — MOJANKUCH HE MOXKET
OBITH MTPOBEPEHA 0€3 y4acTHsI CTeHEPUPOBABIIIETO €€ JINLIA;
- cxema noanucu "Benenyro" ("'3aTeMHEHHON" MOAMUCH) - OTIPaBUTEIb HE 3HAET
MOJMUCAHHOTO UM COOOIICHUS;

- cxema 'MynpTHnogmucu' -

IMOANMUCHIBACT I'PYIIIa N3 HCCKOJIbKUX YHYaCTHUKOB,

- cxema 'TpynmnoBoid" MOANMCH - TMOJy4YaTesb

BMCCTO OAHOIo OTIIPABUTCIIA COO6HI€HI/IC

MOXET TMPOBEPUTH, YTO

MOJMMCAaHHOE COOOIIEHNE MPUIIUIO OT YjeHa HEKOTOPOM rpynmbl OTIIPaBUTENEH, HO HE
3HAE€T, KEM MUMEHHO M3 YJIEHOB IPYIIIbl OHO MOJANUCaHO. B To ke Bpems, B ciyyae
HE00XOAMMOCTH, OTIIPABUTENIb MOXKET OBITh ONPE/IENICH;

- U Jp.



IOpuanyeckune ocHoBaHus ucnoab3oBanus 11T

10 sauBaps 2002 r. Ilpesunent Poccuiickoit @enepanuu B.B. Ilytun noanucan
Oenepanbubiii 3akoH No  1-®3 "OO osnexkrpoHHO 1H@poBoi mnoanucu". Hean
denepasbHoro 3akoHa Ne 1-@3 - obGecnieyeHre MPaBOBBIX YCIOBUI MCIOJIB30BaHUS
OUII B 31eKTPOHHBIX NOKYMEHTaX, mpu cobmoaenuu Kotopbix DLIII B amekTpoHHOM
JOKYMEHTE MPU3HAETCS PABHO3HAYHOW COOCTBEHHOPYYHOW MOJANMKMCH B JIOKYMEHTE Ha
OyMa)KHOM HOCHTETIE.

B mnactosumii MomeHnt geiictByer DenepanpHbiii 3akoH Ne 63-d3 "O6
anekTpoHnHod nonmucu" ot 06.04.2011 r. Chepa neiictBus (ueian) PenepabHOrO
3akoHa Ne 63-®3 - perynupyeT OTHOLIEHUS B 00JACTU UCIOJIB30BAHUS SJIEKTPOHHBIX
MOANKMCEN  MpPU  COBEPIICHHMH  TIPAXKIAHCKO-NPABOBBIX  CHEJOK,  OKa3aHUU
rOCYJIapCTBEHHBIX W MYHUIMNAIBHBIX YCIYr, WCIOJHEHUM TOCYJApCTBEHHBIX H
MYHULIMOATBHBIX (YHKIUHI, TP COBEPIICHUH UHBIX IOPUINYECKH 3HAUMMBIX JCHCTBUM,
B TOM YHCJIE B CIIy4asix, YCTAHOBJICHHBIX APYTUMH (eAepaibHbBIMU 3aKOHAMH.

B cucremax, rie 4ncio moJib30BaTelield UCUUCIIAETCS COTHSIMUA U ThICAYaMHU, IS
nposepku DLI1 ucnonb3yrorcst Tak Ha3piBaeMbie cepTuduxatsl DI (DI1).

Ceprupuxar IIII - OTKpBITBIA KIHOY C HEKOTOPOW JOMOJHUTEIBHOU
uHdopmaieil o ero BIajenblie (pPEerucTpalloHHbI HOMep cepTudukara, DOUO
BIAJEIbla, CPOK  JEWCTBUS W T.J.), MNOANUACAHHBIM  KiIouoM LleHTpa
ceprudurkanuu (LIC, Certificate Authority, CA, Y noctoBepsromiuii nentp, Y1I).

B ®enepanbnom 3akoHe "OO »IEKTPOHHON MOANUCU" JaHBl CIIEIYIOIINUE
onpeaeIeHusl.

Ceprudukar KJIH0YA TNPOBEPKH IJIEKTPOHHOM MOMANMUCH — DJIIEKTPOHHBIN
JOKYMEHT WM AOKYMEHT Ha OyMa)KHOM HocuTene, BblaHHble Y1 nmnbo noBepeHHbIM
muuoM YI[ m moarBepikaaronMe NpUHAICKHOCTh Kiroda npoBepku Il Bmamensiy
ceprudukara kiouda rnposepku Il

KBanudpuuupoBanHbii cepTHPUKAT KJIH0YA MPOBEPKH IJICKTPOHHOM
noanucu — ceprudukar kioda npoBepku D11, BeIIaHHBIN akkpeauToBaHHBIM Y1 mu
JIOBEPEHHBIM  JIMIIOM  akkpeauToBaHHoro YI[ 1nubo denepalbHbIM  OpraHoM
UCIIOJIHUTENLHOM BJIACTH, YIIOJIHOMOYEHHBIM B c(hepe ucnonb3oBanus 1.

[Ipu nonyyenun aokymeHta, noanucanHoro JIIII, BHayane momaercs 3ampoc B
LC, xotopsiii BeickutaeT ceprudurar DI, nadopmaimio 00 OKOHYAHHHU CpPOKa €ro
nevictBus wim uHbopmarmioo o0 orcyrctBuu  ceptudukara. Ecomm [[C  Beicman
cepTu(pUKaT, TO CUMUTAETCA, YTO JOKYMEHT IOCJaJl HMMEHHO TOT, KTO YyKa3aH B
ceprudpukare. s aBromatuzauumu aestenbHoctd LIC  npumensieTcss cucTeMbl,
Ha3bIBAEMbIC CHCTEMBbI MOMEPKKH HHPPACTPYKTYPbl OTKPBITHIX KJjrovei (Public
Key Infrastructure, PKI).

Bnepsoie ccyna nog DI (Ha mokynky goma) Obuia Bbigana B CIIA 25 urons
2000r.

Bomnpocs! 1111 caMOKOHTPOJIA

KomrbrorepHslii BUpYyC.
Yepss.

TpostHCKME IPOrpaMMBI.
Jlornyeckue 60MOBI.

AW N —



5. DalIoBbIE BUPYCHI.

6. Crenc Bupyc.

7. IlomumopdHbBIE BUPYCHI.

8. AHTHUBUPYCHBIE TPOTPAMMBI.



IIpakTnyeckoe 3ansitue Ne8. KoHTposbs memocTHocTH (OMTHBI YETHOCTH,
KOHTPOJIbHBIE HH(PHI)

Heab: n3y4uTh CrIOCOOBI KOHTPOJIS LIETOCTHOCTH JaHHbIX.

Xoxa pabéoThi:

HeoOXxomuMo  O3HAKOMHUTBCS C TEOPETUYSCKOM YacThl0 U ONpPENeTUTh
KOHTPOJIbHBIC TAHHBIC C UCTIOJIB30BAHUEM CIIEAYIONIUX CIIOCOOOB:

- OUTOB 4YeTHOCTH. B KauecTBe WCXOMHBIX JaHHBIX MPUHATH OHWTOBOE
npeacTaBieHne OyKB (pamMuimu B COOTBETCTBUHU ¢ KonupoBkoit Windows 1251;

[TapuretHsiii 6UT

byksa|burtoBas ctpoka = "
4yeTHBIN (even)|HeueTHbIH (0dd)

- KOHTPOJIbHBIX I1Mdp. B KadecTBe MCXOAHBIX JAHHBIX MPUHATH HEOOXOIUMOE
KOJIMYECTBO LUPP (3a UCKIIOUCHUEM KOHTPOJIbHOM) M3 CTPOKH, COCTOSAIIECH W3 KOJOB
OyKB (haMHUJIMM, UMEHU U OTYECTBA COTJIACHO MX MOJIOKEHUIO B aj(aBUTE:

- 1o anroputmy Jlyea (15 mudp);

- uia nrpuxkoaa mo craggapty EAN-13 (12 mmdp):

- wig MHH dusuueckoro guna (10 nudp);

- U1 KOJIOB CTaHIIMI Ha YKEJIC3HOJIOPOKHOM TpaHcnopTe (5 mudp);

OO0mue cBeneHnst
Kak OblJ10 OTMEYEHO B IIEPBOM JICKIIUU, IEJIOCTHOCTH SIBIISIETCS OJHUM U3 TpeX
KITFOUEBBIX CBOICTB uHdopmaruu (IOCTYMHOCTB, I[EJIOCTHOCTh u
KOH(MUIEHIIUATBLHOCTh). [lpu  3TOM  1OJ HEJOCTHOCTBHIO TOHUMAETCS  CBOWCTBO
uHboOpMaIlMK,  XapaKTepu3ylollee €€  YCTOMYMBOCTh K  CIy4allHOMY — WJIH
peIHaMEPEHHOMY Pa3pyIICHUIO WIH HECAHKIIMOHUPOBAHHOMY U3MEHEHHIO.
PaccMoTpuM HEKOTOPBIE CIIOCOOBI M METOIBI KOHTPOJIS IICIIOCTHOCTH.

IIpoBepka yeTHOCTH

[IpencraBnser coboil camblii TPOCTOM CrOCOO oOecredeHus IETOCTHOCTH TMpHU
XpaHEHWHW WM TMepenade JaHHbIX. butoBas cTtpoka (0ObIYHO MIMHOW 7-8 OUT),
KOHTPOJb  KOTOpPOHM  HEOOXOJWMO  BBINOJIHUTH,  JOMOJHSETCS  OJHHUM,  TakK
Ha3bIBAEMbIM MAPUTETHBIM OMTOM (aHrJ. parity bit). CyiecTByeT Be pa3HOBHIHOCTH
MIPOBEPKH YCTHOCTH: C YeTHbIM (even) 1 HeueTHbIM (odd) mapureTHbiM OuTOoM. B
MIEPBOM CJIydae TpH 3aMUCH WU TIEPECHIIKE TAHHBIX MAPUTETHBIN OUT yCTaHABIMBACTCS
pPaBHBIM 1, eciii KOJIMYECTBO €IMHMI] B KOHTPOJIUPYEMOM CTpOKE HeueTHoe, u 0 — ecin
yeTHoe. B ciryuae HeueTHOro mapuTeTHOro OuTa NoCTynaroT Ha0OOpPOT.

Tabnuna 1. [IpuMepsl ycTaHOBKM OUTa YETHOCTH

[TapuTeTHbIif OUT

burtoBas cTtpoka » .
YeTHBIN (even)|HeueTHbIN (0dd)

1100 1011 | 0
1001 1001 0 1




1111 1111 0 1
0000 0000 0 1

HenocraTkm:

- HCTIPaBJIEHNE OIMOKH HEBO3MOKHO;

- B CJy4Yae M3MEHEHHMsI COCTOSIHUS YETHOI'O KOJMYECTBa OUT (Hampumep, IBYX),
BBIYMCIICHHBI TApUTETHBIA OWUT COBHNAAET C 3amvcaHHbIM. T.e. ommOka He Oyner
oOHapyxeHa. B To ke BpeMs, COINIACHO CTAaTUCTUKH, NpuOnusutesnbHo 90% Bcex
OIMOOK MaMSTH MPOUCXOJUT MMEHHO C OJMHOYHBIM paspsaoM. Takum oOpazom,
MPOBEPKU YETHOCTH OBIBACT JJOCTATOYHO ISl OOJIBIITMHCTBA CUTYAIIHA.

Hcnonb30BaHne KOHTPOJIbHBIX HUQP

B otnmuue ot npeapiayiiero crnocoda A KOHTPOJIS HEeTOCTHOCTH HCTOIb3YyeTCs
He OuT, a nudpa. OOBIYHO, KOHTPOIUPYEMBIIT Ha0Op 1UdpP BHAYANIE TIO OTPEIECICHHBIM
IpaBUJIaM CKJIAJbIBACTCS, a 3aTeM OEpeTcsl OCTATOK OT JEJICHHS TI0 MOJYJII0, KOTOPBIN U
ABJISIETCSl KOHTpoJibHOM 1tudpoi. Hiske paccMatpuBarOTCsi HEKOTOPbIE CHCTEMBbI
KOJUPOBAHMS C HCTIOJIB30BAHNEM KOHTPOIBHOU U(PHI:

- anroputM JlyHa;

- mTpuxkoa mo craggapry EAN-13;

- 3arpaHUYHBIN nacnopt rpaxkaanuHa PO ¢ OuoMeTpuuecKuMU TaHHBIMH;

- HICHTU(DUKAITMOHHBIA HOMEP HAJIOTOILIATEIIBIINKA,;

- KOJIbI CTaHITMI Ha KEJIe3HOAOPOKHOM TPAHCIIOPTE.

Auaroputm Jlyna (anrn. Luhn algorithm) - anroputM BeraucieHus KOHTPOILHOM
udpsl B cootBeTcTBUM co ctannaptom ISO/TEC 7812 «UnenTuduxanmoHHbie KapThl.
Nnentudukanuss 3MUTEHTOBY». AJTOPUTM pa3paboTaH coTpyaHukoMm ¢upmsl IBM
["ancom IMurepom Jlynom B 1954 1. Ucnionb3yeTcs AJ1s MOJCUYE€Ta KOHTPOJIBHON ITU(PHI:

- HOMEPOB BceX 0AaHKOBCKHUX KapT;

- HOMEPOB HEKOTOPBIX TUCKOHTHBIX KapT;

- KOJIOB TIOJIUCOB 00513aTEILHOTO MEIUIIMHCKOTO CTPAXOBAHUS;

- €IMHOTO 8-3HAaYHOTO HOMEpA KEIEZHOAOPOKHOI0 BaroHa Ha PXK/I;

- IMEI-kon0B (anru. International Mobile Equipment Identity - MmexxnyHapoaHbIit
UaeHTU(UKATOP MOOUIILHOTO 000PYOBaHU);

- ICCID-xonoB (anria. Integrated Circuit Card ID - waenTudurarop KapThl ¢
UHTErPUPOBAHHON MUKPOCXEMOIN);

- T.1I.




MNOJINC

obaszarenbHOro megy

CTPaXOBaHM:

N

‘DIEVADI

a) OaHKOBCKas KapTa 0) MoJaMC METUIIMHCKOTO CTPaXOBaHMS

B) IUCTEPHA



Espacio libre:
PIN:

r) MoOunsHBIN Tenedon (IMEI) 1) SIM-kapra (ICCID)

Puc.1. Homepa 1 Kofpl ¢ KOHTPOJIBHBIMU UG paMu

B crnenyromieit Tabmuiie mpuBeeH MOPSIOK BRIYUCICHUS KOHTPOJIBHOM UG PHI HA
MpUMepe KoJia Mojuca MeIUIIMHCKOTO cTpaxoBaHus (puc. 10).
Tabnuua 2. Beruncnenue KOHTPOIBHON HUPPHI IO anroputMmy JlyHa
(ecu Konmm4ecTBO 1UGP, BKIIOYAs KOHTPOJIBHYIO, B KOJIE YETHOER)

No Onucanue oneparuu [Tpumep
n/m

2*2)mod9=4
5*2)ymod9=1
(6*2)mod 9 =3
(0*2)ymod9=0
(4*2)mod9=28
(0*2)ymod9=0
(0*2)ymod9=0
(1*2)mod9=2

Kaxnas u3 uudp, crosias B HEYETHON MTO3UIINH,
1 |ymHOXaeTcs Ha 2, TOCJIE YEro BBIYUCIISIETCA OCTATOK OT
neneHus Ha 9.

2 |Bbraucnsiercs cymMa OCTaTKOB Sy. Sp=4+1+3+0+
8+0+0+2=18
3 |Beruucnsiercs cymma mudp S, CTOSIUX B YETHBIX S¢=7+8+2+8+
MO3UIIUSX, 32 UCKIIFOYEHUEM MOceHEN (KOHTPOILHOM). 2+0+2=29

4 |BeraucnsieTcs KOHTpoJbHas (mocneauss) uudpa cd u3 cd=3




ypaBHeHUs (S, + Sy + c¢d) mod 10 = 0. [(18 +29 + 3) mod
10 =0]

Ecnu xonmuuectBo 1udp B koje HedeTHoe (Hanpumep, st IMEI-koaoB), To 1 u 2
orepanus BBIMOTHSAIOTCS I HU(P, CTOAUUX B YETHBIX MO3ULMSX, 3 omnepauus — JJis
u@p, CTOSIINX B HEYETHBIX MOZULIUAX.

Irpuxkox mo cranpapry EAN-13- oagna w3 Bapuanui EBpormenickoro
CTaHJapTa WITPUXKO/IA, PETHA3HAYCHHOTO AJIsl KOJAWPOBaHUA UACHTU(UKATOpa TOBapa
u  npomsBomutens.  Permamentupyercs  ['OCT  HMCO/MDK  15420-2001
«ABToMatuueckas wuneHtudukanua. KoaupoBanme mTpuxoBoe. Crenudukanus
cumBonku EAN/UPC (EAH/IOIuCn)y.

5"901234™M23457">

Puc.2. Itpuxkox EAN-13
B cnenyromieit Tabnuile MpUBEICH MOPSJIOK BBIYMCICHUS KOHTPOJIBLHON HUQPHI
o ctaggapty EAN-13.

Tabnuna 3
No Onucanue onepanuu [Tpumep
/1
1 |Bpruucnsercs cymma udp Sy, CTOSIINUX B HEYETHBIX Sy=5+0+2+4+
MO3UITUSX, 32 UCKITIOYEHHUEM MOCIeTHEeH (KOHTPOJILHOM). 2+4=17
2 |Bpruucnsiercs yrpoeHHas cymma Hu@p Sq, CTOSIIUX B S¢=3*0O+1+3
YETHBIX MO3UIUIX. +1+3+5)=66
3 Brruucnsercs koutposibHas (mocieanss) mudpa cd us3 (17 +C6d6:+77) mod
ypaBHeHus (S + Sq + ¢d) mod 10 = 0. 10 =0]

B Poccun c¢ 2009 r. Bo Bcex cyObektax P® nedCTBYIOT MyHKTbI BbIIA4H
NacOPTHO-BU30BBIX JOKYMEHTOB HOBOI'O IIOKOJEHHUS - 3arPAHMYHBIX NaclopTOB
rpa;kaanuHa P@® ¢ 0uoMeTpruyecKMMU JAHHBIMU.

B 1okymMeHTe HWCHONB3YIOTCA PpAa3iIM4YHbIE CIOCOOBI 3alIUThl, B T.4. 3allUTa
LEJIOCTHOCTH 3a CYET KOHTPOJbHBIX IU(p. B mmactukoBoit crpanune ¢ ¢otorpadueit
BJIJIENIblIa U BCTPOEHHBIM BHYTPHU YHUIIOM HMMEETCS T.H. MAIIMHOCYUTHIBAEMas 30Ha

(MC3).




PKRUSANISIMOVLKLKVLADIMIR<KLLLLLLLLLLLLLLLLKLKLKLKL
7254362395RUS7301072M230712[7)k<<<<<<<<<<<<<[02]

Puc.3. MamuHocuuTsiBaeMasi 30Ha macrnopra
(CMHMM KOHTYPOM BBIJI€JIEHbI KOHTPOJIbHBIC TUDPHI)

B nmwxkuelt ctpoke MC3 ucnonb3yroTes NmaTh KOHTPOJibHBIX LUdp. Ee cTpykrypa
npuUBeeHa B Cleytoniel Tabauie.
Tabnuua 4. Ctpykrypa HkHel crpoku MC3

IHo3umus
[To3unuu 3HaKOB, UCTIOJIb3yEMbIE .
KonTtponrshas nudpa KOHTPOJIbHOM
JUTSL pacyeTa KOHTPOIbHBIX TGP -
Howmep nmacnopra 1-9 10
Jlata poxaeHus 14-19 20
JlaTta ucreyeHus Cpoka AEUCTBUS 22-27 28
nacropTa
JInyHbI HOMED 29-42 43
3aKIIOYHTENLHAS KOHTPOIIbHAS 1-10, 14-20, 22-43
(mo3unmu 11-13 u 23 uckmrovaroTcs 44
uugpa
U3 pacuera)

ANTOPUTM pacueTa KOHTPOJIbHBIX MU(P 3aKII0UACTCA B TIEPEMHOXKEHUU KaXKOM
UG PbI COOTBETCTBYIOIIETO IEMEHTa JAaHHBIX Ha BECOBOI MOKAa3aTeb MOBTOPSIOLIEHCS
YuCIO0BOM mocnenoBarenpHoctr 731 731 ..", CcyMMHpOBaHMM MOJIyYEHHBIX
MPOM3BEICHUNA W B3ATHUM OcTaTka oT jAeneHuss Ha 10. Ecim B 3neMeHTE JaHHBIX
BCTpeyaroTcs OyKBBI JIATUHCKOTO aji(aBuTa, TO MPU pacyeTe OHM 3aMEHSIIOTCS Ha YHciia
or 10 (A) no 35 (Z); 3nak "<" cootrBerctByeT 0. Humxke mpuBeneH mpumep pacuera
KOHTPOJIBHBIX LIUD.

Tabnuua 5. Ilpumep pacuera KOHTPOIBHBIX LU(pp HUXKHEN cTpokun MC3

Hazna Howmep macniopra |K Jara K Jara K| JInun |K|K
YEHUE L poxaenus L] ucreuenuss || wrid  |LI L]
CpoKa HOMEP
JICUCTBUS
Ne L|213[4|5(6|7(8|9(1|1|1|1{1|1|1|1|1]1]|2(2{2|2|2(2]2(2]|2|2]|..|4|4|4
MO3UI] 0(1{2(3(4|5(6|7[8|9|0(1|2|3({4]|5(6|7|8(9|.|2|3|4

nn

Huxu [7(21514(3]16(2(3|9|5|RUS[7({3(0(1[{0(7(2(M2[3]|0|7|1|2|7|<]|..|<|0]|2
sl




CTpOKa
MC3

Becos |7(3|1|7(3|1|7({3|1|7 TI1311(7(3|1|7] |7({3(1|7|3|1|7|7]|..|3]1
oM

IoKasa
TEb

Pacue
T
KOHTP
OJILHO
i (T*T7+2*¥3+5%1+4*7+3 (7*7+3*3+0*1 (2*7+3*3+0*1
nudp | *3+6*1+2*7+3*3+9* +1#7+0*3+7* +THET+H1*3+2%
bl 1) mod 10 = 135 mod 1) mod 10 = 1) mod 10 =
B 10=5 72 mod 10 =2 77 mod 10 =7
areMe
HTE
JTAHHBI
X

(0*7+
... T0*
3)
mod
10=0

Pacue
T
3aKJIIO
YUTEII
bHOM
KOHTp
0JILHO

(v

u

uudp

bI

[(135 + 5%7) + (72 + 2*7) + (77 + 7*7) + (0 + 0*1)] mod 10 = 382 mod 10 = 2

Nnentudukanmonnbiii Homep Hajgoromiareabmuka (MHH) - yHukanbHbIN
UIEHTU(UKATOP, TPUCBAUBAEMBIN IOPUAMYECKOMY MM (PU3NYECKOMY JIMIy JJI y4yeTa
ymatel HanoroB B Poccuiickoit ®enepanuu. 1Ipy mocTaHOBKE Ha HAJOTOBBIA YYET
MMOJOTYETHOMY JIMILY BBIAAETCS CBUIETENBCTBO, B KOTOPOM yKasbiBaercs ero MHH.
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Munucrepcrso Pocemiickoit ®epepanun no Haroram m coopam

CBUIAETEJIBCTBO
&
%y 0 HOCTAROBKE 1A YHET B HAJOTOBOM Oprane ’
{g; GUIHUECKOTO NI 110 MECTY ANTCALCTEA ua TeppuTopun Poceniickoit eaepannn "“)
’
%
v
1:3 Hacrosumee CHACTENBCTBO BHUIAHO B COOTBETCTBHH C wacTH neproi Hanorosoro &
%y Poceniickoii O nprrstoro Geepaisinim sakonom o1 31 mions 1998 rona N146-03, (;'}
L0 dusmueckomy amiy 3
i (QasMoImitn, IR, OTYRCTRO)
:g’ noa sy,
,;) I8 POAKICHAR 7 susaps 1973 ropma {
VSISO, NOTRL,  TORT I
\
MECTO posicius  BSJIOTOECK T, , , 643 7.
{ L Ll Ete 2 T W SATHCRD B YNeRTe, YAOC I3 TAUHOCTE] : 3
(4 iy
) 1=

N
H TIOATBEPAAACT NOCTAHOBKY PHIHYECKOrO Nlia Ha yver 22 mapra 2000 roma :?:
WRCAS, WOCAL, FOR NOCTONOBIOT NG YWoT) ‘7‘,}

B MHCOEKUMM MHC POCCHMM MO XEJESHONOPOXKHOMY PAMOHY ?3}
ptlriro T[] &

TRANMEHOBANINE TOCYRAPCTRENNGH NANOTORON MACHONWEIL % 08 KOAT :-

Haenmnduxaunonnsiit (MHH) 2|7|2|‘|°|7|°|3|11719|°|
HOMEP HAZOTONJIATENbLIHKA

Jara paaun Cenperenscrsa 22 mMapra 2000 roga

TUWCNG, S0 C Rll, TORT

CRUICTE/BCTRO  NMPHMCHACTCA  BO  BCEX  NPE/LYCMOTPEHHRIX 3AKOHONATENLCTHOM CHYMAsX M
HPCIRABINETCH BMECTE € JOKYMEHTOM, YOCTOBEPSIONMM JIHYHOCTS (DHIHYECKOTO JIHIA H MECTO ero
AUTENBCTRA Ha TeppHTopHi Poccuiickoli denepantun .

CBHACTEALCTBO HOIEKIT JAMEHE B CAYHAC NEPEC3/ia PUIHYECKOIO JNIA HA HOBOE MECTO KHTEC/ILCTRA
HA TEPPHTOPHIO, MOJBEIOMCTREHHYIO APYTON TOCYABPCTHERNON HANOrOBOH HHCICKUMH, WIMEHEHHS
IX B HEM C i1, @ TAKKE B CIYHae HOPYH, yTEpH.
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Puc.4. CBUuETENnbCTBO O MOCTAHOBKE HA y4ET
Kontponbnast (koutponbhbie) nudpa HMHH onpenensercs mno cremyromum
dbopmynam:
- st necsitn3naynoro MHH ropuanyeckoro nuna:
njo = ((2n; +4n, + 10n3 + 3n4 + Sns + 9ng + 4n; + 6ng + 8ng) mod 11) mod
10; (1)
- st aeeHaAnatuznagyHoro MHH dusnaeckoro nmia:
ny; = ((7n; + 2n; + 4n3 + 10n4 + 3ns + 5ng + 9ny7 + 4ng + 6n9 + 8njp) mod 11) mod
10, (2)
n;x = ((3n; + 7ny + 2n3 + 4n4 + 10ns + 3ne + Sny + 9ng + 4ng + 6n;9 + 8n;;) mod
11) mod 10, 3)

riae n; - 1-asg uudpa MHH.

st UHH du3udeckoro ymiia, 0TOOpakeHHOTO Ha PHC. 4, KOHTPOIbHBIE TU(DPHI:
ny =((7*2 +2*7+4*2 + 10*4 + 3*%0 + 5*7 + 9*0 + 4*3 + 6*1 + 8*7) mod 11)
mod 10 = (185 mod 11) mod 10 =9 mod 10 =9,



np = ((3*2 + 7*7 +2*2 + 4*4 + 10*0 + 3*7 + 5*%0 + 9*3 + 4*1 + 6*7 + 8*9) mod
11) mod 10 = (241 mod 11) mod 10 =10 mod 10 = 0.

Koapl cranumii Ha keJIe3HOI0POKHOM TpaHcnopTe. B nHpopMaimoHHbIx
CHUCTEeMaXx KeJIe3HOIOPOKHOTO TPAHCIIOPTA MPUHSTHI PA3JIMUHbBIE CITOCOOBI
koaupoBanus ctaniid. B ACYXKT ucnosb3yeTcs Kol CTaHIIMH, COCTOSIIHNN U3 6 1iudp
(nnansnansng). [ocneanss nudpa koaa (ne) ABIIETCS KOHTPOJIBHOM M ONpEeseTcs 1Mo
cienymiei hopmyie:

neg = (1n; + 2n, + 3n3 + 4ng + 5ns) mod 11. 4)

Ecnu ocratox ot nenenus menswine 10, To OH sIBIsSIETCS KOHTPOJIBHON HUppoOii,

VMHA4e BBINOJHSAIOT CABUT BECOBOTO PsiJia HA JIBE MO3UIIMK U BRIYUCICHUS] TOBTOPSIIOT:
Ng = (3111 + 4112 + 5113 + 61’14 + 71’15) mod 11. (5)

Ecny HOBBIN OCTaTOK OT JI€JIEHUS BHOBb MOJYYUTCS paBHBIM 10, TO KOHTpOJIbHAA
uudpa npuHUMaeTcs papHou 0, MHaUe - OCTaTKY, BHIYUCIEHHOMY 110 hopmyJie 5.

[lepBoie uerbipe 1udpel ACYXT nana craHuui, OTKPBITBIX IS TPY30BBIX
omnepanuii, Ha3piBatoT kojioM Enunoii cereBoit pasmerku (ECP). Bapuanusa kona ECP
C KOHTPOJBHOU MUGPOI COCTOUT U3 5 3HAKOB (N;NyN3N4Ns), MOCISTHUM U3 KOTOPBIX (Ns)
OmnpeAeseTcss TOYHO TakXke, kKak W g koja cranuuu B ACYXT. Otnuuue
3aKJIF0YAETCs B MCIIOIb30BAaHUHU COKpAIIEHHBIX BeCOBHIX psaaoB (1, 2, 3, 4) u (3, 4, 5, 6).
T.x. nmsatas uudpa st rpy3oBeix cranimid B ACYXT npunumaercs paBuoit 0, TO
koHTpoJdbHbIe 1UGPhl K0a0B cTaHuii ACYXXT u ECP coBnamator. B wactHOoCTH, KOA
cTaHuu XabapoBck-1 JlanbHEBOCTOUHOM KEIE3HOM JOPOTH:

- ACYXT: xox - 970406, xoutponbHas nudpa - ng = (1*9 + 7*2 + 0*3 + 4*4 +
5*%0)mod 11 =39 mod 11 = 6;

- ECP: xon - 97046, xoutposibHas nudpa - ns = (1*9 + 7*2 + 0*3 + 4*4) mod 11
=39 mod 11 =6.

Bomnpocs! 1511 caMOKOHTPOJIA
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AnmapatHas 3amura nHopMaIuu.
Buapl anmapatHbIX CPEACTB 3AIIUTHI.
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IIpakTnyeckoe 3ansitue Ne9. TaiiHble MHOrOCTOPOHHHE BBIYMCJICHUS H
pasaejieHHe ceKpera

Heab: n3yunts criocoObl MUPPOBAHUS JAHHBIX PA3IMYHBIMU [IEPECTAHOBKAMHU.

Xoxa pabdoThi:

HeoOxoaumMo  03HAKOMHUTBCS €  TEOPETHYECKOM  YacThl0 U MPUBECTH
MOCJIEN0BATENBHOCTD BBIIIOJIHEHUS CIEAYIOIINUX TPOTOKOJIOB:

- TAMHBIX MHOTOCTOPOHHMX BBIYMCIICHUM JUISl pacueTra CPEIHEW BEIIMYHMHBI TPEX
yucen. B kauecTBe MCXOIHBIX JAHHBIX MPUHATH KOABI 1-0i1, 2-0if U 3-eil OyKBBI CBOEH
(amMuIMK COrIacHO MX MOJIOKEHHUIO B al(aBuUTE;

- pa30MeHHs CEeKpeTa C MCMOJIb30BaHUE TAMMHUPOBAHUS AJSl TPEX y4acTHUKOB. B
KaueCcTBe CEeKpeTa NPHHATh TepBbie 3 OyKBBI (aMUINHM, IS TaMM - JIFOOBIC
TpexOyKBEHHBIE COUCTAHMUS;

- paznenenusi cekpera no cxeme Illammpa s (3, 5)-moporoBoit cxembl. B
KauecTBE CeKpeTa S MPUHSATH KOJ 1-0¥ OYKBBI CBOEH (paMUIIMK COTIIACHO €€ TIO0JIOKEHHUIO
B a(aBUTE;

- pazzeneHusi cekpera mo cxeme Acmyra-biyma mns (3, 5)-noporoBoit cxembl. B
KauecTBE CeKpeTa S MPUHSATH KOoJ| 1-0¥ OYKBBI CBOEH (paMUIIMK COTIIACHO €€ TIOJI0KEHUIO
B ajndaBuTte.

[Ipn BbIMONIHEHMM 3aJlaHg  HEOOXOJUMO TPUBECTH UCXOJHBIC JaHHBIE W
Ta0IUIIBI, COIEPKAIIME MTOCIIET0BATENbHOCTD BBINIOJHEHUS TPOTOKOJIOB.

TailiHble MHOTOCTOPOHHME BbIYHUCJICHUS

CyTh MNpOTOKOJIAa 3aKIIOYAETCS B ONpPENENEHUH pe3yjbTaTa HEKOTOPBIX
npeodpazoBanuii HaJ HHGOpPMAIIUEH, KOTOPOH BIIAJCIOT HECKOJBKO JIt0/CH (CyOBEKTOR).
[Ipu 3TOM OHM HE XOTSIT PaCKpbIBATH €€ ISl IPYTUX.

Ipumep nporokoJia.

3amaya — ompeaeneHUe cpenHed 3apa0OTHOM IUIaThl TPEX COTPYAHUKOB:
Hupextopa (1), Cexperaps (C) u Yoopruiis (V).

3apaboTHas 1ata, KOTOPYIO COTPYAHUKU HE XOTAT PACKPBIBATh APYT APYTY:

- Hupexrtop — 10 y.e.;

- Cekperapp — 5 y.e.;

- Yoopmuiia — 2 y.e.

[Tapsr katoueit acummerpuyHoro mudposanus (RSA) mist oOmena nndopmanmeit
MEXy COOOM:

- JIupeKTop: OTKPBITHIN KIIIOY — €; = 5 U n; = 91; 3aKkphIThINA KIt0Y - d,; = 29;

- Cekperapb: OTKPBITBIN KII0Y — €. = 7 ¥ n = 91; 3aKkpbIThIi Kimto4 - d. = 31;

- Y6opmmua: oTKpbITBIN KIIt0Y — €y = 17 u ny = 91; 3akpeIThIil Kimtod - dy = 17.

B paccMoTpeHHOM mpumepe noAdop Kitouel HEKOPPEKTEH, T.K. BBIOOpP MPOCTHIX
yucen Uil ONPENENICHUs] MOAYJSl JOJDKEH BBIMOJHIATHCA KaXKAbIM HHAWBUYATBHO.
JlaHHOE YyIIpOoIlleHNe MPUHSATO B LEJSIX PACCMOTPEHHUs pabOThI IPOTOKOJIA.

Tabnuna 1. IIpoTokos TallHBIX MHOTOCTOPOHHUX BBIUYMCIICHUN

No Onucanue onepamuu [Tpumep
/1




Y npubapiseT ciaydyaiHOE CEKPETHOE YHUCIIO X K CYMME CBOECH x=3
1 [3apruiatel, MU@pPyET pe3yabTaT C HTOMOIIBIO OTKPHITOTO (2 +3)" mod
kiroua C u orcsuaer ero C. 91 =47
47°' mod 91 =
C pacundpoBbIBaeT pe3yabTaT, 100aBIsSeT K HEMY CBOIO 5
2 |3apruiaty, IHQPYET pe3ysbTaT ¢ MOMOIIBIO OTKPHITOro Kitoya Jl u 5
oTcbu1aeT ero | (5 +3)” mod
' 91 =282
82%° mod 91 =
I pacmiipoBBIBAET pe3yabTaT, 100ABISET K HEMY CBOIO 10
3 [3apruiary, mu@pyeT pe3yabTaT ¢ TOMOIIBIO OTKPHITOTO Kito4a Y U (10 +
OTChLJIaeT ero Y. 10)!” mod 91 =
76
76" mod 91 =
4 ¥ pacuiudpoBbIBaeT pe3yiabTaT, OTHUMAET X U OOBSIBIISET 20
CPEIHIO0 3apILiaTy. C3=(20-3)3
=5.(6)

B nanno#t cxeme moouepenHoe mudpoBaHue/nemudpoBaHue HEOOXOIUMO IS
MPEIOTBPALICHUS BBIYHMCICHUS MOIICHHUKOM HMH(pOpPMAaIMH, KOTOPOH BIAJCIOT
y4acTHUKMA TIpoTokona. Ecim mepechiiaemyio uHbopManuio He Imm(poBaTh, TO
MOIIICHHUK, 3Hasg (YHKIWIO TpeoOpa3oBaHus W TMEpPexXBaTUB  HH(OpMAIHIO,
HaTpPaBJICHHYIO OJHOMY M3 YYaCTHHUKOB U BBICIAHHYIO MM CJICIYIOIIEMY, MOXET JIETKO
BBIUMCIINTh  CKPBIBAEMBbIC HCXOJHBIC JaHHBIC. Hampumep, TNPOTHBHHK WIH
HEJTOOPOCOBECTHBIM YYaCTHUK IPOTOKOJIA, TICPEXBATHB HWH(POPMAIIMIO, BBICTAHHYIO
yoopmmiieit cekperapto (5) u cekperapem aupekropy (10), ompegenur 3apruiary
cekperaps 10 — 5 =5 y.e. [lludpoBanue npenoTBpaiaet nogo0HyIO aTaky.

IIpoTokoJibl pa30oueHus1 M pa3iejieHUus: CeKpeTa

CymHOCTh JAHHBIX MPOTOKOJOB 3aKJIIOYAETCS B TOM, YTO BIAJENEl] CEKpeTa
pacrpenenser ero yactu (J0Ji) MKy HECKOJbKUMU oMU (cyObekTamu). Kaxmas
4acTh caMa 1O cebe HUYero He 3HAaYuT W He JaeT uMHopmauuu o cekpere. s
BOCCTaHOBJIEHUSI CeKpeTa TpeOyeTcsi coOpaTh BCE WM OMNPENEICHHOE KOJIMYECTBO €ro
noneii. B mepBoMm crmydae roBopsT o pa3ouenmu (aHri. splitting), a BO BTOpoM
o pa3nenenunu (anri. sharing) cexpera.

Btopoe otnuume TPOTOKOJIOB pa30ueHUs OT MPOTOKOJIOB  Pa3ACIICHUS
3aKiIr0OvYaeTcss B pachpenencHun goiied. [Ipu pasOueHun pasHbie JOIM TEpPeaaroTCs
Pa3HBIM JIIO/ISIM, TIPU Pa3/IeTICHUU — OJIMH YEJIOBEK MOXKET BIIAJCTh CPa3y HECKOJIbKUMU
TIOJISIMH.

[Ipumepamu TOMOOHBIX CHTyalluid MOXKET OBITh COXpaHEHHWE B TalHE 10
OTIPE/ICICHHOT0O MOMEHTA pellenTa M3rOTOBJICHUS MPOAYKTAa, CYIIHOCTH H300peTeHus,
KOJIOB 3aITyCKa 0aJNTMCTUYECKUX PAKET U T.II.




Pa30uenne cexkpera ¢ MCMOJIb30BAHUE TAMMHUPOBAHUS
[Ipoctyto u B TO ke BpeMsi 3PGEKTHUBHYIO CXeMy pa30MEHHUs CEeKpeTa MOKHO
NOCTPOUTh Ha 0a3e raMMUpPOBaHUS 1O MOAyl0 2. B 3ToM ciydae cekper BHauale

KOJAUpPYETCS B IBOMYHOM BHjie. [si ero pazOueHus: Biajeliel] reHepupyeT HECKOJIBKO
OUTOBBIX CTPOK (raMM), KOTOpbIE OTACIBbHO TMEpefacT KaKIOMY M3 YYaCTHHKOB
nporokona. Kpome 3Toro oH ckjiagblBaeT MO MOIYJIIO 2 OUTOBOE IMPEACTABICHHE
CeKpeTa CO BCEeMHM raMMaMH U pe3ysbTar (IudporpaMMy) BBIKIAABIBAET B JOCTYITHOE
JUISI YYaCTHUKOB MecTO. JIJIsi BOCCTAaHOBJIEHHS CEKpeTa HEOOXOJUMO CIIOXKHUTh
mudporpaMmy co BCEMH BBIJAaHHBIMU TaMMaMH, TIPY 9YeM HE BaKHO, B KAKOM TIOPSIIKE.
B cnenytoreit Tabnuiie npeactaBieH NpuMep pa3OMeHus: CeKpeTa MEXKIY Tpems

Y4aCTHUKAMHU.
Ta6nuna 2. [IpoTokon pa3dueHus CeKpeTa Ha TPEX YYACTHUKOB
Ne Onucanue onepanuun [Ipumep
/11
bykea| K O |
KoaupoBaHue cekpeTa — CI0BO -
1 Cexper Bin- | 1100 | 1100 | 1100
«KO».
kox | 1010 | 1110 | 0100
byksa| IO J A
Famma Bin- | 1101 | 1100 | 1101
kox | 1110 | 1011 | 1111
. byksa| III A P
5 ['enepanus cmy4allHbIX TaMM U Canua -
repeaaya ux y4yaCTHUKaM. 2 Bin- | 1101 11100 | 1101
kox | 1000 | 0000 | 0000
bykea| C v K
['amma; Bin- | 1101 | 1101 | 1100
kox | 0001 | 0011 | 1010
1100 | 1100 | 1100
1010 | 1110 | 0100
Cexper 1101 | 1100 | 1101
"'amMma, 1110 | 1011 | 1111
[Tonyuenue mudpporpaMmsl U Tamma; S5, 1101 | 1100 | 1101
3 BBIKJIQIBIBAHUC eé B JOCTYITHOC OJIA FaMM33 1000 | 0000 | 0000
Y4aCTHHUKOB MCCTO. 1101 1101 1100
0001 | 0011 | 1010
[udporpamma| Bin- | 0001 | 0001 | 0000
kox | 1101 | 0110 | 0001
[udporpamma 0001 | 0001 | 0000
raMMl; P 1101 | 0110 | 0001
4 |BoccTaHOBJIEHHE CEKpETAa. FaMMa2 @ | 1101 | 1100 | 1101
FaMMal 1000 | 0000 | 0000
3 1101 | 1100 | 1101




1110 | 1011 | 1111
1101 | 1101 | 1100
0001 | OOI1 | 1010

Bin- | 1100 | 1100 | 1100
Cekper kox | 1010 | 1110 | 0100

byksa| K O |

[Ipumeuanne. buHapHO€  TpenCTaBI€HHE CHUMBOJOB B  COOTBETCTBHUH
¢ xkoaupoBkoit Windows 1251.

JIJ1s1 BOCCTaHOBIIEHUSI CEKPETa YYACTHUKH IPOTOKOJIA, KOTOPBIM BBIJAHBI FaMMBI,
JOJDKHBI cOOpaThCsl BMECTE U B JIHOOOMU IOCIIEI0BATENIbHOCTH CIIOKUTh CBOU FaMMBI C
mudporpammoii. B ToM ciaydae, ecaiu raMMHpPOBAHHME BBINOJIHAETCA IOOYEPETHO U
oOMeH MH(OpMAIMK MEXAY YYaCTHUKAMH BBIIIOJIHAETCS 0 OTKPBITHIM KaHaJlaM CBSI3H
(Hampumep, TEpBBIM YYAaCTHUK CKJIaJbIBaeT MK(porpaMMmy €O CBOEH ramMmoul Hu
OTCBUIAET PE3YIbTAT BTOPOMY, BTOPOM CKJIAABIBAET MOJIYYEHHBIM PE3YJIbTaT CO CBOEU
raMMOil ¥ OTCBUIAET TPEThEMY M T.J.), TO MEPECHIIAEMYIO MEXIY HUMH HMH(OPMAIUIO
HE0OXoAMMO MmHU(pPOBaTh, KaK MpU TaWHBIX MHOTOCTOPOHHHMX BBIYMCIEHUSAX. B
MIPOTUBHOM CITy4yae MOIIEHHUK MOKET OMPENEIUTh FTaMMbl Y4aCTHUKOB ITPOTOKOJIA.

B o6miem citydae, B OCHOBE MMPOTOKOJIA Pa30MEHUs CEKpeTa JEKUT MHU(PPOBAHUE C
pa3HBIMU KIJIIOYaMH (HAampuUMep, Kak B PaCCMOTPEHHOM Ipumepe win TpoitHoM DES)
WM TIOCJIEIOBATENbHOE MPUMEHEHHUE Pa3HbIX METOJ0B MM(pOBaHUS (Hampumep, Kak
B KOMOMHUPOBAHHBIX MK bpax).

Pa3nenenue cekpera no cxeme lHlamupa (MHTEpNOJISIHMOHHBIX IOJIMHOMOB
Jlarpan:ka)

B oTinume ot pa3dueHus cekpeTra yd4acTHHUKY (CyOBEKTY) MOXKET MepenaBaThCs
Cpa3y HECKOJbKO PaBHBIX JIOJIEH M JJI BOCCTAHOBJICHHS CEKpeTa He00sA3aTeIbHO UMETh
Bce noiu. Hampumep, xoa 3amycka OasIMCTUYECKOW pakeTbl pa30MBAeTCs Ha IMSTh
J0JIeH, KOTOPBIE MEePENAlOTCs TPEM MOJKOBHUKAM (1O OJHOM A0JI€) U OJHOMY IreHepary
(nBe monm). Ecnu jy1st BOCCTAaHOBJICHUSI KOJAA 3amycka (CeKpeTa) He0OX0IUMO coOpaTh
TPU JI0JIM, TO 3TO MOTYT CJIeJIaTh TPU MOJKOBHUKA WJIM F'eHepasl ¢ OJJHUM MOJKOBHUKOM.
Takas cxema, rzie CEKpeT JEIUTCS Ha N JOJIeH, a JAJid €ro BOCCTAHOBIIEHUS HEOOXOIUMO
coOpaTh HE MEHEee YeM m JIoJieH, T/ie m < n, Ha3bIBaeTcs (m, n)—MOPOroBOi CXeMO.

B 1979 r. Agu Ulamup (ogmH wu3 aBTOopoB RSA) mnpennoxuna MpoTOKOI
pasneneHusl CEeKpeTa C HCIOJIb30BAaHUEM IOJMHOMOB (MHOTOWICHOB), MaKCHMallbHas
CTENeHb KOTOPHIX paBHA m-1. {51 BOCCTAaHOBIECHHS CEKpPETa MCIONB3YIOTCS (POPMYIIbI
WHTEPHIOJIAIIMOHHOTO ToJimHOMa Jlarpamxka.

NHTepnossinMoHHbIN MoJaMHOM JlarpaHika.

[Tycts umeetrcss HekoTopas wucxomHas (yHkmus f(x), ¢ MOMOIIBIO KOTOPOM
ompeneneHsl m Touek — map (Xj, yi). Toraa MokHO mog00paTh MOJMHOM CTEMEeH:d m-1,
KOTOPBIM OyAeT MPOXOAUTh 4Yepe3 BCE TOYKM U MAKCHUMalbHO OJM3KO OMHUCHIBATH
UCXOJHYIO (DYHKITHUIO.

NuTtepnionstinoHHbii moauHoM L(X) onpeaensiercs GpopMynoit
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Lo(x) =

m—1
FX)RL(X)=ap_x™ 1+ a, -x™ 2+ - +a,x*+ax+a, = Z v;1: (%)
i=0
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rac 4 - KOB(l)(bHHI/IeHTBI HHTCPIIOJIAMOHHOI'O ITOJIMHOMA Harpacha;

3HAYECHUS HWCXOIHOM byHKIHH B 1-oM TOYKE;
Oa3uCcHEBIE IMIOJIMHOMBI, OIIPCACIIACMBIC 110 q)OpMyJIe
m—1 Y — x.
L= | [ —L
G
b

TJI€ Xi, Xj - 3HAaYEHUs aprymMeHTa (yHKIUU B 1-OM U j-OU TOUKaX.

IIpuMep nmoadopa HHTEPNOJIAUMOHHOIO MoJIMHOMA Jlarpanaxa.
Ucxonnas ¢pyukus f(x) = Sin(x?).

Touku ucxoaHON DYHKIIUH:

- Xo = -2, f(x0) = -0.7568;

-x; =-1, f(x1) =-0.8415;

- %2 =0, f(x2) = 0;

-x3 =1, f(x3) = 0.8415;

- x4 =2, f(x4) = 0.7568.

Omnpenenenue 6a3UCHBIX MOJIMHOMOB:

leo—x} Ay — Xy Xpg— Xy Xp— Xy ¥g—xy, —2+1 —-2-0 —2-1 —2-2 -1 -2 -3 —4

X —x X—X, X—X, X—X, X—X x+1 x—-0 x-1 =x-2 x+1 x x—1 x—2 1 .
1_[ L= 1. = :. 2 = ZE-(xd—Zxa—x‘-l-Zx)

4

X —X; X=Xy X—X, X—X; X—X, xr+2 x—0 x—1 x-2 x+2 ¥ x—1 x—2 1 s 3 .
gl(xj: 1_[ = . . . = . . . - .. :—-(x —x —4x‘+4xj
A A TLTX Xy TXg Xy TXp XXz Xi T X -1+2 -1-0 —-1—-1 -1-2 1 -1 -2 -3 -6
J=0g=
4
x—x xX—x X—Xy X—X xX—x x+2 x+1 x—1 x—2 x+2 x+1 x—1 x—2 1 .
L(x) = 1_[ 1= e . 1. 2. t - S DD D Sl T T T T (x*—5x244)
Y Xy —X; Xy Xg Xy Xy Xy—x3 Xp—x, 0+20+1 0-10-2 2 1 —1 —2 —4
J=uE2
4
x—x X—X; X—Xy X—X, X—X x+2 x+1 x—0 x—2 x+2 x+1 x x—2 1 .
I,(x) = 1_[ 1 = 0. 1. Z. Pl e P = (x*+ % —4x?— 4x)
e 37X X3 Xp Xz— Xy Xz—Xx; xz—x, 1+2 1+11-01-2 3 2 1 -1 —6
=z
3
X —x X—X, X—X, X—X, X—X x+2 x4+1 x—0 x—1 x4+2 x+1 x x—1 1 .
34(xj=1_[ L= L. L. L. g~ .- .- = — =—-(x*+2x% —x? - 2x)
L 1% TX; Xy TXg Xy T Xy Xy — Xy Xy A 2+2 2+1 2-0 2-1 4 3 2 1 24
7=
Ornpenenenue NHTEPIIOIAIUOHHOTO NojauHoMa Jlarpanxa:
m—-1
_ _Yo a4 a3_ 2 P U S S Y2 s o2 R 3 _ 4.2 L 3_ .2 _ _
L(x)—Z‘yili(xj—z4 (x*—2x% —x +2;t)+_6 (x*—x® —4x +4x]+_4 (x* —5x +4)+_6 (x*+a® —4x 4;{)+24 (x*+2x° —x® - 2x)
—0.7568 0.8415 0 0.8415 —0.7568
o Sxt- 2 —xT 4 2x) 4+ > -(x"—xs—4x:+4x)+_—4-(x"—512+4)+ = ettt —axt—4x) + o s(xt+ 227 —x?— 2x) = —0.3436x* + 1.1851x 7
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f{x)=Sin(x"2) — —L(x}=-0.3436x"4+1.1851x"2

Puc.1. I'paduku ucxonHon GyHKIIMHU U UHTEPIIOJISIIIIOHHOTO MTOJIMHOMA

Kak BHOHO Ha pUCYHKE, WHTEPHOJSLUMOHHBIM IMOJIMHOM JIOBOJIBHO XOPOIIO
anMmpOKCUMUPYET UCXOJHYIO (DYHKIIUIO B JUara3oHe X € [-2; 2].

IIpoTokoJ pa3aesieHus1 CeKpeTa Ha OCHOBE HHTEPNOJISIMOHHBIX MOJIMHOMOB
Jlarpanska.

Jlns pasneneHus cekpera S, BOCCTaHABIMBAEMOIO C IIOMOIIBIO M JOJIEH,
HCITIOJIB3YETCSI OJIMHOM CTENEHU M-1 0 MOAYJIIO P

f(x)=L(x) = (a1 x™*+ a,,_,x™ 2+ -+ a,x* + a;x+ 5) mod 3

3)

rae f(x) = L(x) - ucxoanast GyHKIMS U UHTEPIOJIAIMOHHBIN TonHOM Jlarpanika;
a; - LEJIOYHCIICHHBIE KOA(DPUITUEHTHI MOJIMHOMA;
S = ap-  pa3meiseMblid 3aKOJAUPOBAHHBIN B BHUJIE  4YHCIA;
P - IPOCTOE YUCIIO.

Koaddurmentsr monmmaoMa a; BRIOMPAOTCS TIPOU3BOJIBHO, 332 UCKITIOUEHUEM ) =
S. Moayns p JoikeH OBITh MPOCTHIM YHUCIOM, OOJBLIIMM CeKpeTa S W 0O0IIero
KOoJIM4ecTBa Joyied n. Bragenen cekpera st X; = 1..n onpenensieT 3HaueHUus MOJIMHOMA
yi = f(Xi) 1 mepeaaeT napsl (X, y;) y4aCTHUKaM COTJIaCHO ONPEJEICHHOMY ISl KaXI0T0
KOJIMYECTBY J0JieH. [ BOCCTaHOBJICHUs ceKpeTa HeoOXoauMo coOpaTh m jaojei (map
(Xi, yi)) 1 HalTU 3Ha4YE€HUS] KOIP(PULIHUEHTOB UHTEPHOJIALMOHHOTO MOJMHOMA, BKIIIOYAS
CEKpeT S = ay.

T.x. wucxomHas (yHKUMSA ¥ WHTEPIONSIMOHHBIA TOJMHOM BBIPAKAOTCS
OJIMHAKOBOM  (GOpMyINIOi, TO ONpEETCHHbIE 1O M3BECTHBIM TOYKaM  (J0JsIM)
KO3 (UIMEHTHl HUHTEPIONALMOHHOTO TOJMHOMA COBHAAyT ¢ Kod(h(dUIHMeHTaMH
UCXOAHON (QYHKIUH.

CEeKpeET,



IIpuMmep npoToko.ia.
Cexper S=11.

KomngecTBo I[OJIGIZ, H€O6XOI[I/IMI>IX AJI1 BOCCTAHOBJICHUA CCKPETA, M = 3.

OO0111e€ KOJIMYECTBO JOJIEN n = 5.
Ta6muma 3. [pouemypa onpeneneHus U pacnpeieIeHusI
(BBITIOJIHSIET BJIAJIEICIT)

noJen

No Onucanue oneparuu [Tpumep
/T
1 |Bb1iOop nmpocToro yucia p, KOTOpoe 00JIbIIe KOTUYECTBA p=359
J0JIeH n U cekpera S.
Bri6op npousBoasHOro MHOrowieHa creneny m-1 : f(x) =
(ax? + a;x + S) mod p, ap=10,a; =23
2 |rIe 3HauYEHUA a2 U a1 BBIOUPAIOTCS CIIy4alHBIM 00pa3om, f(x) = (10x* + 23x
XpaHsTCs B TailHE U OTOPACHIBAIOTCS TIOCIIE pacpeeIeHUs + 11) mod 59

JTOJIEH.

Onpenenenue goneu (X, yi), rae yi = f(x;)) u xi=1+ 1.

yo = (10*1%+23%*]
+ 11) mod 59 =44
y1 = (10*2% 4+ 23%*2
+ 11) mod 59 = 38
y2 = (10*3% 4 23%3
+ 11) mod 59 =52
y3 = (10%42 +23*4
+ 11) mod 59 =27
ya = (10%52 +23%*5
+ 11) mod 59 =22

[TyOGnukanus p u pacrpeaeneHue 10Jeu (Xi, yi) MEXIy
y4aCTHUKAMHU.

p=359
(X0, yo) = (1, 44)
(x1, y1) = (2, 38)

(X2, y2) = (3, 52)
(X3, y3) = (4, 27)
(x4, ya) = (5, 22)

Tabnuna 4. IIporieaypa BOCCTAaHOBIICHUS CEKPETa
(BBIIOJIHSIIOT YYACTHUKH)

No Onucanue ITpumep
1/ omnepanuu
i
(Xla yl) = (2’ 38)
1 |C6op m nonei. (x2, ¥2) = (3, 52)
(X4a y4) = (5’ 22)




d 59

pd 59

o Moayio b s
JTpOOHOTO
MHOKHUTEIS
nmoauaoma 1/ b.

L) x—3 x—5 x-—-3 x-5 1(ﬂ 8x + 15)
Jx) = . = . =—-{x*—8x
Onpenencrue xz—_23 xz—_55 X - é X - 35 f
0a3MCHBIX 1(x) = . = . =— (x2—7x +10)
3—2 3-5% 1 —2 —2
[IOJINHOMOB. x—2 x—3 x-2 x-3 1
LW =53573="3 7 g &=+
33 52 22
Ormpeernenne Lix) = [? (x2—8x +15) + =" (x?—T7x+10) + = {(x?—5x+ 5}] mg
MHTEPIIOJISIIUOHHO 76 . . 156 . 22
P 1 L(x}=[—-(x‘—8x+15}——-(x‘—?x+1ﬂ}+—-(x‘—5x+5}] 14
ro MOJIMHOMA 6 6 6
1
Jlarpamxa. L(x) = |- (~58x +374x - 288}] maod 59
Onpenenenue 1.1
oOpaTHOro yrcia b
b = 10 [(6 * 10) mod 59 = 1]

3amena 1poOHOTO
MHOXkuTeNnsA 1 /b u
YMHOXKEHHE

K03 buULreHTOB
MMOJIMTHOMA Ha
MHOXHTEH bl

L(x) =[10 * (-58x? + 374x — 288)] mod 59 = (-580x> + 3740x —
2880) mod 59

[IpuBenenue
K03 puIeHTOB
MOJINHOMA U
OIpeJeICHHE
cekpera S.

a; = -580 mod 59 =-49 mod 59 =10
a; = 3740 mod 59 =23
S =ap=-2880 mod 59 =-48 mod 59 =11
L(x) = (10x*+ 23x + 11) mod 59

[Tpumeuanue. OOpaTHOE YUCIIO MO MOIYJIO onpejenserca u3 Beipaxkenns (b * b!)

mod p = 1 (HampuMep, C TOMOIIBIO PACIIMPEHHOT0 anropuTMa EBKimia).

Kaxk ormeuaet bproc [lIHaiiep npuMeHuTeIpHO K TOPOTOBOM cxeme (6, n):

Haubonee eneuaniArowum  MOMEHNIOM COBMECNIHOCO0 UCNONIb306AHUA CeKpemd

A6IAEMCL MO, YMO, ecau Koduyuenmsl 6blOpaAHbL CLYYAUHBIM 00PA30M, HAMb
yenogexk oaxce Npu NoMowju OECKOHEYHbIX BbIYUCTUMETbHbIX MOWHOCMeEN He CMO2ym
Y3HAmMb HUYe20, Kpome OIUHbL COOOUeHUs. (KOMOopas U maxk um u3zeecmua). Imo makoice
be30nacHo, Kak 00Hopaszoewlll bokHom. Tlonvimka ebInoOIHUMb UCHEPNBIBAIOUWUL NOUCK
(m.e., nepebop 6cex BO3MOINCHBIX WecmuU KOIPOUYUEeHMOo8) nokaxicem, umo Jawboe
B03MOJHCHOE COOOUieHUe OCMAHEMC s CEKPEMHbBIM.

bproc Ulnaiiep. «Ilpakmuueckas kpunmozpagusiy



Paspnesienne cexkpera no cxeme Acmyra-biayma

B (m,

n)-moporoBoii cxeme Acmyrta-biiyma nns pacnpegenenust  jgoJien

HCIIOJIB3YIOTCA HpOCTI)Ie1 U B3dUMHO IIPOCTBIC LII/ICJ'IaZ, a I BOCCTAHOBJICHHA -
KUTaKMCKas TCOpCMa 00 ocTaTkax.

CxeMa u npumMep NpoTOKOJIA.
Cexper S=11.

KomngectBo I[OJIGIZ, H€O6XOI[I/IMI>IX AJI1 BOCCTAHOBJICHHUA CCKPCTA, 1M = 3.

OO0111e€e KOJIMYECTBO JIOJIEU n = 5.

Tab6muma 5. [Iporieaypa onpeaeneHus U pactpeaesIeHus 0JIen

(BBIMIOJIHSIET BIAJIENIEN)

No Onucanue onepanuu [Tpumep
/o
| Br16op mpoctoro umncna p, Koropoe 6oJibiie p=13
cekperta S.
Br160op n B3auMHO npocThIX yucen di,
YAOBJIETBOPSIONINX YCIOBUSM: di € {17, 20, 23, 29, 37}
2 |-di>p; 17 %20 *23 <13 *29 * 37
- d; < disi; 7820 < 13949
-di*d* o *dn<p *dume *dumiz * . F da
Brb100p Mpon3BOIBHOTO YKCHA T,
yJIOBJIETBOPSIOIIETO YCIOBUIO r=30
3 [1d, -5 3‘]{5‘]‘”:1?-20-23—11]
r<tEl—— 13
r S*=11+30*13 =401
Beruucnenue S’ =S +r p.
k; =401 mod 17 =10
ko =401 mod 20 =1
4 |Onpenenenue noneit (di, ki), rae ki =S’ mod d;. k; =401 mod 23 =10
ks =401 mod 29 =24
ks =401 mod 37 =31
p=13
(di, ki) =(17, 10)
5 [Tybnukarus p u pacupenenenue noneit (di, ki) (d2, ko) = (20, 1)

MEK]ly YYaCTHUKAMM.

(ds, ks) = (23, 10)
(d4, ka) = (29, 24)
(ds, ks) = (37, 31)

CylIHOCTh KUTAHCKON TeopeMbl 00 OCTATKAX 3aKJIIOYACTCA B OIPEICICHUH
HEKOTOPOro 4yKcia S’ 1o Habopy ero ocTarkoB k; OT eIeHUs] Ha HEKOTOPbIE 3a/1aHHBIE
B3aMMHO MPOCThIE yKcina d;.




S’ mﬂ'd dl = Rl
S’mﬂd dz = kz

Hampumep, nns tpex map (di, ki) — (3, 1), (5, 3) u (8, 3) — TakuM 4HCIIOM SBISACTCS
S’ =43,

43mod3 =1
43mod5 = 3
43mod8 = 3

B cnenyromeir Tabnuile, Hapsay € OpOLEAYpPOH BOCCTAHOBJICHUS CEKpETa,
PUBEACH AITOPUTM OMpenesieHus yucia S’ (KuTaiickoi TeopeMbl 00 ocTaTKax) B Mil. 2-

Tabnuua 6. [Iponieaypa BoCCTaHOBIICHUS CEKpETa
(BBITIOJTHSIOT YYaCTHUKH)

Ne OnucaHue onepanuu [Tpumep

(d2, ko) = (20, 1)
1 |C6op m nonei. (ds, k3) = (23, 10)
(ds, ks) = (37, 31)

Breruucnenue IMPONU3BCIACHUA D B3anMHO

D=20*23*37=17020
IPOCThIX uncen d;.

D; =17020/20 =851
3 |Beruucienue comoxuteneit Dy =D/ d;. D, =17020/23 =740
D;=17020/37 =460

-1 — ES —
Onpenenenue ooparupix uncen Di! mo D7 =11T1@®51*11) mod 20 =1]

4 o Dy =6 [(740 * 6) mod 23 = 1]
MORYTUIM € D;y' =7 [(460 * 7) mod 37 = 1]
S*=(1*851*11 + 10*740*6 +
5 |Beruucienue S’ = (X k; D; D) mod D. 31*460*7) mod 17020 =
153581 mod 17020 =401
6 |Onpenenenue cexpera S =S’ mod p. S=401 mod 13 =11

[Tpumeuanne. OOpaTHOE YUCIIO TIO MOAYJIIO ompeaensercs u3 Boipaxenus (b * b
" mod p = 1 (manpumep, ¢ MOMOILIBIO PACIIMPEHHOTO anropuT™a Ekina).

TIpocroe uYmMca0 — HaTypalbHOE 4YUCIIO, OONbLIEE EIUHUILI U HE HMMEIOIIEE
APYTUX HATYPAIbHBIX JACTUTENEH, KpOME CaMoro ceOsl ¥ eMHHIIBI.

’B3aMMHO NPOCTbI€ YMCJIA — YUCIIA, HE MMEIOIIUE OOIIUX JENIUTENeH, Kpome 1,
T.€. HAMOOIBIINIA OOIINIA IETUTENIb KOTOPBIX paBeH 1.

Jlpyrue pa3HOBHAHOCTH CXeM pa3/ieJIeHUs CeKpeTa
KpoMe kitaccrueckoil moporoBoi CXeMbl pa3/iefIeHUs ceKpeTa (BiIajenel] pa3aacT
JIOJIM ¥ TPU BOCCTAHOBJIEHUM YYACTHUKHU PACKPHIBAIOT CBOM JOJIM) CYILIECTBYIOT H
JOPYTUE CXEMBL.




1. Pa3nenenne cexpera 0e3 Biaaesibla. YUYaCTHUKHM MOTYT CO3JaTh CEKPET U
pa3leNUTh €ro Ha J0JU TaK, YTO HUKTO U3 HUX HE Y3HAET CEKPETA, I0OKA OHU COBMECTHO
€ro He BOCCTaHOBHIT.

2. Paznesienue cekpera 0e3 pacKpbITHSA 0JIeil IPH BOCCTAHOBJIeHUU. B rToM
CMBICJI€ TIPOTOKOJI MPEACTABISIET COOOM HEUTO CpeHee MEXIY pa3/ielIieHUEM CEeKpeTa
Y TaHBIMA MHOTOCTOPOHHHMU BBIYMCIEHUSMH.

3. Pazgesenme cexkpera ¢ BO3MOXHOCTBI) MPOBEPKH KOPPEKTHOCTH
OTAECJBHBIX A0Jei. KaKIplil U3 yYaCTHUKOB HE3aBUCUMO OT JAPYIMX MOXKET IIPOBEPUTH
KOPPEKTHOCTb CBOEH J10JIM 0€3 BOCCTAHOBJIEHUS CEKpETa.

4. Pa3neneHne cekpera ¢ BO3MOKHOCTHIO OJIOKHPOBAHHWS BOCCTAHOBJICHHUS
cekpera. Kaxaplii M3 y4acTHMKOB IOJYy4YaeT JBE IOJIM: «Ia» M «HEeT». Ecinu npu
BOCCTAHOBJIEHUM CEKpETa YHUCJIO JOJEH «HET» IMPEBBIIIAET HEKOTOPOE IOPOrOBOE
3HAYEHHE, TO €r0 BOCCTAHOBJIEHUE HEBO3MOXKHO, JAXKE, €CIM KOJUYECTBA JOJIEH «J1a»
JOCTAaTOYHO.

5. Pa3nesieHue cekpera ¢ BO3MOKHOCTBIO OJIOKHPOBaHMsA AoJjeil. Eciu nocne
pacupeneneHuss JI0JIEW, HEKOTOpPbIE M3 YYAaCTHUKOB TEPSIOT JOBEPHE, TO MOXKHO
OJIOKUPOBAThH UX JOJIH.

6. PasneseHue cexkpera ¢ BO3MOKHOCTBIO BbISIBJCHUS (PaJIbIIMBBIX
pose. [Ipy  BOCCTaHOBIIEHMM  CEKpeTa  BO3MOYKHO  BBIIBJICHHE  YYaCTHUKOB,
PEIOCTaBUBIINX (PaJIBIIUBBIE JOJIH.

7. I'pynmoBoe pasgejieHde cekpera. CeKpeT pacnpelnensiercss  Cpeau
YYACTHUKOB, 00beIMHEHHbIX B k rpymm. [ BoCCTaHOBIIEHHS CEKpeTa HEOOXOAMMO
coOpaTh B KaXJI0M TpyIie omnpenesieHHoe KoiaudecTBo aoseit. T.e. umeer mecto ((my,
n;), (my, ny), ..., (Mg, Nk))-MOpOroBas cxema.

Bomnpocs! 1t caMOKOHTPOJIA

MeTtonpl ayTeHTUPUKAIIUN.

JlakTunockonwus.

JlnHaMu4ecKkre METOIbl OMOMETPUUICSCKOM ayTeHTU(DHUKAITUH.
Bepuduxkanus noamnucu.

3amura OMOMETPUUYECKUX JAHHBIX.

SN W=



IIpakTnyeckoe 3ansitue Nel(. IlpencraBienune ynces B IBOMYHOM BH/E
Henab: U3y4nTh CrIOCOOBI MIPEICTABICHHSI YUCEN B TBOUUHOM BU/JIE.
Xoxa pabéoThi:

HCO6XOIII/IMO O3HAaKOMMUMTLCH C TCOpeTquCKOﬁ YaCTbIO U IIPCACTABUTD:

- IICPBBIX TpHU YHCJIa B [IPAMOM, 06DaTHOM U JOIIOJHUTCIBHOM ABONMYHOM KOJC,

- UCTBCPTOC YHCIIO B ABOMYHOM d)ODMaTe C IJIABAKOLICH 3alsaTOM, BKIKYAIIIEM
3HAKHW MOpAAKA 1 MAHTHCCHI. B otuete IMPHUBCCTH NCXOAHOC YUCIIO B HOpMaHH3OBaHHOfI

HAyYHOM 3alMCH MO0 OCHOBAHUIO 2 W MOPSAIOK MOJYYEHHUS IPOOHOM YacTH B JBOMYHOM

BU/JIC;
-~ - IIATOE YUCJI0 B IBOMYHOM (popMaTe OJMHAPHOM TOYHOCTH (Single) mo ctangapTy
IEEE 754.
BapuanTsl 3a1aHuii BEIOpATh COTJIACHO TaOJIUIIE.
Hcxonnbie uncia aJisi IpeacTaBiICHUs
B hopmare ¢ | B popmate
Ne IUIABAIOIIECH | OJAMHAPHOU
BApUaHTA | g npssMoM, 0OpaTHOM M JAOMOJHUTEILHOM KOJIE BKJ’?IE(l)I;I:EIlf(())jI_IGFO %
3HAKU MOPSJKA | CTaHIAPTY
Y MAHTHUCCHI IEEE 754
1 101 -102 -103 104 -104
2 102 -103 -104 105 -105
3 103 -104 -105 106 -106
4 104 -105 -106 107 -107
5 105 -106 -107 108 -108
6 106 -107 -108 109 -109
7 107 -108 -109 110 -110
8 108 -109 -110 111 -111
9 109 -110 -111 112 -112
10 110 -111 -112 113 -113
11 111 -112 -113 114 -114
12 112 -113 -114 115 -115
13 113 -114 -115 116 -116
14 114 -115 -116 117 -117
15 115 -116 -117 118 -118
16 116 -117 -118 119 -119
17 117 -118 -119 120 -120
18 118 -119 -120 121 -121




19 119 -120 -121 122 -122
20 120 -121 -122 123 -123
21 121 -122 -123 124 -124
22 122 -123 -124 125 -125
23 123 -124 -125 126 -126
24 124 -125 -126 127 -127
25 125 -126 -127 128 -128

Koauposanue undopmauuu

KonnpoBanme — npencraBieHue uHOpManuu B anbTepHAaTUBHOM Buze. llo
CBOEH CYTH KOJIOBBIE CUCTEMBI (MJIM IPOCTO KOJbl) aHAJIOIMYHbBI I paM 0AHO3HAYHOU
3aMEHbI, B KOTOPBIX 3JIEMEHTaM KOJAMPYEMOW MH(POpPMAIMUd COOTBETCTBYIOT KOIOBBIE
o0o3HaueHusa. OTIIMYME 3aKII0YaeTCA B TOM, YTO B MIKU(pax MPUCYTCTBYET NEpEeMEHHAs
qyacTh (KJII0Y), KOTOpas AJis ONPEAEIEHHOT0 UCXOIHOTO COOOUIEHUSI PU OJHOM M TOM
Ke alropuTMe MmU(pPOBaHMUS MOXKET BBIJABaTh pa3Hble MHUPPTEKCTHl. B KOJOBBIX
CUCTEMax NEepeMeHHOU yacTu HeT. [IoaToMy OAHO M TO K€ UCXOAHOE COOOILEHUE IpU
KOJAMPOBaHUM, KaK IPaBUIIO, BCErJa BBINIAIUT OAMHAKOBO. J(pyroil OTIMYMTETHHOU
OCOOEHHOCTBIO KOJMPOBAHUS SIBISETCS NMPUMEHEHHE KOJOBBIX 0003HAUECHMUU (3aMEH)
LEJIUKOM JUIsl CJIOB, (ppa3 wim yucesl (COBOKYMHOCTH Iudp). 3amMeHa 3JIEMEHTOB
KOJIUpyeMoil MH(pOpMaIMu KOJIOBBIMH OOO3HAYECHHUSIMH MOXKET OBITh BBHITIOJIHEHA Ha
OCHOBE COOTBETCTBYIOIIEH Tabmuipl (Hamogooue Tabnuipl mudpo3ameH) audo
onpeeneHa nocpeACTBOM (PYHKIIUU WIH aJrOPUTMa KOAUPOBAHHUSL.

B kauecTBe 3J1eMeHTOB KOAUPYeMOil MHGOPMAIUM MOTYT BBICTYIATh:

- OyKBBI, CJIOBA U (ppa3bl ECTECTBEHHOTO S3bIKA;

- pa3NHMyYHbIE CUMBOJBI, TaKHME KaK 3HAKW TMpENUHAHUA, apupMeTHUecKue u
JIOTUYECKHUE ONEpallH, OmnepaTropbl cpaBHEHUS U T.A. Cileayer OTMETHThb, YTO CaMu
3HAKH ONEpaLUi U ONepaTopbl CPAaBHEHUS — 3TO KOJIOBbIE 0003HAUCHMS,;

- YUCIIa;

- ay/IMOBU3YyaJlbHbIE 00Pa3bl;

- CUTYyallUU U SIBJICHUS,;

- HacJeICTBEHHas: HHpOpMaIus;

- U T.JI.

KoxoBble 0003HaUYeHNs MOTYT MPEICTABISATH COOOM:

- OyKBbI U cOueTaHus OYKB €CTECTBEHHOTO SI3bIKA;

- YUCTa;

- rpadmyeckre 0003HAUYCHHUS,

- BJIEKTPOMArHUTHBIE UMITYJIbCHI;

- CBETOBbBIE U 3BYKOBBIE CUTHAJIbBI;

- Ha0Op U COYETAHHE XUMUYECKUX MOJIEKYJ;

- U T.J.

KoaupoBaHre MOXKET BBINOJHATHCS B HEJISAX:




- ynoOcTBa XxpaHeHus, oOpabOTKM M mepeaaun HHPopManuu (Kak MpaBHIIO,
3aKO0AMpOBaHHAs MHGOPMAIUS MpPeCTaBIseTcs 00jee KOMIAKTHO, a TaKKe MPUTo/IHA
st o0pa®OTKM U mepefayd  aBTOMATUYECKHMMH  MPOrPaMMHO-TEXHUYECKUMU
CpeACTBaMH);

- y1o6cTBa HHPOPMAITMOHHOTO 0OMEHA MEXITY CYOBEeKTaMu;

- HarJIS,IHOCTH OTOOPaKEeHMUS;

- WICHTU(UKAITUA OOBEKTOB M CYOBEKTOB,;

- COKPBITHS CEKPETHOW MH(POPMAIINH;

- A T.1.

KomupoBanne wuHpopMarmu OBIBacT 0JJHO- 1 MHOTOYPOBHEBBLIM. [IpumMepom
OJTHOYPOBHEBOT'O KOJIMPOBAHHUSA CIY>KaT CBETOBBIE CHTHAJbI, M0JIaBaeMble CBETO(POPOM
(KpacHBIi — CTOM, JKENThII — NPUrOTOBUTHCS, 3€JEHBIA — BHepen). B kaudecTse
MHOTOYPOBHEBOTO KOJMPOBAHUS MOXHO TPUBECTH TIPEICTABICHUE BHU3yaJIBHOTO
(rpaduueckoro) obpasza B Buje (aiina dororpaduu. BHavane Bu3yanbHas KapTHHKa
pa3OMBaeTCsl Ha COCTABJISIONIME AJIEMEHTApHbBIE JJIEMEHTHI (IHMKCENbI), T.. KaKias
OTJIeJIbHAS YacTh BHU3yaJIbHOW KApTUHKU KOJUPYETCS DSJIEMEHTApPHBIM 3JIEMEHTOM.
Kaxx b1t aneMeHT npencraBisercs (KOAUpyeTcs) B BUIe HabOpa IeMEHTapHBIX I[BETOB
(RGB: anrn. red — kpacHblif, green — 3eleHbIM, blue — cuHHMI) COOTBETCTBYIOIIEH
MHTEHCUBHOCTBIO, KOTOpas B CBOIO oOuepelb NPEJCTABISAECTCS B BHJE YHCIOBOTO
3HaueHus. BriocneacTBuu HaOOpPHI YKcCel, Kak MpaBuiio, mpeodpasyrorcs (KOIUPYIOTCs)
C Lenbl0 0oJiee KOMMAKTHOTO MpeAcTaBieHUs MH(popmaluu (Hanmpumep, B Gopmarax
jpeg, png u T.1.). I HaKoHEll, UTOTOBBIE YUCIIA TIPEACTABISAIOTCS (KOJUPYIOTCS) B BUJIE
AIIEKTPOMATrHUTHBIX CUTHAJIOB JUIsl TIEpefadyd MO KaHajlaM CBsI3W WU 00jacTeil Ha
HocuTene uHpopmauuu. Creayer OTMETUTh, YTO CaMU YHWCIA IMPU NPOTPaMMHOMN
00paboTKe MPEICTABIAIOTCS B COOTBETCTBHM C MPHHATON CHCTEMON KOJIWPOBAHUS
qrCcel.

KonupoBanune wuHopmanuu MoxkeT ObITh 00pPaTHMBbIM U HeoOpaTuMbIM. [Ipu
o0OpaTUMOM  KOJMPOBAaHMU Ha OCHOBE 3aKOJUPOBAHHOTO COOOIIEHUS MOKHO
OJIHO3HAYHO (0€3 MoTepu KayecTBa) BOCCTAHOBUTH KOJIUPYEeMoe cooOIeHne (MCXOTHBIH
o6pa3). Hampumep, koaupoBaHue ¢ MOMOIIBIO a30yku Mopse uinu mrpuxkoaa. [Ipu
HEOOpaTUMOM  KOJMPOBAaHUU OJHO3HAYHOE BOCCTAHOBJICHHUE HCXOJIHOTO o0Opasa
HEBO3MOXHO. Hanpumep, kogupoBanue ayinoBu3yanbHoi nHbopmarmu (popMmartsl jpg,
mp3 WK avi) WK XEITUPOBAHKE.

PasznuyaroT 00111€10CTYNHBIE 1 CEKPETHbIE CUCTEMbl  KoAaupoBaHusi. [lepBbie
UCTIONB3YIOTCS It oOnerdyeHus: WHQPOPMAIIMOHHOTO OOMEHa, BTOpbIE — B IIENIAX
COKPBITHS MH(POPMAITUX OT MOCTOPOHHUX JIHII.

IIpencraBjienne 4yucesJ B JBOMYHOM BHJe (B kKommnbloTepe). Kak u3BecTHO,
uHdopmalus, XpaHsum@asica U oOpabaThiBaeMasi B KOMIIbIOTEpax, MPEACTABICHA B
nBonyHOM Buje. but (anri. binary digit - 1BOMYHOE YKCIIO; TaK)Ke UTPa CJIOB: aHTJI. bit
- KyCOYeK, YacCTHUIla) - eIMHUIIA U3MEPECHHS KOJIMUeCTBa HMH(POPMAIIUU, paBHAS OJHOMY
paspsiay B ABOWYHON cucTeme cuucieHus. C MOMOIIbI0 OMTa MOXKHO 3aKOAMPOBATH
(mpeactaButh, paznuuatb) ABa coctosiHuA (0 wnm 1; na wnm HeT). YBenuuuBas
KOJTMYECTBO OWTOB (pa3psAlioB), MOXHO YBEIUYUTh KOJWYECTBO KOJUPYEMBIX
cocrosiamii. Hanpumep, nnst Gaiita (anrn. byte), coctosmiero u3 8 OUTOB, KOJIUYECTBO
KOJMPYEMBIX COCTOSIHUIA cocTaBisier 2° = 256.




Yucna koaupyroTcs B T.H. popmarax ¢ pUKCUPOBAHHON U IUIaBAIOIEH 3aIATOM.

1. ®opmaT ¢ GUKCUPOBAHHOM 3aNATON, B OCHOBHOM, IIPUMEHSIETCS ISl LIEJIbIX
YHCeN, HO MOKET MPUMEHSATHCSI U JIJIsl BEIIECTBEHHBIX YHCEI, Y KOTOPHIX (PMKCHPOBAHO
KOJIMYECTBO JECATHYHBIX 3HAKOB IOCIE 3amsATo. I LesbIX YKhcen moJapa3yMeBaeTcs,
YTO «3arsaTasy) HaXOJUTCs CIipaBa Mocie Miajamero oura (pa3psaa), T.e. BHE pa3psIHON
cetku. B gaHHOM @Qopmare CyiecTBYIOT JBa NpeACTaBlieHUs: Oe33HaKOBOE (st
HEOTPHULIATEIbHBIX YHCEIT) U CO 3HAKOM.

JIns1 0€33HAK0BOI0 NPEICTABICHUS BCE Pa3psiAbl OTBOASITCS IOJ MPEICTABICHUE
camoro uucia. Hanpumep, ¢ moMonipio 0aiiTa MOKHO IPEACTaBUTh O€33HAKOBBIC 1IEJIbIC
yucina oT 059 10 25510 (00000000, - 11111111,) unu BemecTBEHHbIE YKCIA C OJHUM
JEeCITUYHBIM 3HAKOM oT 0.0, 10 25.510 (00000000, - IT1111115).
JI71s1 3HAKOBOIO NIPEACTABICHUS, T.€. TOJIOXKUTEIbHBIX U OTPUIATEIbHBIX YHCEN,
cTapiuii pa3psj oTBOAUTCS 1o 3HaK (0 — MOJOKUTENBHOE YUCII0, | — OTPULIATENIBHOE).

Paznuuaror mpsiMoii, OOpaTHBI M JOMOJHUTEIBHBIM KOJBI 3alHCH 3HAKOBBIX
qucedn.

B nmpssMOM KOJle  3amuCh  TOJIOKUTEIBHOIO W OTPUILIATENIBHOTO  YHCIA
BBITIOJIHACTCS TaK ke, Kak U B 0€33HAKOBOM TMPEJICTABIICHUE (32 UCKIIOYEHUE TOTO, UYTO
CTapiidid paspsj OTBOAMTCS TOJ 3HaAK). Takum oOpa3oMm, dYHciIa S;oUd -
510 3anuceiBatoTcs, kak 00000101, u 10000101,. B npsiMoM Koje MMEIOTCS JBa KOJa
yucna 0: «monoxutensHbil Hylb» 00000000, u «otpunarensubiii Hyib» 10000000s.

[Ipy ucnonb30BaHUU 0OPATHOIO KOJa OTPHUIATEIBHOE YHCJIO 3alUChIBACTCS B
BHJIE MHBEPTHUPOBAHHOIO MOJIOXKHUTENbHOro yucia (0 menstorcs Ha 1 U HaoOOpoOT).
Hanpumep, yucna 5i0u -5;9 3anuceiBarorcsa, kak 00000101, m 11111010,. Cnenyer
OTMETHUTb, YTO B OOPATHOM KOJE, KaK U B MPSIMOM, UMEIOTCS «IOJIOKUTEIbHBIN HYJIb
00000000, u «oTpunarenbubii Hydb» 11111111, ITlpumenenune oOpaTHOrO KOAQ
MO3BOJISIET BBIUYECTh OJIHO YHCJIO W3 JIPYTOro, UCMOJBb3Ysl ONEPALMIO CIOXKECHHS, T.C.
BBIUMTAaHHUE JBYX uucenl X — Y 3amensercs umx cymmorn X + (-Y). Ilpu stom
UCIIOIb3YIOTCS IBA TONMOJHUTENBHBIX MTPABUIIA:

- BBIYUTAEMOE YMCII0O UHBEPTUPYETCS (MPEICTABISAETCS B BHJIE 0OPAaTHOTO KO);

- €CITM KOJIMYECTBO Pa3psoB pe3yibTaTa MojdydaeTcs OoJiblle, YeM OTBEJCHO Ha
IPEICTAaBIICHUE YWCEeN, TO KpalHuM JeBbIi paspsj (cTapinuii) oTOpachIBaeTcs, a K
pe3ynbTary gobasnsercs 1.

B cnenyromeii TaGuie mpuBeIeHb IPUMEPHI BEIUUTAHUS.

Ta6numa 1. [lpumepsl BBIYUTAHUSI IBYX YUCEIT C UCIIOIb30BaHUEM 00PaTHOTO KOJa

X-Y 5-5 6-5 5-6 5-(-6)
X 00000101 | 00000110 | 00000101 | 00000101
Y> 00000101 | 00000101 | 00000110 | 11111001
3aMeHa CI0)XKEHUEM 5+(-5) 6+ (-5) 5+ (-6) 5+6

OOGpartHbIil ko s Beiuutaemoro | 11111010 | 11111010 | 11111001 00000110
(-Y2)

00000101 | 00000110 | 00000101 | 00000101
Cnoxeunue + + + +
11111010 | 111110101 11111001 | 00000110




11111111 | 100000000| 11111110 | 00001011
00000000
OTt6pacbiBaHUE CTAPIIETO pa3psia HE + HE HE
u nobapnenue 1, tpedyercss | 00000001 | Tpebyercst | TpedyeTcs
00000001
PesynbTar -0 1 -1 11

HCCMOTp}I Ha TO, 4TO O6paTHBIﬁ KO 3HAYUUTCIIBHO YIIPOHIIACT BBIYHNCIINTCIBHBIC
mpoucaypbel, a COOTBCTCTBCHHO H 6I>ICTpOIleI\(JICTBI/Ie KOMIIBIOTCPOB, HAJIWYHUC [IBYX
<<Hyneﬁ>> U OJpyTruc yCIOBHOCTH IIPHUBCIIM K ITOABJIICHHUIO JOIMOJIHUTEJIBbHOI'0 KOJA. HpI/I
MPCACTABJICHUN OTPULATCIBHOI'O 4YHCJIa €TI0 MOAYJIb BHAYAJIC HMHBCPTHPYCTCA, KAK B
O6paTHOM KOJC, a 3aTEM K HHBCPCHU Cpa3y I[O6aBJ]SICTC5I 12.

B CJIGI[YIOHIGﬁ Ta6JII/ILIe IMPUBCACHBI HCKOTOPBIC YHCJIa B PA3JIMYHOM KOIAOBOM

MIPECTABICHUH.

Ta6nuna 2. [IpencraBieHue yucen B pa3InyHbIX KOAaX
Hecatuunoe |Kopa aBomdHoro mpeactaBieHus (8 OUT)
NPCACTABICHUC| nhamoilt |0OpaTHBII | HOTIOMHATENEHBIH

127 OIT11111{O1111111 O1111111

6 00000110{00000110 00000110

00000101{00000101 00000101

00000001 {00000001 00000001

0 00000000{00000000 00000000

-0 10000000 11111111 ---

-1 10000001 (11111110 I1111111

-5 10000101{11111010 11111011

-6 10000110{11111001 11111010

-127 11111111{10000000 10000001

-128 --- --- 10000000

HpI/I NpCaACTAaBJICHUU OTPHULATCIIBHBIX YKMCCII B OOIIOJIHHUTCIBHBIX KOAAdX BTOPOC

IPABHJIO HECKOJIBKO YITPOIIAETCS - €CIU KOJIMYECTBO Pa3psiioB pe3yibTara ModydaeTcs
00JbIlIe, YEM OTBEACHO Ha MPEICTABICHUE YMCEN, TO TOJBKO OTOPACHIBAETCS KpalHWUN
JIEBBIN pa3psij (CTapILnii).

Tabnuua 3. [IpuMepsl BEIUMTAHUA BYX YMCET C UCIOJIB30BAHUEM JIONOJIHUTEIHLHOTO

KoJIa

X-Y 5-5 6-5 5-6 5 (-6)
X, 00000101 | 00000110 | 00000101 | 00000101
Y, 00000101 | 00000101 | 00000110 | 11111010




3aMeHa CI0)KEHUEM 5+ (-5) 6+ (-5) 5+ (-6) 5+6

JOMOJIHUTENBHBIA KO JJIS 11111011 11111011 11111010 | 00000110
BbIYuTaeMoro (-Y3)

00000101 | 00000110 | 00000101 | 00000101
- - - -

Caosierne 11111011 | 11111011 | 11111010 | 00000110
00000000 | 100000001} 11111111 | 00001011

OTt6paceiBaHNE CTAPIIETO pa3psia HE 00000001 HE HE

u nobapneHue 1, TpedyeTcs TpedyeTcs | Tpedyercs

Pesynbprar -0 1 -1 11

MO0>kHO BO3pa3uTh, UTO MPEICTABICHUE YUCEII B IONOJHUTEIBHBIX KOJaX TpeOyeT
Ha OJIHY omepaluio Oosibliie (Mocjie THBEPCUU Bcerja TpedyeTcs cliokeHue ¢ 1,), 4To
MOXET U HE OTPeOOBaThCS B JAJIbHEHINIEM, KaK B IPUMEPAX C OOpaTHBIMH Kojgamu. B
JAHHOM Ccly4dae cpalaThIBa€T W3BECTHBIM «HpHHLIMN 4YailHuka». Jlydme cnenaTth
MpoLENypy JUHEHHOM, YeM MPUMEHATh B Hel npaBuiia «Ecin A to By (naxe eciiu oHO
o1HO). To, YTO C 4YENOBEYECKOM TOYKH 3PEHHUS KaXKETCs YBEIMYEHHEM TPYyH03aTpar
(BBIYMCIIUTENBHOM M BPEMEHHOH CJOXKHOCTH), C TOYKH 3pEHHUS IPOrpPaMMHO-
TEXHUYECKOM peanu3aiy MOXKeT 0KazaTbes 3P (HEKTUBHEN.

Eme oaHO u3 mpeuMyliecTB JOMOJHUTENBHOIO KOJa Iepel OOpaTHBIM
3aKJIF0YAeTCsl B BO3MOXKHOCTU NPEJCTABICHUS B €IMHULIE MHPOPMAIIUU HA OJTHO YHUCIIO
(cocrosinue) Oosbllie, 3a CUET HCKIIOUEHHUS «OTpHUIaTeNbHOro HyJs». [losTomy, Kak
paBWIO, JAMANA30H MPEACTaBICHUS (XpaHEHUs) I 3HAKOBBIX LEJBIX YUCET IJIMHOU
OJIMH OalT cocTasiisieT oT +127 mo -128.

2. @opmar ¢ mJIaBalolied 3anMATOM, B OCHOBHOM, HCIIOJB3YETCS IS
BELIECTBEHHbIX uuced. Yucno B JgaHHOM  QopMare  MpeACTaBisieTcs B
AKCIIOHEHLIUAILHOM BUJIE

X=¢e"*m, (1)

I7I€ € - OCHOBAHUE MOKa3aTeNbHON (DYHKIINH;

N - MOPSIIOK OCHOBAHUS;

e" - XapaKTepHUCTHKa YNCIIa;

m - MaHTucca (JlaT. mantissa - mpuOaBKa) — MHOXHTENb, Ha KOTOPBIA HAalo
YMHOKHUTh XapakTEPUCTUKY YKCIA, YTOOBI MOIYUYUTh CAMO YHCIIO.

Hanpumep, 4UCiIo AECATHIHOE 9nCIIo 350 MOXKET OBITH 3amKMCcaHo, Kak 3.5 * 107,
35 % 10", 350 * 10°m T.1. B HOpMAJAM30BaHHOW HAy4YHOH 3ammCH,
MOPSZOK N BBIOMpAETCs TAaKOM, 4TOOBI a0COJIIOTHAS BEJIMYMHA M OCTaBaJIaCh HE MCHBIIIC
€AUHUIBI, HO cTporo Menblne aecatd (1 < |m| < 10). Takum oOpazoMm, B
HOPMAJIM30BaHHOM HAay4dHOM 3ammcu 4mcino 350 Bermsgur, kak 3.5 * 102 Ilpwm
OTOOpaKEHUM YHCell B MpOrpaMMmax, YYHUTbIBas, 4YTO OCHOBaHHe paBHO 10, wux
3anuchiBaloT B Bujge m E + n, rae E o3nauvaer «*107» («...yMHOXWTh Ha JI€CSTh B
cTerneHu. ..»). Hanpumep, uncio 350 — 3.5E+2, a yucmno 0.035 — 3.5E-2.




Tak kak yucna xpaHUTCS U 00padaThIBaeTCs B KOMITBIOTEPAX B JBOMYHOM BHJIE,
TO JUIA 3TUX IlieNied mpuHuMaeTcs € = 2. OgHoM M3 BO3MOXKHBIX (POPM JIBOUYHOTO
IIpeACTaBICHUS YUCEII C TIJIaBaIOIeH 3asITON SBIISICTCS CIASAYOIIasl.

bni bn bn bn bn bn bn bn bmi bml bml bml brnl brnl bml brn bm bm bm bm bm bm bm bm
716 (514 ([3]12(1 5 4 3 2 1 0 9 8 7 6 5 4 3 2 1
3Ha BCJIIMYHMHA 3Ha BCIINYMHA
K K
HOpﬂHOK MaHTHUucCcCa

Puc. 1. JIBonunsIii popmat npeacTaBiIcHUs YHUCeN ¢ TIaBaroIIeH 3amsaToi

butel bnt u bm+, o3Hayaromuye 3HAK TOPSAKAa W MAHTHUCCHI, KOIUPYIOTCS
aQHAJIOTMYHO YHciIaM ¢ (PMKCUPOBAHHOM 3amsATOM: JJIS MOJOKUTEIBHBIX uucen «0», ais
OTpUIaTeNbHBIX — «l». 3HaueHHWe TopsaKa BBIOMpAeTCS TaKUM OOpa3oM, YTOOBI
BEJIMYMHA IIEJOM YacTH MAHTHUCCHI B JACCATHYHOM (M COOTBETCTBEHHO B JBOHMYHOM)
MPEJCTABICHUH PaBHsUIACh «1», UTO OyAET COOTBETCTBOBATh HOPMAJIU30BAHHOM 3aIUCH
Uil 1BoUYHBIX yucen. Hanpumep, masa yucna 3500 nopsagok n = 8190 = 001000, (350 =
1.3671875 * 2%), a mna 57610— n = 9;0= 001001, (576 = 1.125 * 2°). Burosoe
MPEJCTABIICHUE BEIIMYMHBI MOPSIKA MOKET ObITh BBIMOJHEHO B MPSMOM, OOPATHOM HIIH
JOTIOJIHUTENIBHOM Kojie (Hampumep, s n = 89 ouHapHsii Bug 001000,). Benuuuna
MaHTHCCBI 0TOOpaxaeT ApoOHYI0 yacTh. JlJig ee nmpeoOpa3oBaHus B JBOMYHBIN BUJI, OHA
MOCJICIOBATEILHO YMHOKAETCS Ha 2, 1oKa He ctaHeT paBHo# 0. Hanpumep,

0| 3671875

x 2
0| 734375

X 2
1| 46875

® 2
0| 9375

x 2
11 875

X 2
11 .75

x 2
11 5

X 2
11 .0

Puc. 2. [Ipumep nonmydenust 1poOHOM YacTu B OWHAPHOM BHJIC

[lenbie yacTH, MOTy4YaeMble B pPe3yJbTaTe MOCIEAOBATEILHOIO IEPEMHOKEHHUS, U
MPEACTABISIIOT co00M aBoWYHBIA BuI ApoOHOM uactu (0.3671875,0= 0101111,).
OcraBmasics 4acTh pa3psoB BEIWYHMHBI MaHTHCCHI 3amosHseTcs 0. Takum obOpasowm,
UTOTOBBINM BUA uncia 350 B (hopMare ¢ miiaBaroIiei 3amsTol ¢ y4eTOM MpeICcTaBICHUs
MaHTHUCCHI B HOPMAJIM30BaHHOM 3aITMCH

0 (0(0|0f1|0(0|0| O |(O|1|O|1{1|1{1]{0(0]|0[0]|0{0]|0(O

3HaK| BC€JIMYHHA |3HAK BCJIIMYMWHA




+ 28 + (1) +0.3671875

IMOoPAOOK MaHTHCCA

Puc. 3. /IBonunsiil Buja unciaa 350

B mporpaMMHoO-anmapaTHBIX peanu3aiusax apu@MEeTHUeCKUX IEeUCTBUN IIMPOKO
pacrnpocTpaHeH CTaHaapT MpeICTaBICHUS qHcen C TTaBaroIIen
toukoii IEEE 754 (nocnenussa penaxmms «754-2008 - IEEE Standard for Floating-Point
Arithmeticy»). JlanHbIi cTangapT onpeaenseT ¢GopMaThl ¢ MIABAIOMIMMU 3aISATHIMU IS
MIPEACTABICHNUS Yunces oquHapHoii (anrn. single, float) u aBoiinoi (anri. double)

Tounoctd. O6Ias cTpykrypa popMaToB
bnj: bnl eoe bnl bm] oo bml
3HaK BCJIIMYMHA
IMOPAAOK
MAaHTHCCHI MAaHTHUCCHI

Puc. 4. O0wmuii popmar npeacraBiaeHus: ABOMUHbBIX yncen B ctanaapre IEEE 754

dopmaThl MPEACTABICHUS OTJIMYAIOTCA KOJIMYECTBOM OWUT (0aiiT), OTBOAUMBIM
JUISL TIPECTaBIEHUS YHUCEN, M, COOTBETCTBEHHO, TOYHOCTBIO MPEJCTABICHUS CaMUX
quced.
Tabnuua 4. Xapaktepuctuku GopMaToB MPEACTABICHUS IBOUYHBIX YUCEN B CTAHIApPTE

IEEE 754

dopmar single double
OO6muuit pazmep, 6ut (6aiT) 32 (4) 64 (8)
Uucro Out 15 mopsiaka 8 11
Ywucao OUT 111 MAHTHUCCHI 23 52
(6e3 ydera 3HaKOBOTO OMTA)

2128 5127 91024 5-1023
Bennuuna nopsiaka (£3.4*10%® . 1.7*10° | (£1.8 *10°%® .. 9.0 * 10
38 307)

Cwmelenue nopsiaka 127 1023
/IanasoH Mpe/ICTABACHUS THCET | | 4 x 145 3 4% 0% | £4.9 % 10724 1.8 * 10°05
(6e3 yuera 3HaKa)
KomuuectBo 3nauanmx nudp
qyucia 8 16
(ue Gonee)

OcobenHocthlo npeacTaBienus uucen no cranaapty IEEE sBasercs orcyrcTBue
OuTa moj 3HaK nopsjaka. HecMoTps Ha 3TO, BETUYMHA MOPSAKA MOXKET MPUHUMATH KaK
MOJIOKUTENIbHBIE 3HAYEHUS, TaK M OTPULATEIbHbIE. DTOT MOMEHT YYUTBHIBAE€TCS T.H.
«cMeleHueM  nopsaka». Ilocie mpeoOpa3oBaHMs JBOMYHOIO BHJA  IMOPSJIKA
(3amMCaHHOIO B MPSMOM KOJ€) B JECATUYHBIN OT MOJIyYEHHOH BEIMUYMHBI OTHUMAETCS




«CMEIICHHE TOopsAaKa». B pe3ynapTaTe MONy4aeTcs «MCTHHHOE» 3HAYEHUS TMOPSIKa
yuciaa. Hampumep, ecnu [ yucia OJAWHAPHOM TOYHOCTH yKazaH IOPSIOK
11111111, (= 255,0), TOo BennunHa TOpsiaka Ha camMoM aene 12810 (= 25510 - 12710), a
CcCJIn 000000002 (: 01()), TO -12710 (: 010 - 12710)

BennunHa MaHTHCCHI yKa3blBaeTCs, KakKk M B TMPEAbIAYIIEM ciy4dae, B
HOPMaJIM30BaHHOM BHJIE.

C yyeTroMm BbIIIEU3JI0KEHHOTO, Yuciao 35050 B ¢dopmaTe OAMHAPHOW TOUYHOCTHU
crarnapta IEEE 754 3anuceiBaercs cieayrommuM oopazom.

0 1{0{0(0|0|1|{1|1|0|1]|Of1{1|1{1]{0(0{0]|0(0{0]0{0{0[0{0{0(0{0[0|O

Mali?jllécm HOPAAOK BEJIMYMHA MAHTUCCHI
N 28(8=135-127) (1)+0.3671875

Puc. 5. JIBonunsii Bug uncina 350 no cranpapty IEEE

K apyrum ocoGennoctsim cranjmapta I[EEE  oTHocuTcs  BO3MOXHOCTB
MpPEACTABICHUS crielHalbHbIX uncen. K HuM otHocsATca 3Hauenust NaN (anri. Not a
Number - He yucno) u +/-INF (anrn. Infinity - 6eckOHEYHOCTB), MOMyYarOLIUXCS B
pe3yJpTare omnepauuMyd TUIA JIEJECHHWs Ha HOJNb. laKke Croja IONajaroT
J€HOPMAJIM30BAHHBIE YHCIIA, Y KOTOPHIX MAHTUCCA MEHBIIE €IHHUIIBI.

B 3axkmroyeHume 1o 4YuciaaM ¢ IDIABAIOLIEH 3alsiTOM  HECKOJIBKO CJIOB O
MIPECIOBYTON «0IIMOKe OKPYrJaeHus». T.K. B JBOMYHOU (hopMe MpeACTaBICHUS Ynciia
XPaHUTCS TOJIbKO HECKOJBKO 3HAayamMx LU(dp, OHA HE MOXKET «IOKPBITH» BCE
MHOT0o0Opa3ue BEUIECTBEHHbIX 4KCe]d B 3aJaHHOM Juana3oHe. B pesynbrare, eciu
YHCJI0 HEBO3MOXKHO TOYHO NPEACTaBUTh B JABOWYHON (oOpMeE, OHO IMpenCTaBIseTCs
OmmkamuM  Bo3MOXKHbIM.  Hampumep, ecim k  umciny Tuna double  «0.0»
HOCJIEI0BATENbHO J00aBIATh «1.7», TO MOKHO OOHApPYXUTh CIEIYIOIIYIO «KapTHHY»
VU3MEHEHUS 3HAYCHUN.

0.0
1.7
3.4
5.1
6.8
8.5
10.2
11.899999999999999
13.599999999999998
15.299999999999997
16.999999999999996
18.699999999999996
20.399999999999995
22.099999999999994
23.799999999999994
25.499999999999993
27.199999999999992



28.89999999999999
30.59999999999999
32.29999999999999
33.99999999999999
35.699999999999996
37.4
39.1
40.800000000000004
42.50000000000001
44.20000000000001
45.90000000000001
47.600000000000016

Puc. 6. Pe3ynbrar nmocnenoBarenbHoro nooasinenus uncia 1.7 (Java 7)

Jlpyroii HIOAHC OOHAPYKMBAE€TCA MPU CIOXKEHUHM JBYX YHCEN, Y KOTOPBIX
3HAYUTENLHO OTJIMYAeTcs nopsanok. Hampumep, pesymbrarom croxernus 1010+ 100
10 6ymer 10'°. Jlaxe ecnu mocnemoBarensHo Tpwwmod (10'?) pas mo6asmars 1070 k
10'°, To pesymbrar ocranerca npexaum 10'°. Eciu xe k 10'° no6aButh nmpoussenenue

101 * 10'2, yTo ¢ MaTeMaTMYECKON TOYKH 3PEHHUS OJHO M TO K€, PE3yIbTaT CTaHET
10000000100 (1.0000000100 * 10'?).

Bomnpoce! 11t caMOKOHTPOJIA

WNnentudukamus.

AyteHTuuKanms.

ABTOpH3aLHs.

MmuorodakTopHas ayTeHTUDUKAITHS.
OpnnodaxropHas IByX3TamHas ayTeHTUDUKAIHUS.

Nk =



IIpakTnyeckoe 3ansitue Nell. Creranorpagus
eab: n3y4nTh METOIbI CTEraHOrpaduu.
Xoxa paboThi:

1. Onucanue creraHorpad@uyeckoro MeToaa

KommbroTepHbie cTeraHorpaguyeckue METOMbl KaK  CaMOCTOSATENbHO, TaK M
COBMECTHO C KpuInTorpaduei, moiaydmin MupoKoe pacpoCcTpaHEHUE B 1ENSIX 3aIIUTHI
kKoH(puneHmmaneHON wHpopManmu. B jabopaTopHOoil paboTe paccMaTpHBacTCs
cTeraHorpauueckoe COKPBITUE CEKPETHBIX COOOIIECHHI B TEKCTOBBIX JTOKYMEHTax
penaktopa Microsoft Word 3a cuer cneuuduueckoro ¢GopMaTHpOBaHUS CHMBOJIOB
TekcTa. [IpuHIMIBI COKPBITHS OA3UPYIOTCS HA IPYTHX U3BECTHBIX CTETaHOTPapUUECKUX
METOJIaX.

1. Muxkporouku. Mcrionp30BaHue MHUKPOTOYEK U TEPEAauYd  CEKPETHBIX
cooOmieHnil omucan rpedeckuit ydyenold DHeil Taktuk B counmHeHuu «O0 oOGopoHe
YKpEIUIEHHBIX MecT». CyTh MPEIIOKEHHOTO0 UM TaK HAa3bIBAEMOTO «KHIKHOTO IIH(Ppar
3aKJII0Yaliach B MPOKAJIBIBAHUM MAaJ03aMETHBIE JbIPOK B KHUTE WIM B JIPYTOM
JIOKyMEHTe HaJl OyKBaMH ceKkpeTHoro coodiienus. Bo Bpems [lepBoit MUpOBOIi BOMHBI
TepPMaHCKHUE IIMHUOHBI UCIOJIb30BAIM aHAJIOTHYHBIA MU(p, 3aMEHUB JBIPKU HAa TOYKH,
HAaHOCUMBIE CUMIATHUYECKUMHU YePHUIIAMU HA OYKBBI Ta3€THOT'O TEKCTA.

He npocTo urpa

Eéau kakyoo-ToO Mrpy M MO2KHO Ha3BaTb LIAPHLIEH HIp, TO 3TOr0 THTYAA, HECOMHEHHO,
3aCAYKHBAIOT IaxMaThl. B HHX cAy4aHHOCTb HHKAaK He BAMSET Ha XOJ MTpbl, a Orpeze-
ASIOLLIEE 3HAYEHHE MMEIOT YHCTasl CTPATEerusi K MaMsATb: YMCAO BO3MOKHBIX XOZI0B B Map-
uu umeer nopsiaok 10'?? — ato eBoob6pasnumas Beanunna. O aHazk bl YeMITHOHOM MHpa
Mo maxmaTaM CTaA MpoecCHOHaAbHbIH MaTemaTHk JManysab Nackep (1868—1941).
Ceityac Mbl TOBOPHM O CTaHJAPTHBIX LIaxMaTax Ha Aocke u3 64 kaeTok, HO ewe B za-
A€KYIO BUKTOPHAHCKYIO 310Xy MaTeMaTHk ApTyp Kaau (1821-1895) yzxe pacemorpea

TpexMepHble IaXMaTbl, B KOTOpbIE CETOJHS HIPAIOT IMEPCOHAZH CepHara «-3Be3HbIH

My Th».

Puc.1. CokpsiTHE COOOIIECHUS «CEKPET» B TEKCTE 3a CUET MAJIO3aMETHBIX TOUEK
(Xoakun HaBappo. TaitHas xu3Hb urcesn. Mup mareMaTtuku — Tom 31)

[To aHamoruu ¢ MHKPOTOYKAMH CKpbIBacMasi B TEKCTE CEKpeTHas HHMOpMarus
CrieMaJIbHBIM 00pa3oM nomMeuaercs (popmaTupyercs).

2. Ucnoan3oBanue oco0eHHOCTEl YeioBedeckoro 3peHusi. [1oqo0HbIE METOIBI
IIUPOKO HCITOJIB3YIOTCS JUISI COKPBITHS WH(GOPMAIMU B MYJIbTUMEIMHHBIX (Daiinax (B
gactHocTH, MeTo LSB, Least Significant Bit - HaumenbIuii 3HaUaNUit OUT) 3a CYET UX
n30bITOYHOCTH. [0 aHayormM ¢ HUMHU, B OOBIYHOM TEKCTE CHMBOJIBI, COCTaBIISIONINC
CEeKpeTHOe cooO0IeHne, MoryT (HOpMaTHUPYIOTCS TakK, YTO ATO OyJIET HE3aMETHO IS
rila3a HEHWCKYIICHHOT'O 4YHUTaTellsl TeKCTa. B  YacTHOCTH, CHMBOJIBI CEKPETHOTO
COOOIICHUS MOTYT BBIJICIATHCSA JPYTUM IIBETOM, HE3HAYUTEIBHO OTIUYAIOIICTOCS OT
I[BETa OCTAIBHBIX CHMBOJIOB.
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«Moit AAfL caMBLYX UECTITHBLX TIPABUA,
Koraa He B wymky saHemor,

On yBaxamb ceba sacmasua

W Ayuie BbLAYMATTL He MOT.

Ero npumep apyrum Hayka;

Ho, Bodxe Moit, Kakas ckyka

C BOABHBIM CHAETTD 1 AEHD 1 HOMD,
He omxoaa H wary npous!
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Puc.2. [Tpuranmn hopMaTupoBaHUs CHMBOJIOB CEKPETHOTO COOOIIEHUS «CEKPET»
(uBet cumBOIOB kpacHblit — RGB(255, 0, 0))
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«MoT1 A9AA CAMBLX HeCTIHBLX IPABIA,
Koraa He B wymxy 3aHemor,

O yBakamb cebs 3acmasua

W ayute BbLAYMATIS He MOT.

Ero npumep apyram Hayka;

Ho, 6o>xe moit, kakaa ckyka

C 6OABHBIM CUAETTL 1 A€HD 1 HOUb,
He omxoaa Huwary npous!

Kakoe H1skoe KoBapPCIBO
Tloayatsoro 3a6aBAsmy,

Emy noaywkm nonpasaams,
TlewaAbHo TLOAHOCUITIL AEKAPCTIIBO,
B3ablxams 1 aymams npo ceba:
Koraa e uepm sBosbmem mebal»

LiseToBas Moaens: RGB
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Puc.3. Creranorpadudeckoe COKpPbITHE CUMBOJIOB CEKPETHOTO COOOIIEHUS «CEKPET

(11BeT cuMBOJIOB «1ouTH yepHbIi» — RGB(1, 0, 0))

Ha puc.3 uBer cumBosoB cekpetHoro coobmenuss RGB(1, 0, 0) mpaktudecku He
OTJIMYAETCS OT LIBETa CUMBOJIOB ocTalibHOTO Tekcta RGB(0, 0, 0).



3. Cemarpammbl 4 KogupoBaHue. [Ipenpiaymuii METO MOKHO YCUJIUTh 3a CUET
UCIIOJIb30BaHUS MIPEIBAPUTENIBHOTO KOAUPOBAHUS CHUMBOJIOB CEKPETHOIO COOOLIEHMS.
Ilepen ¢opMaTHpOBaHMEM CHMBOJBI CEKPETHOTO COOOIIEHMs BHayajle KOAUPYIOTCS
OMTOBBIMM CTPOKAaMHU JJIMHOW N COIVIACHO NMPHUHATON KOAMpPOBKE. B mcxomHoOM Tekcrte
BBIOMpAIOTCS N MEPBbIX CHUMBOJIOB, KOTOpble OYIyT COOTBETCTBOBaTb OHTOBOMY
IPEICTABICHUIO MEPBOrO CHUMBOJIA CEKPETHOro coodueHus. g Hynedl OuToBOU
CTPOKHU OCTaBJISIFOT UCXOAHOE (POPMAaTUPOBAHUE, I €IMHUL — HE3HAYUTEIIbHO MEHSIOT
(cm. puc. 3). IIpouenypy mocienoBaTeabHO MOBTOPSIIOT JUISl OCTABIIMXCS CHMBOJIOB
cekpeTHoro coobmeHus. Hampumep, ciioBo «cekper» coryiacHo koaupoke Windows
1251 B OutoBoM mnpencrtaBiaeHun Oyzaet Bwimsaers 11110001 11100101 11101010
11110000 11100101 11110010,.
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Ero npuMep IOPyTMM Hayka;
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He oTXOma HM mary Ipoub !
Kaxkoe HUBKOE KOBapCTBO
MlonyxuBOoT0 3abaBNATE,

EMy NOOYNKM [ONPABIATH,
IleYayIbHO NOLHOCUTH JIEKAPCTBO,
B3OEIXATE ¥ OyMaThb Opo cebd:
Korpma ®e 4epT BO3bMeT Teba!»

A.C. NymxuH
OTPHIBOK M3 pOMaHa «EBTeHMII OHETMH» . o
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Puc.4. [Ipunuun kogupoBaHus U popMaTUpOBaHUSI CHMBOJIOB CEKPETHOTO COOOIIICHUS
«CEKpeT»
(Bet nyne#t yepHsiii — RGB(0, 0, 0); uBeT enunuI kpacusiii — RGB(255, 0, 0))

Creranorpadus
Kak ormeuanocs panee, pa3pabOTKOW CpPEACTB M METOJIOB COKPHITHS (paKTa
nepeaadyd CoOoOIIeHUsT 3aHMMaeTcs cTeraHorpadgus (rped. oTeyovOog - CKPBITBIA U
YPOQ® - mwuiry; OyKBaJdbHO «TaHOMUCHY»). Hambomnee sddexktuBHO ee mpuMeHeHue
COBMECTHO ¢ KpunTorpapudeckumu Metogamu. OObIYHO cTeraHoTpaduio IeIIT Ha JBa
HaIpaBJICHUS: KIIACCUYECKYIO U KOMITHIOTEPHYIO.

Komnbrorepuasi creranorpagus



Pa3BuTHe KOMMBIOTEPHOW TEXHOJOTUM M CPEACTB KOMMYHHUKAIMU MPUIIATIA
HOBBIM MMIYJILC PA3BUTHIO U COBEPIICHCTBOBaHUIO creraHorpaduu. CeroaHs KaskIblii
MO>KET BOCIIOJIb30BaThCA TEMHU MPEUMYILIECTBAMHU, KOTOPBIE JAaeT CTeraHorpadus Kak B
00JIacCTU CKpBITOM mepefadyr MHGPOpPMAIMKM, YTO OCOOEHHO MOJIE3HO B CTpaHax, e
CYILIECTBYET 3alpeT Ha CTOMKHE CpPENICTBa KpUNTOrpapuu, Tak U B OOJACTH 3aIUTHI
aBTOPCKUX MpaB. B Hacrosmiee BpeMsi METO/Ibl KOMITBIOTEPHOU cTeraHorpaduu akKTUBHO
UCIIOB3YIOTCS ISl PELICHUS CIEAYIOIMINX 3a0a4.

1. 3ammura KOH(pUAEHIUAIBHON HH(POPMALMH OT HECAHKIMOHMPOBAHHOIO
aocTtyna. 3To 00JacTh HCHOJBb30BaHUS KOMIIBPIOTEPHOW cTeraHorpaduu sBIsSETCS
HanOosee dS(PGEKTHBHOW TIPU pPEMICHWH MPOOJIeM 3alluThl  KOH(PHUACHITUATHHON
uHpopmanmu. Tak, Hampumep, OOBEM CEKPETHOTO COOOIIEHUS B 3BYKOBBIX H
rpaduueckux (aitmax MoxkeT coctaBisaTh 10 25 - 30 % ot pasmepa daina. [Ipuuem
ayJIMOBU3YyaJIbHbIE U3MEHEHHUS TAKOBbI, UTO HE OOHAPYKUBAIOTCS MPU NPOCITYIINBAHUH
U IpOCMOTpe (PaitsioB OOJIBIIMHCTBOM JIOAEH, JaKe €CU (PaKT COKPBITUS U3BECTEH.

2. IIpeomosieHme cHCTeM MOHMTOPHHIA M YIOPABJEHHS CEeTEBbIMH
pecypcamu. Cteranorpaduyeckre METOMbI IO3BOJISIOT MPOTUBOCTOSITH IOIBITKAM
KOHTPOJISL HaJ WH()OPMAIMOHHBIM MPOCTPAHCTBOM MPU MPOXOKIACHUH HHGOPMAIUH
4yepe3 CepBEPHI YIPABICHUS JTOKATBHBIX U TTI00abHBIX BHIYUCIUTEIBHBIX CETEH.

3. KamyduaupoBanue nporpamMMHOro oodecmnedeHus.Ipumensercs B Tex
ciayyasx, Koraa wucnoib3oBaHue I[IO He3aperucTpupoOBaHHBIMHU IOJb30BATEISIMU
aBisieTcsl HexenaTenbHbIM. [1O MoxeT ObITh 3akamy(IMpOBaHO MOJA CTaHJAPTHHIE
YHUBEpPCAIbHBIE MPOrpaMMHBIC MPOAYKTHI (HAmpUMeEp, TEKCTOBBIC PEIAKTOPHI) WIH
CKPBITO B (paiiinax MyJbTUMEIUA U UCIIONIH30BATHCA TOIBKO JHUIAMU, UMEIOIIMMHU HA 3TO
npasa.

4. 3ammura aBTOpcKUX npaB. OgHuM U3 Haubojee NEePCHEeKTUBHBIX
HaIpaBJIeHUN KOMITbIOTEPHOU cTeraHorpaduu SABIISETCS TEXHOJIOTUSI
UCIOJIb30BaHuUs HM(poBbIX BoAsiHbIX 3HAKOB [[B3 (digital watermarking) — B nannom
ciiydae, CO3/laHie HEBUIUMBIX TJIa3y 3HAKOB 3allUThl aBTOPCKHUX MpaB Ha rpaduueckue
u aynuo aitnel. Takue [IB3, momemennbie B ¢aiiia, MOryT OBITH PacrO3HAHBI
CHelUaIbHBIMK TpOTpaMMaMHU, KOTOPBIE W3BJIEKYT U3 (pailia MHOTO MOJe3HOM
uH(bOpMaIH: KOTJa co3/1aH (aii, KTO BIaJeeT aBTOPCKUMH IMTpaBaMu, KaK BCTYIIUThH B
KOHTAaKT C aBTOpoM W T.1I. IIpu TOM MOBaJibHOM BOPOBCTBE, KOTOPOE MPOUCXOAWT B
HNuTepHere, noiib3a OT TAKOM TEXHOJIOTUY OYEBUIHA.

CeronHsi Ha pBIHKE CYIIECTBYET JOBOJbHO MHOTO (UpM, Mpeaararonmx
OPOJAYKTHI JJIsl CO3/aHMSI M JETEKTUPOBAHUSA BOJSHBIX 3HAKOB. OIHUH W3 JUIEPOB -
¢upma Digimarc. Ee npoaykramu, eciv BEpUTh NPENOCTaBICHHOW camoil ¢upmoii
uH(poOpMaIK, MOJNb3YIOTCA 00Jee MWIIMOHA O(QUIMATIBHBIX KIUEHTOB: JW3aiiHEpHI,
XYJ0°)KHUKH, OHJIaWHOBBIE Taniepe, kypHai Playboy. CrnenpiaiibHble TOMCKOBBIE areHThI
CKaHUPYIOT pecypchl HMHTepHeT, mpocmarpuBas KapTUHKA Ha Hanuuue [I(B3, u
COOOMIAIOT BiaAeNblaM O (haKTaxX MCIOIH30BAHUS UX COOCTBEHHOCTH.

HecmoTps Ha Bce 3aBepeHHUs CO3JaTeliel COOTBETCTBYIOIIUX MPOAYKTOB, 1[B3
OKa3aJIMCh HECTOMKMMH. OHM MOTYT NEPEHECTH MHOIO€ - H3MEHEHUE SAPKOCTU U
KOHTpAcTa, HCHOJb30BaHUE crneldd(eKToB, Jaxe IMedarb M MHOCIEAyIolLIee
CKaHMpPOBaHWE, HO OHU HE MOTYT NEPEHECTH BO3JEHCTBHE CHEUUATIBHBIX MPOTrpaMM-
CTUpaTese, KOTOpbIe MOABUINCH B MIHTEpHETE.



Haubosee

HN3BCCTHBIC

METOJbl  KOMIIBIOTEPHOM

XapaKTEepUCTUKA IPUBEACHBI B CIEAYIONIEH TaOIHIIe.
Tabnuua 1. Metopl KOMIIBIOTEPHOU cTeraHorpaduu U UX XapakTEPUCTUKA

cTreraHorpaguu ¥ UX

Creranorpaduueckue
METO/IbI

Kpatkas xapakrepucruka
METOJIOB

[Tpumeuanus

1. MeTobl, OCHOBaHHBIC Ha MCIOJIb30BAHUH CIICLIMATIBLHBIX CBONCTB HOCUTEIICH JaHHBIX

1.1. CkpbiTHe
uHpOpMaIuu B
HEHUCTIOJb3YEMbIX MECTax
JIVICKOB

1. Ucnons3ytoTcs JOpOKKH,
JOCTYITHBIE JIJIs1 YTCHHS, HO HE
BocripuHuMaeMbie OC
(Hanpumep, B pe3epBHYIO
00J1aCTh )KECTKOTO JTUCKA).

2. 3anuch B HEUCTIOJb3yEMbIE
MecTa onthudeckux AUckoB (CD,
DVD, Blue-ray u 1.71.)

1. Hu3kas creneHb
CKPBITHOCTH.

2. Bo3MoxHa nepegaya
00JbIINX 00BEMOB
nHpopmaruu.

1.2. Hanecenue
JOTIOJIHUTEIIBbHBIX
JIOPOXKEK Ha THOKHUE
MarHUTHBIC TUCKH
(BBIIIUIH U3
YHOTpEOIeHHS )

T.x. mMpuHa JOPOKKH B
HECKOJIBKO pa3 MEHBbIIIE
PACCTOSIHUS MEXY JIOPOKKAMU
(st THOKMX MarHUTHBIX
JIUCKOB), TO Ha IUCK MOKHO
HAHECTH JOITOJIHUTEIBHBIC
JIOPOKKH U 3aIKcaTh Tyaa
uH(pOpMaIio, HE JOCTYITHYIO
OC.

Bo3moxkna nepenaya
00JIBIIINX 00BEMOB
uH(popMaIuu.

1.3. CnemnmanbHoe
dbopmMaTHpOBaHUE IUCKOB

dopmMaTUpOBaHUE TUCKA MO
pa3Mep CEKTOPOB OTJIMYHBIA OT
npuHsAToro B OC.

1. Hannune nporpamm Kak
dbopMaTHPYIOIUX
moJ00HBIM 00pa3zoM
JTUCKH, TaK U YUTAIOIITUX
moboe (popMaTupoBaHueE.
2. Bo3MoxHa nepegaya
00JIBIIINX 00BEMOB
uH(popmaIuu.

2. MGTOI[BI, OCHOBAHHBIC Ha HUCIIOJIB30BaHNH CIICTIMAJIBHBIX CBOMCTB (bOpMaTOB JaHHBIX

2.1. Metoppl [Tons pacmmpenust umeroresa Bo | 1. Huskas ctenens
WCIIOJIb30BaHUs MOJIEH MHOTUX MYJIbTUMEIUNHBIX CKPBITHOCTH.

JAHHBIX, dbopmarax. Onu 3anonusitorest | 2. [lepemada HeGoabIITUX
3ape3epBUPOBAHHBIX ISl  [HYJIEBOW MHGOpMaIIUEH U HE 00beMOB MH(OPMAIIHH.
pacipeHust YUYUTBIBAIOTCS TPOTPAMMOM.

2.2. Metonnl 1. Ucnonb30oBaHue CMENIEHNSA 1. Cnabas
CIIeIMAILHOTO CHUMBOJIOB, CJIOB, IPEJIOKEHUN |TPOU3BOIUTEIIBHOCTD
dbopmaTHpOBaHUS B WU a03areB B TEKCTe (MOKHO — |METOJIOB.

TCKCTOBLIX JOKYMCHTAX

00€eCIIEYNTh BCTAaBKOM
JOTIOJTHUTEHHBIX TIPOOEIIOB).

2. llepenava meOoMbIIMX
00BEeMOB HH(pOPMALIHH.




2. BriOop onpeneneHHbIX
MO3ULIUNA CHMBOJIOB (HampuMep,
aKpOCTHX).

3. Ucnonb3oBaHue
JOTIOJTHUTENbHBIX
BO3MOKHOCTEHN
dhopmMaTUpOBaHUS TEKCTOB
(HanpuMep, UCIOJIb30BAHUE B
MS Word: ckpbITOTO TEKCTA;
CHEHATBHBIX MPUQTOB;
CHUMBOJIOB OIIPEACICHHOTO
mpudTa, pazMepa UM LBETA;
Oeoro 1BeTa JUisi CAMBOJIOB U
¢doHa; otHOTO TIPOOETa MEKTY
cioBaMHu Ju1sl Koguposanus 0"
U JIBYX — JUIsl KogupoBaHus "1"
U T.J.).

3. Huskas crerneHp
CKPBITHOCTH.

2.3. MeTonsl
CIEIUaTBHOTO
dbopmaTupoBaHus
TEKCTOB MY TIeYaTH

1. IleyaTs crienMaabHBIMU
mpu@TamMu, CAMBOJIAMH
ONpENEIEHHOT0 MpUQTa,
pa3mepa WiH 1BeTa.

2. Baecenue mMano3aMeTHBIX
MCKaXEHUU UH(pOpMaIUU TTPU
neuaty (bpLT ncmonp30BaH npu
MeYaTy KOHTPAKTOB C
KJIMEHTaMH B OJTHOMN U3
MOCKOBCKHX KOMIIaHUH. JTa
TaWHONMNCH BBITIISIICIIA KaK
OOBIYHEIC HE3HAYNTEIILHBIE
nedexTol neyaTu u
oOecrieunBala OnpeaeIeHHYIO
CTEIEHb MOJITBEPKICHUS
MOJTMHHOCTH JOKYMEHTA).

1. Cnabas
MIPOU3BOAUTEILHOCTh
METOJIOB.

2. Ilepenava HeOOMBITUX
00beMOB UH(pOpMaIUK.

2.4. CxppiTHe
uH(popmaIuu B
CBOOOTHBIX 00JIACTAX
JTUCKA

1. Ucnionp3oBanue cBOOOTHOM
JaCcTH IOCJICAHETO KilacTepa
daiina.

2. Ucnonb3oBaHue cBOOOIHBIX
KJIacTepoB O3 3aIncy B
TaOJIUIIBI pa3MeIIeHHs (aitioB
“H(pOpMAIU O TOM, YTO B ITHX
KJIaCTepax COACPIKUTCS
uHpopmarus.

1. Huzkas crenenpb
CKPBITHOCTH.

2. Bo3moskHa nepenaya
O0IBIINX 00HEMOB
uHbopmaIum.

2.5. Ucnonb3oBanue

1. Ucnionb3oBaHue CKPBITBIX

1. Hu3zkas crerneHp




ocoOeHHOCTeH (aioBoit
CUCTEMBI

(baiinos.

2. Ucnionp30BaHKE NTOTOKOB B
NTFS.

CKPBITHOCTH.

2. Bo3moskHa mepegava
00JbIINX 00BEMOB
nHpopmaruu.

3. MCTOI[BI, OCHOBAHHBIE HA MCII0JIb30BAHUU N30BITOYHOCTH ayanuo- u

BUICOMH(POPMAITAH

3.1. MeToapl
HCITOJIb30BAHHUS
N30BITOYHOCTH
MYJIbTUMETUUHBIX
dbopmaToB

Mnanmme pa3psiabsl OaiT,
Hecymue nHpopMaiuo 00
WHTEHCHUBHOCTH CBETAa U 3BYKa
coJiepKaT 04eHb MaJIO T0JIE3HOM
nHopmarnmu. 1x 3amnoiaHenue
MPaKTHYECKU HE BIMSICT Ha
Ka4eCTBO BOCIIPHUSTHUS.

1. 3a cuet BBeiCHUS
JIOTIOJITHUTEIIbHOU
uH(POPMAIIUN UCKAKAIOTCS
CTATUCTUYECKHUE
XapaKTePUCTUKU
1IU(PPOBBIX TOTOKOB.

2. JIy1s CHU>KEHU S
KOMITPOMETHPYIOIITHX
MIPU3HAKOB TpeOyeTcs
KOPPEKITHS
CTATUCTHYCCKUX
XapaKTEPUCTHUK.

3. Bo3moxHa nepenaya
00JIBIIX 00BEMOB
uH(popmaIuu.

Hcnoab3oBanue noroxkoB B NTFS.

JIroboii ¢aitm B NTFS Moxer cojaepkaThb HECKOJIBKO moTokoB ("daiimoB").
Kaxnprit daitn NTFS conmepxkut crangapthbiii (default) wim 6e3piMsiHHBIN (Unnamed)
MOTOK JaHHBIX (data stream). FIMEHHO 3TOT MOTOK BHAMT Iepes COOOM IOJIb30BaTElb,
OTKpBbIBAOIIMI (ail B TEKCTOBOM peaakTope. M MMEHHO pa3mep 3TOro mMnoToka
oToOpakaeTcs B KayecTBe pazMepa (Qaiina. ANbTepHATUBHBIN MOTOK JaHHBIX (alternate
data stream) — caiin, BcTpauBaemsiii B Apyroil. EMy MoXeT naBaThCs JIF000€ UMS U €ro
pasmep He BIUseT Ha pa3mep daiina.

B uactHocTH, uH(popmamus o ¢aiine ¢ Bkimanku "Cpoaka" okxna "CaoiicTa"
XPaHUTHCS B AIbTEPHATUBHOM MOTOKE "#Summarylnformation”




CeoicTea: 07_YnpaBneHWe JocTymiom

Obwre  Coobbie el
CEORCTED SHaYeHHE
OnucaHye
B’Barunnsnﬁ 07 _¥npaeneHye 4ocTynoM
B"Tema ¥NpagneHHe AacTynoM
B’l{aTeerHﬂ Nexuna
L& KnroueEkle cnosa YNpaneHHe AOCTYMNOM, 4.,
[ WwatnonH Mormal
[ CTpanmue 1
D CHETYHE CNOE 2750
D CHETYHE 3HAKOE 15681
D CHETYHE CTROK 130
D CUETYHE Naparpacthos a6
[ Macwrad Het
D CCEIKH MCMOpYeHel? o
[ KoMMeHT apHi
WICTOUYHKK
AHHCHMOE B.E,
D _oxpaHeH YA
Mar - -
| << KpaTtko |
| o], I I JTHEHE | I [MPHHEHHTE |

Puc 5. CroiicTa daiina

Pabota ¢ morokamu komanaamu DOS.

KomupoBanue @aitna "CoBCek.txt" B ambTEpHATHUBHBIM IMOTOK
"HeCek.txt".

type CoBCek.txt > HeCek.txt:ss

[Tocne kommupoBanus pazmep ¢aiina "HeCek.txt" He meHsercs.

llymka. Takum o6paszom, B (aitsn pazmepom 0 GalT, MOKHO 3alMcaTh HECKOJIBKO
['GaiiT Mycopa B MOTOKH, 3aHSB IOYTH BCE MECTO Ha JUCKE, HO (aili Mmo-MpeKHEMY
Oynet umeth pazmep 0 OailT.

BoccranoBienue TeKCToBOTO (haiiia U3 moToka.

more < HeCek.txt:ss > CoBCek.txt

Jns BeisiBieHus ¢aiiioB, oOJagarolMX ajlbTePHATUBHBIMU MOTOKAMU MOYXKHO
BOCIIOJIb30BaThCcsl yTunuToil Streams (http://technet.microsoft.com/ru-ru/sysinternals, ¢
HCXOJHBIM TEKCTOM yTUIUTHI Ha C).

"

ss" daiina




Ciwrstreams .exe cI¥_ %

Streamz vl.5 — Enumerate alternate MIFE data streams
Copyright <G> 1999-2003 Mark Russinovich
Susinternals — wuw.sysinternals.com

Condir. txt:
tdSummaryInformation :$DATA 192
:{4cBeccl155-6cle—11d1-Be41-D0cO4fh?386d42 = SDATA
Cistxt.txt:pen C:ispagefile.sys:
tdir:5DATA 833
tdoc:5DATA 25600
tex:5DATA 45056

Puc 6. OToOpakxeHre MOTOKOB YyTHIUTON Streams

Kpome nerkoro oOHapyx eHUsI, IPYTUM CYIIECTBEHHBIM HEJOCTATKOM SIBJISICTCS
BO3MOXHOCTh HCIIOJIb30BaHUs JAHHOrO croco0a Toiabko Ha auckax ¢ NTFS. Tlpu
KOnupoBaHUM (HaljJoB HA JUCKUA C Jpyro ¢aiaoBoi CHCTEMOW albTepHATHUBHBIC
MOTOKHU TEPSAIOTCA.

Hcnonb3oBaHue N30bITOYHOCTH AyAHO0- M BUAe0(ailI0B.

N3 Bcex mpuBeAeHHBIX B Tabn. 1 MeTomoB, O3TOT sBIsieTca Haubosee
nepcnekTuBHbIM. CyIIeCTBYIOT pa3iuyHble €ro MoJau(UKanuu, camblidi MPOCTON U3
koTopbix LSB (Least Significant Bit, HaumensImii 3Havanuii 6ut). CyTb 3TOro MeTO1a
3aKJII0YAETCS B 3aMEHE IMOCJIEIHUX 3HadalluXx OWTOB B KOHTEHHepe (M300paxeHus,
ayMo WM BUJCO3AMMCH) HAa OUTHI CKphIBaeMoro cooOmienus. [lonyctum, umeercs 8-
outHoe n3obpaxkenue B rpagamusax ceporo (0 (00000000,) o6o3HauaeT YEpHBINA IIBET,
255 (11111111,) — Gensrit). Becero umeercs 256 rpagaruii. Takke TpeAnooxKUM, YTO
coobuienre coctout u3 1 Oaiita — Hampumep, (01101011,). IIpu ucnons3oBanuu 2
MJIAAMKAX OUT B ONMMCAHUM MHUKCceNed, Ham morpedyerca 4 mukcens. [Jomyctum, oHU
YepHOro 1BeTa. Toraa muKcesa, CoAepKallue CKphITOe cO00IIeHrne, OyIyT BBITISAICTh
cnenyromuM  oopazom: (00000001 00000010 00000010 00000011,). Torma uBer
MUKCeNIel U3MEHUTCS: TIEpBOTO - Ha 1/256, BTOPOTO U TPEThero - Ha 2/256 1 4eTBEpTOTO
- Ha 3/256. Takue MCKaXKEHHsI UCXOIHOTO U300PAKEHUS, KaK MPABHUIIO, HE3AMETHBI ISl
YeJoBeUecKoro 3peHus. (s pa3HOIBETHBIX HM300paKEHWW HWCKAKEHHS €IlIe MEHee
3aMETHBI, TeM 0oJiee, 4TO B HUX OUTHI UCXOJHOTO M300pa)KEHUsS MOTYT COBMAJaTh C
OUTaMHM CEKPETHOTO COOOIIECHUSI.

OngHoii W3 JydlmIMxX TMporpaMM B CBOeM Kiacce sBiserca SecretBMP
(http://www.bordak.fatal.ru/secretbmp/). B mnpumepe npu ckpeiTuu Qaitna give-me-
too.zip (570 404 Oaiita) B daiime etr500.bmp (1 229 852 O6aiita) pasmep
pesyabTupytoiero ¢gaina S.bmp cran 1 229 850 Gaiita, a Ka4eCTBO PUCYHKA OCTaIOCh
HEW3MEHHBIM JIJIsI TJ1a3a.




‘ i «Secrets ... FREEWARE from Parallel Worlds ...

Image-container : lD:\elrSUU.bmp

=
Secret File : ID:\give-me-too.zip =
Result Image : lD:\S.bmp =
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m m - WV Auto Quality . ‘ﬁ
: : | - [ Encode/Decode '
Hide Unhide =~ [~ Password Hide Preview

Result image lHided |
Puc 7. Oxno nporpammsl SecretBMP

(creBa — UCXOHBIN (aili-KOHTEHHEp, crpaBa — (aiisl CoO BCTABJICHHOM CEKPETHOMN
uHpopmaIuei)

Bompocs! miist caMOKOHTPOJISt
1. DnexkrpoHHas nupoBasi NOANKUCH.
2. Buapl 351€KTPOHHBIX HU(POBBIX MOAMHUCEM.
3. IlpuMeHeHure pa3HbIX BUIOB MOAMUCEM.



IIpakTnyeckoe 3ansaTHe Nel2. TexnHuyeckue YCJI0BUSI H HOPMATHBBI
HH(GOPMALMOHHON 0€30IIACHOCTH

Heab: u3yuyuTh TEXHUYECKHUE YCIOBHUA M HOPMATHBBl HMH(POPMALMOHHOM
0€30MacHOCTH.

Xoxa paboThi:

Coznarens kubepuetuku HopOept Bunep monaran, yto mndopmanus oOnamaer
YHUKAJIbHBIMU XapaKTEPUCTUKAMU U €€ HEJIb3s OTHECTH HU K SHEPIrUU, HU K MaTEpUU.
Oco0pIif cTaTyc HHGOPMALIMU KaK SBJICHUS TOPOINI MHOKECTBO ONPEACIICHUI.

B cnoBape cranmapta ISO/IEC 2382:2015 «HpOpMaAIIMOHHBIE TEXHOJIOTHUN
MIPUBOJMUTCS TaKask TPAKTOBKA:

Nudopmanusa (B obaactu o0padorku uHGopManmum) — J00bIE JIaHHBIE,
MIPE/ICTABJICHHBIE B 3JIEKTPOHHOM (hopMme, HamMCcaHHble Ha Oymare, BbICKa3aHHbIE Ha
COBEIIAHMU WM HaxOJdIIMecs Ha JOOM JpyroM HOCHUTEJE, HCIOJIb3yeMbIe
(PMHAHCOBBIM YUPEKICHUEM JUIsl TMPUHATUS pPELICHUH, NepeMEIleHns JEHEKHbIX
CPEICTB, YCTAHOBJICHUSI CTaBOK, MPEJOCTABICHUS CCYJ, 00pabOTKH onepauuii U T.II.,
BKJIFOYAsi KOMIIOHEHTBI TPOrPaMMHOI0 00ECIICUEeHUsI CUCTEMBI 00PaOOTKH.

Jlis pa3pabOTKU KOHLEMUMU oOOecrneueHus: HHPOPMAIMOHHOM 0e30MacHOCTH
(Mb) mon uHdopmanuell MOHUMAIOT CBEIEHUS, KOTOpbIE IOCTYIHBI jsi cOopa,
XpaHeHus, 00pabOoTKU (peAaKTUPOBaHUS, NPEOOpa3oBaHUsl), HCIOIB30BAHUS U
Nepeadyn pa3IMYHbIMM CHOCOOaMHU, B TOM YHCJIE€ B KOMIBIOTEPHBIX CETAX U APYIHX
MH()OPMAIIMOHHBIX CUCTEMAX.

Takue cBejeHUs 00J1alal0T BBICOKOW IIEHHOCTBIO M MOTYT CTaTh OOBEKTaMU
MOCSTaTENIbCTB CO CTOPOHBI TpeThbux Jull. CTpemieHue orpaauTb HHOOPMAIUIO OT
YIPO3 JEXKHUT B OCHOBE CO3J]aHUsI CUCTEM MH(DOPMAITMOHHOW O€30MaCHOCTH.

IIpasosas ocnosa

B nexabpe 2017 roma B Poccum mpuHsTa HOBas peaakius JJOKTpUHBI
uHpopmarmonHon Oe3zonacHoct. B pokyment Wb ompenenenHa kak cocTosHUE
3alUIICHHOCTH HAlMOHAJbHBIX MHTEpecOB B HUHpopManuoHHOil cdepe. [lox
HAallMOHAJIBHBIMYA MHTEPECAMU B JAHHOM CJIy4yae MOHUMAETCSI COBOKYITHOCTh MHTEPECOB
oOuiecTBa, JIMYHOCTH W TOCYAApCTBA, KaXK[as Ipyla HMHTEPEecOoB HeoOXxoauma Jis
CTaOMIIBHOTO (DYHKIITMOHUPOBAHUS COIIUYMA.

JIOKTprHa — KOHLENTyaJabHBIM JOKyMeHT. lIpaBoOTHOLIEHM:, CBA3aHHBIE C
obOecrieueHneM HUHMOPMAIMOHHOM OE€30MAaCHOCTH, PEryaupyroTcs QeaepanbHbIMU
3akoHamMu  «O rocyaapcTBeHHOM TalHe», «00 wuHpopMauum», «O 3amure
NEPCOHANBHBIX JaHHBIX» W ApyruMu. Ha 0a3e ocCHOBOmoJsararoldx HOPMATHUBHBIX
aKTOB  pa3palaThIBalOTCA  TOCTAHOBJIEHUS  IPABUTENICTBA M BEJIOMCTBEHHBIE
HOPMATHUBHBIE aKThl, TOCBSAIIEHHBIE YACTHBIM BOIPOCAM 3alIUThl UHPOPMALIUU.

Onpeodenenue uHpopmayuoHHo 6e30nacHocmu

[Ipexxne dem paszpabarhiBaTh CTpaTerui0 HUHPOPMAIMOHHOW OE30MacHOCTH,
HEOOXOUMO TMPHUHATH 0a30BOE€ OINpeAeeHUEe CaMOro MOHSTHS, KOTOPOE IO3BOJIUT
MPUMEHSTH ONPEIEIIEHHBIN Ha0Op CIOCOO0B U METOOB 3aILIUTHI.

[IpakTku  oTpacnu  mpeajaraloT  MOHMMATh  HOJ  MH(POPMAIMOHHOM
0€30MacHOCThIO CTA0MIIBHOE COCTOSIHUE 3aAIIUIIEHHOCTH UH(POPMAIINH, €€ HOCUTENEeH U
UHQPACTPYKTYphl, KOTOpas oOecrneunBaeT IEJIOCTHOCTh U YCTOMYMBOCTH MPOLIECCOB,



CBSI3aHHBIX ¢ MHGPOpPMAIKEH, K HAMEPEHHBIM WM HENpPeIHAMEPEHHBIM BO3/ICHCTBUSIM
€CTECTBEHHOT'O U UCKYCCTBEHHOI'O Xapakrepa. Bo3aeicTBus kiiaccupuiupyorcst B BUIE
yrpo3 b, kotopble MOTYT HaHECTH ylIepO cyObekTaM HH(OPMAIIMOHHBIX OTHOIICHHH.

POCCUINCKX KOMMAHUI C HAYAIA 2018 TOAA
CTONKHY/IMCb C YTEYKOM AAHHBIX MO BUHE
NHCAMAEPOB

.

<

Takum o0pazoMm, moxa 3amuToll MHpopManuu OyaeT MOHMMATHCA KOMILIEKC
IpPaBOBbIX,  AJMHUHUCTPATUBHBIX,  OPraHMU3ALMOHHBIX M  TEXHUYECKUX  MEp,
HaIpaBJIEHHBIX Ha MPEAOTBpAlllEHUE pealbHbIX WM npeanojaraembix Wb-yrpos, a
TaK)K€ Ha YCTpaHEHHE MOCIEACTBUNA MHLIMJEHTOB. HenmpepbhIBHOCTH Ipoliecca 3aliuThl
UHpOpMalMu JIOJDKHA TapaHTUpOBaTh OOppOy C yrpo3aMM Ha BCeX JTamax
MH(POPMAIIMOHHOTO IIUKJIA: B Ipoliecce coopa, XpaHeHUs, 00paOOTKH, NCIIOJIb30BaHUS U
nepegay nHGHOPMaLIUU.

NudopmanmonHass 0e30MaCHOCTh B 3TOM NOHMMAaHUM CTAaHOBUTCS OJHOM U3
XapaKTEPUCTHK PabOTOCHOCOOHOCTH CHUCTEMBI. B KaKIblii MOMEHT BpPEMEHHU CUCTEMaA
JOJDKHA 00anaTh M3MEpSEMbIM  YPOBHEM  3alIMIIEHHOCTH, U  oOecreyeHue
0€e30IaCHOCTH  CUCTEMbI  JOJDKHO OBITb  HENpPEpPBIBHBIM  IPOIIECCOM, KOTOpHIE
OCYUIECTBJISIETCS HA BCEX BPEMEHHBIX OTPE3KaxX B MEPHUO/] )KM3HU CUCTEMBI.

B Teopun umnpopmainmonHoir Oe3omacHocTH mnoj cyobekramu Wb monumaror
BJA/IETbIEB U MOJb30BaTesied MHPOpMalUyU, MPUYEM I0Jb30BaTENe HE TOJIBKO Ha
IOCTOSTHHOW OCHOBE (COTPYAHMKH), HO U TIOJb30BaTeNed, KOTOpble OOpallarTcs K
0azaM JaHHBIX B E€IMHUYHBIX CJIy4asX, HalpuMep, TOCYJapCTBEHHbIE OpIaHbI,
3anpamuBaronme uHbopmanuio. B psme ciydaeB, Hampumep, B OaHkoBckux Hb-
CTaHJIapTaxX K BiajaeibllaM HHQOpPMAMHU MPUYUCISIOT aKIUOHEPOB — IOPUAMUYECKUX
JIML, KOTOPBIM MPUHAJUIEKAT ONPEIEICHHBIEC TaHHBIE.

[TopnepxuBaromas UHPPACTPYKTypa, C TOYKM 3peHusi ocHoB Mb, Bkimrowaer
KOMITBIOTEPBI, CETH, TEJICKOMMYHHMKAIIMOHHOE OOOpYAOBAaHHE, MOMEIIEHUS, CUCTEMBbI
XKu3HeobecneueHus, nepconai. [Ipu ananuze 6e30MacHOCTH HEOOXOJIUMO M3YYHUTh BCE
AJIEMEHTBI CUCTEM, 0CO00€ BHUMAHUE YJIETUB MEPCOHAY KaK HOCUTEIO OOJBIIMHCTBA
BHYTPEHHHUX yIPO3.

¢ POCCUICKMX KOMIMAHWIA YBENNYNIN

. /
f% /') / BIODKET HA VHOOPMALIMIOHHYHO
7 (; s

BE3OMACHOCTb B 2018 TOAY

Jns  ynpaBneHus HH(POpPMAMOHHOM O€30MAaCHOCTHIO M OLEHKH yliepoa
UCIIOJIb3YIOT XAPAaKTEPUCTUKY NMPUEMIIEMOCTH, TaKMM 00pa3oM, yuepO ompenensercs
KaK MpUeMJIEMBIM WM Henpuemiemblid. Kax ol KOMIAHMM TOJE3HO YTBEPAUTh
CcOOCTBEHHbIE KPUTEPHUH JOMYCTUMOCTH yliepOa B AEHEKHOU (hopMe WU, HalpuMep, B
BUJIE JIOYCTUMOTO Bpela pernyTaluu. B rocyapcTBEHHBIX yUpEXKIEHUSX MOTYT OBITh
INPUHSTHI IpYTHe XapaKTepUCTHKH, HAIpUMEp, BIUSHUE Ha MPOIECC YNpaBICHUS WU
OTpaXEHHE cTenmeHu ymepOda [uisi JKU3HHM M 300pOBbs TpaxaaH. Kpurepun
CYLIECTBEHHOCTH, BaXXKHOCTH M LEHHOCTH HWH(GOpPMAIMM MOTYT MEHSTHCS B XOJE



KU3HEHHOTO IHKJIA WH()OPMAIMOHHOTO MAcCHBa, MOATOMY JOJKHBI CBOCBPEMEHHO
NIEPECMATPUBATHCA.

NudopmanmonHoii yrpo3oil B y3KOM CMbICIE TIPU3HAETCA OOBEKTHUBHAA
BO3MOXXHOCTh BO3/IEHCTBOBATh Ha OOBEKT 3aLIUThI, KOTOPOE MOXKET MPUBECTU K YTECUKE,
XUIICHHUIO, Pa3rJIallieHUuI0 WM pacnpocTpaHeHuio uHdopmanuu. B Oonee mmpoxkom
nonumanuu K HWb-yrpozam OyayT OTHOCHUTBCA  HalpaBJCHHBIE  BO3JCUCTBUS
UH(OPMAIIMOHHOTO XapakTepa, Iellb KOTOPbIX — HaHEeCTH Yyiepda TrocyaapcTBy,
opraHu3anuu, JUYHOCTH. K TakuM yrpo3am OTHOCUTCS, Hampumep, auddamarus,
HaMepEHHOE BBEJCHUE B 3a0Ty)KIeHNE, HEKOPPEKTHAs peKIama.

Tpu ocHOBHBIX Bompoca Ub-konmentuu asis 110001 opraHu3aun

o Uro 3ammmars?

o Kakue BuabI yrpo3 npeBanupyoT: BHEITHUE WU BHYTPEHHUE?

o Kak 3anmmmarh, KaKUMHU METOJIAMHU U CPEJICTBAMHU?

Cucrema Ub

Cucrema nHGOPMAIIMOHHON 6€30MaCHOCTH ISl KOMITAHUM — FOPUAMYECKOTO JIUIIA
BKJIFOYAET TPU TIPYNIIBl OCHOBHBIX ITOHATHM: LEJIOCTHOCTh, JOCTYHHOCTH U
KOH(MUIeHIUATBbHOCTh. [lo7 KaXIbIM CKPBIBAIOTCA KOHIEHIMM C MHOMXKECTBOM
XapaKTEPUCTHUK.

[Tox 1eJI0CTHOCTBIO TOHUMAETCSI  YCTOMYMBOCTH ~ 0a3  JIAaHHBIX,  HHBIX
UH(OPMAITMOHHBIX MAaCCHUBOB K CIy4allHOMY WJIM HaMEpPEeHHOMY pa3pyIICHHIO,
BHECCHUIO HECAHKIIMOHUPOBAHHBIX W3MEHEHUW. [loHATHE UETOCTHOCTH MOXKET
paccMaTpuUBaThCS Kak:

e CTaTUYECKOE,  BBIpaXawNieecs B  HEU3MEHHOCTH,  AYTEHTUYHOCTHU
MH(DOPMAIIMOHHBIX OOBEKTOB TEM O0OBEKTaM, KOTOPHIE CO3AABAIMCh MO KOHKPETHOMY
TEXHUYECKOMY 3aJaHUuI0 M  cojepKaT o00bemMbl HHGOpPMALUM, HEOOXOIUMbIC
MOJb30BATENSIM  JJISI  OCHOBHOM  JIESITETBHOCTH, B HYXHOW KOMIUIEKTallUM U
IIOCJIEIOBATEIBHOCTH,

e JHMHAMHYECKOE, II0JpPa3yMEBAIOIIEE KOPPEKTHOE BBIMOJHEHUE CIIOXKHBIX
JIEUCTBUN WJIU TPAH3aKIUN, HE TPUUMHSIONIEE BpE/la COXPAHHOCTH UH(POPMAIIHIH.

Jlnsg  KOHTpOJII MHAMHYECKOW LEJOCTHOCTHM  MCIOJB3YIOT  CHEUHAIbHBIE
TEXHUYECKUE CPEJICTBA, KOTOpPbIE AaHAIM3UPYIOT TIOTOK WH(MOpMAIUU, HampUumep,
(¢buHAHCOBBIE, W BBIABISIOT CIy4au Kpaxkw, AyOIMpOBaHUs, TEepeHANpPABICHHUS,
M3MEHEHUS Topsiaka coolmieHui. [lenocTHOCTh B KauecTBE OCHOBHOM XapaKTePUCTUKU
TpebyeTcsi Torja, KOrja Ha OCHOBE IOCTYMHAOIICH WM HMMEIoecs uHbopMaluu
IIPUHUMAIOTCS PEILIEHUs O COBEPLIECHNUHU AercTBU. Hapylienue nopsaka pacrnoyioKeHus
KOMaH]I WJIM TIOCJIEIOBATEIbHOCTH JACHCTBUM MOXKET HaHECTH OOJIBINON yiiepO B ciiyyae
ONMCAHUS TEXHOJOTMYECKHX TPOIECCOB, MPOTPAMMHBIX KOJOB M B APYrUX
AHAJIOTUYHBIX CUTYaIUSIX.

JlocTyIHOCTB — 3TO CBOMCTBO, KOTOPOE TIO3BOJSIET OCYIIECTBIATh JOCTYII
ABTOPHU3UPOBAHHBIX CYOBEKTOB K JAaHHBIM, MPECTABISIONIUM JIJII HUX WHTEPEC, WU
OOMEHMBAThCS ATUMHU JaHHBIMUA. KitoueBoe TpeOOBaHME JICTUTUMAIIMM WU
aBTOPH3AIMU CYOBEKTOB JAET BO3MOXKHOCTh CO3/[aBaTh pa3Hble ypOBHH jaocTymna. OTkas
CUCTEMBI TPENOCTaBISATh HMHPOPMAIMIO CTAHOBUTCA MPOOJIeMON st Jr000i
OpraHu3allid WiId TPyl NOoJib30BaTened. B kadecTBe mNpuMeEpa MOKHO IPUBECTU



HEJOCTYMHOCTh CAMTOB TOCYCIYyT B ClIy4ae CUCTEMHOTO cOO0sl, YTO JIUIIAET MHOKECTBO
10JIb30BaTEJIEH BO3MOKHOCTH TOJYUYUTh HEOOXOAUMBIE YCIYTH WM CBEICHMUS.

KonduneHunaabHOCTh 03Ha4YaeT CBOMCTBO MHGOPMAIIMK OBITH TOCTYITHOW TEM
M0JIb30BATENISIM: CYOBbEKTaM M TpoIleccaM, KOTOPBIM JOIMYCK pa3pelieH H3HAYalbHO.
BoabImMHCTBO KOMMAHUM M OpraHu3aluid BOCIPUHUMAIOT KOH(MUIEHIMAILHOCTh Kak
KJIF0UeBOM 3seMeHT Wb, oqHako Ha MpaKTUKE peain30BaTh €€ B MOJHOM Mepe TPYIHO.
He Bce nmaHHbBIE O CYIIECTBYIOIIMX KaHajaX YTEYKH CBEJCHUN JIOCTYIHBI aBTOpaM
koHuenuu Wb, W MHOrMe TEXHHYECKHE CpEeICTBAa 3alllUThl, B TOM YHCIIE
Kpunrorpauueckue, Helb3s MpuoOpecTH CBOOOJHO, B pAle cioydaeB o0O0OpOT
OrpaHUYEH.

PaBubie cBoiictBa b MMEOT pa3Hyr0 LIEHHOCTH JUIA ITOJIB30BATENIEH, OTCIOIA —
JIB€ KpailHuE KaTeropuu npu pa3paboTKe KOHUEMIHNI 3aUThl JaHHBIX. JIJIsI KoMIaHui
WM OpraHW3alvi, CBA3aHHBIX C TOCYJIAPCTBEHHOM TaWHOM, KJIIOYEBBIM I1APAMETPOM
CTaHET KOH(PUACHIIMAIBHOCTb, I MyOJUYHBIX CEPBHCOB WM 00pa30BaTEIbHBIX
yupexJIeHuil HanboJiee BaXKHbIN MapaMeTp — 1OCTYITHOCTb.

OO0BeKThI 3a1UTHI B KOHnenuusax Ub

Paznuune B cyObekTax MOpPOXKIACT Pa3nuyusi B 00beKTax 3amuTbl. OCHOBHBIE
rpynnbl 0OBEKTOB 3AIIUTHI:

o UH(pOPMALMOHHBIE pECypchl BceX BHUAOB (MO pecypcoM MOHUMAETCA
MaTepHaAIbHBIH OOBEKT: YKECTKUM JUCK, WHOM HOCUTEIb, TOKYMEHT C JaHHBIMU H
PEKBU3UTAMH, KOTOPBIE IOMOTAIOT €r0 UAECHTU(UIIMPOBATH U OTHECTH K ONPEIETEHHOM
rpynme cyObeKTOB);

o MpaBa TPaXIaH, OpPraHU3alUidl M TOCyJapcTBa Ha JOCTYN K HH(POpPMALIUH,
BO3MOXHOCTb TOJIyYUTh €€ B PaMKax 3aKOHA; JIOCTYN MOET ObITh OTPAaHUYEH TOJIBKO
HOPMAaTHBHO-TIPAaBOBBIMU aKTaMM, HEAOMYCTUMa OpraHu3auus Jo0bIX Oapbepos,
HapyLIAIIINUX IpaBa YeJI0BEKa;

e CHCTEMA CO3JaHMs, UCIIOIb30BAHUS W PACIPOCTPAHEHUS JAHHBIX (CUCTEMBI U
TEXHOJIOTUU, APXUBBI, OMOINOTEKN, HOPMATHUBHbBIC JJOKYMEHTHI);

o cucteMa ¢opmupoBaHus oOmecTBeHHOro co3Hanus (CMU, wuHTEpHET-
pecypchl, COLMaIbHbIE HHCTUTYThI, 00pa30BaTEIbHbIC YUPEIKICHUS).

Kaxnpiii 00BbeKT mpeanonaraet ocodyrwo cucremy Mep 3amuthl oT yrpo3 Ub u
obmecTBeHHOMY TopsiaKy. OOecrieueHre MHGOPMAIMOHHON OE30MaCHOCTH B KaXKJIOM
cllydae JOJDKHO 0a3upoBaThCs HAa CHUCTEMHOM IOJXOJE, YUYHUTHIBAIOLIEM CHEHU(PUKY
00BbeKTA.

Kamezopuu u nocumenu ungopmayuu

Poccuiickasgs mnpaBoBas  cHCTEMa, [PAaBOIPUMEHUTENIbHAs  NPAaKTUKA U
CJIOKUBILMECS OOIIECTBEHHbIE OTHOIICHUS KIACCUPUUUPYIOT MHGOPMALMIO IO
KPUTEPUSIM JIOCTYMHOCTH. DTO TO3BOJISIET YTOYHUTH CYILIECTBEHHBIE MapameTphl,
HE0OXouMBbIe TSl o0ecTieueHus HHPOPMAITMOHHOM 0€30MacHOCTH:

o wuHpOpMAIMA, OOCTYH K KOTOPOM OrpaHWYeH Ha OCHOBAaHWUHU TpPeOOBAHUM
3aKOHOB (IrOCYJIJapCTBEHHAs TallHa, KOMMEpYeCKas TaliHa, IepCOHAIbHBIE JaHHBIE);

e  CBEIEHUS B OTKPBITOM JOCTYIIE;

o obmenoctynHas uHGopMalusi, KOTopasi MPeIoCTaBIISIETCS Ha OMPEISICHHbIX
YCIIOBUSIX: IJIaTHas UHGOpPMAIUs WK JTaHHBIE, JIJIS MTOJIb30BAHUS KOTOPBIMU TpedyeTcs
o(OpPMHUTH TOMYCK, HAPUMEP, OMOTUOTEUHBIN OUIIET;



e OlacHasi, BpeaHAs, JIO)KHAag W UWHbIE TUNBl UH(pOpMaluu, 000pOT U
pacnpocTpaHEHUE KOTOPOM OrpaHMuYEHbl WM TPeOOBAHMSIMM  3aKOHOB, WM
KOPIIOPATUBHBIMU CTAHAAPTAMMU.

.| VHOOPMALIA d. | OBLEAOCTYNHAA UHOOPMALLA,
OrPAHWYEHHOIO KOTOPAS NMPEAOCTABMAETCA HA
NOCTYMA OCOBbIX YCNOBUSAX

2. VHOOPMALMA B —
OTKPbITOM AOCTYIE If OMACHAS, BPEAHAS, TOXXHAS t

NHOOPMALA

HNudopmanus u3 nepBoi rpyIibl UMEET ABa pexxuma oxpasbsl. ['ocynapcTrBenHas
TailHA, COTJIACHO 3aKOHY, 3TO 3alllMIIAeMble TOCYJapCTBOM CBEIEHHUS, CBOOOJHOE
pacrpocTpaHEeHHE KOTOPhIX MOKET HAHECTH yIepO O€30MacHOCTU CTPAHbI. DTO TaHHBIC
B obOnacTu BOCHHOM, BHEIIHEIIOJUTUYECKOM, pa3BeabIBATEIbHOM,
KOHTPPA3BEABIBATEIIBHON W JKOHOMUYECKOM JESATEIIbHOCTH Trocynapcra. Bruanenen
ATOM TpYININbl JAHHBIX — HEMOCPEACTBEHHO rocyaapcTBo. OpraHsl, YIOJIHOMOYEHHBIE
IPUHUMATh MEpHI IO 3allUTe TOCYAapCTBEHHOW TailHbl, — MUHUCTEPCTBO OOOPOHBI,
OenepanpHas ciyx6a OezonacHoct  (DPCB), Cmyxba BHelmIHEH pa3BeaKH,
®denepanbHOM CITy>KObI IO TEXHUYECKOMY U dKCOpTHOMY KOHTpoJito (DCTIK).

Konpuaenunanbuasa wuHpopmanusa — Oojiee  MHOTOIUIAHOBBI  OOBEKT
perynupoBanus. [lepeueHb cBeIEHUM, KOTOPbIE MOTYT COCTaBIIATh KOHPUACHIIUATBHYIO
nHpopmaluio, cojaepkuTcs B ykaze mnpesujgeHTa Nel88 «O0 yTBepk IeHUU MEePEUHs
CBEJICHUI KOH(PUACHIIMATBLHOIO XapakTepa». OTO TMEepCOHAJIbHbIC JaHHbIC; TalHa
CIENCTBHS M CYIONPOM3BOJICTBA; CIIy>)KeOHast TaiiHa; mnpodeccuoHanbHas TailHa
(BpaueOHasi, HOTapuajibHas, aJIBOKATCKasi); KOMMEpYECKas TailHa; CBelIeHus 00
M300pETeHUSIX U O TMOJIE3HBIX MOJEIISIX; CBEACHUS, COJIepXaIuecss B JUYHBIX Jenax
OCYXJCHHBIX, a TAKXKE CBEACHUS O MPUHYAUTEITLHOM UCTIOJHEHUHU Cy1€OHBIX aKTOB.

[lepconanbHble NaHHBIE CYIIECTBYET B OTKPBHITOM M B KOH(PHUIACHIIMAIBHOM
pexume. OTKpbITasi U JOCTYIHAsI BCEM IOJIb30BATENISIM YaCTh MEPCOHAIBHBIX JAHHBIX
BKJIFOYaeT ums, pamuauto, ordectBo. CormacHo D3-152 «O mepcoOHABHBIX JTAHHBIX,
CyOBEKTHI IEPCOHANBHBIX JAHHBIX UMEIOT MPaBO:

. Ha HH(POPMAITMOHHOE CaMOOTIPE/IeIICHHE;,

. Ha JOCTYIl K JHWYHBIM II€PCOHAJIbHBIM JaHHBIM M BHECEHUE B HHUX
W3MCHCHUM,

. Ha OJIOKMPOBAHUE MEPCOHAIIBHBIX JAHHBIX U JIOCTYMA K HUM;

. Ha 00’ajl0OBaHNE HEMPABOMEPHBIX JICUCTBUM TPETHUX JIUII, COBEPIICHHBIX B
OTHOILIEHUH TIEPCOHAIbHBIX JAaHHbBIX;

. Ha BO3MEIIEHUE MPUUYNHEHHOTO yiepoa.

[IpaBo Ha 00pPaOOTKY TEPCOHANBHBIX JAHHBIX 3aKPEIICHO B TOJOXKEHUAX O
rOCyJapCTBEHHBIX OpraHax, (emepaibHBIMH 3aKOHAMU, JUIEH3USIMH Ha pPaboTy C
MepCOHAJILHBIMU JaHHBIMU, KOTOphIe BblaeT Pockomuamzop mim @CTOK. Komnanuu,
KOTOpbIe Mpo(decCHoHaTbHO PAa0d0TAIOT ¢ NMEPCOHATBHBIMHU JTaHHBIMU IIMPOKOTO Kpyra
JIV1LI, HAITPUMED, ONEPATOPHI CBSA3H, JOJIKHBI BOUTH B peecTp, ero Beaetr PockomHaazop.



OtnenbHbIM 00BEKTOM B Teopun U mnpaktuke Kb BeicTymaroT HoOcuTenu
uH(pOpMaIK, TOCTYN K KOTOPbIM OBIBAE€T OTKPBITHIM M 3aKpbIThIM. [Ipu pazpaboTke
koHuenuun Mb cnocoObl 3amuThl BHIOMpAIOTCS B 3aBUCHUMOCTH OT THIA HOCHUTEJIS.
OcHOBHBIE HOCUTEIN UH(POPMALIUHU:

e TICYATHBIC W DJIEKTPOHHBIE CPEACTBA MACCOBOM MH(OpMAlMHU, COLMAIIbHBIC
CETHU, APYTUE PECYPChl B HHTEPHETE;

e COTPYJHHMKM OpTraHM3alluU, y KOTOPBIX €CTh JOCTyHn K HWH(MOpMaIuu Ha
OCHOBaHUU CBOUX JIPYKECKUX, CEMEHHBIX, MPOPECCHOHATBHBIX CBSI3EH;

e CpEICTBa CBSI3U, KOTOpBIE TNEPENAIOT WM COXPAHSIIOT HH(POPMALHMIO:
tenedonbl, ATC, aApyroe TenekOMMYHHUKAIIMOHHOE 000PYA0BAHHUE;

e JIOKYMEHTBI BCEX TUIOB: JINYHBIE, CITy>KEOHBIE, TOCYJaPCTBEHHBIE;

e TMporpaMMHOE oOOecreuyeHHe KaK CaMOCTOSITENbHBIM HMH()OPMAIIMOHHBIN
00BEKT, OCOOCHHO €CIIM €ro Bepcus JopadaThiBajach CHEHHUATBHO JII KOHKPETHOU
KOMIIaHUU;

e DJIEKTPOHHBIE HOCUTENM HH(POpMaLUHU, KOTOpble 00pabaThIBAIOT JaHHBIE B
aBTOMAaTUYECKOM IOPSJIKE.

CpencrBa 3amutsl HHGOPpMANNH

s ueneit pazpabotku konuenuuii Ub-3ammTel cpencta 3amutbl HHGOpMAIUH
IPUHSATO JEIUTh HA HOPMaTUBHBIE (HEOopMalbHbIE) U TeXHUYECKUE ((hOpMaIbHBIE).

HedopmanbHble cpenctBa 3allUThl — 3TO JOKYMEHTHI, MpaBWa, MEPOIPHUATHS,
(opMaIbHBIE — 3TO CHEIHAIbHbIE TEXHUUYECKUE CPEICTBA U POrpaMMHOE 00eCIIeYEHHE.
Pasrpannuenue moMoraer pacnpeaeiauTb 30HbI OTBETCTBEHHOCTH Ipu co3nanun Mb-
CUCTEM: MpU OOIIEM PYKOBOJCTBE 3AIUTON aJMUHUCTPATUBHBIN MEPCOHAN peaTnu3yeT
HOpPMAaTHBHBIE CIIOCOOBI, a [ T-crenuanucThl, COOTBETCTBEHHO, TEXHUYECKUE.

OcHOBBl MH(POPMALIMOHHON 0€30MaCHOCTH MPEANOJAraloT pa3rpaHUyEHUe
MOJIHOMOYHI HE TOJBKO B YaCTH HUCIOJIb30BaHUS MH(OPMAIMHU, HO U B 4aCTU pabOTHI C
ee oxpaHoil. [lonoOHoe pa3rpaHrueHue MOJHOMOYHMM TpeOyeT U HECKOIbKUX YPOBHEU
KOHTPOJIS.

CPEACTBA 3ALLNTH MHOOPMALNW

OOPMAJIbHbIE
(CEN®, DLP-CUCTEMA)

S

SAWLNTA JAHHBIX

HE®OPMAJIbHbIE
(MONOXEHVIE OB MB)

dopmajibHbIE CPECTBA 3ALIUTHI

[Tupoxuii Auana3zoH TEXHUYECKUX cpeacTB Mb-3auTsl BKIIFOYAET:

duznyeckue CpeACTBA  3aMUThl. DTO  MEXAHUYECKHE, DIJIEKTPUYECKHUE,
ANIEKTPOHHBIE ~ MEXaHWU3MBI,  KOTOpble  (DYHKIIMOHMPYIOT  HE3aBHCHMO  OT
WH()OPMAITMOHHBIX CHCTEM M CO3JAI0T MPETSTCTBUS IS JOCTYIAa K HUM. 3aMKH, B TOM
YUCJIIE 3JICKTPOHHBIE, SKPAaHBbI, KaJTt03U NPU3BAHBI CO3AaBATh MIPEISITCTBUS U1 KOHTAKTa



AecTaduIM3upyomux (akTopoB C CHCTEMaMu. ['pymmna JOMOJHSETCS CpeACTBAMHU
cucteM  0e30MacHOCTH,  HalpuMeEp,  BHJICOKAMEPAMH,  BHJICOPETUCTpPATOpPaMH,
NAaTYUKAMU, BBISBISIIOLIIME JBUKEHUE WM MPEBBIINICHUE CTENEHU 3JEKTPOMATrHUTHOIO
U3ITyYEeHUsS] B 30HE PACMOJOXKEHUSI TEXHUYECKUX CPEICTB CHATHS UH(MOpMaIH,
3aKJIQHBIX YCTPOMCTB.

AnmapaTHble  CpeacTBa  3alUThI. DTO  AJIEKTPUYECKHUE,  DJIEKTPOHHBIE,
ONTUYECKHE, Ja3epHbIE M Jpyrue€ YyCTPOWCTBA, KOTOpPHIE BCTPAaMBAKOTCA B
MH(GOPMALlMOHHBIE U  TEJIEKOMMYHUKAIIMOHHBIE cHcTeMbl. Ilepen BHenpeHuem
anmnapaTHBIX CPEACTB B MH(OPMAIMOHHBIE CHUCTEMBbI HEOOXOAUMO YIOCTOBEPUTHCS B
COBMECTUMOCTH.

IIporpamMmHBIe cpeacTBa — 3TO TPOCTBIE W CUCTEMHBIE, KOMIUIEKCHBIE
MporpamMMbl, MpeAHA3HAYEHHBbIE [JIs PEIIEHUs YacTHBIX M KOMIUIEKCHBIX 3ajad,
cBa3aHHBIX ¢ oOecrneueHuem HWb. Ilpumepom KoMIIEKCHBIX pemeHui ciyxaTt DLP-
cucteMbl 1 SIEM-cucteMbl:  mepBble  CiIyKaT Ui OPEJOTBPAICHHs]  YTEUKH,
nepedopmarupoBanusi ”HGOPMAILMU U M€pEHANpPaBICHUs] UHPOPMAIIMOHHBIX MOTOKOB,
BTOpble — OOECIEYMBAIOT 3alUTY OT HHLIMIEHTOB B cdepe HHPOpMaLMOHHON
oe3onacHoctu. IIporpamMMmHbie cpencTBa TpeOOBaTENbHBI K MOIIHOCTH alapaTHbBIX
YCTPOMCTB, U IPU YCTAaHOBKE HEOOXOJUMO MPEAYCMOTPETH IOIOTHUTENIBHBIE PE3EPBBIL.

K cnenudunyeckum cpeacrBaM HHPOPMAIIMOHHON 0€30MaCHOCTU  OTHOCSTCS
pa3ianyHble KpUNTOrpadUuecKue aaropuTMbl, O3BOJISIONIUE IU(PPOBATh UHPOPMALIHIO
Ha JUCKE W TNEPEHANPAaBIIEMYI0 [0 BHEIIHUM KaHajlaM cBsa3u. lIpeoOpazoBanue
MH(pOpMAIMM MOXET MPOUCXOAUTh NPH IOMOIIM MPOTPAMMHBIX M aIapaTHBIX
METO/I0B, pa0OTAIOIIUX B KOPIOPATUBHBIX HHPOPMALIMOHHBIX CUCTEMAX.

Bce cpenctBa, rapaHtupytomue 0€30MacHOCTh  MHGMOpPMALUM,  JTOJKHBI
UCIIONIb30BAaThCA B COBOKYNMHOCTH, TMOCJE€ MPEABAPUTENBHON OLEHKH LIEHHOCTHU
MH(OpMaAMU M CPAaBHEHHUS €€ CO CTOMMOCTBIO PECYPCOB, 3aTPAauy€HHBIX Ha OXpaHy.
[ToaToMy mpeioKeHHs IO MCTIONIb30BAHUIO CPENICTB JIOJKHBI (POPMYIUPOBATHCS YXKE
Ha 3Tarne pa3pabOTKU CUCTEM, a YTBEPKIECHUE JOKHO MPOU3BOJIUTHCS HA TOM YPOBHE
yIpaBJIeHUs, KOTOPbI OTBEYAET 3a yTBEPKACHHUE OIOKETOB.

B nensax obecnieuenust 0€30macHOCTH HEOOXOAMMO MPOBOJUTH MOHUTOPUHT BCEX
COBPEMEHHBIX pa3pabOTOK, MPOTPaMMHBIX W allapaTHBIX CPEJCTB 3alllUThl, YIpo3 U
CBOEBPEMEHHO BHOCUTb M3MEHEHHMS] B COOCTBEHHbBIE CHUCTEMBbI 3alllUThl  OT
HECAaHKIIMOHUPOBAHHOTO JTOCTYMA. TOJIBKO aIeKBaTHOCTh U ONEPATUBHOCTh PEAKIUU Ha
yrpo3bl TOMOXET JOOUTHCA BBICOKOTO YPOBHS KOH(MUIECHIMAIBLHOCTH B paboTe
KOMITaHHUU.

HedopmaabHblie cpeacTBa 3alIUTHI

Hedopmanbubie cpeactBa  3alMThl  TPYNIUPYIOTCST HA  HOPMaTHUBHBIE,
aAMUHUCTPATUBHBIE U MOpalibHO-3THUecKHe. Ha mepBoM ypoBHE 3alIUThl HaXOASTCS
HOPMATHUBHBIE CPEJICTBA, PEIVIAMEHTHPYIOLME HHPOPMALMOHHYIO O€30MacHOCTh B
Ka4eCTBe MpOIECcCa B ACSITEIBHOCTH OPraHU3aLHH.

« HopmarusHble cpeacrsa

Orta Kateropusi CpeAcTB obOecrnedeHus: WHOOpPMAIMOHHONW 0€30MacHOCTH
MIPEACTABICHA 3aKOHOJATEJIbHBIMU aKTaMH M  HOPMAaTHUBHO-PACIOPSAUTEIbHBIMU
JOKYMEHTaMU, KOTOpbIE IEHCTBYIOT Ha YPOBHE OpPraHU3al1u.



B MupoBoii mpakTuke npu pa3padoTke HOPMATUBHBIX CPECTB OPUEHTUPYIOTCS Ha
crangaptel 3ammThl Mb, ocHoBHbII — [SO/IEC 27000. CranmapT co3aaBaiu JIBE
OpraHU3alnun:

« ISO — MexnyHapoaHass KOMHCCHS [0 CTaHOAPTU3ALMH, KOTOpas
pa3zpabaThIBacT U yTBEPKIAET OOJIBIIMHCTBO MPU3HAHHBIX HA MEXIYHAPOJIHOM YpOBHE
METOJIMK CepTU(PHUKAIIMM KaueCTBa MPOIIECCOB MPOU3BOJICTBA U YIPABIICHHUS,

o« IEC — MexnyHapoaHas JHEpPreTHdecKas KOMHCCHS, KOTOpas BHECJa B
cTaHAapT cBoe noHumanue cuctem Wb, cpencts u MeTo0B ee obecnedeHus

AxrtyanbnHas Bepcust [SO/IEC 27000-2016 mpesiaraioT rotoBble CTaHAAPTHI U
onpoOOBaHHBIE METOAMKH, HeoOxoaumble st BHeApeHnus Mb. Ilo mMHeHuio aBTOpOB
METOAMK, OCHOBAa HMH(POPMALMOHHON OE€30MaCHOCTH 3aKIHOYAETCS B CUCTEMHOCTH W
MIOCJIEIOBATEIbHON peaan3aly BCEX ITANoB OT pa3pabOTKH JI0 MOCT-KOHTPOJIS.

Jns  nonyuenus ceptudukaTta, KOTOPBIA MOATBEPKIAET COOTBETCTBHUE
CTaHJapTaM I10 00ecreueHnI0 NH(HOPMALMOHHON 0€3011acCHOCTH, HEOOXOJUMO BHEPUTD
BCE PEKOMEHIyeMbI€ METOJUKHU B MOJHOM oObeme. Ecian HeT Heo0X0AMMOCTH MOIy4aTh
ceptudukar, B kauectBe 0a3bl Al pa3paboTku coocTBeHHbIX Mb-cucreM pomyckaercs
IPUHATH JI00YI0 U3 OoJee paHHUX Bepcuil ctanaapra, HauuHas ¢ ISO/IEC 27000-2002,
nuiu poccuiickux ['OCToB, uMeMMX pEKOMEHAATENbHBIN XapaKTep.

[Io wToram u3y4deHus cTaHIapTa pa3padaThIBAIOTCA JBa JTOKYMEHTa, KOTOpHIE
KacaroTca OezonmacHocTd uHGopManuu. OCHOBHOH, HO MeHee (GOpMajbHBIA —
konuenuuss b npennpustus, kotopas onpenenser Mepbl U crnocodsl BHeaApenus Mb-
CUCTEMBI sl MH(OPMAIIMOHHBIX CHUCTEM OpraHu3anuu. BTopoil JOKyMEHT, KOTOphIE
00s13aHbl UCIIOJHATH BCE COTPYAHUKUA KOMIAHUU, — TOJIOKEHHE 00 MH(OPMAIMOHHON
0€30MacHOCTH, YTBEPXK/Ia€MOE Ha YpOBHE COBETa AUPEKTOPOB WM HCHOJHUTEIBHOTO
oprasa.

Kpome nonoxeHuss Ha ypoBHE KOMIIAHUU JOJKHBI OBITH pa3paboTaHbl MEPEYHU
CBEJICHUII, COCTABJISIIOIIMX KOMMEPUYECKYI0 TailHy, NPUJIOKEHUS K TPYIOBBIM
JIOTOBOPAM, 3aKpEIUISIONMINA OTBETCTBEHHOCTh 3a pasriialieHue KOHQUIEHIIMATbHBIX
JAHHBIX, WHBIE CTAHIAPTHl M METOJMKWA. BHYTpEeHHHE HOpPMBI M MpaBUJIA IOJKHBI
colepKaTh MEXAaHU3Mbl pEAU3allMM U MEpbl OTBETCTBEHHOCTH. Yalle BCEro Mepbl
HOCSIT TUCHUIITMHAPHBIA XapaKTep, U HapYyIIUTEIh JIOJKEH OBITh TOTOB K TOMY, UTO 32
HapyLUICHUEM pPEXHMa KOMMEpPYECKOW TalHbl MOCIEAYIOT CYUIECTBEHHBIE CAHKIIHUU
BIUTOTH JI0 YBOJIbHEHMUSI.

o Opranu3anuoHHbIe U AAMUHUCTPATHBHBIE MEPbI

B pamkax agMUHUCTPATUBHOW AEATENBLHOCTH MO 3ammre Wb mns coTpynHUKOB
CIIy0 0€30MacCHOCTH OTKPBIBAETCS MPOCTOP JUIsl TBOpPUECTBA. DTO U APXUTEKTYPHO-
IUTAHUPOBOYHBIE PEIICHUS, MO3BOJISIIOLUIME 3alUTUTh TEPErOBOPHbIE KOMHATHI U
KaOWMHEThl PYKOBOJCTBAa OT MPOCIYIIMBAHUSA, U YCTAHOBJIEHUE PA3JIMYHBIX YPOBHEM
noctyna kK uHbopMmanuud. BaXHBIMM  OpPraHU3AIllMOHHBIMH  MEpaMU  CTaHYT
cepruduKanms  JeATeIbHOCTH KoMmanuu mo  crapgapram  ISO/IEC 27000,
cepTuUKaMsS  OTIACIBHBIX  aNMapaTHO-MPOTPAMMHBIX  KOMILJIEKCOB, aTTECTaIus
CyOBEKTOB U OOBEKTOB HAa COOTBETCTBHE HEOOXOAMMBIM TPeOOBaHMSIM 0€30MMAaCHOCTH,
MOJIYYCHUH JHUICH3UNA, HEOOXOAMMBIX Il PabOThl C 3alIUIICHHBIMA MacCHBaMU
uH(bOopMaIuu.



C TOukM 3peHHus perjaMeHTAllUUd JESTENIbHOCTH IEpCOHaja Ba)XKHBIM CTAaHET
oopMIIEHHE CHCTEMBI 3allpOCOB Ha JOMYCK K HMHTEPHETY, BHEIIHEH 3JIEKTPOHHOU
noute, ApyruM pecypcam. OTIEIbHBIM 3JIEMEHTOM CTaHET MOJYYEHHUE 3JIEKTPOHHOM
U(pPOBOM NOANUCH JJI YCHUIIEHHs 0€30I1aCHOCTU (PMHAHCOBOW U IpYroil MHPOpMaIHH,
KOTOPYIO NEPEAAIOT FOCYAAPCTBEHHBIM OpraHaMm I10 KaHajlaM 3J1EKTPOHHON MOYTHI.

o« MopanbHo-3THYECKHE MEPbI

MopanbHO-3TUYECKHUE MEPBI ONPENESIOT JIMYHOE OTHOIIEHHE YellOBeKa K
KOH(UICHIMATbHON WH(GOpPMalMu WM HHQOpMAIMM, OrpaHUYEHHOH B 00OpoOTe.
[loBpiieHNE YpOBHS 3HAHUN COTPYJHUKOB KacaTelIbHO BIUSHUS yrpo3 Ha
JESTeNIbHOCTh KOMITAHWM BIHMSIET HAa CTENEHb CO3HATENBHOCTH W OTBETCTBEHHOCTH
COTpYIHUKOB. UTOOBI OOpOTHCSA C HapYUICHUSMH peXuMa WH(GOpMAalUW, BKIIOYas,
HampuMep, INepeaady mapojeil, HEOCTOPOKHOE OOpalleHHe C  HOCHUTEISIMH,
pacmipocTpaHeHre KOH(HIECHIIMANBHBIX JaHHBIX B YaCTHBIX pa3roBOpax, TpedyeTcs
JieJIaTh YIOp Ha JIMYHYIO CO3HATEJIbHOCTh COTpyAHUKA. [lone3HbiM OyAeT yCTaHOBUTH
nokazarenu 3QQPEKTUBHOCTH IEpCOHalla, KOTOpble OyIyT 3aBUCETh OT OTHOLICHMS K
KopriopatuBHou cucreme Ub.

Bompocs! 11st caMoKOHTpoIS
1. PernmamenTsl HH()OPMAIITMOHHOM O€30MTaCHOCTH.
2. Ipouenyps nHOOPMAITMOHHON OE30MTACHOCTH.
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