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BBenenue

Metoauueckue yka3aHusl MO OpraHM3allid TEXHOJIOTMYECKOM MPaKTUKH pa3paboTaHbl B
cootBeTcTBUU ¢ TpeboBanusiMu PI'OC BO c ydyetom pexomenmanuii OIl mo HampaBieHUto u
npodumto moaroroku 10.03.01 «MuHpopmanmonHas 6e3omacHoCThY, «IloI0KEeHUEM O MOpSIIKe
MPOBEACHUS  TMPAKTHUKKA  CTYJIGHTOB» W  ydyeOHbIM 1iaHom HampaBieHus 10.03.01
«HupopmanonHast 6€30MaCHOCTHY.

Meronudeckue yKa3aHus M0 OpraHU3aIl[uu MPOU3BOJICTBEHHON MPAKTUKU MPEIHA3HAYCHBI
JUISL CTYIEHTOB BceX ¢opM oOydeHHsl HarpaieHus moarotoBku OakamaBpo 10.03.01
«MuadopmanrionHas 6e30MacHOCTbY U COJEPKAT MATePHAIIbI M0 OpraHU3aIluH, MPOBEICHUIO U
KOHTPOJIIO TPOXOXKACHUS NPAKTHKU, HPUMEPHOMY pACHpPEICIICHUI0O BPEMEHH B IEPUOJ
MPAKTUKH; YKa3bIBAIOT OOSI3aHHOCTH CTYACHTOB, CTaBAT 3aJadd TPAKTHKH, COJEPKaT
WHAUBUAYallbHbIE U TEOpEeTUYECKHE 3alaHusi U TpeboBaHHs K O(GOPMIECHUIO PEe3yIbTaTOB
MIPOU3BOACTBEHHOM TEXHOJOTMYECKOW MPAKTHKH.

[Tpou3BoJCTBEHHAs TIPAKTHKA CTYICHTOB SIBIISIETCS COCTAaBHOM 4YacThi0 OCHOBHOM
0o0pa3oBaTeNnbHOIl MPOrpaMMbl  BBHICIIETO MNPOGECCHOHATBHOIO O00pa3oBaHMsl MOATOTOBKU
BBICOKOKBUTM(DUIIMPOBAHHBIX ~ CICIHAIUCTOB,  MPEACTABIsSECT CcOOOH  BHI  3aHATHIA,
HEMOCPEJICTBEHHO OPUEHTHPOBAHHBIX HA MPAKTHYECKYIO OJITOTOBKY 00YJarOIIMXCS.

1. Heau u 321241 NPAKTHKH

Ilenpr0 DPOU3BOACTBEHHOM TEXHOJOTMYECKOW TIPAKTUKM SBISIOTCS 3aKpeIUICHUE U
yriIyOjieHHue 3HaHUM, IOJYyYeHHbIX CTYAEHTAaMH B IMpOLEcce TEOPETUYECKOro 00ydeHus,
npruoOpeTeHne HeOOXOIUMBIX YMEHHIA, HABBIKOB, KOMIIETEHIIMI M OIBITA MPAKTUYECKON PabOTHI
10 U3y4aeMOMY HAIIPABJICHUIO.

3aaqyaMy TEXHOJIOTMYECKON MPAKTUKH ABJISETCS:

— NOJYYEeHUs] MPAKTUUYECKUX HABBIKOB CAaMOCTOSTENIILHOM M KOJUIEKTUBHOW pabOTHI
MIPUPEILIECHUH IIOCTABIICHHBIX 3a7a4;

— yriayOleHHOe H3y4yeHHe W NpUOOpEeTeHHE NPAKTHMUECKHUX HaBBIKOB B paboTe ¢
cucTeMaMM KpunTorpauueckoi 3almThl B paMKaxX KOHKPETHOTO MPeANpUsiTHUS;

— WU3y4EHUE TEXHOJIOTMII BHEIPEHHUS, HACTPOWKM U IPUMEHEHHSI MEXCETEBBIX
9KPaHOB, TpaPPUK-UHCIEKTOPOB U IPYTUX TEXHOJIOTUH 3alUThl HH()OPMAIIMK B KOMIIBIOTEPHBIX
CeTAXOpraHu3aluii;

— u3yyeHue Bo3MoxHocTed VPN-texHomoruit st 3amurbl HHGOpMALMM  Ha
PEATNPUITHH;

— NpuOOpeTeHNE U 3aKpeIIeHHe MPaKTHYECKUX HaBBIKOB PabOTHI C IPOrpaMMHO-aIapaTHBIMU
CpEICTBAMU 3alIUThl HHPOPMAIIUU HA MIPENTPUATHSIX.

2. TpeboBaHus K pe3yJibTaTaM 0CBOEHUS NPAKTHKH

Jns ycnmemHoro mnpoXOXKAEHWS IPOM3BOJCTBEHHONW TEXHOJIOIMYECKOM MPAKTUKH
CTYAGHT JOJDKEH o0lajgaTh «BXOAHBIMH» 3HAHUSIMH, YMEHMSAMH U TOTOBHOCTSIMH,
NPUOOPETEHHBIMU B PE3YJIbTATE OCBOCHUSI MPAKTUKH, @ UMEHHO:

3HATh:

— OCHOBHBIC HOpPMAaTHBHBIE IIPaBOBbIE aKThl B O0JIaCTH  HMH(OPMAIIMOHHOMN
0€30MaCHOCTH M 3allUThl MH(OpMAIMM, a TAaKK€ HOPMATHBHbIE METOAMYECKHE IOKYMEHTBI
denepanbHOU

ciyx0b1 OezomacHocTu Poccuiickoit @eneparun, denepanbHoil Cy>KObI M0 TEXHUYECKOMY U
9KCHOPTHOMYKOHTPOJIIO B TAaHHOH 00J1acTH;

TEXHOJIOTUM OOHAPY)KEHUSI KOMITBIOTEPHBIX aTaK U X BO3MOXXHOCTH;

CPEICTBA peaIn3aluy aTak.

MEXaHU3MbI TUIIOBBIX aTaK, OCHOBAHHBIX Ha YA3BUMOCTSX CETEBBIX IIPOTOKOJIOB.



aTaKW Ha CETEBbIC CITYKOBI.

aTaky C UCIIOJIb30BaHHEM IIPOMEKYTOYHBIX Y3J7I0B M TEPPUTOPHH.

OCHOBHBIC YSI3BUMOCTH U THIIOBBIEC aTaKi Ha COBPEMEHHbIE KOMITBIOTEPHBIE CUCTEMBI;

- BOSMOXKHOCTH U OCOOCHHOCTH  MWCHOJB30BaHUS  CIICHUAIM3HPOBAHHBIX
IPOTPaMMHO-AIMAPATHBIX CPEJICTB MPH MPOBEJCHUN ayAUTa HHPOPMAIIMOHHON O€3011aCHOCTH;
METO/IbI 3AIUTHI KOMITBIOTEPHBIX CETEl;

- KJaccu(uKanuio M OOLIyI0 XapaKTEPHCTUKY CETEBBIX IMPOrPaMMHO-AMIMapaTHBIX
CpeACTB3aIIUTHI HHPOPMALIUY;

OCHOBHBIE ITPUHIIMITBI 8 IMUHUCTPUPOBAHMS 3AIUIICHHBIX KOMITBIOTEPHBIX CHCTEM;

— 0COOEHHOCTH peanu3allii METOAOB 3aIlIUThl HMH(POPMAIMK COBPEMEHHBIMH
IPOTPaMMHO-AIIAPATHBIMU CPEICTBAMH.

YMETh!

BBITIOJHATH (QYHKIIMY aIMUHUCTPATOpa 0€30MaCHOCTH 3alUIEHHBIX KOMITBIOTEPHBIX CHCTEM;
BBITIOJIHATH HACTPOUKY 3aIIUTHBIX MEXaHU3MOB CETEBBIX MTPOTPAMMHO-AIIAPATHBIX CPEACTB;

- HACTpauBaTh MOJHUTHUKY O€30IaCHOCTH CPEACTBAaMH IPOrPaMMHO-ANIapaTHBIX
KOMIUIEKCOBCETEBOM 3aIUTHI HH(POPMAIHIH;

- NPUMEHSATh MEXaHW3MBl 3alIUThI, PEAIN30BAHHBIC B MPOTrPAMMHO-AINapaTHBIX
KOMIUIEKCaX, CIIETbI0 OCTPOCHHS 3alIMIIEHHBIX KOMITBIOTEPHBIX CETE;

- OpPraHM30BBIBATh 3AIlIUTy CETMEHTOB KOMIBIOTEPHOH CETH C HCIOJIB30BaHUEM
MEKCETEBBIX IKPAHOB;

- NPUMEHATh CPEACTBA W METOJABl BBIBICHUS YA3BHMOCTEH B IMPOrPaMMHOM
o0ecIieueHn! y3JI0BKOMIIBIOTEPHON CETH.

Peann30BBIBaTh 1ETM ¥ MPUHIUITEI 30HAUPOBAHUS Y3JIOB CETH.

- Hcnonp30BaTh KOMMEpYECKHE M CBOOOIHO paclpoCTpaHsEMbIe CPEACTBA ayauTa
0€30MacHOCTH KOMITbIOTEPHBIX CETEH.

Hcnonb30BaTh OCOOEHHOCTH CPEACTB AKTUBHOTO ay/IUTa.

NPUMEHSTH CPEJICTBA aHAIN3a 3AIUIIIEHHOCTH CEPBEPOB MPHIIOKESHHH.

BJIAJICTh:

— CpeACTBaMH aMUHUCTPUPOBAHUS CETEBBIX MPOrPAMMHO-ANIAPATHBIX KOMIUIEKCOB
3alUTHINH(OPMALINY;

CpeACTBaMH aIMUHUCTPHPOBAHUS CHCTEM OOHAPYKEHUSI KOMITBIOTEPHBIX aTakK;

— CpeACTBaMHU U CHCTEMaMH ayauTa WH(POPMALMOHHON 0€30MacHOCTH; METOJIUKOM
poBeIeHUsIayIuTa HHPOPMALIMOHHOHN 0€30MacHOCTH;

CpeACTBaMH aIMUHUCTPHPOBAHUS CHCTEM OPTaHU3alNU BUPTYAIBHBIX YaCTHBIX CETEH.
HassikaMu onpeienieHust CTPYKTYpPbl HH(OPMAIIMOHHO-TEIEKOMMYHUKALIMOHHBIX CETeH.

— HaBplkaMu  npuMeHEHHMsS  OPOTPaMMHBIX  CpPEACTB  aHajau3a  TOMOJOTHU
BBIUYUCITUTENIFHOW ~ CETH, OIpPENCIICHUs] MapIpyTOB TIPOXOXKICHUS CETEBBIX IIaKETOB,
oOHapy>KeHHsI 00BEKTOB CETH, TIOCTPOCHUSCXEMBI CETH.

— HaBbikamMu BBISIBIIEHUS! TEJIEKOMMYHHKAIIMOHHOTO OOOpYJIOBAaHUS, BBISABICHHUS H
MOCTPOCHMS CXeMBbl MH(OPMAIIMOHHBIX MOTOKOB 3alIUIAeMON MH(OpMaIK B KOMITBIOTEPHOM
CeTH.



3.

IlepeyeHb ocBanBaeMbIX KOMIIETEHIM A

Kon, Kon, hopmynmnpoBka HHIAUKATOPA IInanupyemelie pe3yabTaThl,
¢dbopmynupoBka XapaKTepHU3YIOIIUE 3TaIbI
KOMIIETEHIUN (hopMHUpOBaHUS KOMIIETEHIINH,

WHAUKATOPOB

NUA-1 TIK-1 ITonumaeT nopaaok obcimyxkuBaHusi | ClIOCOOHOCTh BBITIONHATE PaOOTHI
[K-1 KpUNTOrpadu4ecKux CpencTB 3alIUTHl | 10 YCTaHOBKE, HACTpPOHKE H

nHpOpMaIum. OOCITyXMBaHUIO  IPOTPAMMHBIX,

UA-2 TIK-1. Vimeer HaBBIKM OOCTYXHMBaTh | IPOrpaMMHO-ANMapaTHBIX (B TOM

TEXHUYECKUE CPEICTBA 3alINThl HH)OpMAIIHH. yuciae  KpunTorpaguyeckux) u

NA-3 TIK-1 Bnameer HaBBIKAMH AKCIUTyaTallid | TEXHUYECKUX CPEACTB  3aIUTHI

MpPOrpaMMHO-aMMapaTHBIX M TEXHUYECKHX | MH(pOpMAanun

CPEACTB 3aIIUTHl HHQOpMAILIKH.

NA-1 TIK-3 Ilonmmaer yrpossl Ge3omacHocTH, | CIIOCOOHOCTh aJIMUHUCTPHUPOBATH
TK-3 PEKUMBI IPOTUBOACHCTBHSL. moJcucTeMbl  MH(OPMAIMOHHON

NA-2 TIK-3 CnocobeH ompeaensaTh COCTaB W | 0€30MaCHOCTH OOBEKTA 3alUTHI

MOPAZOK  aAMUHUCTPUPOBAHMUS  IMOJCUCTEMBI

nH(OPMAITMOHHON 0€301TaCHOCTH.

NA-3 TIK-3 O6nagaeT HaBbIKAMM MOHUTOPHHTA

¢byHKuHoHMpoBaHus noacuctemsl Ub.

na-1 IIK-5 3HaeT HOpMaTuBHYIO | CIOCOOHOCTh MPUHUMATH yYaCTHE
TK-5 JOKYMEHTAllUI0 10  aTTeCTalud  OOBEKTOB | B OPraHM3aLUM U COIPOBOXKIACHUH

WHPOPMATU3AIHH. aTTecTaluu 00BbeKTa

NA-2 TIK-5 CrnocobeH BHIMONHATH TpeOOBaHUS | MHPOPMATH3AIMH o

OesomacHOCTH  XpaHeHHss W 00pabOTKH | TpeOOBaHUAM Oe3omacHOCTH

WHPOPMAIIUH. uHQOpMaITUH

HJ-3 TIK-5 OO6OmamaeT HaBBIKAMH aTTECTAIlUU

00beKTOB ~ HMH(pOpMAUMKM 1O  CPEICTBAM

TpeboBaHM HH()OPMATH3AIIH

4, IIpaBa 1 00sI3aHHOCTH CTYAE€HTA-NPAKTUKAHTA

CTyneHT npu NpoXOoXKACHUH MTPAKTUKU 00s3aH:
— BBITOJIHATH 33aHUs, IPEyCMOTPEHHBIE IPOrPAMMON IIPAKTHUKHY;
- BECTH JIHEBHHUK, (opmMa U coJiepkaHue KOTOPOro MpPEJCTaBI€Ha B METOJAMYECKUX
PEKOMEHIALUAX I10 OPraHU3aLUK TPOBEACHHUIO INPAKTUKU CTYJEHTOB B YHHMBEPCUTETE, IlE
bukcupyroTcs Bce BUIbI pabOT, BHIIIOIHAEMBIX B TEUEHUE padOYEro JIHS;
— 0 OKOHYAHMM TPAKTHUKH OTYHUTHIBATBCA O TPOJENaHHOW paboTe M MpelCTaBUTh
VHAUBUAYaJIbHBIN UK TPYIIIIOBOM OTYET U THEBHUK PYKOBOJUTEIIO.




5. O0s13aHHOCTH PYKOBOJUTEJSI NMPAKTHUKM OT YHHMBepcuTeTa U NMpPouiIbHOMI
OpraHM3aunu

- pa3pabaThIBaTh U KaXbIH IO/l aKTyaIM3UPOBATh IPOrpaMMy MPaKTHKH,

— COCTaBJIATh KaJCHIAPHbIN IUIaH IPAKTUKY;

— pa3palaThIBaTh TEMAaTUKY UHIMBUyaJIbHBIX 3aJJaHUI CTY/IEHTaM;

— OCYILIECTBIIATH KOHTPOJIb 32 COOJIIOJJEHUEM CPOKOB IPAKTUKU U €€ COAECPKAHUEM;

— OKa3bIBaTh  METOJUYECKYIO IIOMOLIb CTyJEHTaM  IpU  BbIIOJIHEHUH
VMU MHIMBUyaJIbHBIX 3aJaHU;

- OLICHUBATh PE3YJIbTAThl BBIIIOJHEHUS CTYACHTaMU IIPOIPaMMBbI IIPAKTUKY;

- CHATh CTYIEHYECKUE OTUYETHIN JHEBHUKHU IIPAKTUKU UIA  XpaHEHHUs
C COOTBETCTBYIONIEH 3aMUCHIO B KadeIpaabHOM KypHaJle y4eTa OTYETOB MMPAKTHK;

- 10 pe3yJibTaTaM IPAKTUKH IMOATOTOBUTH NUCbMEHHBIN OTYET PYKOBOJUTEIS IPAKTUKU.

6. CTpyKTypa u cojep:KaHue NPAKTUKH

OO61mas Tpy10eMKOCTh MPOU3BOACTBEHHOM MPAKTUKHU COCTABISAET 3 3a4eTHbHIX eaunull — 108
YacoB.

Paznensl (3ransl) | Peanusyemsbie Buner yueGHoii TpynoemkocTb DopMmbl
MPaKTUKHU KOMITETCHITUHT paboThI HA (dac.) TEKYIIEro
/ MHIUKATOPBI MIpaKTHUKE, KOHTPOJIA
BKJIFOYAst
CaMOCTOATENIBHYIO

paboTy CTYJIEHTOB

IToaroroBUTENLHBIN IK-1, 03HAKOMUTEIBHBIE | 16 VYernblii onpoc
aTar (MHC -
(MHCTpYyKTAK IK-3, JeKLHAH
TEXHHKE [K-5
0E30MaCHOCTH)
OkcrepumernTtanbeid | [1K-1, HHCTPYKTaX I10 16 ITposepka
STar: TK-3, [HCHMEHHOT'O
P TEXHUKE oTICTA O
0e30macHOCTH pabore co
CpelcTBaMu
3aIUTHI
1.3akpemnenne T1K-1, MEPOTIPUSITHS IO 16 Mposepka
TEOPETHIECKUX U I1K-3, c6opy, 06paGoTKe oTaeTa
IIpaxTnyeckux IK-5
U cucréMaru3sanuu
HaBBIKOB palbOTHI €
NPOrpaMMHO- (haKTHIEeCKOTO 1
arnmnapaTHbIMU JIATEPATYPHOI' O
cpencTBamMu Marepuaa
3aIlIUTBHI, @ TAKKe
TEXHUYECKUMU

CpelcTBaMu OXPaHbI
B

nabop
aTopHsX
kagenpet CYUUT;
2. YcraHoBKa, I1K-1, Meponpnﬂme o 14
HaCTpoiiKa, IK-3, HaGJIIOICHUIO, [Iposepka
IKCIUTyaTalus 1 ITK-5 oT4cTa

HU3MEPEHHIO PaboT
MOA/IEPKAHUE B

paboTocmocoOHOM
COCTOSTHUH
KOMIIOHEHTOB
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11.
12.

CHCTEMBI
obecrieueHns
HHPOPMAITHOHHON
Oe3omacHOCTH ¢
yIEeTOM
YCTAQHOBIICHHBIX
TpeOOBaHMii;
3.IpopaboTka TK-1, MCPONPHATHA 11O 14 IIpoBepka
VH/IMBU/yaJIbHOTO IK-3, cbopy, o6paboTke oT4eTa
TEOPETHIECKOTO TK-5 M CUCTEMaTHU3aluU
3a/IaHusl 110 1L
BapHAHTAM; (haKTHYEeCKOTO 1

JUTEPATypPHOTO

MaTcpurajia
4. Pemenyie IIK-1, Mepomnpusarue no | 14 Iposepka
MHIMBHyaIbHOTO gig HaOJII0ICHHUIO, oT4era
TIPaKTHICCKOTO HU3MEpPEHUI0 paboT
3a/IaHus 110
BapUaHTaM,;
5. IloaroroBka u TK-1, MEpOTIPHUATHS TI0 14 IIpoBepka
opopmiieHre oTueta. | [[K-3 orgera

K5 cbopy, oopaboTke

n cucreMaTtn3anmuu

(haKTH4eCKOro 1

JIATCPATYPHOI'O

Marepuaa
3aKIIIOYUTEIBHBIN I1K-1, 4 -
atan (3ammra oruera) | [1K-3,

IK-5
Uroro 108 -
7. 33}13HI/IH H MOPAAOK UX BBINMOJTHCHUS

3ajaHMe Ha TEXHOJOIMYECKYIO0 MPAKTHUKY BKJIKOYAET MPOPa0OTKY TEOPETUYECKOIO
BOIpPOCA U HalMcCaHHe MO HeMy 0030pHOro pedepara, BKIOYAEMOro B OTYET MO MPAKTHUKE
(TeopeTHyecKas 4yacTb).
Bapuantsl 3a1aHnii:
ATaku Ha IPOTOKOJIBI U c1yk0bl IHTepHEeT. MeTobl U Cpe/icTBA 3aIUTHI.

[TonsiTHe MeKCeTeBBIX SKpaHOB. KOMIMOHEHTHI MeXceTeBOro skpaHa. I[lomuTuka cereBoit
0€30I1aCHOCTH.

Kpurepuu ¢unbtpanuu nmakeroB. OCHOBHBIE CXEMBI CETE€BOW 3aIIMTHI Ha 0a3e MEKCETEBBIX
HKPAHOB.

Co3aHue 3aluIeHHbIX CETMEHTOB CETeH C UCTIO0Ib30BAHUEM MEKCETEBBIX SKPAHOB.
Kondurypuposanue cereBbix GpuibTpoB Ha 0a3e HacTpoek Oe3zomacHocTu mpoTokona TCP/IP
B OCWindows 7.

3ammTa paboYnx CTaHIMH ¢ UCIIOIB30BAHUEM ITEPCOHAIBHBIX CETEBBIX (PUIBTPOB.
Opranuzanus VPN-cereii. 3anaun, pemaembie VPN. Tynnenuposanue B VPN.

OnekTpoHHble cepTudukarsl. [loHsATHE HHPPACTPYKTYPBI OTKPBITHIX KIHOYEH.

[Tpotokonbl u cpenacrBa opranmzaiun VPN Ha cereBom ypoBHe. Hasnauenuwe, oGnacTb
NpUMEHEeHUS, ayTeHTU(HUKAIMS U IuppoBaHue JaHHBIX B mpoTokonax SKIP u IPSec.

. IIporoxonst PPTP, SSL. Ha3nauenme, o0nacTb NpPUMEHEHHs, AayTCHTUQUKAIMSI U

mudpoBaHue TaAHHBIX.
[IpenmyiecTBa TEXHOJIOTHH TEPMUHAIBHOTO ocTyma. Obecneuenue 6e30MacHOCTH.
Haznauenue cucrem o6HapyxeHus atak. Kinaccudukanus cucteMm oOHapy>KeHUS aTak.



13. Cyx651 kaTanoros. O01He cBeeHus o cinyx0ax katanoros. CTpykrypa kartaigora LDAP.
14. Cuctema equHOIO BXOJ1a B ceTh Ha ocHOBe npoTokoia Kerberos.
15. Co3anue eAMHOTO MPOCTpaHCTBa Oe3onmacHOCTH Ha 6a3e Active Directory.
16. Ayaut 6e30macHOCTH KOMITBIOTEPHBIX cucTeM. Llenu, cranaapThl, HOIXOAbI.
17. IncTpyMeHTanbHble  CpelICTBa ayAuTa O€30MacHOCTH  KOMIIBIOTEPHBIX CHUCTEM, HX
BO3MOYKHOCTH MHEJOCTATKH.
18. IlpumeHeHne HHCTPYMEHTAIBHBIX CPEJCTB ayIuTa O€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM.
19. TectupoBanue COCTOSIHUS 3alUIEHHOCTH KOMITBIOTEPHBIX CHCTEM oT
HECaHKIIMOHUPOBAHHOTO JIOCTYIAC UCIOIB30BaHUEM CKaHEPOB OE30MacCHOCTH.
20. Meronnka npoBeieHUs] HHCTPYMEHTAIIbHBIX IPOBEPOK.
21. Knaccudukanus cpeictB U MHGOPMALMOHHBIX PECYpCOB B COOTBETCTBUU CO CTaHAAPTOM
ISO-17799.
T.K. IPOM3BOJICTBEHHAs] TEXHOJOTMYECKass MPAaKTUKA SBISIETCS MPEIIISCTBYIOMIEH st
TaKUX JUCHUIUIMH KakK «YTpaBleHUE MPOEKTaMU MO 3amuTe HH(POpMALMU U HKOHOMMKA
3alUThl UHOpMALW,
«KommuiekcHas cucrema 3amuThl THPOPMALIMU Ha IPEIIPUsATHI, «Pa3paboTka U IKCIUTyaTaIys
3alIMIIEHHBIX aBTOMATHU3UPOBAaHHBIX HH(OPMAIMOHHBIX CUCTEM, TO HA TEXHOJOTHMYECKOU
NPaKTUKE CTYIEHTY TPEAOCTABISACTCS BO3MOXHOCTh O3HAKOMJICHHS C TEXHHUYECKUMH
XapaKkTepUCTHUKaMH, OCOOEHHOCTSAMHU pabOThl TEXHUUECKUX W HMPOTPAaMMHBIX CPEACTB 3alHUThI
UHPOPMALIMK HA KOHKPETHOM TPEATNPUSITHH.
BapuanTs! 3a1anuii:
Buenpenue cucremsl kpunrorpaduyeckoi 3amutsl Kpunrtollpo Ha npeanpustun
Breapenue cucreMsl Kpunrorpaduueckoit 3amuthl Secret Disk Enterprise na npeanpustuu
Buenpenue cucremsl kpunrorpadudeckoi 3ammrtel CipherTrust Data Security Platform na
IPEIIPUSATHH
Buenpenue cucrems! kpunrorpaduueckoit 3amutsl KpuntoAPM Ha npeanpustun
Buenpenue cuctemsl kpuntorpaduueckoit 3amutel Fin-TrusT Ha npennpustiuu
Buenpenue cuctemsl kpunrorpadudeckoii 3amutel ViPNet L2-10G Ha npeanpustiun
Brenpenue cucremsl kpunrorpaduuaeckoii 3ammtsl Derypt XG Ha npennpustuu
Buenpenue cucremsl kpunrorpaduyeckoit 3amuThsl “Tlanuaapom™ Ha mpenpUsTHH
Buenpenne cucrembl kpunrorpaguueckoi 3ammrtbl  ViPNet Coordinator KB 4 Ha
OpeaNpUATHH
10. Buenpenue cucrems! kpunrorpaduueckoit 3amutsl C-Teppa FOuuT Ha npeanpustuu
11. Buenpenue cucremsl Kpunrorpaduyeckoit 3ammutsl Kpunrollpo ApxuB Ha npeanpusaTHH
12. Buenpenne mexceTeBoro skpana M3 «bnokmoct-Okpan 2000/XPy» Ha npennpusatuu
13. Buenpenne MexceTeBoro dkpaHa TrustACCess Ha mpeAnpusI TN
14. Baenpenne MexceTeBoro skpana T rUStACCess-S Ha nmpeAnpusTau
15. Buenpenue MexceTeBoro skpana StoneGate Firewall na mpeanpusitum
16. Buenpenne nporpammuoro komiuviekca Cepep Oe3omacioctu CSP VPN  Server Ha
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pEaNpUATHH

17. Buenpenue mnporpammHoro kommiekca Ilmo3 6GesomacHoctu CSP VPN  Gate Ha
TPEIIPUSTHH

18. Buenpenne mnporpammuoro komrwiekca Kiment OesomacHoctm CSP VPN Client Ha
pEINpUATHH

19. Buenpenue mexcereBoro skpana ldeco ICS 3 va npennpustun
20. Bueapenue nporpammuoro komruiekca Tpaduk Mucnextop 3.0 Ha npeanpustun



8. ®opma nmpeoCcTaBIEHHS 0TYETA MO MPAKTHKE

. OTYeT - UTOTOBBIM JOKYMEHT, HA OCHOBAHUU KOTOPOTO W TOCJE €r0 3alUThl CTYICHT
MOJTy4aeT 3a4eT MO MPaKTUKE.

Odopmienne oTyeTa MO MPOU3BOACTBEHHON MPAKTHKE CIIEIYET MPOU3BOAUTH COTJIACHO
METOJIMYECKUM yKa3aHUsM «MeToaudeckue yka3aHus 1Mo o(OpMIICHUIO OTYETOB MO MPAKTHKE,
pedepaToB, KypCOBBIX U JUIIOMHBIX paOOT/IPOEKTOB.

OO0BemM oTueTa BMECTe ¢ NpuiaoKeHusMu — 15-25 crpanun popmara A4. OH momkeH
OBITH U3JI0’KEH TPAMOTHO, aKKYpaTHO 0(pOpMIIEH, HareyaTaH ¢ MOMOIIbI0 KOMIIBIOTEpA.

CTpyKTYpHO OTYET COJEPKHUT CICAYIOUIME DJIEMEHTBI: TUTYJBHBIM JIUCT, BBEACHHE,
OCHOBHAsl 4acTh (TIEpEUYCHb pPA3/ETOB), 3aKIIOYCHUE, CIUCOK HCIOJIh30BAaHHBIX HCTOYHHKOB,
MIPHIIOKCHUS.

Bo BBemeHmm HE0OXOOUMO PACCMOTPETh AKTyalbHOCTh TPHUMEHEHHUS  HOBBIX,
MEPCIIEKTUBHBIX CPEACTB 3aIIUTHI HHPOPMAINH, OIPEISIUTD LEIH U 3a/1a4 Y4eOHOM MPaKTUKH,
a TaKKe CTPYKTYpY OTYeTa.

OcHOBHasl 4aCTh JIOJDKHA COCTOSATH U3 TPEX Pa3/ieiIoB:

AHanu3 JACSATENBLHOCTH NPEINPHSITHS W CPEICTB 3allUThl WHQPOPMAIMH, KOTOPHIC
UCTIOJNIL3YIOTCS B XOJIE €T0 paOOTHI.

Teopernueckass 4dacTh (pedepaTHBHOE H3JIOKECHHUE TEOPETUYECKOro 3amaHus); [Ipakruyeckas
4acTh (OMKCAaHUE BBIMOJIHEHUS MHAUBUIYATLHOTO 33/1aHUS).

[Ipy HamucaHUM TEOPETUYECKOM YacTH HEOOXOIMMO MOJB30BaThCS PEKOMEHIOBAHHOM
JIUTEPATYpPOIl.

B 3akmiounTenbHOM YacTH OTYeTa CTYIEHTY pPEKOMEHIYyeTcs, MpOoaHaIH3upPOBaB
MOJIOKUTEIBHBIA  OTBIT, TOJIYYCHHBIH B pE3yJbTaTe NPOXOXKIACHUS TMPAKTUKH, CACIATh
KPUTHYCCKHE 3aMeUaHusl. 3aMeUYaHus JIOJDKHBI HOCHTh KOHCTPYKTUBHBIN XapaKTep.

3amuTa CTyIGHTaMU OTYETOB IO MPAKTUKE OCYIIECTBISETCS B KOMUCCUU B T€UEHHE 3-X
JHEH Tocie OKOHYaHUS MPAKTHKU WIM B YCTAHOBIIEHHBIE KadeApoil 1 MHCTUTYTOM cpokH. [lo
UTOTaM  aTTeCTaluy  (3alIUThl OTYETa) BBICTABJSIETCS OlIGHKAa (OTJIMYHO, XOPOIIO,
VIIOBJICTBOPUTEIILHO, HEYJIOBIETBOPUTEIbHO). CTYACHTHI, HE BBINOJHUBIIKE TPOTpaMMy
MPAKTUK [0 YBOXKHUTEIHHOW MPUYWHE, HAMPABISIFOTCS Ha MPAKTHKY BTOPHYHO, B CBOOOIHOE OT
yueObl Bpemsi. CTYACHTHI, He BBINOJHUBIIKE MPOTpaMMy MPAKTHK 0e3 YBaKUTEIbHOU MPUUUHBI
WIM TIONYYUBIIHE OTPHUIATENBHYIO OIIEHKY, MOTYT OBITh OTYHCIIEHbI M3 YHUBEPCHUTETa Kak
MUMEIOIINE aKaIeMUYECKYIO 3aJJ0JDKEHHOCTD B MOPSJIKE, TPETYCMOTPEHHOM Y CTaBOM BY3a.

9. Kpurepun BbIcTaBJICeHUSI OLICHOK

ATTecTanus 1o UToram Mpou3BOICTBEHHON TEXHOJIOTHYECKON IPAKTUKU MPOU3BOANTCS B
6 cemecTpe U 3aKJII0YAETCS B 3aLIUTE COCTABIEHHOIO 00YYAIOIMMCS OTYETA MO MPAKTUKE.

B mnpomecce mpakTHKM TEKYyIIMH KOHTPOJb 3a pabOTOM CTYIEHTOB, B TOM YHCIE
CaMOCTOSTENIBHOM, OCYLIECTBISETCS PYKOBOAUTENSAM MPAKTUKH OT MPENUPUATHSA, a TaKKe
PYKOBOJMTEIIEM OT By3a B paMKaX KOHCYJbTAllUH U IIPOBEPKHU BBIIIOJIHEHHOI'O TEOPETUYECKOTO U
WHJVBHIyaJIbHOTO 33JaHUH B COOTBETCTBHM C METOJWYECKHMM YKa3aHHMSIMHU IO OpraHU3alHH
IIPOU3BOJCTBEHHO! IIPAKTUKHU CTYIECHTOB.

IIo OKOHYAaHMM NPAKTUKU CTYIECHT-NIPAKTUKAHT COCTABIISET MUCbMEHHBIN OTYET U CHACT
€ro pyKOBOJUTENIO MPAKTUKU OT YHHBEPCUTETAa OJTHOBPEMEHHO C OJaHKaMu MpeINUCcaHuil Ha
IIPaKTUKYy, TOJAINHUCAHHBIMU  HENOCPEACTBEHHBIM  PYKOBOAUTEJIIEM  IPAaKTUKU. braHku
IIPEANMCAHUN HA TIPAKTUKY
- oQUIMATBHBIA JOKYMEHT, YAOCTOBEPSIOIINN MPOX0XKICHUE CTYJEHTOM MPAKTUKU COIVIACHO
YTBEP)KICHHOMY KalleHIapHOMY Iiany (Tpaduky). bianku npeanucanuii Ha MpakTHKy HapaBHE
C OTYETOM O NPOXOXKACHUM NPAKTUKU SBJISAETCS OCHOBHBIM JIOKYMEHTOM, 110 KOTOPOMY CTYAECHT
OTUUTBIBACTCSA O BBINOJIHEHMH IIPOrpaMMbl. Bo Bpems MPaKTHKM CTYOEHT JOJDKCH €XKCIHEBHO
KpaTko M aKKypaTHO JOKyMEHTHpOBaTh B ONaHKaX BCE, YTO UM IMpPOJENAaHO 3a JACHb IO
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BBIMIOJTHCHUIO INPOrpaMMbl W WHIUBUAYAIBHBIX 3afaHuid. [lo OKOHYaHMM IpaKTUKH
3aIl0JIHEHHbIE OJaHKM HPEOCTABIAIOTCS PYKOBOIUTENIO MPAKTUKU. PyKoBOIUTENb NMpPAaKTUKU
JIaeT KPaTKOE 3aKJIIOUYEHHE O KayecTBE pabOThl CTYAEHTA 3a KaXIbli JeHb (WM ONpeeNCHHbIN
MepuoI).

Ot4er 0 mpakTUKEe JOJDKEH COIECPkKAaTh CBEIACHMS O KOHKPETHO BBIIIOJIHEHHOM CTYJEHTOM
paboTe B mepHoJ NMPAaKTUKH, a TAKXKE KPATKOE OMHMCAHUE BBINOJHEHHON Pa0OTHI, BBHIBOJBI H
npeuiokeHus. B ordyer nomkeH ObITh BKJIIOYEH CIELUANbHBIA pa3zen 00 UTOrax BbINOJIHEHUS
CTYJEHTAaMH MHIMBHYyaJIbHOIO U TEOPETUYECKOTO 3a1aHMUs HA MIPAKTUKE.

10. Y4yeOHo-MeTOoaMUYeCKOe M HH(OPMALMOHHOEe olOecneyeHue yuyeOHOM
NMPaKTHKHU

IlepeyeHb OCHOBHOI JIUTEPATYPHI:

1. JleonoBa O.B. OcHOBbI Hay4yHBIX HCCIIEOBAaHUN [DJIEKTPOHHBIA pecypc]:
yueOHOe mocobue/ JleonoBa O.B.— DiekTpoH. TEKCTOBBIE HaHHBIE.— M.: MoCKoOBCKas
rocyiapcTBeHHas axaaemus BogHoro TtpaHcmopta, 2018.— 70 c.— Pexum pocryma:
http://www.iprbookshop.ru/46493.— 3BC «IPRbooks», 1o mapoJtro.

2. Ckpunnuk JI.A. OOmme BOHpOChl TEXHUYECKOW 3alIUThl  HMH(pOpMaLUU

[Dnextponnblii pecypc]/ Ckpunuuk J[.A.— DnekTpoH.TeKCTOBbIe naHHble.— M.: MHTepHeT-
Yuausepcurerupopmanmonnsix Texnonormii (MHTYUT), 2019.— 424 c.

3. Texuosornu 3ammthl MHGOpManuu B KommbloTepHbIX ceTsax /| H.A. PyneHkos,
A.B. Ilponerapckuii, E.B. CmupnoBa, A.M. CypoBoB. - 2-¢ wu3a., uchnp. - Mocksa
Hanmonanensinii Otkpeitenii YauBepcurer «MHTYUT», 2018. - 369 c.

4, Mbitsonin, D. besomacHocth ceret / D. MbpiiBona. - 2-¢ usm., ucop. - M. :
HaumonaneueiitOTkpbIThN YHUBepcuTeT «MHTYUT», 2018. - 572 c.
S. Cuctembl 3amuThl UHGOPMAIIMU B BEAYIIMX 3apyOeKHBIX CTpaHax : y4deOHOe

nocobue aBy30oB / B.U. ApepuenkoB, M.1O. PrrtoB, I'.B. Konnpammu, M.B. PynaHoBckuit. -
4-e uzn.,ctep. - Mocksa : @aunTa, 2019. - 224 c.

IlepeyeHb 1ONOJHUTEILHON JTUTEPATYPHI:

1. JlonneBa M.A. OcCHOBBI HayudHBIX HCCIEIOBAaHUN [DNEKTPOHHBIA pecypc]:
yueOnoe mocooue/ Jlonmea WM.A., Jlazapes B.M.— DnekTpoH. TEKCTOBBIC HaHHBIC.—
bnarosenienck: JlanbHEBOCTOUHBIA TroCylapCcTBEHHBINM arpapHblii yHuBepcuteT, 2018.— 185
¢.— Pexwum ngoctyma: http://www.iprbookshop.ru/55906.— DBC «IPRbooksy, mo mapoiro.

2. Omudep, B. I'. Komnbrorepusie cetu. [IpuHIUMBI, TEXHOJOTHH, MPOTOKOJBI.
[yueonuk] / B.I'. Onudep, H.A.Omudep. - 4-e uzn. - CIIO. : [Turep, 2019. - 944 c.

3. Tanenbaym, J. KommbroTepHbie ceTH : [y4e0. mocobue] / O. Tanenbaywm ; mep. ¢
anry. B. llpara. - 4-¢ u3a. -CII0. : TTutep, 2018. - 992 ¢. .

4. Certu u TenekoMMmyHuKanuu : yued.nmocodbue / b.B. Cobonb, A.A. Manun, M.C.
['epacumenko. - PoctoB u//] :@ennkc, 2019. - 191 c.

S. lNamunxui, A. B. 3amura I/IH(bopMam/m B CETH - aHAJIN3 TEXHOJOTWU U

cunres pemenuii / A.B.Tamunkuii, C.JI. Psoxo, B.®. [llanerun. - M. : JIMK IIpecc, 2019. - 616
c.

Ilepeyenb  y4eOHO-METOAUYECKOr0 OOeCleYeHUS CAMOCTOAATEJbLHOH  PadoThI
00y4YAKOILIHUXCH 110 MPAKTHKE:

1. MeTtoanuecke yKa3zaHus 110 OpraHU3aliy U IPOBEACHUIO YI€OHOH MPAaKTUKHU —

«TexHonornyueckast MpakTUKa» Il CTYIEHTOB HanpasieHus10.03.01
«MHbopmarmoHHas0€3011aCHOCTh Y.

2. NHcTpyKIun 10 TeXHUKE OE€30MacHOCTH W OXpaHe Tpyaa mpu pabore Ha
NPEINPUITHH, TIETIPOXOIUT MPAKTHKA.

3. Meroanueckue pekoMeHmanuu il odhopmiieHHs pedepaToB, OTUETOB TIO
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NPaKTUKE, KyPCOBBIX pPaOOT/MPOEKTOB, BBITYCKHBIX KBATU(HUKAIIMOHHBIX padoT [Iaruropek: 2015
r.—20c.

Ilepedyennb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTH « UHTEepHET»:

1. http://elibrary.ru - Hayunas snekrponnas 6ubnuorexa ELIBRARY.RU

2. http://www.biblioclub.ru -Yausepcurerckas 6udmuoreka online

MarepnanbHO-TeXHHYeCKOe o0ecrniedyeHne y4eOHOi NPaAKTHKH
—  JIEMOHCTPAIIMOHHOTO 00OPYJIOBaHUS U YyUeOHO-HATJISIHBIX TOCOOUI
—  cheuuaiu3upoBaHHas yueOHasi MeOelnb U TeXHHUYECKHE CpPEeACTBAa OOyueHUs, Clyxallue
JUIATIpENICTaBICHHS y4eOHOH MH(POpMALIUK:
—  KOMIIBIOTEPHI C MOJAKIIOUYeHHEM K cetu "VHTepHer" M JOCTYyHOM B 3JIEKTPOHHYIO
nH(OPMaLIMOHHO-00pa30BaTENbHYI0 Cpely, KHUKHbIE MIKadbl A7 y4eOHON JHuTeparypbl U
y4e0HO-METOIMYECKUX MaTEPHUajIOB
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