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Mertoanyeckue ykazaHHs JI NPAKTUYECKUX 3aHATUH MO AMCHUILINHE
«YmpaBieHue MpoeKTaMu» cocTaBieHbl B coorBeTrcTBUM ¢ PI'OC CIIO.
[IpennaznaueHsl IJs1 CTYAEHTOB, oOywarommxca mo creuuanbHoctd 09.02.07
HNudopmMalinoHHbIE CHCTEMBI M TPOTPAMMUPOBAHHE



IMosicuuTeILHAS 3aIMCKA

Jis MHOTMX CTYIEHTOB 3HAUMUTEIbHYIO TPYAHOCTh IIPEICTABISIET pELICHHE 3ajad.
[TosTOMy B TaHHBIX METOAMYECKHX YKA3aHUSAX ITITaBHOE BHUMaHME YJEJICHO PEIIEHUI0 TUIIOBBIX
IPUMEPOB U 3aJad, MOSCHAILIMX TeopeThdyeckuil marepuan. OJHAKO MpEexIe 4eM HayaTb
pemiatb 3TH MPUMEPHl HAZ0 JOOUTHCS TOJHOW SICHOCTH B TOHMMAHHM COOTBETCTBYIOLIMX
TTOHSATHUH.

B Hauane kaxIoM TEeMbl KpaTKO H3JIAaralOTCsi OCHOBHBIE TEOPETUYECKHUE CBEICHMUS
(onpenenenus, (GopMyiibl), HEOOXOIUMBIE AJIs pELICHMs MOocleAyromux 3anad. IlpuBoasarcs
pEIIEHNUs TUIIOBBIX IPUMEPOB U 3a/a4. J{atoTcs ynpaXHEHUsI Ha 3aKPEIICHUS TEMBI.

BrinonHenue cTyieHTaMu MpakTHYeCKuX padoT HapaBJIeHHO Ha!

- 00001IeHNe, CHUCTEeMATU3aLUI0, YIIIyOJeHHEe, 3aKpeIUIeHHE IOJIYYEHHBIX TEOPETUYECKUX
3HAHUH 110 KOHKPETHBIM TEMaM;

- ¢opMHpOBaHHE YMEHHMH TNPUMEHSATH IOJTyYECHHBIC 3HAHUS Ha TPAKTHKE U Ppean3aluio
€MHCTBA HHTEJUIEKTYaJIbHOM U MPaKTU4YECKON JAESITEIbHOCTH;

- pPa3BUTHE MHTEIJICKTYQJIbHBIX YMEHMH Yy OyIylMX CIELUAINUCTOB: aHAJIUTUYECKHX,
IPOEKTUPOBOYHBIX, KOHCTPYKTHBHBIX U JIp.;

- BBIPa0OTKY TPH PEHICHWH MOCTABJICHHBIX 337ad TAaKUX MPO(PECCHOHATBHBIX KAauecTB, Kak
CaMOCTOSITENIbHOCTb, OTBETCTBEHHOCTh, TOYHOCTh, TBOPUECKAs HHULIMATHBA.

B pesynbrare u3ydeHus y4uyeOHOM IUCHMIIMHBI «YTpaBleHUE MPOEKTaMU» OOydarouuiics
JIOJIKEH YMeTb:

- paboTaTh C MPOEKTHON JOKyMEHTAIUEH;

- pa3pabOTaHHOM C MCIIOIBb30BaHUEM IpapUUECKUX SI3BIKOB CTIelU(pUKAIIHIA;

- BBIIIOJIHATH ONTHMM3ALMI0 IPOrPaMMHOIO KOJA C HMCIOJIb30BAHUEM CIELMAIU3UPOBAHHBIX
IPOTPaMMHBIX CPEJICTB;

- HCIIOJIb30BaTh METOJAbl U TEXHOJOIMHM TECTUPOBAHUS U PEBBIOMPOBAHMS KOJIA U IPOEKTHOU
JIOKYMEHTaI1H;

- IPUMEHSATH CTaHJaPTHBIE METPUKH 110 IPOTHO3UPOBAHMIO 3aTPaAT, CPOKOB M KauecTBa.

B pesynbrare ocBoeHus yueOHON AUCHUIUIMHBI 00YYaIONIUIICs TOKEH 3HATh:

- 3a/1a4M TJITAHUPOBAHUS M KOHTPOJISL Pa3BUTHS MPOEKTa;

- IPUHIIUIIBI TIOCTPOEHUSI CUCTEMBI IeATEIbHOCTEN MPOrPaMMHOTO MTPOEKTA;

- COBpEMECHHBIC CTaHAAPThI KAYCCTBA MIPOIrpaMMHOI'0 IIPOJAYKTa U IMPOLECCOB €TI0 obecrieucHHS.



IIpakTuyeckas padora Ne 1

Tema 1: M3mepurenbHbie METOBI OIICHKH MPOrPaMM: Ha3HAYCHHE, YCIOBHUS
MIPUMEHEHUS.

Iesb: M3yunTs METOABI OLIEHKHU NIPOrPaMM, UX Ha3HAUYEHUS U YCIOBHS IPUMEHECHMSL.
CpencrBa 00yueHusi: TETPaaU Ul BHIIIOJHEHUS PAKTUYECKUX 3aHATHH, HTEepHET-

pecypchl.
Cucrema wu3MepeHUs BKIIOYAaeT METPUKM U MOJEIM H3MEPEHUH, KOTOphIe

MCIIOJIb3YIOTCS ISl KOJIMYECTBEHHOM OLleHKH KadecTsa [10.

[Ipu ompenenenun TtpeboBanmii k 1O 3amaroTcs COOTBETCTBYIOLIME KM BHEIIHUE
XapaKTEepUCTUKU W HUX aTpuOyThl (IIOAXAPAKTEPUCTUKH), OIPEACISAIOLIUE DPa3HbIE CTOPOHBI
ylpaBJIeHUs] TNPOIYKTOM B 3aJaHHOM cpene. [lng HaGopa xapakrtepuctuk kadectBa IO,
IPUBEJICHHBIX B TPEOOBAHUAX, ONPENENSAIOTCA COOTBETCTBYIOLINE METPUKHU, MOJEIU UX OLCHKH
Y IMaIa30H 3HaYeHU Mep JUUIs U3MEPEHUs OT/AEIbHBIX aTPUOYTOB KauecTBa.

CornacHo CTaHIapTy METPUKU OIpPENEISAIOTCSA 10 MOAeNu usMmepeHus arpudyros [10
Ha Bcex oramax KL (mpomexyTodHas, BHYTPEHHSS METpUKa) M OCOOEHHO Ha JTame
TECTUPOBAHUS WU (PYHKIIMOHUPOBAHUS (BHEIIHUE METPUKH) MPOYKTA.

OcranoBumMcsi Ha kimaccuukanmm Metpuk [1O, mnpaBminax Ui MPOBEACHUS
METPUYECKOT0 aHaJIN3a U MPOLECCa UX U3MEPEHUS.

THIIbI METPHK.

Cy1ecTByeT TpH THUIIA METPUK:

e  METPHUKHU IPOrPaMMHOTO MPOJIYKTa, KOTOPbIE UCIOIb3YIOTCS NMPU U3MEPEHUU €0
XapaKTEPUCTHUK - CBOWCTB;

e  METPHKH NpOIEcca, KOTOPHIE UCIIOJIB3YIOTCS IIPU U3MEPEHUH CBOMCTBA IpoLEcca
JKLI co3nanust npoayKTa.

e  METPHUKHU UCHOJIb30BaHUS.

MeTpuKH NPOrPaMMHOI0 NPOAYKTA BKJIIOYAIOT:

e BHEIIHWE METPUKH, OO0O3HAYalllMe  CBOWCTBA  NPOAYKTa,  BUAMMBIE
10JIb30BATEINIO;

e  BHYTPEHHHE METPHKH, 00O3HAUaIOIIME CBOWCTBA, BUIUMBIE TOJIBKO KOMAaHJIE
pa3pabOTUHKOB.

Brewnue mempuxu potyKTa - 3T0 METPUKH:

e HAJEKHOCTH MPOAYKTA, KOTOPBIE CIYXaT AJIsl ONpeIesIeH s Yucia 1e(eKToB;
e  (YHKIMOHAIBHOCTH, C TIOMOILIBIO KOTOPBIX YCTAaHABIMBAIOTCS HAJIWYME H

MPaBWIBHOCTH pean3aluy pyHKUIUN B IPOAYKTE;



e  CONPOBOXKJIEHUS, C TIOMOIIBIO KOTOPBIX H3MEpPSIOTCS PECYPCHl IMPOIYKTa
(CKOpOCTh, MaMsATh, Cpea);MPUMEHUMOCTH MPOIYKTa, KOTOPBIE CIIOCOOCTBYIOT OIMPEICICHHUIO
CTEIEHU JIOCTYITHOCTH JJIsl U3Yy4EeHUs U UCIIOJIb30BAHNUS;

e CTOMMOCTH, KOTOPBIMH OIPEAEIAETCS CTOUMOCTD CO3aHHOIO IPOAYKTA.

Brympennue mempuku NpoayKTa BKIFOYAIOT:

e  METPUKU pa3Mepa, HEOOXOAUMBIE A U3MEPEHHUs MPOAYKTa C IOMOILIbI €ro
BHYTPEHHUX XapaKTEPUCTHK;

e METPHUKU CIIO)KHOCTH, HEOOXOAUMBIE JJIs1 ONPECNICHHSI CII0KHOCTH POIYKTa,

e  METPUKU CTWJIS, KOTOPbIE CIYyXaT Ul ONpEIENICHUs MOAXOIO0B U TEXHOJOTUI
CO3J1aHUs OT/IEIbHBIX KOMIIOHEHTOB ITPOJYKTa U €r0o JIOKyMEHTOB.

BHyTpeHHHE METpPUKHM MO3BOJSIOT ONPEAETUTh IPOU3BOIUTEIBHOCTh HPOAYKTa U
ABJIAIOTCS PEJIEBAHTHBIMU 10 OTHOILLIEHUIO K BHEITHUM METPHUKaM.

BHemHue u BHyTpeHHHE METPUKHU 3aJal0TCS Ha dTarne (GOpMHPOBAaHUS TPEOOBAHUH K
I1O u aBAAIOTCA NPEIMETOM IIJIAHUPOBAHUS M YIPABIEHUS AOCTHKECHHEM KauecTBa KOHEYHOIO
IPOTrPaMMHOTO ITPOJYKTA.

MeTpuki TOpOAYyKTa 4YacTO ONMCHIBAIOTCS KOMIUIEKCOM MOJEIEH M YCTaHOBKH
pPa3JIMYHBIX CBOMCTB, 3HAYEHWHW MOJEIM KadecTBa WIM NPOrHosupoBanus. M3mepenus
IPOBOJIATCS, KaK MPaBUIIO, ITOCIIE KAJIMOPOBKU METPHUK Ha paHHUX 3Tanax npoekta. O6mas mepa
- CTENEHb TPacCUPYEMOCTH, KOTOpas ONPENENAETCS YHCIOM Tpace, MPOCIEKUBAEMBIX C
IIOMOIIBI0 Mozenel cueHapueB Tunna UML u oneHko# konu4decTsa:

e  TpeOOBaHUI;

e  CILIEHapHEB U JEHCTBYIOIINX JIULL;

e 00BEKTOB, BKIIIOYEHHBIX B CLIEHapuH, U JIOKaIu3alus TPeOOBaHUH K KaKIOMY
CLICHAPHIO;

e  IapaMeTpoOB U onepanuil o0beKTa u JIp.

Crannapt ISO/IEC 9126-2 onpeznensieT cieayouue TUIbl Mep:

e Mepa pa3mepa [IO B pa3HbIX eIuHHMIIAX M3MEpeHHs (YMCiIo (PYHKIHMA, CTPOK B
porpaMmme, pa3Mep AUCKOBOM MaMsTH U Ap.);

e Mepa BpeMeHH ((pyHKIIMOHUPOBAHUSI CHCTEMBI, BHIMIOJIHEHNUSI KOMIIOHEHTA U JIp.);

e Mepa ycuiIHi (ITpOU3BOIUTENBHOCTD TPY/a, TPYJ0EMKOCTh U JIp.);

e Mepa ydyera (KOJIMYECTBO OLUIMOOK, YUCIO OTKAa30B, OTBETOB CUCTEMBI U JIp.).

CrnennanbHOH Mepol MOMKET CIYXHUTb YPOBEHb MHCIIOJNB30BaHUS IMOBTOPHBIX
KOMIIOHEHTOB U M3MEpSETCs KaK OTHOULIEHHE pa3Mepa MpPOAYKTa, U3TOTOBJIEHHOIO M3 TOTOBBIX
KOMIIOHEHTOB, K pa3Mepy cHCTeMbl B IieioM. JlaHHas Mepa HCIOJIb3yeTCsl TakkKe IpHu

onpezaeneHuu crouMocty u kadectsa [10. [Tpumepsl MeTpuk:



e oOriee 4ncino 0ObEKTOB U YHCIIO TOBTOPHO UCTIONIB3YEMBIX;

e oO0Iee Yncio onepanuii, TOBTOPHO HCIOIb3yEMbIX U HOBBIX ONEPALINA;
e YHCIO KJIACCOB, HACIEAYIOMHUX crienu(UIecKue onepalmy;

e YHCJO KJIAaCcCOB, OT KOTOPHIX 3aBUCUT JAHHBIA KJIacc;

e YHCJIO NOJIb30BATENIEHN KIIacca WIIA ONEpaLvi U Ap.

[Ipu omeHke oOmIEr0 KOJUYECTBA HEKOTOPBHIX BEIMYMH YacTO HCIOJb3YIOTCA
CpEeIHECTaTUCTUYECKUE METPUKH (CpeaHee YnCiIo onepaluil B Kjacce, HaclaeIHUKOB Kiacca Uiu
omepaluii Kinacca u ap.).

Kak npaBuiio, Mepbl B 3HAYUTEIBHON CTETICHH SBISIOTCA CYOBEKTHBHBIMH M 3aBUCST OT
3HAaHUWU OKCIEPTOB, MPOU3BOSIIIMX KOJIMYECTBEHHBbIE OICHKH AaTpUOYTOB KOMIIOHEHTOB
MPOrPaMMHOTO MPOAYKTA.

[TpuMepoM HMIMPOKO MCTONB3YyEMBIX BHEUIHHX METPUK MPOTPaMM SIBIISIOTCS METPUKH
Xoncrena - 3T0 XapaKTEPUCTUKU MPOTPaMM, BBISBIISIEMbIE HA OCHOBE CTATHYECKOW CTPYKTYPHI
pOrpaMMbl Ha KOHKPETHOM SI3bIKE MPOrPaMMHUPOBAHUS: YHMCIO BXOXACHUU Hanboliee 4acto
BCTPEUAIOLINXCS OMEpPaHJ0B M ONEpaTopoB; JIMHA OMHCAHMS MPOrpaMMbl KaKk CyMMa 4YHcCIa
BXOXJICHUH BCEX OTIEPaHJIOB U OTIEPATOPOB U JP.

Ha ocHoBe 3Tux aTpuOyTOB MOYXHO BBIYHCIUTH BPEMs MPOrPaMMHPOBAHUS, YPOBECHb
porpaMMbl (CTPYKTYPUPOBAHHOCTh M KadeCTBO) M sI3bIKa MpPOTpaMMHUpOBaHus (abCTpakiuu
CPEICTB S3bIKa U OPHEHTAlUs Ha TpobIeMy) U JIp.

B xadecTBe MeTpWK Tporecca MOTYT OBITH BpeMs pa3padOTKH, YHCIO ONIMOOK,
HaMIEHHBIX Ha JTale TECTUPOBAHMSA W Jp. [IpakTHUeCKH HCHOIB3YIOTCS CIECIYIONNE METPUKU
npoiiecca:

e oOmiee BpeMsi pa3pabOTKH U OTJEIIBHO BpeMs JJIsl KaXJI0M CTaluu;
e BpeMs MoaudUKaAIUN MOJEINEH;

e BpeMs BHITIOJIHEHHS pabOT Ha MPOIIECCE;

e  UHCIJIO HAlIGHHBIX OMIMOOK MPU HHCTIEKTUPOBAHHH,

e  CTOMMOCTH MPOBEPKHU KAueCTBa,

e  CTOMMOCTH TIpoIIecca pa3padoTKH.

MeTpuKH HMCHOJB30BAHHUS CITYy)KAT JUISI HM3MEPEHHS CTENCHH YIOBJICTBOPEHHUS
noTPeOHOCTEH MONB30BATENS TPU pEelIeHUH ero 3amad. OHU IMOMOTalT OIEHUTHh HE CBOWCTBA
caMol MporpamMmbl, a pe3yiabTaThl €€ HKCIUTyaTalluH - HKCIUTyaTallMOHHOE KadyecTBo. [Ipumepom
MOJKET CIY>KUTh - TOUHOCTh U TOJHOTA peaTn3alliy 3a/1a4 MoJIb30BaTeNs, a TaKXKe3aTpauyeHHbIS
pecypchl  (Tpyao3aTparhl, MPOW3BOIUTENHHOCTh M JAp.) Ha A(QPEKTUBHOE pelieHue 3aaad

IIOJIB30BaTCIIA. OI/!QHKCI mp€506‘(lHulZ MMOJIB30BATECJIA ITPOBOAUTCA C MOMOMIBIO BHCITHUX MCTPUK.



IIpakTyeckoe 3ansaTHe Ne 2
Tema 2: KoppekTHOCTh MpOrpaMmM. DTAIOHBI © METOIbI IPOBEPKU KOPPEKTHOCTH
Heab: M3yuuTth moaxoabl K KOHTPOIIIO KOPPEKTHOCTH MPOTPAMMHOI0 00ECIeUeHHUS.
CpeacrBa 00y4eHHsI: TETpaau sl BBIIOJHEHUS NPAKTUYECKUX 3aHATHN, VHTEepHET-
pecypchl.

[Tpu pa3zpaborke MHPOPMALMOHHBIX CUCTEM OYEHb BAKHO KOHTPOJHPOBATH KA4YECTBO
nporpaMMHoro  obecneueHus.  llondarne — kauecTBa ~ mporpaMMHOro  oOecreyeHHUs
chopmynupoBano craaapte ISO 9126. Ha cerogusamii 1eHb, ICUCTBYET peAaKIus, IPUHATAS
B 2001 romy. Ilo sTomMy cTaHmapTy KauecTBO MOXKHO paccMaTpUBaTh KaK COBOKYITHOCThb
pa3iauuHbIX acnekToB. OJHUM M3 CaMbIX Ba)KHBIX AaCIEKTOB KauecTBa, MPEJCTABICHHBIX Ha
quarpamme, SBISeTCS (PYHKIHOHATbHOCTh. DYHKIMOHATBHOCTD omnpeaenseT crnocodbHocts 110
peliate IMOCTaBICHHbIE 3anadyu. [lpu 3TOM OYEBHIHO, YTO BaKHEHIIEH XapaKTepUCTUKOU
(GYHKIIMOHAJIBHOCTU SABIISIETCS KOPPEKTHOCTh — COOTBETCTBUE co3aaBaemoro [1O 3amanHo
crienuuKaIuu.

Ecmu [10 He cooTBeTcTBYyeT CBOEH cnenu(uKanuy, TO TaKUM IPOTYKTOM HENb3s
MIOJIb30BATHCS, IaXKE €CIIM OH HAJIe)KEH, MPOU3BOIUTENICH U YI00€H B UCTIONb30BaHNU. KOHTpoh
koppektHocT  [IO  MoxeT ocyumecTBIsATbCS  JIByMS crnoco0aMH —  BpPY4YHYIO U
aBTOMATHU3UpOBaHO. [Ipu pydyHOM KOHTpOJIE KOPPEKTHOCTH OIPOMHYIO POJb IpPHU IHOJYy4YEHUU
pe3ynpTaTa urpaer 4yenoBedeckuil (akrop. UToObl u30ekaTh OMIMOOK, BO3HUKAIOIIUX B
MpOLEeCCe PYYHOTO KOHTPOJS KOPPEKTHOCTH, HCHONB3YIOT TMOJHYI0 WM YacTUYHYIO
aBTOMATHU3AIIMIO MpoIlecca.

[Tostromy Baxueiimed 3amaueit B [T wHAycTpum sBiseTcss  obecreyeHue
AaBTOMATHU3UPOBAHHOI0 KOHTpOJIsl KoppekTHOocTH [10. Bee moaxoasl K KOHTPOJIIO KOPPEKTHOCTU
IPOTPAMMHOTO O0ECIIEYEeHUsI MOYKHO Pa3/eiuTh Ha JBE OOJBbIINE TPYIIBI: KOHTPOJb KadyecTBa
IpOrpaMMHOro oOecnedyeHHuss Ha JTane CO3JaHusl; KOHTPOJb KauyecTBa MPOrPaMMHOTO
oOecrieueHuss Ha 3Tane BbINodHEHHs. lloaxoasl M3 mepBOM Tpynmbl MO3BOJSIOT ITPOBOAMTH
aHaJlM3 KOPPEKTHOCTH paboThl MPOTrpaMMHOro oOecreyeHus eme A0 €ero 3amycka u
UCMONb30BaHus. Takue MoaX0bl JeNATCS Ha TpU OOJbIIME TPYIIMbI: — CTATUYECKUN aHAIU3; —
TecTupoBaHue; — Bepudukanus. Ilogxonsl n3 BTOpPON TpyHmbl MPOSBISAIOT ce0s yXe Mocie
KOMIWIILIMKA TPOAYKTa M CTapTa €ro MCIoib30BaHUsA. X OCHOBHOM 3amadell SBISAETCS
3aBepLICHHE WM NPUOCTaHOBKA pabOThl MpOrpaMMbl B ciiydyae OOHApyKeHMsI Kakoil-1nbo
KpuTHueckoi omuOku. CuMTaercs, YTo Topas3io Jydyllle MNpPeKpaTUTh (WM NPUOCTAHOBUTH)
BBIMIOJTHEHHE TPOTpaMMbl, HEXEJIW MPOJOJKATh HEKOPPEKTHOE BBIMOJIHEHHE. Takke
JUHAMUYECKUI KOHTPOJIb MO3BOJIAET ObICTpee HAaXOIUTh U YCTPAHSATH OIIMOKH, KOTOpPbIE HE
ObUIM BBIABICHBI Ha Oosiee paHHHUX 3Tanax. KpuTHuecKuMH ommOKaMH B TaKHX CIy4asX MOTYT
cinyxuTh: — HyneBoe 3HaueHME 3HAMEHATENsl NPU BBHINOJIHEHMM ONEpPALMU LEJIOYHUCIEHHOTO
nenenusi. — OmuOKa Mpu MOMbITKE KOMMYHUKAIIUN C HEJOCTYHBIM BHELTHHUM YCTPOHCTBOM. —
Hcuepnanue 1OCTYIHOW MaMATH WK IEpenoyiHeHue creka. — [losBienue curnana aBapuitHOro
OTKJIFOYEHHUS 3JIEKTPOIUTaHUs cucTeMbl. — Hapymienue O6usHec-TpeOOBaHMM, 3aJI0KEHHBIX MPH
CO3/1aHUU ITPOTPAMMBI.

Hampumep, BpI1aya yeka ¢ OTpULATEIRHOM CYMMOM 3aKa3a. B pamkax npecTraBieHHON
paboThl TaHHBINA MYHKT SIBJIsSIETCS HauOoJiee MHTEPECHBIM U OYJeT UcciieJoBaH Oosee MoapoOHO.
Takue moaxo/bl MOKHO TakXe pa3fesuTh Ha TPHU TPYIIbI, B MOPSAKE MOSBICHUS U Pa3BUTHUS
MOJXO/I0B: — KOJABI OIIMOOK; — HCKIIOYEHHUS; — KOHTpakThl. Jlanmee mepedncieHHbIe BHIIIE
MOJXO/IbI PACCMOTPEHBI OoJiee MOAPOOHO, a TaKKe MPOU3BEACHO UX cpaBHeHHE. CTaTHUecKuit
aHaJIM3 MCIOJB3YETCs IS TIOMCKA YacTO BCTPEUAIOIIUXCS 1e(PEKTOB IO HEKOTOPHIM IIa0I0HaM.



Takoll ananu3 xopomo aBTomMaruzupyercs. OIHAKO OH CIIOCOOEH OOHAPYXUThH JHUIIb Majoe
YHCIO M3 BCEX BO3MOXHBIX OHIMOOK. DBONBIIMHCTBO TEXHUK CTATUYECKOH NPOBEPKU
KOPPEKTHOCTH IPOrpamMM, JOKa3aBIIUX CBOI 3(PPEKTUBHOCTb, PAHO WM IMO3JHO CTAHOBSTCA
YacThlO CPEACTB pa3pabOTKH, KOMIMJISATOPOB, @ HMHOTJa HpeoOpasyloTcs B CEMaHTUYECKHE
IpaBUiIa S3bIKOB IPOrpaMMHUpPOBaHUs. TecTupoBaHHE SBISIETCS IUHAMUYECKHMM METOAOM
npoBepku nporpamm. /s ero mposefeHus HeoOXxoauma paboTarolas CUCTeMa, KaKOW-TO ee
KOMIIOHEHT, JInOO mpoToTurl. TecTupoBaHHE MO3BOJSIET OOHAPY)KUBATh B CHUCTEME OLIMOKH,
OposIBIIAIONIMECS BO BpeMsi paborbl. OnxHaKo, IUIsi HMPOBEIEHUS TECTUPOBAHHE HEOOXOIMMO
HOATOTOBUTH HAOOP TECTOB, a MHOT/IA Pa3padoTaTh caMy TECTOBYIO cUCTeMy. M, eciii TeCTOBYIO
CHCTEMY €Ill€ MOXHO IIOBTOPHO HCIOJIb30BaTh NpHU pa3pabOTKe OUEPEeTHOro MPOrpaMMHOIO
IPOAYKTa, TO HAOOP TECTOB pa3padOTUMKaM MPUXOIUTCS MUCATh KaXK/bIH pa3 3aHOBO, YUUTHIBAsS
0COOEHHOCTH U TPeOOBAaHUSI KOHKPETHOM CUCTEMBI.

Ha npakTuke cyniecTByeT MHOXECTBO Pa3IMYHbIX CPEACTB, MO3BOJISIOLIMX YAaCTHUYHO
aBTOMATHU3UPOBATh TecTUpoBaHue. Hanpumep, 70CTATOYHO YacTO MCHOIb3YETCSI BEPOSATHOCTHOE
TECTUPOBAHUE, [103BOJISIONIEE OBICTPO MPOBEPUTH KOPPEKTHOCTH pabOThl CUCTEMBI, IIPH MOJaue
el Ha BXOJ Kakux-uOo ciay4ailHbIXx AaHHbIX. CyIIECTBEHHBIM HEJOCTATKOM TECTHUPOBAHUS
ABJIIETCS TO, YTO OHO, KaK IPaBUJIO, IOMOIAaeT BBISIBUTH 3HAUMUTEIBHOE YHUCIIO OLIMOOK, HO
rapaHTHPOBATh, YTO CHUCTEMa OyJeT paboTaTh, KOPPEKTHO HE MOXKeT. Bepudukanus spusercs
CTaTUYECKMM METOJIOM IIPOBEpKH Hporpammbl. Bepudukanus oTHocuTcs K (OpMaIbHBIM
METOlaM M NIPUMEHSETCS TOJBKO K TE€M CBOMCTBAM CHCTEMBbI, KOTOpPbIE€ MOXXKHO BBIPA3UTh C
OMOIIBI0  (OopMalibHOM MaTemaTtudeckoi Moxenu. IlpoGnemMy npu JaHHOM MOAXOJE
npeicTaBiasieT co0Oi HEoOXOIMMOCTh IIOCTPOEHHUS MaTeMaTH4ecKOM MOJENIH, a Takke
(opmanbHOE ONKMCaHUE TPEOOBAHUI, KOTOPBIM 3Ta MaTEMaTHYECKask MOJENb, a, CJIE0BATEIbHO,
U NPOEKTUpYyEMasi CUCTEMA, JOJIKHBI yIOBJIETBOPSTH. JIOCTOMHCTBOM JIaHHOTO METOAA MOKET
CIIY’)KMTb TOT ()aKT, 4TO BepU(UKALUS TapaHTUPYET KOPPEKTHOCTh PabOThl CUCTEMBI 110 BCEM
IIPOBEPSIEMBIM CBOMCTBAM, €CJIM OHU YCIEIIHO MPOILUIH MPOBEPKY Ha Mozenu. Kaxplil moaxon
MMEET CBOU JOCTOMHCTBA U HEJOCTATKHU.

OpHako ecnM paccMaTpuBaTh BCE 3TH IOAXOABl € TOYKM 3pEHUS YIYYIIECHUS
koppekTHocTH I10, Hanbonee MHTEPECHBIM ABISETCS MOJAX0/ Ha OCHOBE Bepudukanuu. Toibko
Bepu(dUKaLus MO3BOJIET FrApaHTUPOBATh KOPPEKTHOCTh paboThI porpamMmbl. VIMEHHO mosTomy
BepU(pUKalLUs MPOrpaMM MpPEACTaBIsAET HAUOOJBbIIMM HMHTEpeC Ha ceroiHAmHuil aeHb. Kop
OIIMOKK — 3TO HOMEp (WM coueTaHusi OYKBbI 1 HOMEPA), KOTOPBI COOTBETCTBYET KOHKPETHOM
npobiemMe B pabore mporpammbl. Konbl OImMOOK HCHONB3YIOTCA ISl WIACHTH(PHUKALUU
HENPaBWJIbHOM padOTHI anmapaTHOro M MPOrpPaMMHOTO 00ecrieyeH s, HEBEPHOTO BBOJIA IaHHBIX
nojb3oBareneM 0e3 00pabOTKM, BO3HUKAIOLIEH MPU 3TOM HUCKIIOYUTEIBHON CHUTYallud B KOJE
nporpaMMbl. XOTsS HMHOIJA KOJbl OIIMOOK HCIOJB3YIOTCS B COYETaHMU C 00pabOTKOM
UCKITIoueHnH. Takxke Kobl OITMOOK YacTO MCIIONB3YIOTCA BMECTE C KOJaMH Bo3BpaTa. Bo Bpems
BBITOJIHEHUS TIPOTPaMMBbl MOTYT BO3HUKATh CHUTYallMH, KOT/Ia COCTOSIHME JAaHHBIX, YCTPOWCTB
BBO/Ia-BbIBO/Ia WJIM KOMITBIOTEPHOM CHCTEMBI B LI€JOM JeNlaeT JajJbHEeHIne BBIYUCICHHUS B
COOTBETCTBUU € 0A30BBIM aJITOPUTMOM HEBO3MOKHBIMH WM OECCMBICIIEHHBIMU. B 3TOM ciyuae
CUCTEME TeHEpUPYEeT HCKIIIOUEHHUE, YBEAOMJISS TMOJb30BaTelied O BO3HUKHOBEHHHM TaKOMN
cuTyaluu. B oTcyTcTBHE COOCTBEHHOrO MEXaHHM3Ma 0O0paOOTKH MCKIIIOUEHUH I MPUKIIATHBIX
nporpaMM Haumbosee oOmed peakiueil Ha JO0YI0 HCKIIOUUTEIbHYIO CHUTYAIUIO SBIISETCS
HEMEJUIEHHOE TPEKpaleHHe BBIMOJHEHUs C BbIJAueil I0JIb30BATENI0 COOOIIEHUS O XapakTepe
UCKITIOueHUs. MOXKHO CKa3aTh, 4TO B MOJOOHBIX CIyYasX €IMHCTBEHHBIM U YHHUBEPCAJIbHBIM
00pabOTYMKOM MCKIIOYEHUH CTAHOBUTCS ONepaloHHasi cucreMa. Bo3MOXKHO MTHOpHUpOBaHHE



UCKJTIOUUTENIFHOW CUTYallud U TPOAOJDKEHHE paboThl, HO Takas TAaKTHKAa OINAcHA, TaK Kak
MPUBOJUT K OIIMOOYHBIM pe3yibTaTaM padOThl MPOrpaMM MM BO3HUKHOBEHHUIO OIIMOOK
BIIOCJICACTBUU. Hampumep, TpoOUTrHOpUpPOBAB OIMMOKY 4YTeHHs w3 (daiiyma OjoKa JaHHBIX,
porpaMma IMoJIy4UuT B CBOE pacropshKeHUe HE Te JaHHbIE, KOTOPbIe OHA JOJDKHA ObLila CUUTATH,
a Kakue-To apyrue. Pe3ynbraThl MX HCHOJB30BaHUS Ipeayragarb HeBo3MoxkHO. OOpaboTka
HUCKIIIOYHUTCIIbHBIX CI/ITyaLII/Iﬁ camoit HpOFpaMMOﬁ 3aKJIIO4YacTCA B TOM, YTO IIPpHU BO3HUKHOBCHUU
UCKJTIOUUTENIFHOW CUTYyallul YIpaBleHHE NepenaéTcss HEKOTOPOMY 3apaHee ONpeAeiIEHHOMY
00paboTunky — OJIOKY Koja, mporeaype, (QyHKIHUU, KOTOPHIC BBIMOIHIIOT HEOOXOIMMBIE
neiictBus. VICKIIroueHus MO3BOJISIOT MOBBICUTH 0€30MacHOCTh U KadecTBo 110, mpenorBparmas
BBITNIOJIHEHHE MPOTPaMMBbl B ClIy4ae BOSHMKHOBEHHS KaKuX-In0o omubok. B cmbicie koHTposs
KauyecTBa, MCKIIOYEHUS TOpa3l0 HaJeKHEe KOJIOB OIMMOOK, TaK KaK HEBEPHBIM KOJ OLIMOKU
ropasjo Jierde MpOIyCTUTh WJIM HAMEPEHHO HUrHOpUpoBaTh. OCHOBHas uesl KOHTPAKTHOTO
IPOrPaMMHUPOBAHUS — O3TO MOJENb B3aUMOICHCTBHS HJIEMEHTOB MPOIPAMMHOI CHCTEMBI,
OCHOBBIBarOmasCcsa Ha HMAE€ B3aMMHBIX 0053aTENILCTB U MNpEeuMylicCTB. KOHTpaKT HEKOTOPOIo
MeTOoJa WK (YHKIMM MOXET BKIIIOUaTh B ce€0si: KOHKPETHBIE 00513aTeNbCTBA, KOTOPHIE JIHOOOM
KIIMEHTCKUU MOAYJb JOJI?KCH BBIITOJHUTDL IEPC/] BBISOBOM MCTOAA — MPEAYCIIOBUS; KOHKPETHLIC
CBOI\/JICTBa, KOTOPBIC OOJDKHBI HNPUCYTCTBOBATH ITIOCJIC BBIMMOJIHCHUA MCTOJAA — IIOCTYCJIOBUA,
KOTOPBIC BXOJAT B 00s13aTeIbCTBA IIocTaBIIMKa, O6H38,TCJIBCTBa 110 BBINIOJIHCHUIO KOHKPCTHBIX
CBOICTB — WHBAapHAaHTOB, KOTOPbIE JOJHKHBI BBIMOJIHATHCA MPU TOIYYCHHH MOCTABIIMKOM
COOO0IIIeHNs, a TAKXKE MIPH BBIXOJIE U3 METOJIA.

B  00BEKTHO-OPUEHTHPOBAHHOM MPOTPAMMUPOBAHMM KOHTPAKT MeTofa OOBIYHO
BKJIIOUAET CIIEIYIONIYI0 HH(POPMAIUIO: — BO3MOKHBIE TUIIBI BXOJIHBIX JTAHHBIX U MX 3HAUYCHUE; —
TUIIBI BO3BpAIlaCMbIX IOAHHBIX W WX 3HAYCHUC, — YCJIOBHA BO3HHUKHOBCHUA I/ICKJ'IIO‘-ICHI/If/'I, nux
TUIIBI W 3HA4YCHUS. HpI/I HCIIOJIb30BAHHMMU KOHTPAKTOB CaM KO/ HE 00s13aH MPpOBEPATH HUX
BhInosiHeHHe. OOBIYHO NIPY HAPYIIEHUH KOHTPAKTa BHIOPACHIBAETCS MCKIIIOYEHHE, COOOMIaroee
O BO3HHUKIIEM HECOOTBETCTBHU. TakuM 00pa3oM, KOHTPAKTHI TPEJICTABISI0 COOOW MOJENb
KOHTPOJISl JIOTMYECKUX OIIMOOK, WJIM, JPYTUMH CJIOBaMM, MOJAEIb MPOBEPKH OH3HEC-TIPaBUIL.
Kaxiplii moxo/1 UMeeT CBOM JJOCTOMHCTBA M HeJocTaTki. OJJHAKO eClM paccMaTpuBaTh BCE 3TU
HOJXO/bl C TOYKU 3peHUus ymyuiieHus koppekTHocTH I1O, Hanbojee MHTEpPECHBIM SBISETCS
MOJXO/J HAa OCHOBE KOHTPAKTOB. TONBKO KOHTPAaKTHOE MPOTrPaMMHUPOBAHHE MO3BOJSET
OIMMUCBIBATH U KOHTPOJIMPOBATH BBIIIOJIHCHUE PA3JIMYHBIX 6H3H€C-Tp€6OBaHI/Iﬁ HEC 3aTpaduBadi 1Ipu
9TOM 3HAUYUTCIBbHBIX YCHHHﬁ.

IIpakTnyeckoe 3ansaTue Ne 3

Tema 3: Merpuku, HarpaBiIeHUsI IPUMEHEHUS METPUK. METPUKH CIOKHOCTH. MeTpuku
CTHJIUCTUKH

1. MeTtpuku, HanpaBiIeHNs IPUMEHEHHSI METPHK.

Hennb: N3yunTs NOHATHE METPUKHU, UX IPUMEHEHHUE.

CpencrBa 0o0y4yeHMsi: TETpaau Ul BBIIOJHEHUS NPAKTUYECKUX 3aHATUN, HTEepHET-
PECYPCHI.

KagectBo IIO - 3TO COBOKYIMHOCTH CBOWMCTB, ONPECISIIONINX TOJE3HOCTh HW3JIETHUS

(mporpamMmbl) JUIsL TIOJIb30BaTeNeil B COOTBETCTBMM C (YHKLIMOHAJIBHBIM Ha3HAYCHHUEM MU
pebABIEHHBIMU TPEOOBAHUSIMH.

XapaKTCpI/ICTI/IKa KaueCTBa MpOrpaMmsal - IMMOHATUC, OTPAXKAOIICEC OTACIILHBIC (baKTOpLI,
BJIMAIOIIME HA KAYCCTBO MPOrpaMm U MogAar0Imuecss N3MEPEHUIO.



Kputepuii kauecTBa - YACICHHBIN MMOKa3aTeNb, XapaKTEPUIYIOIIHUI CTENIEHb, B KOTOPOMl
IIporpaMMe IpUCYILE OLIECHUBAEMOE CBOWUCTBO.

Kpurepnn kauecTBa BKIIOYAIOT CIEAYIOIINE XapAKTEPUCTUKUA @ HSKOHOMHYHOCTb,
JIOKYMEHTHUPOBAHHOCTb, rHOKOCTb, MOJ1yJIbHOCTb, HaAEXKHOCTbD, 000CHOBAHHOCTb,
TECTUPYEMOCTh,  SICHOCTb, TOYHOCTb, MOJIUGMULIHUPYEMOCTb, 3()PEKTUBHOCTb, JIETKOCTh
COIPOBOKACHUS U T.A.

Kpurepuii noJxkeH :

* YUCIIEHHO XapaKTepU30BaTh OCHOBHYIO IIEJIEBYIO (DYHKIIHIO IPOTPAMMBI;

* o0ecrnieunBaTh BO3MOXKHOCTH ONpPENEICHUS 3aTpaT, HEOOXOIUMBIX ISl TOCTHXKEHUS
TpeOyeMOro ypoBHSI KauecTBa, a TAK)KE CTEIEHHU BJIMSHMS Ha MOKA3aTellb KaueCTBA Pa3IMUHBIX
BHEIIHUX (haKTOPOB;

* OBITH IO BO3MOXKHOCTH ITPOCTBIM, XOPOIIO H3MEPUMBIM H UMETh MAITYIO IUCIEPCHIO.

Jlnst u3Mepenus XapakTePUCTUK U KPUTEPUEB KAUECTBA UCIIOIb3YIOT METPUKH.

MeTprka kadecTBa IpPOrpaMM - CHCTEMAa M3MEPEHUN KauecTBa IporpamMm. OTH
MU3MEPEHHS] MOTYT IPOBOJUTHCS HA YPOBHE KPUTEPHUEB KadecTBa IPOrpPAMM WM Ha ypPOBHE
OTJIENbHBIX XapaKTEpUCTHK KadecTBa. B mepBoM ciydyae cuctemMa HM3MEPEHUN IIO3BOJISET
HEIOCPEICTBEHHO CPaBHUBATh MPOrpaMMbl 110 KadecTBy. [Ipu 3TOM camu u3MepeHus He MOryT
OBITH ITPOBEJICHBI 0€3 CYyOBEKTHBHBIX OLIEHOK CBOWCTB IporpaMM. Bo Bropom ciiyuae usmepeHus
XapaKTEPUCTHUK MOXKHO BBINIOJHUTH OOBEKTHBHO U JIOCTOBEPHO, HO oIleHka kadectBa [10 B
11eJI0M OyZeT cBs3aHa ¢ CyObEKTUBHON UHTEpIPETalMell MOaydaeMblX OLEHOK.

B uccnenoBanuu Merpuk [10O pa3nnyaroT 1Ba OCHOBHBIX HallPaBJICHUS :

* MOMCK METPHK, XapaKTepu3yIIuX Haubosee crenn(uyeckue CBOHCTBA MPOTPaMM,
T.€. METPUK oLleHKH camoro [10;

* JCIIONIb30BaHME METPUK JUIS OICHKH TEXHHUYECKHUX XapaKTEPUCTHK M (PAKTOPOB
pa3paboTKu Iporpamm, T.e. METPUK OIICHKH YCIOBUN Pa3pabOTKH MPOTrpamM.

Mo Buay wHboOpMamy, MONTyYaeMOW NpH oleHke KadecTBa [1O METpPHKH MOYKHO
pa30UTh HA TPU CPYIIBI :

* METpUKM, OLIEHHUBAIOLIME OTKJIOHEHHE OT HOPMBI XapaKTEPUCTUK HCXOJHBIX
IIPOEKTHBIX MaTepuanoB. OHM YCTaHABJIMBAIOT MOJTHOTY 3aJaHHBIX TEXHUYECKUX XapaKTEPUCTUK
MCXOHOI0 KOJa.

* METPHKH, TMO3BOJISIONINE MPOrHO3UPOBaTh KayecTBO paspadareiBaemoro [10. Onu
3a/laHbl Ha MHOJKECTBE BO3MOXKHBIX BapHaHTOB pELIEHUH TOCTaBICHHOM 3aJaud U HX
peanu3anuy u onpenesnstoTr kadecTBo I10, koTopoe OyeT TOCTUTHYTO B UTOTE.

* METpPHUKH, M0 KOTOpPHIM NPHUHHUMAETCSl pEIIeHHE O COOTBETCTBUU KoHeuHoro I1O
3aJaHHbBIM TpeOoBaHUsAM. OHHM MO3BOJSIOT OLIEHUTh COOTBETCTBUE pa3pabOTKMU 3aJaHHBIM
TpeOOBaHUSM.

OCHOBHbBIE HATTPABJIEHWA TPUMEHEHWA METPHUK.

B Hacrosimiee BpemMsi B MUPOBOI IpPakTHUKE MCIIOJIB3YETCS HECKOJIBKO COTEH METPHK
nporpaMM. CylIlecTBYIOIIME KaUeCTBEHHBIE OLICHKU MPOrpaMM MOXHO CIpYNIIHPOBATh 110 ILIECTH
HAIPABIICHUSM :

* OLIEHKH TOMOJOTMYEeCKON 1 HH(POPMAIIMOHHOM CI0KHOCTH MPOTPaMM;

* OLEHKM HAJAEKHOCTH MPOrPaMMHBIX CHCTEM, IO3BOJISIONIME IPOTHO3UPOBATH
OTKa30BbIE CUTYallUH;

* ouenku mnpousBoautenbHocTd [1O W moBBIIEHUS €ro 3(PQGEKTUBHOCTH IMyTEM
BBISIBJICHHSI OIINOOK MPOSKTUPOBAHHUS;

* OLIEHKH YPOBHS SI3bIKOBBIX CPEJICTB M UX IPUMEHEHUS;

*  OLEHKH TpPYIHOCTH BOCHPUATHS W TOHHUMAHUS TPOTPAaMMHBIX  TEKCTOB,
OpUEHTUPOBAaHHBIE Ha ICUXOJOTHYEcCKHe (PAKTOPBI, CYIIECTBEHHBIE [JIsI CONPOBOXACHUSA U
MOJU(PHUKALIMH TPOTPaMM;

* OLIEHKHM MPOM3BOAUTEIHHOCTH TpPyZa MPOrPaMMHUCTOB JJIsi TPOrHO3UPOBAHUS CPOKOB
pa3paboTKX MPOrpaMM M IJIAHUPOBAHUS paboT MO CO3/AaHUIO MPOTPAMMHBIX KOMILIEKCOB.

METPUYECKHWE HIKAJIbI
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B 3aBucuMOCTHM OT XapaKTEpUCTUK M OCOOCHHOCTEH NPUMEHSIEMBIX METPUK UM
CTaBSTCSl B COOTBETCTBHUE PA3JIMYHbBIE U3MEPUTEIBHBIE IIKAJIBI.

HoMuHanbHON 1IKalle COOTBETCTBYIOT METPHKH, KJIaCCHU(DULUPYIOIIUE MpOorpaMMbl Ha
THUIIBI 110 IPU3HAKY HAJIMYMS WK OTCYTCTBHSI HEKOTOPOH XapaKTEpUCTUKU O€3 ydueTa rpajanuil.

ITopsnkoBO# HIKaae COOTBETCTBYIOT METPHKH, ITO3BOJISIIOIIME PAHKUPOBAThH HEKOTOPOE
XapaKTEPUCTUKU IyTEM CPAaBHEHUS C ONOPHBIMM 3HAYEHUSIMM, T.€. U3MEPEHME IO ITOM IlKale
(akTHUECKH OIpeaelisieT B3aUMHOE M10JI0KEHHE KOHKPETHBIX ITPOrpaMM.

WHTepBaibHOIN 111KaJIe COOTBETCTBYIOT METPUKH, KOTOpPBIE IIOKA3bIBAlOT HE TOJBKO
OTHOCHUTEJIBHOE IOJIOKEHHUE ITPOrPaMM, HO U TO, KaK JAJIEKO OHU OTCTOAT APYT OT APYyTa.

OTHOCHTENBHON  ILIKaJIe COOTBETCTBYIOT ~ METPHUKHM, IIO3BOJISIIOIIME HE  TOJIBKO
PAcCIIONIOKUTh MPOrpaMMbl ONPEAEICHHBIM 00pa3oM M OLIEHUTh UX IMOJOXKEHHE OTHOCUTEIBHO
JIpyr Apyra, HO U ONPEIENIUTh, KaK JaJeKO OLEHKH OTCTOSIT OT IPaHMIIbl, HAUWHAs C KOTOPOU
XapaKTepUCTHKA MOKET ObITh U3MEpEHa.

METPUKH CJIOXHOCTH ITPOI'PAMM

IIpn oLEHKE CIOXKHOCTU MPOrpamMM, Kak IIPABWIIO, BBIAEISAIOT TPU OCHOBHBIE I'DYIIIBI
METPUK:

* METPUKH pa3zmepa NporpaMmm

* MCTPUKHU CJIIOKHOCTU IIOTOKA YIIPABJICHUA TPOTpaAMM
*n MCTPHUKHU CIIOKHOCTH IIOTOKA JAHHBIX IIPpOrpaMm

METPUKU PASMEPA ITPOI'PAMM.

OrneHkH TIepBOM TPYIITBI HAMOOJIee TPOCTHI M, OYEBUIHO, TIOITOMY MOJYIHUIIN MIHPOKOE
pacnpocTpaHeHue. TpagullMOHHON XapaKTepUCTHUKON pa3Mepa MporpaMM SIBIISETCS KOJIUYECTBO
CTPOK MCXOAHOTO TeKcTa. [los cTpokoii moHMMaeTcs 000l orepaTop MPOrpamMMbl, MOCKOIbKY
MMEHHO OTepaTop, a HE OTACNbHO B3ATask CTPOKA SIBJSIETCS TEM HHTEIUIEKTYalbHBIM "KBAaHTOM"
IIPOrpaMMBbl, OIIUPAsiCh HA KOTOPBIA MOKHO CTPOUTHh METPUKH CIIOKHOCTH €€ CO3/IaHHUs.

HenocpencrseHHoe u3MepeHHe pa3Mepa MpOrpaMMbl, HECMOTPS Ha CBOKO MPOCTOTY,
JaeT Xopouue pe3yiabraThl. KoHEYHO, OlleHKa pa3mepa MporpamMmbl HEIOCTaTOYHA IS
MPUHSTUS PEUICHHs] O €€ CIOKHOCTH, HO BIIOJHE MpPUMEHUMA Ui KiacCU(UKAIIMH Tporpamwm,
CYIIIECTBEHHO pa3inyaroImmxcs oobemamu. [Ipu ymeHbIIeHUN pa3nuduii B 00beMe IporpaMm Ha
MEPBBIN MJIAH BBIABUTAIOTCS OIEHKU IPYTUX (PAKTOPOB, OKA3BIBAIOIINX BIMSIHHE Ha CIOXHOCTb.
Takum 00pa3zoM, OlleHKa pazMepa MporpaMMBbI €CTh OIIEHKA 110 HOMHUHAJIBHOM IIKaJie, Ha OCHOBE
KOTOPOU OMpEeNeNsfoTCs TOJNBKO KAaTErOpUM MpOrpaMM 0Oe3 yTOYHEHHUS OICHKU s KaXIou
KaTeropuu.

K rpymnmne oneHok pa3mepa mporpamm MOKHO OTHECTH TAKXKe U METPUKY XOJICTEAA.

METPUKA XOJICTEJA.

OcHoBy MeTpuku XoJCTe[a COCTABISIIOT YEThIPE H3MEPSEMbIX XapaKTEPUCTUKHU
NpOrpaMMBI:

nl - YKCIIO YHUKATBHBIX ONEPATOPOB MPOrPAMMBI, BKIIFOYasi CUMBOJIbI-

pasaenuTeny, MMeHa Mpolelyp U 3HaKH orepaiuil (CJIoBaphb OrepaTopoB);

n2 - YUCJIO YHUKAILHBIX OMEPaHI0B MIPOrPaMMBI (CIOBaph ONEPAH/IOB);

N1 - ofree uncio onepaTopoB B MPOTpaMMe;

N2 - ob1ree ynciio onepaHaoB B IporpaMme.

Onupasice Ha 3TH XapaKTEPUCTUKH, IOTy4aeMble HEMOCPEACTBEHHO IIPH aHAJM3e
MCXOJIHBIX TEKCTOB MporpamMm, M. XoJcTel BBOJUT CIAEAYIOIINE OLEHKH:

CJIOBAaphb MPOTPaMMBbI

nl=nl+n2,

JUINHY TIPOTrpaMMBbl

N=NI+N2, (1)

00BeM MpOTrpaMMBbI
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V=N*log2(n) (6ur). 2)

[Tox 6GuToM monpasymeBaeTcs JIOTHUecKas equHHUIA UH(OPMAIMK - CUMBOJ, ONEpaTop,
olepaH.

Hanee M. XoncTen BBOOUT N* - TEOPETUUYECKHIA CIIOBAph MPOTPAMMBI, T.€. CJIOBAPHBIM
3arac, HeOOXOAUMBIN /ISl HAIIMCAHUS MPOTPAMMBI, C YYETOM TOr0, YTO HeoOXoauMas (pyHKIUSA
y)K€ peali30BaHa B JAHHOM S3bIKE U, CJIEIOBATENIbHO, IpOrpamMma CBOJIUTCS K BBI3OBY ITOMU
¢ynkuuu. Hanpumep, corsnacHo M. Xoscteny, BO3MOXKHOE OCYIIECTBICHHE MPOLELYPbI
BBIACJICHHA ITPOCTOI0 YHCjia MOTJIO OBI BBITJIAACTD TAK:

CALL SIMPLE (X.,Y),

rae Y - MacCUB YMCJICHHBIX 3HAYCHUH, COAEPKAIINI HCKOMOE YHUCIIO X.

Teopernueckuii cioBapb B 3TOM ciiyyae OyAeT COCTOSATh U3

nl*: {CALL, SIMPLE (...)},

nl*=2; n2* : {X, Y},

n2*=2,

a ero JJIMHA, ompeesieMas Kak

n* =nl* +n2%*,

OyzeT paBHATHCS 4.

Hcnone3ys n*, Xoncren BBOAUT OLIEHKY V*:

V*=n**log2 n*, (3)

C TIOMONIbIO KOTOPOH  ONHUCHIBAETCS TMOTCHIMAIBHBIH O00BEM  MPOTPAMMBEI,
COOTBETCTBYIOIIMI MaKCUMaJIbHO KOMIIAKTHOMY TEKCTY MPOTPaMMBbI, PEaM3yIOIIeH TaHHBIN
aJITOPUTM.

IpakTnyeckoe 3ansitue Ne 4
Tema 3: Merpuku, HanpaBiieHUsl IPUMEHEHUS METPUK. METpUKH CI0XKHOCTU. MeTpuku
CTUJIMCTUKH
2. MeTpuKH CIIOKHOCTH. MEeTpUKH CTUIIMCTUKU
Heab: V3y4nuTh METPUKH CTUIUCTUKH.
CpencrBa 00y4yeHHMsl: TETpaau Ul BBIIIOJHEHUS NPAKTUYECKUX 3aHATUN, MHTEepHET-

pecypchl.

Haubonee npocToii METPUKON CTUITUCTUKH U TOHSATHOCTH MIPOTPAMM SIBJISIETCS OIICHKA
YPOBHSI KOMMEHTUPOBAHHOCTH Iporpammsl F:

F=Nxom/NcTp, (%)

rae NKOM - KOJIMYECTBO KOMMEHTApUEB B MporpaMme; NCTp - KOJIMYECTBO CTPOK MIIU
OIepaToOpOB UCXOJIHOTO TEKCTA.

Taxum o6pazom, meTpuka F oTpaxaeT HachIIIEHHOCTh IPOTPAMMBI KOMMEHTAPHUSIMHU.

Hcxonst U3 mpakTUUECKOro OMbITa MPUHATO CUUTaTh, 4To F>=0.1, T. €. Ha Kaxmabie
JIECATh CTPOK TMPOTpaMMbl JIOJDKEH TMPUXOJUTHCS MHHUMYM OAMH KomMmeHTapuil. Kax
MOKa3bIBAIOT HMCCIEOBAHUSI, KOMMEHTApUU PACHPEAENSIOTCS MO0 TEKCTYy IPOrpamMMBbl
HEPAaBHOMEPHO: B HayaJie MPOrpaMMbI UX U30BITOK, a B CEPEIUHE WM B KOHIIE - HEIOCTATOK.
DTO0 OOBSACHSETCS TeM, YTO B Haudaje MPOrpaMMbl, KaK MPABUIIO, PACIOIOKEHBI OMEPaTOPHI
OTHCAaHUS UISHTH(PUKATOPOB, Tpebdytomue Oonee "MmIoTHOrO" KoMMeHTHpoBaHus. Kpome Toro,
B Havajie MPOTPAaMMBI TaKXKe pPaCIOJOKEeHBI "mamku'", cojepskamue oOIIue CBeIeHUs 00
UCTIONTHUTENE, XapakTepe, (QYHKIMOHATHLHOM HAa3HAUYEHUM MporpaMMbl u T. T. Takas
HACBIIIEHHOCTh KOMITEHCHPYET HEJOCTATOK KOMMEHTApHUEB B TEJI€ MPOTPaMMbl, U TO3TOMY
dopmyna (5) HEIOCTATOUHO TOYHO OTPAKaeT KOMMEHTHPOBAHHOCTH (DYHKIIMOHATBLHOM YaCTH
TEKCTa MPOTPAMMBI.

Bonee ynaden BapuaHT, KOrzia BCs MporpaMma pa30oMBaeTCs HA N PaBHBIX CETMEHTOB U
JUTSL KaXKJI0TO M3 HUX omnpexaensercs Fi:

Fi = sign (Nkom/Nctp - 0.1),
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IIPU 3TOM

n

F=Cymma(Fi).

i=1

YpoBeHp KOMMEHTHPOBAHHOCTM IPOrpamMMbl  CUMTAETCS HOPMAJIbHBIM,  €CIHU
BBIMONIHsICTCST  ycnoBue: F=n. B mnporuBHOM ciyyae Kakoil-mubo (parMeHT mporpaMMmsbl
JIOTIOJIHAETCS. KOMMEHTAPUSIMU 10 HOMUHAIBHOTO YPOBHSI.

METPUKHU XOJICTEJA

Crnenyromnye nsaTh XapaKTEPUCTUK SBISIOTCS NPOAOKEHUEM METPUKHA XOJICTEAA.

1. Jlns wm3mepeHus Teoperudeckod anuHbl nporpammsl N M. Xosicten BBOAUT
ANIpPOKCUMUPYIOLTYIO POpMYITY:

N~ =nl*log2(nl) + n2*log2(n2), (6)

rae nl - cioBapb onepaTopoB; N2 - CIOBAPH ONEPAHIOB IPOTPAMMBI.

BBoas 3Ty oneHky, X0JICTe UCXOAUT U3 OCHOBHBIX KOHIETIIUN TEOpUH MHPOPMALINH,
[0 aHAJOTMM C KOTOPBIMHU YacTOTa HCIIOJIb30BAHMS OIEPATOPOB M OIEPaHAOB B IIporpamme
IPOTNIOPIHMOHATIBHA IBOMYHOMY JIOTapu(My KoJmyecTBa UX TUIOB. TakuM 0Opa3oM, BBIpaKeHUE
(6) mpencramisier coOoOi HAEATM3UPOBAHHYIO ammpokcumanuio (1), T. €. chpaBemIMBO IS
NOTEHIMAIHFHO KOPPEKTHBIX IMPOTPaMM, CBOOOIHBIX OT HM30BITOYHOCTH WM HECOBEPIICHCTB
(cTunucTrueckux ommnobok). HecoBepiieHCTBAMU MOKHO CUUTATh CIAEAYIOUINE CUTYAIIUU:

a) TocIeAyrolas oOnepauus YHUYTOXKAET pe3ylabTaThl Mpeablayued 0e3  ux
HCIIOJIb30BAHNUS;

0) IPUCYTCTBYIOT TOXJICCTBEHHBIC BBIPAKCHHS, PEUIAIOIINE COBEPUICHHO OAMHAKOBBIC
3a/1auu;

B) OJTHOM U TOM € MepeMEHHON Ha3HAYal0TCs pa3JIM4HbIEe UMEHA U T. II.

[Tono6HbIe cuTyaly MPUBOAAT K U3MEHEHHIO N 0€3 U3MEHEHUS N.

M. Xomncren yTBEp:KIaeT, UTO Ui CTUIMCTUUECKH KOPPEKTHBIX MPOrpaMM OTKIOHEHUE
B OLIEHKE TeopeTrudecKkoi anuHbl N” ot peanbHoil N He npesbimaet 10%.

Mpl npeasiaraeM KCIONIb30BaTh N7 Kak 3TaJOHHOE 3Ha4Y€HUE JJIMHBI MPOrpaMMbl CO
cioBapeM n. /[iMHa KOPPEeKTHO COCTaBIEHHOW MporpaMMmsel N, T. €. IPOrpaMMsbl, CBOOOJHON OT
M30BITOYHOCTH U MMEIOLIEH CIIOBaph N, HE JOJDKHA OTKIOHSTHCS OT TEOPETHUECKON JTMHBI
nporpammel N 6osee yem Ha 10%. Takum oOpazom, usmepsis nl, n2, N1 u N2 u conocTaBss
3HaueHuss N u N” 1711 HeKOoTOpol mporpaMmsbl, ripu 6osiee ueM 10%-HOM OTKIIOHEHWH MOXHO
TOBOPUTH O HAJIMUUU B MIPOrpaMMe CTHIIMCTHYECKUX OIIUOOK, T. €. HECOBEPIICHCTB.

Ha npaktrke N 1 N” 4acTo CyIIeCTBEHHO Pa3In4arOTCA.

2. [lpyroii XapakTe€pUCTUKOM, MPUHAAIEKAIEN K METPUKAM KOPPEKTHOCTH MPOrpamm,
no M. Xoncreny, ABiseTcs ypoBeHb KauecTBa MporpaMMupoBanus L (YypoBEeHb IPOrpaMMBl):

L=V*/V, (7)

rae V u V* onpenensieTcsi COOTBETCTBEHHO BhIpaxkeHUssMH (2) u (3).

HcxonueIM A1 BBEIECHMS 9TOW XapaKTEPUCTUKH SBISETCS MPEANIONIO0KEHHE O TOM, YTO
IIPU CHIXKEHUU CTUIIMCTUYECKOTO KayecTBa MPOrpaMMUPOBAHMS YMEHBILAETCS Co/lepKaTeabHast
Harpy3ka Ha KaXIbli KOMIIOHEHT NpPOTrpaMMbl M, KakK CJIEJCTBHE, pacUIMpsieTcs o0beM
pealM3allud  UCXOAHOTO  alrOpUTMa. YUWThIBask 3TO, MOXHO OIIEHHTb  KayecTBO
IIPOrPaMMUPOBAHHS HAa  OCHOBAHMM  CTENEHU  PAaCIIUPEHHMs] TEKCTa  OTHOCUTEIBHO
noTeHIuaibHOro oobema V*. OueBUIHO, IS UieanbHOM mporpammel L=1, a qig peanbHOHU -
Bceraa L<I.

3. Hepenko nenecooOpa3HO OmpeneauTh YPOBEHb MPOrPaMMbI, HE MpuOeras K OIeHKe
€e TEOpPEeTUYECKOro oO0beMa, MOCKOJIBKY CIHCOK MapaMeTpoB IMPOrpaMMbl YacTO 3aBHCHUT OT
pealM3allud U MOXKET OBITh HCKYCCTBEHHO pacIIMpeH. OJTO NPHUBOJUT K YBEIMUEHUIO
METPUYECKON XapaKTEpUCTUKHU KauecTBa nporpammupoBanud. M. Xonacren mnpennaraer
anmIpOKCHUMHUPOBATh 3TY OLIEHKY BBIPRXKEHHEM, BKJIIOUAIOIIUM TOJIBKO (paKTHUYECKHE apaMeTphl,
T. €. IapaMeTPbl PEAIbHOM NPOrpaMMBl:

LN =2%*n2 / (n1*N2).

13



4. Pacnonaras xapaktepuctukor L7, Xosjacren BBOAMT XapaKTEPUCTUKY I, KOTOpyrO
paccMaTpuBaeT Kak MHTEIUICKTYalTbHOE COJIEP)KaHHE KOHKPETHOTO alTOPUTMa, MHBAPUAHTHOE
110 OTHOIICHUIO K MCTIOJB3YEMBIM SI3bIKaM peanusanuu: [ = L * V. (8)

Ha mam B3risig, Ja ¥ M0 MHEHHUIO CAMOTO aBTOpPA, TEPMHH WHTEIUIEKTYaJlbHOCTH HE
coBceM ymaaueH. [IpeoOpasys Beipakenue (8) ¢ yuerom (7), monydaem

[=L"V =LV =V*V/V =V*

OKBUBaJIEHTHOCT | uW V* cBuaerenbcTByeT O TOM, 4YTO Mbl HMEEM JIE€JO0 C
XapaKTePUCTUKON NH(DOPMATUBHOCTH MPOTPAMMBI.

BBenenue xapaktepuctukud | mo3BosieT OmpeneNuTh YMCTBEHHBIE 3aTpaThl Ha
co3nanue mporpammsl. [Iporece co3ganus mporpaMmbl YCIOBHO MOXKHO MPEICTaBUTH KaK AL
onepanuii:

1) ocMbIcIeHHE TPEIOKEHUS U3BECTHOTO aIrOPUTMA;

2) 3anuch TMPEAJIOKEHHUs alNropuTMa B  TEPMHHAX  HCIOJIb3YEeMOIo  s3bIKa
OpOTPaMMHUPOBAHUs, T. €. IOWCK B CIIOBAape S3bIKa COOTBETCTBYIOLIEH HMHCTPYKIUH, €€
CMBICJIOBOE HAIOJHEHHE U 3aIUCh.

Hcnonp3ys 3Ty GpopManu3aluio B MeToIuKe X0JICcTeaa, MOXKHO CKa3aTh, YTO HAITMCAHHE
IporpaMMbl IO 3apaHee H3BECTHOMY alfOPUTMY ecTh N”-KpaTHas BBIOOpKa ONEpaToOpoB U
OTIEPaH/IOB M3 CJIOBaps MPOTPAMMBI N, IPHYEM YHCIO CPAaBHEHUH (IO aHAIOTUU C aJrOPUTMAMU
COpPTUPOBKH) cocTaBUT log2(n).

Ecmu ydectp, 4TO Kaxkmas BBIOOpKa-CPaBHEHHE COJCPKUT, B CBOIO OYEpEIb, Psa
MBICTICHHBIX AJIEMEHTaPHBIX PEHICHHUN, TO MOXHO MOCTaBUTh B COOTBETCTBUE COJIEPKATEIbHON
Harpy3Ke K0l KOHCTPYKIIUU IPOTPaMMBbI CJIOKHOCTD U YHCIIO STUX AJIEMEHTAPHBIX PEIICHUN.
KonruecTBeHHO 3TO MOXHO XapaKTepU30BaTh C MOMOIIbIO XapakTepucTuku L, mockonbky 1/L
MMEET CMBICIT pacCMaTpUBaTh KaK CPeAHHA KOI(DOUIIMEHT CIIOKHOCTH, BIUSIONINA Ha CKOPOCTh
BBIOOPKU AJIs1 JaHHOU MporpaMMebl. Toraa omneHka HeoOXOAUMbBIX HHTEIUIEKTYAIbHBIX YCHUIIUN 110
HAITMCAHWIO TIPOTPAMMBI MOKET OBITh H3MEPEHA KaK

E =N *log2(n/L). &)

Takum oOpazom, E xapakrepusyer uucio TpeOyeMbIX JIEMEHTapHbIX pPEUICHUH Ipu
HAITUCaHUH MPOTPAMMBI.

OpnHako cieayeT 3aMeTHTh, uTo E alekBaTHO XapaKTepH3yeT JINIIb HadyalbHbIC YCHIIUS
M0 HAMWCAHUIO TMPOrpaMM, TOCKOJBKY MPU TOCTpoeHWH E He yYUTHIBAIOTCS OTJIaJ0YHBIE
paboThI, KOTOpBIE TPEOYIOT HHTEIUIEKTYAIBHBIX 3aTPaT MHOTO XapaKTepa.

CyTb UHTEpHpeTanuu STOW XapaKTePUCTHKH COCTOMT B OIEHKE HE 3aTpaT Ha
pa3paboTKy IMporpamMMbl, a 3aTpaT Ha BOCHPHUSATHE TOTOBOH mporpamwmsl. [Ipm 3TOM BMecTo
TEOPETUUECKON JIIMHBI MPOrpaMMbl N HCTIONB3yeTCs ee peaabHas ATuHa:

E'=N * log2(n/L).

Xapaktepuctuka E' BBegeHa HCXOAs M3 TPEONONOXKEHHUS, YTO HHTEIUIEKTyallbHbIE
YCUJIMSI HA HAIKMCAaHWE W BOCHPHUSATHE MPOTPaMMBI OY€Hb OJIM3KH MO cBoed mpupone. OmgHaKko
€CJIM TIPY HAIMKCAaHUU MPOrPaMMBbl CTHIIMCTUYECKHE MOTPEIIHOCTH B TEKCTE MPAKTUYECKH HE
JIOJKHBI OTPaXKaThCs Ha MHTEIUICKTYAILHON TPYTOEMKOCTH TIPOIecca, TO TPH TMOMBITKE TOHAThH
TaKylo MPOrpaMMy MX MPUCYTCTBUE MOXKET MPUBECTU K CEPhE3HBIM OCIOKHEHHSIM. JTa MOCHIIKA
JIOCTaTOYHO XOPOILO COTJacyeTCs ¢ HAllMMU BBIBOJIAMH OTHOCHUTENIBHO B3aUMOCBsI3U N u N7,
M3JI0’KEHHBIMHU BHIIIIE.

[Ipeobpazys popmyny (9) ¢ yuerom Beipaxkenuii (2) u (7), moryqaem

E=V*V/V*

Takoe mnpencraBienue E', a coorBerctBenHo u E, Tak kak E=E', narmsamno
WLTIOCTPUPYET 1EIecO00pa3HOCTh Pa30OUeHUs MpOoTrpaMM Ha OTIENIbHBIE MOAYIH, MOCKOIBKY
WHTCIUICKTYaIbHBIC ~ 3aTPaThl  OKAa3bIBAIOTCS  IPONOPIMOHATBHBIMUA  KBajpary oObema
MPOrpaMMBbI, KOTOPBIA Bcer/1a OOJbIIe CyMMBI KBaIpaTOB 00bEMOB OTEIIBHBIX MOIYIIEH.

METPUKA U3MEHEHMS JUIMHBI TIPOTPAMMHONM JIOKYMEHTALIUUA.
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PaccmoTtpum emie olHy METPUKY, [0 CBOEMY XapaKTePy HECKOIbKO OTIUYAIOIIYIOCS OT
npensinymux. OHa onmupaeTcss HAa NMPUHIHUI OICHKH, MPU KOTOPOM HCIIOJIb3YeTCS U3MEPCHHE
GiayKkTyaluu JUIMH MPOTPaMMHOM TOKYMEHTALIUH.

VcXonHbIM SIBISETCS TPEANONIOKEHHE O TOM, 4YTO YeM MEHbIIEe H3MEHEHUH H
KOPPEKTUPOBOK BHOCHUTCS B NPOrpaMMHYIO JOKYMEHTAIMIO, TeM Oojiee YeTKo OblIn
chopMyIHpOBaHbl pelIaeMble 3a/a4d Ha Bcex dTamax pador. [lo MHEHHIO aBTOpa METpPUKH,
HETOYHOCTH U HESICHOCTH mnpu coznanuu [IO ciayxaT NpUYMHON YBEIMYEHHUS KOJIMYECTBa
KOPPEKTHPOBOK W M3MEHEHUH B JOKyMeHTauuu. M, HanpoTus, AeMI(pupOBaHHBIN MEePEeX0THBIN
MPOLECC C HEMHOTOYUCICHHBIMU HU3MEHEHHUSIMH JIJIUH JOKYMEHTOB -E€CTECTBEHHOE CJIE/ICTBUE
XOpOIIO O0JYMaHHOW WAEH, XOpOIIO MPOBEIECHHOTO aHajiu3a, MPOSKTHPOBAHUS U SCHOU
CTPYKTYpBbI porpamMm. DTH B3aUMOCBSI3H U SBJIAIOTCS OCHOBHBIMU I TAHHOTO METO/1a OIICHKH,
CYTh KOTOPOT'O COCTOUT B CIIEIYIOIIEM.

[Ipenmonoxum, 4To JOKYMEHTAIUsI U3MEHSETCS] B IUCKPETHbIE MOMEHTHI BpeMeHH t(1),
i=1,2,...,n. Torna B 10001 MOMEHT BpeMeHH t(i) TeKymiasi AIMHA JOKyMeHTa 1(i) MokeT OBbITh
orpezeneHa Kak

1(1) = 1(i-1) + a(i) - b(i); 1(0)=0,

rae 1(i-1) - nqMHa MOKyMEeHTa B MPEIbIAYIIMH MOMEHT BpeMeHH; a(i) - moOamisemast
4acTh IOKYMEHTAa; b(i) - HCKJIF0YaeMasi 9acTh JOKYMEHTA.

Hanee BBomutcs d(i), mnpenacrtaistomias co0oil OTKJIOHEHHE TEKyIeH JUIMHBI
nokymenrta (i) ot koneuHoro 3HaueHus 1(n):

d(i) =1(n) - 1(1).

3areM pacCUMTHIBAETCS WHTETPAJ IO MOAYIIIO 3TOr0 OTKJIOHEHHS Ha MHTEpBaie oT t(i)
10 t(n), IpeaCTaBICHHBIN B BHJI€ CYyMMBI:

n-1

H(n) = Cymwma |[d(1)| * (t(i+1) - t(1)). (10)

i=1

3nauenue H(n) mpexacraBnsieT co0oii OIEHKY MEPEXOAHOIr0 IMpolecca s MHTepBaia
Bpemenu oT t(1) mo t(n). Ongnako H(n) He yuuThiBaeT m3MmeHeHuid tuna a(i)=b(i), XoTs OHH,
OeccropHO, BIUAIOT Ha X0/ JallbHEHIIero nporecca.

UToOBI OTpa3uTh BIUSHUE H3MEHEHUN TAKOro pOJa, HA3bIBAEMBIX B JalIbHEHUINIEM
UMIyIbCHBIMU, BBOJAMUTCA OJKCIOHEHIMAaNbHas (YHKIHSA, OTpakaromas (QYHKIHIO OTKIUKA.
3amTpuxoBaHHas 00JacTh Ha pHC.5S TpeAcTaBiseT coOOi jJomnojHeHue K oueHke H,
OTpakarolee BIUSHUE UMITYJIbCHOTO U3MEHEHUS JITMHBI TOKYMEHTOB M BBIYHCIIIEMOE KaK

Wuterpan a(i)*e(-L(-1*(t-t(1))))dt = L*L(i) = L*b(i), L>0. (11)

t(1)

Takum oOpa3oM, OIeHKa JUIMHBI JOKYMEHTa NPOMOPLIMOHAJIbHA 3HAYCHHUIO
UMITYJIbCHOTO M3MEHEeHMs JUTMHBI a(1)=b(1) ¢ Ko3PPUIMEHTOM IPONOPLUOHATBHOCTH L.

B mnpuHmmne wMmynbCHOE W3MEHEHHE JUIMHBI JOKYMEHTa NPUCYTCTBYET W TIpH
a(i)<>b(i). [ToaTomy c yuerom (11) aBTOp MeTpuku mpeodpaszyet Boipaxkenue (10) k Bugy

n-1

H'(n) = Cymma [ [d(1)] * (t(i+1)-t(D)) + L*c(@) |, (12)

i=1

mpudeM c(i) = min {a(i), b(i)}.

Ecmn B mpomecce paborel 3HaueHus a(i) u b(i) HEKOHTPOIMPYEMBI, MMITYJIbCHOE
W3MEHEHUEe JIMHBI ydecTh Henb3s. Torma c(i)=0, u Beipakenue (12) Bwipokmaercs B (10).
Hcronp3yst KOHEYHOE 3HaUEHHE JUTMHBI JOKYMEHTa, MOJKHO 3aIicaTh

H(n)"=H(n)"/ I(n).

IIpakTnyeckoe 3ansaTue Ne 5
Tema 4: VMccrnenoBanue nporpaMMHOTO KOJia Ha MPEAMET OMUOOK U OTKIOHEHUS

15



OT aJITOpUTMa
1. HccnegoBanue mporpaMMHOTo KoJia Ha MpeaMeT OUO0K
Hean: HayuuThcst uccnenoBate IpOrpaMMHBIA KOl Ha MPEAMET OIIMOOK M OTKJIOHEHUS

OT aJITOpUTMA
CpencrBa o0yuyeHMsi: TETpaau ISl BBIIOJHEHUS NMPAKTUYECKUX 3aHATUH, MHTepHeT-

pecypchl.

IIpu mpoBepke NpPaBWIBHOCTH IPOIpaMM M CHUCTEM pPacCMaTpPUBAIOTCS IPOLIECCHI
BepuduKauuu, Banuaauuu u tectupoBanusa [IC, KoTopele periiaMeHTHpOBaHBI B CTaHAAPTE
ISO/IEC 12207 xusznennoro mukia [10. B HekoTopoit 3apyOexHON nmTeparype MpOoIecChl
BepU(pUKALUU U TECTUPOBAHUS OTOXKAECTBIISIOTCS.

TectupoBanme - 3T0 mporecc oOHapyxkeHus omuOok B [1O myrem wucmonHEHUS
BbIX0oAHOTO Ko/a [1C Ha TeCTOBBIX JaHHBIX.

TectupoBaHue MOXHO paccMaTpuBaTh, KaK IPOLIECC CEMAHTHUYECKOW OTJIaIKU
(poBepKH) MPOrpamMMmbl, 3aKITIOYAIOIMIUNACA B MCIOJHEHHH IOCIEI0BATEIBHOCTH PA3IUYHBIX
HAaO0OPOB KOHTPOJIBHBIX TECTOB, JJIsl KOTOPHIX 3apaHee U3BECTEH pe3yibTaT. T.e. TeCTUpOBaHUE
MPEeJIoJiaraeT BHIMOIHEHHE MTPOrPaMMBbl U MOJTYyYEeHHUE KOHKPETHBIX PE3YJIbTaTOB BBHITOJIHEHHUS
TECTOB.

Lenb TecTpoBaHUS - IpoBepKa paboOThl peaTn30BaHHBIX (PYHKINN B COOTBETCTBUU C
ux crneuupukanueir. MeToasl (QYHKIMOHAIBHOTO TECTUPOBAHUS MOIPA3NENAIOTCS Ha
CTaTHYECKUE U TUHAMUYECKUE.

Cratuyeckue METo/1bl TECTUPOBAHUS

Cratuyeckue METOJbl MCIIOJBb3YIOTCS MPU MPOBEACHUN WHCIEKIUNA U PACCMOTPEHHUH
cnenu(UKanuii KOMIIOHEHTOB 0€3 WX BBINOJHEHHs. TeXHUKAa CTATHYECKOTo aHaln3a
3aKIJII0YAeTCsl B METOJAMYECKOM MpocMoTpe (Wi 0030pe) U aHalnu3e CTPYKTYphl IMporpamm, a
TaKKe B JI0Ka3aTEJIbCTBE MX MpaBUIbHOCTU. CTaTUYECKUH aHAIU3 HalpaBi€H Ha aHaIu3
JIOKYMEHTOB, pa3paboTaHHbIX Ha Bcex 3ramax JKII, u 3akitoyaeTcsi B MHCIEKIIMH HCXOJAHOTO
KOJla U CKBO3HOI'O KOHTPOJISI IPOTPAMMBI.

Wucneknus [1O - 570 craTudeckas mMpoBepkKa COOTBETCTBUS MPOTPAMMBI 331aHHBIM
cnenuuKanusM, IMPOBOJUTCS IyTEM aHajlIW3a pa3IMYHBIX MPEICTaBICHUN pe3ylbTaToOB
MPOEKTUPOBAHUS (IOKYMEHTAIlMU, TpeOOBaHMiA, crienupUKaUi, CXeM WM HUCXOJHOrO KoJa
nporpamm) Ha nporeccax JXKII..

Kpome Toro, paspabatbiBaeTCsi MHOMXECTBO HOBBIX CIOCOOOB aBTOMATH3AINH
CUMBOJIbHOTO  BBINOJIHEHUs IporpaMM. Hampumep, aBTOMaTH3MpPOBAaHHOE CPEACTBO
CTaTMUYECKOTO KOHTPOJNS [JJsl SI3BIKOB OPUEHTHUPOBAHHOW pPa3paOOTKH, WHCTPYMEHTHI
aBTOMAaTH3allMM JOKa3aTeIbCTBa KOPPEKTHOCTH M aBTOMAaTU3MPOBAaHHBIM ammapaT ceTei
ITerpu.

JluHaMuueckre MeTOIbl TECTUPOBAHUS

JluHamuueckue MeTOAbl TECTUPOBAHUS HCIONB3YIOTCS B IPOIECCE BBIMOIHEHUS
nporpamMm. OHHM Oa3zupyroTcs Ha rpade, CBA3BIBAIONIEM MPUYMHBI OIMIMOOK C OKHJIa€MBIMU
peakiusMyd Ha STH OmuOKU. B mporecce TecTupoBaHMsl HakaruMBaeTcs HHQoOpMAaIus 00
ommnoOKax, KOTopasi UCIOIb3yeTCs MPH OLleHKe HaJies)kHOCTH 1 KayecTBa [1C.

Llenp AMHAMHYECKOTO TECTHUPOBAHUS MPOTpPaMM MO MPUHIUNY "depHOTO smmKa' -
BBISIBJICHHE OJIHUM TECTOM MaKCHMAaJbHOTO YHUCJa OMIMOOK C HCIOJIb30BAHUEM HEOOJBIIOro
MOJIMHO’KE€CTBA BO3MOKHBIX BXOJIHBIX JAHHBIX.

Mertoap! "depHOTO SATIMKA" 00ECIeYnBaIOT:

* SKBUBAJICHTHOE pa3OueHue;

* aHAJIW3 TPAHWYHBIX 3HAYEHU;

- IpUMEHEeHHE (PYHKIIMOHATBHBIX JHArpaMM, KOTOPbIE B COCTMHEHUU C PEBEPCHUBHBIM
aQHAJIN30M JAlOT JOCTaTOYHO TMOJHYI0 HH(pOpManuio o (YHKIMOHUPOBAHWU TECTHPYEMOM
MIPOTPaAMMBI.

"Benplii smuK" 6a3upyeTcst Ha CTPYKTYpe MPOrpaMMBl, B ciaydyae "uepHOro simmka', o
CTPYKTYpE IpOrpaMMbl HUYETO HEM3BECTHO. J1JIsl BHIMOTHEHUSI TECTUPOBAHUS C TIOMOIIBIO 3TUX
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"SITUKOB" WM3BECTHBIMU CYHMTAIOTCS BBIMIONHSIEMBbIC (YHKIIMU, BXOABI (BXOJHBIE HAaHHBIC) U
BBIXO/IbI (BBIXOJHBIC JAHHBIE), & TAKXKE JIOTUKA 00pabOTKH, MPECTABICHHBIC B JOKYMEHTAIUH.
OYHKIIMOHAIBHOE TECTUPOBAHUE

[lenp (QYHKIMOHAIBHOTO TECTHPOBAHHS - OOHAPY)KEHHUE HECOOTBETCTBHMA MEKIY
pealbHBIM MOBEJCHUEM PEATM30BAHHBIX (DYHKIIMNA U 05KUAEMbIM MTOBEJICHUEM B COOTBETCTBUU
co cnenuuKanuei 1 UICXOTHBIMU TPeOOBAHUAMHU.

OyHKIMOHANBHBIE TECThl CO3JAIOTCA IO BHEIIHUM crHenu@uKanusaM QGyHKIHH,
npoekTHOH wuHpopMamu U 1o Tekcry Ha Il oTHocATcs K (YHKIMOHAIBHBIM €O
XapaKkTEpUCTUKAM M MPUMEHSIOTCA Ha dTalle KOMIUIEKCHOTO TECTUPOBAHMS M UCHBITAHUM IS
OTpe/ieNIeHUs] TIOJTHOTHI peann3anui (YHKIHMOHAIBHBIX 3a7a4 M UX COOTBETCTBHUS MCXOJIHBIM
TpeOOBAHUSM.

B 3amaun pyHKIMOHATHHOTO TECTHPOBAHUS BXOIAT:

- uIeHTU(UKALIMA MHOKECTBA () YHKIIMOHATIbHBIX TPEOOBAHUI;

- uaeHTU(UKAIKS BHEITHUX (DYHKIIUN U MOCTPOCHHE TOCICIOBATEIILHOCTEH (PYHKITHIA
B COOTBETCTBUU C UX HcNOIb30BaHueM B 11C;

* MICHTU(PUKANNUSI MHOXKECTBA BXOJHBIX JAHHBIX KKIO0W (DYHKIHMU WU OmperesieHue
o0racTeil UX U3MEHEHHS;

* IIOCTPOSHHUE TECTOBBIX HAOOPOB U CIICHAPUEB TECTUPOBAHUS (DYHKIINIA;

BBISIBJICHHE M TPEICTaBlIeHHE BceX (YHKIIMOHATIBHBIX TPEOOBAaHHH C MOMOIIBIO
TECTOBBIX HAa0OpPOB W TMPOBEJCHHWE TECTUPOBAHMUS OMMOOK B TporpaMMmMe U TIpU
B3aMMO/ICVCTBUU CO CPEIOM.

Tecthl, co3maBaeMble 1O MTPOSKTHON MH(POPMAITUH, CBSI3aHBI CO CTPYKTYpaMU JaHHBIX,
anropuTMamu, HHTEepdencaMu MEXIy OTICIbHBIMH KOMIIOHEHTAMH U MTPUMEHSIOTCS s
TECTUPOBAHUSI KOMIIOHCHTOB M MX HHTepdeiicoB. OCHOBHAS Ielb - 00ECIICYCHHUE TOTHOTHI
COTJIACOBAaHHOCTH PEAIM30BaHHBIX (DYHKIUI 1 UHTEP(ENCOB MEXK Y HUMH.

Wudpactpykrypa nporecca rectupoBanus [1C

[Ton uHbpacTpyKTypoii Ipoliecca TECTUPOBAHUS TOHUMAETCS:

* BBIJIeJIEHUE 00BEKTOB TECTUPOBAHNS,

* IpOBeJIeHNE KIacCU(pUKALUU OMIHOOK JIJIS pacCMaTpUBAEMOTO Kilacca TECTHUPYEMBbIX
porpamm;

* TIOJIFOTOBKA TECTOB, UX BBIMOJHEHHE M MOMCK PAa3HOTO pojAa OLUIMOOK M OTKa30B B
KOMITOHEHTaX M B CUCTEME B IIEJIOM;

* cIy>k0a MPOBEICHUS U YIIPaBJICHHUE MPOLIECCOM TeCTUPOBAHUS;

* aHAJIU3 PE3yJTbTATOB TECTUPOBAHUSI.

OOBEKTHl TECTUPOBAHUSA - KOMIIOHEHTBI, TPYMIbl KOMIIOHEHTOB, MOJCUCTEMBI H
cucrema.

IIpakTuyeckoe 3ansaTHe Ne 6
Tema 4: VccnenoBanue nporpaMMHOTO KOJa Ha MPEAMET OIMUOOK U OTKJIOHEHUS
OT aJITOpUTMA
2. HccnepoBaHue MpOrpaMMHOTO KOJAa Ha TNPEAMET OTKIOHEHUS OT
anropuTMa
Hean: Hayanutbcst uccienoBath MpOrpaMMHBIN KO Ha MPeIMeT OMMOOK U OTKIOHCHUS
OT allfTOPUTMa

CpeZ[CTBa oﬁyqe}mﬂ: TCTpaau JIs1 BBIIIOJIHCHUA MPAKTHYCCKUX 3aHHTHI>i, I/IHTCpHeT-

PECYPCHI.
MeTop1 TOMCKa OIMOOK B MTPOrpaMMax

Mexnynaponnsiii crannapt ANSI/IEEE-729-83 pa3znensier Bce ook B pa3paboTke
IporpaMM Ha CJIeIyIOIUe TUIIBI.

OmmoOka (error) - COCTOSIHHE MPOrPaMMbI, NPU KOTOPOM BBIJAIOTCS HEMPAaBUIIbHBIE
pe3ysbTaThl, MPUUYMHON KOTOPBIX SBIAIOTCSA M3bsAHBI (flaw) B omepaTopax mporpammbl WIH B
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TEXHOJIOTHYECKOM IpoLecce ee pa3paboTKU, YTO MPHUBOJIUT K HEMPABUIBHON UMHTEpIIpETalun
UCXOJHOU MH(POPMAIIUH, CIIEAOBATEIHHO, M K HEBEPHOMY PEIICHUIO.

Hedext (fault) B mporpamme - ciaeacTBue ommOOK pa3paboTUynKa Ha JTFOOOM U3 ITAINOB
pa3paboTKH, KOTOpask MOXET COACPKAThCS B HMCXOMHBIX WM TPOCKTHBIX CreIH(DHUKAIMIX,
TEKCTax KOJOB MpOrpamMMm, SKCIUTyaTallHOHHOM JOKyMEHTalus U T.1. B mporecce BhIMOTHEHUS
IPOTPaMMBbI MOKET OBITh OOHApYKEH Je(EKT MU COOM.

Otka3 (failure) - »TO OTKIOHEHHE MPOrpaMMbl OT (DYHKIIMOHMPOBAHUS HWITU
HEBO3MOXKHOCTh IPOTPAMMEBI  BBIIOJHATH (DYHKIWHU, OMNpPENeICHHbIE TPeOOBaHUIMU U
OTpaHUYEHUSIMH, YTO PacCMaTPUBAETCS KaK COOBITHE, CIIOCOOCTBYIOIIEE TIEPEXO0Ty POTrPaMMBbl
B HEpabOTOCIIOCOOHOE COCTOSIHUE U3-3a OIMIMOOK, CKPBITHIX B HEl Ne(eKTOB WM COOEB B Cpelie
byukonupoBanus. OTKa3 MOXKET ObITh PE3yIbTATOM CIEIYIOMIUX MPUYHH:

omunOoyHas crnenuduKays WM MPOMYIICHHOe TpeboBaHWE, O3HAYaIoIIee, YTO
cnenuduKanys TOYHO He OTpaXkaeT TOro, YTO MPEe/oiarai nojab30BaTelb;

- cnenu@uKanys MOXET COAep)KaTh TpeOoBaHME, KOTOPOE HEBO3MOXKHO BBIIOJIHUTH
HAa JIaHHO}1 amnmaparype U IporpaMMHOM O0eCTIeYeHUY;

MPOEKT TMPOTpaMMBbl MOXKET COJAEpX,aTh OWMOKKU (Hampumep, 0aza JTaHHBIX
CIPOEKTHPOBaHa 0€3 CPENCTB 3aIIUTHl OT HECAHKIMOHUPOBAHHOTO JIOCTYIMa MOJIb30BaTeNs, a
TpeOyeTcs 3aIuTa);

porpaMMa MOXeET ObITh HEMpPaBUILHOW, T.€. OHA BBINOJHSAET HECBOWCTBEHHBIN
QITOPUTM WIIM OH PEAIM30BaH HE TIOJTHOCTBIO.

Takum 00pa3oM, OTKa3bl, Kak MPaBUIIO, SBIAIOTCS pe3ylbTaTaMU OJHOW Wiu Oojee
OmMOOK B MPOrpaMMe, a TAKKE HAITMYUS Pa3HOTO poJa 1e(eKTOB.

Knaccudukanus ommOOK U TECTOB
Kaxnas opranmzamnus, paspabareiBaromas [IO oOlmiecucTeMHOr0o Ha3HAYCHUSA,
CTaJIKUBAETCS C MPOOJIeMaMy HaXOXKJICHUS OMUOOK. [103TOMY pUX0oauTes KiacCupuIupoBaTh

THUIIBI 0OHAPYKUBAEMBIX OIIMOOK U OMPEENIATh CBOE OTHOLIEHUE K YCTPAHEHHUIO 3TUX OIINOOK.

Tabnuma 1. OproronaneHas kinaccudukanus aedpexros IBM

- 6II<<HOHT6K Knaccudukanus nedexron
DyHKI OmmOku nHTEepdeiicoB KoHeuHbIX Noib3oBarenei 10, BhI3BaHHBIE
us anmnapatrypou WiM CBA3aHbI € II100aTBHBIMU CTPYKTYpaMH JAHHBIX
Wntepd OmubKu BO B3aMMOJIEHCTBUU C APYTMMU KOMIIOHEHTaMH, B BbI30BaX,
elic MakKpocax, YIpaBJsomuX OJ0KaxX WIH B CIIUCKE TapaMeTpOB
Toruka Ommokn B HpOFpaMMHS)fI JIOTUKE, HEOXBAUECHHOI BalmMjaluei, a
TaK)K€ B UCIOJb30BaHNH 3HAUEHUH IEPEMEHHBIX
IIpucsa OmubKu B CTPYKTYpE AAHHBIX WM B MHULUAIU3ALUHN MEPEMEHHBIX
MBaHUeE OTJIENIbHBIX YacTe! MPOrpaMMBbl
3anmKin OmuOKku, BHI3BAaHHBIE PECYPCOM BPEMEHH, pEalbHBIM BPEMEHEM HIIU
VBaHUE pa3aeseHneM BpEMEHH
Cpexa OmubKku B PpENoO3UTOpUH, B YHPABICHUM HM3MEHEHUSIMH WIH B
KOHTPOJIMPYEMBIX BEPCHUSAX MPOEKTa
Anropu OmmOku,  cBsi3aHHBle ¢ obOecriedeHHeM  3(PPeKTUBHOCTH,
™ KOPPEKTHOCTH aJITOPUTMOB WM CTPYKTYP JAHHBIX CUCTEMBI
Hokyme OmmbKku B 3amucsaX JIOKYMEHTOB  COMNPOBOXJAEHHUS WU
HTaIus MyOIMKaUAX
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UccnenoBanuss pupm IBM mokazanmm, 4deM mo3ke oOOHapy>KHMBaeTcs OmuOKa B
nporpaMMe, TEM JIOpOKe OOXOJUTCS ee HCIpaBlIeHHe, 5Ta 3aBUCHMOCTb OJIM3Ka K
SKCTIOHCHIIMAIBbHOU. Tak BoeHHO-Bo3AymiHbIe cuiabl CIIIA omeHw M CTOMMOCTH pa3paboTKu
OJIHOM MHCTPYKLIMU B 75 10JIapOB, a €€ CTOUMOCTb COIIPOBOXKIE€HUS cocTaBiseT okoino 4000
JIOJLITapOB.

Co3naroTcs TeCThI, IPOBEPSIOIIHUE:
* TIOJIHOTY (PYHKITHIA;
* COTJIACOBAaHHOCTH MHTEP(ENCOB;
KOPPEKTHOCTh BBINOJIHEHUS (YHKIMA M TPABWIBHOCTH (PYHKIIMOHUPOBAHHS
CHCTEMBI B 331aHHBIX yCIOBHSIX;
* HaZIe)KHOCTh BBITIOJTHEHHUSI CUCTEMBI;
* 3aIIMTY OT cOOEB armapaTypsl ¥ HE BBISIBICHHBIX OMIMOOK H Jp.

Cnyx06a tectupoBanus [1C

st 5THX 1enel, Kak MpaBwWIIO, co3laercs ciyx0a mposepstonmx [1C - xomanaa
TECTHUPOBIINKOB, KOTOpasi HE 3aBUCUT OT ITara pa3padorunkoB [1C. HexoTopsie uneHbl 3TON
KOMaH/bl - OINBITHBIC WM JaXe NpodeccHoHaNbl B 3Toi obnactu. K HUM oOTHOCATCS
AQHAIUTUKH, TPOTPAMMUCTBI, HUHKEHEPHI-TECTUPOBIIUKH, KOTOPHIE MOCBALIAIOT B MPOOIEMbI
TECTUPOBAaHUS CUCTEM C Hadaia pa3paboTrku. OHM HMMEIOT JEJI0 HE TOJBKO CO
cnenuduKalnusaMi, HO U ¢ METOJaMH M CPEJICTBAMU TECTUPOBAHUS, OPTaHU3YIOT CO3JIaHUE U
BBITIOJIHEHHE TecTOB. C caMoro Hauvajia CO3/JaHHs MPOEKTa TECTUPOBIIMKUA COCTABIISIIOT TUIAHBI
TECTUPOBAHUS, TECTOBBIC JAHHBIC U CLICHAPHH, & TAKXKe IPa(UKU BBIMOITHEHUS TECTOB.

YnpasjeHue mporeccoM TECTUPOBAHHUS

Bce croco6wr TectupoBanus [IC oObenuHsIOTCS 0a30 JTaHHBIX, TJI€ MTOMEMIAIOTCS
pe3yJbTaThl TECTUPOBAHMs CHCTEMbl. B Hell cojepxkarcs BCE KOMIIOHCHTBI, TECTOBBIC
KOHTPOJIBHBIC JAaHHBIC, PE3YyJIbTAThl TCCTHPOBAHUSA U I/IH(l)OpMaIII/ISI 0 JOKYMCHTHUPOBAHHUU
mpolecca TeCTUPOBAHUS.

baza AAaHHBIX TMPOCKTAa MOAACPKUBACTCA CICHUAIBHBIMU HWHCTPYMCHTAJIIbHBIMU
cpenctBamu tuna CASE, kotopeie obecnieunBaroT Benenue ananusa [IpO, cOopky naHHBIX 00
nux 06’B€KT3X, IIOTOKax JaHHBIX W TOMY HOI[O6HO€. baza JAaHHBIX IPOCKTAa XPaHUT TaKKC
HAYaJdbHBIE W OSTAJIOHHBIC JAaHHBIE, KOTOPBIE HCIONB3YIOTCS MJISi COMOCTABIEHUS JaHHBIX,
HAKOIIJICHHBIX B 6336, C JaHHBIMH, KOTOPBIC ITOJIYYCHBI B IPOLCCCEC TCCTUPOBAHNUA CUCTCMBI.

KOHTpOJ'IBHBIG BOIIPOCHI U 3a/IlaHUA

. HazoBuTe popmanbHbie METOABI IPOBEPKHU IMPABUIBHOCTH MIPOIPAMM.
. Kakue npoueccsl npoBepku 3apuKkcupoBaHbl B cTaHaapTe?

. Kakue @ynkuuu y npouecca Bepudpukanuu mporpamm?

. HazoBuTE OCHOBHBIE 33/1a4 ITpoliecca BAIMIALUHU IIPOTPaMM.

. CpaBHuTE 337a4u IPOIECCOB BepUPUKALIUY U BAIUJAIMHN IPOTPAMM.
. B ueM otiinume Bepudukanuu u Baauganumn’?

. Onpenenure Mporecc TECTUPOBAHMUS.

. HazoBuTe MeToas! TeECTUpOBaHUS.

9. O0bsicHUTE 3HAYEHHs] TEPMHUHOB "UepHBIN SMMK", "Oenbli SmuK".
10. HazoBuTe 00BEKTHI TECTUPOBAHUS U TOAXO/IBI K UX TECTUPOBAHUIO.
11. Kakas cymiecTByeT kjiaccuuKalys TUIOB OMIMOOK B IporpaMmmax?
12. Onpenennre ocHoBHBIE poueccsl XKL Tectuposanus I10.

13. HaBenute knaccudukamnmio TecToB s mposepku [10.

14. Kakue 3a1auy BBIIOJIHAET IPYIIA TEKCTOBUKOB?

15. Kakast opranuzariusi paboT B IPOBEICHUH TECTUPOBAHUS?

O JIN N KW~
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IpakTnyeckoe 3ansitue Ne 7
Tema S: [IporpammHbIe U3MEPUTEIBHBIE MOHUTOPBI
1. IIporpammuble U3MEPUTEIbHBIE MOHUTOPBI
Heab: HM3yuenune mnpolecca ymnpaBieHHUs OPOrPaMMHBIM KOJOM U JOKYMEHTalUHEH
MOIUGHUIMPYEMBIX TPOTPaMMHBIX cucTeM. [loHuMaTh 3Ha4YeHue ynpaBieHHsS KOHQUTyparuen
I10.
CpeacrBa 00y4eHHsI: TETpaau sl BBIIOJHEHUS NPAKTUYECKUX 3aHATHN, VHTEepHET-

pecypchl.

W3mepeHust  SBIAIOTCS ~ WCTOYHUKOM  HawboJjiee  JOCTOBEPHBIX  JAaHHBIX O
(GYHKIIMOHUPOBAHUH BBIYUCIUTEILHBIX CHUCTEM W MPOBOAATCS B CICAYIOMUX Lemsx: 1) s
ydeTa BBINIOJIHEHHBIX padoT: 2) uisl OlEHKH (DYHKIHMOHMPOBAaHUS, 3) Uil HICHTU(DHKAIIAN
BBIYMCIIUTEILHON CUCTEMBI — MOCTPOCHHS Mojenel. M3mepeHus MoryT ObITh HampaBlieHBI Ha
HCCIIEIOBAHME KaK CHUCTeMBbl B II€JIOM, TaK M OTAENbHbIX mojacucteM.Cxema H3MepeHui
npencraBiena Ha puc. 1. OOBEKTOM HW3MEpPEHHH SBISETCS BBIYHCIUTEIbHAS CHCTEMA,
(GyHKIMOHMpPYIONIIAs, KaK NpaBWio, B paboueM pexume. K cucreme NOIKIHOYAIOTCS
WU3MEPUTEIIbHBIC CPEJICTBA — MOHUTOPBI, PEarupyIONINe Ha W3MEHEHUE COCTOSIHHM CHUCTEMBI U
U3MEPSIONIUE TTapaMeTpbl COCTOSHUI (MOMEHTBI U3MEHEHHUS COCTOSIHUHM, MPOJODKUTEIBHOCTh
npeObIBaHUS B HUX U Jp.). VI3MepurenpHbIe JaHHBIC MOCTYHNAIOT OT MOHHTOPOB B apXWB Ha
NPOTSDKEHUH 33JJAHHOTO MPOMEXKYTKA BPEMEHH, HAKAIUTUBAIOTCS U 3aTeM 00pabaThIBAIOTCS.

Cafouan Briyucnumentias
HaepyIKa cuCHeMa
Mamepumenshtie
cpedcmes
Cucmema
OHEHKY = ==
PyHELLO-
HupoeaHu A Apxus
Lpedcomea
oUEH KN

Erixodtuie
dokyme R

Puc.1. Opranu3zanus u3sMepeHuit 1 OlleHKH (QYHKIIMOHHUPOBAHUS

OYHKIIMOHUPOBAHUE BBHIYMCIUTEIBHON CUCTEMBI MPOSBIAECTCS B U3MEHEHUHM COCTOSIHUM
npoueccoB U pecypcoB. COCTOSHHSL OTOOpa)xaroTcsi B YIPABIAIOMIKUX TaOJUIaX, KOTOpPbIE
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(bOpMHPYIOTCSl YIPABISIFOIIMMHI TTPOTPAMMaMH OTIEPAIIHOHHON CHUCTEMBI, H B TIEPBYIO OUYepeb
cynepBu3opoM. COCTOSHUS TPOLIECCOB M PECYPCOB H3MEHSIIOTCS B MOMEHTHI BBITTOJIHEHUS
CHENHATbHBIX KOMaHJ — OOpalieHusi K CYNEpBH30PY W TNPHUBHICTHPOBAHHBIX, C TOMOIIBIO
KOTOPBIX CYNEPBH30p VYIPABISET MPOIECCaMU M pPecypcaMu, a TaKKe NIpH TOCTYIUICHUU
CUTHAJIOB TIPEPhIBAHMS, N3BEUIAIOIINX CYIIEPBU30p O MOMEHTaX OKOHYAHHS OIEpaluii BBOJA —
BBIBOJIa, OCOOBIX CUTYallMsSX B CHCTEME M CHUTHAJIaX Ha ee Bxojax. Hapsay ¢ 3TUM COCTOSIHHS
YCTPOHCTB OTOOPAXKAKOTCSI COOTBETCTBYIOLIMMHE JIEKTPUUESCKUMH CUTHAJIAMH.

MOHHTOPBI CTPOSATCS C UCIIOJIB30BAHUEM PA3IIUYHBIX METOJOB M3MEPECHHU M CPEICTB U
KJIACCU(DHUITUPYIOTCS B 3aBUCIMOCTH OT 3TOTO (pHC 2).

TpaccupoBouHbIi ¥ BBIOOPOYHBI  MeTOABI  u3MepeHmid. Tpaccuposounviii
MemooO U3MEPEHUH OCHOBaH Ha PETHCTPAlMU COOBITHI, COOTBETCTBYIOIIMX MOMEHTaM
WU3MEHEHUS COCTOSTHUH BBIYUCIUTEIHHON CUCTEMBI. K TaKUM COOBITHSIM, B 4aCTHOCTH, OTHOCSTCS
HAyYaJIo U KOHEI[ BBOJIA 33aJJaHMs, [Iara 3aJaHusl, dTara MpoiecCOPHOi 00padoTKH, oOpameHus K
BHEITHEW maMaTu U T. . COOBITHS PErHCTPUPYIOTCS MOHHTOPOM B BUJE COOBITUHHOTO Habopa
naHHbIX T (pHc. 3), COCTOSIIEro U3 MOCIEI0BATEILHOCTH 3alKCeH S1, S2, ..., COOTBETCTBYIOIINX
MOCJICI0OBATEIHHOCTH COOBITHH. B 3amucu peructpupyercs MOMEHT BO3HUKHOBEHUS COOBITHS,
UMEHA TIpoIlecca M pecypca, ¢ KOTOPhIMUA OHO CBSI3aHO, U TIapaMeTpbl COOBITHS, — HAIpUMEp
€MKOCTh 3aHMMAaeMOT0 WM OCBOOOXKAaeMOro OJIOKa MaMsTH, YWCIO TepelaBacMbIX OaiToB
JaHHeIX U T. A. CoObITHIHBIA HAa0Op MaHHBIX, CO3[aBA€Mbli MOHHUTOPOM, COJAEPIKUT

Jioda.
uH(popMalrio o mpoueccax """ U OIHOBPEMEHHO O pecypcax. Ha pucyHke nzoOpaxkeHa

JuarpaMma MUcCII0JIb30BaHUsA YCTpOﬁCTBa R’ , IPpCACTABJIAIOIIAA €0 COCTOSHUA (O — CBO60,Z[HO nl

M,
— 3aHATO), U JMarpaMMma MCIOJIb30BAHUA MaMATH ~ ¢, XapaKTEepPU3YIOIlas CYMMapHYI0 €MKOCTb,
3aHATYI0 IpoueccaMu. MOHHTOpBI, H3MEpSIOLUE Mpouecc (YHKIMOHUPOBAHUSI CUCTEMBI
TPACCUPOBOYHBIM METOJIOM, Ha3bIBAIOTCS MPACCUPOBOYHBIMU.

Morurmope!

P

Toaccupoeayssie BeBopoqnse

=l

CReyuanuau-
posaHRLie

P

YRUSEpCaREH L

lNpozpammnsie Mubpudnbie Annaparmnsie
BormpoeRHee AsroRomARkie BeompoerRsie AsroRomARkie
C xecrmwod T npozp amaugy-
noEUKon en ol Rozurol

Puc. 2. Knaccuukanus MOHUTOPOB
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Puc. 3. CocTtaB u3MepuTeIbHbIX JaHHBIX

Buibopounwiii  memoo u3MepeHUid  OCHOBAaH  HAa  PETUCTPAllUd  COCTOSIHUMN
BBIYUCIIUTENILHOW CUCTEMbI B 33a[JaHHbIE MOMEHTHI BPEMEHH, KaK MPaBUJIO, Yepe3 MPOMEKYTKH

JUTUTENBHOCTEIO0 © . B MOMEHTSI t=nd.n=0, 1’2“", BBIOOPOYHBIE MOHHUTOP PETUCTPUPYET
COCTOSTHUE CHUCTEMbI, (DUKCHUpPYS B COOTBETCTBYIOLIUX 3alUCAX JaHHbIE W3 YIPABISIOMIMX
TaOJIML, WIA 3HAYEHUS DJIEKTPUUYECKUX CHUTHAJIOB, XapaKTEPU3YIOIIMX COCTOSHUS YCTPOMCTB
cucteMbl. [lomydyeHHble JaHHBIE TO3BOJISAIOT C MOTPEUIHOCTbIO HE Oojee 26 OIEHHUBATh
POJOKUTEILHOCTh NPEOBIBAaHUS IPOLIECCOB M PECYPCOB B PA3NMUHBIX COCTOSIHUSIX U

BEPOSITHOCTH coCTOsSHUU. [locnenHue ompenensioTcss 3HAUYCHUSIMHU pi=nln , TJI€ ni — YuCiIo
BBIOOPOK, TIPU KOTOPBIX OBUIO 3apeTMCTPUPOBAHO COCTOSIHUE i, U 1 — JIUTENBHOCTH IMpoliecca
WU3MEPEHHH, onpeiesisieMasi YucioM BRIOOPOK.

TpaccupoBoUHbIE MOHUTOPBHI HU3MEPSIOT OTHAEIbHBIE MPOIECCH, HApUMEpP 00pabOTKy
OJIHOTO 3a/1aHusi, 0ojiee TOYHO, YeM BhIOOpOUHBIe. OHAKO, ecii (PYHKIIMOHUPOBAHUE CUCTEMBI
OIICHUBAETCA CTATHCTUYECKUMHU METOJAaMH, BHIOOPOYHBII MOHUTOP OOECIIEUMBACT TaKYIO Ke
TOYHOCTb, KaK W TPACCHPOBOYHBIN, IMpaBaa IpH OOJBIICH MPOJOHKUTEIBHOCTH H3MEPECHUIM.
OcCHOBHOE JOCTOMHCTBO BBIOOPOYHBIX MOHHUTOPOB — BO3MOYKHOCTb HM3MEPEHHUH CKOJIb YTOJHO
OBICTPBIX MPOIIECCOB NMPU OTPAHUYECHHOM OBICTPOICHCTBUM.

IIpakTnyeckoe 3ansaTue Ne 8
Tema S: [IporpamMmHbIe U3MEPUTEIBHBIE MOHUTOPBI

2. YHuBepcalbHbIE U CIIELUATN3NPOBAHHBIE MOHUTOPBI
Hean: HM3ydenue npouecca ympasleHHs IPOrpaMMHBIM KOJOM U JOKYMEHTALUEHR
MO (UIIMPYEMBIX TPOrpaMMHBIX cucTeM. [loHnMaTh 3HaueHue yrpaBieHus KoHUryparuei
CpeacrBa 00y4eHUsi: TETpaau Ul BBINOJHEHUS NPAKTUYECKHUX 3aHATHH, VHTEepHET-
peCypCehl.
YHuBepcajibHble M CHELUAJM3MPOBAHHbIE MOHHUTOPbLI. B 3aBucuMoctd  OT

PETUCTPUPYEMOTO  COCTaBa  COOBITUH  (COCTOSTHMI)  MOHHUTOpBHI — MOJPA3AEISAIOTCA  Ha
YHHMBEPCAIbHBIE U CIIELIUATU3UPOBAHHBIE.
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Vuusepcanonviii MoHumop perucTpupyeT Bce COOBITUS (COCTOSHUS) WIN IMOJABISIOIIEe
OOJIBIIMHCTBO UX, Onarofapsi 4emy COOBITUHHBIN HAOOp NAaHHBIX JOCTATOYECH JJIS MOCTPOCHHS
Tpacc MPOLECCOB M UCHOIb30BaHUSA pecypcoB. OObEeM H3MEPHUTEIbHBIX JAHHBIX YPE3BbIYANHO
BenmuK M cocraBnsger 10°—107 Gaiit na omun mpouecc. IT03TOMY B MOHHMTOPBI BCTPaUBAIOTCA
CpeACTBa HACTPOWKH, IO3BOJISIOIIME PEruCTPUPOBAaTh YacTb COOBITHM, COOTBETCTBYIOLIMX
LEJIBIM WCCIICIOBAaHUI. YHHUBEpCabHbIE MOHUTOPHI UCIIONB3YIOTCSI B OCHOBHOM IEPHOIMYECKU
Ul OLIEHKH, HallpUMep, KOHKPETHBIX CUCTEMHBIX WJIU MPUKJIAJHBIX IPOLIECCOB.

Cneyuanuzuposannbviti  MOHUMOP PETUCTPUPYET  OIPENENEHHYI0 4acTh  COOBITHIH
(cOCTOSIHMIA), COOTBETCTBYIOLMX KOHKPETHOM LEIM M3MEPEHHH, YTO MPUBOAUT K YMEPEHHOMY
00bEeMy M3MEPHUTENBHBIX TAaHHBIX U CHUYKAET CIOKHOCTh UX 00paboTku. Crenuain3npoBaHHbIE
MOHUTOpPB! IIUPOKO MPHUMEHSIOTCS Ul y4yeTa BBINOJIHEHHBIX pPAabOT M OLEHKH 3arpy3Ku
pecypcoB. bnaromaps yMepeHHOMY TIOTOKY JaHHBIX CIEHHAIM3UPOBAHHBIE MOHHTOPHI
UCMOJB3YIOTCSl KaK IIOCTOSHHO JIEHCTBYIOIIME M3MEPHUTEIbHBIC CpPEACTBA [UIl OLECHKHU
(YHKIMOHUPOBAHUS CUCTEM B TEUEHHE BCEro paboyvero nepuosa.

IIporpamMHBIe MOHHMTOpPBI. MOHUTOpBI, pealu30BaHHbIE B BUAE IPOrPaMMBbl,
BBINIOJHSEMOHN BBIYNCIUTEIBHON CHCTEMOM, Ha3bIBAIOTCS NPOZPAMMHBIMU.

IIpoecpammmubie MOHUMOPLL MPACCUPOBOUHO2O MUNA PEATUPYIOT HA ONPEIeICHHBIN Kilacc
COOBITHI 3a CYET «I1epexBaTa» OOpalleHUil K CylepBU30pY, CUTHAJIOB IpPEObIBAaHUS U JPYTUX
CUTHAJIOB, YTO IPUBOJAUT K Iepejiade yIpaBJeHHs NporpaMMHbBIM OjokaM MoHuTOpa. [IpuHsaB
yIpaBJIeHUE, MOHUTOP BBIOMpPACT U3 YHPABSIIOMMX TaONHMIl CyNEepBU30pa, MIPOTrpaMM
yIpaBJIeHUs 33JaHUSMU U JAaHHBIMH HEOOXOIuMyl HUH(OpMaLuioo, (GOpMHpPYET 3aluch,
COOTBETCTBYIOLIYIO COOBITHIO, M TIOMELIAET €€ B 33JaHHYI0 O0JacTh MaMATH. 3aTeM Hepenact
ylpaBJIeHHE B TOYKY, Iepel oOpallleHMeM K KOTOpPOM BKIIIOYAaeTcss B paboTy B MOMEHT
BO3HHUKHOBEHUS COOBITHI, COOTBETCTBYIOIIMX CMEHE COCTOSTHHIMA.

IIpoecpammmubie MoHuUmMOpvL 66160POUHO20 MuUNA BKIKOYAIOTCS B paboTy MO Taiimepy,

OTMEUAIOUIEMY HWHTEpPBaJbl BPEMEHU g, yepe3 KOTOpbIE IPOU3BOJIUTCS ONPOC COCTOSIHUM
BBIUMCIUTENBHON cucTeMbl. Kak ¥ MOHHMTOPBI TpPacCUPOBOYHOIO THUIA, OHU MOIYYalOT
HEOOXOJUMBbIE JaHHbIE O COCTOSSHUM CHCTEMbl M3 YIPaBISIIOIIMX TaOMUI] M 3aHOCAT
chopMHpOBaHHBIE JAHHBIE B 33JaHHYIO0 00JaCTh NaMSTH.

B 3aBucumocTH OT MECTONOJOXEHUS M OT CTaTyca HpPOrpaMMHBIE MOHUTOPBI
MOJPA3JIeNIAI0TCs Ha BCTPOCHHbBIE U aBTOHOMHBIE (CM. puc. 4).

Bcmpoennvii  npoepammuuili. MOHUMOp —  COBOKYIHOCTH  MPOTPAMMHBIX — OJIOKOB,
BXOJSILIMX B COCTAaB YIPABIIIOIIUX MTPOTPAMM OINEPALIMOHHON CUCTEMBI. BCTpOEHHBIN MOHUTOP
CO3/a€TCS COBMECTHO C OINEpPAlMOHHON CHCTEMOHl M SBISETCS €€ 4YacThlo. 3a CYET ATOro
oOpamieHne K OJlokaM MOHMTOpA pealu3yeTcs KOPOTKMMHM LENOYKaMH KOMaHa |
MUHUMU3UPYIOTCS 3aTpaThl MPOLECCOPHOTO BPEMEHM Ha BBINOJIHEHHE H3MEPUTEIbHBIX
npouenyp. BerpoeHHsle mporpaMMHbIE MOHUTOPBI, KaK MPaBUIIO, UMEIOT CTaTyC YIPABIISIFOIIMX
IporpaMM  OMNEpalMOHHON  cucTeMbl. B omepanMoOHHBIE  CHUCTEMBI  BCTpPaMBArOTCS
CHeLMaIU3UpPOBAHHbBIE M3MEPUTEIbHBIE CPEJACTBA JJIS ydeTa BBIMOJHEHHBIX Pa0bOT, KOHTPOJISA
MCIIOJIb30BAaHUsI PECYPCOB M MOJyYEHHUsl JaHHBIX O cOOSX M OTKa3zax CUCTeMbl. Takoro poja
U3MEpUTENIbHBIE  CpPEACTBAa  JAlOT  MHMHUMAJIbHBIE  CBEeIEHUS O  (DYHKIMOHHUPOBAHUU
BBIUHCIUTENbHON CHCTEMBI.

JUia  pacluupeHus HU3MEPUTENBHBIX  BO3MOXKHOCTEM  HCIOJIB3YIOTCS A6MOHOMHbIE
npocpammuble MOHUMOPbl — U3MEPUTEINIbHBIE MPOTrPaMMBbl, BHITIOIHIEMbIE CUCTEMON B OCHOBHOM
KaK MPUKIAIHON Iporiecc. ABTOHOMHBIE MOHUTOPHI 3arpy’KaroTcsi B ONEPATUBHYIO MAMSTh Kak
MPUKIIAIHBIE TPpOrpaMMbl. MOHUTOp MPOTrpaMMHO CBSI3BIBAETCS C CYNEPBU30POM, 32 CUET YEro B
MOMEHT BO3HHMKHOBEHHs COOBITMI MOHMTOpY Iepelaercs yrpaBieHue. MOHHUTOp BbIOMpaer
HEOoOXOUMbIE JaHHbIE W3 YIPABIAIOMUX TaOIuI, oOpabaThiBaeT WX, (GOPMUpPYET 3aluCh B
Habope M3MEpUTENbHBIX JAHHBIX M BO3BpalllaeT YIpaBJIEHHE CYNEpPBH30pY. ABTOHOMHbBIE
MOHMTOpPBI, Kak [paBWIO, YHUBEPCAJIbHbI U TMO3BOJISIIOT PErHCTPUPOBATH  IIMPOKYIO
HOMEHKJIaTypy COOBITUH HpPU TPACCUPOBOYHOM M COCTOSHHM M COCTOSIHUH HpU BHIOOPOYHOM
MeTofie wu3MepeHuid. Crnenuaan3upoBaHHbIE ABTOHOMHBIE MOHUTOPBI HCIOJB3YIOTCS IS
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KOHTpOJIsI 32 (YHKIMOHUPOBAHUEM OTHAEIbHBIX TOJCHUCTEM BBIYMCIUTEIBHON CHCTEMBI,
HarpuMep MPOIECCOB BBOJA — BBIBOJA, pa0OTHl BHEUIHMX 3allOMUHAIOIIMX YCTPOWCTB U Ap. B
OTJINYME OT BCTPOCHHBIX AaBTOHOMHBIE  MOHHUTOPBI ~ HMCHOJIB3YIOTCS Il OLICHKHU
(YHKIIMOHUPOBAHUS CUCTEMBI JIUIIb EPUOTUIECKH.

OcHOBHOE JOCTOMHCTBO MPOTPAMMHOIO  Crocoba TMOCTPOEHUS MOHHUTOPOB  —
BO3MOXKHOCTH TTOJIYUYEHHS CKOJIb YTOJHO JeTaabHON mH(popManuu. HegocTatku — 3aBUCUMOCTD
MPOrpaMMHBIX MOHHMTOPOB OT Tuna OBM u onepanmoHHOM CHUCTEMBI, a TaKKe BIIHMSHUE
MOHHUTOpa Ha BPEMEHHBIE acNeKThl (PYHKIMOHUPOBAHUS CUCTEMBL. [IporpamMMmHbBIE MOHUTOPHI
coznarorcs st OBM M onepallMOHHBIX CUCTEM KOHKPETHBIX THUIOB. [lo3TOMy mocraHoBka Ha
OBM HOBOI ONEpalMOHHONW CHCTEMBl WU PaCIIUPEHUE ONEPAlMOHHOW CUCTEMBI TpeOyeT
Moau(UKAIIMK U3MEPUTENbHbIX CcpeAcTB. [lockobKy mporpamMmbl MOHHUTOpPA pPEaTH3YIOTCS
COBMECTHO C TMPHUKIAAHBIMH U CHUCTEMHBIMH HporpamMMamu, o0OpaOoTka 3agaHuil TpU
U3MEPEHUSX  paCTATMBAECTCA BO  BPEMEHU. BcCTpoeHHBIE  NpPOrpaMMHBIE  MOHHUTOPBI
XapaKTEepU3yIOTCd HE3HAYUTEIIBHOW PECypCOEMKOCTBIO M IIOpOKJIaeMas MMM Harpy3ka Ha
MPOLIECCOP HEBEJIMKA. ABTOHOMHBIE IPOTPAMMHBIE MOHHUTOPBI HMMEIOT 3HAYUTEIbHYIO
peCypcoeMKoCTh, KoTopasi MoxeT cocTaBisiTh 10-15% npoueccopnoro Bpemenu. BoibopouHnsie
MOHUTOPBI TO3BOJISIIOT CHM)KAaThb HArpy3Ky Ha pecypcbl 3a CUET YBEIMYEHHUS MEepuojaa
perucTpanuu, OIHAKO TMpPU ITOM JUIsl TOJYYEHHsS NPEICTaBUTEIIBHOTO OO0BbEMa JIaHHBIX
MPUXOJUTCS YBEIMYUBATH IPOJOJIKUTEIbHOCTh U3MEPEHU.

AnmapaTtHble MOHMTOPBL. Annapamuviii MOHUMOP — KOMIUIEKC TEXHUYECKHUX W,
BO3MOKHO, IPOrPaMMHBIX CpPEICTB, NpPEAHA3HAYEHHBIX JUIsI HM3MEPEHUsi IPOLIECCOB
(yHKIIMOHUPOBAHUSI BBIYUCIUTEIbHBIX cUCTeM. [IpUHIMI N3MEpEeHH C TOMOILBIO annapaTHOTO
MOHHUTOpPA WILIIOCTpUpPYETCa puc. 5. MOHHUTOP moiydaeT WH(OPMALIUIO O COCTOSIHUM CHUCTEMBI
IIOCPEJICTBOM JJIEKTPUYECKUX CUTHAIOB, XapAKTEPU3YIOLIUX COCTOSHUE OTAEIBbHBIX YCTPOMCTB U
0s10k0B. [Iy1s1 M3MepeHui BBISBISIFOTCS TOUKH MOJKIIOYEHUS MOHUTOpAa K CHCTEME, B KOTOPBIX
IIPUCYTCTBYIOT CHUTHAQJIBI, IPEIACTABIAIOIIAE COCTOSHHE YCTPOMCTB. B KadectBe TOUYEK
MOJKIIIOUEHUS] HanboJiee 4acTO HCIHOJB3YIOTCS BBIXOJbI TPUITEPOB U JUHUH UHTEp(dericoB.
Touky MOAKIIOUEHHUS CBS3BIBAIOTCSI C MOHUTOPOM IIPHU IOMOIIM 30HAOB. 30HJ COCTOMT W3
YCUJIMTENs, 00ecTIeunBaloIIero nepeaayy CUrHajgia mo JAJMHHON JMHUU U MMEIOIIETO BBICOKOE
BXOJIHO€ COTIPOTHBIIEHUE, U JTUHUH, COEUHSIONIEH YCUIUTENb C BX0OJIOM MOHUTOpPA. CUTHAJIBI C
30H/10B 00pa0aTBIBAIOTCS CEIEKTOPOM — CXEMOM, (opMHUpYIOIIel Ha OCHOBE BXOJHBIX CUTHAJIOB

v RN~ TR )
CUTHAJIBI COCTOSTHUH (COOBITHIT) """ *"M  KOTOpBIE JOIKHBI 00pabaThIBATHECS MOHUTOPOM.

Eaen o
CurHaner "1™ ¢ CCJICKTOpa MOCTYINAKOT B HU3MCPHUTCIbHBIN 6J'IOK, B KOTOpOM

BBINIOJIHSIFOTCS TUIUYHBIE HM3MEPUTENbHBIE MPOLEAYPHl: ONPEAENIeTCsl BpeMs NOCTYIIEHUS
CUTHAJa, JUIMTENBHOCTh  IPOMEXKYTKAa  MEXIy JABYMS  COOBITUSIMM, OTMEYaeMbIMU
COOTBETCTBYIOIIMMHU CUTHAJIAMU, ¥ YUCIO COOBITHI. Pe3ynbTaTsl M3MepeHuil BBOAITCS B MUKPO-
OBM no curxHanam npepsiBaHus WM 10 Taitmepy. Mukpo-OBM o0pabatbiBaeT nocrymnaromue
M3MEpUTENIbHbIE JTaHHBIE, 3aMHChIBAET UX HA HEKOTOPBIM HOCUTENb (HAllpuMep, Ha MarHUTHYIO
JICHTY) HOIlepaTUBHbIE OLIEHKH (YHKIIMOHUPOBaHUS OTOoOpakaeT Ha TepMuHaie. OnepaTuBHbIE
OLIEHKU HCIMOJB3YIOTCS ISl KOHTPOJIS 32 XOJIOM IpoLecca U3MEHEHHH U (hYHKIIMOHHUPOBAHHUEM
BBIUMCIUTENbHON CHUCTEMBI. 3aperucTpUpOBaHHbIE HAa HOCUTENIE U3MEPHUTENbHbIE TaHHbIE B
JTaIbHEUIIEM MoABEepraroTcss 00padboTke ¢ momMoibio 9BM MonuTOpa nnm apyroit 9BM, B Tom
YHUCIIE UCCIIETYEMOM.
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Puc. 4. I3aMepenus ¢ MOMONIBIO anapaTHOr0O MOHUTOpA

B 3aBucuMocTH OT Ha3zHayeHUs U crocoba IMOCTPOEHHUs alnapaTHble MOHUTOPBI
MIOAPA3ACIAIOTCS Ha aBTOHOMHBIE, BCTPOEHHBIE, C KECTKOM M IIPOrpaMMHUPYEMOW JIOTUKOU
(em. puc.  7.13). Asmonommublii  annapamuulii.  MOHUMOpP — NEPEHOCHOE YCTPOMCTBO IS
U3MEpPEHUI pa3IMuYHBbIX BBIYUCIUTENBHBIX CUCTEM. Becmpoennvlii annapammubviti MOHUMOpD —
YCTPOUCTBO WIH 010K, KOHCTPYKTUBHO BCTPOEHHBIN B BBIYHCIIUTEIBHYIO
CUCTEMY. Annapammusie MOHUMOPbI C JHCECMKOU JN02UKOU TPEJHA3HAYEHBl [UISl IOJIyYEHUs
(buKcupoBaHHOr0 Habopa OLEHOK (PYHKIMOHUPOBAHMS, KOTOPBIA BBIYUCISAETCS C IOMOLIbIO
CXEMHBIX CPEJICTB WJIM MPOTpamMM, XpaHUMbIX B MOCTOSIHHOM HamsATH. MOHHUTOpPBI C KECTKOU
JOTMKOW HamOosiee LIMPOKO MCIIOJB3YIOTCS JJIsi KOHTPOJS 3a MCIIOJIb30BaHHUEM PECypCcoB
CHCTEMBI, OIICHHBAEMBbIM C IMOMOIIBIO K03(PHULIMEHTOB 3arpy3ku. Annapamuvie MOHUMOPbLL C
npocpammupyemou 102uKoi UMEIOT B CBOEM cocTaBe DBM, myrem nporpaMMupoBaHusi KOTOPOH
MOYKHO TOJTy4YaTh pa3jM4yHble JaHHbIE 0 (YHKIMOHUPOBAHHH MCCIEIYyEeMOW CHUCTeMBI. B Takmx
MOHUTOpax BO3MOXKHa IepecTpoilka (yHKUUH celeKTopa COOBITMH U COCTOSIHUH M (yHKUUH
M3MEPUTENILHOTO 0JI0Ka B 3aBUCUMOCTHU OT COCTaBa BXOJ/IHBIX CUTHAJIOB U LIEJIHM U3MEPEHUH.

ITponyckHasi ciocoOHOCTh anmapaTHOIO MOHHUTOpA, ONpejesseMas 3aTpaTaMid BpeMEHHU
Ha U3MEPEHHE U PETUCTPALIMIO COCTOSHUMN, OTPaHUYNBAETCS OBICTPOICHCTBUEM HCIIOIb3YEMbIX B
MOHUTOpPE CPEACTB 00PaOOTKU M XpaHEHUsI U3MEPHUTEIbHBIX AaHHBIX. Eciu yactoTra u3MeHeHus
COCTOSTHUN B CHUCTEME HE IMPEBOCXOJUT IMPOIYCKHON CIOCOOHOCTM MOHHUTOpA, UCIOJb3YETCS
TPAaCCUPOBOYHBIM METOJ, M3MEpeHui. B MNpOTMBHOM ciyyae H3MEpEHUs MNPOBOIATCA IO
BBIOOPOYHOMY METOJy, KOTOpPBHIM HE Hajaraer OrpaHMYeHUH Ha CKOPOCTh MPOLECCOB B
U3MEPSAEMOU CUCTEME.

OcHOBHbBIE JOCTOMHCTBA allapaTHbIX MOHUTOPOB — CHCTEMHas HE3aBUCUMOCTb U
HE3aBUCHMOCTD Ipolecca (PyHKIIMOHUPOBAHMSI CUCTEMBI OT IpOILeTypbl n3MepeHuit. CucreMHas
HE3aBUCUMOCTh OOYyCIIOBJIIEHa TE€M, YTO annapaTHble MOHUTOPHI MPSMO HE CBSA3aHBI C
IIPOrPaMMHBIMM ~ CPEACTBAMHM, a IIO9TOMY MOTYT HCIOJb30BaTbCsA Ui  HU3MEPEHUMU
¢dbyHKIMOHMpOBaHUs JTH00bIX DBM, paboTarommx B pa3IuYHbIX PEKHUMax IOJ YIpaBICHUEM
JTOOBIX  OMEpalMOHHBIX CHUCTEM. AINapaTHblE MOHUTOPHl HE HCHOJB3YIOT PECYpCcoB
HCCIIETyeMON CHCTEMBI, U MOATOMY IPOLIECC M3MEPEHHH He BiIMAeT Ha (DYHKIMOHHPOBAHHE
cucteMbl. HemocTatok ammapaTHOro crocoda M3MEepeHHil — CYIIeCTBEHHbIE OTpaHWYEHHUs Ha
cocTtaB MHQOpMAMK O (YHKIIMOHUPOBAHUM CHUCTEMBI, TOCTYINHBIA JJII MOHUTOpa. MOHUTOpP
MOXET T0JIydyaTh TOJIBKO Ty HH(OpMAlMIO, KOTOpas OTOOpakaeTcsi B YCTPOWCTBaxX B BHJE
CUTHAJIOB, U €My HeJIOCTylHa MHpopmMmanus, GopMupyemas mporpaMMaMud M oToOpakaemasi B
namsTi cucteMbl. [loaTomMy anmapaTHble MOHHUTOPBI HE MOTYT PETHCTPHPOBATH aTPUOYTHI
3aJaHul (MMEeHa MOoJb30BaTeNiel U MPOrpaMM), COCTOSIHME ouyepeneil U Ipyryro HHGOpMaIUIo.
Haubonee nocrynna s peructpanuu HH(oOpMaius, CBsi3aHHas ¢ UCHOJIb30BAHUEM PECYPCOB:
3arpy3ka yCTpPOMCTB, HWHTEHCHBHOCTh OOpalleHHs] K YCTPOMCTBAM, YacTOTa pPa3IUYHBIX
orepanuii, ”HTEHCUBHOCTb IOTOKOB JIAHHBIX, II€peaBaeMbIX uepe3 HHTepdencsl, 1 ap.

I'mOpuanbie MOHUTOPBI. [N UCHOIB30BaHUS MNPEUMYIIECTB IMPOrPAMMHOTO U
anmapaTHOro crocoba U3MEpPEeHUH CO3/1aI0TCs TMOPUIHBIE MOHUTOPBI, B KOTOPBIX UCIIOIb3YIOTCS
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pOrpaMMHBIE CpEeACTBa AJI TMOJYYEHHs] JAHHBIX O COCTOSIHHUSAX CHUCTEMbl U allllapaTHbIe
cpeacTBa Ajid perucTpalui USMCPUTCIIbHBIX JAHHBIX, ITOCTYNAOMUX OT MPOrpaMMHBIX CPCACTB.

B cTpykTypHOM OTHOIIEHMHM THOPHUIHBIH MOHHTOP COCTOMT M3 IPOTPAMMHON |
anmapatHoii vactu. IlporpaMMHas 4YacTb — COBOKYIHOCTh IPOTPaMMHBIX  OJIOKOB,
buKCUPYIOIIUX W3MEHEHHUE COCTOSIHMM MPUKIATHBIX U CUCTEMHBIX IpoleccoB. [IporpaMMHubie
O510kM (OPMHUPYIOT IAaHHBIE JUIS alMapaTHOW YacTH MOHUTOPA, KOTOPBIE BBIBOIATCSA Yepes
COOTBETCTBYIOIIMN KaHal (MHTepdeiic) BBOAAa — BbIBO/IA. ANMApaTHBI MOHUTOP MOAKIIOYAETCS
K KaHaJIy U, IoJy4asad JAaHHBIC OT U3MCPUTCIIbHBIX IIPOrpaMM, O6pa6aTBIBaCT nux COGCTBGHHBIMI/I
cpelacTBaMu. 3a CUET TaKOW OpraHu3alliy U3MEPUTENbHBIX CPEACTB 00ecreynBaeTCsl AOCTYI K
uHpopmanuu, HopMUPYEeMOil Ha MPOrPaMMHOM YpPOBHE, U CYIIECTBEHHO CHUKAIOTCS 3aTpPaThl
PECYpPCOB CHCTEMBI Ha M3MEPEHHUs, IOCKOJIbKY H3MEpPUTEIbHbIE MPOrpaMMbl 3aHUMAIOT
H€6OJIBHlyIO 06HaCTB MNaMsATU U BBITOJHAOTCA C HC3HAYHUTCIBHBIMHA 3aTpaTaMu IIpOUCCCOPHOTO
BpEMEHH. AMNMapaTHbIA MOHHUTOP HMMEET CTaTyc nepudepuifHOro ycTpoiicTBa U paboTaeT B
OCHOBHOM aBTOHOMHO, MCIIOJIb3ysd COOCTBEHHYIO HaMsTh, IIPOLIECCOP M CPEACTBA BBOAA —
BBIBO/JIA.

Opranusanus OLICHKH ¢pyHkunonnposanus. OneHka (GYHKLIIMOHUPOBAHUS
BBIUUCIUTENFHBIX ~ CHCTEM  CBOAMTCA K  OOpabOTKE  W3MEPHUTENbHBIX  JIaHHBIX,
3aperUCTPUPOBAHHBIX MPOIPAMMHBIMU M allapaTHBIMU MOHUTOpPAMH, C LIEIbIO OINpe/esIeHUs
CHCTEMHBIX XapaKTEPUCTHK (ITPOM3BOAUTEILHOCTh, BPEMs OTBETA M HA/ICKHOCTD), TIOKa3aTelei
UCIOJIb30BaHUSI  PECYpPCOB, XapaKTEepUCTHK pabodel Harpysku, a TaKke C ILelbIo
uaeHTuukanuu cucreMbl. Hanbosiee mMMpPOKO HCHOIB3YEeTCS JBYXATAalHBIA CIIOCOO OLIEHKU
¢bynkunonupoBanus (cMm. puc.2), Ha nepBom stame coOMparOTCsi U HAKaIUIMBAIOTCS B apXUBE
u3MepuTeNnbHbIe TaHHble. Ha BTOpoM sTane nanHbie oOpabaTsiBatorcs. [IporpamMHsie cpencTaa
XpaHEeHMs, TOCTYIa K JaHHBIM U OLEHKH (PYHKIIMOHMPOBAHUS COBMECTHO C IOJIOKEHHBIMU B MX
OCHOBY KOHIIENITYaJIbHBIMH M MaTEMAaTHYECKHMMH MOJEISIMU (PYHKIMOHHUPOBAHUS U METOJaMHU
HU3MEPCHHM 06pasy10T cucmemy oyenku ynkyuonupogarus (puc. 5).
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Puc. 5. CoctaB cucreMbl olleHKH (PYyHKIIMOHUPOBAHUS
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CpenctBa XpaHEHHUs CO3/al0T Ha0Ophl H3MEPUTENbHBIX JaHHbIX. Kak mpaBuio,
U3MEpUTENIbHBIE JlaHHBIe, (HOPMHUpPYEMbIE MOHHTOPOM, WPEIACTABISIOT COOOW COOBITHITHBIC
HAaOOpBl, B KOTOPBIX 3allMCH COOTBETCTBYIOT OTHENbHBIM COOBITHSM. C IENbl0 3KOHOMUU
MaMSITH, HCIIOIB3yeMOM /Il XpaHEHUs JaHHBIX, COOBITUHHBIC HA0OPHI MEpel 3aMHUChI0 B apXHUB
peoOpasyroTcss B HA0OPhI ¢ OOBEKTHON CTPYKTYPO, B KOTOPBIX 3alIMCU COOTBETCTBYIOT TaAKUM
oObekTaM, kak 3ananue. OOBEKTHBIE HAOOPHI, KAK U COOBITUIHBIC, UMEIOT MOCIICIOBATEIHLHYIO
OpraHM3aIMI0 C YIOPSJIOYEHHBIMH BO BpeMeHH 3amuciMu o0 oObekTax. IIpeoOpaszoBanue
COOBITHITHBIX HA0OPOB B OOBEKTHBIC BBIMOJHICTCS MPOTPaMMaMH KOHBEPTUPOBAHHUS, KaXK1asl U3
KOTOPBIX COOTBETCTBYET MOHUTOPY OIPEICICHHOI0 THIIA.

Onenka (GyHKIIMOHUPOBAHUS CUCTEMBl B OOJIBIIMHCTBE CIy4aeB IMPOU3BOAMTCS Ha
OCHOBE HEKOTOPOro IMOJMHOKECTBA XPaHUMBIX B apXUBE HM3MEPUTEIbHBIX JIaHHBIX,
OTHOCSIIIIUXCS K OMpPEACNICHHBIM IepuoaaM paboThl CUCTEMbI WM K OINPEICICHHBIM Kiaccam
3aganuil. CeneKkTuBHAs BHIOOPKA JAHHBIX M3 apXMBa BBIMOIHICTCS MIPOrPAaMMHBIMH CPEICTBAMU
BBIOOPKH, KOTOpBIE 3aTeM (OPMHUPYIOT HAOOpBI TaHHBIX 00 OMPENEICHHBIX Kiaccax 00BEKTOB
(BpeMeHHbIe MHTEpBaJjbl, FPYIMIbI 10JIb30BaTENEH, TPOJOHKUTEILHOCTD NMPEObIBAaHUN 3a/1aHUH B
cucteme u ap.). ChopMupoBaHHEIE HAOOPHI JaHHBIX 00Pa0OATHIBAIOTCS MPOTPAMMAMHU OIICHKHU
CUCTEMHBIX XapaKTEePUCTUK, 3arpy3KH PECYpPCOB, paboyeil Harpy3ku U T. 1. Pe3ynbrarhl olleHKu
MIPEACTABIISIIOTCA B BUJIE BBIXOJIHBIX JOKYMEHTOB. JlJII OIIEHKH XapaKTEPUCTHK HCIOJIb3YIOTCS
KaK CHelHalbHO pa3padaTbiBacMble MPOTrPAMMBI, TaK U MAKEThl IPOrpamMM OOIIEeTo MpUMEHEHUS,
HaIrpuMep NporpaMM CTaTUCTUUYECKOTO aHAJIK3a.

IIpakTnyeckoe 3ansaTHe Ne 9
Tema 6: [lpumenenne otrinamuukoB u am3accemoOnepa (HanpumepOllyDbg, WinDbg,
IdaPro)
1. IIlpumMeHeHue OTIIaTYUKOB

Hean: M3yyenue oTa4uKkoB U qu3acceMoepa.
CpencrBa 00y4eHHUs1: TETPAIU JUIsl BHITOJIHEHUS IPAKTHUECKUX 3aHATHH, IHTepHeT-
pecypcesl.

3HaHue accemOiepa MO3BOJISIET «BCKPBIThY» JHO0YIO MPOrpaMMy 1u3acceMOIepoM U U3yUUTh
MexaHu3M €€ paboTbl. AcceMOiiep MOXET NOMOYb IPU OTJIAJKE MPU BO3HUKHOBEHUU
OLIMOOK B KOMITUWJIATOPAX.
S3pik AccemOiiepa - 9TO SI3BIK NPOTPAMMHUPOBAHHS HHU3KOTO YpoBHsS. Jlnsi Hadama BBI
JIOJDKHBI  O3HAKOMUTBCSI € OOIIEH CTPYKTypoH mporeccopa, 4ToObl B JasibHeiIemMm
MOHUMATh, O YeM UJET PEUb.
Ha puc. 1 npencrasiena crpykrypHas cxema MuKponponeccopa 8086, B cocTaB KOTOPOTro
BXOJAT: ycTpoiicTBO ynpasieHus (YY), apudmeruko-noruueckoe ycrpoictso (AJIY), 6ok
npeoOpa3oBaHuUs aJ[pecoB U PETHCTPHI.

Ocxosmast

iia €. ¥ = j; Azpec(20) Jarawsre(16)
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Apugpmemuko-nocuueckoe ycmpouicmeo (AJIY) IpOU3BOAUT OmNEparid  HaJx  JIBYMS
BEJIMYMHAMU JJIs IOJyYEHHUs Pe3yabTaTa U BEIPAOOTKH psifia MPU3HAKOB (PEe3yabTaT MEHBIIIE
HYJISA, PaBEH HYJIIO, WJIA OOJIbIIIE HYJISA U T. 1.).

AKKymynamop — PpErucTp, HWCHOJB3YEeMBIH ISl pa3sMELIeHHs TMOJIeKamMx o0paboTke
JAHHBIX WU PE3YJIbTaTOB BIMOIHEHUSI ONIEPaLIUu.

Pecucmp komano — peructp, ciryKalui A pa3MelleHus TEKyIeH KOMaH/Ibl.

Pecucmp aodpeca — peructp, couepkamuii agpec s4YeHKW NaMATH, U3 KOTOpPOH Oyder
cunMTaHa KoMaHja (OmepaHa) WM B KOTOPYIO TpeOyeTcs 3amucaTh pe3ysabTaT BIMOJIHEHUS
KOMAaH/Ibl.

Pezucmp(vl) oannvix — UCTIONB3YIOTCS B KauecTBe Oydepa (MPOMEKYTOUHOTO XpaHHIIUINA
uH(pOpMallMK) MEXKIy MaMsITbI0 U OCTAJbHBIMU PETUCTPAMM IPOIECCOpa, Yepe3 PETUCTp
JAHHBIX [IEPECBHUIAIOTCS B IPOLIECCOpP KOMaHAbl (ONEpaHbl) U IMEpeAaroTcsl B IMaMATh
pe3ynbTaThl 00paOOTKHU.

Cuemyux KoMaHoO — PETHCTp, YKa3bIBAIOUIMA Ha aJpec CIenyroIled KOMaHIbl, KOTopas
JMOJKHA OBITh BBIOJIHEHA TIOCIE 3aBEPIICHUS] BBIIOJHEHUS TEKylled KOMaH/IbI;
COJICPKMMOE CUETUYHNKA KOMaH/I YBEIMYMBACTCS HA €AMHUILY B MOMEHT BBIOOPKH U3 MaMSTH
TEKYILIEH UCIIOIHIEMON KOMaH/bl.

Pecucmp cocmosnus (prazosuviii pecucmp) — perucTp, XpaHANMKA TPU3HAKU pe3ysIbTara
BBIMIOJTHEHUS TOCJEIHEH Omepaluy; 3TH MPU3HAKU HCIONIB3YIOTCA JUIS OpraHu3aliu
paboThl KOMaH]I TIepeXo/ia.

Yempoiicmseo  ynpaenenus nemmdpupyer koasl KomMaHa U GopMmupyeT HeoOXOoauMble
VIPaBIAIONME  CUTHANBL.  ApHU(METHKO-JOTHYECKOE  YCTPOHCTBO  OCYIIECTBIISET
HEoOXOoauMbIe apu(pMETHUECKUe W JIOTMYECKHe IMpeoO0pa3oBaHMsl JaHHBIX. B  Oioke
npeoOpa3oBaHus aapecoB HOpMUPYIOTCS (PHU3UUECKUE a/peca JaHHBIX, PACIIOIOKEHHBIX B
OCHOBHOI mamsTu. HakoHer, perucTpbl UCHOIB3YIOTCS [UIsl XpaHEHUS YHpaBIsOLIEH
UHPOPMALIUU: aIPECOB U JAHHBIX.

HeoOxoaumMo 3HaTh, Kakue PETUCTPHI MPOILIECCOpa CYHIECTBYIOT U KaK HUX MOXHO
UCIIONIb30BaTh. Bce mporeccopbl apXUTeKTypbl X86 (JMake MHOTOSAEpHBIC, OOJIBIINE U
CJIOHBI) SBJISIFOTCS AanbHUMHU ToToMkaMu Intel 8086 1 cOBMECTUMBI ¢ €r0 apXUTEKTYPOH.
OTO 3HAYUT, YTO NporpaMmMmbl Ha acceMmbiepe 8086 OyayT paboTaTh U Ha CTapUIMX BEPCUAX
IIPOLIECCOPOB.

Bce BuyTpennue peructpsl nporeccopa Intel 8086 sBnsitorest 16-6utHbIMU:

POH CermMeHTHbIE permcTpbl
15 8 7 o 15 0
A AH AL CcSs
BX BH BL DS
CX CH CL SS
DX DH DL ES
MHaekcHblIe pervcTpbl Perncrp cdnaroe
15 o 15 o
SI | FLAGS ]
DI
YrxazaTens KoMmaHa
Perncrpel-ykaszaTenm 15 o
15 o | P |
BP
sSP

Bcero mpomneccop comepkuT 12 mporpaMMHO-JOCTYIHBIX PETHCTPOB, a TAaKKE PETUCTP
¢dnaros (FLAGS) u ykazarens komang (IP).

Peructpsi o0mero naznauenusi (POH) AX, BX, CX u DX ucnons3yrorcs uist XpaHeHUs
JAHHBIX W BBIMOJHEHUS Pa3IUYHbIX apUPMETHUECKUX M JIOrH4ecKkux ormepanuil. Kpome
TOTO, K&XABI M3 ATUX PErMCTPOB MOJENEH Ha 2 4yacTHU MO 8-OMT, ¢ KOTOPHIMH MOXHO
pabotath kak c¢ 8-OutHbiMu peructpamu (AH, AL, BH, BL, CH, CL, DH, DL). Mnagmue
YacTH pPErucTpoB HMMEIOT B Ha3BaHuu OykBy L (ot cnoBa Low), a crapmme H (ot
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cnoBa High). HekoTopble KOMaHIbI HESIBHO HWCIOJB3YIOT OIPEACIEHHBIA PETUCTD,
Hanpumep, CX MOKET BBIIOJIHATH POJIb CUETUHUKA ITUKIIA.

HNHaexkcHble perucTpsl peHa3HAueHbl IS XpaHEHUs MHIEKCOB INpu pabore ¢
maccuBamu. Sl (Source Index) comepxut uHIekc ucrounuka, a DI (Destination Index) —
MHJCKC MPUEMHUKA, XOTSI UX MOKHO HCIIOJIb30BAaTh U KaK PErUCTPhI OOIIEr0 Ha3HAUCHUSI.
Perucrpsoi-ykasareaun BP u SP ucnons3yroresa aiig padotsl co crekoM. BP (Base Pointer)
Mo3BOJIIET paboTaTh C MEPEMEHHBIMH B cTeke. Ero Takyke MOXKHO MCHOJIb30BaTh B JAPYTUX
uensix. SP (Stack Pointer) yka3piBaeT Ha BepmuHy cTeka. OH HCTOIB3yeTCs KOMaHIaMU,
KoTopeie paboTatroT co ctekoM. (IIpo cTex s moapoOHO pacckaky B OTIOEIBHON 4YacTU
y4eOHOro Kypca)

CermentHsble peructpsbl CS (Code Segment), DS (Data Segment), SS (Stack Segment) n
ES (Enhanced Segment) npenna3HaueHsl i 00eCIeUeHUs CETMEHTHOM anpecaruu. Kon
HAXOJHTCS B CETMEHTE KOJIa, IaHHble — B CETMEHTE JIaHHBIX, CTEK — B CETMEHTE CTeKa U
€CTh €Ie JTOTIOJHUTEIbHBI CErMEHT JAaHHBIX. PealbHBIN (U3NYECKUIl agpec MoTydaeTcs
nyTéM CABUTA COIEPKMMOIO CEIrMEHTHOTO perucrpa Ha 4 Ourta BIEBO U NMPUOABIEHUS K
HEMY CMelIeHHs (OTHOCUTEIHHOIO a/ipeca BHYTPH CETMEHTA).

COM-nporpaMma Bcera HaxoJIUTCS B OJJTHOM CErMEHTE, KOTOPBIN SBIISETCS OJHOBPEMEHHO
CerMEHTOM KOJ/a, TaHHBIX U cTeka. [Ipu 3amycke COM-nporpaMMbl CETMEHTHBIE PETHCTPHI
OyIyT collep:kaTh OJIMHAKOBbIC 3HAUCHUSI.

Yka3zareab komauj I[P (Instruction Pointer) conepxut aapec KOMaHbl (B CETMEHTE KOJIA).
Hanpsimyro u3MEHATH €ro coiepKumMoe Helb3si, HO IMpoleccop AenaeT 3To cam. [lpu
BBINTOJIHEHNH OOBIYHBIX KOMaHJ 3HadyeHue [P yBenmmumBaeTcst Ha pa3Mep BBIIIOJHEHHOU
koMaHAbl. CyIIecTBYIOT TakKe€ KOMaHJbl Iepefadd yYIpaBlIeHUs, KOTOpble HM3MEHSIOT
3Ha4eHue [P 1 ocyniecTBiaeHus nepexoq0B BHYTPH IPOTPaMMBI.

Peructp ¢aaroB FLAGS comepxut oTnenbHble OUTHL: (jiard ympaBleHUsS U IPU3HAKU
pesynbTara. diaru ynpaBieHUsS MEHSIOT PEKUM paboTHI poiieccopa:

D (Direction) — d¢nar HamnpaBieHUs. YTPaBIseT HampaBlIeHHEM OOpPabOTKH CTPOK
naHHbix: DF=0 — ot mmagmux azapecoB k crapmuM, DF=1 — oT crapmmx aapecoB K
MITaJIIIHAM (JU1 CTICIIUANTBHBIX CTPOKOBBIX KOMAH/).

- I (Interrupt) — ¢nar npeposiBanus. Eciau 3HaueHue 3Toro 6ura paBHO 1, TO mpepbIBaHUS
paspelIeHbl, Haue — 3aIrpeleHbl.

T (Trap) — dnar TpaccupoBku. Vcnonb3yeTcst OTIaA4UKOM JJIs1 BBIIOTHEHHS IPOTpaMMBbl
IO I1aram.

[lpu3Haku pe3ynbraTa YCTAHABIMBAIOTCS TIIOCIE BBINOJHEHUS apUPMETHYECKUX U
JIOTMYECKUX KOMAH/I:

- S (Sign) — 3HaK pe3ynbTara, paBeH 3HAKOBOMY OUTY pe3ynbTaTa onepanuu. Eciu paBeH
1, TO pe3ynbTaT — OTPHULATENbHBIH.

- Z (Zero) — ¢nar HyneBoro pesyibTara. ZF=1, eciau pe3ynbTar paBeH HYIIIO.

- P (Parity) — npu3HaKk 4€THOCTHU pe3ysbTaTa.

C (Carry) — dnar nepenoca. CF=1, ecnu mnpu CIOKEHUWU/BBIUNTAHUU BO3HUKAECT
nepeHoc/3aém u3 crapuiero paspsna. [Ipu capurax XxpaHUT 3HaYEHUE BBIABUTAeMOT0 OUTa.

A (Auxiliary) — ¢nar nonoJHUTENBHOrO mnepeHoca. lcmonb3yercs B omepanusx ¢
YIIaKOBaHHBIMU JBOUYHO-JECATHUHBIMH YUCIAMHU.

- O (Overflow) — ¢dnar nepenonnenus. CF=1, ecnu monydeH pe3ynbTaT 3a MpeaernamMmu
JIOITYCTUMOTO AMaIa30Ha 3HAYEeHUH.

IIpakTHyeckoe 3ansaTue Ne 10
Tema 6: [Ipumenenue otmamunkoB W au3zaccemonepa (HampumepOllyDbg, WinDbg,
IdaPro)
2. [Ipumenenue au3zaccemoiepa.
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Hean: M3ydyenue oTIaqquKkoB U qu3acceMoepa.
CpencrBa o0yuyeHHsi: TETpaau JUIsl BBITIOJIHCHHS MPaKTUYECKHWX 3aHATUH, VHTEepHeT-

pecypCBhl.

Jexomnunamop (Wv ouzaccembiep) — porpamma, KoTopas npeoOpa3yeT JIBOUYHBIN
KOJI IPOTPaMM B UCXOJIHBIN TEKCT, HAITMCAHHBIA HAa OJTHOM U3 SI3BIKOB IIPOIPAMMHPOBAHUS, Yallle
Bcero — accemOiepe. Hekotopsle auzaccemMOiaepbl MOTYT MPEACTAaBUTH WCXOJHBIA TEKCT Ha
npoctoMm si3bike C. B mporecce Tpancisiiuu 6osbinas 4acTh HHGOpMaud 00 UCXOTHOM TEKCTe
IpOrpaMMbl  TepsAETCs, HalpUMep HMMEHa I[EePEMEHHBIX, MO3TOMY JEKOMIWISATOP MBITAETCS
BOCCTAHOBUTbH MCXOJHBIA TEKCT MPOrpaMMbl HACTOJBKO, HACKOJIBKO 3TO BO3MOKHO. Ecim mpu
JEKOMIIIALMNA TabluIla COOTBETCTBHSI MMEH Oblla HE HaiiJleHa, TO 3a4acTylo JICKOMITHIIATOP
NPUCBAaUBAeT  IEPEMEHHBIM  HMMEHA, COCTABICHHbIE M3  IUIOXO  BOCIPUHHUMAEMOU
MOCJICIOBATEILHOCTH UG U OYKB.

[Tpobnema HECKOJIIBKO YHPOIIAETCs, €CJIM HUCCIIE0BATENlb B COCTOSHUM pazodparbes ¢
acceMOJIEpHBIM KOJIOM, TE€HEPHPYEMbIM JEKOMIWISATOPOM. B 3TOM ciydae neKOMIUISATOP
ocobeHHo noJe3eH. PaccMoTpuM npumep pe3yabTaToB padOThl AEKOMIUIATOPA.

Cpenu xommepueckux aekoMnuiassTopos ans Windows xopomas pemyramust y IDA Pro
komnanun DataRescue. IDA Pro Moxer AeKOMNUIMPOBaTH MPOrPaMMHBIM KOJ MHOIHMX
MPOLIECCOPOB, BKIIIOYAsk BUPTYaIbHYIO MalINHY Java.

Ha pucynke mnokasan mnpumep mpuMmeHeHus jekomnwisitopa IDA  Pro s
nu3accemMOnupoBanus nporpaMmbl pbrush.exe (Paintbrush). IDA Pro Hamien cekiuioo BHEITHHX
(GyHKIMH, WCTONB3yeMBbIX mporpamMmoil pbrush.exe. Ecnmm mporpamma BBIONHSETCS TOT
yIpaBICHUEM OIEPAMOHHON CHUCTEMBI, KOTOpas MOJACPKHUBACT pasaeiseMble OUOIMOTEKH
(Harmpumep, 1moJ yrpasjieHneM onepanuoHHbx cucreM Windows miu UNIX), To oHa comep uT
CIIUCOK HEoOXOAMMBbIX ei Oubmmorek. OOBIYHO ATOT CHHUCOK MPEACTABIECH B yI000YMTaEMOM
BUJIE, KOTOPBIA JIETKO OOHAPYXHUTH MPHU IKCHEPTH3E BBITOIHAEMOro Koja. Jlyisi BBIOTHEHUS
pPOrpaMM OMEPALMOHHON CHCTEME TaKKe TpeOYeTCsl STOT CHHCOK, IIOATOMY OHA 3arpyKaeT ero
B mamsATh. B OONBIIMHCTBE CIydyaeB 3TO IIO3BOJISECT ACKOMIWIATOPY BCTAaBUTH CIIMCOK B
JIBOMYHBIN KOJ] TPOrpaMMBl, CIeJIaB ero 00jiee MOHATHBIM.

Yae Bcero tabiniia COOTBETCTBUSL UMEH pbrush.exe HeTOCTyHA, TOATOMY B OoJblIei
YaCTH CTeHEPUPOBAHHOTO JEKOMITMISITOPOM acceMOIEpHOro KoJia OTCYTCTBYIOT MMEHA.

Onenounyto Bepcuto IDA Pro, mpuromnyro s epBOHAYaIbHOTO 3HAKOMCTBA C
MpoOrpaMMoOii, MOXKHO 3arpy3uTh ¢ www.datarescue.com/idabase/ida.htm. SoftICE kommanuun
Numega — apyroit nonyiasipHbId OTAaAYUK. JJOTTOTHUTENBHBIE CBEAEHUSI O HEM MOKHO HaWTH IO
azpecy www.compuware.com/products/numega/drivercentral/.

Jnst cpaBHeHHs Oblla HamucaHa HeOonbmas mporpamma Ha s3bike C (Kmaccuueckas
HeOoublIasg mporpamma, BeiBoasmias crpoky «Hello World»). Jlns ortnagku ucnonb3oBancs
otnaauuk GNU (GDB). Kox nporpaMMmel nipeicTaBieH HUXKe:

#include <stdio.h>

int main ()

{

printf (“Hello World\n”);

return (0);

}

[IporpamMma OblUla CKOMIMIMpPOBaHA C BKJIOYEHHEM OTJIal04HON HMHbOopManuu (ObLT
BKJIIOYEH MEPEeKII0UaTeslb —g):

[elliptic@]$ gce -g hello.c -o hello

[elliptic@ellipse]$ ./hello

Hello World

ITpumep mpoTokona otiaaku noj ynpasienueM GDB nokazan Huxe:

[elliptic@ellipse]$ gdb hello

GNU gdb 19991004

Copyright 1998 Free Software Foundation, Inc.
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GDB is free software, covered by the GNU General Public

License, and you are welcome to change it and/or

distribute copies of it under certain conditions.

Type “show copying” to see the conditions.

There is absolutely no warranty for GDB. Type “show

warranty” for details.

This GDB was configured as “i386-redhat-linux”...

(gdb) break main

beuta ycraHOBIeHa TOYKa TMpephlBaHUS TpU Bxojae B (QyHKuuo main. [lpu ee
JOCTVIKEHUHM  BBIMIOJIHEHWE  OPOrpaMMbl  ObUIO  TPUOCTAHOBICHO  JUIS  BBITIOJHEHUS
POTPAMMHUCTOM JICHCTBUH O OTJIAJKE porpamMMbl. KOHTpoibHAs TouKa ObLIa YCTaHOBIJICHA JI0
BBIJIaYM KOMAH/IbI run.

Breakpoint 1 at 0x80483d3: file hello.c, line 5.

(gdb) run

Komana run HauMHaeT BBITIOJIHEHUE MPOTPaMMBbI TI0]] YIIPABJICHUEM OTJIAUUKA.

Starting program: /home/ryan/hello

Breakpoint 1, main () at hello.c:5

5 printf (“Hello World\n”);

(gdb) disassemble

[Tocre TOro MOCTHMIXKEHUS MPOrPaMMOM TOYKH TPEPHIBAHUS M Havajga CECCHH OTIAJKU
Obuta BbIaHa kKoMmaHza disassemble, O3BoJISIFOIAST BBIBECTH JIOTIOJHUTEIBHYIO OTJIAIOYHYIO
UH(OPMALIHIO O TPOrpamMMe.

Dump of assembler code for function main:

0x80483d0 <main>: push %ebp

0x80483d1 <main+1>: mov %esp,%ebp

0x80483d3 <main+3>: push $0x8048440

0x80483d8 <main+8>: call 0x8048308 <printf>

0x80483dd <main+13>: add $0x4,%esp

0x80483e0 <main+16>: xor %eax,%ecax

0x80483e2 <main+18>: jmp 0x80483e4 <main+20>

0x80483e4 <main+20>: leave

0x80483e5 <main+21>: ret

End of assembler dump.

[Iporokon  oroOpaxaer accemOnepHblii  kox  mporpammbl  «hello  worldy,
COOTBETCTBYyIOIIUK accemoOnepy x86 Linux. UMccrnegoBanue CcoOCTBEHHBIX MPOrpaMM B
OTJIATYUKE — XOPOIIUU CITOCOO N3YUEHUs TUCTUHTOB acCeMOJIEPHOTO KO/Ia.

(gdb) s

printf (format=0x8048440 “Hello World\n”) at printf.c:30

printf.c: No such file or directory.

[Tocne 3amanust KOMaHIOM § («Step») pekrMa TOIIaroBOTr0 BBHITOJHEHHS MPOTPAMMEI B
OTIIQUMKE BBIMONHIETCS Mepexo/l K BbI30BY GyHKIuH printf. GDB coobiiaer 0 HEBO3MOXKHOCTH
JMAIBHEUINEH aeTanu3anui  (QYHKIWH printf ©3-3a OTCYTCTBUS B PACIOPSDKCHUU OTJIAAYHKa
HCXOJIHOTO KoJa PYHKIMHU printf.

(gdb) s

31 in printf.c

(gdb) s

Hello World

35 in printf.c

(gdb) ¢

Continuing.
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Jlamee  BBINIOJIHAETCS  HECKOJBKO  IIArOB  PEaJU3aluy  NPOrpaMMbl  BHYTPH
¢byukuuu printf u nporpamma 3aBepmaercs. [lo komanne ¢ («continuey») mnporpamma Oynaer
BBINOJIHEHA JI0 CJIEAYIOLIEH TOUKU MpepbIBaHUs WK Oy/eT 3aBepIICHa.

Program exited normally.

(gdb)

B umcno aHanorumyHeBIX MPOrpaMM BXOJST Mporpammbl nm u objdump nakera GNU.
[Tporpamma objdump no3BossieT ynpaBiATh OObEKTHbIMM (paiimamu. OHa npumeHsiercs s
O0TOOpaXXKeHUs CHUMBOJIOB 00BEKTHOTO daiina, ero 3aroJiIoBKa u Jaxe
3acceMOIMpoBaHysl. Nm BBIIOJIHSAET aHAJOTMUYHbIE JEHCTBUA, 4YTO U objdump, mo3BoNss
POCMATPHUBATH CHMBOJIbHBIE CCHUIKH Ha OOBEKTHBIE (DaiIIbI.

HNucTpymenTapuid U JTIOBYIIKH

HNHcTpyMeHTapHil HUKOI/IAa He 3AMEHUT 3HAHMH

Hexotopsle U3 cpeacTB qu3zacceMOIMPOBaHUS U OTJIAJKU IIPeUIaraoT (paHTacCTUYECKHe
BO3MOXHOCTH. Ho OHH, Kak 1 11000 Apyroil HHCTpyMeHTapHii, HecoBepIlleHHbl. OCOOEHHO 3TO
HPOSIBIISIETCS. TIPU aHAIM3€ 3JI0HAMEPEHHOro Koja (BUpPYycoB, uepBed, TposHCKUX KOHEH) min
cHenuaibHO pa3paboTaHHbIX HporpamMm. OOBIYHO aBTOPHI MOAOOHBIX IOJEIOK JENIaloT BCE
BO3MOYKHOE JJIsl 3aTPY/AHEHUS UX aHAIN3a U CHIKEHUS 3PQeKTa OT NMPUMEHEHUs OTIaJ4UKOB,
JTM3aCCeMOJIEPOB U APYTUX MOJOOHBIX HHCTPYMEHTANBHBIX cpencTB. Hampumep, Bupyc RST ms
Linux B cirydae oOHapy>KeHHsl, YTO OH paboTaeT Mo YIpaBiICHUEM OTJIaJUHUKa, 3aBEPILACT CBOIO
paboty. DTOT ke BHPYC NMpU HHOUIMPOBAHUH HCIIONHICMBIX M KOMIOHYyeMbIX (haiiinoB ELF
(Executable and Linkable Format — ¢dopMar ucnomHseMbIX W KOMIOHYEMBIX MOJyJIEH)
MOIUGPHUIMPYET WX 3aroJIOBKM TaKUM 00pa3oM, YTO HEKOTOphIE au3acceMOJephl HE MOTYT
JIM3acceMOIMpOBaTh IBOMUHBINA KO BUpYca (OOBIYHO 3TO JOCTUrAETCS IIyTEM pa3MeEIIeHUs Koja
BUpYCa B HEOOBSBICHHOM MPOIPAMMHOM CerMeHTe). HacTo 310yMBINIUICHHBIH KO mMudpyercs
WIK CXKHMMaeTcs, 4To 3ammiaer ero ot skcneptusbl. YepBu Code Red pacmpoctpansuincek
[IOJIOBUHKAMHU CBOMX MpPOTrpamMM, MacKHUpysCh IOJ CTPOKH IEPENOIHEHUs], U, TaKUM 00pazoM,
dopmar ux JBOWYHBIX JAHHBIX HE IOJXOWI HU MO/ OJIMH U3 CTAHIAPTHBIX 3aroJIOBKOB (haiiia.

[TosTomMy mpu aHanmu3e JBOMYHBIX JAHHBIX HY)KHO 3HaTh HE TOJBKO O TOM, KaKHe
MHCTPYMEHTAJIbHBIE CPEJCTBA M KaK MPHUMEHATh, HO U Kak O0OOMTHCH 0e3 HHUX. AHaIu3upys
3aroyioBoK  (¢aiia, BO3MOXHO, TOTpeOyeTcsl OIpelneiuTbh, Kakue JaHHble B (Qailie
MOIUGHUIMPOBAHBl, KaK M C Kakoi menplo. BeposTHo, moTpedyeTcss NpoaHaIu3HpOBaTh
3amM(poBaHHbIE JTAHHBIE U TMPOLENYpPY HUX pacIMPpOBKHU, BOCCTAHOBUTH AJITOPUTM pPaOOTHI
IPOTPaMMbI U BBIACHUTH Pe3yJIbTaThl €€ paboThI.

Heo6xomumo 3HaTh accemOiep He TOJBKO B 00OBEME, JAOCTATOYHOM IS YTCHUS
acceMOJIEpPHBIX MPOrpaMM, HO U JUIsl HAMUCAHUS IPOTrpaMM paciIupOBKU UM BOCCTAHOBJICHUS
naHHbIX. [Iucare Ha accemOnepe HaAMHOIO CIIOKHEE, YEM YHMTATh MPOTrpamMMbl, HAllUCaAaHHBIE Ha
ITOM SI3BIKE.

W3 aroro He cienyer, YTO MHCTpYMEHTAJIbHBIE cpeicTBa Oecrose3Hbl. Jlaieko He Tak.
HyXHO TONBKO BBISIBUTH YacTh MPOrPaMMbl, OKa3aBIIYIOCS HE M0 3y0aM HMHCTPYMEHTaJIbHBIM
CpeICTBaM, U MPOAHAIU3UPOBATh €€ CAMOCTOATEIbHO, a OCTAJIbHYIO YacTh MPOrPaMMbl — MpU
MIOMOIIY MHCTPYMEHTAIbHBIX CpeAcTB. KpoMe Toro, mHOrAa s JIydliero MOHUMaHUs JOTMKU
paboThI MPOrpaMMBbI CIEAYET BOCIIOIb30BAThCSI HHCTPYMEHTApUEM.

IIpakTnueckoe 3ansaTue Ne 11
Tema 7: HccnenoBanne KoJa BpeIOHOCHBIX TPOrpaMM
1. TexHonorus moucka BpeOHOCHOTO KOJa.
Hean: Hayanutbces onpeaensTh KOAbl BPEAOHOCHBIX MPOTPaAMM.
CpencrBa 00y4eHusi: TETPau ISl BBIMOJIHEHUSI TPAKTUYECKUX 3aHATHH, IHTepHeT-
pecypchl.
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Jlnst Havana paccMOTpHUM, Kak pabOTaloT TEXHOJOTHH MOKMCKa BpeAOHOCHOro kKoxa. Jlims
9TOTO s Tpeajiarar0 HMCIOJb30BaTh CICAYIONMYI0O MOJAETb. B mi000# 3alIMTHOW TEXHOJIOTHUHU
MO>XHO BBIJIEJIUTh [Ba KOMIIOHEHTA: TEXHUYECKUH W AHAIMTUYECKHM. DTH KOMIIOHEHTHI HeE
00s13aHBl OBITh YETKO pasrpaHUyYeHbl Ha YpPOBHE MOAYJIEM WM aNropuTMOB, HO Ha
(GYHKIIMOHAJIBLHOM YPOBHE OHHU Pa3iHuMMBbl. TeXHUYECKHII KOMIOHEHT — 3TO COBOKYIHOCTh
OPOTPAMMHBIX (YHKIMI H aJrOpuTMOB, OO0ECIEUMBAIOUINX AaHAJUTUYECKHNA KOMIIOHEHT
JaHHBIMU JUIsl aHaM3a. B KayecTBe TakOBBIX MOTYT BBICTYNATh, K NpUMEPY, OaWTOBBIA KOJI
daiina, TEKCTOBBIE CTPOYKH BHYTpU (ailna, eIMHUYHOE ICWCTBHUE NPOTPaMMBI B PaMKax
ONEPALMOHHON CHUCTEMBbI WJIM LIeJIasi IEeNOoYKa TaKuX JACUCTBUN. AHAIMTHUUYECKUN KOMIIOHEHT —
3TO CHUCTEMA NPHUHATHS PEUICHUS. DTO AITOPUTM, KOTOPBIM aHAaIU3UPYET HMMEIOIIMECS B €ro
PacnoOpsKEHUH JIAHHBIE U BBIHOCUT O HUX HEKOE CyXKJeHUe. B COOTBETCTBUM C 3TUM CyKIECHUEM
anTuBupyc (6o apyroe 3ammutHoe [IO) mpeanpuHUMaeT YCTAHOBIIEHHBIE €0 IMOJIMTUKON
0e30MacHOCTH JICWCTBUA: OIOBEIIAET I[0JIb30BATENs, 3alpallliBaeT y HEro JaajbHeiue
yKazaHus, mnomeniaer ¢aill B KapaHTHH, OJOKHPYeT HECAaHKIMOHUPOBAHHOE JICHCTBHE
nporpaMmbel U T.A. JlIs mpuMepa pacCMOTPUM KJIACCHYECKYIO 3alllUTy OT BPEJOHOCHBIX
IpOrpaMM, OCHOBaHHYIO Ha CUTHAaTypHOM JETEKTHpOBaHUU. B Hell B KauecTBe TEXHUUYECKOTO
KOMITOHEHTa BBICTYIIAET CHUCTEMa MoyydeHus: nadopMaiyu o (ainoBoii cucreme, (ainax u ux
U(PPOBOM COJIEPKUMOM, a B Ka4eCTBE aHAIUTHYECKOTO — TIPOCTas ONepamus CpPaBHEHUS
0alfTOBBIX mMoOcCiaenoBaTenbHOCTel. TO ecTh, €clii TOBOPUTH YIPOUICHHO, HAa BXOJE ¥
AQHAIUTUYECKOTO KOMIIOHEHTa — KOJI (paiiyia, a Ha BBIXOJE — pEIICHUE, SIBISICTCS JIM JaHHBIN
daiin BpenoHOCHBIM. B pamkax omucaHHON Mojenu ro0as cucTeMa 3alllUThl MOXET OBITh
MpEJCTaBICHa KaK «KOMIUIEKCHOE YHCIIO» — KaK CBSI3Ka JBYX HE3aBUCHUMBIX OOBEKTOB:
TEXHUYECKOT0 U aHAJIMTUYECKOI0 KOMIIOHEHTOB ONPEEIEHHOr0 TUIA. AHAIU3UPYS TEXHOJIOTHH
TaKUM 00pa3oM, JIETKO YBUIETh UX COOTHOILIEHHUE, UX NPUHLUIINAIbHBIE IUTFOCHl U MUHYCHL. U, B
YaCTHOCTH, C TIOMOILIBIO A3TOW MOJeNu yAO0OHO pa3peliuTh MYTaHUIy B OIpPEIeIeHMSIX
TexHojoruil. Hampumep, Hike OyIeT IMOKa3aHO, YTO «IBPUCTHUKA» KaK CIOCOO NPUHATHUSA
pEIIeHNii — JIMIIb Pa3HOBUJHOCTH AHAJUTHYECKOTO KOMIIOHEHTA, a HE CaMOCTOSTENbHas
texHojorusi. A HIPS (Host Intrusion Prevention System) — &umb pa3HOBUIHOCTH
TEXHUYECKOT0 KOMIIOHEHTa, crnocod cOopa JaHHbIX. Kak ciencTBue, AaHHbIE TEPMHHBI, BO-
HepBbIX, (OpPMaIbHO HE NPOTUBOpEYAT JAPYr JpYry, a BO-BTOPBIX, HE IOJHOCTBIO
XapaKTepU3yIOT TEXHOJOTHIO, B ONMMCAHUU KOTOPOM BCTPEUAIOTCS: TOBOPS 00 IBPUCTUKE, MBI HE
YTOYHSIEM, 110 KAKUM UMEHHO JIaHHBIM MPOU3BOANUTCS dBPUCTHUECKUN aHanu3, a roBops o HIPS-
CUCTEME — HMYEro He 3HaeM O TOM, II0 KaKOMy MPHUHIUIY B HEW BBIHOCUTCS BEpAMKT. boiee
MOAPOOHO OSTH TEXHOJOTUU OYIyT OOCYXKIaThCcsl B COOTBETCTBYIOIIMX pas3fenax, a IoKa
paccMOTpPUM CaMU IPUHIUIIBI, HA KOTOPBIX OCHOBaHA JI00ast TEXHOJIOT U MMOMCKA BPEIOHOCHOTO
KOJ/Ia: TEXHUYECKHE — KaK CIoco0bl cOopa MHPOpPMALIMH, U aHATUTHYECKHE — KaK CIOCOOBI ee
o0pabotku. J{narpamma. CyMmapHasi cxema TeXHOJIOTUI 0OHapyKEeHUsI BPEJJOHOCHOTO KOJa

TexHnuecKnii KOMIIOHEHT

TexHuueckass COCTaBJISIOIIAs CHUCTEMbl OOHApYKEHHUS BPEIOHOCHBIX MPOTrpaMM
obecreunBaeTr cOOp MaHHBIX, KOTOpbIE OYAyT HCIOIB30BATHCS IS aHalW3a CUTYyalluu.
Bpenonocnasi mporpamma — 93TO, ¢ OJHOM CTOPOHBI, (DA C OMPENETCHHBIM COJACPKUMBIM, C
JIPYrol — COBOKYIHOCTb ACHCTBUM, MPOU3BOJUMBIX B ONEPAMOHHON CUCTEME, C TPETheU —
COBOKYITHOCTh KOHEUYHBIX 3(QeKkToB B omnepanuoHHOW cucteMe. [loaTtomy M maeHTHQUKAIUS
IpOTrpaMMbl MOXeT OBITh MPOU3BEICHA HAa PAa3HBIX YPOBHAX: MO LIETIOYKaM OalT, Mo AEeHCTBUSIM,
[0 BIUSHUIO HA OMEpalMOHHYIO cucTeMy MU T.a. O0600mas, MOXXHO BBIIETUTH CIEIYIOIIUE
crocoObl cOopa JaHHBIX JJIS BBISIBICHHS BPEIOHOCHBIX mporpamm: Pabota ¢ daiimom kak ¢
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MaccuBOM OaiiToB. Omynsmusil koma mnporpammbl. 3amycK TNPOTpPaMMBbl B «IIE€COYHUIIEH
(sandbox2) (a Takxke WHCHOJb30BaHUE OJU3KUX IO CMBICTY TEXHOJIOTHH BHUPTYAIH3AIINHN).
MonuTtopuHr cucteMHbIX coObITHid. [lonck cuctemHbix aHomanuii. CriocoObl TIEpeunciIeHbl B
COOTBETCTBUU C IMOBBIIICHHUEM YpOBHS abcTpakuuu mpu pabore ¢ koaoMm. [lox ypoBHeMm
abCTpakuuy B JaHHOM ciy4yae MoJpa3yMeBaeTcs TO, MO KaKUM YIJIOM 3pEHHUS paccMaTpUBAETCs
UCTIOJIHAEMAs] IporpaMMa: KaK MEepBUYHBIA HU(POBOM 00BeKT (HaOop OalT), KaK IMOBEICHUE
(Oonee aOcTpakTHOE cieACTBHE W3 Habopa OaiiT) WM Kak COBOKYMHOCTH 3((HeKToB B
OIEepaLMOHHON cucTeme (Oonee abCTpakTHOE ciencTBUE U3 moBeneHus ). [IpumepHo mo stomy
K€ BEKTOpY IIIO M pa3BUTHE AHTUBHUPYCHBIX TEXHOJOTHi: pabora ¢ daitmamu, paborta ¢
coObITUsAMHE uepe3 (aitit, padota ¢ daitiom yepe3 coObITHs, paboTa ¢ caMoit Cpelioi, — MOITOMY
MPUBEICHHBIN CIHUCOK €CTECTBEHHBIM O0pa30M OKa3alics BBICTPOEH U IO XPOHOJIOTHH.
[TomuepkHeM, 4TO MPUBEICHHBIE CIIOCOOBI — HE CTOJILKO 000COOJIEHHBIE TEXHOIOTHH, CKOJIBKO
YCIIOBHBIE OTallbl HEMPEPBIBHOIO MpoIllecca pa3BUTHS TEXHOJOTHM cOOpa MJaHHBIX s
oOHapy>KeHHsI BPEAOHOCHBIX IpOorpaMM. TEeXHOJIOrHM pa3BUBAIOTCS U MEPEXOIAT IPYT B Apyra
Ooisee WM MEHee IOCTENEHHO; HANpuUMep, SMYJSAIUS MOXET OKa3aThCsl OJrKe K MPOCTOMH
pabote ¢ ¢aitioMm, eciii JaHHAS €€ pealli3alus JUIIb YaCTHYHO Tpeodpasyer (aiim kak Habop
0aiiT, WIIN Ke K «IIECOYHUIIE», €CITU PEeUYb UIET O TMOJHON BUPTYaIH3alUN CUCTEMHBIX ()YHKIIHIA.
PaccmoTpuM 311 crtoco6b! Mo1poOHO.

CuuTthiBanue (haiaos

Camble niepBbI€ U3 MOSBUBILIUXCS aHTUBUPYCOB OCHOBBIBAJIUCH HA aHAIM3E KoAa ¢ailioB
Kak HaOopoB OalT. Bmpodem, aHaiW30M 3TO Ha3BaTh CIOXKHO — peY4b HAET O MPOCTOM
cpaBHeHMHM OalTOBOW MOCIENOBAaTEILHOCTH C U3BECTHOM curHatypoil. Ho Hac ceifuac
MHTEpECYeT TEXHHUYECKas CTOPOHA OMUCAHHOW TEXHOJIOTMH, a MMEHHO: B IpOIlecce IOUCKa
BPEIOHOCHBIX TIPOTPaMM JIaHHBIE, IIepeJaBaeMble B KOMIIOHEHT MPHHATHUS PEIICHHH,
U3BJIEKAIOTCST U3 (AlIOB M NIPEACTAaBISIIOT COOOW ONPENETIEHHBIM 00pa3oM YIOpPsI0YEHHbIE
MaccuBbl OaiiT. XapakTepHas OCOOEHHOCTh JTOTO CIoco0a B TOM, YTO aHTHUBUPYC paboTaer
TOJILKO C UCXOJIHBIM 0aliTOBBIM KOJOM IPOTpaMMBbl, HE 3aTparuBas ee noseaeHue. Hecmorps Ha
TO, YTO CHOCO0 «apXauyecKHii», OH COBEPIIEHHO HE yCTapeld U TaK WIM MHa4ye MCIOJb3yeTCs BO
BCEX COBPEMEHHBIX aHTUBUPYCAX — HO YK€ HE KaK eIMHCTBEHHBIN U Ja)ke He KaK OCHOBHOM, a
JIMIIb KaK OJJUH U3 HECKOJIbKUX.

Omynsmust TeXHOIOTHs

OMyILUN SBIISETCS MPOMEKYTOUHOM CTYNEHBIO MeXay oOpaboTKOM mporpammbl Kak
Habopa OalT U 0OpabOTKOW MPOTpaMMBbI KaK OIMpPENeNIEHHON IOCIIeI0BaTeIbHOCTH JIEHCTBUN.
OMynsaTop pa3dupaeT 6alTOBBINA KO MPOTrpaMMbI Ha KOMaH/IbI M KaXIYI0 KOMaH/y 3aITyCKaeT B
BUPTYaJbHOH KOMMHM KOMIIbIOTEpa. OTO TMO3BOJIIET CpPEACTBY 3aIlUThl HAOMIOAATh 3a
MOBEJICHUEM MpPOrpaMMbl, HE CTaBsi I[OJA Yrpo3y OIEPAllMOHHYI0 CUCTEMY U JlaHHbIE
MOJI30BATENs, YTO HEM30€KHO MPOU30ILIO OBl TPU UCHIOTHEHUH POTPaMMBI B pealibHOU Cpejie.
OMyJIATOp ABISETCS MPOMEKYTOUHOM CTYNEHbIO aOCTparupoBaHus Mpu paboTe ¢ MPOrpaMMoOu.
[TosTOMy XapakTepHYI0 OCOOEHHOCTh AMYNIATOPAa MOXKHO Ipy0o cPOpMyIHpoBaTh MPUMEPHO
TaK: IMYJISITOP Bce eme paboTaer ¢ (ailjioM, HO aHAIM3UPYIOTCS YXKe, (PaKTHUUECKU, COOBITHS.
DOMyISTOPHI HCIIONB3YIOTCSI BO MHOTHX (BO3MOJKHO, BO BCEX) KPYITHBIX aHTHBHPYCAX, TJIABHBIM
00pa3oM Kak JOMOJHEHWE K OCHOBHOMY, 0ojiee HH3KOYPOBHEBOMY (haillIOBOMY JBHIKKY, JTHOO
KaK «CTpaxoBKay JIsi 00Jiee BEHICOKOYPOBHEBBIX JIBIKKOB (TaKHX KaK «TIECOYHHUIIAY», CHCTEMHBIN
MOHHUTOPHHT).

Buptyanuzanus: «ecouHuIa
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Bupryanuzanus B TOM €€ BHUAE, B KOTOPOM OHA HCIOJIB3YETCS B <«II€COYHMIIAX,
IpesCcTaBiIsieT co0o0il JOTrHYecKoe MPOAOKEHHUE SMYISIIMU. A HMMEHHO: «IECOYHHIIAy YkKe
paboTaeT ¢ UCIOJHSIOUIEHCS B PEabHOM Cpejie MPOrpaMMOi, HO BCE €Ie €€ KOHTPOIHPYET.
CyTp Takoll BUpPTyaJIM3allM{ XOPOILIO OTPa)K€HAa B HA3BaHUM TEXHOJOTMU — «IIECOYHHIA». B
OOBIYHO JKU3HH MECOYHUIIA — 3TO HEKOE OTOPOKEHHOE MPOCTPAHCTBO, B Mpezesiax KOTOPOro
peOEHOK MOXET CHOKOWHO urparb. EciM IpOBECTHM aHAJOIMIO W IOJ PEAJIbHBIM MHUPOM
NOHMMATh OMNEPAIOHHYI0 CHUCTEMY, a TOJ INAJOBIMBBEIM PEOCHKOM — BpPEIOHOCHYIO
IpOTpaMMy, TO B POJIH OTPaXJAeHUsI OyJeT BBICTYNATh HEKUI HAOOp MPaBUJI B3aMMOJACHCTBHS C
OTIEPAIIMOHHON cucTeMOl. TakuMu TpaBHJIaMU MOXKET OBITh 3allpeT Ha MOIU(MUKAIUIO peecTpa
OC, orpanuueHue paboThl ¢ (ailIoBOM CHUCTEMOHW IOCPEACTBOM €€ YaCTHUYHOH SMYJISAIUU.
Hanpumep, nporpamme, 3amylieHHON B «IIECOYHUIIEY, MOXKET OBbITh «IOJICYHYTa» BUPTYyalbHas
KOIUSI CHCTEMHOTO peecTpa — JUIsl TOT0, YTOObI U3MEHEHHSI, BHOCMbIE POTPaMMOI B peecTp,
HE MOIJM TIOBIUATH Ha paboTy oOmepaluoHHOW cucteMbl. Takum o00pa3oM MOTyT
BUPTYaJIU3UPOBATHCA JIIOOBIE TOYKM CONPHUKOCHOBEHHS IPOTpaMMBbl CO Cpemoit: (haitimoBas
cucrema, peectp. I'paHb MeXIy 3MYJSIUEd U BUPTyalIU3alMed TOHKa, HO omrytuma. [lepsas
TEXHOJIOTHUS TIPEJOCTABISIET CPEy JUIsl UCTIOTHEHUS IIPOTpaMMEI (M, TAKUM 00pa3oM, B IpoLiecce
pabOThl «COAEPKUT» MPOrPaMMy U MOJHOCTBIO YIpaBisieT €10). Bo BTopoM ciydyae B KauecTBe
Cpelpl YK€ BBICTYNAET caMa OIEepallMOHHAs CUCTEMa, a TEXHOJIOTHUS JIUIIb KOHTPOJIUPYET
B3aUMOJICHCTBUE MEXKY ONEPALMOHHONW CUCTEMOU U MPOrpaMMOM, B OTJIIMYUE OT IPEAbLAYLIErO
CIIydasi HaXOJSICh C TMOCJe/IHel Ha paBHBIX. TakuM 0Opa3oM, CpeCcTBO 3alIUTHI, OCHOBAHHOE Ha
BUPTYaIM3aI[MU OMMCAHHOTO THUIIA, paboTaeT yxe He ¢ (aijoM, HO C MOBEACHUEM MPOrPaMMBI
— OJIHaKO BCE €IIe HE ¢ CUCTEMOM. MexaHu3M Tulla «IIeCOYHHUIa», TaK ke KaK U SMYJATOp, HE
0COOEHHO AaKTHBHO HCIOJB3yeTCsI B aHTHBUPYCaX — TIJIABHBIM O0pa3oM MOTOMY, 4YTO B
OPOTPAMMHOM peaM3aliil OH TpeOyeT 3HAYMUTENLHOTO 00BeMa pecypcoB. AHTHUBHUPYCHI,
UMEIOLIME B CBOEM COCTaBE <«IIECOYHUIY», JIETKO HICHTHUQUIMPYIOTCS IO CYIIECTBEHHOMN
BPEMEHHOHN 3aJIep’KKe MEX]y 3alyCKOM IMpOorpamMMbl U HayalloM €€ UCHOJHEeHHs (inbo — B
cllyyae YCHEIIHOW HICHTU(UKAIMK BPEAOHOCHOW MNpPOrpaMMbl — MEXAY €€ 3allyCKOM U
yBEJIOMJICHHEM, MOJYYEHHbIM OT aHTUBHMpYCa, 00 €€ YCHEIIHOM JETeKTUPOBAHUM). Y UUTHIBAs,
YTO B HACTOSIIMH MOMEHT MPOBOAATCA AaKTUBHBIE HCCIEAOBaHMS B OOJIACTH ammapaTHOU
BUPTYyaIM3al[ii, CUTyalusl BCKOPE MOXET NOMEHATbcA. [loka 4To OBMKOK THIA «(TIECOYHMLIA»
UCIIOJIb3YETCSI JIUIIb B HECKOJIBKUX aHTUBHPYCAX.

MOHHUTOPHUHT CUCTEMHBIX COOBITHIA

MOHUTOPUHT CHCTEMHBIX COOBITUN SIBISIETCS Oosiee «aOCTpakTHBIM» CIOCOOOM cbOopa
uH(pOpMalMu JUIsl BBISIBIIEHUS BPEJOHOCHBIX IporpamMm. Eciu sMynsTop MM «II€COYHUIIA»
HAOJIIOMAI0T 33 KaXA0H mporpaMMoi B OTIENBHOCTH, TO MOHHUTOp HaOJIOJaeT 3a BCEMHU
nporpaMMaMu  Ccpa3y TOCPEIACTBOM  PEruCTpalMd BCeX COOBITHM, MPOUCXOAALUIMX B
OTEPALIMOHHOM CHUCTeME U MOPOXKIEHHBIX PabOTAIOIIMMHU MporpaMMaMu. TeXHUYECKH TaKoH
croco0 cOopa MH(OPMAIIUN peau3yeTcsi MOCPEACTBOM MEepexBaToB (DYHKIMI omeparmoHHON
cucteMbl. TakuMm o00pa3oMm, IepexBaTHB BBI30B HEKOM CHCTEMHON (YHKIUH, MEXaHHU3M-
NEepexXBaTUMK MOJydaeT HH(OpPMALMI0 O TOM, YTO ONpEJesieHHas IporpamMma COBEpIIaeT
onpejeieHHOe JelicTBUe B cucteme. Ha mpoTsokeHMHM cBoel paOOThl MOHHUTOpP COOMpaer
CTaTHCTUKY TaKUX JICHCTBUI U MepeaeT ee B aHATUTHUYECKU KOMIIOHEHT AJisi 00paboTKHU. DTOT
TEXHOJOTMYECKHI TMPUHIUI Haubolee akTUBHO pa3BUBaeTcs B Hacrosimee BpeMmsa. OH
UCIIOJIb3YETCSI B KAUECTBE OJTHOTO M3 KOMIIOHEHTOB B HECKOJBKUX KPYIHBIX aHTUBUpPYCaX, U B
KaueCTBE OCHOBBI — B OT/EJBHBIX YTUIUTAX, CHEIUAIN3UPYIOIINUXCS HA MOHUTOPUHIE CUCTEMBI
(ux HazwbBatoT «HIPS-yrumurammy, «HIPS ammn» — 310 Prevx, CyberHawk u psn apyrux).
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OpHako B cBeTe TOro, 4ro JOOyI0 3allUTy MOXKHO OOOWTH, JaHHBIH CcHoco0 MoucKa
BPEIOHOCHBIX MPOrPaMM MPEJICTABISIETCS HE CaMbIM MEPCIEKTUBHBIM, TTOCKOJIBKY MPH 3aIyCKe
MPOrpaMMBbI B peaJIbHOM cpefie PUCK CYIIECTBEHHO CHUXKAET 3 (EKTUBHOCTH 3AIHUTHI.

[Touck cucTeMHBIX aHOMAIIH

Oto Hambonee aOCTpakTHBIM crmocoOd cOopa HMHPOPMAIMKH O TPEANOIOKUTEIHLHO
3apaXeHHOM cucreme. S ymnomMuHaK0 €ro 37echb B IEPBYI0 O4Yepelb KaK JIOTHYECKOE
MPOJODKCHUE U Tpejen aOCTpakIuu B MPHUBEICHHOM CIHCKE TEXHOJIOTHUH. JlaHHBI MeToj
OCHOBaH Ha CIEAYIOLUMX IIOJOKEHUSX: OIEepallMOHHAas Ccpela BMECT€ CO BCEMHU
BBITNOJHSIOUIMMUCS B HEH IpOrpaMMaMu — 3TO MHTErpalibHas CHUCTEMa; €d IpPHCYIIEe HEKOoe
«CHCTEMHOE COCTOSIHHEY; €CIIA B CpeZie UCIIOIHSIETCS BPEJOHOCHBIN KOJI, TO COCTOSTHUE CHCTEMBbI
ABIIIETCS «HE3JOPOBBIM» U OTJIMYACTCSI OT COCTOSIHUSI «3J0POBOM» CHUCTEMBI, B KOTOPOU
BPEIOHOCHOTO Koza HeT. MicXos U3 ATHX MOJIOKEHUH MBI MOXKEM CYAUTb O COCTOSTHUU CHUCTEMBbI
(4, cienoBaTeNIbHO, O BOBMOKHOM MPUCYTCTBUU B HEH BPEIOHOCHBIX MPOTPaMM), CPAaBHUBASI €T0
C JTAJOHOM (32 3TAJOH MNPUHUMAETCA «30POBOE» COCTOSHHE CHUCTEMbl) WIM aHAIU3UPYS
COBOKYITHOCTb OT/ICIBHBIX €€ mapaMeTpoB. s 3¢ ¢heKkTHBHOrO OOHapy:KEHUS BPEIOHOCHOTO
KO/Ia METOZIOM aHaJHM3a aHOMAaJMii HEOOXO0MMa JOCTATOYHO CIIOYKHAsI aHAIUTHUYECKas CUCTeMa
— HamoJ00Me SKCIEPTHON CUCTEMbI WM HEHMPOHHOW ceTh. BO3HMKaeT MHOTO BOMPOCOB: KaK
ONpEAEIUTh <«3/I0POBOE COCTOSIHME», YEM OHO OTIUYAETCS OT «HE3JOpPOBOro», Kakue
JTUCKPETHBIE MapaMeTpbl MOXHO OTCIEXKHBATh M Kak MX aHanu3upoBaTh? [lo mpuumHe Takou
CIOKHOCTHM B HACTOAIIEE BpeMs OSTOT CHocod pa3paboTaH Mano. 3a4aTKH €ro MOKHO
O00HapyX HUTh B HEKOTOPBIX aHTHUPYTKUT-YTHIIUTAX, € OH Peau30BaH Ha YPOBHE CPaBHEHUS C
OTIpEICIEHHBIM CpPE30M CHCTEMbI, B3SAThIM 3a JTaloH (ycTtapeBmme ytuiauTel PatchFinder,
Kaspersky Inspector), mu6o otaenpubix ee napamerpoB (GMER, Rootkit Unhooker).

3abaBHas Metadopa AHamoruio ¢ peOEHKOM, MpUBEAEHHYIO B pasnene «llecounnmay,
MOKHO MPOJOJDKUTh TaKUM OOpa3oM: SMYJSATOpP MOXO0X Ha HSHBKY, KOTOpas HENpPEPHIBHO
CJIEeIUT 3a peOEHKOM, UTOObI OH HE HATBOPHJI JIMIIIHETO, MOHUTOPUHT CUCTEMHBIX COOBITUN — Ha
BOCIIMTATENS, HA3UPAIOIIETO 3a LEJIO0N TPYIION JEeTUIIEK, IOUCK CUCTEMHBIX aHOMAJIUN — Ha
NpPEOCTaBlIEHNE JETSIM IOJHOM CBOOOBI, OrPaHMYEHHOH JHMIIb MPOBEPKOM OIIEHOK B HX
JHEeBHMKe. B TakoMm ciyyae GalTOBBIM aHanmu3 (aiia — 3TO TONBKO IJIAHWPOBaHUE peOCHKa,
TOYHEE, IIOMCK IPHU3HAKOB INAJOBIMBOCTH B XapakTepe MPEArosaracMoro poIUTEINs.
TexHoIornM pacTyT U pa3BUBAIOTCS.

IIpakTuyeckoe 3ansaTue Ne 12
Tema 7: MccnenoBanue Kkoaa BpeIOHOCHBIX IPOTrPaAMM
2. Cmoco0bl 0OHapyX)eHHS BPEIOHOCHOTO KOJIa.
Henb: HayunTtecs onpeaensTs KOAbl BPEIOHOCHBIX IIPOrpaMM.
CpencrBa 00yueHusi: TETPaaU /Ul BHIIOJHEHUS MPAKTUYECKUX 3aHATHA, THTepHeT-
pECYpCHI.

AHanTUTHYECKHU KOMITIOHEHT

CnoXHOCTh anropuTMa MPUHATHS PELUICHUN MOXET ObITh COBEpIICHHO J1000i. OueHb
YCIOBHO MOXKHO Pa3/ieiUTh AaHAIUTHYECKHUE CUCTEMbl aHTUBUPYCOB HA TPU KATETOPUHU, MEXKITY
KOTOPBIMH MOKET OBITh MHOKECTBO MMPOMEKYTOYHBIX BAPHAHTOB.

[Tpoctoe cpaBHeHHEe. BepAMKT BHIHOCUTCS MO pe3yibTaTaM CPaBHEHHUS €AMHCTBEHHOTO
00beKTa ¢ HMEIMMMCS o0pa3ioM. Pe3ymbTaT cpaBHEHHS OWHApPHBIN («Ia» WIH «HETY).
[Tpumep: naeHTU(UKAIUSA BPEIOHOCHOTO KOJA M0 CTPOTO OINpPENeIeHHOM MOCIe10BaTeIbHOCTH
Oaiit. lpyroii mnpumep, Oosiee BBICOKOYPOBHEBBIM: HACHTH(PUKAIMSI IOAO3PHUTEIBHOTO
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MOBE/ICHUS MTPOrPaMMBI 110 €IMHCTBEHHOMY COBEPIICHHOMY €10 JIEHCTBHUIO (TaKOMY KaK 3alich B
KPUTHUYHBIN pa3jiesl peecTpa Wik B MANKy aBTO3arpy3Ku).

CnoxHoe cpaBHeHUE. BepIUKT BBIHOCHTCS MO pe3yjbTaTaM CpPAaBHEHHS OJHOTO WJIHU
HECKOJIbKUX OOBEKTOB C COOTBETCTBYIOIIMMHU oOpaszuamu. LIlaGioHbI 1i1si CpaBHEHUS MOTYT
ObITh THOKUMH, a pe3ydbTaT CpaBHEHUS — BEPOATHOCTHBIM. I[lpumep: wuaeHTHUKALUSA
BPEIOHOCHOTO KO/Ia 110 OJTHOW M3 HECKOJBKUX OANTOBBIX CUTHATYp, KakJasi U3 KOTOPBIX 3aaHa
HEXECTKO (HampuMmep, TakK, YTO OTIEIbHBbIC OAlTHl HE ompesaeneHsl). pyroi mpumep, OGoiee
BBICOKOYPOBHEBBIN: HJICHTU(DUKALUS BPEIOHOCHOTO KOJIA 10 HECKOJIBKUM HCIOJIB3YEMBbIM UM U
BbI3bIBa€MbIM HerocsenoBatenbHo API-pyHkuusM ¢ onpeaeneHHbIMU TapaMeTpamu.

OKkcnepTHas cucreMa. BepIuKT BBIHOCUTCS B pe3yjIbTaTe TOHKOTO aHAlIM3a JIaHHBIX.
OT0 MOXeT OBITh cucTeMa, cojJiepskamias B cede 3auaTKu UCKYCCTBEHHOTo MHTeiekTa. [lpumep:
UJACHTU(DUKAIMS BPEJOHOCHOTO KOJIa HE MO JKECTKO 33/JlaHHOMYy Ha0Opy MapamerpoB, HO IO
pe3ynbTaTaM MHOTOCTOPOHHEH OLIEHKM BCEH COBOKYIIHOCTH I1apaMETpOB B IIE€JIOM, C
IPUCBOCHUEM KaXXKJOMYy H3 COOBITHH Beca «IOTCHLIUAIBHOM BPEIOHOCHOCTH» M PAacyeToM
oOmiero pesynpraTta. 3. PeanbHble Ha3BaHUSA TEXHOJOTUH — 4YTO K yeMy PaccMoTpum Temeps,
KaKH€ MMEHHO aJIFOPUTMBbI Jie)KaT B OCHOBE KOHKPETHBIX TEXHOJIOTMH MOUCKA BPEIOHOCHBIX
nporpaMM. OOBIYHO MPOU3BOAUTENH, Pa3pabOTaB HOBYIO TEXHOJIOTHMIO, JA€T €l COBEPIICHHO
HOBOE, YHHKabHOE UMs (ipumMepsl: «IIpoaktuBHas 3ammra» B Kaspersky Antivirus, TruPrevent
ot Panda, DeepGuard ot F-Secure). 3To ouenb npaBuiIbHBINA MOAXO0MA, TOCKOIBKY OH MO3BOJISET
n30exarb aBTOMAaTHUYECKOIO BOCHPHUATHS TEXHOJIOTMM B Y3KMX paMKax HEKOro TepMHHa-
mTamna. Tem He MeHee, MCHOJb30BaHUE IITAMIIOB — TaKUX KAK <«3BPUCTUKAY, «IMYJIALIUIN,
«TIECOYHHIIAY», ITOBEACHYECKUN OJIIOKHPATOP» — HEN30€KHO MPH JFOOBIX MOMBITKAX TOCTYITHO U
HE BJaBasChb B TEXHUYECKHE MOJPOOHOCTH OXapaKTepU30BaTh TEXHOJOTHI0. TyT-TO0 U
HA4YMHAETCS TEPMUHOJIOIMYECKas IMyTaHUIla. 32 TEPMUHAMU KECTKO HE 3aKpeIlJIeHbl 3HauUeHus (a
B HJeaje TEPMUH JOJDKEH OBbITh OJHO3HAYEH, Ha TOT OH U TepMuH). OIUH 4YENOBEK TaK
MOHMMAET 3TOT TEPMHH, Jpyrol — uHaue. BnoOaBok, 3HaueHUs, KOTOPbIE BKIJIAJbIBAIOT B
TEPMHUHBl aBTOPbl TaK HA3bIBAEMBIX <(IOCTYMHBIX OINHCAHMI», YAaCTO OYEHb CYIIECTBEHHO
OTJIMYAIOTCSI OT 3HAUYEHUM, NPUHATHIX B cpee mnpodeccruoHanoB. MHaue yem OOBSICHUTH TOT
¢akT, 94TO OMMCaHKE TEXHOJIOTUHU Ha CaiiTe MPOM3BOAUTENS MOKET U300MIOBAaTh TEPMUHAMU, HO
IIPU 3TOM HUYEro HE cOOo0IIaTh O CYTH TEXHOJIOTUHU WM COOOIIATh HEUTO, HE COOTBETCTBYIONIEE
eil. Hampumep, HEKOTOpbIE NPOU3BOAUTENN AHTUBHPYCHBIX CHCTEM XapaKTEPHU3YIOT CBOHU
OpOAYKThl Kak ocHauieHHble HIPS, «mpoakTUBHOW TEXHONOTHEW» WU «HECUTHATypHOU
texHosoruei». [lonb3zoBarens, KOTOphIM MoHUMaeT TepMuH HIPS kak MOHUTOPUHI CUCTEMHBIX
COOBITMM M WX aHANU3 Ha HAJIWYUE BPEJOHOCHOTO KO/, MOXET OKa3aThCsi oOMaHyThiM. B
JEMCTBUTENIHOCTU TOJ STUMH XapaKTEPUCTHUKAMU MOKET CKPBIBaTbCS BCE YTO YTOAHO —
HallpuMep, JBHKOK THIA <OMYIATOP», OCHAIIECHHBIM aHAJIUTUYECKOM CHCTEMOM THIA
«@BpHCTUKa» (ompeneneHue cM. Hike). Emne damie BcTpedaercst CUTyallMsl, KOTAa 3alluTa
XapaKTepU3yeTcsl Kak «3BpUCTHUECKas» 0e3 Kakux-1u0o yrouneHui. [loguepkHem, 4To peub HE
uneT o0 YMBIIUIGHHOM OOMaHe I0JIb30BaTeNsi IPOU3BOAMTEIEM — BEPOSITHEE BCETO,
COCTaBUTENb ONHCAaHUS IMPOCTO caM 3amyTajcs B TepMuHaX. Peub uaer numb O TOM, 4TO
ONMCAHUE TEXHOJIOTMH, COCTABIEHHOE JJII KOHEYHOI'O IOJIb30BATENsl, MOXKET HE OTpaxaTb €e
CyTh, U YTO OINHUPAThCSl Ha HErO MPH OTBETCTBEHHOM IOAXO0JE K BBIOOPY 3alllUTHI CIEAYET C
OCTOpPOXKHOCThIO. PaccmoTpuM  Hambojiee  paclpoCTpaHEHHblE TEpMHUHBI B 00JacTu
AQHTUBUPYCHBIX TEXHOJOTMH (cM. auarpammy). MeHblle BCEro pa3HOUTEHUN y TepMUHA
«CHUTHATYpPHOE JIE€TEKTUPOBAHME»: TaK WM MHAYE, C TEXHUYECKON CTOPOHBI OHO MOAPAa3yMEBAET
paboty ¢ 6alTOBBIM KOAOM (haiiyioB, a C AHAIUTHYECKOM — MPUMUTHUBHBIA CITOCOO 00paboTKH
JTAHHBIX, OOBIYHO — MPOCTOE CpaBHEHHE. JTO camasi cTapas TEXHOJIOTHUs, HO OHA K€ M Haubosee
HaJIe)KHAsE — MO03TOMY, HECMOTps Ha OOJbIIME MPOU3BOACTBEHHbIE W3/IEPIKKH, CBS3aHHBIE C
HOTIOJIHEHHEM 0asbl, aKTUBHO MCIIONB3YETCs MO cel JeHb BO BceX aHTuBHpycax. Ecim B
XapaKTepUCTHKE MCIIONIb3YeTCs Ha3BaHWE TEXHUYECKOIO0 KOMIIOHEHTA M3 NMPUBEICHHOIO BBIIIE
CIIUCKA — <«OMYJISITOP» WU «IECOYHUIIA» — 3TO TAK)KE BBI3BIBAET MUHUMYM TOJIKOBaHUU. [Ipu
9TOM aHAJUTHUYECKUN KOMIIOHEHT TaKOM TEXHOJIOTMM MOXKET OBITh MPEICTaBICH aJrOPUTMOM

37



000 CTEMEeHM CIIOKHOCTH, OT TPOCTOTO CPAaBHEHHS [0 AKCIIEPTHOH CHUCTEMBI. TepMuH
«@BPUCTHKA» YK€ HeMHoro TtyMaHeH. llo ompenenenuto cinoBapst Oxeroa-llIBenoBoii,
«@BPHUCTHKA — COBOKYITHOCTb HMCCIIEI0BATEIbCKIUX METO/OB, CIIOCOOCTBYIOIINX OOHAPYKEHHUIO
paHee HEM3BECTHOI0». DBPUCTHUKA — 3TO B IIEPBYIO OYEPEb THUI aHATUTUYECKOTO KOMIIOHEHTA
3aIlIUTHI, & HE ONPECIICHHAs] TEXHOJOTHUsl. BHE KOHKPETHOM TeMbI, B KOHTEKCTE peLleHUs 3a/a4,
OH MPHOJIM3UTENBHO COOTBETCTBYET «HEYETKOMY» CIIOCOOY PEUICHHs HEYETKO IOCTaBICHHON
3amaud. Ha 3ape aHTUBUPYCHBIX TEXHOJOTWH, KOrjJa W ObLI BIEpBbIC 3aJCHCTBOBAH TEPMUH
«@BPHCTUKA», OH MOJPa3yMeBaJl BIOJHE OIPEACICHHYIO TEXHOJIOTUI0 — HACHTH()HUKAIINIO
BHpYCa MO HECKOJbKUM THOKO 3a/IaHHBIM OalTOBBIM 1IabJIOHAM, T.€. CUCTEMY U3 TEXHHYECKOTO
KOMITIOHEHTa THIa «paboTa ¢ QailiaMu» U aHATUTHYECKOTO0 — «CJI0XKHOEe cpaBHeHHey. Ceituac
TEPMHUH «IBPUCTHKa» OOBIYHO HCHOJb3yeTcs B Oosee 0OILIeM 3HAUEHUU «TEXHOJIOTHH IMOHCKa
HEHM3BECTHBIX BPEIOHOCHBIX Mporpamm». VHBIMH CJIOBaMH, TOBOpPs 00 «IBPHUCTUYECKOM
JETEKTUPOBAHUW», MTPOU3BOAUTEND MOJAPA3YMEBAET HEKYI0 CUCTEMY 3aIUTHI, AaHATUTUYECKUI
KOMIIOHEHT KOTOpOH paboTaeT MO NPUHLHUIY HEYETKOIO IOMCKAa pEleHUs (Y4TO MOXKET
COOTBETCTBOBATh THUIlY AHAJUTUYECKOIO KOMIIOHEHTA «CJIOKHBIM aHalu3» WU «KCIEepTHas
cucTeMay, CM. auarpamMmy). lIpm 3TOM TexHOIOTWYecKas OCHOBAa 3allWThI, CIOCo0 cOopa
uH(bOpMalMK A TOCIEAYIOIIer0 aHaiu3a, MOXKET OBbITh KaKOoW YroJHO — OT padoThl ¢
daitnamu 10 pabOTHI ¢ COOBITUSIMH MJIM COCTOSHHEM OIEPAallMOHHON cucTembl. Emie MeHbIme
ONPEIETEHHOCTH C TAKUMHU HAa3BaHUSIMU, KaK «IIOBEJEHUYECKOE JETEKTUPOBAHUEY, KITPOAKTUBHOE
JneTeKkTupoBaHue». OHU MOTYT MOJApa3yMeBaTh IIMPOKUNA CHEKTP TEXHOJIOTHMH — OT 3BPUCTUKU
0 MOHUTOpPUHTa CHUCTeMHbIX coObiTui. Tepmun HIPS wucnonb3yercs B OMHCAaHHSIX
AQHTUBUPYCHBIX TEXHOJIOTMH OYEHb 4YacTO, W HE Bcerjza ompasaaHHo. HecMoTps Ha TO 4TO
pacuiuppoBka ab6pesuarypsl (Host Intrusion Prevention System) HHKak HE OTpa)kaeT CYTh
TEXHOJIOTHH, IPUMEHUTENLHO K aHTUBUPYCHOM 3aIUTE TEXHOJIOTUS YeTKO omnpezaenena: HIPS —
9TO 3allMTa, TEXHUYECKH OCHOBAHHAs HAa MOHUTOPHHIE CHUCTEMHBIX coObITHi. [Ipu 3TOM
AHATUTUYCCKUN KOMITOHEHT 3aIUTHI MOXKET OBITh KAKUM YTOJIHO — OT MPECEUCHUS SAMHINIHBIX
MOJIO3PUTENBHBIX COOBITHI J0 CIOXKHOTO aHalk3a IIETMOYeK MPOrpaMMHBIX JeicTBuil. Takum
oOpa3zom, nox onpexaenenuemM «HIPS» B onurcanuu aHTUBUpYCa MOXKET CKpPBIBaThCsI, HAIIPUMeEp,
MPUMHUTHBHAS 3alllMTa HECKOJIBKHUX KIIOYEH peecTpa, MO0 cucTeMa YBEJOMIIECHUN O MOMBITKAX
JI0CTyNa K OINpEAeTIeHHBIM AUPEKTOPUSIM, JUO0 Oojiee ClI0XHas CHCTEMa aHaliu3a IOBEIEHUs
mporpamMM, JHOO Kakas-TO Jpyras TEXHOJIOTHs, B OCHOBE KOTOPOH JIEKUT MOHHTOPHHT
CHUCTEMHBIX COOBITHIA.

ITnrocel M MuHYCBI cnOcO00B OOHapyxeHHMsI BPEJOHOCHOIo koaa. Ecmn
paccmaTpuBaTh TEXHOJOTHHU 3alllUThl OT BPEJOHOCHBIX IPOrpaMM HE MO OTAEIbHOCTH, a
0000IIEHHO, C TOYKM 3pEHMsI TMPEACTaBIEHHOW MOJIENH, TO BBIPUCOBBIBACTCS ClEAyIOIIas
KapTUHa. TeXHUYECKUH KOMIIOHEHT TEXHOJOTMHM OTBEYaeT B OCHOBHOM 3a Takue ee
XapaKTepUCTHKH, KaK Harpy3ka Ha cucreMy (M Kak CIelICTBUE — €€ ObICTpoJeiCTBuE),
0€30MacHOCTh U 3alUIIEHHOCTh. Harpyska Ha cucteMy — 3TO J10J1sl IPOLIECCOPHOIO BPEMEHU U
OTEpaTUBHOW MaMATH, HEMPEPHIBHO WM NEPUOAMYECKU 3aJIEHCTBOBAHHBIX B OOECIICUECHUU
3alIUTHl U OIPAaHUYMBAIOIINUX OBICTPOJIEHCTBUE CUCTEMBl. DMYIISILINS BBIIOIHSAETCS MEJICHHO,
BHE 3aBUCUMOCTH OT pEaM3alUU: HAa KAXKAYI0 MPOIMYIMPOBAHHYIO MHCTPYKIHUIO MPUXOIUTCS
HECKOJIBKO MHCTPYKIMH UCKYCCTBEHHOU cpenbl. To ke MOKHO CKa3aTh M MPO BUPTYAIU3ALMIO.
MOHUTOPHHT CUCTEMHBIX COOBITHH Takke O€3yCIOBHO PaBHOMEPHO TOPMO3HUT BCIO CUCTEMY, HO
CTENeHb TOW HAarpy3Ku 3aBHUCHUT OT peanu3auuu. B ciydae ¢ (aiioBbIM J€TEKTUPOBAHUEM U
IIOMCKOM CHCTEMHBIX AHOMAQJIMW CTENEHb HArpy3KH BCELENO 3aBUCUT OT peanusauuu. Ilox
«0e30MacHOCThIO» TMO/APAa3yMEBAETCSl CTENEHb PHCKAa, KOTOPOMY IOJIBEpraercs OIepanroHHas
cUcTeMa M JaHHBbIE TOJb30BATENs B Ipolecce MISHTU()UKALMU MOTEHIUAIBHO BPEIOHOCHOTO
kofa. Takoil pHCK CyIIeCTBYET BCerja, Korja BPEIOHOCHBIN KOJ HCIONHSETCS pealbHO, B
OIepallMOHHOM cucteme. [l cicTeM MOHUTOPUHTA COOBITUI TaKoe peaibHOE HCIIOTHEHHE KO/1a
ApXUTEKTYpHO OOYCJIOBJIEHO, B TO BpEMs Kak SMyJsuus U (aillioBoe CKaHMPOBAaHHE MOTYT
00HapYKUTh BPEAOHOCHBIN KOJ €I11e 0 TOro, Kak OH Hadaj MCIOJHATHCS. 3alIUIEHHOCTh. DTOT
napameTp OTpaXkaeT YSI3BUMOCTb TEXHOJOTHH, TO, HACKOJIbKO BPEIOHOCHBIM KOJI MOXKET
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3aTpyOHUTH mponecc uaeHTudukamuu ceds. I[IpoTtuBocTosTh (aiiioBOMy I€TEKTHUPOBAHHIO
OYEHB JIETKO: JIOCTATOYHO XOPOIIO YITakoBaTh (haiii, nubo caenarh ero moJuMopHBIM, MO0
BOCTIOJIb30BaThCSl PYTKUT-TEXHOJOTHEH Ui cokpbITHs (aiina. IIpoTUBOCTOSATH SMynsUuU
HEMHOT'O CJIO’)KHEE, HO TAKXKE BO3MOXHO — JIJIsI 3TOTO UCIOJIb3YIOTCSI MHOTOYUCIICHHBIE TPIOKHU3,
BCTPOCHHBIE B KOJI BPEIOHOCHOW mporpammbl. HO CKpBITBCA OT CHCTEMHOrO MOHUTOPUHIA
MPOrpaMMe YK€ CIOKHO — MO TOM MPUYMHE, YTO NPAKTHYECKH HEBO3MOXHO CKPBIThH
noBenenue. [lonBoas utor: B cpeHeM, yeM MeHee abcTpakTHA 3alluTa, TEM OHA Oe30macHee, HO
U TeM Ipolme €€ OOOWTH. AHATUTHYECKHH AacCleKT TEXHOJIOTMM OTBEYaeT 3a TaKue
XapaKTepUCTUKH, KaK MPOAKTHUBHOCTh (M 3aBUCAIIYI0O OT HEE HEOOXOJWMYIO0 YacTOTy
OOHOBJICHHSI aHTHUBUPYCA), TIPOICHT JIOKHBIX cpabaThIBaHWI W HArpy3ka Ha moib3oBatess. [lof
MIPOAKTUBHOCTHIO IOJIPa3yMEBAETCs CIHOCOOHOCTh TEXHOJOTMHM OOHApYXUBAaTh HOBBIC, €Ille HE
MIOIAJIaBIIME B PYKH CIIELMATIMCTOB BPEIOHOCHBIE MporpaMmMbl. K mpumMepy, NpOCTEUIINI TUI
aHaiu3a («IpoCTO€ CpaBHEHHE») COOTBETCTBYET HauOojiee MAajJeKUM OT MPOAKTUBHOCTU
TEXHOJIOTHSIM, TAaKMM KAaK CUTHATYPHOE JETEKTHUPOBAHUE: IPU IMOMOLIM TaKUX TEXHOJIOTHM
MOTyT ObITh OOHApYXKEHbI JHUIIb U3BECTHBIE BPEJOHOCHBIE mporpamMmbl. [lo Mepe Bo3pacranus
CJIO’)KHOCTH AHAJIMTHUYECKOM CHUCTEMBI, BO3PACTACT U €€ MPOAKTHUBHOCTh. C MPOAKTHUBHOCTHIO
HEMOCPEJCTBEHHO CBsi3aHA M TaKas XapaKTePUCTHKA 3allUTHOM CHUCTEMbI, Kak HeoOXoaumas
gactota oOHOBIeHMU. Hampumep, 0a3pl cHUTHATYp HYXXHO 4YacTO OOHOBISITH, B TO BpEeMs Kak
0ojiee CIOXKHBIE SBPUCTHUECKHE CHUCTEMbI OCTAIOTCS aJIeKBAaTHBIMHU TEKYIIeH cutyaruu Oolee
JUTUTENIBHBIA CPOK, & IKCIIEPTHBIC aHATTUTUYECKUE CUCTEMBI MOTYT YCHEIIHO (DYHKIIMOHUPOBATH
0e3 0OHOBIeHMI MecsiiiaMu. [IpOIeHT JT0KHBIX cpabaThIBaHUI TaK K€ HEMOCPEACTBEHHO CBSI3aH
CO CJIOHOCTBIO TEXHOJOTMH aHanwu3a. ECIM BPEIOHOCHBIH KOI HACHTU(DUIIUPYETCS KECTKO
3aIaHHOM CUTHATYpOM WJIM TOCJIENOBATEIbHOCThIO ACHCTBUH — IPU YCIOBUU JOCTATOYHOU
JUTMHBI CUTHATyphl (0aWTOBOM, MOBEACHUYSCKON WJIM KaKOH-TO eIe), Takas HIACHTU(UKAINS
OJIHO3HAYHA: CUTHATYpa MACHTU(UIUPYET TOIBKO OMpPENEICHHYI0 BPEAOHOCHYIO MPOTrpaMMy U
HE TOIXOIUT IS ApyruX. Ho ueM OoibIie «oKepTBY» cTapacTcs 3aXBaTHTh UACHTU(PUKAITMOHHBIN
QITOPUTM, TeM 0o0Jiee HEYETKUM OH CTaHOBUTCS, BCIEICTBUE YEro CocOOeH 3aXBaTUTh OOJbIle
0e3Bpenubix mporpamm. [lox Harpy3koil Ha TOJIB30BATENs MOAPA3yMEBACTCSl CTENEHb €ro
yuacTusi B (POPMHUPOBAHUU TOJUTHUKU 3alUThl — TMPAaBUJ, UCKIIOYEHUN, OCNbIX U YEPHBIX
CIIMCKOB — M y4YaCTHS B MPOLIECCE BEIHECEHUS BEPIUKTA — MOATBEPKIACHUE WIIA ONPOBEPKEHHUE
«IOJI03PEHUI» aHATUTHYECKON cucTeMbl. Harpy3ka Ha moJjib30BaTelisi 3aBUCUT OT peau3allvi,
HO 00IIIee MPaBUIIO TAKOBO, YTO YEM JIaJIbIlIe aHAIN3 OT MPUMUTHUBHOTO CPAaBHEHUS, TEM OOJIbIIIE
CIIy4aeTcsl JIOXKHBIX CcpabaThIBAaHUM — KOTOPBIE HY)XHO KaK-TO KOPPeKTUpoBaTh. JlJisi 3TOTO U
HE0OXOaMMO yJacTre nojib3oBatelns. [10Boast UTOT: YeM ClIoKHEee aHATUTHYECKasi CHCTEMa, TEM
OHa MOTYIIECTBEHHEE, HO M TEM BBINIE TPOIEHT JOXKHBIX cpabarbiBanuil. [locnemnue
KOMITEHCHPYIOTCSI B3aUMO/JICHCTBHEM C TI0JIb30BaTesieM. Tenepb, eclii pacCMOTPETh KaKyr0-TH00
TEXHOJIOTHIO YEPE3 MPU3MY ITOW MOJENH, JIETKO TEOPETUUYECKH OLEHUTHh €€ NMPEUMYLIECTBA U
HeJ0CTaTKU. Bo3bMeM, HampuMep, SMYJISTOP CO CIOKHBIM aHATUTUYECKUM KOMIIOHEHTOM. DTO
3alMTa OYeHb Oe3omacHas (MOCKOJBKY He Tpedyercs 3amyck mpoBepsiemoro ¢aina), HO
«IPOIMYCKAIIashH HEKOTOPBIM MPOLIEHT BPEAOHOCHBIX MPOTPAMM BCJIEACTBHE MCIOJIB30BAHUS B
HUX aHTUAMYJSIUOHHBIX TPIOKOB, JIMOO BCIIEJACTBHE HEM30EKHBIX HEIOPAOOTOK B peaan3aliuu
caMoro sMmyssTopa. Takas 3ammTa 00JagaeT BHICOKUM TMOTEHIIMAIOM M OYIET MPH TPaMOTHON
peanu3anuy Ka4yeCTBEHHO HACHTU(UIMPOBATH OOJBIION MPOIEHT HEM3BECTHBIX BPEIOHOCHBIX
mporpamm, HO HEM30€KHO MEJJICHHO.

Kak BeIOpaTh cucTEMYy HECUTHATYPHOM 3aIIUTHI?

B Hacrosmuii MOMEHT OOJBIIMHCTBO pEIMICHWH B O00JacCTH KOMIBIOTEPHON
0€30MacHOCTH pPEau3yIOTCs KaKk KOMIUIEKC HECKOJNbKHX TeXHoJorui. B kimaccumueckux
AHTUBHpPYCaX CHUTHATYpHOE NETEKTHPOBAHHUE OOBIYHO HCIOJIB3YETCS B CBSI3KE C TOW WM MHOU
peanu3anueld  MOHUTOPWUHTA  CHUCTEMHBIX  COOBITHIA, OMynSTOpa, TNecodyHuipl.  Kak
COPUEHTHPOBATHCS B CIENU(PHUKANMIX W BbIOpATh CHUCTEMY 3aIUTHI OT BPEJOHOCHOTO KOa,
ONTUMAJHFHO OTBEYANOIIYIO MOTPEOHOCTSM KOHKPETHOTO Mosib3oBarens? [Ipexae Bcero, cieayer
MIOMHUTB, YTO HE CYIIECTBYET HU YHUBEPCAIBHOIO, HU «CAMOI0 JIYUIIETr0» PEIICHUs. Y Kaxa0u
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TEXHOJIOTUM €CTh CBOM IUIIOCHI M MHHYCBhl. Hampumep, MOHUTOPUHI COOBITHII B cHCTEME
MOCTOSTHHO 3aHUMAeT TIPOIIECCOPHOE BpeMsi, HO €ro TpyAHEe BCEro OOMaHyTh; MPOIECcCY
SMYJISIIUM MOXHO IOMEIIATh HCIIOJIb30BAHUEM B KOJZI€ OIpPEIEIICHHBIX KOMAaHJ, 3aTO IIpU €e
UCIIOJIb30BaHUN OOHApYKEHHUE BPEIOHOCHOTO KOJa BBIMIOJIHSCTCS B YIPEKIAIOIMIEM PEKUME,
CHUCTEMa OCTaeTcs He3aTpoHyTa. Jlpyrod mnpumep: MpOCTbie MpaBWIa NPUHATUS PELIECHUN
TpeOYIOT OT TMOJB30BATENsl CIMIIKOM AaKTUBHOIO Y4YacTHs B IIpoliecce, MOpOXaas MHOIO
BOIIPOCOB K IIOJIb30BATENI0, @ CIIOKHBIE U «THUXHUE» YPEBAThl JIOKHBIMU CpadaThIBAHUSMHU.
Br100p TeXHOIOTUHM — 3TO BBIOOP 30JI0TOM CEPEIUHBI C YYETOM KOHKPETHBIX MOTPeOHOCTEH U
oOcrositenscTB. Hampumep, Tomy, KTo paOoTaeT B YSA3BUMBIX YCIOBHUSX («HEMPOMATYCHHAS
CHUCTEMa, OTCYTCTBHE 3aIllPETOB Ha HCIOJIb30BAHUE pacIIMpeHuil Opays3epa, CKPUNTOB U T.II.),
CHJIBHO OECIOKOUTCSl 32 CBOIO O€30MAaCHOCTh U MMEET AOCTAaTOYHO PECcypcoB, OOJbIE BCETO
MOJOMAET CUCTEMA THUIIA «TIE€COYHHUIIAY», C KAUECTBEHHBIM AHAIMTUYECKUM KOMIIOHEHTOM. Takas
cuctema o0ecreynBaeT MakCUMyM 0€30MacHOCTH, HO B CETOJHSIIHEN peanu3aluu 3aJeicTByeT
MHOI'O OIEPAaTUBHOM NAMATH M IPOLECCOPHOIO BPEMEHU — UYTO MOXKET MPOSABIATHCS B
«ropmoxkeann» OC. Crnenuanucry, >KeJarolleMy KOHTPOJIMPOBATH KPUTUYHBIE CHCTEMHBIE
COOBITHSI, WU 3a0JHO OTrPAIUTHh CEOSI OT HEU3BECTHBIX BPEIOHOCHBIX IPOrpamM, MOJOUET
CHUCTE€Ma MOHUTOPHUHIA PEaJbHOTO BpEMEHHU. Takasi cucreMa paBHOMEPHO, HO HE CYLIECTBEHHO
3arpy’kaeT OMEPAMOHHYI0 CUCTEMY M TPeOYyeT CIELUaTbHOIO y4acTHs B CO3JaHUU TIPaBUI U
UCKITIOYCHHUI. A TOJb30BATENI0, KOTOPHIM OrpaHWYeH B pecypcax JuO0 HEe XOYeT 3arpyxarhb
CBOIO MAaIlIMHY MOCTOSTHHBIM MOHUTOPUHIOM, a pa3yM — CO3JaHUEM IpaBWJI, MOAOUIET OoJiee
IIPOCTast 3BPUCTHUKA. B KOHIIE KOHIIOB, 32 KAU€CTBO JE€TEKTUPOBAHUSI HEU3BECTHBIX BPEIOHOCHBIX
MPOrpaMM OTBEYAET HE KAKAas-TO OJHA COCTABJISIONIAS 3AIMTHOM CUCTEMBbI, a BCA CHCTEMA B
nenoM; Oojiee MPOCTOM TEXHOJOTUYECKUH CHOCOO MOXKHO KOMIICHCHPOBATh 0OO0Jiee yMeENbIM
npuHsATHEeM pelieHnil. CUCTEeMbl HECUTHATYpPHOTO OOHAapy:KEHHUS paHEee HEM3BECTHOIO KoJa
pacnagatorcsa Ha ABe kareropuu. IlepBas — 310 camoctostenbubie HIPS-cuctemsbl, Takue xak
y)Ke TpuBeIcHHbIe B KauecTBe mnpumepa Prevx wmm Cyberhawk. Bropas — xpymnHbie
AHTUBUPYCHI, IBOJIOLMOHUPOBABIINE B MOUCKE 0OJbIIel 3(h(HEKTUBHOCTH 10 HECUTHATYPHBIX
texHoJoruil. [IpenmyiecTBa TOW WM MHOM KaTErOpUM OYEBUIHBI: y3Kas CIEHHAIN3ALMS, B
paMKax KOTOPOM MOKHO HEOTPAaHWYEHHO COBEPIIEHCTBOBATH KAYECTBO, — B IIEPBOM Cllydae, U
3HAYUTENIbHBIA OTBIT PA3HOCTOPOHHENW OOpPHOBI C BPEIOHOCHBIMH MPOrpPaMMaMi — BO BTOPOM.
B BBIOOpE TOTO WIIM HMHOTO MPOAYKTa PEKOMEHAYETCS] PYKOBOACTBOBATHCS B MEPBYIO OUYEpellb
pe3yJibTaTaMd HE3aBUCHMBIX TECTOB, a TaKX€ OT3bIBAMHU MOJIb30BATENICH, KOTOPBIM BBI
JIOBEpsIETE.
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