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BBEJEHHUE

Hucummumna  «TexHomoruu  3amyTbl  MHGOPMALMM B TAMOXKEHHBIX — OpraHax»
npeJHa3HayeHa JJIs MOATOTOBKH CHEIHMAIMCTOB C BBICIIMM 00pa30BaHUEM MO CHENUAIbHOCTU
38.05.02 «Tamoxxennoe peno». Llenpto y4yeOHOW AUCHUIUIMHBI SBJSIETCA IOJyYEHHUE
CHELHAILHOTO  001enpo(ecCHOHAIBLHOTO 00pa3oBaHuUs, CIIOCOOCTBYIOUIETO Pa3BUTHIO Y
CTy/IEHTa 3HAHWW M HAaBBIKOB B C(hepe TAMOKEHHOTO JIea.

3amauaMy H3y4EeHUS] AUCIUTUINHBL SIBIISTFOTCS:

-u3ydenne HanpaBicHuid nosmtukn @DOTC Poccum B olOmactu  oOecrieueHus
MH(POPMAIMOHHOM 0€301MaCHOCTH TaAMOKEHHBIX OPTraHOB;

-pOopMHpOBaHHKE Y CTYJCHTOB CUCTEMaTHUECKUX 3HAHUH O KaHaJaX yTeuKH HH(POpMaIuu
B TAMOKCHHBIX OpraHax;

- W3y4YCHHE TEXHOJIOTHH 3aluThl HH(POPMAIH B TAMOKEHHBIX OpraHax;

Komnerenuun  olOy4awmerocs, ¢opmupyembie B pe3yjbTare  OCBOCHHS
AUCUMIIHHBI:

- crmoco0eH OcCylecTBIATh cOOp, 0OpabOTKy, aHamu3 JaHHBIX [UISI  PEIICHHS
npodeccHOHABHBIX 337a4d, HHOOPMUPOBAHHUS OPraHOB TOCYJApCTBEHHOW BIIACTH M OOIIECTBA
Ha OCHOBE WH(pOpMAIMOHHON U  OubnIHorpaduyeckol KyabTypel C HPUMEHEHHEM
WH(POPMAIIMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTHH W € YYeTOM OCHOBHBIX TpeOOBaHMI
uHpopmarmonnoi 6ezomacHoctu (OITK-2).

METOAUYECKHE PEKOMEHJALIUN no OPTAHU3AIINU
IMPAKTUYECKHUX 3AHATUHN

[IpakTrueckoe 3aHATHE SBISETCS OAHOW M3 (OPM MPOBEACHHS TPYIIOBBIX 3aHITHH CO
CTYICHTaMH, UMEIOIIeH CBOMMHU LEIsIMH OoJiee riryO0oKoe YCBOeHHE 00y4yaeMbIMH JIEKIIMOHHOTO
Marepuaia, pa3BUTHE y HUX YMEHHS IICJICHANMPABICHHOW palboThl C HAy4yHOW, Yy4eOHOU
JUTEPaTypoll IJii CaMOCTOSTENIbHOIO JOOBIBAaHMS HOBBIX 3HAaHUM, MPHUOOpETEHHE HAaBBIKOB
MyOIMYHBIX BBICTYIUIEHUH, BEACHUS AUCKYcCUH U T.A. [IpakThyeckue 3aHATHS MPEAINOJaraloT
WCIIOJIb30BaHUE PA3TMYHBIX (HOPM pabOTHI: OOCYKIECHHUE TEOPETHUYECKUX BOIPOCOB, PEIICHUE
3aj1a4, oOCyXJeHHe NOKIanoB, aHanu3 uHpopmanuu. [IpakTuueckue 3aHATUS TPOBOJAATCSA C
LeNbl0 YrayOJNeHHUs M 3aKperIeHHs] TEOPEeTUYEeCKUX 3HAHUW, MPUBUTHUS HABBHIKOB aHaIu3a
00CTOSITENBCTB Jiefa B KOHKPETHO 3a/JIaHHOM CUTyallud, YTO BEChbMa BAXKHO JUIsl Oymyuiei
MPaKTUYECKON nesTenbHOCTU. OHH, SBISAACH CAMOCTOSITENbHOM (opMOil 0OyueHUs: CTYACHTOB,
yIayOIsifoT 3HAHUS, TOJYYEHHbIE Ha JIEKUHUAX, CIIOCOOCTBYIOT CaMOCTOSTEIbHOW paboTe ¢
HOPMAaTUBHBIM MaTEpUAJIOM, ONYOIMKOBAHHOM MPAKTUKON U JTUTEPaTypOil. 3aHATUS IPOBOASTCS
B (opMe ompoca CTYIEHTOB IO TEOPETHUUYECKUM BOMpPOcaM, 0003HAUYECHHBIM B IJIaHAX, a TaKKe
OoOCY)KJIeHHsI BAapUAHTOB pELICHUS MPAKTUYECKUX 3aJaHuil (CUTyaluil), KOTOpble ObLIH
MPeIOKEHbl B KA4€CTBE MOATOTOBKH K 3aHATHIO. ['OTOBSCH K 3aHATHUAM, CTYAEHTHI JIOJDKHBI
U3YYUTh:

-MaTepuanbl JIEKIUU [0 TMpearnojiaraeMol TeMme, a TakkKe IIaH IPAKTHYECKOTo
(ceMuHapCKOTro) 3aHSTHS;

-COOTBETCTBYIOIINE TEME 3aHSITHS MTOJIOKEHHUS HOPMAaTHBHO-TIPABOBBIX aKTOB;

-OCHOBHBIE ITOJIOKEHUSI TEOPUH;

-MaTepHualbl PyKOBOIAIINX MOCTAHOBICHUI TAMOXXEHHBIX OPTaHOB;

- PpEeKOMEHIOBAaHHYIO B IUIAaHAaX MPAKTUYECKUX 3aHITH 0a30Byl0, a Takke
JIOTIOTHUTEBHYIO JINTEPATYPy U METOJIUYECKHE Pa3padOTKH Ui CTYACHTOB, MOATOTOBICHHBIC
Kaeapoi.

[Ipy moAroToBKE K MPAKTUUYECKOMY 3aHITHIO CTYACHT 00s3aH, M3y4HB JIEHCTBYIOIIEE
3aKOHOJATENTLCTBO U PEKOMEHIOBAHHYIO JUTEPATYpPy, MUCBMEHHO HW3JIOKHUTH B CIEIUATHHON
TETpaau pelIeHUE 3ajad, 3aJaHHBIX MpernoaaBareneM. VX W3NoKeHHe He JOKHO CBOJUTHCS
JUIIb K KPaTKOMY OTBETY Ha Bompoc. HeoOxoaumpIM mpu3HaeTcs Takoe 000CHOBaHUE BBHIBOJIA,
KOTOpO€ B TPUHIUIIE SBISIETCS JOKa3aTelnbHBbIM. (sl pelieHus Takux 3aJad COOTBETCTBEHHO



TpeOyeTcst OBJIAJCHUE TEXHUKOW TIOUCKA MPEINHCAaHUN, TEXHUKOW CyOCYyMNIHMH, TO €CTh
MOJIBEJICHUSI MEHEee OOIIel MOCBHIIKU IMOJ OOIIYyI0, TOJIKOBAaHUS 3aKOHA U €r0 KOHKpPETH3aIlUH.
[IpakTHueckue 3aHATHS CTPOSTCS 110 CIEAYIOLIEH CXeMe:

- BHayaJie MpernoaaBaresb OOBsIBISIECT TeMY U 3a7a4l [IpakTHuecKoro 3aHsATHS;

- MIPOU3BOAMT OTMPOC CTYACHTOB IO TEOPETUUYECKUM BOIpOcaM, 0003HAUCHHBIM B IUIAHE
3aHSATHS, a TAK)KE MPOBEPSIET HAIMYUE y CTYIEHTOB NHCbMEHHBIX pEllIeHuH 3anay. /laHHbIE
pemeHust 006cyxaatTcs B GopMe TUCKYCCHH HETIOCPEICTBEHHO Ha 3aHSATHH;

- 110 OKOHYAHHH 3aHSATHS [TOIBOIATCS UTOTH TUCKYCCUU M OOIIHE UTOTH.

[IpuMeHUTENPHO K OTAENBHBIM TEMaM 3aHATHS, C Y4ETOM CrIeuu(puKd 00CyKaaeMoit
TEMBI, YKa3aHHAs CX€Ma MOXKET KOPPEKTUPOBaThCs. OIHAKO OCHOBE 3aHATHUS, B JIIOOOM Cilydae,
JISKUT pElIeHHE MPAKTUYECKUX cuTyauui. X KoJIM4YecTBO ONpeNessercs MPernoiaBaTelieM ¢
Y4eTOM BCEX OCOOEHHOCTEH H3ydyaeMON TeMbl MU MacIITaOHOCTU €€ MPOOJIEMHBIX BOIPOCOB.
OTBevaromuii Ha CEeMHMHApe CTYIEHT 00s3aH KpaTKO H3JIOXKUTh COJIEpP)KaHHUE MPaKTHYECKOU
CUTYaI1H.

ILJTAHBI TIPAKTUYECKHNX 3AHSTUM

Tema: 1 Kitaccupukarops! TamoxeHHON HHGOPMAIIH.

Hean: popmupoBaHue y CTyIEHTOB 3HAHUH O BHIaX TAMOKEHHON WH(OpMAITUH.

B pe3yabTaTe 0cBOeHHS TeMbI 00y4aIOLIMICH 10JIKEH

3HaTh: OCHOBHbIE TOHATHUA KJIacCU(DUKAMM TaMOXEHHOW HHGOpPMalUK, UeNu
pa3paboTKH Ki1acCU(PUKATOPOB TAMOXKEHHON HH(POPMAIIHH.

YMeTh: BBISIBIISITH CBOICTBA CUCTEMBI KJIacCHU(UKALIUMKA TaMOKEHHOW HH(OpPMaLUU.

AKTyajlbHOCTh TeMbl: Pemienne mnpoGneMbl KiaccuUKAUU W KOJAWPOBAHUS
TaMOXX€HHOW wuH(OpMaInuu sBJISIETCS 00s3aTENIBHOW CaMOCTOSITEIFHOM YacThIO TIpoliecca
OCYILIECTBJICHUS] TAMOYKEHHBIX OIepalyii, pealn30BaHHOMN B JIIOOOM MPHUKIAJIHOM MPOrPaMMHOM
obecneueHnH HH(POPMALIMOHHBIX TAMOKEHHBIX TEXHOJIOTUA.

Teopernueckass yactb: TamoxeHHass HH(oOpMalMsg CYIIECTBYET B IBYX (opmMmax: B
dbopMe TaMOXKEHHBIX TIOKaszaTreled W JOKyMEHTOB. B moapasmenenusx dDeaepanbHOI
TaMOXXEHHOH  cly)kObl  Poccum  akTUBHO  HWcmoJsib3dyercs  Oosibie 250  pa3iaMuHBIX
aBTOMATU3UPOBAHHBIX CHCTEM. B 3aBHCHUMOCTH OT Ha3HAYeHMsS U PEUIaeMbIX 3a7ad Kaxaas
CUCTeMa HCHOJB3yeT TOT WM MHOM Habop Ki1accuuKatopoB (CIPaBOYHUKOB) U
KOJU(UKATOPOB, KOTOPHIE BXOSAT B COCTaB HOPMATUBHO-CIIPABOYHON MH(OpMaIIUH.

Knaccupukatop —  JOKyMEHT, C  [OMOIIBIO  KOTOPOTO  OCYIIECTBISETCS
(dbopManu30BaHHOE OMNMCAHUE TaMOXXEHHOW uHoOpManuu, coaepKalell HauMEHOBaHUS
00BEKTOB, HAMMEHOBAHUS KIacCU(PUKAIIMOHHBIX TPYIIIUPOBOK U UX KOJOBbIE 0003HAYCHHUSL.

CTpykTypHOH eAMHUIIEH TaMOXEHHOW uHGOpManuu sBIsAeTCs Tmokazatenb. OH
Mpe/CTaBiIsieT Cco00il KOHTPOIMPYEMBI TMapaMeTp TaMOXEHHOTO OO0bEeKTa M COCTOUT U3
COBOKYITHOCTH PEKBU3UTOB. PEKBU3UT HMeEeT 3aKOHUEHHOE CMBICIIOBOE COJACp)KaHHUE U
MOTPEOUTENHCKYIO0 3HAYUMOCTh. PEKBU3UT — 3TO JIOTMYECKHU HEACNUMBINM 3JIEMEHT MOKa3aTes,
OTpaXKarolIUii OIpe/eJieHHbIe CBOWCTBAa 00BbEKTa WM Mpoliecca. PEeKBU3UT Henb3sl pa30oUTh Ha
OoJsiee MeNKHe eTUHUIBI Oe3 pa3pylleHus ero cMbicia. Kaxkaplit mokaszaresib COCTOMT U3 OJTHOTO
PEKBU3UTA-OCHOBAHUSA U OJHOTO WJIM HECKOJIBKMX PEKBU3UTOB-IPHU3HAKOB. PEKBU3UT-TIpU3HAK
XapaKTEPU3yeT CMBICIIOBOE COJEpKAHUE TIOKa3aTels WU OINpeAeisieT €ro HauMEHOBaHUE.
PexkBU3UT-OCHOBaHME XapaKTEPU3YET, KaK IIPABUIIO, KOJMYECTBEHHOE 3HAUEHHUE TIOKA3aTeIs.

Bonpocsl u 3aganus:

IIpakTnueckoe 3ansiTue Ne 1

Bonpocer  ona  obcyacoenus: OCHOBHBIE TOHATHS —KIACCHU(UKAIMK  TaMOXEHHOM
uHpopmanuu. Llean pa3paboTku K1acCuPUKATOPOB TAMOKEHHON HH(POPMAIIH.

IIpakTnueckoe 3ansaTHe Ne 2

3aoanus: IlpoaHanu3upoBaTh CBOMCTBA CHUCTEMbl KJIacCU(UKAUM TaMO>KEHHOU
uHpOpMaluu.



CHucoK JuTepaTyphl, peKOMeH/1yeMblil K HCI0JIb30BAHUIO 110 JAHHOI Teme:

1. DxoHOMMYECKast OI[EHKAa M ONTUMHU3AIUS 3aTpaT Ha Pa3pabOTKy MPOTPAMMHBIX MPOIYKTOB U
CPEeACTB 3alIUThl MH(POPMAIIMK TaMOXXEHHBIX opraHoB : MoHorpadwus / FO. . Comos, 3. IL
Kynpunos, C. B. Kypuxus, JI. /. 3aiiueBa. — Mocksa : Poccuiickas TaMOXKEHHasl akajieMus,
2014. — 186 c. — ISBN 978-5-9590-0823-9. — Tekcr : 31IeKTPOHHBIN // DICKTPOHHO-
OnbImoTeYHAS cucrema IPR BOOKS : [caiiT]. — URL:
https://www.iprbookshop.ru/69852.html. — Pexxum noctyna: mis aBropusup. [lonbp3oBareneit

2. ®enopoB, B. B. HapopManmuoHHBIE TEXHOJOTMM H 3amuTa HHGOpMAIMKA B
MIPaBOOXPAHUTEIIBHON JIEATEIIbHOCTH TaMOXKXEHHbIX OpraHoB Poccuiickon ®eneparuun
monorpadus / B. B. @enopoB. — Mocksa : Poccmiickass TamoxeHHas axkanemusi, 2014. —
180 c. — ISBN 978-5-9590-0797-3. — TeKcT : 3MeKTPOHHBIH // DIEKTPOHHO-OMOIMOTeTHAS
cuctema [PR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/69725.html. — Pexum
nocryna: s apTopusup. [lonb3oBaTenei

3. Adonun, I1. H. Madopmanmonnas 6e30nmacHOCT, B TaMOKeHHOM jene : ydeOHuk / I1. H.
Adonun, JI. H. Abonun, A. 1. Kpacnoa. — Cankr-IlerepOypr : Tpowurnkuii moct, 2016. —
512 c. — ISBN 978-5-4377-0039-6. — Tekcrt : anmeKTpOHHBIH // DIeKTpOHHO-ONOINOTeYHAS
cuctema IPR BOOKS : [caiiT]. — URL: https://www.iprbookshop.ru/40859.html— Pexum
JOCTYTA: U aBTOPU3HP. TIOJIB30BaTENeH

Tema: 2 Cucrema npaBoBoro obecrnedyeHus 3amMuThl WHGOPMAUUM B TaMOKEHHBIX
opranax Poccun. Ilomutuka @OTC Poccum B oOnactu obecrieyeHus: HHGOPMAIMOHHOMN
0€30MMacHOCTH TaMO>KEHHBIX OPraHOB.

Henab: hopMupoBaHre y CTyJ€HTOB 3HAaHHUI O cUCTEME NMPABOBOTO OO0ECTIEUEHUS 3alUThI
nH(popMaluy B TaMOKEHHBIX opranax Poccuu.

B pe3yibTaTe 0CBOEHHS TeMbl 00yYAIOIIMIACH 10JIKEH

3HaTh: cUCTEMY IIPABOBOI0 00eCMeYeHHsI 3aIIUThl HHPOPMAIMK B TAMO>KEHHBIX OpraHax
Poccun.

YmMmerb: mnpoBoauTh aHanu3 HampasieHud nosmutukd DPTC Poccum B oGmactu
obecrieueHrus HHQPOPMAIIMOHHON 0€30MacCHOCTH TaMOXKEHHBIX OPraHoB. IPOAHAIU3HPOBATh
STamnbl CO3aHUS U PA3BUTHS SJIEKTPOHHBIX TAMOXKEH.

AKTYyaJIbHOCTb TeMbl: JlesrenbHOCTh DeepaabHO TAMOXKEHHOHN CITYKObI HaIlpaBjieHA
Ha o0ecrieueHne HKOHOMHYECKON Oe3omacHoctu Poccuiickoit ®enepanuu. B mponecce
BBITIOJIHEHUSI CBOEro (YHKLIMOHANA, a HWMEHHO JIeHCTBUH, HANpaBJICHHBIX HA BBIIIOJHEHUE
TaMO>KEHHOTO aJMUHHCTPUPOBAHUS, IPEICTABUTENN TAMOKEHHBIX OPraHOB MOJIYYaroT AOCTYII K
TaKUM CBEJICHUSIM, KaK KOH(HIECHIIMAIbHbIC TaHHbIe ydacTHUKOB BJ/JI, mepcoHanbHbIe TaHHBIE
(bu3MYECKUX JTUI] ¥ CBEICHUSM, OTHOCSIIIUMCS K TOCYIapCTBEHHOU TaiiHe.

Teoperuueckas 4actb: C  pasButueM HHOOPMALUOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTUH 0€3yCIOBHO MPOUCXOIUT YCOBEPIICHCTBOBAHUE U YCIOKHEHHE YTPO3, & 3TO B CBOIO
ouepellb 3acTaBIsieT COBEPILICHCTBOBATh CHUCTEMbI, BBIMOJHSIONME (YHKIMM IO 3aluTe
uHpopmanuu. M3-3a 3T0r0 nepes TaMoKEHHON cIy00i CTaBUTCS OJIHA U3 OCHOBOIIOJIATAOIINX
3ala4 — rapaHTusd KOH(PHAECHIIMATBHOCTH, JOCTYMHOCTH M IeIocTHOCTH uHpopMmaruu. [Ipu
MPOEKTHUPOBAHUH CHUCTEMBbl O€30MaCHOCTH HEOOXOIUMO YYUTHIBATH BCE CYIIECTBYIOIIHE U
MpernoiaraeMple Yrpo3bl W YSA3BUMOCTU. [Isi BBIMOJMHEHHUS MaHHOW 3aJaddl HE0OXO0JIUMO
OCYHIIECTBJISATh HEMPEPBIBHBIN KOHTPOJIb, TPUYEM OH JOJHKEH YUYUTHIBATh BECh KU3HEHHBINA IIHMKI
uHpoOpMallUK: OT TMOSBICHUS — 10 TOTEPH AaKTyaJbHOCTH WM TMOJHOTO YHHUYTOXKCHHUS.
[IpaBunbHO mMOMOOpaHHAS KOHIENIUS  yIpaBieHUs WHGOPMAIMOHHON 0E30MacHOCTHIO
MO3BOJISIET CHHU3UTH PHCKH [0 TPUEMIIEMBIX MapamMeTpoB. B oOmmpHOM CMBICIE TIOJ
0€30MacHOCThI0 TIOHMMAETCSl 3all[UTa 3aKOHHBIX WHTEPECOB OOBEKTOB OT Pa3UYHBIX BHUIOB
yrpo3. Ha cerogusimiauii neHb uHGOpPMANUS — OJWH W3 CaMbIX BaXKHBIX U IIEHHBIX AaKTHBOB



m000# opraHu3anvu. 3amuUTy MHOOPMAIMH O ONpPEIeICEHHBIM MapaMeTpaM MOXHO YCIOBHO
MO>KHO Pa3/IeUTh Ha JBE COCTAaBJISIOLINE.

[lepBass — coOCTBEHHO 3amuTa caMOi MH(POPMAIUHU, TO €CTh COJEPKATEIbHON YacTH,
CMBICIIOBOM Harpy3ku. Bropas — 3ammura mHOpMamyu OT BHEIIHUX BO3JCHCTBUH, Croza
BKJIIOUEHO M €€ MOJHOE YHUYTOXKEHUue. J[pyrumMu ciioBaMu, 3alllMILATh HY)KHO HE TOJIBKO caMy
nH(pOpMAINIO, HO TaKKe WH(OPMAIIMOHHBIE CHCTEMBI, IIOMEIIEHHS, B KOTOPBIX JaHHBIE PECYPCHI
PAacIoNIOKEHBI, COTPYJHUKOB, UMEIOIIUX JOCTYNl K MH(POPMALUHN C OrpaHHYEHHBIM JOCTYIIOM.
JUis 3TOro HCHOJIB3YIOT CIIEAYIOIIUE BUIbl KOHTPOJS: aIMUHUCTPATUBHBIM, JOTMYECKUH U
¢u3n4YeCKuil KOHTPOJIb. AJMUHUCTPATHBHBIN KOHTPOJb IOJpa3syMeBaeT Ha0Op JIOKaJIbHBIX
aKTOB, IpaBWJ M cTaHgapToB. Jlormueckuili KOHTPOJIb WM HHA4Y€ TEXHUYECKHUE CpEACTBA
KOHTPOJISl BKJIIOYAaeT B ce0d 3alMTy M KOHTPOJb JOCTyla K pecypcaMm, IpOorpaMMHOE
ofOecnieyeHre, MNaposIbHYIO 3amuTy. Bcee 3TH MepomnpusiThs HampaBieHbl Ha HOPMalbHOE
(YHKIIMOHUPOBaHNE OpraHU3allui, BHYTPEHHIOIO 0€3011aCHOCTb.

Takum o0pa3oM, JeHCTBUS, HANPABJICHHbIE HA MOBBIIIEHWE YPOBHS MH()OPMALMOHHON
0€30MacCHOCTH, OTBEUYAIOT 332 HAXO0XJIECHUE, OLEHUBAaHUE W MUHHUMHU3ALMIO PUCKOB BIUSHUS Ha
MH(}OPMAaLlMOHHbIE TEXHOJOTMH U cUcTeMbl. HOpMaTHBHO BONPOCHI BBIMOJIHEHUS MOJIOKEHUN
nHpopmanroHHoOU Oe3omacHocTu B Poccuiickoit @enepannn 3akperisitoress MexayHapoaHbIMU
norosopamu P®, Koncrurynueit PO, @enepansueimu 3akoHamu PO, Ykazamu [Ipesnnenta PO,
[TocranoBnenusimu IlpaBurensctBa PO® u mHBIMM npaBoBbIMM akTaMH. CymecTByeT enie psij
3aKOHOB, JIEHCTBHE KOTOPHIX HEMTOCPEACTBEHHO HE HAIIPABJIEHHO HA PEryJIMpOBaHNE OTHOLIEHUI
B oOsacti WHGOPMAITMOHHONW O€30TMacHOCTH, HO BKIIIOYAIOIINE B ce0s OTHEIbHBIC CTaThH,
MOCBSAIICHHbIE MHQOpMaluy, ee 3aumre. OJHUM M3 OCHOBHBIX JIOKYMEHTOB, MOCBSIEHHBIX
Bompocam Oe3zonacHOCTH MHGopManuu sBisgercs «JlokrpuHa nHbopMalOHHONH 0€30MacHOCTH
Poccuiickoit ®eneparumy.

B sToM nmokymeHTe ommcaHbl CIIOCOOBI, OOBEKTHI, a TaKXKe MPOIETYPhl, HEOOXO0TUMBIE
st obecrieueHnsi MH(popManuoHHOW Oe3zomacHOoCTH. OHAKO, CIEayeT OTMETHTh, 4YTO
M3y4aeMbIil BOMpOC 0e30macHOCTH HWH(OpMAIMK JaHHBIM HAaOOpPOM TIPABOBBIX AaKTOB HE
OrpaHu4MBaeTcs. 3aluTa nHPopMaLnu TpeOyeT CUCTEMHOIO U KOMILIEKCHOTO IOJX0/1a, TaK Kak
MPEACTABISIET COOOM CIIOKHBIA KOMILJIEKC MEPONPUITHH, MOAPa3yMEBAIONIUX OOJBIION KPyr
pasIMYHbIX MPOLEAYP U SBICHHUH, CBA3aHHBIX C MPOTHBOICHCTBUEM Yyrpo3aM Oe30M1aCHOCTH.
WNHpopMallMOHHbIE KOMIUIEKCHI, UCIOJIb3YeMble TAMOXKEHHOW CIIy»KOOH, MpeacTaBiIAl0T coO0H
CIIO)KHBIE CHCTEMBbl, OOBEAMHAIOUIME LEHTpPaJbHblE M pETHOHANbHblE 0a3bl JaHHBIX U
TEJICKOMMYHUKALIMOHHBIE CETH, TapaHTUPYIOLIME KauyeCTBEHHOE BBINOJIHCHUE BCEX BHUOB
NEeATeNbHOCTH TaMOXXEHHOW ClykObl. [laHHblE CHCTEMBbl HOCTOSIHHO MOJICPHU3UPYIOTCA U
pa3BUBAIOTCS BMECTE C PA3BUTHEM TaMOXKCHHBIX OpraHoB. Pa3zBurume CHCTEM HarysiJHO
IIPOCIIEKHUBAETCS B IPOLIECCE MHTETPALUU B3aUMOJEHCTBUS ¢ MHPOPMALMOHHBIMU CHCTEMaMHU
ydacTHUKOB BOJI, OKOIO TaMOXEHHBIX CTPYKTYp, TOCYJapCTBEHHBIX OpIaHOB. 3alluTa
uHbOpMallMd B TAMOXKEHHBIX OpraHax pasjeisercs aBa HamnpanieHus. C OJHOH CTOPOHBHI,
MEPONpPUATHS MO MHPOPMALMOHHOM OE30IaCHOCTHM TaMO>KEHHBIX OPraHOB BBINOJIHACTCS IS
JOCTIMOKEHUS HallMOHalIbHOU Oe3zomacHocTu. C Apyroi, onpeesieHHbIe IPOLEeypbl HAllPaBJICHbI
111 00ecleYeHns: CBOEro eCTECTBEHHOro (PyHKIMOHMpOoBaHUs. OcTpoTa nmpolsieMbl OTpaKeHa B
IpuKasze, KOTOpeIM yTBepxkJeHa «KoHuenuus oOecrnieyeHHs MHPOPMALMOHHONW 0€301MacHOCTH
TaMO>KeHHbIX opraHoB P® na nepuon 1o 2020 roga».

Hannas KoHuenuus onpenenseT WTaTHyo CTPYKTYpy U OCHOBHBIE 3a7au. HeoOxoaumo
TaKXe yKas3aTb, 4TO, onupasch Ha CTpaTervio HalMOHAJIbHOM Oe3omacHOCTH U JIOKTpUHY
nHpopMalMoHHOM Oe3onacHocTy B KoHIlenuuy yJeneHo BHUMaHKe JHIIb 3aluTe HHPOPMAaLuu
B IENAX 3allUThl HAlMOHAIBHBIX MHTEPECOB, INpPH 3TOM YIYIICHHBIM OCTAETCS YPOBEHBb
BHyTpeHHell Oe3omacHocTH. B monokenun «CrpaTeruv pa3BUTHS TaMOXXEHHOM CITy»KObI
Poccuiickoit @enepaunu 10 2020 roga» B paznene 8 «CoBepiieHCTBOBaHUE MH(POPMAITMOHHO-
TEXHUYECKOTO OOECIeYeHHUs» YCTAHOBJIEHO, YTO TOBBIIICHHE YPOBHS 0€30MaCHOCTH
MH(POPMALMOHHBIX PECypCcoB, yBelIMYeHHE (OpM U CIOCOOOB MO OOECHEYCHMIO 3allUThI
uHbopMalMK, B TOM YHCIIE NpPU OPraHM3aLMHM 3alIMIIEHHOr0 OoOMeHa uH(popMmanuen ¢



(benepaabHBIMU OpraHaMy UCTIOJIHUTENIBHOW BIACTH — 3TO OJHA W3 TJIABHBIX 3a/1a4, MOJy4YeHUE
OTBETa Ha KOTOpYyl0 OyIer CcrmocoOCTBOBAaTh COBEPIICHCTBOBAHHMIO  HH(OPMAIIIOHHO-
TEXHUYECKOTO 00ecreueH s IeITeTbHOCTH TAMOXEHHBIX OPTraHOB.

IIpakTnyeckoe 3ansiTue Ne 3

Bonpocwvl ons o6cyscoenus: Crucrtema mpaBoBOTO 00ECTICUCHHUS 3aIIUThI HHPOPMAIIUH B
TaMOKEHHBIX opranax Poccumu.

IIpakTHyeckoe 3ansaTue Ne 4

Bonpocvr  ona obcyscoenus:  Tlomutuka DTC Poccum B obOmacté  oOecriedcHHsI
MH(POPMAIIMOHHOHN 0E30MAaCHOCTH TAMO>KEHHBIX OPTaHOB. MPOAHAIU3UPOBATH ATAIBI CO3JIAHUS U
Pa3BHUTHS AIEKTPOHHBIX TAMOKCH.

Cnucok 1uTepaTypbl, peKOMeH1yeMblii K MCI0JIb30BAHMIO 110 IAaHHOI TeMe:

1. DxoHOMMUECKasi OLIEHKAa U ONTHMHU3ALMS 3aTpaT Ha pa3pabOTKy MPOTrpaMMHBIX MPOJIYKTOB U
CPEICTB 3alIUThl HH(OPMALUK TaMOKEHHBIX opraHoB : MoHorpadus / 0. Y. Comos, 3. II.
Kynpunos, C. B. Kypuxus, JI. /. 3aiiueBa. — Mocksa : Poccuiickas TaM0oKeHHasl akajieMus,
2014. — 186 c. — ISBN 978-5-9590-0823-9. — TekcT : 3IeKTPOHHBIN // DIEKTPOHHO-
OnbIMoTEeYHAS cucremMa IPR BOOKS : [caiiT]. — URL:
https://www.iprbookshop.ru/69852.html. — Pesxxum goctyna: mis aBropusup. [loas3oBareneit

2. ®enopoB, B. B. HapopMamuoHHBIE TEXHOJOTMM © 3amuTa HHGOpMAIMKA B
MPaBOOXPAHUTEILHON JIEATEIBHOCTH TaMOXKEHHBIX OpraHoB Poccuiickoit ®Denpeparuu
MoHorpadus / B. B. ®enopoB. — Mocksa : Poccuiickas TamokenHas akaaemus, 2014. —
180 c. — ISBN 978-5-9590-0797-3. — TeKcT : 31eKTPOHHBIH // DICKTPOHHO-OMOTHOTeTHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/69725.html. — Pexum
nocryma: ais apropusup. [lonb3oBaTeneit

3. Adonun, I1. H. Uadopmammonnas 6e30macHOCTs, B TaMOxeHHOM jene : ydeOnmk / I1. H.
Adonun, JI. H. Abonun, A. U. KpacaoBa. — Cankr-IlerepOypr : Tpounkuii moct, 2016. —
512 c. — ISBN 978-5-4377-0039-6. — TekcT : 21eKTpOHHBIN // DIEKTPOHHO-OMOINOTEIHAS
cucrema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/40859.html— Pexxum
JOCTYyTa: JUIsl aBTOPU3UP. MOJIb30BaTENeH

Tema: 3 IlonsaTre u cTpykTypa HHGOPMAIIMOHHOW 0€30MmacHOCTH. XapakTep U (HopMbI
yrpo3. Kananel yreuku wuHbopManuu B TaMOXKeHHbIX opraHax. Dopmbl obecneueHus
nHpopmanmonnoit 6e3zomacHoctt EAVC. CpencrtBa ympaBieHHS 3aIlllMTOd HH(POPMAIMK B
TaMO>KEHHBIX OpraHax.

Heab: ocBoenue oOydyaemMbIMH 3HaHHM O Topsake oOecnedyeHus HHPOPMAIMOHHOM
0€30MacHOCTH B TAMOKEHHBIX OpraHax.

B pe3yabTaTe 0cBOeHHS TeMbl 00y4aIOIIMIACH JTOJIKEH:

3HaTh: TOHATHE U CTPYKTypa HMH(OPMAIMOHHOW 0e30macHOCTH, Xapakrep U (Hopmbl
yrpo3, KaHaubl yTEeYKH HUHGOpPMAMM B TaMOXKEHHBIX OpraHax, Qopmbl obecreueHus
nnpopmannonHou 6e3omacuoctu EAUC.

YMeTh: aHANM3UPOBATH CPEJCTBA YIPABICHUS 3alUTON MH(POpPMAIMKU B TaMOXEHHBIX
opraHax. 0COOEHHOCTH OpTaHU3aIUU JIEATETHHOCTH dJEKTPOHHON TaMOKHHU.

AkTyaabHocTh Tembl: C  pa3ButHeM  HH(POPMAIMOHHO-KOMMYHHKAIIHOHHBIX
TEXHOJIOTUH 0€3yCIOBHO MPOUCXOIUT YCOBEPIICHCTBOBAHHUE U YCIOKHEHUE YTPO3, a 3TO B CBOIO
ouepellb 3acTaBIsiET COBEPIICHCTBOBATh CHCTEMBI, BBIMONHSMOMME (GYHKIUMA T0 3alluTe
uHpopmanuu. M3-3a 3T0r0 nepes TaMoKEHHON cIy00i CTaBUTCS OJIHA U3 OCHOBOIIOJIATAOIINX
3a/1a4 — rapaHTHs KOH(PpUIECHITNAIBHOCTH, JOCTYITHOCTH U LIEJI0CTHOCTH HH(POPMAIUH.

Teopernueckass yactb: MHPOpMAIMOHHBIE KOMIUIEKCHI, HUCIOJIb3YeMble TaMOXEHHON
Cyk00#, TPENCTaBISIOT COOOM CIIO)KHBIE CHUCTEMBI, OOBEAWHSIONINE IICHTPAIbHBIE U
peruoHanbHbIe 0a3bl JaHHBIX U TEJICKOMMYHHUKAIMOHHBIC CETH, TAPAaHTHPYIONINE Ka4eCTBEHHOE
BBITIOJTHEHHE BCEX BUJOB ACATEIBHOCTH TaMOXXEHHOU cIyxObl. JIaHHBIE CHCTEMbI TOCTOSHHO
MOJIEPHU3UPYIOTCSI M PA3BUBAIOTCS BMECTE C PAa3BUTUEM TaMOXKEHHBIX OpraHoB. Pa3Butue



CHCTEM HAIJIAOHO TPOCICKHUBACTCS B  Mpollecce HMHTErpallMd  B3aUMOJICHCTBHA  C
WHPOPMAIIMOHHBIMH ~ CUCTEMaMH  y4acTHHUKOB BOJl, OKOJO TaMOXEHHBIX CTPYKTYP,
rOCYJapCTBEHHBIX OpPraHoB. 3amiuTa WH(OpMAIMM B TAMOXKEHHBIX OpraHax pas3zeisercs JBa
HanpaBieHus. C OJHOW CTOPOHBI, MEPOHpPUATHS TO HHPOPMAIMOHHON O6e30macHOCTH
TaMOXXCHHBIX OPT'aHOB BBIMOJIHACTCS sl JOCTHKEHHUS HAMOHAIBbHOU Oe3omacHoctu. C npyroi,
OTpeNeNIeHHBIC  TPOLEAYPbl  HAmpaBleHBl Ul  OOECIEeYeHHs CBOETO  eCTECTBEHHOTO
¢dbynkumonnpoBanusa. OcTpora mpoOieMbl OTpakeHa B TMPHKa3e, KOTOPHIM YTBEpiKIeHa
«Konnenmuus obGecrieueHus: WHGOPMAIIMOHHON 0€30MaCHOCTH TaMOXXEHHBIX opraHoB P® nHa
niepuo 110 2020 roma.

HNannas KoHmenuuss omnpeaensier IITaTHYIO CTPYKTYpY W OCHOBHBIC —3aJIayd.
Heobxomumo Takke ykaszaTh, 4TO, omupasch Ha CTpaTerwio HAIMOHAIHHOW OE30MacHOCTH U
JokTpuHy mH(pOpMaAIMOHHOK Oe3omacHocTH B KOoHIenmuu yaeneHo BHUMAHWE JIMIIb 3allUTe
nHGOpMAIMK B TENAX 3AIIUTHl HAMOHAIBHBIX WHTEPECOB, MPH 3TOM YIYIICHHBIM OCTaeTCs
YpOBEHb BHYTpeHHeH Oe3omacHocTH. B monoxenun «CTparerud pa3BUTHS TaMOMXEHHOM
cnyx0bl  Poccuiickoit ®enepanmun 10 2020 roma» B pasumene 8 «CoBepiieHCTBOBaHUE
MH(POPMAIIMOHHO-TEXHUYECKOTO  00ECIeUYeHUs» YCTAaHOBJCHO, YTO TIOBBIIICHHE YPOBHS
0€30MacHOCTH MH(POPMAIIMOHHBIX PECYpPCOB, yBenudeHHE (GOopM U CHOCOOOB MO 00OeCIeueHuno
3anIuThl HHQOpPMAIMH, B TOM YHCIIE TPU OpPTraHU3aliy 3alIMIeHHOT0 0OMeHa mHpopMaIei ¢
(benepaabHBIMU OpraHaMH UCTIOJTHUTEIFHOW BJIACTH — 3TO OJHA W3 TJIABHBIX 3aj1ad, TOJydYeHHE
OTBETa Ha KOTOpPYH OyIeT CrImocoOCTBOBaTh COBEPIICHCTBOBAHHIO HH(OPMAIIOHHO-
TEXHUYIECKOTO 00eCIIeYeHHs IeATEIbHOCTH TAMOKEHHBIX OPTaHOB.

BsaumoneiictBue B cdepe obmena unpopmanumenn mexnay OTC Poccum u uHbBIMU
OpraHamM¥ BJIaCTH pa3JelisieTcss Ha TPU OCHOBHBIX HarpaBlieHus. [lepBoe HampaBieHue — 0OMEH
nH(popMaIuel, MPOBOJUMBIN B paMKax MPOTOKOJOB 00 MH(POPMAIMOHHOM B3aUMOJICHCTBHU.
DTOT BapuaHT mIpeamnojaraer oOMeH IOPUAWYECKH 3HAYMMbBIMU JOKYMEHTaMH B 3JIEKTPOHHOM
Bujge. B maHHOM oOMeHe y4acTBYIOT TakXke CBEICHMs, coJepaiiye HHPOpMalHuio C
OTPAaHWYEHHBIM JIOCTYIIOM, HO HE OTHECEHHBIE K TOoCyJapCTBEHHOHW TaitHe. BTopoe — oOMeH
uHpopmaned B paMKax peajau3aldyd HOPM 3aKOoHa O MPEAOCTaBICHMHM TOCYJapCTBEHHBIX WU
MYHHUIMIATBHBIX YCIYT CIYXKUT JUIsl UCHOJIHEHHS W KOHTPOJS SJIEKTPOHHBIX PErjaMeHTOB.
Tperuit Buxg oOMeHa HampaBlieH Ha BbINOJHEHHE (QYHKIUN KOHTPOJIL, COBEpIIAeMbIX
TaMO>KEHHBIMH OpraHaMH.

Bonpocsl n 3agaHus:

IIpakTHyeckoe 3ansaTHEe Ne 5

Bonpocwvr ona obcyscoenusn: TloHstue u cTpykrypa MHPOPMAIIMOHHONW O€30TacHOCTH.
Xapakrep u GopMbl yrpo3.

IIpakTHyeckoe 3ansaTHE Ne 6

Bonpocvr onsa obcyscoenus: Kananel yredkn WHGOpMAlUMU B TaMOKEHHBIX OpraHax.
dopmbl obecrieuenus nHpopmanronHoi 6e3onacuoctu EAUC.

IIpakTnyeckoe 3ansiTue Ne 7

3aoanus: Ilpoananu3upoBaTh CpeACTBa yIpaBICHHS 3alUTO WHGOpMAIUU B
TaMO>KEHHBIX OpraHax. 0COOEHHOCTH OPTaHHU3AIUH JIEATEIHHOCTH dJIEKTPOHHON TaAMOKHU.

CHnucoK J1uTepaTyphbl, peKOMeH/1yeMblil K HCI0JIb30BAHHUIO 110 JAHHOI Teme:

1. DxoHOMMYECKasl OIIEHKa U ONTUMHU3AIUS 3aTpaT Ha pa3pabOoTKy MPOTrPaMMHBIX MPOIYKTOB U
CpPEeZACTB 3alIUThl MH(POPMAIIMK TaMOXKEHHbIX opraHos : MoHorpadus / 0. U. Comos, 3. IL
Kynpunos, C. B. Kypuxus, JI. /. 3aiiueBa. — Mocksa : Poccuiickas TaMOXEHHasl akajeMus,
2014. — 186 c. — ISBN 978-5-9590-0823-9. — Tekct : 31IeKTpOHHbIH // DIEeKTpOHHO-
OoubnroTeyHas cucrema IPR BOOKS : [caiiT]. — URL:
https://www.iprbookshop.ru/69852.html. — Pesxxum nocryna: mis aBropusup. [Tons3oBareneii



2. ®enopoB, B. B. HapopMmanuoHHBIE TEXHOJIOTMHM | 3amMra HHQOpMammu B
MPaBOOXPAHUTEILHON JICSATEIBHOCTU TaMOXKEHHBIX oOpraHoB Poccuiickoit ®Denepaiuu
MoHorpadus / B. B. ®enopoB. — Mocksa : Poccuiickas tamokenHas akagemus, 2014. —
180 c. — ISBN 978-5-9590-0797-3. — TeKcT : 3NMeKTPOHHBIN // DIEKTPOHHO-OMOIMOTeIHAS
cucrema IPR BOOKS : [caiiT]. — URL.: https://www.iprbookshop.ru/69725.html. — Pexum
nocryna: ais apropusup. [lonb3oBareneit

3. Adonun, I1. H. Madopmanmonnas 6e30macHOCTh B TaMOKeHHOM xene : yueOnuk / I1. H.
Adonun, JI. H. Abonun, A. 1. Kpacnoa. — Cankr-IlerepOypr : Tpournkuii moct, 2016. —
512 c. — ISBN 978-5-4377-0039-6. — Tekcrt : 3nmeKTpOHHBIH // DIeKTpOHHO-ONOINOTeYHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/40859.html— Pexum
JOCTyIA: JUI aBTOPU3HP. TIOJIB30BaTENeH

Tema: 4 Mogens Hapymutens uHpopmanuonHoit 6ezonacioct EANC. OGecnieuenue
AHTUBHUPYCHOM 3amuThl MHGOopManuu. Peanuzanus nmpaBoBOro pexnMa KOMMEPUYECKO TaliHbI B
TaMOYKE€HHOM JESITEIBHOCTH.

Henb: mosiyyeHuil 3HaHUI O HapyIIEHUAX TMOpPsAKA 3alUThl HMHQOpPMAIUU B
TaMO>KEHHBIX OpraHax.

B pe3yiabTaTe 0cBOeHHS TeMbl 00y4aIOLIUIICHA TOJIKEH:

3HaTh: Mozens Hapymwurtens uHpopmanunonHoi OezonmacHoctu EAUC, ocoOenHocTu
peanu3anuy IpaBoBOTO peKMMa KOMMEPUYECKON TalHbI B TAMOKEHHOM JAESTETbHOCTH.

YMmerh: o0ecrieunBaTh aHTUBUPYCHYIO 3aIIUTY HH(OPMALIHH.

AKTYaJIbHOCTb TeMbI: YK€ CerofHss TaMOXXEHHOH CIyxO0oi  YyCTaHOBJIEHBI
JOTOBOPEHHOCTU C Pa3IMYHBIMH OpraHaMu HCIOJHUTEIbHOW BJIACTH U MHBIMU BEJOMCTBAMHU.
O6men wuHbpopMaluell ¢ OJHHMHU YK€ HallaXeH W aKTUBHO MCIOJB3YeTCs, C JIPYTHUMH
MPOJIOJKAIOTCS pabOThl MO OMpPENEICHUI0 TEXHUUYECKUX YCJIOBMM, OMMCHIBAIOIIMX IPOIIECC
WH(POPMAITMOHHOTO B3aWMOJICHCTBUSI Ul JajdbHEHIIEH MpPaKTHYECKOW peanu3andd oOMeHa B
COOTBETCTBUU C 3aKIIOYEHHBIMHU corjameHussMu. OIHUM U3 TUHAMUYHBIX HWH()OPMAIMOHHBIX
oomeHoB @TC Poccum ocymectBisier ¢ denepaibHOM HaIOroBO# ciry:k00i Poccun

Teoperudeckasi YacTb: DJICKTPOHHBIM MHPOPMAITMOHHBIM OOMEH MEXIY BEIOMCTBAMH
OCYILIECTBIISICTCSI HECKOJbKUMH croco0amu. Cpeau HHX, C TNPUMEHEHHEM 3allUIICHHBIX
BBIJICJICHHBIX KaHAJIOB CBSI3U, AJIEKTPOHHOM MOYTHI, @ TAK)KE€ ChEMHBIX HOCUTENEH HH(pOpMAILIHH.
LenTpanpHoe HHPOPMAIIMOHHO-TEXHUYECKOE TaMOXKEHHOE YIIpaBJIEHHE B OCHOBHOM BECh
nH(OPMALMOHHBIA 0OMEH, MPOUCXOIAUINN Ha (eaepaibHOM ypOBHE, MPOIYCKaeT uepe3 cedsl.
OTC Poccun BBINONHSIET BCe BO3JIOKEHHBIE Ha Hee 00sf3aTenbCcTBa MO Iepenaye HHPopMauu
(benepanbHbBIM OpraHaM UCHOJHUTEILHOM BIACTH, KOTOPbIE MPEIYCMOTPEHBI COTJIAIIEHUSIMU 00
uHpopmaoHHOM oOMmeHe. TeM He MeHee, CYIIECTBYET psl MPOOJIEMHBIX TOYEK, Ha KOTOPBIX
HE00X0IMMO 3a0CTpUTh BHUMaHue. 1. OTcyTcTBHE HEOOXOAUMOTO YPOBHS Pa3BUTHS OTAEIBHBIX
CUCTEM OPraHOB HCIIOJHHUTEIHHON BIACTH BJIEYET 3a COOOW OTCYTCTBHE €IMHBIX TpeOOBaHUH K
dopmaram, mpenocTtaBisieModl uH(opManuu, CrIOCOOOB ee  IMepelayd, pPEerjIaMeHTOB
B3auMoJieicTBus. 2. OT/enbHbIE OpraHbl BIACTH HE TOTOBBI K MPEAOCTaBICHUIO HH(GOPMAIIUH, C
TpeOyeMoii CTeNeHbI0 aKTyadbHOCTH, HeoOxoaumyto it ucnonnenus ®TC cBoux QpyHkuuid. 3.
AQMUHUCTpAaTUBHBIE  TPErpajbl, IOBBILIEHHBIE CPOKUM  YTBEPXKICHHMS C  OpraHaMu
UCTIOJJTHUTENBHOM  BJIACTM ~ TEXHUYECKMX  YCIOBHM, HEOOXOAMMBIX Ui  IPOBEICHHUS
nHGOpMAIlMOHHOTO OOMEeHa B paMKax pealu3alud coryameHuid 00 HMH(OpMaMoOHHOM
B3aUMOJIEHCTBMU. Takum o0O0Opa3oM, CyIIEeCTBYeT HEOOXOJAMMOCTb COBEPLICHCTBOBAHMS
MEXaHHU3MOB MEXBEJIOMCTBEHHOIO B3aUMOJEHCTBUA B ILEJIAX IOBBIILIEHUS KadecTBa U
3QPEKTUBHOCTH MNpH pealn3aluuu (QyHKIHMHA, 3aKpelyIeHHbIX 3a TaMOXEHHbIMHM OpraHaMu
Poccuiickoit @eaepanuu. [l rocy1apCTBEHHBIX CTPYKTYP 3aj]laua 3aluThl HH(GOpMaIMK BCeria
ABISUIACh akTyalbHOW. C COBEpLICHCTBOBAHMEM MEXaHHW3MOB OpraHH3alMM KuOepaTak OHa
BBIIIIJIA HA PUHIIMITHAIEHO HOBBIM ypoBeHb. OTCI0/1a clielyeT 3ajaya 1o 3amure HHpopMaum u
MH(POPMAIMOHHBIX CUCTEM OT BUPYCHBIX aTak. B IensX KaueCTBEHHOTO MOCTPOEHHS CHCTEMBI
aHTUBUpYCHOU 3amuThl AelctByeT npuka3 @TC Poccum ot 28.05.2007 Ne 660 «O cucreme



AHTUBHUPYCHOW 3allUThl WH(POpPMAIMM B TaMOXXEHHBIX opraHax Poccuiickoit @eneparumy.
JIaHHBIM TIPUKA30M BBEJICHO B JEHCTBHE MOJIOKEHHE 00 aHTUBUPYCHOH 3alIUTE B TAMOXXEHHBIX
opranax. 37ech MOJPOOHO OMHCaHA CTPYKTypa CUCTEMBI MO O0pbOE C BUPYCHOW aKTUBHOCTHIO,
MOPSIIOK OCHAILEHUS MPOrPaMMHBIMM M aNIapaTHBIMM CPEACTBAMM 3aIUTHl TaMOKEHHBIX
OpraHoB, a TaKXXe€ CXEeMa JSKCITyaTallud JaHHOM CUCTEMBI M paclpefesieHue o0s3aHHOCTEN
MEXIy COTpyAHUKaMu. JlaHHAas cuUcTeMa TIO3BOJISIET MPEAOTBpamaTh (aKThl 3apasKeHHS
KOMIIBIOTEPHBIMU BHpPYCaMH, a TaKXe€ HEXKEJaTeIbHBIMU IPOrpaMMaMH BbIUYHCIUTEIbHBIX
pECypcoB aBTOMATH3HMPOBAHHBIX CHCTEM TaMOXKEHHBIX opraHoB. CucTeMa aHTHUBUPYCHOM
3alIUTHl  BKIIOYAE€T HECKOJIBKO Y4YacTHUKOB. [naBHOe ympaBieHue WHGOPMAIMOHHBIX
texHosoruii @TC Poccum — otBewaer 3a obmiee ympamienue. Cioga BXOIAT (YHKIHU IO
npopaboTKe JOKyMEHTAIBHOW CTOPOHBI 3aIIUTHI HH(POPMAILIUH, TPOSKTUPOBAHHUIO MPOLIEAYP 110
3alUTe, OCHAIICHUIO CTPYKTYPHBIX MOJpPa3/IeIeHU, MOHUTOPUHT (PYHKIIMOHUPOBAHUS CHCTEM
3alUThl, MOCTAaHOBKA M COIPOBOXAECHHUE OHKCIUTyaTallUM CHUCTEMBI, a TaKXKe OpraHu3anus
MIPOBEPOK IO BBISIBJICHHBIM  CIIydasM 3apak€Hus cucrteM o00paboTKu HH(OpMAaILUH.
PykoBonutens ciyxObl, 0OTBeUaromie 3a Gopmsbl U cpeacTBa HHGOPMAIIMOHHON 0€301TaCHOCTH U
TEXHUYECKON 3allMThl, OCYIIECTBISET YIPABICHUE MEPONPUATUSAMH, HaNpaBICHHbIMU Ha
MHQOPMALIMOHHYIO  3alIUTy B  TaMOXEHHOM  opraHe. PykoBoauTenu  CTPYKTYPHBIX
MOJApa3JeIeHnid HECYT TMEepPCOHAJIbHYI0 OTBETCTBEHHOCTh 3a BBINOJIHEHHWE TpeOOBaHUM
nH(OPMALlMOHHONW O€30MacHOCTH MOJYUHEHHBIMU JIOJDKHOCTHBIMU JHIaMH. BbinosnHeHue
GYHKIMM 1O KOOpAWHAIIMM AHTUBUPYCHOW 3alllUThl B CTPYKTYPHBIX IOJpa3fesieHUsX
TaMO>KEHHBIX OPraHOB MIPOBOJAUT Ha3HAUYEHHOE MPUKA30M JIOJKHOCTHOE JIMIO — aAMHHUCTPATOP
cucreMbl 3amuThl. [locne HasHaueHus Ha pPoib  aJIMUHUCTPAaTOpa JOMOJIHUTEIbHbBIE
00S3aHHOCTH, 3aKpEIUJICHHbIE 3a JIOJUKHOCTHBIM JIMLIOM, JOJDKHBI OBITh OTPaKEHbl B
JOJDKHOCTHOW MHCTPYKLIMHU. AJIMUHUCTPATOP CUCTEMBI HECET MEPCOHAIBHYIO OTBETCTBEHHOCTh
32 YCTaHOBKY M HAacCTpPOWKY, OSKCIIyaTallUl0 CpPEACTB 3alluThl HMH(pOpMAlMM, a TaKkxke 3a
0OHOBJICHHE JIMLIEH3UOHHBIX KJIOYEeH 1 0a3 JaHHBIX CPEICTB AHTUBUPYCHOMN 3aIlIUTHI.

Bonpocsl u 3agaHus:

IIpakTHyeckoe 3ansaTue Ne 8

Bonpocvl ons obcyscoenus: Mopaenb HapymuTens HHPOPMAIMOHHOW 0€30TaCHOCTH
EANC. ObGecnieueHre aHTUBUPYCHOW 3aliuThl MHpOpManmu. Peanmsaius MmpaBoBOTO pexuMa
KOMMEPUYECKOW TallHbl B TAMOKEHHOW JI€ATEIbHOCTH.

Cnucok JuTeparypbl, peKOMeHyeMblil K HCIIOJIb30BAHUIO 110 TAHHOH Teme:

1. DxoHOMMUECKasi OIICHKA U ONTHMHU3ALMS 3aTpaT Ha pa3paboTKy MPOTrpaMMHBIX MPOIYKTOB U
CPEICTB 3alIUThl MH(OPMALIUK TaMOKEHHBIX opraHoB : MoHorpadus / F0. U. Comos, 3. I1.
Kymnpunos, C. B. Kypuxumn, JI. [I. 3aitneBa. — Mocksa : Poccuiickas TaMOX€HHasi akaJieMus,
2014, — 186 c¢. — ISBN 978-5-9590-0823-9. — TekcT : 2IeKTpOHHBIN // DIEKTPOHHO-
OoubnroTeyHas cucrema IPR BOOKS : [caiiT]. — URL:
https://www.iprbookshop.ru/69852.html. — Pexxum nocryma: st apropusup. Ilonb3oBareneit

2. ®emopoB, B. B. HWHpopManuoHHBIE TEXHOJOTMM M  3ammTa HWHPOpPMAIMK B
MIPaBOOXPAHUTEIIBHON JIEATEIbHOCTH TaMOXKEHHbIX oOpraHoB Poccuiickonn deneparuu
MoHorpadus / B. B. ®enopoB. — Mocksa : Poccuiickas TamokeHHas axajnemus, 2014. —
180 c. — ISBN 978-5-9590-0797-3. — TekcT : 3MeKTPOHHBIH // DIEKTPOHHO-OHOIHMOTeUHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/69725.html. — Pexum
noctymna: Juis apropusup. [lons3oBareneit

3. Adonun, I1. H. MapopmanmonHas 6e30macHOCTh B TaMO>KEHHOM jene : yueOHuk / I1. H.
Adonun, 1. H. Aponun, A. U. KpacnoBa. — Cankrt-IlerepOypr : Tpournkuit moct, 2016. —
512 c. — ISBN 978-5-4377-0039-6. — Tekcrt : 3neKTpOHHbIH // DNEeKTpOHHO-OUOINOTeYHAs
cucrema IPR BOOKS : [caiiT]. — URL: https://www.iprbookshop.ru/40859.html— Pexum
JOCTYTIA: JUISl aBTOPU3UP. TOJIb30BaTeNeH
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Tema: 5 OcoGeHHOCTH KIIaCCH(UKAIIUN U pacciaeI0OBaHuUs Jel O MPECTYIUICHUIX B cepe
MH(POPMALIMOHHOM 0€30MacCHOCTH.

Leab: npuBHUTHE HABBIKOB Y CTYICHTOB YMEHUI KJIAaCCH(HUKAIUI M pacciieJOBaHUS 1] O
MPECTYIUICHUSX B cepe NHPOPMALMOHHOM Oe301MacHOCTH.

B pe3yabTaTe 0cBOeHHS TeMbl 00y4AIOIIMIACH TOJIZKEH:

3HaTh: 0COOCHHOCTH KITaCCU(HUKAIMIA J1eJI O MPECTYIUICHUSIX B chepe HHPOPMAITMOHHOK
0€301acCHOCTH, OCOOCHHOCTH PACCIIEOBAHUS JIeNI O TMPECTYIUIEHUSIX B cepe nHPOpMAIMOHHON
0€30IMaCHOCTH.

YMerb: kinaccuuIupoBaTh JieNia O TMPECTYIUICHHAX B cdepe HHYOPMAMOHHON
0€30IaCHOCTH.

AKTyaJIbHOCTh TeMbl: B mocnennue necstuinerus nHGOpMamus cTajia HEOTHEMIIEMOM
YaCThIO TAaKMX BAXHBIX c(hep ACSITEIBHOCTH TOCYIapCTBa, KaK CBsI3b, TPAHCIOPT, YHEPrETHKA,
noOblya MW XpaHEHUE CTPATETHYECKH BAXKHBIX PECypcoB, OaHKOBCKas CHCTEMa, CHUCTEMBI
KU3HE0OeCIeueHns: HaceJIeHUs, O00OpOHa, CTPYKTYpbl oOOecrneueHus YyCTONUMBOW paboThI
roCyJapCTBEHHOTO ammapara, YTO 3aKOHOMEPHO MPUBEJIO K MPOHUKHOBEHUIO MPECTYMHOCTH B
chepy kommbproTepHON HHpOpMaIu. Bo3MOXXHOCTH coBepIiaTh MPOTHUBOIPABHBIE JIEHCTBUS,
HaxoJsCh HA 3HAYUTEIHLHOM YyJAJICHUU OT MECTa COBEPIICHMS MPECTYIUICHHUS, OCTaBasCh MpHU
9TOM HE TOJHKO HE 3aMEUEHHBIM, HO W HE OOHApY)KEHHBIM BIIOCJICJCTBHUU IPUBJICKAET BCE
00JIbIIIE TPECTYITHUKOB.

Teopernueckas yactb: [log npectymieHusMu B chepe KOMIbIOTEPHON HHGMOpMaLMK
MbI TOHMMAaeM BHHOBHO COBEpIIEHHOE OOIIECTBEHHO ONAacHOE JiesHue, COBEpUIEHHOE B cdepe
MH(POPMAITMOHHBIX TEXHOJIOTHA IyTEM BO3JCUCTBUS Ha CBeJeHHUs (COOOIIEHUs, JaHHBIC),
MPEACTABICHHBIE B DJIEKTPOHHO-IIUGPPOBON (opMe, HE3aBHCHMO OT CPEJCTB WX XpaHEHUS,
00paboTKK ¥ mepenaun. TpaaWIIMOHHO, K YHCTY MPECTYIJICHUH paccMaTpUBAEMOM KaTEropuu
OTHOCHT, MPEKIE BCETr0, COCTAaBbI 28 TJIaBbl YTOJOBHOrO Kojekca. OJTHaKO OHU YacTO SBIISIOTCA
JIUIIB COCOOOM COBEpIIeHUs Apyrux npectymieHui. Tak, mo craructuke MBJI1 o cocrosiHum
npectynHoctd 3a 2018 ron, 8,4% Bcex 3aperucTpUpOBAaHHBIX NPECTYIUICHUM 3a OTYETHBIN
MEPUOJT COBEPIICHBl C HCMOJb30BAHHEM KOMIIBIOTEPHBIX M  TEJIEKOMMYHUKALMOHHBIX
TEXHOJIOTUH.

OO111ee KOJIMYECTBO 3apErUCTPUPOBAHHBIX MPECTYIUICHUN B cpepe BHICOKHX TEXHOJOTUI
C K&XIbIM TOJIOM BO3pACTaeT, MPU STOM PACKPHIBAEMOCTh MPECTYIUICHUH OCTaeTcsl Ha KpaiiHe
HHU3KoM ypoBHe. [To ganusim MBJI Ha 2017 roa 3apeructpupoBano 90587 Takux NpecTyIsIeHUH,
u3 HUX packpeito 20424. 3a 2018 rox 3apeructpupoBano yxe 156307 npecTymieHui, U3 HUX
packpbITO TOJIbKO 38773. OCHOBHBIMHU MPUYMHAMHU, HA HAI B3I, SBIISETCS HEJOCTATOYHOCTh
CHelMabHBIX 3HAHMW  cjeloBaTesield, OTCYTCTBHE BHJMMBIX MaTEpHaJbHBIX  CIIEJOB
MIPECTYIUICHUH, a TaK ke 00e3IMYeHHBIN XapakTep MHGOpMaIUK, HE MO3BOJISIONINI yKa3aTh Ha
MpecTynHuKa. B crnokuBmieicss cuTyanuu, oco00e BHUMAaHHUE MPABOOXPAHUTEIBHBIX OPraHOB
JOJKHO OBITh COCPEJOTOYEHO HAa YTOYHEHHH U TMOBBIMIEHUU 3()(PEKTUBHOCTH NpPUMEHEHHS
YaCTHOM METOJMKU pacClieZIOBaHUsS MPECTYIUICHHH B cdepe KOMIBIOTEpHOW HH(OpPMAILIHH.
Opnoit U3 HanboJiee 3HAUMMBIX CTPYKTYPHBIX YacTei B CUCTEME YACTHOW KPUMHUHAIMCTUYECKO U
METOJUKH OOOCHOBAHHO CYHUTAIOT KPUMHUHAIHCTUYECKYIO XapaKTEPUCTHKY MPECTYIICHUS.
PaccmoTpuM  HEKOTOpBIE SJIEMEHTHI, BXOJAIIME B BBIILICHA3BAHHYIO XapaKTEPUCTHUKY.
Kpumnnanucruueckas xapakTepucTUKa JIMYHOCTH MPECTYHUKA JAETCsS B HAYYHOM JUTEpaType
JOCTaTOYHO TOJPOOHO, OJHAKO, OHA HE B IMOJHOW MEpe COOTBETCTBYIOT IEHCTBHUTEIHHOCTH,
MOCKOJIbKY CTaTHCTHKA MCXOJUT TOJIBKO M3 T€X CIy4aeB, KOTOPBIE yAaJOCh PackpwITh [1; 2].
JlocTaTOYyHO BBICOKAasi CTENEHb CJOKHOCTU COBPEMEHHOM KOMIBIOTEPHOM TEXHUKU U
MPOrPaMMHBIX CpPEICTB €€ 3alllUThl, MPEANoiaraeT BBICOKUH 00pa3oBaTelbHBI YpOBEHBb
MPECTYINHUKOB U HETpUBHAIIbHOE MblluieHne. K npumepy, eciu paccMaTpuBaTh MPeCTYILICHUS
NpOTHB 0€30MacHOCTH KPUTHYECKOH HHQpacTpykTypsl Poccuiickoit denepanuu, To B CHIY
BBICOKOW CTEIMEHH 3allUThl 00BEKTOB, KPYTI MpOGECCHOHAIOB COOTBETCTBYIOMIETO Kilacca Jae
Ha CErOHSIIHMIA JeHb He BenuK. CienyeT 0cobo oOpaTUTh BHUMAHHE, YTO CYObEKTOM JIaHHOTO
COCTaBa B COOTBETCTBUM C IMOJOKEHUSIMH YTOJOBHOTO 3aKOHA MOXKET BBICTYNAaTh MHOCTPAHHBIN
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rpaXkJIJaHWH, COBEPIUUBIINK NpecTyIyieHne BHE mpenaenoB Poccuiickoit @eneparuu. O6o0mas
MHGOPMALIHIO U3 PA3TUYHBIX HCTOYHUKOB, MOXKHO TPEAIOJIOKUTh, YTO THIIMYHBII MPECTYIHUK -
MOJIOJION ueNlOBEK, HMEIOMIMI CcpelHee - CHelUalbHOE WM BhICIIEE 0Opa3oBaHMUE,
IIPEUMYILIECTBEHHO TeXHU4eckoe. I1lockonbKy moja AaHHOE ONMCAaHUE Ha CETOJHALIHUMN JIeHb
MONa/AET KaX/blil BTOPOH MPEACTAaBUTENb MOJIOAOTO MOKOJIEHUSI, CUUTAEM Pa3yMHBIM 00palaTh
Oosplliee BHUMAHUE HA TICUXOJIOTMYECKHE ACHEKTHl XapaKTePUCTUKU JMYHOCTU. bBymymimii
IIPECTYIHUK, CKOPEE BCETO, Hayall yBJIEKAaThCsA IMPOrpPaMMUPOBAHUEM €Il€ B LIIKOJIbHBIE TO/bl. B
3TOM BO3pAacTe MOJIOJbIE JIIOAW, MMes psJi KOMIUIEKCOB M IpOOJEeMBl € OOLICHUEM WU
CTOJKHYBIIMCh C HEMNOHMMAHUEM CO CTOPOHBI OKpYXAlOUIMX, aKTUBHO HIIYT IYTH
CaMOBBIP@)XXEHUS B BHUPTyaJIbHOM HIpocTpaHcTBe. [locTENEeHHO MPOMCXOIUT ICHUXOJOTHYECKast
TpaHchopMaIys, BEIpaKeHHAs B IOJIMEHE PEATbHOCTH, KOMITBIOTEPHAsI CETh CTAHOBUTCS CPEHOi
obutanuss. Takum o00pa3oM, MOTHBAMM COBEpPIUEHUS IPOTHUBONPABHBIX JEHCTBUI B
MH(OPMALIMOHHOM IPOCTPAHCTBE MOTYT OBITh U TaKU€, KaK MECTb, )KEJITAaHUE CaMOYTBEPAUTHCH,
c/ienaTh BhI30B OOIIECTBY U T.II.

Bonpocwr u 3a0anus:

Bomnpocsl u 3aganus:

IIpakTuueckoe 3ansitue Ne 9

Bonpocer ons oocyscoenusn: OCoOOEHHOCTH KiacCU(UKAIUK JIe] O TPECTYIUICHUSIX B
chepe napopMaroHHON Oe30macHoCcTH. OCOOEHHOCTH PACCIICIOBAHMS JIENT O MPECTYIIICHUSIX B
chepe nHGOPMAITMOHHOW OE30TTaCHOCTH.

Cnucok JuTeparypbl, peKOMeHyeMblil K HCIOJb30BAHUIO 110 TAHHOH Teme:

1. DxoHOMMUECKasi OIIEHKAa U ONTHMHU3ALMS 3aTpaT Ha pa3paboOTKy MPOTrpaMMHBIX MPOIYKTOB U
CPEICTB 3anIuThl HHGOPMAIIMH TaMOKEHHBIX opraHoB : MoHorpadus / FO. . Comos, D. I1.
Kynpunos, C. B. Kypuxun, JI. JI. 3aitueBa. — Mocksa : Pocculickas TamoKeHHas akaJieMusl,
2014. — 186 c¢. — ISBN 978-5-9590-0823-9. — TekcT : 3MeKTpOHHBIN // DIEKTPOHHO-
OnOIMoOTCUHAS cucrema IPR BOOKS : [caitT]. — URL.:
https://www.iprbookshop.ru/69852.html. — Pexxum nocryma: mist apropusup. Ilons3oBareseit

2. ®emopoB, B. B. HWHpopManmoHHbIE TEXHOJOTMM ® 3amMTa HWHOOpPMAIMU B
MPaBOOXPAHUTEIIBHON JIEATEIbHOCTH TaMOXXEHHBbIX oOpraHoB Poccuiickoit ®Depaeparuu
MoHorpadus / B. B. ®enopoB. — Mocksa : Poccuiickas TamoxeHHas akagemus, 2014, —
180 c. — ISBN 978-5-9590-0797-3. — TeKcT : 21CKTPOHHBIN // DIEKTPOHHO-OMOIMOTEUHAS
cucrema IPR BOOKS : [caiit]. — URL.: https://www.iprbookshop.ru/69725.html. — Pexum
nocrymna: i apropusup. [lons3oBareneit

3. Adonun, I1. H. Madopmanmonnas 6e30MmacHOCT, B TaMOXXeHHOM jene : yueOnuk / I1. H.
Adonun, /1. H. Abonun, A. . KpacuoBa. — Cankr-IlerepOypr : Tpounkuii moct, 2016. —
512 c. — ISBN 978-5-4377-0039-6. — TekcT : a1eKTpOHHBIN // DJIESKTPOHHO-OMOINOTEYHAS
cuctema IPR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/40859.html— Pexxum
JOCTYITIA: JUIsl aBTOPU3UP. MOJIb30BaTENeH
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