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BBenenne

Mertoanyeckne yKazaHUs MO OPraHM3alUU TEXHOJOTMYECKOW MPAaKTUKH pa3padoTaHbl B
cooTBercTBUH ¢ TpeboBanusamMu PI'OC BO c¢ ydyerom pexomenmauuii OIl mo HampaBieHHIO U
npodmrto noaroroBku 10.03.01 «Mudopmanmonnas 6e3onacHoCThy, «IlomoxeHuemM o mopsaKe
MIPOBEACHUS MIPAKTUKU CTYJICHTOBY» U ydeOHbIM mianoM Harpasienus 10.03.01
«MapopmanmoHHast 6€30MaCHOCTBY.

Meroandeckue ykazaHus MO OpPraHu3alliy MPOU3BOJICTBEHHON MPAKTUKHU MpPEIHA3HAYCHBI
JUIS CTYICHTOB BceX opM OOy4eHHs HarpaBiieHus noarotoBku OakaimaBpos 10.03.01
«UubopmanmionHass 6€30MaCHOCTE» M COJICPIKAT MATePUANIBI 10 OPTaHU3AINU, TPOBEACHUIO U
KOHTPOJIFO TIPOXOXICHUS TPAKTUKH, MPUMEPHOMY PpACIPEICICHUI0 BPEMEHU B TMEPHOJ
MPAKTUKH; YKa3bIBAIOT OOS3aHHOCTH CTYJACHTOB, CTaBAT 3a/ladyd IPAKTUKH, COJEpPKaT
WHJIMBUIyQJIbHBIE W TEOPETUUYECKHE 3aJaHusl W TpeOOBaHHS K OQPOPMIIEHUIO PE3YJIbTAaTOB
MPOU3BOJACTBEHHON TEXHOJIOTUYECKOUN MPAKTUKH.

[IpousBojicTBEHHAsT TpPaKTHKa CTYJEHTOB SIBIISIETCA COCTAaBHOM 4YacThbl0 OCHOBHOM
00pa3zoBaTeNIbHOM TMPOrpaMMBbl  BBICIIETO MPO(PECCHOHAIILHOTO 00pa30BaHUs MOATOTOBKHU
BBICOKOKBATM(UIIMPOBAHHBIX  CIEHUAIUCTOB,  TMPEJACTaBIseT  coOOW  BHJI  3aHATHH,
HETIOCPEJACTBEHHO OPUEHTHPOBAHHBIX HA TIPAKTUYECKYIO TTOJATOTOBKY 00yYaOIIUXCSI.

1. Iesn npakTukKn

Henpto mpOM3BOJACTBEHHONW TEXHOJIOTMYECKOM TMPAKTUKH SBJISIOTCS 3aKpeIUIeHHe WU
yrayOieHne 3HaHWM, MOJYYEHHBIX CTYJEHTaMU B MPOIIECCE TEOPETUUYECKOro OO0ydeHus,
npruoOpereHne HEOOXOAMMBIX YMEHUW, HABBIKOB, KOMIIETEHIIMM W OMNbITa MPaKTHYECKOU
paloThI O U3y4aeMOMY HaIIPABICHHUIO.

2.3a1a4u NPaAKTHKH
3ajayaMy TEXHOJIOTMYECKOM MPAKTUKY SIBJISETCS:
— MOJIy4EHUS TPAKTUUECKUX HaBBIKOB CAMOCTOSITENIbHOM U KOJIJIEKTUBHOM paboThl pU
pELICHNUHU MMOCTABICHHBIX 3a]1a4;
— yriayOlieHHOE U3y4YeHHe U MPUOOpEeTeHrEe MPAKTUUECKUX HAaBBIKOB B padoTe ¢
CUCTEeMaMH KpUNITOTrpapuuecKOn 3alIUThl B paMKaX KOHKPETHOTO MPEIPUITUS;
— M3Y4YE€HHE TEXHOJIOT Ul BHEIPEHMUSI, HACTPONKU U MPUMEHEHUS MEKCETEBBIX IKPAHOB,
TpadUK-UHCIEKTOPOB U APYTHX TEXHOJIOTUN 3alMTH HHPOPMAIIK B KOMITBIOTEPHBIX CETAX
OpraHu3aIuii;
— n3ydeHue Bo3MokHOCTeH VPN-TexHomoruit A1 3amuThl HHGOPMAITUK Ha
MIPEeANPUATHH;
— IpuoOpeTeHNE U 3aKpeIICHHe MPAKTUUECKUX HAaBBIKOB PabOTHI C MPOrpaMMHO-aNMapaTHbIMU
CpeICTBaMH 3aIUTHl HH(GOPMAIIUU Ha MIPEAPUATHSIX.

3. MecTo NpaKTHKM B CTPYKTYpe 00pa3oBaTeIbHOIl NPOrpaMMbl

Texnomornueckass TMpakTHKa HEMOCPEACTBEHHO OPHEHTHpPOBaHa Ha  MPOo(ecCHOHATBHO-
MPAKTHUYECKYIO TOJArOTOBKY oOyuaromuxcs. TexHomornyeckas nmpakTuka 0a3upyercs Ha OCBOCHHM TaKHX
TUCIUIUTMH Kak «MeTo bl 1 cpeficTBa Kpuntorpadguueckoit 3amuTsl nHbopMauny, « TexHuueckas 3aimra
nHpopMauny, «3amuTa HHPOPMAIIMHN OT YTEUKU 10 TEXHUYECKUM KaHaIam.

Texnomornueckass MpakTUKa SIBISETCS OAHUM M3 OCHOBHBIX BHUJOB MPO(UIBHON MOATOTOBKHU
CTYIACHTOB U MPEJCTaBIsIeT cOO0 KOMILIEKCHBIE MPAKTUYECKUE 3aHATUS, JOMOJIHEHHBIE IPYTUMU BUJIAMHU
y4eOHOro mpolecca, B XOJ€ KOTOPBIX MPOUCXOAWT O3HAKOMIIEHHE C YCTPOMCTBAMH U MPOTPaMMHBIM
obecrieueHreM B 00nacTH 3amuThl WHpOpManuu W AanbHeimee (opmupoBaHue MpodeccnoHATBHBIX
3HAHUM.

JUis  yCHemrHoro MpOXOXACHHUS Y4eOHOW TEXHOJOTHYECKOW TPAKTUKH CTYICHT JOJKEH
007a1aTh «BXOTHBIMIY 3HAHUSMH, YMEHUSMHU U TOTOBHOCTSIMU, IPHOOPETEHHBIMH B PE3YJIbTaTe OCBOCHHUS
npeaumecTsyomux yacre OIl, a uMeHHO:



3Hamo.

- OCHOBHBIE HOPMAaTHUBHBIC TIPABOBHIE aKTHI B 001acTH WH(POPMAITMOHHON 0€30MacHOCTH U

3amuThl MHHOPMAIIKH, a TAK)KE HOPMATUBHBIE METOAMYECKUE JOKYMEHTHI DenepanbHOn
ciyx0b1 6e3onacHoctu Poccuiickoii @enepanyn, OeaepanbHON CIyXObl IO TEXHUYECKOMY HIKCIIOPTHOMY
KOHTPOJIO B JAaHHOW 00MacTH;

- TEXHOJIOTUU OOHAPYKEHHSI KOMIIBIOTEPHBIX aTaK M X BO3SMOXKHOCTH;

- CPEICTBA pealn3alluy aTak.

— MCXaHH3MbI TUIIOBBIX 4TaK, OCHOBAHHBIX Ha YA3BUMOCTAX CCTCBBIX IMTPOTOKOJIOB.

— ATaKW Ha CETEBBIE CIYXKOBI.

- aTaK{ C UCIOJIb30BAHUEM IIPOMEKYTOUHBIX Y3JIOB U TEPPUTOPUN.

- OCHOBHBIC YA3BUMOCTH U THUIIOBBIC aTaKW Ha COBPEMCHHBIC KOMIIBIOTCPHBIC CUCTCMBIL,

- BO3MOKHOCTH M OCOOEHHOCTH HCIIOIL30BAHUS CrICHUAJIM3NPOBAHHBIX ITPOTrPpaMMHO-

anmapaTHBIX CPEACTB P MPOBEACHUH ayIUuTa HHPOPMAIIMOHHOW 0e30MacHOCTH;

— METO/IbI 3aIIUTHl KOMIIBIOTEPHBIX CETEN;

- KJIaccu(UKAIMIO U OONIYIO XapaKTEPUCTHUKY CETEBBIX MPOrpaMMHO-ANMAPAaTHBIX CPEICTB

3alATHl HTHPOPMAIIHH;

- OCHOBHBIC IPUHIHWIIBI AIMUHUCTPUPOBAHUA 3aIIUIIICHHBIX KOMIIBIOTEPHBIX CUCTEM,

- 0COOCHHOCTH pean3aliii METOJI0B 3alIUThl MHPOPMAIMH COBPEMEHHBIMH IIPOTrpaMMHO-

armnapaTHbIMH CPECACTBAMU..

ymems.

- BBITIOJIHATH q)YHKHI/II/I AJIMHUHHUCTpATopa 0e30MmacHOCTH 3aIIUINEHHBIX KOMIIBIOTEPHBIX CUCTEM;

- BBIITOJIHATH HaCTpOﬁKy 3aIUTHBIX MEXaHU3MOB CCTCBBIX ITPOrpaMMHO-aIIapaTHbIX CPEACTB,

- HaCcTpauBaTh IOJIUTHUKY 0e30macHOCTH Cp€acTBaMu IIporpaMMHO-aInapaTHbIX KOMIIJIEKCOB

CeTeBOH 3alUTHl HH(pOpMaIny;

— NPUMCEHATh MEXaHU3MBI 3alllUTEI, PCAJIM30BAHHBLIC B IIPOrpaMMHO-AIIIIapaTHBIX KOMIIJIIEKCAX, C

LEIBIO ITOCTPOCHM 3alIMIICHHBIX KOMIIBIOTCPHBIX CETCU,

- OpPTaHHU30BBIBATH 3aIUTY CETMEHTOB KOMIIBIOTEPHOU CETH C UCIIOJIB30BAHUEM MEXKCETEBBIX

JKpaHOB;

- IIPUMEHSITh CPEJICTBA U METOABI BBISIBIICHUS YS3BUMOCTEH B IIPOrPaMMHOM 00€CII€UEHUH y3J10B

KOMIIBIOTEPHOU CETH.

- Peann3oBBIBATE LENH U IIPUHIUIIBI 30HIUPOBAHUS Y3JIOB CETH.

— Hcronp30BaTh KOMMEpUYECKHE U CBOOOAHO PACIPOCTPAHAEMBIE CPEACTBA ayAUTA
0€30I1aCHOCTH KOMIIBIOTEPHBIX CETEH.

— Hcronp30BaTh OCOOEHHOCTH CPEICTB AKTUBHOTO ay/UTA.

— MIPUMEHSTH CPEJICTBA aHAIM3a 3AIUIIIEHHOCTH CEPBEPOB MPHIIOKEHHH.

enadems:

— CpeIcTBaMH aJIMHHUCTPHUPOBAHUS CETEBBIX IPOrPAMMHO-ANIIAPATHEIX KOMIUIEKCOB 3aIUThI
HH(pOPMAITHH;

— CpeICTBaMH aJIMHHUCTPHUPOBAHUS CHCTEM 00OHAPYKEHHS KOMITBIOTEPHBIX aTak;

— CpeICTBAaMH M CHCTEMaMH ayuTa HH(OPMAIIOHHON 0e3011aCHOCTH; METOJUKOM MPOBEICHHS
ayauTa nH()OPMAITMOHHONW 0€301MacHOCTH;

— CpeICcTBaMH a/IMHHUCTPHUPOBAHHS CHCTEM OPTaHU3aIMN BUPTYaJIbHBIX YaCTHBIX CETEH.

— HasbIkamu orpezienieHnst CTpyKTypbl HH(POPMaMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTeH.

— HaBbIkamMu mprMeHeHus IPOrpaMMHBIX CPEIICTB aHAJIM3a TOIIOJIOTUH BEIYMCINTENBHON CeTH,
OIpeeNeHNs] MapUIPYTOB MPOXOKICHHS CETEBBIX NMAKETOB, OOHAPYKEHUSI 0OBEKTOB CETH, TOCTPOCHUS
CXEMBI CETH.

— HaBbixamu BEISIBICHUS TCIICKOMMYHUKAIIMOHHOI'O O60py,I[OBaHI/I$I, BBISIBJICHUS U ITOCTPOCHUS
CXEMBI HH(i)OpMaLII/IOHHLIX IIOTOKOB 3aLLIHH.Ia€MOfI I/IH(I)OpMaLII/II/I B KOMHLIOTepHOﬁ CCTH.

4. ®opMbl IPOBeeHUSI NTPAKTUKH
TexHonoruueckas mpakTHUKa MPOBOAUTCS B (hopMe:
- KOHCYJIbTATUBHBIX 3aHATH;
- MPAKTUYECKON OTPAaOOTKH MEepeyHs BOIPOCOB, PEKOMEHYeMbIX Kadeapoi u
IIPOrpaMMON;
- PaboThI Ha KOMIBIOTEPAX U 0O0PYIOBAHHH, MIPEIOCTABIIEMOM MPEANPHUITHEM.



5. MecTo n BpEMS ITPOBEACHUSA IIPAKTHKHA

[IpousBocTBEHHAs TEXHOJOTMYECKas MPAKTUKA IIPOBOJAUTCS HA IIEPBOM Kypce B 6 ceMecTpe

MMPpOAOJDKUTCIIBHOCTBIO IBC HCACIIN. HpOI/I3BOI[CTBeHHa$I TCXHOJIOTNMYCCKasd MpPaKTHUKa IIPOBOJAUTCA Ha

NpCANpUATUAX HpO(l)I/IJISI IIaHHOfI CIICUaJIbHOCTHU, OCHAIICHHBIX COBPCMCHHBIM TCXHOJOTMYCCKUM

000pyIOBaHUEM U KOMITBIOTEPHON TEXHUKOM.

6. Kommnerenuuu odyuyarwmierocsi, opMupyemMbie MPU MPOX0KTEHUU MPAKTHKHI
6.1 HammeHOBaHNUE KOMIICTCHIINN
Nuneke DopMynHMpoOBKa:
1IK-1 CriocoOHOCTD BBINIOJHATH PA0OTHI 110 YCTAaHOBKE, HACTPOUKE U
00CTYKUBAHUIO TTPOTPAMMHBIX, TIPOTPAMMHO-AMAPATHBIX (B TOM
YHCIIe KPUNTOrpaQUUIECKUX) U TEXHUISCKUX CPEJICTB 3alUTHI
uH(popMaluu
I1K-3 CriocoOHOCTh aIMUHUCTPUPOBATH MOJICUCTEMBI HHPOPMAITMOHHOMN
0€e30MacHOCTH O0BEKTA 3aIUTEI
HK-5 CriocoOHOCTh MPUHUMATH YJaCTHE B OPraHU3aIN U COITPOBOKICHUN
aTTecTanuy o0beKTa HHPOPMaTU3AIMH 110 TPeOOBaHUSIM 0€30TMacHOCTH
uHpopmarun
7. CTpyKTypa M coJep:kaHue Y4eOHOH NPaAKTUKH
OO6mast Tpy10€MKOCTh YIEOHOM MPAKTHKU COCTABIISIET 3 3a4ETHBIX eAMHUI] — 81 "acoB.
Ne Bunbr yue6HO# paboThl, Ha IPAKTUKE
n/m BKJIIOYasi CaMOCTOsITeNbHYI0 paboty | dopmbl
Pazpnenb! (3Tamsl) npakTHKH CTYIEHTOB U TPYJOEMKOCTH (B Hacax) TEKYIIEro
Jlexuuu | JIa6. [Ipaxr. Cam. KOHTPOJIA
paboThl | 3aHATHSA | paboTa
1 IloaroToBuTenbHBIN ATAIl 10 YcTHBIN
(MHCTPYKTaX MO TEXHHUKE OTYeT
0€301acCHOCTH)




2 [Ipou3BoACTBEHHBIN 3Tal:
1. AHanu3 nesaTenbHOCTH
MPEINPUSATHS, €ro CTPYKTYPHI, 10 [Tucemenn
OM3HEC-TIPOIIECCOB; BIf OTUYET
2. MHccnemoBanue cpencTB
3alIUThl HHQOPMAIIMH CETEBOTO
000pyIOBaHUs, OTIEPAIIIOHHBIX
CHCTEM CHEIHATBHOTO
MPOrpPaMMHOTO 0OecTieueHMs, [TucemenH
WCIOJB3yEMOT0 Ha IPEANPHUSITHH, 10 BIif OTYET
JOJKHOCTHBIX MHCTPYKIUN U
JOKYMEHTAUH B cepe 3aluThl
nHpOpMaINH.
3. IlpopaboTka HHIUBUAYAITEHOTO 20 IIncemMeHHBI
TEOPETUYECKOTO 3a/IaHUS TI0 i oTuer
BapHaHTaM
Pemenne UHAUBUAYAJIIBHOT'O 20 ITuceMeHHBL
MPAKTUYECKOTO 3a/IaHUS 110 i oT4er
BapHaHTaM
5. [loarotoBka u odopmiieHre 21
oTyeTa
3 3aKTIOYUTENBHBIM  dTanm  (3aIuT4 3ammura
OTYeTa) oT4YeTa I
MPaKTUKE
Uroro 81
8. O0pa3oBare/bHbIe, HAY4YHO-MCCJIeI0BaTeIbCKHe u HAY4YHO-NIPOM3BO/ICTBEHHbIE

TEXHOJIOI'MH, HCII0Jb3yE€MbIC HA leOI(BBOIICTBeHHOﬁ TEXHOJOTrHYeCKOM MPpaKTHKE.

B npouiecce mpoxoxkaeHns NPOU3BOACTBEHHON TEXHOJOTHUYECKON MTPAKTUKH UCTIOb3YIOTCS
MHTEPAKTUBHBIE METO/Ibl HTEXHOJIOTHH, KOTOPBIE OPMUPYIOT OOLIEKYIbTYPHBIE KOMIIETEHIIUU Y
CTYJCHTOB 3a CUEeT:
KOHCYJIbTAIMH ¢ MPUMEHEHUEM MYJIbTUMEIUIHBIX TEXHOJIOTUi;
CaMOCTOSITENIbHBIX paboT ¢ ucnoyibzoBanueM 1K u coBpemenHoro odopynoBanus
Ha IPEIIPUITUH.

9. YuyeOHO-MeTOAMYECKOEe oO0ecIedyeHne
TEeXHOJIOTHYECKOH NMPaKTUKe

3a nBe HeAelr A0 Hayala MPakTUKU PYKOBOAMTENb MPAKTUKH OT YHUBEPCUTETA MPOBOJUT CO

CTyIEHTaMH OpraHH3allMOHHOE coOpaHue,

METOJAUYECKUMHU YKA3aHUSIMH [0 OpPraHMU3alMy MPOU3BOJCTBEHHON MPAKTUKH, a TakXKe OJaHKaMH

MpeInucaHuil Ha MpakTUKy. BceM MpakTHKaHTaM BBIJAIOTCS TEOPETHUECKHWE U HHIWBUIYyaTbHbIC

3aJaHHnA.

9.1 Teoperuueckue 3a1aHuA
3amaHne Ha TEXHOJOTHYECKYIO MPAKTUKY BKIIOYAET MPOPabOTKY TEOPETHUECKOTO BOIMpOCca U
HamucaHue Mo Hemy 0030pHOTO pedepaTa, BKIIOYAEMOTO B OTYET MO MpPaKTHKE (TeopeThdeckas

4acTh).

BapuanTsl 3a1aHui:
Ataku Ha MMPOTOKOJIbI U CJ'Iy)K6I>I I/IHTepHGT. MCTO,Z[I:I " CpCACTBA 3alIUTHI.

1
2
3.
4

CaAaMOCTOSITEJIbHOH  PadoThI

CTYACHTOB Ha

Ha KOTOpOM oOecreynBaeT MX nporpaMMoﬁ u

IloHsATHE MEKCETEBBIX OKpPaHOB. KoMmoHeHTEI MeXceTeBoro 9KpaHa. [TonuTtHka ceTeBoi 0€30MaCHOCTH.

KpI/ITepI/II/I (I)I/IJ'IBTpaLII/II/I nakeroB. OCHOBHBIE CXEMEBI CETEBOU 3allliThI Ha 0a3e MeKCETEBBIX 9KpaHOB.

CO3)1.':1HI/I€ 3allMIICHHBIX CCTMCHTOB CETCH C UCMOJB30BAaHUEM MEKCETEBBIX 9KpPaHOB.




5. Kondurypuposanue cereBbix GpuibTpoB Ha 6a3e HacTpoek Oe3omacHocTr porokonaa TCP/IP 8 OC
Windows 7.

© N

3ammTa pabouuX CTaHIHH C HCTIONB30BAaHUEM MEPCOHANBHBIX CETEBBIX (PUIBTPOB.

Opranunzanus VPN-cereii. 3anaun, pemaemsie VPN. Tynnenuposanue B VPN.

OnekrpoHHble cepTuduKaTel. [loHATHE HHPPACTPYKTYPHI OTKPBITHIX KIFOUYEH.

[Ipotokonsl u cpenctBa opranuzauuu VPN Ha cereBoM ypoBHe. HazHauenue, o0nacTh mprMeHeHus,

ayTeHTuuKanys u mudpoBanue naHHbIX B mpoTokonax SKIP u IPSec.

10. TTporokonst PPTP, SSL. Hasznauenwue, 00acth IpUuMeHEH s, ayTeHTH(OUKALUS ¥ IIH(PPOBAHUE JTAHHBIX.

11. MMpeumyiiecTBa TEXHOIOTHH TEPMHUHAIBHOTO 1ocTyma. ObecredeHne 6e30MacHOCTH.

12. Ha3nauenue cucteM obHapyxeHus atak. Kinaccudukanus cucreM oOHApyKEHUs aTak.

13. Ciyx651 kaTanoros. O0wme cBeeHus o cayx0ax karanoros. Ctpykrypa kataigora LDAP.

14. Cucrema exuHOro BXo/a B ceTh Ha OCHOBE mpoTokoia Kerberos.

15. Coznanue equHoro npocrpancTa 0esonacHocTu Ha 6ase Active Directory.

16. Ayaut 6€30MacHOCTH KOMITBFOTEPHBIX CHCTEM. LleH, CTanaapThl, MOAXOIbI.

17. NUucTpymenTaibHbIE CPEICTBA ayauTa 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM, HX BOSMOKHOCTH

HEIOCTAaTKH.

18. TIpuMeHeHrEe HHCTPYMEHTAIBHBIX CPECTB ayaUuTa 6E30MaCHOCTH KOMITBEOTEPHBIX CHCTEM.

19 TeCTI/II)OBaHI/Ie COCTOAHUA 3AINUIICHHOCTU KOMIIBIOTCPHBIX CUCTEM OT HECAHKIITMOHHUPOBAHHOI'O JOCTYIIa

C UCIIOJIb30BAHUEM CKAaHCPOB 0e30ITaCHOCTH.

20. Merosuka NpoBe/ieH s MHCTPYMEHTAJILHBIX TPOBEPOK.

21. Knaccuduxkanus cpeacts U MHGOPMAIMOHHBIX PECYPCOB B COOTBETCTBHU €O cTanaapToM 1SO-17799.

T.k.

9.2 UuanBuayaJbHbIE 3aJaHUS

IIPOU3BOJACTBCHHAA TCXHOJIOTUYCCKAA IIPAKTHUKa SABJIACTCA HpC}IHICCTByIOHIeﬁ I TaKuX

JTUCHMIUIMH Kak «YTIpaBJIeHUE MPOEKTaMH MO 3aiuTe HHPOPMAIUU U SKOHOMHUKA 3aIIUThl HHPOpMALIUN,
«KommnekcHass cuctema 3anmThl HWHGOpMaluuMu Ha NOpeanpuatun», «Pa3paboTka u 3KcmTyaTanus
3alUIICHHBIX AaBTOMATH3WPOBAHHBIX WHMOPMALMOHHBIX CHCTEM, TO Ha TEXHOJOTHMYECKON MpaKTHUKe
CTYICHTY IMPENOCTABISIETCd BO3MOXKHOCTh O3HAKOMJIEHHS C€ TEXHHYECKUMHU XapaKTEepPUCTHKAMH,
O0COOCHHOCTSIMU PabOThl TEXHUYECKUX M MPOTPaMMHBIX CPEJICTB 3allUThl MHPOpPMAIMH Ha KOHKPETHOM
MPENNPUITHH.

1.
2.

w

©oo N Ok

17.
18.

BapuanTel 3a1anuii:
Buenpenue cucremsl kpuntorpaduyeckoii 3amutsl Kpunrollpo Ha npeanpusituu
Breapenwne cucremsl kpunrorpaduueckoii 3amuthl Secret Disk Enterprise va nmpeanpusTiu
Brueapenwne cucremsl kpunrorpaduueckoii 3amutsl CipherTrust Data Security Platform na
MpEeANPUATHI
Buenpenue cuctembl kpuntorpaduueckoii 3amutel KpuntoAPM Ha npeanpusitun
Buenpenue cucremsl kpuntorpaduueckoii 3amutsl Fin-TrusT Ha npennpusitun
Bueapenue cucremsl kpunrorpaduueckoii 3amutel ViPNet L2-10G na npeanpustun
Buenpenue cuctemsl kpuntorpaduueckoii 3amutel Derypt XG na npeanpustiu
Buenpenue cucremsl kpuntorpaduueckoii 3amutsl “IlanuaapoM” Ha IpenpUsITHH
Buenpenue cuctemsl kpunrtorpaduueckoit 3amutsl ViPNet Coordinator KB 4 Ha
MPEeANPUATHI

. Buenpenue cucremsl kpunrorpaduueckoit 3amutsl C-Teppa FOHUT Ha npeanpusTin
11.
12.
13.
14.
15.
16.

Buenpenue cucremsl kpunrorpaduyeckoit 3amutsl Kpuntollpo ApxuB Ha npeanpustiu
Brenpenne mexcereBoro skpana M3 «bnoknoct-Oxpan 2000/XP» Ha npeanpustuu
BHaenpenue mexceTeBoro skpana T rustACCess Ha npeAnpusITHH

Buenpenne mexxcereBoro skpana TrustAccess-S Ha nmpeanpusTHH

Buenpenue mexcereBoro 3kpana StoneGate Firewall na nmpeanpusituu

Buenpenue nporpammuoro komriekca Cepsep 6ezonacaoctu CSP VPN Server va
NPEINPUATHH

Buenpenue nporpammuoro komruiekca Illmto3 6ezonacHoctu CSP VPN Gate Ha npeanpuaruu
Breapenue nporpammuoro komiuiekca Kiment 6e3omnacHocti CSP VPN Client Ha
NPEaNPUATHH



19. Buenpenue mexcereBoro skpana ldeco ICS 3 va npennpusitun
20. Bueapenwne nporpammuoro komiiekca Tpapuk Mucnexrop 3.0 Ha npeanpusituu

10. ®opMbI NPOMEKYTOUHOI aTTecTAlNU (110 HTOraM y4eOHOH HCC/IeJ0BATEIbCKOI MPAKTHKH)

ATTecTanys 1o UTOraM MPOU3BOJICTBEHHON TEXHOJIOIMYECKON MPAKTUKU IMPOU3BOJUTCS B 6
CEeMECTpE U 3aKJII0YACTCS B 3aLIUTE COCTABIEHHOTO 00YJaIOUIMMCS OTYETA MO MPAKTUKE.

B nmpouecce mnpakTUKM TEKYIIMH KOHTPOJb 3a pabOTOW CTYAEHTOB, B TOM 4HCIE
CaMOCTOSITEJIbHOM, OCYIIECTBIISECTCS PYKOBOJAUTENSIM TPAKTUKU OT HPEIIpUSITHUS, a TaKkkKe
PYKOBOJUTENIEM OT By3a B paMKax KOHCYJIbTallMM M MPOBEPKU BBIIOJIHEHHOI'O TEOPETUYECKOTO U
UHIUBUAYAJIBHOTO 33JaHUil B COOTBETCTBUM C METOAMYECKMMHU YKa3aHUSAMHU IO OpraHu3aluu
IIPOU3BOJICTBEHHON NMPAKTUKU CTYJIEHTOB.

[lo oxOHUaHUU NPAKTUKU CTYJEHT-NPAKTUKAHT COCTABJISIET MMCbMEHHBII OTYET U CHAET €ro
PYKOBOJIUTEIO MPAKTUKU OT YHUBEPCUTETA OJHOBPEMEHHO ¢ OJaHKaMU MpEeANHCAaHUN Ha MPAKTHUKY,
TOIMUCAHHBIMU HETIOCPEICTBEHHBIM PYKOBOJUTENEM MPaKTUKH. biiaHku npeanucanuii Ha MPaKkTUKY
- OQUIMANBHBIA JOKYMEHT, YIOCTOBEPSIOIIMA TMPOXOXKJIEHUE CTYJEHTOM MPAKTUKH COTJIACHO
YTBEPKICHHOMY KaJleHAapHOMY IUlaHy (rpaduky). bianku npeanucaHuil Ha NMPaKkTUKy HapaBHE C
OTYETOM O TMPOXOKJACHUHM TPAKTUKU SBISETCS OCHOBHBIM JIOKYMEHTOM, IO KOTOPOMY CTYJEHT
OTUUTBIBAETCS O BBIMOJIHEHUU MTPOTrpaMMbl. Bo BpeMsl MpakTUKH CTYAEHT JOJIKEH €KETHEBHO KPAaTKO
U aKKypaTHO JOKYMEHTHpPOBaTh B OJIaHKax BCe, YTO MM IMPOJENIaHO 3a JIeHb 110 BBIMIOJHEHUIO
MporpaMMbl W WHIUBHUIYaJTbHBIX 3amaHuid. [lo OKOHYaHWW TIPAKTUKH 3arOJHEHHBIE OJIaHKHU
MIPEIOCTABIISIFOTCS] PYKOBOJIUTEINIO NMPAKTUKU. PyKOBOIUTENb MPAKTUKU Ja€T KPaTKOe 3aKI0UYEHHE O
KadecTBe pabOTHI CTY/ICHTA 3a KX/l JACHD (MJIH OTIPECIICHHBIA TIEPHOT).

OTder O MpaKkTHKE JIOJDKEH COAEP)KAaTh CBEICHHUS O KOHKPETHO BBINOJHEHHOW CTYACHTOM
paboTe B mHepuUOA NPAKTHKH, a TaKXKe KpaTKOe OINUCaHHE BBIMOJIHEHHOM paboThl, BBIBOIBI U
npemioxkeHus. B oTuer AomkeH ObITh BKIIIOYEH CIEHUANbHBIN pa3fen 00 WTorax BBINOJHEHUS
CTYJI€HTaMH UHAUBUIYAIbHOTO U TEOPETUUECKOTO 3aJaHUsI HAa IPAKTHUKE.

Odopmiienne, CTPYKTypa M colepKaHWe O0TYeTa MO0 npakTuke. OTYET - HTOTOBBIN
JOKYMEHT, HA OCHOBaHWH KOTOPOI'O U MOCJIE €r0 3aIIUTHI CTYJEHT MOJIy4aeT 3a4eT M0 MPaKTHKE.

Odopmienue oTueTa MO NPOU3BOACTBEHHOM MpPAaKTHKE CJEAYyeT MPOU3BOJIUTH COTJIACHO
METOJMYECKUM YyKazaHUsM «MeTroanyeckue yka3zaHus MO0 O(OPMIIEHUIO OTUETOB IO MPAKTHKE,
pedepaToB, KypCOBBIX U TUIIIIOMHBIX pabOT/IIPOEKTOBY.

O0bem oTyeTa BMecTe ¢ mpwioxkeHussMu — 15-25 crpanun dpopmara A4. OH n0JKeH OBITh
U3JI03KE€H TPAMOTHO, aKKypaTHO 0(OpMIIEH, HarleyaTaH C MOMOIIbIO KOMITbIOTEpa.

CTpyKTypHO OTYET COJEPKHUT CIEAYIOIINUE HIEMEHThI: TUTYJIbHbBIN JIUCT, BBEACHUE, OCHOBHAs
qacTh (IepeueHb pa3iesioB), 3aKI0YEHHE, CITUCOK UCIOJIb30BAHHBIX HICTOYHUKOB, MPHIIOKECHHUSL.

Bo BBeneHnM HEOOXOIUMO PACCMOTPETh aKTyalbHOCTh MIPUMEHEHUS! HOBBIX, MEPCIEKTUBHBIX
CPEICTB 3alIUThl HHPOPMALIMH, OTIPEACTUTh LEeU U 33aud y4eOHOU MPAKTHKH, a TAaKXKe CTPYKTYpPY
OTYeTA.

OcCHOBHas 4acTh JIOJDKHA COCTOSITh U3 TPEX Pa3/IeioB:

AHanu3 JAeATEeIbHOCTH TMPEANpPHUSATHS M CPEACTB  3allUThl  HUH(pOpPMALMU, KOTOPHIE
MCIIOJIb3YIOTCS B XOJI€ €r0 pabOTHI.

Teopernueckas yacTh (pedepaTuBHOE U3OKEHUE TEOPETUUECKOTO 3a/IaHMs);

[IpakTudeckast 4acTh (OMMCAaHKUE BBIOTHEHUS UHIMBUIYAIBHOTO 33aJaHu).

[Ipy HamucaHuUM TEOPETHYECKOW YacTH He0oOXOJAWMO I0JIb30BaThbCs PEKOMEHJI0BAaHHOMN
JIUTEpaTypoi.

B 3aknmrounTenbHOW 4YacTH  OTYETa  CTYAEHTY PEKOMEHIYeTCs, IpPOaHaAIM3UpPOBAB
MOJIOKUTEBHBIN OMBIT, MOJYYEHHBI B PE3yJAbTaTe MPOXOKICHUS MPAKTHKHU, CAENATh KPUTUUECKUE
3aMevaHusl. 3aMe4aHusl JOKHbBI HOCUTh KOHCTPYKTUBHBIN XapakTep.

3amuTa CTyJ€HTaMH OTUYETOB IO MPAKTUKE OCYLIECTBISETCS B KOMUCCUM B TEUEHHUE 3-X JAHEU
MocJie OKOHYAHUsl MPAKTUKU WU B YCTaHOBJIEHHbIE Kadenpoi W HMHCTUTYTOM cpoku. [lo mroram
aTTecTtalMu (3allMThl OTYETa) BBICTABISETCS OIEHKa (OTIMYHO, XOPOIIO, YAOBJIETBOPUTEILHO,
HEYJOBIETBOPUTENbHO). CTYACHTHI, HE BBIMOJHUBIINE MPOrPAMMY MPAKTHK IO YBAKHTEIHHOU
MIpUYMHE, HAMPABJISAIOTCS Ha MPAKTUKY BTOPHYHO, B CBOOOTHOE OT y4eObI BpeMmsl.



CTyneHTbl, HE BBINOJIHUBIIKAE NPOTPaMMy MPAKTHK 0€3 YBAKUTEIbHOW MPUYUHBI HIIH

MOJIYYMBIIUC OTPULATCIIBHYIO OLCHKY, MOI'YT OBITH OTYHCIIEHBLI U3 YHUBCPCUTCTA KaK HMCIHOIINC
aKaJIeMUYECKYIO 33JI0JDKEHHOCTD B MOPSJIKE, MIPETYCMOTPEHHOM Y CTaBOM BY3a.

11. YueOHO-MeTOAUYeCKOe U HH(POPMALIHOHHOE O0ecieueHUe YUeOHOH MPAKTHKHU
IlepeyeHb 0OCHOBHOII IMTEPATYPBI:

1.

JleonoBa O.B. OCHOBBI HAYYHBIX UCCIICIOBAHMH [ DJICKTPOHHBIN pecypc]: yueOHoe ocooue/
JleonoBa O.B.— DnexTpoH. TekcToBble JaHHbIe.— M.: MOCKOBCKasi rocy1apCTBEHHAs
akazemMus BogHoro tpancnopta, 2015.— 70 ¢.— Pexxum pocryma:
http://www.iprbookshop.ru/46493.— 5BC «IPRbooks», o naposiro.

Cxpunauk [[.A. O0uirie BOmpochl TEXHUYECKOH 3amuThl HHPOPMALUH [ DJIEKTPOHHBINA
pecypc]/ Cxkpunauk J[.A.— DIeKTpOH.TEKCTOBBIC NaHHbIe.— M.: IHTepHET- Y HUBEPCUTET
Nudopmanmonnsix Texnonoruiit (MHTYUT), 2016.— 424 c.

TexHosoruu 3ammThl HHPOPMAIHK B KoMIbloTepHbIX ceTsix / H.A. Pynenkos, A.B.
[Tponerapckuii, E.B. CmuproBa, A.M. CypoBoB. - 2-¢ u3., uctp. - Mocksa :
Hanmonaneusnii Otkpeitenii Yauepcuter «MHTYUTy», 2016. - 369 c.

Mbiionn, O. besonacHocTts cereld / 3. MoiiBon. - 2-e u3a., uctp. - M. : HanmonanbHbIH
Otkperterit Yausepeuter « MHTYUT», 2016. - 572 c.

Cucrembl 3aUTH HTHPOPMAIMK B BEAYIIHNX 3apy0eKHBIX CTpaHax : yueOHoe nocodue s
By30B / B.W. ABepuenkos, M.1O. PsitoB, I'.B. Konapamun, M.B. Pynanosckuii. - 4-e u3f.,
crep. - Mocksa : @nunTa, 2016. - 224 c.

l'[epe‘leﬂb )IOHOJIHHTeJILHOﬁ JIUTEpATyphbI:

1.

Jlonniea M.A. OcHOBBI Hay4dHBIX HCCJIEIOBaHHWHN [DIEKTPOHHBIN pecypc]: ydueOHoe mocooue/
JlonueBa W.A., Jlazapes B.Md.— DOnekTpoH. TeKCTOBble JaHHble.— biaroBemnieHck:
JlanbHEBOCTOYHBIN TOCYNapCTBEHHBIN arpapHbiii yHuBepcuteT, 2015.— 185 c.— Pexum
noctyma: http://www.iprbookshop.ru/55906.— DBC «IPRbooksy, mo mapoiro.

Omudep, B. I'. Komnbprorepasie cetr. IIpHHIMITBL, TEXHOIOTHHA, IPOTOKOMEL. : [yueObnuk] / B.I'. Omudep, H.A.
Onudep. - 4-e u3a. - CII06. : Iurep, 2011. - 944 c.

Tanenbaym, O. KommbprotepHsle cetH : [yueb. mocobue] / 3. Tanenbaywm ; nep. ¢ anri. B. llpara. - 4-e uzn. -
CII6. : ITurep, 2007. - 992 ¢. .

Cern u TenekommyHuKarmu : yaed.nmocodue / b.B. Cobons, A.A. Manun, M.C. I'epacumenxo. - PoctoB #//1 :
®ennkc, 2015. -191c. .

Taminkwmii, A. B. 3ammra nHbOpMaIiiy B CETH - aHaJIN3 TEXHOIOTHIM 1 CHHTE3 pernenuii / A.B.

Tlamankuii, C.J1. Psioko, B.®. lllausrun. - M. : JIMK Ilpecc, 2004. - 616 c.

Ilepeuenb yueOHO-MeTOAUYECKOr0 00ecreYeHUs1 CAMOCTOSITeIbHOM padoThl 00y4AKIIMXCAIIO0 PAKTHKE:

1.

MeTtouueckre yKka3aHusl 0 OpraHu3alyy U MPOBEICHUIO YUeOHOU MPaKTHUKU —
«TexHonornyeckas npakTuka» aias cryneHToB Hampasienus10.03.01 «MudopmanronHas
0€30MacCHOCThY.

NucTpykiuu no TexHuke 0e30MacHOCTH U OXpaHe Tpyaa npu paboTe Ha NpeArpusSTHH, T/1e
MIPOXOJIUT MPAKTHUKA.

Metoanueckue peKoMeHAaluu i opopMieHus pegeparoB, OTIETOB MO MPAKTUKE, KyPCOBBIX
paboT/MPOEKTOB, BBIMYCKHBIX KBaTU(pHUKAIMOHHBIX padoT [Tsturopck: 2015r. —20 c.

Ilepeuennb pecypcoB MH(GOPMALMOHHO-TEJIEKOMMYHMKAUMOHHOU ceTH « AHTepHeT»:

1. http://elibrary.ru - Hayunas snexrponnas 6ubnnotexa eELIBRARY.RU
2. http://www.biblioclub.ru -Yuusepcurerckas oubdnnoreka online

12. MaTepunajibHO-TeXHMYecKoe ofecrieyeHne y4eOHOi NPaKTUKH

JIEMOHCTPAIIMOHHOTO 000py10BaHUs Ny4eOHO-HATJISIIHBIX TOCOOUH

CrelMaIN3UpPOBaHHAs yueOHas MeOeIb U TEXHUUECKUE CPEeICTBA0OYUEHUS, CIyXKaIUe JUIs
npeacTaBiIeHus yueOHoil nndopmaum:

KOMITBIOTEPHI € MOAKIIOUEHUEM K ceTH "MHTEpHET" U AJOCTYIIOM B 2JIEKTPOHHYIO


http://www.iprbookshop.ru/46493
http://www.iprbookshop.ru/55906
http://elibrary.ru/
http://www.biblioclub.ru/

MH(OPMAIIMOHHO-00pa30BaTEIbHYIO CPELY,
KHIDKHBICIIKA(DBI U1 y4eOHOM JTUTEepaTypsl U y4eOHO-METOAMYECKIX MaTEpPUAIOB
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