[loKyMeHT NoAnucaH NpoCToil 3NeKTPOHHOM NOANMUCHI0
NHdopmaumsa o Bnagenbue:
OVO: Lliebsyxosa Tatbsva e HUC TEPCTBO HAYKHU U BBICILET'O OBPA30BAHUS

LomxkHocTb: [iupekTop MSTropckoro MHCTUTYTa (hrnnan) ﬁgwéaﬂ(moﬁ ®LJIEPALIMA

(benepanbHOro yHMBepeuTea

JlaTa noKrMCaHKS: 13.06.2%3%%]3&?2"“0" rocy/1apcTBeHHOE aBTOHOMHOe 00pa3oBaTe/ibHOe yUpeKIeHue
YHWKa/bHbIil MPOTPaMMHBIi KITH0Y: BBICILIEr0 00pa3oBaHuUs

d74ce93cd40039275c3ba2f5 84 CEBEROFKABKA3ZCKNH ®EJIEPAJIBHBIV YHUBEPCUTET»

firmaropck ¢puiman) CKOY
Konnenx IIsturopckoro uncruryra (pumman) CKOY

METOJINYECKUE YKA3ZAHUS JJISI IPAKTUYECKUX 3AHSTUI

IIM.0S BEb TEXHOJIOI'MA U 3AIIIUTA THO®OOPMALIUU
M/IK.05.02 TEXHUYECKAS 3AINUTA THOPOPMALINHU

CnenmansHocts CITO
09.02.01 KoMnbroTepHBIE CUCTEMBI U KOMIUIEKCHI
KBanmudukanus cienuaivct mo KOMIbIOTEPHBIM CHCTEMaM



[Iaruropck, 2024



Meronnueckue ykasaHus I NPAKTUYECKUX 3aHATHA IO JUCLUILIMHE
MJIK.05.02 Texnuueckas 3ammra WHOOPMAIIMH COCTaBJIEHBI B COOTBETCTBHH C
tpedoBanusiMu PI'OC CIIO. IlpenHa3HaueHsl Uil CTYJIEHTOB, 00yYarOmUXCs 10
cnennasibHOCTH 09.02.01 KoMIIbroTEpHBIE CUCTEMBI M KOMIUIEKCHI.



IHosicHuTEILHAA 3aNINCKA

JlaHHbIE METONMYECKHE YyKa3aHWs MpeJHa3HAYeHbl Ui 3aKpEIUICHUS
TEOPETUUYECKUX 3HAHUU U MPUOOpPETEHUSI HEOOXOUMBIX MPAKTHYECKUX HABBIKOB U
YMEHUI 10 Mporpamme AUCHUIUIMHBI « TexHuyeckasd 3amura uHpopManum» s
cnennanibHOCTH CI1O 09.02.01 KoMIIbroT€pHBIE CUCTEMBI M KOMILIEKCHI.

B pe3ynbTaTte ocBoeHUs yueOHON AUCIUIUIMHBI O0yYarOIIUiics JOHKEeH
3HATh!

® pErJIaMeHThl, IPOUEAYPbI, TEXHUUECKUE YCIOBHS U HOPMATUBBI,
® OCHOBHBIE TMOHATUS M ONpPEACNICHUSA, HCIOJb3yeMbIE TMPU HU3YUYECHUU
nH(pOopMaIIMOHHOM 06€30MaCHOCTH;
KJaccuukaiuio yrpo3 nHQopMamoHHOM 0€301acHOCTH;
KJIACCUYECKUE U COBPEMEHHBIE METOIbI B3JIOMa UHTPACETEH;
KJIacCU(UKAITMIO U TIPaBUJIa 3aIIUTHI OT "KOMIIBIOTEPHBIX BUPYCOB";
Croco0bl Opranu3aui HHPOPMALIMOHHON 0€30MacCHOCTH Ha IPEANPUSATHH;
HOpPMBI U TpeOOBaHUS POCCHMCKOIO 3aKOHOAATEIbCTBA B 00JIACTH
JUICH3UPOBAHUS U CEPTUPHUKAIIUY;
yMeThb:
® BBINOJHATH TPEOOBAHUS HOPMATUBHO-TEXHUYECKOMN TOKYMEHTALIUN;
e BbIOMpATh U UCIOJIB30BAaTh AHTUBUPYCHYIO IPOTrPAMMY;
® BOCCTaHaBJIMBATh MOPAKEHHBIE "KOMIBIOTEPHBIMU BUPYCAMH'" OOBEKTHI;
e [OJAKIIOUUTH oOpraHuzanuioo K Internet ¢ coOmrogeHueM TpeOOBaHUM
nH()OPMAITMOHHON OE30TTaCHOCTH;
e KJIacCU(PUIMPOBATH aBTOMAaTU3UPOBAHHBIE CUCTEMBI COTJIaCHO
pyKoBOAALIMX NOKYMEHTOB ['ocTexkomuccuu Poccurickon @enepanuu;
HMeTh MPAKTUYEeCKUI ONbIT:
® [IPUMEHEHUs HOPMAaTUBHO-TEXHUYECKON JOKYMEHTALNH;
® YCTaHOBKHU U CONPOBOXKACHUS aHTUBUPYCHBIX MPOTPaAMM;
® BOCCTaHOBJICHHUS KOMIIBIOTEPA MTOCIIE TOPAKEHUSI BUPYCAMU;
® TMOAKJIIOYEHUSI YCTPOUCTB ¢ cOOJI0JIeHneM TpeOoBaHUK MHGOPMAIIMOHHON
0€30MacHOCTH.



IIpakTnueckoe 3ansitue 1. AHaIM3  HCTOYHHUKOB, KAaHAJOB
pacnpocTpaHeHUsi U KAHAJIOB yTeYKU HHpopMauu

Hear pabdoTbi: dopMupoBaHWE HaBbIKa PAOOTBI C HOPMATHBHBIMU
JOKYMEHTaMHU TI0 MCCJIEAYEMOMY BOMPOCY; aHAINU3 yrpo3 UHPOPMAIMOHHOMN
0e3omacHOCTH

Xoxa padoThI:

Teopernyeckue 0CHOBBI

[Tonsarue «undopmanronnas Oe3omacHocTh» (MB) paccmarpuBaeTcs kak
COCTOSIHUE 3alIMILEHHOCTH MOTPEOHOCTEN JUYHOCTH, OOIECTBA U TOCYIapCTBa B
uHboOpMaIlMi, TPU  KOTOPOM  OOECIEYMBAIOTCS UX  CYIIECTBOBAHHE U
IIPOrPECCUBHOE PA3BUTHE HE3aBUCMMO OT HAJIWYUS BHYTPEHHMX M BHEIIHHUX
nH(pOpMaIMOHHBIX yrpo3. Toraa ¢ mo3unuu odecnedenust Ub moxxHo onpenenunTs,
4YTO (V)i uHMOPMAITMOHHON yrpo3ou IIOHUMAETCS BO3/EHCTBUE
JNECTaOMIM3UPYIOMKUX  (akTOpoB  HAa  COCTOSHHE  MH(DOPMHUPOBAHHOCTH,
MOJIBEPralollee OMaCHOCTH >KM3HEHHO Ba)KHBIE MHTEPECH! JIUYHOCTH, OOIIECTBA U
rocyaapcTaa.

B 3akone P® «O 6e3omacHOCTH» TaHO OMpPEAESIEHUE Yrpo3bl 0€30MacHOCTH
KaK COBOKYIHOCTH YCJIOBHUH, (DaKTOpPOB, CO3HAIOUIMX OIMNACHOCTh KU3HEHHO
BOXHBIM HWHTEpecaM JMYHOCTH, oOmecTBa u rocyaapctBa. Ilox yrposoi
uHpopmanuu B cuUcTeMax ee OoOpa0OTKM TMOHHUMAETCS  BO3MOKHOCTh
BO3HUKHOBEHHUS Ha KakOM -JIMOO 3Tamne >KU3HEACSATEIbHOCTU CUCTEMBI TaKOTO
ABJICHUSI WJIM COOBITHS, CIEICTBUEM KOTOPOTO MOTYT OBITh HEXeJlaTelIbHbIe
Bo3/eicTBUS Ha uH(opmanuio. K HacTosmeMy BpeMeHM H3BECTHO OO0JbIIOe
KOJIMYECTBO PA3HOIUIAHOBBIX YTPO3 PA3IUYHOIO MPOUCXOKIACHUS, TAsSIIMX B cede
pa3IMyYHyI0 ONAcHOCTh A MHpopManuu. [[Jis CUCTEMHOIrO NpEACTaBICHUS HUX
yA00HO KJIacCCU(PUIMPOBATh MO BUIY, BO3MOKHBIM HCTOYHHMKAM, MPEANOCHUIKAM
MOSIBJICHUS M XapaKTEPy MPOSBICHUS.

Buner yrpo3 OmnpenenuiB MOHATHE «yrpo3a TrOCYJIapCTBY, OOIIECTBY U
JUYHOCTW» B I[IHPOKOM CMBICIE, PACCMOTPUM €ro OTHOCUTEIBHO HE
MOCPEJICTBEHHOI'O0 ~ BO3ACHCTBUS HAa  KOHQUIACHUMAIbHYIO  HH(OpManuio,
00pabaTbIBaEMyl0 Ha KaKOM-THMOO 0ObekTe (KaOuHE Te, MpeaunpusTHH, hupme).
AHanu3upysi BO3MOXKHBIE MTyTH BO3JIEUCTBHS HA MH(POPMALIUIO, IPEICTABIAEMYIO
KaK COBOKYMHOCTh HH(OPMAIMOHHBIX AJIEMEHTOB, CBSI3aHHBIX MEXIy CcO00M
JIOTUYECKUMHU CBSI3SIMU (pHUC. 1), MOKHO BBIJCIIUTH OCHOBHBIC HAPYIICHHUS:

—  (u3nyecKoi 1EeI0CTHOCTH (YHUUTOKEHHE, pa3pyIlIeHUE 3JIEMEHTOB);

—  JIOTMUYECKOU LEJOCTHOCTH (pa3pylieHUE JIOTHUYECKUX CBSI3EH );

—  comepxanus  (U3MeHeHHe ~ OJNOKOB  HMH(pOpMalUM,  BHEIIHEE
HaBSI3bIBAHUE JIOKHON MHGOPMAIIHH);

—  KOHOUACHIMATHHOCTU (pa3pylLICHHE 3allUThl, YMEHbBIIEHUE CTEIECHU
3alUIIEHHOCTH HH(OPMALINN),

—  mpaB COOCTBEHHOCTH Ha HH(OpMaLUI0 (HECAaHKIIMOHUPOBAHHOE
KOIIMPOBAHUE, UCIOJIb30BAHKE).

C yderom 3TOro Ajigs TakuX OOBEKTOB CUCTEM Yrpo3a HH(POPMALMOHHON



0€30MacHOCTH TPEJICTABIIACT PeAIbHbIE WM MOTCHIIMATEHO BO3MOXKHBIE ICUCTBUS
WM YCJIOBHS, TPHUBOMAIIME K OBJAJCHUIO KOH(MUIEHIIMAILHOW WH()OpMaIueH,
XUIIECHUIO, MCKAXXCHUI0, MU3MEHEHHIO, YHUUYTOXKCHHIO €€ U CBEACHHUU O CaMou
CUCTEME, a TAKKE K MPSIMBbIM MaTEPUATbLHBIM YOBITKAM.

O06o00111ast  pacCMOTPEHHBIE YIPO3bl, MOXHO BBIJCIUTh TpU HauboJsee
BBIpaKEHHBIE ISl CUCTEM 00paboTKu MH(pOpMaIK:

1) MOIBEP)KEHHOCTh (PM3MYECKOMY MCKKCHHIO WM YHUUITOKEHUIO;

2) BO3MOHOCTb HECaHKIIMOHUPOBAHHOM (crmydaitHOM WITH
3JIOYMBIIJICHHOW ) MOIU(UKAIINY;

3) OITaCHOCTH HECAHKITMOHUPOBAHHOTO (cmyuaitHOTO 17001
NpEeIHaMEPEHHOT0) TOJy4YeHUs HMHQOpPMAlMU JIMIIAMH, IS KOTOPBHIX OHa He
MpeIHa3HavYanach.

Kpome toro, ¢ Touku 3peHusi aHanmsa mporecca oopaboTku uHbopmauu
BBIICTISIIOT TaKyl0 Yrpo3y, Kak OJIOKHpOBaHHME JOCTyma K oOpabaTbiBaeMOi
uH(pOpMaLUu.

VYrpo3sl 0Oe3omacHOCTH HMHPOPMALMM B COBPEMEHHBIX CHCTEMax €€
00paOOTKM  OMpPENessIOTCS  YMBIIJICHHBIMU  (TMIPEeAHAMEpPEHHBIE  YTPO3bl) U
€CTECTBEHHBIMH (HETpeTHAMEPEHHBIE YTPO3bl) Pa3pyIIalOIMMUA U UCKAKAIOIUMHU
BO3/ICHICTBUSIMU BHEIIHEH Cpelbl, HAJC)KHOCThIO (DYHKIMOHHPOBAHUS CPENICTB
00paboTku MH(pOpMAINHU, a TaKKe MPEeAHAMEPEHHBIM KOPHICTHBIM BO3JEHCTBHEM
HECAHKIIMOHUPOBAHHBIX I0JIb30BATEJICH, LEISIMH KOTOPHIX SBISIOTCS XUIICHUE,
YHUUYTOXKCHHUE,  pa3pylleHHe,  HECAHKIMOHUPOBAHHAS  MOAUPUKALUS U
UCIoJib30BaHue oOpabatbiBaeMoit uHpopmManmu. [Ipu 3TOM MOJ YMBIIUICHHBIMH,
WIH TpeTHAMEPEHHBIMH, TOHUMAIOTCS TAKUE YTPO3bl, KOTOPbIE 00YCIOBINBAIOTCA
3IIOYMBIITUICHHBIMA  JIEUCTBUSIMH Jitojie. Cily4allHBIMHM, WJIH €CTECTBEHHBIMH,
ABIISAIOTCS YIPO3bl, HE 3aBUCSIINE OT BOJIM Jrofeil. B HacTosiiee Bpems nmpuHsTa
clieyrolas KiacCu(puKalus yrpo3 COXpaHHOCTH (LIETIOCTHOCTH).
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Yrpo3bl COXpaHHOCTH HHQOPMALIHK
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[lon HMCTOYHHMKOM Yrpo3 MOHHUMAETCS HEMOCPEICTBEHHBIH MCIIOIHUTEND
yIpo3bl C TOYKM 3pEHUS] €€ HEraTUBHOTO BO3ICHCTBHS Ha WHGOPMAIUIO.
VIcTOYHUKN MOKHO pa3[eNUTh Ha CIEAYIOIINE TPYTIIbL:

—  JIIoay;

—  TEXHUYECKHUE YCTPOMCTBA;

—  MOJEJH, aITOPUTMBI, IPOTPaMMBI;

—  TEXHOJIOTMYECKHUE CXeMbl 00pabOTKU;

—  BHEHIHSSI cpefa

[Ipennocbuiku nosBieHUs: yrpo3. CyLIECTBYIOT CIEAYIOUINE MPEANOChUIKH,
WINA IPUYUHBIL, TOSIBJIIEHUS YTPO3:

—  0OBEKTUBHBIE (KOJIMYECTBEHHASI MM KaueCTBEHHAs! HEJOCTATOUHOCTb
AJIEMEHTOB CHUCTEMBI) - HE CBSI3aHHBIE HETIOCPEJICTBEHHO C JIEATEIBHOCTBIO JIFOEH
Y BBI3BIBAIOIIME CIIyYaiHbIE 110 XapaKTepy MPOUCXOKACHUS YTPO3BL;

—  CyOBEKTUBHBIE - HEMOCPEICTBEHHO CBS3aHHBIE C JESITEIHbHOCTHIO
YeJIOBeKa M BbI3BIBAIOIIME KaK IPEAHAMEPEHHBIE (IEATEIbHOCTh Pa3BEIOK
MHOCTPAHHBIX TOCYAapPCTB, MPOMBIIIJICHHBIN MIMTUOHAXK, NESTEIBHOCTh YTOJIOBHBIX
AJIEMEHTOB W HEIOOPOCOBECTHBIX COTPYJIHUKOB), TaK M HENpPEJIHAMEPEHHbIE
(m1oxoe ncuxo(pu3HOIOTUYECKOE COCTOSHUE, HETOCTATOYHAs MOArOTOBKA, HU3KHI
YPOBEHb 3HAHUI) YTPO3bl UHPOPMALIUH.

[lepeuriciieHHbIE  Pa3HOBUIHOCTH  NPEIINOCBUIOK  MHTEPIPETUPYIOTCS
CJIEYIOIUM 00pa3oM:

—  KOJIMYECTBEHHAasl HEJJOCTaTOYHOCTb - (pu3Mueckas HE XBaTKa OJIHOTO
WIA HECKOJBKHUX 3JIEMEHTOB CHCTEMbl OOpaOOTKH, BBI3BIBAIOLIAS HAPYILIECHUS
TEXHOJIOTMYECKOro  mporecca o00pabOTKM WM  NEPEerpy3Ky  HMEIOUIUXCs
AJIEMEHTOB;

—  KayeCTBEHHas HEJOCTAaTOYHOCTb - HECOBEPIIEHCTBO KOHCTPYKIHU
(opranuzanuu) SJIEMEHTOB CHUCTEMBI, B CHJy YEro MOXET TMOSBISATHCS
BO3MOYKHOCTh CIIyYailHOTO WJIM NPEIHAMEPEHHOI'0 HEraTUBHOTO BO3IECHCTBUSA Ha
00pabaThIBAEMYIO HJIM XPaHUMYIO UH (pOpMaluio;

—  JIeATENbHOCTh  pa3BEJOPraHOB  HMHOCTPAHHBIX  TOCYJIapCTB -
CHeUalbHO OpraHu3yemMasi JeSTeIbHOCTh IOCYJapCTBEHHBIX OPraHOB Pa3BENKH ,
npodeccuoHaIbHO OPUEHTHPOBAHHBIX Ha J100bIBaHME HEOOXOAMMOMN nHpOopMaun
BCEMHU JIOCTYITHBIMM CIIOCOOaMU U CPEICTBAMU;

—  DOpPOMBIIUIEHHBI  IIMMOHAX: -  HErJlacHas  JIeATEeJIbHOCTb
OTEUECTBEHHBl X U 3apyOEeXHBIX MPOMBIIUICHHBIX oOpranusanuii  (pupm),
HalpaBJieHHass Ha 10 JIyYeHUE HE3aKOHHBIM IyTeM KOH(UACHIUAIbHON
uH(pOpMaIlK, UCTIOIb3yEeMON ISl TOCTHKEHUS MPOMBIIIIEHHBIX, KOMMEPUECKHX,
MOJIMTUYECKHUX WM MOJPBIBHBIX LIETICH;

—  3JOYMBIIUICHHbIE JEHCTBUS YTOJOBHBIX DJJIEMEHTOB - XHIIECHUE
uH(popmanuu, CpeacTB e€e 0o0padOTKM WJIM KOMIIBIOTEPHBIX MPOrpaMM B ILENAX
HA)XMBBI WM UX pa3pylIeHUE B HHTEPECaX KOHKYPEHTOB;

—  IJI0X0€ TCUXO(QU3HOJOTUYECKOE COCTOSSHUE - TIOCTOSIHHOE WM
BPEMEHHOE TCUXO(PU3UOIOTHYECKOE COCTOSHHE COTPYIHHUKOB, MPUBOJAILEE MPHU
OTIpeIeTICHHBIX HECTAHJAPTHBIX BHEIIHUX BO3JCHCTBHSIX K YBETUYCHUIO OMIMOOK U



c60eB B 00CITy’KUBAaHUU CHCTEM 00paOOTKH MH(OpPMAITMU UM HETIOCPEICTBEHHO K
pasriameHnio KoHQUIEeHITMaIbHOW HHPOPMAIINH;

—  HEIOCTaTOYHas KAayeCTBEHHAsl MOATOTOBKA COTPYAHHKOB - YPOBEHb
TEOPETUYECKON U MPAKTUYECKOMN MOATOTOBKHU MEPCOHANA K BBITOJIHEHUIO 3a/1a4 110
3amuTe MH(pOpMaNuM, HEAOCTATOYHAsl CTENEHb KOTOPOrO MOXET MPUBECTH K
HapyILIEHUIO Mpoliecca GyHKIMOHUPOBAHUS CUCTEMBI 3aIUTHI THHOPMALIIH.

B coBpeMeHHON nuTepaType U HOPMATUBHO-NPABOBBIX aKTax B 00JacTH
UH(GOPMAIIMOHHONW ©0€30MacHOCTH MOXHO BCTPETHTh TaKyl0 KIIaCCHU(PHUKALIUIO
yrpo3 uHpopmaiuu, KoTopas IEeTUT UX Ha BHYTpeHHHE M BHemHue. OnHoi u3
HauOoJee NPUHIUIHUAIBHBIX OCOOEHHOCTEH MpoOJIeMbl 3aluThl HWH(OpMaIuu
gBiseTcss  (OPMUPOBAHUE  TIOJHOTO  MHOXKECTBAa  Yrpo3  HH(pOpMAIUH,
MMOTEHIIMAJIBHO BO3MOXKHBIX Ha 00BbeKTe ee 00paboTku. B camom nerne, maxke omHa
HEYYTCHHAsl Yrpo3a MOXET B 3HAYUTEIbHOW Mepe CHU3UTh A(H(HEKTUBHOCTH
3aIUTHI.

Bo3moskHbIE Ty TH TTOTy4YeHUsT KOH(DHUISHITUATEHON HHGOPMAITHH

AHanmu3 pacCMOTPEHHBIX BUJOB yIpo3 MO3BOJSET CrPyNIUPOBATH MX I10
JIBYM OCHOBHBIM 00J1aCTsIM:

1) yIpo3bl HAapyIIeHUs (U3NYECKOW W JIOTMYECKOW IEeJIOCTHOCTH, a
TaKke cojaepkaHus WHopManuu (HEeCaHKIIMOHHWpPOBaHHas Moauduxanus). Mx
MOKHO OOBEIMHUTH B IPUYMHBI HApYLIEHUs 1eJocTHOCTH nHpopmaruu (ITHLN);

2) yIPO3bl, CIEICTBUEM KOTOPBIX MOXKET OBITh MOJyYEHHUE 3alIHUIaeMON
uHbopMaIMK (XUIIEHUE WIM KONMUPOBAHME) JHUIAMH, HE HUMEIOIIMMU Ha 3TO
MOJIHOMOYUN, - B KaHajbl HECAHKIMOHMPOBAHHOTO TMOJy4YeHUs WHOOpMaIuu
(KHITIN).

ITox pevictBHEM pPACCMOTPEHHBIX BBINIE YIPO3 MOXKET MPOU3O0UTH yTEUyKa
3amuI@aeMoil  “HpoOpManuu, TO €CTh HECAaHKIIMOHWPOBAHHOE, HEMPaBOMEPHOE
3aBlIaZICHHE COMEPHUKOM JaHHOW MH(pOpMaIueil 1 BO3MOXHOCTh MCIOJIB30BaHUS
€e B CBOMX, B yiepd mHTepecaMm COOCTBEHHMKA (Biajeliblla) UHPOpMAIUH, LEIX.
IIpu sToM oOpaszyercs KaHajd yTEUYKHd HMH(OpMALUHU, MOJ KOTOPHIM IMOHUMAETCA
¢u3nueckuii 1OyTh OT HCTOYHMKAa KOHPUACHIMAIbHOW HH(OpManuum K
3IOYMBIIUIEHHUKY. J[7As €ero BO3HMKHOBEHHUS HEOOXOIUMBI OINpEeICHHbIE
OPOCTPAHCTBEHHbIE, DJHEPreTHUYECKME UM BPEMEHHBIE YCJIOBHUS, a TaKxKe
COOTBETCTBYIOIIUE CPEICTBA BOCHPUATUS U (pukcanuu MHGOPMAIIMK HA CTOPOHE
37I0YMBIITUICHHUKA.

B 3aBucuMOCTH OT HCHOJB3YyEeMbIX CONEPHUKOM CHJI W CPEACTB IS
MOJIYYCHUS] HECAHKIMOHUPOBAHHOTO JIOCTYNMAa K HOCUTENSIM  3allUINaeMOn
nH(}OpMAIUU PA3TNYAIOT KaHAJIbl ar€HTYPHBIE, TEXHUYECKUE, JeTaTbHBIC.

ATEHTypHBIE KaHajdbl yTCUYKH WHPOPMAIMH - O3TO UCIOJIb30BAaHUE
MPOTUBHUKOM TaWHBIX areHTOB JJIS MOJTYYEHUS HECAHKITMOHHUPOBAHHOTO JTOCTYIIA
K HOCUTENSM 3amuuiaeMorl mHpopMauuud. B ciiyyae HMCnoiab30BaHMsI areHTaMu
TEXHUYECKUX CPEACTB pa3BeAKU (HAMPABIEHHbI X MHMKPO(OHOB, 3aKJIaJHBIX
YCTPOWCTB, MUHHUATIOPHBIX BHUICOKAMEP W JIp.) TOBOPSAT O BEACHHHM arc¢HTYPHO-
TEXHUYECKOU Pa3BEIKH.



Texnuueckue kaHajibl yTe€UYKU UHGOPMAIUU - COBOKYIMHOCTh TEXHUYECKUX
CPEICTB pa3BElKH, IEMACKHPYIOIIUX MPU3HAKOB OOBEKTAa 3alUThl U CHUTHAJIOB,
HECYIUX MHPOPMAINIO 00 3THX MpU3HAKax. JDTU KaHaJbl 00pa3yroTcs 6e3 ydacTu
q 4eloBeKa B mIpouecce 00paboTku MH(pOpMAIMM TEXHUYECKHUMH CpPEJICTBAMHM, a
MO3TOMY SIBJISIFOTCA OJHMMM M3 HauOojiee ONacHbl X M TPEOYIOT OTAEIbHOIO
PacCMOTPEHHS.

JleranpHble KaHaIbl yTEUKH HHPOPMALIMH - 3TO UCIIOIb30BAHNUE CONIEPHUKOM
OTKPBITHIX UICTOYHUKOB MH(MOpMAUU (JTUTEPATYPbl, IEPUOANYECKUX U3JIAHUN U T.
n), OOpaTHBIM WHXWHUPHUHT, BBIBEIbIBAHUE TOJ OJArOBUAHBIM MIPEIJIOTOM
uHGOpPMAIIMK Y JIUI, PacIoarailuX UHTEPECYIONIeH conepHruKa nH(popmalue,
U JApyrux Bo3MoxkHOcTel. B ocHoBy kimaccudukanuu [THIU nonoxen
II0Ka3aTellb, XapaKTepU3YIOINK CTENEHb y4acTHsl B 3TOM IpOLECCE YelnoBeka. B
cootBeTcTBHM ¢ TakuM noaxoaoM ITHIIN nenstcs Ha nBa Buga (0OBEKTHBHBIC U
CyOBEKTHBHBIC) 1 Ha CJIEIYIONIHE KIAcChl (puc. 6).

JUis  mpeAoTBpallleHusT  BO3MOXKHOM — YTE€UKHM  KOH(UICHIMAIBbHOM
uHpOpMallMu U HapyILICHHUs €€ IEeJIOCTHOCTU Ha OO0beKTax ee o00paboTKu
pa3pabaTbIBaeTCs M BHEAPSETCs cucTema 3aiuThl nHpopmanuu. Cucrema 3aiiuThl

I/IH(l)OpMaI_[I/II/I - COBOKYIIHOCTb B3aMMOCBSA3aHHBIX CpPCACTB, METOO0B u
MepOHpI/ISITI/Iﬁ, HarpaBJICHHBIX Ha MIPCAOTBPAIICHHUC YHHUUTOKCHHUSA, HMCKAKCHUS,
HCCAHKIIMOHUPOBAHHOT'O MMOJIYy4CHHA KOH(I)I/IJIGHIII/IaHBHLIX CBeﬂCHHﬁ,

OTOOpaXEHHBIX (U3NYECKUMHU TOJSIMH, DJICKTPOMArHUTHBIMHU, CBETOBBIMH U
3BYKOBBIMH BOJIHAMHM WJIM BEIIECTBEHHO-MAaTEPUAIbHBIMH HOCHUTEIISIMH B BHJIC
CUTHAJIOB, 00pPa30B, CUMBOJIOB, TEXHUYCCKHUX PEIICHUN U MPOIIECCOB.

3aganue

HeoOxomumo rmpoBecTH aHaimM3  3alIMIIEHHOCTH OOBEKTa  3alUTh
uH(GOPMAIIUH TIO0 CIETYIONINM pa3eiiaM:

1. Buael BO3MOXHBIX YIpo3

2. Xapaxrep IPOUCXOKICHHUS YTPO3

3. Kiaccel kaHaI0B HECAHKIIMOHUPOBAHHOIO MOIY4YeHUs1 HH(pOopMauu

4. WcTo4HUKYM MOSBIEHUS yTPO3

5. IlpuuuHBI HApyUIEHUS UEIOCTHOCTH UH(GOPMALIH

6. IloTeHIMaJIBHO BO3MOKHBIE 3JI0YMBIIUICHHBIE 1EUCTBUSA

7. OnpenenuTs KJIacC 3alAIIEHHOCTH ABTOMATU3UPOBAHHONW CHCTEMBI
Otuer

OTyeT JOJIKEH CoAepKaTh:
HAaWMEHOBaHUE PAOOTHI;
11e1b pabOTHI;
3aJlaHuE;
MOCJIEOBATENBHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O ITPOJIEaHHON padoTe.
KonTposbHbIe BOnpochl
1. UYro Takoe nHpOpMAIMOHHBINA PUCK?

AR e



2. B uem 3akiouaeTcs 3aja4a ynpaBieHUs HHOOPMALIMOHHBIMU PUCKaMU?

3. Kakue cymecTByrOT METOJIMKH OLIEHKH PUCKOB U YIIPaBJIEHUS UMU?

4. Kakue ¢opMynbl HCHONB3YIOTCS TMPU  KOJIUYECTBEHHOW OIICHKE
UH(}OPMAIMOHHBIX PUCKOB?
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IIpakTnueckoe 3anstue 2. IlpoBeneHue aHaau3a HHPOpPMANUM HA
npeaMeT HeJJOCTHOCTH

Hear paGorbl W3YyYNUTh  TOHATHE  IEJIOCTHOCTH  WH(pOpMAaIuy,
MPOaHAIU3UPOBATH PUCKU UH(POPMAITMOHHON OE30MaCHOCTH.

Xoxa paborhi:

Teopernyeckue 0CHOBBI

[emocTHOCT, MH(OpPMAIIMU YCIIOBHO MOJpa3eseTcsl Ha CTaTUYECKYIO M
JTUHAMUYECKYIO.

CraTnyeckasi 1€JIOCTHOCTh HMH(POpPMALUU MPEANOJIaraeT HEU3MEHHOCTh
WH(GOPMAIIMOHHBIX OOBEKTOB OT HMX HCXOJHOTO COCTOSIHUS, OMPEEIsIeMOro
aBTOPOM WJIM KICTOYHUKOM HMH(OpMAIUH.

JluHamMuyeckasi  1EJOCTHOCTh  MHGOPMAIMK  BKJIIOYAET  BOIMPOCHI
KOPPEKTHOTO BBITIOJHEHUS CIIOKHBIX JCUCTBUI C MH(GOPMAIIMOHHBIMU MTOTOKAMH,
HaIpuMep, aHaJIu3 MOTOKAa COOOIEHUI AJI BBISBICHUS] HEKOPPEKTHBIX, KOHTPOJIb
MPAaBWIBHOCTH NEpeAauu COOOIIEHUM, MOITBEPKICHUE OTACIbHBIX COOOIICHUN U
Ap.

IlenoCcTHOCTS,  SBIACTCS  BOXKHEHIIMM  acTEKTOM  MHGOPMAIIMOHHOMN
0€30MacCHOCTH B TEX ClIydasix, Korja uH(opMaius UCIoIb3yeTCs IS YIPaBICHUS
Pa3TUYHBIMHU MPOIICCCAaMU, HAIPUMEP TEXHUYCCKUMH, COIIMAILHBIMU U T. I.

Tak, ommOka B yHOpaBIAOIIEH MOporpaMMe TMPUBEAET K OCTAHOBKE
yIpaBIIIEMON CUCTEMBbI, HEMPABUIIbHAA TPAKTOBKA 3aKOHA MOJKET MPUBECTU K €ro
HapyUICHUSIM, TOYHO TAaK)K€ HETOYHBIA IMEPEBOJ] MHCTPYKIMHU MO MPUMEHEHHUIO
JIEKapCTBEHHOTO TpernapaTta MOXKET HaHECTHU Bpej 370poBbI0. Bce aTu mpumeps
WUTIOCTPUPYIOT HAPYIICHHUE [EeTOCTHOCTH MH(GOPMAINH, YTO MOKET MPHUBECTH K
KaTacTpoUIECKUM MOCTAEACTBUSIM. IMEHHO MOATOMY ETOCTHOCTh MH(OpMAIUn
BBIICNIICTCSI B KAueCTBE OJHOW M3 0a30BBIX COCTABISIOMUX WHOOPMAITMOHHON
0€30IMacCHOCTH.

IlesiocTHOCTB— TapaHTUsl TOro, YTO MH(OpMAIIHMS ceiluac CyIIEeCTBYET B €€
HCXOJHOM BHUJIE, TO €CTh MPHU €€ XpaHEHUU WU Tepesiadye He ObLIO MPOU3BEICHO
HECaHKIIMOHUPOBAHHBIX N3MEHEHUH.

JICHCTBUSA, HaAmpaBJICHHBIC HA HAPYIICHUE IICJIOCTHOCTH WH(POPMAIIHH,
NOJpa3feisaoTcs Ha CyObEeKTHBHBIE MpEJIHAMEPEHHbIE U  OOBEKTHUBHBIE
peIHaMepEHHBIE.

CyObeKTUBHBIE TIPEIHAMEPEHHBIE:

- JMBEPC T0XapOB, B3PHIBOB, MTOBPEXKICHUN IIEKTPOIUTAHUS U JIP.);
uga  (opranuzanus

- HEIMOCPE/ICTBCHHBIC JCHCTBUS HAJ HOCHTENEeM (XWIIECHHE, IMOJAMEHa
HOCHUTEJICH, YHUUTOKEHUE NHHOPMAITIH);

- MH(POPMAIIMOHHOE BO3/IEUCTBUE (IJIEKTPOMArHUTHOE 00Jy4eHUE, BBOJ
B KOMIIBIOTEPHBIC CUCTEMBI Pa3pyMIAIOIIUX MPOTPAMMHBIX CPEJICTB, BO3JICHCTBUE
Ha TICUXHKY JIMYHOCTH IICUXOTPOITHBIM OPYKHEM).

OOBEKTUBHBIE HENPEIHAMEPEHHBIE:
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- OTKa3bl (ITOJIHBIMA BBIXOJ W3 CTPOsA) ammaparypsl, IPOrpaMM, CUCTEM
MUTaHUS U

- KH3HCOOCCIICUCHMS,

- coou (KpaTKOBPEMEHHBIM BBIXOJl M3 CTPOs) ammaparypbl, IPOrpaMm,
CUCTEM IUTAHUS U )KU3HEOOECTIeUeHHUS],;

- CTUXMITHBIE OeACTBUS (HABOAHEHMUS, 3eMJIETPSICEHUS, yparaHbl);

- HECYaCTHbIE CiIy4au (T0Kaphbl, B3PbIBbI, aBapPHH);

- DJIEKTpPOMarHuTHas

- HECOBMECTHMOCTb.

3aganue:

CocraBpTe TaAONHITy, COJSPKAIIYH0 MNPUYMHBI HAPYUICHUS IICJIOCTHOCTH
nHpopMamMu W MEp MPEIOCTOPOKHOCTH, MPUMEHSIEMBIX IS  3aIllHUTHI
HH(pOpPMAIMHU OT MOTEPHU IIEITOCTHOCTH.

Otuer
OTtyeT JOJDKEH coaepKaTh:
1. HaMMEHOBAHUEC
2. paboThI;
3. 1eab paboThl;
4. 3aJlaHUE,
5. TIOCJIEIOBATEILHOCTH BHITIOJIHEHUSI PAOOTHI;
6. OTBETHI
7. Ha KOHTPOJIbHBIC BOIIPOCHI,

8. BBIBOJ O MPOJICTTAHHOM padoTe.
KonTpoJibHbIE BONIPOCHI
1. Yto Takoe 1memocTHOCTh nHpopmaIun?
2. Kakue Mepbl MOKHO TIPEANPUHATD IS 3alTUThI HHPOpMaIun?
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IpakTnueckoe 3ansaTue 3. OueHka ya3BUMOCTH HH(OpMALIUA
Henb padoTbl: O03HAKOMUTBCA C ANTOPUTMAMU OLIEHKH YSA3BUMOCTH
nH(GOPMALIMOHHON OE30MaCHOCTH.
Xoa padorhi:

Teopernyeckue 0CHOBBI

VYs3BUMOCT MH(pOpPMaLUU €CTh COOBITHE, BO3HHUKAIOIIEEe KaK pe3yJbTaT
TaKOT'0 CTEUEHHUS 0OCTOSATEIBLCTB, KOT/a B CHUTY KaKUX-TO IIPHYMH HCITOJIb3yEMbIC B
aBTOMAaTU3UPOBAHHBIX CHCTEMaX OOpabOTKH JAHHBIX CPEACTBA 3alllUTHl HE B
COCTOSIHUH 0Ka3aTh JI0OCTaTOYHOTO IPOTUBOEHCTBUSA MPOSIBIICHUIO
AecTabuIM3upyromux  (GakTopaM W HEXKENaTeIbHOTO0 MX BO3JCUCTBUS Ha
3amuiaeMyro  uHbopmanuio.  Mojenb  yA3BUMOCTH — HMHpOpMaluu B
aBTOMATU3UPOBAHHBIX CHCTEMax 00paOOTKM TaHHBIX B OOIIEM BHUIE TTOKA3aHO.

JDectabunusupyrowy CpepcTea

ve daKTopbl 3aLUMThI

Y

Y
...... T LTI ERR P ¥

4

> >l
BXDﬂ.HbIE NOTOKK BH\_"TpEHHME NOTOKK '| BbIXDﬂ,HbIE

JlanHasi AeTtanu3upyeTcs MpU H3yYeHHM KOHKPETHBIX BHUIOB YS3BUMOCTH
uHbOpMaIMK: HapylieHus (PU3NYECKOW WM  JIOTHYECKOM  IEJIOCTHOCTH,
HECAaHKIIMOHUPOBAaHHOW MOAM(PUKAINKA, HECAHKIIMOHUPOBAHHOTO TMOJY4YECHUS,
HECAHKIIMOHUPOBAHHOTO PA3MHOXKEHUS.

[Ipu neranmuzaruu 0o0IIel MOJIETN OCHOBHOEC BHUMAHHUE aKIEHTUPYETCA Ha
TOM, YTO TMOAABJISIIOIIEE OOJBIIMHCTBO HApYyMICHUH (HU3UYECKON IEeTOCTHOCTU
uH(OpMAITMU UMEET MECTO B TpoIecce ee 00paboTKM Ha Pa3IMYHBIX Y4acTKax
TEXHOJIOTHYECKUX MapipyToB. [Ipu 3TOM 11€10CTHOCTh MH(OPMALIUK 3aBUCUT HE
TOJIBKO OT IIPOLIECCOB, MPOMUCXOASIIMX Ha OOBEKTe, HO U OT LEJIOCTHOCTHU
uH(popManuu, NOCTyNnawIIe Ha ero BxoJ. OCHOBHYIO OMACHOCTh MPEJCTaBISIOT
clyuyaiiHple jaecTabwimsupytomue (akTtopbl (OTKa3zbl, CcOOM H  OIIMOKHU
KOMIIOHEHTOB aBTOMAaTHU3UPOBAHHBIX CHUCTEM OO0pabOTKH JaHHBIX), KOTOPHIE
NOTEHIIMAIBHO MOTYT MPOSIBUTHCS B JII0OOE BpeMs, U B 3TOM OTHOIICHHH MOKHO
TOBOPUTh O PETYJISIPHOM TIOTOKE ATUX (akTopoB. M3 CTUXMIHBIX O€aCTBUN
HauOOJBIITYI0 OMACHOCTh MPEJICTABIISIOT MOKAPhI, OMIACHOCTh KOTOPBIX B OOJIBIIIEH
WM MEHBIIEH CTEMEHU TaKkKe SBISETCA MOCTOSHHOW. OmnacHOCTh MOOOYHBIX
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SBJIEHUH MPAaKTUYECKU MOKET OBITh CBEJICHA K HYJIIO IyTeM HaJlJIeKallero Beioopa
MecTa JJIsl MOMEIEHNH aBTOMAaTHU3UPOBAHHOM CHCTEMbI 0OpaOOTKH JAHHBIX M MX
oOopynoBanusi. UTo KacaeTcsl 3JOYMBILIUICHHBIX JEHCTBUI, TO OHH CBSI3aHBI,
IJIaBHBIM ~ 00pa3oM, C HECAaHKUMOHUPOBAHHBIM JOCTYIIOM K pecypcam
aBTOMATU3UPOBAHHON CHUCTEMBbI 00pabOTKM AaHHBIX. [Ipy 3TOM HAMOOIBUIYIO
OIIaCHOCTH MPE/ICTABIAET 3aHECEHNE BUPYCOB.

B cooTBeTcTBUM € W3IOKEHHBIM OO0IIas MOJENIb Mpoliecca HAPYIICHUS
(¢u3nYeckoil 1eNOCTHOCTH UWH(GOpMAlMM Ha OOBEKTE aBTOMATU3MPOBAHHOMN
CUCTEMBI 00paOOTKH JAHHBIX MOKET OBITh MPECTABIEHA CXEMAaTUYHO.

PerynapHele NoTokM

- =

A = S
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¥ h 4 ¥
o Bbixo

Bxog Ob6beKT aBTOMATU3UPOBAHHOM A
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cucTembl 0bpaboTkM AaHHbIX

Paleu pabmf”.]

CTUXMHHBIE
bepctemAa
3n0yMbILLAEHHBIE
LencTemna
MobBouHble
ABNEHUA

[NoTeHUMaNbHO BO3MOMKHbIE

C TOukM 3peHHs HECAHKIMOHHPOBAHHOTO IIOJydeHUs HHpopmanuu
NPUHLUINATBHO BaXXHBIM SIBIISIETCS TO OOCTOSITENBCTBO, YTO B COBPEMEHHBIX
aBTOMATHU3UPOBAHHBIX CHUCTEMaxX OOpaOOTKM JaHHBIX OHO BO3MOKHO HE TOJBKO
MyTeM HEMOCPEACTBEHHOTO JOoCcTyna K 0a3aM JaHHBIX, HO U MHOTHUMH MyTSIMH, HE
TpeOyromyMH Takoro pocryna. IIpm 3ToM OCHOBHYIO ONACHOCTH HMPENCTABISAIOT
3JIOYMBIIUICHHbIE —JIelcTBUsS  Jrofeill. BospeilictBue  ciayvyallHbIX — (aKTOpOB
HEIMOCPEJICTBEHHO HE BEJET K HECAHKIIMOHUPOBAHHOMY MOJYYEHHIO HH(OpMaLuy,
OHO JIMIIb CHOCOOCTBYET IIOSIBICHHIO KAHAJIOB  HECAHKIIMOHUPOBAHHOTO
NoJly4eHHs] UHPOpPMaALMK, KOTOPHIMU MOXET BOCIOIb30BATHCS 3JI0YMBIIUICHHHUK.
CrpykTypupoBaHHasi CXeMma IIOTEHLIUAJIbHO BO3MOJHBIX  3JIOYMBIIUICHHBIX
JAeUCTBUI B aBTOMATHU3MPOBAHHBIX CUCTEMaxX OOpPaOOTKM JaHHBIX JJSI CaMOro
O0IIero ciyyaro MpecTaBIeHa:
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3n0yMbILWAEHHbIE

AelcTBUA

\\\ BHeLWHAA HEKOHTPOIMPYEMana 30Ha
\\ 30Ha KOHTPOIMPYEMOA TEPPUTO PUM

\\ 30Ha NnomeLLeHmit
\ \ 3oHa

O O O

A

O >0

CTpyKTypUpOBaHHAsl CXe€Ma IMOTEHIHMAIBHO BO3MOXKHBIX 3JI0YMBIIIIEHHBIX
JIEUCTBUI B aBTOMATU3UPOBAHHBIX CUCTEMax 00paOOTKU JIaHHBIX

BrisienieHHbIe 30HBI OIIPEACIISIIOTCS CJICIYIOMKUM 00pa3oMm:

1) BHEIIHSS  HEKOHTPOJIMpyeMass 30Ha -  TEPPUTOPHUS  BOKPYT
aBTOMATU3UPOBAHHON CUCTEMBbI 00paOOTKU JAHHBIX, Ha KOTOPOW IMEPCOHAIIOM U
CpelICTBaMH  aBTOMATHU3UPOBAHHOM  CHUCTEMOM  0OpabOTKM  JaHHBIX  HE
MIPUMEHSIIOTCSI HUKAKHE CPEJCTBA UM HE OCYIIECTBIISIETCS HUKAKUE MEPONPHUSITHUS
JUTSE 3aIUTHl HHGOPMAITHIH;

2) 30Ha KOHTPOJIMPYEMOM TEPPUTOPUH - TEPPUTOPUS  BOKPYT
MOMEIIEHUIT aBTOMAaTU3WPOBAHHON CHCTEMbl OOpaOOTKH JaHHBIX, KOTOpas
HEIPEPHIBHO KOHTPOJIUPYETCA NIEPCOHATIOM WIH cpencTBamMu

aBTOMATU3UPOBAHHOMN CHUCTEMbI 00pAa0OTKHU JAHHBIX;

3) 30Ha MMOMEUIEHUI aBTOMaTU3UPOBAHHON CUCTEMbI 00PaOOTKH JAHHBIX
- BHYTPEHHE IPOCTPAHCTBO TE€X MOMEIICHH, B KOTOPBIX PACIONI0KEHA CUCTEMA;

4) 30Ha PECYpCOB aBTOMATU3UPOBAHHON CHCTEMbl 0OPAOOTKU JAaHHBIX -
Ta 4acTh NOMEUICHUM, OTKY/1a BO3MOKEH HEMOCPEACTBEHHBIN TOCTYI K pecypcaM
CUCTEMBI;

5) 30Ha 0a3 JaHHBIX - Ta YacTh PECYPCOB CHCTEMBI, C KOTOPBIX
BO3MOYKEH HEMOCPEICTBEHHBIN JOCTYI K 3AIIHAIIAEMbIM JAHHBIM.

37I0yMBIIUICHHBIE JEHCTBUSA C LIEJBI0 HECAHKIIMOHUPOBAHHOIO IOJyYEHHS
uH(pOpMaIMu B 00ILIEM CclTydyae BO3MOXKHBI B KaXk/I0M U3 MepeunciaeHHbIX 30H. [Ipu
3TOM Ui HECAHKIIMOHUPOBAHHOTO TONy4YeHUs UHPOpMAlMU HEO0OX0IUMO
OJTHOBPEMEHHOE HACTYIICHUE CIEAYIOIMX COOBITHHA: HapyLIMTENIb JOJDKEH
MOJIYYUTh JOCTYI B COOTBETCTBYIOLLYIO 30HY; BO BPEMsI HaXOKJECHUSI HAPYIIUTEN S
B 30HE€ B HEH JOJDKEH MNPOSBUTHCS (MMETh MECTO) COOTBETCTBYIOLIMH KaHajl
HECAaHKIIMOHUPOBAHHOTO MOJIydeHUs:  MHQOpPMALMU; COOTBETCTBYIOIIMIA
KaHaJl HECAaHKIIMOHUPOBAHHOTO MOJyYeHUs UHPOPMALUU JOJIKEH ObITh JOCTYIEH
HApyIIUTEII0 COOTBETCTBYIOLIEH KaTErOpUH; B KaHAJe HECAHKIIMOHUPOBAHHOTO
HOJy4YeHUs MHPOpMAIMM B MOMEHT JOCTylla K HEMY HapyLIMTENs J0JDKHA
HaXOAUThCA 3alluIaeMast UHQOpMaIUH.

Paccmotpum nanee tpanchopmarinio oOIie MoJenu ysI3BUMOCTH C TOYKH
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3peHUs HECAHKIIMOHUPOBAHHOTO pa3MHOKeHUS MHGopMaruu. [[puHIunmraibHpIMA
O0COOEHHOCTSIMH 3TOTO MPOIiecca SABISIOTCS:

1) m000€ HECAHKIIMOHUPOBAHHOE PA3MHOKEHHE €CTh 3JIOYMBIIUICHHOE
JICHCTBUE;

2) HECAaHKIIMOHUPOBAHHOE PA3MHOXEHHE MOMKET OCYIIECTBIATHCS B
OpraHu3alusIX-pazpadoTUYMKax KOMIIOHEHTOB aBTOMAaTU3UPOBAHHON  CHCTEMBI
00pabOTKM JITaHHBIX, HEMOCPEICTBEHHO B aBTOMAaTU3UPOBAHHOW CHCTEME
00pabOTKM JaHHBIX M CTOPOHHUX OpraHu3alUsX, MPUYEM IOCIEAHUE MOTYT
M0JIy4aTh HOCUTEINb, C KOTOPOTO JIEJAEeTCs MOMbITKA CHATh KOMHUIO KaK 3aKOHHBIM,
TaK 1 HE3aKOHHBIM ITYTEM.

[TonbITKM  HECAHKIIMOHHUPOBAHHOTO  pa3MHOXEHHs  WH(opmamuu y
pa3paboTynka U B aBTOMATU3UPOBAHHOW cHCTeMe 0O0paOOTKHM JaHHBIX €CTh OJWH
U3 BHUJOB 3JIOYMBIIUICHHBIX JEHCTBHA C IEJbI0 HECAHKIMOHHUPOBAHHOIO €€
MOJIYYEHUS] ¥ IO3TOMY UMUTHUPYIOTCS IIPUBEJIEHHON MOJENbl0. Eciu ke HocuTenb
C 3amuiiaeMor nHGOpMaIMEeH KaKUM-TH00 MyTeM (3aKOHHBIM I HE3aKOHHBIM)
nonaj B CTOPOHHIOK OpraHu3aluio, TO IS €ro HEeCaHKIMOHUPOBAHHOTO
KOIMPOBAHUSI MOTYT HMCIOJIb30BAaThCsl JIFOOBbIE CPEACTBA M METOJbl, BKJIIOYAs U
Takue, KOTOpPhIE HOCAT XapakTep HAyYHbIX HCCJIEJIOBAHMM M  OMNbBITHO-
KOHCTPYKTOPCKHX pa3paboTOK.

B npouecce pa3BuTHs TEOpUM M TPAKTUKH 3alIUTHl  MHMOpManuu
chOpMHpPOBAJIOCH TPU METOJOJIOTMYECKUX TMOAXO0Aa K OIEHKE YA3BUMOCTH
UHGOPMAIINH: YIMIUPUIECKHUI, TEOPETUUECKUI U TEOPETUKO-IMITUPUUECKHIA.

IMIUPUYECKHUH NOAX0] K OlleHKe YI3BUMOCTH MH(OpMAIIUH.

CyHOCTh 3MIMPHUYECKOr0 MOAXO0JA 3aKIOYaeTCs B TOM, YTO HAa OCHOBE
JUIMTETLHOTO cOOpa M 00paOOTKM MaHHBIX O PEAIbHBIX MPOSIBICHUSIX YTPO3
uH(pOpPMaIlMU U O pa3Mepax TOro ymepoda, KOTOPBIH MPH TOM HUMEN MECTO, YHCTO
AMIIMPUYECKUM IIyTEM YCTAHABIMBAIOTCS 3aBUCUMOCTH MEXIY NOTEHIMAIBHO
BO3MOXHBIM  yHiepOoM #  KO3(ppuUUUEHTaMU, XapaKTepU3YIOIIUMH YacTOTY
MPOSIBJICHUS] COOTBETCTBYIOIIEH yIrpo3bl W 3HAYEHHUA MMEBIIEro NpH €€
MposIBIICHUH pa3Mepa yuiepba. Haubosiee xapakTepHbIM OpHUMEPOM MoJENe
paccMaTpyBaeMOil  pa3HOBUAHOCTU  SIBIISIIOTCS  MOJENHM,  pa3pabOTaHHbIE
cnenuanucraMu amepukanckoil ¢upmbel IBM. PaccmoTrpuMm pa3BuBaemble 3THX
MOJIETISIX TIOJIXOJIBI.

HcxomHoit mochUIKo# mpu pazpaboTke MojeNe sIBISIETCS TOYTH OYEBHUIHOE
OPEANOJIOKEHNE: C OJHOM CTOPOHBI, NP HApPYIIEHUU 3alIUIICHHOCTH
uH(OpMaAIUU HAHOCUT HEKOTOpBIN yiiepOd, ¢ Hpyroil, oOecredeHue 3aluThl
uH(bOpMallMU COMNpPSDKEHO € pacxojgoBaHueM cpeactB. llomnas oxumaemas
CTOMMOCTD 3aIlUThl MOXET ObITh BbIpaXKE€HA CyMMOM PacxoJlI0B Ha 3allUTy U Ha
oTephb OT ee HapyueHusl. COBEPIIEHHO 0YEBUIHO, YTO ONTUMAJIBHBIM PELIEHUEM
Obu10 OBl BbIEJEHME Ha 3amury HHQopMammm cpeacts B pasmepe Comr,
MOCKOJIBKY IIPU 3TOM OOECIHeurBaeTCs MUHUMU3ALNSA OOIIEH CTOMMOCTU 3aIUThI
uH(pOpMAaLIIH.

Jyiss  Toro, 4TtoOBl BOCIOJIB30BATHCA JAHHBIM TOJXOJOM K PEIICHUIO
po06sIeMbl, HEOOXOAUMO, BO- TIEPBBIX, 3HATH (WJIK YMEThH OMPEIEIATh) 0KHUIaeMbIe
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MOTEPH TPH HAPYIICHWH 3alMIICHHOCTH WHGOpPMAllMK, a BO-BTOPBIX, B
3aBUCUMOCTbh MEXIY YPOBHEM 3allUIICHHOCTU M CPEACTBAMH, 3aTPauUBAECMBIMU
Ha 3aIIUTY UHPOPMAIIH.

Pemienne mepBoro Bompoca, T.€. OLEHKH OXHWJIAEMBbIX IMOTEPh MpHU
HapylIeHUU 3allUIIEHHOCTH WH(OpPMAlUK, TMPUHIUIUAIBHO MOXET OBITh
MOJIy4eHO JIMIIb TOrJa, KOrJAa pedb HAET O 3alluTe MPOMBILLUICHHOU,
KOMMEPUYECKOH M UM MOJ0O0HOM TalHBI, XOTS U 3JeCh BCTPEYAIOTCS BEChMa
CEpPbE3HBIE TPYAHOCTH. UTO Kacaercsi OUEHKU YPOBHSA MOTEPh NPU HAPYLICHUU
cTaTyca 3allyIeHHOCTH WH(pOpMaINH, coliepkKalliel ToCyJapCTBEHHYI0, BOCHHYIO
¥ UM TTOAOOHYIO TalHY, TO 37I€Ch IO HACTOSIIETO BPEMEHU CTPOTHe MOJIXO0/bI K UX
MOJIYYEHHUIO HE HaijeHbl. JlaHHOE OOCTOSTEIBCTBO CYIIECTBEHHO CyXKaer
BO3MOXHYIO 00y1acTh HCHOJIb30BAHUS MOJIeJICH, OCHOBAHHBIX Ha
paccMaTpuBaeMbIX MOAXOAX.

Jlyist onpeneneHust ypoBHS 3aTpaT, 00CCIICUMBAIONTUX TPEOYEeMbI YPOBEHB
3aMUIIEHHOCTH UH(GOPMAINH, HEOOXOIUMO TI0 KpaiHel Mepe 3HaTh, BO-TIEPBBIX,
MOJHBIN TepedeHb yrpo3 uH(OopMaluu, BO-BTOPHIX, MOTEHIHUAIBHYIO OMACHOCTH
Uit uHpOpMalMU IS KaXJIOW M3 Yrpo3 M, B TPEThbUX, pa3Mephl 3aTpar,
HEOOXOIUMBIX JJIsl HEUTpaIn3aluu KaxK 101 U3 yrpos.

R = 10(5‘#}1—4)

[TockonbKy ONTHMANBHOE PEIICHHE BOIPOCa O IEIeCOO00pPa3HOM YPOBHE
3aTpaTr Ha 3allUTy COCTOUT B TOM, YTO 3TOT YPOBEHb JOJKCH OBITh PaBEH YPOBHIO
OKUAAEMBIX TOTEPh MPHU HAPYIICHUH 3allUIICHHOCTH, JOCTATOYHO OIPEACTUTH
TOJIbKO YpoBeHb noTepb. Crnenuanucramu ¢upmel IBM npeioxena cienyromas
AMIMPUYECKasi 3aBUCUMOCTb 0XKH/Ia€MbIX MTOTEPH OT 1-i Yrpo3bl HHPOPMALIUK:

I'me Si - koddduiuent, xapakTepU3yOUUH BO3MOKHYIO YacTOTY
BO3HUKHOBEHUS COOTBETCTBYIOIIEH  yIPO3bL; Vi - kodh uimreHt,
XapaKTEepU3yIOIINK 3HAUE€HUE BO3MOXKHOTO yiiepOa MpH €€ BO3HHUKHOBEHHH.
[IpennoxeHHbIe CICIMATUCTAMH 3HAYC€HUS KOO (HUITUEHTOB:

3HayeHus kodpduimrenta Si

Oxunaemas (BO3MOXKHAS) 4aCTOTA MOSBIICHUS yrpo3bl  |[Ipenmonaraemoe
3HAYCHUC
Si

Iloutn HUKOT A 0

1 pa3z B 1000 et 1

1 pa3z B 100 ner 2

1 paz B 10 ner 3

1 paz Bron 4

1 pa3 B mecsiit (mpumepHo, 10 pa3 B roj) S

12 paza B Hegemo (mpumepno 100 pa3 B rom) 6

3 paza B aeHb (1000 pa3 B rox) 7
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Bo3moskHbie 3HaueHust kodddummenta Vi

3HaueHWe BO3MOXKHOTO ymiepba mpu mnposiBneHuulIpenmonaraemoe
YIPO3BI 3HAYCHUE
(momnapsr CIITA) Vi

1 0

10 1

100 2

1 000 3

10 000 4

100 000 5

1 000 000 6

10 000 000 7

CyMMapHasi CTOMMOCTb MOTEPH OTpeaenseTcs: GopMynon
R=)R,
Wi

Takum o6pa3zoM, eciu Obl yJajdoch coOpaTh JOCTaTOYHOE KOJMYECTBO
(aKkTHYeCKMX JaHHBIX O TPOSABICHUSIX YIPO3 M UX TOCHEACTBUAX, TO
PAaCCMOTPEHHYIO MOJENIb MOXKHO ObUIO Obl HCMOJIB30BaTh ISl pELICHUs
JIOCTaTOYHO MIMPOKOTrO Kpyra 3ajad 3aluThl MHGOPMAIMH, MPUYEM, HETPYIHO
BUJIETh, YTO MOJEINb IO3BOJSET HE TOJIBKO HAXOJUTh HY)KHBIE pEUICHUS, HO U
OLlCHMBaTh MX TOYHOCTh. [lo Poccum Takas CTaTUCTMKA B HACTOSIIEE BpPEMS
npaktuaecku orcyrctByeT. B CIIA ke, nHanpumep, cOopy u oOpaboTke
YKa3aHHBIX JIaHHBIX OOJIbIIIOE BHUMAHHE YJESeT ILENbI psi  YUpeKACHUN
(Crendopackuii uccienoBaTeNbCKU HMHCTUTYT W [1p.). B pesynbprate yxke
MOJIyYeHbl JOCTAaTOYHO MPEACTABUTENbHBIE JAaHHBIE O LEJIOMY pSAy Yrpos,
KOTOpPbIE MOTYT OBITh MOJIO)KEHBl B OCHOBY OPHUEHTHUPOBOYHBIX PACUE€TOB M IS
APYTUX CTpaH.

3ananue:

1. 3arpysutre I'OCT P MCO/MBK TO 13335-3-2007 «METOJbI U
CPEJACTBA OBECIIEYEHUMA BE3OITACHOCTU.»

2. OsnakombTtech ¢ llpuioxkenusamu C, D u E I'OCTa.

3. BriOepute Tpu pa3znuuHbIX HHHOPMAIIMOHHBIX aKTHBA OPraHU3aIUU (CM.
BApUAHT).

4. U3 Ilpuaoxenuss D 'OCTa nmonOGepute Tpu KOHKPETHBIX YSI3BUMOCTHU
CHCTEMBI 3aIIUThHI YKa3aHHBIX MHPOPMAIIMOHHBIX aKTHBOB.

5. Ilone3ysace Ilpmiaoxenmem C ['OCTa HamumuTe TpH YIpPO3BI,
peanu3anus KOTOPBIX BO3MOXHA MOKa B CHCTEME HE YCTpaHEHbl Ha3BaHHBIE B
IIyHKTE 4 ySA3BUMOCTH.

6. Ilomp3ysch OomHHMM U3 METOAOB MNpemiokKeHHbIX B Ilpuiaoxenun E
['OCTa npousBeauTe OLIEHKY PUCKOB HH(POPMALIMOHHOM 0€30MacHOCTH.

7. OueHky 1IeHHOCTH HWH()OPMAIMOHHOTO AaKTHUBAa MPOU3BOJUTH HA
OCHOBAaHHMH BO3MOXHBIX OTEPH ISl OPraHU3aIMHU B CIIy4Yae peaiu3allii yrpo3bl.
OTtuer
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OTyeT J0JIKEH COJepKaTh:
HAaWMEHOBaHHE PAOOTHI;
1Eeb padoThI;
3a/1aHuE;
MOCJIEI0BATEILHOCTD BBITIOTHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBO/I O TIPOJICTIaHHOM padoTe.
KonTposabHbIe BOnpochl
JlaiiTe onpeneneHue MOHATHSIM
1. VYsa3BUMOCTH CHCTEMBI 3aIIUTHI HH(DOpMAIUU
2. VYrpossl Ub
3. OueHka pUCKOB

AR el
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IIpakTnueckoe 3ansaTue 4. TpeOoBanusa Kk 0e30MACHOCTH
MH(OPMALMOHHBIX CHCTEM.

Ieas padoThl: 3aKperieHHEe TEOPETHUYECKUX 3HAaHUKW IO BOIPOCAM
cepTU(PUKALNUUA CPEACTB 3alIUThl MH(OpPMAIMU MO TpeOOBaHUSAM O€30MaCHOCTH
uH(popmanuu.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTE.

Teopernvyeckue 0CHOBBI

MunumanbHbie (0a30Bbie) TpeOOBaHMsS 0€30MacCHOCTH (HOPMYIUPYIOTCS B
oOmem Bujae, 0e3 yudera kareropuu, npucBoeHHor MC. Onu 3amaroT 0a30BBIii
ypOBEHb HWH(MOPMAIMOHHOW O€30MaCHOCTH, WM JOJIKHBI YJIOBJIETBOPATH BCE
uH(}OpPMAIMOHHBIE CUCTEMBI. Pe3ynbTaThl KaTeropupoBaHMs BaXKHBI TIPU BBIOOpE
PETYIATOPOB  OE€30IAaCHOCTH, OOCCIEYMBAIONIMX  BBIMIOJHEHHE TpeOOBaHMM,
c(hOopMyTUPOBAHHBIX HA OCHOBE aHAJIN3a PUCKOB.

Opranmzamnusi JoKHA pa3paboTaTh, JOKYMEHTHPOBATH W OOHApOIOBATh
opUIIMATIBHYI0  TOJMUTHKY  O€30macHOoCTH U (popMalibHble  MPOUEAYPHI,
HaIlpaBJICHHBIC HAa BBIOJTHCHUE MPUBEICHHBIX HIKE TpeOOBaHWM, M 00ECIICUNTh
3¢ (PEeKTUBHYIO peanu3aluio MOJIUTHKNA U TPOLIETYP.

B xommanun HEOOXOAMMO TMEPUOAMYECKU IPOU3BOAWTH OIICHKY PHCKOB,
BKJIFOYasi OICHKY Yyrpo3 MHCCHH, (YHKIIMOHUPOBAHHWIO, UMHJKY W PEIyTaIuH
OpraHu3allii, €€ aKTUBaM M IMEpPCOHAly. DTH Yrpo3bl SBISIIOTCSA CJEACTBHUEM
skcrtyataiiui MUIC w1 ocymiecTBisieMbIX MpU 3TOM 00paOOTKH, XpaHEHUs u
nepeiayu JTaHHbIX.

[IpumMeHuTENBHO K 3aKYIIKE CUCTEM M CEPBHCOB B KOMIIAHUU HEOOXOIUMO:

1. BBIAEIUTH TOCTATOYHBIN O0OBEM PECYPCOB IS afekBaTHOM 3amuThl UC;

2. mnpu pa3pabOTKe CUCTeM YyUuThiBaTh TpeOoBanus Ub;

3. OrpaHMYMBaTh  UCIOJB30BAHWE ©  YCTAHOBKY  IPOTPaAaMMHOTO
o0ecCIICUeHHS;

4. o0ecneynTh BIICJICHNE BHEITHUMH MTOCTABITUKAMH YCITYT TOCTATOYHBIX
PECypCoB IS 3alTUThI HH()OPMALIUK, PUITOKEHUN U/ WA CEPBUCOB.

B o6nactu ceprtudukanmu, akkpeauTalldd W OIEHKH OE€30MacCHOCTH B
OpraHu3aIiu CJEAYeT MPOBOJIUTD:

1. TOCTOSHHBIMMOHUTOPUHTPETYIISATOPOB 0€30MMacHOCTH,
9TO0Bl  HUMETh JTOoBEepHE K ux 3¢ (HEKTUBHOCTH;
2. TEepUOIUYECKYIO OLICHKY PEryJsTOpoB 0E30MacHOCTH,
MPUMEHSEMBIX B UC, 9TOOBl ~ KOHTPOJUPOBATH  MX
3 PEKTHBHOCTE;

3. pa3paboTKy M MPETBOPCHUE B KU3Hb IUIAHA JICUCTBUI MO yCTPAHEHUIO
HEJIOCTATKOB M YMEHBIICHUIO WIH yCTpaHeHuto ysa3Bumocteil B UC;

4. apropmzamuioo BBefeHusa B okcmyaramuoo HMC u  ycraHoBieHue
COCIMHEHUH ¢ IPYyrUMHU UHOOPMALIMOHHBIMU CUCTEMAMH.

B oGnacTtu kaapoBoii 6e30macHOCTH HEOOXOUMO:

1. oOecrneunTh HAAEKHOCTHh  (IOBEPEHHOCTh)  JIOJHDKHOCTHBIX  JIHII,
3aHUMAIOIMX OTBETCTBEHHBLIC IIOCTBI, a TaKKE COOTBETCTBHE JOTHUX JIHI]
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NpeIbABISEMbIM K JaHHBIM JOKHOCTSIM TPEOOBaHUSAM O€30MacHOCTH;

2. obecneuynTh 3amuTy WHGOpMAUK U WHOOPMAITMOHHONW CHCTEMBI MPHU
MPOBEICHUH TUCIUIUIMHAPHBIX aKIMH, TAKUX KaK YBOJIbHEHUE WU TepEeMEIICHHE
COTPYIHUKOB;

3. TPHUMEHSATHh COOTBETCTBYIOIINE O(QUIIMANBHBIC CAHKIIUY K HAPYIIUTEISIM
MOJINTUKH U MPOILeAYyp O€30MaCHOCTH.

Opranuzanusi J0JDKHAa oOecreyuTh HMHPOpMUpOBaHUE U OOydyeHHe
COTPYIHHUKOB:

1. uToObI pyKkoBoAUTENU U Nosb3oBaTenn C 3HamM o puckax, CBsI3aHHBIX
C HMX JCATENbHOCTHIO, U O COOTBETCTBYIOLIUX 3aKOHAX, HOPMATHUBHBIX aKTax,
PYKOBOJSIINX JOKYMEHTAX, CTAaHAApTaX, MHCTPYKIUSIX U T.I1.;

2. 4TOOBI MEpCOHAN HMEN JOJDKHYIO MPaKTUYECKYI0 IOATOTOBKY MJIs
BBITIOJIHEHUS 00513aHHOCTEHN, CBA3aHHBIX ¢ MH(OPMAIIMOHHON 0€30TIaCHOCTHIO.

B o6mactu mutanupoBaHus HEOOXOAUMO pa3padoTaTh, JOKYMEHTHPOBATH,
NEPUOANYECKUA W3MEHSTh U pealin30BaTh IUIaHbl oOecneueHus 6ezonacHoctu MC,
OMUCHIBAIOIINE PETYISATOPbl 0€30MacCHOCTH (MMEIOIIMECS W IJIAHUPYEMBIE) U
IIpaBUJIa MOBEICHUS NIepcoHana, umeromero aocrym k MC.

C uenbto miaHupoBaHusi OecrniepeOoitHOM pPabOThl B KOMIIAHUU CIEIYET
YCTaHOBUTH, MOJIEPKUBATh U AP(EKTUBHO pealn30BaTh MJIaHbl pearupoBaHUs HA
aBapHifHbIC CUTYaIlUH, PE3EPBHOTO KOMUPOBAHUS, BOCCTAHOBIICHUS MOCIIC aBapuH,
yTOOBl 00€CHeUnuTh JOCTYMHOCTh KPUTHYHBIX HH()OPMAIMOHHBIX PECypcoOB U
HENPEPBIBHOCTH (DYHKIIMOHUPOBAHUS B ABAPUNHBIX CUTYAIUSIX.

B mnnane pearmpoBaHus Ha HapylieHHs MH(POPMAIMOHHON 0€30MacHOCTH
OpraHu3alys 10JKHA!

1. co3garh AEUCTBYIOLIYIO CTPYKTYpPY UIsl pearupoBaHus Ha MHIUIEHTHI,
UMes B BUY aJIeKBATHBIC MTOJTOTOBUTEIHLHBIC MEPOIIPHUATHS, BEISIBIICHUE, aHAIHN3 U
JIOKAJIM3alMI0 HApYUICHU, BOCCTAHOBJICHHUE MOCE UHIUACHTOB U 00CITy)KUBaHHE
oOpallieHuii MoJb30BaTENEH;

2. obecreynTh MPOCIECKMBAHKE, TOKYMEHTHPOBAHHE M COOOIIEHHE 00
WHIUICHTaX COOTBETCTBYIOUIMM  JOJDKHOCTHBIM  JIMIIAM  OpTaHW3aludl U
YIOJTHOMOYEHHBIM OpraHaMm.

C uenbro GU3NYECKON 3Tl OpraHU3aIUs JODKHA!

1. mpenocraBnsiath ¢usmueckut goctyn k HC, ob6opynoBaHuio, B
IPOU3BOJICTBEHHBIE MTOMEIIEHHUS TOJIBKO aBTOPU30BAHHOMY MIEPCOHAITY;

2. (¢usnuecku  3amMIIaTh ~ OOOpYJOBaHHE W TOJJEPKUBAIOLLYIO

undpactpykrypy UC;
3. o0ecneunTh OJDKHBIE TEXHUYECKHE YCIOBHS NIl (GyHKIIMOHUPOBAHUS

NG,

4. 3amummars UC oT yrpo3 co CTOPOHBI OKPYKAIOIIEH CPEJIbI;

5. obecneuynTb KOHTPOJIb YCIOBHI, B KOTOPBIX (pyHKIHOHUpYeT UC;

6. ob0ecnieunTh yHpaBi€HHE OCTYIOM, MPEIOCTaBUB JOCTYI K aKTHBam
NC TOnpkO aBTOPU30BAHHBIM IIOJB30BATENSAM, MpoLEccaM, AEHCTBYIOIIUM OT
MMEHHM STUX TOJIb30BaTeNIel, a Takxke ycTpoiictBaM (Bkitoudas apyrue MC) ms
BBITIOJIHEHHUS pa3pelIeHHBIX M0JIb30BATENIIM TPAH3aKUMN U QYHKIIMM.
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Jyist oGecnieueHus MPOTOKOJIUPOBAHUS U ayIUTa HEOOXOANMO:

1. co3maBarb, 3amMIIaTh M MOJJEPKUBATH PETUCTPALMOHHBIE >KYpPHAIbI,
MO3BOJISIOIIME OTCIICKUBATh, AHATU3UPOBATh, PACCIEA0BaTh U TOTOBUTH OTUETHI O
HE3aKOHHOW, HECAHKIIMOHUPOBAHHOW WJIM HEHAJIS)KAIIEH aKTUBHOCTH,

2. obecneunth mpocaexuBaeMocTb aeictBuid B MC ¢ TOYHOCTBIO /10
MOJIb30BaTeNsl (MOIOTYETHOCTD MOJIB30BATEINIECH ).

B mtane ynpaienus: KOHQUrypamnuei B KOMnaHuu CIeayeT:

1. yCTaHOBUTH U MOJJACPKUBATH 0A30BbIC KOH(MUTYpAIUU;

2. wumeth onuchk (kapry) UC, akTyanuzupyemyro C y4eToM >KU3HEHHOTO
UKJIa, B KOTOPYIO BXOJAT anmaparypa, MOporpaMMHOE OOECledYeHHe U
JOKYMEHTAILIUS;

3. yCTaHOBUTh M OOECHEUYUTHh MPAKTUYECKOE MPUMEHEHHE HACTPOCK st
KoH(UTypHupoBaHus cpeACcTB O€30MaCHOCTH B MPOAYKTax, Bxoasammx B MC.

B obGmactu uaenTnduKanmy u ayTeHTUDUKAITMT HEOOXOIUMO OOSCIICYHTh
uaeHTuukanuio W ayreHTHuKauuio mnonb3oBareneit  MC, mporeccos,
JEUCTBYIOIIUX OT UMEHHU MOJIb30BATENICH, a TaKKe YCTPONCTB Kak HEOOXOIUMOE
ycnoBue npenocrasienud nocryna k MC.

Kpowme Toro, Heo6xoaumo:

[IpuMEeHUTENBHO K CONMPOBOKICHUIO:

1. ocylecTBISITh IEPUOANIECKOE U CBOeBpeMeHHOe o0cy)kuBanue UC;

2. obecneunth 3((PEKTUBHBIE PETYyIATOPHl ISl CPEACTB, METOJOB,
MEXAHMU3MOB U MEPCOHAJA, OCYIIECTBIISIONIUX COMTPOBOXKICHUE.

JIJ1s1 3a1IM Tl HOCUTETICH:

1. 3ammMinaTth HOCUTENH JIAHHBIX KaK U(POBbIE, TaKk U OyMaKHBIE;

2. TOpeAoCTaBiATh JAOCTYIl K  JaHHBIM HAa  HOCHUTENAX  TOJIBKO
aBTOPU30BAHHBIM OJIL30BATEIISIM;

3. caHupoBaTh WM YHUYTOXKAThb HOCHUTENM TEPe]  BBIBOAOM U3
AKCIUTyaTaly WK TIEepe nepeiadeii jisl MOBTOPHOTO MCIOIb30BaHUA.

C 1ebIo 3alUThl CUCTEM U KOMMYHUKAIIAMN:

1. orcinexuBaTh, KOHTPOJIUPOBATh W 3allUIIATh KOMMYHHUKAIMH (TO €CTh
nepejaBaeMbie U NMPUHUMAEMbIE JaHHbIE) HA BHEIIHUX W KJIFOYEBBIX BHYTPEHHUX
rpanunax 1C;

2. TPUMEHATh apPXUTEKTYPHbIE U anmapaTHO-MPOrPAMMHBIE IOJIXOJIbI,
MOBBIIIAIOIINE JEHCTBYIONMN ypoBeHb HH(pOopMalmoHHoi 6e3onacuoctu MC.

Jiist oGecnieueHust 1eJIOCTHOCTH CUCTEM M JIAHHBIX:

1. cBoeBpemenHo uneHtudummpoBath gedextet MC u  JgaHHBIX,
JOKJIAJbIBaTh O HUX U UCIIPABIIATD;

2. 3ammmark MIC oT BpeIOHOCHOTO MPOTPaMMHOTO 00€CTICUEHUS;

3. OTCIeXKUBaTh CUTHAJBI O HApYIICHHUSX OE€30MacCHOCTU W COOOUIECHHUS O
HOBBIX yIpo3ax g UWHOOPMAIIMOHHOW CHUCTEMbl M JOJKHBIM 00pa3zoM
pearupoBaTh Ha HUX.

3amanue:
[Tonp3ysch yueOHUKOM, OTTUIITUTE:
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1. Bunsl u cxemsl cepTuUKaMK CPEICTB 3aAUTHI HHPOPMALUH.

2. Oywakmun OCTOK B obmactu  cepTuduKanuu  CPeACTB  3aIIUTHI
uH(pOpMaInu.

3. OYHKIHUH OPraHOB CEPTUPUKALNU CPEICTB 3AIIUTH HHPOPMAITIH.

4. ®OyHKIMM UCTIBITATEIBHBIX JaOb0paTopuil (LIEHTPOB).

5. ODOyHKIMHU 3a5BUTEIIEH.

6. Ilopsaok npoBeneHus cepTUdUKAIIIN U KOHTPOJISL.

7. Tlepeuenn CpE/ICTB 3aIUTHI uH(pOopMaIuy, OIS KAIITHX
cepTU(UKAIIUH.
OTtuer

OTyeT JOJIKEH CoaepKaTh:
HAaWMEHOBaHUE PAOOTHI;
11eb padOoThI;
3aJ1aHueE;
MOCIIEI0BATEIBHOCTD BHIMIOTHEHUS PabOTHI;
OTBETHI HA KOHTPOJIbHBIE BOTIPOCHI;
BBIBOJI O ITPOJIEaHHON padoTe.
KoHTposbHbIE BONIPOCHI
1. CdopmynupyiiTe 1eId CUCTEMBbl CEpTHU(PHUKAIMU CPEICTB 3aIUThI
uH(popMaIu no TpedoBaHUsIM 0€30MaCHOCTH MH(OPMAIUH.
2. OpraHuzalMioOHHas CTPYKTypa CHCTeMbl CEpPTH(PUKAIMH CPEICTB
3aIMUThl HHPOpMAITUH 110 TpeOoBaHUsIM 0€301acHOCTH HH(pOpMaITIH.
3. HazoBute Buabl U CcXeMbl CepTUPHUKANKUUA CPEACTB  3aIIUTHI
uHdopmauu.

A
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IIpakTnueckoe 3anaTue S. TpeOoBanms K  0e30mMaCHOCTH
uHpoOpMalMOHHBIX cucTeM B Poccum.
Henab padoThl: 3aKpeIuIeHHE TEOPETHUECKUX 3HAHUI B 00JIaCTH TPaBOBOTO
obecnieueHus: UHPOPMAITMOHHON O€30MaCHOCTH.
OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

[Togxox K 0€30MacHOCTH peaiu30BaH B PYKOBOJAILIEM JIOKYMEHTE
l'ocymapcrBeHHOM ~ TexHuuyeckor  komuccuen  mpu  llpesmpgenre PO
«Knaccudpukanuss aBTOMaTU3UPOBAHHBIX CHUCTEM M TpeOOBaHUU MO 3alIUTe
uHbopMalmy, BeIMyieHHOM B 1992 r. TpeGoBaHus BceX NPUBEIECHHBIX HHUXE
JOKYMEHTOB 00s13aTeIbHBI ISl UCIIOTHEHHUS TOJBKO JJISi TeX TOCYAapCTBEHHBIX
M0 KOMMEPUYECKHX OpraHu3aluii, KOTOphIe 00pabaThiBalOT WH(MOpMAIHIO,
COJIEpKalllyI0 TOCYAapCTBEHHYIO TalHy. /{151 OCTalIbHBIX KOMMEPYECKUX CTPYKTYP
JIOKYMEHTBI HOCAT PEKOMEHJIATEIbHbBIN XapakTep. B JaHHOM JOKYMEHTE BBIICIICHO
9 KJIACCOB 3aIUIIEHHOCTH ABTOMATU3UPOBAHHBIX CUCTEM oT
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HWH(OpManuu, a [ KaxJoro Kiacca
OTpENeSICH MHUHHUMAJIbHBI COCTaB HEOOXOAMMBIX MEXaHM3MOB 3alllUThl U
TpeOOBaHUSI K COJICPKAHUIO 3aIUTHBIX (YHKIUH KaXI0TO U3 MEXaHU3MOB B
KaXKJIOM U3 KJIACCOB CUCTEM.

Kitacesl cucrem paszesieHbl Ha TpU TPYIIIbIL, IPUYEM OCHOBHBIM KpUTEpPUEM
JICNIeHUs] Ha TPYNNbl MPUHATHI CHEU(pUYECKUEe OCOOCHHOCTH 00padOTKU
uH(OpMaIK, a UMEHHO:

TPEThsl TPyNNa - CUCTEMbI, B KOTOPBIX padOTaeT OAWH IMOJIb30BaTENb, JO-
MyIIEHHBIA KO BCel 00pabdaThiBaeMoil MH(pOpMaIIUU, pa3MEIIEHHOW Ha HOCUTEIIAX
OJTHOTO YpPOBHS KOH(MUIEHIIMATHLHOCTH, K TPYIIE OTHECEHhl JBa KJacca,
o6o3HaueHHbIC 3b u 3A;

BTOpas TpyIIa - CUCTEMbI, B KOTOPBIX pab0OTaeT HECKOJbKO MOJIb30BaTENEH,
KOTOphl€ HMEIOT OJIMHAKOBBbIC IIpaBa JOCTylma KO Bcell uHQpopmaluuy,
oOpabaTblBaeMOW W/WJM XPAaHUMOM Ha HOCHUTENSAX PAa3IMYHOIO YPOBHS KOH(U-
JIEHIIUAJIBHOCTH;, K TPYIINE OTHECEHBI JIBa Kjacca, 00o3HaueHHbIe 2b u 2A;

nepBas Tpynmna - MHOTOMNOJIb30BAaTEIbCKUE CHUCTEMBI, B KOTOPBIX OJIHO-
BPEMEHHO 00pabaThiBacTCs W/WIM XpaHUTCA HWHOOpMAIuUs pa3HbBIX YpPOBHEH
KOH(UICHIIMATFHOCTH, MPUYEM pa3JIMYHBbIE IMOJH30BATEIN MUMEIOT pa3Hble MpaBa
Ha J0CTyn K nHbopMaluy; K rpymnmne otHeceno 5 kiaccos: 1 /1, 1T, 1B, 1b u 1A.

TpeGoBanus k 3ammTe pacTyT OT cucTeM kiacca 3b k kmaccy 1 A.

Bce MexaHu3MBbl 3amUThl pa3fiefieHbl Ha 4 MOACUCTEMBI CIEAYHOUIErO
Ha3HAYCHUS:

. yIpaBJIEHUS TOCTYIIOM;

. pErUCTpalluy U yUeTa;

. Kpuntorpauueckoro 3aKpbITus;

. oOecreyeHus: HeJ0CTHOCTH.

ConepxaHnue CpeiaCcTB Il KaXJAOW TpyNmbl CHUCTEM TIPUBEICHO B
nokymenrte. [lpuBeneHHass B PYKOBOJSIIEM JOKyMeHTEe [ OocTeXKoMHCCHU
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METOJIMKA PACIpPOCTPAHSIETCS Ha 3alUTy OT HECAHKIIMOHHPOBAHHOTO JOCTyMa K
nHpopMau, HaxoJsdIIeics HemnocpenctBeHHO B 3Y OBM u Ha CMEHHBIX
MalllMHOYUTAEMbIX  HOCUTENAX.  3JHAYUWTENbHO  padbimie, B 1978 r,
INoctexkomuccuet ObUTM BBIMYIIEHBI PYKOBOJAIINE TOKYMEHTBI, OMpPEACIISIONINe
TpeboBaHuUs K 3anuTe MHOOPMALIUK B aBTOMATU3UPOBAHHBIX CUCTEMAaX OT YTEUKU
M0 MOOOYHBIM AJIEKTPOMArHUTHBIM H3JIyYeHUsIM U HaBojkam. [lpu pazpabotke
Ha3BaHHBIX TPEOOBAHUN YUUTHIBAIUCH CIAEAYIONINE (PAKTOPHI:

1. Hounst rpudoBanHOM nHPOpMaLK B 00111eM 00BbeMe 00pabaThiBaeMoit
uHdopMaIum.

2. HNHTeHcuBHOCTH 00paboTKu rpudoBaHHON MH(POPMAIUH, BEIpaKaeMasl
OTHOCHUTEJIBHOM J10JIeH BpeMEHH €€ 00pabOTKH B TEUECHUE CYTOK.

3. VYcioBuss  pacroiOKEHHS  almaparypbl  aBTOMAaTU3UPOBAHHOU
CUCTEMBI.

Hanuuue paccMOTpEHHBIX METONMK M 3aKpEIUIeHHE UX B OQPHUIIMATIbHBIX
JOKYMEHTaX CO3/1aeT JOCTATOYHO HAACKHYIO 0a3y AJis 3alluThl MHPOpPMAIUU Ha
perynsapHoit ocHoBe. OJHAKO HETPYIHO BUAETD, UYTO C TOYKU 3PEHUS COBPEMEHHOU
MOCTAaHOBKM 3aJaud 3alluThl WHGOPMAIMU HMEIOIIUECS METOAMKH SIBISIOTCS
HEJOCTATOYHBIMU TIO PSAY IPUYUH, 2 UMEHHO:

1) METOJUKHA OpPUEHTHPOBAHBI HAa 3alIUTy HHPOpPMAIMH TOJBKO B
cpeanctBax OBT, B TO BpemMs Kak HMEET MECTO YCTOWUMBAs TEHICHIUS
OpPTraHUYeCKOTO CpaIl¥BaHUS ABTOMAaTU3UPOBAHHBIX U TPATUIIMOHHBIX TEXHOIOTUN
00paboTku uHGOpPMAIUH;

2) YUUTBHIBAIOTCS ~ JaJieKO HEe  Bce  (paKkTOpbl,  OKa3bIBAIOIIUE
CYLIECTBEHHOE BIIMSHUE Ha YS3BUMOCTh MH(GOpPMAIUH, a IOITOMY U MOJJIeKAIINe
y4eTy MpH OINpeAeeHIN TPeOOBaHUH K 3aIUTE;

3) B Hay4YHOM TUIAaHE OHW OOOCHOBAHBI HEJOCTATOYHO 32 MCKIIFOUCHHEM
TpeOOBaHMI K 3amuTe HHYOPMAITUU OT YTEYKU MO TEXHUIECKUM KaHAIaM.
3ananue:
1. Bocnonssyiitech TTOUCKOM JIJI51
MOJTYICHUS TAOJIUIIBI XapaKTEPUCTUK KIIACCOB TIOJICHCTEM
3aIUIIEHHOCTH
2. [Tpoananmu3upyiTe TaHHYIO TaOIHITY
3. Beimummrte  ocHOBHble — TpeOoBaHUST K MHGOPMAIMOHHOU
0E30I1aCHOCTH.
4. Ha OCHOBE MTOJTYYEHHBIX JAHHBIX
chopmynHpyHTe pEeKOMEH AN 10
nH(OPMAITMOHHON O€30MaCHOCTH.
OTtuer

OT4eT I0JIKEH coepkKaTh:

1. HauMeHOBaHHUE pabOTHI;

1eJb paboThI;

3aJJaHHUE;

MOCJIEIOBATEIBHOCTD BBIIIOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;

nk W
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6. BBIBOJ] O MPOJICTIAHHOM padoTe.
KonTpoJibHBIE BONIPOCHI

1. CKOJBKO KJIACCOB 3AIUIIEHHOCTH CYLIECTBYET?

2. OO0s3aTenbHO M BBIIOJHEHHE BCEX TPEOOBaHUM  HM3YyYEHHOTO
JNOKyMEHTa?

3. YuTeHbl M1 B M3YYEHHOM JIOKYMEHTE HOBBIE METOJbl MOJIYYEHUS
noctyna?
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IIpakTnueckoe 3ansaTue 6. Ouenka cocrosinus 6ezonaciocru UC CIIA.
Hear paGorbl  u3yuuts Cranpapt CHIA  "Kpurepuun  oueHku
rapaHTUPOBAHO  3AIIMIICHHBIX  BBIYMCIUTENBHBIX CHUCTEM B  HHTEpecax
MuHucTepcTBa 000ponsl CIIIA".
OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Hanbomnee m3BECTHBIM JOKYMEHTOM, YETKO OMPEACIISIONIUM KPUTEPHUH, 1O
KOTOPBIM JIOJI’KHA OIICHUBATHCS 3AIIMIIEHHOCTh BBIYMCIMTEIBHBIX CHUCTEM, U T€
MEXaHU3MBbI 3alIUThl, KOTOPbIE JOKHBI MCIIOJIB30BATHCSA B CHUCTEMax 00OpabOTKU
CEeKpeTHOU (KOH(UIACHIMANBHONW - B Oojee oOIel mocTtaHoBKe) MHMOpMaIuwy,
SBJISIETCS TaK Ha3biBaeMas "OpankeBas KHUTA', MpeJICTaBIIsIOMAas coOO0H cTaHaapT
CHIA "Kputepun OLIEHKM TapaHTUPOBAHO 3alIUIIEHHBIX BBIYUCIUTEIIbHBIX
cuctem B uHTepecax muHUCTepcTBa 000poHBI CIIIA" (Trusted Computer Systems
Evaluation Criteria - TCSEC), mpunsareiii B 1983 romy. Ero mnpunstuio
MPEAIECTBOBAIN NSATHAAUATUIETHHE UCCIIEIOBAHUS, MIPOBOAUBIINECS
CIIELUAJIBHO CO3J]JaHHOM palodyell rpynmnol W HalMOHAJIbLHBIM OHOPO CTaHIAPTOB
CIIA.

CranpapToM TMpeayCMOTPEHO IIecThb (yHIaMEHTalIbHBIX TpeOOBaHUH,
KOTOPBIM JIOJDKHBI  YJIOBJIETBOPSITH T€ BBIUUCIUTEIBHBIC CHUCTEMBI, KOTOPHIE
UCIIONB3YIOTCS I 00paboTku KoHbUAeHIMaIbHOW uHopManmu. TpedboaHus
pasziereHbl Ha TPU TPYMIMbL: CTPATETHs, MOJOTYETHOCTh, TapaHTUU - B KaxIOU
rpyImIe 1o 1Ba TpeOOBAHUS CIIETYIOIIETO COIePKaHUSI.

1. Crparerus.

Tpe6oBanue 1 - crparterus obOecmeueHus O€30MACHOCTH: HEOOXOIUMO
MMETH SIBHYIO M XOPOILO ONPEEICHHYIO CTPAaTernio ooecreueHus: 6e30MacHOCTH.

TpeOoBanue 2 - MapkHpOBKa: YNPABISIIOIINAE JOCTYIIOM METKH JTOJIKHBI
OBITH CBSI3aHBI C OOBEKTaAMU.

2. ITonoTyeTHOCTD.
TpeboBanue 3 - uneHTudUKaAMA: UHIUBUAYATbHbIE CYOBEKTHl JTOJKHBI
UIAEHTU(ULIUPOBATHCS.

TpeGoBanue 4 - MOJOTYETHOCTh: KOHTPOJIbHA HHGOpMALMS AOHKHA
XPaHUTBCSI OTACNBHO M 3alIUIIATHCS TaK, YTOOBI CO CTOPOHBI OTBETCTBEHHOM 3a
ATO TPYIIbl HMEIACh BO3MOXKHOCTh OTCJIEXKHUBATh JCHCTBUS, BIUSIOIIMNE Ha
0€30MacHOCTb.

3. I'apanTumn.

TpeOGoBanue 5 - rapanTUM: BBIYUCIUTEIbHAS CHCTEMA B CBOEM COCTaBe
JIODKHa  MMETh  anmnapaTHBIC/TIPOTPAMMHBIE  MEXaHU3MBbI,  JIOMYCKAroIlue
HE3aBUCUMYIO OIIEHKY Ha NIpeIMET JOCTATOYHOIO YPOBHS TapaHTUH TOrO, YTO
cucteMa 00eCleurBAET BBIIIOJIHEHUE M3JI0KEHHBIX BbIIIE TpeOOBaHUN (C MEPBOTO
10 YETBEPTOE).

TpeOoBanue 6 - 1OCTOSHHAs 3alIMTAa: TapAHTUPOBAHO 3AIIUILICHHBIC
MEXaHU3Mbl, peaTU3yIOUIMEe TMepeUHCIeHHble TpeOOBaHUA, JOKHBI  OBITh
NOCTOSIHHO ~ 3alllMIIeHbl OT "B3JlaMblBaHMS" W/MIUM HECAHKIIMOHWPOBAHHOTO

27



BHECCHUS U3MECHEHUN.

B 3aBuCMMOCTM OT KOHKPETHBIX 3HAY€HHH, KOTOPBIM OTBEYAIOT
aBTOMAaTU3UPOBAHHBIE CUCTEMBI, OHU pazeieHbl Ha yeTeipe rpynmnsl (D, C, B, A),
KOTOpbI€ Ha3BaHbI TaK:

D - MmunumanbsHas 3aIura;

C - uHnuBUAYalibHAS 3alIUTa; B - MaH1aTHAs 3allUTa;

A - BepuduuupoBaHHas 3aIUTa.

['pynmbl cucteM ACNSATCS Ha KJIAcChl, MPUYEM BCE CHUCTEMbl, OTHOCHUMBIE K
rpynme D, obpasyror oaun kiace (D), k rpynne C - nBa kmacca (C1 u C2), k
rpyne B - tpu kmacca (Bl, B2 u B3), x rpynme A - oaun kmnacc (Al ¢
BBIJIEJICHUEM YaCTH CUCTEM BHE KJIacca).

Hwuxe paccMoTpuM Ha3BaHUS U KPATKYIO XapaKTEPUCTUKY MEPEUUCICHHBIX
KJIACCOB:

D - MuHMMaNTbHAS 3alTUTa - CUCTEMBI, TIOJIBEPTHYTHIE OIICHUBAHUIO, HO HE
OTBEYAOIIHNE TPEOOBAHUSIM 0OJIee BEICOKUX KJIACCOB;

C1 - 3ammura, OCHOBaHHasT Ha WHIUBHUAYaJbHBIX MEpax - CHCTEMBI,
oOecleunBaOIIMe pa3/ielieHue IMojb30oBareneil W JaHHbIX. OHHM  cojepkar
BHYUIAIOUIME JIOBEPUE CPENICTBA, CIIOCOOHBIE pEATM30BaTh OrPAHUYEHHUS T10
JOCTYITy, HaKJIaJblBa€Mble Ha WHAUBUIYyaJIbHON OCHOBE, T.C. IO3BOJISIOIINE
MOJIH30BATEIISIM UMETh HAJICKHYIO 3alUTY UX WH(DOpMALMK U HE JAIOIIUE JPYTUM
MOJIb30BaTENIIM ~ CUMTHIBATh WM  paspyliatb UX JaHHble. [lomyckaercs
KOOTIEpUPOBAHUE TOJI30BATENEH 110 YPOBHAM CEKPETHOCTH;

C2 - 3ammura, OCHOBaHHAas Ha YIOPaBIsEMOM JIOCTYIIE€ - CHUCTEMBI,
OCYILIECTBIISIFOIIME HE TOJBKO pa3lieJieHHue Mojbp3oBaTeneil kak B cucremax Cl, HO
U pa3JIeJIEHUE UX 0 OCYIIECTBISIEMbIM JIEHCTBUSIM;

B1 - 3ammTa, OCHOBaHHAasI Ha MPUCBAWMBAHUU WMEH OTJEIHHBIM CPEIICTBAM
0€30MacHOCTH - CUCTEMBI, PACIOJIaraloliie BCEMU BO3MOKHOCTSIMH CHCTEM KJlacca
C, W [ONOJHUTENBHO [IOJDKHBI OBITh (OpMalbHBIE MOJIETM MEXAHW3MOB
oOecrieyeHusi O€30MAaCHOCTH, MPUCBAMBAHMS HMEH 3alMIIAeMbIM JTAHHBIM
(BKJIFOYasi W BbIJaBaeMble 3a TMPEACNIbl CUCTEMbl) W CpPEACTBA MaHJIATHOTO
yIIpaBJIE€HUsI TOCTYIIOM KO BCEM NMTOMMEHOBAHHBIM CyObEKTaM U O0OBEKTaM;

B2 - cTtpykTypupoBaHHas 3alUTa - CUCTEMbI, IOCTPOECHHBIE HA OCHOBE SICHO
ONpeNeieHHOW U (OpMalbHO 33J0KYMEHTHPOBAHHOM MOJIETH, C MaHJATHBIM
yIOpaBICHUEM JIOCTYIOM KO BCeM CyObeKTaM M OOBEKTaM, pacroJiararouue
YCWJICHHBIMU CPEJICTBAMU TECTHUPOBAHUS M CPEJICTBAMH YIPABJICHUS] CO CTOPOHBI
aIMUHUCTPATOPA CUCTEMBI;

B3 - nmomeHbl 0€30MAaCHOCTH - CHCTEMbBI, MOHHTOP OOpAIIeHUd KOTOPHIX
KOHTPOJIUPYET BCE 3alPOCHl HAa JIOCTYI CyOBEKTOB K 00BEKTaM, HE JOIYyCKAIOIIIHE
HECaHKIIMOHUPOBAHHBIX M3MeHEeHHN. OOheM MOHUTOPA JTOJDKEH OBITH HEOOIIBIITIM
BMECTE C TE€M, YTOOBI €r0 COCTOSIHUE U PAdOTy MOXHO ObUIO CPAaBHHUTENIBHO JIETKO
KOHTPOJIMPOBaTh U TECTHUPOBaTh. KpoMe TOro AOMKHBI OBITH NPEAYCMOTPEHBI:
CUTHAIM3AIIMS O BCEX IIONBITKAX HECAHKIMOHUPOBAHHBIX JEUCTBUM U
BOCCTAHOBJICHHE PAOOTOCIIOCOOHOCTH CUCTEMBI;

Al - Bepu(UKAIMOHHBIA TMPOCKT - CHCTEMBI, (DYHKIIMOHAJILHO
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SKBUBAJICHTHBIC cHcTeMaM kiacca B3, HO Bepudukaius KOTOPBIX OCYIIIECTBIICHA
cTporo (GopMaabHBIMH METOJAMH. YTIPABICHUE CHUCTEMOW OCYIICCTBISICTCS IIO
CTpPOro OIpeaeiaeHHbIM mpoleaypaM. O0s3aTeNbHO BBEJAEHUE aIMUHHUCTPATOPA
0€30MacHOCTH.

3ananue:

1. IIpoananusupyiire crangapT "Kpurepuu oueHKu rapaHTHPOBAHO

3AIUIIECHHBIX BBIYUCIUTEIBHBIX CHUCTEM B HHTEpPECaxX MHUHHUCTEPCTBA
o6oponsr CIIIA".

2. CornacHo TpeOOBaHMSIM, NPEIOCTABICHHBIM B CTaHAApTE, COCTABHTE
XapaKTEePUCTUKY BBIYUCIUTEILHOM CHUCTEMBI JUIsi 00pabOTKM KOH(HUACHIIMAIbHON
uHdOpMaInH.

3. O6ocHy#TEe CBOM BBIOODP pelICHUH 0 3alIUTe MHPOPMAIIUH.

OTtuer
OTyeT JOJIKEH COJePKaTh:
HaMEHOBaHUE PadOTHI;
1EeIb PadoThI;
3a/1aHHE;
MOCJIEI0BATEILHOCTD BBITIOJTHEHUS Pa0OTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O MPOJIEIaHHOM pabdoTe.
KonTpoJibHBbIE BONIPOCHI
Uro Takoe nmonuTrka 0e30macHOCTH?
Kakue anemeHTsl BKIIIOUAET B ce0s MONUTHKA Oe30macHoCT?
Uro Takoe Kiacchl 0€30MacCHOCTH U YPOBHU J0BEpHUs?
Kaxkue tpeboBanus onpenenstorcs kiaaccamu Cl u C27?
Kaxkue tpeboBanus onpenenstorcs kiaccamu Bl, B2 u B3?
Kaxkue tpeboBanus onpenenstorcs kiaccom Al?

SNk W=

AN
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[IpakTuyeckoe 3ansaTHe 7. OnpeaeseHue KJIACCOB 3AIUIIEHHOCTH
CPeACTB BbIYMCIUTEIbHON TEXHMKHU OT HECAHKIIHOHUPOBAHHOI'0 10CTYIIA.
Henp padoTbl: U3y4yuTh M MPOAHAIU3UPOBATH PYKOBOIAIIUN JTOKYMEHT
"CpencrBa BBIYMCIUTENBHOM TEXHUKHA. 3aluTa OT HECAHKIHOHUPOBAHHOTO
nocryna K na@opmanuu. [TokazaTenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO
noctyna kK uapopmanuu'.
OO6opynoBanme: yuyeOHbIN IEPCOHAIbHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Teopernueckne OCHOBBI TNPEACTABIECHBI B PYKOBOISALIEM JOKYMEHTE
"CpenctBa BBIYMCIUTEIBHOM TEXHUKHM. 3alllMTa OT HECAHKIMOHUPOBAHHOIO
noctyna K uadopmanuu. [lokazarenu 3allMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOI'O
noctyna kK uadopmaruu"

3aganue:

1. U3yunutp nokymeHT "CpencTBa BBIYMCIUTEIBHOM TEXHUKH. 3allIUTa OT
HECAaHKIIMOHUPOBAHHOT'O JIOCTyMNa K HH(popMauuu. [lokazarenu 3alMILIEHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO J10CTyNa K uHpopmauu"

2. Ykaxwure, kakue Tunsl HCJI paccMOTpeHBI B JOKYMEHTE.

3. CocTtaBuTh npe3eHtanuo Ha Temy «Kiaccel 3amuméanoctu CBT»
OTtuer

OTyeT JOJIKEH coaepKaTh:

HaMMEHOBaHUE PabOThI;

1eIb padoThI;

3aJIaHuE;

MOCJIEI0BATEIBHOCTh BBIIOJIHEHUS PaOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;

BBIBOJ O IIPOJIEIAaHHON padoTe.
KonTposbHbIe Bonpochl

1. Kak mpoBoautcs onenka 3amuiménnoctu ot HC/?

2. Kakue tunsl tokymeHnTauuu Heooxoaumsl CBT?

3. YUem oTimmuaroTcs kiaccsl 3amuinésgocty CBT?

AN
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IIpakTnueckoe 3anaTue 8. Omnpenesienne TpeOOBaHMII K 3alIUTe
uHopMa U

Heab paGorbl: u3yuyuTh TpeOOBaHMS, MPEABIBISEMbIE K 3alUTE
uH(pOpMaUK, U3YYUTh TOKYMEHTALHMIO 110 3a1UTe NH(POPMALIIH.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

C no3uyuii cucmemnozo nooxooa s pealv3alvu PUBEICHHBIX
PUHIIMIIOB MPOIECC, Ja U caMa CUCTeMa 3allUThl HH(POPMAILIUU TOJKHBI OTBEYATh
HEKOTOPOU COBOKYITHOCTH TPeOOBAHMIA.

3amura nHgopMalnuM J0JKHA ObITh:

- UEHMPAIU308aHHOIL;

HEOOXOJUMO HUMETh B BHIYy, 4TO TMPOLECC YIpaBICHUS BCEraa
LEHTPAJIN30BaH, B TO BpeMs KakK CTPYKTypa CHCTEMBI, DPEAIU3YIOIIEH 3TOT
polecc, JOJKHA COOTBETCTBOBATh CTPYKTYPE 3aIHUIAEMOI0 00bEKTa;

- NJIAHOBOIL;

IUIAHUPOBAHHUE OCYILECTBISACTCA ISl OPraHU3alMy B3aUMOJIEUCTBUS BCEX
nojpa3/ieieHui 00beKTa B MHTEpEcax pealu3alud MPUHATON MOJUTHUKH
0e30MacHOCTH; Kaxaasl ciiyk0a, OT/Aell, HalpaBieHue pa3pabaTbiBalOT JETaIbHbIE
IUTaHbI 3alUThl HH(pOpMaluK B cepe CBOEH KOMIETEHIIMHU C YYETOM OOIIeH 1eau
OpraHu3aluy;

- KOHKPEemHOU U Ue1eHanpaesieHHou,

3alUTe MOJUIeKaT aOCOJMIOTHO KOHKPETHbIE HMH(OPMALMOHHOW pecypcehl,
MOTYLIUE NPEICTABISATh HHTEPEC 11 KOHKYPEHTOB;

- aAKMUEHOIU,

3alMInaTh  HMHQOpManMio HEOOXOJUMO C  JOCTATOYHOW  CTEIMEHBIO
HAaCTOWYMBOCTHU M LEICYCTPEMIICHHOCTH. DTO TpeOOBaHUE MPEAINoiaraeT HalIudue
B COCTaB€ CHUCTEMbI MH(OPMAILIMOHHON O€30MaCHOCTH CPEJICTB NMPOTHO3HPOBAHUSA,
AKCIIEPTHBIX CHCTEM M APYIMX HHCTPYMEHTApHEB, IMO3BOJISIOIIMX pEaIn30BaTh
HapsAy C MPUHLUIOM «OOHApYX UTh M YCTPAHWUTH» NPHUHLMI «IPEABUAETh U
MPEI0TBPATUTHY;

- HAOEIHCHOU U YHUBEPCANbHOIU, OXBAaTHIBATh BECh TEXHOJOTMYECKUN
KOMIUIEKC MH()OPMAITMOHHON IEATETbHOCTH 00BEKTA;

METOAbl W CpEICTBA 3alllUThl JOJDKHBI HAJEKHO IEPEKPhIBATH BCE
BO3MOJKHbIE KaHajbl YTE€UKM HH(OpPMALMU M MPOTUBOAECHUCTBOBATH Croco0am
HECAaHKIIMOHUPOBAHHOT'O JOCTyNa HE3aBUCUMO OT

dopMbl TpencTaBieHus WHGOPMaLWHU, s3bIKa €€ BBIPAXKEHUS M BHJA
HOCHTEIIS, HA KOTOPOM OHa 3aKpEIlJICHa;

- HecmanOapmuou(No CPABHEHUIO C JIPYTMUMU  OpraHU3alUsMH),
pa3HO00pa3HOM MO MCHOJIb3YEMBIM CPEJICTBAM;

- OMKpuIMoU Il W3MEHEHUsT M JIONOJHEHHs Mep olecrneyeHus
0e3omacHOCTH UH(POpPMALIUK;

- IKOHOMUYUECKU IPPeKmuenoil;, 3ampamol HA CUCEM) 3AUUMbL He
OO0JIHCHBL NPEBLILUAMb PA3MEPLL BOZMONCHO20 Yujepoa
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3aganue:

1. Bocionb3yiiTech MOMCKOM /i1 COCTaBJICHUSI CBOJHOM  TaOJMIIBI
JOKYMEHTOB,  pETJaMEHTUPYIOIHMX  TpeOoBaHMA K  WHOOPMAIMOHHOU
0e30MmacHOCTH

2. YKakuTe, Kakde  JOKYMEHThI  HEOOXOJWMO  YyYHTHIBATH  IPHU
MPOCKTUPOBAHHH 3AIUTHl JOKYMECHTAIIMH HA 3JICKTPOHHOM HOCHUTEIE.

3. CMoJenupyiTe MOCIEeA0BATEIbHOCTh JCUCTBUM  JUISI  3alUThl  OT
KOIUPOBAaHUS WH(POpMALTIH.

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eJIb PaOOTHI;
3aJ1aHuNE;
TIOCJICIOBATEIHFHOCTD BBHITTOJTHEHHS PaOOTHI;
OTBETHI Ha KOHTPOJILHBIE BOTIPOCHI,
BBIBOJI O IPOJIEIAaHHOM pabdoTe.
KoHTposbHbIE BONIPOCHI

1. TlepeuncauTe BUIBI 3AIIUTH HHPOPMAIIHH.

2. Ha3zoBuTe 00BEKTHI 3aIUTH HHGOPMAIIMH U JIAWTE UX ONPEIACIICHUS.

3. HazoBuTte crioco6sl 3amuThl UHGOPMAITUH.

4. HazoBure  cBoiicTBa  WH(OpMAIMK,  COCTaBISAIONIME  MOJEIb
UH(GOPMAITMOHHON O€30MaCHOCTH.

5. Ha3zoBuTe OCHOBHBIC IPUHITUITEI HHPOPMAIIMOHHOM 6€30MaCHOCTH.

6. Ilepeuncnute ycaoBusi u TpeOOBaHUS K 3aIIUTe HHPOPMAIIUH.

7. JlaiiTe ompeneleHHs TIOJUTHKHA O€30MaCHOCTH Ha OOBEKTEe U
chopmynupyite TpeOOBaHUS, IPEABIBISEMbIC K TUTAHY 3aIIUTH HHGOPMAITHH

AN
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IIpakTuyeckas pabdora 9. AHAaJIM3 TEPMUHOB U OMNpeAeSeHU
HHGPOPMALIMOHHOI 0€30MACHOCTH

Heas padorel npoananusupoBatb ['OCT P 53114-2008 3amwura
uHpopmanuu. OOecrieyeHne MHPOPMALMOHHON O€30MaCHOCTH B OPraHHU3aluu.
OCHOBHBIE TEPMUHBI U OTIPEACTICHUSI.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBBI

Teopernueckue ceaenus npenocrasieHsl B 'OCT P 53114-2008 3amura
uHdOpMaInH.

Ob6ecnieuenrie UHPOPMAITMOHHON Oe30MacHOCTH B opranu3anuu. OCHOBHBIE
TEPMUHBI U OIIPEIEICHUS.

3aganue:

1. Uzyunts 'OCT P 53114-2008 3amura wHbopmammu. OOecnieueHue
nH(GOPMAIIMOHHON 0€30MaCHOCTH B OpraHU3aIUH.

2. M3y4uTh OCHOBHBIE TEPMHHBI U ONPEIECTCHUS

3. CocraBuTh rioccapuil Uil  NaMATKM 10  MH(POPMALMOHHON
0€30MacHOCTH.
OTtuer

OT4eT I0JIKEH coiepkKaTh:
HauMEHOBaHUE PaboThI;
11e1b PaOOTHI;
3a/1aHHE;
MIOCJIEI0BATENbHOCTh BBIIIOJIHEHUS PaOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O TIPOJICIIAHHON paboTe.
KoHnTposbHbIE BONIPOCHI

1. Kak Ha3pIBaeTCs yMBIIUIEHHO UCKaKEHHAsI MH(POpMALIHS?

2. Kak Ha3zpiBaeTcst uH(popMalus, K KOTOpOH OrpaHUYeH JTOCTYII?

3. Kakumu myTsamMu MOXeT ObITh NIOJIy4eHa HHpopMauus?

4. Kak Ha3bIBalOTCSl KOMIBIOTEPHBIE CUCTEMBI, B KOTOPBIX 00€CeunBaeTCs
6e3omnacHoCTh UHPOpMaUU?

5. OCHOBHOM JOKYMEHT, Ha OCHOBE KOTOPOIO TMPOBOAUTCS TMOJUTHKA
nH(OpMaIMOHHON 06€30MacHOCTH?

AN I
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IIpaktnueckoe 3ansatue 10. PaGora ¢ I'OCTamm B oO0Jgactu
HHGPOPMALIMOHHOI 0€30MACHOCTH

Heas paGorer Ha ocHoBe ['OCT P 53114-2008 mnosy4uTh HaBBIKK
COCTAaBJICHHSI IOKYMEHTAlMU B 00J1aCTU MH()OPMATMOHHOW O€30ITaCHOCTH.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

3ananue:

1. Ha ocumoBe TOCT P 53114-2008 coctaBUTh TaMITKy 00
UH(GOPMAIIMOHHON 0€30MaCHOCTH ISl 3aBEJICHHUS, MUCIOJIB3YIOIIETO 3IEKTPOHHbIN
JOKYMEHTOOOOPOT.

2. O60CHOBATH JOCTATOYHOCTD MPEJIAra€MbIX ITYHKTOB 0€30MaCHOCTH.

3. Ha mpumepe mnpoaeMOHCTPUPOBATH HEOOXOIUMOCTh COONIOACHUS
npaBuiI HHPOPMAIIMOHHON 6€30TaCHOCTH.

OTtuer
OT4eT I0JIKEH coepkKaTh:
HauMEHOBaHUE padoThI;
1eJIb PaboThI;
3a/1aHHE;
MOCJIEI0BATEILHOCTD BHITIOJTHEHUS pa0OTHI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O TIPOJICIaHHOMN pabdoTe.
KoHTpoJibHBbIE BONPOCHI
1. Kakwue crangaptsl BkitoueHsl B 'OCT P 53114-2008?
2. Yo Takoe MpUeMIIeMOCTh YPOBHS pHUcKa?

Sk W=
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IpakTuyeckoe 3ansitue 11. CocTaBjieHre HHCTPYKIUM 1O 00padoTKe U
XPaHEHUI0 KOH(PUIEHIIHATbHBIX JOKYMEHTOB

HeabpaboTbl cocTaBieHUE alnroputMa i paboThl C
KOH(UIEHIMaTbHOU HHPOpMaLUEH.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

C nosiBlieHHMEM HOBBIX TEXHOJOTUU (KOMIBIOTEPHI U OPTTEXHUKA) 3aLUTUTh
UH(GOPMAIIMIO CTAaHOBUTCS BCe TpyAHee. MHOXXECTBO KOHKYPEHTOB HE YIYCTST
MaJsieiie BO3MOXKHOCTH MOJYYUTh KOHPHUACHIHAIbHYI0 HH(DOpMAIU0 (QUpMBbI-
KOHKYpPEHTa 1 MCII0JIb30BaTh €€ B CBOUX LEesaX. i1 Toro 4yTo0sl n30exaTh yTeUKu
uH(OpMAIH, COCTABIIAIONICH TailHy (PUPMBI, CO3AAOTCS CIY>KOBI IO KOHTPOJTIO 32
JOKYMEHTaMHU KOH(UIEHIIMAIBHOTO XapaKTepa, X NepeBUKEHUEM U XpaHEHUEM
B OpPraHU3aIUY.

be3omacHocTh 1IEHHON JOKYMEHTHpyeMOW HH(OpPMAMKU OIpenesieTcs
CTEIICHBIO €€ 3ALIUIIECHHOCTH OT MOCIEICTBUI JKCTPEMAIBHBIX CUTyalllid, B TOM
YlUClIe€ CTUXUUHBIX OE€ACTBUM, a TakK€ IACCUBHBIX M AaKTHUBHBIX IIOMBITOK
3JIOyMBIIUICHHUKAa  CO3JaTh  MNOTCHUMAJIBHYIO  WIM  PEaJbHYI0  yIpo3y
HECAaHKIMOHUPOBAHHOIO  JOCTynma K  JOKYMEHTaM C  HMCIOJb30BaHUEM
OpPraHU3alMOHHBIX U TEXHUYECKUX KAHAJIOB, B PE3YJIBTATE YETO MOTYT IIPOU30NTH
XUIIEHUE U HEMPaBOMEPHOE HCIOJIb30BAaHUE 3JIOYMBIIUICHHUKOM HH(pOpPMalUUd B
CBOMX LIETISIX, €€ MoaupuUKaIus, moaMeHa, panbcudukanms, yHUITOKEHHUE.

3MO0YMBIIIUIGHHUK — 3TO  HEJAOOPOCOBECTHBI  KOHKYPEHT,  JIMIIO,
JNEHUCTBYIOIIEE B MHTEpECaX KOHKYPEHTA, IPOTUBHUKA WM B JIMYHBIX KOPBICTHBIX
uHTEepecax  (areHTbl  WHOCTPAHHBIX  CHEICIYyX 0,  MPOMBIIUICHHOTO U

SKOHOMMYECKOTO IIMHOHAXKA, KPUMHUHAIBHBIX CTPYKTYP, OTAEIbHBIE MPECTYIIHbIE
AIIEMEHTBI, ICUXUYECKU OOJbHBIC JHIA U 1p.). [IOHATHE «3I0yMBIIIIIEHHUK)» TECHO
CBSA3aHO C INOHSTHEM «IIOCTOPOHHEE JIMLIO», TO €CTh JII000E JINIO, HE MMEIOLIee
HEIMOCPEJICTBEHHOIO0 ~ OTHOILIEHHUS K  JIEATEIbHOCTH  (QupMbl  (paOOTHUKHU
KOMMYHAJIBHBIX CITy>KO, 9KCTPEMaJIbHOM MOMOIIH, MPOXO0XKUE U JIp.), TOCETUTETU
(bupMBbl, paOOTHUKU APYTUX OPraHU3ALUOHHBIX CTPYKTYpP, @ TaKK€ COTPYIHUKH
JaHHOW (UPMBI, HE MMEIOLIME IpaBa JIOCTYNa B OMNpE/EJICHHbIE MOMEIIECHUS, K
KOHKPETHOMY JIOKYMEHTY, UHpOopMaluu, 6a3ze JaHHBIX.

JokymeHntupyemass uHGOpMaIMs, HUCIONb3yeMas NpealpuHUMaTeIeM B
Ou3Hece W YIpaBJICHUU MPEANPUATUEM, OpraHu3almen, 0aHKOM, KOMIaHUEH WIn
JIpyroi CTPYKTypoul (nmanee — dupma), SBISIETCS €ro COOCTBEHHOW WM YaCTHOMN
uHbopMalue, MPeACTaBIAIONIe [UIsi HEro 3HAUYUTEIbHYIO ILIEHHOCTb, €ro
MHTEIJICKTYaJIbHOM COOCTBEHHOCTHIO.

[lenHocTs WHGOPMAMK MOXET OBITh CTOMMOCTHOW  KaTeropuew,
XapaKTepU3YyIOIel KOHKPETHBIA pa3Mep MpUOBUIM NPH €€ UCIOJIb30BaHUU WIIU
pa3Mep yOBITKOB Ipu ee yTpare. MHpopManus 4acTo CTAaHOBUTCS LIEHHOW BBUIY
€e TMpaBOBOIO 3HAYeHUA Ui (UPMBI WM pa3BUTUA OW3HEcCa, HalpuMeEp
YUYPEIUTENbHbIE JOKYMEHTBI, IPOTPaMMbl U IUIAHBI, TOTOBOPHI C MAPTHEPAMHU M
nocpeqHukaMu U T. J. LleHHOCTh HH(pOpMALMM MOXKET TaKXKe OTpaKkaTb ee
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NEPCIEKTUBHOE HAYYHOE, TEXHUYECKOE UIM TEXHOJIOTUYECKOE 3HAYEHUE.

HNudopmarus, UMEIoLIast UHTEJUIEKTYaJIbHYIO LEHHOCTb VIS
MIpeANpPUHUMATENS, OOBIYHO Pa3esieTcs Ha 1Ba BUA:

TEXHUYECKasl, TEXHOJIOTMYECKas: METOAbl HW3TOTOBJIEHUS MPOIYKILIHH,
porpaMMHOE  OOecreYeHue, MPOU3BOJICTBEHHbIE I[IOKa3aTelId, XUMUYECKUE
(bopMysbl, pe3ynbTaTbl HCIHBITAHUN OMNBITHBIX O0O0pa3loB, JaHHbIE KOHTPOJISA
KauecTBa U T. I1.;

JIeJIoBasi: CTOMMOCTHBIE IOKa3aTelld, pe3yibTaThl MCCIEIOBAaHUS PBIHKA,
CIIUCKHU KJIMEHTOB, SJKOHOMUYECKHUE MMPOTHO3BI, CTPATETUs IEUCTBUI HA PHIHKE U T.
.

llennas undopmalusi oxpaHseTcss HOpMaMU TPAKIAHCKOTO, MaTEHTHOTO U
aBTOPCKOTO IpaBa WJIM BKJIIOYAETCS B KAaTETOpHUIO MH(GOPMAIUHU, COCTABISIOLIYIO
TalHy (PUPMBI.

BroisiBnenne W periiaMeHTalus  peaJibHOTO  cOCTaBa  MH(OpMaIHH,
MPEACTABIIONIEN LEHHOCTh Ul MPEAIPUHUMATENS W COCTaBILIIOIIECH TalHY
(upMBI, — OCHOBONOJIATalOUIME YaCTU CUCTEMBbI 3amuThl MH(popmaruu. Cocras
1eHHOW uHpopManuu (QUKCUPYETCS B CHEIUAIBLHOM IMEPEYHE, OMpPEAeIIIIoneM
CpPOK U ypoBeHb (Tpud) ee KOHPUACHIUATBHOCTU (TO €CThb HEJAOCTYIHOCTU ISt
BCEX), CHHCOK COTPYAHMKOB (UPMBI, KOTOpPHIM MPEIOCTABIECHO IMPaBO
UCIIOJIb30BaTh 3TU CBelieHUs1 B pabote. IlepeueHb, OCHOBY KOTOPOTO COCTaBISET
TUIIOBOM COCTaB 3alIMINAEMbIX CBeJEHUM (UpPM AaHHOTO MpOoduUis, SBIsSETCA
MOCTOSIHHBIM pa0OYuM MaTepuajIoM PYKOBOJICTBA (GUPMBI, CITyX0 0€30MacHOCTH U
KOH(pUACHIIHATLHON JIOKYMEHTAIUH. On MpEeJCTABISET co0oit
KJIaCCU(DUIIMPOBAHHBIN CIUCOK TUIIOBOM U KOHKPETHOW IIEHHOW HH(OpMAIUU O
IPOBOAUMBIX pabOTax, MPOU3BOAUMOM MPOIYKIMH, HAYYHBIX U JIEJIOBBIX HACSIX,
TEXHOJIOTHYECKNX HOBIIECTBAX. B mepeueHp BKIIOYAKOTCS IEMCTBUTENIBHO LIEHHbBIE
CBEJIEHUS 0 KaXA01 padoTe (pUpMBI.

JIOTIOMHUTENIBHO MOXET COCTaBJISATHCSA MEPEYEHb NOKYMEHTOB, B KOTOPBIX
3TH CBEJCHMS OTPAXKAIOTCH (JOKYMEHTUPYIOTCS). B nmepedeHb BKIIOYAOTCS TaKke
JOKYMEHTBI, HE COJEpaIlie 3alluIIaeMy0 UH(GOPMAILNIO, HO NPEICTaBISAIOIINE
LHEHHOCTh AJIs1 GUPMBI U MOJJIeKAILUE OXPAHE.

[lepeunu GopMUPYIOTCS UHAUBUAYAIBHO KaxA0W (GUPMON B COOTBETCTBUU
C PEKOMEHJALMSAMU CHEUUAJIbHOW KOMHUCCHM M  YTBEPXKAAIOTCS IEPBBIM
pykoBoauteneM (UPMBI. OTa K€ KOMHCCHS PETYJISIpHO BHOCUT TEKYIIHE
U3MEHEHUS B IEPEYHU B COOTBETCTBUM C JIMHAMHUKOIN BBINOJHEHUS (QUPMOIl
KOHKPETHBIX paboT.

Kommepueckass 1eHHOCTh HMH(pOpMAIMM, KaK MPaBUIIO, HEIOJITOBEYHA H
OTIpe/IeTISIeTCS BPEMEHEM, HEOOXOIMMBIM KOHKYPEHTY JJIsi BBIPAaOOTKH TOW XKe
e WIM €€ XWIIEHUS M BOCIPOU3BOJCTBA, OMYOJMKOBAaHUS M IEpexoja
uH(pOpMaUU B KaTeropuro ooOmen3BecTHbIX. CTeneHp eHHOCTH MH(pOpMaIuu 1
HAJIeKHOCTh €€ 3aIUThl HAXOASATCS B IPSIMOM 3aBUCUMOCTH.

JIOKYMEHTBI, coJepKale LIEeHHYI0 HWH(POpMalUI0, BXOIIT B COCTaB
MH()OPMAIMOHHBIX PECcypcoB (UPMBI, KOTOPbIE MOTYT OBITh: a) OTKPBITHIMHU
(moctynmHbBIMU 1711 paOOThl TEpcOoHaa 0€3 CHeIUaIbHOrO pa3pelieHus) u 0)

36



OTPAaHUYEHHBIMHM [JI1 JOCTyNa K HUM IepcoHajia (OTHECEHHBIMH K OJIHOMY U3
BUJIOB TalHbl — TOCYJAPCTBEHHOM WJIM HEroCyJlapCTBEHHOH). JIOKyMEHTHI,
COZEpIKAIllNE€ CBEIEHMS, KOTOPBIE COCTABIISIIOT HErOCYJAapCTBEHHYIO TaWHY
(cimy»xeOHy0, KOMMEpPUYECKYI0, OAHKOBCKYIO, TallHy (DUPMBI U Jp.) WIH COJIEPIKAT
MEPCOHAJIbHBIE TAHHBIE, UMEHYIOTCSI KOH(PHUICHIIMAIbHBIMU.

HecMoTpss Ha TO, 4YTO KOH(HICHUHATBHOCTh SBISIETCS CHUHOHUMOM
CEKPETHOCTH, OTOT TEPMHH IIHPOKO MCIOJB3YETCA HUCKIIOUUTENBHO IS
0o003HaueHusT HWH(POPMAIMOHHBIX PECYPCOB OrPAHMYEHHOIO JOCTyMNa, He
OTHECEHHBIX K TocyJapcTBeHHON TaitHe. KoH(UIEHIIMATBbHOCTh OTpa)kaeT
OrpaHUYEHHE, KOTOPOE HAKIIAIBAET COOCTBEHHUK MH(GOPMAIIMK HA TIOCTYI K HEH
JApYruX JIMI, TO €CTh COOCTBEHHUK YCTAHABJIMBACT MPABOBOM PEXUM ITOU
uH(pOpMallMu B COOTBETCTBUU C 3aKOHOM. BmecTe ¢ TeM Kk KOHpUACHIHAIbLHBIM
JOKYMEHTaM  HENIb31  OTHOCUTh  YUYpPEOUTEIbHbIE  JOKYMEHTBI,  YCTaBbl
MPEANPUHUMATEIECKUX CTPYKTYp, (PUHAHCOBYIO JOKYMEHTAIMIO, CBEICHUS O
3apa0OTHOM IUIATE€ MEPCOHANAa M JPYIyK JOKYMEHTHPOBAaHHYI HH(OpPMALMIO,
HEO0OXOMMYIO PAaBOOXPAHUTEIBHBIM H HAJIOTOBBIM TOCYAapCTBEHHBIM OpPraHaM.

[lon KOHPUAECHUMAIBHBIM JIOKYMEHTOM TIOHMMAeTCcsi HEOO0XOIUMbIM
oOpazoM  odOpMIICHHBI  HOCHUTENb  JIOKYMEHTHPOBaHHOW  uH(}Opmanuwy,
COZIEpKAIMUA CBEICHUS, KOTOPbIE OTHOCATCA K HErOCyJapCTBEHHOW TaWHE U
COCTAaBJISIIOT UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD FOPUIMYECKOTO WU (PU3UUECKOTO
muna. O0s3aTenbHBIM TPU3HAKOM KOHGUICHIIMAIBHOTO JOKYMEHTA SIBISIETCS
HanMWuMe B HeM uHpopmanuu, nojiexamen 3amure. K koHbUIEHIIMATLHBIM
OTHOCSITCS CIEAYIOUIUE JOKYMEHTHI:

B TOCYJApCTBEHHBIX CTPYKTYypaX — JOKYMEHTBI, MPOEKTHl JOKYMEHTOB M
CONYTCTBYIOIIME  MaTepHalibl, OTHOCHUMBIE K CIyXeOHOW uHpopManuu
OTPAaHUYEHHOI'O PACHpOCTPaHEHUs (Ha3bIBa€Mble B UYWHOBHUYBEM OOUXOJE
JOKYMEHTaMHU JUId  CIy’)KeOHOTO  TIOJb30BaHUs), COJEpKaIllMe CBEACHUA,
OTHECEHHBIE K CITy>)keOHOH TaliHe, UMEIoIre pab0UYril XapaKkTep U HE MOAJIeKAIIHe
OITyOJIMKOBAaHUIO B OTKPBITOM ME€YaTH;

B NPEANPUHUMATEIBCKUX CTPYKTypaxX M  HalpaBJIEHUSAX MOAOOHOMN
JESTENbHOCTH — JIOKYMEHTBI, COAEp Kallue CBEIAEHUS, KOTOPble UX COOCTBEHHHK
WIM BJAJENIEl] B COOTBETCTBUHM C 3aKOHOAATEIBCTBOM HMEET MPABO OTHECTH K
KOMMEpPUECKON  (MpeanpuHUMATEIbCKOW) TaifHe, TailHe (¢GuUpPMBI, TaliHe
MacTepCTBa;

HE3aBUCUMO OT TMPUHAJICKHOCTH — JOKYMEHThI U 0a3bl JaHHBIX,
bukcupyroime Jooble epcoHaIbHbIe (JIMYHBIE) JaHHBIE O TpaKIaHaX, a TaKXKe
coJepkamne MNpodecCHOHATIbHYI0 TailHy, TEXHUYECKHE U TEXHOJIOIMYECKUe
HOBIIECTBA (IO WX TMATEHTOBAaHWSA), TaWHy MPEANPUATHA CBSI3H, CQEpb
oOCTy>KUBaHUS U T. II.

Ha3biBaTh KOH(HIECHIHATBHBIE TOKYMEHThl CEKPETHBIMU WJIM CTaBUTh Ha
HUX TpU( CEKpeTHOCTH He Jomyckaercsi. OCOOEHHOCThIO KOH(MUIAECHIMATBHOTO
JOKYMEHTa SIBJSIETCS TO, YTO OH OJJHOBPEMEHHO MPEACTABISIET COO0i:

MacCCOBBIM HOCHUTEIIb LICHHOM, 3aluiiaeMoi HH(pOpMaIuu;

OCHOBHOW MCTOYHUK HAKOIUIEHUS U OOBEKTUBHOTO PACHPOCTPAHEHUS ATOM
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uH(pOpMaInK, a TAK)KE €€ HETIPAaBOMEPHOTO pa3TIallieHUs] WK YTEUKH;
00s13aTEBHBIA OOBEKT 3AITUTHI.

KondpuaeHunansHOCTh JOKYMEHTOB BCErJa MMEET 3HAYUTEIbHBIH pa3dpoc
[0 CpPOKam OrpaHMYEHHUs CBOOOJHOIO JOCTYNa K HHUM IHepcoHana (upmbl (OT
HECKOJIbKMX 4acoB J0 MHorux Jjer). CieayeT y4uTbIBaTh, YTO OCHOBHAs Macca
KOH(HIEHIIMATIBHBIX JOKYMEHTOB TOCJIE€ OKOHYAHMS X HCIOJHEHUS WU padOThI
C HUMH TEpsieT CBOIO LIEHHOCTh M KOH(pUAEHIMaIbHOCTh. Hanmpumep, nepenucka
710 3aKJIFOUYEHUS KOHTPAKTa MOXKET UMETh Irpud KOH(DUIEHIHUATBLHOCTH, HO TOCIe
€ro MoAMMCcaHusl 3TOT rpud ¢ MUCbMEHHOTO Pa3pelieHus] IEPBOTO PYKOBOIUTEINS
(bupMBI CHUMAETCS.

OcraBuuecs KOH(UIeHIIUATTEHBIMU WCIIOJIHCHHBIE JIOKYMEHTHI,
COXpPAHAIOIINE LEHHOCTb ISl JESATENIbHOCTH (GUPMBI, (HOPMUPYIOTCS B Jela B
COOTBETCTBUM C HOMEHKIaTypoi nein. [lepuon HaxoxaeHus KOHGUACHINAIbHBIX
JOKYMEHTOB B JIEJIaXx MOKET OBITh KPAaTKOBPEMEHHBIM WJIM JOJITOBPEMEHHBIM B
3aBHCHUMOCTH OT IIEHHOCTH HH(OpMAIINH, COAEp)KaIleics B JOKyMEHTax Jena.
[lepnon KOHPHUAEHIMATBHOCTH JOKYMEHTOB OINpPEAEISAETCA M0 YKa3aHHOMY BBIILIE
MEPEYHI0 KOHPUIACHIMAIBHBIX CBEACHUN U 3aBUCUT OT CHIEUU(PUKU ACSITEIbHOCTU
¢upmbl. Hampumep, NpoHM3BOACTBEHHBIE, HAyYHO-HCCIEIOBATEIbCKUE (HUPMBI
o0naaaroT 60see IEeHHbIMU JOKYMEHTaMH, YEM TOPTOBbIE, MOCPEAHUYECKHUE U JIP.

JIOKyMEHTbI JOJITOBPEMEHHOTO nepuoja KOH(UICHIIUATLHOCTH
(mporpaMMbl U TUIaHBI Pa3BUTHs OM3HECA, TEXHOJIOTMYECKas TIOKyMEHTallus HOY-
Xay, U300peTeHus A0 MX MATEHTOBAaHUS W Jp.) UMEIOT YCIOXHEHHBIM BapuaHT
00paboOTKM M XpaHEHHus, obOecrmeuuBaronIuii 0e30macHOCTh HH(POPMAIMK H €€
HOCHTEJIS.

JIOKyMEHTBI KpaTKOBPEMEHHOTO Neproia KOHPHUACHINATbHOCTH, UMEIOLIIE
OTlepaTHUBHOE 3HAYEHUE JJIS ACSITeIbHOCTU (HUpMBbI, 00pabaThIBAIOTCS M XPaHITCS
[0 YIPOILEHHON CXEME€ M MOTYT HE BBIIEIATHCA U3 TEXHOJOIMYECKOW CHCTEMBI
00pabOTKH OTKPBITHIX JOKYMEHTOB IPH HAJIWYUU B 3TOM CHCTEME MUHUMAaIbHBIX
3aIUTHBIX, KOHTPOJIbHBIX U aHAJIMTUYECKUX IJIEMEHTOB.

3ananue:

Bapuanr 1

Bol pykoBomutens ¢upmbl BaM HeoO0X0oAMMO OpraHu3oBaTh MPOLECC
dbopmupoBanusa «llepeuns cBeneHu KOHPUACHIIMAIBHOTO Xapakrepay. Onuimmre
MPOLIECC OpTraHU3aIIH.

Bapuanr 2

Bt pykoBoautens  ¢upmpl Bam  HeoOXomMMO ~— OpPraHM30BaTh
KOH(QUACHIMATIBHOE JEI0NPOU3BOACTBO. ONMUIINTE MPOLECC OPraHU3alINH.

BapuanT 3

Bor pykoBomutens ¢upmel Bam HeoOxomumMo opraHu3oBaTh MpOIECC
OCYLIECTBJIEHHUSI 3alUTHBIX MEpP B OTHOIIEHUHM JOKYMEHTONOTOKOB. Omnumure
MPOLIECC OpraHu3aIiy.

Bapuant 4

Bol  pykoBoautens ¢upmbl u  Bam  HeoOXoaMMO — OpraHM3oBaTh
TEXHOJIOTUYECKYI0 CHUCTeMYy OOpaOOTKH KOH(PHUACHIIMATBHBIX JOKYMEHTOB.
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Onummre Npouecc OpraHu3aluy.
OTtuer
OT4er I0JIKEH coepkKaTh:
HAaMMEHOBaHHE PadOThI;
1eJb paboThI;
3aJlaHuE;
MOCJIEIOBATEIBHOCTD BBIIIOJIHEHUS paOOThI;
OTBETHI Ha KOHTPOJIbHBIE BOTIPOCHI;
BBIBOJI O ITPOJIEIaHHON padoTe.
KoHTpoJibHBbIE BOPOCHI
1. T'ne dpukcupyercsi coctaB 1IeHHOW nHpopManuu?
2. Chopmynupyiite ornpenenaeHre KOHQUIEHIUAIbHBIX JOKYMEHTOB?
3. Kakue 1oKkyMeHTHI HE OTHOCATCS K KOH(MUICHIIMATBHBIM JOKYMEHTaM ?
4. Yro sBnsercs 00s3aTENbHBIM  NPU3HAKOM  KOH(UACHIIMAIHLHOTO
JOKyMeHTa?
5. Kakue moKyMeHTBI OTHOCSTCS K KOH(PHUIEHIIUATBHBIM?

SNk L=
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IIpakTnueckoe 3ansaTue 12. Onpenenenne ko3¢GUIMEHTa BAKHOCTH,
MOJIHOTHI, a1eKBATHOCTH, PEJICBAHTHOCTH, TOJEPAHTHOCTH MHGOPMaLIUH

Hear padorbi: pabota B TectoBoi mporpamme (Aida wumu CPU-z);
OCHOBHBIE HACTPOMKH 0a30BOM CHCTEMBI BBOJA BHIBOJIA.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

WNudopmarnus pasHooOpasHa MO COACPKAHUIO U BUAY OOCITY>KHBaeMOU €10
4esioBeuecKon AesTenbHoCTU. Kax bl BUJ MHGOpMAIIMK UMEET CBOM OCOOCHHbBIE
TEXHOJIOTUM OO0pabOTKH, CMBICIOBYIO II€HHOCThb, (OpPMBI MpeaCTaBICHUS,
TpeOOBaHMS TOYHOCTH U ONIEPATUBHOCTH OTPAKECHUS SIBJICHUI U TPOIECCOB.

Opnako mnst ar000ro BuAa MH(POPMAlUU MOXKHO YyKa3aTh TpU OOBEKTa
B3aUMOJICUCTBUS:  WCTOYHUK  WHGPOpMAIMK,  MPUEMHUK  (TIOTPEOUTEIND)
uH(opMaIuu U 00BEKT, KOTOPHIN JaHHAS WH(GOPMAITUS OTPAXKAET.

C Touku 3peHus TOTPeOUTENs BBIACISIOT CIEIYIOIIMEe CBOWCTBA
uH(POpPMAIIMU: PENIEBAHTHOCTh - CIIOCOOHOCTh HMH(OPMAIMM COOTBETCTBOBATH
3anpocy noTpeouTels;

TOYHOCTh - CTENEHb OJM30CTH HHGOpPMALUU K PEATbHOMY COCTOSHUIO
o0beKTa, Impoliecca, IBJICHHUSI;

CBOEBPEMEHHOCTh - CIIOCOOHOCTh MH(POPMAIIMH COOTBETCTBOBAThH 3alpOCaM
NOTpeOUTENs B HY>KHBIII MOMEHT BPEMEHH;

JIOCTOBEPHOCThH - CBOMCTBO MH(OPMAIIMN HE UMETh CKPBITHIX OIINOOK;

JOCTYIHOCTb - CBOMCTBO, XapaKTE€pPHU3YIOIee BO3MOKHOCTh €€ IMOJIyYEeHHUS
JTAHHBIM TTOTPEOUTENEM;

3alUIIEHHOCTh -  CBOMCTBO,  XapakTepu3ylolllee  HEBO3MOXKHOCTb
HECaHKIIMOHUPOBAHHOTO JOCTyNa K HH(OPMAITNH;

OPrOHOMUYHOCTh - YAOOCTBO (QopMBI HIM 00beMa HHYOpPMAIUH s
JaHHOTO moTpeOuTens. Ecaum Bectw pedb 0 HaydyHOW WHGOpMalnU, TO 311ECh
Hambonee Ba)XHBIM CBOMCTBOM  SIBJISIETCSI  @/ICKBAaTHOCTh -  OJHO3HAYHOE
COOTBETCTBHE OTOOpakaeMoMy OOBEKTy. [laHHOe ompeneneHne XapakTepu3yeT He
B3aMMOOTHOIIICHHE «HHpOpMAIMs - MOoTpeduTensy, a «uHpopMmamms -
0TOOpakaeMblii 0OBEKT.

Cpean BHYTPEHHHMX CBOWCTB HMH(POPMAIMM BaKHEHIIMMH  SBISIOTCS
KOJIMYECTBO UH(OpMaIIMHU, €e BHYTPEHHsI OpraHu3anus u ctpykrypa. [lo cmocody
BHYTPEHHEHW OpraHu3anuud WHGOpMalus ACIUTCS HA JIBE TPYMIbL: JaHHbIC, WIH
MPOCTOM, JIOTUYECKU HEYMOPSJOYEHHBI Ha0Op CBEJAEHUN, U JIOTUYECKU
YIOPSAIOYCHHBIN, OPTaHN30BaHHbBIN HAOOP TaHHBIX.

K cBoiictBam wuHpOpMany, CBSI3aHHBIM C €€ XPaHCHHEM, OTHOCSTCS:
KUBYYECTh - CBOMCTBO COXPAHATh KAYECTBO C TCUCHUEM BPEMCHHU;

aKTyaJIbHOCTD - CTETICHh COOTBETCTBUS WH(MOPMAIMH TEKYIIEMY MOMEHTY
BPEMEHH. OIICHKA JTOCTOBEPHOCTH MH(POPMAIIUU

Wudopmanus, ucmoip3yemas B MpoIEecce OIECHKH, TOJKHA OTBEYaTh
TpeOOBaHUSIM: TOCTOBEPHOCTH;

TOYHOCTH; KOMITJIEKCHOCTH;
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Hcnonezyemass umHbopMaiusi IOHKHA JOCTOBEPHO OTpakaTb CUTYAIMIO,
TOYHO COOTBETCTBOBATH LEISM OLEHKHM W KOMIUIEKCHO YYMTHIBATH BHEIIHUE
YCIJIOBHS.

Beigenstor  cieayrommye  CBOMCTBA,  XapaKTEPU3YIOIIME  KAayeCTBO
uH(popmauu:

OOBEKTUBHOCTh MH(OPMAIUU XapaKTEPU3yeT €€ HE3aBUCUMOCTh OT YbEro-
MO0 MHEHUS WM CO3HAHUS, a TAaKKe OT METOJIOB MojyueHus. bonee 00beKTUBHA
Ta uH(OpMaIKs, B KOTOPYIO METOAbI MOTyUYEHHUS U 00paboTKH BHOCSIT
MEHBIIINM AIEMEHT cyowektuBHOCTH. [lonHOoTa. MHOpMaIuio MOXKHO
CUMTATh IOJIHOW, KOrJa OHAa COAEPKUT MHUHUMAJIbHBIM, HO JIOCTATOYHBIN IS
OPUHATUS TPAaBUIBHOTO pelleHuss HaOop mokaszatened. Kak HemosiHas, Tak H
n30bITOYHAsE MHPOPMALIUS CHIDKAET 3PHEKTUBHOCTh IPUHUMAEMBIX Ha OCHOBAaHUHU
uH(pOpMAITUU PEIICHU.

JIOCTOBEpHOCTh - CBOMCTBO MH(OpMAaIMK ObITh MPABUIBHO BOCHPHUHATOM.
OObekTuBHAsE MH(OpPMaLMS BCETAa TOCTOBEPHA, HO TOCTOBEpHas MH(OpMarus
MOKET OBbITh KaK OObEKTUBHOM, TaK U CyOBEKTHUBHOM.

JIOCTOBEpHOCTh - HECOMHEHHAsi BEpPHOCTh 4ero-immbo. JlocToBepHOCTH
ClelyeT OTiuYaThb OT HCTHHBL. JlOCTOBEPHOCTBIO SABIIAIOTCS CBEICHUS IS
CyObeKTa, KOTOPBIM HMX BOCHpHUHUMAET. J[OCTOBEPHOCTh CTAHOBHUTCS HCTHUHOM,
€CJIM OHA ITPOBEPEHA Ha OMBITE U COOTBETCTBYET JIEUCTBUTEILHOCTH.

AJIeKBaTHOCTb - CTENEHb COOTBETCTBUSI PEATLHOMY OOBEKTUBHOMY
coctosiHuio Aena. JloctynmHocTs nHpOpMaIuu - Mepa BOZMOXHOCTH TOJYYUTh TY
WM MHYIO0 HH(POPMAITHIO.

AKTyaJIbHOCTb WMH(OpMALIUU - 3TO CTENEHb COOTBETCTBUS HH(poOpmanuu
TEKyLIEMYy MOMEHTY BPEMEHHU.

OMOIMOHATBHOCTh - CBOMCTBO MH(OPMAIIMK BI3BIBATh PA3IMYHBIE IMOLUU
y Jrojed. DTOo CBOWCTBO WHGOPMAIMKM HCIOJB3YIOT Mpou3BoAuTe M Menna-
uHpopmanuu. Yem cuibHEE BBI3BIBAEMBIE AMOILIMH, TEM OOJbIIE BEPOSITHOCTU
oOpallieH1si BHUMaHUs U 3alIOMUHAHUS UHPOPMALIIH.

B wuHdopmaTuke TOHATHE JIOCTOBEPHOCTH CBS3BIBAETCS C MOHSITHEM
nH(popMaIus - CBEACHUSIMHU O JIOJSX, MpeaMeTax, pakrax, COOBITUAX T MpoIeccax
HE3aBUCUMO OT (DOPMBI UX MPEACTABICHHUS, a O] JOCTOBEPHOCThIO HH(OPMAIUH -
COOTBETCTBHH 3THX CBEAECHUIN PEATbHOM JEHCTBUTEIBHOCTH.

Oco0oe 3HaueHHE [IOCTOBEPHOCTh HMEET B OTHOUICHWH WH(OOpMAIUH.
JocToBepHass HMH(OpMalMsi BOCIPUHUMAETCS KaK HCTHHA, a HEIOCTOBEpHAas
uHpopMaIus - Kak J0XKb. Mbl TOBOPUM, UTO MH(OpMALMS TOCTOBEPHA, €CIH Mbl
MMEEM BO3MOKHOCTb HUCIIOJIb30BaTh €€ 0€3 JOMOIHUTEIbHON TPOBEPKH.

JInst mpUHATHS peuleHuid Mo Hed Takke HEeOOXOJMMbl Takhe KauecTBa
uH(pOpMaIlMU KaK IMOJIHOTA, aKTyaJbHOCTh, LIGHHOCTh U JAp. B ciiydyae HemomHOM,
HEJIOCTOBEPHOH, NPOTHBOPEUYMBOM, HEAKTyalbHOW HWH(MOpPMALMU MPUHATHE
pEelICHU M0 HeHl 3aTpyAHUTENbHO. B 3TOM ciyyae, BBINONHSIOTCA PaOOThI MO
YBEJIUYECHHUIO JTOCTOBEPHOCTH, MOJIHOTHI M LEHHOCTH WH(OpPMAUU U MOMBITKA
NPUHATUS PEUIeHU B YCIOBUSIX HeompeneiaeHHocTH. Bo MHorux obmactsx
JEeSITENBHOCTU JOOUTHCS TOTHOTHI U JJOCTOBEPHOCTH MH(POPMALIUU HEBO3MOKHO.

41



[TpyuurHAMU HETOCTOBEPHOCTH MOTYT OBITH:

peTHaMepeHHOE UCKakeHue (ae3nHdopmarus);
HENpeTHaAMEPEHHOE UCKaKeHNE CyOBEeKTUBHOTO CBOWCTBA;
UCKQ)KEHUE B pe3yJIbTaTe BO3ACHCTBUS ITOMEX;

omnOKH PpuKcauuu HHPOpMaLnu;

B o6miem ciydae 10cTOBEpHOCTh HH(GOPMAIIUH TOCTUTAETCS:

YKa3aHUEM BpPEMEHU CBEPIICHUS COOBITHUH, CBEACHUS O KOTOPHIX

Inepeaar0OTCs,

COITOCTABJICHUEM JAHHBIX, [TOJYYEHHBIX U3 PA3JINYHBIX HCTOYHUKOB;
CBOEBPEMEHHBIM BCKPBITHEM JIe3UH(OpMAIINH;
UCKITIOUCHHUEM UCKaXEHHOU UH(OpMAIUU U Ap.

3aganue:
Ouenute pe3ysbTaT MOUCKA B ceTU MIHTEpHET U OTBETHTE HA BOIIPOCHI:

Sl AN e

9.
10.
11.

Kakyto NoMCKOBYIO CUCTEMY Thl UCIIOJIB30BAI?

AJipec canTa, KOTOPBIN Thl H3y4all.

Hasanue canra.

Jonro nu 3arpysaercs ctpaHuua?

[IpuBnekaTenbHO JI1 OHA BBITISAUT?

Jlerko nu yuraetrcs?

Ectp 1 n3o0paxenus? Kakoro kauectra?

HecyT nu n3o0pakeHust 1ONOJIHUTEIbHYI0 HH(DOpMaIuio?
VYKkazaHbl JI1 UM U aJJpec dICKTPOHHOU MOYTHI aBTOpa caita?
Ectp 1 ykazanue, xorza Obu1 MOAroTOBIIEH (OOHOBJIEH) CaiT?
EcTtp 1M1 BO3MOXHOCTH NpH NEPEXOAEC HA CIEAYIOIIHE CTPAHUILIBI

aBTOMATHYECKU BEPHYTHCS HA MEPBYIO?

12.

JlocTaTOYHO JIU MOJIHO 3arjiaBue caifTa pacKpbIBaeT €ro cojepkaHue?

13. Cmor OBl THl MOJNY4YUTh Ooisblie WHGOPMALMU U3 TEYATHOTO
CIIpaBOYHUKA?
14. Bo BceM J1u ThI COTJIACEH C aBTOPOM?

15.

16.

17.
Otuer

He nonananacek nu Tede HeBepHasi nuHGopmarus?
JlocTaTO4HO JIU aKTyalibHA MpeIIoKeHHass nHpopmarus?
EcTp 11 Ha caiiTe OTCBUIKM K IPYTUM CaiiTaM ¢ oXoxeil nHhopmarmeit?

Otuer HOJDKCH COACPIKATh:

AN

HauMEHOBaHHE PabOTHI;

11eIb PaOOTHI;

3aJ1aHuNE;

TIOCJICIOBATEIFHOCTD BBHITTOJTHEHHS PaOOTHI;
OTBETHI HA KOHTPOJILHBIE BOTIPOCHI;

BBIBOJI O IIPOJIEIIAHHOM padoTe.

KoHTposabHbIe BONpochl
1. HazoBuTE npuYMHBI HETOCTOBEPHOCTU UH(MOPMAITIH?
2. KakuM TpeOoBaHMSM TOKHA COOTBETCTBOBATH OLIEHOUYHAsi MH(opmaus?
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IIpakTnueckoe 3ansitue 13. Ouenka Oe3omacHOCTM MH(OPMALUM HA
o0beKTax ee 00padoTKHu

Henb padoThl O03HAKOMUTBCA C MpoOJEMaMU pealn3aluuu OJUTUK
0€30MacHOCTH B KOMIIBIOTEPHBIX CUCTEMAX.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

[loxg mnonuTHKON O€30MaCHOCTM MOHUMAIOT HA0Op HOPM, MpaBUIl W
INPaKTUYECKUX MPUEMOB, PETYJIUPYIOLIUX YIIPABICHUE, 3alIUTY U paclpeesieHue
neHHoi uHdopmanuu. [lomuTrka 0e30macHOCTH 3a/1aeT MEXAHU3MBbI YIPaBICHUS
J0CTyIa K 00BEKTY, ONPENEISAET KaK pa3pelieHHbIE, TaK U 3alPELUICHHbIE JOCTYIIbI.

[TonmuTnka O€30MaCHOCTH peaJu3yeTcss MOCPEACTBOM aJIMUHUCTPATUBHO-
OpPraHMU3alMOHHBIX Mep, (U3MUECKUX U MPOrPAMMHO-TEXHHYECKUX CPEACTB U
OTIpE/ICTSET APXUTEKTYPY CHUCTEMBbl 3amuThl. JlJIi KOHKPETHOM OpraHu3aluu
MOJIUTUKA OE30MaCHOCTH JTOJKHA HOCUTh MHAWBUIYabHBIM XapaKTep U 3aBHCEThb
OT KOHKPETHOM TEXHOJIOTMH O0Opa0OTKM HH(POPMALMH U  HCHOJIb3YEMBIX
MPOrPaMMHBIX M TEXHUYECKHUX CPEICTB.

[Tonutrka 0€30MaCHOCTU ONpPEAEseTCS CIOCOOOM YIpaBiIEHUS JTOCTYIIOM,
KOTOpbIM 3a7a€T MOPSIOK J0CTyna K oObekTam cuctembl. Paznuuaror aBa
OCHOBHBIX BUJA MOJUTUKUA O€30MAaCHOCTH: U30UPATENIbHYIO U MOTHOMOYHYIO.

W30uparenbHas nonuTHKa O€30IaCHOCTHM OCHOBaHa Ha W30UpaTeIbHOM
cnocobe ympaBieHMs JOCTynoM. M30upaTtenbHoe (MM AMCKPELIMOHHOE)
yOpaBJI€HUE  JIOCTYIIOM  XapaKTepus3yeTcss  3aJaHHbIM  aJMHUHHCTPATOPOM
MHOKECTBOM pa3pellieHHBbIX OTHOILIEHUH JocTyna (Hampumep, B BHUJAE TPOEK
O00BEKT

— cyobekt — TtHm goctyma). OOBYHO [UII  ONUCAHUS  CBOMCTB
M30UpPaTEIHHOrO YIPABICHUS TOCTYIIOM MPUMEHSAIOT MAaTeMAaTUYECKYI0 MOJIETh Ha
OCHOBE MATPULbI 1OCTYMA.

Martpunia aoctyna HpeacTaBliieT co0OMl MaTpuily, B KOTOPOH CTOJOel
COOTBETCTBYET O0BEKTY CUCTEMBI, a CTpoKa — cyOhekTy. Ha mepeceuenuu cronbia
U CTPOKM MATpHULBI YKa3bIBA€TCS THUIl Pa3pEUIEHHOTO JOCTyla CyObeKTa K
00bekTy. OOBIUHO BBIACNAIOT TaKWe THUIIBI JOCTyINa CyObeKkTa K OOBEKTY, Kak
«JIOCTyIl Ha YTEHHUE», «IOCTYNl Ha 3alMCh», «JOCTYIl Ha HCIOJHEHHE» U T.II.
Matpuna noctyna sBISETCS CaMbIM IPOCTBIM MOAXOAOM K MOJEIHPOBAHMIO
CUCTEM YyIpaBieHHus A0cTynoM. OJHAKO OHa CIYXHUT OCHOBOHM Ui CIIOXHBIX
Mojeseil, Ooiee aJeKBaTHO OIMKCHIBAIONINX peajlbHble aBTOMATU3WPOBAHHBIC
cuctembl 00padoTku nadopmaruu (ACOUN).

N3bupatenpHas monMTHKA 0€30MacHOCTH IHpoko mpumensiercs B ACOU
KOMMEPUYECKOTO CEKTOpa, Tak Kak e€ peaju3alusi COOTBETCTBYET TPEOOBaHUSIM
KOMMEPYECKUX OpPraHu3aluil MO pa3rpaHUYEHUI0 JOCTYNa U MOJOTYETHOCTH, a
TaK)X€ UMEET MPUEMIIEMYIO CTOUMOCTb.

[lonHoMoOYHass moONUTHKA OE30MAaCHOCTH OCHOBaHA HAa TMOJHOMOYHOM
(ManmatHOM) crocobe ympaiieHus AocTynoM. IloiHoMouHOE (MM MaHAATHOE)
yIpaBJIeHUE JOCTYIIOM XapaKTepu3yeTcs COBOKYMHOCTBIO paBuI
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MPEAOCTaBICHNUS  JIOCTyIIa,  ONPEACICHHBIX HAa  MHOXECTBE  aTpUOYyTOB
0e30macHOCTH CYOBEKTOB M OOBEKTOB, HANpPHUMEP, B 3aBUCHUMOCTH OT METKH
KOH(DHUICHIIMATLHOCTH WHGOPMAIIMK W yPOBHA  JOMyCKa  IOJh30BaTEIIs.
[TotHOMOYHOE yTpaBJICHHE JOCTYIIOM MOIPa3yMEBAET, YTO:

1) Bce CyOBEKThbI U O0BEKTHI CUCTEMBI OJTHO3HAYHO UJICHTU(UIIUPOBAHBIL;

2) KaxaoMy OOBEKTY CHCTEMBI MPHUCBOCHA METKa KOH(DHICHIIMAILHOCTH
nHdOpMaIUH, ONIPEeACIIIONIas IIEHHOCTh COAepIKaIIeics B HeM HH(pOopMaInu;

3) KaXJOMy CYOBCKTYy CHCTEMBI IIPUCBOCH OIPEACIICHHBIH YPOBEHB
JIOTIyCKa, OMPEACIISIIONINNA MaKCUMaIbHOE 3HAYCHUE METKH KOH(PHUACHIINATbHOCTH
nHpopMan 00BEKTOB, K KOTOPBIM CYOBEKT UMEET JIOCTYII.

Uem BakHEe 0OBEKT, TEM BHIIIEC €ro MeTKa KoHpuaeHmaapHocTy. [loaTtomy
HanOoJIee 3allUIIEHHBIMH OKa3bIBAIOTCSI OOBEKTHI C HauOojiee BBICOKUMH
3HAYCHUSIMH METKH KOH()HICHITNATHLHOCTH.

OcHOBHOE Ha3HAYEHHWE IIOJHOMOYHOH IIOJUTHUKH OE30IAaCHOCTH —
pPETYJIMPOBAaHUE JOCTyMa CyOBEKTOB CHCTEMBI K OOBEKTaM C Pa3TUYHBIMH
YPOBHSIMH KOH(DHICHIIMATILHOCTH, TPEAOTBpAIllcHUE YTeUYKH WHOpMaInuu ¢
BEPXHUX YPOBHEW TOPKHOCTHOW MEpapXvu Ha HIDKHHE, a TakKe OJIOKHpPOBAHUE
BO3MOYKHBIX POHUKHOBEHUH C HIKHUX YPOBHEH Ha BEpXHUE.

[Ipu BBIOOpE W peanm3aliy TIOJUTUKH OC30MaCHOCTH B KOMITBIOTCPHOMN
CHUCTEME, KaK MpaBujIo, paboTal0T CACAYIOIINE MIaTrH:

1. B uHpOpMaANMOHHYIO CTPYKTYPy BHOCHTCS CTPYKTypa IIEHHOCTEH
(ompenensercs: 1EHHOCTh MHMOPMALUKM) M MPOBOAUTCS aHAIM3 YIPO3 U PHUCKOB
Uit “”HPOpMaMK U HHOOPMAITMOHHOTO OOMEHa.

2. Onpenenstorcs paBuiIa VICIIOJIL30BaHUS TUIS JF000T0
MH(POPMAIIMOHHOTO TIpollecca, IMpaBa JOCTyIa K 3JIeMEHTaM HHGOpPMAIUd C
Y4E€TOM JAaHHOU OIEHKH IICHHOCTEH.

Peanuzammsi monuTukm 0€30MaCHOCTH JOJDKHA OBITh YETKO MPOJAyMaHa.
PesynpraTom oOmMOOYHOrO WM OE3AYMHOIO OINpPEAEIICHHUsS] MPaBUI TOTUTHKU
0e30macHOCTH, KaK MPaBUJIO, SBIISACTCS pa3pylieHHue IEHHOCTH MHpopmaruu 6e3
HapYIIECHUS TTOJIUTHKH.

3apanue:

HeoOxomumMo mpoBecTH aHanW3  3allUIICHHOCTH OOBEKTA  3alllMThI
uH(OpMaIMK IO CJICAYIOIINM pa3jieiaM:

Buasl BO3MOXKHBIX yIpo3

XapakTep IpPOUCXOKIACHUS YIPO3

Kiraccel kaHamoB HECAaHKIIMOHUPOBAHHOTO TOJIyYeHUS HHGOPMAITUN
HcTouHrKy mosSBIESHUS YIPO3

[TpuumHBI HapyIIEHUS IETOCTHOCTH WH(DOpPMAITUU

[ToTeHManbHO BO3MOKHBIE 3JI0YMBIIIICHHBIC TCHCTBUS
OnpenenuTs KJIAcC 3aUIMEHHOCTH aBTOMATH3UPOBAHHONW CHCTEMBI

A o

OTtuer
OTyeT JOJKEH coaepKaTh:
1. HauMeHOBaHHUE pabOTHI;
2. 1eib paboThI;
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3a/1aHNE;
MOCJIE0BATEIbHOCTD BBIIIOIHEHUS Pa0OThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O ITPOJIETaHHON padoTe.
KonTpoJibHBbIE BONIPOCHI
1. UYro mnoHuUMaeTcs TMOJ TMOJUTUKOW O€30MacHOCTH B KOMITBIOTEPHOM
cucreme?
2. B uem 3akirouaercst MOJIeNb TTOJIMTUKU 0€30MacCHOCTH B KOMITBIOTEPHOM
cucreme?

AN
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IIpakTnueckoe 3ansitue 14. Kinaccupukanus aBTOMATH3HPOBAHHBIX
cucreM 00padoTkn HHGOPMALMHE MO KJIACCY 3aIIUTHI HH(pOpMATUN

Henab padoTbl 3aKperuieHHE 3HAaHUII OCHOBHOI'O NOHSATHITHOIO ammapara,
MPUMEHSEMOT0 B 00JIACTH 3aIUThI HH(pOpMauu, GOpMUPOBAHUE HABBIKA PAOOTHI
C HOPMaTUBHBIMU JOKYMEHTaMU IO UCCIEAYEMOMY BOMPOCY.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBBI

Cuctema 3amnutel nHGopmanuu (C3U) B caMoM o0111eM BUAE MOXKET OBITh
OlpeJieieHa KaK OpraHu30BaHHAsi COBOKYIHOCTh BCEX CPEACTB, METOJOB U
MEPOIIPUSATUH, BBIJCISIEMBIX (ITPeIyCMaTpUBAEMbIX) Ha 00BbEKTE HH(POPMATU3AINH
(ON) nns pemieHuss B HEM BBIOpaHHBIX 3ajlad IO 3allUTe. BBeJaeHUEM MOHATHS
C3U omnpenensiercss TOT (haKT, YTO BCE PECYpPChHI, BBIACIAEMBIC ISl 3alUTHI
uH(pOpMAIUH, TOJDKHBI OOBEIUHITHCS B €IMHYIO, IEJIOCTHYIO CHCTEMY, KOTOpas
ABJISIETCA (PYHKIIMOHAIIBHO CaMOCTOSITENbHOM mojcuctemon sroooro OU. Takum
o0pa3oM, BaXXKHEWIIMM KOHIENTyaJdbHbIM TpeOoBanueM k C3U  sBusercs
TpeOOBaHUE aJaNTUPYEMOCTH, TO €CTh CIIOCOOHOCTH K II€JICHAINPABICHHOMY
MPUCIIOCOOJICHUIO TP WU3MEHEHUHM CTPYKTYPhI, TEXHOJIOTMYECKUX CXEM WU
ycioBui  ¢yHkuuonupoBanuss OW. BaxHocTe TpeOoBaHUS adanTUPYEMOCTH
o0yCIIOBIMBAETCS, C  OJHOW  CTOPOHBI,  BO3MOXHOCTHIO  HU3MEHSThCS
NEepeurcIeHHbIM (akTopaM, a C JPYrod - OTHOIIEHHUEM IMPOIECCOB 3aAIUTHI
uH(pOpMAIK K CIa00CTPYKTYpUPOBAHHBIM, TO €CTh UMEIOIIUM BBICOKHI YPOBEHb
HEOMPEICTICHHOCTU. YTIpaBJIeHUE Ke CIa00CTPYKTYPUPOBAHHBIMU MPOIIECCAMU
MOXXET ObITh A(PGEKTHUBHBIM JIUIIbL TPH YCIOBUH aJalTUPYEMOCTH CHUCTEMBbI
ynpasienus. I[lomumo oOmiero KoHmenrtyaidpbHoro TtpeboBanusi, k C3U
MPEABSBISICTCS €€ IEeNbIi psx 0ojiee KOHKPETHBIX, IIEJIEBBIX TPEeOOBaHMIA,
KOTOPBIE MOTYT OBITh Pa37IC/ICHBI Ha:

— (yHKUHOHAIBHBIE;

— APrOHOMUYECKUE;

— AKOHOMUYECKUE;

— TEXHUUYECKUE;

— OpraHU3alluOHHBIEC.

CdopmupoBaHHasi K HACTOSAIIEMY BPEMEHH CHCTEMa BKIIIOUAET CJICTYIOLTUN
nepeyeHb 00IEeMETOA0IOTUYECKUX TPUHITUIIOB:

— KOHIENITyaJIbHOE €MHCTBO;

— aJICKBaTHOCTh TPEOOBAHUSAM;

— rUOKOCTh (aJalITUPYEMOCTh );

— (GyHKIIMOHATBHAS CAMOCTOSITEIIBHOCTB;

— yA00CTBO MCIOJIb30BAHMS;

— MUHHUMU3AIUS IPEOCTaBISIEMbI X IIPaB;

— MOJTHOTA KOHTPOJIS,

— aJICKBaTHOCTh PearupoBaHus;

— SKOHOMHUYHOCTb.

KonnentyaibHO€ €IMHCTBO O3HAYaeT, 4YTO AapPXUTEKTypa, TEXHOJOTHUS,
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opranu3zanusi u obOecreuenue ¢yHkuuoHupoBanuss kak C3U B wmenoM, Tak u
COCTAaBHBIX €€ KOMIIOHEHTOB JOJIKHBI paccMaTpHUBAaTbC W PEATU30BBIBATHCS B
CTPOIOM COOTBETCTBUH C OCHOBHBIMU IOJIOKEHUSMH € JUHOW KOHUENIUHU 3aIHThI
uHpopmanuu. AJEKBaTHOCTh TpeOoBaHUsIM o3Hadaer, uyto C3U nomxHa
CTPOUTBLCSA B CTPOI'OM COOTBETCTBUM C TPEOOBAHUSIMU K 32 IIUTE, KOTOPHIE, B CBOIO
ouepesib, ONPEACNIAIOTCS KaTeropueil COOTBETCTBYIOMIET0 00BEKTa U 3HAUYCHUSAMHU
MapamMeTpoB, BIUAIOMIMX HA 3aIIUTY UHOPMALIMH.

['mbkocTh (aanThUpPyeMOCTh) CUCTEMBI 3aIlIUThl 0O3HAYAET TAKOE MOCTPOCHHUE
U TaKyl0 OpraHu3aluio ee (yHKIHOHUPOBAHUS, NMPU KOTOPHIX (DYHKIIMHU 3aIUTHI
OCYUIECTBIISUTUCH OBl J0CTATOYHO A(P(GEKTHUBHO TMPU H3MEHEHHH B HEKOTOPOM
nuanazoHe  cTpykTypel  OM,  TEXHOJOTMYECKHX  CXEM WM  YCIIOBUU
(GYHKIMOHUPOBAHUA  KAaKuUX-TMOO €€  KOMIOHEHTOB.  (DyHKIMOHAJIbHas
CaMOCTOSITeNIbHOCTh mpenmnonaraer, uro C3U nomkHa OBITH CaMOCTOSTENBHOMN
o0ecCIeunBaIIe MOJACUCTEMON CHCTeMBbl 00paboTkH WHOOpPMAIMU U TIPH
OCYIIECTBICHUHN (DYHKLIMN 3alIUTHl HE MOJKHA 3aBUCETh OT JAPYTUX IMOJCHUCTEM.
Vno0cTBO wWCronbp30BaHMs o3Hadaer, 4ro C3M He HoDKHA co3daBaTh
JOTIOJHUTENbHBIX ~ HEYAOOCTB g ToJb3oBartened W mnepcoHaia  OM.
MuHuMH3aUs TpeloCTaBIsSEMbIX MIPaB 03HAYAET, YTO KAXKJIOMY IMOJIb30BATEI0 U
KOKJOMY JIMIy W3 cocraBa mepcoHana OW moiKHBI MPEeAOCTaBIATHCS JIMIIL T€
NoJIHOMOYMS Ha Joctyn K pecypcaMm OU u Haxopsuieiics B Hell mHdopmanuwy,
KOTOpbIE €My ACHCTBUTEIBHO HEOOXOAMMBI JUIsl BBIMOIHEHUS CBOMX (DYHKIMM B
npolecce  aBTOMaTHU3UPOBaHHOM — 00paborkum  uHpopMauuu. Ilpu  sTOM
IOpeJOCTaBlIsieMble TpaBa JOJDKHbI  OBITh  ONPEAENCHbl UM YTBEPXKACHBI
3a0J1arOBpeMEHHO B YCTaHOBJIECHHOM mopsake. [lodHOTa KOHTpOJIs Ipeanosaraer,
YTO BCE MPOIEAYPHl ABTOMATH3UPOBAHHOM 00pabOTKM 3ammuinaeMoi nHpopmauu
JOJDKHBI KOHTPOJIMPOBATHCA CUCTEMOW 3allUThl B TOJHOM 00beMe, IpUyYeM
OCHOBHBIE PE3yJbTaThl KOHTPOJSI JIOJDKHBI (DUKCHPOBATHCS B CIELHUAIBHBIX
PETUCTPALIMOHHBIX >XypHanaxX. AKTHUBHOCTh pearupoBaHus o3Hadaetr, yto C3U
JOJDKHA pearupoBaTh Ha JIIOObIE MOMNBITKM HECAHKIMOHUPOBAHHBIX JEHCTBUU.
XapakTep pearupoBaHHs MOXKET OBIThb pPa3IM4YHBIM M BKJIIOYAET: MPOCHOY
MOBTOPUTh JCHCTBUE; OTKIIOYEHHE CTPYKTYpPHOTO JJIEMEHTa, C KOTOPOTo
OCYUIIECTBJICHO HECAHKIMOHMUPOBAHHOE JACHCTBUE; HCKIIOUEHHE HAPYIIUTENS W3
YuClia 3apETUCTPUPOBAHHBIX T0JIb30BaTElICH; MoJauy ClieluaIbHOrO CUTHANA U Jp.
OxonomuyHocTh C3UM 03HauaeT, 4TO MPU YCIOBUU COONIOACHUS OCHOBHBIX
TpeOoBaHUI Bcex MpenbIAylIUX MNpUHIMIOB pacxoiasl Ha C3U nomxHbl OBITH
MUHUMAaJIbHBIMHU.

3aganue:

Heo0xomumo NPEIOKHUTh AHAIM3 YBEIUYECHHMS 3aILMILEHHOCTH
00BEKTa 3aIIMTH HHPOPMAIIHH 10 CAEAYIOIUM pa3aeiam:

1. Onpenenuts TpeOOBaHUA K 3aIUTE UHPOPMALINH

2. KrnaccuduuupoBaTh aBTOMaTU3UPOBAHHYIO CUCTEMY

3. Omnpenenuts (PakTopbl, BIUSIOLME HA TpeOyemblid ypOBEHb 3alllUThI
uHpopmanuu

4. BpIOpath niau pa3padoTaTh COCOOBI U CPEICTBA 3ALIUTHI HH(DOpMALUU
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5. IlocTpouTh apXUTEKTYypy CUCTEM 3alUThl HH(OPMALIUU
6. ChopmynupoBaTb  PEKOMEHJAIMU IO  YBEJIUYCHUIO
3aIUIIEHHOCTH
OTtuer
OTyeT JOJDKEH CoaepKaTh:
HaUMEHOBaHUE PaboThI;
1[eJIb PaboThI;
3a/1aHuE;
MOCJIEIOBATEIBHOCTD BBITTOJIHEHHS paOOTHI;
OTBETHI HA KOHTPOJIbHBIE BOPOCHI;
. BBIBOJI O MPOJIETITAaHHOM padoTe.
KonTpoJibHBIE BONIPOCHI
1. Yto Takoe THOKOCTh CUCTEMBI?
2. B uéwm oHa BbIpaxaercs?
3. Kak ompenenstor TpeGoBanus K 3amuTe HHGOpMaIuu?

RIS
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IIpakTnueckoe 3ansatue 15. IlmanupoBaHme, co31aHHe M M3MEHEHHUE
YUYeTHBIX 3aluceil MoJab30BaTeJIei.

Henb padoTbl nozuakomumscsi ¢ OCHOBAMU — AOMUHUCTPUPOBAHUS]
onepayuonHot cucmemvl Windows.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Jliis BXoaa B cuctemy Windows HY»KHO UMETh 3apaHee CO3aHHYI0 YUETHYIO
3anuch. Ecam pabouas craHuus BKJIIOYEHa B pabouylo Tpymiy, a HE B JIOMEH, 3Ta
y4eTHas 3alllCh JIOJDKHA XPAHUTHCA HA 3TOM cTaHmuu. UTOOBI BOWTH B JIOMEH,
HeoOX0/IMMa y4eTHasl 3alicCh B 9TOM JIOMEHE (W B JIOBEPEHHOM JIOMEHE).

VY4yeTHass 3amuCh COAEPKUT HE TOJBKO UMS U JIpyrue JIaHHBIE,
UACHTUUIUPYIONINE TOJh30BaTENsl, HO H ONpeNeseT, KakuM oOpazoM
MOJI30BATENIb PETUCTPHUPYETCS, KOTJIa OH MOXKET BXOJHWTh B CHCTEMY, KakKue
pecypchl €My JOCTYIIHBI M KaKOB €r0 ypOBEHb JOCTyla K OTHM pecypcam.
Jlpyrumu  clioBaMH, Yy4YETHAsl 3alUCh OMpEIEIsSeT BCE AacCHeKThl JOCTyma K
KOMITBIOTEPY M B ceTh. Kpome TOTO, KaXkjas ydeTHas 3alliCh COJEPIKHUT MapoJib,
oOecreynBaoIInii ee 0€30MacHOE UCTI0JIb30BaHUE.

[IpaBa moaB30BaTENs OMPENCISIIOTCS HE TONBKO YYCTHOW 3alMChiO, HO H
YJICHCTBOM B rpymmax. I[pymma — 53TO COBOKYIIHOCTh TIOJb30BaTelieH,
BBITIOJIHSAIOIIUX ~ CXOAHYIO paboTy W HMMEIOUMX NPUMEPHO OJMHAKOBBHIE
NOTPEeOHOCTH B pecypcax.

Windows moaziep>kuBaeT ABa TUIA TPYIIII.

— I'mobanbHble rpynnsbl. [1o06anbHas Tpynmna MOXKET COAEpKaTh YUETHBIC
3aMKCH TOJB30BaTeNIel TOJILKO TOTO JJOMEHa, rJe oHa co3nana. [IpaBa moctyma k
pecypcaM JApyrHX JOMEHOB TJIOOQJIBbHBIE TPYMNIbl TOJYYalOT B paMKax
JIOBEPUTEILHBIX OTHOIICHUA MEXKTy TOMEHAMHU.

— JlokanbHble rpynnbl. JIokaapHas rpyIma MOKET HMETh B CBOEM COCTaBe
KaK WHIWBUAYAJIbHBIX TIOJb30BaTENIed, TaK M TJ00ajdbHBIC TPYIIBL. IJTO
MO3BOJIIET OOBEAUHATHL B OJHOW JIOKAJbHOW TPYIEe MOJb30BaTeNel U3
Pa3TUYHBIX JOMECHOB U
yIOPaBJIATh MMH KOJUICKTHBHO. [IpaBa JIOKaabHOW TPYyNIbl PacmpoOCTPaHSIOTCS
TOJIBKO Ha TOT JIOMEH, T'JIe OHa CO3/aHa.

B nonapmnsitoniemM OOJBIIMHCTBE TPYIIIBI UCIIONIB3YIOTCS, YTOOBI YIPOCTUTH
KOHTPOJb 3a J0CTynoM K oOmuMm pecypcam. CHawana co3maercs Tpymmna u
3a/laeTcsa i MpaBo JOCTyNa K KOHKPETHOMY pecypcy, a 3aTeM BKJIIOYAETCS Croa
MOJIB30BATENb, KOTOPOMY ITOT pecypc Heobxoaum. Ilozxke, xorma morpebyercs
M3MEHHUTH YPOBEHB JOCTYIA K PECypCy (HampuMep, HAIOKUTh OTPAHUYCHHS Ha €TO
U3MEHEeHHE), OyZeT JOCTaTOYHO MOIU(MDUITMPOBATH MPaBa TPYTIIBI, U BCE €€ UJICHBI
Haclleyl0T HOBBIE MpaBa Ha OOHMH pecypc. DTO 3HAYUTEIBHO JIeT4Ye, YeM
WU3MCHSTh TPUBUJICTUN KKIOM MHANBUIYATLHON YUETHOH 3aIlliCH B TPYIIIIC.

JloBepuTebHbIE OTHOIIEHUS

JIOBEepUTEIBbHBIM HA3BIBAIOT OCOOBIC JIOTMYECKHE OTHOIICHUS MEXKITy
JIOMEHAMH, TIPY KOTOPBIX OJIMH JIOMEH JIOBEPSCT MOJIb30BaTEIISAM JIPYyTOro JJOMEHA.
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JIOMEH-I0BEPUTENDL OTKPBIBAET IIOJIB30BATESAM JOBEPEHHOIO0 IOMEHA IOCTYH K
CBOMM pe- cypcam. Eciin, Harpumep, T0MeH A SIBIISIETCSI JOMEHOM-JOBEPUTETIEM, a
noMeH b — 1oBepeHHBIM TOMEHOM, TO MOJIB30BaTeNb JoMeHa b MoxeT paboTtaTth u
C pecypcamu JoMeHa A.

JloBepUTenbHbIE OTHOIIEHHS MOTYT OBITh Kak OJHOCTOPOHHUMH, TaK M
JIBYCTOPOHHUMU. T0, 4TO TOMEH A NOBepseT NOMEHY b, BOBCE HE O3HAYAET, 4YTO
nomeH b nosepsieT nomeny A. JIjist yCTaHOBIIEHUS IBYCTOPOHHHUX JIOBEPUTEIIBHBIX
OTHOUIEHUH HEOOXO0IMMO SIBHO yKa3aTh, YTO IOMEH A a0BepseT JoMeHy b.

BceTpoenHblie rpynnbl

Windows XP conep>xut 1iembiii psiji BCTPOSHHBIX YUETHBIX 3alUCEN U TPYIIIL.
On- Ha W3 HUX — y4YeTHas 3alliCh AJAMUHHUCTPATOpa, KOTOpas CO34AeTCs IpH
YCTAHOBKE OIIEPAallMOHHOW CUCTEMBI. YUYETHYIO 3allMCh aJMUHUCTPATOpA HEIb3s
YAQUIATh WA OTKIIOYWTh, €€ MOYKHO TOJIbKO TNI€peMMeHOoBaTh. B  4ucio
BCTPOCHHBIX BXOJUT U

y4e€THas 3alHCh TIOCTS, KOTOPYIO TAaKXe HENIb3s YHAJIUThb, HO MOXHO
IIEPEMMEHOBATh WA OTKJIKOYUTh. JTa 3alUCh NMPHUMEHSETCS I PETUCTPALM B
KOMITbIOTEpE 0€3 HCIOIb30BaHUS CIEHHATBHO CO3JAaHHOW y4€THOM 3amucu. OHa
He TpeOyeT BBOJa MApOJIsl ¥ MO0 YMOIYAHUIO 3a0JIOKUPOBAHA.

AamMuHucTparopsl (Administrators). Unensl rpynmns! “AJMUHHCTPATOPHI
NOJIy4YarOT MPAKTUYECKH HEOTPAaHMYEHHBIM JOCTYII K pecypcaM JOMEHa, CEpBepa
Wik paboyeil cTaHlUU, TJIe HAaXOAUTCS TPYIINa, U MOJHYI0 BJIacTh HaJl HUMU. OHU
MOTYT TaK)Xe HCIIOJIb30BaTh JII0ObIe (ainbl U Katanoru pazaena FAT, omHako
MOJIHOTO JlocTymna K Kartajoram (aitnoBoit cuctembl NTFS aBromaruuecku He
nonyyaroT. IIpaBo gocTtyma MM JODKEH TNpEeAOCTaBUThH Biajenel (aiina wiu
KaTajora, B IPOTUBHOM CIly4dae Ja)k€ aJIMUHUCTPATOpP HE MOXET HCII0JIb30BaTh
aToT pecypc. IlpaBma, 3a agMHUHHCTPATOPOM OCTAE€TCS IMPaBO HMPHUCBOUTH CeEOE
J000M pecypc U TEM CaMbIM MOJYYUTh K HEMY IOJTHBIA JOCTYII.

Omneparopsl apxusBa (Backup Operators). Ota nokanpHas rpynna co3faHa
crnenuanbHO AJid apxuBupoBaHus (aitoB. Ilonp3oBarenu, BXOAsIIME B TPYyMILY
“Oneparopsl apxuBa’, MOJYYAIOT MPABO MPOBOAUTH PE3EPBHOE KOIMPOBAHHUE U
BOCCTaHOBJIEHHE (haiiIoB, JIOKAJLHO BXOJIUTh B CUCTEMY M 3aBeplIaTh €€ padoTy.
OpnHako omneparopsl apxuBa JIMIIEHBl BO3MOKHOCTH H3MEHSTh IapaMeTpbl
0€30MacHOCTH U BBITIOJIHATD JIPYTUE aJIMUHUCTPATUBHBIC 3a1a4H.

OnbiTHBIE TOaBb30BaTe M (Power Users). OnbITHBIE MOJIB30BaTEIN — 3TO
[I0JIB30BATENIM, KOTOPBIM IPEJOCTABICHBl HEKOTOPbIE aJMUHUCTPATUBHBIC
npuBuwiernd. OHM MOTYT CO3JaBaTh HOBBIE YUETHBIE 3aIIMCH U BHOCUTh U3MEHEHUS
B T€, KOTOpBIE cO31aJIA caMU. Kpome TOro, OHM MOTYT BKJIIOYATh YYETHBIE 3alIUCH
B TPYIIIBI IOJIB30BATEIEH, TOCTEN U OMBITHBIX MOJIB30BATEIICH, @ TAKKE pa3pelaTh
WM 3allpeliaTh COBMECTHOE HCIOJIb30BaHUE (ailioB M MPUHTEPOB HA JIOKATHHBIX
pabouyux CTaHLMSX U CEpBEpaAX.

Hoab3oBaresaun (Users). 1o camass MHOTOYMCIIEHHAs Tpymma. YieHsl 3TOM
TPyl MOTYT BBITOJHATH OOJIBIIMHCTBO MOJIb30BATENBCKUX (DYHKIINI, HApUMED,
3alyCKaTh MPUJIOKEHUS, IOJIB30BATHCS JIOKAJIbHBIM WM CETEBBIM IIPUHTEPOM,
3aBepiaTh paboTy CUCTEMbl WM OJOKUpPOBaTH pabouyro craHuuioo. OHU MOTYT
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TaK)Ke CO37aBaTh JIOKAJIbHBIC IPYIIIIBI U PErYJIUPOBATH COCTAB UX YICHOB.

T'octu (Guests). Unensl 310l rpymnibl 00J1a1al0T OTpaHUICHHBIMU TIPaBaMu
Ha JIOCTYTM K pecypcaM CHCTEMBI U MOTYT 3aBepIlaTh paboTy cucTeMbl. B oTinuune
OT IOJB30BATENEN TOCTSIM 3alpELICH JIOKAIbHBIM BXOJ HA CEPBEP, XOTSA OHHU
MOT'YT PETUCTPUPOBATHCS HA HEM YEPE3 CETh.

Penummkartopsl (Replicator). Ota cnenuanbHas rpynna co3jaHa, 4TOOBI
YIPO- CTUTh TUPAXKUPOBaHUE (aiiIoB U KaTaJIOIOB.

['1aBHOE B KOHILIENMIMU YYETHBIX 3alIMCEN U TPYIIN COCTOUT B TOM, YTO OHH
yOPOIIAIOT aAMUHUCTPUPOBAHHE PECYpPCOB M JOCTYNl K HHUM. Bwmecto Toro
9yTOOBI 3a7]aBaTh KOHKPETHBIE IpaBa Ka)JIOMY IOJb30BATEI0, MOXHO CO31aTh
Ipyniy ¢ 3TUMHU IpaBaMH, a 3aT€M [0 Mepe HeOoOXOJUMOCTH BKJIIOYaTh B HEE
noJjib30BaTesie. BaXxHO MOHMMATh, 4YTO MOJB30BATENb MOXKET OBbITh YJICHOM
HECKOJIBKMX TPy U YTO OJIHA TPYIINa CIOCOOHA BKJIIOYATh B C€0sI IPYTYIO.

3aganue:

1. Ortkpoiite Ilanens ympaBiienusi ¢ nomoibio MeHio Ilyck, mieaKkHuTe
KHOIKOW MbIIIA Ha ccbuike JloOaBneHne M yAaJeHHE YYETHBIX 3alucei
IoJIb30Baree u noareepaure nercrsus B okne UAC.

2. B okHe YdeTHbIE 3aIMCH MOJIB30BATENEN MIEITKHUTE KHOIKOW MBIIINA Ha
ccpuike Co3gaHue y4eTHOM 3aInCH.

3. B mnosBUBHIEMCS OKHE BBEOUTE UMs YYETHOW 3allMCH, OCTAaBbTE
nepeKiIoyaTellb THIAa YYeTHOM 3amucu B mojokeHun OOBIYHBIM A0CTyn U
HaxMuTe KHONKY Co3jaHNE YUETHOM 3aMKCH.

4. Beligure u3 cuctemsbl. g 3Toro HaxmurTe KHONOKY Ilyck, mieakHUTE
KHOIIKOM MBIIIY HA CTPEJIKE PSIAOM C KHOIIKOM BIIOKMPOBKA M BBINIOJIHUTE KOMaHIy
Brixon u3 cucremsl.

5. Ha skxpane npuBETCTBUS LIECIKHUTE KHOINKOW MBIIIA HAa 3HAYKE HOBOM
YYETHOM 3aIMCH U JOKIUTECh BX0J1a B CUCTEMY.

6. CHOBa OTKpPOWTE OKHO Y4YETHBIE 3allCU IIOJIb30BATENICH, IIEIKHYB
KHOIIKOM MBIIIN Ha 3HAYKE YYETHOM 3anncy B MeHIO Ilyck.

7. lleperimure mo ccpuike Co3gaHue Mapois CBOEM yYETHOW 3alkcCH, B
MOSIBUBLIEMCSI OKHE BBEAMTE OAMH MU TOT K€ Napoyib B moijii HoBbll mapons u
[TonTBepxkaeHNUa napoJisg, MO CJe 4Yero Haxmure KHonky Co3naTe napodb.
[loackazka o mapojie He SBJSETCS 0053aTeNbHOM, HO OHAa MOXET IOMOYb
BCIIOMHUTB 3a0BITHIN MapOJIb.

8. lllenkHUTE KHONKOW MBIIIM Ha cChbUIKE M3MEHEHHE CBOEro pucyHKa U
BBIOEpUTE IPYyroe u300pakeHue IJisi 3HaUKa YYETHOM 3aIUCH.

9. TlompoOyiTe BBIMOTHUTH HACTPONKH, KOTOPBHIE 3ampelieHbl IS
OOBIYHBIX IMOJIb30BATENICH, U3MEHUTh CUCTEMHOE BpeMsl. J[OJKHO MOSBUTHCSA OKHO,
B KOTOPOM HY’KHO BBECTH NApoOJIb Ui OJHOM M3 YYETHBIX 3allHCEN C IpaBamMu
aIMUHHCTPATOPA.

10. Co3gaiTe TEKCTOBBIM JOKYMEHT WM PHUCYHOK B JIMYHOM MAamlKe
JIokyMeHTBl U ckonupyiTe ero B manky OOmmue. 3Hauyok nmanku OOume MOXKHO
HalTU Ha naHenu M30paHHble CChUTKH MporpaMMbl [IpoBoIHUK.

11. Beliiiute W3 CUCTEMBI U CHOBAa BOUAUTE C HCIIOJIb30BAaHUEM YUETHOMU
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3amucH, 00JIaarolel mpaBaMu aIMUHACTPATOPA.

12. TlompoOy¥iTe OTKPHITH paHEe CKOMHPOBAHHBINM JOKYMEHT U3 TaIKH
OO1ue ¥ BHECTH B HETO U3MEHEHUSI.

13. [lonpoOyiiTe OTKpHITh JWUYHYIO TMAafNKy paHee CO3[aHHOW YYEeTHOU
3anucu, kortopas Haxoautcs mno axapecy C:llomp3oBarenulMs mosb3oBaTens.
JlocTyn K Hel OyneT 3ampeliieH, oJgHako nocie noAareepxkacHui B okHax UAC Bbl
CMOJKETE MOIYUYUTh AOCTY K (haiiaM APpyrux Moyib30BaTeNe.

14. OTKpoWTe OKHO YUETHbIE 3allMCH II0Jb30BATEIEH W YNAIUTE paHEe
CO3JIaHHYI0 YYETHYIO 3alucCh. ByneT Npemsio)kKeHO COXpaHUTh JIMYHBIE (Dailiibl
ynanseMon ydeTHou 3amucu Ha PabGouem ctone. Bwl mMokere coriacutbest wiu
YAAIUTh UX OKOHYATEJIBHO.

OTtuer
OTyeT JOJIKEH COJepKaTh:
HaUMEHOBaHUE PabOTHI;
1eJIb padoThI;
3a/1aHuE;
NOCJIEJOBATENBHOCTD BBIITOJIHEHUS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
. BBIBOJI O TIPOJICJIaHHOM paboTe.
KonTposabHbIe BOnpochl
1. Tlepeuncnute crnocoObl CO3/1aHUs YUETHBIX 3alKCEH MOJIb30BaTEeNIe Ha

RN S
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2. OnuiuTre TEXHOJIOTUIO CO3JaHUs YYETHOM 3allMCH C MOMOIIbIO MaHEIn
YIIPaBJICHUSA

3. Ilepeuncnure AEUCTBHS, KOTOPBIE MOKHO BBIINOJHATH C CO3JAHHOU
YYETHOM 3aIUChIO

4. Kak yCTaHOBUTbH YJIEHCTBO B Irpytiie?
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IIpakTnueckoe 3ansaTve 16. Co3ganne U aJIMMHUCTPUPOBAHHWE TPYIII
N0JIb30BaTeJIeH.

Heab padoThl HayuyuThCS CO3[aBaTh TPYIIBI U U3MEHATh UX 00JacTH
JNEUCTBUS.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

[Tonb3oBaTenu, Tpynbl U KOMIBIOTEPHI - KIIOUEBBIE OOBEKTHI B CIIyXOe
karajgoroB Active Directory, Tak Kak OHHM IO3BOJSIIOT BCEM, KTO HCIOIB3YET
KOMIIBIOTEp B CETH, WACHTHPUIUPOBATHL ce0sfi B KadyeCTBE YYACTHHKA
6e3onacHocTu. be3 Takol uACHTHU(UKAIMK TEPCOHAT HE CMOXET TMOJyYUTh
JOCTYyIl K KOMIIbIOTEpaM, TMporpaMMaM U JaHHBIM, HEOOXOJUMBIM JJif
MTOBCETHEBHON paOoThl. XOTS IS MUHUMAIbHOW HACHTH(PHUKAIMH JOCTATOYHO
3HATh MMS TIOJTL30BATEIIS U KOMITBIOTEPA, YIIPABJICHUE YYaCTHUKAMHU 0€30TacHOCTH
IUISL OTZEJBHOTO I0Jb30BATENSl CEPHE3HO YCIOXHHUTCS, €CIM HE OPraHH30BaTh
nosib3oBaTesnied B rpynnsl. Ha omnpeneneHHoOM 3Tane Ha3zHayaTh pa3pelIeHUs
KQKJIOMY M3 MHOKECTBA MOJIb30BaTENIell CTAHET MPOCTO HEBO3MOXHO, OJTHAKO MPHU
pa3yMHOM HCIIOJBb30BaHUU TPYNN HA3HAUYCHHE DPA3PEIICHUA U YyIpaBICHHE HUMU
CHWJIBHO YIIPOLIAETCS.

B Windows cymiecTByeT Ba THMa rpymni, Kaxjaas U3 KOTOPbIX MOXET UMETh
Tpu obsactu nerictBus. [loHMMaHuEe UX CTPYKTYphl B paMKaxX COOTBETCTBYIOIIEH
oOnacTu JENCTBUS rapaHTUPYET ONTUMAJIbHOE pacrpeneneHue
aIMUHUCTPATUBHBIX PECYPCOB NPH YIPaBICHUU NpaBaMH JOCTYINAa K pecypcam.
B03MOXHOCTH KOHCTPYKIIMU TPYIIIBl TaKKE€ 3aBUCAT OT TOTO, B KAKOM PEKHUME
paboraer ux pomurenbckuii goMeH win jgec Windows Server 2003: ocHOBHOM,
MPOMEXYTOUYHOM WM cMemaHHoM. B Windows HECKONBKO TpyI y»Ke CO3JaHbl
IIPEBAPUTENILHO, WM BCTPOEHBL. BBl MOXeETE co34aTh JOIMOJIHHUTEIBHO CTOJBKO
IpyII, CKOJIBKO MOXKENAETe.

['pynmsl (groups) - 3T0 KOHTEWHEPHI, COJIEpKAILINE OOBEKTHI MOJIb30BATENEH
1 KoMIbloTepoB. Eciu pa3penienns 6€30MacHOCTU 7Sl TPYIIIBI 3a/1aHbl B Ta0JIMLE
yrmpasienust goctynom (access control list, ACL) nnst Hekoero pecypca, To HX
MOJIy4alOT BCE WICHBI TPYMIIbIL.

B Windows cymectByer aBa Tuma Tpynm:  0e30MacHOCTA U
pacnpoctpaHeHusi. ['pynmel 6e3omacHocTH (security groups) HCHOJB3YIOT s
Ha3HAYCHUS  pa3pelleHMHd  JOCTylla K  CETeBbIM  pecypcaM. [ 'pymnmsl
pacnpoctpanenusi (distribution groups) mHpUMEHSIOTCS JUIsl  00bETUHEHUS
MOJI30BATENICH B CIMCKU PACCBUIKH JJIEKTPOHHOU mouThl. ['pynmy Ge3omacHoCTH
MOKHO HCIIOJIb30BaTh B KAaueCTBE I'PYIIBI PaclpOCTPAHEHHUS, HO HE HA0OOPOT.
[IpaBuiibHOE TUIAHUPOBAHUE CTPYKTYPHI TPYIIT BIUSIET HA TPOU3BOJUTEIBLHOCTD U
MacmTabMpyeMoCTb, OCOOEHHO B KOPIOPAaTHUBHBIX Cpelax, CoOJep Kallux
MHOKECTBO JIOMEHOB.

Coser Xots B Tabnuuax ACL M0OXKHO 3aJ1aBaTh mapameTpbl ISl OTACIbHBIX
YYaCTHUKOB 0€30MacHOCTH (TOJb30BaTeNed U KOMIBIOTEPOB), 3Ta MPAKTHKA
JI0JIKHA OBITH CKOpEee MCKIIIOUEeHHEM M3 o01ero npasuia. Eciu Bel oOHapyKuTe,

53



yt0 3a7aete B ACL CIMIIKOM MHOTO MCKITIOYEHUHN JJISl MOJIh30BaTENsl KaKOW-1100
IPYIIIbl, IEPECMOTPUTE €r0 YIECHCTBO B 3TOM IPYIIIIE.

OO6macth ACWCTBUS TPYMIBI (Eroup SCOpE) OMpEAeNsieT, KaKuM 00pa3oM
y4aCTHHKaM TpyNIbl Ha3HayaloTcs pazpemieHus. B Windows wu  rpymnmbl
0€30MaCHOCTH, U TPYIIIIBI PACOPOCTPAHCHUS KIACCUPUIUPYIOT MO TpeM 00JIacTsIM
NEUCTBUS: JIOKaJIbHAs IOMEHHAs, TJI00abHas U YHUBEPCAIbHASI.

[Ipumeyanune XOTs JIOKaJbHBIE TPYIIBI HE KIACCU(DUIMPYIOTCA IO 00J1aCTH
nevictBust Windows, OHM BKJIFOUEHBI JIJIs1 TTIOJTHOTHI KAPTUHBI.

Jloxanshbie Tpynnsl (local groups), win jgoKanbHbIE TPYNIBI KOMIIBIOTEPOB,
UCIIOJIb3YIOTCSl B OCHOBHOM 17151 0OpaTHOU coBMmectumoctu ¢ Windows NT 4. Ha
KoMIploTepax ¢ Windows CyIiecTByIOT JIOKaJIbHBIE MOJIB30BATENNW M TPYIIIIHI,
CKOH(MUTYpUPOBaHHBIE KaK psAOBbIe cepBepbl. KOHTpOJUIephl JTOMEHOB HE
HCIIOJIB3YIOT JIOKAJIbHBIE TPYIIIIHI.

. JlokanpHBIC TPYIITEI MOTYT COACPKATh YIYACTHUKOB U3 JIFOOOTO JTOMEHA
B TIpeneiax Jieca, U3 JOBEPEHHBIX JOMEHOB B JPYTUX Jiecax W Oojee HU3KOTO
YPOBHHI.

- JlokanpHas rpymnna ACHCTBYET B Mpejiesiax KOHKPETHOTO KOMITbIOTEpa U
MOXET MPEAOCTABIATh Pa3pEIICHUs AJISl PECYPCOB TOJILKO HA ’TOM KOMITbIOTEPE.

JlokaneHbie rpynmnbel goMmeHa (domain local groups) riaBHBIM 00pazom
UCIIOJIB3YIOTCS [ HA3HAUCHMS TJI00AJbHBIM TpyNaM pa3pelieHud Ha JOCTYI K
JIOKaJIBHBIM pecypcam JIOMEHa.

XapakTepHble YepThl JOKAIbHBIX TPYMI TOMEHA TaKOBBI.

«  CymecTBylOT BO BCE€X peXHMax pabOThl JOMEHOB H JIECOB -
CMEIIAHHOM, TPOMEXKYTOYHOM U OCHOBHOM.

. JlokanpHast rTpynma gomMeHa (GYHKIUOHUPYET MOMOOHO JIOKATHHOM
rpyImme Ha KOHTPOJUIepe JOMEHA, TOKa JOMEH pad0TaeT B CMEIIAHHOM PEXHIME.

«  Moryt comepxaTh y4aCTHUKOB M3 JIIO0OOTO JOMEHA B MpejieNiax jeca, u3
JIOBEPEHHBIX JIOMEHOB B APYTHUX Jiecax U 00Jiee HU3KOTO YPOBHSI.

«  JlelicTByoT B mpenenax JoMeHa B OCHOBHOM pexume Windows u
MOTYT MCIIOJIb30BAaThCSl JJII TPEAOCTABJICHUS MpaB HAa PECypchl Ha JHOOOM
kommbioTepe ¢ Windows B TOM JIoMEHe, T/i€ OoTpe/iesieHa rpymnra.

I'noGaneubie rpynmel  (global groups) wame uWCHOAB3YHOTCA IS
NPEIOCTaBICHUSI KATErOPU3UPOBAHHOTO WICHCTBA B JIOKAJTBHBIX IPYMIaX JIOMEHOB
JUISE  OTHENBHBIX YYAaCTHUKOB O€30MacHOCTH U IS MPSMOTrO Ha3HAYEHUS
paspelieHnii (B 4YacTHOCTH, B JOMEHAX CMEIIAHHOIO WJIH MPOMEXYTOUYHOIrO
pexxumoB). Yacto TinobanmbHBIE TPYNNbl MPUMEHSIOTCS s 00beIUHEHUS
M0JIb30BATENIC WM KOMIBIOTEPOB B OJHOM JOMEHE U COBMECTHOI'O MCIOJIHEHUS
OJTHOM pa0OoTHI, PO WK (PYHKITMU. XapaKTEPUCTUKHU TJIOOATBHBIX TPYII TAKOBBHI.

«  CymecTByIOT BO BCE€X peXHMax pabOThl OMEHOB M JIECOB -
CMEIIIaHHOM, MPOMEKYTOYHOM U OCHOBHOM.

«  MoryT coaepkath TOJbKO YJIEHOB U3 CBOETO JIOMEHA.

«  MoryT caMu SIBASTHCS WICHAMU JIOKAJIBHOM TPYIIbl KOMIIBIOTEpA WU
JIOMEHa.

-  MoryT coaepxarb Apyrue riodaibHbIe TPYIIIIHL.
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YHuuBepcanpHbie Tpymmbl (universal groups) B OCHOBHOM MPUMEHSIOT IS
MPEOCTaBIEHUs JOCTyNa K pecypcaM BO BCEX JIOBEPEHHBIX JoMeHax. OJHaKo
TaKue TPymnIbl MOTYT HUCMOJb30BaThCS TOJIBKO KAaK YYACTHHKU O€30MacHOCTU (TO
€CTh KaK rpynmbl O€30MacHOCTH) B JIOMEHaX, pabOTaIOIIMX B OCHOBHOM PEXUME
Windows 2000 wiu B pexxume Windows Server 2003.

«  YHUBepcallbHbIC TPYNIbI MOTYT COJAEPKAaTh YYaCTHUKOB M3 JIIOOOTO
JIOMEHa B JIEeCy.

. YHUBEPCAJIbHBIM TpyNIiaM MOTYT NPEJAOCTABISTHCA Pa3pelICHUs] B
JT000M JIOMEHE, BKIIIOYast IOBEPEHHBIE IOMEHBI B JIPYTUX JIECaX.

CoBer YHuBepcalbHbIE TPYIIBI MOMOTAIOT MPEICTABUTh U OOBEIUHUTH
TPYIIBI, KOTOPBIE PACIPEEICHbI MO0 PAa3HBIM JIOMEHAM U BBIMOJIHSIIOT THITUYHbBIE
dbyHKIMM B paMKax  Bamiedl — opraHuzanuu. PekoMeHayeTcs  Jenarth
YHUBEPCAIBHBIMU IIUPOKO UCTOJIb3YyEMBIE U PEIKO U3MEHSEMbIE TPYIIIIbI.

[IpeoOpazoBanue rpymi.

Koncons Active Directory - monb3oBatenn U KommbioTepbl (Active
Directory Users And Computers) siBIsieTCsI OCHOBHBIM CPEICTBOM, KOTOPOE BbI
OyJlieTe UCIOJIb30BaTh IS yIIpaBieHUsI 00beKTaMHU (TI0JIb30BATENAMU, TPYIIIIaMU U
KOMIbIOTepaMu) B loMeHe. [Ipu co3panuu rpynn Bbl OyAeTe yKa3blBaTh 00JacTh
JEUCTBUSA, TUII U COCTaB. TaKkke C MOMOILBIO 3TOW KOHCOJIM Bbl CMOKETE€ U3MEHUTH
COCTaB CYIIECTBYIOLIUX TPYMII.

OObIyHO TpymIbl co37al0T U3 KoHconu Active Directory - mosnb3oBaTenu u
kommbloTepbl  (Active Directory Users And Computers), sSpiablKk KOTOpOH
pacmnoiiokeH B rpymme nporpamm AnmuHuctpupoBanue (Administrative Tools). B
OKHE KOHCOJIM IIEIKHUTE IIPABOW KHOIIKOM B IIPABOW NAHENIM KOHTEUHEPA, 11 BbI
X0TuTe co3nmath rpymmy, u Beioeputre Cozgath (New)\['pymma (Group). 3arem
ONpeeNIUTe TUIl U 00JaCTh JEUCTBUS CO3/1aBa€MOM TPYIIIIHI.

3aganue:

3ananuel . Co3nanue M U3MeHeHHe TPYNIIbI

B aTOM yrnpakHeHHH Bbl U3BMEHUTE THUII TPYIIIBI U €€ 00J1acTh ACHCTBUSL.

1. B xoHcomu Active Directory - nonvzogamenu u KOMHbIOMEPDL
packpoiite koHteiiHep Users u co3gaiite B HeM [I00albHYIO TPYIILY
pacnpocTpaHeHus: Agents.

2. lllenkuute mpaBoil KHOMKOM Tpymmy Agents u BbiOepuTe CBoiicTBa
(Properties). Moxxere 11 Bbl H3MEHUTH 00JIACTh JCHCTBHUS W THUIl 3TOU TPYMIIbI?
[Touemy?

Ecnu Bel He MOXeTe M3MEHUTHb THUII U O0JIACTH JIEWCTBHS TPYMIIBI, Balll
noMmeH paboraer B cmemanHoM pexknme Windows 2000 mwiam B mpOMEKyTOUYHOM
pexume Windows Server 2003. UToObl M3MEHWUTHh THN WX 00JIACTh JCHCTBUS
rpyMNIbl, HEOOXOAMMO MEPEBECTH J0MEH B 0CHOBHOM pexkuM Windows 2000 unu B
pexum Windows Server 2003.

3ananue 2. BiroxkeHHbie rpynnbl

B sTOM ymnpakHEeHUM BBl MO3HAKOMUTECH CO BJIOKCHHBIMH TPYIIaMH, a
TaKKe U3YYHUTE BO3MOXHbIE KOMOUHAIIUU YWICHCTBA.

1. JlomeHn nomxkeH paborats B pexkxume Windows Server 2003. Eciu 310 He
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TaK, U3MEHHUTE PEKHUM JOMEHAa B KOHCOJIM Active Directory - noavszogamenu u
KOMNbIOMepbl.

2. Cozpatite Tpu Timobaneubie rpymmbl B OIT Users: Groupl, Group2 u
Group3.

3. JloGaBwTe TpH yueTHble 3anucu noib3zoBareneit: Userl, User2 u User3.

4. Jlo6asbre Userl, User2 u User3 B rpynmy Groupl.

5. Jo6aswsTe Groupl B rpymnmy Group?2.

Kakue rpynmbel Temepp MOXHO TpeoOpa3oBaTh B  YHUBEPCAIbHBIC?
[IpoBeppTe CBOM TeOpeTUYECKHE 3HAHMS (BBl JIOJDKHBI 0e3  mpoOjem
npeoOpa3zoBaTh ABE U3 TPEX ITUX TPYIII).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHHUE;
[OCJIEOBATENBHOCTD BBIITOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O MIPOJIEIAaHHOM padoTe.
KonTposbHbIe BOnpochl

1. Kakoif Tum noMeHHOW TpyIIbl OOJIbIIE BCEro IMOXO0XK Ha JIOKAJIBHYIO
IpyIILy Ha psI0BOM cepBepe? B uem ux cxoacto?

2. BblI ncnone3yere yHUBEpCAIbHBIE TPYNIIIBI B CBOEM JOMEHE WJIU B JIECY,
U BaM HYXXHO IMPEJOCTaBUTh CAHKUMOHUPOBAHHBIM  JOCTYN  YJ€HaM
yHUBepcaibHOU rpymnmbl. Kakas koHurypamus HeoOxoauMa Jijisi UCTIOJIb30BaAHUS
YHUBEPCAIBHOU IPyMIIbI?

3. Ha kako#l BKJIaJIKE B OKHE CBOMCTB TpYIIbl MOXHO J1I00aBUTh B HEE
M0JIb30BaTeNIeH?

AN
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IIpakTnueckoe 3anusitue 17. [lnanupoBanne M yCTaHOBKa pa3pelieHUil
NTFS nas ¢aiiioB, nanok oTAeJbHBIM M0Jb30BATEJIAM U I'PYNIIaM.

Iear padoThl HAYYUTHCS  HUCIOJB30BaTH  OOIME  TANKA IS
MPEIOCTABJIEHUS JOCTYNA K CETEBBIM PECypcam

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

O6mue mnanku (shared folders) obGecneunBarOT HOCTYN MOJHOMOYHBIX
noJib30BaTeliel ceTu K (paillioBbIM pecypcam.

Pazpemenus noctyna k o01iei nanke

OO01mas mamka MOXKET COJIEpKaTh MPUIIOKEHHUS, TaHHbIC WIN JIMYHYIO MarKy
nosib3oBatenst (home folder). Kaxknawiii Tum nmaHHBIX TpeOyeT pa3IWYHBIX
pa3peueHuil 10cTyna.

[TockonbKy pa3pernieHus T0CTyIa MPUMEHSIOTCS KO BCEH 00IIIei mamnke, a He
K OTACNBbHBIM (pailiam, OHU MPEAOCTABIAIOT MEHEE M30UPATENhHYIO 3alTUTy, YeM
paspemenust NTFS.

Pa3pemienuss nocryma Kk oOmIed mamnke HE OrPaHUYMBAIOT JIOCTYM
M0JIb30BaTENEH, padoTalOIIMX HAa KOMIBIOTEPE, TJ€ pacnoiokeHa 3Ta nanka. OHu
MIPUMEHSIIOTCS TOJIBKO K T€M, KTO 00palaeTcs K manke 1mo CeTH.

Pa3pemenus gocryna k o01iei namnke - €IMHCTBEHHBIA CIIOCO0 00eCIeYTh
0e30macHOCTh ceTeBhIX pecypcoB Ha Tome FAT. Paspemenuss NTFS Ha Tomax
FAT HenoctymnHsl.

[To ymomuanuto rtpynna Everyone (Bce) momyuaer paspemenue Full
Control(ITonnbIit qOCTYI) AJI BCEX HOBBIX OOIIUX TAIOK.

Paspemenus qoctymna K 00IMM mankam
Pazpenienue [To3BOmsIET

3meneHue CoznmaBath mamnku, A00aBIATH K HUM  (albl,

W3MCHSTh U JO0OABIIATh JaHHBIC B (pailyiax, M3MEHATH

atpuOyThl (aitma, ynpanate mnanku (pailiabl) U

BEITIOJTHATD JICHCTBHUS,

nomyckaemble pa3penienreM Read.

(Urenue) [IpocmaTpuBaTh  CIHUCOK TAnmok W (aiiios,

colepkanre (GaiioB MU HUX aTpUOYThI; 3aIMyCKaTh

MpPOrpamMMbl U

W3MEHSTh MAlKU, BIOKEHHbBIE B OOIIYIO TAIKY.

(ITonHbIN OCTYM) N3MeHSATh paspemeHus s Gaiios,

Bcrynarh  BO BiaaeHue ([lomHbrid

mocTyn) ¢aiiyilaMu U BBITIOTHSTH BCE

nelcTBUs, JonmycKkaemble paspemnieHruemM Change.
Mo>xHO mpenocTaBisITh (OTMEHSTh) pa3pelieHus JoCTyna K oOlel mamnke.

O6piuHO  yno0HEe  Ha3Ha4yaTh  pa3pelieHHus] TPyIIe, 4YeM  OTJEIbHBIM

nosib3oBatesiiM. OTMEHSATH K€  paspelieHust ClaeAyeT, TOJbKO  YTOObI

NpeloTBPaTUTh TNPUMEHEHUE HEXKelaTeabHbIX paspernieHuil. OObBIYHO  3TO

NPOUCXOJIUT, KOTJIa B TIOJHOMOYHYIO TPYyMIy BKIIOYEH IMOJb30BaATEb, IS
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KOTOPOTO HAJ0 OTPaHUYHUTh JOCTyI. UTOOBI 3ampeTuth BCE BUIBI JOCTyIa K
oOmreit manke, ormeHute pazpemenue Full Control.

[IpumeHeHune pa3pelieHnii 1oCTyma K 00IIel manke

Bun pgoctyma k oOmed namke 3aBUCUT OT pPa3pelleHHi, Ha3HAYeHHBIX
YYETHBIM  3amuCAM  IoJb30oBaresne uw  rpynn. Jlajmee  paccMaTpuBaroTCA
MOCIIE/ICTBUA MPUMEHEHUS PA3HBIX PA3PEIICHUM.

. Heckonpko paspemenunt coBMmemarorcs. llomp3oBarens MoOXkeT
y4acTBOBAaTh B HECKOJIBKUX TPYINaX, KaXJas W3 KOTOPhIX HMMEET pa3HbIe
paspelieHusi ¢ pa3HbIMH YpPOBHSAMM Jo0cCTyna K oOmied mamnke. JleficTByromiue
paspemieHusi  MOoJIb30BaTeNsl  SIBJISIOTCA  KOMOMHAIIMEW — pa3pelieHuid  ero
COOCTBEHHBIX TPYIIBI, YJIECHOM KOTOpOW OH sBisercda. Hanpumep, umes
paspemenne Read (Urenue) u, Oyayuu wieHoMm rpynimsl, ¢ paspemieauem Change
(M3menuts), monp3oBaTenb Oyner oomanate paspenienueM Change, BKIIIOYAOIINM
B ce0Os Read.

. 3anper npuopUTETHEe paspenieHus. Eciyu moap30BaTento 3amperieH
J0CTyn K oOed mamke, oH He OyJIeT UMETh €ro, JaXKe €CIH 3TO pPa3peleHo
rpynne, K KOTOpoil OH MPUHAJICKUT.

. Jlns noctyna k pecypcam Ha Tomax NTFS tpeGyrorcs paspenieHus
NTFS. Paspeumienuid oOmieil mankud JOCTaTOYHO, YTOOBI MOJYYWUTh JAOCTYH K
pecypcam Ha ToMe FAT, Ho He Ha Tome NTFS. Jlna noctyna k oOmiei manke Ha
mucke NTFS momumo paspemieHuss JocTyna K oOmied mnamnke TpeOyrTcs u
cootBeTcTBYIOMME paspemeHus NTFS mis kaxmoro obiiero aitna u mankw.

. OOmumii 70oCTyn K CKONMUPOBAHHBIM WJIM MEPEMEIIEHHBIM ManKaMu
npekpainraercs. [Ipu konupoBanuu oOIel Manku, OOIKUM OCTAHETCS OPUTHUHAI, HO
He kornus. [lepemernienHas namnka nepecraeTr ObITh OOIIEH.

OcHOBHBIC TpaBUJIa HA3HAYCHUS pa3pelieHUH Ha TOCTYM K OOIIeH manke

OcHOBHbIE TpaBUjia Ha3HAUYCHMS pa3pEIICHUN Ha JOCTYN K OOIIeW mMmamke
MOKHO C(hOpMYJIMPOBATH CIEIYIOLIUM 00pa30M.

. Onpegenure Tpynmbl, KOTOPHIM HEOOXOIWM JOCTYIl K JaHHOMY
pecypcy u TpedyeMblil ypoBeHb foctyna. CocTaBbTe JOKYMEHTALMIO IO TpyIaM
U UX pa3peuIeHusIM I KaXa0ro pecypea.

. Ha3znauaiiTe paspemieHuss TpymnmnaMm, a HE OTACIbHBIM YYETHBIM
3aMUCSAM IMOJIB30BaTENEH.
. Hasznaualite 11 pecypca MaKCUMalbHO CTPOTHME pa3pelIeHHs,

MO3BOJISIIONIME  TOJIb30BATEIISIM ~ BBITIOJIHATH TOJILKO HEOOXOJMMBIE — 3aJlaywu.
Hampumep, ecnu monap30BaTensiM HY>KHO TOJIBKO YUTaTh WH(GOPMAIIMIO B TIATKE, a
HE yJIaJsiTh WM CO3/1aBaTh B HEell (aiiibl, Ha3HaubTe paspenienne Read.

. [lanku C OAMHAKOBBIMH TpPEOOBAHUAMU OE30MACHOCTH JOJHKHBI
NpUHAAIekKaTh OAHOM mamke. CkaxeM, €clid MOJb30BaTelsiM TpeOyeTcs
paspemienne Read a1 HECKOJIBKUX MANOK NPUJIOKEHUS], IOMECTUTE UX B OAHY U
MIPEIOCTaBbTE K HEM COBMECTHBIN AOCTYN (BMECTO NMPEIOCTaBICHUS JOCTYyIa s
KQ)KJI0M ManKu B OTAEIbHOCTH).

[InanupoBanue o0OIMMX MANOK

[IponymanHass cTpykTypa oOOIIMX TMAMoOK TMO3BOJISIET IEHTPAIMU30BaTh
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aIMUHUCTPUPOBAHUE U YIPOCTUTHh MOCTYN K AaHHBIM. OOIIuMe Mamkd MOTyT
colepKaThb MporpaMMbl U JaHHbIE U TMO3BOJISIIOT CcO3AaTh MecTa s
LEHTPAJTU30BaHHOTO XPaHEHHUS MMOJb30BATEISIMUA CBOUX JIAHHBIX.

OOmue mankd MNporpaMm HOPUMEHSIOT JUIsS CEPBEPHBIX MPUIOKEHUH, K
KOTOPBIM _MOET 0OpalaTbcsi KOMIbIOTEP KIHWEHTA. [JIaBHBIM IUIIOC OOIIMX
MPUJIOKEHUN B TOM, YTO BaM HE HYXKHO YCTaHABIWBATh U MOJACPKHUBATH HX
KOMIIOHEHTBhI Ha KaXXJIOM KOoMIIbioTepe. B To BpeMs kak (ailibl mporpamm s
OPWIOKEHUM MOTYT XpaHUThCS Ha CcepBepe, JlaHHble O KOHQUTYpaluu
OOJBIIMHCTBA CETEBBIX MPOrpaMM, Kak MPABWIIO, XPAHATCA HAa KOMIIbIOTEpax
kiueHToB. Crioco0 OTKPBITHS AOCTYyTA K Markam IporpaMm BO MHOTOM 3aBHCHUT OT
KOHKPETHOTO TMPUJIOKEHUS, TapaMeTpoB CETH U OpraHu3anud paboThl Ha
MPEAIPUSATHH.

. Co3maB oHY MankKy W pa3MECTUB B HEW BCE Balld IPOTpaMMBbl, BbI
YCTaHaBJIMBAETE €IMHOE MECTO JIJIsl pa3MeleHus: u moaepHuzamuu I10.

. Hasnaupte rpynme Administrators (AIMHUHUCTPATOPBI) pasperieHue
Full Control (ITonnslii gocTym) 1jIsi HManku MpOrpamM, 4TOOBI rpynmna Morja
yIpasisATh npukiaaasiM 110 n KOHTponMpoBaTh pa3peleHns MOJIb30BATEIEH.

. Otmenute pazpemenue Full Control mnsa rpynmsl Everyone (Bce) u
HazHaubTe pazpemieHue Read (Urenue) mnsa rpynmser Users (Ilonws3zoBarenu). Ito
MOBBICUT 0€30MMacHOCTh, TaK Kak rpyrima Users BKIOYAET TOJIBKO CO3JaHHbIE BAMU
y4eTHbIE 3amucH, a rpynmna Everyone - i110060ro, KTo MOJy4Yus1 AOCTYI K CETEBBIM
pecypcaM, B TOM uuciie yueTHyto 3anuck Guest(I'ocTs).

JIns oOmeHa mo cetv pabOYMMU M OOIIMMH JAHHBIMU CIYKAT TaIKH
naHHbIX. [lanky TaHHBIX JTy4llle XpaHUTh HAa OTJIEIbHOM TOME, II€ HE YCTAaHOBJIEHA
OC unu npunoxenus. Qalibl JaHHBIX PEKOMEHAYETCS! PErYJISIPHO apXUBUPOBATh,
U eCITu OHU OYyIyT XpaHUTHCS HAa OTAEIHLHOM TOME, ITOT MPOIECC YIMPOCTUTCH.
Kpome Toro, ToM ¢ mamkamu NaHHBIX HE OyAeT 3aTPOHYT, €CIU TOTpedyeTcs
nepeycrtaHoBuTh OC.

[IpenocTtaBnsisi AO0CTynl K MankaMm OOMIMX  JAHHBIX: HCIOJb3yUTE
[IEHTPAJU30BaHHbIE ManKW JAHHBIX, YTOOBl OBUIO JieTY€ UX apPXUBHUPOBATH;
Ha3HaubTe Tpymme Users paspemenue Change (u3meHeHHe)- 3TO 00eCHeyuT
MOJIH30BATEIISIM €JMHOE OOIIE0CTYITHOE MECTO JIJISI XPAaHEHUS TAHHBIX, KOTOPBIMU
OHM XOTSAT OOMEHMBATBCS; IMOJIL30BATEIM TaKXe€ CMOTYT MOJy4aTh HOCTYN K
nankaMm, 4YMTaTh, CO3/1aBaTh WJIM HU3MEHATh B HUX (aitnbl. OTKpbIBasg IOCTYN K
nanke paboumx QainoB, HEOOXOIMMO: Ha3HAYUTH Trpymie (AIMHUHHCTPATOPHI)
paspemienrie  (IlomubIii  gocTym) 11  TUIAaBHOM  TAlKKM  JAHHBIX, YTOOBI
aIMUHUCTPATOPHl MOTJIM IEHTPAJIU30BAHHO BBITIONHATH €€ 00CTyKMBaHUE;
MPEJOCTaBUTh JIOCTYIl K BIOXEHHBIM TalKaM JIaHHBIX, 3aJlaB pa3peuieHue
(M3meHeHue) COOTBETCTBYIOUIUM IPYIIaM.

OTKpbITHE OCTYNA K MMaKam

OTKpBITH JOCTYN K pecypcam MOXKHO, CJieJlaB OOIIMMHU COJEpKalllhe HX
nanku. J[Jist 3TOro Bl JOJKHBI OBITH YJIEHOM OJHOM WJIM HECKOJBKUX TPYyIMI, B
3aBUCUMOCTH OT pOJM KOMIIBIOTEpPA, HAa KOTOPOM HAaXOIATCA OOIIME TMarKHy.
JlocTynmoM K Tanke W €€ COJACPKUMOMY MOXKHO YIPaBisATh, OTPaHUYMBAs
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KOJIMYECTBO TOJIb30BaTeNel, KOTOPhIE MOTYT OJHOBPEMEHHO K Hel oOpaluarbcs, u
Ha3Hayas paspelieHus OTIENbHBIM MOJb30BaTeNIIM W rpymnmnam. Bel Moxere
M3MEHUTH NTapaMeTphl OOIIEH ManKu: 3aKphITh K HEM JOCTYI, U3MEHUTH €€ CETEBOE
UM, a TAaK)KE Pa3pelIeHus MOIb30BaTeNIeH U TPYIIIL.

OtkpeiTh goctyn k nankam B Windows 2000 Professional Bnpase TosbkO
YJieHbl BCTpOeHHBIX Ipynmn Administrators (Aamunuctparopsl) u Power Users
(OmprTHBIE TOTB30BaTeNn). Kakue npyrue rpymnmsl MOTYT 3TO AefiaTh, U Ha KaKUX
MallliHAX, 3aBHUCHUT OT TOTO, BXOJSAT OHU B pabOUyrO TPYIITy WU JOMEH, a TaKKe
OT TUIIa KOMIIBIOTEPA, XPAHSILEro OOLINE MMATKH.

. B nomene Windows 2000 yuactaukam rpynn Administrators u Server
Operators (OmnepaTopsl cepBepa) pa3pelieHO OTKpbIBaTh JOCTYN K IalKkaM Ha
mo0oit mammmue nomeHa. Power Users MOTYT OTKPBITh JOCTYII K IarKaM TOJIbKO Ha
M30JMPOBaHHOM cepBepe uiu kommbioTepe Windows 2000 Professional, rme
3aperucTpupoBaHa 3Ta Ipymnia.

. B paboueit rpynnme Windows 2000 ydacTHUKaM  TpyIn
Administrators 1 Power Users pa3pelieHo OTKpbIBaTh AOCTYH K IanKaM Ha
u3oaupoBaHHoM cepBepe ¢ Windows 2000 Server unu Ha komnbrorepe ¢ Windows
2000 Professional, rnie 3apeructpupoBaHa 3Ta rpymnmna.

Jns pocryna k nanke Ha ToMe NTFS tpeOyercss MUHMMYM paspenieHue
Read (Urenue).

Windows 2000 aBTOMaTH4eCKH OTKPBIBAET AOCTYIl K aJMUHUCTPATUBHBIM
nankaMm. OTH Tanku OO0O3HA4YaroTcsl 3HAaKoM fosuiapa ($), KOTOpBIA CKpbIBaeT
o01iye manky OT MOJIb30BaTeNIel, MPOCMATPUBAIOIIMX COJAEPKAHUE KOMITbIOTEpA.
KopueBas nanka kaxoro Toma, CUICTEMHas Iarka 1 MEeCTOIOJIOKEHHE IpaiiBEpoB
INPUHTEPOB - BCE 3TO CKPBIThIE OOIME MalKH, K KOTOPHIM MOXHO MOJYYUTh
JOCTYTI 10 CETH.

Pecypc AJIMUHUCTpaTUBHbBIC OOIINE MANKH
C$,DS,ESur. K xopHEeBO#l mamke Ha KaXJAOM JKECTKOM JHCKE
1. ABTOMATHYCCKU OTKPBIT JOCTYI, MPUYEM HMS COBMECTHO

MCIIOJB3YEMOT0 pecypca - 3TO UMs JHCKa CO 3HAYKOM|
nosutapa ($). IIoakI0YMBIIKNCE K ATOM MaIKe, BbI

MOJTYUUTE JOCTYTI KO BCEMY JTUCKY.
AJMUHUCTPATUBHBIE  PECYpPChl  HMCHOJB3YIOTCS TSt
YAQJIEHHOTO aJMUHUCTPUPOBAHUS KOMIIBIOTEPOB.

Windows 2000 nasHauyaet rpymme Administrators
(anmunuctpatopsl)  pazpemieHue  (Ilomsblid  gocTym).
Windows 2000 aBTOMaTW4yeckw OTKpPBIBA€T JOCTYN K
npuBogaM CD-ROM, ums 3Toro pecypca COCTOUT U3

OYKBBI JUCKa W 3HaKa J0JIapa.
Admins$ ['maBHass cucremHas mnamnka, nmo ymondanuro C:
Winnt, oTkpsiTa s gocryna moa umeHemM Admin$. UieHsl
rpynnbel Administrators MOTyT

oOpalarbcsi K HeH, He 3Has, I7Ie Ha caMOM JieJie OHa
HaXOJUTCSI. Windows 2000  Ha3zHayaeT  Trpynme
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Administrators paspemenue Full Control.

Prints$ Korma Bbl ycTaHOBUTE MEpPBbIA OOLIMIA MIPHUHTED,
nanka systemroot\System32\Spool\Drivers OyaeT OTKpHITa)
I AOCTyMa 1moja uMeHeM Print$; oHa mo3BosiseT KiIHeHTam
oOpamiarbest K ¢aiinam npaiiBepa npunrepa. Unensl rpynn
Administrators, Server Operators (OnepaTopbl cepBepa) u
Print Operators (OmnepaTopbl me4aTH) UMEIOT

paspemenue Full Control, a rpynmer Everyone (Bce) -
Read (Urenue).

[lepeueHp CKpBITHIX OOMIMX NANOK HE OTrPaHUYMBAETCS TEMH, KOTOpBIE
CHCTEMa CO3/Ia€T aBTOMAaTHYeCKU. MOXKHO OTKPBITh AOCTYIN K JPYI'MM Mankam, a
eciu 100aBUTh ($) B KOHIIE HX CETEBOTO UMEHH, K HEH CMOTYT 0OpaTUTHCS TOIBKO
MOJIb30BATENH, 3HAIOMINE UM TTIAIKU ¥ UMEIOIIME pa3pelieHne Ha JOCTYTI K Hel.

OTKpBITHE TOCTYMA K TIATIKE

YToOBI OTKPHITH JOCTYI K TAIKE, BHITOJHUTE CIEAYIONINE ACHCTBUS

1. Bouaure B cucTtemMy C y4€THOM 3aIlMChiO, TIOJJTHOMOYHOW OTKPBIBATH
JOCTYI K TarKam.
2. [[lenkauTe mpaBOM KHOMKOM HYXHYHO Tamnky M BbIOEpUTE B
KOHTEKCTHOM MeHI0 komaHay Properties (CBoiicTBa).
3. Ha Bxmanke Sharing (JlocTym) okHa CBOWCTB 3adaiiTe HYy>KHBIC
napametpsl. Ilapamerpsl Bkiiaaku Jloctyn
[TapameTp Onucanue
CereBoe nMs [lo sToMy uMeHHM MojJb30BaTenu OyAyT oOpamarbes K
TTaHHOM
oOmielt nanke. 910 00s13aTENbHBINA MapaMeTp.
KoMmmMmenTapun JIONOJIHUTENIBHOE ~ ONMKCAHWE I CETEBOTO  HMEHH,

BBIBOJIUTCSI, KOTJ]a TOJIb30BATENIM MPOCMATPHUBAIOT OOIINE
manku Ha cepBepe. KommeHTapumii  MOXET  OBIThH
WCIIOJIb30BaH JJIsl OMUCAHUS COJEPKUMOTO

001111 ManKH.

[IpenenbHOE yuciaoYuciio moiab30BaTesie, OJJHOBPEMEHHO OOpallaroluXcs K
[M0JIb30BaTEIEH naHHoOM oOmiel mnanke. Eciu BeIOpaH mepekirovaTeb
Maximum Allowed (MakcumansHO Bo3MoxkHOE), Windows
2000 Professional orpaHMuYuT JOCTYH K TAalKe JAECATHIO
coenuaenuamu. Windows 2000

Server MOXeT NpeIO0CTaBUTh HEOTPAHUUYEHHOE KOJINYECTBO
COCAMHEHU B 3aBUCUMOCTH OT YHCIA KIMEHTCKHUX
JTALIEH3UN JOCTYIIA

paspeLieHust Paszpemenus oOmielt manku, mMpUMEHsSeMbIe, TOJBKO KOT/Ia
K Manke MOAKIIoYalTcs 1mo cetd. [lo ymomuanuio rpyrrme
Everyone (Bce)

HazHavaetcsi paspemienue Full Control (ITosnnbiii 1ocTym)
JUIsl BCEX HOBBIX OOIIMX MAMOK.

KALIUPOBAHUE [TapameTpbl J0CTylia B ABTOHOMHOM pEXHUME K OTOH
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o011eit
narke.

Hasznauenue paspeliienuii Joctymna K oOlen namke

OTKpBIB IOCTYII K MarnKe, HaJl0 HA3HAYUTh COOTBETCTBYIOIINE pa3pelIeHUs
YYETHBIM 3aIUCSIM TOJIH30BATENICH U TPyTIIaM.

1. Ha Bxmagke Sharing ([ocTym) auajoroBoro OkKHa CBOWCTB TNaIKu
HICJIKHUTE KHOMKY Permissions (Pa3pemenus).

2. B nmanoroBom oxHe PaspemieHuss mpoBephTe, 4TO BbIOpaHa TIpyImma
(Bce), u menkuute kHonky Remove (Y nanuth).

3. B amanoroBom okne Permissions menkaute kHonky Add (JJo6aBuTh)

4. B npumanoroBom oxHe Ilonp3oBarenn, Kommnbrorepsl win [ 'pymnmsl
HIEJIKHUTE YYETHbIE 3alIUCH (TPYIIIbl), KOTOPHIM XOTUTE HA3HAYUTH Pa3pELICHUS.

5. Hlenkaute xHonky Add (Jlo6aBuTh), 9TOOBI JOOABUTH YUETHBIC 3aITUCU
(rpynmbl) B CHUCOK JOCTYIA K JIAaHHOW Mamke; MOBTOPUTE ATO ISl BCEX HYKHBIX
YYETHBIX 3anuceut (rpymmn).

6. Illenknute OK.

7. B oxne Permissions (Pa3pemenusi) s oOImed Mankyd IIEJIKHUATE
yUeTHYI0 3amuch (rpynmy) u, nometuB (uaxox Allow (Pazpemmts) mnu Deny
(3ampeTuTh), YKaKUTE HY>KHOE pa3pelieHHe.

[MoaknroueHue K OOMIEN ManKe

[MoxkmroyaTrecst K OOIIEH IMallKe MOXKHO C MOOMOINBIO KOMaHAbI Run
(Bemonuute), 3Hauka (Moe cereBoe okpyxenue) miaum Mactepa (IloaxmroueHue
CETEBOr0 JINCKA).

[ToaxnroueHne K OOIMIECH Manke mocpeacTBoM KoMmanbl Run (BemomHUTS)
OCYULIECTBIISIETCS TaK.

1. B Mento Start (ITyck) BeiOepute komanay Run u B mone Open
(OTkpBITh) BBEIUTE \\UMS _KOMIIBIOTEPA.

2. IlosBUTCS CHUCOK OOIMMX TAMOK Ha 3TOM KOMIbIOTEpe. JIBaxkbl
IIETKHUTE

3. ITloxgkmrouaemyro mamnky.

Takxe MOXHO MOAKIIOYATH MalKW € TMOMoIIbI0 3Hauka (Moe ceteBoe
OKPY>KEHHUE).

1. JIBaXXabl HIETKHUATE 3HAYOK MO€ CETEBOE OKPYKEHHUE.

2. Haugure kOMIIBIOTEP, HA KOTOPOM HAXOJMTCS HYKHAs IaIrkKa.

3. JIBa)Ipl MIETKHUTE MOAKIIOYAEMYIO MAIKYy.

Coueranue paspemnieHuii oomeit nanku u pasperneaniit NTFS

Ha Ttome FAT o0Oecneunth 0€30IMacHOCTL OOIIEH ITAIKM MOKHO, TOJIBKO
3a7aB paspeuieHusa gocrymna. B cimydae nucka NTFS mosb3oBarensiM u rpynmnam
MOHO Ha3HAYaTh pa3pelicHus
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NTEFS. Ilpu couetanuu pa3perieHuit 10cTymna K o0IIe manke u pa3penieHui
NTFS npuoputet nmeet 60s1ee cTporoe orpaHUICHHE

OCHOBHBIE METO/IbI

OnuH U3 cnocoO0OB OTKPBITH 1OCTYM K pecypcam Ha Tome NTFS - oTkpbITh
JOCTYII K MAaINKe C Pa3pelieHUsIMA [0 YMOJYAHUIO U CKOPPEKTUPOBATh UX YEPE3
paspemiennsi NTFS. Tlpu »Tom paspemienuss goctyna K oOmed mnamnke u
pazpemienuss NTFS  xomOuHuMpyroTcs, oOecneunBas  HYXHBIH  ypOBEHb
0€30MacHOCTH.

Bo3moxkHOCTH  paspenieHuil JgocTyna K OO0lIed namke OrpaHUu4eHsbl,
paspemenusi NTFS 3nauntensno rudue. [locneqnue npumMeHstOTCs Kak JIOKaJIbHO,
TaK ¥ IpH JOCTYIIE 110 CETH.

IIpu otkpeiTuM noctyna k nanke Ha Tome NTFS nelictByroT cnemyromniue

MpaBuiIa.
0 K ¢aiinam n mankaMm B 00II€H anke MOKHO MPUMEHSATH Pa3peIICHUS
NTFS, B ToMm unciie pa3Hbie pa3peiieHus K pasHbIM (aiiaam U Mankam.
0 KpomMme paspetienuii qoctymna K 00111ei nanke, mojib30BaTeNlu JOJKHbI

nmeTh pazpemenuss NTFS nna goctyna k ee comepxkumomy. Ha tomax FAT Her
JIPYTUX pa3pelieHuil JocTyna K coAepkamumcss B oOmel mnamnke Qaiinam,
BJIOKEHHBIM ITAlKaM, KpOME pa3pelIeHH T0CTyIla K cCaMOM TNallKe.

0 [Ipu coueTanuu paspelieHuii Joctymna K oOIel nanke u pa3pereHui
NTFS npuoputeT Bcerna uMmeet 6oJiee CTpOroe OrpaHuyYeHuUe.

3aganme:

1. Hasznauenue paspenieHuii

VYrupaxHeHnue 1: Ha3HaueHHE pa3pelieHUi Al TPy MOJIb30BaTeen

1. Userl01 - unen rpynn Groupl, Group2 u Group3. Jlns nanku
[TanmkaA y Groupl ectp paspemenne Read (Yrenme), y Group3 - Full Control
(ITomuenit  moctyn), a nansg Group2 paspelieHHid HE HazHadeHo. Kakumu
PE3YIABTUPYIOMUMHU pazpenieHusamMu oyaer oonanars Userl01 nns [TankuA?

2. Userl101 Takxe siBAsieTCsl 4i€HOM Ipyniibl Sales, KOTOpoil Ha3HAYEHO
paspemienrie Read s [MankaB. s Userl01 kak OTAENBHOTO MOJIH30BATEIS,
ormeneHo pazpemenre Full Control nns [lankaB. Kakue pesynbrupyromiue
paspemenus oyaet umets User101 mist [TankaB?

2. ynopaBjieHHe JIOCTYNOM K OOIIMM Hankam

Onpenenute pe3ylbTUPYIOIIUE PA3PELICHUS MOJIb30BATENIEH, CIUIAHUPYUTE
COBMECTHOE HCIIOJIB30BAHME IAIIOK W Pa3pelIeHUil OCTyna K HUM, HAa3HA4bTE
pa3pelieHus 10CTyIa K Marke, MOJKIIYUTECh K HEH, 3aKpOUTE K HEW JOCTYIl U
nmpoBepbTe A(MQPEKTHl OT COUYETAHHWS pa3pelieHHHd JOoCTyla K oOIed Iamnke u
paspeuiennii NTFS.

YrpaxHeHnue 1: couetanne pa3pemeHnin

O6mume nanku Ha ToMe NTFS coxmepxkaT BIIOKEHHBbIE NANKH, KOTOPBIM
HasHayeHbl pazpemieHuss NTFS(cm 3amanus x  ynpaxkhHeHuto). Omnpenenute
PE3YIBTUPYIOLINE PAa3PELUICHUS TIOJIB30BATENIEH B KaKIOM CIIydae.

3aganue |: onpenenure pe3yJbTUPYIOIINE PA3PELIEHUS MT0JIb30BaTENEH

1. OtkpeiT poctyn k mnanke Data. I'pynma Sales umeer mis Hee

63



paspemenne read (Urenme), a I BIoKeHHOM B Hee mankm Sales - NTFS-
paspemenue Full Control (ITomubrit moctym).
KakuMm Oyzmer pe3yiapTUpyIoIiee paspernieHne rpynnel Sales s gocryna K

nanke Sales npu NOAKIIOYEHUH 10 CeTH K namnke Data?
2. [Tanka Users (Ilonbp3oBarenu)  COAEPKHUT  JIMYHBIE  IANKH

nonp3oBareneil. Kaxnas nuyHasg manka COAEPKUT JaHHBIE, JOCTYIHBIE TOJBKO
II0JIb30BATEN0, UMEHEM KOTOpOro oHa HazpaHa. Ilamka Users moctymHa rpyrie
Users ¢ paspemenriem Full Control (ITommsiit poctym). Userl m User2 umeror
paspemiennsi NTFS Full Control Toapko ajis CBOMX JMYHBIX MaNoOK: HUKAKHUX
paspewiennii NTFS 151 octanbHbIX. DTH MONIB30BATENH - YJIEHBI Tpynibl Users.

Kakumu pazpemenusmu noctyna k nanke Userl Oyner obnanate Userl npu
OOAKIIOYeHNH K o0mied manke Users? Kakumu OyayT ero pasperieHus s Manku
User2?

YopaxHenue 2: mIaHUPOBAHUE OOIIHNX MAMOK

CronanupyiiTe JOCTYIlI K pecypcaM Ha cepBepax IJIaBHOro oduca
NpeanpusiTus *(CM 3aJlaHue K yIpaKHEHUI0). BBIMOIHUB yIpakHEHHE, 3aHECUTE
BalllM PELICHUS B TAOIUILY.

Cnenaiite pecypcbl Ha 3THX CEpPBEpax AOCTYNHbIMU moJb3oBaTensm JIBC
KOMITaHUH,

ONpENEeInB, K KaKWM TIalKaM OTKPBITh JOCTYIl U KaKW€ pa3pelieHus
Ha3HA4YUTh TPYIIIIaM, B TOM YHCIJI€ BCTPOCHHBIM.

Bamu penieHus A0JKHBI YIOBJIETBOPATh CIECAYIOIINM KPUTECPUSIM:

Wienam rpynnel Managers Hago0 4YUTaTh W BHOCUTH HCIIPABJICHUS B
JOKYMEHTHI B manke Management. bosblile HUKTO HE JOJDKEH UMETh JOCTYH K
ATOM MAaIKe.

. AJIMUHHACTPATOPHI TOJDKHBI UMETh TOJIHBIA JOCTYI KO BCEM OOIIMM
narnkam, kpoMme nanku Management.
. Otneny no paboTe ¢ KIMeHTaMU TpeOyeTcs OT/IebHOE MECTO B CETH

JUTSE XpaHeHus pabounx (aioB. Bce cOoTpyHHKHM 3TOTO OT/AENA - YJICHBI TPYIIIIHI
Customer Service.

. Bcem coTpyaHukaMm KoMIaHuu TpeOyeTcsi MeCTO B CETH Uil oOMeHa
uHopMaImei.

. BceM coTpyIHMKaM HYXHBl TaKH€ NPUIOKEHHS, KaK JJIEKTPOHHBIE
TaOJIMI] U TEKCTOBBIE MTPOLIECCOPHI.

. Tonbko wieHsl rpynnbel Managers AoJKHBI UMeTh goctyn Kk [1O
YIIPaBJIEHUS IPOEKTAMU MPEAIPUATHS.

. Unenst rpymnmel  CustomerDBFull  momkHbl uyuTaTh W BHOCHUTH
uHdopmarmio B b/l kineHToB.

. Unenst rpynnsl  CustomerDBRead  1omkHBI  TOJBKO — 4YHMTaTh

uHpopmanuio u3 bJ[ kimeHtoB. Kaxaplii monb3oBaTeab CETH JIOJDKEH HMETh
COOCTBEHHOE MECTO B CETH JJIsl XpaHEHMsI (PailiIoB,

JOCTYITHOE TOJIBKO EMY.

NmMena oOmMX pecypcoB JOJKHBI OBITh JIOCTYNHBI C KOMIIBIOTEPOB
Windows 2000/NT/98/95, a Takxxe ¢ aqbTepHATUBHBIX MIATHOPM.
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3alMIINTE CBOW OTBETHI B CIIEAVIONIVIO TAOIUILY.

MMs nanku OO1ee nms [ pymIisl 1 pa3permeHus
Hanpumep: Mgmt Managers: [losHbIi
Management JTOCTYII

VYrpaxHeHnue 3: OTKPBITHE JOCTyMA K IMankaM 3aJaHue 1: OTKpOMTE TOCTYyN
K Manke

1. 3apeructpupyirech Kak (AJIMUHUCTPATOD).

2. 3anyctute (IIpoBomnuk), cozmaiite manky C:\Dostup mienkHute ee
paBOM KHOITKOM M BEIOEPUTE B KOHTEKCTHOM MeHIO komaHay (CBoMCTBa).

3. B nuanoroBoMm okHe CBOMCTB mamku Dostup meperauTe Ha BKIIAJKY
(Hoctym).

4. [enxkaute nepexmovarens Share This Folder (Otkpwith oO0mImii

JOCTY K 3ToM manke), meiakautre OK.

Windows Explorer u3Menun 3Hauok mnanku Dostup, 100aBUB CHU3Y
M300paxKeHue pyKu, 3HAYUT, Narka ctaia oOLeH.

VYupaxueHnue 4: Ha3HaUCHUE PA3PEIICHUI JOCTyIa K OOIIel manke

Onpenenute TEKylIMe pa3pelieHusl T0CTyna K oOIed manke M Ha3HAubTe
paspellieHus TpyIaM B BallleM JIOMEHE.

3ananue 1: onpenenute TeKyuye pa3penieHus A oomen nanku Dostup

1. B oxne IlpoBoaHMK IIENKHUTE MpaBOMl KHOMKOW Mblmu manky C:\
Dostup u BeIOEpHUTE B KOHTEKCTHOM MeHI0 koMaHay CBOWCTBa.

2. [lepeitnure Ha Bkimanky Joctym u menkHute KHoOmky Permissions
(Pa3pemienus).

[To ymomuanuto rpymnmne Everyone (Bce) mnga 3Toi manku Ha3HA4€HO
paspeuenune (IlonHbii qocTy).

3agaHue 2: aHHYJIUPYWUTE pa3pelieHus sl TPYIIbl

1. Y6enutech, uTo BeiOpana rpynmna Everyone

2. [Ilenkuute kHONKY Remove (Y qanuTs).

3ananue 3: HazHaubTe paspemenue Full Control rpynne Administrators

1. [enkaute kHOnKy Add ([lo6aButh). OTKpoeTCS AMATOrOBOE OKHO
(Bo16op: ITonb3oBatenu, Komnbroreps wiu I'pynisr).

2. VY6enurech, uTo UM Bamiero kommneioTepa (Compl) BbIBEEHO B MOJIE

(Uckats B). B mone Name (Mms) menkaute Administrators (AJIMHHUCTpPATOPHI), a
3areM - KHOTKy Add.

['pynmna Administrators 106aBUTCS B CIIUCOK TPYTII, HMEIOITUX Pa3pelieHusl.
Kakoit Bua noctymna Oyier Ha3HA4YeH 3TO Ipynne Io YMOIYaHU0?

3. B cron6mne Allow (Pa3pemmts) okHa Permissions (Paspernenus)
nomeThTe ¢axkok Full Control.

[Toyemy Takke BKIOUMIOCH paspenienre Change (M3menenue)?

4. [enxkaure OK, yToOBI 3aKpbITh OKHO PazpelieHue naas Manku
Dostup.

5. lenxkuure OK, yTOOBI 3aKpBITH OKHO CBOWCTB manku Dostup.

6. 3akpoiite (ITpoBoaHUK).
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VYopaxxHenue 5: mOpekpauieHHe COBMECTHOTO HCIIOJIb30BAHUSA MANKU
3akpoiTe JOCTYII K MarkKe.
3amanue 1: 3aKpoiTe JOCTYI K MarKe

1. Boiigure B cucremy Ha Compl kKak agMHHUCTpPATOp M 3aIlyCTHTE
[IpoBOHUK.

2. [llenkuute mnpaBoi kHomko manky C:\Dostup u BbiOepute B
KOHTEKCTHOM MeHI0 komaHy (CBOMCTBA).

3. B 1umanoroBoM OKHE CBOWCTB Mamnkd NepelanTe Ha BKIAAKY
(Hdoctym).

[lenkuauTe nepexiarouaTens (He oTkpbeiBaTh OOIIUE JOCTYH K ATOM MaIkKe),
3arem - OK.

[Tox Dostup Oosbllie HET «PyKH», O3HA4YaBIIEH, YTO Marnka OblIa OOIIeH.
Bo3moxHO, BaM cHauaja moHaA00MTCsl OOHOBHUTH IKpaH - B 3TOM CIIy4ae HaXXMUTE
Kiasuny FS.

4. 3akpoiite (IIpoBoHHUK).

Ynpaxuenue 6: HazHaueHue paspemeHud NTFS u oTkpbeiTHE poctyma K
rankam

Hasnaubre paspemenuss NTFS nankam Dostup, Public u Manuals u
OTKPOWTE K HUM JOCTYII.

UtoOb1 HazHauuTh pazpemeHuss NTFS, cozmaiite ¢ momonisio [IpoBogHuka
nanku W HazHaubTe UM paspemienus NTFS cormacHo Ttabnume. He momyckaiite
HACJIIOBAHUS PA3PEIICHUN JJIsl BJIOXKEHHBIX OOBEKTOB M CHUMHUTE BCE paHee
cyuectBoBaBiue pazpeuieHus NTFS.

[Tanku mnepemanbl B COBMECTHOE IMOJIb30BaAHME, HA3HAYEHBI DPa3pELICHUS
noctyna K HuM. OTKpoHTe [OCTyn K TMafnkaM UM Ha3HauybT€ pa3pelieHust
MOJIB30BATEIISIM CETH COTJIacHO TaOsmie. CHUMHUTE BCE OCTAJIbHBIE Pa3peIIcHUs
CETEBOr0 TOCTYIIA.

[1yTb [ pymma Pazpemenus NTFS
C:\Dostup A JIMHUHUCTPATOPbI [TonHbI nocTyn
Users(I1onp30Batenn) UteHue U BHITIOJTHEHUE
C:\Dostup\ Manuals AJIMUHHCTPATOPBI [Tonublit JOoCTYI
Users YreHue U BBIIIOJHEHUE
C:\Dostup\ Public Anvunuctpatopsl Users  [[lonnblii noctyn I[lonHbiid
NOCTYIl
OTtuer

OT4eT AOIKEH CONIePIKaTh:

HaMEHOBaHUE PaOOTHI;

11eIb PaOOTHI;

3aJlaHue;

TIOCTICIOBATEIBHOCTH BBIITOJIHEHUS PaOOTHI;
OTBETHI Ha KOHTPOJIbHBIE BOIIPOCHI;

BBIBOJI O TIPOJICIIAHHOMN paboTe.
KOHTpOJIbeIe BONPOCHI

NN S
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1. OO6mas manka pacrnojiokeHa Ha Tome FAT, u monb3oBaTenb UMeET IS
nee pazpemerne Full Control (ITomusrit moctym). K kakum oObekTaMm B mamke OH
MOJIYYUT TOCTYM?

2. Ilepeuuncnute pa3pelieHus 10CTyna K o0ei narmke.

3. Kakue pa3peleHust Ha3HA4arOTCs OOIIEH Manke Mo YMOJYaHUIO?

4. OOmas nanka pacnosiokeHa Ha ToMe NTFS, u nonb3oBatens umeer s
Hee pazpemienue Full Control. K kakum oObeKkTam B 3TOM Mamnke MOJY4YUT JOCTYII
MOJIb30BATEIb?

5. TloueMy pexkoMeHIyeTcsl UEHTPAIM30BAaHHO XPaHUTh OOIIUE MAaNKu
JTAHHBIX ?

6. Kak nyume oGecneunth Oe30macHOCTh OOImMX (alIoB M TANOK Ha
NTFS?
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IpakTnueckoe 3ansaTue 18. HacienoBanue paspemenuii B NTFS.
Hean padorei: Onpenenuts napameTpsl HaclienoBanus pazpemenuidi NTFS.
OO6opynoBanme: yuyeOHbIN IEPCOHATBHBINA KOMITBIOTED.

Teoperuueckne 0CHOBBI

Paspemienuss NTFS no3BOonsOT SBHO yKa3aTh, Kakue€ IOJIB30BATEId U
Ipynmnbl UMEIOT AOCTYN K (pailiaM M mamnkam M Kakue oneparuu ¢ COAEPKUMbIM
3TUX (aillioB WM Nanok WM pazpemieHo BbNodHATh. Paspemenus NTFS
OPUMEHUMBI TOJBKO K TOMaM, OT(HOPMATUPOBAHHBIM C HCIOJb30BaHUEM
¢aiinosoit cucrembl NTFS. Onu He mpenycMOTpeHbI ISl TOMOB, HCIIOJIb3YIOIIUX
¢aiinossie cuctembl FAT nnu FAT32. Cucrema 6e3omacnoctu NTFS a¢dextrBHa
HE3aBUCHMO OT TOro, oOpamaercs U TOJb30BaTellb K (Qaillly Wi nanke,
pPa3MENICHHBIM Ha JIOKaJIbHOM KOMIIBIOTEPE WA B CETH.

Paspemenus, ycraHaBiMBaeMble JUIs NANOK, OTIMYAIOTCS OT Pa3pelICHMH,
yCTaHABIMBAaEMbIX Uit (ailioB. AIMUHUCTPATOPHI, BIAENbLbl (HalIoB WU
IarlOK M IOJb30BaTeNM ¢ paspemeHueM «llomHbld TOCTYym» HMMEIOT IPaBo
Ha3HayaTe paspemeHuss NTFS mnone3oBatensM u rpynmaMm sl yOpaBJeHUs
JOCTYIIOM K 3TUM ¢aiinam 1 nankaM. Ciucok ynpasJjieHHs J0CTYIIOM

B NTFS xpanutcsa cnucok ynpaenenus oocmynom (access control list -
ACL) nns xaxaoro ¢aiina u nanku Ha Tome NTFS. B aToM crnincke nepeuncieHbl
M0JIb30BATENId U TPYMIbL, ISl KOTOPBIX YCTAaHOBIJICHBI pa3perieHus s daiia uin
Manky, a TaKKe caMU Ha3HayeHHbIE pa3pelieHus. UToObl MoJIb30BaTENb MOTYYUIT
noctyn kK pecypcey, B ACL nomkHa ObITh 3alUCh, Ha3bIBaeMasi I1eMeHm CRUCKA
ynpaenenus oocmynom (access control entry - ACE) niis 3TOoro moyipb30Batesis HIH
IPYIIbl, K KOTOPO OH MPUHAIEKUT. ITa 3aMKUCh HA3HAYUT 3alpaliiBaeMblil TUII
noctyna  (Hanpumep, UYUrenue) monbs3oBatento. Ecim B ACL  Her
cootBercTByMOIIEd ACE, TO m0JIb30BaTellb HE MOIYYHUT TOCTYII K pECYpCY.

MHuosxkecTBennbie paspemienuss NTFS

Bbl MOXeTe yCTaHOBUTh HECKOJIBKO Pa3pElICHUM IOJI30BATENI0 U BCEM
IpyIIIaM, YJIE€HOM KOTOPBIX OH sBigeTcsA. 11 3TOro Bbl JOJDKHBI HMETh
MPEJICTABICHHUE O MpaBWIaX U npuoputerax, no kotopsiM B NTFS HazHauarorcs u
OOBEUHSIOTCSI MHOYKECTBEHHBIE pa3pelieHus] U O HACJEeIOBAaHUM pa3peuIeHUui
NTES.

JddexTuBHbIe paspemenus. IPPEKTUBHBIE pa3pelICHUs MOJIb30BATEINS
JUIsL pecypcea - 3TO0 cOBOKYyNHOCTh paspemieHnii NTFS, kotopeie Bbl Ha3zHauyaere
OTZEJILHOMY IT0JIb30BATENI0 U BCEM IPYIINaM, K KOTOPbIM OH NpHUHALIECKUT. Eciaun
y IOJIB30BATENs €CTh pazpemieHne «Utenue» Ui Manky, U OH BXOAWUT B IPYMILY, Y
KOTOPOM €CTh pa3pelieHne «3amuch» JUIsl TOM K€ NaIlKW, 3HAa4uT, y 3TOro
MI0JIB30BATEISI €CTh 00a pa3peleHus.

Ycranoska paspemienuii NTFS u 0oco0bIX paspemenuni

Bbl [TOMKHBI pYyKOBOJCTBOBATHCA OINPEACIECHHBIMUA IPUHIUIAMU IIPU
ycraHoBke paspemennii  NTFS. VYcranaBnmBaiTe paspelIeHHs COTJIACHO
MOTPEOHOCTSAM TPYNN U MOJIb30BATENEH, YTO BKIIIOYAET B CeOsl pa3pelieHue Wiu
NPEAOTBPAILIECHUE HACIIECIOBAHUS PA3pEIICHUN POAUTENBCKONW MAIKU MOANAIKaMU

68



u (aimamu, CoePKAIUMHUCS B POAUTEIIbCKON TMarKe.

Ecnu BBI yienure HEMHOTO BpEMEHH Ha IUIAHUPOBAHUE BAIlIUX Pa3pelICHUN
NTFS u Oyzere coGmomaTe NpH IUIAHUPOBAHMM HECKOJBKO MPHUHIIUIIOB, TO
OOHapy’KHUTE, YTO Pa3pELICHUSIMU JIETKO YIPABIISTh.

. Jlns ynpolieHust mpoliecca aAMUHUCTPUPOBAHUS CTpynnupyiTe (aitibt
M0 MamnkKaM CJIEAYIOIIUX THUIIOB: MAaNKU C MPWIOKECHUSMH, MANKH C JTAHHBIMU,
nu4Hble nanku. [{enTpanusyiite o01IeI0CTyTHbIE U JUYHBIE MMaNKU HA OTJEILHOM
TOME, He cojepxkalieM (aioB ONnepalliOHHON CUCTEMBI U JAPYTUX MPUIIOKEHUM.
JleificTBysl TakuM 00pa3oM, Bbl IOJYUHUTE CIAEAYIOIINE MPEUMYIIECTBA:

— CMOXETE YCTAaHaBJIMBATh pa3pelICHUs TOJbKO IamkaMm, a He
OTJICJIbHBIM (haiiiam;

— YIPOCTUTE MPOLECC PE3EPBHOIO KONMPOBAHUSA, TaK KAK BaM HE
MPUAETCS JeNaTh Pe3epBHbIE KOMHUH (DailIoB IPUIIOKEHH, a BCE OOIIEIOCTYTHBIC
Y JIMYHBIC MTANIKU HAXOASATCS B OJJHOM MECTE.

. VcranaBnuBanTe I IIOJB30BATEIEd TOJBKO HEOOXOIUMBIN
ypoBeHb goctyna. Eciau HeoOxoaumo yteHue (paiisia, yCTaHOBUTE MOJIb30BATEIIO
paspemienre UreHue it 3Toro Qaina. 3T0 YyMEHbIIUT BEPOSITHOCTh CIyYaiHOTO
n3MeHeHus (ailfia Wik yJajdeHus BaXXHbIX JTOKYMEHTOB U (hailJIoB MPUIIOKEHUN
MTOJIb30BATEIIEM.

. CoznaBaiite rpynmnbl COTJIACHO HEOOXOAMMOMY YJIEHAM TPYMIIbI
TUIY JOCTYyIa, 3aTEM YCTAHOBUTE COOTBETCTBYIOLIWE Pa3pEIICHUS IJISl TPYMIIBL.
HasnauaiiTe pa3pelieHusi OTIEIbHBIM I0Jb30BaTENSIM TOJBKO B TEX CIydasX,
KOT'JIa 9TO HEOOXOIHUMO.

. [Ipu ycrtaHoBKe paspemieHud s padOThl C JaHHBIMU WU
GdaiimamMu TIPWIOKEHUN YCTAaHOBHUTE paspenieHne UTeHWe ¥ BBIMOJHEHUE IS
rpynn [lonb3oBaTrenn U  AJIMHHUCTPATOpPbl. ODTO NPEAOTBPATUT CIIy4dalHOE
yaaieHue (HaiiyioB TPUIIOKCHWA WM WX TOBPEXKICHWE BUPYyCaMHU WU
ITOJIb30BATEIISIMHU.

. [Ipu ycraHoBKe pa3pemieHuil uisi Nanok ¢ OOMMMH JaHHBIMH
Ha3Ha4ybTe pa3peuieHus UteHne u BbINOJIHEHNUE U 3anuch rpymnme [lons3oBarenu u
paspewenre Ilonnblii noctyn ms rpynnsl Co3narens-iaanenen. [1o ymondanuto
N0JIb30BATEIIb, CO3/IABIIMN JTOKYMEHT, TAKXKE ABJISIETCS €0 BiajaeblieM. Biagenen
¢aiina MOXET AaTh IPYromy IOJb30BATENI0 pa3pellieHre Ha BiajeHue Qaitiom.
ITonp30BaTenb, KOTOPHIM MPUHUMAET TAaKHE MpaBa, B 3TOM CJIydae CTAHOBUTCS
BiajaenblieM ¢aina. Eciu Bel ycTaHoBUTE paspelieHue UTeHHe U BHITIOJIHEHUE U
3anucek rpynne [lonb3zoBarenu u pazpemenue [lonueiii noctyn rpynmne Co3aarenb-
BJIAJICNIEL], TO IIOJb30BATENM TIOJY4YaT BO3MOXKHOCTh YUTaTb W W3MEHSATH
JOKYMEHTBI, CO3JaHHbIC IPYTMMHU IT0JIb30BATEISIMU, a TAKXKE YH- TaTh, U3MEHSTh U
yAQIATH (pailyibl M MamnKu, Co37jaBaeMbIe UMHU.

. 3anpeniaiite pa3peuieHusi, TOJbKO €CIU HEOOXOIUMO 3alpeTUTh
OTJIEJBHBIN TUII JOCTYIIAa ONPEIEIEHHOMY MOJIb30BATEI0 WM IPYIIIIE.
. IToowpsiite 1ONB30BaTENIE B YCTAHOBKE pAa3pelICHUN I

(baﬁHOB M TIIaIIOK, KOTOpPbIC OHHM CO3Jar0T, MW HAYUYUTC HUX ITO ACJIATb
CaMOCTOATCIIBHO.
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AJIMUHUCTpaATOpbl, MOJIb30BaTeNn cC paspemienrem llonHblii poctyn u
BIIAJICNBIIB (PAIJIOB M TMAIOK MOTYT YCTAaHABIWBATH Pa3peIICHUs IJIS OTIEIbHBIX
MOJIb30BATEIIEN U TPYIII.

JonomuutensHO  [103BOMISIET MOMy4YUTh AOCTYN K JTONOJHUTEIBHBIM
BO3MOKHOCTSIM ITIOMCKa, BKJIKOYAas BO3MOXHOCTb ITOMCKAa YJIAJIECHHBIX YYETHBIX
3allMCeN II0Jb30BATENIEN, YYETHBIX 3allUCEl C HEYCTApEBIUMMH IApOJsAMU U
YUYETHBIX 3aIMCEH, MO KOTOPHIM HE MOAKIIOYAINCH OMNPENEICHHOE KOJIMYECTBO
JTHEH.

Ha3zna4veHnue njiu 3anpenieHue 0coObIX pa3pemeHui

[lenxkuute KHOMKY JlOMOJIHUTENBHO, YTOOBI OTKPBHITH JHATIOTOBOE OKHO
JlonoJIHMTeIbHBIE TAapaMeTpbl 0€30MACHOCTH, TIJ€ IEPEUYMCICHbl TPYIIbl U
M0JIb30BATENIM U YCTAHOBJICHHBIE JJI1 HUX pa3pelieHus s 3Toro oobekra. B momne
DJieMeHThbI pa3pelleHMii TakKe YyKa3aHO, OT KaKoro OOBEKTa pa3pelieHHs
YHACJIEIOBAaHbI U K KaKUM OOBEKTaM MPUMEHUMBI. BBl MOXETe BOCITOJIB30BATHCS
JIUAIIOTOBBIM ~ OKHOM  JlONOJIHMTEJIbHBIE NapaMeTpbl 0e30laCHOCTH  UIA
W3MEHEHHs Pa3pelICHUM, YCTAHOBJICHHBIX IS MOJIb30BATENs WIM Ipymnnbl. J[ims
W3MEHEHHS] Pa3pELICHMM, YCTAHOBJEHHBIX JUIS TIOJIb30BATENS WM TPYIIIbL,
BBIJICIIUTE TOJIB30BATENS U MIENKHATE KHONKY MU3MeHnTh. OTKpOETCS 11MaaoroBoe
OKHO DJIeMEeHT pa3pelieHus AJsl. 3aT€M BbIJICJIUTE UM OTMEHUTE ONPEACICHHbIC
pa3pelIeHus], KOTOPbIE Bbl XOTUTE U3BMEHUTD.

3ananue:

1. 3arpy3uTh BUPTyalibHYI0 MamiuHy Windows U cO3/1aTh HOBYIO YUETHYIO
3aIMKCh UIr.

2. 3arpy3uTh BUPTyadbHYyI0 MamuHy Windows ¢ y4eTHON 3alHChIO Uir.

3. Omnpenenenue pazpemiennii NTFS mo ymonuaHuio [ TOJBKO YTO
CO3JJaHHOU IAaIKH.

4. 3anyctuth IlpoBomumk, co3znarh nanku C:\Folderl u C:\Folderl\
Folder2. IIpocMmoTpeTh paspemieHusi, yCTAHOBJIEHHBIE ISl CO3JAHHBIX MAaIoK,
LIEJIKHYB M0 BKJIaaKke be30macHOCTh IMasoroBoro OKHA CBOMCTB IIAIKH.
OOpatuTh BHHMMaHME Ha HacjeqoBaHue paspemieHuid mnankoil Folder2 ot
poautenbckou nanku Folder 1.

5. Ecnim Ha sKpaHe He BHAHA BKiIaaka be3omacHoOCTb, Bam Cleayer
YTOYHUTH JIBA BOIIPOCA:

1) Pazgen Bamero mucka otrdopmarupoBan kak NTFS wmmm xak FAT?
Tonwsko Ha paznenax NTFS ucnons3ytores paspemenus NTFS, u, Takum o6pazom,
Toabko Ha pazaenax NTFS Buana Bkiaaka be3onacHocTb.

2) Hcnonb3yere BBI MpPOCTOM OOmMI goctyn K daiinam Wik HeT?
[enxkaute KHONMKY OTMEHA, 9TOOBI 3aKPHITh JUATOTOBOE OKHO CBOWCTB mManku. B
nyHkre MeHio Cepsuc BbiOepuTe NyHKT CBOMCTBAa manku. B nuanoroBom okHe
CeoiicTBa mamnku nepeaure Ha Bkiaaky Bua. B cnucke JlomosHuTe/bHbIE
napaMetrpbl cHumuTe (uaxxkok HMcnogab3oBaTh NPOCTOH 00U JoCcTynm K
daiinam (pexomenayercs) u menkaute OK.

6. OmnpenenuTs Uisi Kakod TpyMIlbl YCTAHOBJIEHBI OCOOBIE pa3pelieHusl.
[I{enKHYTh KHONIKY
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JIOMOJTHUTENbHO, BBIJCINUTH 3Ty IPYIIy U IIPOCMOTPETH YCTAHOBJICHHBIE
paspenieHus.

7. 3aKpbITh  AUAJIOIOBOE OKHO CBOMCTB MAaNKW. 3aKpbITh  OKHO
IIpoBogHMK U 3aBEPIINTHCEAHC.

OTtuer
OTueT I0MXKEH COIEePKATh:
HauMEHOBaHUE PaboThI;
11eIb PabOTHI;
3a/1aHUE;
MIOCJICIOBATEILHOCTD BBITTOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI;
BBIBOJI O TIPOJICIIAaHHOMN paboTe.

KOHTpOJIbeIe BOIIPOCHI

1. UYro Takoe 3¢ pekTHUBHBIC pa3peLICHHs MOIb30BaTeNs 1 pecypca?

2. Kakme O00BEKTBI 1O  yMOJYAHUIO  HACIEAYIOT  pa3peuieHus,
YCTaHOBJICHHBIE JIJIS1 POJUTEIIBCKOM ITaIKu?

3. UYem oTinyaeTcs paspeuicHue «Y JAIEHUE» OT pa3pelieHUs «Y JaJICHUE
noAnanok u ganaos»?

4. Kaxkoe pazpemienue NTFS qis ¢aiinoB cienyeT ycTaHOBUTH s (aiina,
€CIM BBl TIO3BOJISIETE TMOJIB30BATENSIM  YJAlATh (aid, HO HE I[03BOJsETE
CTaHOBUTHCS BiajelbliaMu Qaitna?

5. Ecnu BBl X0THTE, YTOOBI MOJIH30BATENb WM IPYIINa HE UMENa JOCTYII K
OTIpEICIICHHON Tanke Wik (aility, cleyeT JiM 3ampeTuTh pa3pelieHus s dTOM
nanku win daiina’?

AN I
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IpakTnueckoe 3anaTue 19. U3MeHeHne napaMeTpoB YYeTHBIX 3amucei
N0JIb30BaTeJIeH.

Henb padorbl: OCBOGHHME CPEACTB aJMHHHCTPATOpa ONEPALMOHHON
cuctembl MS Windows.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Nnentudukanmo W ayTeHTU(QUKAIMIO MOXKHO  CUMTaTh  OCHOBOM
IPOrPaMMHO-TEXHUYECKUX CPEACTB  O€30MaCHOCTH, TOCKOJbKY OCTajJbHBIC
CEpPBUCHI  paccUMTaHbl Ha  OOCIy)XMBaHME  HWMEHOBAaHHBIX  CYOBEKTOB.
Nnentudukams u ayTeHTUGUKAIMS — 3TO MepBasi TUHUS 000pOHBI, "mpoxoHas"
MH(GOPMALIMOHHOTO IPOCTPAHCTBA OpraHU3aIUH.

Nnentudukaims mo3BoisieT CyObeKTy Ha3BaTh ce0s (COOOIIUTHh CBOE MMH).
[TocpenctBoM ayTeHTHUUKAIMK BTOpasi CTOpOHA YOEXKHaeTcs, UYTO CYOBEKT
JNIEUCTBUTEIILHO TOT, 3a KOro OH ce0s BhIgacT. B kadecTBe CHHOHMMA CJIOBa
"ayTeHTU(pUKauMs"  MHOTJA  UCIHOJIB3YIOT  CIIOBOCOYETaHHWE  "MpoBepKa
MOJIJIMHHOCTH .

WNnentudukaius - npucBoeHue cyobeKTam U 00beKTaM uaeHTUdUKaTopa u /
WM CpaBHEHHE UISHTU(PHUKATOPA C IIEPEYHEM MTPUCBOCHHBIX UACHTU(DHUKATOPOB.

AyTteHTuduUKalKs ObIBa€T OAHOCTOPOHHEW (OOBIYHO KIIMEHT JI0Ka3bIBAeT
CBOIO TMOJJIMHHOCTH CEpBEpPY) U JABYCTOpOHHeW (B3aumHoil). [Ipumep
OJIHOCTOPOHHEHN ayTeHTU(PHUKALIMU — MPOIEAYPa BX0/Ia MOJIH30BATENS B CUCTEMY.

AyTteHTudUKaMS - TPOBEpPKAa MPUHAJICKHOCTH CYOBEKTYy JOCTyIa
NPEIbSABICHHOTO UM UACHTU(UKATOPA; TOATBEPKACHNUE OTTMHHOCTH.

B cereBoli cpeme, Korma CTOPOHBI HACHTU(UKAIMK/ayTEHTU(DUKAITTN
TEPPUTOPUAIIBHO PAa3HECEHBI, y PacCMaTPUBAEMOI0 CEpBHCA €CTh JIBa OCHOBHBIX
acreKTa:

. YTO CIYKUT ayTEHTU(UKATOPOM (TO €CTh HCIONBb3YEeTCA IS
MOATBEPKACHUS MOJJIMHHOCTH CyOBEKTa);
. KakK OpraHu30BaH (u 3AIUIIECH) oOMeH JAHHBIMU

uAeHTUGUKALMI/Ay TEeHTU(PUKALIUH.

CyObeKT MOXKET MOATBEPAUTH CBOIO MOIMHHOCTb, MPEABSIBUB MO KpaliHen
MEpe OJIHY U3 CIEAYIOINX CYLUTHOCTEH:

. HEYTO, YTO OH 3HaeT (maposib, JUYHBIM WAEHTU(UKALMOHHBINA
HOMEp, KPUNTOrpaPUIECKU KITIOY U T.11.);

. HEYTO, YEM OH BIAACET (JMYHYK KApTOYKYy WJIH HHOE YCTPOKCTBO
aHAJIOTUYHOT'O HA3HAYCHHUS);

. HEYTO, YTO €CTh YaCTh €ro ¢aMoro (rojoc, OTHEYaTKH NalbLEB, TO €CTh
CBOM OMOMETPUYECKUE XaPAKTEPUCTHKH ).

CoBpeMeHHbIE  cpeACcTBAa  MJECHTU(PHKAUMK/ayTEHTU(UKALMN  JTOJKHBI
MO/JIEP>KUBATh KOHUEMIUIO €IUHOT0 BX0OJa B ceTh. EqUHBIN BXOA B CE€Th — 3TO, B
NepByl0 odepenp, TpeOoBaHue yaoOcTBa aiig mojdbs3oBarened. Eciu B
KOPIOPAaTUBHOM CETM MHOTO HWH()OPMAIMOHHBIX CEPBUCOB, JOIMYCKAIOIMIMX
HE3aBUCUMOE O0OpallleHue, TO MHOTOKpaTHas HWJEHTU(dUKAIUs/ayTeHTUUKAIIIS
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CTAaHOBUTCSl CIMILKOM OoOpemeHuTenbHOM. K cokaneHuro, moka HeNb3sl CKa3arh,
YTO €AMHBIA BXOJ B CEThb CTajl HOPMOW, JOMHHHMPYIOIIME PELICHUS IIOKa HE
c(hOpMHPOBATTUCE.

Takum oOpa3oM, HEOOXOIUMO UCKATh KOMIIPOMHUCC MEXKIY HaJAEKHOCTBIO,
JOCTYITHOCTBIO MO ILIEHE W yAOOCTBOM HMCHOJB30BAHMS W aJIMHUHHCTPUPOBAHUS
CPEACTB UIASHTUPUKAIINY U ayTEHTUPUKAIIY.

CkpbITh 00BSIBIICHUE

Hy>XHO OTMETUTb, UTO CepBUC MACHTHU(PUKALNU / ayTEHTU(DUKAIIUU MOMKET
CTaTh OOBEKTOM aTakK Ha TOCTYMHOCTh. Eciii cucteMa CKOHQUTyprpoBaHa Tak, 4yTo
[OCJIE  OMNPEIEICHHOIO 4YHUCla HEyAauyHbIX IMONBITOK YCTPOWCTBO BBOJA
UACHTU(PUKAIIMOHHON  uHpoOpMaluu  (Takoe, HampuMep, Kak TepMHUHaN)
OJIOKUpYeTCsl, TO 3JOYMBIIUIEHHUK MOXET OCTAaHOBUTH paboOTy JIErajJbHOTO
MOJIb30BaTENsI OYKBAJIbHO HECKOJIBKUMH HAKATUSIMH KJIABHIIL.

3amaHus 11 BHINOJTHEHUS

1. OcBOUTH CpeCcTBa PErUCTPALIMH IT0Ib30BATENEH:

. OTKpPBITh CIMCOK 3aperucTpUpOBaHHBIX mosb3oBaTeneil (Ilanens
yOpaBiieHusl | AIMUHUCTpUpOBaHUE | YmpaBiieHue KomnbioTepoMm | JlokanbHbie
noJib3oBaTenu U rpyimisl | [Tonb3oBaTtenn);

. C TOMOUIBIO KOMAaHJIbl KOHTEKCTHOro MeHio (HoBbIM mosib30BaTenp)
co3aaTh JUIsl ce0sl YYETHYIO 3alUCh C MPOU3BOJIbHBIM JJOTUYECKUM HMEHEM, BBEJIs
B KaU€CTBE CTPOKHU onmucaHus TeKCT «CTyneHT rpymmbl XY -Z»);

BKJIFOUUTH B OTYET O J1abOpaTopHoii paboTte

a) KOITHIO SKPaHHOU (hOPMBI CO3/IaHUSI HOBOM YUETHOM 3aIucH,

b) KOIMUIO OJKpaHHOW (OPMBI CO CHUCKOM 3aperuCTPUPOBAHHBIX
MOJIb30BaTeIICH,

c) CIIUCOK KOMAaHJ] KOHTEKCTHOTO MEHIO (NP OTCYTCTBHM BbIJICICHUS
MMEHHU MOJIb30BATENS B CIIUCKE),

d) a TaKKe 0OOBSICHEHUSI CMBICIIA YETHIPEX JIOMOTHUTEIBHBIX TapaMeTpPOB
CO3/1aBa€MOM yYETHOM 3aINCH;

. BBIJICJIUTh WMS BHOBBH 3apETHCTPUPOBAHHOIO TMOJB30BATENSI U C
MTOMOIIIBI0 KOMaH/Ibl KOHTEKCTHOTO MeHIO (CBOICTBA) MPOCMOTPETH €€ CBOMCTRA,;

. BKJIIOYUTH B OTYET O JJAOOpaToOpHON paboTe KOMUIO IKPAHHOU (POpMBbI

CO CBOWCTBAMM YYETHOM 3amucu Ha BKJIagke «OOmue» u 00bsICHEHUE PAa3HUIIBI
MEXIYy OTKIIOYEHHEM U OJOKMPOBKOM y4ueTHOM 3amucu (CM. CIpaBOYHBIN
Martepuai — KHorka «CIipaBKa» OKHa CBOMCTB IOJIb30BATES);

. BKJIFOUHUTH B OTUET O JIAOOPATOPHOU pabOTe KOMUIO IKPAaHHOU (POpPMBI
CO CBOMCTBAaMH YYETHOMW 3alIMCH Ha BKIajke «YIJIEHCTBO B Irpymnmax» M OTBET Ha
BONPOC, B KAKYK TpPYNIy MO YMOJYAHUIO BKIKOYACTCS BHOBb CO3JAHHBIN
MOJIb30BATEIIb

. ¢ moMoIpl0 KHOMOK «Jlo0aBuTh», «JlomomautenbHo» u  «Ilomck»
BKJIFOUUTh BHOBb CO3JaHHOTO IIOJIB30BATENIsl Takxke B rpynmy «OIbITHbIE
MOJIb30BATEIINY;

. BBIOpaTh WM CO3JaHHOTO II0JIb30BaTelsl, B KOHTEKCTHOM MEHIO
BBIOpAaTh MYHKT «3ajaTh Mapojb» M HU3MEHUTh TEKYIIUH Tapoyib HTOTO
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MOJI30BATEIS.
. BKJIFOYHTh B OTYEeT O JjabopaTopHOM paboTe CHUCOK KOMaH]I
KOHTEKCTHOTO MEHI0O TIpH BBHIOPAaHHOM WMEHH YYETHOW 3aluCu BMECTE C
MOSICHEHUSIMHA WX CMBICIIA, @ TAKKE OTBETHI HA BOIIPOCHI:
a)  KOrJa JoJDKHA MPUMEHSTHCS KOMaH/Ia «3a1aTh Mapoiiby,

b) B U€M OITIaCHOCTh €€ IIPUMCHCHUS,

c) KaK JIOJDKHA MPOUCXOUTH CMEHA NapoJisi M0JIb30BaTeIeM

2. OcBouTh cpencTBa padoThl C IpyNIamMu:

. OTKpHBITH criucok rpynn (I1anens ynpasinenus | AIMUHUCTPUPOBAHUE |
VYnpasnenue koMnbroTepoM | JIokaabHbIE IOJB30BaTENN U IpynIbl | ['pymibn)

. BKJIIOYUTh B OTYET CBEACHUA OO0 aBTOMATHYECKH CO3/1aBAEMBbIX
rpynnax rnojab30Bareiei, X UIMEHAaX U XapaKTEPUCTHKAX IPaB UX YICHOB;

. co3JaTb HOBYK TIpyliy B cucreMe ¢ uMmeHeM «HaunHaromue

MOJIH30BATENIM» W BKIIOYHTH B OTYET O JabopaTopHOM paboTe KOIHIO
MCITOJIB3yeMOTO TIPH ATOM JKpaHa W CBEICHHUS O TIOPSIKE CO3JaHHUS B CHCTEME
HOBBIX T'PYIII MTOJIH30BaTENIEH, a TAK)Ke OTBET Ha BOMPOC, B YEM I1EJIECO00PA3HOCTh
pa30MeHnss MHOKECTBA TOJIb30BaTENICH Ha TPYIIIIHI;

3. OcBOUTH NOPAIOK HA3HAYEHMS IIPAB MOJIb30BATEISIM:
. OTKPBITH OKHO HAacCTpOMKH IpaB nosib3oBateneil (Ilanens ynpasienus
AnmunuctpupoBanue | JlokanpbHas mnonuTuka Oe3zonacHocTH | JlokaiibHbIE

nonutuky | Haznauenue mpas moJib30BaTeis);

. UCKIIIOYUTh TpyINIy Mojp3oBaTeneil «Bce» w3 wyucna rpymm,
oOnagaronmx npaBoM «JlocTyIl K KOMIBIOTEPY U3 CETHY;

. HCKJIIOUUTH TMoJb3oBarenss «l'oCcTh» W3 4ucia IOJIb30BaTEIIEH,
o0naaronmx MpaBoM

«JIOKanbHBIN BXOJ B CUCTEMY»;

. no6aButh rpymnny «Hauumnaromue —monib3oBaTenuW» K - CIHUCKY
MoJIb30BaTelNel, o0naaatomux npaBoM «JIokanbHbINA BXOJ B CUCTEMY»;

. BKJIIOYUTh B OTYET O JiabopaTOpHOW paboOTe KOMUU DSKPAHOB,
WCMOJIb3YEMbBIX TMPU HA3HAYCHUU MpPaB MOJb30BATEISIM, U CBEACHHUS O MOPSIKE
BBITIOJIHEHUS ATUX JICHCTBUM;

. c momomplo pasnena crnpaBku Windows «Ha3naueHue tipaB
M0JIb30BaTElIsH BKIIOYUTH B OTUET O JIAOOPATOPHOU paboTe MOSICHEHUST OT/ACIbHbIX
NPUBWIETUH MOJIb30BaTeNe cucteMbl. O0s3aTeIbHO OTBETUTH HA BOMPOC, TOUYEMY
MCIIOJIb30BaHUE IAHHOTO MPaBa JOJKHO ObITh OTPAHUYCHO.

4. OcBouTh ompenereHue MNapaMeTpoB TMOJUTUKU OE€30MacHOCTH,
OTHOCAIIUXCS K AayTeHTU(HKAMM W aBTOPU3AIMHM  TOJb30BaTeNel  mpu
MHTEPAKTUBHOM BXOJIE:

. OTKPBITh OKHO OTPENETICHUS MapaMeTpoB O€30MacHOCTH ISl MapoJieh
(ITanens  ympaBnenuss | AnxgmuHuctpupoBanue | JlokanpHas  mOJMTHKA
oe3onacHoctH | [TonuTuku ydyernsix 3anucelt | [lonutuka naposeit);

. BKJIIOYUTh B OTYET O JAa0OpaToOpHON paboTe CBEACHUS O TMOPSIKE
HAa3HAYECHUSI MAKCUMaJIbHOIO U MUHUMAIIBHOTO CPOKOB JAECHCTBUS NMAPOJIENH U OTBET
Ha BOIIPOC O CMBICIIE MOJOOHBIX OTPAHUYCHHII;

74



. BKJIFOYUTh B OTYET O JAOOpaTOpHON paboTe CBEICHHUS O TMOPSIKE
HAa3HAYCHUS MUHHUMAIBHOW JJIMHBI M OrPAaHUYCHUN Ha CIIOXKHOCTh MApOJIeH, a
TAaKK€ OTBETHl HAa BOMNPOCHI, KakKME€ W IO0YeMy TpeOOBaHUSA IO CIIOKHOCTH
NPEABABISIIOTCA K MAapoJisiIM B onepaunoHHo cucreme Windows (¢ MOMOIIBIO
CIIPaBOYHOU MOJICUCTEMBI);

. BKJIIOYHTH B OTYET O JAOOpPATOPHON paboTe CBENECHUA O Ha3HAUCHUU
napaMeTpoB «TpeboBaTh HEMOBTOPSIEMOCTH MapOJiei» U «XpaHUTh Mapojid BCEX
noJib30BaTesie B JOMEHE, HCHOJb3ysd oOparumoe mudpoBaHue» (C MOMOIIBIO
crpaBku Windows);

. BKJIIOYUTHh B OTYET O JTAOOpATOPHON paboTe KOMUU SKPaHHBIX (HOpM,
UCMOJIb3yEMBIX TIPU  OINpPEAEICHUM IapaMeTpoB TMOJIUTHKH O€30MacHOCTH,
OTHOCSIIIIUXCS K TapOJIsIM;

. OTKPBITh OKHO OTIpeIeNICHUs] TapaMeTpOoB 0€30MaCHOCTH AJIsl TOJIUTUKU
OomoxupoBkH yueTHbIX 3anuced ([lanmenp ympaBinenust | AIMHUHHCTPUPOBAHHE
JlokanpHas monuTHka 6e3omacHoctu | [lomutuku ydetHeix 3amuceit | [lonmutuka
OJIOKUPOBKH YUYETHBIX 3aIUCE);

OTtuer
OTueT I0MKEH COEePKATh:
HauMEHOBaHUeE paboThI;
1eJIb PaboTHhI;
3a/1aHuE;
MOCJIEIOBATEIHLHOCTD BBITTOJIHEHHS paOOTHI;
OTBETbI HA KOHTPOJIbHBIE BOIPOCHI;
. BBIBOJI O MPOJICTITaHHOM padoTe.
KonTpoJibHBIE BONIPOCHI

1. Komy MoxeT ObITh pa3pelieH JOCTyI [0 YTCHHUIO W IO 3amucu K 0aze
YUETHBIX 3aIMCEN MOJIb30BATENECH?

2. Kak J[OJKHBI XpaHUThCA Mapoiad B 0a3e yYEeTHBIX 3amucei
IIOJIb30BaTENEH?

3. B dem cmbicn oObeAMHEHUS MTOJIB30BATENEH B IPYIIIIbI?

s W
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IpakTnueckoe 3ansaTue 20. HacTpoiika nNoJMTHKH Y4eTHBIX 3aNHUCEI.

Ileab padoThl: HACTPOWUTH MOJUTHUKY YYETHBIX 3aIIMCEd MU MUHUMAJIBHYIO
JUIMHY apOoJIs JUIsl IOJIb30BATEIIS.

OO6opynoBanme: yuyeOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

Hactpoiika nonutuku naposnen

[Tonutrka maposeil MO3BOJISIET MOBBICUTH OE30MACHOCTh CUCTEMBI IMyTEM
yHOPSIOUEHHUS Tpoliecca co3/laHus U OOHOBJIEHUsl mapojeil. Bel MoxeTe 3aaaTh
NEPUOJUYHOCTh H3MeHeHus maposis. CMeHa mapojisi CHUXKAET BEpPOSTHOCTD
HECAaHKI[MOHUPOBAHHOI'O JOCTyNa K cucreMe. [laxke eciu 3I0yMBIIIJICHHUK Y3HAET
UMS ¥ TapoJib YYETHOW 3alMCH I0JIb30BATENs, MOCIE OUYepeaHON 00s3aTeabHON
CMEHBI ITAPOJISI OH HE CMOKET BOWTHU B CUCTEMY.

Kpome 3Toro mMoxHO 3a7aTh MUHUMAJIbHYIO JJIMHY Haposst. Yem JUiMHHEE
apojib, TeEM CJIO)KHee ero mnogoOparte. Emie onuH MeTon - BeleHHE HCTOpUU
naposei. Ecaum ero mpuMEHUTh, MONb30BaTEIb HE CMOXET 3aBECTU cebe JBa
NapoJisi U BBOJUTH UX MOMNEPEMEHHO.

JUiss HaCTpOMKM TMOJMTHUKHU TMapoJied Ha KommbioTepe ¢ Windows ciykar
ocHactku Group Policy (I'pynmoBas mnonutuka) u Local Security Policy
(JlokanpHas mnonutuka Oe3omacHocTH). JlJis HACTPOMKM MOJMTUKU Tapojedl B
KoHcoJIU [ pynmoBbie MOIUTUKHA HEOOXOAUMO:

1. Cozmate B MMC (Microsoft Management Console) qOMOTHUTENbHYIO
ocHactky Group Policy.

2. TlocnmenoBatenbHo pa3BepHyTh mnanku Local Computer Policy
(Jloxanpnas momutuka Oe3omacHoctu), Computer Configuration (YmpasieHue
koMmmbroTepoM), Windows Settings (Ilapamerper Windows), Security Settings
(ITapameTtprr 6e3omacHoctu), Account Policies (ITomuTuku ydeTHBIX 3amuceit), a
3ateM 1ienkHyTh Password Policy (ITonuTuka napoieit).

3. BbiOpaTh mnapameTpbl, KOTOpble HEOOXOJWMO 3aJaTh, U 3aTE€M B
MeHro Action (ZlelicTBue) menkHyTh Security (besonmacHoCTb).

B mpaBoii o0OnacTu OKHa MOKa3aHbl TEKyIIME 3HAYEHHs MapaMeTpoB
ITOJIATUKU TTApOJIEH.

ITapamerp Onucanne
Enforce 3ajmaeT 4uCI0 Maposed, XpPaHUMBIX B HCTOPUU, U
[pUHUMAET 3HauYeHuss B auanazoHe ot 0 go 24.
Password History3nauenue 0 (M0 yMONTYaHUIO) yKa3bIBaeT, YTO BEJACHHE
(Brirounth BEJICHUENCTOPUU MTAPOJIEN OTKIIOYECHO. 3HAYEHHUsI, OTJIIMYHBIE OT|
MCTOPUHU MapOJIei) 0, YyKa3pIBalOT, CKOJIBKO HOBBIX IapOJIEM JIOJKEH]
BHIOpaTh TMOJIL30BATENIb, IMPEXKIE YEM IOBTOPHO
MCIIOJIb30BaTh
CTapbIM.
Maximum Password AgeYka3biBaeT, CKOJIBKO JHEH MOXKHO IOJb30BATHCS
(MakcuManbHBbIH CPOKIIApOJIEM, HE MEHSA €ro. 3HaUYEHHUE 3TOr0 apaMeTpa o

76



JleiicTBUs TapoJis)

YMOJIYAHUIO - 42, a 1rana3oH JO0IYCTUMBIX 3HAYEHUH -
oT 0 10 999. 0 yka3siBaer, 4To
[apoJib MEHSATh HE 003aTEIBHO.

Minimum Password Age
(MuHUMaNbHBINA

cpok JlericTBuUs Tapois)

YKa3bIBa€T, CKOJBKO JHEW MOJIb30BAaTEIb MOXKET
BBOJIUTH TAPOJIb, MPEXKJE YeM IOJYUYUT MPaBO CHOBQ
€ro CMEHHUTb. JTO HYXKHO MJii TOr0, YTOOBI MOCIHE
OOHOBJICHUSI TAPOJIS TOJIb30BAaTElIb HE MOT TYT K€
3aMEHUTH €T0 CTAPBIM.

Jlnana3oH JOMyCTUMBIX 3HaueHuid - ot 0 mo 999.
3HaueHue

0 (mo yMoOJIYaHMIO) YKa3bIBAa€T, YTO MAPOIb MOXKHO
CMEHHUTh HemejuieHHO. Ecnu uctopust maponed He
BeJIeTCsA, 3aJaBaTh 3HaueHue 0 Henb3ss. MuHMMAaJIbHBIN
CPOK JEHUCTBUSI TMapoyisi JOJDKEH OBbIThb MEHBIIIE
MaKCHMAaJIbHOTO CpPOKa JACHCTBUS.

Minimum Password

Length
(MunumaspHast
apoJisi)

JUIAHA

3a/aeT MUHUMaJIbHOE KOJWMYECTBO 3HAKOB B IapoJie.
Jlonyctumbie 3HadeHus - oT 0 10 14 BKIIOUMTENBHO.
3HaueHue 0 (MO0 yMOJIYaHUIO) YKa3bIBa€T, YTO IAPOJIH
He TpeOyeTcsl.

Passwords Must Meet
Complexity Requirements
(ITaposu JIOJKHBI
OTBeYaTb  TpeOOBaHUSIM
CJIO’KHOCTH)

[I[pyHuMaeT OJHO W3 JBYX 3HAYEHUM: BKIIOYEH (110
YMOJIYAHUIO) WK OTKJII0YEH. Eciu mapaMeTp BKIIOUYEH,
JUIMHA TapoJii JOJKHA OBbITh paBHA WM OOJbIIE
MHUHUMAaJIbHOM JJIMHBIL, & CaM I1ApOJb - COOTBETCTBOBATH
KOH(UTypallu HUCTOpPUM TApOJed M COCTOATh U3
3arjaBHbIX OyKB, LHM(pP WIK 3HAKOB MMyHKTyaluH.
Kpome TOro, maposb HE MOXKET COIEPKATb HMEH
YYETHOM 3alucu U

[10JIb30BaTEIs.

Store Password  Using
Reversible Encryption For
All Users In The Domain|
(XpaHnutb mapoau  BCeEX
M10JIb30BaTE/IC B JOMCHE,
MCIIOJIb3YSI o0paTumoe
muppoBaHue

[IpyHMMaeT OOHO W3 JABYX 3HAYEHHMM: BKIKOYEH WIIU
OTKJIIOUEH (M0 yMOJIYaHHIO). XpaHEHUE Mapojed ¢
[IpUMEHEHUEM OO0paTUMOro mudpoBaHus I BCEX|
mosib3oBaTesnied  gomeHa — mo3Bojisier  Windows
MCIIONB30BaTh UX, Hampumep B mpotokone CHAP
(Challenge Handshake Authentication Protocol),
oOpatumoe mmdpoBaHue) Bo3MOXKXHOCTH CYIIECTBYET
TOJIbKO Ha KkommbloTepax ¢ Windows Professional,

BKJIIOUCHHBIX B COCTaB JOMCHA.

Jlsis BBIOpaHHOTO TIapaMmeTpa OTKpoeTcsl auanoroBoe okHO Local Security
Policy Setting (ITapameTps! TOKaTBHOM MOTUTHKNA OE30TTACHOCTH).
Hacrpoiika no1uTuKN 0JI0KMPOBKH Y4€THBIX 3anuceil
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[ToBbICHUTEH 6€30MACHOCTH CUCTEMBI MO3BOJISIET TAKXKE MOJIUTHKA OJOKHUPOBKU
YUETHBIX 3aluCced, KOTOpas 3aKpbIBAET MOJIb30BATENIO JOCTYIl K YYETHON 3amucu
NP HACTYTIJICHUH OIPENICICHHBIX YCIOBUH.

OTy MONMUTHUKY MOKHO HAacTpamBaTh M3 OCHAacTKM ['pymnmoBas MmonMTHKa,
6o B okHe Local Security Policy Settings - xkak npu HacTpolke MNOIUTHKA
MapoJeu.

IlapameTtp Onucanue

Account Lockout DurationYka3biBaeT, CKOJIbKO MUHYT Y4YE€THasl 3alKCh OYJET

(ITpomomKUTENHHOCTD omokupoBana. Ecnu 3nauenue paBHo 0, yueTHas

OJIOKUPOBKU Y4eTHOMBAUCH MOJIb30BaTeNsl OyneT OJOKUPOBaHA B TEUCHUE

3aIncH) HEOTPEICJICHHOTO BPEMEHHU, IMOKa aJIMHHHCTPATOP
He pa3onmokupyeT ee. Jlomyctumple 3HaueHus - ot 0
no 99999 mMuH. (MakCMMajabHOW 3HAY€HHE, PAaBHOE
99999 mMuH., 4TO cocTaBigeT nmpumepHo 69,4
TTHS).

Account Kom4ecTBO HEyAa4HBIX TMOIBITOK, MO JOCTH)KCHUH
KOTOpPOrO  BCE  JajbHEWIIUWE TOMBITKH  OyayT

Lockout ThreShOId‘OTKHOHHTBCH. 3nauenue (0 OTKIIOYAET MEXaHU3M|

(MaxkcumanbsHOe YHUCIJIO0JIOKUPOBKH, TO €CTh yUeTHas

HEY/TauHbIX MOMBITOK) 3aMich HUKOTAA HE OJOKUPYETCsS, HE3aBHUCHUMO OT
YKCJIa HEYAUYHbIX MOMBITOK BOUTH B CHCTEMY.

Reset Account 3agaet CpPOK (B MHH.), IO HUCTEYEHUHU

Lockout KOTOPOro  cOpachIBaeTcsi  CYETUYHK

Counter  After (YacroTaHeyaauHbIX MOMNBITOK. JlomycTrmbie

cOpoca 3HaueHus - oT 1 10 99999.

cUeTUrKa HEYTaYHbIX

OMBITOK)

Hacrpoiika napameTpoB 0e301acHOCTH

1. BoikiI0ueHHe KOMIbIOTEpPa, He Tpedylwilee BXoAa B
cucTemy

[To ymomuannio B Windows Professional, 9To0bl BBIKIIIOUNTH KOMITHIOTED
MOJIb30BATENII0 HE 0053aTebHO BXOAWTH B CHCTeMy. Bmpodem, mnapameTpbl
pETHCTpalli TIO3BOJISIOT OTMEHHUTh TAaKOE TOBEICHHE U TMOTPeOOBATh, YTOOBI
MOJIb30BATEIM BOIIIM B CHUCTEMY TEpel TeM, KaK BBIKIIOYUTH KOMITBIOTED.
[TonmyunTs nocTyn K mapamerpam 0e30macHOCTH MOXKHO B ocHacTke Group Policy
(I'pynmoBasi moyiMTHKa), TaKk >K€ KaK IPH HACTPOWKE IapaMeTPOB TOJUTHKH
yueTHbIX 3anuceid. OTkpbiB ocHacTKy Group Policy, mocnenoBarenbHO packpoiTe
y3nbel  (Ilonmutuka nokansHOM Oe3omacHoctu), 3ateM Computer Configuration
(ITapametprr kommbioTepa), Windows Settings (Ilapamerpsr Windows), Security
Settings (ITapameTrpsr 6e3omacHoctr), Local Policies (JIokanbHBIE TTOMUTHKH), a
3areM Security Options (I[TapameTpsl 6e30maCHOCTH).

2. OuncTKa CTPAaHMYHOIO (pailjia BUPTYAJIbHON NAMSATH
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NPH BBIKJIIOYEHUH CHCTEMBI.

[lo ymomyanuto mnpu BbeIKIIOYeHMH cucteMbl Windows Professional ne
OYUIIAET CTPAaHUYHBIN (haiil BUPTyaldbHOW MaMsiTH. B HEKOTOpBIX OpraHu3alusix
ATO pacCMaTPUBASTCS KaK HAPYIICHUE MPaBUil 0€30MaCHOCTH, TOCKOIBKY JOCTYI K
JaHHBIM 3TOTO (aiiyia MOTYT TMOJYYUTh TOJIB30BATENIM, HE TOMYIICHHBIC K HUM.
UToOBbl OTKIIIOUUTH 3Ty BO3MOXKHOCTb, OTKpoWTe ocHacTky Group Policy
(I'pynmoBasi monuTuka), mnociefoBaTesibHO packpoite y3iael Local Computer
Policy (JloxanbHasi monutuka Oe3omacHocTH), 3areM Computer Configuration
(ITapametpsr kommbroTepa), Windows Settings (Ilapametrpsr Windows), Security
Settings (ITapamerpsl 6e3omacHoctu), Local Policies (JlokanpHasi monuTuka), a
3arem Security Option (Ilapamerpsr Oe3omnacHoctu). [IpaBoit KHONMKOW MBIIIN
menkauTe Clear Virtual Memory Pagefile When System Shuts Down (Ouunctka
CTpaHMYHOTO (ailla BUPTYaTbHONW MaMSITH TPU 3aBEpIICHHH pabOTh) U B
KOHTEKCTHOM MeHI0 BbiOepuTe Security (be3omacHocTh). ITOT mapaMeTp MOXKET
OBITH JTMOO BKIJIIOUCH, JIHOO OTKIIIOYCH.

3. PeryimpoBanue Ha:xxatusa kiaasuml CTRLAALT+DEL
IJIsl BX0/J1a B CHCTEMY

ITo ymomuanuto Windows Professional He TpeOyer, 4ToOBI MOJIB30BATEIN
Haxxumaiu Ctrl+Alt+Del ans Bxona B cuctemy. [IoBBICUTE 6€301MaCHOCTh CUCTEMBI
MO>KHO, N3MeHUB Takoe mosenenne. Haxarue Ctrl+Alt+Del - coueranust knaBui,
KOTOpOE pacro3Haercs Toiabko Windows, rapaHTupyer, napoJiib nonajeT MMeHHO B
cuctemy Windows, a HE B TPOSIHCKYIO MpOrpamMMy, KOTOpasi MOKET MepeXBaTUTh
napoib. M3MeHuTh moBeneHHWE cucTeMbl MOXKHO B ocHactke Group Policy
(I'pynmoBast monutuka). Jlydine BCero OTKIIOYUTH HEOOS3aTEIbHOCTh HAXKATHUS
Ctrl+Alt+Del, uToOb1 Tpy BXOJIe B CUCTEMY MOJB30BATENN BCETAa HAXKUMAIIA STO
COUYETaHWE KIIABHIIL

4, CkpbiTHE IMEHH TOCJIeTHETr0 YCIENIHO BOLIEIIEro B CUCTEMY
noan3oBarenss I[lo ymomuanuto Windows Professional otoOpaxaer wums
MOCIICHETO BOULIEAIIETO B CUCTEMY TOJB30BaTENs B IuanorooM okHe Windows
Security (be3zonacnocts Windows) win Log On To Windows (Bxoa B Windows).
DTO MOXET C€O03/aTh yrpo3y OE30MacHOCTH, TaK KaK HWMS YYETHOW 3alucH
CTaHOBUTCS JIOCTYITHBIM TIOCTOPOHHEMY ITOJIb30BATENIO0, IPH  3TOM
HECaHKIIMOHUPOBAHHO MPOHUKHOBEHUE B CUCTEMY CYIIIECTBEHHO 00JIeryaeTcs.

UtoObsl BKIIOYUTH 3Ty (QYHKIMIO U MPEJOTBPATUTH OTOOpa)KeHUE
nosb3oBatensa, B ocHacTtke Group Policy mocnmenoBaTenbHO packpoWTEe Y3JIbI
(Jloxanpnass monutuka Oe3omacHoctu), 3arem Computer Configuration
(ITapametpsr kommnbioTepa), Windows Settings (ITapamerpsr Windows), Security
Settings (ITapamerpsr 6e3omacHoctH), Local Policies (JlokampHas monuTHka), a
3arem Security Options (ITapamerpsr O6e3onmacHocTr). B mpaBoii obGiacTu okHa
menkauTe npaoit kHonkoit Do Not Display Last User Name In Logon Screen (He
omobpadxcamv NOCieOHe20 UMEeHU Noavb3ogamens 6 ouanoze 6xo0d) WU B
KOHTEKCTHOM MEHIO BbIOepuTe Security (beszonacnocms), a 3aTeM OTKIIOUHUTE 3Ty

GyHKLHIO.
IIpakTHYeckas 4acTh:
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1. HacTpoliTe MOIUTUKY YYETHBIX 3alCceil Ha KOMIBIOTEPE U yOeTUTECH,
YTO: JAHHBIEC MTAPAMETPbI BCTYIUIN B CUITY.

2. Hacrtpoure MHUHUMAJIBHY IO IUTUHY apoi, a 3aTeM
MO3KCIIEPUMEHTUPYUTE C JJIMHON Maposisi, 4yToObl yOEIUTHCS, YTO BBHIOPAHHBIE
napameTpbl BCTYIWIH B CHITY.

3ananue 1: HacTpOMKA MUHUMAJILHOM JJIMHBI NTAPOJIA

1. Boiigute B cuctemy Tnoja  ydeTHOM  3amuchio  Administrator
(AaMuHUCTpATOD)

2. B koncomu MMC co3pgaiite AOMOJHUTEIbHYI) KOHCOJIb C OCHACTKOU
Group Policy (I'pynnoBasi moJuTuKa).

3. OtkpeiB koHcosb Group Policy, mocnenoBaTelbHO LIEIKHUTE Y3JIbL:
(Jloxanpnas monutuka Oe3omacHoctu), (Ilapamerpsl kommbioTepa), Windows
Settings (ITapametpsiWindows), Security Settings (ITapameTtpsl 6e3omacHOCTH) U
(ITonmuTukH y4eTHBIX 3anuceit).

4. B nepese xoHconu menkauTe Password Policy (ITonutuka maponeit).

5. B mnpaBoil maHenu MIETKHUTE NpaBOM KHOMKOM MbIIM Minimum
Password Length (MunumanbpHast JuiMHA maposisi) U BBIOEPUTE B KOHTEKCTHOM
MeHio Security (bezonacHocTb).

6. B mone Characters ([lninna maposs) BBeaure 6 u menkaure OK.

7. 3akpoute okHO Local Security Settings (Ilapamerpsl JsoKkanbHON
0€30MacHOCTH).

3aganue 2: npoBepbTe, U3MEHUJIACH JIM MUHUMAJIbHAS JIJIHHA TTApOJIs

1. Haxmure Ctrl+Alt+Delete, a 3arem B jgumanoroBoM oxHe Windows
Security (be3onmacHocte Windows) menkaure Change Password (M3meHuTh
MapoJib).

2. B mone Old Password (Crapsriii maposib) BBenute password, a B mojs
New Password (Hossrit mapons) u Confirm Password (IToaTBepknenue) BBeaute
water.

Nudopmarmonnoe okno Change Password (M3meHenue napoJis) cOOOIIHUT,
YTO HOBBIM Napojb JOJDKEH COJAEpX aTh HE MEHEe IIEeCTH CHUMBOJIOB. Takum
oOpa3zoM, napametrp Minimum Password Length HacTpoen BepHo.

3ananue 3: Hacrtpoiite oTaenbHbIe NMapamMeTpbl MOJUTHKH YYETHBIX
3amucei, a 3aTeM MpPoBepPbTE MPABUJIBHOCTH HACTPOMKH.

1. C momomipto ocHactku Group Policy (I'pynmoBasi monuTuka) 3amaiite
napaMeTpbl MOJUTUKH YUETHBIX 3aIHCEH:

o TOJIb30BaTeNb JOHKEH CMEHUTh MHUHHMYM IISITh HapoJied, MpexJe yem
MOBTOPHO IPUMEHUTH CTaphblii;

o TIOCNie OOHOBJICHHS MapOJIsl MOJIb30BATEIh MOXKET €r0 CHOBA CMEHUTH HE
paHee, uem yepes 24 yaca;

o TOJb30BaTEIb JIOJDKEH MEHATHh Mapojib Kaxaple Tpu Henenu. Kakue
napameTpbl BaM MOHaJ00MINCh, YTOOBI BBIIIOJIHUTD TPEOOBAHUS 3TOTO CIIHUCKA?

2. 3akpoiite ocHacTky Group Policy.

3ananue 4: yOeaurechb, YTO HOBbI¢ NMapaMeTpPbl NMOJUTHKH YYETHBIX
3anmceii padboraoT
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1. Boiigure B cucteMy noja umenem Userd u naposiem User4. [Ipumedanue:
Ecmu amanoroBoe okHo Logon Message (CooOmieHne cucTembl) cOOOmUT 00
OTMEHE Tapojs dYepe3 ONPENCICHHBIM MTPOMEKYTOK BPEMEHU W TMPEIIOKHUT
CMEHUTH Napodib, menkuute No (Her).

2. W3menure naposib Ha waters. [Tomyuuiock i 310? O0BsICHUTE TTOUEMY?
N3menute naposs Ha papers. [lonyuunocs mu 310? O0bsicHuTE ouemy? 3akpoiite
BCE OKHA U BBIHUTE U3 CUCTEMBI.

3apnanue 5: Hacrpoiite mapaMeTpbl NOJUTHKH OJOKHPOBKH YYeTHBIX
3anucel u yoeauTechb, YTO U3MEHEHHUS BCTYNWIN B CHITY.

1. Boiinure B cuctemMy 1moj  ydeTHOM 3amuckio  Administrator
(AnMuHHCTpATOD).

2. Packpoiite mento Ilyck\[IporpamMmMbl\AIMUHUCTPHpPOBAHUE, a 3aTEM
mienkauTe Group Policy (I'pynmnoast monuTuka).

3. B nmepese xoncomu Group Policy mocnenoBatenbHO pacKpoOWTE Y3IIbI:
(JloxanpHass monmtHuka Oe3omacHocTH), (YmpaBieHue KoMmmbroTepoMm), Windows
Settings (ITapametrpsr Windows), Security Settings (ITapameTpsl 6e30macHocTH), a
3areM Policies (IToqUTHKM yYETHBIX 3amucei).

4. enxuure Account Lockout Policy (Ilonutrka GJIOKMPOBKH YYETHBIX
3amnucein).

5. Hacrpoiite mapametrpsl Account Lockout Policy Tak, 4ToObl: y4yeTHas
3aMKch MOJIb30BaTENsI OJIOKUPOBAIACH MTOCIIE YETHIPEX HEYAAYHbIX MOIMBITOK BOUTH
B CUCTEMY;

6. Ppa30JIOKKMPOBATh YUYETHYIO 3aIMMCh MOT TOJBKO aIMUHUCTPATOP.

7. Bpiigure U3 CUCTEMBL.

3ananue 6: mnpoBepbTe BCTYIJIEHHE B CWJIY HOBBIX NapaMeTpoB
NMOJIMTUKM OJIOKHUPOBKHU YUYETHBIX 3anucei

1. Yerslpe paza nomnpoOyiTe BoWiTH B cucteMy kak User4 c maposeM
papers. MHpopManmoHHOE OKHO COOOUIUT O OJIOKMPOBKE YUETHOM 3aIIUCH.

2. Illenknure OK wm BoWauTe, B CHUCTEMY NOJ YYETHOM 3alHUCHIO
aJIMUHHACTPATOPA.

3ajanue 7: HACTpoOWTE M MPOBEPbTE MapaMeTPbl 0€30MACHOCTH

1. Boiigure B cucreMy 1o  yderHoM  3amucu  Administrator
(AamuHuCTpaTOD).

2. Packpoiite mento Ilyck\[IporpaMMbl\A IMUHHUCTPUPOBAHHUE U ICIKHUTE
Group Policy (I'pynmnoBas monuTuka).

3. B nepeBe xoncomu Group Policy mo wmepe HeE0OXOIUMOCTH,
nocienoBaTenbHo  packpoute  y3mel  Local Computer  Policy\Computer
Configuration\Windows  Settings\Security ~ Settings (JIokampHas moNUTHKA
6e3omacnoctu\ Ilapamerpsr kommbioTepa\ Ilapamerpsr Windows\ mapameTpbl
Oe3omnacHocTh),a 3aTeM - Account Policies (IlonuTuky y4eTHBIX 3aniuceit).

4. HacrtpoiiTe mnoauTUKy O€30MaCHOCTM HAa KOMIIBIOTEPE TaK, YTOOBI
MOJIb30BATEIH:

e JIOJDKHBI OBUIM BXOJUTh B CHCTEMY, YTOOBI HMETh BO3MOXKHOCTH
BBIKJTIOUYUTH KOMITBIOTED;
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o J0JDKHBI OblTH HakuMaTh Ctrl+Alt+Delete mis Bxona B cucremy;

e« He cMornu yBuAeTb B okHe Windows Security uMs TOCIEIHETO
MOJI30BATEIS.

5. Breiiigure U3 CUCTEMBL.

6. OOpatuTe BHUMaHWE, YTO TEMEpb ISl PETHCTPAllUA HYXHO HaXaTh
Ctrl+Alt+Delete.

7. Haxwmure Ctrl+Alt+Delete.

8. B muanmoroBom okne Log On To Windows (Bxon B Windows) nosnie User
Name (ITonw3oBatenp) myctoe u kHomka Shutdown (BwIkTiOuNMTH) HEaKTHBHA.
Ecnu Bbl He BunuTe kHOTKy Shutdown, menkuure Options (Ilapamerpsr).

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3aJlaHue;
TIOCJICTIOBATEIHPHOCTD BBHITTOJTHEHHS paOOTHI;
OTBETHI HA KOHTPOJILHBIE BOTIPOCHI,
BBIBOJI O MIPOJIEIAaHHOM padoTe.
KonTposbHbIe BOnpochl

1. 3adeMm 3acTaBiATh MOJIB30BATENEN MEHATH NAPOJIb?

2. 3auyeM mpoBEPATH JJIMHY Napoei?

3. Jlns yero Hy>kHaA OJIOKMPOBKA YYETHBIX 3aIHUCEH?

4. Tlouemy >kenaTeNbHO TpeOOBaTh, YTOOBI TMOJIH30BATEIN HAKUMAIIH,
Ctrl+Alt+Delete nepen Bxonom B cucteMy?

5. Kak mpemoTBpaTuTh 0TOOpa)K€eHWE MMEHU IOCJIEIHETO IMOJIh30BaTENsl B
muanoroBeix okHax Windows Security (besomacroctes Windows) u Log On To
Windows (Bxox B Windows)?

AN
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IIpakTnueckoe 3anaTue 21. Hacrpoiika mapamerpoB 0e30IaCHOCTH
ONEePAUMOHHBIX CHCTEM.

Heap padorbl ycranoButh B BIOS Setup mapamerpsl, oOecrieunBaromniye
0€301acHOCTb CHCTEMBI.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernyeckue 0CHOBBI

BIOS. Ilocne BKIIFOUEHUSI KOMIIBIOTEPA MPOLIECCOP HAUMHAET CUUTHIBATH U
BBITIOJIHATh MUKPONPOTpaMMbl, KOTOpble XpaHsaTcs B Mukpocxeme BIOS (Basic
Input/Output System — 6azoBasi cucrema BBoAa/BbiBoAa). [Ipexkae Bcero HaunHaeT
BeINONHATECA Tporpamma TectupoBanHusi POST (Power On Self Test), koTopas
npoBepsieT padoTOCIOCOOHOCTh OCHOBHBIX YCTPOMCTB KOMIIBIOTEpA: MpOIeccopa,
BHJIC0AQ/IaNTEPA, ONEPATUBHOW MAaMSTH, I[OCIEAOBATENbHBIX M IApAJUIEIBHOTO
MOPTOB, AUCKOBOJIOB, KOHTPOJUIEPOB KECTKUX JINCKOB U KIIABUATYPHI.

B cnydae oOHapy:KeHHsI HEHCIIPABHOCTEMN BBIIAIOTCS MOCIEAOBATEIBHOCTH
KOPOTKMX M JUIMHHBIX 3BYKOBBIX CHTHAJOB, a I[IOCJI€ WHULMAIU3aLUN
BUJIC0a/1aNTepa MPOLIECC TECTUPOBAHUS OTOOPAXKAETCS HA SKPaHE MOHUTOPA.

3ananue:

«BIOS u 3arpy3ka onepauMoHHON CHCTeMbI». BKIIIOUNTh KOMIBIOTEP U
HaA0JII01aTh MPOLIECC 3arpy3KU ONepauoHHOM cucTteMbl. C MOMOIIBIO TPOTPaMMBI
BIOS Setup mnpousBecTH yCTAaHOBKY HOBBIX TapaMeTpoOB KOHQUTYpaluu
KOMITBIOTEPA.

B HekoTophIX ciy4asx TOsIBICHHE COOOIIEHUsT 00 OmHMOKE CBSI3aHO C
3a0BIBUMBOCTBIO TOJIb30BaTeNss. Hampumep, B cilydae MOSBICHHUS COOOIIEHUS
Invalid Boot Diskette (HeBO3MOXHO 3arpy3uThb ONEPAIMOHHYIO CHCTEMY C
JOUCKETB) JUISl  TMPOJOJDKEHHUsS 3arpy3kd  HEOOXOAMMO TMPOCTO  H3BJIEUb
HECHUCTEMHYIO TUCKETY U3 JUCKOBOJA.

B mnpounecce tectupoBanus BIOS cpaBHHMBaeT mnomydaeMmble JAaHHBIE O
KOH(Urypauuu KommbloTepa ¢ uH(opmanuen, xpanswmeics B CMOS -
CHenuaibHOM MUKpPOCXEME MaMsTH, PACHOJI0KEHHOM Ha cUcTeMHOM ruiare. Eciu
JTAaHHBIE HE COBIAJAIOT, TO MosiBNsgeTCs coobmenue CMOS System Option Not Set.
B arom cityyae HeoOxoaumMo ¢ momoisio yTuiauTsel BIOS Setup yctaHoBUTH HOBBIE
KOH(UTYpallUOHHBIE MapaMETPHI.

JlJis TipaBUIIBHOM YCTAHOBKHM JaThl, BPEMEHM M TapaMeTpOB >KECTKUX U
T'MOKUX IUCKOB HEOOXOIMMO HCIOIL30BaTh aHenb STANDARD CMOS SETUP
(CranmapTHast yCTaHOBKA).

C nomounpto nanenu BIOS FEATURES SETUP (IlonHast ycTaHOBKa) MOHO
YCTaHOBUTH 3AIIUTY OT 3apa)K€HUs BUPYCOM 3arpy304YHOTO CEKTOpPa CUCTEMHOIO
nucka. byner 3a0i0kMpoBaHO JH000€ HM3MEHEHHE 3arpy304HOrO CEKTopa W,
MIO3TOMY, IPU NEPEYCTAHOBKE WJIM YCTAHOBKE OMNEPALMOHHON CHCTEMbI 3aIIHUTY
HE0OXOMMO CHUMATb.

JIis ipetoXpaHeHus TaHHbIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIA MOXHO C
nomouipo BIOS Setup ycTaHOBUTB Mapoab Uil BXOA B CUCTEMY WJIM B YCTAHOBKY
KOH(UTYypallUOHHBIX TapameTpoB. (O0s3aTeNbHO XOPOUIO 3allOMHUTE WM
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3alMIIATE Mapojib, T.K. B CIydae €ro yTepH BXOJ B CHUCTEMY CTaHOBUTCS
HEBO3MOXKHBIM (COpOC Maposisi BO3MOXKEH TOJIBKO amlmnapaTHO, MyTeM OTKIIIOUEHUS
Mukpocxembl CMOS 0T HCTOYHHMKA MUTAaHUS — aKKYMYJISTOpA).

3arpyska onepauuonHou cucremsl. Ilocne Toro kak POST-TectnpoBanue
ycremHo 3aBepmaercs, BIOS mpucrymaer k mOMCKYy HOpOorpamMbl-3arpy3duka
Master Boot onepanmonnoii cucrembl. CoBpemeHHble Bepcun BIOS mo3Bossror
3arpy>kath ONEPAlMOHHYIO CUCTEMY HE TOJBKO C TMOKUX U KECTKHUX JIUCKOB, HO U
¢ muckoBonoB CD-ROM, ZIP u LS-120. Ecin nporpamma-3arpy3uuk HanzeHa,
OHa MOMEIIAEeTCs B ONEPATUBHYIO MaMsTh, 1 HAYMHAET MPOIECC 3arpy3Kku ¢Gaisios
OTEepPallMOHHOMN CHUCTEMBI.

CucremHas KOHQUTypalus U 3arpy3ka JApaiiBepoB yCTPOMCTB MPOU3BOAUTCS
MyTeM TMOCeA0BaTeIbHON 00paboTku KOHGUTYyparmoHHBIX ¢ainoB. CHavana
oOpabatpiBaroTcst daiibl config.sys u autoexec.bat, ocraBimmecs B omneparuoHHON
cucteme Window 95/98 or MS-DOS. 3arem oOpabarbiBaroTcs (haiiiiel system.ini u
win.ini, KOTOpbIE OCTAJIUCh OT ONeparroHHoi cucteMbl Windows

3. X. Jlanee 3arpyxarOTCsi 3JIEMEHTBI, HaXOJSIIMECS B  MEHIO
ABTO3arpy3kKa.

3ananue:

1. Bxmounth  koMmmbpioTep.  HaOmiomate  mpouecc — TeCTUpOBaHUS
KOMIIbIOTepa. B cilyyae BOZHMKHOBEHUS 3BYKOBBIX CHTHAJIOB WJIM COOOIIEHHUI 00
OLIMOKE YCTPAHUTH HEUCTIPABHOCTb.

2. Jns Bxoma B BIOS Setup B mpoliecce TeCTUpOBaHUSI HaXaTh KIABUIILY
{Del}. Ytunuta umeer unHtepdeiic B BHJIE CUCTEMbl HEPAPXUUECKOTO MEHIO,
IIEPEMEIICHHE 110 KOTOPOMY MPOU3BOJUTCS € MTOMOILBIO KIaBUII CO CTPEJIKAMHU.

3. ¥YcranoButh Kypcop Ha nyHKT mMeHI0 STANDARD CMOS SETUP u
HaXaTh KJIABUIITY

{Enter}.

4. Ha mnosBHBIIEHCA MNaHENM YCTAHOBUTb KypCOp Ha  DJIEMEHT
KOH(UIypallMOHHBIX JIaHHBIX (BBIAEISETCS LBETOM) M C IOMOLIBIO KJIaBUII
{PageUp} u {PageDown} ycTaHOBUTH TpeOyeMoe 3HaUCHUE MapaMeTpa.

5. ¥YcranoButb Kypcop Ha nyHKT MeHro BIOS FEATURES SETUP u
HakaTh KJIaBUIIY

{Enter}.

6. Ha mosBuBIIelCSs mMaHenu yCTAaHOBUTh Kypcop Ha  3JIEMEHT
KOH(UTYpallMOHHBIX JaHHBIX Anti-Virus Protection W ycTaHOBUTH 3HAYCHHE
Enable.

7. Ha manenu BIOS FEATURES SETUP BreiOpate myHKT Security Option
Y YCTAaHOBHTH 3HaUeHHE System win Setup.

8. OtkpeiTh manenb SUPERVISOR PASSWORD.

9. Ha mnossuBmeiica manenn ENTER PASSWORD BBectn mapons u
HaXaTh KJIABUILY

{Enter}.

10. TToBTOpHO BBECTH MAPOJIb ISl MOATBEPKICHUS €T0 MPAaBUIBHOCTH.

11. 3amycTuTh cinyxedHyto nporpammy Windows CBefieHuUst 0 CUCTEME.
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12. B okHe npusnoxenus BBectd koManay [Cepsuc-IIporpamma HacTpoiku
CUCTEMBI |.
13. Ha Bxianke OOmre MOXHO OTKIIOYUTHh 00pab0TKy KOH(UTYPAIIMOHHBIX
(aiinoB, a Ha APYrUX BKJIAJKaX O3HAKOMUTBCS C UX COJAEPIKAHUEM.
OTtuer
OTyeT JOJKEH coaepKaTh:
HauMEHOBaHUe paboThI;
11eJIb PaboTHhI;
3a/1aHuE;
MIOCJIEIOBATEIHLHOCTD BBITTOJIHEHHS pa0OTHI;
OTBEThI HA KOHTPOJIbHBIE BOIPOCHI;
. BBIBOJI O MPOJICTITAHHOM padoTe.
KonTpoJibHBIE BONIPOCHI
1. Yro takoe BIOS?
2. Kaxkue mapamerpsl 0TBeUaroT 3a 6€30MaCHOCThH?
3. UYto Takoe KOH(pUrypalroHHbIE (anibl?

RIS
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IIpakTnueckoe 3ansaTue 22. Hactpoiika napamMeTpoB 0€301aCHOCTH
Windows.

Heap padorbi: O3HAKOMUTHCS C MEXaHM3MAMHM ayTEHTH(UKALUU U
UJEHTU(UKAIIMY, JTOKAJbHBIMU MOJUTUKaMH O€30MaCHOCTH, BCTpoeHHbIMU B OC
Windows XP.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Teopernvyeckue 0CHOBBI

B cootBeTcTBUM C cepTU(MUKAIMOHHBIMU TPEOOBAHUSIMU K CHCTEMam
0€30MacHOCTH ONEPAMOHHBIX CUCTEM MPH MOAKIIOYEHUH MOJIb30BATENEH JOMKEH
pEaNM30BBIBATLCS ~ MEXaHW3M  ayTCeHTH(PUKANMH  W/WIH  UACHTH(PUKAIMH.
Nnentudukanus u ayreHTUPUKAIUS TPUMEHSIOTCS JUISI OTPaHUYEHHUS OCTYyIIa
CIy4allHBIX WJIM HE3aKOHHBIX CyOBEKTOB (MOJb30BaTENiel, MPOIIECCOB) K
HH(DOPMAITMOHHON CUCTEME, 00BEKTaM — pecypcaM (ammapaTHBIM, MPOTPAMMHBIM,
MH(POPMAILIMOHHBIM).

Nnentudukanusa — npucBoeHre cyObeKTaM U 00beKTaM J0CTyIa JIMYHOTO
UJeHTU(PUKATOPA U CPABHEHUE €TI0 C 3aJ]aHHBIM.

AytenTudurkanuss  (yCTaHOBJIEHHWE  TMOJJIMHHOCTH) —  IPOBEpKa
MPUHAJJICKHOCTH CYOBEKTY JOCTyHa NPEAbsIBICHHOIO UM HJCHTH(UKATOpa U
NOATBEPXKJACHUE €ro TMO/UIMHHOCTH. Jlpyrumu cioBaMu, ayTeHTU(UKAIIUS
3aKJII0YaeTCs] B MPOBEPKE: SBIACTCS JIM MOAKIIOYAIOIUNCSA CYOBEKT TEM, 32 KOTO
OH caM ceO0s1 BBIIACT.

Hacrpoiika napametpoB ayrentuduxaiuu B OC Windows XP BreimosHseTcs
B paMKax JIOKaJIbHOW MOJUTHUKHU Oe3omacHocTH. Bkianka «JlokambHas moJMTHKA
0e30macHOCTH» WCHOJB3YETCS I W3MEHEHHS TOJUTHKUA YYETHBIX 3aIluced |
JIOKAIBHBIX TOJIMTHK OE€30MacHOCTH Ha KoMmbioTepe. [lpm momomu BKIAIKU
«JlokaybHast MOMUTUKA 0€30MaCHOCTUY» MOXKHO ONPEIETUTH:

o Krto umeer noctyn Kk KOMIbIOTEPY;

o Kakue pecypchl MOTYT HCIIOJIB30BaTh MOJb30BATEIN HA KOMIIBIOTEPE;

o BxiroueHne W BBIKIIOYEHHE 3alMCU JCUCTBUM I10Jb30BATEIIEN WU
TPYIIIBI TTOJIB30BATENICH B KypHAJIE COOBITHIA.

3ananue: HactpouTh mapameTpsl JIOKAIHBHOW MOJMTHUKA O€30MaCHOCTU
oneparmoHHoi cucrembl Windows XP.

AJITOPUTM BBINIOJIHEHUS Pa0oOThI:

Jljis mpocMOTpa U U3MEHEHHS MapaMeTPOB ayTEHTU(DUKAIIUN
MI0JIb30BATEINIEN BBIITOJIHUTE CIICAYIOLIME ICUCTBUS:

1. Bri6epurte knonky [lyck Ha manenu 3amad.
2. Otkpoiite meHto Hactpouts — [1anensb yrpaBiieHus..
3. B oTkpbIBIIEMCSI OKHE BBIOEPUTE SIPJIBIK ATMUHUCTPUPOBAHUE —

JlokanbHast monuTKa 6e3omacHocTH (puc. 1).
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Puc. 1

4. Brioepute nmyHkT IloJuTHKA y4eTHBIX 3amuceii (3TOT MMyHKT
BKJItOYaeT ABa noAanyHkra: Ilonuruka maposei u Iloautuka 6J10KMPOBKH
YUYeTHOM 3alucH).

5. Otkporite noanyHKT ITonuTtuka naposeil. B npaBoM okHe MOSBUTCS
CIIMCOK HAacTpauBaeMbIX apaMeTpoB (puc. 2).

o NokansHbIE NAapaneTpe! Ge30nacHocTH

Kowone  fefcress Bmltmau:a

es |8 XR B

@ Mapamerpes BesonacrocT Plak,. pok AERCTEHA NApanA
= ) Nonvrmsson yerrse: samo f8lsm, anva nanona
o j Mo i M, P ek TERA NEOM
| ® 2 Nonemaea Gnorpest _ Napors Aomuen oTeeuaTh Tpeboaare chosHocTH
: {28 Kpararrs napom ecex nansacearensi s Atwens, nEnonesyR ofpaTimoe Lidposae

Puc. 2

6. B nokazanHoM mnpumepe TOJUTHKA Tapojied  COOTBETCTBYET
HCXOJHOMY COCTOSTHUIO CUCTEMBI O€30ITaCHOCTH IOCJIE YCTAaHOBKH OIEPaIlMOHHON
CHUCTEMBI, IPU 3TOM HM OJIMH W3 MapaMeTpoB HE HacTpoeH. Bo3Mo)kHbIE 3HaUYCHUS
napameTpoB MpuBeeHbI B Tabmuie Nel.

Tabnuma Nel
3Havenus napameTpoB llonutrku naponei
[Tapametp 3HauCHUE
TpebGoBaTh OrnpenensieT Yucio HOBBIX NapoJieid, KOTOPBIE TOJKHBI
[MOBTOPSIEMOCTH OBITH COTIOCTABIICHBI YYETHOM 3aIMCH MOJIb30BATENS,
rapoJieit [IPEXKJIC YEM MOXKHO
OyJIeT CHOBa MCMOJIb30BaTh CTAPBIM Mapoib. ITO
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3HAYEHHE JOJDKHO MPUHAJJICKATh Auana3ony ot 0 go 24.

MaxkcuManbHbIN CPOK
NENCTBUS NTApOJIs

Onpenensier nepuo]l BpeMenu (B JIHAX), B TeueHue
KOTOPOI'0 MOKHO HCIIOJIb30BaTh NapoJjib, YEM CUCTEMA
NoTpeOyeT OT MOJIb30BaTelNd 3aMEHUTh €ro. MoKHO
3a1aTh 3HaUeHUE B quamna3one ot 1 1o 999

ITHEW WIIM CHSITh BCSKHE OTPAHUYEHHUS CPOKA JEHCTBUSA,
YCTaHOBUB YMCJIO JTHEH paBHbBIM 0.

MUHUMAJIBHBIN CPOK
NEUCTBUSI TAPOJISL.

Omnpenensier nepuoi Bpemenu (B JIHsX), B TeueHUe
KOTOPOTO MO>KHO HCIIOJIH30BaTh MApOJb, YeM CUCTEMA
noTpeOyeT OT MOJIb30BaTelNs 3aMEHUTh ero. MoKHO
3aJaTh 3HaUe€HUE B auamna3zoHe oT 1 1o 999

ITHEH WJIM CHSITHh BCSKHE OTPAHMYCHUS CPOKA JEHCTBUSA,
YCTaHOBHUB YMCJIO AHEN paBHBIM ().

MuHuManbHas JjInuHa
[apoJIs.

OrnpenensieT HaMMEHbBIIIEe YUCIIO CUMBOJIOB, KOTOPHIE

MOXKET COJACPKATh MapoJib YYETHOM 3aMucu

1oJib30BaTelIsi. MOKHO 3a71aTh 3HAUCHHUE B JIMANIa30HE OT

1 1o 14 cuMBOJIOB WM OTMEHUTD

MCII0JIb30BaHUE MapOJIsl, YCTAHOBUB YHCJIO CUMBOJIOB
aBHBIM ()

[Taposb nomxeH
OTBEYATh TPEOOBAHUSIM
CIIOKHOCTH

Omnpenensier, JOHKHBI JIU OTBEUATh MAPOJIU TPEOOBAHUAM
cioxkHocTd. Ecnu 3Ta monuTrKa BKIIOUEHA, TapOiIu
TTOJKHBI YAOBJIETBOPSIThH CIAEAYIOIUM MUHUMAIbHBIM
TpedoBanusM. O [laponb HE MOXKET collepKaTh UM
YUYETHOM 3aMKCH MOJIb30BATENS WIHM KaKyr0-TU00 €ro
yacTh; ) [Taponp NOIKEH COCTOATH HE MEHEE YeM U3 6
CUMBOJIOB; ) B mapose 10/mKHbI IPUCYTCTBOBATh
CUMBOJIBI TPEX KaTErOpUil U3 YKcClia CIeAYIOIIUX
yeTbipeX: 1. [IponucHbie OyKBBI aHMIHIICKOTO andaBuTa
oT A 110 Z; 2. CtpouHblie OyKBBI aHTJIMHACKOTO alaBUTa
oT A 110 Z; 3. CUMBOJIBI HE TIPUHAJICKAITUE all(PaBUTHO-
udpoBomy Habopy (Hampumep, !,$.#,%). [IpoBepka
COOJIIOICHUS ITUX

TpeOOBaHMIA BBITTOTHAETCS IPH U3MEHEHUHN WU CO3/TaHUH
[apoJseu.

XpaHWUTb APOJIN BCEX
[10JIb30BATENIEN B
TTOMEHE, HCTIONb3Y S
oOpaTtumoe
mudpoBaHUE.

Onpenensier, cienyet v B cucreMax Windows 2000,
Windows XP xpanuts naposiu, ucrnonb3ys o0paTumMoe
mugpoBaHue. ITa MOJIUTHUKA 00ECTIeUnBAET MOJACPKKY
MIPUIIOKEHUH, HCTIONB3YIOIIUX MPOTOKOJBI, KOTOPBIM JIJIs
MIPOBEPKHU MOJUIMHHOCTH HY’KHO 3HaTh IapoJib
[0JIb30BaTENsl. XPaHUTh MApOIH, 3alIU(POBAHHBIE
00paTUMBIMU METOAAMM, ITO BCE PABHO, UTO XPAHUTh UX
OTKPBITHIM TEKCTOM.

[ToaToMy JaHHYIO MOJUTUKY CIEAYET UCIOIb30BaTh JUIIIb

B HCKIIIOYHUTCIIbHBIX claydaiax, CCJIN HOTpe6HOCTI/I
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|HpI/IJ'IO)KeHI/I$1 OKa3bIBAKOTCA BAXKHCC, YCM 3allliTa I1apOJid. |

7. O3HaKOMHTECH CO CBOMCTBAMM BCEX ITAPAMETPOB.

8. Jlis u3MeHeHus: TpedyeMoro napaMeTpa BbIJICIUTE €ro U BBI3OBUTE
€ro CBOMCTBA W3 KOHTEKCTHOI'O MEHIO MOCJI€ HAaXKaTusl MPaBOil KHOMKY MBIIIH (WU
JBaX bl HIEJIKHUTE HA U3MEHSEMOM IapaMeTpe).

9. B pesynbTaTe 3TOr0 AeHCTBUS MOSBUTCS OJJHO U3 OKOH, MOKAa3aHHBIX
Ha puc. 3.

BovCTRA: TIapoAL A ORNEN OTBEYATS 1)

<oosas 21

Hapmmmammﬁmmamu|

:E_j T80 78 S0k OTREUATE TRABOBMISEN CACKHOCTH

" Brecwms

1+ Dremoaims

[Dioe]| B iz

Puc. 3

10.  HM3menute, 3HaueHUE napamerpa u Haxmure OK.
11. Hanpumep  (00s13aT€IbHO BBITIOJIHUThL U
COXPAHHUThH), BBIOEpUTE MapameTp TpeboBarth

HEIMOBTOPSIEMOCTH MMAPOJIEN U UBMEHUTE €ro 3HaYCHHE Ha 1.

12.  ns vactpoiiku [lonutrku GJI0KMPOBKH YUETHOM 3alTMCH BIOEpUTE
3TOT MOAITYHKT U OTKPOWTE €ro.

13.  3HaudeHHs mapaMeTpoB JAHHOTO MOANyHKTa [lonuTHKN yueTHOM
3amucy puBeIeHBI B Tabmuie No2. Tadmuma Ne2
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[TapameTp

3HaucHUE

[Toporosoe
3HAYCHUE
0JIOKUPOBKHU

Onpenesnser Yuciio HEYTauyHbIX MTONBITOK BXOAa B CUCTEMY, ITOCIIE
KOTOPBIX YUETHAs 3aIUCh MOJIb30BATENS OJIOKAPYETCS.
bBIIOKMPOBAaHHYIO YUETHYIO 3alIUCh HENb35 UCIIOIB30BATh 0 TEX
nop, noka He OyJ1eT cOpoIllIeHa AIMUHUCTPATOPOM HIIU MOKa HE
MCTEUET €€ MHTEepBa OJOKUPOBKU. MOXKHO 3a7aTh 3HAUCHUE B
nuanasone ot 1 10 999 unu 3anpeTuTh OJOKUPOBKY TaHHOM
YUETHOM 3alucH, yCTaHOBHUB 3HaueHue (.

biokupoBka
YYETHOU
3allMCH Ha

OrnpesensieT YuciI0 MUHYT, B TEUEHUU KOTOPBIX YUETHAs 3aMHCh
0CTaETCs

OJIOKUPOBAHHOM, MpeXk e YeM Oy/IeT aBTOMAaTHYECKU
pa30JI0KupoBaHa. DTOT MapaMeTp MOXKET IPUHUMATh 3HAYEHUS OT
1 10 99999 munyt. Eciiu ycranoButh 3HaueHue 0, yueTHast 3aluch
Oyzaet GiokupoBaHa Ha BCE BpeMsl 10 TE€X MOp, MOKa
aQIMUHUCTPATOP HE pa30iIoKupyeT €€ aBHbIM 00pa3zom. Eciu
MOPOTOBOE 3HAUEHUE OJOKHUPOBKU OMPEIEIICHO, JaHHBIA HHTEPBAI
OJIOKUPOBKH JTOJKEH

OBITH OOJIBINIE MJIM PaBEH HHTEpPBaAIy cOpoca.

Copoc
CUeTUYMKA
OJIOKUPOBKU
yepes

Omnpenensier 9ucio MUHYT, KOTOPBIE TOJKHBI IPOUTH MOCIIEe
HEYJJTAYHOH TIOTIBITKU BXOJA B CUCTEMY, MTPEKIE YEM CUCTUNK
HEYIauyHbIX MONBITOK OyneT copoiieH B (. DTOT mapameTp MOKET
MPUHUMATH 3HauYeHus oT 1 70 99999

MuHyT. Eciiu onpeneneHo moporoBoe 3Ha4€HHE OJIOKUPOBKH,
TaHHBI MHTEPBAJ COpOCca HE JTOHKEH ObITh O0JIbIIe HHTEpBAJa

bJOKHpOBKA YYETHOM 3alKiCH HA.

14.
15.

O3HaKOMHTECH CO CBOMCTBAMH BCEX MTAPAMETPOB.
JIns n3MEeHEeHUs TapaMeTPOB BOCIOJIB3YUTECH aJITOPUTMOM,

ONMCAHHBIM B IyHKTax 8-10.
3ajanus It CAMOCTOATEILHOM PadOThI:

1. N3mennre mapamerp «Ilaposab mokeH OoTBe4aTh TPeOOBAHUAM
ciaoxuocTn» IloauTukn naposei Ha «Briaw4yen» (pucyHok 3) U MOCIE ATOTO
MonpoOyilTe W3MEHUTHh Napojbh CBOEW Y4YeTHOW 3amuch. 3apuKCUpPYHTE Bce
COOOIICHHS] CUCTEMBI, MPOAHATM3UPYUTE U BBEJUTE JOMYCTUMBIN Mapoiab. ITOT
MapoJib SIBJISIETCS pe3yJIbTATOM BbINIOJIHEHUS Batero 3aganusi.

2. Ilocne ycnenrHoro BBIIOJIHEHUS NIEPBOIO 3aJaHus, U3MEHUTE IApOJb
Bameit yuyeTHOM 3amncH, a B Ka4€CTBE HOBOT'O NAPOJIs YKAXKUTE MTPEKHUN NTApOJIb.
Bce cooOmenus 3aduxcupyiite, NpoaHATU3UPYWUTE M OOBSICHUTE TMOBEIACHUE
CUCTEMBI 0€30MaCHOCTH.

3. IIpoBeauTe sKcrepuMEHTHl ¢ Apyrumu napamerpamu IloauTuku
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YUYEeTHBIX 3alluCeH.
OTtuer
OT4er I0JIKEH coepkKaTh:
HAauMEHOBaHUE PadoThI;
1eJIb PaboThI;
3a/1aHue;
TIOCJICIOBATEIPHOCTD BBHITTOJTHCHHS paOOTHI;
OTBETHI HA KOHTPOJILHBIC BOTIPOCHI;
BBIBOJI O TIPOJICIaHHOMN padoTe.
KoHTpoJibHBbIE BOPOCHI
1. Yro Takoe ayTeHTH(UKAIUA U UICHTU(DUKAINS?
2. JIns 9yero mpuMEeHSIOTCS 9TH MEXaHU3MBbI?
3. UTo MOXHO HACTPOUTH C MOMOIIIBIO BKJIAAKH JIOKaTbHBIE TTOJTUTUKH
6e3omacHocTH?

SNk L=
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IIpakTnueckoe 3ansaTue 23. Hactpoiika napamMeTpoB 0€30MaCHOCTH
HHuTepHerT.

Heab paboThl IpOU3BECTH HACTPOUKY MapaMeTpoB Oe3onacHocTH Internet
Explorer.

OO6opynoBanme: yueOHbIN IEPCOHAIBHBINA KOMITBIOTED.

Xoa BbINOJIHEHHUS Pa0dOThI:

1. Ortkporite nuanoroBoe okHO CBoiicTBa: Unurepuer (Ilyck/Ilanens
ynpaesnenus/Ceolicmea ob6o3pesamens);

2. llepeunngure Ha BKIAAKy be30macHOCTh U OTKPOUTE MapaMeTPhl 30HbI
HNuTepHeT ¢ moMoupro KHOIIKY /pyeoit...;

3. Ycranosure IlpoeepKy umenu nonv3oeamensa B peKUM 3anpoc MMEHHU
M0JIb30BaTEJIsl M NMAPOJIS;

4. PaspemmnTe B COOTBETCTBYIOIINX MOJIAX YKAa3aHHBIC HUXKE JCUCTBUS:

o biiokrpoBaTh BCILIBIBAIOIINE OKHA;
o JIoCTynl K MCTOYHUKAM JAHHBIX 3a IPEAEIIaMU JOMEHA,;
o Ilepexon Mexny Kaapamu 4epe3 pa3HbIle JOMEHBI;
5. ¥Ycranosure Paspemenus KaHaJja IPOrpaMMHOI0
obecnieyeHust Ha Buvicoxuu VPOBEHD
bezonacnocmu;

6. Otkirounte Vcnonvzosanue snemenmog ActiveX ne nomeueHHvIx KaKk
bezonacnvie;

7. OtkmrounTe 3arpy3ky Henoonucannwvix snemenmos ActivelX,

8. Ilpumenure mapameTpsl KHONIKOU OK;

9. VYcraHoBuTe napameTpsl KOH()HUICHIIMATEHOCTH:

o nepenaure Ha BKIaaKy KoHpuaeHunaabLHOCTh;

o YCTAHOBHTE PETYJISITOP HA YPOBEHb YMepeHnHo 6blcoKuUlL,

o paspelure 3arpyxatb (aiiisl cookie c y3na www.mail.ru:

. IICJIKHUTE M0 KHOTIKE Y3101,

. BBEJIUTE B MOJIE€ WWW.mail.ru M IETKHUTE 110 KHOIKE
Pazpewiumy;

o aHAJIOTUYHO pa3pelInTe 3arpyxarh cookie co ClaeayIomux y3/oB:
www.yandex.ru, www.pochta.ru;

o MIPUMEHHTE NapameTpsl KHONKou OK;

10. HactponTe orpaHndeHus Ha JOCTYII K PECYpCaM 110 COAEPKAHUIO
uH(pOpMAaIUU HA HUX:
o nepeiiaure Ha Bkiaaky CoaepxkaHme U OTKPOUTE OKHO
OrpaHuyenue A0CcTYyNa KHONKOU Brarwuums B paznene
OrpaHuyeHus 10CTYNA;

o YCTaHOBUTE MapOJb:

. nepeanTe Ha BKIaaky Oommue;

. OTKPOMTE OKHO CO3JaHus napois kHonkou Co3damp
napoinv;

. BBE/IUTE MAPOJIb - USer U MOACKA3KY K HEMY - user;
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. MPUMEHHTE TapameTpsl KHONKo OK.

o nepenanTe Ha BKIAAKY OLEHKHM M YCTaHOBUTE YPOBHHU
Cayx0b1 ouenkn Recreational Software Advisory Council o cBoemy
YCMOTPEHHUIO;

o IIPUMEHHTE NapameTpsl KHoNKon OK;

o OYMCTUTE  TApOJU, KOTOphle  Opay3ep  aBTOMAaTUYECKU
3anoMuHaer. [ns atoro Ha Bkiaake Copepikanue, IICIKHUTE IO  KHOIKE
Aemo3anonnenue, a 3areM 10 KHONke Quucmumsb napoau;

o yaanure BpeMeHHble (anbl MHTepHeT U cookies Ha BKIazKe
Oo6mue.

OTtuer
OTyeT JOJIKEH CoaepKaTh:
HauMEHOBaHUE PabOTHI;
11eIb PaOOTHI;
3a/1aHHUE;
[OCJIEOBATENBHOCTD BBIITOJIHEHHS paOOThI;
OTBETHI HA KOHTPOJIbHBIE BOIPOCHI;
BBIBOJI O MIPOJIEIAaHHOM padoTe.
KonTposbHbIe BOnpochl

1. Kakue nmapameTpbl HEOOXOAMMO HACTpauBaTh JJisi 0OECIeUeHHUS
oe3omnacHocTu Opaysepa Internet Explorer?

2. Jlns yero HeoOxo01MMa MPOBEPKA UMEHU TOJIH30BATEINSI U TapOJIs?

3. 3ayem HeoOX0/IMMa HACTPOIKa MapaMeTPOB KOHPUICHIIMAIBHOCTH ?

AN

93



PexoMenayemasi iureparypa

OcHoBHas JuTeparypa:

1. EpmakoBa, A. IO. Meroasl W cpencrtBa 3allUThl KOMIIBIOTEPHON
uHpopmanuu: yuebHoe nocobue / A. HO. Epmakosa. - MockBa: PTY MUPDA,
2020. - 223 c. - Tekcr: »nekTpoHHbIA // JlaHb: 30€KTPOHHO-OMOIMOTEUYHAS
cuctema. - URL: https://e.lanbook.com/book/163844

2. Mapmaxkos, [I. B. IIporpamMmmHo-anmapaTHble CpEACTBA 3alUThI
uHpopmanuu: yueobnoe nocodue / [{. B. Mapmakos, J[. B. ®arxu. - PocTos-Ha-
Hony: Houckout I'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1. - Tekcr:
ANEKTPOHHBIN  // JlaHb: d2neKTpoHHO-OMONMoTeyHass cucrema. - URL:
https://e.lanbook.com/book/237770

3. IIpoxoposa, O. B. HWnadopmanuonHas 06e30macHOCT, U 3alllWTa
undopmaruu / O. B. Ilpoxoposa. - 4-¢ u3z., crep. - Cankt-IletepOypr: Jlaus,
2023. - 124 c. - ISBN 978-5-507-47174-4. - Tekct: snexTpoHHBIN // JlaHb:
ANIeKTpOHHO-OuOMMoTeunas cuctema. - URL: https://e.lanbook.com/book/336200

JdonosHuTeIbHAA JIMTEPATYypA:

1. Bytun, A. A. [IporpammHo-anmnapaTHble CpeicTBa 3alUThl HH(GOPMAIUH:
yuebHoe nmocooue / A. A. byrun, H. . I'nyxos, C. 1. Hockos. - 2-¢ u3j., nepepao.
u gon. - Upkyrck: UpI'VIIC, 2022. - 92 c. - TekcT: »nekTpoHHbIN // JlaHb:
ANEKTPOHHO-OnOIMoTeunas cucrema. - URL: https://e.lanbook.com/book/342113

2. TopbaueB, A. A. Texuuueckas 3amurta uHopmainuu. I[louckoBbie
npubopsl: yueOHoe mocodbme / A. A. TopbaueB, C. W. AneunrHukos. -
Kanuaunrpan: bOY um. M.Kanra, 2022. - 148 c. - ISBN 978-5-9971-0696-6. -
Texcr: snextponnbii // Jlanb: snekTpoHHO-OMOMMOTEYHass cuctema. - URL:
https://e.lanbook.com/book/310139

3. Huxudopos, C. H. Meroas! 3amiutel nHGOpMauu. 3alIUIIEHHbBIE CETH:
yuebHoe mocobue musi cno / C. H. Hukudopos. - 2-e uzn., crep. - CaHkr-
[lerepOypr: Jlanb, 2021. - 96 c. - ISBN 978-5-8114-7907-8. - Tekcr:
ANEeKTPOHHBIM  // JlaHb: 2JeKTpoHHO-OMONMoTeyHass cucrema. - URL:
https://e.lanbook.com/book/167186
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	Практическое занятие 1. Анализ источников, каналов распространения и каналов утечки информации
	Цель работы: формирование навыка работы с нормативными документами по исследуемому вопросу; анализ угроз информационной безопасности
	Задание
	Отчет
	Контрольные вопросы


	Практическое занятие 2. Проведение анализа информации на предмет целостности
	Цель работы изучить понятие целостности информации, проанализировать риски информационной безопасности.

	Ход работы:
	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 3. Оценка уязвимости информации
	Цель работы: ознакомиться с алгоритмами оценки уязвимости информационной безопасности.

	Теоретические основы
	Эмпирический подход к оценке уязвимости информации.
	Задание:
	Отчет
	Контрольные вопросы
	Цель работы: закрепление теоретических знаний по вопросам сертификации средств защиты информации по требованиям безопасности информации.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 5. Требования к безопасности информационных систем в России.
	Цель работы: закрепление теоретических знаний в области правового обеспечения информационной безопасности.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 6. Оценка состояния безопасности ИС США.
	Цель работы изучить Стандарт США "Критерии оценки гарантировано защищенных вычислительных систем в интересах министерства обороны США".

	Теоретические основы
	1. Стратегия.
	2. Подотчетность.
	3. Гарантии.
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 7. Определение классов защищенности средств вычислительной техники от несанкционированного доступа.
	Цель работы: изучить и проанализировать руководящий документ "Средства вычислительной техники. Защита от несанкционированного доступа к информации. Показатели защищенности от несанкционированного доступа к информации".

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Теоретические основы
	централизованной;
	плановой;
	конкретной и целенаправленной;
	активной;
	экономически эффективной; затраты на систему защиты не должны превышать размеры возможного ущерба
	Задание:
	Отчет
	Контрольные вопросы

	Практическая работа 9. Анализ терминов и определений информационной безопасности
	Цель работы проанализировать ГОСТ Р 53114-2008 Защита информации. Обеспечение информационной безопасности в организации. Основные термины и определения.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 10. Работа с ГОСТами в области информационной безопасности
	Цель работы на основе ГОСТ Р 53114-2008 получить навыки составления документации в области информационной безопасности.
	Задание:
	Отчет
	Контрольные вопросы


	Практическое занятие 11. Составление инструкции по обработке и хранению конфиденциальных документов
	Цель работы составление алгоритма для работы с конфиденциальной информацией.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 12. Определение коэффициента важности, полноты, адекватности, релевантности, толерантности информации
	Цель работы: работа в тестовой программе (Aida или CPU-z); основные настройки базовой системы ввода вывода.
	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы


	Практическое занятие 13. Оценка безопасности информации на объектах ее обработки
	Цель работы ознакомиться с проблемами реализации политик безопасности в компьютерных системах.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 14. Классификация автоматизированных систем обработки информации по классу защиты информации
	Цель работы закрепление знаний основного понятийного аппарата, применяемого в области защиты информации, формирование навыка работы с нормативными документами по исследуемому вопросу.

	Теоретические основы
	Задание:
	Отчет
	Контрольные вопросы

	Практическое занятие 15. Планирование, создание и изменение учетных записей пользователей.
	Теоретические основы
	Доверительные отношения
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