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1. O01ue moJ1oxkeHu s

CamocrositenpHast paboTa — miaHupyemasi ydaeOHasi, y4eOHO-HCCIIeI0BATENbCKAs, HAYYHO-
ucclienoBarenbckas paboTa CTy/I€HTOB, BBIIIOJIHAEMas BO BHEAYJUTOPHOE (ayJUTOPHOE) BpEeMs IO
3aJaHUI0 U TPU METOJIUYECKOM PYKOBOJCTBE MpernoiaBareis, HO 0e3 ero HernocpeiCTBEHHOTO
yuactusi (P YaCTUYHOM HEMOCPEICTBEHHOM YYaCTHU IPENOJIaBaTelsl, OCTABISIOUIEM BEIYIIYIO
pOJIb 32 pabOTOM CTY/IEHTOB).

CamocrositensHas pabora cryaentoB (CPC) B BY3e siBisercss BaXHBIM BUIOM YUEOHOU H
HAYYHOH NesATenbHOCTH cTyAeHTa. CamocTosiTenbHas paboTa CTYAEHTOB UIPAaeT 3HAUYUTEIBHYIO
POJIb B PEUTUHTOBOI TEXHOJIOTUU O0yUYCHHUSI.

K 0CHOBHBIM BHIaM CaMOCTOSITEILHON paOOThI CTYIEHTOB OTHOCSTCS:

— (hopmupoBaHNe U YCBOCHHE COACpNKAHMS KOHCIEKTa JIEKIM Ha 0a3e peKOMEHIOBaHHON
JEKTOpOM y4eOHOW JHMTeparyphl, BKIO4Yas HH(pOpMarmoHHble 00pa3oBaTeNbHBIE PECYPCHI
(97K TpOHHBIE YUEOHUKH, TIEKTPOHHBIE OMOINOTEKH U Jp.);

— HanucaHue JOKJIA/I0B;

— IIOJrOTOBKA K CEMHHApaM, MPAKTHYECKUM H J1a00opaTOpHbIM paboTam, ux oopMIICHHE;

— COCTaBJICHHE AaHHOTHPOBAHHOIO CIHCKAa CTaTel W3 COOTBETCTBYIOIIMX >KYypHAJIOB IO
OTpacJisIM 3HaHHM (IIeIaroru4eCcKuX, ICUXOJIOTHYECKUX, METOIMYECKUX U JIP.);

— BBITIOJIHEHHE y4eOHO-NCCIIEAOBATENILCKUX paboT, IPOCKTHAS ACIATEIBHOCTD;

— MOATOTOBKA MPAKTHUYECKUX pPa3pabOTOK M PEeKOMEHAALMN IO PElIeHUI0 MpoOIeMHON
CUTYallUu;

— BBINIOJHEHWE JOMAIIHUX 33JaHUN B BHJE PEIICHHsS OTICNbHBIX 3a/ad, MpPOBEICHUS
TUIIOBBIX PACYETOB, PACUETHO-KOMITBIOTEPHBIX M MHAWBHUIYaTbHBIX Pa0OT MO OTEIbHBIM pa3zeliaM
COJIepKaHUs AUCIUTUINH | T.JI.;

— KOMIIBIOTEpHBIH TEKYIIUH CAaMOKOHTPOJb M KOHTPOJb YCIEeBaeMOCTH Ha 0a3ze
3JIEKTPOHHBIX 00YUAIOIINUX U ATTECTYIOUINX TECTOB;

— BBITNIOJIHEHHE KYPCOBBIX paboT (MMPOEKTOB) B paMKaX JUCIMILINH;

— BBITMIOJTHEHHE BBITYCKHOW KBaJIM(DUKAIIMOHHOM paboTHI U JIp.

Metoarka OpraHu3alMd CaMOCTOATENbHON pPabOThl CTYIEHTOB 3aBUCUT OT CTPYKTYpHI,
XapakTepa M OCOOCHHOCTEH M3y4aeMoW JHMCIUIUIMHBI, O0beMa 4YacoB Ha €€ H3y4YeHHe, BHIA
3alaHuil JUIsI CaMOCTOATENHHOM paboThl CTYACHTOB, WHIUBUIYATbHBIX KadecTB CTYICHTOB H
YCJIOBHM Y4eOHOM IeATeTbHOCTH.

IIporiecc opranu3anuy caMOCTOATENbHOM pabOThl CTYJICHTOB BKIIIOYAET B ce0s ClIeqyIolHe
ITaITbI:

— TIOATOTOBHUTENBHBIM (OmpezeneHue IeJei, COCTaBIeHHE MpPOrpaMMbl, IOJTOTOBKA
METOJIMYECKOro obecredeHusi, MoAroToBKa 000py10BaHMs);

— OCHOBHOHU (peanu3anusi MpOrpamMMbl, HMCIIOJB30BaHHME IMPHEMOB IOWCKAa HH(OpMaIUy,
YCBOEHMsI, TMepepadOTKH, TNPUMEHEHUs, TIepeJadyd 3HaHWH, (UKCHPOBAHHWE PpE3yJbTaToOB,
camoopraHu3zalus mnporecca padoThl);

— 3aKIIOYMTENbHBIN (OIleHKa 3HAYMMOCTH M aHAJIM3 pe3yJbTaToB, UX CHCTEMaTH3allus,
orieHKa YQPEKTUBHOCTH MPOTPAMMBI U TIPUEMOB Pa0OTHI, BBIBOJBI O HANPABICHHUSX ONTHMU3AINU

Tpyaa).



2.11esb ¥ 321241 CAMOCTOATEJIHLHOI PadoThI

Benymas wuens opranuzanuu u ocymectBieHuss CPC coBmagaer ¢ 1enpro 0OydeHMs
CTyIeHTa — (POPMHUPOBAHNE YHUBEPCATBHBIX KOMITETCHIINH.

ITpu opranuzanuu CPC BaXHBIM U HEOOXOJUMBIM YCIOBHEM CTAaHOBATCS (OPMHUPOBAHUE
YMEHHUSI CAaMOCTOSITEIbHOM paboThl JIsi NMPHOOpPETeHUs 3HAHWK, HABBIKOB W BO3MOXKHOCTHU
opraHu3anuy y4eOHONM W Hay4yHOH aedrenbHOCTU. Llenbio camocTosTenbHOM paboThl CTYIEHTOB
SBISICTCA  OBJaJAcHHE (PYHJAAMEHTAIbHBIMU 3HAHUSMH, TNPO(PECCHOHAIBHBIMA YMEHUSMHU U
HaBBIKAMU JEATEIbHOCTH 110 MPOQUIII0, ONBITOM TBOPYECKOH, MCCIEI0BATENbCKON AEATEIbHOCTH.
CamocrosrenbHass  paboTa  CTYAGHTOB  CHOCOOCTBYET  Pa3BUTHIO  CaMOCTOSITEIBHOCTH,
OTBETCTBEHHOCTH U OPraHW30BAaHHOCTH, TBOPYECKOTO MOIX0Ja K PELICHHUIO MpoliIeM yuyeOHOro u
poeCCHOHAIBHOTO YPOBHSI.

3agauamu CPC sgBusgroTcs:

— cHUCTeMaTH3alus U 3aKPEIUICHUE IMOJIyYEHHBIX TEOPETUUYECKUX 3HAHUM U MPaKTHYECKUX
YMEHUH CTYJICHTOB;

— yruyOseHne U pacliMpeHue TeOPEeTUYECKUX 3HAaHUH;

— (opMuUpOBaHME YMEHMH HCIIOJIb30BaTh HOPMATUBHYIO,
JIOKYMEHTAIUIO U CIELHUATIbHYIO IUTepaTypy;

— pa3BUTHE I[103HABATEJIbHBIX CIIOCOOHOCTEH U AaKTUBHOCTHU CTYJIEHTOB: TBOPYECKOMU
MHUIMATUBBI, CAMOCTOSTEIbHOCTH, OTBETCTBEHHOCTH U OPraHU30BaHHOCTH;

— (opMHUpPOBaHME CaMOCTOSATENIBHOCTH MBILIUIEHUS,, CIIOCOOHOCTEH K CaMOpa3BUTHIO,
CaMOCOBEPILEHCTBOBAHUIO U CaMOpeaIn3aliu;

— pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUII;

— HCIIOJIb30BaHME MaTepuaja, COOPaHHOTO M IOJIYYEHHOIO B XOJI€ CaMOCTOSTEIbHON
paboThI U 1a0OPATOPHBIX 3aHITUH.

MpaBOBYHO, CIPABOYHYIO

3. TexHoJiornyecKasi KapTa cCaMOCTOAATEIbLHOM PadoThI CTY/IEHTa

B ICATENbHOCTH O0BeM 4YacoB, B TOM YHCIIE

Kozt CTYZICHTOB CpencTa i (axan.)
peaM3yemMbIX KonraktHas
KOMITCTCHITHI TEXHOIOTHH paboTa ¢

OIICHKH CpC Bceero
TperoaBaT
enem
8 cemecTp

OIIK-5(M1 - CaMocCTOosITeITbHOE CobecenmoBan
1.M1-2.1]]-3), | U3y4eHHE IUTEPATyph ue
OHK_ll(I/UI_ U UCTOYHUKOB
1 V-2 IJ1-3), 73,08 8,12 81,2
OIIK-1.2(U]I-
1LUA-2.1]1-3)
OITK-5(M1 /- [ToxroroBka Ompoc
1.U1JI-2.1]1-3), | mpakTUYECKUM 4,32 0,48 4,8
OIIK-1.1(UJ1- | 3aHsATHAM




1LUJI-2. U]1-3),
OIIK-1.2(1]I-
LUJI-2.U]1-3)

OIK-5(M/I-

1UJ1-2.U]1-3),
OIK-1.1(1/I-
1UJI-2.U]1-3),
OIIK-1.2(1/I-
LUJI-2.U]1-3)

Hanucanue Hoxnan
pedepaTa/noxnana

10

Hroro 3a 8 cemectp 86,4 9,6

96

4.H0pﬂ)10K BBINOJTHEHUA CAMOCTOSATEIbLHOM p360TbI CTYAEHTOM

4.1. Memoouueckue pexomenoayuu no pabome ¢ yueOHou iumepamypou

[Ipu pabore ¢ KHUToi HEOOXOAMMO MOAOOpATH JTUTEPATYpPy, HAYYUTHCS IMPABHIBHO €€
4YUTaTh, BeCTH 3amucu. /s mogdopa mutepaTypsl B OMOIHMOTEKE UCHOIB3YIOTCS al(aBUTHBIA U
CHCTEMaTHYECKHI KaTaJIOTH.

BakHo MOMHHTB, YTO palMOHANBHBIE HABBIKM PAaOOTHI C KHHUIOM - 3TO Bcerjga OombIiast
HKOHOMHSI BDEMEHHU U CHIIL.

[IpaBunbHbIE  MOAO0OP Y4EOHHKOB  PEKOMEHIYeTCS IpEenojaBaTeieM, YHTAIOIIUM
JEeKIMOHHBIA Kypc. HeoOxommmasi nmureparypa MOKET OBITh TakkKe yKa3aHa B METOAMYECKHX
pa3paboTKax Mo JaHHOMY KypCy.

W3yuass marepuan mo y4eOHHKY, CIEIyeT TEepeXOAUTh K CIEAYIOIIEMY BOIPOCY TOJBKO
MocJie MPaBUJIILHOTO YSICHEHHsI MPEABIAYIIEro, OMKUChIBAs Ha OyMare BCEe BBIKIAAKU M BHIYHCICHUS
(B TOM 4HCIIEe T€, KOTOphIE B YYEOHHKE OMYIICHHI WJIM HA JICKIIMW JIaHBI JJISI CAMOCTOSATEIBHOTO
BBIBOJIA).

[Tpu m3ydeHnn THOO0N MUCHUIUIMHBI OOJIBIIYI0 W BaKHYIO POJIb MTPAET CaMOCTOSTENIbHAS
WHAWBHUAyallbHas padoTa.

Ocoboe BHUMaHUE clieyeT oOpaTUTh Ha OMpe/eIeHNe OCHOBHBIX MOHATHI Kypca. CTyaeHT
JIOJDKEH MOoAPOOHO pa3dupaTh NPUMEPHI, KOTOPBIE MOSACHIIOT TaKUE ONPENIeNIeHUs, 1 YMETb CTPOUTh
AQHAJIOTHYHBIC TIPUMEPBI CaMOCTOATENbHO. Hy)KHO TOOMBATHCS TOYHOTO TPEICTABICHUS O TOM, YTO
u3yyaenb. [1o1€3H0 COCTaBIATh ONMOpPHBbIE KOHCIEKTHL. Ilpyu m3yueHnn MaTepuana mo y4yeOHUKY
MIOJIE3HO B TETpaau (Ha CIEIMaIbHO OTBEJCHHBIX MOJISAX) JOIMOJHATh KOHCTEKT JIeKuuid. Tam ke
CJIeZlyeT OTMeUaTh BOMPOCHI, BbIJICIIEHHBIE CTYIEHTOM JJIsl KOHCYJbTAILIUHU C ITPETIO1aBaTeNIeM.

BbIBO/IBI, TIONTYYEHHBIE B pe3ysibTaTe M3Y4YCHHUs, PEKOMEHIYETCS B KOHCIEKTE BBIICISTH,
4TOOBI OHM MTPU NEPEUUTHIBAHUY 3aMMCEH JTyUllle 3alIOMUHAIINCH.

OnpIT MOKa3bIBa€T, YTO MHOTHUM CTYICHTaM IIOMOTAaeT COCTaBJICHHE JIMCTa OIOPHBIX
CUTHAJIOB, COJIEP’KAIllero BakKHEHIIMe M Hambosee 4acTo ynoTpedisiemble (GOPMYIbl U MOHSTHS.
Takoll nHCT TOMOTaeT 3allOMHUTH (POPMYIIBI, OCHOBHBIC TIOJOKEHHUS JIEKIIWH, a TaKXKe MOXKET
CITY’)KHTbh IMOCTOSIHHBIM CIIPABOYHUKOM ISl CTYJICHTA.

UreHne Hay4HOTO TEKCTa SIBIISIETCS YAacThIO TO3HABATENBHOW AesTenpHOCTH. Ee menmp —
U3BJICUEHHE U3 TeKcTa HeoOXxoauMon mHpopmanuu. OT TOro Ha CKOJBKO OCO3HAHHA YUTAIOIIUM
COOCTBEHHAs BHYTPEHHsS YCTAaHOBKAa TPU OOpPAlIeHWH K I€YaTHOMY CIIOBY (HAWTH HYXKHBIC
CBE/ICHUS, YCBOUTHh HH(POPMALMIO TOJHOCTBIO MM YaCTUYHO, KPUTHUECKU IMPOAHAIN3UPOBATH
MaTepuai U T.I.) BO MHOI'OM 3aBUCHUT 3()()EKTUBHOCTh OCYILIECTBISIEMOTO NEHCTBUS.

Boinensior uemuvipe ocnogHble ycmanoeKu 6 UmeHuu HAy4HO20 MEKCMA.

MH(POPMaITMOHHO-TIOUCKOBBIN (3a/1aua — HAUTH, BBIJICITUTH HICKOMYIO HH()OPMAITHIO)



ycBauBaromiasi (YCHWIHS YATATENs HAPaBJICHBI HA TO, YTOOBI KaK MOXKHO TIOJTHEE OCO3HATH U
3alIOMHUTH KaK CaMH CBEJICHHUS U3JIaraeMble aBTOPOM, TaK M BCIO JIOTUKY €0 pacCyKICHUH )

AQHATUTUKO-KPUTUYECKAsE (YUTATEIhb CTPEMUTCA KPUTHYECKH OCMBICIUTH Marepual,
[IPOAHAIU3UPOBAB €r0, OINPE/ICTINB CBOE OTHOIICHHE K HEMY)

TBOpUYECKas (CO37aeT y YuTaTENsl TOTOBHOCTh B TOM MJIM MHOM BHUJIE — KaK OTIIPABHOM MYHKT
JUISL CBOMX PAcCyKIEHUH, Kak 00pa3 AJis AeUCTBUS MO aHAJIOTUU U T.I. — UCIIOJIb30BATh CYXJICHUS
aBTOpa, XOJ €ro MBICICH, pe3yabTaT HAOMIOACHHS, Pa3paOOTaHHYI0 METOIMKY, JOIMOJHUTH HX,
MOJIBEPTHYTh HOBOM MPOBEPKE).

OcHognbie 8udbl cCuCmemMamu3upoO8anHol 3anuc NPOYUMAHHO2O0:

AHHOTUpPOBaHUE — TIPENEIBHO KpPAaTKOE CBS3HOE OIKMCAHHE NPOCMOTPEHHOW WIIU
MPOYMTAHHON KHUTH (CTaThH), €€ COACPIKAHUS, UCTOUYHUKOB, XapaKTepa U Ha3HAUYCHHUS;

[InanupoBaHue — KpaTkas JJOruyeckasi OpraHu3anus TEeKCTa, PaCKpbIBAOLIasl COAEPKaHUE U
CTPYKTYPY H3y4aeMOIro MaTepuaa;

TesupoBaHue — JaKOHMYHOE BOCIPOU3BEACHUE OCHOBHBIX YTBEp)KIEHUN aBTOopa 0e3
MPHUBJICYCHUS (PAaKTUIECCKOTO MaTepHaa;

[{utupoBanue — JOCIOBHOE BBHIMHCHIBAHWE W3 TEKCTa BBIIEPIKEK, M3BJICUEHUM, Hambosee
CYIIECTBEHHO OTPAKAOIIUX Ty WJIA HHYIO MBICIIb aBTOPA;

KoHcnekTtupoBanue — KpaTkoe M IOCIEIOBAaTEIbHOE  M3JIOKEHHE  COJEpkKaHUs
MIPOYUTAHHOTO.

KoHcrnekT — CcloHbII croco0 W3M0XKEHUS COAEPKAHUS KHUTH WIH CTaTbU B JIOTUYECKOM
nocyenoBaTeaIbHOCTH. KOHCIEKT akkyMynupyeT B ceOe Mpeablayliue BUIbI 3alUCH, MO3BOJISET
BCECTOPOHHE OXBATUTh COJEPkKAHUE KHUTH, cTaThbu. [I03TOMY yMeHHE COCTABISATH ILJIaH, TE€3UCHL,
JIETIaTh BBIIMUCKHU U APYTUE 3aMUCU ONPEAENSAET U TEXHOJIOTHUIO COCTABICHUS KOHCIIEKTA.

Memoouueckue pexomenoayuu no cOCMasieHuO KOHCNeKma.

1. BaumaTenbHO MPOYMUTANTE TEKCT. YTOUHHTE B CIIPABOYHOUW JUTEpaType HEMOHSTHBIC
cnosa. [Ipu 3anucu He 3a0yAbTe BHIHECTH CIIPABOYHBIE JaHHBIC HA MOJIS KOHCIIEKTA.

2. Brigenure riaBHoe, cOCTaBbTE IIIAH.

3. Kpatko chopmynupyiiTe OCHOBHBIE TONOXKEHUS TEKCTa, OTMEThTE AapryMEHTAIHI0
aBTOpA.

4. 3aKOHCTIEKTUPYITEe MaTepual, YeTKO Cleays MyHKTaMm IiaHa. [Ipy KOHCIEeKTHpOBaHUU
CTapalTech BBIPA3UTh MBICIIb CBOUMH CIIOBaMU. 3alTUCH CJIEIYET BECTH YETKO, SICHO.

5. 'pamotHO 3anmuchiBaiiTe mutathl. LluTHpys, y4UTHIBalTe JTaKOHUYHOCTH, 3HAYUMOCTH
MBICJIH.

B TekcTe KOHCHEKTa KenareNbHO NPUBOAUTH HE TOJIBKO TE3UCHBIE IOJIOKEHMS, HO U UX
nokaszatenbcrBa. [Ipu odopmieHun KOHCHEKTa HEOOXOAMMO CTPEMHTHCS K €MKOCTH Ka)JI0ro
npeiokeHusl. MpICIM aBTOpa KHUTH CIEAyeT U3Jaratb KpaTko, 3a00TsIch O CTWie U
BBIPA3UTEILHOCTH HAMMMCAHHOTO. UWCIO JOMOJHUTENBHBIX 3JIEMEHTOB KOHCIEKTa JOJIKHO OBITH
JOrU4YecKH  OOOCHOBAHHBIM,  3alUCH  JIOJDKHBI ~ pACHpelesiThCsl B OMNpeAeleHHOU
MOCJIE0BATEIbHOCTH, OTBEYAIONIEH JIOTHUYECKOW CTPYKType Npou3BeAcHUdA. [ yTouyHeHUs Hu
JOTIOTHEHUS HEOOXOIUMO OCTABIIATH MOJIS.

OBnazieHue HaBBIKAMU KOHCIIEKTUPOBAHHS TPeOyeT OT CTYACHTA IeJIeyCTPEMIICHHOCTH,
MOBCEIHEBHOIN CaMOCTOSATEIbHOM PaboTHI.

4.2. Memoouueckue pekomeHoayuu no n0020Mo6Ke K NPAKMUYeCKUM 3aHAMUIM

Jlyig Toro 4yTOOBI MPAKTUYECKUE 3aHATUS MPUHOCHIN MaKCUMAJbHYIO MOJIb3Y, HEOOXOAMMO
IIOMHHUTH, 4YTO YNPaKHEHHWE W PELIECHUE 33aJad IPOBOAATCA 10 BBIUMTAHHOMY Ha JIEKLUAX
MaTepuaiy U CBSI3aHbl, KaK MPaBUJIO, C JIETAIbHBIM pa300poOM OTAENIbHBIX BOMPOCOB JIEKIIMOHHOTO
Kypca. CiegyeT MOAYEPKHYTh, YTO TOJIBKO TIIOCIE€ YCBOEHUS JIEKIMOHHOIO Marepuaina ¢
OTIpe/IeIEHHOM TOYKH 3peHMsl (2 KMEHHO C TOH, C KOTOpPOM OH M3J1araeTcsl Ha JIEKIHIX) OH OyneT
3aKpEIUIATHCS Ha JJa0OPAaTOPHBIX 3aHATHIX KaK B Pe3yibTaTe OOCYXKICHUS U aHATU3a JEKIIHOHHOTO
MaTepHuana, TaKk M C MOMOUIbIO pEIIeHUs MPOOJEeMHBIX cUTyalud, 3amad. Ilpu s3TuMx ycimoBuax
CTYJIEHT HE TOJIBKO XOpOILIO YCBOMT MaTe€puall, HO M HAy4YHUTCS NPUMEHSTH €r0 Ha INpPaKTUKE, a
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TaKXKe MOJYYUT JOMOJHUTENBHBIA CTUMYJI (M 3TO OYEHb BAXKHO) Ui aKTHBHOH NpPOpabOTKU
JEKIHH.

[Ipu camMOCTOSATENLHOM pPEUICHWH 337324 HYKHO OOOCHOBBIBATH KaXKIbI ATall PELICHUS,
UCXOJ U3 TEOPETHYECKUX MOJOXKEHUH Kypca. Eciu cTyneHT BUAMT HECKOJIbKO IyTeH pereHus
npoOsieMbl (3aauM), TO HYKHO CpPaBHUTb UX U BbIOpaTh caMblil panuoHanbHbId. Ilosnesno no
Hayaja BBIYMCICHMM COCTaBUTh KpaTKMM IulaH pemieHus mnpoOsemsl (3axaum). Pemenue
npoOJeMHBIX 3aJad WIM MPUMEPOB CIEAYeT H3Jarath MOJPOOHO, BBHIYMCICHHUS pacrojiaraTb B
CTpPOrOM IOpSAKE, OTHAENsAs BCIIOMOIaTEeNIbHbIE BBIYMCIEHUS OT OCHOBHBIX. PemieHus npu
HEO00XOJUMOCTH HYKHO COIPOBOXKJIaTh KOMMEHTAPUSIMU, CXEMaMH, YEPTEKAaMHU U PUCYHKAMH.

Crnenyer NOMHHUTH, YTO pELICHHE KaXIOW y4eOHOW 3ajaud JOJDKHO JOBOAMTHCSA [0
OKOHYATEJIBHOT'O JIOTUYECKOT0 OTBETA, KOTOPOrO TPEOYET YCIOBUE, U 110 BO3MOXKHOCTH C BBIBOJIOM.
[Tonmy4yeHHbIH OTBET cleqyeT IPOBEPUTh CIIOCOOAaMU, BBITEKAIOLIMMH U3 CYLIECTBA JaHHOM 3aJlayuu.
[Tone3Ho Taxke (e€ciM BO3MOXKHO) pellaTh HECKOJIBKUMH CIOCOOAMH M CPaBHHUTH IOTYYEHHBIE
pe3yibTarhl. PemieHue 3agay JaHHOTO TUIA HYXKHO MPONOJDKATH 10 IMPHOOPETEHUs TBEPAbIX
HAaBBIKOB B X PELLIECHUHU.

4.3. Memoouueckue pekomeHoayuu no camonposepke 3HaHull

Ilocne m3yueHHs! ONpeNeNeHHOM TeMbl IO 3alUCSIM B KOHCHEKTE M Y4EOHMKY, a TakKe
pelmeHuss JOCTaTOYHOIO KOJIMYECTBA COOTBETCTBYIOIIMX 3a/1a4 Ha IPAKTUYECKUX 3aHATHUAX M
CaMOCTOSITENIBHO CTYIEHTY PEKOMEHIYETCSI IPOBECTH CaMOIIPOBEPKY YCBOEHHBIX 3HAHUI, OTBETUB
Ha KOHTPOJIBHBIE BOIIPOCHI 110 U3YYEHHOU TEME.

B ciydae HE0OXOIMMOCTH HYKHO €llie pa3 BHUMATEIbHO pa300paThcs B MaTepHale.

HNHorna HeZOCTaTOYHOCTH YCBOEHHUS TOTO WJIM HMHOTO BOIPOCA BBIACHSAETCA TOJIBKO IIPU
W3Y4YEHUHU JAJbHEHIIEro mMarepuana. B 3Tom ciydae Hago BEpHYThCSA Ha3al U IOBTOPUTH IUIOXO
YCBOEHHBIM Marepuan. BakHbli KpUTEpUH YCBOEHHsI TEOPETHYECKOr0 Marepuaiga — YyMEHHUE
0TBEYaTh Ha BOIPOCHI JUIs coOeceI0BaHMUS.

Bonpocsl nus codecenoBanus
ba3oBblil ypoBeHb

1. TlonsaTue «3amuTa nHpoOpMaU». PacKpbITHE CYIITHOCTH 3allUThl HH()OPMAIHH 10

(GYHKIIMOHAJIBHOU U COAEpPKATEIbHON HapaBJIE€HHOCTH.

Ilenu, 3a1a4n ¥ OCHOBHBIE OOBEKTHI 3aIIUTHl HH(POPMAIIH.

OcHoBHbI€ HanpaBiIeHUs oOecrieueHus: 6e30MacHOCTH HH()OPMALIMOHHBIX PECYPCOB.

CoBpeMeHHbIE YCIIOBHSI, OTPEAEISIONINE 3HAaU€HHE 3alIUThl HH(OPMAIIHH.

OcHoBHbIE TIOJIOKEHUS TEOPHUH 3aIUTHI HH(OPMALIKUH, CBSA3b ¢ IpobieMaMu

uH(pOpMaTH3aLUHU 001IECTBA, OXPaHbl HHPOPMALIMOHHBIX PECYPCOB.

6. 3ammTa mpaB cOOCTBEHHWKA Ha BIaJICHUE U PaCTIOPsDKEHHE CBOMMU MH(POPMAITMOHHBIMA
pecypcamu.

7. TlonsTue ¥ Ha3HAUEHUE CUCTEMBI 3aIIUThl HHpopManuu. OCHOBHbBIE XapaKTEPUCTUKU
CHCTEMBI 3alUThl HH(OPMAIIHH.

8. DIeMeHTBI CHCTEMBI 3alUThI: IPABOBOM, OPraHN3aIMOHHBIN, HHKCHEPHO-TEXHIUECKHH,
IporpaMMHO-annapaTHbIN, KpunTorpaguueckuil. B3auMocBs3b 1 cosiepkaHre OCHOBHBIX
3JIEMEHTOB CUCTEMBI 3aIIUTHI.

9. PexuM 3alIMThI, COAEpKAHUE U MOPSAJIOK JeHCTBUH, HAaNIPaBICHHBIX HA 3aIUTY
uH(pOpMali1, OpraHu3alus U TEXHUYECKUE MEPOTIPUSITHUS.

10. TexHONOTMYECKUX MPOLEAYP YUeTa U KOHTPOJIs, TPeOOBAHUH 3aIIUTHI OPraHU3AIIH
KOH(HICHIIMAITBHOTO IOKYMEHTO000POTA.
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11. PernaMeHTanus cieuain3upoOBaHHBIX TEXHOJOTUYECKUX MPOLEIYP YU€Ta U KOHTPOJIS,
TpeOOBaHM 3alTUTHI OPTaHU3AIUH KOH(DHUICHIIMAIBHOTO IOKYMEHTOO0O0pOTA.

IloBBIIEHHBIN YPOBEHD

1. Bunsl napa3uTHBIX CBA3EH U HABOAOK, XapaKTEPHbIE /IS JTIOOBIX PaaHOdIEKTPOHHBIX
CPEJ/ICTB U TIPOBOJIOB, COSANHSIONINX MX KaOeneH.

Bunsl yrpo3 6ezonacHocty HHPOpMAITUH.

OcHOBHBIEC IPUHIUIIBI T0OBIBaHNS HH()OpMALIUHL.

[Tponenypa naeHTu(UKauM, Kak OCHOBA Mpoliecca 00HApYKEHHUS 00bEKTa.

Merop! cuHTE3a HHPOPMAIIHH.

MeTo1b1 HeCAaHKITHOHUPOBAHHOTO JOCTYIA K HH(POPMAIIH.

OCHOBHBIMH cIT0OCO0OaMHK TIPUBJICYEHHSI COTPYTHHKOB T'OCYIaPCTBEHHBIX U KOMMEPUYECKHX
CTPYKTYP, UIMEIOIIUX JOCTYI K HHTEPECYIOMEH nH(OPMAIIHH.

8. CnocoObl HAOMIOCHNUS C UCTIONB30BAHUEM TEXHUYECKUX CPE/ICTB.

Noakown

4.4. Memoouueckue pexomenoayuu no HANUCAHUIO HAYYHBIX MEKCMO8 (00K1A008, pehepamos,
acce, HAYUHBIX cmametl u m.o.)

[lepen TeMm, KaKk TPUCTYNMUTHh K HAMMCAHUIO HAYYHOTO TEKCTA, BAXKHO pa3o0parbes, KaKoBa
WCTUHHAs 1IeIb Balllero HayYHOr'o TEKCTa - ATO IMOMOXKET BaM Pa3yMHO pacIpe/ieIuTh CBOU CUJIbI U
BpEMsl.

Bo-nepBbIX, CHadanga HYXHO OIpPENENUThCS C MJEeH HaydHOro TeKcTa, a Uil 3TOro
HEOOXOIMMO HAYYHUTHCS JTUOO OTHOCHTHCS K Pa3HBIM SIBICHUSM M (aKTaM HECKOJIBKO KPUTHUECKH
(cBOSL MIes — Kak MHas TOYKa 3pEeHHs), JUOO0 HAy4dUThCs YBIEKAaThCS KAaKUMH-TO H3BECTHBIMHU
UIeIMH, KOTOpBhIE HYXJAIOTCS B JOpabOTKe (Waess — KakK ONTUMHUCTHYECKas TMO3WIHS U
HalpaBJIEHHOCTh Ha JalbHENIIee COBEPLICHCTBOBAHNE YK€ M3BECTHOI0). BO-BTOpBIX, HAyUUThCS
OpPraHU30BBIBATH CBOE BPEMSI.

[Tucatp cnenyet sICHO M MOHSATHO, CTAPasCh OCHOBHBIE MOJI0XKEHUS (POPMYIUPOBATH YETKO U
HEJIBYCMBICJIEHHO (YTOOBI M caMOMY IOHSATHO ObLIO), a TaKKe CTPEMSCHh CTPYKTYpHUpOBATh CBOI
TEKCT.

Cucrematuzansi ¥ aHajdW3 W3YYCHHOH JMTEpaTypsl MO TpoOeMe HCCIEeTOBaHHS
MO3BOJISIIOT CTYJICHTY Hamucarb padoTy.

Pabounii BapmaHT TeKcTa MOKJIaAa TPEAOCTABISETCS PYKOBOAMTENIO Ha TpoBepKy. Ha
OCHOBE paboyvero BapuaHTa TEKCTa PYKOBOJIUTEIb BMECTE CO CTYJIEHTOM 00CYKIaeT BO3MOKHOCTH
JOpabOTKU TEKCTa, €ro 0(OpMIICHHE.

Cmpyxmypa doxknada:

— Bsenenne (He 6omnee 3-4 ctpanui). Bo BBeneHnn He0OX01MMO 00OCHOBATh BHIOOP TEMHI,
€e aKTyaJlbHOCTh, OYEPTHUTH OOJIACTh HMCCIIEOBAHUS, OOBEKT MCCIEIOBAHMS, OCHOBHBIC LEITH U
3aJ]auu MCCIeI0OBaHMUS.

— OcHOBHasl 4acThb COCTOMT M3 2-3 pa3znenoB. B HHMX packpbIBaeTcs CyTh HCCIENYyEMOU
poOJIEMBI, TTPOBOIUTCS 0030p MHPOBOH JHTEPAaTyphl M UCTOYHHKOB VHTEpHET MO TpeaMeTy
UCCIIEIOBAHMsI, B KOTOPOM JIaeTCAd XapaKTePUCTUKAa CTENEHH pPa3pabOoTaHHOCTU MPOOJIeMbl H
aBTOpCKash aHAJUTHUYECKAs OIICHKA OCHOBHBIX TEOPETHUYECKUX TIOJXOOB K €€ PEIICHHIO.
Wznoxenue wmarepuaga He JODKHO OIPAaHMYMBATHCS JIMIIb OMMCATENBHBIM MOJXOJOM K
packpbeITHi0 BBIOpaHHOW TeMbl. OHO Takke [OHKHO COJIEpKaTh COOCTBEHHOE BHUIICHUE
paccMaTpuBaeMoi MPOOIEMbl U M3JI0KEHUE COOCTBEHHOM TOUKM 3pPEHHUSI HA BO3MOXHBIC ITYTH €e
pelIeHus.



— 3akmoueHue (1-2 crTpaHuubl). B 3akiarodeHMM KpaTKO HU3JararoTcs AOCTUTHYTBIE IIPU
M3YyYEHHUH ITPOOJIEeMBI 1€, IEPCIEKTUBBI Pa3BUTHUS UCCIIEyEMOro BOIIpOca

— Cnucoxk HCHOJBb30BAHHOW JHTEpaTypsl (He MeHbmie 10 HMCTOYHHMKOB), B andaBUTHOM
nopsiike, OpOPMIICHHBII B COOTBETCTBUHU C MPHHATHIMU MpPaBUIaMU. B CIIMCOK MCTONBb30BaHHON
JUTEpaTypbl pEKOMEHYeTCsl BKIH0YaTh PabOThl OTEUECTBEHHBIX U 3apyO€XHBIX aBTOPOB, B TOM
YHCcIIe CTaThU, ONMyOJIMKOBAaHHBIC B HAYYHBIX KYpPHAJaX B TEUCHHE MOCIEIHHUX 3-X JIET U CCHUIKU
Ha pecypchl ceTi HTepHeT.

— Ilpunoxenue (mpu HEOOXOAUMOCTH).

Tpebosanus k ogpopmaeruio:

— TEKCT C OJIHOM CTOPOHBI JIUCTA;

— mpudt Times New Roman;

— xerup mpudra 14;

— MEXCTpPOYHOE paccTosHue 1,5;

— MoJsi: cBepxy 2,5 cM, cHu3y — 2,5 cm, ciieBa - 3 cMm, crpasa 1,5 cm;
— pedepar goKeH OBITH MIPEACTABICH B COPOIIIOPOBAHHOM BHJIC.

Tlopsaook 3awumul doxknada:

Ha 3amury pokmana oTBOAMTCS 5-7 MUHYT BPEMEHH, B XOJ€ KOTOPOTO CTYIEHT JIOJIKEH
MoKa3aTh CBOOOJHOE BIAJCHUE MaTepuajoM IO 3asBieHHOW Teme. l[lpu 3amure pokmana
MIPUBETCTBYETCS UCIIOJIb30BAHNUE MYJIbTUMEANA-TIPE3CHTALIUY.

Jloknan oOleHUBaeTCs MO CICAYIOIMIUM KpPUTEPHUsM: COOJOeHHEe TpeOOBaHU K €ro
0(pOpMIICHHIO; HEOOXOJUMOCTh M JOCTATOYHOCTH ISl PACKPBITHS TEMbl MPUBEICHHOW B TEKCTE
JOKJIana WHQOpPMAIMK;, YMEHHE CTYyJEHTa CBOOOJHO H3JIaraTh OCHOBHBIC HJICH, OTPAXCHHBIC B
JOKJIaJie; CIOCOOHOCTh CTYICHTA MOHSATh CYTh 3a/laBa€MbIX IPENoJiaBaTeleM U COKYPCHUKAMHU
BOIIPOCOB U C(HOPMYyIUPOBATH TOUHBIE OTBETHI HA HUX.

Kpumepuu oyenxu:

Oyenka «omauyHo» BBICTABIISIETCS CTYACHTY, €CIIM B JIOKJAJE CTYACHT HCUYEPIBIBAOIIE,
MOCIIE0BATENbHO, YETKO M JIOTHYECKH CTPOWHO H3JIaraeT MaTepuai; CBOOOJIHO CIpaBISIETCS C
3a/lauaMi, BOMPOCAaMU WM JAPYTMMH BHJIAMH TPUMEHEHHWs 3HAHWUM, HWCIOJIB3YeT /I HaluCaHUs
JIOKJIaJia COBpEMEHHbIC HayYHbIE MaTepPHAIIbl; aHATM3UPYET MOIYYeHHYIO HH(GOPMAIUIO; IPOSIBIISET
CaMOCTOSITEJIbHOCTD TIPU HAITMCAHUU JOKJIa/Ia.

Oyenka «xopowio» BBICTaBISIETCS CTYIEHTY, €CIM KadeCTBO BBINIOJIHEHHUS JIOKJIaja
JIOCTaTOYHO BhICOKOE. CTYyZIEHT TBEP/IO 3HAET MaTeprall, TPaMOTHO U IO CYIIIECTBY U3JIaraeT ero, He
JIOTyCKasi CyIIECTBEHHBIX HETOYHOCTEN B OTBETE HA BOIPOCHI MO TEME JOKIaAa.

Oyenka «y0o8iemeopumeibHo» BBICTABISIETCS CTYAEHTY, €CJIM Marepuan JoKJaja
U3NIaraeTcss 4acTUYHO, HO MPOOENbl He HOCAT CYIIECTBEHHOTO XapakTepa, CTYIEHT AOIMYyCKaeT
HETOYHOCTH W ONMIMOKHW TPU 3alIUTe IOKJIaja, aeT HEJOCTAaTOYHO MPaBWIbHBIC (HOPMYIUPOBKH,
HAOII0IAI0TCSL HAPYIICHUS JJOTHYECKON TTOCTIEI0BATEIbHOCTH B U3JI0KEHHH MaTepHana.

Oyenka «Hey0081emeopumeibH0o» BBICTABIISAECTCS CTYIACHTY, €CITH OH HE TTOATOTOBIUT JTIOKJIA]
WIH JONYCTUJ CyIeCTBEeHHbIe ommuOku. CTyIeHT HEyBEepEeHHO HW3JaraeT Marepual JOKiIaaa, He
OTBEYAET HA BOMPOCHI MPETOIaBaTeNsl.

Onucanue wKanbl OYeHUsaHus

MakcumanbHO BO3MOKHBIN Oail 3a BECh TEKYITUH KOHTPOJIb YCTAaHABIMBAETCS PaBHBIM S55.
Tekymiee KOHTPOJIBHOE MEPOINPHUATUE CUUTACTCS CIAHHBIM, €CIM CTYJAEHT MOJYy4YWsl 3a HEro He
MeHee 60% OT yCTaHOBJIEHHOTO JJISI 3TOTO KOHTPOJISI MaKCUMAaJIbHOTO Oayia. PedTHHTOBBIN Oas,
BBICTaBJISIEMbIH CTYJIEHTY 3a TEKyIlee KOHTPOJIIbHOE MEpONPUITHE, CIaHHOE CTYJIEHTOM B
YCTaHOBJICHHBIE TpadUKOM KOHTPOJIBHBIX MEPONPHUITHH CPOKH, OMPEACISIETCS CIEeIYIOMNUM
obpazom:

| VpoBeHD BBIIONHEHHS KOHTPOIBHOTO 33/aHusl | PeHTHHIOBBI 6ami (B % OT MAKCHMABHOTO 6ama |




3d KOHTPOJIbHOC 3aI[aHI/I€)

OTIUYHBINA 100
Xoporuit 80

Y 1OBIETBOPUTENBHBIN 60
HeynoBneTBopuTenbHBbIi 0

Templ 3cce (pedepaToB, 10KJIAT0B, COOOIIEHUIT)

CYD]I.

JOCTYyTIA.

CII0CO0O0B 3aIlUTHI OT HUX.

LCoNoohowdpE

e el
ORWNRER O

. “HopMaIHH.

e
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. M”H(OpPMAINH O MIPECTYIMHON AEATEIbHOCTH.

Cuctemsl ynpasneHus puzndeckuM A0cTynoM. CrienuanbHble peKUMBI PaOOThI
OCOOEHHOCTH CHCTEM YIIPaBICHHS JOTMYECKUM JOCTYIIOM. Busl ynaneHHoro

3amuTa 00beKTOB HHPOPMATH3ALUH, TEXHUYECKUX CPENICTB 00pabOTKH
nH(GOPMAIIMU ¥ MAaTMHHBIX HOCUTEJIEH OT JeCTaOMIM3UpPYIOMMX (GaKTOpOB
okpy>xarorei cpensl. Kinaccuduxanmst nectabuan3upyronmx Bo3AeHCTBUN U

[TousTHsI 00 MHPOPMALMOHHBIX U KOMITBIOTEPHBIX MPECTYIUICHUSX.
. OCHOBHBIE IPUYHHBI K 0OCOOCHHOCTH KOMITBIOTEPHBIX MPECTYILICHUI.
. YrooBHO Haka3yembie GOPMBI pacIipOCTPaHEHUsI U pasrialieHus HHGopManum
. YTos0BHO Haka3yeMblie popmbl panbcuduranmm nHOpMaIuu
. ®opMBI 3aKOHHOTO ¥ HE3aKOHHOTO COOMPaHUs HHPOPMAIIHH.
. HesakoHHOe XpaHeHue, epeayda, NpeJ0CTaBICHUE H UCIIOIb30BaHHE

. KommnerorepHas cuctema Kak opyaue IpecTyIUICHHs.
. KommnprorepHas cuctema Kak CpeficTBO COBEPIIEHUS NPECTYIUICHUS M XPaHHIUILE

4.5. Memoouueckue pexomenoayuu no no020mogKe K 3auemam

Hpouenypa 3a4€Ta KaK OTACIIbHOC KOHTPOJbHOC MEPOIIPHUATUC HE ITPOBOJAUTCA, OLICHUBAHUC

3HaHUI 00yyaroerocs NPOUCXOJUT MO Pe3yIbTaTaM TEKYIEro KOHTPOJIS.

3ayer BBICTABIACTCS IO pe3yibTaTaM padOTHI B CEMECTpe, MPH clade BCEX KOHTPOJIBHBIX
TOYEK, NPEAYCMOTPEHHBIX TEKYIIMM KOHTpojeM ycrneBaeMocTH. Ecimu mo wuroram cemectpa
oOyuatomuiics umeet ot 33 1o 60 GannoB, eMy CTaBUTCS OTMETKa «3auTeHo». OOydaromemycs,
UMEIOIIEMY 0 UTOraM cemMecTpa MeHee 33 0aiioB, CTABUTCS OTMETKA «HE 3aUTEHO.

Konuuecmeo 6annos 3a 3auem (S3au) npu pa3nuunsix petimuneo8ulx OAuIax
no oucyuniuHe no pe3yibmamam pabomsl 8 cemecmpe

PeliTUHroBBINA 02171 MO AUCHHUILJINHE
o pe3yJibTaTtaMm pa6oTnl B cemectpe (Rcem)

KoauuecTBo 0a/1510B 3a 3auet (S3a4)

50 < Rcem <60 40
39 < Rcem< 50 35
33 <Rcem < 39 27

Rcem< 33 0

KoHnTpoJas camocTosAATe/IbHOM padoThI CTYACHTOB

KoHTposb camocToATeNnbHOM paboThl IPOBOANTCS MPETOAaBATENIEM B Ay IUTOPHH.
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[TpenycMOTpEeHBI CIEeNyIONie BUABI KOHTPOJS: COOECeOBaHWE, OICHKA BBIMOTHCHHUS
JIOKJIaJla U €r0 IPE3CHTALUH.

[TogpoOHBIe KpUTEpUM OICHUBAHUS KOMIIETEHUUNA mpuBeneHbl B DOH/IE OLIEHOYHBIX
CPENCTB JIJIsl IPOBEICHUS TEKYILEW U MPOMEKYTOUHON aTTECTALlUU.

Cnucok simreparypsl s BoinojHeHusi CPC

IlepeyeHb OCHOBHOIT JTUTEPATYPHI
1. . HuadopmanmonHas Oe30macHOCTh: Yy4ueOHWUK s By3o/ B.M. Spoukun — M.:
AkagemMudeckuit mpoekt, 2012.
2. Cemenenko B.A. Mndopmannonnas 6e3omacHocTh: yued.mocodue/ B.A. Cemenenko — M.:

MI'ny, 2013.
IlepedyeHb 1ONMOTHUTEILHOM JUTEPATYPbI
1. Hnadopmanmonnas Oe3omacHOCTh: YydeOHMK s By3oB/ B.M. Spoukun — M.:

Axanemudeckuit mpoekrt, 2012.
2. Cemenenko B.A. Mudopmannonnas 6ezonacHocTb: ydeO.nmocodbue/ B.A. CemeHeHKO —
M.: MTIY, 2013.
IlepeyeHb y4eOHO-METOIHYECKOT0 00eCTIeYeHNsI CAMOCTOATEILHON PAdOTHI 00YYAKOIIMXCS 110
JTMCIHILTHHE
1. Meronuyeckie peKOMEHIAlMHU TI0 BBITOJHEHHUIO JIAOOPATOPHBIX pabOT MO JUCHHUILIMHE
«OCHOBBI ynpaBiieHUs1 HH(GOPMAIMOHHOH OE30MACHOCTHY.
2. Meroauueckre peKOMEHIAIMH [0 OPraHU3alUN CAMOCTOSTEIBHOM Pa0OThI CTYICHTOB 110
aucuuiuinae « OCHOBBI yrpaBieHuss WH()OPMAIIMOHHOM 6€301MacHOCTH
Ilepeyens pecypcoB  HH(POPMAIMOHHO-TEIEKOMMYHUKAIMOHHOW cetn  «UHTepHeT»,
HeO0OXO0UMBIX /IJI51 0CBOCHMSI IHCIUTIIHHBI
1. http://biblioclub.ru/ — Yuusepcurerckas oudaroreka online "bubianoxiny6"
2. https://4brain.ru/liderstvo/ — JTunepctBo: ypoku 3pHeKTHBHOTO PYKOBOIUTEILS
3. https://spravochnick.ru/psihologiya/ — CripaBOYHHK IO TICHXOJIOTHH
4. https://ur-l.ru/LLEbZ — TumOunauur u 3¢ dexTuBHOE KOMaH1000pa30BaHKe
5. https://urait.ru/bcode/449575 — 3enkuna, C.B. CereBas NpPOEKTHO-HCCIIEIOBATEIbCKAS
NEeSTeNIbHOCTh ~ OoOydaromuxcs :  yueOHoe mocobue gns  By3oB/ C. B. 3enkuHa,

E. K. I'epacumoBa, O. II. IlankparoBa. — Mocksa : W3parensctBo IOpaiit, 2020. —
152 c. — (Bricmiee oopaszoBanue). — ISBN 978-5-534-13229-8. — Tekcrt : 2neKTpOHHBIIH //
9BC Opaiit [caiir].
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MUHUCTEPCTBO HAYKHU U BBICIHIET'O OBPA3OBAHUS PD
OEJNEPAJIBHOE 'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE
YYPEX/IEHME BBICIHIETI'O OBPA3OBAHMA
«CEBEPO-KABKA3CKUI ®EJIEPAJIbHBIN YHUBEPCUTET»
[Iaturopckuit uuctutyt (punmuan) CKOY

METOAUYECKHUE YKA3AHUA
110 BBITIOJIHEHHIO TIPAKTHYECKUX PabOT
110 JIUCIHUILTAHE
«OCHOBBI YIIPABJIEHUSI TH®OPMAIIMOHHOM BE3OIMMACHOCTBIO s
nanpasnenus noaroroeku 10.03.01 Mudopmarmonnas 6e30macHOCTh
HanpaBJIeHHOCTH (MPoQuih) Be30MacHocTh KOMIILIOTEPHBIX CHCTEM

[TsTuropck
2026 1.
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Conep:xanue

Bseneunue
1. Ienb u 3a1auu U3y4eHUs TUCHUILIMHBI

2. HanMeHOBaHUE MIPAKTHUECKUX 3aHATHH Ommndka! 3akaanka He |
CTPYKTYPA U COJEP)KAHUE ITPAKTUYECKUX 3AHATUN

[IpakTuueckoe 3andarue 1.
[IpakTuueckoe 3anstue 2.
[IpakTueckoe 3anarue 3.
[IpakTuueckoe 3anstue 4.
[IpakTuueckoe 3aHarue 5.
[TpakTrueckoe 3ansTue 6.
[Ipaktuueckoe 3anarue 7.
[TpakTyeckoe 3anstue 8.
[TpakTrueckoe 3austue 9.
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BBEJAEHUE

1. Hesp u 3a1a4u M3yYeHUs] AUCUUIIJIMHBI

Lenbto ocBoeHUS TUCHUIUIMHBI «OCHOBBI YITpaBieHUs WH(GOPMALMOHHON 0€30MacHOCTHIO
sBisieTcs (GopMupoBaHue Habopa MpodecCHOHANBHBIX KOMIETEHIMH Oyaymero OakanaBpa IO
HarpasieHuto nmoAarotoBku 10.03.01 «MupopmanronHas 6€30mMacHOCTbY.

B coorBeTcTBHM ¢ yKa3aHHOH IENBI0 MPU HM3YYCHUU MAHHOW IUCIMIUIMHBI CTaBATCS
CIIeIyIOIINE 3a/1a4H:

* aHanu3 WHQPOPMAIMOHHON O€30MaCHOCTH OOBEKTOB M CHUCTEM C HCIIOJIb30BaHHEM
OTEUYECTBEHHBIX U 3apyOeKHBIX CTaHIAPTOB;

* pazpaboTKa TMpPEIOKEHUH TIO0  COBEPUICHCTBOBAHHMIO  CHUCTEMBI  YIPaBJICHHUS
nH(pOpMaITMOHHOM 0€3011aCHOCTHIO;

*  ¢opmupoBaHUE KOMILIEKCa Mep (IIpaBUia, MPOLEAYPHl, TPAKTUYECKHE TPUEMBI U TIp.)
IUTsL yIpaBlieHus: THGOPMAITMOHHOHN 0€3011aCHOCTHIO.

2. HaumeHOBaHHe NMPAKTHYECKUX 3aHATUH

No
Temnsr
JTUCIIAI
JIMHBI

HaumenoBaHnue TeM JUCLUILIMHBI, UX KPAaTKOE U3 HuxX npakTHYeckast
COLCpIKaHUe O0beM YacoB MOJITOTOBKA, YaCOB

8 cemecTp

1 IpakTnyeckas pa6ora Nel 2 2
«OcHoBoOMoO/IaraIue AOKYMEHTbI B
o0J1acTu MHGOPMAIITHOHHON 0€30MACHOCTID)
U3yuUmb OCHOBONOIA2AIOWUE OOKYMEHMbL 6
obracmu UHGOPMAYUOHHOU 6e30nacHoOCmu U
poccutickue U MeHCOYHAPOOHble, KOMOpble
ucnoavsyromes 6 Poccuu

2 [Ipaktnueckas pabGora Ne2 QOobecneuyeHue 2 2
HHGoOpPMAMOHHOI 0€30MACHOCTH B BeTYIINX
3apy0eKHBIX CTPaHax

O3HAKOMIEHUEe C OCHOBHbIMU NPUHYUNAMU
obecneuenusi uHGopmayuoHHoU bezonacnocmu
8 8eOYWUX 3aPYOEIHCHBIX CIMPAHAX

3 [Mpaktuueckas padora Ne 3 «TpeGoBanusi u 4 4
MOKA3aTeJIN 3aIMIEHHOCTH
ABTOMATHU3UPOBAHHBIX CPEACTB 00padOTKH
uHpopmanum»

O3HAKOMUMbCSL c mpebosanuimMu u
nokazamensamu 3auuujeHHoCmu

aABMOMAMU3UPOBAHHBIX CPeOCme 00pabomKu
1lH/})f)n MAIU

4 [IpakTuueckass pabora Ne 4 «AJTOpUTMBI 2 2
NnoBeAeHus! BHPYCHBIX " APYrux
BPEeI0HOCHBIX MPOrpaMm»

3naxomemeo ¢ HeKOmMopwLIMU ANCOPUMMAMU
noGeodeHUsl GUPYCHBIX U OPY2UX 8PEOOHOCHBIX
npoOcPAMM.

5 [TpakTuueckas padora Ne 5 «lIpoyedypa 2 2
aymeHmuukayuu noiv3oeamens Ha 0CHOGe
napoasy
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uszydernue mexHoJiocuu aymeHmuqbuKauuu
noJjibzoeameiisil Ha OCHOo6e napoJii.

[TpakTrueckas pabota No 6 «AHAJIU3 PUCKOB
HH(OPMALIMOHHOM 0e30macHOCTH»
O3HAKOMUMbCSL C AN2OPUMMAMU OYEHKU PUCKA
ungopmayuonHo b6e3onacHocmu

[IpakTrueckas padota Ne 7 «TunoBbie»
KAHAJIbI YTeYKH UH(popMannu 00beKTOB
ungopmaruzauuu OB/l YciaoBus u
(axTopsl, ciocodGCTBYOIINE YTEUKe
HH(OPMALIH OTPAHUYEHHOI0 J0CTYIA.
Moaesin BO3MOKHBIX HAPYIIMTeJ e
O3HAKOMUMBCAL C YCILOBUAMU U haKmopamu,
cnocobcmsyrowumy ymeuxe ungopmayuu
02PAHUYEeHH020 00CMYNa

[IpakTuueckas pabora Ne§
«IIpenBapuTeILHBINA aHAIH3
HH(OPMALMOHHOH 0€30I1aCHOCTH
NpeAnpHUsITHSD

H3yuumsb desmenvHocmob onpedeieHHOU
opeanu3ayuL U NPoGeCcmu NPed8apumenbHbulil
aHanus ee UHPOPMayuoHHoU Oe30nacHoCmu

[Ipaktnueckas pabora Ne 9 «IlocTpoenme
KOHIeNIHUHA HHGOPMALMOHHOM
0€e30IaCHOCTH NMPeANPUATH

3HAKOMCMBO C OCHOBHLIMU NPUHYUNAMU
nocmpoenus konyenyuu HB npednpusmus, c
yuemom ocobenHocmeu e20 UHPOPMAYUOHHOU

ungpacmpykmypul

Hroro 3a 8cemecTp

24

24

Hroro

24

24
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CTPYKTYPA U COJAEPKAHUE MMPAKTUYECKHNX 3AHATHI

IIpakTuyeckoe 3ausaTue 1. «OcHOBoOMoOIarammue JOKyMeHThI B 00,1acTH HHPOPMAIITHOHHOM
0€30MaCHOCTI

Heas padoThI: usyuums ocHosononazarowue OOKYMEHmMbL 6 001ACMU  UHDOPMAYUOHHOU
bezonacnocmu u pocculickue u MesicOyHapoOHbvle, Komopwvle Uchov3yiomes 6 Poccuu

1. Teopernueckasi 4acTb

1. Pexomenpanmuu X.800.

OCHOBONONAralONIMM  JIOKYMEHTOM B OOJIACTH 3aIUTHl PACHPENENEHHBIX CHUCTEM CTallUd
pexomenaanuu X.800 — JOKYMEHT 10BOJIBHO OOIIMPHBIH.

OcHoOBHasi OCOOCHHOCTH 3TOTO JOKyMEHTa — pacrpeneicHue QyHknwid obecnedenus Wb mo
yposasim OSI/

Pacripenenenue GpyHkmmii 0€30MaCHOCTH 110 YPOBHSIM 3TAIOHHOM ceMuypoBHEeBoi Mojaenu OSI

VYposens mozaenu OSI

1 2 3 4 5 6 7

@yHKIMKM 0€301aCHOCTH

AyteHtuduxanus - - + + - - +
VYmpasieHue J0CTyIoM - - + + - - +
KonuaeHnmansHOCTh COeTMHEHUS + + + + - + +
KoupuaeHmansHOCTh BHE COSTUHEHUI - + + + - + +
Bri0opouHnast KOHPHACHIIHATBHOCTD - - - - - + +
KonuaennuansHocTh Tpaduka + - + - - - +
IlenocTHOCTH C BOCCTAHORBJIICHUEM - - - + - - +
[{emocTHOCTH 0€3 BOCCTAHOBJICHUS - - + + - - +
N3buparenpHas 11€I0CTHOCTh - - - - - - +
I{e10CTHOCTh BHE COSTUHEHUS - - + + - - +
HeotkazyemocTh - - - - - - +

MexaHu3Mbl 0€30IMacCHOCTH

. [udposanue;

. OnexTpoHHas (udpoBasi) MOAMKCH;

. MexaHU3MBI yIIPaBICHUS JOCTYIIOM;

. MexaHU3MBI KOHTPOJISI IEJIOCTHOCTH JaHHBIX;
. MexaHu3MBbI ayTeHTH(DUKALINY;
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. MexaHu3Mbl AOTOJIHEHUS TpaduKa,
. MexaHu3Mbl yIipaBiIeHHs] MapIIPyTU3AIHEH;
. MexaHu3Mbl TOITBEPKICHUS TOUIMHHOCTH;

2. Kpurepum oumeHKHM HaJe:XKHbIX KOMIbIOTepHBbIX cucreM ("OpankeBass KHura'"
Munucrepcrea odoponsi CIIIA).

JlaHHBIH TPy, Ha3bIBaEMBbIi Yalle BCEro Mo mBeTy 0010kKH "OpaHkeBoil KHUTOI", ObLT BIEpBbIC
onyoiukoBaH B aBrycre 1983 roza.

"OpamnxeBass KHUTA" TOACHSET MOHATHE 0E30MaCHON CUCTEMBI, KOTOpas "ympaBiseT, MOCPEICTBOM
COOTBETCTBYIOIIIUX CPEACTB, AOCTYNOM K HWHQPOpPMAlNWH, TaK YTO TOJBKO JODKHBIM 00pasoM
ABTOPU30BAaHHbIE JIMIA WIA MPOLECCH], AEHCTBYIOIIME OT UX HMMEHH, IOJIy4alOT IPAaBO UYUTATh,
nyUcaTh, CO3aBaTh U YAAIATh HH(pOpMAIHIO".

Od4eBUIHO, 4TO aOCONIOTHO O€30MACHBIX CHCTEM HE CYIIECTBYET, 4To 3T0 abcrpakius. JIroOyro
CUCTEMY MOXHO "B3JIOMaTh'", €CIM pacrojarath JOCTATOYHO OOJBIIUMU MATePHAIBLHBIMH U
BPEMEHHBIMU PECYPCaMHU.

Ectb cMEICT OLCHUBATH JIMIIb CTCIICHb JOBCPUA, KOTOPOC pa3yMHO OKa3aThb TO# WM UHOHN CHCTEME.

Hane:kHOCTh CHCTEMBbI

B "OpamxkeBoil kHure" HajexHas CHCTEMa ONpENENsAeTcs Kak '"CHCTEMa, HCIOJb3YIoLas
JIOCTaTOYHBIE ammapaTHble W MPOTrpaMMHBIE CpPEJCTBA, YTOOBI 00ECIEYUTh OJIHOBPEMEHHYIO
00paboTKy MH(pOpMAIUK pa3HOW CTEMEHU CEKPETHOCTH TPYMION TMOJIb30BaTeNe 0e3 HapylieHus
npaB goctyna'.

CreneHb 10Bepus, UM HAJIEKHOCTh CUCTEM, OLIEHUBAETCS MO IBYM OCHOBHBIM KPUTEPHUSAM:
. [TonmuTHka 6e30MacHOCTH
. ["apaHTHPOBaHHOCTH

IToauTHKA 0€30IIaCHOCTH

310 HabOp 3aKOHOB, ITPABHJI U HOPM MOBE/IEHUS, ONPEALIAIOINX, KaK OpraHu3alus oopadaThIBaeT,
3alUIIAET U pacrpocTpaHseT HHPpopMmalio. B yacTHOCTH, TpaBuiia ONPEEISIOT, B KAKUX CIIydasx
M0JIb30BaTENb MUMEET MPaBO ONEPUPOBATH C ONMPEIEICHHBIMU Ha0opamMu JaHHBIX. UeM HajexHee
cucTeMa, TeM CTPOXKE U MHOTr0oOpa3Hee JI0JKHA OBITh MOJIUTHKA Oe30MacHOCTU. B 3aBUCcHMOCTH OT
c(OpMYIHPOBAHHONW TMOJUTUKUA MOXKHO BBIOMPAaTh KOHKPETHBIE MEXaHM3MbI, OOECIIEUHBAIOIINE
6e3omacHOCTh cHcTeMbl. [lonuTHka O€30MacHOCTH — 3TO AaKTHBHBI KOMIIOHEHT 3aIlUTHI,
BKJTIOYAIOLIHU B ce0s aHAIN3 BO3MOXKHBIX YTPO3 U BBIOOP Mep MPOTHBOCHCTBUS.

OCHOBHBIMH DJIEMEHTaMU MOJUTUKU 0€30MaCHOCTH SBISIOTCS
. [Ipou3BosbHOE ypaBIeHUE TOCTYIIOM;

® beszonacHocTh IIOBTOPHOI'O MCIIOJIb30BaHUA O6’beKTOB;
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. MeTku 6€30I1aCHOCTH;

. [IpunynuTenbHOE yrpaBlIeHUE JOCTYIIOM;
. ITogoTyeTHOCTE.
I'apaHTHPOBAHHOCTL

9T0 MEpa HOOBCpHsA, KOTOpasA MOXKET OBITh OKa3aHa APXUTCKTYPC W pcainu3dallui CHCTCMBI.
FapaHTI/IpOBaHHOCTB ITOKAa3bIBACT, HACKOJILKO KOPPCKTHBI MEXAHHU3MbI, OTBCUHAIOIIUC 3a IIPOBCICHUC
B JKU3Hb IIOJIUTHKHA OC30IIaCHOCTH. FapaHTI/IPOBaHHOCTB MOXXHO CUHUTATh IMaCCUBHBIM KOMIIOHCHTOM
3alIUThI, HAJ[BUPAIOIIUM 3da CAMHUMH 3alllUTHUKAMMH.

BaxubiM  cpeactBoM  oOecrieueHHss 0€30IAaCHOCTH  SIBJISIETCSI  MEXAHU3M  IOJIOTYETHOCTHU
(mporokonupoBanus). HanexxHas cucrema J0bKHA (DUKCHPOBAaTh BCE COOBITHS, KacarolIuecs
6e3omacHOCTH. BeneHue NPOTOKOJIIOB JOJDKHO JOHOJHATHCS ayJIUTOM, TO €CTh aHAJIN30M
perucTpanoHHON UH(OpMAaIIH.

KoHuenuus HaneKHOW BBIYUCIUTEILHON 0a3bl SBISAETCS IEHTPAIBHOW NPHU OILICHKE CTEIEeHU
rapaHTUPOBAHHOCTHU, C KOTOPOM CUCTEMY MOYKHO CUMTaTh HaJeKHOM. HanexxHas BbIUMCIUTENIbHAS
0aza — 93TO COBOKYIHOCTh 3alIMTHBIX MEXaHHU3MOB CHUCTEMbl (BKIIOYas ammapaTHoe U
IIporpaMMHOE 00eCIiedeHne), OTBEUAIOIINX 32 ITPOBEICHKE B )KM3Hb MOJIMTUKU OC30TIaCHOCTH.

Kaaccnl 6e3o0nacHocTH

B "OpaneBoil kaure" onpenensiercst yeTblpe ypoBHst 0ezonacHocTu (HagexxHoct) — D, C, B u A.
VYpoeenb D mpenHazHaueH [ CHCTEM, NPU3HAHHBIX HEYJIOBJIETBOPUTENbHBIMHU. B HacTosiee
BpPEMsI OH COJEPIKUT JIBE MOACUCTEMBI ypasiieHus goctynom ais K.

[To mepe nepexona ot ypoBHst C K A K HaJAEKHOCTH CHCTEM TPEIBABISIOTCS BCe 0OJiee KECTKHE
TpeboBanus. Yposau C u B moapaznenstores Ha knacesl (Cl, C2, Bl, B2, B3) ¢ nocreneHasiM

BO3pacTaHMEM HaleKHOCTH. TakuM oOpa3oM, Bcero umeercs 1ecTsb kiaccoB OezomacHoctu — Cl,
C2,B1, B2, B3, Al.

YTo0OBI cHucTEMA B PE3YIbTATC MPOUCAYPhI CepTI/I(I)I/IKaI_II/II/I Moria OBITh OTHECEHA K HCKOTOPOMY
KJIaCCy, €€ MOJIMTHKA 0€30ITaCHOCTH U rapaHTUPOBAaHHOCTH HOJIKHBI YAOBJICTBOPATH NPHUBOAUMbBIM
HWXKC Tpe6OBaHI/I$IM.

OpanxeBasi KHUTa Kiaccrr 6e3omacHocTH
HanexxHocTb cuCTEMBI Cl|C2|Bl1|{B2]|B3]|Al
1. Tlonmutrka 6e30macHOCTH

1.1 TIpou3BosbHOE yIIpaBI€HUE JOCTYIIOM + + = = + =
1.2 TToBTOpHOE UCTIOJIB30BAaHNE OOBEKTOB + = = = =
1.3.1 MeTku 6€30I1acCHOCTH + + = =
1.3.2 I1emoCTHOCTh METOK O€301MacHOCTH + + = =
1.4 IlpunyuTenbHOE yIIPABICHUE JOCTYIIOM + + = =
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1.5 IlogoTueTHOCTH

1.5.1 Unentudukanms u ayTeHTUDUKAIAS + + + = = =
1.5.2 IlpenocraBnenue HaeKHOIO IyTH + + =
1.5.3 Ayaut + + + + =

3. Untepnperanus "OpaHikeBoil KHUTH' 1J1s1 ceTeBbIX KOHPUIYypALMii.

BBoauTCs HOBOE MOHATHE — CETeBasl HAJE)KHAS BBIYMCIUTEIbHAsE 0a3a, pacipe/ielCHHbI aHaAJIoT
HaI[e)KHOf/'I BBIUHUCIUTEILHON Oa3bl HN30JIMPOBAHHBIX CHUCTCM. CerteBas HaJACKHAasA BbIYUCIINUTCIIbHAsA
0a3za hopMupyeTcs U3 BCEX YacTel BCeX KOMIIOHEHTOB CETH, 00CCIICUUBAIOIINX HHPOPMAITIOHHYIO
Oe3omacHocTh. Hanexxnas cereBas cucreMa JOJDKHA OOecmeuuBaTh Takoe paclpeaeieHue
3alllUTHBIX MCXaHHU3MOB, YTOOEI 0611_13,51 IIOJIMTHUKA 6C3OHaCHOCTI/I MMpoOBOAWJIACh B )KU3Hb HCCMOTPA
Ha YA3BUMOCTh KOMMYHHMKAIIMOHHBIX IIyTed M Ha MapajulejbHYI0, ACHHXPOHHYIO paloTy
KOMITOHCHTOB.

WMHTepnperanus NpeaycMaTpUBAcT pa3jIMYHbIE BAPUAHTHI PACIPENCICHHs CETEBOM HAaJEKHOU
BBIYUCIUTENbHOW 0a3bl 10 KOMIIOHEHTaM M, COOTBETCTBEHHO, pa3jIMuYHble BapUaHThI
pacupeneneHus MEXaHU3MOB YIIPaBIEHUsS JOCTYIIOM.

B uacTtHOCTH, HEKOTOpPBIE KOMIIOHEHTBHI, 3aKpBhIThle OT TMPSAMOrO JOCTyIa II0JIb30BaTEJICH
(HampuMep, KOMMYTaTOPhl MaKETOB, ONEPUPYIOIINE HA TPETHEM YPOBHE CEMUYPOBHEBON MOJAENIU
OSI), MoryT BooO11IE HE COAEpKATh MOAOOHBIX MEXaHU3MOB.

W nentuduxaus rpymn noib30BaTesell MOKET CTPOUTHCS HAa OCHOBE CETEBBIX a/IpECOB XOCTOB MJIU
(mom)cereii. B TO ke Bpems peruCTpalMOHHBIA JKypHald JOJDKEH CcOoJep’KaTh JOCTaTOYHO
uHpOpMaLUU Il aCCOLMMPOBAHUS JEHCTBUH C KOHKPETHBIM mojb3oBareneM. CeTeBoil aapec
MOYKET SIBIATHCS YaCThIO ITI00ATILHOTO UACHTU(DHUKATOPA MOJIb30BaTEI.

B MPUHIUIIC BO3MOKCH HeHTpaHI/ISOBaHHBIﬁ KOHTpPOJIb AOCTYyIld, KOTrJa PCIICHHUA TIPHHUMACT
creualabHbIN CCPBCP aABTOpU3AIHNHU. Bo3MoxxeH u cMemaHHBIN BApHUAHT, KOrga cCcepBEp
ABTOpU3allMU PA3peIIacT COCAUMHCHUEC [ABYX XOCTOB, a AaJIbIIC B JACJIO BCTYIAIOT JIOKAJIbHBIC
MCEXAaHU3MBbI XOCTa, COACPIKALICTO 00BEKT A0CTyIa.

AHaJIOTMYHO, MAEHTH(UKALKA U ayTeHTU(UKAIMs MOJIb30BaTele MOXKET HPOM3BOIUTHCS Kak
[EHTPAJIM30BaHHO (COOTBETCTBYIOIIMM CEPBEPOM), TaK U JIOKAIbHO — TOW CHUCTEMOI, ¢ KOTOpOH
M0JIb30BaTENb HEMOCPEICTBEHHO B3auMOAecTByeT. Bo3MokHa nepenaya MIACHTUPUKAITMOHHON U
ayTeHTU(UKAIMOHHOW WHGPOpMalUu MEXAy XocTaMH (4ToObl H30aBUThH IOJB30BATENS OT
MHOTOKpaTHOM ayreHTu(ukanuu). [Ipu nepemaye ayreHTHdUKaMOHHAsS HWH(OpManMs AOKHA
OBITh 3alHIlIEHa HE ciabee, YeM Ha KaXXJ0M U3 KOMIIOHEHTOB CETeBOW KOH(UTYpalH.

B kawectBe emie OJHOrO OTJIMYMTEIBHOTO MOMEHTa WMHTeprperanym HYKHO OTMETHUTh
MOBBIINICHHOEC BHHMAaHHE K IEJIOCTHOCTH HWHGPOPMAIMK BOOOIIE M METOK O€30MacHOCTH B
4acTHOCTH. J[JIsI KOHTPOJIS LEIOCTHOCTH METOK M JUISl UX 3allUThl OT HEJEralbHOIO0 U3MEHEHHUS B
WuTepnpeTanu peKOMEHAYETCsl IMUPOKOE MCIIONIBb30BaHHe KpUNTorpaduieckux MeronoB. Jlanee,
9TOOBI MPUHYIUTENBHOE YIIPABIEHUE TOCTYIIOM B paclpeaeneHHOW KOH(PUTYpAIIMH UMENI0 CMBICI,
COBOKYITHOCTh YPOBHEW CEKPETHOCTU M KATETOPUIM JOJDKHA MOAIAEPKUBATHCS LIEHTPAIU30BaHHO. B
3TOM OJHO U3 NMPUHLMUIHUAIBHBIX OTIIMYUM OT MPOU3BOJIBHOTO YIPABIECHHS JOCTYIIOM.

19



HoBbiM 10 cpaBHeHUIO ¢ OpaHKEBOW KHUTOH SIBISIETCS PACCMOTPEHHUE BOMPOCOB JOCTYIHOCTH.
CereBoii  cepBuC  TmepectaeT  OBITh  JIOCTYIHBIM, KOIJIa  MPOIYCKHAs  CIHOCOOHOCTH
KOMMYHUKAIIMOHHBIX KAaHAJIOB MaJgacT HUKC MUHUMAJIIBHO OOIMYCTHUMOI'O0 YpPOBHA WJIM CCPBUC HC B
COCTOSTHUM OOCITY>KMBATh 3aIllPOCHI. Y TaJICHHBIA PECypC MOXKET CTaTh HEIOCTYITHBIM U BCIICJCTBUE
HaApYIICHUS PAaBHOIPAaBHUS B OOCTYXKMBAaHUM IoOJib3oBareneil. HamexHas cucrema MomkHA OBITH B
COCTOSTHUM OOHapYy»KUBATh CUTyallUd HEJAOCTYITHOCTH, YMETh BO3BpAaILIaThCsl K HOpMaIbHON padboTe
U IIPOTUBOCTOSITH aTaKaM Ha JOCTYIHOCTb.

4. 'apmoHn3upoBaHHble Kputepuu EBponeiickux cTpas.

EBpomneiickue  cTpaHbl  NPUHSUIM  COIJIACOBAHHBIE  KPUTEPUU  OLEHKH  0€30macHOCTH
uHpopmannonubix Texnonoruil (Information Technology Security Evaluation Criteria, ITSEC).
omyOnuMKoBaHHbIE B MIOHE 1991 roga OT MMEHM COOTBETCTBYIOLIMX OPraHOB YETHIpEX CTpaH —
®panruy, ['epmanuu, Hunepnanaos u BenukoOpuranum.

[IpuHnunuanesHO BakHOW 4Yeprodl EBponelickux Kpurepues sBIseTCsS OTCYTCTBHE aAlPUOPHBIX
TpeOOBaHUH K YCIIOBHSM, B KOTOPBIX JOJKHA pa0oTaTh MH(POPMAIIMOHHAs CUCTEMA.

Tak Ha3bIBa€MbIil CIIOHCOp, TO €CTh OpPraHM3allMsl, 3alPALIUBAIOLIAs CEPTUPUKAUOHHbIE YCIYTH,
(bopMynupyeT 1elb OLICHKH, TO €CTh OIMCHIBAET YCJIOBUSI, B KOTOPBIX JOJDKHA padoTaTh cucTema,
BO3MOJXKHBIE YIPO3bI €€ 0€30MaCHOCTH U MPEOCTaBIsIeMbIE €10 3allluTHRIE PYHKIKU. 3aa4a opraHa
cepTu(UKani — OLIEHUTh, HACKOJBKO IOJHO JOCTUTAIOTCS IOCTaBJICHHbBIE IIETH, TO €CTh
HACKOJIBKO KOPPEKTHBI M 3((HEKTUBHBI apXUTEKTypa U pealn3alus MEXaHW3MOB O€30MacCHOCTU B
OIIMCAaHHBIX CIIOHCOPOM YCJIOBUSX.

EBponeiickue Kputepun paccMaTpuBalOT —CIEAYIOIIAE COCTABISIONME HH(DOPMAIMOHHON
0€30I1aCHOCTH:

1. KOH(QHIEHIIMATBHOCTb, TO €CTh 3allUTy OT HECAaHKUHMOHHPOBAHHOTO IOJYYEHUS
uHpOpMaInu;

2. LIEJIOCTHOCTb, TO €CTh 3AIIUTY OT HECAHKIIMOHUPOBAHHOI'O U3MEHEHUsI HHPOPMALUY;

3. JIOCTYITHOCTh, TO €CTh 3aIlUTy OT HECAHKIIMOHHMPOBAHHOTO YAEp)KaHUS WHPOpPMALUU M
pecypcos.

B Kpurepusx NpoBOAMTCS pa3iuyue MeEXIy CHCTeMaMH W Tponaykramu. Cucrema — 3TO

KOHKpETHasl aImnapaTHO-TIporpaMMHasi KOH(QUTypalus, MOCTPOEHHAas C BIOJHE OIpeleleHHbIMU
HeJsIMM M (DYHKIMOHUpYIOUIash B HW3BECTHOM OKpykeHuu. [Iponykt — »3To ammapartHo-
IIPOrpaMMHBIN "MakeT", KOTOPbIiI MOKHO KYIIUTh U IO CBOEMY YCMOTPEHHUIO BCTPOUTH B Ty WIIHU
UHYI0 cucteMy. Takum 00pa3oM, ¢ TOUKH 3peHHs HH(OPMAIMOHHON O0€30MacHOCTH OCHOBHOE
OTIMYME MEXKIY CHUCTEMOM M TPOAYKTOM COCTOMT B TOM, YTO CHCTEMA HMEET KOHKPETHOE
OKpYXEHHE, KOTOPOE MOKHO ONPEAEIUTh U U3YyYUTh CKOJIb YTOJHO JETAJIBbHO, a MPOLYKT IOJIKEH
OBITH PACCYMTAH HA UCIOJIb30BAHUE B PA3IUYHBIX YCIOBUSX.

B EBpomnetickux Kputepusix cpeactBa, UMEIOIINE OTHOIICHHE K WH()OPMAIIMOHHON 0€30MacHOCTH,
paccMaTpUBAIOTCS HA TPeX YPOBHSX Aeranu3anuu. Hanbomnee abcTpakTHBIN B3I KAcaeTcs JIUIIb
neneit 6e3onacHocTH. Ha 3TOM ypoBHE MBI MOJTlydaeM OTBET Ha BOIPOC, 3a4eM HYKHBI (YHKIIHU
O6e3omacHOCTH. BTopoii ypoBeHb conepkuT cneruduxanuu GyHkmuil 6e3omacHocTd. Mbl y3HaeM,
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Kakas (QYHKIMOHAIBHOCTh Ha camMoM Jene obecrneunBaercs. HakoHel, Ha TpeThbeM YpOBHE
comepkurcs uHMOpMammMs O MexaHu3Max Oe3omacHocTH. MBI BUAMM, Kak pean3yercs
JEeKJIapupoBaHHas (QYHKIIMOHAILHOCTD.

Cremudukanuu ¢GyHKIUH O0€30MacHOCTH — BaKHEHIIAas YacTh OMHMCAHUS OOBEKTa OICHKH.
Kpurepun pekoMEHAYIOT BBIACTUTh B OTHX CHEUU(UKANUAX pPa3IeNbl CO  CISAYIOIIUMHU

3aroJIOBKAMH:

1. Wnentudukanys u ayreHTuGUKaIus.
2. VYrpaneHue J0CTYIIOM.

3. ITomoTyeTHOCTS.

4. Aynur.

5. [ToBTOpPHOE MCIOJIE30BaHNE OOBEKTOB.
6. TouHocTs nHMOpPMAITUH.

7. Hagnexxnoctb 00cmyKuBaHHUS.

8. OOMEH JaHHBIMU.

HaGop ¢ynknuii 0e30macHOCTH MOXET CIENM(UIMPOBAThCA C HCIONB30BAaHMEM CCHUIOK Ha
3apaHee OIpe/IeJIEHHbIE KI1ACChl ()yHKIIMOHAIbHOCTH.

B EBponeiickux Kputepusix takux kimacco jaecsatb. [Iate u3 mux (F-C1, F-C2, F-B1, F-B2, F-B3)
COOTBETCTBYIOT KjlaccaM Oe3onacHOCTH "OpaHeBoi KHUTH'".

5. Cranpapt ISO/IEC 15408 "Kpurepum ouneHku 0e30nacHOCTH HHGOPMAIHOHHBIX
TeXHOJIOTuit" .

OTOT MEXAYHapOAHBIM CTAHAApT CTajl WTOTOM IIOYTH JECATUIETHEW paboThl CIEUATNCTOB
HECKOJIbKUX CTpaH, OH BoOpajl B ce0sl OMBIT CYIIECTBOBAaBIIMX K TOMY BPEMEHHU TOKYMEHTOB
HAI[MOHAJBHOTO U MEXHAIMOHaJIbHOro MacmTala. J[aHHbIM cTaHgapT yacto HasbiBaioT "OOmmumMu
kputepusmu" (OK).

"OOmue KpuTepuu'" Ha caMOM JIeJie SIBJISIIOTCS METacTaHJapTOM, OIMpPENESIOIIMM HHCTPYMEHTHI
onieHku OezonacHocty MC u mopsAoK UX MCTIONb30BAHMUS.

B ommmume ot "OpawxkeBoit kuuru'", OK He coaepxaT mNpeaonpeacieHHbIX "KIacCoB
O6e3zonmacHocTu". Takue KIacChl MOXKHO CTPOHMTh, HCXOAS U3 TpeOoBaHWU O€30MacHOCTH,
CYIIECTBYIOMIMX JUTsI KOHKPETHOW OpPTaHU3aIliy /WU KOHKPETHON MH(POPMAIIMOHHONW CHCTEMBI.

OK conepsxar 1Ba OCHOBHBIX BHJ1a TPEOOBaHMI 0€30MMaCHOCTH:

1. (GyHKIMOHATBHBIE, COOTBETCTBYIOIINE AKTUBHOMY AaCHEKTy 3aIlUThl, MPEAbSBISEMbIE K
GyHKIMAM 0€30MacCHOCTH U PEATU3YIOMIUM UX MEXaHU3MaM;

2. TpeOOBaHUS JIOBEpUs, COOTBETCTBYIOIIME MACCUBHOMY AacCMEKTy, TpEABbABIsIEMble K
TEXHOJIOTUH U MPOIIECCY Pa3pabOTKU M IKCILUTyaTaIlUH.
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TpebGoBanusi 6€30MaCHOCTH MPEABSBIAIOTCS, a UX BBITOJHEHUE MPOBEPSETCS AJS OMPEIEICHHOTO
00BEKTa OLIEHKH - alllapaTHO-TIPOTPAMMHOTO POAYKTA WX WHPOPMALIMOHHON CUCTEMBI.

Ouenp BaxkHO, uyTO Oe3omacHocTh B OK paccmaTpuBaeTcs He CTaTMU4YHO, a B IPHUBS3KE K
KU3HEHHOMY IIUKJIy 00BbEKTa OLICHKH. BBIIENAI0TCS Ce1yIOIINE STalbl:

1. OIpeJieJIecHUe Ha3HAYCHUs, YCIIOBHI MPUMEHEHHSI, IIeJIeH 1 TpeOOBaHuil 0€301MacHOCTH;
2. MMPOCKTUPOBAHUE U pa3pabOTKa;

3. WCTIBITAHUSA, OLIEHKA U CePTUDUKAIINS,;

4. BHEIPEHHE U SKCILTyaTallHs.

B OK o0O0BeKT OLIEHKH paccMaTpuUBaeTCsl B KOHTEKCTe CpeAbl 0e30MacHOCTH, KOTopas
XapaKTEepPU3yeTCs ONPEAEICHHBIMU YCIOBUSAMU U YTPO3AMH.

B cBoro 04YCpPCb, YIPO3bl XapaKTCPUIYIOTCS CIICAYIOIIUMUA ITapaMETPpaMU:

1. UCTOYHHUK YTPO3BI;

2. METO/]I BO3JECHCTBUS;

3. ySI3BUMBbIE MECTA, KOTOPBbIE MOT'YT OBbITh UCIIOJIb30BAHBI;
4. pecypchl (aKTUBBI), KOTOPbIE MOTYT ITOCTPAAaTh.

Vs3BUMEBIE MECTa MOI'yT BO3HHUKATh U3-3a HEAOCTATKa.

1. B TpeOOBaHUIX OE30MaCHOCTH;
2. B IIPOEKTUPOBAHNH;
3. B OKCIUTyaTaIlUH.

CnaOble MecTa 10 BO3MOXHOCTH CIIEAYET YCTPaHUTh, MUHUMU3UPOBATh WM XOTSI ObI MOCTAPaThCs
OTPaHUYUTh BO3MOXKHBI yHep0 OT HMX MPEAHAMEPEHHOI'O HCIIOJIb30BAHUS WIIM CIIy4aillHON
AKTUBU3ALINH.

C Touku 3peHust TexHoJaoruu nporpammupoBanus B OK ncrnosnbp3oBaH ycrapeBIIni OMOIMOTEUHBIH
(He 00bexTHBIN) moaxoa. UToObl, TEM HE MEeHee, CTPYKTYpUpOBaTh MPOCTPAHCTBO TpeOOBaHMI, B
"O6mux KpuTepusx" BBeJeHa Hepapxusl Kjlacc — CEMEWCTBO — KOMIIOHEHT - 3JIEMEHT.

Knaccel ompenenstor HanOosnee oOIiyro, "mpenMeTHYIO" TpYyNIUPOBKY TpeOoBaHUM (Hampumep,
(G yHKIMOHaIbHbIE TPEOOBAHUS TOOTYETHOCTH).

CemeiicTBa B mpezienax Kiacca pa3iMyaroTcs 0 CTPOTOCTH U IpYTUM HIOaHCaM TPeOOBaHMA.
KomnoHeHT - MuUHUManbHbIIH Ha0op TpeOoBaHUM, PUTypHUpYIOLINii KaK 11eJIoe.

DJIeMEHT - HeIeIMMOoe TpeOOBaHME.
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Mexny komnoneHtamun OK wmoryr cymectBoBarh 3aBUCMMOCTA. OHHM BO3HUKAKOT, KOrja
KOMIIOHEHT caM 10 cebe HeIOCTaTO4CH /IS IOCTHKEHUs 1ienu Oe3onacHocTu. BooOiie roBops, He
BCE KOMOHMHAIIMM KOMITOHCHTOB HMEIOT CMBICI, W TOHSATHE 3aBHCUMOCTH B KaKOH-TO CTCICHU
KOMIICHCUPYET HEJOCTAaTOYHYIO BBIPA3UTCILHOCTh OHOJIMOTCYHONW OpraHM3alid, XOTS W He
3aMeHsieT 00beIHeHne (QYHKIMNA B COJiepKaTeIbHbIe 00BEKTHBIE HHTEP(EHCHI.

@opmupyeTcst Ba BHAA HOPMATHBHBIX JOKYMEHTOB: MpO(UIb 3alluThl W 33JaHUE TI0
0€30I1aCHOCTH.

[Tpodune 3ammrer (I13) mpeacrabiseT coOoil TUIIOBOW HaOOp TpeOOBaHMIA, KOTOPBIM JOJIKHBI
YIOBJICTBOPATh MPOAYKTHI W/WIM CHCTEMBI OIPENCICHHOIO Kiacca (Hampumep, OrnepanroHHBbIC
CUCTEMBI Ha KOMITBIOTEPAX B MPABUTEIHCTBCHHBIX OPTraHU3AIUSX ).

3agaHue 1O O€30IaCHOCTU COAEP>KUT COBOKYIMHOCTb TpeOOBaHMM K KOHKPETHOM pa3paloTke,
BBITNIOJIHEHHE KOTOPBIX 00eCreunBaeT JOCTUKEHHE ITOCTABJICHHBIX LIeJIeld 0€30MacHOCTH.

B OK Her roroBeix kimaccoB 3amuthl. CpopmupoBarh Kiaccupukamuio B TepMuHAX "OOmmx
KpUTEpUEB" - 3HAUYUT OINPEAEIUTh HECKOJIbKO HEPApXUYECKH YHOPSIOUYEHHBIX (COJEpIKalnX
yCcUJIMBAmOIIUeCss TpeOoBaHUs) mpoduieil 3amMThl, B MaKCHMaJIbHO BO3MOXKHOH CTEICHU
UCTIONB3YIONIMX ~ CTaHAApTHhIE (YHKIMOHAJbHBIE TpeOOBaHUS W  TpPeOOBAaHUS  JTOBEPHUS
0€30I1aCHOCTH.

Brigenenue HEKOTOPOTo MOJIMHOYKECTBA U3 BCETO MHOXKECTBA MPOdHIIeH 3alUThl BO MHOTOM HOCHT
CcyOBeKTUBHBIN xapaktep. [lo memomy psay cooOpakeHUH (OJHUM U3 KOTOPBIX SIBJISICTCS JKEJIaHUE
MPUIEPKUBATECI  OOBEKTHO-OPUEHTUPOBAHHOTO TIOJIX0Ja) IIeeco00pa3Ho, Ha Hall B3I,
chopMUpOBaTh CHayalla OTIPABHYIO TOYKY KiacCU(UKAIMU, BbIIETUB 0a30BbIH (MUHUMAIbHBIN)
13, a nononHUTENbHBIE TPEOOBAHUS KOMIIOHOBATh B ()YHKIIMOHATIBHBIE TTAKETHI.

@OYHKIMOHAIBHBIA IAKET - 3TO HEOJHOKPAaTHO MCIOJIb3yeMas COBOKYIMHOCTb KOMIIOHEHTOB,
00BETMHEHHBIX JUIsl JOCTH)KEHHs OINpeNeleHHbIX Lenel OezomacHoctu. "OOmue kpurepun” He
pErIaMEeHTHPYIOT CTPYKTYPY MaKeTOB, NPOLEeyphl BepU(UKALIUN, PETUCTPALIUU U T.II., OTBOJS UM
POJIb TEXHOJIOTHYECKOT0 cpeacTBa hopmupoBanus [13.

bazoBelit npoduis 3aUTHl JOMKEH BKIOYATh TPeOOBaHUS K OCHOBHBIM (00s3aTENbHBIM B JTHO0OOM
ciyyae) BO3MOXKHOCTAM. [Ipom3Boanble mpodunau momydarorcss U3 0a30BOro myreMm J100aBiIeHUs
HEOOXOUMBIX MTAKETOB PACIIUPEHHs], TO €CTh [M0J00HO TOMY, KaK CO3at0TCs POU3BOAHbIE KIacChl
B 00BEKTHO-OPUEHTHPOBAHHBIX A3bIKAX MPOTPaMMHUPOBAHUSI.

OyHKIMOHANbHbIE TpPeOOBAaHUS CrPYIIUPOBAHBl HA OCHOBE BBIMOJHAEMOW HMH DPOJIA MU
oOcnyxuBaemoil 1enu Oe3omacHoctd. Bceero B "OOmmx kpurepusix" mnpeacrasieHo 11
(GyHKIIMOHAJIBHBIX KJaccoB, 66 ceMeicTB, 135 KOMIMOHEHTOB. DTO, KOHEYHO, 3HAYUTEIHHO OOJIbIIE,
YEM YHCJIO aHAJIOTMYHBIX CyIIHOCTEN B "OpaHkeBol KHUTE' .

[Tepeuncnum knaccel GyHKIMOHAIBHBIX TpeboBanuit OK:
1. UICHTH(UKAIUS U ayTeHTU(DHUKAIHS;

2. 3aluTa JaHHBIX ITOJIb30BaTCIIA,
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3. 3amuTa (QyHKIUH Oe3omacHOCTH (TpeOOBaHUS OTHOCITCS K IIEIOCTHOCTH M KOHTPOJIO
JAHHBIX CEPBUCOB 0E30MACHOCTH U PEaTH3YIOIIUX UX MEXaHU3MOB);

4. yrpaBiieHue 0e30IacHOCTBhI0 (TpeOOBaHUS ATOTO Kiacca OTHOCATCS K  YIPABJICHUIO
aTpuOyTaMu U napameTpamu 0€30MacHOCTH);

5. ayautT  Oe30macHOCTH  (BBISBJIIGHHE, PETHCTpalus, XpaHCHHWe, aHaIW3 JaHHBIX,
3aTparuBamIIUX OE30MacHOCTh OOBEKTa OICHKH, pPEearupoBaHUE HAa BO3MOXKHOE HapyIICHHUE
0e301acHOCTH);

6. JOCTYIT K OOBEKTY OLICHKH;

7. IIPpUBATHOCTD (SaH_II/ITa IMOJIB30BATCJIA  OT  PACKPBITUA W HCCAHKIMOHUPOBAHHOI'O
HUCIIOJIB30BaHHUA €TI0 I/II[CHTI/I(bI/IKaI_II/IOHHBIX I[aHHBIX);

8. HCIOJIb30BaHUE PEeCypcoB (TpebOBaHUs K JOCTYITHOCTH HH(POPMAIUH);

9. Kpunrorpaduueckas nojajaepxxka (yrnpapieHUe KII0UYaMu);

10.  cB#a3b (ayTeHTUUKAIHS CTOPOH, YIACTBYIOIIUX B 0OMEHE JaHHBIMH);

11.  nmoBepeHHBIN MapuIpyT/KaHal (75 CBSI3U C CEpBUCAMU

0€30MacHOCTH).

"OO0mue kpurepuu" - OUYEHb MPOJAYMAHHBIH W TMOJHBIA JOKYMEHT C TOYKM 3PEHMS

q)YHKI_II/IOHaJ'ILHLIX Tpe6OBaHI/II7L B 10 X)e BpEMs, XOTCJIIOCh OBl O6paTI/ITL BHUMAaHHEC U Ha HCKOTOPBIC
HCOOCTAaTKH.

[lepBbiii - 53TO oOTCyTCTBHE O0O0BEKTHOro mnonaxona. @OyHKUMOHaNbHBIE TpeOOBaHUS HE
CTPYNIHUPOBAHBl B OCMBICIIEHHbIE Ha0Ophl (OOBEKTHBIE HMHTEPQEIChI), K KOTOPHIM MOIJIO ObI
OpUMeHATbcs  HacienoBaHue. IlogoOHoe moJoOXeHHe, Kak M3BECTHO U3 TEXHOJIOTUU
OpOrpaMMHUPOBAHUs, UYPEBATO  IOSBICHUEM  CIHUIIKOM  OOJBIIOrO0  4HMciaa KOMOMHaIMi
(YHKIMOHATIBHBIX KOMIIOHEHTOB, HECOITOCTABUMBIX MEX]Ty COOOH.

B coBpeMeHHOM NpPOrpaMMHpPOBaHUM KJIFOUEBBIM SIBJISIETCS BOIPOC HAKOIJIEHUS U MHOTOKPaTHOTO
UCMOJIb30BaHus 3HaHUU. CTaHaapThl - ofHa U3 ¢opM Hakoruienus 3HaHui. [logxon B OK cyxaer
KpYT (pUKCUpyeMBbIX 3HAHUH, YCIOKHIET UX KOPPEKTHOE HCIIOJIb30BAaHHE.

K coxanenuto, B "OOmMX KpuTepusx" OTCYTCTBYIOT apXUTEKTypHbIe TpeOOBaHMS, UTO SIBIISAETCS
€CTECTBEHHBIM CIIECTBUEM IPOTPAMMUCTCKOrO moaxona "cHu3y BBepX'. TexHOIOrM4HOCTH
CpeAcTB 0€30IacHOCTH, CJIE€JOBaHUE OOIIECIPU3HAHHBIM PEKOMEHIALUAM [0 IPOTOKOJIAM U
porpaMMHBIM HHTepdeiicam, a Takke alpoOUPOBAHHBIM APXUTEKTYPHBIM PEIIEHUSM, TAKUM Kak
MEHE/Kep/areHT, - HeoOXOoJuMble KadecTBa M3AEeNUN  HH(OPMALMOHHBIX  TEXHOJIOTHH,
IpeHa3HAYeHHBIX JIJIS OJICPKKU KPUTHUECKH BaXKHBIX (DYHKIUH, K YUCITY KOTOPBIX, O€3yCIOBHO,
oTHOcsATCS (yHKuMu Oe3omacHocTu. be3 paccmorpenusi HMHTEp(EHCHBIX AacleKTOB CHCTEMBbI
OKa3bIBAIOTCS HEPACIIMPSIEMBIMU W H30JIMpOBaHHBIMU. C MpPaKTUYECKOW TOYKH 3pEHUS 3TO
HE0IyCTUMO.

Kaxnplii anemeHT TpeboBaHuil T0BepHUs MPUHAJICKHUT OJJHOMY U3 TPEX THUIIOB:
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1. NENCTBUS pa3pabOTUYNUKOB;
2. MPEICTABIICHUE U COJICPIKAHUE CBUICTEIICTB;
3. JCWCTBUS OICHIIIUKOB.

Bcero B OK 10 kmaccos, 44 cemelicTBa, 93 KOMIOHEHTa TpeOOBaHU OBEpUsS OC30IMACHOCTH.
IlepeunciuM Kiaccsl:

1. pa3paboTka (TpeOGoBaHMs A MOSTAIMHOM JAeTaIn3aiy GyHKIUH O€30MaCHOCTH OT KPaTKOH
cnenn(UKanuy 10 peaan3aimnm);

2. MOJICP)KKa KU3HEHHOTO IMKIA (TpeOOBaHMS K MOJAETH KHU3HEHHOTO IMKIIA, BKIIOYAs
NOPSAJIOK YCTPAHEHUSI HEAOCTATKOB U 3alLUTY CPe/ibl pa3pabOTKH);

3. TECTUPOBAHUE;

4, OLICHKA YS3BUMOCTEH (BKJIIOYAs OIICHKY CTOMKOCTU (DYHKIIMI 6€30MacHOCTH);

5. MOCTaBKa M SKCILTyaTaIus;

6. yIpaBlieHUE KOHPUTYypaLIHCH;

7. PYKOBOJICTBA (TpeOOBaHUS K IKCILTyaTallMOHHOHN TOKYMEHTAIINN ),

8. MOJIJIEPKKA TOBEepHs (151 IOJICPIKKU ITAMOB KU3HEHHOTO [IUKJIIA TIOCTIe CePTHPUKAINN);
9. OLIEHKa MPOQUIIS 3aIUTHL;

10. OIICHKA 3aJIaHMs 110 OC30IIaCHOCTH.

6. PyxkoBoasimime JAOKYMeHTHI IO 3aliMTe OT HECAHKIMOHMPOBAHHOIO [0CTyINa
I'ocrexxkomuccuu npu Ilpesnaente PD.

[Tox mTaTHRIMU CpeJICTBAMH MTOHUMAETCS COBOKYIMHOCTh MPOrPAMMHOTO, MUKPOIIPOTPAMMHOTO U
texunueckoro ooecrieuenuss CBT wiu AC.

B Konuenmuu ¢opMmynupyroTcst cienyromue OCHOBHble mpuHUuUNbl 3ammtel o HCJI

uH(popMauu:
1. 3amurta CBT obecneunBaeTcst KOMIIJIEKCOM MPOTrPAMMHO-TEXHUYECKUX CPEJICTB.
2. 3ammra AC oOecrneyuBaeTcs KOMIUIEKCOM —MPOTPaMMHO-TEXHMYECKHX CpEICTB U

MOAACPIKUBAKOIINNX UX OPraHU3allMOHHBIX MEP.

3. 3ammra AC nomxkHa oOecredMBaThCs HAa BCEX TEXHOJIOIMYECKMX JTamax oO0paboTKu
UH(OPMALIMU U BO BCeX pekUMax (yHKIIMOHMPOBAHUS, B TOM YUCIIE MPH IPOBEIEHUN PEMOHTHBIX
U PErJIaMEHTHBIX padoT.

4. [IporpaMMHO-TEXHUYECKHE CPEICTBA 3alIUThl HE JOJDKHBI CYIIECTBEHHO YXYAIIATh
OCHOBHBIC (YHKIIMOHaNbHBIE XapakTepucTuku AC (HaaeXHOCTb, OBICTPOJEHCTBHE, BO3ZMOKHOCTh
n3meHeHus koudurypanuu AC).
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5. Heorhemnemoii dacTeio pabOT TO 3amuTe SBIAETCS OLEHKa 3(h()EKTUBHOCTH CPEACTB
3alUThI, OCYIICCTBJIKICMAaA I10 MCTOAMKCE, y‘II/ITbIBaIOH_[eﬁ BCIO COBOKYIIHOCTb TCXHHUUYCCKUX
XapaKTePUCTUK OIICHMBAEMOTO OOBEKTa, BKIIOYAs TEXHUYECKUE PEIICHUS € TPAKTHYECKYIO
pean3aIuio CPEICTB 3aLUTHI.

6. 3ammra AC J0KHA TpeaycMaTpuBaTh KOHTPOJIb 3()()EKTUBHOCTH CPEACTB 3alIUTHI OT
HC/l. DToT KOHTpONH MOXET OBITh JHOO MEePUOAWYECKHM, JUOO WHHUIMUPOBATHCS IO Mepe
HeoOxoaumocTu nojp3oBatesieM AC Wil KOHTPOJIUPYIOLIMMU OpraHaMH.

B kadectBe rnaBHOTO cpenctra 3ammthl oT HCJ[ k undopmanuu B KoHlenmuu paccmaTpuBaeTcst
cuctema pasrpanndecaus gocryna (CPJl) cyObeKTOB K 00BEKTaM JTOCTYIIA.

OcuoBubiMu GyHKIUsAIMU CP /] SBASIFOTCA:

1. peanuzanus npasui pasrpanndenus nocryna (ITP/I) cyObekToB 1 MX MpOLEcCcoB K JaHHBIM;
2. peanmuzanus [1PJ] cyOBeKTOB M NX IPOLIECCOB K YCTPOICTBAM CO3/IaHHS TBEPBIX KOIHIA;

3. M30JALUST TIPOTpaMM  TIPOIIEcCa, BBIMOJIHAEMOIO0 B HHTEpecax CyOBeKTa, OT JPYTIHX
CyOBEKTOB;

4. yIIpaBJIEHUE MOTOKAMHU JTAHHBIX C LEJIBI0 MPEIOTBPAICHHS 3allMCH JAaHHBIX Ha HOCHUTEIH

HECOOTBETCTBYIOIIETO Tpuda;

S. peasinzanus npaBua oobmMeHa aaHHbIMH Mexay cyobekramu st AC u CBT, noctpoeHHbIX
10 CETEBBIM MPUHIIUIIAM.

Kpome Toro, Konmenmus mnpegycMarpuBaeT Hanudue oOecneunBaromumx cpeacts ans CPJI,
KOTOPBIE BBITIOJIHSIOT CJeyIonue ¢ yHKIINH:

1. UICHTU(QUKAIMIO U ONO3HaHHe (ayTeHTU(UKALNIO) CYyOBEKTOB U MOAJEPKaHUE MPUBS3KU
CcyOBeKTa K IPOLECCY, BHIMOIHIEMOMY JUIsl CYObEKTa;

2. perucTparuio JeicTBuil CyObeKTa 1 ero mpolecca;

3. npeaoCTaBJICHUC BO3MOKHOCTEH HCKIIOYEHHUS M BKIIOUECHHUS HOBBIX CY6T>€KTOB U 00BEKTOB
A0CTYIIa, a TAKKEC NU3MCHCHHC MMOJTHOMOYHIH CY6’LGKTOB;

4. peaknuto Ha monbeiTkn HCJI, Hampumep, curHanuzamnuio, OJTOKUPOBKY, BOCCTAHOBJICHHE
nociie HCJI;

5. TECTHUPOBAHUE;

6. OYHUCTKY OIEpaTHUBHOW MaMsiTH M pabouyux oOsiacTeli Ha MarHUTHBIX HOCUTENSX IOCIie

3aBepIIeHUs pabOTHI MOJIB30BATENS C 3aIUIIAeMbIMU JAHHBIMU;
7. y4eT BbIXOAHBIX MeYaTHBIX U rpaduyeckux popm u TBepabix komuit B AC;

8. KOHTPOJIb IIEJIOCTHOCTH MporpaMMHOW u wuHopmarmonHod yactu kak CPJl, Ttak u
00ecIeunBaroInX €€ CPEACTB.
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Texuuueckue cpeacta 3ammTel oT HCJI, cormacHo Konnenuuu, TOJKHBI OIEHUBATHCS IO
CJIEIYIOIIMM OCHOBHBIM MapaMeTpaM:

1. crenenb noHoThl oxBarta [1P]] peannzoBannoit CPJl u ee kauecTBo;
2. COCTaB M Ka4ecTBO obecneunBarommx cpeacts mais CPJI;
3. rapaHTuu NpaBwIbHOCTH QyHKIIMoHUpoBaHus CPJ] 1 obecnieunBaronmx ee CpeacTs.

YcranasnmuBaercs ceMb kinaccoB 3amuiieHHocTd CBT ot HCJI x undopmanuu.

Camblii HU3KUH KJIacC — CeAbMOM, caMblil BBICOKMM — miepBbIi. Kitaccel moapasaensioTcss Ha
YETBIPE IPYMIIbI, OTIUYAIONIUEC KAYECTBEHHBIM YPOBHEM 3aIlIUTHI:

1. nepBasi rpyIa COAEP>KUT TOIbKO OAMH CEAbMOMN KIIAcC;

2. BTOpas rpyIlma XapaKTepu3yeTcs AUCKPELUOHHON 3alllUTOW U COIACPKUT IIECTOM M MSATHINA
KJIACCBI;

3. TPEThs TPyMIa XapaKTepU3yeTcsi MaHIATHON 3aIIUTON U COJACPKUT YETBEPTHIH, TPETHH U

BTOpOfI KJIaCChI,

4. 4yeTBepTas Ipymnma XapakTepu3yercss BepUUIIMPOBAHHON 3alIUTON U COJEPKUT TOJBKO
MepBbIN KIacc.

Cenpmoit kacce nmpucBanBaioT CBT, k KOTOpBIM npeabsBisuiuch TpedoBanus mo 3amute oT HCJ k
uHpopMalny, HO NpH oleHke 3anmineHHocTh CBT oka3zanach Hke ypoBHs TpeOOBaHUI 111€CTOrO
KJ1acca.

2. IlpakTH4eckoe 3aJaHHe
N3yuuTh B UHTEpHETE OJMH M3 OCHOBOIIOJATAIOLINX JOKYMEHTOB, PACCMOTPEHHBIX BBILIE U

COCTaBUTb KPAaTKUI KOHCIEKT 3TOTO JOKYMEHTA.
3. Conep:xanue oT4yera
TUTyIBHBIN JTUCT
Conepxanue
IIpakTHueckoe 3ananue

Koncnekr JOKYMCHTa

o ~ W e
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Metoauueckie peKOMEHJAlMM MO0 BBIIOJHEHUIO J1a00paTOpHBIX pabOT HO IHUCLUIUIMHE
«OcHOBBI ynpaBjieHUs HHGOPMAIIMOHHON Oe3omacHoCTH .
2. Metoanueckne peKOMEHAAINU TI0 OPTaHU3aluU CAMOCTOSTEILHON PabOThI CTYJCHTOB 110
nucturinHe "' OCHOBBI yIpaBiIeHHsT HMH(POpMaIMOHHON Oe3omacHocTH .
Ilepeuenn pecypcoB mHGOPMALHMOHHO-TEIEKOMMYHUKAIMOHHOH ceTn «MHTepHeT»,
He00X0MMBbIX /115l OCBOEHHUS TUCHUILINHBI
1. http://el.ncfu.ru/ — cucrema ympasienuss oOyuenuem OIAOY BO CKOV.
JlucranunoHHas nojjep:kka JTUCHUILTMHBL «HpOpMalOHHbIE TEXHOIOTUH B PO ecCHOHaTbHON
JESATEIILHOCTH
2. http://lwww.un.org - Caiitr OOH MHbopMannoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH
3. http://www.intuit.ru — Matepuer-YHuBepcuter KOMIBbIOTEPHBIX TEXHOJIOTHH.

IIpakTuyeckoe 3ansaTue 2. Odecneyenue MHGOPMAIMOHHON 0€30MIACHOCTH B BeIYIIMX
3apy0eKHBIX CTPaHax

Hean padoThI: osnakomienue ¢ 0CHOSHBIMU NPUHYUNAMU 0OECheyeHUsl UHPOPMAYUOHHOU
bezonacrocmu 6 8e0YuUX 3apyOedCHbIX CIMPAHAX

1. Teoperuyeckasi 4acTh
Obecnieuenne 3ammThl WH(POpPMAIMA BOJTHOBAJIO YETOBEYECTBO Bcerna. B mpoiecce
SBOJOOWHN ITUBUIJIN3AIINN MCHAJINCH BUIBI I/IH(l)OpMaIH/II/I, JJIA eé 3aIIUTHI IIPUMCHAINCE Pa3JINYHbIC
METO/Ibl U CPEJICTBA.
[Iporiecc pa3BUTHS CPEACTB M METOAOB 3alUTHl MH(OPMAIMKU MOXKHO pa3[eiUuTh HA TpU

OTHOCHUTECIIBHO CaMOCTOATCIIBHBIX IIEpHUOaA:

i
i 1 (c - PaseuTHe METOA0E WWPOBAHWA 1 !
! : I'él;[;:ﬂ% 40.5.}[(1353219;";:;'1:3] KOOWPOBAHWA, CBASAHHOE C NOABNEHWMEM !
! P A ' MUCEMEHHOCTH :

.
i i
| PazBUTME METOAOE 3AWMWTE WHBOPMALMK OT 1
t | 2mepuop (C 50-xT. XIX BEKA | yreyku no TexHUUECKUM KAHANAM, CBASAHHDE |
! | Bo 60-x r. XX Bexa) C NoABAEHMEM TenedoHa, Tenerpada, paamo. |
i i

CTaHoBneHWe npobnemMel MHGOpMaLKMOoHH A
3 nepuoa (C 60-x r. XX Beka fEe30NacHOCTM B MEPMOA MACCOB0N

A0 HAWWX AHEIR) uHbopMaTHsIauKK obwecTea

Habmtogaemble B mocieqHue roJbpl TEHJIECHIIMKA B Pa3BUTUH MH()OPMAITMOHHBIX TEXHOJIOTUH
MOTYT YK€ B HeNaJleKoM OyIylmieM TIPUBECTH K TMOSIBICHHIO Ka4eCTBEHHO HOBBIX
(uHpOpMaIMOHHBIX) (opM OOpHOBI, B TOM 4YHCIE M HA MEXIOCYIapCTBEHHOM YpPOBHE, KOTOpbIE
MOTYT HpUHUMAaTh (hopMy HHGOPMAIIMOHHOW BOWHBI, a camMa WH(pOpPMAlMOHHAs BOMHA CTaHET

OIHHUM H3 OCHOBHBIX HHCTPYMCHTOB BHEIITHEH IMOJIMTUKHU, BKJIIOYas 3allUTy TOCYHapCTBCHHBIX
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MHTEPECOB M pean3aluio JoObIX (opM arpeccuu. DTO SBJISETCS OAHOM M3 MPUYUH, MOYEMY

MOJIE3HO O3HAKOMMTHCS C OCHOBHBIMH HpuHIHMNaMu obecneueHuss b B Bemymmx 3apyOeKHBIX

CTpaHax.

Jlpyras npu4nHa 3aKI04YaeTcs B TOM, YTO OOJBIIMHCTBO MPUMEHsSIEMbIX Ha Teppuropun PO

CpEACTB U MCTOIA0B obecneyennss Wb ocHoBaHbl Ha HMIIOPTHBIX MCTOJUKAX W CTPOATCA U3

UMIIOPTHBIX KOMIIOHEHTOB, KOTOpbIe OBUIM pa3padoTaHbl B COOTBETCTBUM C HOPMaMH U

TpeboBanusiMu 1o obecrieuenuto Wb crpan-uszroroBureneil. B cBA3M ¢ 3THM, mpexae deM

OPUCTYNHUTh K U3YYEHHUIO HEMOCPEICTBEHHO TEXHOJNOTMM U cpenctB obecneuenus Wb, ciemyer

MO3HAKOMUTHCS ¢ MONMTUKON 1B Beaymux 3apy0eXHbIX CTpaH.

2. IlpakTHyeckoe 3aJaHue

1. TloaroToBUTH KpaTKHU JOKIAJ IO 3aaHHOMY BOMPOCY (CM. BapuUaHT), HCIIOJIB3YsS yaeOHOe
nocobue ABepueHkoBa, B.M. «Cucrembl 3anmTsel HHGOpPMALIMKA B BEAYIIUX 3apyOEKHBIX
CTpaHax» U APYyTUe HOCTYIHbIE HCTOYHUKH HH(OPMALIUH.

2. 3anonauTth Tabmumy «Cucremsl odecrieueHuss b B Bexymmx 3apyOeHBIX CTpaHax» (CM.
BapHaHT) Ha OCHOBE MOATOTOBJIEHHOTO0 MaTepHaa, a TakKe J0KJIaJ10B APYTUX CTYIACHTOB.

3. IIpoBectu ananus codpanHOM MH(GOPMALIUU U ClIeNaTh BHIBOIBI.

3. Copep:xaHue oT4yeTa

1. TurynbHsblil TucT

2. Copepxanue

3. Ilpaktuueckoe 3a1aHue

4. Tabnuna «Cucremsl obecrieuenus b B Begynux 3apyOeKHbIX cTpaHax»

5. BriBomsl

4. BapuaHTbl
BapuaHT — HOMep N0 CIMCKY B JKypHaJie.
Bapuanrt Crpykrypa
OcHoBHBIC roCy/1apCTBeHH
OcHoBHBIE yAap
JMOKYMEHTHI B bIX OPraHOB
Crpana NPUHIMIIBI
obJacTu obdecnieueHunst
obecneuenust Ub .
ob0ecneuenust Ub HALMOHAJILHOM
nb
1 CLIA
2 HUranus
3 BesukoOputanus
4 HIBenus
5 dpannus
6 I'epmanus
7 Kuraii
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8 Anonus

9 HIBeiiuapus
10 HUcnanus
11 Kanana
12 ABcTpajaus
13 Bpa3unus
14 ApresTuHa
15 Kopes

Ilepeyenb 0CHOBHOI1 TUTEPaTyPBHI
1. MudopmanmonHas Oe30macHOCTh: ydeOHUK mnsi By3oB/ B.M. Spoukmn — M.:

AxkagemMudeckuit mpoekT, 2012.

2. Cemenenko B.A. Mndopmanmonnas 6e3omacHocTh: yueO.mocodue/ B.A. CeMeHeHKO —
M.: MI'MY, 2013.
IlepeyeHb TOMOTHUTETLHOM JINTEPATYPHI
1. HNudopmanumonnas O6e3omacHOCTh: yueOHuk s By3oB/ B.M. Spoukun — M.:

Axanemudeckuit mpoekrt, 2012.

2. Cemenenko B.A. Mudopmannonnas 6ezonacHoctb: ydeO.nmocodbue/ B.A. CemeHeHKO —
M.: MI'Y, 2013.
Ilepeyenb y4eOHO-METOAMYECKOI0 o0ecleYeHUS] CAMOCTOSITENIbHOH PadoThl
o0y4arommxcs o JMCIHHUILIMHE
Metoauueckie peKOMEHJAlMM MO0 BBIIOJHEHUIO J1a00paTOpHBIX pabOT MO IUCUUIUIMHE
«OcHOBBI ynpaBieHus HH(opMamoHHol 6e3onacHocT .
2. Meronuueckue peKOMEHJAIMH 10 OpraHU3alii CaMOCTOATEIbHOW paboThl CTYIEHTOB 10O
qucuuruivHe " OCHOBBI yripaBlieHUsT MH(QOPMaLMOHHOM Oe3omacHoCTH .
Ilepeuenn pecypcoB mHGOPMALMOHHO-TeIeKOMMYHUKAIIMOHHOW ceTn «HTepHeT,
He00XO0IMMBbIX /ISl 0CBOEHUSI TMCHUTIIMHbI
1. http://el.ncfu.ru/ — cucrema ympasienust oOydenuem OIAOY BO CKODYV.
JlicTaHIMOHHAs OJ/Iep)KKa TUCHUILTUHBI « HpOpMallMOHHbBIE TEXHOIOTUU B TPOdecCHOHAIbHON
JeSITEIbHOCTH
2. http://lwww.un.org - Caiitr OOH NudopMaimoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUH
3. http://www.intuit.ru — Matepuer-YHuBepcuteT KOMIBIOTEPHBIX TEXHOIOTHIA.

IIpakTuyeckoe 3ansiTne 3. «TpedboBaHusA U MOKa3aTeJ U 3AIUMIIEHHOCTH
aBTOMATU3HPOBAHHBIX CPeCTB 00padoTKN HHpoOpMALNID)

Leas padoThl: o3HaAKOMUMbCA ¢ MPEOOBAHUAMU U NOKA3AMENAMU  3AUWUUEHHOCTU
ABMOMAMUZUPOBAHHBIX CPEOCME 00pabomku uHgopmayuu
1. Teoperuyeckasi 4acThb

3amuTa uHGoOpManuu oT HecaHKHOHUpoBaHHOro noctyna (HCJI) sBisercs cocTaBHOW 4acThio
obmelr mpobnembl  obecrieueHrss 0€30MacHOCTH HMH(pOpManuK. MeEponpusaTas 10  3alluTe
unpopmauun ot HCJl HOWKHBI OCYIIECTBISATHCS B3aHMMOCBSI3aHO C  MEPOIPHATUAMHU T10
CHGHH&HBHOﬁ 3aIlMUTC OCHOBHBIX W BCIIOMOT'ATCIIbHBIX CPCACTB BBIYUCIUTEIBHOU TCXHUKH, CPCACTB
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Y CUCTEM CBA3HM OT TEXHUYECKUX CPEJICTB PA3BEAKU U MPOMBIIUIEHHOTO IIITHOHAXKA.
B oOmem ciaydae, KOMIUIEKC MPOrPaAMMHO-TEXHHYECKHUX CpPEICTB M  OpPraHU3aIllMOHHBIX
(mpouenypHbIx) pemeHuid mo 3ammure uHpopmauun ot HCJl peanusyercs B paMKax CHCTEMbI
samutbl uHopmaruu ot HCJl (C3W HC/I), ycnoBHO cocTosiied W3 CIeIyIOUUX YeThIpex
MOJICUCTEM:

- yIpaBiIeHUs JOCTYIIOM;

- PETUCTPALIUU U YUETa;

- Kpunrorpapuieckoi;

- 00ecIieyeHus LIeTOCTHOCTH.

B 3aBucumocTH OT kiacca aBToMaTtu3uMpoBaHHOW cuctembl (AC) B pamMKax 3TUX MOACHCTEM
JIOJKHBI OBITH peaTi30BaHbl CIeIyIoNue TpeOOBaHHUS.

TpeboBanust Kk AC TpeTbeld IpyNIibl MpeacTaBiIeHbl B Ta0M. 1.

O6o03HaueHus:

- " -" - ger TpeboOBaHUl K JAHHOMY KJIAcCy;

- "+ " - ecTp TpeOOBaHMS K JAHHOMY KJIACCY.

Tabmuua 1 TpeboBanust k AC TpeTbeil rpynibl

1. [Toacuctemsl 1 TpeOOBaHMS 2. Kitaccrr

3. 36 | 4. 3A
S. 1. Iloxcucrema ynpapiieHHs1 JOCTYIIOM 6. 7.
8. 1.1. Wpentudukanms, mpoBepka MOMTUHHOCTH U | 9. 10.
KOHTPOJIb IOCTyNa CyObEKTOB:
11. B cucremy 12.  + |13. +
14.  k tepmunanam, OBM, y3nam cetu OBM, kananam | 15. - | 16. -
CBsI3M, BHEIIHUM yCTpoiicTBam OBM
17.  x nporpammam 8. - |19. -
20. K TOMaM, Karajoram, ¢aimam, 3amucsm, moism | 21. - | 22. -
3anucen
23. 1.2. YnpasieHnue noTokaMu HH(GOpMaIuu 24. 25.
26. 2. IloxcucTemMa perucTpanuu M yyera 27. 28.
29.  2.1. Permcrpanus u yder: 30. 31.
32. Bxoma (BBIXojma) cCyOBekTOoB joctyna B (u3) | 33. + | 34. +
cuctemy(bl) (y3ema ceTtn)
35.  BBImauMm TmeYaTHBIX  (rpaduveckWx) BbIXOAHBIX | 36. - | 37. 4+
JOKYMEHTOB
38.  zamycka (3aBepuieHus) mnporpamMmm u mpomeccoB | 39. - [40. -
(3amaHuid, 3a/1a4)
41.  gpgoctyma mporpamMMm  cyObekToB  jgoctyma Kk | 42. - |43, -
3anuIaeMsIM QaiiaaM, BKIIIOYast UX CO3JaHKe U yIaleHHe,
nepenayvy Io JMHUSAM U KaHAJIaM CBS3H
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3alllUThI

44.  noctyma mporpamMMm  CyOBEKTOB  Joctyma K | 45. 46.
tepmuHaiam, OBM, y3nam cetu DBM, kananam cBs3u,

BHEIIHUM ycTpoiictBam OBM, mnporpammam, TOMaMm,

Karajioram, (ainam, 3anucsM, HOJISIM 3anucei

47.  W3MEHEeHHs MMOJHOMOYMNH CyOBEKTOB JOCTYIA 48. 49.
50.  co3zmaBaeMbIX 3alIUINAEMBIX OOBEKTOB JOCTYMIA ol. 52.
53.  2.2. Yyer Hocutenel nHdopmanuu 54, 55.
56. 2.3. Ouucrka (oOHynenue, oOe3nuuuBaHue) | 57. 58.
0cBOOOXKIaeMbIX oOsacTeil oneparuBHOW mamatu DBM u

BHEIIIHUX HaKOMUTeJeH

59. 2.4. CurHanu3zanus NOMbITOK HAPYIICHUS 3aIIUThI 60. 61.
62. 3. Kpunrorpajduyeckas noacucreMma 63. 64.
65. 3.1. [IudpoBanue KoH(puIeHIaIBbHOH | 66. 67.
nHpopmanuu

68. 3.2. llludporanue mHPOpMaWK, MpUHALISKAICH | 69. 70.
pa3auyuHbIM cyOBbeKTaM JocTyna (rpyrnaM cyObeKTOB) Ha

pa3HbIX KJIOYax

71.  3.3. Hcnonbs3oBanne aTTECTOBAaHHBIX | /2. 73.
(cepThUIUPOBAHHBIX ) KPUIITOTpaUUECKUX CPEICTB

74. 4. Ioacucrema odecnevyeHHs HeJOCTHOCTH 75. 76.
77. 4.1. OGecrieyeHue IEJIOCTHOCTH MNPOTPaMMHBIX | 78. 79.
CpeICTB U 00pabaTbiBaeMoil HHpOpMaLU

80.  4.2. dusnueckast oXpaHa CpeACTB BBIYHCIUTEIbHON | 81. 82.
TEeXHUKU U HOCUTEJIeH HHPOpMaLuu

83.  4.3. Hanuuue agmuHHcTparopa (ciy:xObl) 3amuThl | 84. 85.
unpopmanuu B AC

86.  4.4. Ilepuonuueckoe tectupoanue C3U HCZ 87. 88.
89. 4.5. Hamnawme cpencts BocctanoBnenus C311 HCJ | 90. 91.
92.  4.6. Ucnonp3oBanue cepTU(UIIMPOBAHHBIX cpencTB | 93. 94.

Tpeb6oBanus k AC BTOpOIi IpyIIbl MPEACTaBICHBI B Ta0. 2.
O06o03HaueHus:

" - " - Her TpeOOBaHMIA K JAHHOMY KJIACCy;

"+ " - ecTb TpeOOBaHUS K JAHHOMY KJIaccCy.
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Tabmuua 2 TpeboBanust Kk AC BTOpOii rpymIibl

95. [Toacuctemsl U TpeOOBaHMS 96. Kitaccer

97. 2b|98. 2A
99. 1. [Toacucrema ympaBieHHs TOCTYIIOM 100. 101.
102. 1.1. Wpentudwukamnus, npoBepka mnomauHHocTd u | 103. 104.
KOHTPOJIb JIOCTyIa CYObEKTOB:
105. B cucremy 106. + |107. +
108. « rtepmuuanam, OBM, y3nam cetm OBM, kanamam | 109. - 110. +
CBsI3M, BHEIIHUM ycTpoiicTBam DBM
111. k nporpammam 112, - |113. +
114, x Ttomam, karamoram, (aitram, 3amucsaMm, moism | 115, - 116. +
3anucen
117. 1.2. YnopasieHnue noTokaMu HH(GOpMaIIH 118. - |119. +
120. 2. Tloxcucrema perucTpaiuu U yyeTra 121. 122.
123. 2.1. Peructpamus u y4er: 124, 125.
126. Bxoma (BeIxoma) cyOBeKTOB fgocTyma B (u3) cucremy | 127. + | 128. +
(yzen cetn)
129. Beimaum meuvaTHeIX  (rpaduueckux) BbIXoaHbX | 130. - 131. +
JTOKYMEHTOB
132. 3amycka (3aBepmieHHWs) mporpamMm H Tporeccos | 133. - | 134. +
(3amanuii, 3a7a4)
135. npmocryma mporpamm  cyObekroB  goctyma Kk | 136. - | 137. +
3anuIaeMeIM QaiiaM, BKIIIOYasl UX CO3/IaHUE W yAaJCHUE,
nepeaavy 1o JMHUSM H KaHaJIaM CBSI3U
138. nmocryma  mporpamm  cyObekToB  goctyma k| 139. - | 140. +
tepmuHanaM, OBM, y3nam cetm OBM, kaHamam CBs3H,
BHEIIHUM ycTpoMcTtBam OBM, mnporpamMmam, Tomawm,
Karajoram, (paiinam, 3amucsiM, MOJISIM 3armucen
141. w3MeHeHHs NOJTHOMOYMM CyOBEKTOB 10CTyMa 142. - | 143. -
144. co3pmaBaeMbIX 3alIUIIAEMBIX 0OBEKTOB JIOCTYIIA 145. - 146. +
147. 2.2. Vder HocuTeneu nupopmanuu 148. + |149. +
150. 2.3. Owuucrka  (oOnynenume, obe3nuumBanume) | 151. - | 152. +
0CBOOOXKTaeMbIX oOOJyiacTel omepaTuBHOM mamsatu OBM u
BHEIIHUX HAKOIUTEIEH
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153. 2.4. CurHanusanus NOMbITOK HAPYIICHUS 3alUTHI 154. - | 155. -

156. 3. Kpunrorpadudeckas moacucrema 157. 158.
159. 3.1. llludposBanue koHpuACHIMANbHOU nHPopmanuu | 160. - | 161. +
162. 3.2. ludpoBanue undopmanuu, npuHamiexamen | 163. - | 164. -

pa3nuYHBIM CyOBEeKTaM JAocTyna (TpynmnaMm cyOBEeKTOB) Ha

Pa3HbIX KIIHOYaX

165. 3.3. Hcnonp3oBanue arTecToBaHHbIX | 166. - 167. +

(cepTudumpoBaHHBIX) KPUNTOTPAPUIECKUX CPEJICTB

168. 4. Iloxcucrema obecrieyeHUs NEJIOCTHOCTH 169. 170.

171. 4.1. OOecneyeHue IEIOCTHOCTH TMporpamMmueix | 172. + |173. +

CpeAcTB U 00pabaTeiBaeMoil HH(pOpMAIUN

174. 4.2. ®usudeckas oxpaHa CpeACTB BbUMCIMTENbHOM | 175. + | 176. +

TEXHHUKHU U HOCUTeNel nHpopMauu

177. 4.3. Hanuume anMuuuctparopa (ciayxOsl) 3ammutel | 178. - | 179. +
nHpopmanuu B AC
180. 4.4. Ilepuoamueckoe trectupoanue C3U HCJJ 181. + |182. +
183. 4.5. Hanwuwme cpeacts BocctanoBieHuss C3U HCJI 184. + | 185. +

186. 4.6. Wcmonb3oBanue cepruduiupoBaHHbx cpeacts | 187. - | 188. +

3alllUThI

TpeboBanus k AC nepBoi rpynisl NpeacTaBieHbl B Ta0MI. 3.
O06o3HaueHus:

" - " - HeT TpeOOBaHMI K JAHHOMY KJIacCy;

"+ " - ecTb TpeOOBaHUS K JAHHOMY KJIacCy.

Tabnuna 3 Tpebosanus k AC nepBoil rpynisl

189. TIToxcucremsl u | 190. Kiaccel

TpeOOBaHUS 191. 14 (192. 1I' |193. 1B |194. 1b| 195 1A
196. 1. IMoxacucrema | 197. 198. 199. 200. 201.
VIIPaBJICHUS TOCTYIIOM

202. 1.1. 203. 204. 205. 206. 207.
Wnentuduxamus,

MpOBEpKa NOAJIMHHOCTU U
KOHTPOJIb A0CTyIIa

CyOBEKTOB:

208. B cucremy 209. + |[210. + |211. + |212. + |213. +
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214. x  TepMHHaIaM,
OBM, y3nam cetu DBM,
KaHaJlaM CBSI3H, BHEIITHUM

ycTpoiictBam D9BM

215.

216.

217.

218.

219.

220. x mporpamMmam

221.

222.

223.

224.

225.

226. K

TOMaM,
KaTajoram, daiinam,

3aI1ucsiaM, IoJrsiM 3armcen

227.

228.

229.

230.

231.

232. 1.2. YmpasneHue

MOTOKaMH WH(OpMAaLIUU

233.

234.

235.

236.

237.

238. 2. IToxncucrema

pPErucTpanyu 1 yyera

239.

240.

241.

242.

243.

244, 2.1. Peructpamus
U y4Yer:

245.

246.

247.

248.

249.

250. Bxoma  (BBIXOjA)
cyOBEKTOB jocTyna B (13)

cuctemy (y3el ceT)

251.

252.

253.

254.

255.

256. BbIIAUM IEYATHBIX
(rpaduueckux)

BBIXOOHBIX TOKYMCHTOB

257.

258.

259.

260.

261.

262. 3amycka
(3aBepIIeHUs1) MpoOrpaMm
U TporeccoB (3aJaHui,

3a/1a4)

263.

264.

265.

266.

267.

268. nmoctyma
MporpaMm CyOBEKTOB
JOCTyIa K 3allAIaeMbIM
Gdaiimam, BKIOYasS WX
CO3aHHe W yJaJlCHUe,

nepcaayy 1o JHUHUAM U

KaHaJlaM CBs3H

269.

270.

271.

272.

273.

274. nocryma
MporpaMm CyOBEKTOB

J0CTyna K TEepMHHAJIaM,

275.

276.

2717.

278.

279.
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OBM, y3nam cetu DBM,

KaHaJlaM CBsA3U, BHCIIITHUM

yCTpoicTBam OBM,
IporpaMmanm, TOMaMm,
Karajoram, daiinam,

3aIKUCIM, TTOJISIM 3aIrcei

280. wu3MeHeHUsx
MOJIHOMOYHH  CYyOBEKTOB

J0CTyTa

281.

282.

283.

284.

285.

286. co3maBaeMbIX
3alUIIAEMBIX  OOBEKTOB

JocTyna

287.

288.

289.

290.

291.

292. 2.2. VYyer

HocuTenel nHpopMaum

293.

294.

295.

296.

297.

298. 2.3. Ouncrka
(oOnynenwue,
00€3TMYNBaHKC)
O0CBOO0XKIaEMBIX
obmacteil  omepaTHUBHOMN
naMsaTd DBM u BHeIIHUX

HaKONUTEIEN

299.

300.

301.

302.

303.

304. 24.
Curnanusanusi IONBITOK

HApYUIEHUS 3alUAThHI

305.

306.

307.

308.

300.

310. 3.
Kpunrorpaduueckas

IoaACUCTEMA

311.

312.

313.

314.

315.

316. 3.1. Uludposanue
KOH(HUACHITMATBHON

uHpopMaIuu

317.

318.

319.

320.

321.

322. 3.2. lUludpoBanue
uH(popmManuu,
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cepTU(UIIMPOBAHHBIX

CPEICTB 3aIUThI

OpranuzalioOHHBIE  MEpPONPUATHA B paMKax  CpeICTB  3aluThl  MHGOpMamuud  OT
HECaHKIMOHMpOBaHHOTO aoctyna B AC, 00pabaThlBalOIMX WIM XpaHALIMX HHPOPMAIHIO,
SBIISIONLYIOCS COOCTBEHHOCTBIO T'OCYapCTBA M OTHECEHHYIO K KAaTerOPUU CEKPETHOM, TOJIKHBI
0TBEYATh T'OCYIAPCTBEHHBIM TPEOOBAHUSAM IO OOECIICUECHHUIO PEKHMMa CEKPETHOCTH MPOBOAUMBIX
pabor.
[Tpu oGpaborke win xpanenun B AC nmH(pOpManuu, HE OTHECEHHOH K KaTeropuu CEKpeTHOH, B
pamkax C3U HCJI rocyaapCTBEHHBIM, KOJJIEKTUBHBIM, YACTHBIM U COBMECTHBIM MPEANPUITUSAM, A
TaK)K€ YaCTHBIM JIMI[aM PEKOMEHAYIOTCS CIIEIYIOIINE OpraHU3alMOHHbBIE MEPOIIPUATHA:
- BbIsBIICHHE KOHUACHLIMATHHOW HHGOpPMALUM U €€ JAOKYMEHTallbHOe odopmiieHHe B BUJE
NEepPEYHs CBEICHUMN, IIOJIekKAIINX 3aLIUTE;
- ONpeJelieHue TOpsIKa YCTAaHOBIIGHUS YPOBHS MOJHOMOYMN CyOBEKTa JOCTyIa, a Takke Kpyra
JIUL], KOTOPBIM 3TO MPaBO MPEAOCTABICHO;
- YCTaHOBJIEHHE M O(OpMIIEHHE MpaBWJ pa3rpaHUYCHHs JOCTYMa, T.€. COBOKYIMHOCTH MpPaBUI,
perJIaMeHTHPYIOIIMX TIPaBa JOCTYIA CYObEKTOB K 00BEKTaM;
- O3HAaKOMJICHHE CYOBEKTa JOCTyla C IEepeYyHeM 3alliIaeMbIX CBEICHHUNW U €ro ypOBHEM
MOJTHOMOYHH, a TaKke C OpraHU3alMOHHO-PACTIOPSANTENBHON W paldoueil JOKyMEHTaIuew,
onpenesstonel TpeOOBaHMs U OPSAI0K 00padOTKH KOH(UICHIIMATIbHON HH(GOPMAITUH;
- [OJy4eHHe OT CcyObeKTa JOCTylna pacHucKd O HepasIVIallleHUd JOBEPEHHOH eMy
KOH(pHIeHIIMAIbHOW HH(pOpMaInu;
- obecrieueHne OXpaHbl O0BEKTa, Ha KOTOPOM pacmoiiokeHa 3amuimaemas AC, (Tepputopus,
3MaHUsl, TIOMEUICHHS, XpaHWIUIIA WH)OPMALMOHHBIX HOCUTENEW) MyTeM YCTaHOBICHUS
COOTBETCTBYIOILIUX IIOCTOB, TEXHUYECKUX CPEJICTB OXPAaHbl WM JIOOBIMU JAPYTUMHU clioco0amu,
IIPEIOTBPALIAIOIIMMHA WM CYHIECTBEHHO 3aTPYJHSIOIIMMHM XUIICHHE CPENCTB BBIYMCIUTEIBHON
texuuku (CBT), uadopmanronnsix Hocutenei, a Takke HCJ k CBT u tuHusIM CBSI3H;
- BBIOOp KIacca 3amuiieHHocTd AC B COOTBETCTBHM C OCOOCHHOCTSAMHU 00pabOTKH MH(OpMaIuu
(TexHomorusi 00paOOTKM, KOHKpeTHble ycioBus dkcrutyatraunn AC) u ypoBHEM ee
KOH(HIEHIIMATIbHOCTH;
- opraHu3zanus ciayxO0bl O0e3omacHocTH MH(popManuy (0OTBETCTBEHHBIE nulla, agmMuHucTpaTtop AC),
OCYILECTBIISIOLIEH yueT, XpaHEeHHe U Bblauy MH()OPMAIIMOHHBIX HOCHTENEH, Mapojiei, KIodew,
Benenue ciyxeonoit mapopmannu C3U1 HCJI (renmepamuio mapoiieid, KItoued, COMPOBOXKICHHE
NpaBUJI pa3rpaHUuEHMsl JI0CTYMa), MPUEMKY BKI04aeMblX B AC HOBBIX IPOTPaMMHBIX CPEICTB, a
TaKkkKe KOHTPOJb 3a XOJOM TEXHOJIOTMYECKOTo Iporecca 0OpaboTKM KOH(UACHIUAIbHON
uH(pOpMaLIUU U T.1.;
- pa3pabotka C3U HCJ/I, BkiIOYas COOTBETCTBYIOILYIO OPraHM3allMOHHO-PACIIOPSIUTENBHYIO U
HKCIUTYaTaI[MOHHYIO TOKYMEHTAIINIO;
- ocymectBienne npuemku C3U HCJI B coctae AC.
[Tpu pazpabotke AC, nmpenHa3HauYeHHON JUIsl 00pabOTKU UM XpaHeHHsI UH(popMaluu, SBIstoLeics
COOCTBEHHOCTBIO TOCyJapcTBa M OTHECEHHOH K KaTeropuM CEKPETHOW, HEeoOX0IuMO
OpHueHTHpoBaTbcsl B cooTBeTcTBHM ¢ PJ[ «CpencrtBa BBIYMCIMTENBHONM TEXHUKH. 3alllUTa OT
HECAaHKIIMOHMPOBAHHOTO  jgoctyna K  uH(opmanuu. Ilokasarenn  3alMIIEHHOCTH  OT
HECaHKIIMOHMPOBAHHOIO JOCTyNa K MH(pOpMaluu» Ha Kiacchl 3amuiieHHoctTd AC He Huxe (1o
rpynmnam) 3A, 2A, 1A, 1b, 1B u ucnons3oBath ceprudunupoBannsie CBT:
- He HIKe 4 Kitacca - 1 kiracca 3amunieHaocta AC 1B;
- He HIbKe 3 Kitacca - Juis kiacca 3amuiieHHocta AC 1b;
- He HIKe 2 Kiacca - mid kiacca 3amumeraoctd AC 1A.

2. 3a1aHue

M3yunte um omnmcarh TpeOOBaHMs 10 OOecleueHn0 HWH()OPMAIMOHHOW OE30MacHOCTH IS
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KOHKPETHOI'O IIPEANPUSITHS (CM. BAPUAHT).

3. Conep:xkaHue oT4eTa

1. TuTynbHBIN THCT

2. Conepxanue

3 JlaboparopHoe 3a1aHne

4. Omnwucanue TpeboBanuii 1 BEIOOP Kiacca 3amuinennoctu AC

5 OrneHKa pUCKOB

6 BrIiBOIBI

4. BapuaHTbI
BapuaHT — HOMep N0 CIMCKY B :KypHaJie.
MeTo] OlleHKH pHuCKa
Home
P Opranu3anus (cm. IIpunoxenne E
BapHaHTa
I'OCTa)

1 OrteeHrne KOMMEPUECKOTro OaHKa 1
2 [MonukIMHUKA 2
3 VHuBepcUTET 3
4 Oduc cTpaxoBoil KOMIAHUU 4
5 WHTepHEeT-Marasux 1
6 LleHTp OKa3aHUS rOCYAAPCTBEHHBIX YCIYT 2
7 Orenenne NoNUIUK 3
8 Aynmuropckasi KOMIaHHst 4
9 JuzaiiHepckas hpupma 1
10 Oduc agBokara 2
11 ATEHTCTBO HEABMKHUMOCTH 3
12 TypuCTHYECKOE areHTCTBO 4
13 U3narenbcTBoO 1
14 PekiiaMHOE areHTCTBO 2
15 OresieHre HAIOTOBOM CITYKObI 3
16 Toctunua 4
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17 T'opockoii apxvB 1

18 Oduc HoTapuyca 2
19 Jucnieryepckas ciyx0a Takcu 3
20 XKenesnomopoxkHas kacca 4
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