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BBEJIEHUE

HEJIb U 3AJAYU OCBOEHUSA JUCIUAITIJIMHBbI
Lenbto ocBoeHust gucuuiuinHbl — «llepcoHanmpHast KuOepOe30macHOCTb»  SABJISETCA
dbopmupoBanre Habopa TpodecCHOHATBHBIX KOMIIETCHIIMA Oyaymiero OakaimaBpa 1O
HanpasieHuto noarotoBku 09.03.02 «MHpopMalMoHHbIE CUCTEMBI M TEXHOJIOTHMY, JJIS PEILICHHS
MIPUKJIAIHBIX 3aj1a4 B pamKax OaxasiaBpcKoit MIPOrpaMMBl.
3a/1a4i OCBOCHMSI TUCLUIUINHBIL:
— HW3yYEeHHE OCHOBHBIX MOHATHN KHMOepOe30MmacHOCTH;
— OCBOCHHE HAaBBIKOB COOJIIOACHNUS MEPCOHANIBHOM KHOEpOe30MacHOCTH.

2.HanMeHOBaHHeE MPAKTHYCCKUX 3aAHATHI

Ne Temsr | HanMeHoBaHME TeM TUCHUILIINHBI, UX KpaTkoe | OOBeM 4acoB W3 gux
JUCITUTLIT cojiepKaHue MpakTUYecKas
WHBI MOATOTOBKA,
4acoB
1 cemecTp
Pa3nea 1. Konuenuuu nepcoHajJbHoM
KHO0ep0e30nmacHOCTH
1 Tema 1. OCHOBHBIE TOHATHS EPCOHATBHOM 4
KrOepOe30MacHOCTH

[TpakTuueckas paboral

NudopmarnmonHas 6€301macHOCTh U
knbepo6e3onacHocTh. CBoMCTBa onMpoBaHHON
uHpopmanuu. [IpuuuHbl KHOSPIPECTYIUICHU.
[TpoOaeMbl KHOEPOE30MACHOCTH.

2 Tema 2. MogenupoBaHue yrpo3 nepcoHaabHOU 4
KnOepOe30macHOCTH

[TpakTryeckas pabora2

AHanIu3 pUCKOB KaK OCHOBA YIIpaBJICHUS
nepcoHaibHOI knbepOe3onacHocTei0 Moenb
yrpo3 STRIDE. UHcTpyMeHTHI aHanu3a u
KOHTPOJIs1 UH()OPMAIIMOHHBIX PHCKOB.
CpaBHUTENBHBIN aHAIU3 MTOJIXO0JI0B K
pacro3HaBaHMIO YIPO3 C UCIIOJIb30BaHUEM
paznuunbix Moaeneil: CIA, INexcana [1apkepa,
5A, STRIDE

3 Tema 3. Kpunrorpapuyeckue alropuTMbl 4

00630p anropuT™MoB MKU(POBAHUS U TEHACHLIUN
pa3BuTHs kKpunrorpaguu. Kpyr 3agad, Ha
pelIeHre KOTOPhIX OPUEHTUPOBAHbI
Kkpunrorpaduueckue Metopl. OCHOBHBIE
MOHSITHS U OTIpeieNIeHUs] KpunTorpaduu.
Pexomenganuu Microsoft mo npumeHeHuto
KpUNTOrpapUuecKux alropuTMOB.
OTteuecTBeHHBIN CTaHIAPT MUPPOBAHUS
nauubix ['OCT 28147-89. AMepukaHCKHit
cTangapt mwudpoBanus JaHHbIX AES.
KoHuenmus KpuntocucTeMsl ¢ OTKPBITHIM
kmouoM. Knaccudukanus
KPUNTOTrpapUIECKUX aJITOPUTMOB. AJITOPHUTMBI
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U (POBaHUS C CEKPETHBIM KITIOUOM
(cummeTpuunbie). biounsie mudpsr.
[Torounsie muppsl. AATOPUTMBI IUPPOBAHUS
C OTKPBITHIM KJTFOUOM (aCHMMETPHYHEIE).
KpHnToaaropuTMbl C CEKPETHBIM KIIIOYOM.

Tema 4. MeTo/ bl KpUINITOAHAIIN3A

0O0630p COBPEMEHHBIX METOJIOB KPUIITOAHATH3A.
Knaccuueckue Mmetonnl. HoBbIM BUI
KpHUIITOAHAIN3a — aTaKu 110 MTOOOYHBIM
kaHanaM. KBaHTOBBII Kpuniroananus. Mcxoabl
KpunToaHaiausa. MeTobpl KpUNTOAHAIN3a U UX
BIIUSTHUE HA Pa3BUTUE KPUITOTpadUu.
[IpenenbHbIe BO3MOXKHOCTH IO B3JIOMY
mH(pPOB METOZOM TOIHOTO 1epedopa KIIoUei.
[IpruMEeHUMOCTD pa3IMYHBIX TUIIOB KPUIITOATAK
K CHMMETPUYHBIM U aCUMMETPUYHBIM
KPUIITOCUCTEMAM U XeII-(PYHKITUSIM.
[lepCcreKTHBHBIC TEXHOJIOTHUY KPUIITOAHAIN3A.

Pa3znen 2. TexHosiorum opranusamum
NEePCOHAJTbHOMH KH0ep0e30MacHOCTH

Tema 5. DxonHomuveckas 3HPEKTUBHOCTD
cpeacTB oOecrieueHHs EPCOHATBHOM
KrOepOe30MmacHOCTH

[TpakTnueckas padbora3

OreHka cpecTB KPUITOZALUTHI.
OKoHOMHYECKOE 00OCHOBAaHUE PACXOI0B HA
o0ecrnevyeHne nepcoHaIbHON
kubepo6e3onacHocTr. OOOCHOBaHHBIH BEIOOD
Mep U CPENICTB 00ECIeUeHUs IEPCOHANTBHON
kubepo6e3onacHocTh. [lpenmymiectsa u
HEJOCTaTKU CYLIECTBYIOIIUX METO/IOB
000CHOBaHUS UHBECTHUIUH B CPEACTBA
oOecrieyeHus nepcoHaIbHON
kubepbezonacHocTu. Habop huHancoBO-
HKOHOMUYECKHUX MOKa3aTesei s OLEeHKH
3¢ (HEKTUBHOCTH CPEACTB 0OECTICUeHUS
MePCOHAIBHON KHOEepOE30IaCHOCTH C
SKOHOMMYECKHX MO3ULKNA. MeTOIMKa OLEHKU
HKOHOMHUYECKOH 3(h(PEKTUBHOCTU CPECTB
oOecreueHus IepcoHaIbHON
KHOepOE30IaCHOCTH.

Tema 6. IHCTpyMEHTBI OpraHu3anuu
MIePCOHAIbHON KHOEepOe30macHOCTH
[TpakTnueckas padbora4

0O030p aHTUBUPYCHBIX CPEACTB 3AIIUTHI IPU
OpraHMU3ali CUCTEMBI IEPCOHATBHON
kuOepOe3onacHOCTH. AHTUBHPYCHAS 3aIllUTa
NEPCOHATBHBIX KOMITBIOTEPOB U MOOUIILHBIX
ycrpoiictB. bpanamayspsi. Cpeactsa
anmapaTHOM 3aUTh HH)OPMAIUH.
Opranuszaiys nporpaMMHO-aIMapaTHbIX
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CPEACTB MEPCOHAIBHON KHOepOe30MacHOCTH.

Tema 7. [lepconanpHas kubepOE30MaCHOCTH B
UHTEpHET-0aHKUHTe

[TpakTrueckas padortad

TexHosnoruu nHTEpHET-0aHKUHra. TexHomorun
OupskeBoii Toproiau. [IpaBmia opranuzanuu
NEePCOHANBHOM KHOepOe30MacHOCTH B
uHTepHeT-0ankuHre. [Iporpammuo-
annaparHble CPEICTBA 3AIUTHI JaHHbBIX B
rpolieccax MHTEPHET-0aHKUHTa B OUPIKEBOI
TOPIOBJIN.

Tema 8. CoBpeMEHHbBIE METOIbI 3AIIUIIICHHON
ayTeHTU(UKAIHH

Mertobl aBTOpU3ALIUU MTOIH30BATENS TPU
pabote B cetu HTepHeT. ABTOpHU3aus U
ayreHTu(uKanus. MeTo sl CO3MaHus U
XpaHEHHs apoJiei. 3alUIeHHBIN JTMYHBINA
KaOMHET HHTEPHET-PECYPCOB.

Tema 9. TexHOIOTHH JIEKTPOHHOM ITUPPOBOH
MOAUCH

TexHOIOTHH NEKTPOHHOU ITUPPOBOI
MOJUCH. MeTOJIbI CO3/IaHus SJICKTPOHHOM
1u(POBOH MOIMUCH. DIIEKTPOHHAS ITUPPOBas
noanuck. Meronbl GopMUpOBaHHUS
AJIICKTPOHHOM ITU(POBO# MOJIITHCH.

Hroro 3a 1 cemecTp

36

Hroro
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CTPYKTYPA U COJIEP)KAHUE MMPAKTUYECKUX 3AHSATHUN

INNPAKTUYECKHUE PABOTbI

IIpakTuyeckas padora 1. OcHOBHbIE NOHATHS NEPCOHATBbHOI KHOep0e30nacHOCTH

Leas padoThbl: H3yueHHUE OCHOBHBIX IOHATHH NEpPCOHANBbHOM KuOepOe30macHOCTH,
CBOMCTB o1 poBaHHON MHPOPMALIMH, TPUUUH KUOEPIIPECTYIUICHUN.

Teopernyeckas 4acTb

OcHOBHBIC IOHATHS NEPCOHATLHON KMOEep0Oe30NacHOCTH

Bo Bpemena Pumckoii umnepun Oblia chopMyaMpoBaHa reonoyiuTHYecKas (opmya:
"Kto Bnazneer MmopeM, ToT Biageer mupom!" Bo Bpemst BTopoil MupoBOil BOWHBI 3TO BbIpaK€HHUE
ObUI0 MOAM(UIIMPOBAHO U 3Bydalo yxe ciexyromuMm obpazom: "KTo BiaseeT BO3IyIIHBIM
IPOCTPAHCTBOM, TOT BiajgeeT Mupom!" M HakoHel, BO BTOpoil mojoBuHe XX BeKa, B MEPUOJ
CTAHOBJIEHUS MOCTUHAYCTPHAILHOTO 00IIeCTBa ObLT BEIPAOOTaH HOBBIM I'€OMONIUTHYECKUIN TE3UC!
"Kto Bnaneer uHpopmamueil, ToT BiageeT MUpoM!", KOTOPBIN OCTaeTCsl aKTyaJbHBIM U IO Cel
JIEHb.

Hactynuno Bpemsi, korna HEOOXOAUMO CUMTATHCS C TEM, YTO MEpexo]l MHPOpMaIH B
pas3ps] BaXXHEHIINX PEeCcypcoB YeIOBEYECTBa OAHOBPEMEHHO MOPOXKAAET MpobiaemMy oOnagaHus
3TUM PECypcoM, €ro YHUYTOXKEHHMS WM U3MEHEHHUs, HCXOAs W3 TOCYy/lapCTBEHHBIX,
KOMMEPUYECKHX, YACTHBIX U IPYTUX HHTEPECOB, U, KaK CIEACTBUE, IPUBOIUT K IOSBIIEHUIO HOBOTO
CpEJICTBA HAIMaIeHUs WU 3aIUTHI, T.€. UHYOPMALIMOHHOTO Oopy>kus. [IpruunHoii Takoil mepemMeHbl
CTajla BO3MOXKHOCTb IpEJACTaBlIeHUs MH(popMalMu B LU(GPOBOM BHJE. BaxkHO OTMETUTH, YTO
mdpoast nHpopMarys 00IaaeT CIEeAYIONIMHA HEOTHEMIIEMBIMH CBOMCTBAMU

OTuyX1aeMOCTh

BocnpousBoaumocts

HeynunurtoxxumocTts

Bo3MokHOCTH OBICTPOTO TTOMCKA

C onHOHN CTOPOHBI, 3TH KadyecTBa MO3BOJIAIOT CYIIECTBEHHO ONTHMHU3HMPOBATH IPOLIECC
00paboTku nH(pOpMAIHMH, CBEAS] K MUHUMYMY BMEIIATEIbCTBO YEJIOBEKA B PYTHHHBIEC TPOLIECCHI
U obecrieunBasi JIETKUi ¥ OBICTPBIN AOCTYH K HE0OX0AUMBIM cBeieHUsIM. C Ipyroil CTOpPOHBI, OHU
YK€ CTaJy MPUIMHOM MOSIBICHUS B KOHIIE XX B. HOBOT'O BUJA 3JIOACSHUMN - KHOCPIPECTYTUICHHM.
Tak, OT4yXk/1aeMOCTh U BOCIPOU3BOAUMOCTh HMH(OPMAIMM BKyIE€ HPUBEIM K OOOCTPEHHUIO
npoOJIeMbl 3alUThl aBTOPCKUX TpaB. He Tak maBHO moHATHe "Kpaxa" moapa3zymeBajio, 4YTO
CyOBEKT JMIIaeTcs HEKUX MaTepuaybHbIX IieHHocTed. C mudpoBoit mHpopmaiueil Bce mo-
JIPyroMy: €CIIid IHpaT KOMUPYET IUCK C 3alMUChI0 elle HE BBIMICAIIEro (MIbMa, NMYIIECTBO
paBoo0iagaTens MOXeT (PU3MUECKH He OCTPaaTh - OJAHAKO IIPU 3TOM 3aKOHHBIN XO35IMH TepsieT
HaJl CBOUM IPOMU3BEICHUEM KOHTPOJIb. bosee Toro, eciu 10 NosABIEHUSI KOMIIBIOTEPOB CO3/1aHNE
NyOJIMKaTOB MPUBOJWIO K YXYALICHUIO KauecTBa 00BbEKTa KOMUPOBaHUS (PENpOLyKIIMU KapTHH,
NepenychIBaHNEe KHUT W ayJHOKAacCeT W T.1.), TO B HU(POBOM MHPE KOMHUPOBAHUE MOXKET
INPOM3BOJUTHCS B HEOTPAaHMUYEHHBIX KOJMYECTBAaX INpakTHUecKu OecruiaTHO - W 0e3 morepu
kadyectBa! K mapagokcanbHO HEXeTaTeNbHBIM pe3yibTaTaM MPUBEIO M OBICTPOE CHIKEHHE IIEH
Ha yCTPOMCTBa XpaHEHHUs JaHHbIX. PaboTa Mo aHanu3y XpaHUMON B OpraHM3alud WHPOpMalUn
C LIETIBIO BBISIBIICHUS JAHHBIX, MOJUIEKAIINX YHUUYTOXKEHHIO 110 IPUUYUHE YTEPH aKTyaJbHOCTH U
HOJIE3HOCTH, OOXOJUTCS JOpOKE MOKYNKM M YCTAaHOBKM HOBOro 00opynoBaHus. Bcenencteue
9TOr0 HOBOCTHBIE JIEHTHI NECTPAT 3aroJIOBKAMHU O HAWJAEHHBIX B MYCOpE WMJIM KYIUIEHHBIX Ha
ayKI[MOHAaX JKECTKHUX AMCKaX U MarHUTHBIX JICHTAX, COACPKAILINX CEKPETHBIE CBEIEHUS, KOTOPBIE
HUKTO HE NOTPYIWICS CTEpeTh Iepesn yTWiIMu3alued ycTpodcTB. OTAENbHOTO BHHUMaHUS
3acaykMBaeT MpobjeMa YHUUYTOKEHHsI HH(OpManuu, XoTs Obl OJHAXIbl IMOSBUBIICHCS B
WHTepHeT M NMpOWHAEKCUPOBAHHOW MOUCKOBOW cHCTEMON. BO3MOXXHOCTH OBICTPOTO TOWCKA H
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00bEeIMHEHNsI TIO KIIH0UEBbIM moisiM (Hampumep, @O u anpec 37IeKTPOHHOM MOYTHI) AeaeT
3a/layy COCTaBJICHHUS MOPTpeTa aKTHUBHOIO IMOJIb30BATENS KOMIIbIOTEpAa MaKCHMAaIbHO MPOCTON
JUISL 3]I0YMBIIIJIEHHUKA.

Kak crnenctue 3Toro octpora nmpobsieMsl ooecrieueHus: HHGOPMaIMOHHON 0€301acCHOCTH
(MB) cyOBbexTOoB HHGOPMAIMOHHBIX OTHOIIEHHWH, 3alIUThl MX 3aKOHHBIX HHTEPECOB MpHU
WCIIOJIb30BaHUU WH(OPMALMOHHBIX CHCTEM U ceTed, XpaHUMOH, oOpabOaTeiBaeMOl U
nepeaBaeMoil B HHMX HMH(POpPMALMU TOCTOSHHO Bo3pacTaeT. HecMoTpst Ha MHTEHCHBHOE
BHEJPEHHE BHOBb CO3JaBa€MbIX TEXHOJOTMYECKHX pelleHud B o0nacTu HHGOPMaLUOHHON
0€30MaCHOCTH, YPOBEHb KPUMHUHOT€HHOCTH B MH(POPMALIMOHHOM chepe ceTeil nmepenaun JaHHBIX
BEIYIIUX CTPaH MHpa MOCTOSHHO IMOBBIIIAETCS, YTO MPUBOJIUT K MUJUIMAPIHBIM (PMHAHCOBBIM
MIOTEPSIM.

[lo nmaHHBIM KOOPAMHALIMOHHOTO LEHTpa HemeieHHoro pearupoBanusi CERT,
OpraHu30BaHHOTO Ipu yHuBepcutere KapHerm MerioHa, €XErogHo HaO0gaeTcs pocT
KOJIMYECTBa PETUCTpUpYeMbIX MH(popMannoHHbIX atak (puc. 1.1). Kak BugHO Ha auarpamme,
oJHOU M3 HauboJsiee aKTyaJbHBIX MPOOJIEeM B IMOCIEAHEE BpeMs CTaja 3allUTa OT WHCaiIepoB
(COTpYIHMKOB KOMIIaHUH, SBIISIOIIMNCS HAPYIIUTENEM, KOTOPBIH MOXET HMETh JerajibHbIN
JIOCTYT K KOH(puAeHInanbHoi nHpopmarmn). Takas yrpo3a crana BO3MOXKHOM BO MHOTOM H3-32
MOSIBJICHUSI MOPTATUBHBIX M JIEHIEBBIX YCTPOMCTB XPAHEHUS C BBICOKOM IUIOTHOCTBHIO 3alMCH.
OO6ocTpsieT cuTyalio MUpPOBOI (PMHAHCOBBIM KPU3UC, B YCIOBHUAX KOTOPOTO BBIPOCIO YHCIO
COTPYAHUKOB, HEOBOJIBHBIX CBOMM paboTojaTesneM (BCIEICTBUE COKPALICHMS 3apIUIaThl WIN
Jla’ke YBOJIbHEHHMS) M JKEJIAIOLIMX HAHECTH €My BpeJl MJIM HE3aKOHHO 000TaTUThCS.

.
137529 MHcangeps
PacnpepeneHHble aTaku
iy Ataku Tuna «SQL Injection»
52658 Arawn Tuna eformat string»
21756 Stealth - ckaHuposaHue
ATakn THNA «nepenonHeHve Oydhepa
9859 ATtaku Ha oBwepocTynHeie Web-cepeucel
ATaKW THNA «O0TKas B oBcnyKUBaHUNS
2573 ABTOMaTHINPOBAHHOS CHAHWDOBaHKE
1234 MepexsaT AaHHBIX
MogmeHa cyGbexTa coeguHEHNA
252 «TPOAHCKUE KOHM»
6 Mepebop naponen
Bupycwl s
1980 1. 1985r. 1990r. 1995r. 2000r. 2005r. 2008r.

Puc. 1.1. PocT konuuecTBa aTak

XapakTepHO, YTO KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUICHUH, coBepliaeMbIX B Poccun,
€XKEroJHO yBEJINYMBaeTcs. Tak, COINIACHO CTAaTUCTUKE MMHHCTEpCcTBa BHYTPEeHHHX nen P,
KOJIMYECTBO KOMIIBIOTEPHBIX MPECTYIUIEHUH, CBS3aHHBIX C HECAHKLIMOHUPOBAHHBIM JOCTYIIOM K
KOH(pUIEHIMATBbHON MH(pOpMalLnY, YBEIUMUMWIOCh ¢ HiecTUcoT uHiuAeHToB B 2000 r. 1o cemu
Teicsid B 2004 r. K OCHOBHBIM IIpUUMHAM POCTa KOJUYECTBA aTaK MOXXHO OTHECTH CIIEAYIOIINE
(hakTopsI:

C KaXJIpIM I'OJIOM YBEJIMYMBAETCS KOJMYECTBO I0JIb30BaTeNell OOIIEIOCTYHBIX ceTei
CBs3M, TaKUX, HampuMmep, Kak ceTb VMHTepHeT. IIpm 3TOM B KadecTBe HOBBIX IOJIb30BATENECH
BBICTYTAIOT KaK OT/eJIbHbIE KIMEHTCKUE paboune CTaHIMM, TaK U eJible KOPIIOpaTUBHbIE CETH;

YBEJIMUYMBAETCS  KOJMYECTBO  YA3BUMOCTEH, €XKEJHEBHO  OOHApyXUBAaeMbIX B
CYLIECTBYIOIIIEM OOIECUCTEMHOM U NMPHUKIAJHOM IPOrPAMMHOM O00ECTIEUEHUH;

BO3pacTaeT YHUCIO BO3MOXHBIX OOBEKTOB aTaku. Eciin HECKOJIBKO JIET Ha3aJ B KauecTBE
OCHOBHBIX OOBEKTOB HECAHKIIMOHMPOBAHHOTO BO3JEHCTBHS PAacCMATPUBAIUCH UCKIIOYUTEIHHO
cepBepbl cranaapTHeIX Web -ciryx0, Takue kak HTTP, SMTP u FTP, To k HacTosimeMy MOMEHTY


http://www.intuit.ru/studies/courses/600/456/lecture/10192?page=1#image.1.1

pa3paboTaHbl CpEeACTBA peaji3allii aTak Ha MapUIpyTHU3aTOpbl, KOMMYTAaTOPbl, MEXCETEBbIC
9KpaHsbl U Jp.;

YIPOLIAIOTCS METO/BI peanu3alui HHPOPMALMOHHBIX aTtak. B cetn MIHTepHET MOXXHO 0e3
TpyJa HalTH HpoOrpaMMHBIE peau3allii aTaK, HalpPaBJICHHbIX HA aKTUBU3ALMIO Pa3IMYHBIX
ysi3BuMocTeil. [Ipu 3ToM Hcnoib30BaHKUE ITHX CPEACTB CBOAMUTCS K BBoAy IP -agpeca oObekra
aTaky ¥ Ha)KaTUIO COOTBETCTBYIOIIEH YIPaBIISIONIEH KHOIKHY;

YBEJIMYMBAETCSI ~ YUCIO  BHYTPEHHMX  aTak CO  CTOPOHBI  MOJb30BaTelel
aBromatusupoBaHHbix  cucreM (AC). Ilpumepamu Takux aTak  SBJISETCS  Kpaxka
KOH(HICHIIMATbHOIN HH(POPMALIUU UITH 3aITyCK BPeIOHOCHOTO MporpammHoro odecneuenus (I10)
Ha pabouyuX CTAHIUAX MOJIb30BaTENEH.

Heo06xonuMo OTMETHUTh, UYTO YpPOBEHb CIIO)KHOCTH HH(POPMALMOHHBIX aTaK TaKxKe
MOCTOSIHHO pacTeT. JlaHHOe YTBEp)KJIE€HUE MOXHO MPOMJUTIOCTPUPOBATh HA MPUMEPE IBOJIOLNN
KOMITbIOTEPHBIX BUPYCOB. B MOMeHT cBoero nepsoro nosiienus B 1980 r. BUpychl IpeaCTaBIsuIN
co00il JOCTaTOYHO MPOCTHIE MPOTrPaMMbI, KOTOPBIE CaMOCTOSITENIbHO pPAaclpOCTPaHSUIUCh B
aBTOMATH3UPOBAHHBIX CHUCTEMax M OCHOBHOM 3ajadeil KOTOpBIX ObUIO HapylIleHHE
paborocniocoOHOCTH  cucTeMbl. CeroiHs K€ KOMIBIOTEPHbIE BHUPYChl MPEICTABISIOT
CYUIECTBEHHO OoJyiee CIOXKHBIE TPOrpaMMHBIE CPEICTBA, CHOCOOHBIE PACHPOCTPAHSITCA
OPaKTHYECKU B JII000W cpene mepenaur MHGOpMaluU, a TAaKKe€ MACKHUPOBAThCS IMOJA paboTy
mrratHoro [10. Kpome 3Toro, coBpeMeHHbIe MOIM(UKALIUN KOMIIBIOTEPHBIX BUPYCOB B OCHOBHOM
UCIOJB3YIOTCA ISl KpaXXu KoH(uIeHIMalIbHONM uHHQOpManMM, a Takke Uil MOJyYeHUs
HECAaHKLIMOHUPOBAHHOIO JIOCTyNa K KOMIIbIOTEpaM IMOJb30BaTeaei. AHAIOIM4YHAs TEHICHLUS
XapakTepHa U JJI APYTUX BHJIOB YIpo3 O€30MacHOCTH, JJIS pealu3alii KOTOPbIX MOCTOSHHO
NpUIYMBIBAIOTCS 00Jiee M3OLIPEHHbIE METOABI M CPEJCTBA NpOBeAcHMs aTak. V3MmeHunace u
MEHTAJIbHOCTh XaKEpOB: €CJIM paHbIIe OCHOBHOW MOTHBAlUeil ObUIO pElIEHUE CIIOXKHOU
npoOjaeMbl U BO3MOXKHOCTb CaMOYTBEP)KICHMS, TO CETOJHS Ha TNEpBbIA IJaH BBIXOIMT
KOMMeEpUecKasl COCTaBJIAIOIIAsA, KOTOpasi CIOCOOCTBYET 00BEAMHEHHUIO TaJaHTIUBbBIX OJIMHOYEK B
OpraHU30BaHHbIE MIPECTYIHbIE COOOIIECTRA.

Crout oOpaTuTh BHUMaHKE Ha MOJIOKUTEIbHYIO TEHICHIIUIO - HEKOTOPbIE TPOU3BOIUTENN
OPOrpaMMHOIO0 M alIapaTHOro oOecledeHus: CTaau oOpallaTh BHUMaHHE Ha 0€30MacHOCTh
IOPOAYKTA YK€ Ha CTaJiu MPOEKTUPOBAHUs, a HE B MOCIEAHUI MOMEHT, KOTJa U3BMEHUTh YTO-
a100 B apXUTEKTYpPE CHUCTEMbI YXe IMO3JHO U MOXHO JOBOJBCTBOBATHCS (PYHKLIMOHAIbHBIMU
"3ammaTkamu'. OHAKO U HA 3TOM IIyTH €CTh MPENSTCTBUS: BO-IIEPBBIX, IPOU3BOJICTBO MPOIYKTA,
HE COZIeprKalllero OMNUOOK, B pealibHOM MUPE HEBO3MOKHO; BO-BTOPBIX, KOMIIBIOTEP MPEACTABISET
co0oil cucrteMy M3 OrpOMHOIO 4YHCJia KOMIOHEHTOB OT pPa3HbIX BEHIOPOB, U TECTUPOBAHUE
COBMECTHOM paboThl BCEBO3MOKHBIX KOMOMHAIMEH sBIsieTCs Hepa3pelnMoit 3aaueid. Hakoner,
camasi COBEpIIICHHAs 3aIlIUTa MOXET OBITh B3JIOMaHa, U MMPUYNHA STOMY - YEIIOBEUECKHH (PaKTop.
YcTpaHuTh 3Ty yrpo3y MPUHLUMINAIBLHO HEBO3MOXHO, T.K. MEPCOHAI SBIISETCS HEOThEMIIEMOM
9acThIO 10001 NHPOPMALIMOHHON CUCTEMBI.

C y4eToM BbIIIECKAa3aHHOT'O MOXKHO C YBEPEHHOCTBIO YTBEPKAATh, YTO MPOoOIIeMa 3alUThI
AC ot nH(pOpMAIMOHHBIX aTaK SBISETCS OJHOW M3 HamOoJiee aKTyalbHBIX M 3HaYMMBIX B UT-
uHayctpuu. Ilo BceMy MUpy €XKEroJHO NPOBOAMUTCSA OOJBIIOE KOJIWYECTBO HCCIIECAOBAHUM,
HANPAaBJICHHBIX Ha pa3pabOTKy HOBBIX H OoJjiee 3PPEKTUBHBIX METOJIOB MPOTHBOICHCTBUS
yrpo3aM 3J0yMbIIUIEHHUKOB. C y4eToM aKTyaJbHOCTH BOIIPOCOB, CBS3aHHBIX C 3alUTOH OT
BHEIIHUX ¥ BHYTPEHHUX MH()OPMAIIMOHHBIX aTaK, ¥ ObLI HAIICAH 3TOT Y4eOHBIH KypC.

Kpatkue ntoru

PaccmoTpens! ¢pyHIaMeHTallbHBIe CBOMCTBA OnM(POBaHHONW MH()OPMAIIMH U UX BIHSHHAE
Ha POCT yrpo3 B cdepe nH(POpMAIIMOHHON 0€30M1aCHOCTH C HACTYIUIEHUEM KOMIIBIOTEPHOH 3pBI.
[lepeuncnens! HakTOphl, HE TTO3BOJIAIONINE 00ECIIEYNTh COBEPIICHHYIO 3aIIUTY HH()OPMAINH, U
BBIJICJIEH IIEpeUeHb HE PELICHHBIX Ha JAHHBIH MOMEHT Mpo0JieM.



O0opynoBaHne U MaTepHAJIbI

Anpr Pabouas crannusa 10

AnpT Pabouas cranmms K

AnpT «CepBepy»

[Taket oducHbIX nmporpamm - P7-Ocduc

AW [—

Yxa3aHus o TeXHUKe 0€30IMacCHOCTH

Ilepen nHauyamom paboThl cleayeT YOEIUTbCS B MCIPABHOCTH 3JIEKTPOIPOBOJIKH,
BBIKJIFOYATENICH, MITENCEIbHBIX PO3ETOK, IPU MOMOIIM KOTOPBIX 00OpYIOBAaHUE BKIIOYAETCS B
CeTb, HAJTMUMU 3a3€MJICHUS] KOMIIBIOTEPA, €r0 pab0TOCIIOCOOHOCTH.

JUis CHWXXEHMsS WM TPEeAOTBpAIllEHUs] BIMSHMS ONAcCHBIX M BPEAHBIX (HaKTOPOB
HEOOX0MMO COOJII0JIaTh CAaHUTApHBIC IpaBUJa M HOPMbI, TUTHEHHYECKUE TpeOOBaHUS K
NEPCOHAIBHBIM 3JIEKTPOHHO-BBIYMCIUTEIBHBIM MalllMHAM.

Bo wuszbexxaHue MOBpeXAEHUS U3OJSALUH TPOBOJAOB U BO3HUKHOBEHHUS KOPOTKHX
3aMbIKaHUN HE pa3pelIaeTcs: BellaTh YTO-IM00 Ha MPOBOJA, 3aKpalllUBaTh U OCIUTH HIHYPHI U
NpOBOJIA, 3aKJIa/JbIBaTh MPOBOJA U IIHYPHI 3a Ta30BbI€ M BOJONPOBOIHBIE TPYObI, 3a Oarapen
OTOIUTENIbHON CHCTEMBbI, BBIIEPTUBATh IUTEICEIbHYI0 BUJIKY W3 PO3€TKU 3a IIHYp, YCHINE
JIOJPKHO OBITH MPHIIOKEHO K KOPIYCY BUIIKH.

JUig MCKITIOUYEHUS MOPaKeHUs JIEKTPUUECKUM TOKOM 3alpelaeTcs: 4acTo BKIIOYATh U
BBIKJIFOYATh KOMITIBIOTEp 0€3 HeoOXOAMMOCTH, MPUKACATHCS K JKpaHy M K ThUIBHOW CTOpOHE
0JIOKOB KOMIIbIOTEPA, paboTaThb HAa CPEACTBAX BBIUMUCIMTEIBLHOW TEXHUKH M TNepudepuitHoM
00OpYJIOBaHUM MOKPBIMH pyKaMH, paboTaTh Ha CpeJICTBaX BBIYUCIUTEIbHON TEXHUKH U
nepudepuitHOM 00OpYIOBaHWHU, HMMEIONIMX HAPYLICHHS IEIOCTHOCTH KOpIyca, HapyHICHHUS
U30JSIUM TPOBOJIOB, HEUCHPABHYI0 HWHAMKALMIO BKIIOYEHHS NHUTaHUS, C [PU3HAKAMU
ANEKTPUYECKOT0 HANpsHKEHUs] Ha KOPITyCe, KJIACTh HA CPEJCTBA BBIYUCIUTEIBHON TEXHUKU U
nepugepuitHoM 000pyJ0BaHUH TOCTOPOHHUE MPEAMETHI.

3anpemiaercd  MOJ — HAOpsbKEHUWEM — ouuliaTh  OT  MbUIM M 3arpsA3HEHUs
3JIEKTPO00OpYI0BaHHUE.

Bo n3bexxanue mopakeHus AIEKTPHUECKUM TOKOM, TIPH TTOJIb30BaHUH AIIEKTPONPUOOpaMu
HeNb3s KacaTbCsl OJHOBPEMEHHO KaKUX-JIMOO TpyOONpoBOMOB, Oarapeil  OTOIUICHMS,
METAJIIMYECKUX KOHCTPYKIUH, COEIMHEHHBIX C 3eMJIEH.

ITocne oxoHuaHHst pabOTBI HEOOXOIUMO OOECTOUYMTH BCE CPEACTBA BBIUUCIUTEIHLHOU
TEXHUKH M mepudepuitnoe obopynoBaHue. B ciyuae HempepbIBHOTO y4eOHOro Iporecca
HE00XO0IMMO OCTAaBUTh BKJIIOUEHHBIMH TOJIBKO HEOOX0AMMOE 000py10BaHHE.

3ananus npakTHYEeCKOi padoThI 1

1. M3yuutsb npeanaraeMblii TEOpETUYECKUI MaTepHrall.

2. CopMupoBaTh KOHLENLUIO NEPCOHATBHON KnOepOe3omacHocTH uis (GOPMHUPOBAHUS
¥ aHaJI3a TPEeOOBAHMI C CHCTEME 3aIUTHI IEPCOHATBHBIX JAaHHBIX. Pe3yIbTaToM T0IDKHA SIBUTHCS
Tabauna GyHKIMOHATBHBIX TPEOOBAHUI K CHCTEME 3alUThI IEPCOHAIBHBIX JAHHBIX.

3. CoctaBuTh MHGOPMAIIMOHHYIO MOJENb CHCTEMbl 3aIlUTHI MEPCOHAIBHBIX JIAHHBIX,
BKJIIOYAIOIIYIO B c€0s ONMHUCAaHNE OCHOBHBIX OOBEKTOB CUCTEMBI U B3aUMOJCHCTBUS MEXY HUMHU.
Ha ocHoBanmm wuH(pOpMarmoHHOW Mojaenn CcPOpMHPOBATH TPeOOBAaHUS K MPOTPAMMHBIM
cpeacTBaM MH(POPMALIMOHHOM 0€30MacHOCTH.

4. OdopMHUTh OTUET MO MpaKTU4YecKoW padore. IIpeacTaBUTh OTYET MO MPAKTHYECKOU
paboTe AJIs1 3aIUTHI.



BapuaHThl HHAUBUAYAJIBLHBIX 321aHUI

PazpaboraiiTe KOHIEIMIO TEPCOHAIBHOW KHOEpOE30MacHOCTH B COOTBETCTBHH C
BapuantoM. OOpaTtutre BHMMaHuE HAa (DYHKIHMOHAIBHOCTh CHCTEMBI 3allUTHl MEPCOHATBHBIX
IaHHBIX.

Ta6nuua 1.1 —BapuanTsl 3a1aHuii

No OOBEKT 3aIUTEI O01aCTh 3aILIUTEI
1 CryneHT yHUBEpCUTETA HoytOyx, cmaptdoH, cpencta
CBSI3U
2 IT-cnenuanucr Ha ynaneHHoM | IlepconanbHbIN KOMIIBIOTED,
JIOCTyIIE HOYTOYK, cMmapTdoH, cpencTsa
CBSI3H
3 Monepatop [TepconanbHbIi KOMIIBIOTED,
WH(OPMAITMOHHOTO pecypca HOYTOYK, cMmapTdoH, cpeacTsa
CBSI3H
4 Crmu-paiitep HoytOyk, cmaptdon, cpencrtsa
CBSI3H
5 brorep HoytOyk, cmaptdon, cpencrtpa
CBSI3H
6 [ koapHUK Hoyt6yk, cmaptdoH, cpencrsa
CBSI3U
7 Menemxep cpeanero 3BeHa Ha | [lepcoHanbHbIN KOMIIBIOTED,
YAQJIEHHOM JIOCTYIIE HOYTOYK, cMmapTdoH, cpencTBa
CBSI3U
8 Cneumnanuct 1no  a"anuzy | [lepconanbHblit KOMITBIOTED,
JAHHBIX Ha yAaJNeHHOM | HOYTOYK, CMapT(oOH, cpeicTBa
JoCcTyne CBSI3U
9 PazpaboTunk CalToOB Ha | [lepcoHanbHbI KOMIIBIOTED,
YAAJIEHHOM JIOCTYTIE HOYTOYK, cMapTdoOH, CpelncTBa
CBSI3U
10 [Iporpammuct Ha ynaneHHoM | IlepconanbHbIN KOMIIBIOTED,
JIOCTyIIE HOYTOYK, cMmapTdoH, cpencTsa
CBSI3U

Conep:xanue oT4yera

[To BbIMOTHEHHOM paboTe cocTaBsieTcs oT4eT. OTUET BBIMOJIHAETCS B AJIEKTPOHHOM BUJIE.
1o BBIMOTHEHHOMY OTUYETY HMPOBOJUTCS 3aIIUTA MPAKTUUECKOH pabOTHI.

OTueT 1O TPAaKTUYECKOH paboTe MOIKEH COCTOATh W3 CIEAYIONMX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIbHBIH JIACT;

- BBOJIHAs 4aCTh;

- OCHOBHasI 4YacTh (omucaHue paboThl);

- 3aKJIIOYCHHE (BBIBOJIBI).

BBojaHas yacTe oTueTa 10JIKHA BKIKOYATh TyHKTHI:

- yCIIOBHE 3aJIauH;

- TIOPSIIOK BBITIOJIHEHMSL.

- IPOrpaMMHO-aINapaTHbIE CPEICTBA, UCIOIb3yEMbIE ITPU BHINOJIHEHUH PAOOTHI.

3amuTa oTYeTa 10 MPAKTUUECKON padoTe 3aKI0vaeTcs B MPEAbIBICHUN IIPENOAABATEIIO
HOJYYEHHBIX pe3yJbTaToOB B BUE (ailyia U 1eMOHCTPALMH [TOJYyYSHHBIX HABBIKOB IIPU OTBETAaX Ha
BOIPOCHI IIpEnogaBaTes.



KoHTpoJibHBIE BOIPOCHI

1. UndopmannonHas 6e30macHOCTh U KHOepOe301acHOCTb.
2. CpoiicTBa ounpoBaHHON HHPOPMALIUH.

3. [IpuuuHbl KHOEPHPECTYTIIICHU.

4. ITpobaemb! knbepOe30macHOCTH.

Cnucok JinTepatypbl, peKOMEH/yeMblii K HCII0JIb30BAHMIO 110 IAHHOH TeMe

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. Ilerperxo B.M. 3amurta mnepcoHalbHBIX [AaHHBIX B WH(GOPMAIMOHHBIX CHCTEMax
[DnexTponHsbIit pecypc]: yuebHoe mocodue / B.U. IleTpenko. — DNeKTpOH. TEKCTOBBIC TaHHBIE.
— CraBponounb: CeBepo-Kaskasckuii penepanbusiii ynusepeuter, 2016. — 201 ¢. — 2227-8397.
— Pexum nocryna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Opranuzanus 3alldThl NEPCOHAIBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypc] : mabopatopuslii npakTukyMm / A.M. Makapos, 1.B. Kanubepna, K.O. bongaperko. —
OneKkTpoH. TekcToBble JnaHHble. — CraBpononb: Cesepo-KaBkasckuii — (enepaibHbli
ynusepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum  gocrymna:
http://www.iprbookshop.ru/62971.html

IlepeyeHb 10MOJHUTENbHON JTUTEPATYPHI:

1. Ckpunnuk [[.A. ObecnieueHue 06€300aCHOCTH MEPCOHAIBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CkpunHuK. — DJIEKTPOH. TEKCTOBBIC NaHHbIe. — M. : IHTEepHET-YHUBEPCUTET
Nudopmannonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum noctyma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-IipakTH4eCKHl IOCTaTENHBI KOMMEHTapuil k DenepaibHOMY
3akoHy «O HepCcOoHANbHBIX JAaHHBIX» [DnekTpoHHbIN pecypc] / A.M. CaBenbeB. — DIIEKTPOH.
TekcToBble NaHHble. — M.: CraryT, 2017. — 320 c. — 978-5-8354-1365-2. — Pexum nocryna:
http://www.iprbookshop.ru/65895.html.

IIpakTuyeckasi padora 2. MoaeaupoBaHue YIrpo3 NePpCOHAILHOI KNOep0e30nacHoCTH

Leanb padotbl: M3yueHue yrpo3 nepcoHaibHOll kubGepOesonacHocTH. MojaenupoBaHue
yTpo3 NepCOHAIBLHON K1OepOe30macHoCTH

TeopeTnyeckas 4acThb

MopenupoBaHue yrpo3 NepcoHaabHON KnOep0e30nacHOCTH

OcHOBOI yripaBieHus: HHYOPMAITMOHHON 0€30MaCHOCTHIO NMPENIPUSATHUS SBISCTCS aHAIH3
puckoB. DaKTHYECKH PHUCK TPEICTABISIET COOOW WHTErpaibHYI0 OLEHKY TOTO, HAaCKOJBKO
3G GEKTUBHO CYIIECTBYIOUINE CPEICTBA 3aIIUTHI CIIOCOOHBI MPOTHBOCTOSATH MH(POPMALMOHHBIM
aTakam.

OOBIYHO BBIJENSAIOT JIBE OCHOBHBIE TPYIIBI METOAOB pacuéra pPHCKOB 0€30MacHOCTH.
[epBas rpymnmna mo3BOJSET YCTAHOBUTh YPOBEHb PUCKA MYTEM OICHKH CTEIIEHH COOTBETCTBUS
onpeaenéHHoMy Habopy TpeOoBaHWI MO oOecmedyeHHnt0 WH(DOpPMAIMOHHOW Oe3omacHOCTH. B
Ka4eCTBE UCTOYHUKOB TaKUX TPEOOBaHUI MOTYT BBICTYNaTh (puc. 3.1):

HopmatuBHO-TIpaBOBbIE ~ JOKYMEHTHI ~ NPEANPHUATHA,  KACAloOIIUEeCcs  BOIPOCOB
nH(OpPMAITMOHHOM 0€301MacCHOCTH;

TpeboBanust AEMCTBYIOLIETO POCCUMCKOIO 3aKOHO/1aTENNbCTBA - PYKOBOISIINE TOKYMEHTBI
OCTIK (INocrexxomuccun), CTP-K, tpeboBanus @Cb PD, 'OCTsl u np.;

Pexomenpanuu MexayHapoausix crangaptos - [SO 17799, OCTAVE, CoBIT u np.;

PexoMeHnanmm KoMIaHuH-poOU3BOAUTEINCH IPOrPAMMHOTO U allapaTHOrO 00ECIeUeHHUS
- Microsoft, Oracle, Cisco u np.
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Puc. 2.1. Uctounuku TpeGoBaHM MHPOPMAIIMOHHOIN 0€30MaCHOCTH, HA OCHOBE KOTOPBIX
MOJKET IIPOBOJIUTHCS OLICHKA PUCKOB

Bropast rpynmna MeTo0B OLIEHKH PUCKOB MH(OpMalMOHHOW Oe3omacHocTH Oazupyercs
Ha OTIpE/IeJICHNU BEPOSATHOCTH pealn3alliy aTak, a TakKe ypoBHeH ux yuiepoa. B nannom ciydae
3HAYEHHUE PHCKA BBIYMUCISETCS OTAEIBHO NI KaXKJOW aTaku U B OOIIEM Cilydae MpeCTaBIIseTCs
KaK MpOU3Be/IeHNE BEPOSITHOCTU MPOBEJCHNS aTaki Ha BETMYMHY BO3MOXKHOTO yliepba oT 3Ton
aTakd. 3HaAYeHHWE ymiepOa ompeaensieTcss COOCTBEHHHKOM WH(POPMAIMOHHOTO pecypca, a
BEPOATHOCTb aTaKHU BBIYMCIISAETCS TPYIIIOI dKCIIEPTOB, MPOBOAAIINX MPOLEAYPY aAyJUTa.

Metonel mepBoii W BTOPOM TIpyHmbl MOTYT HCIIOJIb30BATh KOJIMYECTBEHHBIE WIIH
Ka4eCTBEHHBIE LKAl JUIS ONpPE/eICHUs] BEIMUUHBI pUCcKa HHPOPMALMOHHOM Oe3omacHocTH. B
MIEPBOM CJIy4ae PUCK U BCE €r0 MapaMeTphl BBIPAXKAIOTCS B UUCIOBBIX 3HaUeHUX. Tak, Hanpumep,
IIPY MCIOJIb30BAaHUH KOJIMUECTBEHHBIX LIKAJI BEPOSATHOCTD IPOBEACHUS aTAKU MOKET BBIPAYKATHCS
YHCIIOM B UHTEpBajie , a ymepO aTaku MOXKET 3aJaBaThCsl B BUJE JEHEKHOI'O SKBUBAJICHTA
MaTepUaIbHBIX IOTEPD, KOTOPBHIE MOKET NIOHECTH OPTaHU3ALMS B CIIydae YCIEIIHOTO IPOBEIECHUS
ataku. [lpu HCMONBb30BaHMM KAueCTBEHHBIX IIKAJl YHCJIOBBIE 3HAYEHHs 3aMEHSIOTCS Ha
9KBHBAJICHTHBIC UM MOHATHIHBIE ypOoBHU. Ka)k10My HOHATHIHOMY YPOBHIO B 3TOM ciiyyae OyaeT
COOTBETCTBOBATh OMNpPECIEHHBI HHTEpBaJ KOJMYECTBEHHOM IIKanbl oueHKU. KomudecTBo
YPOBHEN MOKET BapbUpPOBAThCS B 3aBUCUMOCTH OT IIPUMEHSEMbBIX METOAMK OLIEHKH pUCKOB. B
tabnuuax 3.1 u 3.2 npuBeAeHbI IPUMEPHl KAYECTBEHHBIX IIKaJl OLEHKU PUCKOB HH(OPMALIMOHHON
0€30I1aCHOCTH, B KOTOPBIX JUISl OLIEHKU YpOBHEH yliepOa M BEpOSTHOCTH aTaKuh MCIOIb3YeTCs
ISATh MOHSATUMHBIX YPOBHEH.

Tabauua 3.1. KauecTBeHHas LLKaJla OLEHKM YPOBHS yliepba

N2 YpoBseHb yuiepba OnucaHue

1  Manbin yuep6 MpUBOAUT K HE3HAYUTENIbHLIM MNOTEPSAM MaTepUasibHbIX aKTUBOB, KOTOPbIE
ObICTPO BOCCTAaHABAMBAKOTCSA, NN K HE3HAYUTE/IbBHOMY BAUSAHMIO Ha

penyTaLuio KOMNaHnn

2 YMepeHHbIN BbI3bIBaET 3aMETHbIE MNOTEPM MaTeEPUasIbHbIX aKTUBOB WM K YMEPEHHOMY
ylep6 BJIMAAHUIO HA PenyTaLuio KoMNaHUn

3  Yuwepb cpeaHeit  MpUBOAUT K CYLLLEECTBEHHBLIM NMOTEPAM MaTePUa/IbHbIX aKTUBOB U/
TAXKECTU 3HauMTe/IbHOMY YPOHY penyTaLmumM KOMNaHuu

4  Bbonbluoi yulep6  Bbi3biBaeT 60/bllMe NOTEPU MaTEPUANbHBIX aKTUBOB U HaHOCUT 60/1bLLION
YPOH penyTauumn KoMnaHum

5  Kputuyeckuit MpUBOANT K KPUTUYECKMM NOTEPSIM MaTePUasibHbIX aKTUBOB MW K MOJIHOM
yliep6 noTepe penyTauMm KOMMNaHUKU Ha PbIHKE, YTO feslaeT HEBO3MOXHbIM
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JaNbHENLLIYIO AeATe/IbHOCTb OpraHM3aLmum

[Ipu ucnonb30BaHUM Ka4€CTBEHHBIX KA JIJIsl BBIYUCICHUS YPOBHS PUCKA IPUMEHSIOTCS
CreIalIbHbIC TAOMUIIBI, B KOTOPBIX B TIEPBOM CTOJIOIE 3a/1al0TCS TIOHATUHHBIC YPOBHH yiepoa,
a B MEpPBOIl CTPOKE - YPOBHHU BEPOSTHOCTU aTaku. Sluelku ke TaONHIIbI, pacHojOKEHHBIE Ha
IEPECEUEHUH NEPBOI CTPOKHU U CTOJIOIA, COAEepkKAT YPOBEHb pucka Oe3onacHocTu. PazMepHOCTh
TaOMUIBI 3aBUCUT OT KOJIMYECTBA KOHIENTYaJbHBIX YPOBHEH BEpPOATHOCTH aTaku W yIiepoa.
[Tpumep TabnuIbl, HA OCHOBE KOTOPOW MO>KHO OTIPENIIUTh YPOBEHb PUCKA, TPUBEAEH B Ta0m. 3.3.

Tabauua 3.2. KayecTtBeHHas LLKaJla OLEHKN BEPOATHOCTM MPOBEAEHNS aTaKK

YpoBeHb BEPOATHOCTH
Ne OnucaHue
aTaKu

1 OyeHb HU3Kas ATaKka npaKTUYECKU HMUKOraa He byaeT
npoBeaeHa. YpoBeHb COOTBETCTBYET
4YNC/IOBOMY UHTEPBAY BEPOATHOCTH [0,
0.25)

2 Huskas BepoATHOCTb NPOBEAEHMSA aTaKu
[O0CTaTO4YHO HU3Kas. YpOBEHb COOTBETCTBYET
YMCIOBOMY MHTEpBay BeposaTHocTH [0.25,
0.5)

3 CpepgHas BepoAaTHOCTb NpoBeAeHUs aTaKn
npubansnTensHo paBHa 0,5

4 Bbicokas ATaka ckopee Bcero 6yeT nposegeHa.
YpOBEHb COOTBETCTBYET YNC/IOBOMY
WHTepBasy BepoaTHocTtu (0.5, 0.75]

5 OuyeHb BbICOKas ATaKa No4Tn HaBepPHsKa 6yaeT NpoBeeHa.
YpoBeHb COOTBETCTBYET YUCIOBOMY

NHTepBasy BepoaTHocTu (0.75, 1]

Ta6nuua 3.3. NMpumep TabauLbl onpeaeneHns YpoBHS pucka MHGOpMaLMOHHOM 6€30MacHOCTH

BepoATHOCTb aTakm OyeHb HU3Kas Huskas  CpepHss Bbicokas  OueHb
BbICOKas

Yuwep6

Manbin yuwep6 Hu3kumin Puck Huskumn Huskumn CpegHnin  CpefHui
pUCK pUCK puck puckK

YMepeHHbIN yLepb Huskunin Puck Huskui CpegHuin  CpegHuii  BbiCOKUI
pUCK pUCK puck puck

Yuwep6 cpenHen Huskni Puck CpeaHun CpepgHuin  CpefaHuit  BbiCOKuM

TSXKECTU pUCK pUCK puck puUcK
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BonbLion yuiep6 CpeaHu puUck CpegHun CpepHuin  CpefHuit  BbiCOKMI

PUCK PUCK pUcK pucK
Kputnueckmi yuiep6 CpeaHun puck Bbicoknit  BblCOKMIN  BbiCOKMIA  BbicOKMiA
PUCK PUCK pUCcK pucK

IIpu pacuere 3HauU€HU BEPOSITHOCTH MPOBEACHUS aTaKH, a TAK)KE YPOBHS BO3MOXHOIO
yuep6a MOTyT HCIOJIb30BaTbCsl CTATUCTHMUYECKUE METOAbI, METOAbI SKCIEPTHBIX OLIEHOK WM
3JIEMEHTBHl TEOPUU NPUHATUA pelieHud. CTaTUCTUYECKUE METOJbl MPEIIOoJaraloT aHajdu3 yke
HAaKOIJICHHBIX JAHHBIX O pEabHO CIIy4aBIIMXCS HWHIMICHTAX, CBA3aHHBIX C HapylICHUEM
uHpopManMOHHOW Oe3onmacHocTH. Ha oOCHOBe pe3yJbTaTOB TakOro aHajau3a CTPOSTCA
IPENONI0KEHUST O BEPOSITHOCTU MPOBEACHUS aTaK U YPOBHAX yuiepba oT Hux B apyrux AC.
OpnHako NpUMEHEHUE CTaTUCTUUECKUX METO/I0B HE BCEI'/1a BO3MOYKHO U3-3a OTCYTCTBUS B [IOJTHOM
00bEME CTaTUCTUYECKUX JaHHBIX O paHee MPOBEAEHHBIX aTakax Ha MH(POPMALMOHHbIE PECYPCHI
AC, aHaNOrM4YHOM TOH, KOTOpask BHICTYIIAET B KAUECTBE 0OBEKTA OLICHKHU.

IIpu ucnonp3oBaHMU ammapaTa SKCIEPTHBIX OLIEHOK IPOBOJUTCSA aHAJINU3 pe3yJIbTaToOB
paboThl TpymImbl SKCHEPTOB, KOMIIETEHTHBIX B 00JacTH HMH(OPMAIMOHHON O€30MacHOCTH,
KOTOpbIE HA OCHOBE UMEIOLIET0Cs Y HUX OIBbITa ONPEAEISIOT KOJIUYECTBCHHbIE WM KAYECTBEHHBIE
YPOBHH pUCKA. DJIEMEHTHI TEOPUU MPUHATHUS PELIICHUN MMO3BOJISIOT IPUMEHSTH JJIsl BBIYUCICHHS
3HAYCHHS PHCKa OE30MacHOCTH 0oJiee CII0KHBIC aJTOPUTMBI 0OpAaOOTKU PE3yIbTaTOB PaOOTHI
TPYIIIBI SKCIEPTOB.

B mponecce ananuza puckoB MHGOPMALMOHHON 0€30MaCHOCTH MOTYT HUCHOJIb30BAThCS
CHELMATU3UPOBAHHBIE MPOrPAMMHBIE KOMIUIEKCHI, ITO3BOJISIONINE aBTOMATU3UPOBATh MPOIECC
aHalu3a UCXOJIHBIX JAHHBIX M pacyéra 3Ha4eHUH pucKoB. IIpuMepaMu Takux KOMIUIEKCOB
spisitorest "I'pud" n "Konnop" (kommanuu "Digital Security"), 6puranckuit CRAMM (koMnaHus
Insight Consulting, mnoapasnenenne Siemens ), amepukanckuii RiskWatch (xkommanus
RiskWatch ), a Taxoke "ABanl'apa" (Muctutyta Cucremunoro Ananmsa PAH).

TpaauMOHHO BBIIENSIIOT TPU OCHOBHBIE COCTABIISAIOIINE 0€30IaCHOCTH HH(POPMALIUU:

KoHpuneHmanbHOCTh ( confidentiality ) - coxpanenue wuHpopManuu B TaiiHe,
HEBO3MO>KHOCTb PACKPBITUS MH(OpMaIK 6€3 coriacus 3aMHTEPECOBAHHBIX CTOPOH;

LIEJIOCTHOCTB ( integrity ) - HEMPOTUBOPEUYHUBOCTD U NMPABMIILHOCTh HH(POPMALINH, 3aIIUTa
uH(}OpMAIUK OT HEABTOPHU30BAaHHOW MOIU(DUKAINH;

noctynHocTs (availability ) - oOecieuenne Hamuuust HHGOPMALIUU U pabOTOCIIOCOOHOCTH
OCHOBHBIX YCIIYT JUIsl [IOJI30BATENsl B HY’KHOE AJIs1 HETO BPEMS.

Benyres nuckyccum Ha Temy mnosiHOTHI " Tpuaasl CIA " ana ommcanus yrpo3 Ub.
CymiecTByeT allbTepHATHBA 3TOM Kiaccudukanuu - T.H. " rekcana [lapkepa " ( Parkerian Hexad ).
[Tomumo BbILIENIEPEYNCIIEHHBIX CBOKCTB, J{oH [lapkep BbIAEHSACT:

nmoyIMHHOCTS ( authenticity ) - B MPUMEHEHHH K ITOJIB30BATEI0 OMPEIEIIIeT COOTBETCTBUE
YYaCTHHKA B3aUMOJICHCTBUS CBOEMY UMEHH; B IPUMEHEHHUHU K COOOIIECHUIO - IOCTOBEPHOCTH TOTO,
YTO JIaHHbIE OBLIN CO3AHBI 3asIBIEHHBIM HCTOUHHKOM.

yIpaBiIIeMOCTh, WIH BiaZieHue ( possession or control ) - rapanTUsi TOro, YTO 3aKOHHBIN
BJIaJIeJIel] SABISIETCA €IUHCTBEHHBIM JIMIIOM, BO BJIACTH KOTOPOTO U3MEHUTh MH(OPMAIMIO WIN
HOJYYHTh K HEH JJOCTYIl Ha YTEHUE

nosie3HocTh ( utility ) - "mpakTHYHOCTR", yA00CTBO J0CTyNa; HAXOXKACHUE UHGOPMAIIT
B Takoi (opme, YTO ee 3aKOHHBIM Biajenel He JOJDKEH Ui MOJYy4eHHUsS J0CTyNa TpaTUTh
HEeOoNpaBIaHHBIX yCUIIUH (TakuX, Kak npeoOpa3oBaHue ¢popMmaTa, Hoa00p Kitoya MHUPpOBaHUS U
T.J.)

CymectByeT Takxke kinaccuduxamnus SA, ropsdo ogo0pseMas U3BECTHBIM KpunTorpagom
bprocom IlInanepom:

Authentication (ayTeHTHQHUKALUSA: KTO ThI?)

Authorization (aBTopu3arus: yTo Te0€ MOXHO JIeNaTh?)

Availability (1ocTymHOCTb: MOKHO JIM NTOJTyYUTh Pa0OTATh C JAHHBIMU?)
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Authenticity (MOJUTMHHOCTB: HE MOBPEXKJICHBI JIU IaHHBIE 37I0YMbIIUIEHHUKOM?)

Admissibility (10mTyCTUMOCTB: SBISIFOTCS JIM JaHHBIC JIOCTOBEPHBIMU, AKTyaIBHBIMU H
TIOJIC3HBIMH?)

Msbl B naHHOM Kypce Oyaem mnpuaepxuBaTbesi Moaenu yrpo3 STRIDE, spustomieiics
KOMIIOHEHTOM Hcmonb3yeMoit Microsoft merononoruu SDL ( Secure Development Lifecycle ).

Spoofing ( mpuUTBOPCTBO)

Tampering ( u3MeHeHuE)

Repudiation ( 0TKa3 OT OTBETCTBEHHOCTH)

Information Disclosure ( yreuka gaHHBIX)

Denial of Service ( oTka3 B 00cTyKUBaHUN)

Elevation of Privilege ( 3axBat npuBuierii)

JlanHas kimaccuuKanus pacmupseT TPATUIHMOHHBIN MOIXOA K OICHKE 0e30MacHOCTH
uHpopmanuu (mokpsite obmactu CIA obecneunBaroT komnoHeHThl Tampering + Information
Disclosure + Denial of Service) u mo3BossieT pa3paOOT4YHKy B3MJISHYTh HAa MH(POPMAIIMOHHYIO
CHUCTEMYy C MO3MIMHU 3JOyMbIIUIeHHUKA. Jlamee Mbl Oynem paccMmaTpuBaTh MHPOAYKTHl U
TEXHOJIOTHH, YIOPSIOYUBAs MX COTJIACHO TOMY, OT KAaKOT'O THIA yYTPO3bI MO KIacCHPUKAIIH
STRIDE onu npu3BaHbl 3alIUTUTh HH(POPMAIIMOHHBIE PECYPCHI.

Kpatkue ntoru

PaccmoTpeHpl  mpUHLMIOB  NPUMEHEHHMS  aHalM3a  PHUCKOB  JUIs  YHpaBJICHHUSA
MHPOPMALMOHHOW 0€30MacHOCThIO peAnpusaTHs. [IpoBeieH CpaBHUTENBFHBIA aHAIH3 TTOIX0/I0B
K Pacmo3HaBaHUIO YIpo3 ¢ MCIMoyib30BaHHeM paznuuHblx Moaenei: CIA, I'ekcana [apkepa, SA,
STRIDE.

OO6opynoBaHnue U MaTepuabl

Anbt Pabouas cranums 10

Anpt Pabouas cranmms K

AnsT «CepBepy

ITakeT oducHBIX mporpamm - P7-Oduc

AW I(IN|—

VYka3zanus no TexHuke 0e30MacHOCTH

[lepen wnawamom paboOTBl cleAyeT YOEIUThCS B HCIPABHOCTH AJIEKTPOIPOBOJKH,
BBIKJIFOYATEJICH, IITEICEIbHBIX PO3ETOK, MPH MOMOIIU KOTOPBIX 000pYyIOBaHHUE BKIIFOUACTCS B
CeTh, HAIMYUHU 3a3€MJICHUS KOMIIBIOTEPA, €r0 pad0TOCTIOCOOHOCTH.

JInisi CHWKCHUST WM TPEIOTBPAINCHUS BIMSHHUS OINACHBIX W BPEAHBIX (PAKTOPOB
HEOOX0IMMO COONIIO/IaTh CAaHUTApHBIC IpaBHJIAa M HOPMBI, TUTHEHHYECKHE TpeOOBaHUSA K
NIEPCOHAIBHBIM AJICKTPOHHO-BBIYUCIIUTEIILHBIM MaIlIHHAM.

Bo wus0Oexanue MOBPCIKACHHUA H30JIAIMU TIPOBOAOB W BO3HUKHOBCHHA KOPOTKHUX
3aMBbIKAaHHW HE pa3pelacTcs: BellaTh YTO-TM00 Ha MPOBOJIA, 3aKPALIMBATh U OCIUTh IIHYPHI U
IPOBO/A, 3aKJIaJbIBaTh MPOBOJAA U IIHYpPHI 3a Ta30BbIE U BOAOIPOBOAHBIE TPYObI, 3a OaTapen
OTOTIMTEIBHOW CHUCTEMBI, BBIICPTHBATH WITENCENBPHYI0 BHIJIKY W3 PO3ETKH 3a IIHYp, YCUIIHE
JIOJKHO OBITh MPUJIOKEHO K KOPIYCY BHJIKH.

JI7sl CKITFOUEHUST TTOPAXKEHUS DJIEKTPHUYSCKUM TOKOM 3aIlpeliaeTcsi: 4YacTo BKIIOYATh U
BBIKJTFOYATh KOMIIBIOTEp 0€3 HEOOXOIMMOCTH, MPHKACAThCsl K 3KPaHy W K THUILHOW CTOPOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh HAa CPEICTBAX BBIYMCIUTEIBHONH TEXHHKH U TepupepUitHOM
000py/ZIOBaHUM MOKPBIMU pyKaMH, padOTaTh Ha CpPEICTBAX BBIYMCIUTEIBHON TEXHUKH U
nepudepuitHOM 00OpPYOBAaHWHU, HMMEIONIMX HAPYUICHUs IEIOCTHOCTH KOpIyca, HapyIICHUS
300U IIPOBOJAOB, HCHUCIPABHYIO HWHIWKAIIUIO BKIOUYCHUA IHUTaHUA, C IPU3HAKAMHA
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JIEKTPUUYECKOTO HANPSHKEHUS HA KOPIyce, KIAcTh HAa CPEICTBA BBIYMCIUTEIBHONM TEXHHKH H
nepudepuitHoM 060pyI0BaHUH TOCTOPOHHUE TPEIMETHI.

3ampemaercs  MOJ  HaNpsDKEHHWEM  OYMIaTh  OT MBI M 3arps3HEeHus
3JIEKTPOOOOPYIOBaHHE.

Bo n3bexxanue nopakeHus1 JIEKTPHYECKUM TOKOM, IIPU MOJIb30BaHUH AIIEKTPOIpUOOpaMu
Helb3s KacaTbCsi OJHOBPEMEHHO KakMX-JIHWOo TpyOompoBojoB, OaTapeil  OTOIUICHMS,
METAJUIMYECKHX KOHCTPYKILUH, COETUHEHHBIX C 3eMJICH.

[Tocne oxoHuaHWsT pabOTHI HEOOXOMUMO OOECTOYHTH BCE CPEACTBA BHIYUCIUTEIHLHOU
TEXHUKH U nepudepuitHoe obopynoBanue. B ciydae HempepbIBHOIO ydeOHOro Iporecca
HEO0OXOMMO OCTAaBUTh BKIIOUEHHBIMHU TOJLKO HEOOXOAMMOE 000pyA0BaHHE.

3agaHus npakTH4yeckoi padoTsl 2

1. 3yunTthb npeangaraeMplii TEOpETUYECKUI MaTepHUall.

2. ChopmupoBathb AHAJTUTUYECKUI 0030p WHCTPYMEHTOB MIEPCOHAIBHON
K1OepOe30macHOCTH (PYCCKUX M MHOCTPAHHBIX).

3. CocTtaBuTh TaONMIly CPABHUTEIHHOTO aHAIM3a U3yUYEHHBIX B 1.1 HHCTPYMEHTOB.

4. OdopmMuTh OTUET MO MpakTU4Yeckod padore. IIpeacTaBUTH OTYET MO MPAKTHUYECKOU
paboTe 1S 3alTUTHI.

BapuaHThl HHAUBUAYAJIBHBIX 321aHUI

B cooTBeTcTBHM C MOTYyYEHHBIM 33/IaHHEM BBITIOJHUTH aHAJU3 U JIaTh €0 OMKUCAHUE CO
CKpUHILIOTaMH BBIIIOJHEHHBIX JeWcTBUM. [lokakuTe Ha CKpUHIIOTaX pe3yJibTaT MPOBEIEHHOIO
aHajm3a
Tabnuua 2.1 —BapuaHThl 3a1aHuii

Ne OODBEKT 3alIUTHI O0nacTh 3aIUTEI
1 CryneHT yHUBEpCUTETA HoytOyk, cmaptdoH, cpencta
CBSI3H
2 IT-cnenuanucr Ha ynaneHHoM | IlepconanbHbIi KOMIIBIOTED,
JIOCTYTIE HOYTOYK, cMapThOH, CpeacTBa
CBSI3U
3 Mogaepatop [TepconanbHbII KOMIIBIOTED,
nH(GOPMAIIMOHHOTO pecypca HOYTOYK, cMmapTdoH, cpencTsa
CBSI3U
4 Crmg-paiitep HoytOyk, cmaprtdon, cpemcrsa
CBSI3H
5 biorep HoyTtOyk, cmaptdon, cpemcrsa
CBSI3H
6 [xonpHUK Hoyt6yk, cmaptdon, cpencrsa
CBSI3U
7 Menemxkep cpeanero 3BeHa Ha | [lepcoHanbHbIN KOMIIBIOTED,
yIaJEHHOM JIOCTYTIe HOYTOYK, cMapTdoOH, CpelcTBa
CBSI3U
8 Crnemmanuer mno  a”anusy | IlepconanbHbli KOMIIBIOTED,
JTAHHBIX Ha YIQJICHHOM | HOYTOYK, cMapT(doH, cpencTBa
J0CcTyne CBSI3U
9 PazpaboTunk CalToOB Ha | [lepcoHanbHbIi KOMIIBIOTED,
YAaJIEHHOM JIOCTYTIC HOYTOYK, cMmapTdoH, cpencTsa
CBSI3U
10 IIporpammuct Ha ynaneHHoM | IlepcoHanbHBIN KOMIIBIOTED,
JOCTyIe HOYTOYK, cMmapTdoH, cpencTsa
CBSI3U
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Conep:xanue oTyeTa

1o BeImoOMHEHHOMN paboTe cocTaBisieTcs oT4eT. OTUET BBIMOJIHAETCS B AJIEKTPOHHOM BUJIE.
[1o BBIMOTHEHHOMY OTUYETY HMPOBOJMUTCS 3aIIUTA MPAKTHUECKOM pabOTHI.

OTyer NO NpPaKTHUECKOH paboTe MAOKEH COCTOSTh W3 CIEAYIOUIMX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIbHBIH JIUCT;

- BBOJIHAs 4acTh;

- OCHOBHasl 4YacTh (omucaHue paboThl);

- 3aKJIF0YEeHHE (BBIBOJIBI).

BBoaHas yacTe oTyeTa 10JIKHA BKIHOYATh MyHKTHI:

- YCIIOBHE 3aJa4H;

- TIOPSIIOK BBITIOJIHEHMS.

- IPOrpaMMHO-aINapaTHbIE CPEICTBA, UCIOIb3yEMbIE ITPU BBIOJIHEHUH PAOOTHI.

3amuTa oTYeTa MO MPAKTUUECKON padoTe 3aKIovaeTcs B MPeAbsIBICHNN MIPENOAaBaTEINIO
HOJYYEHHBIX pe3yJbTaToOB B BUE (aiisia U 1eMOHCTPALIUH [TOJYYSHHBIX HABBIKOB ITPU OTBETaX Ha
BOMPOCHI IIpenoaaBaTes.

KonTpoJsbHbBIe BOMPOCHI

1. AHanmu3 pUCKOB KaK OCHOBA yTIPaBJICHUS MMEPCOHATLHON KHOEpOE30MacHOCTHIO

2. Mogens yrpo3 STRIDE.

3. HCTpyMEHTHI aHAIH3a U KOHTPOJISI HHPOPMAIIMOHHBIX PUCKOB.

4. CpaBHMTENbHBIM aHAIU3 IOAXOJOB K pPAclO3HAaBaHHUIO YIPO3 C MCIOJIb30BaHUEM
pasnmuunbix mozeneii: CIA, STRIDE.

Cnucok JInTepaTypbl, peKOMeHyeMblii K HCII0JIb30BAHMIO 110 IAHHOH TeMe

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. [lerpenko B.M. 3amura nepcoHambHBIX JaHHBIX B HH(MOPMALMOHHBIX CHUCTEMax
[2nexkTponHsIil pecypc]: yueObnoe nmocodue / B.M. IlerpeHko. — DIEKTPOH. TEKCTOBBIE JaHHBIE.
— CraBponoinb: CeBepo-KaBkasckuit penepanbhblii yausepeutet, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctyna: http:// www.iprbookshop.ru/66023.html.

2. Makapos A.M. Opranuzamnus 3aliUThl TEPCOHATBHBIX JAHHBIX [DIJIEKTPOHHBIN
pecypc] : naboparopHslii npaktukym / A.M. Makapos, U.B. Kanu6epna, K.O. bonnapenko. —
DOnekTpoH. TekcToBble JnaHHBle. — CraBpomnonb: Cesepo-KaBkasckuii — (hemepanbHbIi
ynusepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum  pocryna:
http://www.iprbookshop.ru/62971.html

IlepeyeHb AONOTHUTEIBHOM JIUTEPATYPHI:

1. Cxkpunnuk J.A. ObecrieueHre 0€30MaCHOCTU MEPCOHANBHBIX JAHHBIX [DIEKTPOHHBIN
pecypc] / A.A. CKpUnNHUK. — DJIEKTPOH. TEKCTOBbIe NaHHble. — M. : VIHTepHeT-YHuBepcuTeT
Nudopmammonnsix Texnonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum noctymna:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-nipakTuueckuil mocraTeiiHblii koMMeHTapuil k denepanbHOMY
3akoHy «O TepCOHANBHBIX AaHHBIX» [DneKTpoHHBIH pecypc] / A.M. CaBenbeB. — DIEKTPOH.
TekcToBble NaHHble. — M.: CraryT, 2017. — 320 c. — 978-5-8354-1365-2. — Pexum nocrymna:
http://www.iprbookshop.ru/65895.html.

IIpakTuyeckasi padora 3. JkoHOMHYeCKasA 3PPEeKTUBHOCTDH CPEICTB 0O0ecneYeHust
NepCcoHATbHON KnOep0e30nacHOCTH

Lean padoThi: M3yunth criocoObl pacyeTa SKOHOMHUYECKOW dPPEKTUBHOCTH BHEAPCHHUS
CpeacTB o0ecIeyeHus epCoOHAbHON KOepOe30nacHOCTH.
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Teopernyeckas 4acTb

IKOHOMHYECKasA IPPEeKTUBHOCTD CPEICTB 00eceYeHUsI IEPCOHAIBHOM
Kn0ep0e30nacHoCTH

Baxxaocth 3xoHOMHUEcKoro o0ocHOBaHus nHBecTUINN B b momuepkuBan B.MambikuH,
JTUpeKTOp o MH(OopMaIMoHHOK Oe3omacHocTH KabuHeTa npesuaenta Microsoft B Poccun u CHI',
B CBOMX BBICTYIUIEHMSIX Ha KoH(epeHuusax Security @ Interop '2008 u IT-Summit'2008 [7.48].
Cornacno [7.49], GonpmMHCTBO 3apyOekHBbIX KommaHuit (84%) ucnons3yor ROI u npyrue
WHCTPYMEHTHI i olleHku uHBecTunii B b, koTopeie coctaBnsioT B cpeanem 5% Bcero UT-
oromxera. B Poccun na Ub uner 0,5% UT Oromxera, T.e. B 10 pa3 mMensbiue. Takyro cuTyaruio
B.MaMbIKuH HanmpsiMyrO CBSI3BIBA€T C TEM, YTO B HaIllEd CTpaHE MOKa HE MOJy4YWJia IIHPOKOro
pacnpocTpaHeHHs] TpaKTUKa OLEHKH A(PQPEeKTUBHOCTH cpeacTtB obecreuenuss Wb ¢
YKOHOMHUYECKUX MO3HITHH.

Pacuer ¢unancoBo-s3xOHOMHUUYecKUX Mokazareneid C3U mo3BosisieT pemmTh Cleaylome
3agaum [7.47]:

ObocHoBaHME BHEAPEHUS CHCTEMBI 10 00ecreueHu0 HH(OPMAIIMOHHON 0€301MacHOCTH
Ha NPEANPUATUU C SKOHOMHUYECKON TOUKU 3PEHMUS;

OreHka 5KOHOMUYECKOH 3P PEeKTUBHOCTH BHEAPEHUSI HITU 3aMEHBI CUCTEMBI 0€3011aCHOCTH
uHbopMaIuy;

IIporuo3upoBaHue pacxoi0B MO co3naHuio/ (GyHKIMOHMpoBaHUIO/ MoaepHu3anuu C3U
(3amava yripaBieHUs: OI0IKETOM);

CpaBHEHHE 110 DPKOHOMHUYECKMM KPUTEPHSIM HECKOJIIBKMX BapuaHToB co3fganus C3U,
IIOCTPOCHHBIX Ha Pa3IMYHbIX APXUTEKTypax (CUCTEeMaxX M KOMIIOHEHTax), C LEJbi0 BbIOOpa
ONTUMAJILHOT'O BapHaHTa peau3aluy npoekTa (3agaya Beioopa UT-ctparerun).

KadectBo mudopmaiuu, HEOOXOOAUMON 71 TMPUHIATHS PEUICHUS O IEJIECO00Pa3HOCTH
MHBECTUIMI, B MEPBYIO ouepelb, OyAET 3aBUCETh OT MCXOJHBIX JAHHBIX, HA OCHOBE KOTOPBIX
IIPOU3BOMINCH BBIUUCICHUS. Y A3BUMBIM MECTOM B JIFOOOM METO/IMKE pacyera sIBJISETCS] HIMEHHO
cbop u 006paboTKa NEPBUYHBIX JAHHBIX, UX KA4E€CTBO M JOCTOBEPHOCTb. OIHUM M3 OCHOBHBIX
BOIPOCOB siBIIsieTCS olleHka 3arpaT Ha WMbB. Bwribop HeoOXoauMoOW CTENmeHW 3aluThl JOJKEH
YUUTBIBATh PsJI KPUTEPUEB: YPOBEHb CEKPETHOCTH HH(OPMAIIMU; €€ CTOUMOCTB; BpEMs], B TEUECHHE
KOTOPOT'O OHA JIOJHKHA OCTaBaThCs B TaiiHe U T.11. M3BecTHIi kpuntorpad bproc [Inaitep (Bruce
Schneier) B pabote [7.26] momdepkuBaeT, 4To TEPMHUH "O€30MacHOCTH" JHUIIEH cMbicia 0e3
CBEJICHMII O TOM, OT KOTO M Ha Kakoil CpOK 3amuineHa WHpopManus. DTO YTBEpKICHHE
NPUMEHUMO KaK K cucTeMaMm oOecrieueHHsi Oe30MacHOCTH B LIE€JIOM, TaK M K MX BaKHeHIemy
KOMITOHEHTY - CPE/ICTBaM KPUIITOrpaduIecKoil 3amuTsl HH)OpMAIIH.

CpenctBa kpunrtorpapuyeckoit 3amutel uHopMmanuu (CK3UW) npeacraBisior coboit
CpeICTBa BBHIYHUCIUTENBHON TEXHHUKH, OCYHIECTBIISIONMINE KPUITOTpagruecKoe npeodpazoBaHme
uHbopMaliuu i obecrnieueHus ee 6ezonacHoctu. Pocc Aunepcon (Ross J Anderson), Bemymiuit
JKCIIepT B 00iacTu HHPOPMAIIMOHHOM 0€301acHOCTH, B CBOCH cTaThe [7.3] MPUXOAUT K BBIBOIY,
YTO [P OLIEHKE YPOBHS 3aLIUILIEHHOCTH CIIELUAIUCT 10JKEH IPUHUMATh BO BHUMAHHE HE TOJIBKO
TEXHUYECKUE XapaKTEPUCTUKUKPUITOCUCTEMBI, MOJIy4aeMble IIyTeM KpUIITOAHAIN3a U aHaIu3a
UH(QOPMALIMOHHBIX TOTOKOB, HO MCIIOJIb30BaTh TAKXKe U IKOHOMUYECKHE HHCTPYMEHTBHI.

PaccMoTpuM BO3MOKHOCTB pa3paboTku meronuku aHanm3a d¢pdexruBHoctn CK3U ¢
y4eTOM TOro, KakuM yrpo3aM 3amuiiaeMas MH@opmanus OyneT MOABEpraTbCsi O CTOPOHBI
3JI0YMBIIIJIEHHUKOB.

Jnist perieHus MOCTaBIEHHOH 3a/1a4l HE00X0AUMO:

(dhopMaIr30BaTh MPOIECC ONCHKU 3(PPEKTUBHOCTH KPUTITOTPAPUIESCKOMN 3aIHUTHI;

pa3paboTaTb MaTeMaTH4YeCKyl0 MOJelb yrpo3 0e30macHOCTH HHGOPMAlMOHHBIX
PECYpPCOB, 3aIUIIEHHBIX C UCIIOJIb30BAHIUEM KPUITOTPAaPUUECKIX CPEACTB;

o0ecrneynTh KpUNTOAHAIUTHKA HA0OPOM HHCTPYMEHTAJbHBIX CPEICTB, IO3BOJISIOIIMX
OLIEHUTHh CTOHKOCTb KPHUITOTPa(UYECKHX CPEJCTB MO OTHOIICHHIO K WACHTU(PHUIIMPOBAHHBIM
yrposam;
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MIPOBECTHU aHaIu3 cylecTByOMmUX MeToaoB oleHku CK3U ¢ skoHOMuYeCcKrX Mo3ulivii 1
BbIOpaTh (PMHAHCOBO-IPKOHOMUYECKUE MOKA3aTeNH, MOAXOMASIINE Ui 3KOHOMUYECKOW OLEHKU
unBectumii B CK3U.

[locTaBrieHHBIE LIETM COIJIACYIOTCS C 3ajjauaMi, BOILEIIMMU B TE€PEYE€Hb OCHOBHBIX
HarnpaBJIeHUI ¥ IPUOPUTETHBIX MPoOJIeM HayUHBIX UCCIEI0BaHUNA B 00J1IaCTH MH()OPMAITMOHHON
6esomacHoctu  Poccuiickoit  ®enepauuu, KOTOpblii Obul  pa3paboTaH  ceKIMed 1o
uHpopmanmonHoi 6e3omacHocT Hayunoro coera mpu CoBete besonmacnoctu Poccuiickoit
deneparuyl Py aKTHBHOM YYaCTHH BEAYIIUX YUCHBIX U CIICIIHATUCTOB HAYYHBIX YUPEKICHUH U
opranuzaiii PAH, By30B, (enepanbHbIX OpPraHOB HCIIOJHUTEIBHOM BIAcTH, pabOTAIOMIUX B
pa3IUYHBIX 00JIACTAX, CBSI3aHHBIX ¢ 00eCIeueHneM HallMOHAIBHOM Oe30macHOCTH (cM. [7.44], om.
46, 47 u 56).

[Ipouecc ouenku 3¢ HeKTUBHOCTH KPUNTOrpadUUECKOM 3aIIUThI

AHanu3 CyIECTBYIOINX MOAX0A0B

I[Ipu  ounenke »sdpdextuBHocTn CK3UM  BakHEWIIMM  KpUTEPHEM  CUUTAETCA
KPUIITOCTOMKOCTh, T.€. CIIOCOOHOCTh MPOTHBOCTOATH aTakaM KpunroaHaiautuka [7.40]. Taxoi
MOJIXOJ] HE YUUTHIBACT JIPYTHX BaXKHBIX TPEOOBAHUN K KPUIITOCHCTEMAM, a UMEHHO (cM. [7.46]):

MUHHUMAJIbHBII 00bEM UCIIONIB3yEeMOil KiTtoueBOi HH(pOpMaIuy;

MUHUMAJbHAs CJIOKHOCTh peain3alui (B KOJIMYECTBE MAIMHHBIX ONEpaLnii);

CTOUMOCTb;

BBICOKOE OBICTPOJICHCTBHE.

Kpome toro, ucnonszoBanne CK3U, oGecnieunBaromux yCTOMYMBOCTh K B3JIOMY HIDKE
HEKOTOpol "(OHOBOI" BEpPOSITHOCTH, SIBISETCS SKOHOMMYECKHM HeOoNpaBIaHHbIM [7.35].
Hanpumep, eciiu BeposSTHOCTb BBIXOAAa KOMIAHUM K3 Ou3Heca paBHa 230 (MeHee 4eM OAMH U3
MUJUJIMOHA), TO €CTh JIM CMBICI JJIsl 3alIUThl HHPOPMAIUHU, KOTOpass MOKET HAaHECTH KOMITaHUU
yuiep0, COMOCTaBUMBIM C KPU3MCOM PBIHKA, UCHOJIb30BATh AJTOPUTM, BEPOSTHOCTH BCKPBITHS
KOTOpOTo 3a npuemiieMoe Bpems cocrasiser 21007

B craree B.I1.MBanoBa [7.38] s3¢ddexTuBHOCTS KpuUnTOrpaMuecKux CpeACTB 3aIUThI
npeJiaraeTcsl OLEHUBAaTh C UCIOJIb30BAaHMEM MaTEMaTHUECKOIo armapara TEOPHUH MacCOBOTO
00CITy’)KUBaHUs U TEOPUU KaTacTpod Ha OCHOBE BEPOSITHOCTHO-BPEMEHHOM IpYMITbI OKa3aTesei,
B 4MCJI€ KOTOPBIX:

cpeaHee BpeMs 6€30I1acHOT0 (PYHKIMOHUPOBAHUS 3alIUIIAEMON CHCTEMBI;

BpeMst 0e30macHoro (QyHKIIMOHUPOBAHUS 3aLIUIIAEMON CHCTEMBI ¢ BeposTHOCThIO HCJ]
HE BBIIIIE 331aHHOM;

sKOHOMHYECKas 3(PpPEKTUBHOCTD CO3IaHHON CHCTEMBI 3aIIUTHI HHPOPMALIUH.

Bri6op mokazateneit 3¢(eKTUBHOCTH NpPEACTaBIseT UHTEPEC, OJHAKO METOAMKA MMEET
PAI KPUTUYECKUX HEJIOCTATKOB, KOTOPBIE J€Ial0T HEBO3MOXKHBIM €€ MPUMEHEHUE Ha MPAKTUKE
st oueHku coBpeMeHHbIX CK3U. B nepByto ouepenp 3TO rpaHUIlbl IPUMEHUMOCTH: METOINKA
MIOJIXO/IUT TOJIBKO JUTS OLIEHKH KPHUIITOCUCTEM, TIPUHAIIeKAIUX 1Mo kKinaccupukanuu XK. bpaccapa
(Gilles Brassard) [7.6] k kiaccy KpHUIITOCHCTEM OTPAaHHUYEHHOTO HCIIOJIb30BAHMS, CTOUKOCTH
KOTOPBIX OCHOBBIBAE€TCSI HA COXPaHEHHWH B CEKpeTe aJrOpUTMOB 3amm(poBaHus U
pacmuppoBanus. OnHako, cormacHo QyHaameHTanpHOMY nomyuieHnio Kupxrodda (Auguste
Kerckhoffs) [7.14], cTOMKOCTh KpPUITOCHUCTEMBI JOJI)KHA OCHOBBIBATHCA HE HA CEKPETHOCTH
QITOPUTMOB 3alM(poBaHUs M pacliM(pOBaHUs, a HAa CEKPETHOCTU HEKOTOPOIro 3HAYCHHUS,
KOTOpPOE Ha3bIBaeTCsl €€ KIo4oM. Bce coBpeMeHHblE KPUITOCHUCTEMBI IMOCTPOEHBI MO ITOMY
NPUHIMITY, U UCCIEI0BaHMS UX HAJEKHOCTH BCEr/a JOJDKHBI MPOBOAUTHCS B MPEAINONIOKEHHUH,
YTO [OTEHLUHMAJbHOMY IPOTUBHUKY O KPHUIITOCUCTEME M3BECTHO BCE, 3a MCKIIOUYEHHUEM
UCIIOJIb3YEMOT0 KIIH0Ya.

Eme ogaum HepocTaTKOM METOAMKH, ONMKUCAaHHOW B paboTte [7.38], sBiseTcs To, 4TO OHA
HE YYUTHIBACT 3aBUCUMOCTH 3(PPEKTUBHOCTH KPUNTOCUCTEMBI OT YCIOBHH €€ HCIIOJIb30BaHMSL.
OueBuaHO, YPPEKTHBHOCTh OJHOM M TOW K€ KPUITOCHCTEMBI B PA3HBIX KOHTEKCTAX MOXKET
CYLIECTBEHHO OTJINYATHCS, T.K. cpesia PyHKIMOHUPOBAHUS CUCTEMbI HAKJIaIbIBAET ONIPEICICHHbIE
OTrpaHMYEHUS Ha BO3MOXHbBIE CLIECHApUH aTaK.
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CymiecTByloT ~ METOJUKH,  TMO3BOJSIOLIME  IOCTPOMTH  MOJAEIW  YIrpo3 U
ySI3BUMOCTEHMH(QOPMAIIMOHHBIX CHCTEM M Ha OCHOBE AaHaJIW3a pPHUCKOB  MOJYyYUTh
KOJINYECTBEHHYIO OLIEHKY COOTHOUICHHUSI TOTEPh OT Yyrpo3 0€30MacHOCTH U 3aTpaT Ha CO3JaHHe
CHCTEMBI 3alTUTHI (CM., HanTpumep, [7.39]):

metog CRAMM, pa3paboTaHHBIH ATEHTCTBOM IO KOMIIBIOTEPAM U TEIEKOMMYHHKALUIM
Benukobpurtanuu no 3aganuio bpuranckoro npasurenscTsa [7.9];

ceMelcTBO mporpaMMHbIX THpoaykToBRiskWatch oT opHoMMeHHOW aMepuKaHCKOM
KommaHuu [7.23];

KOMIUIEKCHAsl CHCTeMa aHalu3a W YIpaBlIeHHs PUCKaMUHUH(OPMAIIMOHHONH CHCTEMBI
I'PUD, co3znannas oreuecTBeHHOM kKommanuei Digital Security [7.10].

OTH MHCTPYMEHTAJbHBIE CPEICTBA IIOJE3HBI CIELUAINCTY MPU IPOBEACHUM ayAHTa
cucTeMm obecrniedyeHus: 0€30MacHOCTH MPEANPHUATHS, OJJHAKO OHU He yuuThIBatoT crienupuku CK3U
U, KaK 1M0Ka3aHo B [7.34], He MOIXOAAT AJIs pelIeHuUs TOCTaBICHHOM B TaHHOHM paboTe 3a1auu.

Hakonen, cymectByloT MeToAsl  (OpMajabHOrO  aHaiM3a  KPUITOMPOTOKOJIOB.
Kpunrorpadguueckuii mnportokon [7.24] periaMeHTHpPYET IOCIEIOBATENbHOCTh JACHCTBU,
BBITNOJIHAEMBIX ABYMsI M 00Jiee CTOpOHAMU I pelIeHHs KaKOH-IM00 3a/1a4y ¢ UCIOJIb30BaHUEM
KpUNTOrpadguyeckux npeodpazoBaHUi U anropuTMOB. MOKHO BBIJEIUTH TPU OCHOBHBIX Kilacca
METO/IOB aHaJIu3a KPUITOIIPOTOKOJIOB!

JlenyKTUBHBIE METOABI, OCHOBaHHBIE Ha aBTOMATUYECKOM JI0OKA3aTEIbCTBE TEOPEM,
CBSI3aHHBIX CO CBOMCTBAMHM UCCIIEYyEMOT0 KPUMITOMPOTOKoa [7.5];

Metoapl aHanu3a COCTOSHHUN, MOJENMPYIOIIHE KPUITOIPOTOKOJ B BUAE KOHEYHOIO
aBToMmara [7.4];

MeTozbl CTaTUYECKOIO aHajIu3a, 0ObEKTOM HCCIICOBAHUS B KOTOPBIX SIBJISIOTCS MOTOKU
JaHHBIX U yrnpasieHus [7.7].

IlepeuncnenHble NOAXOAbl UMEIOT CYIECTBEHHBIM HEJOCTATOK: BCE OHU IOCTPOEHBI Ha
IPEOJI0KEHNH, YTO UCIIOJIb3YyEMbIE B IIPOTOKOJIE KPUIITOrpapuuecKre NPUMUTUBBI U/1€aIbHBI.
PaccmarpuBaeTcs TOJIBKO KOHLENTyalbHasi CXeMa IPOTOKOJIA, OT KOHKPETHBIX METOAOB
MHUPPOBAHUS U UX MOJBEPKEHHOCTH aTaKaM3JIOYMBIIIJICHHUKA PUHATO a0CTparupoBaThCsl.

Monens npouecca oneHku 3¢ pexruBHoctd CK3U

Haub6onee 3¢ ¢pexkTrBHBIM ITpH BEIOOPE U OLIEHKE KPUITOIpaUUECKOil CUCTEMBI CUUTAETCS
UCTIONb30BaHUE IKCIEPTHHIX OlLeHOK [7.46]. [Ipu ouenke addexkruBHocTn CK3U HEoOXx0oanMO
NPUHUMATh BO BHHUMAaHHE B3aMMOCBS3b (DAKTOPOB, ONPENENSIONNX €€ TMOABEPKEHHOCTh aTake
OTIPENIeIEHHOr0 TUMa. YTPOULIEHHOE rpaduyeckoe MpeacTaBIeHHEe MOJAETH CIEHapUs aTaku
n3o0pakeHo Ha puc. 7.1. Bo m3bexanwe H3OBITOYHOCTH W3 MOJCIH HCKIIOYEH JJIEMEHT
"3amumniaemMble pecypcsl’, KOTOPBIM 3aJacTCs HESBHO - 4Epe3 AIEMEHT ''3JI0YyMBIIIIEHHUK"
(xapakrep 3ammdpoBaHHON HH(OPMAIHH ONPEEIIET BO3SMOKHBIX 3JI0YMBIIIUIEHHUKOB, KOTOPBIE
MOTYT OCYIIECTBIISITh MMONBITKY B3JIOMA B LIEJIAX HAPYIIEHHUsI KOH()UIECHIINATBHOCTH, LIEIOCTHOCTH
WIN JJOCTYITHOCTH).
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AN OYMEILTTE HHMKE

MCNONB3YET
ATaka

4T0BkI B3NOMaTk

v

KpunToocKucTema

Puc. 7.1. Monens cueHapus B3aoMa

Ha ocHOBaHuU MpenyioKeHHOW MOJENU CLEHapus aTaku IMOCTpPOeHa MOoJelb YIrpo3
0e30macHOCTH HH(POPMAIIMOHHBIX pecypcoB u3 Tpex aneMeHToB [7.30] - ABC-monens ("A" ot
anry. Attack - araka, "B" ot anrin. code-Breaker - B3nommuk mudpa, "C" ot anra. Cryptosystem
- KpunrocucreMa ). Marematuueckoe omnucanue ABC -monenn naHo MO3Xe, 31€Ch Mbl
pPaccMOTPUM TPOLECC DKCHEPTHOM OLEHKH 3(PPEKTUBHOCTH KPUNTOTpapUUECKON 3alllUThI
(rpaduueckast Mozenb mporecca n300paxkeHa Ha puc. 7.2).

Hensto sTanos 1-3 sBasiercst noctpoenue ABC -monenu. Ilepsblil aTan - onpeneneHue
00BEKTa UCCIIeIOBaHMS. 3/1€Ch OMMCHIBAIOTCS KOHKPETHBIE XapaKTepUCTUKU KpunTocucTemMsl. Ha
BTOPOM JTale 3aJal0Tcsl MapaMeTpbl, OINPEAENSIONUe THUI TOTEHIHUAIbHBIX B3JIOMIIUKOB
Kkpunrocuctemsl. Kak OyzneT moka3aHo B ciexyolleM pasfenie, NMpH HaIuduu (popMaibHbBIX
MPEICTAaBICHUN HCCIIEeTyeMON KPHUNTOCUCTEMbl M IMOTEHLIMAJIbHBIX 3JI0YMBIIUIEHHUKOB MbI
MOJKEM IIEPEUTH K TPETbEMYy OJTaly, T.€. ONPENEIUTh THUIIBI aTaK, KOTOPBIM IOABEP)KEHA
KpUIITOCUCTEMA, a TAK)KE CBA3AHHBIN C HUMHU PHCK.

YeTBepThlil 3Tan npeacTaBiseT coOOi aHaTU3 yCTOMYMBOCTUKPHUIITOCUCTEMBI K aTakam,
OIpesieNIieHHbIM Ha TpeTheM dTamne. [ npoBeaeHrs KpUNTOAHAIN3a ClIeHUaINCcTa HE00X0AUMO
o0ecrneuynTh HaOOPOM MHCTPYMEHTAIBHBIX CPEJICTB, UCCIIEAOBAHUE U pa3pabOTKe KOTOPHIX OyAeT
paccMoTpeHa Jaee.

Hakonen, maTelil 3Tan npeanonaraeT UCHOJIb30BAaHUE PA3IMYHBIX MOJAXOAOB K OLIEHKE
skoHOMUYecKkor 3P dexktuBHOCTH nHBeCTUIMI B CK3M Ha OCHOBaHWM NTaHHBIX, OJYYCHHBIX HA
sranax 1-4.

D llae HTtK KaLMA

KPWTOCMCTEME!

vy OnpeaeneHye

[] MOTEHLM &b Hblx
B3 NOMLLIME OB

W | ONpeteneHMe MHOWECTES
AT, KOTOPH!M MEKET

[] NOABERTaTs A

KpMITOCMCTEMa

[ ] OLEHKE YCTOAHMB OCTH
CHCTEREI K 3TUM aTEKa M

CrpeaeneHie cooTs ETCTeNs
KM OC M TEME|
NOTREBHOCTAM OprarM3aLmm

Puc. 7.2. [Ipouecc ouenku 3 PeKTUBHOCTH KpUNTOrpapuuecKoil 3auThl
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MogenupoBaHue yrpo3 6€30MacHOCTH HHPOPMALMOHHBIX PECYpPCOB

3anmaya cocrout B pazpabotrke ABC -monenu yrpo3 6e3onmacHOCTH MHGOPMAIMOHHBIX
pPEeCypcoB, 3aLIMIIEHHBIX C HCIHOJIb30BAHUEM KpUNTOrpapUuecKux CpeacTB, KOTOpas JIacT
BO3MOXXHOCTh  (pOpManin30BaTh  B3aWMOCBSI3b  MEXJAYy  IapaMeTpaMd  KPUNTOCUCTEMBI,
NOTEHLUAIBHBIX 3JI0yMBIIUIEHHUKOB U BO3MOXKHBIX aTak. /[y perieHus mocTaBlIeHHOHN 3agaun
HEO0XO0INMO:

Pazpabotate MHOTOKpHUTEpHAJbHBIE KJIACCH(PHUKAIIMOHHBIE CXEMBbI, IO3BOJISIOIINE
UICHTUQUIUPOBATH:

KPUITOCUCTEMY - C YYETOM OCOOCHHOCTEH ee pean3aluu;

MOTEHLIMAJIbHOTO B3JIOMIIMKA - C€ Y4Ye€TOM €ro MOTHBAllMM, BO3MOXXHOCTEH H
KB (DUKAIIHH;

KPUINITOAHATUTHYECKYIO aTaKy - C y4€TOM MPUMEHUMOCTH K Pa3IUYHbIM KPUIITOCUCTEMAM
¥ HEOOXOMMBIX JJISl €€ OCYILECTBICHUS PECYPCOB.

Ha ocHoBe pa3paboTtaHHbIX KiaccupuKauuidi co37aTh MapaMETPUUYECKUE MOJIENH
KPUITOCUCTEM, aTaK U 3JI0YMBIILIJICHHUKOB;

YCTaHOBUTHh 3aBUCHUMOCTh BO3MOXKHBIX CLIEHApHEB B3JOMa OT XapaKTEPUCTHUK
3JI0YMBIIIJICHHUKOB U OT OCOOCHHOCTEH pealn3alui UCCIIeyeMO KPUIITOCUCTEMBI.

AHanu3 cyuiecTBYIOIUX M0AX0/10B

Jns uaeHTH(UKaU UCCleAyeMON KpUNTOCHUCTEMBbl HYXHO BBLACIUTH HalOop ee
KJIIOYEBBIX CBOMCTB. M3BecTHBI KiacCM(pUKALMUU KPUIITOCHUCTEM, B YHCIE KOTOPBIX -
KJaccu(UKAIMOHHAs CXeMa, IMpeJUIOKEeHHAs MIBEHIIApCKUM MaTeMaTUKOM U KpuUOTOrpapom
Y .Maypepom (Ueli Maurer) [7.21] u ocHOBaHHasi Ha TOM, YTOOBI pa3IMdaTh KPUITOCUCTEMBI 110
KOJIMYECTBY KJIIOYEH, ynoMsiHyTas Belie cxeMa JK.bpaccapa [7.6], B KOTOpOI KPHUITOCUCTEMBI
pa3auyaloTCs B 3aBUCUMOCTU OT COXpaHEHMs B cekpeTe MexaHusma mudposanus. Hu onna u3
THX Kiaccuukanuii cama mo cebe He MO3BOJIUT MIACHTU(OUIUPOBATHKPUNTOCUCTEMY -
HeoOXoJMMa MHOTOKpUTepuanbHas kiaccupukauus. C 3TOM TOUKM 3peHUs MpeACTaBiseT
uHtepec pabora K.Uepeszoma [7.43], B KOTOpO# mpeararorcs 000OMIAIOINE KPUTEPUHU IS
CpaBHEHHUS MPOAYKTOB Ha poccuiickoM peinke CK3U:

dupMa-npon3BOAUTED;

Tun peanuzanuu;

Hannuue peiictByronmux cepruduxatoB coorBercTBuss @Ch Poccuu u kitacchl 3alnThI;

PeanuzoBanHble KpunTorpadguyecKkue alropuTMbl;

IlonnepxuBaeMble ONIEPALIMOHHBIE CUCTEMBI;

[IpenocraBiseMblii IPOTpaMMHBINA HHTEPQEIC;

Hannuue peanuzauuu nporokona SSL / TLS ;

[TopnepkuBaemMble TUITBI KITIFOUEBBIX HOCUTENEH;

WHTerpupoBaHHOCTh ¢ MPOAYKTAMHU U PeLIeHUSIMU KoMmanuu Microsoft ;

Hannume auctpuOyTuBa mpoaykra B CBOOOTHOM JOCTYIlE Ha CalTe MPOU3BOIUTEIS,
JUJIEPCKOM CEeTH paclpOCTPAHEHHUS U CEPBUCA MOIACPKKH.

HenocraTtkom npuBeneHHON KilacCU(pUKALUU AJIs HIOCTPOEHUS TapaMeTPUUECKON MOJIENH
KPUNTOCUCTEMBI SIBISIETCS] TO, UTO AJIS pPEUICHHs TOCTaBIEHHOM B Haleil paboTe 3aJauu BaxHbBI
He "morpeduTenbckue” u "texuuueckue" xapakrepuctuku CK3MU, a ux cBoiicTBa, onpeaensonume
MOJIBEP’KEHHOCTh TEM MJIM UHBIM aTaKaM.

Tunsl B3JOMIIMKOB, OT KOTOPBIX KpPUIITOCHCTEMA JIOJKHA OOECIEYUTh 3alUTY,
OTpPEACIAI0T pa3yMHBIH ypOBeHb Oe30macHOCTH. UTOOBI TMOHATH, KakMM aTakaM OyJleT
HOJIBEPraThCs CHCTEMa, HEOOXOAUMO BBIIEIUTH HauloJiee BEPOSTHBIX  B3JIOMILUKOB.
Knaccudukanuu [x.I'oBapma (John D Howard) [7.13] u b.Illnaiiepa [7.25], B KOTOpBIX
3JIOYMBIIIJIEHHUKY Pa3IM4aloTCsl B 3aBUCHMOCTH OT UX JABMXKYLIMX MOTUBOB, MOAXOJAT JJIS
BBICOKOYPOBHEBOI'O aHAJIN3a KOHTEKCTAa UCIOJIb30BAaHUSI KPUIITOCUCTEMBI, OJIHAKO HE TIO3BOJISIIOT
YCTaHOBUTb 3aBUCHMOCTb BO3MOYKHBIX CLICHAPUEB aTaK OT XapaKTEPUCTUK 3J10yMbIIIIEHHUKOB.

CymectByeT Oo0bllIoe KOTUYECTBO KiaccuUKanuil U TakcoHomuilarak. Hemoctatkom
cxeMm, onucaHHbixX B [7.15, 7.17, 7.22, 7.28], siBasieTCs TO, YTO OHH pa3pabOTaHbI JJIs OMUCAHUS
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aTaK Ha KOMIIBIOTEPHBIE CHUCTEMbI, & 0OBEKTOM HAIIEr0 MCCIEJOBAHUS ABISETCS Oosiee y3KUA
KJIacC aTak - KpunroaHanuTuueckue araku. Kmaccuduxanus Kupxrodda [7.14] no moctymy K
OTKPBITOMY U 3alIU(POBAHHOMY TEKCTY C MOSBJICHHEM aTak 1o MoOOYHBIM KaHaiaMm [7.37] yxe
HE MOXXET CUMUTATHCS MOJIHOM; KpOME TOT0, OHA HE TI03BOJISIET YUUTHIBATh TAKHE Ba’KHBIE (PaKTOPHI,
Kak 00beM He0OXOAMMBIX PECypCOB, BO3MOXKHOCTbD pacrapauieIMBaHus U T.J.

MaremaTnueckas MOZeb yrpo3 0€30MacHOCTH MH()OPMAILIMOHHBIX PECYPCOB

Ha ocHoBe aHaimn3a CyniecTBYIOIMINX KJIACCU(PUKAIIMOHHBIX CXEM, IIEPEUNCIICHHBIX BBIIIE,
HaMu ObLTM pa3paboTaHbl HOBbIE MHOTOKPUTEpPUANbHbBIE KJIAaCCU(UKALIUK KPUIITOCUCTEM, aTaK U
37I0YMBIIIJICHHUKOB (CM. puc. 7.3 - 7.5 ). [lanee Mbl oKakeM, Kak MPUMEHEHHE pa3paboTaHHbIX
KJ1accu(UKaUOHHBIX cxeM 11 moctpoeHnus ABC -Mozenu no3BosisieT MpoBECTH BCECTOPOHHUMN
aHamu3 yrpo3 0€30MacHOCTH MH()OPMALMOHHBIX PECYpPCOB, 3AIIMIICHHBIX C HCIOJb30BaHHEM
KpUNITOrpapUuecKUX CPEICTB.

myers A © A1 X Ay X ..o X As.

A i—T0 o
aTtak, rue “ 1* ( ¢ L, "’) MHOXECTBO 3HAYEHHMM 1-TO I1IapaMeTpa MOJENIM aTakH,
OIIPENIENIAIONIET0 TUIl aTaKM B COOTBETCTBUM C KPUTEPUAMM pa3pabOTaHHOM KiIacCU(UKALUH.

(ay, as, ..., aq)

MHOKECTBO I1apaMETPUUYECKUX MOAEIEN

Kaxnas moaens (1 € A Tpe/CTaBIsAeT cOO0i BEKTOP ,rae i = A, )

AHaJIOFI/I‘-IHO nmapaMeTpuicCKasa MOJACIIb 3JIOYMBINUICHHHUKA 3a4a€TCAd B BHUAC BCKTOpaA

bE B e BE B xByx...x Bg Bj j=1.6

0 ) - MHOXKECTBO 3HAUYCHUI
- -

J-TO mapameTpa MOJeNH 3JI0YMBIIIJICHHHKA, MOI[CJ'II) kpunrocucrembr - O E( rae

™ - - i

CCCixCyx...X Cs, Ck ( k= )) MHOKECTBO 3Ha4YeHu# K-ro mapamerpa
MOJIETTM KPUITOCUCTEMBI B COOTBETCTBUU C MHOTOKPUTEPUATBHON KiacCUpUKanueid. 3aMeTum,
YTO MHOXXECTBA 3HAYCHHH IMapaMETPOB MOJCIM aTaKd, 3JOYMBIIUICHHUKA U KPUITOCUCTEMBI
KOHEYHEI.

[Ipu nanpHeIIEM U3T0KEHUH JIJIs1 KPATKOCTH CIOBO "MOJIENb" MPUMEHHUTENBHO K MOACIH
aTaKu, MOJIENIN 3JIOYMBINUICHHUKA U MOJIETTH KPUIITOCUCTEMBI OYZeM OIyCKAaTh.

C kaxmoit arakoil OyjeM CBI3bIBaTh 3HAUCHUE PHCKA, BBIUUCISIEMOE 10 OOIIEH3BECTHOM
(dopMynie Ha OCHOBE NIBYX (DaKTOPOB - BEPOSTHOCTU MPOHCIISCTBUS M TSHKECTH BO3MOMKHBIX
MOCJICICTBUN:

Puck = Biinssaue BepositTHOCTB

R:Ax BxC — |0

"
o f .
pucka, cBsi3aHHOrO ¢ arakou (I & A B YCJIOBUAX, KOTJla OHa MOET ObITh NpPUMEHEHa
—4

O6o3HaunM uepe3 l](byHKLu/no, 33JJa0LIyl0 YPOBEHb

= il
3JIOYMBIIIJIICHHUKOM b E B JJId B3JIOMa KPUIITOCUCTEMBI ( E (

’
[:CxA—|[0:1] :
IMycts - (QyHkuus BaumsHMsA (OT aHMI. impact - BIMSHHE,
BosjieiicTBre). Tlof BIMAHKEM MBI OyaeM TMOHMMATh CTEMEeHb yIiepba OT MPUMEHCHHUS aTaKu
0 i

Y
aec A K KPUIITOCHCTEME ce(

P:BxA—[0:1].

—

npexnpumer araky (1 € A , T.¢. o0JIaZlaeT pecypcamMu Jisi €€ OCYIIECTBICHUS U COYTET ITY
aTaky IeJIeco00pa3HO.

IIycTe BEPOSATHOCTh TOT'O, YTO 3JIOYMBIIIJIEHHUK be B

a
Torna ¢pyHkus pucka R BBIPKACTCS CICTYIONTUM 00pa3oM:
R(a,b,¢)=I(c, a)= P(b,a)

Onpe)leJH/IM GyHKIHIO 1 \C, d ..].

1_,_-_“:‘. - q X 1/, — R. R

y 5 5 IJC - MHOXCCTBO HCOTPHULATCIBbHBIX I[CﬁCTBPITCJIBHBIX

Jnst 3TOro paccMOTpUM CEMEHMCTBO (PYHKIIMMA
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gucell. 3aech QyHKIUS ]-‘l"’ 3a7a€T YPOBEHb B3aUMHOIO BJIMSIHUS MapameTpa KPUIITOCHCTEMBI
A\l

9 mapamerpa atakn LN ;

Lyn(c,a) =10
ceCy.

KPHUIITOCUCTEME CO 3BHAUYCHUCM ITapaMeTpa

0< Iple,a) <1 ceC

, €CJIM 3HAUECHUE MapaMeTpa KPUIITOCHUCTEMbI

BCPOATHOCTH YCHICUIHOTO MPUMCHCHUA aTaAKU CO 3HAYCHUCM IIapaMCTpa
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Puc. 7.3. Knaccudukanus kpunrocucrem
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Lyn(c,a) =1 ce(C

, €ECIIM 3HAYEHHWE MapamMeTpa KPHITOCHCTEMBI - Y He BIMAET Ha
IPUMEHIMOCTB aTAKH C [TapaMeTpoM '/ € Ap,
[ -, . L)
f”,r-,[_i_’.ﬂ} > 1 c E (r:
! / , €CIIM 3HAYEHHE TapaMeTpa KPUNITOCHCTEMBI Y yka3pIBaeT Ha

TO, UTO aTaka ¢ mapamerpom ! €A /i npumenuma uIs ee B3oMa.

Hampumep, ecnu uccrnemyeMblii anroputM MUGpOBaHUsS pPeau30BaH B amnlapaTHOM
00ecre4yeHny, 3TO MOBBIIIAET BEPOSITHOCTh MPUMEHEHUS ISl B3JIOMAa KPUIITOCHCTEMBIATAK I10
no0ouHbIM KaHasaM [7.37] (3To BuA KpuntorpadhuyecKux aTak, UCTOIb3YIONINX HHPOPMAIHUIO,
KOTOpasi MOKET OBITh IMOJy4YeHa C yCTPOMCTBA IIM(PPOBAHHUA W HE SIBISCTCS NPH 3TOM HU
OTKpPBITBIM TEKCTOM, HHU HIHPPTEKCTOM). YPOBEHb B3aMMHOTO BIMSHUSA [apaMETPOB
KPUITOCHUCTEMBI U aTaKy OIPENETSAETCS HA OCHOBE SKCIIEPTHBIX OLICHOK.

L‘,rfr : (’_r; X -"h!

O603HauuM uepes [‘ ); ] HOPMHUPOBAaHHYIO (QYHKITHUIO:

- [.nlc. a)

[(c.a)= g\ -
gh\ G, &) ' .
Z&%( '.J. Iyn(€.a)

— 1 = ("1
Torma ypoBens ymepba ot mpumenenust araku (I = 41 k kpunrocucreme ( €
BBIYHCIISIETCS TI0 CIEAYIONIeH Gpopmye:

[(C.a) = Illlll H /,,;,1(,, ap)

1.9
h g=15

3

. do. . ... )
rae aTakKa n KpI/IHTOCI/ICTeMa 3a4aHbI HapaMeTpaMI/I 4 ! 1 2 ”!] J

1. Co e . Ce |
4 1, &2 'E"’ COOTBCTCTBCHHO. gaMeTI/IM, qTO ypOBeHL BIIMSAHUA BCEX HapaMCTpOB

KPUIITOCHCTEMBI Ha MPUMEHUMOCTD aTaKH C 33/ITAaHHBIM 3HAYEHUEM -TO ITapaMeTpa B 3Toi popmyiie

i
[T Z,n(cqy. an)

BBIYUCIIACTCS MO MYJIbTUILNIUKATUBHOMY KpUTEpHIo: =1 . Ecnu 3Hauenue xots
6]:1 OIHOTI'0 U3 MapaMETPOB KPUIITOCUCTCMBI IPOTUBOPCUYUT BO3MOKHOCTHU NPUMCHCHUS aTaKU, TO
pe3yNbTaTOM OLEHKU MPUMEHUMOCTH aTaKh K KPHUIITOCHCTeME OyJeT HyJeBOe 3HAauyeHHUe, YTO
COOTBETCTBYET HYJIEBOMY YPOBHIO yIep0a OT aTaku.

P(b,a)

DyHKIHS \ ', ompenernsionias  3aBUCHMOCTb ~ MEKAy  IapaMeTpamu
(ay, as, ..., aq) {.hl.hg ..... f),,l

GbyHKIIMN 1 \C, @ --}. B kauecTBe MILTIOCTpAIUK B3aMMOCBSI3U MAPaMETPOB 3JIOYMBIIUICHHUKA H
aTaK{ MOXXHO TIPUBECTH CIICAYIOIINN MPUMEP: HATHYKE Y TPEIIOIaraeéMoro B3JIOMIIHIKA TOCTyTa
K pacrpeieIeHHbIM BBIYUCIUTEIFHBIM PECypcaM IMOBBIIIACT BEPOSTHOCTh MPUMEHEHHUST METO/1a
"rpy0oii critel" U, BOOOIIE TOBOPSI, JIFOOO0H aTaku, JETKO MO IAIOIICHCs paciapaieInBaHHo.
Takum oOpa3om, oOriast hopMmyia sl ONpeIesICHHsI YPOBHS PUCKa, CBI3aHHOTO c aTakou

aTakKu 1 3JIOYMBIIIJICHHUKA, BBIPAXKACTCA aHAJIOTHYHO

i E -1 B YCJIOBHUAX, KOI'’Ja 3Ta aTaKa MOXKET 6BITB MMPUMCHCHA 3JIOYMBINUJICHHUKOM h E B
— -y
JJIA B3JIOMa KpI/IHTOCI/ICTeMBI ( E ( , HMCCT BHU .
o= L= |
R(a.b,¢) = min Lyn(cy, @p) * min l P, (b, ap)

h=T10 *+2* h=T1.0
g=1.6 t=1.6

—

~ "" —
By,ueM CUUTaTh, YTO KPUIITOCUCTEMA { E ( IIOABEPIKECHA aTaKe i~ -'4 B YCJIIOBUIX,
b B ¥ [y W -
o —~ d 0. = o o
Korga €u yrpoxact 3JIOyMBIIIJICHHUK h = B , €CJIN T[ l' a b ( ] H , T.C. CBA3aHHBIN C HCU
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6 € |0; l]

YPOBCHb pI/ICKaH SABJISICTCA HACTPAMBACMbBIM IIapaMETPOM ABC -MOJCJIN YI'PO3KPUIITOCUCTCMBI.

YpOBEHb pUCKA MPEBBIIIAET 3aJaHHOE TTOPOTrOBOE 3HAYCHHE t , T7ie JomycTumblii

3uauerme 3a/1a€TCs C YYETOM JIBYX KPUTEPUEB:

KPUTHUYHOCTH 3aIlHLIAEMBbIX JaHHBIX;

BPEMEHHBIX U IPYTUX PECYPCOB, JOCTYIIHBIX CIIELIUATIUCTY, KOTOPBIM OCYIECTBISAET Ay UT
CUCTEMBI.

B obmem cirydae:

KpHUITOCHCTEMa MOXKET BKIIIOYATh HECKOJIBKO MOACUCTEM (HapUMep, TeHepaTop KIIroden
¥ CUMMETPUYHBIMITH(PATOP), K KAXKI0W U3 KOTOPHIX IPUMEHUM CBOW Ha0Op artak;

Ha KPUNTOCUCTEMY MOKET HalalaTh HECKOJIBKO 3JI0YMBIIITICHHUKOB.

MHOXECTBO aTak, KOTOPBIM IOJBEPKEHA KPUIITOCUCTEMA, COCTOSINAs W3 ToJICCTEM

'l i F !
C ( ¢ C C ), B YCIOBHUSIX, KOIJla €d YIpOoXaroT 3JI0yMBIIUICHHUKU h = JB
! — | J-
B 4':; B ), Oyaem ompezenstb 1o dopmyie A= Upepr Ve Al h ¢ ' e

(A = — s Y A~
Ab,c)={ae A:R(a,b,c) > 0} HpH 3aaRHOM ypoBHe prcka, Ui OLeHKH
3alIUIIEHHOCTH KPUITOCHUCTEMBI HEOOX0AUMO € MCIOIb30BAHUEM MHCTPYMEHTAIBHBIX CPEICTB
OIICHUTH €€ CIIOCOOHOCTH MPOTUBOCTOSTH aTaKaM, BXOSIINM B MHOXKECTBO !

B onucanHoit MaTeMaTuyeCcKoil MOJIENU CAENaHbl CIEIYIOIINE JOMYIICHUS:

HE YYHUTBHIBA€TCS 3aBUCHUMOCTh IapaMeTpPOB AaTakd OT COYETaHHs IapaMeTpoB
KPUITOCHUCTEMBI, XOTS BIMSIHUE Ka)KJJOTO MapamMeTpa MPUHUMAETCSl BO BHUMAHUE;

HE YYHUTHIBAETCS BO3MOXHOCTh COBMECTHBIX JICUCTBUH CO CTOPOHBI B3JIOMIIHUKOB
Pa3IUYHBIX TUIIOB, XOTS MOXKHO 33J1aTh MOJI€JIb HalaIeH!s CO CTOPOHBI OJTHOPOJIHOTO KOJJIEKTHBA
3II0YMBIIIJICHHUKOB.

UcnpaBnenne ABC -Mozxenu ¢ ydeToM yKa3aHHBIX JOIMYIICHUH NPHBEIO ObI K €€
3HAYUTEIBHOMY YCIOXHEHHI0. Bompoc 0 TOM, HaCKOJIBKO 3TH JAOMYUICHUSI CHIDKAIOT TOYHOCTD
MOJICTUPOBAHUS YTPO3 O€30MaCHOCTH, MOAJIEKUT JAIbHEUIITNM HCCIIEI0BAHUSM.

BaxHo oTMeTHTh, 4TO pa3paboTaHHas KIACCU(PHUKAIMOHHAS CXeMa Uil TOCTPOCHHUS
MoJieJIel aTak Ha aarOpUTMbI HIHU(PPOBaHUS ¢ HEOOIBIIUMHU MOAUDUKAIIUSIMI TPUMEHUMA U JIJIS
MOJICTTMPOBAHUS aTaK Ha KPUIITOIPOTOKOIBI. Bo3M0okHOCTH ncnonb3oBanus ABC -mMoaenu yrpo3
JUISL KOMIUIEKCHOTO UCCJIeI0BAaHUSI KPUIITOCUCTEMBI SIBJISIETCS] BaXKHOM, T.K. BOIIPOC COBMECTHOTO
(YHKIIMOHUPOBAHKSI KPUNTOMPOTOKOJIIOB W MHUGPOB B paMKax OJHOW KPUNTOCHUCTEMBI, KaK
nokasaHo B [7.27], 1o cux mop ObLT MaJIo U3y4eH.

OrneHka CTOWKOCTH KPUNTOTPaAhUIECKUX CPENICTB K UACHTH(PUIIMPOBAHHBIM yIPO3aM

[Tocne Toro, kak BBIAENIEH HA0Op aTak, MPEACTABISAIONIUX HAWOOJBIIYIO yTpo3y Ui
3alUIIAEMbIX JTAHHBIX, HEOOXOJAMMO OIICHUTh CIMOCOOHOCTh KPUNTOCHUCTEMBI MPOTHUBOCTOSATH
3THM aTaKaM.

bazoii 11 mosydeHrs TaKUX OLEHOK MOYKET CIYKUTh CTAaTHCTHUKA B3JIOMa M YCIEIIHBIX
aTak Ha KpunrocucteMbl. Hampumep, u3BeCTHO, 4TO craptoBaBliiid B 1997 1. Ha caiite
www.distributed.net mpoekT "pacnpenenennoro B3noma" RC5-64 (6mounoro mudpa KOMIIAHUN
RSA, ucnions3ytomero 64-6utHeiii Kiiro4) [7.29], B KOTOpOM Ha T10OPOBOJIBLHON OCHOBE MPHUHSIIH
yuactue 6osee 300 ThICsU mosb30BaTeNei rmo0anbHOM ceTH, ObUT YCHEIIHO 3aBEPIICH 3a MATh JeT
(1757 nueit) - 3a 370 Bpems ObL10 Iepedpano 8§5% Bcero nmpocTpaHcTBa Kitoued. OgHako Takas
nH(pOopMaIrs, BO-TIEPBHIX, HE BCET/Aa IOCTYITHA, 4, BO-BTOPHIX, CO BpEMEHEM TEPSIET aKTyallbHOCTb,
T.K. TOBBIILIEHUE MPOU3BOJAUTEIHHOCTH BBIYMCIUTENIBHON TEXHUKU U TOSBIIEHUE HOBBIX BUOB
aTak Ha MHQPHI BEJET K MOHMKEHUIO CTOUKOCTU M3BECTHBIX KPUNITOTPAQHUECKUX aITOPUTMOB.
JUis mpoBepKHM HaJEKHOCTH IIHU(POB, HCHOIb3YEMBIX B KPHUIITOCHUCTEME, CHELHAIUCTY
He00X0IuM HabOp MHCTPYMEHTAIBHBIX CPEACTB, MO3BOJSIONINX OCYIIECTBIATh KPUNTOAHAIH3 U
HE TMpPEANONaralolX y HCHOJB3YIOIEro MX CIEUHUAJUCTa HaIu4yusl TIyOOKMX 3HAHUU B
MPOrpaMMUPOBAHUH HIIM JJIEKTPOTEXHUKE. B KauecTBe nmpumepa MOKHO MPUBECTH YIIOMSHYTHIS
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B I.l.]1 aBrOomMaTW3MpOBaHHBIE CpEACTBA aHAJINW3a KPHUITONPOTOKOJOB [7.7] MAM IPOTOTHII
MIPOTPAMMHOTO KOMILJIEKCA JIJIsi MOJICIMPOBAHUS aTaK 1Mo MOOOYHBIM KaHasam [7.37], onmucaHHbIA
B [7.19]. MonenupoBanue amnmapaTHoro oOecmedeHus B pabore [7.19 ocymectBisieTcss ¢
ucnosb3oBanueM SystemC [7.2] - A3bIka MPOEKTUPOBAHUS U BepUPUKALIUN MOJIEIeH CUCTEMHOTO
YPOBHSI, peajln30BaHHOrO B BHJe Oubmuorekn Ha C++ ¢ OTKPBITBIM HMCXOJHBIM KojoM. Ha
MpUMepe MpPOrpaMMHBIX M ammapaTHbIX peanuzauuii mmdpaAES mnokazano, kakum oOpazom
pa3paboTaHHBII  WHCTPYMEHT TMO3BOJSET OOHAPYXKUTh  YA3BUMOCTHM B  pealu3aliu
KpUNITOrpaguuecKoro alropuTMma.

Oco60oro BHUMaHUs 3aCIyKHBAIOT aCUMMETPUYHbIE KpUNTocHcTeMbl. DYHKIIMOHATIBHBIE
BO3MOXKHOCTH HIU(PPOB C OTKPBITHIM KIIOYOM HCHOJB3YIOTCS B Pa3HOOOPA3HBIX TEXHOJIOTHUSX, B
qucie Kotopsix [7.33]:

VYrpaneHue uACHTUYHOCTHIO;

[udposas noanucs Koja;

JoBepennas matdopma;

VYnpasiieHue aBTOPCTBOM;

[TocTpoenne VPN ;

["apanTupoBaHHOE YHHUUTOXKEHHE HHPOPMALINY;

3amuTa oT (U3NYECKOI Kpaku HOCUTENSI UH(POPMALIUH.

IIponiecc kpunToaHaln3a aCUMMETPUYHBIX IIHM(POB COMNPSIKEH C peIleHHEeM 3a/1ad U3
TEOpUU uucen U oO0meld anredppl, T.K. MPAKTUYECKH BCE UCIOJIb3yEMbIE aJIFOPUTMBbI
aCUMMETPUYHON KpUNTOrpaguu OCHOBaHbI mpoOieMax (HaKTOpU3alUMM U JUCKPETHOTO
jgorapu(pMHUpOBaHUs B pa3IUYHbIX alredpandeckux CTpykrypax. UToObl onpeaenuTb, MOTYT Jid
MaTeMaTUYECKUE 3aJauyd TOW WJIM MHOM PAa3sMEPHOCTH CUMTATbCA JOCTATOYHO IIPOYHBIM
(dbyHInaMeHTOM ISl KpUOTOorpaduyeckux Lemel, crenuaiucty TpeOyroTcsi HHCTPYMEHTaIbHbIe
CpeACTBa, TO3BOJIAIONIME OLICHUBAaTh OBICTPOJCHCTBUE aNTrOpPUTMOB  (DAKTOpU3ALMH U
JTUCKpeTHOro jorapudmupoBanus. Heo6XoauMo yuuThIBaTh, YTO KPUITOAHAIUTHK MOXKET HE
oOnajgaTh HaBbIKAMHU B 00JaCTM mHporpamMMmupoBaHus. Kpome TOro, BaKHO NpeayCcMOTPETh
BO3MOXKHOCTh pabOTHI 1101 ynpasieHueM Hauboee pacrpoctpaneHHoit OC - MS Windows.

Wtak, BBIIEINM HAO0Op OCHOBHBIX TpeOOBAaHMH K HMHCTPYMEHTAJIbHBIM CpEICTBaM
KpUINITOAHATHN3A!

D¢ hekTUBHOCTH BBIYMCICHUN C JUTMHHBIMU YHCIIaMU B MOAYJISIpHON apu(MeTHKe;

Hanuuune anroputmMoB paboThI ¢ pa3peKeHHbIMU MaTPULIAMU;

Hannuue anroputMoB co3nanus pakTOpHOM 0a3bl, periera U pa3aoxKeHUss HA MHOXKHUTENH;

Y 100CTBO MMOJIB30BATEILCKOTO HHTEPQEtica;

Bo3mosxkHocTs cOopku B OC Windows.

Bbynem cuuTtaTh, uYTO pelIEHHE COOTBETCTBYET IIOCTaBICHHOM 3ajade, €ClIU OHO
YIIOBJIETBOPSIET BCEM MEPEUNCIIEHHBIM MATH KPUTEPHUSIM OLIEHKH.

AHanu3 cyniecTBYIOIUX M0AX0/10B

Maremartnueckue maketel Maple [7.36] u Mathematica [7.45] oTnugaroTcss MpOCTOTOM
KOJAMPOBAHUS aJTOPUTMOB M HE UMEIOT BCTPOCHHBIX OTPaHMYEHUN Ha Pa3psIHOCTb ONEPaHIOB.
Tem He wMeHee, MOMHMMO IUIaT(OPMEHHON 3aBUCUMOCTH OHM O0JIAAAIOT KPUTHYECKUM
HEJIOCTaTKOM - HU3KOU Y PEKTHBHOCTHIO TEOPETHKO-UNCIIOBBIX OTICPAIIHIA.

Bbicokoil A PEeKTUBHOCTM MOXHO JOOUTHCSA, HCIHOJIb3Ysl BCTPOCHHBIE CpEACTBA
HU3KOYPOBHEBOTO $SI3bIKa MPOrPAMMHPOBAHUS JUISI Pa3pabOTKH (PYHKIUIH, HEOOXOIUMBIX ISt
uccienoBaHus KpunrocucreM. OHAKO BaKHO OTMETUTh, YTO peaju3alysi MPUMUTHUBOB IS
KOHCTPYHPOBAHUSI COBPEMEHHBIX METOJ0B KPUIITOAHATIN3a aCUMMETPUYHBIX IIU(PPOB ONEpUpPyeET
yuciaaMM B JIMHHOM apudmeruke. Berpoennsle uucnoBble Tumbl s3bIkoB C u C++ uMeroT
OTrpaHUYEHHYIO Pa3psAIHOCTB!

long: 32 Gura;

long long: 64 6ura;

double: 53 6ura - MmanTHCca, 11 OUT - DKCIIOHEHTA;
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long double: B 3aBMCHMMOCTH OT peanM3aluu si3blka MOKET OBbITh omnpeneneH kak double
(cwm. Bomie) mubo kak extended double: 64 Outa - manTucca, 15 6uT - sxcrionenra [7.1].

B peamuzauuum sa3sikoB Ha miuardopme . NET otcyrcrByer Tun extended double: on
JIOCTYTIEH TOJIbKO HESBHO TPH BBITIOJHEHWW TPOMEXYTOUYHBIX BBIYMCICHUH (Hampumep, e
YMHOXKEHHE JaeT pe3ysbTaT, BBIXOJAIIMHA 3a Mpejaeisl auana3oHa 3HaueHuil double, HO
Mocleyroniee AejieHue BO3BpalllaeT MPOMEXKYTOUHBIM pe3ynbTaT 0oOpaTHO B 3TOT JMAINa3OH).
Kpome ToOro, cymectByer BCTpoeHHBIM 128-OuTHBIM Tun naHHbIxdecimal, Mo3BOJISIOLIMIA
MIPEICTABIIATh LEeNble YhCa pa3psSAHOCThIO 10 96 OUT (B COOTBETCTBUU C pa3MEPOM MAaHTHCCHI),
OJTHAKO OH PEaJM3yeTCs B pSKUME dMYJISLIUH, TOCKOJIbKY amapaTHas MojIep>KKa 3TOTo TUIla Ha
CETOAHSIIHUMN IeHb OTCYTCTBYeT [7.11].

Java mopnmepkuBaeT BO3MOXKHOCTH pabOThl € JUIMHHBIMU 4YHCIaMM M oOJyiafaer
MIEPEHOCUMOCTBIO, OTHAKO HEJOCTATKOM SIBJIAE€TCS HU3Kas 3P PEKTUBHOCTD pean3aluu.

PaccmoTpuM cnenuanu3upoBaHHble OMOIMOTEKH (GYHKUMN A7 paboThl ¢ UIMHHOU
apu(METUKON M TEOPETUKO-YHCIOBBIMHU 3a/ladaMy, HaxXOAdIIuecs B OTKPHITOM moctyme: LIP,
LiDIA, CLN, GMP, NTL.

bubnmuotexa mis padotsl ¢ mmmHHONW apudmerukoiLIP (Long Integer Package) [7.18]
ABIISCTCSL OAHOM M3 MepBbIX Takux Oubmumorek. OHa Oblia paspaborana Ha sizbike ANSIC
U3BECTHBIM crienuanuctoM ApsxkeHoM Jlenctpoil (Arjen K. Lenstra) u nogaepxusaercs [lonom
Jleiinenom (Paul Leyland). [Ipu xopomieii nepenocuMocTu 3Ta 6MOAMOTEKa 00J1a1aeT HU3KOM
s dexTuBHOCTRIO. KpoMe TOro, B HEl OTCYTCTBYET MOAJEPKKA BHICOKOYPOBHEBBIX TEOPETHUKO-
YHCJIOBBIX aJITOPUTMOB.

bubmuoreka CLN (a Class Library for Numbers) [7.8] peamusyer sieMeHTapHbIE
apupMeTHYECKHUE, JOTUYECKHE U TPAHCLECHIEHTHbIE (PYHKIMH. ABTOpaMu OUOIMOTEKH SIBISAIOTCS
Bbpyno Xeii6on (Bruno Haible) u Puuapa Kpeken (Richard Kreckel). CLN conepxxut 6osbiioit
Ha0oOp KJ1accoB, peayn3oBaHHbIX Ha C++, B 4aCTHOCTH, KJIACCHI JUI MOJJAEPKKU MOIYJISIpHOU
apu(METHKH, OTepanuii ¢ HENbIMH, PAllMOHAIBHBIMA M KOMIUIEKCHBIMU YWCIIaMH, YHCIAMH C
uiaBatouiei 3ansaToi. [TockonbKy urcioBas 6MOIMOTEKA 3aJyMbIBaJIach KaK YHUBEpCaJbHasl, 3TO
IIPUBEJIO K €€ OTPAaHUYECHHOM MPUMEHUMOCTH JJIsl PELLIEHUS Y3KOCTIeIMaIN3uPOBAHHBIX 3a/1a4.

bubnuoreka teopeTuko-uncioBsix anroputmoB LiDIA [7.16], npennoxennas Tomacom
[Nananukomnay (Thomas Papanikolau, Technical University of Darmstadt), namucana Ha
C++,moqaepKuBaeT pa3iMyHble MaKeThl A paboThl ¢ 1enbivMu yuciamu ( GMP, CLN, LIP ) u
XapakTepusyercss BBICOKOI(D(PEKTUBHBIMH peanu3alisIMA THIIOB JAHHBIX C YBEJIWYCHHOU
TOYHOCTBIO M QJITOPUTMOB C OOJIBLION BpeMEHHOH cioxHOCThi0. Hemocratkom OMOMMOTEKH
LiDIA sBnsercs HEBO3MOKHOCTb COOpPKM B OIEpallMOHHBIX cucteMax Windows, 4yTo OueHb
CYLIECTBEHHO B CBSI3U C IIMPOKUM HCIIOJIb30BaHUEM MPOAYKTOB Microsoft 1 HE0OX0IMMOCThIO
NPOBEPKH UX 3aIIUICHHOCTH.

ITpu pazpadorke GMP ( GNU Multiple Precision arithmetic library ) [7.12] 6bu1 cnenan
yInop Ha CKOpoCTh. D(M(PEKTUBHOCTH OT HCIHOJIb30BAHUS OMOIMOTEKH TEOPETUKO-YUCIOBBIX
anroputMoB  GMP  pacrer npu yBenumueHuMH paspsAHOcTHONEpaHnoB. YacTe (GyHKUMH
peanmu3oBana Ha s3bike C, yacTh - Ha accemOiepe. ABropoMm sBisieTcs TopOxxopa ['panmana
(Torbjord Granlund). ITomumo HecoBmecTumocTH ¢ mnatdopmoit Windows, Henoctatkom GMP
SIBIISIETCS OTCYTCTBHE QJIITOPUTMOB (hopMupoBaHUst (PaKTOPHOU 0a3bl, pa3IoKEHHUS HA MHOXKHUTEIH
U psifa APYTruX, HEOOXOIUMBIX ISl PeaU3allii COBPEMEHHBIX METOJIOB KPUIITOAHAIM3A.

Ta6auua 7.1. CpaBHUTENBHbIA aHaINM3 NPOrPaMMHbIX PELUEHUI A5 PELLIEHMS 3a4a4 KpMITOaHaAu3a
Pelwuenne
Mathematica LIP CLN LiDIA GMP NTL KPUMTO

Kputepumn oLeHKun

9dPEKTUBHOCTb BbIHUCIEHUN - - - + + + +
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Bo3moxkHocTb cbopkm B OC Windows + + + - - + +

Hanuume anroputMoB paboTbl ¢ - - - + + - +
pa3peXKeHHbIMU MaTpULLAMMU

Hanuume anropntMoB co3gaHus - - - + - - +
daKTopHO 6a3bl, pelleTa 1
Pa3NoXXeHUs Ha MHOXUTENN

Y 1,06CTBO MNO/1b30BATENLCKOrO + = = - - - +
MHTEpderica

N3BectHas maTtematudeckas ounbnuoteka oudauorexka NTL (a Library for doing Number
Theory) [7.20] pa3paborana Bukropom Illaymom (Victor Shoup) ans moaaep Kd TEOPETUKO-
YHUCIIOBBIX ~alrOpuTMOB. @DYHKIMM, peanu3oBaHHble Ha s3bike CH++,xapakTepusyrorcs
MEPEHOCUMOCThI0. BUOIHOTEKy MOKHO HCTONBb30BaTh coBMecTHO ¢ GMP B mensix moBblmieHus
spdextuBHOCcTH. NTL wmMeer OonbpImIoe KONMMYECTBO TPEUMYIIECTB [0 CPaBHEHHIO C
pPacCMOTPEHHBIMHU aHanmoramMu (cMm. Tabn. 7.1), ogHAaKo UIsi pelIieHHs MOCTABJICHHOM 3adauu
peamm3oBaHHbIX B OnOmmoreke NTL amroputmoB HemocratouyHo. Kpome Toro, mis ee
UCTIONB30BAaHUS B KPUNTOAHAJIM3€ CHEIHANUCT JODKEH o0manaTe  KBanudukanuen
IPOrpaMMHUCTA.

Kak Bumano u3 Tabn. 7.1, HU OJHO W3 PACCMOTPEHHBIX PEIICHUN HE YIOBIETBOPSET
OJIHOBPEMEHHO BCEM IISITH YCTAHOBJICHHBIM KPUTEPUSIM.

HHcTpyMeHTallbHBIE CPEICTBA KPUTITOAHATN3a ACHMMETPUYHBIX THU(PPOB

JUJ1st OLICHKHM CTOWKOCTH KPHIITOCUCTEM aHAIMTHKY HEOOXOIUM HHCTPYMEHT, d3(PPEKTHBHO
paboTaronuii ¢ TEOPETHUKO-YUCIOBBIMH 3a/ladyaMu, 00Jaarolui MPOCTHIM IOJIb30BATEIHCKUM
UHTEPQEICOM U JIETKO paciiupsieMblid. [[poToTHI Takoro cpencTBa Ui KPUITOAHATIH3a CUCTEM
C OTKPBITBIM KIIIOUOM DEaTu30BaH B BHJE MPOTrPaMMHOrO KoMiuiekca "VHCTpymeHTaIbHbIe
CpeACTBa KpUNTOAHAIN3a ACUMMETPHYHBIX U poB" (0603Hauenue B Tadbmuue - KPUIITO) [7.31,
7.32]. Ilporpammubiii kommiekce coctouT u3z Oubnumorekn KOHCTPYKTOP, Bximtouaromieit
HEOOXOJUMbIE NPUMUTHUBBI JI1 KOHCTPYMPOBAHHS COBPEMEHHBIX METOJOB KpUITOAHAIM3a
acuMMeTpUYHBIX U poB, u npunoxkennss AHAJIMTUK, umeromero rpadgudeckuid nuHTEepderic
HOJIB30BATEIS Ul IOCTYIA alropuTMaM (akTOPH3AIHUU U JUCKPETHOTO JOrapu(pMHPOBAHUS C
ucnonszoBanueM ¢ynkuuid O6ubmuoreku KOHCTPYKTOP. bubnuoreka KOHCTPYKTOP
HanucaHa Ha s3plke C++ M COAEPKUT KOMIIOHEHTHI, pealM3yIoIUe CJIEIyIOIIME OCHOBHbBIE
byHKIHIM:

JluckpeTHOE norapu(pMUPOBAHHE;

daxTopu3alus HENbIX YUCET;

TectupoBaHue ynces Ha IPOCTOTY;

Pemenuie cuctem JIMHEHHBIX YpaBHEHUH B KOJbIIAX BHIYETOB U KOHEUHBIX MOJISX.

Jlnist BBITIOJIHEHUS ONepanuidi ¢ JUIMHHBIMH YHCJIaMH MCIONb30BaHa OmoOmmorexka NTL.
Bribop 06azoBoii OMOMMOTEKH, OOYCIOBIEHHBIH €€ (QYHKIIMOHAIBHOCTBIO, CKOPOCTBIO,
KOMIIAKTHOCTBIO (MCXOMHBIN KOJ 3aHMMaeT 4yTh Ooiiee 600 KMII00alT) U TMEPEHOCHMOCTHIO,
MO3BOJIMJ  TMONYyYUTh dS(PPEKTUBHBIE peaTu3alUu IEPEUUCICHHBIX TEOPETHKO-YUCIOBBIX
anroputMoB. B Hactosmieil pabote Mbl He OyneM NPUBOAMTH MOJHOE CpaBHEHHE OMONIMOTEKU
KOHCTPYKTOP ¢ ananoramu; 3aME€TUM JIMIIIb, YTO €CJIM HA PELICHHE 3aJlaud JTUCKPETHOIO
norapupMUpPOBaHUS pa3MEPHOCTHIO 55 OUT ¢ UCTIOIB30BAaHUEM CHCTEMBI Maple yXoauT mopsiaka
8 wvacoB, To paspabotaHHblii TporpamMmHbiii komruiekc KPUIITO mo3Bomser 3a 10 MuHyT
BBIYUCIIUTH JAUCKPETHBIN JoraprudM B mose pa3psaaHocTsio 80 OUT (MCIBITaHUS POBOAMIINCH HA
KOMIIBIOTEPE CO CIEAYIOIUMHU anmapaTHbIMU XapakTepuctukamu: npoueccop Intel Pentium IV
3,20GHz, O3Y 1I0).
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Pacuer 3peKTUBHOCTH KalMTAIbHBIX BJIOKEHUH B UCIOJIb30BAHUE KPUNITOrpahUIecKux
CpEICTB

OneHKn BEPOSTHOCTH B3JI0Ma KPHUIITOCUCTEMBI 3a ONPEACIECHHBIM MEPUOJ TO3BOJSAIOT
onpeaenuTs cokpaiienre prucka HC/[ k JaHHBIM OT UCIIOJIb30BaHUS KPUIITOCUCTEMBI, HAIIPUMED,
3a l-iirox - Ha 95%, 3a 2-iirox - Ha 70%, 3a 3-ii rox - Ha 35%. IIpu HaMMUKMK TOCTOBEPHBIX OLIEHOK
o0bemMa MoTepb OT peaju3alud yrpo3 HapyLIIEHUS KOH(PHUIECHUIUATbHOCTH, LEIOCTHOCTU WU
JOCTYITHOCTH 3aIIMIIAEMBIX JAAHHBIX MOXKHO IOJYYUTh MAaTEMAaTUYECKUE OKUAAHMS NOTEPH U
WCIIOJIb30BaTh MX JUIsl ompefeneHuss 3(PPEeKTUBHOCTH KPUINTOCUCTEMBI € 3KOHOMHYECKHX
MIO3ULIAMN.

AHanu3 cyuiecTBYIOIUX MMOAX0/10B

B Hacrosmiee BpemMs HET €IMHBIX CTaHAApTOB, Mo3BoisomMX oueHuts CK3U ¢
SKOHOMMYECKUX TMO3ULUN, TMO3TOMY J000M M3 pa3pabOTaHHBIX METOJOB 3aciy’KHBAET
OTJENBHOIO PACCMOTPEHHUSI C BBISIBJICHUEM €r0 IOJOKUTENbHBIX U OTPUUATENBHBIX CTOPOH, a
TaK)K€ CpaBHEHUS €r0 C JPYTUMHU MPEJACTABUTEISIMU 3TOTO Kiacca. B 1abn. 7.2 mpeacTaBieHBI
pe3yJbTaThl CPABHUTENHHOI'O aHAJIM3a METOI0B OLIEHKU 3(PPEKTUBHOCTH UHBECTUIUH B CPECTBA
obecneuenus 1b. Ha ocHoBaHuM pe3ynbTaToB ObLI CIENIaH BBIBOJ, YTO ONTUMAJIbHBIM SBIISETCS
METOJ AUCKOHTUPOBAHUS JJCHEKHBIX IOTOKOB [7.42], MO3BOJSAIOIMN TOIy4YNUTh HauboJIee MoJHOoe
IPEJCTaBICHUE O IEeIeCOO00Pa3HOCTH KaNUTAJIbHBIX BIOXKEHUH, XOTA U TpeOYIOIUH MHOTO
BPEMEHM U YCUIIMHI HA pacyeT IKOHOMUYECKUX MTOKa3aTeIeH.

Metonuka [UCKOHTHUPOBAHUS [EHEXKHBIX IOTOKOB IIPU OLEHKE 3(PPEKTUBHOCTH
unBectunuii B CK31U

OmnpenennmM JAeHE)HBbIE TIOTOKH, CBsA3aHHbBIE ¢ ucnonb3oBanueM CK3U, 3a nepuon t (rme
t=0,1,2.... T - mepuonsl, T - ropu30HT pacuera).

Y £
C 3ammmaemoii wWHQOpPMAIMEH CBSA3aHBI 3HAYCHUS JOXOJIa Pro i 1ty OT e€e
Loss;
UCTIONB30BaHusl U yiiepba or HCJ/] B TeyeHHe yKa3aHHOTO MPOMEKYTKa BpEMEHH t.

—y
3aTpatbl Cost ! Ha mproOpeTeHue, yctaHoBKy U 3kcruryartario CK3U MoryT ObITh OmpeeIcHbI
O4YeHb TOYHO. IIyCTh pe3ynbTaThl OLIEHKH CIIOCOOHOCTH KPUINTOCUCTEMBI IPOTUBOCTOSTH aTakaM
MOKa3aju, 4yTo B t-M MEepHO/Ie 3JI0YMBIIIJICHHUK MOJYYUT JOCTYM K 3alluIaeMoi nHpOpMaluu ¢
) >
BEPOATHOCTHIO F . Torma MaremaTHueckoe OXHUAAHHE O0X0Ja R, , CBSI3aHHOTO C
ucnosb3oBanueM onennBaemort CK3U, Beruucnsercs mo gpopmyse:
5 ¥ . ) v s o 3 - ]
Ry = —Cost; + Profit; * (1 — P;) — Loss; x P,
Ha ocHOBaHMM 3TUX JaHHBIX O MPUTOKAaX U OTTOKaxX JACHEKHBIX CPEJICTB BBIYMCIISAIOTCS
(bMHAHCOBO-PKOHOMUYECKHE TMoKa3zaTenu 3(PPEKTUBHOCTH HMHBECTULUNH B KPUITOCHUCTEMY U
JIeNTA0TCSI BRIBOJIBI O €€ COOTBETCTBHH MOTPEOHOCTSIM OpraHU3alllu.

Tabauua 7.2. CpaBHUTENBHBIN aHaIM3 METO0B OLLEHKM 3OPEKTUBHOCTU MHBECTULUI B CpeACTBa
obecneyeHuns b

MeToanKa oLEeHKH Mpenmyliectea HepocTtatku
KoadduumeHT Bo3BpaTta lMoka3aTtesib, NMOHATHbIN PUHAHCUCTAM. OTcyTCTBME AOCTOBEPHbIX
MHBECTUL MM MEeTO/I0B pacyeTa B
obnactn UT. "CtatnyHbIN"
noKa3saresib.
CoBOKyMHas CTOMMOCTb Mo3BosISIET OLLEHUTb LLeNecoobpasHOCTb He yuntbiBaeT KayecTBo
BIaflEeHUS peannsaunm NpoeKTa Ha OCHOBAHUU cucteMbl 6e3omacHoOCTU.
OLLeHKM TONbKO 3aTpart. [pepnonaraer "CTaTnyHbIN" NoKasarenb.
OLLEHKY 3aTpaT Ha pPa3/IMyHbIX 3Tanax MNMoka3aTtesnb, cneunduyHbIN
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BCEro XM3HEHHOro UunKJjia CUCTEMBbI. ona UT.

JNCKOHTUPOBaAHHbIE lMoka3artesib, MOHATHbIN PUHAHCUCTAM. CNnoXXHOCTb pacyerta.
nokasarte/im YuntbiBaET 3aBUCUMOCTb NMOTOKA
3pPEKTUBHOCTH OEHEXHbIX CPEACTB OT BDEMEHMU.
MHBECTUL MM Y4nTbIBaET BCE MOTOKU AEHEXHbIX
CpeACTB, CBA3aHHbIE C peanu3aumen
npoekKTa.

Kpatkue nroru

BrinosiHeH aHanu3 CyIeCcTBYIOUIMX METOAOB U CPEICTB OLIEHKH KPUIITOCUCTEM, IOKa3aHBI
uxX Hexoctarku. OMNHUCAaHBI d3Tanmbl KOMIUIEKCHOTO TIpolecca OneHKH d3(dexTuBHOCTH
KpUnrorpaguyeckux  CcpeAcTB. PaccMOTpeHbl  MHOTOKpUTEpHajbHbIE  KJIACCH(PHUKALUU
KPUIITOCUCTEM, aTaK M 3JOYMBIIUICHHUKOB, ITOJIOKEHHBIE B OCHOBY MX MapaMEeTPUYECKHX
Mojeneit. Onucana MaTeMaTHyecKasi MOJIEIbYIpo3 0€30MacHOCTH HH(OPMAIIMOHHBIX PECYpPCOB,
3amuiieHHbIX ¢ ucnonb3oBanueM CK3U. IlpoBeneH cpaBHUTENbHBIM aHaIM3 MPOrPaMMHBIX
CPEZCTB, MO3BOJIAIOLINX PEIIaTh 3314 KPUIITOAHATIN3a aCUMMETPUYHBIX MHU(POB, MOKA3aHbl UX
IIpeuMyIlecTBa U HeocTaTKu. [Ioka3aHbl IpeuMyIecTBa U HEJOCTATKY CYLIECTBYOLIMX METOI0B
o0ocHOBaHMs MHBeCTULMH B cpexactBa obecneduenuss Wb. Beigenen Habop (¢uHaHCOBO-
HSKOHOMHYECKUX TMoKa3aTeneil st oneHkn dddexkrnBHoctn CK3U ¢ 9KOHOMHUYECKUX TTO3UIHIA.
[Ipennoxxena MeToqMKa IUCKOHTHPOBAHHUS JICHEKHBIX MOTOKOB IPU OLEHKE 3(PPEKTUBHOCTH
unBectumii B CK3U.

Oo0opynoBanne U MaTepuabl

Anpt Pabouas cranims 10

Anpt Pabouas cranmms K

AnbT «CepBepy»

[TakeT oducHbIX Iporpamm - P7-Oduc

AW (=

Yka3zanus o Texuuke 0e30mMacHOCTH

Ilepen wnawyamom paboTBl clieAyeT YOEIUTbCS B HCIPABHOCTH 3JIEKTPOIPOBOJIKH,
BBIKJIFOYATEJICH, IITEICEIbHBIX PO3ETOK, NMPH MOMOIIU KOTOPBIX 000pYyIOBaHHWE BKIIIOYACTCS B
CeTb, HAJTMYMH 3a3EMJICHUS] KOMITBIOTEPA, €r0 Pa0OTOCIIOCOOHOCTH.

JUisi CHWKCHHST WU TPENOTBPAINCHHS BIMSHHUS OINACHBIX W BPEAHBIX (PAKTOPOB
HEOOXOJMMO COOJIONAaTh CAaHWUTAPHBIE TPaBUJIAa W HOPMBI, TUTHCHHYECKHE TpPeOOBaHHS K
NIEPCOHAIBHBIM AJIEKTPOHHO-BBIYUCIUTEIILHBIM MAITHHAM.

Bo wu3bexaHue TOBpPEXKACHHUS W3OJSALIUUA TPOBOJOB U BO3HUKHOBEHUS KOPOTKHUX
3aMBIKaHHW HE pa3pelaeTcs: BellaTh YTO-TM00 Ha MPOBOJIA, 3aKPANINBATh U OCTUTh IIHYPHI
MPOBOJIA, 3aKJIaJbIBaTh MPOBOJAA W IIHYPHI 3a Ta30BBIE M BOAOIPOBOAHBIE TPYOBI, 3a OaTapen
OTOTIMTEIEHOW CHUCTEMBI, BBIICPTHBATH MITENICENFHYIO BHIIKY W3 PO3ETKH 3a IIHYp, YCUIIHE
JIOJKHO OBITh MPUIIOKEHO K KOPITYCY BHIIKH.

JIiist CKITFOYEHUST TTOPAXKEHUS DJIEKTPHYECKUM TOKOM 3allpeliaeTcsi: 4acTo BKIIOYATh U
BBIKJTIOYATh KOMIBIOTEp 0€3 HEOOXOIMMOCTH, MPHUKACAThCS K DKPaHy U K THUILHOW CTOPOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh HA CPEIACTBAX BBIYMCIUTEIHHONH TEXHHKH W TepupepUitHOM
000pyZIOBaHUM MOKPBHIMU pyKaMH, pa0OTaTh Ha CpPEICTBAX BBIYMCIUTEIBHON TEXHUKH U
nepudepuiiHOM 00OpYTOBaHWHU, HMMEIONIMX HAPYIICHHs IEIOCTHOCTH KOpIyca, HapyIICHUs
W30JISIIIUA  TPOBOJIOB, HEUCIPABHYIO WHIWKAIMIO BKIIOYCHHS] THTAHUSA, C MpHU3HAKAMU
ANIEKTPUUYECKOTO HANPSHKEHHUS Ha KOpITyce, KIacTh HAa CPEJICTBA BBIYMCIUTEIHHON TEXHHUKH H
nepudepuitHom 060py0BaHUN TOCTOPOHHHUE MTPEAMETEHI.

31



3aHp€H_[aCTCH non HaIpsiPKCHUEM OUHniaThb oT IIBIJIN u 3arpsA3HCHUA
3JIEKTPOOOOPYIOBaHHE.

Bo n3bexxanue nopakeHus! JIEKTPHUECKUM TOKOM, IIPU MOJIb30BAaHUH AIIEKTPOIpUOOpaMu
Helb3s KacaTbCsi OJHOBPEMEHHO KakuX-I0o TpyOompoBojoB, OaTapeil  OTOIUICHMS,
METAJUIMYECKHX KOHCTPYKIUH, COETMHEHHBIX C 3eMJICH.

[Tocne oxoHuaHWsT pabOTHI HEOOXOMUMO OOECTOYHTH BCE CpPEACTBA BBIYUCIUTEIHLHOU
TEXHUKH U nepudepuitHoe obopyroBanue. B ciydae HempepbIBHOIO y4eOHOro Iporecca
HEO0OXOMMO OCTABUTh BKIIOUEHHBIMHU TOJIBKO HEOOXOAMMOE 000pyA0BaHHE.

3agaHus npakTu4eckoi padorsl 3

1. 3yunTts npeangaraeMblii TEOpETUYECKUI MaTepHUall.

2. OueHUTh SKOHOMHMYECKUH dS(PPEeKT NpUMEHEHHs] HHCTPYMEHTOB IEPCOHAIBHOM
kubepOe3onacHocTH. PaccMOTpeTh 3alUTy IepCOHANBHOTO KOMITBIOTEPA, HOYTOYKa 1 cMapTdoHa

3. CocTaBuTh TaOIMIy CPABHUTEIHLHOTO aHAJIN3a YKOHOMUYECKOT0 3P PeKTa NpUMEHEHUs
WHCTPYMEHTOB NepCOHaIbHOM krbepOe3onacHocTH. OLEHUTh COOTHOIIEHHUE 1IeHa/KaueCTBO.

4. Opopmuth OTYET MO MpakTU4eckod padote. IlpencTaBuTh OTYET MO MPAKTUUYECKOM
paboTe a7 3aIUTHI.

BapHaHTLI HHIAUBUAYAJIbHBIX 3agaHui

B cooTBeTcTBUY C MTOTYyUYEHHBIM 3a/laHEeM C(OPMHUPOBATH PELICHNUE U JaTh €r0 OIMCaHHUe
CO CKpHUHIIIOTAMH BBIITOJTHEHHBIX JACHCTBHIA.

OueHuTh HKOHOMHUYECKUH A(PGEKT MNPUMEHEHHS HHCTPYMEHTOB MEPCOHAIbHOMN
kuOepOe3onacHocTu. PaccMoTpeTs 3a1iuTy NepcoHanbHOr0 KOMIBIOTEPA, HOYTOYKa U cMapTQoHa
B Tabauue | nmpuBeaeHb! BUIbI CTAHKOB € ITapaMeTPaMH.

Ta6auua 3.1 - [lepedueHb 00BEKTOB 3aIUThI

INe OODBEKT 3alIUTHI O061aCThb 3aIUTEI
1 CTyneHT yHUBEpCUTETA HoyTtbyk, cmaptdoH, cpencrsal
CBS3U
2 [T-cnequanmucr Ha  ynaneHHoM[IIepcoHanbHBII KOMIIBIOTED,
ocTyIie HOYTOyK, cMapTdoH, cpeacTBa
CBSI3U
3 Mopepatop  uHpopMmanuoHHOTO[lepcoHambHBII KOMIIBIOTED,
pecypca HOYTOYK, CMapTQOH, CpeICTBa
CBS3U
4 Cring-paiitep HoytOyk, cmaprthoH, cpeacTnal
CBSI3U
S biorep HoytOyk, cmaprthoH, cpeacTsal
CBSI3U
6 [ konbHUK HoyTOyk, cmapTdoH, cpencrsa
CBSI3U
7 Menemxep cpenHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,
yIaJI€HHOM JOCTYyIe HOYTOYK, cMapT(doH, CcpelrcTBal
CBSI3U
8 Crennanuct no aHanusy JdaHHbIX][IepcoHanbHBIN KOMIIBIOTED,
Ha yJIaJICHHOM JIOCTYIIe HOYTOyK, cMapT(oH, cpeacTBa
CBSI3U
0 PazpaboTumnk CaiiToB Hall [epcoHanbHbIN KOMIIBIOTED,
yIaJIeHHOM JOCTYTIe HOYTOYK, CMapTQOH, CpeICTBa
CBS3H
10  [Iporpammuct Ha  yaaneHHoM|IepcoHaIbHBIN KOMIIBIOTED,
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nocTyme HOYTOYK, CMapTQOH, CpeICTBa
CBSI3U

Conep:xanue oTyeTa

[To BeIOTHEHHO# paboTe cocTaBisieTcs: 0T4eT. OTUET BHIMOIHACTCS B 3JICKTPOHHOM BHJIC.
[To BBIMIOJIHEHHOMY OTUYETY MTPOBOAMTCS 3AIIUTA MPAKTHYECKON paOOTHI.

OTueT MO NPAKTUYECKOH paboTe MOIKEH COCTOATh M3 CIEAYIONUX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIBHBIN JIUCT;

- BBOJIHAS YaCTh;

- OCHOBHAas 4acTh (omurcaHue paboThl);

- 3aKJIIOUYEHHE (BBIBOJIBI).

BBojHast 4acTh oTYeTa TOJHKHA BKIIFOYATh ITYHKTHI:

- YCIIOBHE 3aJIauH;

- TOPSZIOK BBITIOJTHEHUS.

- MPOTPaMMHO-aNIMapaTHbIE CPEJICTBA, HCIIOIH3yEMbIE TIPU BHITIOTHECHUH PAOOTHI.

3ammTa OTYeTa MO MPAKTHYECKOW paboTe 3aKII0YaeTCsl B PEAbSBICHUN MPEIOIaBaTEIT0
MOJTyYEHHBIX PE3yJIbTaTOB B BHJIE (aiisia ¥ JEMOHCTPAIMU TIOTYUYE€HHBIX HABBIKOB MPU OTBETaX Ha
BOIIPOCHI ITPETIOIaBATEIIS.

KoHnTpoJsbHBIE BOIPOCHI

1. OueHka cpeacTB KPUNITOZAIIMTHI.

2. DKOHOMHUYECKOe  OOOCHOBAaHME  pacxoJ0B Ha  oOecredeHue  IepCcOHATBLHOU
KrnOepOe30nmacHOCTH.

3. O00ocHOBaHHBIII  BBIOOp MEp M CpPeICTB  OOecledyeHuss  MEpCOHAIBHOMN
KrnOepOe30macHOCTH.

4. TlpeumyIiecTBa U HEAOCTATKU CYILECTBYIOLIMX METOJ0B OOOCHOBAaHUS MHBECTUIIUI B
cpeacTBa o0ecreueHus MepCOHAIbHON KHOepOe30nmacHOCTH.

Cnucok JuTepaTtypbl, peKOMeHAyeMblil K UCII0JIb30BAHUIO 110 JAHHOH Teme

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. [Terpenko B.M. 3ammra mnepcOHANBHBIX J@HHBIX B HWH()OPMAIMOHHBIX CHUCTEMaxX
[DnexTponHsIi pecypc]: yuebnoe mocodue / B.M. IlerpeHko. — DIEKTPOH. TEKCTOBBIE JaHHEIE.
— CraBponois: CeBepo-KaBkasckuit ¢peaepanbubiii yauepeurert, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctyna: http:// www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Oprasuzanusi 3amudTbl NEPCOHATBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypce] : maGopatopHsblil mpaktukym / A.M. Makapos, U.B. Kanubepna, K.O. bongapenko. —
OnekTpoH. TekcToBble agaHHble. — CraBpononb: CeBepo-KaBkaszckuil  ¢enepanbHbIit
ynusBepcurer, 2015. — 92 c¢. —  2227-8397. —  Pexum = pocTymna:
http://www.iprbookshop.ru/62971.html

IlepeyeHb NONOTHUTENBHOM JIUTEPATYPDI:

1. Cxkpunnuk J[.A. Obecrieyuenre 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX [DIEKTPOHHBIN
pecype] / 1.A. CkpunHUK. — DJEKTPOH. TEKCTOBbIE JaHHbIE. — M. : IHTepHeT-YHUBEpCUTET
Nudopmannonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexum nocrymna:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-mpakTuueckuii mocraTeiiHblii KoMMeHTapuil k denepanbHOMY
3akoHYy «O MepCOHANbHBIX TaHHBIX» [DnekTpoHHbI pecypc] / A.M. CaBenbeB. — DIEKTPOH.
TekcToBble NaHHble. — M.: CraryT, 2017. — 320 c. — 978-5-8354-1365-2. — Pexum nocrymna:
http://www.iprbookshop.ru/65895 .html.
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IIpakTnyeckas padora 4. UHCTpyMEHTHI OPraHU3alUM MIEPCOHATIBbHOI KHOepOe30nacHOCTH

Leas padorei: HayunTbes MCIONB30BaTh MHCTPYMEHTHI OPTaHM3ALMM NEPCOHAIBHOMN
KnOepOe30MacHOCTH.

Teopernyeckas 4acTb

HNHCTpYyMEHTHI OpraHu3aluy NepcoHaIbHOM KHOepOe30nacHoCTH

Kpunroanroputmsl ¢ CEKpPETHBIM KIIFOUOM

Wnes, nexamiast B OCHOBE OOJILIIMHCTBA UTEPALIMOHHBIX OJIOUHBIX IMIHU(POB, COCTOUT B
IOCTPOCHUU KPHUNTOTpapuyecKy CTOMKOM CHCTEMBI IyTEM IOCIEA0BATEIbHOIO HMPUMEHEHHUs
OTHOCHTEIIFHO TIPOCTHIX KpUNTOTpapuuecKux TpeodpazoBaHuidl. [IpHHIKIT MHOTOpPa3oBOTO
mU(POBaHUS C TOMOIIBI0 TMPOCTHIX KpUNTOrpaduuecKkux IMpeodpa3zoBaHuil ObLT BIEpBbIE
npennoxeH lllenHonom B paborte [S5.1]: OH Hcmonb30Bal € 3TOH LENbI0 IpeoOpazoBaHUs
NePEeCTaHOBKU M MOJCTaHOBKU. IlepBoe W3 3THX MpeoOpa3oBaHMil MepecTaBisieT OTICNIbHBIC
CHUMBOJIbI ITPe0OpazyeMoro nHGHOpMaloOHHOTro 0J10Ka, a BTOPOE - 3aMEHSIET KaXAbli CUMBOJ (HJIH
IpyIIly CUMBOJIOB) U3 NIpeoOpazyeMoro nH(GOpMaIMOHHOTO OJI0Ka IPYTMM CUMBOJIOM M3 TOTO K€
andasuTa (COOTBETCTBEHHO IPYIIIOIl CHMBOJIOB TOTO K€ pa3Mepa U U3 TOro e andaBuTa). Y 3bl,
peanus3yioume 3TH NpeoOpa3oBaHUs, Ha3bIBAIOTCS, COOTBETCTBEHHO, P-Onokamu ( P-box,
permutation box ) u S-61okamu ( S-box, substitution box ).

B 1973-74 rr. HaumonansHoe bropo CrangaproB CHIA ( NBS ) omyGamkoBano
JOKYMEHTBHI, COJepKalie TPeOOBaHUS K KPUITOTPaQHUECKOMY alrOPUTMY, KOTOPBIH MOT OBI
ObITh NMPUHAT B KayecTBE CTaHAAapTa IMU(POBAaHUS NAHHBIX B TOCYJApPCTBEHHBIX M YACTHBIX
yupexaeHusix. B 1976 r. B kauecTBe TakOBOrO CTaHJIapTa ObUT YTBEPXKIECH alrOPUTM,
pa3pabotannbiii pupmoii IBM. B 1977 r. atoT cranmapt Obul oduiMaibHO OMyOIUKOBAaH U
BCTYNUJI B cuily Kak enepanbublii crangapt CHIA nns mmdpoBanus gansbix - Data Encryption
Standard unm cokpamenno DES [5.2].

B camom cxemarnunom Buae DES npezncrasnser co0oil 16-1Mki10BOM UTEpaliOHHBIHN
6mounslit mugp. DES paboTaer ¢ 010kaMu JaHHBIX pa3psIHOCTBIO 64 OUTa C UIIOJIB30BaHUEM
56-pazpsaHoro kmoua. [Ipumensiemble mpeoOpa3oBaHus - MOPA3PSIHOE CIOKEHHUE 110 MOJYJIIO
JIBa, MOJICTAHOBKU U NEPECTAHOBKU. AJITOPUTM BBIPAOOTKH 48-OMTOBBIX LIMKIOBBIX KIIOYEH U3
56-0UTOBOTO KJIIOUYa CUCTEMBI U PAJT MPEOOPa30BaHUMN CITyKaT JUIsl 00eCTICUeHHs] HEOOXO0IUMOTO
nepeMeIuBaHus U paccerBaHus nepepabaTsiBaeMoil MH(oOpMaIK, oaHako npu aHanuze DES
yaile BCEro UrparoT He CaMylo CYIIECTBEHHYIO POJib.

B 1999 r. na xondepenuuu, opranuzoBaHHoii RSA, kommnanus Electronic Frontier
Foundation B3nomana kimtou DES menee yem 3a 24 yaca. Onnoil u3 3amen DES, nonyuusieit
HIMpPOKOe pacrpocTpaHenue, cran anmroputMm Triple DES. B stom ciywae anroputm DES
BBITIOJTHSIETCS TPUKIBI, TIPH STOM HCIIONIB3YIOTCS 3 KITI04a, KKl M3 KOTOPBIX COCTOUT U3 56
OUTOB (YTO, MO CYTH, COOTBETCTBYET HCIMOJIb30BaHUIO 168-OuTHOro Kimoua). Tem He MeHee,
KPHUIITOAHAIUTUKA OOHAPYKUIIM CIIOCO0, TO3BOJISIONIUI CAeNaTh aTaky NpsMOro mnepedopa
SKBUBAJICHTHON aTake Ha 108-OmToBBIM KiIt04Y. BTOpoi mpoOieMoi SBISETCS 3HAYUTEIHHOE
CHIDKEHHE CKOPOCTH 3amr(poBaHus U pacuin(ppoBaHUs TaHHBIX.

B oTtBeT Ha po0s1eMbl ¢ JJIMHOMN KITI0Ya U IPOM3BOIUTENBLHOCTHIO, IposiBUBIIKECs B Triple
DES, muorue kpunrorpadsl ¥ KOMIIAaHUU pa3paboTanu HOBBIE OsouHble mudpsl. Hanbomee
NOMYJIIPHBIMHU IpeiiokeHus MU ctasid anroputMel RC2 u RCS5 [5.3] kopnopauun RSA Data
Security, IDEA [5.5] komnanuu Ascom, Cast [5.4] kommanun Entrust, Safer [5.6] kommanum
Cylink u Blowfish [5.7] komnanuu Counterpane Systems. Kommepueckue ansrepHatuBbl DES
HOJIyYMJIM OIPEIETIEHHOE PacPOCTPAHEHUE, HO HU OJ[HA U3 HUX HE cTaja CTaHIapTOM.

B 1997 r. HanimonanbHblit UHCTUTYT cTanaapToB U TexHosjoruii CILIA ( NIST ) o6bsaBun
0 Hayajie IPOTrpaMMBI IO MIPUHATHIO HOBOTO CTaHJapTa KpUNTOTrpadruecKoil 3aumThl. B okTa0pe
2000 r. xonkypc 3aBepiuics. [lobenurenem 6b01 npusHan mudp Rijndael [5.8], pazpabotanubiit
oensruiinamu Jl. Jletimenom u B. Paiimenom. Anroputm Rijndael cranm ocHOBoO#l 11 HOBOTO
amepukanckoro cragaapta AES (Advanced Encryption Standard), kotopsiit B 2001 1. mpuien Ha
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cmeny DES u Triple DES u neiictByet u no ceit gens. Rijndael - 310 utepanuonHslii 6;104HbINH
umdp, wumeroumii apxurekrypy "Ksagpat". OH ObICTpBIM, NpOCTOM, 3alUIIEHHBIMH,
YHHUBEPCAJIbHBIA M XOPOLIO MOAXOAWUT JUId peanu3anuud Ha cmapT-kaptax. [Hudp umeer
MIEPEMEHHYIO JUIMH y OJIOKOB M pa3InyHble JJIMHBI Kitoued. JlJinHa KiTro4a U IiuHa 0J0Ka MOTYT
OBITH paBHBI HE3aBUCUMO APYT OT 1apyra 128, 192 unu 256 6utam. B crannapre AES onpenenena
JuinHa Onoka, paBHas 128 6utam. llupp AES xapakrepusyercs xopoiiel yCTOWYHMBOCTBIO IO
OTHOILICHUIO K aTakaM [0 MOIIHOCTH M IO BpeMeHU. VIMEHHO 3TOT WHUdp pPEeKOMEHIyeT
ucnosb3oBath Microsoft 11 cuMMeTpu4HOro MmudpoBaHus.

OTteuecTBEHHBIH CTaHIAApT MMU(POBAHUS HOCUT O(DUIMATBFHOE Ha3BaHHE "ANTOpPUTM
kpunrorpaduueckoro npeodbpazoBanus ['OCT 28147-89" [5.10]. Kak sBcTByeT U3 ero Homepa,
crangapt O6bu1 npuHAT B CCCP B 1989 1. Ecnu oxapakrepuzoBath anroput™m ['OCT B camom
oOuiemM BUJE, TO OH SBJISETCS OJIOYHBIM MIMGPOM, MOCTPOEHHBIM Mo cxeme Deiictens c¢ 32
uKiIaMu mudposanus. JnuHa nHpopMannoHHOro 0oka - 64 outa, JyiMHa KIito4a - 256 OuT.

OcHoBuble orianuusa aiaroputMa ['OCT ot anroputma DES - B cTpoenun QyHkuuu,

73 g 7
KOTOpasi OCYILIECTBISIET OTOOpakeHUe Z’-:""} . Z'-:' o — A'f_), U aNropuTMe BbIPAOOTKH
IUKJIOBBIX KIfo4el. 1 B TOM M B Jpyrom cirydae mpeoOpa3oBaHusi, UCIOIb3yEMbIE B aITOPUTME
I'OCT, mnpome mns nporpaMMHo peanusamuu. HWccinemnoBanus [5.9] mokasbIBalOT, 4YTO
POCCUICKHI CTaHIapT HE YCTYHaeT Mo CTOMKOCTH amepukanckomy AES.

OcHOBHas wuJess TMOTOYHOTO IIM(PPOBAHHUA COCTOUT B TOM, 4YTO KaXIbld U3
MOCJIEI0BATENbHBIX 3HAKOB OTKPBHITOIO TEKCTA MOJBEPraeTcsl CBoeMy IipeodpazoBanuto. B naeane
pasHble 3HaKM OTKPBITOTO TEKCTa IOABEPraloTCs Pa3HbBIM  NpeoOpa3oBaHUSIM, T.€.
npeoOpa3oBaHue, KOTOPOMY TOIBEPralOTCsS 3HAKH OTKPHITOTO TEKCTa, JOJDKHO H3MEHSATHCS C
KaXJbIM CJEIyIOIMM MOMEHTOM BpeMeHH. Peanusyercst sTa uzaes CledyloUMM 00pa3oM.

HexoTopsiM cnoco0oM MosydaeTcsi MoCiIe0BaTeIbHOCTh 3HAKOB A Ly 2y ey Ha3bIBacMast
KITII04eBBIM MOTOKOM ( keystream ) unu Gerymum kimtodoM ( running key, RK ). 3atem kaxaplii

3HaKk “|'i OTKPBITOrO TEKCTa MOIBEPracTCsi 0OPATHMOMY IPeOOPA3OBAHHIO, 3aBUCSILEMY OT ki
COOTBETCTBYIOILIETO 3HAaKa KJIFOYEBOI'O OTOKA.

[ToTrounbie mudpel MOUTH Bceraa paboTaroT OBICTpee W OOBIYHO TPEOYIOT I CBOECH
peanu3aiiy ropasio MeHbllIe MPOrpaMMHOTo Koja, yeM O1o4nble nmmdpsl. Hanbonee n3BecTHbIM
noTouHblii mmdp ObuT pazpadoran P. Puectom; 310 mmdpp RC4, koTopslii XapakTepu3yeTcs
IEPEMEHHBIM pa3MepoM KJo4a U OalT-OpHeHTHPOBAaHHBIMH omnepauusmu. Ha oaun Oaiit
Tpedyercs oT 8 10 16 mercTBHiA, MporpaMMHast peaau3anus mudpa BBITIOIHICTCS OYeHb OBICTPO.
He3aBucumpble aHanuTUKKM UccnepoBaid Immdp, W OH cuMTaeTca 3amumieHHbM. RC4
UCTIONIB3yeTCs sl mmdpoBaHus ¢ainoB B Takux uzaenusx, kak RSA SecurPC. On Taxke
MpPUMEHSETCA ISl 3alUThl KOMMYHHKAIMHA, Hampumep, Uid Mu(poBaHUS MOTOKA JAHHBIX B
HNHTEepHET-COeNMHEHUSIX, UCTIOJIB3YIOMUX MPOTOKOI SSL.

B uncno mudpos, kotopsie Microsoft o TeM WM MHBIM HNPUYMHAM HE PEKOMEHIYET
UCIIOJIb30BAaTh JJIi CAMMETPUYHOTO HIHU(PPOBAHUS, BXOASAT CIEAYIOLIHE:

DES (Ilpuunnsl: Manas AnuHa Kirouei - 56 6ut; ecnu B 1993 r. ataka Ha alnroputM 3aHsia
3,5 Jaca Ha MalIMHE CTOMMOCTBIO $1 MITH., TO CETOHS B3JIOM MOKHO OCYIIECTBUTH B PEaIbHOM
Bpemenu; 3DES sBnsercs Goiee 3alUIIEHHBIM, HO HAJIMYHE JYYIIUX BApUAHTOB JIENACT €ro
HCIIOJIb30BaHUE HEOIPABIAHHBIM);

IDEA ( International Data Encryption Standard )- xots qnuna kitoua (128 OuT) siBisiercs
npuemiiemoir, Microsoft mpoBoaut anajoruum c ainroputMoMm DES: kak wu3BectHo, NSA
II0JI03PEBAJIOCh B CO3HATENIbHOM ocnabineHuu aiaroputma DES, uroObl jerko mpocmarpuBath
3amm@poBaHHBIC COOOIICHUS;

RC2 u RCS5 - npuuunns! HeoBepust Microsoft k atum mudpam te xe, uto k DES u IDEA.
[Tockonpky i1 mudpoBaHUS UCTIONB3YIOTCA "0THOPA30BbIE OJIOKHOTHI", CTA0OBIM MECTOM MOXKET
CTaTh T'€HEpATOp MICEBAOCIYUYalHBIX NTOciIe0BaTeNbHOCTEH. COBPEMEHHOW TEHIEHIIMEN ABIISETCS
WCIOJIb30BaHNE OJIOYHBIX MH(POB B peXUME MOTOYHOrO MmudpoBaHus (HaIpUMep, MOTOYHOE
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mudpoBanue obecneunBaroT pexumbl CBF u OFB nmns amropurma DES wnmm  pexum
rammupoBanus ais anroputma 'OCT 28147-89);

Blowfish u Twofish - kpuntoanropurmsl, pazpaboranusie bprocom IlInaitepom (B.
Schneier), yaoBIeTBOPSAIOT TpEOOBAHUSAM CTOMKOCTH, HO HE SIBJISIOTCS cTaHmaptamu: Twofish,
ABISIOIIMICS Oosee mo3aHel Bepcuert Blowfish, Beimen B ¢puHan konkypca Ha 3ameny DES, Ho
yerynui mudpy Rijndael ;

CAST: HecMOTps Ha TO, YTO ITOPUTM IOKa3an ceOs YCTOWYMBBIM K JIMHEHHOMY U
g depeHIMaTFHOMY KPUITOAHAIN3Y, OH UMEET CIUIIKOM Majylo JUIMHY KJto4a - 64 6ura;

I'OCT 28147-89: Microsoft momo3peBaer croiikuii mudp B Hamuuum '"mazeek" -
"backdoors".

KpunroanropurMsl ¢ OTKPBITEIM KIIFOUOM

B acummeTpuuHoii kpunTorpadun s 3amuppoBaHus U paciin@poBaHUs UCIIOJIb3YIOTCS
paznuuHble  ¢GyHKIMH. CTOMKOCTh AaCHMMMETPUYHBIX KPUOTOITOPUTMOB Oa3upyercss Ha
pa3peimrMOCTH JIeKallMX B KX OCHOBE Maremaruyeckux mnpooOieM. Iloka He HaliaeH
HOJMHOMHAIILHBIN aITOPUTM pPEIIEHUs ATUX POOJIeM, TaHHbIE AITOPUTMBI Oy1yT CTOMKHU. B 3TOM
3aKJII0YAETCs OTJIMYUE CUMMETPUYHOTO M aCUMMETPUYHOTO HMIM(PPOBAHUSA: CTOMKOCTh MEPBOrO
SIBJIIETCSL HENIOCPEACTBEHHOM M HAYYHO JTOKa3yeMOW, CTOMKOCTh BTOPOTO - MPEATOI0KUTEIBHOM.
Kpome Toro, acuMMerpuuHble KpUITOAITOPUTMBI TpeOYIOT ropa3fo 0ojee HHTEHCUBHBIX
BBIYUCIICHUH U TIOTOMY SBIISIOTCS 00Jiee MeJICHHBIMH.

Haubonee u3BecTHble KPUITOCUCTEMBI C OTKPBITHIM KIHOYOM:

Prox3aunas kpunrocuctema ( Knapsack Cryptosystem ) [5.13];

Kpunrocucrema RSA ;

Kpunrocucrema Onp-I"amans - EGCS ( El Gamal Cryptosystem );

Kpunrocucrema, ocHoBaHHasi Ha cBoiicTBax Aumuntudeckux kKpuBbix - ECCS ( Elliptic
Curve Cryptosystems ).

[IpumeHneHue anropuTMoB MKU(POBAHUS C OTKPHITHIM KIIFOUOM MO3BOJISIET:

n30aBUTbCA OT HEOOXOAMMOCTH CEKPETHBIX KaHAJOB CBSI3U JJS NpPEABAPUTEIHLHOIO
oOMeHa KIII0UYaMu;

CBECTHU MpoOsieMy B3JioMa Mmu(pa K pelIeHuto TpyAHOH MaTeMaTu4eckoil 3agauu, T.e., B
KOHEYHOM cueTe, NPHUHLUMINAIBHO NO-APYyroMy MOJONTH K OOOCHOBAHHIO CTOMKOCTHU
KPHUIITOCUCTEMBI;

pematbk cpeAcTBaMM Kpunrorpaduu 3ajadd, OTIMYHBIE OT IIM(POBaHUS, HAIpPUMED,
3aady obecreueHus FOpUANYECKON 3HAUNMOCTH 3JIEKTPOHHBIX IOKYMEHTOB.

Jia pemieHus npoOJeMbl, OMHCAHHONM B IOCIEIHEM MYHKTE, OBbUIM IPEAI0KEHBI
pasiMyHble CXeMbl 3JeKTpoHHO-uMbpoBoi mnomnucu ( OUII ). DOUII no3soxaser
ayreHTH(UIIMPOBATh aBTOpa HH(POpMAIUK, epeaaromneiics B nndppoBom Buje. B onpeneneHHbIX
CUTYyallMsAX (Hampumep, B 3JEKTPOHHOM KOMMEPIMU MPHU OCYIIECTBICHUH CAEIOK MO KYIJie WIn
npogaxe) DI o ropuauueckoii cuie npupaBHUBaeTCs K 00bIuHOM noanucu "ot pyku". Kpome
TOTO, 3JEKTPOHHAs MOJMUCH MO3BOJISIET YOEIUThCA B TOM, YTO MH(pOpMaIMs He OblUla HCKaXeHa
pu nepenaye.

Cxema DI nomxHa onpenensTh TPU CIEAYIOMIUX aIropuTMa:

QJIITOPUTM MOINCH;

JITOPUTM IPOBEPKHU MOIMUCH.

QJITOPUTM I'€HEpALMU KIIIOUEBOM Maphbl JJis MOJANUCHU U €€ IPOBEPKU;

RSA [5.14] - xpunrorpadudeckasi cucTemMa ¢ OTKPBITBIM KIIF0UOM, obecreunBatoiias oda
MeXaHW3Ma 3am|Thl: mmdpoBanue W nuppoByro mnoanuchk. Kpunrtocucrema RSA Opura
pa3pabotana B 1977 rogy u Ha3BaHa B 4ecThb aBTOpoB: Ponanbna PuBecra, Aau Illamupa u
Jleonapna Ayiemana.

[Tpunnun e€ neficTBus B cnenyromeM. bepyTcs 1Ba O0NbIIMX CIy4alHBIX MPOCTHIX YUCIIA

) o =
]' u (f HpI/I6J'II/I3I/ITeJ'IbHO paBHOU PA3psAAHOCTH U BBIYUCISCTCA HUX IPOU3BCIACHHUC n !)I .
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3areM BbIOMpacTCcs uuciao (', B3aMMHO TMPOCTOE C IMPOU3BEIACHUEM \P = l" \q — l}H
d=e Y modp—1)qg—1))

BBIYHCIIIETCS YHUCIIO /", B3aumHo mipoctoe ¢ 11 .

Yucna € u Tl cTaHOBATCS OTKPBITBIM KIIFOYOM, 4rciio | [ . 3aKpbITBIM. UTOOBI CO31aTh
mmdprekcr , ornpaBuTens Bo3Boaut coodmenue /Tl B crenens € mo momymro 1!, rne € u 1!

y R
.¢c=m"(modn)
- IOKa3aTeNy OTKPHITOrO KJIH0Ya MOTyqaTess: .
YroOsl pacumdpoBars noiaydeHHbIH mmdpTexct ', momyyarens Beranciser (B crenenn

i ee— (modn )

Ecnu aGoHeHT A X0YeT MOATBEPIUTH CBOE aBTOPCTBO COOOIIEHHS, OH CHavyasa mudpyer
€ro Ha CBOEM CEKpETHOM KIIfoue, a MIOTOM Ha OTKphITOM Kitoue aboHeHTa b. CooTBeTCTBEHHO,
aboHEeHT b mpuMeHseT K MolyueHHOMY COOOIICHHIO CBOW CEKPETHBIN KJIIOY U OTKPBITHIA KITIOY
aboHeHTa A; ycremHoe pacmuppoBaHUe SBISICTCS TapaHTHEH TOTO, YTO OTIPABUTH COOOIIEHUE
MOT TOJIbKO a0OHEHT A.

Cxema Onp-I'amang [5.15] ocHOBaHa Ha TPYAHOCTH BBIYMCICHUS JUCKPETHBIX
J0rapu(pmMoB B KOHEUHOM I10JI€ B CPABHEHUH C JIETKOCTHIO BO3BEJICHUS B CTETIEHD B TOM K€ CAMOM
noJe.

JIst TeHepanuy maphl KITF0YeH cHavdaia BEIOMpAeTCs MPOCTOE YHCIIO Py JIBa CITy4alHBIX
qucna, Iu ; oba ATM uuclaa JAOJDKHBI OBITh MEHbIIE P 3atem sbrmcnsercs

y = g"(modp)

: )
OTKpBITBIM KJIFOUOM CTAHOBATCS Yy , IuP . n Y , U P mosxno caenatb OOUIMMHU IS
IPYIIBI MOJNB30BAaTENCH. 3aKpBITHIM KI04OM siBisieTcst <[ . Temeps, 9To0bI 3ammppoBaTh

l

coobmienne /11, cHayana BwIOMpaercs ciydaiiHoe -’;\-', sanmuo mpocroe ¢ /) T 1. 3arem

; A'l' - § }1' / - A
seremores. @ = 9 (modp), b = y"m(modp) Mapa G D ssrsercs
MIHPPTEKCTOM, YTO YBEJIMYMBAET HMCXOJIHOE COOOIIeHHWe B JABa pasza. g pacrmdpoBaHus

S .
sermensercy 1 = 0/ a’(modp)

Ha cxeme Dmnb-I'amans 6asupoBanuch crangaptel OLII B Poccun n CILIA, npunsiteie B
1994 rony [5.17, 5.16] u neitictBoBaBuIne BIioTh 10 2001 T.

[Tocnennue MareMaTHYECKHE TOCTHIKEHHUS MTOKA3aJId, YTO TpobieMa JorapupMUpOBaHUS
B KOHEYHBIX MOJISX HE SBISETCS JOCTATOYHO MPOUYHbIM (yHnaMmeHToM. Hanbonee s dexTrBHbIC
Ha CETONHSANIHWKA J€Hb aJTOPUTMBI JTUCKPETHOTO JIOTApU(PMHUPOBAHUS HUMEIOT YXKEe He
9KCIIOHEHIIMANIbHYI0, a CyOIKCIIOHEHIMAIbHYI0 BPEMEHHYIO CII0KHOCTh. JTO alroputMsl "index-
calculus", ucnone3ytromue GakTopHy0 0a3y, K YUCITY KOTOPBIX OTHOCSTCS allTOPUTM AjIeMaHa
[5.18], Heckombko Bepcuit "COS" (anroputma Kommepcemuta-Omnepkko-Ilpenmens) [5.19] u
pemero umcioBoro moins [5.20]. Bemyrcst paGoTsl mo mOBbIMIEHHIO 3()()EKTUBHOCTH 3THUX
anropuTMoB. Tak, MeToj, omucaHHbI B [5.21], HampaBieH Ha ToBbIMIeHHE 3(H()EKTUBHOCTH
pelIeHUs JTMHEHHBIX YpaBHEHUH B KOJbIAX BBIYETOB, MOCKOJBKY BCE CYyOIKCIIOHEHIMAILHBIC
METO/Ibl TUCKPETHOTO JIOrapu(MUPOBAHUS CBOASATCS K 3TOM 3a/1ay4e.

Psn ycnemnbix aTtak, ONMMCaHHBIX, Hampumep, B [5.23], HA cuUCTEMbl, OCHOBaHHBIC Ha
CJIOKHOCTH JIUCKPETHOTrO JorapuMHUpOBaHMsI B KOHEUHBIX IOJIAX, MpUBEN K Tomy, B 2001 r.
Poccum m CIHA Obpum mpuHATHEI HOBBIE cTaHmaptel Ha OLII [5.22, 5.24]. Ilpomecch
(dhopmupoBanus U npoBepku ekTpoHHoi DL cymiecTBeHHO HE U3MEHWIINUCH, OJJHAKO BMECTO
GF(2") GF(p)
3JIEMEHTOB KOHEYHOTO TOJIs S 70)1 ) oHK  omepHupyOT AIITUNTHYECKUMHU
YUCJIaMU, T.€. PEIICHUSIMU YPABHEHHS JIUTUNTHYECKUX KPUBBIX HAJl YKa3aHHBIMH KOHEYHBIMU
MOJISIMH,  POJIb OTIEpalliy BO3BEACHUS B CTETIEHb B KOHEUHOM I10JI€ BHITIOIHSIET OTEepaIis B3ATUS
KpaTHOW TOYKHM AJIUMNTHYEcKOM KpuBoil. Ecim ctapelil poccuiickuil crangapt DI onepupyer
1024-6uTOBBIMU OJIOKAMH, TO HOBBIA - 256-OMTOBBIMH, HO TPH ATOM o0OJamaer OoJbIIei
CTOMKOCTBI0. Ba)XHO OTMETHUTBh, YTO CIEUUANbHBIA BHIOOp THIA DJUIMITHYECKOW KPUBOU
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IIO3BOJIIET HE TOJILKO BO MHOT'O pa3 yCJIOKHUTH 3ajauy B3aoMa cxembl OLIII, Ho u ymeHbIINnTh
pabounii pazmep 6JI0KOB JaHHBIX. KpUnTocucTeMbl Ha OCHOBE JUITUNITUYECKOW KPUBOH MOTYUJalOT
Bce OoJblliee paclpoCTpaHEHHE CKOpee Kak ajJbTepHATHBA, a HE 3aMEHA CUCTEeMaM Ha OCHOBE
RSA. Onu umeroT HeKOTOpbIe MPEUMYIIECTBA, OCOOCHHO MPHU MCIIOIB30BAHUM B YCTPOUCTBAX C
MaJIOMOIIIHBIMU TpOIlecCOpaMH /WM MaleHbKO# mamsThio. Tak, cormacHo cranmapty CIHA
[5.24] na BRIpaboTKy M Bepudukanuo nudposoi noamucu DSS ( Digital Signature Standard ),
OUIT moxet BbIpabaTbiBaThbcs MO OgHOMY M3 Tpex aiaroputmoB: DSA ( Digital Signature
Algorithm ), ocHoBaHHOMY Ha mpo0iieMe JUCKPETHOro Jjorapupma B KoHeyHoM mose, ANSI
X9.31 (RSA DSA) [5.26] nnu ANSI X9.63 [5.25] ( EC DSA - anroput™m BeIpaOOTKH TOITUCH,
OCHOBaHHBIN Ha MMpoOsieMe AUCKPETHOrO jJoraprdma B rpyIne TOUeK IUIMITHYECKONH KpUBOK HaJl
KOHEYHBIM I10JIEM).

Iudposanue Ha iathopme Windows

udposanue - 310 popma kpunrtorpaduu, NpeaHA3HAYCHHAs IS MpeoOpa3oBaHUs
OTKPBITOI'O TEKCTa C IMOMOIIBI0O HEKOTOPOTO aJropUTMa TakKuM 00pa3oM, YTOOBI pe3yJbTaT ObLI
OeccMmbIcIMLIeH Ui JIUIa, HE 00JIaZalolIero HEKOTOPhIM CEKPETOM JJIsl PACKPBITUS MCXOAHBIX
nanubiX. [lludpoBanue 1eKUT B OCHOBE TaKMX Mep O€30MacHOCTH, KaK HU(poBas MOMAIMHKCH,
dpoBoit cepTudukar, UHGPacTPyKTypa OTKPBITHIX Kintouel u ip. IlepeuncienHble TEXHOIOTUN
MO3BOJIAIOT  TIOBBICUTH  O€30MACHOCTH  ONEpaluii, BBIMNOJHIEMBIX C  HCIOJb30BaHUEM
BBIYUCIUTENbHON TeXHUKH. J{71s1 3amudpoBanus 1 pacuupoBanus HHPOPMALIUU HCTIOIb3YIOTCS
kitoun. Kooy - 9T0 mepeMeHHas, JJInHa KOTOpoi u3mepsieTcs: B Outax. Uem OOJbIe TBOMIHBIX
pa3psAI0B B UCMOJIB3YEMOM KJIHOUE, TEM CIIOJKHEE B 0011eM citydae OyaeT B3iaoMaTh mudp.

Ha nmnatpopmax Windows XP u Windows Server 2003 komnanus Microsoft pekomeHnayer
UCIIOJIb30BaTh CIEAYyIOIUe KpUnTorpaduiyeckue anropurmsl [5.11]:

AES-128 (unu AES-192, unu AES-256 );

RSA 2048 (unm ¢ emie 6onee ATUHHBIM KIFOUOM);

SHA-2 (t.e. SHA-256 nnu SHA-512);

DSA (wnmu SHA-2 /RSA).

Kpunrorpadgus Windows Vista (u Longhorn Server ) cooTBeTCTByeT peKOMEHIAIUSIM
ArenrcrBa HanmonaneHoil bezonacnoctn CIIA m HanuoHanpHOro MHCTUTYTa CTaHAApPTOB U
texHonorun ( NIST ) mo peamusanuu mnporokosnioB "Suite B" [5.12] m npemycmaTtpuBaer
UCIIOJIb30BAaHUE ACUMMETPUYHBIX KPHUITOAITOPUTMOB HAa OCHOBE JJUIMNTHYECKHX KPUBBIX.
Anroputmsl "Suite B" BkirodaroT:

AES (mm¢posanue);

EC-DSA (anexTpoHHO-IM(POBast OIHCH);

EC-DH nnu EC-MQV (06MeH cekpeTHBIMU KITI0YaMH );

SHA-2 (xemupoBaHHe).

Hanee Mbl Oojee MOAPOOHO PacCMOTPUM aJITrOPUTMbI IUGPPOBaHUS (C CEKPETHBIM U
OTKPBITBIM KJIFOUOM) M aJITOPUTMBI XEIIUPOBAHMS, a TAKKe MPUBEIEeM pexoMeHaannu Microsoft
OTHOCHTEJIBHO UX MMPUMEHEHHUS.

Kpatkue nroru

PaccMoTpeHbl OCHOBHBIE MOHATHS M OIIpeesieHus u3 obaactu kpuntorpaduu. Onucassl
CXeMBI Pa0OTBl CHMMETPHUYHBIX W AaCHMMETPUYHBIX IHUGPOB. YKa3aHbl CTaHIAPTHI,
pernaMeHTHpymoume ucnonb3oBanue kpunrorpagpuun B Poccum u CIIIA. IlpexacraBiensl
pexomenaanuu Microsoft mo npuMeHeHHI0 KpUNTorpadhuuecKux alropuTMOB.

OO6opynoBaHue U MaTepuaJbl

Anpt Pabouas cranmms 10

Anpt Pabouas cranmms K

Anwt «CepBep»

[Taket oducHBIX mporpamm - P7-Oduc

ES RSN | NS
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Yka3anus nmo TeXxHuke 0e30ImacHOCTH

[lepen wnawamom paboOTHl ClleAyeT YOEIUThCS B HCIPABHOCTH AJIEKTPOIPOBOJKH,
BBIKJIFOYATEJIeH, TENCeIbHBIX PO3ETOK, NMPH MOMOIIM KOTOPBIX 000pYyIOBaHHE BKIIOYACTCS B
CeTh, HAIMYUHU 3a3€MJICHUS KOMITBIOTEPA, €r0 pab0TOCTIOCOOHOCTH.

JUisi CHMKEHHS WU TPeNOTBpAIlleHUs] BIMSHMUA OINACHBIX M BPEAHBIX (PAKTOPOB
HEOOX0MMO COONIOIaTh CaHWUTApHBIE TpaBWIA M HOPMBI, TUTHEHUYECKHE TpeOOBaHHS K
HePCOHATBHBIM JIEKTPOHHO-BBIYUCIUTEEHBIM MAITHHAM.

Bo wu3bexaHwe TMOBpEXICHUS W3OJSIMH TPOBOJAOB W BO3HUKHOBEHHUS KOPOTKHX
3aMbIKaHUW HE pa3pelaeTcs: BellaTh YTO-TU00 Ha MPOBOJA, 3aKPALIMBATh U OEIUTH LIHYPbI U
MPOBOJIA, 3aKJIAABIBATh MPOBOJA M IIHYPHI 332 Ta30BbIe M BOIOMPOBOIHBIE TPYOHBI, 32 Oartapew
OTONMTENBHOM CHUCTEMBI, BBIICPIUBATH IITENCENbHYIO BHJKY M3 PO3ETKH 3a IIHYp, YCUIHE
JIOJKHO OBITH MPHIIOKEHO K KOPITYCY BHIIKH.

JUIsl MCKITIOUEHUS MOPaKEHUS AJIEKTPUUYECKUM TOKOM 3allpeliaeTcsi: 4yacTo BKIHOYATh U
BBIKJIIOYATh KOMITBIOTEp 0e3 HeoOXOAMMOCTH, MPUKACATHCS K AKpPaHy M K THUIHOW CTOpPOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh HAa CPEACTBAX BBIYMCIMTEIBHON TEXHMKH U HepudepuitHoM
00OpYJIOBaHUM MOKPBIMH pyKaMH, padoTaTh Ha CPEICTBAX BBIYUCIUTEIBHONW TEXHHKH U
nepudepuitHoM 00OpYJIOBAHUHU, HMMEIONIMX HAPYLIEHUs LEJIOCTHOCTU KOpIyca, HapyLICHUs
W30JSIIIUM  MPOBOJIOB, HEUCIPABHYIO WHAMKANWIO BKIIOYCHUS NHUTAaHUS, C MPHU3HAKAMHA
JIEKTPUUYECKOT0 HANPSHKEHUS Ha KOpIyce, KIAacTh Ha CPEICTBA BBIYMCIUTEIBHONM TEXHUKH U
nepudepuitHoM 060pyJ0BAHUN TOCTOPOHHHUE MPEAMETHI.

3ampemiaercs  MOJ  HampsDKEHUWEM  OYMIaTh  OT  NBUIM M 3arps3HEeHus
3JIEKTPOOOOPYAOBaHHE.

Bo n3bexxanue nopaxeHus JIEKTPUUECKUM TOKOM, IIPU MOJIb30BAHUH AJIEKTPOIpUOOpaMu
Helb3sl KacaTbCsi OJHOBPEMEHHO KakKuX-TMOO TpyOOIpoBOAOB, Oarapell  OTOIUIEHUS,
METAJUINYECKUX KOHCTPYKIMH, COEAMHEHHBIX C 3eMJICH.

[Tocne oxoHuaHWsT pabOTHI HEOOXOMUMO OOECTOYHMTH BCE CPEACTBA BBIYUCIUTEIHLHOU
TEXHUKH U nepudepuitHoe obopyroBaHue. B ciydae HempepbIBHOIO ydeOHOro Iporecca
HEOOXOJMMO OCTaBUTh BKJIFOUEHHBIMH TOJIBKO HE00X01uMO€e 000pyA0BaHNUE.

3aganus npakTu4yeckoi padorsi 4

1. M3yunTts npeangaraeMblii TEOpETUYECKUI MaTepHall.

2. CocTaBuTh Ou3Hec-1IaH BHEJIPEHUS WHCTPYMEHTOB MIEPCOHAIBHON
Kknbepbe3onacHOCTH. PaccMOTpeTh 3aliuTy BeeX ammapaTHBIX CPEICTB U CPEACTB CBSA3H, B TOM
YHClie IEPCOHAIBHOIO KOMIIBIOTEPA, HOYTOYKa, CMapTQOHa U yCTPOUCTB MOAKIIOUEHHUS K CETU
Hurepner.

3. Paccuntath MUHUMQJIbHYIO, CpPEOHIOI0 ¥ MAaKCUMAJIbHYIO CMETY BHEApPEHUs
UHCTPYMEHTOB IepcoHalIbHOW KubepOezonmacHoctu st Bamero moma. OGocHOBaTh BbIOOp
BapHaHTa.

4. OdopmMuTh OTUET MO MpakTUYeckod padore. IIpeacTaBUTH OTYET MO MPAKTHUYECKOU
paboTe 1S 3aUTUTHI.

BapuaHTbl HHAUBUAYAJIBHBIX 321aHUH

B cooTBeTcTBHE C IMOJIYUYCHHBIM 3aIaHUCM C(bOpMI/IpOBaTI) pEeIICHUC U JaTh €ro OIMcCaHue
CO CKpUHIODOTAaMHM BBINMOJHCHHBIX ﬂeﬁCTBHﬁ.

INe OODBEKT 3alIUTHI O061aCcThb 3aIUTEI
1 CTyneHT yHUBEpCUTETA HoyTtOyk, cmaptdoH, cpencTnal
CBSI3U
2 IT-cnemuanmucr Ha  ynaneHHoM[IIepcoHanbHBII KOMIIBIOTED,
ocTyIie HOYTOyK, cMapT(oH, CpeacTna
CBSA3U
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3 Mopepatop  uH(popMarroHHOrollepcoHanbHbIN KOMIIBIOTED,

pecypca HOYTOyK, cMapTdoH, cpeacTna
CBSI3U

4 Crnuy-paiitep HoytOyk, cmaptdoH, cpenacTsa
CBSI3U

S biorep HoytOyk, cmaptdoH, cpenacTsa
CBSI3U

6 [ xonpHUK HoytOyk, cmaptdoH, cpencrsa
CBSI3U

7 Menemxep cpenHero 3BeHa HallepcoHanbHBIN KOMIIBIOTED,

YAQJICHHOM JIOCTYIIE HOYTOyK, cMapT(oH, CpeacTBa
CBSI3U

3 CrnenuayiucT 1Mo aHanu3y AaHHBIX|IepcoHaNbHBIN KOMITBIOTED,

Ha yJaJICHHOM JIOCTYyIIE HOYTOYK, CMapTQOH, CpeICcTBa
CBSI3U

0 PazpaboTumnk CalToOB HallepcoHanbHBbII KOMIIBIOTED,

YAQJICHHOM JIOCTYTIC HOYTOyK, cMapT(oH, CpeacTBa
CBSI3U

10  [Iporpammuct Ha  yaaneHHoM|IIepcoHanbHBIN KOMIIBIOTED,

nocryte HOYTOYK, CMapTQOH, CpeICTBa
CBSI3U

Conep:xxaHnue oT4yeTa

1o BeImoOHEHHOM paboTe cocTaBsieTcs oT4eT. OTUET BBIMOJIHAETCS B AJIEKTPOHHOM BUJIE.
[To BBIMTOJIHEHHOMY OTUYETY MPOBOAMTCS 3AIIUTA MPAKTHYECKON paOOTHI.

OTyer NO NpPaKTHUECKOH paboTe MOKEH COCTOSTh W3 CIEAYIOUIMX CTPYKTYpPHBIX
3JIEMEHTOB:

- TUTYJIbHBIH JIUCT;

- BBOJIHAs 4acTh;

- OCHOBHAas 4acTh (omucaHue padoThl);

- 3aKJIIOUYE€HHE (BBIBOJIBI).

BBoaHas yacTh oTueTa 10JIKHA BKIHOYATh MyHKTHI:

- YCIIOBHE 3aJ]a4H;

- TIOPSIIOK BBIMIOJTHEHHUS.

- MPOTPaMMHO-aMIMapaTHbIE CPEJICTBA, HCIIOIH3yEeMbIE TIPU BHITIOTHEHHH PAOOTHI.

3amuTa oTYeTa MO MPAKTHUEeCKON padoTe 3aKiIovaeTcs B MPeAbsIBICHUN MTPETOAaBaTEINI0
MOJTyYEHHBIX PE3yJIbTaTOB B BHJIE (aiiyia ¥ JEeMOHCTPAIMY TTOTYyYE€HHBIX HABBIKOB MPU OTBETaX Ha
BOMPOCHI IIpernoaaBaTes.

KoHnTpoJsbHBIE BOPOCHI

1. O030p aHTHBUPYCHBIX CPEJICTB 3AIUTHI MPU OPTaHMU3AIMU CHCTEMBbI TEPCOHATBLHOMN
K1OepOe30MmacHOCTH.

2. AHTUBHpYCHAas 3alUTa MEPCOHATIbHBIX KOMIBIOTEPOB M MOOMIIBHBIX YCTPOMCTB.

3. bpanamayapsl.

4. KOMIIOHEHTHI anmapaTHbIX CPEACTB 3aIUTHl HHOOPMALIUH.

Cnucok JuTepaTypbl, peKOMEeHAyeMblil K UCII0JIb30BAHUIO 110 JTAHHOH TeMe

IlepeyeHb OCHOBHOM JIUTEPATYPbI

1. [Terpenko B.M. 3ammra mnepcOHAIBHBIX J@HHBIX B HWH()OPMAIMOHHBIX CHUCTEMaxX
[DnexTponHsIil pecypc]: yuebnoe nmocodue / B.W. IlerpeHko. — DIEKTPOH. TEKCTOBBIE JaHHEIE.
— CraBpomnois: CeBepo-KaBkasckuit ¢peaepanbubiii yausepeurert, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctyna: http://www.iprbookshop.ru/66023.html.
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2. MakapoB A.M. Opranuzanus 3allidThl NEPCOHAIBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypc] : mabopatopusiii npaktukym / A.M. Makapos, 1.B. Kanu6epna, K.O. bongaperko. —
OneKTpoH. TekcToBble JaHHble. — CraBpononb: CeBepo-KaBkasckuii — (enepaibHbIi
yHusepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum = gocryma:
http://www.iprbookshop.ru/62971.html

IlepeyeHb 1OMOTHUTENbHOM JIUTEPATYPHI:

1. Ckpunnuk J[.A. Obecrieuenne 06€30MaCHOCTH MEPCOHATIBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypc] / A.A. CkpunmHuK. — DJIEKTPOH. TEKCTOBbIE NaHHbIe. — M. : IHTEepHET-Y HUBEPCUTET
Nudopmannonnsix Texuonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum poctyma:
http://www.iprbookshop.ru/52153.html.

2. CasenbeB AWM. HayuHo-IipakTH4eCKHil TOCTaTENHBI KOMMEHTapuil kK PenepaibHOMY
3aKkoHy «O TIEpPCOHANBHBIX TAaHHBIX» [DnexkTpoHHbd pecypc] / A.M. CaBenbeB. — DIEKTPOH.
TekcToBble naHHble. — M.: CratyT, 2017. — 320 c¢. — 978-5-8354-1365-2. — Pexum gocrymna:
http://www.iprbookshop.ru/65895.html.

IIpakTnyeckas padora S. [lepconasibHass KuOep0Oe30NMACHOCTH B HHTEPHET-
OaHKHMHIe

Henabr paGoTbl: M3yuyeHHWE OCHOBHBIX IMOHSATHI NEPCOHAIbHON KHOEepOe30macHOCTH B
UHTEPHET-OaHKUHTE.

TeopeTnyeckas 4acTb

WNuTepHer-6aHK — 3TO CHUCTEMa YAAJEHHOTO JIOCTyNa K YMPAaBICHUIO CBOMMH CUYETAMH
yepe3 HHTepHeT Ha caifte OaHka. DTO BHUpPTyajdbHOEe oOImeHHWe ¢ OaHKOM, 4Yepe3 CalT B
UHTEPAKTUBHOM pekume. s paboThl B HEl HE0OX0AMMO HOJKIIOUEHHE ITOM yCIIyru B oduce
OaHka win 1o TeiaepoHy M HaluWyhe KomIbloTepa ¢ BeixonoMm B Mutepner. Iloaxntouenue u
0o0CTy)KUBAaHUE B OSTUX CHUCTeMaX, Kak NpaBuio, OecraTHoe. KJIHMEHT ormiauMBaeT TOJBKO
CTaH/apTHbIE OAHKOBCKUE KOMHUCCHU 32 IPOBEJICHUE MIATEKEH.

B BuptyanbHOM oduce 6aHKa MOXHO COBEpIIATh pa3HOOOpa3HbIe ONEpaly — CIHCOK
yCIIyT MPAaKTUYECKU TOT K€, YTO U B JIIOOOM peabHOM OTAeNIeHUHU. VICKIII0UeHHsI COCTaBIsIOT
JUIIb ONepalliy ¢ HAJTUYHBIMU U ONIEPALINH, CBSI3aHHBIE C IPOBEPKON JOKYMEHTOB.

B nenoM nmoio6HbIe CHCTEMBI MOTYT TIO3BOJISATH:

MPOBEPUTH COCTOSHUE CYETa M TOJYYUTh BBHIMHCKY 3a JIO0O0M MpPOMEXYTOK BpPEMEHH,
JIeJ1aTh NEPEBO/Ibl HA CUeTa IOPUINYECKUX U (PU3HUECKUX JIUIL;

MEePEBOANTh JI€HbIM MEXAY CBOMMHU CUETaMH, a TAK)KE OCYILIECTBIATH MEPEBOJ MEKIY
CcYeTaMu B Pa3HOM BAIIOTE B PEKUME OHJIANH;

MIPOM3BOJUTH OIUIATy KpeauTa (OCYyIIeCTBUB MEPEBOJ C TEKYIIETO cueTa), MOCMOTPETh
CIIMCOK ONepanui o KpeAuTHON KapTe U Jp.

EcTp Takxke psl creuuanbHbIX YCIYr — HalpuMep, CPOUHbIM aeno3ut. KnueHt umeer
BO3MOXXHOCTbh B PEXXHMME OHJIaiH BBIOpATh BUJ U CyMMY, BaJIOTy JIENIO3UTA, a TAKXKE CUET AJIs
3auncieHus nporeHToB. [locae 3Toro cpouHbIil 1eNO3UT OYAET OTKPHIT, IPUUEM MOIH30BATEIIO
Jla)kKe He TIOHAaJJOOUTCS €XaTh B OTJEJICHNE OaHKa.

C momo11p10 HHTEpHET-0aHKOB MOKHO OIUIATUTH:

KOMMYHaJIbHBIE TUIATEXKU;

YCIIyTH OTEepaTOPOB CBsI3U (MOOMIBbHBIN TenedoH, CTallHOHAPHAS CBSI3b);

WHTepHeT U KOMMEpPUYECKOE TEIEBUACHUE;

CTPaXOBbIE B3HOCHI;

HaJIOT'H;

mrpadsl 3a Hapymenue [1J1/], rocionumuzet u ap.

g ynoOcTBa MCIONBb30BaHUS M OOECIEUEHUs] ONEPaTUBHOIO JIOCTyIA K PETYJISIPHBIM
iatexxaM BO3MOXKHO CO3/aHHMe IMAOJMOHOB [UIsl JTUX IUIaTexedl wiu mnepeBonoB. Jlis
MeKOaHKOBCKHMX TI€PEBOJIOB ynoOHa Takas mojckaszka: mocine BBoga BUK (GankoBckoro
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WICHTU(QHUKAIIMOHHOTO KojAa) OaHKa — TMOJydaress IUlaTeXka BCE OCTalbHbIE €ro JaHHbIe
3aMoHSIOTCS aBTOMAaTHYeCKu. B HEKOTOpBIX CHUCTEeMaX MOXHO HACTPOUTh aBTOMAaTHYECKOE
NPOBE/ICHUE PETyJSpPHBIX IUIATe)KEH WM OTJIOKEHHBIM IIATeX, HampUMep 10 MOCTYIUICHHUS
cpelacTB Ha cueT. Eciam Bbl JOomycTWiM OIIMOKY B PEKBU3WUTAX, BBOJAS JaHHbIE IIATEXa, TO
UCTIPaBUTh OLIMOKY M HANPaBUTh 3aBUCIIUE JEHBIU 10 BEPHOMY ITyTH MOXKHO, TOJIBKO ITOCETUB
OaHK.

Bce cucrtembl nHTepHET-0aHKMHra pabOTAIOT MO OJMHAKOBOMY HpuHIHMIY. C KIMEHTOM
3aKJII0YAeTCsl I0TOBOP, MOCJIE YEero €My AAl0T JOTMH U Mapojib, C TMOMOIIBIO KOTOPBIX MOXHO
BOWTH Ha caiiTe 6aHKa B CBOM JMYHBIN KaOuHeT. TaMm 3amonHstoTcs mapamerpsl miarexa (OHO,
HOMEp J0roBopa Ha OOCHyKHMBaHHE, KOJI KOMMYHAaJIbHOIO IUIaTeXa W T. I.) U yKa3blBaeTcs
Tpebyemas cymma. Hukakux crnenuaabHbIX HaBBIKOB HE HYKHO.

Camble oueBUIHBIE IPEUMYIIECTBA — HHTEPHET-OAHKUHT MO3BOJISIET YIPABIATh CBOUMU
cyeTamMH U3 Jr000ro Mecta KpyriocyrouHo. Kpome sroro, 60nbmMHCTBO onepaiuii B IHTepHeTe
OCYIIECTBJISIETCS MTHOBEHHO, 1 KOMHCCHH 110 MHOTUM OIE€palisiM B HHTEPHET-0aHKE HUXKE, UeEM
IpY BU3UTE B OT/IeJIEHUE OaHKa.

bezonacHocTh

DKcIepThl yTBEPXKAAIOT, UTO B HACTOSAIIEE BPeMsl KIIMEHThl MHTEPHET-OaHKUHTa PUCKYIOT
He OoJiblIe BIAJENbLEB KapTOUeK, MOIb3YIOIMUXCs OaHKoMaTaMu Wiau TepMuHanamu. [Ipexne
4eM IOJIyYUTh AOCTYI K CHUCTEME, JII000H KIUEHT NMPOXOAUT UACHTU(DUKALUIO (aBTOPHU3ALINIO) U
ayTeHTu(uKauuioo. bezonacHOCTh 1oCTUraeTCsl, Kak IPaBUII0, C TOMOIIbIO [TAPOJIsi, KOHTPOJIBHOTO
BOIIPOCA, DJEKTPOHHON MOANUCH (aHAJIOr OOBIYHOM, MPEACTaBIseT COOON M3BECTHBIM TOJIBKO
nojp3oBarento Habop 1udp). CylecTBYIOT TakKe IMEepeMEHHble KOAbl U KapThl JOCTYIA,
CTPaxyHoIlKe KOMIBIOTEPHI KJIMEHTOB OT BUPYCOB.

baHku HacTOATENbHO PEKOMEHIYIOT KJIMEHTaM IpPOCMaTpUBaTh Cue€Ta U COBEpLIATh
olepauuu TOJIBKO C JIMYHOTO KOMIIBIOTEPA, MOCKOJIBKY INPHU BbIXOJAE B MHTEpHET C uyXOro
KOMIIBIOTEpA BO3PACTAIOT PUCKH YTPaThl KOH(UIEHIIMAIbHON HHPOpMAaIIUH.

Ha cerognsmnunii 1eHb camasi pacpOCTpPaHEHHAsl MOILIEHHUYECKas: CXeMa, IIPUHOCSIIAs
rpomMajiHble YOBITKM 0aHKaMm — 3T0 (GUIIMHT. DUIIepsl Je1al0T MACCOBYIO PACcChUIKY SIKOOBI OT
CI1y>k0bI 0€30MacHOCTH 0aHKOB, B KOTOPBIX COAEPIKUTCS MPOChOA MPOUTH aBTOPU3AIUIO HA CalTe.
WHuTepHeT-pecypc, Ha KOTOPBII BEJET CChUIKA, B TOUHOCTH KOIIMPYET IHU3aiiH caifTa 0aHKa, a aapec
caifta oTnuyaercss OoT opuruHaiza Ha 1-2 cumBona. Takum oOpazoMm, KOoH(UIEHUIMANTbHAs
UHpOpPMALUs TOMaAaeT K 3JIOYMBIIUIEHHUKAM, a CpeICcTBa Mcue3aloT co cueroB. I[loka yto
BO3MeEILEHHE YOBITKOB OT AEATEIbHOCTH (PUILEPOB JICKUT Ha OaHKaXx.

MoOuIBHBINA OAHKUHT

MoOWIBHBIH OaHKUHT — YIpaBlieHHEe OAaHKOBCKHUM CUETOM C IMOMOIIbIO IUIAHIIETHOTO
KOMITbIOTEpa, cMapTdoHa Win oO0bYHOTO TenedoHa. Kak mpaBwio, ans 3Toro Ha MOOHIBHOE
YCTPOHCTBO HEOOXOIUMO 3arpy3HTh CHelHaibHOe MOOUIBHOE MPUIIOKEHHE.

B OonbuimHCTBE cilydaeB AJi COBEpILEHUSI OAHKOBCKUX olepanuil Tpedyercs IOoCTyn B
WntepHer. Pexe TpaH3akiMM OCYLIECTBISAIOTCS ¢ momouibto otnpaBku CMC-cooOeHuil.
MOHO OTMETHTH, YTO paHee, 10 TOTr0 Kak CMapT(OHBI MOTYUIN IIHPOKOE PAaCIPOCTPaHEHUE,
umMeHHO CMC-0aHKHUHT cUUTaNICS MOOUIBEHBIM OaHKUHTOM.

B HacTosiee BpeMs NPUIIOKEHUS A MOOWJIBHOTO OaHKMHTa — 3TO NMPHIOKEHUS IS
MHTEPHET-0aHKMHIA C ype3aHHbIM (PYHKIMOHAJIOM, aJlalTUPOBAHHBIE MOJ HEOOJbIINE 3KPaHbI
cMapT(OHOB U IO/ ONEPALMOHHBIE CHCTEMBI, YCTaHABIMBAEMbIe B MOOMIIBHBIX yCTpoiicTBax. B
OynymeM MOOWIbHBIA OaHKUHI oOemiaer ObITh, HAMPOTUB, Ooiee (PYHKIMOHAIBHBIM, YeM
OOBIYHBIN MHTEPHET-OAHKUHT, MOCKOJIBKY MOOMIIBHBIE YCTPOMCTBA MO3BOJISIOT C YI0OCTBOM ISt
KJIMEHTA UCIOJIb30BAaTh TEXHOJIOIMH T0JIOCOBOM UAEHTU(PHUKALIMY, CO3aBaTh IIA0JOHBI IIaTeXKen
C TIOMOUIBIO BCTPOSHHOH B TelIe(OH KaMepsl U T. JI.

OnHy U3 caMbIX NPOJBUHYTHIX CUCTEM MOOMIIbHOTO OaHKUHra pa3padarsiBaeT COepOaHk
Poccun, KoTOpBIi 3asBUI O TOM, YTO TOTOBUT HpuiIokeHus it 30 ThiC. MOOMIIBHBIX YCTPOWCTB
C YYEeTOM BCEX TEXHOJIOTMYECKUX OCOOEHHOCTEH TeneOoHOB M CMapTGOHOB — HaIUYUsA
(YHKIIMOHATBHBIX KHOTIOK, pa3Mepa dKpaHa  T. JI.
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Ha cerognamuuii 1eHb OaHKM BBIMYCKAIOT NMPHIOKEHHUS Ui MOOMIBHOIO OaHKWHTA,
OpUEHTHPOBAaHHBIE HA MOOWIIbHBIE YCTPOWCTBA, paboTaromIye Mo/ yIpaBIeHHUEM ONepallMOHHBIX
cuctem 10S u AHIpOU.

Mepsb! 6€30MacHOCTH MPU UCIIOJIB30BAHUK MOOUIIBHOTO OaHKa:

IIpu morepe MoOmnbHOro Tenedpona Bam cienyer cpouyHO OOpaTUTBCS K OHEpaTopy
coToBOM cBs3u A OnokupoBku SIM-kaptel u B Konrtaktubiii LlenTp banka nnst Gi10kupoBKu
ycinyrd « MOOMITBHBIN OaHK.

[Ipu cmene Homepa TenedoHa, HA KOTOPBIA MOAKIIOYEHA yciayra «MoOWIbHBIN OaHK,
BaM HeoOXoaMMoO OTKIIOYHMTH yciyry «MoOWIBHBIA OaHK» OT cTaporo Homepa TenedoHa H
MOJIKJIIOUUTH YCIIyTY Ha HOBBIN HOMep. [loMHUTE, 4TO OnepaTopbl COTOBOM CBSI3U MOT'YT IlepeiaTh
HOMep Tesie(hoHa APYroMy aOOHEHTY, €CIM OH OyJIeT HEaKTUBHBIM JUTUTEIbHOE BPEMS.

BynbTe BHMMaTEIbHBI — HE OCTaBIsNTE CBOM TenedoH 0e3 MpUCMOTpa, YTOObI UCKIIOUYHUTh
HECAHKLIIMOHUPOBAHHOE HCIOJb30BAHUE MOOMIBHBIX OAaHKOBCKMX YCIYyr. YCTaHOBUTE Ha
TeneQoHe Mapoib, JaHHAs BO3MOXXHOCTh JOCTYNMHA JUIsl JIIOOBIX COBPEMEHHBIX MOJeei
TeneoHoB/cMapT(OHOB.

He mnonxmouaiite k ycnyre «MoOuinbHbI OaHk» TenedoHbl, KOTOpPbIE BaM HE
NPUHAAJIEKAT, IO MPOCKOE TPETHUX JIMII, JaKe €CIM K BaM 0OpaTUIIMCh OT UMEHH COTPYAHUKOB
OaHKa.

IIpu ycranoBke Ha TenedOH JOMOJHHUTEIBHBIX MPOrpaMM oOpaliaiTe BHUMaHHUE Ha
MOJIHOMOYHMSI, KOTOpble HeoOXxoaumbl mporpamme. Ecinum mporpamme TpeOyroTcsi H3JIHILHUE
HOJHOMOYHS 3TO IMOBOJ| NMPOSBUTH HACTOPOKEHHOCTHh (AOCTYH M oTmpaBka SMS, noctym K
Wurtepuer u ap.).

Ycranoure Ha Tenedon antuBupycHoe IO u cBoeBpemeHHO ero oOHoBisiTe. s
maThopMbl AHIpOU pexkoMeHayeMm OecriiaTHbeie npuioxkenuss DrWeb for Anapoun Light u
Kaspersky Internet Security for Anapouns (noctynHo amns 3arpysku u3 Google Play).

[Ipu BHe3anHOM npekpaieHnH paboTsl SIM-kapThl HEOOX0MMO 0OPATUTHCS K ONIEPaTOpy
COTOBOM CBSI3W 3a YTOYHEHMEM IIPUYMH — B OTHOLIEHWU BAac BO3MOXKHO IIPOBEJICHUE
MOIIEHHUYECKUX JEUCTBUN TPETHUMHU JIMIIAMH.

He B3namsbiBaiite Tenedon (Hampumep, depe3 Jailbreaking), Tak kak 3TO OTKIIHOYaeT
3alllMTHBIE MEXaHU3MBI, 3aJI0)KEHHbIE TIpou3BoAuTENEM. B pe3ynbraTe Baml TenedoH CTAHOBUTCS
YSI3BUMBIM K 3apakeHHI0 BUpYCHBIM [10.

He mepexogure mo cChIKaM W HE YCTaHABIMBAWTE TPHIIOKEHUS/OOHOBICHUS
6e30macHOCTH, NpulIemue no SMS/31eKTpoHHON oYTe, B TOM YHUCIIe OT UIMEHHU OaHKa.

OTximrouaiiTe B HacTpoiikax Bamiero iPhone BO3MOXHOCTBH HCIIONB30BaTh T'OJIOCOBOE
ynpasieHue Siri Ha 3a0JI0KHPOBAaHHOM 3KpaHe.

[Ipu nono3pennu, 4To OT BallIEro UMEHU OCYIIECTBISAIOTCA HECAHKIIMOHUPOBAaHHBIE BAMU
orepanuy, 6aHK MO CBOEH MHUIMATHBE MOXKET BPEMEHHO 3a0JI0KUpOBaTh yciayry « MoOMIbHBIN
banky». [Ins Bo300HOBIEHUS MOTpeOyeTCsl CBA3AThCSA C OAHKOM U MOATBEPIUTH JETUTUMHOCTD
HOJKJIIOUEHUS U C/IETaHHBIX ONEepaIHii.

Oo6opynoBaHue U MaTepHabl

Anpt Pabouas crannusa 10

Anpt Pabouas cranmums K

AnwT «CepBep»

[Taket oducHBIX mporpamm - P7-Oduc

AN =

Yka3zaHus 0 TeXHHKe 0€30MaCHOCTH

Ilepen nHawanom pabGoTBl crieayeT YOEAUTbCS B HCIHPABHOCTH AJIEKTPONPOBOJIKH,
BBIKJTFOYATENICH, MITETICEIBHBIX PO3ETOK, MPHU MOMOIIM KOTOPHIX 00OPYIOBAaHUE BKITFOYACTCS B
CETh, HAJIMUUU 3a3eMJICHUSI KOMIIBIOTEPA, €ro paboTOCIIOCOOHOCTH.
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JUisi CHMKEHHS WM TPEJOTBpAIllCHUs] BIMSHMUA OINACHBIX M BPEAHBIX (PAKTOPOB
HEOO0X0MMO COONIOIaTh CaHUTApHBIC TpaBWIA W HOPMBI, TUTHEHUYECKHE TpeOOBaHHS K
IIEePCOHATBHBIM JIEKTPOHHO-BBIUYUCIUTEEHBIM MAIlTHHAM.

Bo wu3bexaHuwe TMOBpeXACHUS W3OJSIIMH TPOBOJAOB W BO3HUKHOBEHHUS KOPOTKHX
3aMbIKaHUW HE pa3pelaeTcs: BellaTh YTO-TU00 Ha MPOBOJA, 3aKPALIMBATh U OEIUTH LIHYPHI U
MPOBOJIA, 3aKJIAABIBATh MPOBOJA M IIHYPHI 332 Ta30BbIe W BOIOMPOBOIHBIE TPYOHBI, 32 Oartapew
OTONMTENBHOM CHUCTEMBI, BBIICPIUBATH IITENCENbHYI0 BHJIKY M3 PO3ETKH 3a IIHYp, YCUIHE
JIOJKHO OBITH MPHIIOKEHO K KOPITYCY BHIIKH.

JUIsl MCKITIOUEHUS! MOPaKEHUS AJIEKTPUUYECKUM TOKOM 3allpelaeTcsi: 4yacTo BKIOYATh U
BBIKJIFOUaTh KOMITBIOTEp 0€3 HEOOXOIMMOCTH, MPHKACATHCS K SKpaHy M K TBUIBHOH CTOpOHE
OJIOKOB KOMIIbIOTEpa, paboTaTh HAa CPEACTBAX BBIYMCIMTEIBHONH TEXHMKH U TepudepuitHoM
00OpYJIOBaHUM MOKPBIMH pyKaMH, padoTaTh Ha CPEICTBaX BBIYUCIUTEIBHOW TEXHHKH W
nepudepuitHoM 00OpYJIOBAHMHU, HMMEIOUIMX HAPYLIEHUs LEIOCTHOCTU KOpIyca, HapyLICHUs
W30JSIUU  TPOBOJIOB, HEWUCHPABHYI WHIMKAIMIO BKIIOYCHHS IMUTAHWUSA, C TPU3HAKAMH
JIEKTPUUYECKOT0 HANPSHKEHUS Ha KOpIyce, KIAacTh Ha CPEICTBA BBIYMCIUTEIBHONM TEXHUKH H
nepudepuitHoM 060pyJ0BAHUN TOCTOPOHHHUE MPEAMETHI.

3ampemiaercs  MOJ  HampsDKEHUWEM — OYMIaThb  OT  MBUIM M 3arps3HEeHus
3JIEKTPOOOOPYIOBaHHE.

Bo n3bexxanue nopaxeHus JIEKTPUUECKUM TOKOM, IIPU MOJIb30BAHUH AJIEKTPOIpUOOpaMu
HeNb3s KacaTbCsi OJHOBPEMEHHO KakKuX-TMOO TpyOOIpoBOAOB, OaTtapell  OTOIUIEHUS,
METAJUINYECKUX KOHCTPYKIIMH, COSAMHEHHBIX C 3eMJICH.

[Tocne oxoHuaHWsT pabOTHl HEOOXOIUMO OOECTOYHMTH BCE CpPEACTBA BBIYUCIUTEIHLHOU
TEXHUKW U nepudepuitHoe obopynoBanue. B ciydae HempepbIBHOIO ydeOHOro Iporecca
HEO0O0XO0JMMO OCTaBUTh BKJIFOUEHHBIMH TOJIbKO HE00X01uMOe 000pyA0BaHUE.

3agaHus npakTu4yeckoi padorsl S

1. 3yunth npeanaraeMblii TEOpeTUYECKUI MaTepHall.

2. ChopmupoBaTh KOHIEMIMIO MEPCOHATBLHON KHOEepOe30macHOCTH UHTEPHET-OaHKUHTA.
PesynbpTaToM nomKHA SBUTHCS TaOMuIa PYHKIIMOHANBHBIX TPEOOBAHHUM K CUCTEME 3allUTHI MPU
pabote ¢ 6aHKOBCKUMU JaHHBIMH.

3. CocTaBuTh HHPOPMAIIMOHHYIO MOJIEIh CUCTEMbl HHTEPHET-0aHKHWHTA, BKIIIOYAIOIIYIO B
ce0sl OTMCaHne OCHOBHBIX OOBEKTOB CHCTEMBI U B3aUMOJICHCTBUS MKy HUMU. Ha ocHOBaHWM
uHbOpMallMOHHONH Mozaenu chopmupoBaTh TpeOOBaHUS K MPOrPAMMHBIM  CPEICTBaAM
MH(POPMALIMOHHON 0€301acHOCTH.

4. Obopmuth OTYET MO MpakTU4eckor padote. IIpencTaBuUTh OTYET MO MPAKTUUYECKOM
paboTe 1S 3alTUTHI.

BapuaHTbl HHAUBUIYAJIbHBIX 32/1aHUH

PazpaboraiiTe KOHLEMIMIO NEPCOHATBHON KMOEpOE30macHOCTH WHTEpHET-OaHKHHTa B
COOTBETCTBUM C BapuaHToM. OOpaTuTe BHUMaHKUE Ha (PYHKLMOHATIbHbIE TPEOOBAHUNUS K CUCTEME
3aIIUTHI TPH paboTe ¢ 6AHKOBCKUMU JaHHBIMH.

TaOnuma 5.1 —BapuaHThl 3ajaHui

No Texuonorus O01acTh 3aIUTEL
1 NudopmannoHHbIil AOCTYTI Hoyt0yk, cmaptdoH, cpencrsa
CBSI3U
2 Pabota c neno3utom | [lepcoHanbHbII KOMIIBIOTED,
(OTKpbITHE, 3aKPHITHUE) HOYTOYK, cMmapTdoH, cpencTsa
CBSI3U
3 BHypuOaHKOBCKHI ITEpEBOJT IIepconanbHbli KOMIIBIOTED,
HOYTOYK, cMapTdoH, cpeacTBa
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CBA3U

4 Mex6aHKOBCKHUH TIEPEBOT HoytOyk, cmaptdoH, cpencrtsa
CBSI3H

5 MexO0aHKOBCKHI nepesona | HoyrOyk, cmaptdon, cpeactra
Cc2C CBSI3U

6 KonBepTanus BamoThI HoytOyk, cmaptdon, cpenctsa
CBSI3H

7 Omunara yciayr oHJIaliH [IepcoHanbHbIM KOMIIBIOTED,

HOYTOYK, cmapTdoH, cpencTsa
CBSI3U, KapTa

8 Ormarta yeayr oduraita kaproir | Kapra

9 CHsiTHE JICHeT B OaHKOMATe Kapta

10 Buecenne HaJIMYHBIX B | Kapra
O0aHKOMaTe

Conep:kanue oTyera

ITo BeIMONTHEHHOH paboTe cocTaBisieTcs: OT4eT. OTUET BHIMOIHACTCS B 3JIEKTPOHHOM BHUJIE.
1o BBIMOMHEHHOMY OTUETY MPOBOJMUTCS 3aIUTA MPAKTUUECKOH pabOTHI.

OTueT MO NPAKTUYECKOH padoTe MOIKEH COCTOATh M3 CIEAYIOIUX CTPYKTYPHBIX
3JIEMEHTOB:

- TUTYJIbHBIN JIUCT;

- BBOJIHAs 4aCTh;

- OCHOBHasl 4acTh (ONucaHue padoThl);

- 3aKJIIOYCHHE (BBIBOJIBI).

BBojHas yacTe oTueTa 10JIKHA BKIKOYATh ITyHKTHI:

- YCIIOBHE 3aJlauH;

- TIOPSII0K BBITIOJTHEHMSL.

- IPOrpaMMHO-aIIapaTHbIE CPE/ICTBA, UCIOIb3YEMbIE ITPU BBINOJIHEHUH PAOOTHI.

3ammTa oTYeTa MO MPAKTHUECKON padoTe 3aKII0YaeTcsl B IPeAbSBICHUN MPEIO1aBaTeIIo
MIOJIyYEHHBIX pe3yJIbTaTOB B BUJE (ailyia U IEMOHCTPALIMY [TOJyYEHHBIX HABBIKOB ITPU OTBETAaX Ha
BOIIPOCHI IIPENoaBaTes.

KonTposibHbIE BONPOCHI

1. UaTepHeT-0aHKUHT.

2. TexHoNOTHH 3alTUTHI B HHTEPHET-OaHKHUHTE.

3. IlpuunHbl KUOEPIIPECTYIIICHUH B MHTEPHET-OaHKUHTE.
4. TIpo6yiembl kHOEPOE30NACHOCTH B MHTEPHET-OAaHKHUHTE.

YYEBHO-METOANYECKOE U HTHOOPMAIIMOHHOE OBECIIEYEHUE

JAUCHUIIJINHbI
Pexomenayemasi qureparypa
OcHoBHasi iuTEpaTypa:

1. ITerpenko B.M. 3ammra mnepcOHANBbHBIX JaHHBIX B WH()OPMAIMOHHBIX CHUCTEMax
[DnexTponHsIi pecypc]: yuebnoe mocodue / B.W. IlerpeHko. — DIEKTPOH. TEKCTOBBIE JaHHEIE.
— Craspomnois: CeBepo-KaBkasckuit ¢peaepanbubiii yausepeurert, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctyna: http://www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Oprasuzanusi 3aiUdThl NEPCOHATBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypce] : maGopatopusblii mpaktukym / A.M. Makapos, U.B. Kanubepna, K.O. bongapenko. —
DNeKTpoH. TeKcToBble gaHHble. — CraBpononb: CeBepo-KaBkasckuii  denepaibHbIN
ynusBepcurer, 2015. — 92 c¢. —  2227-8397. —  Pexum  pocryna:
http://www.iprbookshop.ru/62971.html
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JlonmoJiHuTeIbHAS JIUTepaTypa:

1. Cxpunauk JI.A. Obecnieuenne 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX [DIIEKTPOHHBIN
pecypc] / J.A. CxkpunHHK. — DIIEKTPOH. TEKCTOBBIC JaHHBIE. — M. : IHTepHEeT- Y HUBEpCUTET
Nudopmanmonnsix Texnomornit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexxum noctyma:
http://www.iprbookshop.ru/52153.html.

2. CaBenwveB A.M. HayuHo-nipakTHYECKHiIl MOCTATEHHBIA KOMMEHTapui Kk deaepaibHOMY
3akoHy «O MepCOHANBHBIX TaHHBIX» [DnekTpoHHbId pecypc] / A.M. CaBenbeB. — DIEKTPOH.
TekcToBbIe naHHble. — M.: CtatyT, 2017. — 320 ¢. — 978-5-8354-1365-2. — Pexum pocryna:
http://www.iprbookshop.ru/65895.html.

MeTtoanueckasi Jureparypa:

1. meTomMueckue ykazaHUs K JJaDOpaTOPHBIM paboTam;
2. METOJUYECKHE yKa3aHMsI K CAMOCTOATEIbHON paldoTe.

HNHTepHET-pecypcenl:

WWWw.intuit.ru — HalMOHAJIBHBINA OTKPBITEINA YHUBepcuTeT « MHTYUT»;
www.window.edu.ru —eIMHOE OKHO JAOCTyIa K 00pa3oBaTeIbHBIM pecypcam;
www.citforum.ru — cepBep HHPOPMAMOHHBIX TEXHOJIOTHIA;
http://www.iprbookshop.ru — 3bC «IPRbooksy;
. www.gpntb.ru — ['ocynapcTBeHHas myOnuyHas HayqyHO- TEXHHYECKasi OMOIoTeKa
Poccuu. (I'MTHTB Poccun);

6. http://catalog.ncstu.ru — Dnexrponnas 6ubaroreka CKOY;

7. http://www.biblioclub.ru — YauBepcurerckas 6ubaunoreka online.

N

IIporpammHoe obecnieyeHue:

Anpr Pabouyas crannus 10

AnpT Pabouas cranmus K

AnbT «CepBep»

[TakeT oucHBIX Tporpamm - P7-Ocduc

AW (N [—

MarepnanbHO-TeXHH4YECKOe o0ecreyeHue

1. JlaGopaTtopHble M NpaKTUYECKUE 3aHATHUA MPOBOJATCS B KOMIBIOTEPHBIX Kjaccax, B
KOTOPBIX YCTAHOBJICHO BBIIIECTIEPEUUCICHHOE TPOrpaMMHOE 00ecriedeHue.

2. JIeKIMOHHBIN KypC MPOBOJUTCS B Ay IUTOPHSIX, OCHAIIEHHBIX IIPOEKTOPOM.
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MUHUCTEPCTBO HAYKHM U BBICILIEI'O OBPA3OBAHUA PO
OEJNEPAJIBHOE TOCYIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIBHOE
YUPEXIEHUWE BBICHIEI'O ObPA3OBAHUA
«CEBEPO-KABKA3CKHWI ®EJIEPAJIbHBIN YHUBEPCUTET»
[Iaruropckuit unctutyt (puman) CKOY

MerToanyecKkue yKazaHus
JU1s1 00YyYaroIIMXCsl O OPTaHU3AIMHU U TIPOBEACHUIO CaMOCTOSITEILHOM pabOThI
1o jucuuIuimae «OCHOBBI MYJIbTUMEJIUA TEXHOJIOT U»
IU1s1 CTYJIeHTOB HanpasieHus: moarotoBku 09.03.02 UudgopMannoHHbIE CHCTEMBbI
H TEXHOJIOTUH
HarpaBJIeHHOCTh (mpoduiib) UHopManmoHHbIe CUCTEMbI U TEXHOJIOTHH
00padoTKu HMPPOBOro KOHTEHTA

IsaTuropck, 2025
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1. O01HMe noJ10KeHus

CamocrodrenbHas paboTa — mIaHupyemasi yueoHasi, yueOHO-HCCIIeI0BaTeNIbCKasi, HAyYHO-
HccieloBaTeNbcKasi paboTa CTy/IEHTOB, BBINOJHSIEMAasl BO BHEAYJUTOPHOE (ayJIMTOPHOE) BpeMs
0 33JIaHUIO U TIPU METOIMYECKOM PYKOBOJICTBE MPEToAaBaTelis, HO 6€3 ero HermocpeaCTBEHHOTO
y4dacTus (MpU YaCTUYHOM HETIOCPEICTBEHHOM yUaCTHH MPENOIaBaTeNsl, OCTABISIONIEM BEAYIIYIO
poJb 32 pabOTOM CTYJICHTOB).

CamocrositensHas padota cryaentoB (CPC) B BY3e saBmsieTcst BaxXKHBIM BHIOM yueOHOM
U Hay4YHOU JIeATeNIbHOCTH cTyneHTa. CaMocTosATeNnbHas paboTa CTYJeHTOB UIPAET 3HAYUTEIbHYIO
pOJIb B PEUTUHTOBOM TEXHOJIOTHU OOyICHHS.

K 0CHOBHBIM BHJIaM CaMOCTOSITEILHON pabOTHI CTYA€HTOB OTHOCSITCS:

- popMHUpOBaHKE U YCBOCHUE COJIEPKAHUS KOHCIIEKTA JICKIIMH Ha 0a3e PeKOMEHI0BAaHHOM
JEKTOpOM Y4eOHOW JMTepaTypsl, BKJIOYas HH(POPMALMOHHBIE 00pa30BaTENbHBIE PECYPCHI
(3neKTpOHHbIE YUeOHUKHU, JIEKTPOHHbIE ONOINOTEKH U JIp.);

- HaIllUCaHUE J10KJIa/10B;

- IOATOTOBKA K CEMHHAapaMm, MPaKTUYECKUM U JJaOOPATOPHBIM paboTaM, X OPOPMIICHHUE;

- COCTaBJICHHE AHHOTHUPOBAHHOI'O CIMCKA CTaTEl M3 COOTBETCTBYIOUIMX KYypHAJIOB I10
OTpacJisIM 3HaHUM (IIe1aroru4ecKuX, ICUX0JIOTHYECKUX, METOIUYECKUX U JP.);

- BBITMIOJIHEHUE YU€OHO-HCCIEeI0BATENbCKUX PaOOT, POCKTHAS e TEIbHOCTD;

- MOATOTOBKA MPAKTUYECKUX pa3pabOoTOK M PEKOMEHAALMN MO PEeHIeHHI0 MpoOIeMHON
CUTYallUH;

- BBIIIOJIHEHHE JOMAIIHUX 3aJaHUl B BHJIE PEUICHMs OTAEIbHBIX 3a/]ay, MPOBEJICHUS
TUIOBBIX PAcyeTOB, PAaCUYETHO-KOMIBIOTEPHBIX M WHAMBHUIYaJbHBIX pPabOT MO OTHAEIbHBIM
pazzenam cojiep>KaHus JUCHMILIUH U T.1.;

- KOMIIBIOTEpHBIH TEKYLIM CaMOKOHTPOJIb M KOHTPOJIb YCIIEBaeMOCTH Ha 0Oa3ze
NEKTPOHHBIX 00YYaIOIIMX U aTTECTYIOIINUX TECTOB;

- BBITMIOJIHEHUE KYPCOBBIX paboT (IPOEKTOB) B paMKaXxX AUCLUILINH;

- BBIIIOJIHEHUE BBIITYCKHOM KBaIM(PUKAIIMOHHOM pabOTHI U Ap.

Metoarka OopraHu3ali CaMOCTOSATENILHOW pabOThl CTYIEHTOB 3aBUCHT OT CTPYKTYpBHI,
XapakTepa U OCOOCHHOCTEM HM3ydaeMoM IUCUUIUIMHBI, 00b€Ma 4YacoB Ha €€ W3y4YeHHue, BHUIa
3aJaHUi JIUIs1 CaMOCTOSTENIbHOM paboThl CTYAEHTOB, MHIMBHYaJbHBIX KAa4e€CTB CTYJIEHTOB W
YCJIOBHM y4eOHOU NeATeTbHOCTH.

[Ipouiecc opraHu3anMu CaMOCTOSITENIBHOM pabOThl CTYIEHTOB BKJIIOYAaeT B cedd
CJIETyIOIINE FTalbl:

- TMOATOTOBUTENBHBINA (OMpeneseHne IeJeil, COCTaBleHHWE MPOTrpaMMbl, MOJITOTOBKA
METOJAMYECKOTO 00ECTIeYeHHs, TIOATOTOBKA 000PYAOBAHMS);

- OCHOBHOH (peanu3ainusi MporpaMMbl, HCIIONb30BAaHUE MPHUEMOB MOKMCKa MH(OpMAIIHH,
YCBOGHHSI, TepepadOTKH, TNPUMEHEHUs, Nepeaadyd 3HaHWH, (UKCHpOBaHUE pE3yJIbTATOB,
camoopraHu3zaius mpoiecca padboThl);

- 3aKJIIOYMUTEIbHBINA (OIIEHKA 3HAUMMOCTHU M AHAJIMU3 PE3YyJbTAaTOB, MX CHCTEMaTU3alus,
o1ieHka 3 (HEeKTUBHOCTH MTPOTPAMMBI U IPUEMOB paOOTHI, BEIBOJIBI O HAMPABICHUSIX ONTUMHU3ALINN

TpyJa).
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2.11eab ¥ 321241 CAMOCTOSITEIbHON PadoThI

Benymas uens opranmsamuu u ocymectsieHus CPC coBmamaer ¢ 1enbio o0ydeHus
CTyAeHTa — (POPMHUPOBAHNE YHUBEPCATBHBIX KOMITETCHIINH.

ITpu oprannzanuu CPC BaXHBIM 1 HEOOXOJMMBIM YCIOBHEM CTAHOBATCS ()OPMHUPOBAHUE
YMEHHUSI CaMOCTOSTENBHOW paboThl sl TpUOOpeTeHHs] 3HAHWW, HABBIKOB U BO3MOXXHOCTH
OpraHu3any yuyeOHOM M HayyHOHU JesTenbHOCTH. Llenbio caMmocTosTenbHON paboThl CTYICHTOB
SBISIETCS  OBJaJieHHE (PyHIaMEHTATbHBIMH 3HAHHUSAMHU, NPOPECCHOHATBHBIMU YMEHUSIMH H
HaBBIKAMHU JIESATETLHOCTH MO PO UITIO, OIIBITOM TBOPUYECKOH, UCCIIEI0BATEIBCKON e TETbHOCTH.
CamocrosaTenbHas paboTa  CTYAEHTOB  CIIOCOOCTBYET  pa3BUTHIO  CaMOCTOSITEIBHOCTH,
OTBETCTBEHHOCTU M OPraHU30BAaHHOCTH, TBOPUYECKOTO MOJAXOJa K PELICHHUIO MpobiieM yueGHOro
1 Ipo(heCCUOHATILHOTO YPOBHSI.

3agauamu CPC sBisgroTcs:

" cHCTeMaTH3aIs M 3aKperUIeHHe HOMyYeHHBIX TEOPETHUECKHUX 3HAHMI U IPAKTHYECKHX
YMEHHUH CTYIEHTOB;
yIIIyOJIeHHE U paclIipeHNE TEOPETHUSCKUX 3HAHU;
¢dbopMHUpOBaHHE YMEHHUIl MHCIOIb30BaTh HOPMATHUBHYIO, IPABOBYIO, CIIPABOYHYIO
JOKYMEHTAIUIO ¥ CIICIHATIBHYIO JINTEPATYPY;
" pasBHTHE INO3HABATEIBHBIX CIIOCOOHOCTEH M AKTUBHOCTH CTYJICHTOB: TBOPYECKOIL
WHUIMATUBBI, CAMOCTOSITEIILHOCTH, OTBETCTBEHHOCTH U OPTaHM30BaHHOCTH;
" (OpMHpOBAaHHE CAMOCTOSTEIBHOCTH MBIIUICHHS, CIHOCOOHOCTEH K CaMOpa3BHUTHIO,
CaMOCOBEPIIIEHCTBOBAHHUIO M CaMOPEaJH3aIHH;
" pasBHTHE UCCIIEI0BATEIbCKUX YMCHHIA;
WCTIOJI30BaHUE MaTepuana, COOpPaHHOTO M TOJYYEHHOTO B XOJAE CaMOCTOSATEIBHOM
paboThI U 1a0OPATOPHBIX 3aHATUH.

3.TexHosoruueckasi KapTa cCaMOCTOSAITEILHO# PaGoThI CTY1eHTA

CpenctBa u OO6beM 9acoB, B TOM YHUCIIe
Kongl
TEXHOJIOTHH CPC | KonraktHas | Bcero
peanusyembix | Bupa mestenbHOCTH
. OLICHKHU pabora c
KOMIIETEHIIHH, CTYJICHTOB
mpernojaBaT
UHAUKATOpa(oB)
eJaeM
1 cemecTp
NJ-1TIK-8, N1-2 Camocrositensinoe | CobOecenoBaHue
IIK-8 H3yUCHHUE 18,72 2,08 20,8
JIUTEPATYPHI
WI-1TIK-8, U]T-2 IToaroroBka k CobecenoBanue
IIK-8 MPaKTUYECKUM 4,68 0,52 5,2
3aHATHIM
WA-11T1K-8, UJ1-2 IToaroroska Jlokan
K-8 9 1 10
JIOKJIa1a
Hroro 3a 1 cemectp 32,4 3,6 36
Hroro | 32,4 3,6 36

4.1Topsi0K BHINOJHEHUS CAMOCTOATEILHO PadoThl CTYA€HTOM

4.1. Memoouueckue pexomernoayuu no pabome ¢ y4eOHOU Tumepamypou
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ITpu pabote ¢ KHUroi HEOOXOAUMO MOAOOpaTh JUTEPATYPY, HAYUUTHCS MPABUIBHO €€
YUTaTh, BECTH 3anucu. [ moadopa aurepaTypsl B OMOIMOTEKE UCTIOIB3YIOTCS anaBUTHBIN 1
CUCTEMATUUYECKUI KaTaJOlH.

BaxHOo MOMHHUTB, YTO pallMOHANbHbIE HABBIKM PabOTHl ¢ KHUIOM - 3TO BCerja OoJjblias
9KOHOMHS BPEMEHU U CUIL.

[IpaBunbHbIE 1ON0OpP Y4YEOHUKOB pEKOMEHAYEeTCSl IpernojaBaTelieM, YHUTAIOIIUM
JeKIMOHHBIN Kypc. HeoOxoaumas nureparypa MOXeT OBITh TaKKe yKa3aHa B METOJUYECKUX
pa3paboTKax Mo JaHHOMY KypcCy.

W3ydas maTepuan mo y4eOHMKY, CIEAyeT MEepexXoIuTh K CIEIYIOLIEMY BOMPOCY TOJIBKO
TocJie MPaBUILHOTO YSACHEHUS MPEeAbIAYLIET0, ONMKUChIBasi Ha OyMare BCe BBIKJIAJAKU U BHIYMCIICHUS
(B TOM yMcIe Te, KOTOpble B y4eOHUKE OMYIIEHbI WM Ha JEKIHUH AAaHbI U1 CAMOCTOSTEIHLHOTO
BBIBOJIA).

[Tpu n3ydeHun m000H AUCIUIUTMHBI OONBIIYIO U BXKHYIO POJIb UTPAET CAaMOCTOSATEIbHAs
WHIWBHyaIbHas padoTa.

Ocoboe BHMMaHHE cienyeT oOpaTuTh Ha OINpeNeleHHWEe OCHOBHBIX MOHATHH Kypca.
CtyzneHT n0oJKeH MOoApoOHO pa3Ouparh MPHUMEpHI, KOTOPbIE MOSCHSAIOT TaKWe OINpeAeieHUs, U
yMETh CTPOMTh QAHAJIOTHYHBIE MPHUMEPHl camocToATeNbHO. HyXHO 100MBaTbCs TOYHOTO
IPEJICTaBICHUS O TOM, UTO U3y4aellb. [[0Je3H0 cocTaBsATh ONOpHbIe KOHCHEKTHI. [1pu n3yuenun
MaTepHaia 1o y4eOHMKY IOJIE3HO B TeTpaau (Ha CIEeUUalIbHO OTBEAECHHBIX MOJSIX) JOMOIHATH
KOHCHEKT Jiekuuid. Tam ke cleqyer oTMedaTb BOMNPOCHI, BBIJCJIECHHBIE CTYJIEHTOM JJIsi
KOHCYJIbTAIlM C IIPENOaBaTeIeM.

Bb1BOIbI, MONTyYEHHBIE B PE3yJIbTATE U3YUYEHUS, PEKOMEHIYETCSI B KOHCIIEKTE BBIJIEISTh,
4TOOBI OHM IIPU NEPEUUTHIBAHUY 3aMMCEH JIyUllle 3alIOMUHAIINCH.

OnpIT MOKa3bIBA€T, YTO MHOTMM CTYACHTaM IIOMOTAeT COCTaBJIEHHME JIUCTa OIMOPHBIX
CUTHAJIOB, COJIEPXKAIEro BaKHEHIIMe U Hanbojiee 4acTo ynorpedisieMble GOopMyJbl U MOHATHS.
Takoil nUCT MoMoraer 3anoMHUTH (POPMYJIbl, OCHOBHBIE IOJIOKEHUS JIEKIIMH, a TAK)KE€ MOXKET
CILyKMTb ITIOCTOSIHHBIM CIIPaBOYHUKOM JJIsl CTYJEHTA.

UreHre Hay4HOTO TEKCTa SIBJISIETCS YacThlO MO3HABaTENbHOU AestenbHOCcTU. Ee nenb —
U3BJIEUEHHE U3 TeKcTa HeoOxoauMoil nHdopMaru. OT TOro Ha CKOJIBKO OCO3HAHHA YHTAIOIIUM
coOCTBEHHasi BHYTPEHHSSI YCTAHOBKa NpU OOpallleHWH K INEeYaTHOMY CJIOBY (HaWTH HYXHbIE
CBE/IEHUS, YCBOUTh MH(POPMALUIO MOJHOCTHIO WM YaCTHYHO, KPUTUYECKHU MPOAHAIU3HPOBATH
MaTepHal i T.II.) BO MHOTOM 3aBUCHT dPPEKTUBHOCTH OCYIIECTBIISIEMOTO JICHCTBHS.

Briiensitor uemevipe ocrnognvle ycmanoeKu 6 YmeHuu HAy4YHO20 MeKCMa:

MH()OPMAIITMOHHO-TIONCKOBBIN (3a/1a4a — HAUTH, BBIJCIIUTh HCKOMYIO HH(OPMAITHIO)

ycBauBarolast (yCuiMs YuTaTelsl HalpaBleHbl Ha TO, YTOOBI KAaK MOYKHO TOJIHEE OCO3HATh
Y 3alIOMHUTDH KaK CaMH CBEJICHUS M3J1araeMble aBTOPOM, TaK U BCIO JIOTUKY €0 pacCy KICHHI)

aHAJIMTUKO-KPUTHYECKass (YUTATeNIb CTPEMUTCS KPUTHUECKH OCMBICIUTh MaTepHal,
[IPOAHAIU3UPOBAB €T0, OIIPE/IEINB CBOE OTHOIIEHUE K HEMY)

TBOpYECKast (CO37aeT y 4yMTaTeNsi TOTOBHOCTh B TOM WJIM MHOM BHJE — KaK OTHpPaBHOU
IMYHKT JJIs1 CBOMX PACCyKJIEHUH, Kak 00pa3 Juis JEHCTBUS MO aHAJIOTMH MU T.I. — UCIOJB30BaTh
CYXJEHUSl aBTOpa, XOJA €ro MbICIel, pe3yibTaT HaOaroAeHus, pa3pabOTaHHYIO METOIUKY,
JIOTIOJIHUTD UX, ITOJIBEPIHYTh HOBOM IIPOBEPKE).

OcnosHule 8U0bl CUCEMAMUSUPOBAHHOU 3aNUCU NPOUUMAHHO2O.!

AHHOTHpOBaHME — TMPEAETbHO KpPAaTKOE CBS3HOE ONUCAaHHE MPOCMOTPEHHOM WM
NPOYNTAHHOM KHUTH (CTAaTbH), €€ CO/EP/KaHMsl, UCTOYHUKOB, XapaKTepa U Ha3HAYCHHUS;

[InanupoBaHue — KpaTKas JIOTHYeCKasi OpraHu3alMsl TEKCTa, pacKphIBaroLIasi CoAepKaHUe
U CTPYKTYpY U3y4aeMoro MaTepuana;

Te3upoBaHue — JaKOHMYHOE BOCIPOM3BEICHHE OCHOBHBIX YTBEPXKIACHMHM aBTOpa 0Oe€3
npuBJeyeHHs (pakTUYeCKOro Marepuaa;

[utupoBaHue — 10CIOBHOE BHIIMCBHIBAHUE U3 TEKCTA BBIIECPIKEK, U3BJICUEHU, Hauboee
CYLIECTBEHHO OTPAXKAIOIIKX Ty WM UHYIO MBICIIb aBTOPA;
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KoHcnexktupoBaHue — KpaTkoe U IOCJEI0BAaTEIIbHOE M3JI0OKEHHE  COAEPIKAHUS
MIPOYUTAHHOTO.

KoHCcneKT — ClIoXKHBIN c1T0co0 M3II0KEHUsI COACP KaHUs KHUTH MM CTaThU B JJOTMYECKON
nocneoBareabHOCTH. KOHCEKT akkyMynupyeT B cebe MpenblayIiue BUJIbl 3aliCH, TO3BOJISIET
BCECTOPOHHE OXBAaTUTh COACPKAHUE KHUTH, CTaTbU. [103TOMY yMEHUE COCTABIIATH IUIAH, TE3UCHI,
JIeNaTh BRIIMUCKY U APYTHE 3alIMCH ONPEIEsieT U TEXHOJIOTHUIO COCTABIICHNS KOHCTIEKTA.

Memoouueckue pexomenoayuu no cocmagneHuio KOHCNeKma.:

1. BHUMaTenpHO NPOYUTANTE TEKCT. Y TOUHHUTE B CIIPABOYHOM JINTEPAType HEIOHSATHBIE
cioBa. [Ipu 3anucu He 3a0yAbTe BBIHECTH CIIPABOYHBIE TaHHBIE HA MOJIST KOHCIIEKTA.

2. Beigenure riaBHOE, COCTaBbTE IIJIaH.

3. Kpatko cdopmynupyiiTe OCHOBHBIE MOJOXEHHS TEKCTa, OTMEThTE apTryMEHTAIHIO
aBTOpa.

4. 3aKkoHCHEKTUPYITE MaTepHall, YeTKO cleAys MyHKTaMm I1aHa. [Ipu KoHcrieKTupoBaHUM
CTapalTech BBIPA3UTh MBICIb CBOMMHU CIOBAMHU. 3aIUCHU CIIETYET BECTU YETKO, SICHO.

5. I'pamoTHO 3anuceiBaiiTe uTaThl. LIUTHPYS, YYUTBIBATE JAKOHUYHOCTH, 3HAYUMOCTH
MBICJIH.

B TekcTe KOHCIEKTa KenaTesIbHO IPUBOJAUTE HE TOJIBKO TE€3UCHBIC IOJIOKEHUS, HO U UX
nokazatenbeTBa. [Ipu odopmieHnr KOHCIEKTa HEOOXOJUMO CTPEMHUTHCS K €MKOCTH KaXKIOro
npeuiokeHus. MBpICIM aBTOpa KHUTHM CIIEAyeT u3jaraTb KpaTko, 3a00TACh O CTHIE U
BBIPA3UTEIbHOCTH HAMCAHHOTO. YHCIIO AOMOJHUTENBHBIX JIEMEHTOB KOHCIIEKTa JI0JKHO OBITh
JOTMYECKM  OOOCHOBAaHHBIM,  3alUCH  JOJDKHBI  paclpenieisiTbCs B ONpEAeTICHHOU
IIOCJIEIOBATEIbHOCTH, OTBEYAIOLIEH JIOTUYECKON CTPYKType mpousBeAcHUs. s yTouHeHus u
JIONIOJTHEHUSI HE0OX0IMMO OCTaBJIATh MOJIS.

OBnasneHue HaBbIKAMU KOHCIIEKTHPOBAHUS TPeOyeT OT CTyAEHTa LIeJeyCTPEMIIEHHOCTH,
HOBCEHEBHOM CaMOCTOATENbHOM padoTHI.

4.2. Memoouueckue pexomenoayuu no no020moeKe K NpaKmuyecKum 3auamusim

J1J1s TOro yTOOBI MPAKTUYECKUE 3aHITHUS IPUHOCUIIN MAaKCUMAaJIbHYIO MI0JIb3Y, HE00XO0UMO
IIOMHHUTb, YTO YIPAKHEHUE W PELICHHE 3aJad IMPOBOJATCS II0 BBIYUTAHHOMY HA JIEKIMSX
MaTepuaiy U CBA3aHbl, KaK PaBUIIo, C I€TaIbHBIM pa300pOM OTIEIbHBIX BOIIPOCOB JEKIIMOHHOTO
kypca. CnemyeT NOAYEPKHYTb, YTO TOJBKO IIOCJIE€ YCBOEHHS JEKIUOHHOTO Marepuana ¢
OIpesieIEHHOW TOYKH 3peHHs (2 IMEHHO C TOW, ¢ KOTOPOIl OH M3Jlaraercs Ha JIEKIUAX) OH OynieT
3aKpeIUIATBCS Ha J1a0OpaTOPHBIX 3aHATUAX Kak B pe3ylibTaTe OOCYXKAEGHUS M aHaln3a
JIEKIIMOHHOTO MaTepHaia, Tak U ¢ TIOMOIIbIO PEHICHUsT TPOOJIEMHBIX CUTYaluid, 3a1ad. [Ipu atux
YCIOBHUAX CTYIEHT HE TOJBKO XOPOIIO YCBOMUT MaTepHaj, HO U HAy4YMTCS MPUMEHSTh €ro Ha
IPAKTHKE, a TaKXe IMOJYYUT JOMOJHUTENbHBIA CTUMYJ (M ATO OYEHb Ba)KHO) AJISI aKTMBHOMU
NpOpabOTKH JIEKIUH.

[Ipu camocTOsTENEHOM PELIEHUH 3aJja4 HY’KHO OOOCHOBBIBATH KaXK/bIil ATall perieHus,
UCXOJI U3 TEOPETUUECKUX IMOJIOKEHUH Kypca. Eciau CTyAeHT BUIUT HECKOJIBKO MyTeH pelieHus
npoOieMbl (3a7adu), TO HY>)KHO CPaBHUTh WX W BBHIOpATh caMblii panmoHanbHBIA. [lone3no mo
Hayaja BBIYMCIEHUI COCTaBUTh KpaTKUM IUaH pemieHus npoOinemsl (3amaun). Pemenue
npoOJEeMHBIX 3a/1a4 WIH MPUMEPOB CIEAYeT HM3JIaraTh MOAPOOHO, BBHIYMCIICHUS pacroyiaratb B
CTpPOTOM TMOPSJKE, OTHENsAs BCIIOMOraTelbHbIE BBIYUCICHHS OT OCHOBHBIX. PemieHus npu
HEOOXO0MMOCTH HY’KHO COIPOBOKAaTh KOMMEHTAPUSIMH, CXEMaMH, YEPTEKAMHU U PUCYHKAMH.

Crenyer NOMHHUTb, YTO pPELICHHE KaXa0M y4eOHOM 3ajjaud JOJKHO JOBOJAUTHCS 10
OKOHYATEJIbHOTO JIOTUYECKOTO OTBETa, KOTOPOro TpeOyeT YCIOBHE, M IO BO3MOMKHOCTH C
BbIBOZIOM. [loydeHHBI OTBET cielyeT MPOBEPUTh CHOCOOaMM, BBHITEKAIOIIMMHU U3 CYILIECTBa
naHHOM 3amaun. [lose3Ho Takxke (€ciu BO3MOXKHO) peliaTh HECKOJIBKUMH CIIOCO0AaMH U CPAaBHUTH
HOJy4YeHHbIE pe3yJbTaThl. Pelenue 3a1au TaHHOTO TUMA HY>KHO IPOJOJIKATE IO IPHOOpETeHUs
TBEP/bIX HABBIKOB B UX PEILICHUU.
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4.3. Memoouueckue pexomeHoayuu no camonposepke 3HaHuu

ITocne m3yueHHs OINpeeIeHHONW TEMBbI 10 3alUCSAM B KOHCIEKTEe M y4eOHHUKY, a TaKxke
pemeHust TOCTaTOYHOIO KOJIMYECTBA COOTBETCTBYIOIIMX 337a4 Ha MPAKTHYECKUX 3aHATHIX U
CaMOCTOSITENIBHO CTYJEHTY PEKOMEHIYETCs IPOBECTH CAMOIIPOBEPKY YCBOCHHBIX 3HAHHUU,
OTBETUB Ha KOHTPOJIbHBIE BOIIPOCHI MO0 N3YYEHHOHN TEME.

B ciiydae He0OXOIMMOCTH HY>KHO €I1Ie pa3 BHUMATEIbHO pa3o0parbcs B MaTepHase.

WNHorna HenoCTaTOYHOCTh YCBOEHHS TOrO WJIM MHOTO BOIPOCA BBISICHAETCS TOJIBKO IIPHU
U3YYEHUU JaJbHEUIIEro MaTtepuana. B oToM cilyyae Ha0 BEpHYTHCS HA3al U IIOBTOPUTH ILUIOXO
YCBOEHHBIM MaTepHasl. BaXHBI KpHUTEpUN YCBOEHHMSI TEOPETHYECKOIO0 Marepuajga — YMEHHE
0TBEYaTh Ha BOIPOCHI JUIsl cOOECeI0BaHMUS.

Bonpocs 1151 codecenoBanus

ba3oBblii ypoBeHb

Tema 1. OcHOBHBbIE IOHATHS NEPCOHAIbHOI KNOepOe30nacHOCTH
WNudopmanronnas 6€30macHOCTh U KHOepOe301nacHOCTb.
CaoiicTBa onppoBaHHON HH(POPMAITUH.
[TprunHbl KNOEPIPECTYIIICHUH.
[Tpobaembr knGepOEe30macHOCTH.
AHanu3 pruCKOB KaKk OCHOBA YIPaBJICHUS IEPCOHANBHON KHOEpOEe30MacHOCTHIO
Mogens yrpo3 STRIDE.
WHCTpyMEHTBI aHAIM3a U KOHTPOJISI HH()OPMAIIMOHHBIX PUCKOB.
. CpaBHUTENBHBII aHAN3 MOAXOA0B K Paclo3HABAHUIO YTPO3 C MCMOJIb30BAHUEM PA3IUYHBIX
mogeneii: CIA, STRIDE
Tema 5. JxoHommuueckasi 3PPeKTHBHOCTb CpPeICTB oO0ecneyeHUs] TEPCOHAIbHOM
Kn0ep0e30nacHoCTH
9. OueHka CpeACTB KPUIITO3ZAIIMTHI.
10. DxoHOMHUECKOe 000CHOBAaHKE PACX0I0B Ha 00eCTIeYeHIE IEPCOHALHON KHOepOEe30macHOCTH.
11. OGocHOBaHHBIN BBIOOP MEp U CPEACTB OOECIIeUEHUs TEPCOHAIBHON KHOepOe30macHOCTH.
12. IlpenmymiecTBa ¥ HEMOCTATKHM CYIIECTBYIONIMX METOJOB OOOCHOBAHHMS WHBECTULIUH B
cpezacTBa obecrneyeHns NepcoHanbHOM knbepOe30macHOCTH.
IloBbIICHHBIH YPOBEHD

NN RO =

Tema 1. OcHOBHBIE OHATHS NMEPCOHAIbHON KNOepOe30macHOCTH

13. OcHoOBHBIE TOHATHSI KHOEPOE30MaCHOCTH.

14. XapaktepucTuku onuppoBaHHON WH(POpPMAITUH.

15. Knaccuduxanus kubepnpecTyIieHni.

16. TexHomornu KnOEpOE30MacCHOCTH.

17. YupaBneHue nepcoHaibHO kKnOepOe30macHOCThIO

18. Xapakrepuctuku mojaenu yrpo3 STRIDE.

19. MHCTpyMEHTHI aHANKM3a U KOHTPOJIS MH()OPMAIIMOHHBIX PHUCKOB.

20. CpaBHUTENBHBIA aHAIU3 MOAXOJO0B K PACIO3HABAHUIO YTPO3 C MCIOJIb30BAaHUEM PA3TUUHBIX
Mmozeneil: I'excana Ilapkepa, SA, STRIDE

Tema 5. JxoHommuueckasi 3PPeKTHBHOCTb CpPeICTB oO0ecneyeHUs] MEPCOHAIbHOM
Kn0ep0e30nacHoCTH

21. HaGop ¢uHAHCOBO-5KOHOMHUYECKHX IIOKa3aTeNe s OmneHKH A(OPEKTUBHOCTH CPEACTB
obecrieyeHus: NepCcoHaNbHON KHOepOe30MacHOCTH ¢ SKOHOMHUYECKUX MO3HUILINH.

22.MeToauKa OLEHKH SKOHOMHYECKOM 3((MEKTUBHOCTH CPEACTB OOECIEUYEeHHUs MEPCOHANLHOM
KnOepOe30MacHOCTH.
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4.4. Memoouueckue pexomenoayuuy no HANUCAHUIO HAYYHBIX MEKCMO8 (O0K1a008, peghepamos,
acce, HAYYHbIX cmamell U m.o.)

[lepen Tem, Kak MPUCTYIUTH K HAMTMCAHUIO HAYYHOTO TEKCTA, BAXKHO pa300paThcs, KaKoBa
WCTHHHAS TIeJTh BAIlIeT0 HAYYHOTO TEKCTa - 3TO MOMOKET BaM Pa3yMHO paclpeeTUTh CBOH CHIIBI
U BpeMsl.

Bo-mepBrIX, cHauama HYXXHO OIPENENHUTHCS C HIeeld HAyYHOTO TEKCTa, a IS ITOTO
HEOO0XO0IMMO HAYIHUTHCSI THOO0 OTHOCUTHCS K Pa3HBIM SIBJICHUSM U (DaKTaM HECKOJIBKO KPUTHUYECKU
(cBOSt mIest — KaKk MHas TOYKa 3PEHHA), TMOO0 HAYYUTHCS YBIEKAThCS KaKHMMH-TO M3BECTHBIMU
UACSIMH, KOTOpBIE HYXXITAIOTCS B JI0pa0oTKe (Maess — Kak ONTHUMUCTUYECKas TO3WIHS U
HaIpaBJICHHOCTh Ha JalbHEHIIee COBEPIIIEHCTBOBAHUE YK€ U3BECTHOTO). BO-BTOPHIX, HAYUUTHCS
OpPraHU30BBIBATH CBOE BpEMSI.

[Tucatp cremyeT sSICHO M IOHSATHO, CTapasiCh OCHOBHBIC TIOJIOKEHUS (POPMYIIMPOBATH YETKO
Y HEZIBYCMBICJIEHHO (YTOOBI M CAaMOMY MOHSTHO OBIJIO), @ TAKXKE CTPEMSACH CTPYKTYpPHUPOBATh CBOU
TEKCT.

Cuctemaruzansi ¥ aHaIU3 M3YYCHHOW JMTepaTypbl MO MpoOieMe HCCIIeIOBaHUS
TIO3BOJISIFOT CTYJICHTY Hamucarh padory.

PaGouuii BapuaHT TekcTa JOKIAAa MPEAOCTABISIETCS PYKOBOIHUTENO Ha MpoBepKy. Ha
OCHOBe pabouero BapuaHTa TEKCTa PYKOBOIUTENIh BMECT€ CO CTYICHTOM O0OCYyXIaeT
BO3MOXHOCTH JJOPAaOOTKH TEKCTa, €ro 0(opMIICHHE.

Cmpyxmypa doknaoa:

Beenenue (He 6onee 3-4 crpanuir). Bo BBeneHun Heo0xo1umMo 000CHOBATH BBIOOP TEMBI,
ee aKTyaJbHOCTh, OYEPTHTH 00JIACTh MCCIIEIOBAHUSA, OOBEKT HCCIICJOBAHNUS, OCHOBHBIE LIEH H
3a/1a4M MCCIIEOBAHUS.

OcHoBHasi 4yacTh COCTOUT M3 2-3 pa3zaenoB. B HuX packpbiBaeTcs CyThb HCCIIELyeMOI
po0IeMbl, MPOBOAUTCS 0030p MUPOBOM JUTEPATypbl U UCTOUYHUKOB MIHTEpHET MO mpeamery
WCCIICZIOBAaHMSI, B KOTOPOM JIa€TCsl XapaKTEPUCTHUKA CTEMEHH pa3paOOTaHHOCTH MPOOJIEMBbI U
aBTOpCKasl aHAJIUTUYECKas OLIEHKAa OCHOBHBIX TEOPETHYECKMX IIOJXO/0B K €€ pEIICHUIO.
W3noxenne Martepuana HE JOJDKHO OTPAaHMYMBATHCS JIMIIb OMUCATEIBHBIM TOAXOJIOM K
pPacKpbITHIO BbIOpaHHOM TeMbl. OHO TakXke JOJDKHO COAEp)KaTh COOCTBEHHOE BHICHHE
paccMaTpuBaeMoi TpoOIEeMbl U U3JI0KEHNE COOCTBEHHON TOYKH 3pEHHsI Ha BO3MOXKHBIE ITyTH
€€ pelIeHUs.

3axmtouenue (1-2 crpanuubl). B 3akimodeHMM KpaTKO U3Jararorcs JOCTUTHYTBIE MPHU
M3y4EHUH NPOOIIEMBI LIENH, TIEPCIIEKTUBBI PA3BUTHUS HCCIIEyEMOTO BONIPOCA

CrucoK HCIONb30BaHHOM JuTepaTyphl (He MeHbine 10 MCTOYHWKOB), B aj(aBHUTHOM
nopsijike, o) OPMIICHHBIN B COOTBETCTBUH C MTPUHSATHIMU MPABHJIAMH. B CTUCOK MCITOIb30BaHHOM
JUTEPaTyphl PEKOMEHAYETCS BKIIOYAaTh Pa0OTHI OTEYECTBEHHBIX U 3apYOEIKHBIX aBTOPOB, B TOM
YHCJIe CTaThU, ONYOJIMKOBAaHHBIC B HAYYHBIX )KYPHAIAaX B TEUCHUE MOCICIHUX 3-X JIET ¥ CChUIKU
Ha pecypcsl cetu HTepHeT.

[Tpunoxxenue (mpu HEOOXOIUMOCTH ).

_Tpebosanus k oghopmaenuio:
TEKCT C OJHON CTOPOHBI JIUCTA;
mpudT Times New Roman;
Kernb wpudra 14;
MEXCTpPOUHOE paccTosiHue 1,5;
MoJIst: CBepXy 2,5 cM, cCHU3Yy — 2,5 cM, cieBa - 3 cM, cipasa 1,5 cm;
pedepar JomKeH ObITh IPEICTABIECH B COPOIIIOPOBAHHOM BH/IE.

Tlopsook 3awumul doxknada:
Ha 3ammry nokiana oTBoAWTCS 5-7 MHHYT BPEMEHH, B XOJIe KOTOPOTO CTYICHT JOJKCH
10Ka3aTh CBOOOJIHOE BIAJICHUE MAaTEpUaloOM 10 3asBicHHOW Teme. [lpu 3ammure nokKiIaaa
MPHUBETCTBYETCS MCIIOIH30BAHUE MYJIbTHMETUA-TIPE3CHTAIUH.

54



Jlokman oOlleHWBaeTCs MO CIEAYIOIIMM KpPUTEpUsM: cOOMoJeHne TpeOOBaHUN K ero
0 OpMIIEHHIO; HEOOXOAUMOCTh M JIOCTATOYHOCTH JIJISl PACKPBITHSI TEMbI MPUBEJCHHON B TEKCTE
nokiaga uHGOpMaIMi; YMEHUE CTyJeHTa CBOOOJHO M3NaraTh OCHOBHBIC HJIEH, OTPAKCHHEBIE B
JIOKJIaJIe; CIIOCOOHOCTh CTY/EHTAa MOHATH CyTh 33J]aBa€MbIX NPENOJaBaTENIeM M COKYPCHUKaMU
BOMPOCOB U C(HOPMYJIUPOBATH TOUHBIE OTBETHI HA HUX.

Kpumepuu oyenxu:

Oyenka «omau4Ho» BBICTABISETCA CTYACHTY, €CJIM B JIOKJIAJE CTYJIEHT UCUEPIIBIBAIOIIIE,
MOCJIEZIOBATEIbHO, YETKO U JIOTHYECKH CTPOMHO M3JlaraeT maTepuai; cBOOOJHO CIpPABISETCS C
3a/lauaMy, BOIIPOCAMHM M JIPYTMUMH BUAAMHU NPUMEHEHUS 3HAHMI; UCHOJIb3YeT ISl HalUCaHUs
JOKJIaJla COBPEMEHHBIE HAy4HbIC MaTepHalibl; aHAIM3UPYET TMOJYyUYEeHHYI0 WH(OPMAIHIO;
MPOSIBIISIET CAMOCTOSATEILHOCTh IPU HAMMCAHUM JI0KJIAJa.

Oyenka «xopowio» BBICTABISETCA CTYIEHTY, €CJIM KaueCTBO BBINOJHEHHS JOKJIaja
JIOCTaTOYHO BhICOKOE. CTYJIEHT TBEPAO 3HAET MaTepuall, FPaMOTHO U MO CYIIECTBY M3J1araer ero,
HE JIOMyCKas CyIeCTBEHHBIX HETOYHOCTEH B OTBETE HA BOMPOCHI IO TEME JOKIaa.

Oyenka «yo0osiemeopumenbHo» BBICTABISAECTCA CTYACHTY, €CIIM MaTephal IOKiIajaa
U3JIaraeTcsi 4aCTUYHO, HO MPOOEbl HE HOCAT CYIIECTBEHHOI'O XapakTepa, CTYIEHT JOIMyCKaeT
HETOYHOCTH U OLIMOKH TMPH 3alIUTe AOKIaa, JaeT HeJOCTaTOUYHO MPaBUIbHbBIE (DOPMYIHPOBKH,
HAOJII0JAI0TCSl HApYIICHUS JJOTHYECKON NOCIe0BAaTENbHOCTH B U3JI0KEHUH MaTepHaa.

Oyenkxa «Hey0081emeopumesibH0» BBICTABISETCS CTYICHTY, €CIM OH HE MOATOTOBUI
JOKJIaJl WM JONYCTWJI CyIIeCTBeHHble OImMOKU. CTyJIEeHT HEYBEpEeHHO H3J1araeT MarepHal
JIOKJIa/1a, HE OTBEYAET Ha BOMPOCHI MPENoAaBaTesl.

Onucanue wkanvl OYeHu8aHus

MaxkcuMaabHO BO3MOXKHBIN 0ajul 32 BeCh TEKYIIH KOHTPOJIb YCTAaHABIMBACTCS PaBHBIM
55. Tekyliee KOHTPOJIBHOE MEPONPUATHE CUUTAETCSA CIAHHBIM, €CJIM CTYJCHT MOJIYYWJI 32 HETO
He MeHee 60% OT yCTaHOBJIEHHOTO I 3TOTO KOHTPOJS MaKCHMaibHOrO Oanna. PeTuHroBbIit
63J'IJ'I, BBICTaBJISICMBIHA CTYACHTY 3a TCKYIICC KOHTPOJIIBHOC MCPOIIPUATHEC, CAAHHOC CTYJACHTOM B
YCTaHOBJICHHbIE TPapUKOM KOHTPOJBHBIX MEPONPUATUN CPOKH, OMPEAEINSETCS CIEAYIOIIUM
obOpazoM:

YpoBeHb BHITIOIHEHUS! KOHTPOJIBHOTO 3aannsa | PelTuHroBsIit 6amt (B % OT MakcHManbHOTO Oajuia
32 KOHTPOJILHOE 33JJaHUE)
OTanyHBII 100
Xopommit 80
YV 1OBIETBOPHUTEIHLHBIN 60
HeynosnerBopurenbHbIi 0

4.5. Memoouueckue pexomenoayuu no no020mMoeKe K 3a4emam

[Ipouenypa 3auera Kak OTAEIbHOE KOHTPOJIHHOE MEPOIPUITHE HE TPOBOIUTCS, OLIECHUBAHUE
3HaHUI 00y4JaroUIerocs NPOUCXOIUT MO PEe3yIbTaTaM TEKYIIEro KOHTPOJIS.
3aueT BBICTABISIETCS MO pe3ybTaTaM paboThl B CEMECTpe, MPHU CAaue BCEX KOHTPOIbHBIX TOUEK,
MPeyCMOTPEHHBIX TEKYIIIUM KOHTPOJIEM ycrieBaeMocTh. Eciu o utoram cemectpa o0ydaromuiics
umeeT oT 33 mo 60 GamioB, eMy CTaBHTCS OTMETKa «3auTeHo». O0ydaromemMycs, HMEIOIEMy 10
UTOraM cemectpa MeHee 33 0aIoB, CTABUTCS OTMETKA «HE 3aUTCHOM.

Konuuecmeso 6annos 3a 3auem (S3au) npu pasnuunvix petmuH208bix 6aiNax
no OuCyuniuHe no pe3yibmamam pabomsli 6 cemecmpe

PeiiTuHIrOBBII 0aJ1J1 MO AUCHMIIJIMHE KoauuecTBo 0as1510B 32 3a4eT (S3a4)
1o pe3yJbTaTam padoThbl B ceMecTpe (Rcem)
50 < Rcem <60 40
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39 < Rcem< 50 35

33 < Rcem <39 27

Rcem< 33 0

KoHTpoab caMocTosITeIbHOM PA00THI CTYIEHTOB

KonTpons camocTosTenbHOM paboThl MPOBOIUTCS MPENOIaBaTENeM B ayAUTOPUH.

[IpenycMoTpeHsl ciemyronye BUABI KOHTPOJISA: coOeceloBaHHE, OIEHKA BBITIOJHEHUS
JIOKJIa/1a U €ro Mpe3eHTal|H.

[TonpoOHBIE KpUTEPUU OICHUBAHMS KOMIETCHIMU NpuBeAcHbl B DOHIE OIEHOYHBIX
CPEJCTB JJIsl IPOBEACHUS TEKYIIEH U MPOMEKYTOYHONU aTTECTALUU.

Cnmcok siurepartypsl s BeinojHeHust CPC

OcHoBHasi iuTEpaTypa:

1. [Terpenko B.M. 3ammra mnepcOHAIBHBIX JAaHHBIX B HWH()OPMAIMOHHBIX CHCTEMaxX
[DnexTponHEI pecypce] : yueoHOoe mocodue / B.U. TleTpeHko. — DIEKTPOH. TEKCTOBBIE JaHHEIE.
— CraBponoinb: Ceepo-KaBkasckuit penepanbhblii yauusepeutet, 2016. — 201 ¢. — 2227-8397.
— Pexxum noctyna: http:// www.iprbookshop.ru/66023.html.

2. MakapoB A.M. Oprasauzanusi 3amudThl TEPCOHATBHBIX JAHHBIX [DJIEKTPOHHBIN
pecypce] : maGopaTtopHusblil mpaktukym / A.M. Makapos, U.B. Kanubepna, K.O. bongapenko. —
OnekTpoH. TekcToBble agaHHble. — CraBpononb: CeBepo-KaBkaszckuil  ¢enepanbHbIi
yHuBepcurer,  2015. — 92 c¢. —  2227-8397. —  Pexum = gocrymna:
http://www.iprbookshop.ru/62971.html.

JdonmosHuTe/IbHAS JIUTEpaTypa:

1. Cxpunauk JI.A. ObecnieueHne 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX [DIIEKTPOHHBIN
pecypc] / J.A. CxkpumHHK. — DIIEKTPOH. TEKCTOBBIC HaHHBIE. — M. : HTepHET- Y HUBEpCUTET
Nudopmarnmonnsix Texnonoruit (MHTYUT), 2016. — 121 ¢. — 2227-8397. — Pexum gocrtyna:
http://www.iprbookshop.ru/52153.html.

2. CaBenweB A.M. HayuHo-nipakTH4YECKHIl MOCTaTEHHBIN KOMMEHTapuil Kk deaepaibHOMY
3akoHy «(O TIepCOHANBHBIX JaHHBIX» [DNeKTpoHHBIH pecypc] / A.M. CaBenbeB. — DIIEKTPOH.
TeKCTOBbIE NaHHble. — M. : CtatyT, 2017. — 320 c. — 978-5-8354-1365-2. — Pexxum gocryna:
http://www.iprbookshop.ru/65895.html.

MeTtoanyeckasi Jureparypa:

1. meroanueckue yKazaHus K JaOOpaTOpHBIM paboTam;
2. MEeTOJIMYECKHE YKa3aHUs K CAaMOCTOSATEIIbHON padoTe.

HNHTepHeT-pecypcebl:

WWww.intuit.ru — HalMOHAJIbHBINA OTKPBITEINA YHUBepcuTeT « MTHTYUT»;
www.window.edu.ru —eiiHOE OKHO JOCTYIa K 00pa30BaTeIbHBIM pecypcaM;
www.citforum.ru — cepBep HHPOPMALIMOHHBIX TEXHOJIOTHIA;
http://www.iprbookshop.ru — 3bC «IPRbooksy;

www.gpntb.ru — ['ocynapcTBeHHas myOnuyHas Hay4yHO- TEXHUYEecKasi OMOInoTeKa
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http://www.iprbookshop.ru/66023.html
http://www.iprbookshop.ru/52153.html
http://www.gpntb.ru/

Poccuu. (I'TTHTB Poccun);
6. http://catalog.ncstu.ru — Dnexkrponnas 6udmoreka CKOY;
7. http://www.biblioclub.ru — YauBepcurerckas 6ubiamnoreka online.

IIporpaMmmMHoOe obecneyeHue:

Anpr Pabouas crannusa 10

At Pabouas cranuus K

AnpT «CepBepy»

ESNNAVSRI O )

[Taket oducHbIX nmporpamm - P7-Ocduc
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