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1. OOummume moJI0KeHUSA

CamocrosiTenbHas paboTa - TulaHupyeMasi yaeOHasi, yaeOHO-UCCIIeIOBATEeNbCKAsl, HAyYHO-
HCCIIeIOBaTeNbCKasg paboTa CTyIEHTOB, BHIIOIHIEMas BO BHEAYTUTOPHOE (2yIUTOPHOE) BpeMs 110
3aJJaHUI0 ¥ TIPU METOJUYECKOM PYKOBOJCTBE IPEINOAaBaTelis, HO 0e3 ero HemocpeaCTBEHHOTO
yudacTus (MpU YaCTUYHOM HETIOCPEICTBEHHOM YYaCTHH MPENOaBaTeNsl, OCTABIISAIONIEM BEAYIIYIO
pOJIb 32 pabOTOMN CTY/IEHTOB).

CamocrostensHas padota ctyaeHToB (CPC) B BY3e siBisieTcst BaXHBIM BUAOM Y4eOHOH 1
HAy4YHOW JeATENIbHOCTH cTyneHTa. CamocTosTenbHas padoTa CTYJEHTOB UIPAET 3HAYUTEIIbHYIO
POJIb B PEUTUHTOBOI TEXHOJIOTUU O0yUYCHHUSI.

K 0CHOBHBIM BHJIaM CaMOCTOSITETILHON paOOTHI CTYIEHTOB OTHOCSTCSI:

— (hopMHUPOBaHHE U YCBOCHHE COJIEP’KaHUsI KOHCIIEKTa JIeKIIUI Ha 6a3e peKOMEH10BaHHOM
JEKTOPOM Y4eOHOW JMTEpaTyphl, BKJIOYas HHGPOPMALMOHHbIE 00pa30BaTENIbHBIE PECYPCHI
(97K TPOHHBIE YUEOHUKH, TIEKTPOHHBIE OMOIUOTEKH U JIp.);

— HaIllMCaHUe JI0KJIa/10B;

— MMOATOTOBKA K CEMHHApaM, MPAaKTUYECKUM U JJabOpaTOPHBIM paboTam, UX oOpMIICHHUE;

— COCTaBJICHHE AHHOTHPOBAHHOTO CIHMCKA CTaTeld M3 COOTBETCTBYIOIIUX KYPHAJIOB IO

OTpaciiiM 3HaHMM (TIe1arOTHYeCKUX, TICUXOJIOTUYECKUX, METOIMYECKUX U JP.);

— BBINOJIHEHHE Y4EOHO-NCCIIE0BATEIBCKAX PAabOT, IPOCKTHAS ACATEIBHOCTD;

— MOJTrOTOBKa MPAKTHUYECKUX Pa3pabOoTOK M PEeKOMEHAALNN MO PEUIeHUI0 MpoOIeMHON
CHUTYaIUH;

— BBINOJIHEHUE JIOMAIIHUX 3aJaHUuil B BUJE PEUICHHS OTIEIbHBIX 3a1ad, MPOBEACHUS
TUIIOBBIX PAacYeTOB, PAaCUYECTHO-KOMIBIOTEPHBIX W WHAMBHIYAIbHBIX pPa0OT IO OTIEIbHBIM
paszenam coJiep>KaHus JUCIUILTUIH U T.1.;

— KOMIIBIOTEPHBIH TEKYLIUH CAMOKOHTPOJIb M KOHTPOJIb YCIIEBAEMOCTH Ha 0ase
3JIEKTPOHHBIX 00YUAIOIINUX U ATTECTYIOUIUX TECTOB;

— BBINIOJIHEHHE KYPCOBBIX padoT (MPOEKTOB) B paMKaX JUCIMILINH;

— BBINOJIHEHHE BBIMTYCKHON KBaTM(PUKALIMOHHOMN paboThI U Jp.

Metoanka OopraHU3alli CaMOCTOSITEIFHOW pabOThl CTYJIEHTOB 3aBHCHUT OT CTPYKTYPHI,
XapakTepa MU OCOOEHHOCTEW H3y4aeMoil IMCHUUIUIMHBL, 0O0be€Ma 4acoB Ha €€ M3ydyeHHue, BUAA
3aJaHUid 11 CAMOCTOSITEIBHOW Pa0OTBI CTYIEHTOB, WHIMBHYalTbHBIX KAdeCTB CTYJICHTOB U
yCIoBUM y4eOHO esaTeIbHOCTH.

[Ipomiecc opranmzanuu CaMOCTOSITEIPHOM pabOTHl CTYIEHTOB BKIIOYAET B ceOs
CJICAYIOIINE ATAIIbI:

® [I0JrOTOBUTENbHBIN (OIpeeNeHne IeNiel, COCTaBJIEHHWE MpPOrpamMMbl, MOATOTOBKA
METOAMYECKOr0 00ecredeHus, MOAr0TOBKa 000PYAOBaHUS);

® OCHOBHOM (peanu3anus MpOTrpaMMBI, UCIIOIB30BaHUE NMPHUEMOB TIOMCKA HH()OPMAIIHH,
YCBOEHHsI, NepepadOTKH, TPUMEHEHHs, NepeAayd 3HaHWM, (UKCHpPOBaHHE pPE3yJIbTATOB,
camoopraHu3zalus mnporecca padoThl);

® 3aKIIIOYUTENbHBIN (OLEHKA 3HAYMMOCTH M aHAJIU3 pe3yJbTaTOB, UX CHUCTEMaTH3aIMs,
orieHka 3(h(heKTHBHOCTHU IPOTPAMMBI ¥ TPUEMOB PaOOTHI, BEIBOJIBI O HATIPABJICHUSX ONTUMH3AIIHN

Tpyaa).

CaMocTtosiTenpHast paboTa MO AUCHUIUIMHE 3alUIICHHBIE JOKAIbHbBIE BBIUNCIUTEIbHBIC
CETH HarpasjeHa Ha (OPMHUPOBAHUE CICAYIOMNUX KOMIIETEeHIIHIA:



Kon DopMyJIUPOBKA:

I1K-4 CrocobHOCTh  ydacTBOBaTh B paboTax MO  pealin3alud  IOJUTUKU
UH(QOpPMAIIMOHHOW  0€30MacHOCTH, TPHMEHSTh KOMIUIGKCHBIH IOAXOA K
obecrneueHnI0 MHPOPMAIIMOHHOM 0€30ITaCHOCTH 00bEKTA 3aIIUTHI

[1K-2 CriocoOHOCTh MPUMEHSATH MPOrPaMMHBIE CPEICTBA CUCTEMHOTO, MPUKIIAJHOTO U
CIELMAIBbHOIO HAa3HAYEHHs, UHCTPYMEHTAIbHBIE CPEACTBA, A3BIKM U CUCTEMBI
IPOTPaMMHUPOBAHUS JUISI pellieHus MPOo(ECCHOHABHBIX 3a/1a4

[1K-12 CnocoOHOCTh MPUHMMATh y4YyacTHE B MPOBEACHUU HKCIEPUMEHTATbHBIX
UCCIICIOBAaHUN CHCTEMBI 3alIUTHI HH(OpMAIUU

2. lleasn W 3a1a4U CAMOCTOSITEILHOH PadoTHI

Benymas nens opranuzanuu u ocymectBienus CPC coBmamaer ¢ ueibio oOyueHus
cTtyneHta — (opmupoBanue Habopa OOMEHAYYHBIX, MPO(YECCHOHATBHBIX W CIHEIHAIBHBIX
KOMIIETeHIMI Oyay1iero 6akaiaBpa o COOTBETCTBYIOIIEMY HAMPABICHHUIO MOATOTOBKU

[Tpu opranuzamuu CPC BaXHBIM 1 HEOOXOIUMBIM YCIIOBHEM CTAHOBSTCS ()OPMUPOBAHUE
YMEHHsI CaMOCTOSITENIbHOM paboThl AN MPUOOpETEeHUs 3HAHWI, HABBIKOB M BO3MOXKHOCTHU
OopraHu3aly y4eOHOU U HaydyHOU nesrenbHOCTH. Llenbio camocTosTebHOM paboThl CTYJIEHTOB
ABIIIETCS OBJaJieHue (yHAaMEHTaIbHBIMU 3HAHUSMHU, NPO(ECCHOHATBHBIMU YMEHUSIMU U
HABBIKAMU JICSITSILHOCTH 110 MPOQIITIO, OMTBITOM TBOPUYECKOM, HCCIIEAOBATEIHCKOMN JEATCIIEHOCTH.
CamocTosTenbHass paboTa  CTYACHTOB  CIOCOOCTBYET  Pa3BUTHUIO  CaMOCTOSTEIbHOCTH,
OTBETCTBEHHOCTH U OPTaHU30BAHHOCTH, TBOPUYECKOTO MOAX0/1a K PEIICHUIO MPOo0sieM y4eOHOTo 1
pohecCHOHANBLHOTO YPOBHSL.

Zamauamu CPC gBisroTcs:

® CucTeMaTU3alus U 3aKPEIUICHUE ITOYYCHHBIX TEOPETUYECKUX 3HAHUHN U TPAKTUYECKUX
YMEHUH CTYJICHTOB;

® YFJ'IY6J'I€HI/IG " paClIMpE€HNUEC TCOPETHICCKUX 3HaHI/II>’I;

® (QopMUPOBaHHE YMEHHUH HCIIOJIb30BATh HOPMATUBHYIO, IPAaBOBYIO, CIPaBOYHYIO
JOKYMEHTALUIO U CIIELIMAIIBHYIO JTUTEPATYPY;

® Da3sBUTHUC I103HABATCIBHBIX CIIOCOOHOCTEH M aKTHBHOCTH CTYACHTOB! TBOp‘IGCKOﬁ
HHUIIUATUBBI, CAMOCTOATCIIBHOCTHU, OTBETCTBEHHOCTU U OPIraHU30BAHHOCTHU;

® (HOpMHUPOBAHHE CAMOCTOSITEILHOCTH MBIIUICHUS, CIIOCOOHOCTEM K CamMOpa3BUTHIO,
CaMOCOBEPILIEHCTBOBAHUIO U CaMOpealIn3aluu;

® DPa3BUTHE UCCIIEAOBATEILCKUX YMEHU;

® JCIIOJIB30BAaHHUEC MaTe€pHala, C06paHHOFO " MOJIYYCHHOI'0 B XOAC CAMOCTOATCIbHBIX
3aHATHI Ha CCMHHapax, Ha NIPaKTUYCCKHUX U MMPAKTHYCCKUX 3aHATUAX, ITPU HAITUCAHUHN KYPCOBBIX
nu BLIHYCKHOﬁ KBaHH(i)HKaHHOHHOﬁ pa60T, JJIA B(I)(I)GKTI/IBHOI\/'I INOATOTOBKH K HTOI'OBBIM 3a4€TaM U
OK3aMCHaM.



3. Texnonozuueckas Kapma camocmoamenvHol paoomsl cmyodeHma

Koanl
peanu3yeMbIX
KOMIIETEHIIUN

Bun neareabnoctu
CTYJICHTOB

CpenctBa u
TEXHOJIOTUU
OIICHKH

OObeM 4acoB, B TOM YHCIIE

(akanm.)
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KonTaktH
ast pabota
C
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TEJIEeM
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3 cemecTp

TIK-4 (U]1-
1LAJI-
21]1-3)

TK-2(N[T-
LAJI-
2,1]1-3)

TIK-12(1]1-
LUJT-
21]1-3)

CaMOCTOSTEIBHOE
W3YYCHHE JIUTePaTyPhl
U UCTOYHHUKOB

CobecenoBan
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52,56

5,84
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TIK-4 (]I-
LUAJT-
21]1:3)

NK-2(U[T-
1L.UJI-
2,1]1-3)

TIK- 121
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3aHATUIM
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3,24

0,36

3,6
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1LWJT-
2,1J1-3)

TIK-12(M/1-

21/1213)

Hanucanue
pedepara/moknana

3ammmra
JIOKJIaga

10

Hroro 3a 3 cemecTp

64,8

7,2

72

4 cemecTp

CaMoCTOITEILHOE
W3y4YEHUE JTUTEPATYPbI
U UCTOYHHUKOB

CobecenoBad
nue

3,96

0,44

4.4




2,U]1-
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2L
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3aHATUAM
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3)
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- 3,24 0,36 3,6
21]1-
3)
TTIK-12(WJT-
1 9I/U-I-2 J/U-I-s)
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ILUJ- | pedbepara/moknana
2U]JI-
3)
MMK-2(U -
1LUI-
2UII- 9 1 10
3)
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1,UJI-
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3ammmra
JIOKJIa1a

HTtoro 3a 4 cemecTp 16,2 1,8 18

Hroro 81 9 90

4. TlopsinoK BBHINOJHEHHS CAMOCTOSTEIbHOI PadoThl CTYA€HTOM

4.1. Memoouueckue pexomenoayuu no pabome ¢ y4eonou iumepamypou

ITpu pabote ¢ KHUro HEOOXOIUMO MOAOOPaTh JIUTEPATYPY, HAYUUTHCS MPABUIBHO €€
YUTaTh, BECTH 3amucu. s moadopa aurepaTypsl B OMOIMOTEKE UCTIOIB3YIOTCS al(aBUTHBIN 1
CUCTEMATUYECKUI KaTaJIOTH.

Ba)xHO MOMHUTH, YTO palMOHaNbHbIE HABBIKM PabOTHI C KHUTOW - 3TO Bcerja OoJbIast
HKOHOMHS BPEMEHU U CHUIL.

[IpaBuibHBI  1OAOOP Y4YEOHUKOB pEKOMEHAYETCS IMpenojaBaTesieM, YHTArOIUM
JEeKIMOHHBIN Kypc. HeoOxoaumasi nmutepaTypa MOXKET ObITh TaKXKe YKa3aHa B METOAMYECKHX
pa3paboTKax 1Mo JaHHOMY KYpCy.

N3yuas maTtepuan mo yueOHMKY, CIEAyeT NMEepPeXoauTh K CIEAYIOIIEMY BOIPOCY TOJBKO
1ocJyie MPaBUJIbHOTO YSICHEHUS MPEeAbIAYIIET0, ONKUChIBas Ha Oymare BCe BBIKJIAJAKU U BBIYUCIICHUS
(B TOM 4HCIE T€, KOTOPbIE B YUEOHHKE OMYIIEHBI WM HA JIEKIIMU JIaHBI JJIs1 CAMOCTOATEIBHOTO
BBIBOJIA).

[Tpu n3ydeHnu a000M AUCHUILTUHBI OOJBIIYIO U BXKHYIO POJIb UTPAET CaMOCTOSITENIbHAS
WHAMBHUAYyalIbHas padoTa.

Ocoboe BHHMMaHHE cJelyeT OOpaTUTh Ha OIpeJesieHHe OCHOBHBIX IOHATHH Kypca.
CryneHT AoiKeH NoApoOHO pa3duparh MPUMEPHI, KOTOPBIE MOSICHAIOT TaKHE ONpEesICHUs, U
YMETh CTPOMTH aHAJIOTMYHBIE MPHUMEPHl CaMOCTOATENbHO. HyXHO 1qOOMBaThbcs TOYHOTO
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IIPEACTABIICHNS O TOM, YTO U3ydaellb. [10J1e3H0 cOCTaBIATh ONIOPHBIE KOHCIEKTHI. 1Ipyu n3yyenun
MarepHajia Mo y4eOHMKY IOJIE3HO B TeTpaau (Ha CIEUaJbHO OTBEIEHHBIX MOJIAX) JOMOIHATh
KOHCIIEKT JIeKIuil. TaM »Ke cieayer oOTMedarb BOIIPOCHI, BBIICICHHBIE CTYIEHTOM JUIS
KOHCYJIbTALIMM C IIPENOAABATEIIEM.

BbIBOIBI, ITOTyYEHHBIE B pE3Yy/IbTaTE U3YYECHMS, PEKOMEHYETCSl B KOHCIIEKTE BBIJEIIATH,
YTOOBI OHY MPH NEPEUUTHIBAHUN 3aIIUCEH JIydllle 3alI0MUHAINCh.

OnpIT MOKa3bIBa€T, YTO MHOIMM CTYJEHTaM IIOMOIaeT COCTABJIEHUE JIMCTAa OIOPHBIX
CUTHAJIOB, COJEPKALIEro BaKHENIMe U HauboJjiee 4acTo ynorpedisiemMble (GOpMysbl U TOHATHSL.
Takol JIMCT MOMOTAET 3alIOMHUTH (POPMYJIBI, OCHOBHBIE TMOJIOKEHHS JICKIIUU, & TaKKe MOXKET
CILY>KMTb ITIOCTOSIHHBIM CIIPaBOYHUKOM JJISI CTYJEHTA.

UreHne Hay4HOro TEKCTa SBISAETCS YacThIO IO3HABATEIBHOW AEATENBHOCTU. Ee nenp —
U3BJICUEHHE U3 TeKCTa HeoOXoauMol nHdopmaruu. OT TOro Ha CKOJIBKO OCO3HAHHA YHUTAIOIIUM
COOCTBEHHAs] BHYTPEHHSS YCTaHOBKA NPH OOpalleHHMH K IEYaTHOMY CIIOBY (HalWTH HY>KHBIC
CBEJICHUS, YCBOUTh MH(POPMALIMIO MOJHOCTbIO WJIM YAaCTHYHO, KPUTUYECKU MPOAHAIN3UPOBATH
MaTepHal U T.I.) BO MHOT'OM 3aBUCHT 3((PEKTUBHOCTH OCYIIECTBISIEMOTO ICHCTBHUS.

Boiaenstor uemoipe 0cHoéHble yCMAHO6KU 6 YUMEHUU HAYYHO20 MEKCMA.

MH()OPMAIIMOHHO-TIONCKOBBIH (3a/1a4a — HAWTH, BBICITUTH UICKOMYIO HH()OPMAIIHIO)

ycBanBarolias (yCHJIMs YUTaTeNsl HallpaBieHbl HAa TO, YTOOBI KAK MOXHO IOJIHEE OCO3HATh
Y 3alIOMHMTb, KaK CAMU CBEECHMSI, M3JIaraéMbl€ aBTOPOM, TaK U BCIO JIOTHKY €r0 pacCyKJIeHUH)

AQHAJIMTUKO-KPUTHYECKass (YUTATEeNIb CTPEMUTCS KPUTHUECKHM OCMBICIUTH MaTepual,
[IPOAHAIU3UPOBAB €TI0, OIIPE/IEIUB CBOE OTHOILIIEHUE K HEMY)

TBOpYECKas (CO34aeT y 4yMTaTessi FOTOBHOCTh B TOM HJIM MHOM BHJI€ — KaK OTIPaBHOM
IYHKT JUJIS1 CBOMX PACCYKJIEHUH, Kak 00pa3 uid NeHCTBUS MO aHAJIOTMM U T.I. — HUCIOJIb30BATh
CYXJIEHUSI aBTOpa, XOJ €ro MbICIEH, pe3ynbTaT HaONIoAeHUs, pa3pabOTaHHYI0 METOAMKY,
JIOTIOJIHUTD UX, [TOIBEPIHYTh HOBOM IIPOBEPKE).

OcnosHble 8U0bl CUCEMAMUUPOBAHHOU 3aNUCU NPOUUMAHHO2O0!

AHHOTHpOBaHHE — TMIPEACIIBHO KpPAaTKOE CBS3HOE ONMCAaHUE IPOCMOTPEHHON WM
NPOYNUTAHHON KHUTH (CTaThH), €€ COIePKaHMsl, UICTOYHHUKOB, XapakTepa U Ha3HAYCHHUS;

[InanupoBaHue — KpaTkas JIOTH4eCKask OpraHU3alys TEKCTa, PACKPBIBAIOIIAS COJEpKaHUE
U CTPYKTYpY U3y4aeMOro Marepuana,

Te3supoBaHne — JAKOHMYHOE BOCIIPOM3BEJCHHE OCHOBHBIX YTBEPXACHHMHU aBTOpa 0Oe€3
npuBJeueHHs (PaKTUYECKOro MaTepuana;

[utupoBaHue — JOCIOBHOE BHIMMCBHIBAHNE M3 TEKCTA BBIIEPIKEK, U3BJICUCHUH, Hanboee
CYILIECTBEHHO OTPAXKAIOIIMUX Ty WA HHYIO MBICIIb aBTOPA;

KoHcnektupoBanue — KpaTKo€ U IIOCIIEIOBAaTEIbHOE M3JI0KEHHE  COICPIKAHMS
IIPOYUTAHHOTO.

KoHcnekT — cinoxHbIN cr1oco0 M3I0KEHUs COAECPKAHNUS KHUTHU MM CTaThbU B JIOTUYECKON
nocienoBarenbHOCTH. KOHCIEKT akKyMynupyeT B cebe ImpeIblAyIiue BUAbI 3alHCH, TT03BOJISET
BCECTOPOHHE OXBAaTUTh COJEPKAHNE KHUTH, CTaTbU. [103TOMY yMEeHME COCTABIIATH IUIAH, TE3UCHI,
JleaTh BBIIUCKU U JPYTHUE 3alIUCH OIIPENEIIAET U TEXHOJIOTHUIO COCTABIICHUs KOHCIIEKTA.

Memoouueckue pekomenoayuu no coOcmagieHuo KOHCneKma.

1. BHUMaTeNnbHO MPOYUTANTE TEKCT. YTOYHHUTE B CIIPABOYHOHN JTUTEpaType HETOHSITHbIE
cinoBa. [Ipu 3anucu He 3a0yAbTe BHIHECTH CIIPABOYHBIE JJAHHBIE HA MOJISI KOHCIIEKTA;

2. BeienuTe riaBHOeE, COCTaBbTE ILJIAH;

3. Kpatko chopmynupyliTe OCHOBHBIE TOJOXEHHS TEKCTa, OTMETHTE apryMEHTAIIHIO
aBTOpA;

4. 3akoHCHEKTUpYITe MaTepHall, YeTKO clieAys MyHKTaM riaHa. [Ipu koHcneKTupoBaHUH
CTapalTeCh BBIPA3UTh MBICIb CBOMMHU CIIOBaMU. 3aIIUCHU CJIELYET BECTH YETKO, SICHO.

5. I'pamotHO 3amnuckiBaiite nutatel. L{luTupys, yduTsiBaiiTe TJaKOHUYHOCTH, 3HAYMMOCTh
MBICJIH.



B TexcTe KOHCIIEKTA JKENaTeIbHO MMPUBOAUTH HC TOJIBKO TC3UCHLIC MOJIOXKCHUA, HO U UX
nokazatenbeTBa. [Ipu odopmieHHH KOHCIEKTa HEOOXOJUMO CTPEMUTHCS K €MKOCTH Ka)JI0To
npeiokeHusl. MBICTU aBTOpa KHHUTH CIEAyeT H3JIaraTh KpaTKo, 3a00TsICh O CTWIE U
BBIPA3UTEILHOCTH HAMMMCAHHOTO. YHCIIO TOMOJHUTENBHBIX 3JIEMEHTOB KOHCIEKTa JTOJKHO OBITh
JJOTN4YC€CKHU O6OCHOB3,HHBIM, 3arucu JOJIZKHBI pacnpeaAciIsATbCA B OHpeI[eHeHHOﬁ
MOCIIE0BATEIbHOCTH, OTBEUAIOIIEH JIOTMUECKOM CTPYKTYype MpousBeaeHus. s yrouHeHus u
JIOTIOJTHEHHUS HEOOXOAMMO OCTABJISTh MOJIS.

OBnaneHue HaBbIKAMU KOHCIIEKTHPOBAHHS TPeOyeT OT CTYyIEHTa LeJIeyCTPEMIIEHHOCTH,
MOBCETHEBHOM CaMOCTOSATEIILHON PabOTHI.

4.2. Memoouueckue pexomenoayuu no noo20mMoeKe K NpaKmuyecKum u 1abopamopHbim
3auaAmMuAM

st TOro 4ToOBI MpakTHYECKHE W JTAOOpaTOPHBIC 3aHATUS MPHUHOCHIM MaKCUMAIIbHYIO
H0JIb3Y, HEOOXOJMMO IOMHUTB, YTO YIPAaXXKHEHUE U pEeIlIeHHE 337a4 IPOBOIATCS 110 BHIMUTAHHOMY
Ha JIEKIUSAX MaTepually U CBSI3aHbl, KaK MPaBUIIo, C JETAIbHBIM pa300pOM OTAEIbHBIX BOIIPOCOB
JEeKIMOHHOro Kypca. CreayeT NOAYEPKHYTb, 4YTO TOJBKO IIOCIE YCBOEHHS JIEKI[MOHHOI'O
MaTepuana ¢ ONPEJECIIEHHON TOUKM 3peHMs (a UMEHHO C TOWM, C KOTOPOW OH M3jaraercss Ha
JEKLMSIX) OH OyleT 3aKpeIuIAThCS Ha NMPaKTHUECKUX 3aHATHUAX KaK B pe3yJsibTaTe OO0CYXIEHHs U
aHaJIM3a JEKLUUOHHOI0 MaTepuaa, TaKk U ¢ IOMOIIbIO pelIeHHs MPOOJIEMHbBIX CUTYyallui, 3a1a4.
[Tpu 3TUX yCIOBUSAX CTYJIEHT HE TOJBKO XOPOIIO YCBOUT MaTepuai, HO U HAyYUTCS IPUMEHSTh
€ro Ha PAKTHKE, a TAKXKE MOJIYYUT TOMOIHUTENbHBIN CTUMYI (M 3TO OYEHb BaXKHO) JIsl aKTUBHOMN
popabOTKH JIEKIUH.

[Ipu camoCTOSITENPHOM PELICHUH 3aJa4 HY>KHO OOOCHOBBIBATh Ka)K[blil 3Tall pEIIEHUs,
UCXO0J U3 TEOPETUYECKUX IOJIOKEHUH Kypca. Eciau cTyAeHT BUIUT HECKOJIBbKO MyTeH perieHus
npo0isieMsl (3aaun), TO HYXKHO CPaBHMTb MX U BBIOpaTh camblii pannoHaibHbIA. [lone3no no
Hayaja BBIUMCIEHUIH COCTaBUTh KpaTKUM IJiaH pemeHus npoOneMsl (3amauu). Perienue
npoOJIEMHBIX 3ajjad WM IPUMEPOB CJIEeNyeT M3JlaraTth MoApoOHO, BBIUMCIEHHUS paclojiarath B
CTPOTOM TIOPSIIKE, OTHENssl BCIIOMOTAaTENbHBIE BBIUMCICHHMS OT OCHOBHBIX. PemieHus mnpu
HEO0OXOUMOCTH HYKHO CONPOBOXKIATh KOMMEHTAPUSIMU, CXEMaMH, YepTEKaMU U PUCYHKAMH.

Crenyer NOMHUTB, YTO pELIEHHE Kaxa0M ydeOHOM 3ajaud JOJKHO JOBOJUTHCS 10
OKOHYATEJIBHOIO JIOTHYECKOr0 OTBETa, KOTOPOro TpedyeT YCIIOBHE, U IO BO3MOXHOCTH C
BbIBOZIOM. [lonydeHHBIH OTBET cielyeT MPOBEPUTh CHOCOOaMM, BBHITEKAIOIIMMHU U3 CYyLIECTBa
naHHoM 3anaun. [lone3Ho Takke (eciu BO3MOXKHO) peliaTh HECKOJIbKUMHU CIIOCOOAMU U CPaBHUTH
NOJIy4eHHBIE pe3yabTaThl. Pelienne 3a1au TaHHOTO TUMA HYKHO MPOJIOJDKATh JI0 TPUOOpETeHUs
TBEP/bIX HaBBIKOB B UX PELLIECHUHU.

4.3. Memoouueckue pexomeHOayuu no camonposepke sSHaHui

ITocne u3yyeHus ompeneneHHON TEMBI MO 3aIUCSIM B KOHCIIEKTE U YYeOHHKY, a TakxkKe
pElIeHUsT TOCTAaTOYHOTO KOJIMYECTBA COOTBETCTBYIOIIMX 337a4 Ha MPAKTHYECKUX 3aHATHIX U
CaMOCTOATENIBHO CTYNEHTY DPEKOMEHIYETCs, IMPOBECTU CaMOIIPOBEPKY YCBOEHHBIX 3HAHUU,
OTBETUB Ha KOHTPOJIbHBIE BOIIPOCHI IO U3yYEHHOHN TEME.

B ciiydae HE0OXOIUMOCTH HY>KHO €Ilie pa3 BHUMATEIbHO pa3o0paThcs B MaTepHale.

NHorna HenoCcTaTOYHOCTh YCBOEHHUS TOTO WJIM MHOTO BOIPOCA BBIACHSETCS TOJIBKO IIPHU
U3Y4YEHUU JNaJIbHEUIIEro MaTepuana. B aTom ciydae Hazo BEpHYTHCS Has3al U MOBTOPUTH ILUIOXO
YCBOEHHBIN MaTepuas. BaXHbId KpPUTEpHIl YCBOECHMS TEOPETUYECKOrO0 MaTepualia - YMEHHE
pelmaTte 3aJa4d WM IPOMTH TECTHPOBAHME IO NPOHAEHHOMY Marepuany. OgHaKo ciemyer
IIOMHUTB, YTO MPABWIBHOE PEIICHHE 3a/1a4d MOKET IOJIYYUTHCS B pe3yJbTaTe NPUMEHEHUS
MEXaHUYECKHU 3ay4eHHBIX (opMy 6e3 MOHUMAaHHUS CYIIHOCTH TEOPETUUECKUX TOJI0KEHUH.



4.4. Memoouyeckue pekOMeHOAUUU NO HANUCAHUIO HAYYHBLIX MeKCmo8 (00K1ados, cce,
HAayuHuIX cmametl u m.o.)

[epen Tem, Kak MPUCTYNMUTH K HATMCAHUIO HAYYHOTO TEKCTA, BAXKHO Pa300paThCs, KaKOBa
MCTHHHAS 11eJ1b BAIlIETO0 HAYYHOTO TEKCTA - 3TO MOMOKET BaM pPa3yMHO PacHpeAeIUTh CBOU CHIIBI
U BpeMsl.

Bo-nepBbIX, cHayana HYXHO OIPENSIUTHCS C HJeeld HAYYHOTO TEKCTa, a il 3TOTO
HEO0XO0IMMO HAYUUTHCSI JINOO OTHOCUTHCS K Pa3HBIM SIBJICHUSM U (PaKTaM HECKOJIBKO KPUTHUECKU
(cBOSL Maest — KaK WHAs TOYKA 3pPEHHUs), TMOO HAYUYHUTHCS YBJIEKATbCS KAKUMHU-TO M3BECTHBIMU
UesMH, KOTOpbIE HYKIAIOTCA B JO0paboTKe (Waes — Kak ONTHMHCTHUYECKAas IO3UIUS U
HaNpaBJICHHOCTh HA JaJbHEHIIee COBEPIICHCTBOBAHUE YK€ H3BECTHOT0). BO-BTOPBIX, HAYYUTHCA
OpPraHU30BBIBATh CBOE BPEMs, BElb, KaK U3BECTHO, CBOOOIHOE (OT BCSIKUX TIIYIIOCTEH) BpeMsl —
Ba)KHEHIIIEE YCIOBUE HACTOAIIETO TBOPUYECTBA, JUIsl HEro HAKOHEI-TO MOosBIIsieTcs Bpemst. iHora
MMCHHO Ha OPTaHU3aIMI0 TAKOTO BPEMEHH YXOUT HEMaJlasi 4aCTh CHJI U TaJIAaHTOB.

[Tucatp cremyer sICHO M IOHSATHO, CTApasiCh OCHOBHBIE TOJIOKEHUS (POPMYINPOBATH YETKO
Y HEJIBYCMBICJICHHO (YTOOBI M CAMOMY TOHSITHO OBLJIO), @ TAK)KE CTPEMSICh CTPYKTYPHUPOBATh CBOU
TekcT. Kaxaplii pa3 Halo MpencTaBisATh, YTO Ball TEKCT OyJeT KTO-TO YHTATh U €MY 3aXOUeTCs
COPHCHTUPOBAThCS B HEM, OBICTPO HAXOJIUTh OTBETHl HA HMHTEPECYIOUIHE BOIPOCHI (320HO
npecTaBbTe ceOs Ha MecTe Takoro yesnoBeka). [IoHsaTHO, uTo padoTa, HamMCcaHHAs! «CIUIOIIHBIM
TeKcTOMY (0€e3 3aroI0BKOB, 0€3 BbIICTICHHS KPYIHBIM MIPpUGTOM Hanbosee BaXXHbIM MECT U T, 11.),
y KYJIBTYpPHOTO YHTATENs JOJDKHA BBI3BIBATH OpPE3TNIMBOCTh W JaXe JKAJIOCTh K aBTOPY
(MCKITIOYEHHUSI COCTABJISIIOT HEKOTOPBIC JPEBHUE TEKCThI, KOTJA U YKaHP ObLI MHOW U K TEKCTaM
OTHOCWJINCh HMHa4e, Ja M CaMHX TEKCTOB OBUIO TrOpa3lo MEHbIIe — HE TO, YTO B JIOXY
«uH(}OPMAIIMOHHOTO B3PhIBA» U COOTBETCTBYIONIETO «MH(OPMAIIHOHHOTO MyCOPay).

OO0beM TEeKCTa W pa3IUYHbIE OPOPMUTEIBCKHE TPEOOBAaHHWS BO MHOTOM 3aBHUCST OT
NPUHATBHIX B KOHKPETHOM y4eOHOM 3aBEJICHHH TTOPSIIKOB.

Jloksiag - 3TO CaMOCTOSITENIbHOE HCCIIEOBAaHHE CTYACHTOM OINpEAeIEHHON MpoOIeMbl,
KOMIIJIEKCa B3aUMOCBSI3aHHBIX BOIIPOCOB.

JlokJiag He JOJKHA COCTaBIIAThCS U3 (PparMeHTOB cTaTel, MoHorpaduii, mocoduii. Kpome
IPOCTOTO M3J0XKEHUs (aKTOB M IMTAT, B JIOKJIAJ] € JOJDKHO NMPOSBIATHCS aBTOPCKOE BUICHHE
pOOJIEMBI U €€ PEeLIeHHUS.

PaccMOTpUM OCHOBHBIE ATAlbl MOATOTOBKU

a CTYJICHTOM.

BeinonHenue 1okiaga HaUMHAETCS C BEIOOpA TEMBI.

3areM CTyIEHT NPUXOIUT Ha TEPBYI0 KOHCYJIbTAMIO K PYKOBOIUTEINIO, KOTOpas
peycMaTpUBaeT:

- o0CcyKJIeHre 1IeTTU ¥ 3371a4 padO0Thl, OCHOBHBIX MOMEHTOB U30PaHHON TEMBI;

- KOHCYJIbTHPOBAHUE 10 BOIPOCAaM MOJ00pa JINTEPaTyphl;

- COCTaBJICHUE TIPEABAPUTEIHHOTO TIaHA.

Craenyrommm »TanoMm siBisiercss pabora ¢ nutepaTypoil. HeoOxonmmmas nureparypa
NOOUPAETCs CTYIEHTOM CaMOCTOSITEIBHO.

ITocne noxbopa nuTepaTypsl eaecoo0pa3Ho caenaTh pabouuil BApHaHT MmiiaHa padoTsl. B
HEM HY)KHO BBIJICIUTH OCHOBHBIE BOIIPOCHI TEMBI U TTaparpadpl, pacKphIBAIOIINE UX COICPKaHUE.

CocTaBlIeHHBIN CHUCOK JHUTEPATyphl W MPEIBAPUTENbHBIM BapHaHT TJIaHA YTOYHSIOTCS,
COTJIACYIOTCSl Ha OUEPETHON KOHCYIBTAIINU C PYKOBOJUTEIIEM.

3areM Ha4yMHAETCs CIEeNyIOIUH s3Tan paboThl - U3yueHHE JUTepaTypbl. TOJBKO
BHUMATEJIBHO YUTasl U KOHCIIEKTHPYS JIATEPATYPY, MOKHO Pa300paThCsi B OCHOBHBIX BOIIPOCAX
TEMBI U TIOJTOTOBUTHCS K CAMOCTOSITEIIbHOMY (aBTOPCKOMY) M3JIOKEHUIO COJICPKAHUS JTOKIaja.
Koncnektupyst nepBOMCTOYHUKH, HEOOXOIUMO OTPa3UTh OCHOBHYIO HJICIO aBTOPA U €T0 ITO3UITHI0
0 MCCIIelyeMOMY BOIIPOCY, BBIABUTD MPOOIEMbl 1 HAMETUTH 33J1a4H JUIS AabHEUIIEro U3ydeHUs
JAHHBIX MTPOOJIEM.



CucremaTuzanuss M aHaAIW3 U3YYCHHOW JHTEpaTypbl MO MpobjeMe HCCIIeIOBAHMS
MO3BOJIIOT CTY/IEHTY HaIucaTh paboTy.

Pabounii BapuaHT TeKcTa JOKJIaja MPEJOCTaBIIETCS PYKOBOAMUTENIO Ha MpoBepkKy. Ha
OCHOBe palouero BapuaHTa TEKCTa PYKOBOAUTEIb BMECT€ CO CTYIEHTOM 00CyXaaer
BO3MOXHOCTH JIOpabOTKH TekcTa, ero odopmienue. Ilocne mopa®oTku 1oKiaj craercs Ha
Kadenpy A ero OlleHUBAHUS PYKOBOAUTEIIEM.

Tpebosanus Kk HanUCanuio 0OKIAOA

Hanucanue 1 noxmana siBasieTcst o0si3aTenbHbIM yeloBueM BoinoiaHeHus 1uiana CPC o
000U JUCIHILTUHE MTPO(PECCHOHATBHOTO IHKIIA.

Tema noksana Moxet ObITh BEIOpaHa CTYICHTOM U3 MPEJIOKEHHBIX B paboueii mporpamme
wid (poH/e OIEHOYHBIX CPEACTB MUCHMIUIMHBI, JTUOO OIpeeneHa caMOCTOSATENIbHO, UCXOAS U3
MHTEPECOB CTyJeHTa (B paMKaX H3y4yaeMOW IUCHUIUIMHBI). BbIOpaHHYI0 TeMy HEOOXOAMMO
COTJIACOBATHCS C MPEIOIaBATEIIeM.

Jlokinaz noykeH ObITh HAlMCAH HAYYHBIM SI3BIKOM.

O06bem nokiana A10mkeH coctaBiath 20-25 crp.

Cmpyxmypa ooknaoa:

e Bgenenue (He Oonee 3-4 crtpanui). Bo BBemeHHH HE00X0AMMO OOOCHOBAThH BBIOOD
TEMBI, €€ aKTyaJlbHOCTb, OUEPTUTh O0JIACTh HCCIIEJIOBaHUS, OOBEKT HCCIEI0OBAaHUS, OCHOBHBIC
LENU 1 33]1a91 MCCIIeIOBAHMUS.

e (OcHOBHas 4acTb COCTOUT U3 2-3 pasnenoB. B HUX packpbiBaeTcs CyTh HCCIEAYEeMOM
poOJIeMbl, TPOBOAUTCS 0030p MHUPOBOM JHMTEPATyphl U MCTOYHUKOB VHTEpHET 1O mpeaMeTy
WCCIIEIOBAHMsI, B KOTOPOM JaeTCsl XapaKTepUCTUKA CTENEHH pa3paboTaHHOCTH MpoOJIeMbl U
ABTOPCKasl aHAIWTHYECKash OLEHKAa OCHOBHBIX TEOPETHUECKHUX IMOJIXOJ0B K €€ PEUICHHUIO.
Wznoxxenne Marepuana HeE JODKHO OTPAHUUMBATHCSA JIMIIb OIKCATENIbHBIM MOIXOJ0M K
packpbiThio BbIOpaHHOW Tembl. OHO TakXke OJDKHO COJAEpKaTh COOCTBEHHOE BHJICHHE
paccMaTpuBaeMoii mpoOIeMbl U U3JI0KEHHE COOCTBEHHON TOUKU 3pEHHUs Ha BOZMOXKHBIE MTyTH €€
peteHws.

e 3akmoueHue (1-2 crpanuibl). B 3akimoueHIN KpaTKo M3/aratoTcsl JOCTUTHYTBIE TIPH
U3Yy4EHHUH TTPOOIJIEMBI TIETTH, IEPCIIEKTUBBI Pa3BUTHS UCCIIEyEMOTO BOIIPOCa

e CHUCOK WCIMOJIL30BAaHHOM JIUTeparyphl (He MeHbIlle 10 UCTOYHUKOB), B andaBUTHOM
nopsijike, 0pOpPMIICHHBIN B COOTBETCTBUH C MPUHITHIMH MpaBHIaMH. B cMCOK MCTIONB30BaHHOM
JUTEpaTypbl PEKOMEHIYETCs BKIIOYaTh paObOThl OTEYECTBEHHBIX U 3apyOEKHBIX aBTOPOB, B TOM
YHCIIe CTaThH, OMyOJIMKOBAaHHBIE B HAYYHBIX JKypHAJIaX B TEUCHHE IOCIEAHUX 3-X JIET U CCHUIKH
Ha pecypcsl cetu MHTepHeT.

o [lpunoxenue (mpu HEOOXOAUMOCTH).

Tpebosanus k oghopmaenuro:

TEKCT C OAHON CTOPOHBI JIUCTA;

mpudt Times New Roman;

Kernb mpudra 14;

MEXCTPOUHOE paccTosHue 1,5;

IoJIst: CBEPXY 2,5 cM, CHU3Y — 2,5 ¢M, cieBa - 3 ¢Mm, cipasa 1,5 cm;
JOKJIaJ] IOJKEH OBITh MPEACTaBIeH B COPOLTIOPOBAHHOM BHUJIE.

Tlopsook 3awumul doxknada:

3amuTa JOKJIaga MPOBOAMTCS HAa MPAKTHUECKUX 3aHATUAX, MOCIE OKOHYAHUsS PabOTHI
CTYZICHTa HaJ HUM W WCIPABICHHUS BCEX HEIOYETOB, BBIABICHHBIX IIPETOaBaTelIeM B XOJIe
KOHCyJbTanuii. Ha 3amury nokiana oTBOAUTCS 5-7 MUHYT BpEMEHH, B X0JIe KOTOPOTO CTYACHT
JIOJDKEH TT0Ka3aTh CBOOOHOE BIIAICHUE MAaTEPUAJIOM T10 3asBIeHHON Teme. [Ipu 3amuTe mokmana
MPUBETCTBYETCS MCIOIH30BaHUE MYJIbTUMEIUA-TIPE3CHTAIIHH.

Ouenka ooxknaoa

JlokIaj OlEeHUBAETCS 10 CIETYIOIIUM KPUTEPUSIM:

* coOmroieHue TpeOOBaHU K €ro 0pOpMIICHHIO;
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* HE0OXOIMMOCTh U IOCTaTOYHOCTb VISl PACKPBITHS TEMbI IPUBEICHHOM B TEKCTE TOKJIaIa
nHpopmanuu;

* YMEHHUE CTy/IeHTa CBOOOIHO U3JIaraTh OCHOBHBIE UJI€U, OTPAKCHHBIE B JIOKIA/IE;

* CIIOCOOHOCTH CTY/IEHTa IMOHATH CYTh 33/JaBa€MbIX NPEMNOAABATEIEM M COKYPCHUKaMHU
BOINIPOCOB U C(HOPMYITMPOBATH TOYHBIE OTBETHI HA HUX.

Kpumepuu oyenxu:

Oyenka «omauyHoy» BBICTABISIETCS CTYJEHTY, €CIIM B JOKJIAJIE CTYIEHT MCUEPIBIBAIOILE,
II0CJIEI0BATENIBHO, YETKO M JIOTUYECKU CTPOMHO M3jaraeT MaTepuall; cBOOOAHO CIPABIISIETCS C
3aJa4aMy, BONPOCAMHU M JPYTUMH BHJIAMH MPUMEHEHHs 3HAHUI; MCHOJB3YeT sl HAUCAHUS
JIOKJIala COBPEMEHHbIE HayudHble MaTepUallbl; AHAIM3UPYET MOJIYYEHHYIO HH(POpPMALHUIO;
NPOSIBIISIET CAMOCTOSITEILHOCTD IPU HAITUCAHUU JIOKJIAJA.

Oyenka «xopouioy» BBICTABISETCA CTYAEHTY, €CJIM KauyeCTBO BBIIOJHEHUs JIOKJIaja
JI0CTaTOYHO BbICOKOE. CTYy/IEHT TBEP/IO 3HAET MaTepuall, FpPaMOTHO U M0 CYILIECTBY U3JIaraer €ro,
HE JIONyCKasl CYILECTBEHHbIX HETOUHOCTEH B OTBETE Ha BOIPOCHI 110 TEME JI0KIaJa.

Oyenka «yooeremeopumenvHo» BbICTABISIETCS CTYAEHTY, €CIM MaTepuail JOoKiIajaa
U3JaraeTcs 4acTMYHO, HO NMPOOEsbl HE HOCAT CYIIECTBEHHOI'O XapakTepa, CTYJIEHT JOIYyCKaeT
HETOYHOCTH WM OMIMOKM IPH 3aIIUTE AOKJIAIa, JaeT HEJAOCTaTOYHO MPAaBUIIbHBIE ()OPMYIUPOBKH,
HaOJII01al0TCSl HAPYIIEHUS JIOTHYECKOM 1OCIIe0BATEIbHOCTH B U3JI0KEHUN MaTepHala.

Oyenka «Hey0061emeopumenbHo» BBICTABISETCS CTYIEHTY, €CIM OH HE IMOATOTOBMII
JIOKJIal WIN JIOMYCTUJ CyllecTBeHHble OIMOKU. CTyIEeHT HEYBEpEeHHO H3JIaraeT MarepHal
JIOKJIaJia, HE OTBEYAEeT Ha BOIIPOCHI NPENO1aBaTENs.

Onucanue wKanvl oYyeHu8aHusl

MaxkcrMaiabHO BO3MOXKHBIN Oajl 32 BeCh TEKYIIUH KOHTPOJIb YCTAHABIMBAETCS PABHBIM
55. Teky1iee KOHTPOJIILHOE MEPOIIPHUATHE CUMTAETCS CAAHHBIM, €CIIM CTY/IEHT MOJIyYHJI 33 HETO He
meree 60% OT yCTaHOBJICHHOTO JUIS 3TOTO KOHTPOJISI MaKCUMaIIbHOTO 0asuia. PedTHHTOBBIN Oar,
BBICTABIISIEMBbIM CTYJIEHTY 3a TEKyllee KOHTPOJIbHOE MEPONpHUSATHE, CIAaHHOE CTYJIEHTOM B
YCTAHOBJIICHHBIE TPaUKOM KOHTPOJBHBIX MEPONPHUSATHH CPOKH, OMPEACISIETCS CIEAYIOIINM
obpa3zom:

VYpoBeHb BBINOJHEHUS KOHTPOJIBHOTO PefiTunrossrit 6amt (B % OT MaKCHUMaIbHOTO
3a/IaHus OaJiia 32 KOHTPOJIBHOE 3a/IaHHE)

OTIMYHBIN 100

Xopommii 80

Y 1OBIIETBOPUTENBHBIN 60

HeynosnersopurenbHblil 0

4.5. Memoouueckue peKOMEHdauuu N0 8bINOIHEHUIO UCCACO08AMENbCKUX npoeKkmoes

HccnenoBaTtenbckas mpoekTHas paboTa — 3TO TpymmnoBas paboTa, A BBIIOJHEHHUS
KOTOpOM HeoOXoIuM BBIOOp M MPUIIOKEHHE HAaydYHOM METOAMKM K TMOCTaBJICHHOM 3ajaue,
MOJy4eHHE COOCTBEHHOI'O TEOPETUUECKOT0 UM SKCIIEPUMEHTAIbHOTO MaTepuaa, Ha OCHOBaHUU
KOTOPOr0 HEOOXOJMMO MPOBECTH aHAIU3 M CJeJaThb BBIBOJABI 00 HCCIEIYeMOM SBIICHUU.
BeimonHenne mnpoekTa — 3TO Beerjga KOJUJIGKTHBHAas, TBOpYecKas NpakTUdeckas paboTa,
npelHa3HayYeHHas: JJs TOJy4YeHHsl OIpeAeeHHOro MpOJIyKTa WM HAyYHO-TEXHHUYECKOIO
pesyibrara. Takas paboTa moapazymeBaeT 4YeTKoe, 0JJHO3HaYHOE (POPMUPOBAHHE MTOCTABICHHOM
3aJauM, OIpe/eJIeHHe CpPOKOB BBIMIOJHEHUSI HAMEUYEHHOIrO, OMpeJeleHre TpeOOBaHUN K
pa3pabaTbIBa€MOMY OOBEKTY.

Breimmonnenue 1 rpynmnoBoro mpoekrta siBIsieTcsl 005S3aTelbHbIM YCIOBHEM BBITOJIHEHUS
CaMOCTOSITENIbHOU paboThI 11O JIH0O0H AUCHUIUINHE TPOPECCHOHATBHOTO IIHKIIA. TeMa MpoeKTHOro
3aJIaHMsI MOKET OBITh BHIOpaHa CTYICHTOM W3 TPEJIOKEHHBIX B pabodeit mporpamme win QpoH e
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OLIGHOYHBIX CPEJCTB AMCLUIUIMHBL, JIMOO ONpEeseHa CaMOCTOSTENbHO, UCXOs U3 MHTEPECOB
CTyzeHTa (B paMKax M3ydyaeMOW AMCHUILIMHEL). BEIOpaHHYI0 TeMy HEOOXOMMO COTIIACOBATHCS C
IPeroaBaTeIeM.

Tpebosanus no 8bINOIHEHUIO U OPOPMIEHUIO NPOEeKMa

[Tpu BBIOTTHEHUH MPOEKTA MPUBETCTBYETCs paboTa B rpymnme (2-3 yenoseka). [Ipoekt —
9TO HCCIIEAOBaTeNnbcKasi paboTa, B XOJ€ KOTOPOH CTYIEHTHI JOJDKHBI ITPOJAEMOHCTPHPOBATH
BJIAJICHHNEC HAaBBIKAMH HAyYHOT'O HCCIIEJOBAHUS, YMEHHS TPOBOAMTH aHaiIM3, 0000IIaTh
uH(pOpMAINIO, JenaTh BBIBOABI, HpeIIaraTh CBOM pEIICHHsS MPOOJIEMBI, paccMaTpHBaeMOl B
IPOEKTE.

[Ipy TOArOTOBKE MAaTEpUAIIOB IPOEKTa CTYAEHTHI JIOJDKHBI IPOJEMOHCTPHUPOBATH
BJIaJICHHE COBPEMEHHBIMHU METOAAMHU KOMITbIOTEPHOI 00pabOTKH JaHHBIX.

Kpumepuu oyenxu pabomul yuacmnuxa npoexma.

Jist KaKJI0TO U3 yYaCTHUKOB IMPOEKTA OLIEHUBAIOTCS:

* npodeccHOHaIbHbBIE TEOPETHYECKNE 3HAHUS B COOTBETCTBYIOLIEH 00J1acTu;

* yMeHue paboTaTh CO CIPABOYHOM M HAy4yHOH JHUTEpaTypoi, OCYIIECTBIATH IOMCK
HeoOxoaumon nHpopmanuu B HTEpHET;

* yMEHHE paboTaTh C TEXHUYECKUMH CPEICTBAMU;

*  yYMEHHE  TIOJIb30BAThCS  COOTBETCTBYIOIIMMH  BBIIOJHSAEMOMY  IPOGKTY
UH(POPMALMOHHBIMH TEXHOJIOTHSIMH;

* YMEHHUE FOTOBUTH MaTEPHAaJIbl IPOEKTA JUIS MIPE3EHTALUH: COCTABIISATh H PEIaKTHPOBAThH
TEKCTHI, POPMHUPOBATH MPE3CHTALUIO TIPOCKTA;

* yMeHHe paboTaTh B KOMAH/E;

* YMEHHUE ITyOJIMYHO MPEICTABIATH PE3yIbTaThl COOCTBEHHOH IS TELHOCTH;

* KOMMYHUKa0€IbHOCTh, MHULIUATUBHOCTH, TBOPYECKUE CITIOCOOHOCTH.

Kpumepuu vicmasnenus oyeHKu y4acmHuKam npoeKma

Hnpie
Komnerenmuu,
VHHUBEpCATbHBIC
CBSI3aHHBIC C
KOMIIETSHIINH
HCIOJIb30BaHNEM
(KOMMYHUKa0eIb
COOTBETCTBYIOIIUX HOCTE
[TpodeccuonansHble BBITIOJTHSAEMOMY ’ OT4eTHOCTH
Onenka HHUIIMATUBHOCTb,
KOMITCTCHITHH MIPOCKTY
yMeHue paboTaTh
TEXHUUYECKUX
B «KOMaHJIC»,
CPEICTB |
yIpaBIeHYECKHE
UH(OPMAILIMOHHBIX
. HaBBIKH H T.]I.)
TEXHOJIOTHIt
«OtanuHo» | Pabota BbimonHeHa Ha | TexHUueckue Crynent nposiBun | [lpoekr
BBICOKOM CpeacTBa U | UHUIUATHBY, peICTaBICH
npodeccnoHaATEHOM WH()OPMAIIMOHHBIC | TBOPYCCKHMA TTOJTHOCTBIO H
YpPOBHE. TEXHOJIOTHH MOJIXO/, B CPOK.
[IpencraBneHHbIN OCBOCHBI U | CIOCOOHOCTh K
MaTepuaa B OCHOBHOM | MCTIOJb30BaHbI JJISl | BBITIOTHEHUIO
(aKkTHYeCKH  BEpeH, | peanu3ariuu CJIOKHBIX
JIOTTYCKAIOTCS MPOEKTa 3a/laHui, HaBBIKU
HErpyObIe MOJTHOCTBIO paboTsl B
(bakTuueckue KOJUIEKTHBE,
HeTtoyHOCTH. CTyIeHT OpTaHHU3aIMOHHBI
CBOOOJHO OTBEYAET Ha € CIIOCOOHOCTH.
BOIIPOCHI, CBSI3aHHBIC C
MIPOEKTOM.
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Hurie

MaTCpHraJIC IMPOCKTA.

Komnerenmun,
YHUBEpCAIbHBIC
CBSI3aHHBIE C
KOMIIETEHIINH
HCII0JIb30BaHUEM
(KOMMYHUKa0€eIb
COOTBETCTBYIOIIUX HOCTE
[TpodeccrnonanbHbIe BBIIIOJIHEMOMY ’ OT4eTHOCTD
Onecuka MHULIMATUBHOCTb,
KOMITIETEHIINH IPOEKTY
yMeHue paboTraTthb
TEXHUYECKUX
B «KOMaH/Ie»,
CPEICTB U
yIpaBlIeHYECKHE
UH(POPMALIMOHHBIX
N HaBBIKH U T.].)
TEXHOJIOTHIl
«Xopomo» PaGora Beimmonnena Ha | O6HapyxuBatorcs | CtymeHt [Ipoekt
JIOCTaTOYHO BBICOKOM | HEKOTOpPbIE JIOCTaTOYHO peJICTaBJIeH
npodeccnoHaTEHOM OIHUOKHU B | MOJHO, HO ©0€3 | J0CTaTOYHO
ypoBHe. JlomyIieHo 10 | HCTIOIb30BaHUH WHUIMATUBBl ¥ | IOJTHO H B
4-5 (haKTUYECKUX | COOTBETCTBYIOIIUX | TBOPYECKUX CpPOK, HO ¢
OILINOOK. CTyneHT | TEXHUYECKUX HaXOJ0K HEKOTOPBIMU
OTBEYAET Ha BOIIPOCHI, | CPE/ICTB U | BBIIOJHUII HeopadoTKa
CBSI3aHHBIE ¢ | ”HGOPMAIIMOHHBIX | BO3JIOKEHHBIE Ha | MU.
MIPOCKTOM, HO | TEXHOJIOTUI HEro 3ajauu.
HEJOCTAaTOYHO MOJIHO.
«YnoBieTBo | YpOBEHb O6nHapyxuBaer Crynent IIpoekT cman
PUTEIILHOY HEJOCTAaTOYHO BBICOK. | HEIOCTATOYHOE BBITTOTHII co
Honymeno g0 8 | BiajgeHue OOJIBIIYI0 YacTb | 3HAYUTEIIbHBI
(bakTUyeCKuX HaBbIKAMHU pabOTHI | BO3JIOKEHHONH Ha | M
OIIHOOK. CtyaeHT | ¢ TEXHHYECKHUMU | HETO pabOTHI. ONO3/IaHHEM
MOXET OTBETUTH JIUIIb | CPEICTBAMU u (Conee
Ha  HEKOTOpble U3 | COOTBETCTBYIOLIUM HEZeNu) U He
3aIaHHBIX  BOIIPOCOB, | U MIOJIHOCTBIO
CBSI3aHHBIX ¢ | nHpOpMaAITMOHHBIM
ITPOEKTOM. Y TEXHOJIOTUSIMHU
«Heynosner | PaGota He BhinosnHeHa | HaBbikoB pabotel ¢ | CTyneHT [Ipoext  He
BOPDUTENIBHO)» | UJIM  BBINOJIHEHA Ha | TEXHUYECKUMU NpPaKTUYECKH HE | CHIaH.
HU3KOM YpOBHE. | CpeACTBaMH  HET, | paboTail, HE
Homnymeno Oonee 8 | HHGOPMAIIMOHHBIE | BBIOTHUJI ~ CBOU
(hakTHYECKUX TE€XHOJIOTHH HE | 3a7a4u I
omnOok. OTBeTHl Ha | OCBOEHBI BBITIOJTHIIT JIUIIb
CBSI3aHHBIE C OTJIeJIbHbIE HE
IIPOEKTOM  BOIIPOCHI CYLIECTBEHHbIE
00HapyKHUBAIOT MOpy4EeHHUs B
HETIOHUMaHUE rPYIIIOBOM
npenMera u MIPOEKTE.
OTCYTCTBHE
OpHUEHTAINH B

Cmyoenmoul 00NJICHLI: 3AIIUTUTH MPOEKT B PEXKUME MPE3CHTALUH, MPEIbSIBUTH (ailiibl
BBITIOJTHCHHOI'O ITPOCKTA, YMETb pacCKa3aTb O TCEXHOJOTIHAX, HMCIOJb30BAHHBIX HWMH IIpHU
BBIMTOJIHEHUH MTPOEKTA, IaTh OLIEHKY pabOThI KaKJ0T0O YJICHA TPYIIILI (eciu npoexm epynnosoil).

MakcumanbHO BO3MOXKHBIA Oajll 3a BECh TEKYIIWHA KOHTPOJIb YCTAHABIMBACTCSI PaBHBIM
55. TeKymee KOHTPOJIBHOC MCPOIIPUATHEC CUUTACTCA CAAHHBIM, CCJIM CTYJACHT IMMOJTYYUJI 3a HCT'O HE
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meHee 60% OT yCTaHOBJICHHOTO IS 3TOT0 KOHTPOJISl MaKCUMallbHOTO Oasuia. PeiTHHroBbIH Oar,
BBICTABISIEMBI CTY/AEHTY 3a TEKyllee KOHTPOJIBHOE MEpONpUSTHE, COAHHOE CTYICHTOM B
YCTAHOBJICHHBIE T'Pa)UKOM KOHTPOJBHBIX MEPONPUATHI CPOKH, OMPEAEISeTCS CIEAYIOUIIM
o0OpazoM:

YpoBeHb BBIMIOJIHEHUSI ~ KOHTPOJIbHOTO | PeliTuHroBbIi 6am (B % OT MakcUManbHOTO Oaa
3a/1aHMS 3a KOHTPOJIbHOE 3aJJaHHe)
OTinyHBIN 100
Xopomui 80
Y 1OBIIETBOPUTEIBHBIN 60
HeynosnerBopurenbHbIit 0

4.6. Memoouueckue pexomenoayuu no NOO20MOBKe K IK3AMEHAM U 3a4emam

W3zyuenne MHOTHX 00OHIETTPO(ECCHOHATBHBIX M CHEIHUATBHBIX TUCHUIUIMH 3aBEPIIACTCS
sKk3aMeHOM. [loAroToBka K 3K3aMeHy COCOOCTBYET 3aKPEIUICHUIO, YIIyOJIeHUI0 1 0000IIeHUIO
3HaHUH, TOJY4YaeMbIX, B TIpolecce OOydeHHs, a TakkKe MNPUMEHEHHIO HUX K PEHICHHUIO
IOPAaKTUYECKUX 3a7ady. ['0TOBSACH K 3K3aMeHy, CTYIEHT JUKBUAMPYET UMeroluecs npolensl B
3HAHUSX, YIIIYOJSeT, CUCTEMAaTU3UPYET M YHOPSI0YMBaeT CBOM 3HaHUS. Ha sKk3aMeHe CTyIeHT
JEMOHCTPUPYET TO, YTO OH HpuoOpen B Ipouecce OOydyeHHMs IO KOHKPETHOW y4yeOHOMH
JVICIIATUTHHE.

DK3aMEHAIMOHHAsl CeCCUs - ATO CepUs 3K3aMEHOB, YCTAHOBJICHHBIX YYEOHBIM IJIAHOM.
Mexny sk3ameHamu uHTepBan 3-4 nusa. He cineayer nymare, yto 3-4 OHS 1OCTATOYHO AJIs
YCIIEIIHOM MMOATOTOBKH K 9K3aMEHaM.

B ati 3-4 mHS HY)XKHO CHCTEMaTH3UpPOBATh YK€ MMerolrecs 3HaHus. Ha KoHcynpTanum
nepes K3aMEHOM CTYJIEHTOB [TO3HAKOMSAT C OCHOBHBIMU TPEOOBAHUSAMH, OTBETAT HA BO3HHUKILINE
y HUX Bompockl. IloaTomy mocemenre KOHCYIbTAIMHA 00s13aTEIBHO.

TpeboBanust K opraHM3alliy MOATOTOBKU K AK3aMEHaM Te K€, YTO U NpH 3aHATHUAX B
TEUCHHE CEeMEeCTpa, HO COOMIOIAThCs OHU JOJDKHBI Oojiee cTporo. Bo-mepBbIX, OUeHb BaXHO
coOJII0JIeHHE peXrMa JIHS; COH He MEHee 8 4acoB B CYTKH, 3aHATHS 3aKaHUMBAIOTCS HE MO3HEE,
yeM 3a 2-3 yaca 10 cHa. OnTuMaabHOE BpeMs 3aHATUH - yTpEHHHUE U THEBHbIE Yachl. B mepepriBax
MEXy 3aHATUSIMU PEKOMEHAYIOTCS MPOTYJIKH Ha CBEXKEM BO3/yXe, HEYyTOMUTENbHbIEC 3aHATUS
cropToM. Bo-BTOpBIX, HaTTMUME XOPOIINX COOCTBEHHBIX KOHCIIEKTOB JIEKIINH. J[axe B TOM ciydae,
ecnu ObljIa IpoIyIleHa Kakas-1100 JIeK1Ks, He00X0AUMO BOBPEMsI €€ BOCCTaHOBUTS (II€penucarhb
ee Ha Kadeape), 00 1yMaTh, CHATh BOSHUKIIIME BOIIPOCHI AJIsl TOTO, YTOOBI 3alIOMUHAHKUE MaTepHaa
ObUIO 0CO3HAHHBIM. B-TpeThux, Mpy MOATOTOBKE K 9K3aMEHAM y CTYJIeHTa 10JIKEeH ObITh XOPOLINH
y4eOHHUK WM KOHCHEKT JINTepaTypbl, MPOYUTAHHOW MO YKa3aHHWIO TPENoJaBareis B TCUCHHE
cemecTpa. 371ecb MOKHO 3(PPEKTUBHO MCII0JIb30BATh JIUCTHI OOPHBIX CUTHAJIOB.

BHauare ciiegyeT mpocMOTpeTh BeCh MaTepHall 10 CaBaeMOW TUCIUILTUHE, OTMETUTh IS
cebss TpyaHele Bompochl. OO0s3aTenbHO B HUX pa3oOparhcs. B 3axmiouenue eme pas
1es1ecoo0pa3Ho MOBTOPUTH OCHOBHBIE ITOJIOKEHHS, WCIOJNB3YS IMPH STOM JIHCTHI OTMOPHBIX
CUTHAJIOB.

Cucrematudeckasi MOJIrOTOBKA K 3aHATHUSM B TEUEHUE CEMECTpPa MO3BOJIUT MCIIOIb30BaTh
BpeMs HK3aMEHAIlMOHHOM CeCCHM Il CHCTeMaTU3alluy 3HaHUH.

KonTpoJas camocTosiTe/IbHOIM padoThI CTYACHTOB

KoHTpomab camocToaTenbHOI paboThl MPOBOANUTCS MPETOAABATENIEM B Ay AUTOPUH.
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[TpemycMOTpEHBI ClIeqyIOIINe BUIBI KOHTPOJIS: coOeceIoBaHne, OLIEHKA JTOKIa/la, OlIEHKA
MIPE3EHTALNH, OLIEHKA Y4aCTHs B KPYTJIOM CTOJIE€, OLIEHKA BBIIIOJHEHHUS IIPOEKTA.

[TogpoOHBIE KpUTEpPUU OIEHMBAHMS KOMIIETCHIMI mpuBeaeHbl B DOHIE OlEeHOYHBIX
CPEJCTB JJIsl IPOBEACHUS TEKYIIEH U IPOMEXYTOYHOM aTTECTALIUH.

Cnucok gureparypsl 1 BoinojHenusi CPC

OcHoBHas iMTEepaTypa:

1 Boponuosa, B. JI. Jlekiiuu no cuCTeMHOMY U IPUKJIAJHOMY IIPOrPAMMHOMY
obecrieuenuro: Yueobnoe mocodue / B. JI. Boponnosa, U. A. XKypasnea; CtaBpor. roc.
yH-T. — CtaBpomnonb: CI'Y, 2004. — 208 c. — bubnuorp: c. 205-206

2 3amurta nHGOPMAIIUU B ONIEPAITHOHHBIX CUCTEMAaX: JIJAOOpATOpPHBIE PAOOTHI: yueO.- METO/I.
nocobue / M. B. Pomankosa / coct.: W. B. 3aiinieBa / ®enepaabHOE areHTCTBO 110
obpazoBanutoCraspon. roc. yH-T. — CtaBpomous : M3n-Bo CI'Y, 2008. — 99 ¢. — bubaworp.:
c. 96-97

3 IIporpammuo-anmapaTHbie CpeicTBa 00ecTiedeHrs HHPOPMALMOHHON Oe30MaCHOCTH
yue6.mocobue / coct. B. U. [lerpenko, H. B. Kykiiea ; @enep. areHTCTBO 10
obpazoBanuto,CtaBporil. roc. yH-T, Y. 2, 3amuTa B onepaliMOHHbIX CUCTEMAaX. —
Craponons: M3a-so CI'Y,2007. — 154 ¢. — bubnuorp: c. 154

JlonoiHUTeILHAS JIUTEpaTypa:

1 bespyuxo, B. T. IIpaktukym no kypcy "Uudopmatuka". Padbora B Windows, Word, Excel
[YVueb.mocobue g By3oB*]|. — M.: @uHaHCchl u ctatuctuka, 2004. —272c¢.: wi. — bubnuorp.:
265. — ISBN 5-279-02436-8

2 TIpunenko, FO.b. Onepannonnsie cuctemsl: B 2-x 4. / F0.b. I'purnenxko ; @eaepanbHoe
areHTcT 1o o0pa3oBaHuto, TOMCKHI MEXBY30BCKUH LIEHTP JUCTAHIIMOHHOIO 00pa30BaHUs
(TYCYPKadenpa apromatuzanuu o6padotku nuapopmannuu (AOUN). Tomck: Tomckuit
rOCYJJapCTBEHHbIM YHUBEPCUTET CUCTEM YIIpaBlIeHUsS U paaunodnextporuku, 2009. — Y. 2.
— 2 c.— Pexxum nocryna: monmoamucke.— URL: http://biblioclub.ru/index.ph
page=book&id=208655

MeToanyeckue peKOMEHAALMU [JJIsl CAMOCTOSATEJbHOH PpadoThbl CTYAEHTOB IO
AUCUUIINHE

1. Meroanyeckre peKOMEHIaIllUH 110 BBIIIOJHEHUIO MPAKTHUECKUX padoT MO JUCHUIUIMHE
«3aIuIIeHHbIC JIOKATbHBIC BEIYUCITUTEILHBIC CETHY.

2. MeTtoauueckue peKOMEeHJalluy 110 OpraHU3alMyi CaMOCTOATENbHOM paboThl CTYAEHTOB
10 JUCUUIUINHE «3alIUIeHHbIE JJOKAJIbHBIE BHIYACITUTEIBHBIE CETHY.

HNuTepHeT-pecypcebl:

1. http:/fel.ncfu.ru/ — cucrema ympaBnenus ob0ydennem DPIAOY BO CKODYV.
JlucTaHIMOHHAs TOoAAepKKa AucHuiuInHbl «LludpoBas rpamMoTHOCTH M 00pabOTKa OOIBIIMX
TTAHHBIX)»

2. http://www.un.org - Caiir OOH MH(popManimoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHU

3. http://www.intuit.ru — Marepret-YHauBepcuteT KOMIBIOTEPHBIX TEXHOIOTHIA.
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MUHUCTEPCTBO HAYKH U BBICILIET'O OBPA3OBAHUS PO
OEJIEPAJIBHOE 'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE
YUPEXJIEHUWE BBICHIEI'O ObPA3OBAHUA
«CEBEPO-KABKA3CKHWI ®EJIEPAJIbHBI YHUBEPCUTET»
[Tsaturopckuit uaCcTUTYT (prmmnan) CKOY

MeToanyeckue yKkazaHus
0 BBITTOJIHEHUIO TIPAKTUYECKUX padoT
10 JUCIUTUTHHE
GAIUIIEHHBIE JIOKAJIBHBIE BHBIYUCJ/IUTEJIBHBIE CETW»
st HanpaBiieHus moArotToBku 10.03.01 Uudopmanmonnasi 6€30MacHOCTb
HanpaBJIeHHOCTH (poduis) be3omacHOCTh KOMIBIOTEPHBIX CHCTEM

IIsaTuropck
2026
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BBEJIEHUE
1. lesan u 32124 U3yYeHUSs TUCHUTLIHHBI

Llenplo W3yuYeHHs] IUCHMIUIMHBI «3alIUIICHHBIC JIOKAJTbHBIC BBIYMCIUTEIBHBIC CETH
SBJISIETCSI 00Y4EHHE NMPUHIUIIAM OCTPOSHHS 3alUThl HHYOPMALIUH B ONEPAIIMOHHBIX CHCTEMaX
(OC) u ananu3za HagexxHocTH 3ammThl OC, a Takke npuodpeTeHne Habopa OOIIEKYIbTYPHBIX U
obmenpodeccnoHaNbHBIX KOMIICTEHIIMHA Oyaymiero OakamgaBpa IO HAlpaBiICHUIO MOATOTOBKH
10.03.01 «MupopmaninoHHast 6€30MacHOCTh)

2. Ob0opyaoBaHHe U MaTePHAJIbI

AnmapaTtHble cpe/IcTBa: IEPCOHATbHBINA KOMIIBIOTED;

[Iporpammusbie cpencrtBa AnbT Pabouas cranuust 10, Anbt PabGouas cranuus K, Anbr
«Cepsepy, [laker opucHsix nporpamm - P7-Oduc.

VYu4eOHblii kiacc ocHaiieH IBM-coBMecTUMBIMH KOMIBIOTEpaMH, OOBEIMHEHHBIMH B
JIOKaNbHYIO ceTh. JlokalbHas ceTh y4eOHOTo Kilacca MMeeT MOCTOSIHHBIN JOCTYI K ceTu Internet
1o BbIJCIICHHOW nuHUH. s mpoBeneHus 1ab0paTOpHBIX PabOT HEOOXOMWMO CIEAYIOIee
porpaMMHOe oOecrieueHue: onepanroHHas cucrema AnbT PaGodas cranHnus, naker o(UCHBIX
nporpamm P7-Odwuc.

3. HaumeHoBaHue J1a00pPaTOPHBIX PadoT

He npenycmoTpeno paboynm miaHoM

5.4 HanmeHoBaHUE NPAKTUYECKUX 3aHATHH

Ne U3 aux
TeMmsl HanMenoBaHue TeM AUCIMIUTUHBI, UX KPATKOE O0beM | mpakTHYecKas
JHCITATI coJiep>kaHue 4acoB MOATrOTOBKA,
JINHBI JacoB
3 cemecTp

Tema 1: Be3onacHOCTh KOMIIBIOTEPHBIX CeTei
«Kondurypuposanue u nposepka [Psec VPN

1 MEXIy ABYMS HYHKTaMH C IOMOIIBIO HHTepdeiica 2
KOMAaHJITHOM CTPOKH
1 Hacrpoiika mexcereBoro skpana Cisco ASA 5505 2

Tema 2: IIpoToKoJHpOBaHME H AYAUT
HccnenoBanue mpoLECCOB  CO3JAaHUS  OKOKETOB

2 noas3oBarenei B OC Windows NT u Unix 2
5 HccnenoBanue MeTo10B MHTErpaluu ceteit Microsoft u 5
Unix ¢ ucnosib30BaHUEM cepBepa Samba
Tema 4: Cucremsl 6e3onacioctu OC Linux
4 | Usyuenne 6a3oBbix komany OC Linux | 4 |
Tema 6: Mojgenn 6e30MacCHOCTH OCHOBHBIX ONEPAIMOHHBIX CHCTEM

6 | Knaccuduxauus 3amutsl cemeiicrsa OC Windows 6

Hroro 3a 3 cemecTp 18

\ 4 cemecTp
Tema 10. Apxutektypa OC Linux

10 Hacrpoiika OC Linux ’ 2
10  |Pabora ¢ daitmamu B Linux 2
10  [PaGora c ¢aitmamu B Linux 2
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Tema 11. Apxurexktypa OC Windows

11  [PabGota ¢ peectpom Windows 2
11  [PaGoTa B KOMaHAHOU CTPOKE 2
11  [[TakeTHBIC (halIBI 2
11  |OcHacTku KOHCOJIU 2

Tema 13. Ynpagsienue (paiiiamu u BBOJIOM-
BbIBOAOM B OC

13  |®aitnosas cucrema Windows 2
13  |Daiinosas cucrema UNIX u Linux 2
HToro 3a 4 cemectp 18

| Hroro 36

4. Coep:kaHue NPaKTUYECKHUX padoT

IIpakTnueckas padora 1 «Kondurypuposanue u nposepka IPsec VPN
MesKAy ABYMSl IYHKTAMHM C IOMOLIbIO HHTepdelica KOMAHAHOMH CTPOKH

B xone npaktuueckoit paboThl: TpeOyeTcs MOCTPOUTh COOTBETCTBYIOLIHNI IpoeKT B Cisco
Packet Tracer, Tomosorus cetu BKIIIOUaeT TPU MaplipyTu3aropa. Bamma 3amaga 3akirodaeTcs: B
TOM, 4TOOBI HACTPOUTH MapiipyTu3aropel R1 u R3 mis momnepxku cetu Site-to-site IPsec VPN
(mpu nepenaue Tpaduka MEKIY COOTBETCTBYIOUIMMH JIOKaIbHbIMU ceTsiMu. TyHHenb [Psec VPN
IpOXOIUT OT MapipyTuszaropa R1 x mapmpyrtuzatopy R3 uepes R2. Mapuipyruzarop R2 urpaer
pOJIb TpaH3UTHOTO y371a M He uMeeT mHpopmarmu o VPN. IPSec obecneunBaer Oe3omacHyo
nepeaayy KOHQUISHIMAIbHON HMH()OPMAIIH MO HE3AIIUILIEHHBIM CETSM.

IIpakTnyeckas padora 2 «Hacrpoiika mexkcereBoro 3xkpana Cisco ASA 5505»

[enbto mpakTHUecKol paboThI sBJIsIETCS U3ydeHHe paboThl MexceTeBoroskpana Cisco
ASA 5505 KoH(purypanuu. B xome BBIOJHEHHS] MPAKTHUUECKOW pPabOThI HEOOXOIMMO
aKTHBUPOBATh TMOJb30BaTenbckue mopTel Ha R1 m S1. Hactpouts Ethernet untepdeiics
HepcoHaNbHBIX KoMIbloTepoB. HacTpouts cereBbie untepdeiicst PC1, PC2, PC3, PC4. Coznatb
VLAN’»I cornacHo Tononoruu cetu. [IponsBectu 6a30Byr0 HaCTPOUKY MexceTeBol dkpan Cisco
ASA 5505 Pe3ynbTarsl 0 mpojienaHHol paboTe mokas3arh mpernojaBaTento. Pasznen «MToroblii
KOHTPOJIbY» TPEACTaBIsIeT COOOW CaMOCTOSTENbHOE BBIMOJHEHHUS 3a/JaHUi MO0 BapHaHTaM.
Kaxxnprit BapuaHT COACPKUT 1O 3 3a/1aHusl, U JJaHA 00Iast TOMOJIOTHS CETH ISl BCEX BapHAHTOB.
B pazgene «Jluteparypa» HanucaHbl yueOHbIe TOCOOUS M KHUTH 10 TUCUUIUINHE «be3onacHoCTh
KOMIIBIOTEPHBIX CETei», KOTOpbIE MOMOTYT OCBOMTH AUCHMIUIMHY. Paznen «O6opynoBaHUE.
OnuceiBaercs 1abopaTopHsi, KOMIBIOTEPHBIN KJIacC, U BECh TEXHUYECKUH MapK Ha KOTOPOM OyieT
POU3BOIUTHCS PabOTHI 10 00Y4EHHIO CTyIeHTOB U noArotoBku ux Kk WorldSkills Russia.
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TexHomapk ocHAIIEH CIIEAYIOMNM 000pYI0BaHUEM:
smapupytuzaropsl Cisco 2911 (konuyectso 6);
smapupytuzaropsl Cisco 2811 (konuyecto 9);
sxommyTtaTopsl Cisco Catalyst 2960 (konudectso 9);
sMexceTeBbie dkpaHbl Cisco ASA 5505 (komnuecTBo 6);
sonerig-cucrema HP ¢7000;

scepep HP ProLiant BL 460c G7 2x 5675;
*KOHCOJIBHBIN CEepBEp;

*12 pabounx mecr;

*[P-tenedonnr Cisco CP-7961G (komudecTBo 6).

Mapmpytuzatop Cisco 2911/K9 — 370 ycTpoilcTBO HOBOTO ITOKOJICHHS, OTHOCSIIEECS K
cemeiictBy ISR G2. Moznens no3BosisieT co3iaBaTh 0€30MacHOE HIMPOKOIIOIOCHOE MOKIIOYEHUE
K CeTH, IpOU3BOAUTH Iepefady MYJIbTUMEIUMHBIX JaHHBIX, BHJEO, OCYILECTBIATh
OecIIpOBOJIHYIO CBfI3b, @ TaKXKe IMPUMEHATh MHOXXECTBO JIOMOJIHUTENbHBIX (DYHKIMH mpu
MUHUMAJIBHOM YPOBHE 3aTpat Ha npuoOpeTeHue u coaepkanue. Mapmpytusarop Cisco 2911/K9
CO BCTPOEHHBIMHU CETEBBIMH CEpBHCAMH Ha 3 TOpTa MICATBHO MOAXOIWT JUISL CO3JAHHS CEeTei
MaJIbIX ¥ CPEIHUX OpraHu3anuii U npeanpustuii. Monxens umeet 512 MO BcTtpoeHHO# 1 526 MO
dnem-naMsITH, BO3MOXHOCTh mojuepxkku PoE wa moprax 10/100/1000 Ethernet, a Ttaxxke
noaJep KKy nporokona VPN U TyHHETMpPOBaHUS AJIsl OCYILECTBICHUS HAaJEKHON U Oe30macHOi
nepegaud Mpu mHocTtpoeHuu yraneHHbix VPN cereit. Mapmpyrtuzarop Cisco 2811 —
MapuUIpyTU3aTOp C MHTErpalueil cepBUCOB, OOECIeYMBAIOIUN BCe MOTPEOHOCTH HEOOIBLIMX
oduco u ¢punmanos (1o 36 paboynx MecT) B COBPEMEHHBIX KOMMYHHKAIIUSX.

MoeT BBINOIHATh GYHKIUU:

MapuIpyTHU3aropa JI0CTyla U MapIpyTH3aTOpa JOKaJIbHON CETH;

nentpa [P-tenedonuu u romocoBoit moutsl (B BapuanTtax Voice bundle u Voice Security
bundle);

MHTErPUPOBAHHOTO pEelIeHUs Uil obecrieueHust 0e30nacHOCTH (B Bapu-

antax Security bundle u Voice Security bundle);

* MEXCETEBOI'0 IKPaHa;

* CUCTEMY IPeIOTBPAILEHUS BTOPKEHUIA;

* mmdpoBanus u co3ganus VPN-TyHHenei;

» cucrema Cisco NAC u ¢punsrpanus mo Uniform Resource Locator

(URL);

Kommyrarop Cisco Catalyst 2960 — nuHelika BeAymMX IpOAYKTOB CpeAr KOMMYTaTOPOB
BTOPOTO YPOBHS. DTH KOMMYTATOPBI TIO3BOJISIFOT CHU3UTH COBOKYITHYIO CTOMMOCT BJIQJICHUS TIPU
pa3BepThIBaHUAX ¢ Ucnosb3oBaHueM IP- TeneonoB Cisco, Touek 10CcTyna K OECIpOBOAHOM ceTH
(WLAN) Cisco Aironet miun npyrux ycrpoiicts, coBmectuMbix ¢ IEEE 802.3af. Texnonorus PoOE
MO3BOJISI- €T YCTPAHUTh MOTPEOHOCTh B 00ECTIEYeHUH TUTAHUS YCTPOMCTB ¢ mojaepkkoit PoE ot
CeTHU JJIEKTPOIUTAHUA W HUCKIIOUUTH 3aTpaThl Ha JIOTOJHUTENIbHBIE AJIEKTpHUUYECKHE Kabenw,
KOTOpBIE B IPOTUBHOM Cllydyae He0OX0AUMBbI TpU pa3BepThiBaHusIX [P-Tenedonos u cereit WLAN.
WX wucnosnp3oBaHue MO3BOJISAET YHPOCTUTh 3KcmnyaTauuto WT-uHdpacTpykTypsl, MOBBICUTH
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YpOBEHb 0€30MacHOCTH OW3HEC-TIPOIIECCOB, OOECMEYUTh YCTOWYMBYIO PabOTy CEeTH, a TakkKe
IPEOCTABHUTD IOJIb30BATEINSIM BO3MOKHOCTh Pa0OTHI B «ceTsAX 0e3 rpanuiy. Kakplii cnapeHHbII
NOPT KacKaJupoBaHUsA COCTOMT u3 onxHoro mopra Ethernet RJ-45 m omnoro mopra GE nns
nozkitoueHust SFP, ipy 3TOM akTUBEH MOXKET OBITh TOJIBKO OJMH U3 IBYX IOPTOB, BO3MOXHOCTh
NOJKJIIOUYEHUS] HACTOJBHBIX KOMIbIOTEpoB K 24 moprtam Fast Ethernet, mmpokuii Habop
MIPOrPaMMHBIX CPEJICTB, 00ECIIEUNBAIOIINX IPOCTOTY IKCIUTyaTaI[H, 3alIUTy OM3HEC-TIPOIIECCOB,
YCTOMYMBOCTh M PpabOTy B «ceTsx Oe3 rpanuim». MexcereBoir skpan Cisco ASA 5505 —
COBPEMEHHOE MHOTO(YHKIIMOHATILHOE YCTPOMCTBO JJISl 3AIMUTHI JIOKATbHBIX CETEH OT BHEIIHUX
aTak ¥ BTop>keHH. OcHOBHas GyHKIM MexceTeBoro 3kpana Cisco (dhakpBoi) — 3amnura ceTu
OT BTOP)KEHHI, BUPYCOB, cllamMa, IIMHOHCKHUX IPOrpaMM, KOHTEHTHas (uibTpanms Tpaduka
noJab3oBarenei. [loctpoennsie Ha 6a3e anmapaTHON TIATGOPMBI CETEBBIE

IpakTnyeckas padora 3: UcciienoBanue npoueccoB co3aaHusi 0I0:KETOB MOJIb30BaTe el
B OC Windows NT u Unix

Hean padoThl U cojep:KaHUe: OCBOUTH MPOIECCHI CO3AaHus 00/KETOB mosb3oBareneit B OC
Windows NT u Unix

TeopeTuyeckas 4acTb

OpranuzanvoHHble TpeOOBaHUS K CHCTEME 3allMThl MPEIyCMAaTPUBAIOT  peaH3alfio
COBOKYITHOCTH  aJIMMHHUCTPATUBHBIX W MPOLEAYpHBIX Meponpusatuii. TpeOoBaHUS IO
00€eCrevYeHnI0 COXPAHHOCTH JOJKHBI BBIMOJHATHCS MPEKIE BCEro Ha aJMHUHUCTPATHUBHOM
ypoBHe. OpraHu3aiiOHHBIC MEPOIIPUATHS, IPOBOAMMBIC C IIETBI0 MOBBIIICHHS () PEKTHBHOCTH
3aluUThl UHOPMAIIUH, TOJKHBI ITPeyCMAaTPUBATh CIIEAYIOIINE TPOLEAYPHI:

[] orpaHWYeHHE HECOINPOBOXKAAEMOT0 JIOCTyla K BBIUMCIMTEIBHOW CHCTEME (perucrpamusi u
COTPOBOXKICHHE MMOCETUTENEH );

[] ocymiecTBIIEHUE KOHTPOJIS 3a U3MEHEHUEM B CUCTEME ITPOTPAMMHOIO

obecreueHus;

[] BBINOJIHEHHE TECTUPOBAHUS U BepU(PUKALIUU U3MEHEHHUI B CUCTEME TIPOTPAMMHOTO
oOecrneveHus U mporpaMmmax 3ailuThbl;

[} opranu3aiyio ¥ NoAep KKy B3aUMHOTO KOHTPOJIS 3@ BBIIIOJIHEHUEM

MIPABHII 3aLTUTHI

JAHHBIX;

[] orpanrueHue IPUBUIIETUH TIepcoHaa, oocyxuBatoiiero MC;

[] OCyILIECTBIECHUE 3aIIUCU IPOTOKOJIA O IOCTYIIE K cucTeMeE; [

rapaHTUIO0 KOMIIETEHTHOCTH 0OCITY>KHMBAIOIIIEr0 IEPCOHAA;

¢ pa3paboTKy MOCIEI0BATEIHLHOTO MOX0a K 00ECTIEUeHUI0 COXPAHHOCTH HHGOPMAITUH JIJIS BCel
OpraHu3aluy;

® OpPraHU3aIMI0 YETKOW pabOTHI CITYKOBI IEHTOYHON U AUCKOBON OMOIHOTEK;

® KOMILJIEKTOBaHHE OCHOBHOTO MEepPCOHaa Ha 0a3e HHTETPATBHBIX OLICHOK U TBEPbIX 3HAHUIA;

® OpraHu3allMi0 CHUCTeMBbl OOYYeHHs] W TIOBBINICHUS KBaTU(UKAIUU OOCTYKHBAIOIIETO
nepconana. C Touku 3penus obecneuenus gocrtyna Kk MC HeoOX0MUMO BBITIOTHUTE CIIEIYIOIITHE
MPOLIEIYPHbIE MEPOTIPUATHSL:

e pa3paboTaTh W YTBEPAWTHh MHUCHbMEHHBIE WHCTPYKIIMU HA 3arpy3Ky U OCTAHOBKY pPaOOTHI
ONEPAlMOHHOM CUCTEMBI;

® KOHTPOJIMPOBATh MCHOJb30BAaHUE MArHUTHBIX JIEHT, JUCKOB, KapT, JIMCTHUHIOB, MOPSIOK
W3MEHEHUS TPOTrpaMMHOTO 00eCTIeueHUs U JOBEACHUE ITHX U3MEHEHHUH 70 TTOJIh30BaTEIIs;
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e pa3paboTaTh MPOLEAYPY BOCCTAHOBJCHUS CHUCTEMbI IPU OTKAa3aX; ® YCTAaHOBUTH IMOJUTHKY
OTPaHUYEHUIN INPH Pa3pelICHHBIX BU3UTAaX B BBIUMCIUTENBHBIA IIEHTP U ONpPENCIUTh 00BEM
BBIJIaBaeMOI HH(OPMAITIH;

e pa3paboTaTh CUCTEMY NPOTOKOJIMPOBAHUSA HCHONb30BaHUS OBM, BBOJA JaHHBIX M BBIBOJA
pe3ysbTaToB;

e oOecreyuTh NPOBEACHUE NEPUOAMYECKON YHCTKM apXMBOB M XPAHWIMIL HOCHUTEJEH
UHpOpPMALMK JUIsI HUCKJIIOYEHWs W JIMKBUJALMKM HEUCIHOJb3YyEMBIX; @ IOAJICPKHUBAThH
JOKYMEHTAIMIO BBIUMCIUTEIBHOIO LIEHTPA B COOTBETCTBUU C YCTAHOBJIEHHBIMU CTaHJIApTaMHU.
TpeboBanwust k ojcuctemam 3amuthl nHGopmanmn (400) B obmem cnygae C3U nenecoodbpazHo
YCIIOBHO pa3/eIuTh Ha MOACUCTEMBI:

e ympaBieHus: A0cTynoM K pecypcam MC (BkiaodaeT Takxke (QYHKIHH YIPaBICHUS CUCTEMOM
3alUThI B LIEJIIOM);

® perucTpanuu 1 ydera JAeiCcTBUN 110JIb30BaTeIeH (IIPOLECCOB);

® KpUNTOrpaUUIECKYIO;

e obecrieueHus LEeIOCTHOCTH MHPOPMALIMOHHBIX pecypcoB U KoH(purypauuu VC. s kaxaon us
HUX OIPEIENSIOTCS TpeOOBaHus B BUJIE:

e fiepeyHsi 00eCTIeYNBAEMBbIX OJICUCTEMON (DYHKIIMH 3aIUTHI;

® OCHOBHBIX XapaKTEPUCTUK ATUX (PYHKIHIL;

® [IepEeYHs CPENCTB, peanu3yonmx 3Tu ¢pyHkuuu. [logcucrema ynpaBieHHs JOCTYIIOM JTOJDKHA
o0ecnieunBaTh:

e UJICHTU(DUKALMIO, AyTeHTU(DHUKALIMIO U KOHTPOJIb 33 JOCTYIIOM IOJb30BaTeNnel (MpoLeccoB) K
CUCTEME, TEpMHHAJaM, y3JlaM CETH, KaHajaM CBSI3M, BHELIHUM YCTPOMCTBaM, Iporpammanm,
KaTtayioram, (aiiinam, 3anucsIm U T.1.;

e yIIpaBJIEHHE IOTOKaMU MH(OpMaLIUK;

® OUHUCTKY OCBOOOXKJIaeMbIX o00JlacTell OMEepaTUBHOM NaMATH W BHEIIHUX HaKOMHUTENEH.
[Toncucrema perucTpany U y4eTa BbIIOJIHSET:

e peructpanuio u yuer: nocryna B MIC, BbIJauu BBIXOJHBIX TIOKYMEHTOB, 3allycka IporpamMm U
IIPOLIECCOB, JOCTYMA K 3allUIaeMbIM (aiinam; nepeaayy JaHHBIX M0 JUHUAM

e 11 KaHaJlaM CBSI3H;

® PETUCTPALMIO U3MEHEHHS MOJTHOMOYUHN JOCTYIa, CO3aHUE OOBEKTOB JOCTYIA, MOAJIEKAIIUX
3alluTe;

® y4eT HocUTeJe nHpopmanuu;

e OINOBELIEHHWE O TMOMbITKaX HapyumeHus 3amuTel. Kpunrorpagpuueckas mnoacucrema
pelyCMaTpUBAET:

e mudpoBaHre KOHPHUISHIIMATBHON HH()OPMALIHH.

e mmdpoBaHue uHPOpMaALUKU, NpPUHAUIEKAIIEH pa3HbIM CyObeKTaM JocTyna (rpynmnaM
CyOBEKTOB), C UCIIOJIb30BAHUEM Pa3HBIX KITFOUEH.

® JCIIOJIb30BAHHE AaTTECTOBAHHBIX (CEPTU(MUIIMPOBAHHBIX) KPUNTOrpaUUECKUX CPENCTB.
[Toncucrema obecrnieueHus EIOCTHOCTU OCYILIECTBIISET:

e obecrieueHue eTOCTHOCTH IPOrPaMMHBIX CPeCTB U 00pabaTeiBaeMoi HH(POpPMALIUH,

e (pU3MUECKYI0 OXPaHy CPE/ICTB BHIYMCIUTEIBHON TEXHUKU U HOCUTENeH HH(pOopMaluy,

e HanM4Ke agMUHUCTpaTopa (ciayxoObl) 3amuTel uHGopmanuu B C,

e nieproanyeckoe tectupoanue C3U,

e HayM4Ke cpencTB BoccTaHoBiaeHus C3U,

® 1CII0JIb30BaHNE CEPTUPHUIIMPOBAHHBIX CPEJICTB 3aILUTHI,

® KOHTPOJIb 32 L[EJIOCTHOCTHIO:

® IPOTPaMMHBIX CPEACTB 3aIIUThI UH()OPMALIMU TIPH 3arpy3Ke OlepallMOHHON cpeibl,

® OIIEpallMOHHON Cpeibl IEPE BBIIIOJHEHUEM MPOLIECCOB,

e pynkimonansHoro 10 u 1aHHBIX,
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¢ xoH(purypanuu 1C,

e onepatuBHOE BoccTtaHoBieHue ¢pyakuuii C3U nocne cooes,

® TECTUPOBAHUE CPEJICTB 3alTUTHI HHPOPMAITUH,

e 00HapyKXEeHUE U OJIOKUPOBAHHE PACIIPOCTPAHEHHUSI BUPYCOB,

® pe3epBHOE KOMMUPOBAHHE MTPOTPAMMHOT0 00ECIIeUEHUS U TaHHBIX,

e koHTposib goctyna k CBT, narommii yBepeHHOCTh B TOM, YTO TOJBKO aBTOPHU30BAaHHBIN
M0JIb30BATENb UCIIOIB3YET UMEIOLIecs padoure MporpaMMbl 1 HH(POPMAIIHIO,

® KOHTpPOJIb ACHCTBUH C MEPCOHAIBHOM aBTOPHU3ALMEH, 3ampeliarolluid omepanuu, KOTOpbIe
JIeNaroT ONEPALMOHHYIO CPEAyY YSA3BUMOM,

® 3AIIUTYy NPOrPaMMHOIO OOECHEYEHHUs, HCKIIYAIOIIYI0 MOBPEXKIECHUE HHCTAJUIMPOBAHHBIX
porpamm,

® JICIIOJIb30BAaHUE TOJIBKO JIMIEH3MOHHOTO IMPOrPaMMHOTO TMPOJYKTa C LENbI0 oOecredeHust
3aIIUTBl OT BCTPOSHHBIX MOJYJCH pa3pymieHus WH()OPMAIMOHHOW CpeIbl U JUCKPEAUTAINN
CHUCTEM 3alLUTHI;

® 3aIUTYy KOMMYHHKAIMWA st OOECIeYeHUs: HEIOCTYIHOCTH TeperaBaeMol HH(OpMAaLUH.
TpeboBanusi K TeXHHYECKOMY obOecrneueHuto B aToil rpymnme dopMynupyrotcs TpeOOBaHUS K
TaKUM TapaMeTpam:

® MECTY IPUMEHEHHUS CPEJICTB 3allUThI;

e crioco0aM MX UCIOJIb30BaHUs (HapuMep, peaausanns TpeOOBaHH 10 3aIIUIEHHOCTH JI0JKHA
JOCTUTAThCsl 0€3 TMPUMEHEHHUS OJKPAHUPOBAHHS TIOMEIICHH, AKTUBHBIE CPEACTBA MOTYT
MPUMEHSITHCS TOJIBKO IS 3aIIUThI HH(OpPMaIIUU TTIAaBHOTO CepBEpa U T.I1.);

® pazMepaM KOHTPOJIUPYEMO 30HBI 0€30MMacHOCTH WH(OPMAIINH;

e TpeOyeMOl BeTMYHMHE IMOKa3aTeled 3alUIIIeHHOCTH, YYUTHIBAIONICH peaTbHyI0 00CTAaHOBKY HA
oobekTax UC;

® IPUMEHEHUIO CII0OCOO0B, METOJIOB U CPEJICTB JOCTHKEHUSI HEOOXOIMMBIX TTOKa3aTesen

® 3AMUIIEHHOCTH.

® TIPOBEJCHUIO CHEIUCCIEAOBaHUA O0OPYJOBAHMSI M TEXHUYECKHX CPENICTB, LEIbI0 KOTOPOTO
ABIIIETCS U3MEPEHME NToKazarene OMU;

® IIPOBEJICHUIO CIEIITPOBEPKU TEXHHUECKUX 00beKTOB IC, 11€TTbI0 KOTOPOI SIBISIETCS

® BLHIBJICHHE CIEHHMATBHBIX JJIEKTPOHHBIX (3aKIaJHBIX) ycTpoiicTB. TpeGoBaHus K
nporpaMMHOMY oOecrniedeHuto [Iporpammuble CcpeiacTBa 3alIUThl  MHQOPMAIMH  JOJKHBI
o0OecrieunBaTh KOHTPOJIb JOCTyMa, O€30MacHOCTh M ILIEJOCTHOCTh JAaHHBIX U 3alllUTy CaMoi
CUCTEMBI 3alUTHI. [[J151 5TOro HeOOXOAMMO BBITMOJIHUTD CIEIYIOIINE YCIOBUS:

® 00BEKTHI 3aIUTHI JOJDKHBI HACHTH(UIIUPOBATHCS B SBHOM BHUJIE TIPH MUCIIOJIB30BAHUH TTAPOJICH,
MPOIMYCKOB U UACHTH(PHUKAIUH 110 TOJIOCY;

e cucTeMa KOHTPOJsS JOCTyHna JOJDKHAa OBbITh JOCTaTOYHO THOKOW Juis obOecreyeHus
MHOT000Pa3HBIX OrPAaHUYECHUN U PA3INYHBIX HA0OPOB OOBEKTOB;

® Ka)X/IbIi JOCTYM K (pailly JaHHBIX WIH YCTPOMCTBY JOJHKEH MPOCISKHUBATHCS YEPe3 CHCTEMY
KOHTPOJISI JOCTyNa JJi TOro, 4ToObl (PUKCUPOBATh M JOKYMEHTHPOBATh JiI000O€ oOpalieHue.
Bbe3omacHOCTh TaHHBIX MOXKET 00ECTIEYUBATHCS CIIEAYIONIEH CUCTEMON MEPOTIPUSITHIA:

e 00BEKTHI JAHHBIX UACHTUPUIIUPYIOTCS U CHAOXKAIOTCS MHPOPMAIMEH CITy»KObI 0€30MacHOCTH.
[lenecooOpa3Ho 5Ty wuHGpOpMalMI0 pa3MeliaTh HE B OTAEIBHOM KaTajore, a BMECTE C
uH(popMalue, IMErIIe METKH;

® KOJIOBBIE CJIOBA 3aIUTHI Pa3MEIIAOTCsl BHYTpU (PailyioB, 4YTO B 3HAUUTEIHLHOW Mepe MOBBIIIAET
3¢ (HEeKTUBHOCTH 3aIHTHI;

® JIOCTYIl K JaHHBIM II€JIeCO00pa3eH C MOMOUIbI0 KOCBEHHBIX CCBUIOK, HAaImpHMeEp CIHCKa
MOJIB30BATENCH, IOMYIEHHBIX BJIaIeTbIIeM (Daiiyia K pa3MEIIeHHBIM B HEM JJaHHBIM;

® JIaHHBIE U MTPOTPAMMBI MOTYT IIPE0OPa30BHIBATHCS (KOIUPOBATHCS) BHYTPEHHUM CIIOCOOOM st
XpaHEHHUS.
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e Cucrema 3a1uThl HHQOPMAIMH T0JKHA OBITh 3alUIIEHa OT BO3JICHCTBUS OKPYKAIOWIEH Cpebl.

C 5TOH 1eNbIO BBIIOJIHAETCS CJIEAYIOIIasi COBOKYITHOCTh MEPOIIPUATHIA:

e nH(OpPMAIH 110 OTPULIATEIHHBIM 3aIIPOCaM HE BBIJIACTCS;

e IOBTOPHBIE MONBITKH JOCTYTIA [10CJIe HEYTaYHbIX OOpALEHUH TOKHBI UMETH MPEAeT;

® [IpU YMEHBUICHUH KOH(PUTYypaluu CUCTEMbl WIU MpPHU €€ TECTUPOBAHMM (PYHKIIMM 3AIIUTHI

COXPaHSIIOTCS;

® HUKAaKUE W3MEHEHHUs TaOuI] 6€30MacHOCTH, KpOME U3MEHEHHS CO CIIEUAIBHOIO YCTPOilcTBa

WIM MyJbTa YIPaBJICHUA, HE pa3pemiaoTcs. TpeboBaHus M0 MPUMEHEHHUIO CIIOCOO0B, METOIOB U

CpEICTB 3aluThl PekoMeHayeTcss NPUMEHEHHE CIENYIOIIMX CIOCO0OB, METO/IOB U CPEICTB,

KOTOpbIE IIPEANOIAraloT UCII0JIb30BaHUE:!

e uyHTEpdEiicOB ¢ mepenaueii CUTHAIOB B BHUJAE IOCIEAOBATEIBLHOIO KOJa M B PEXKUME

MHOT'OKPATHBIX IOBTOPEHU;

® MYJIbTHIUIEKCHBIX pPEXKUMOB 00paboTku wuHpopMmanuu, a Ttakke CBT wu cucremHoro

oOecrieyeHns, 0a3UPYyOIIUXCS Ha MHOTOpa3paaHbIX Miatdopmax, uHTepdeicoB ¢ nepenauecit

CUTHAJIOB B BUJIE MHOTOPA3PSIAHOTO MMAPAJUIEIbHOIO KOJA;

® palMOHAIbHBIX CIOCOOOB MOHTa)XKa, IPU KOTOPBIX oO0ecrnedyuBaeTcs MHHMMAaJbHas

IPOTSKEHHOCTD 3JIEKTPUUECKUX CBSA3EH U KOMMYHUKAIIMA;

® TEXHUYECKUX CPEACTB, B COCTaB KOTOPBIX BXOJAT YCTOHYHMBBIE K CAMOBO3OYKICHHUIO CXEMBI,

pa3Bs3bIBAIOIINE M (PUIBTPYIOLINE JIEMEHTHI, KOMIUIEKTYIOIIUE ¢ HU3KUMHU YpoBHSIME DMU;

® CeTeBBIX (PUIBTPOB AJsl OJOKHPOBAHUS YTEUKH MHGOPMAIUH IO HENSAM IJIEKTPONUTAHUS, a

TaK)Ke JIMHEWHBIX (BBICOKOYACTOTHBIX) (DUIBTPOB JJIs1 OTOKUPOBAHUS YTEUKU

e nH(OpPMAIUH 10 JIMHUSM CBSI3H;

® TEXHUYECKUX CPEJCTB B 3aILUILIEHHOM HCIIOJIHEHUH;

® CPEJICTB MPOCTPAHCTBEHHOTO U JINHEWHOTO “‘3alllyMIICHUS

® CpEZCTB JIOKAIBHOIO JIM00 00I1IEero SKpaHUPOBAHUS;

e Croco0OB ONTHMAIbHOTO pa3MEIICHUs TEXHUYECKUX CPEACTB C IEeNbl0 MUHHUMH3ALUU

KOHTPOJHPYEeMOii 30HbI 6e30nacHOCTH HH(popMaru. TpeboBaHus K JOKYMEHTHPOBaHHIO MOXHO

BBIJIETIUTH TPU IPYIIbI TPEOOBAHUM K TOKYMEHTUPOBAHHUIO CUCTEMBI 3aIllUThl HHPOpMAIHU. ITO

IPOTOKOJIMPOBAaHKUE, TECTUPOBAHHE IporpaMM U obpaboTka yrpos. Ilpu paspaboTke cuctembl

IPOTOKOJMPOBAHUS CIIEIyeT YUUTHIBATh CAEAYIOUINE criennduuecKkrue TpeOOBaHUS:

® HEOOXOJUMOCTb 3aMuCei BceX IBM)KEHUH, 3alUIIaeMbIX JaHHBIX;

® BO3MOXHOCTb BOCCO3/IaHHS IpU HEOOXOJUMOCTHU PETPOCHEKTHUBBI  HCIIOIb30BAHUS

3alMIIaeMOro 00BEKTa, JUIsl pealnu3alui KOTOpoW oOecreyrBaeTcsl 3allOMUHAHME COCTOSHUN

IIPOrPaMMBbI U OKPYXKaroLIe cpenbl;

® HAKOIUJIEHHME CTAaTUCTUKH 110 TMPOTOKOJAM HCIOJb30BaHUS HMHPOpPMAIMH B CHUCTEME.

CymiecTBeHHOM 0COOEHHOCTBbIO TECTUPOBAHMS IMPOrpaMM CHCTEMBI 3alllUThl HH(pOpMaluu

JOJDKHO ~ OBITh  HallMuMe  CHEeUMaTbHOM NpOrpaMMbl  TE€HEpalMM  JIOKHBIX  aJ[pecoB,

HECaHKIIMOHMPOBAHHBIX MOMBITOK JOCTYINA K AaHHBIM, MOJECIUPOBAHUSI COOMHBIX CUTyallud U

npyrux crneunpuyeckux cBoicTtB. [lpu TecTUpoBaHMHM CHCTEMBI 3aIIUTHl  HMH(OpMAIUH

HEOoOXOIUMO Takke oOpaTUTh BHMMAHHE Ha TIIATEJIbHYIO HPOBEPKY TaliuI 0e30macHOCTH,

CUCTEMBI IIapoJIEN U MPOTrpamMM JI0CTYIa.

Anmnaparypa u Marepuaiibl [ BHIIOTHEHUS TPAKTUYECKOW paboThl HEOOXOAUM MEPCOHATIBHBIN

KOMITBIOTEP CO CIEAYIOUIMMHU XapaKTepucTUKaMu: nporeccop Intel Pentium-coB— MeccTumblit ¢

takToBOM yactoToi 800 MI'11 1 BhIIe, OTIEpaTUBHAS TaMATh — HE MeHee 512 MobaiiT, cBobogHOE

JIMCKOBOE IIPOCTPAHCTBO — HE MeHee 2 I '6aifT, ycTpoHCTBO U1 UTeHUS KOMITAKT-IUCKOB, MOHUTOD

tuma Super VGA (uucino 1BeTtoB oT 256) ¢ nuaroHanbio He MeHee 15”. Ilporpammuoe

obecrnieueHne — omepanuonHas cuctema Windows XP ¢ makerom oOHoBienuit SP2 u Bhiie,

accembnep MASM Bepcun 6.14 u Beime, nuzaccembnep IDA Pro Free Bepcuu 4.9 u Bele.

VYkazaHnus o TexHuKe 6e3onmacHocTH TexHuKa 0e30MacHOCTH MPH BHITOJIHEHUHN MPAKTHYECKOM

paboThl COBMAgaeT ¢ OOIIENPUHATON IJIs IOJIb30BaTeNeil MEepPCOHANbHBIX KOMIBIOTEPOB,
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CaMOCTOATCIIBHO HC TPOU3BOJAUTL PEMOHT MEPCOHAILHOTO KOMIIBIOTEPA, YCTAHOBKY U YIAJICHUC
POTPAMMHOTO 00ECIICUYCHUS; B CITydae HEHCIIPABHOCTH IEPCOHATLHOTO KOMITBIOTEPA COOOITUTh
00 3TOM 00CITYKUBAIOIIIEMY ITEPCOHATY JIabopaTOpuu (oreparopy, aIMHUHUCTPATOPY); COOIOIATh
npaBUia TEXHHKH O€30MacHOCTH IMpH paboTe C 3IEKTPOOOOPYAOBAaHHEM; HE KacaThCs
AIIEKTPUUYECKUX PO3ETOK METaN-25 YecKMMM NpeaMeramu; pabouee MEeCTO IOIb30BATEI
NEPCOHAIBHOTO KOMIIBIOTEpA JOJDKHO COJNIEPXKAThCS B UYUCTOTE, HE pa3pemiaeTcss BO3Je
MEPCOHAJIBHOIO KOMIIBIOTCpA IIPUHKUMATh NUIY, HAIIUTKH.

IpakTuyeckas padora 4: UcciienoBanue mero10oB uHTerpaunu cereid Microsoft u Unix ¢
HCIO0JIb30BaAHUEM cepBepa Samba

Leab paGoTsl U coep:kaHUe: OCBOUTH METOIBI HHTETPUPOBaHUS ceTeit Microsoft u Unix
C HCIOJb30BaHUEM cepBepa Samba

Teopernueckass yactb [Ipu n3buparensHOM pa3rpaHUYEHUU JOCTYIA OIpeAeTICHHbIC
oTiepaIuy HaJl KOHKPETHBIM PECYPCOM 3aIIPEINalOTCs WIIA Pa3perraroTcsi CyObeKTaM Wil TPpyIam
cyobekToB. bompmmucTBO OC peanu3yloT MMEHHO H30MpaTelnbHOE pa3rpaHHueHHE JOCTyma
(discretionary access control).

[TonnHOMOYHOE pa3rpaHUYEeHHE JIOCTYIAa 3aKJIIOYaeTCs B TOM, UYTO BCE OOBEKTHI MOTYT
UMETh YPOBHU CEKPETHOCTH, a BCE CYOBEKTBI ACIATCS Ha TPYIIBI, 00pa3yIoNIue HepapXuio B
COOTBETCTBUU C YpOBHEM JomNycka K wHpopMmanuu. MHOTIA 3Ty MOJACIh HA3bIBAIOT MOJIEIBIO
MHOTOYPOBHEBOM 0€30MacHOCTH, MpeJHA3HAYCHHON AJIs XpaHEHUs ceKpeToB. M30uparenbHOE
parpanndyenne goctyna Cucrtema mnpaBuid U30UPATEIBHOTO pas3rpaHUYEeHHs] JIOCTyma
dbopmyIupyeTcs CAeAyIOIM 00pa3oMm.

1. Jns mro6oro oobexta OC cyIiecTBYeT Biiaienell.

2. Brnagenen o0beKTa MOXKET MPOU3BOJIBHO OTPAHUYMBATH JTOCTYH APYTUX CYOBEKTOB K
JTaHHOMY OOBEKTY.

3. Jlnsg kaxaoi TpoMku cyObeKT—OOBEKT—METO]I BO3MOKHOCTh JOCTyMa OIpeesieHa
OJTHO3HAYHO.

4. CymectByeT XOTS Obl OJUH MPUBHICTHPOBAHHBIA IMONH30BATENh (aAMHUHHUCTPATOD),
UMEIOIUI BO3MOXHOCTh OOpaTUTHCA K JIIOOOMY OOBEKTYy MO JTHOOOMYy METOAY JOCTYyIa.
[TpuBWIETHPOBAHHBIA TOJIE30BATEIh HE MOXKET HWTHOPHPOBATh pa3TpaHUUYCHHE JOCTyNa K
oobektam. Hampumep, B Windows NT ammuHHCTpaTop s OOpallleHHs K 4yKOMYy OOBEKTY
(mpuHaANEXKAEMYy APYroMy CyOBEKTY) JOJDKEH CHaudana OOBSBUTH ceOs BIaNEIbIIEM ITOTO
00BeKTa, UCIOIH30BAB IMPHUBWIECTHIO AIMHHHCTPATOpPAa OOBSIBIATH ce0si BIaAebIleM JII0O0TO
00beKTa, 3aTeM JaTh cebe HEOOXOIMMBIE MpaBa M TOJBKO IOCJE 3TOTO0 MOXKET OOpaTHTHhCS K
00wekTy. [Tocneaaee TpeboBaHKe BBEICHO IS PeATH3allii MEXaHU3Ma yaJICHUs TIOTCHITHAITBHO
HEJOCTYMHBIX 00BeKkTOB. llpu co3manum 0O0bEeKTa ero BIaAeTbIlEeM Ha3HA4YaeTCsl CYOBEKT,

CO3JIaBIIMI JaHHBIA 00beKT. B nanpHeiimem cyObekT, obnanaronmmii HeoOX0AUMBIMU MpaBaMH,
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MOYKET Ha3HA4YUTh O0BEKTY HOBOro Biajenbua. IIpu 3ToM cyOBEKT, M3MEHSIONIMNA BiIagesbLa
00BEKTa, MOKET HAa3HAYMTh HOBBIM BIIAZENbIIEM OOBEKTa TONbKO ceds. Takoe orpanuyenue
BBOJIUTCS JIJIS1 TOTO, YTOOBI Biajener] 00beKTa He MOT OTAATh «BIIAJACHUE)» OOBEKTOM IPYrOMY
CyOBEKTY M TeM CaMbIM CHATb € ce0sl OTBETCTBEHHOCTb 3a HEKOPPEKTHbIE IEHCTBUS ¢ O0BEKTOM.
Jlis onpezneneHus mpaB JOCTyIa CyOBEKTOB K OOBEKTaM MpPH U30MpaTEIbHOM pasrpaHUYCHUU
JI0CTyNa MCIOJNb3YIOTCSl TaKue IOHATHS, KaK MaTpulla JocTyna M jaoMeH OesomacHocTH. C
KOHLENTYaJIbHOH TOYKM 3pEHMUsS] TEKYIIEe COCTOSHUE IIpaB JOCTyNa IpH H30MpaATEIbHOM
pasrpaHMYEHHUN JOCTYIA OMMCHIBAETCS MAaTpHIIEH, B CTPOKAX KOTOPOW MEpEeYHUCICHbI CyOBEKThI
JI0CTYIa, B CTOJIONaX — OOBEKTHI JOCTYIA, a B TYEHKAX — Olepaluu, KOTOpble CyOBEKT MOXKET
BBITIOJTHUTh Hal 0OBekToM. JlomeH OesomacHoctu (protection domain) ompezenser HaOOp
00BEKTOB U THUIIOB OIEpaliii, KOTOpblE MOIYT MPOM3BOAUTHCS Haa KaxabIM oOobekToM OC.
B03MOXHOCTB BBINOJIHATH ONEpPALMKM HAJl 0OBEKTOM €CTh IPABO JIOCTYIA, KaX/10€ U3 KOTOPBIX
€CTb ynopsoueHHas napa . Takum obpa3om, JoMeH ecTh Habop npaB goctyna. Hanpumep, eciu
noMmeH D umeer npaBo foctyna , 3TO 03HA4aeT, YTO MPOLIECC, BBIMOIHIEMbIN B 1oMeHe D, Moxer
YUTaTh WM NUcath B (aiin F, HO HE MOKET BBHIMONHATH APYTHX ONEpaIyii HaJl 3TUM OOBEKTOM
CBsI3b KOHKpPETHBIX CyOBeKTOB, (yHKIMoHUpyromux B OC, MoXeT ObITh OpraHu30BaHa
CJIEAYIOIIUM 00pa3oM:

* KaXbl{ I0JIb30BAaTENb MOXET ObITh JOMEHOM. B 3TOM ciyyae Habop OOBEKTOB, K
KOTOPBIM MOKET OBITh OPraHU30BaH JOCTYII, 3aBUCUT OT UJIEHTU(UKALIUU TI0JIb30BaTENS;

* KaX/IbIil polriecc MOXKeT ObITh JOMEHOM. B 3ToM ciyyae HaboOp JOCTYIHBIX OOBEKTOB
omnpenensercs uaeHTHu(UKanuei npouecca;

* Ka)KJ1asi mpoleaypa MOXeT ObITh JoMeHOM. B 3Tom ciyyae HaOop 1OCTYIHBIX OOBEKTOB
COOTBETCTBYET JIOKAJbHBIM MEPEMEHHBIM, ONPEECIEHHBIM BHYTPU MPOLEAYpbl. 3aMETUM, 4TO,
KOrJa Tpoleaypa BBIIIOJHEHA, MPOUCXOAUT CMEHa JoMeHa. Mopenb 0e30MacHOCTH,
cneunduupoBanHas Bbime (cM. puc. 8.1), UMeeT BUA MaTpULlbl M Ha3bIBAaeTCAd MaTpULei
noctymna. CToyOIbl 3TOM MAaTPHUIIBl MPEACTABISAIOT COO0M OOBEKTHI, CTPOKH — CYOBEKTH. B
KKIOU sueiike MaTpuIlbl XpaHUTCS COBOKYIHOCTh IPaB JIOCTYMA, MPEAOCTABICHHBIX JTaHHOMY
CcyObeKTy Ha JaHHBIA 00BeKT. [IocKOoIbKY peanbHas MaTpulla JOCTYIA OYeHb BeIHKa (THITHYHBIN
o0beM aist coBpeMeHHOoi OC cocTaBisieT HECKOJIBKO JIECATKOB MErabaiToB), MaTpuIly JOCTyIa
HUKOI'/Ia HE XpaHsAT B CUCTEME B IBHOM BHjIe. B o01iem cirydae 3Ta MaTpuiia OyAeT pa3peKeHHOMH,
T. €. OOJBIIMHCTBO €€ KIETOK OyayT MycThIMU. MaTpuily JOCTylna MOKHO pAa3JIOKHTh IO
cTonbIaM, B pe3ylbTaTe 4ero momydaroTcs cnucku npaB poctyna ACL (access control list). B
pe3ysbTaTe pa3IokKeHHUs MaTPHUIIbl IO CTPOKaM IOJIy4aloTCsl MaHAaThl BOBMOXKHOCTEH (capability

list, mim capability tickets). Criucok nmpaB goctyna ACL. Kaxxnas koioHKa B MaTpUIIE MOXKET OBITh
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peain30BaHa Kak CIIUCOK JOCTYIA Ui OTHOTO 00bekTa. OUeBHUIHO, UTO ITYCThIE KJIETKU MOTYT HE
YUUTHIBATHCS. B pe3ynbTaTe s KaKI0r0 00hEKTa UMEEM CITUCOK YITOPSIOYCHHBIX Map , KOTOPBIN
OIpezensieT BCe JOMEHbI C HENMyCThIMM HaOOpaMu IpaB Uil JIaHHOTO OObEKTa. DJIEMEHTaMU
cnucka npaB noctyna ACL mMoryt ObITh IPOLECCHI, MOIH30BATENN UM FPYIIIbI 10Ib30BaTENEH.
[Ipu peanuzanuy IIKUPOKO TMPUMEHSETCS TMPEAOCTaBICHHE JOCTyNa IO YMOJYAHUIO st
NOJIb30BaTeNel, IMpaBa KOTOPHIX He yka- 3aHbl. Hampumep, B OC Unix Bce CyOBEKTHI-
II0JIb30BATENM pPa3/AeieHbl Ha TpU TPYMIbl (Blajenel, rpynna U OCTalbHbIE), U JUIsl WICHOB
KOKIOW IpyNIbl KOHTPOJHUPYIOTCS ONEpalluyd YTeHHs], 3alMCH U HcronHeHus (rwx). B wurore
nMmeeM ACL — 9-OUTHBIN KO, KOTOPBIH SIBJISETCS aTpuOyTOM pazHooOpa3HbIX 00bekTOB Unix.
Mannatel Bo3MoxkHOCTEH. Kak oTMeuanock BhIlie, €CIM MaTPUILy JOCTYIa XPaHUTh MO CTPOKAM,
T. €. €CIIM KaKABI CyOBEKT XPaHHUT CIIMCOK OOBEKTOB M JUISI KaXIOT0 OOBEKTa — CIHUCOK
JOIYCTUMBIX OMEPALU, TO TAKOW CIIOCOO XpaHEHUs Ha3bIBACTCA «MAaHIAThl BOZMOXKHOCTEI MK
«repeyHu Bo3MOXKHOcTel» (capability list). Kaxnaeiii monb3oBatens 007amaeT HECKOIbKUMU
MaHJlaTaMU ¥ MOKET UMETh IIPaBo IMepeaaBaTh UX JAPYruM. MaHAaThl MOTYT OBITh PacCcesiHbI 10
CHCTEME ¥ BCIIEJCTBUE ITOTO MPEACTABIATH OOJBIIYIO YIPO3y Uil OE30MaCHOCTH, YeM CIUCKU
KOHTpoJsl jaocTyna. Mx XxpaHenwe OOMKHO OBITH TIIATENBHO NOpoAyMaHo. M36upaTenbHOe
pasrpaHuyeHHe JocTyrna — Hauboliee paclpoCTPaHEHHbIN CIOCO0 pa3rpaHudYeHUs TOCTyHa. DTO
00YCJIOBJICHO CpPaBHUTEIBHON MPOCTOTOM €ro peau3alid U HeOOPEMEHUTETbHOCTHIO MPABHII
TaKOro pasrpaHUyeHMs JOCTyla Ui Mojib3oBaTenell. ['1TaBHOE TOCTOMHCTBO M30MpPATEIbHOIO
pa3rpaHUdeHHs] JOCTyla — THOKOCTh; OCHOBHBIE HEIOCTaTKU — PacCpPelOTOYEHHOCTh
YIPABJICHUS U CII0XHOCTh LEHTPAIN30BaHHOIO KOHTpois. Bmecre ¢ Tem, 3ammumenHocts OC,
MOJICUCTEMA 3alIUThl KOTOPOM peanu3yeT TOJIbKO M30MpaTesbHOE pa3rpaHUYEHuE JOCTYIa, B
HEKOTOPBIX CIIy4asX MOXET oOKa3aTbCcsi HejocraToyHo. B wactHoctn, B CIIIA 3ampemieno
XpaHUTh UHGOPMAIUIO, COJEPIKAIIYI0 TOCYIapCTBEHHYIO TallHYy, B KOMITBIOTEPHBIX CHCTEMax,
MOJJEP)KUBAIOIIUX TOJIBKO W30MpaTerabHOE pasrpaHUYeHHe AocTymna. PacmmpenueM Momaenu
n30UpaTeIbHOTO pa3rpaHUyYEHUs] JOCTyNMa SBISeTCS M30JMpPOBAaHHAs (WM  3aMKHYTas)
nporpammHas cpena. [Ipu ucnosnb30BaHUN U30JIUPOBAHHOM MMPOTPAMMHOM Cpe/IbI TTpaBa CyObheKTa
Ha JOCTYN K OOBEKTY OMpEAEINsIOTCS HE TOJBKO MpaBaMU W MPUBWIETUSMHU CyOBEKTa, HO H
IpPOIIECCOM, C TOMOUIbI0 KOTOPOro CyOBEeKT oOpamaercs K 0O0BbeKTy. MOKHO, Hampumep,
paspenTh o0pamarhes K daitam ¢ pacuupenuem .doc Toabko mporpammam Word, Word Viewer
u WPview. M3ommpoBaHHass MporpaMMHasi cpejia CYIIECTBEHHO IOBBINIAECT 3alUIIEHHOCTh
OTIEPAIIMOHHOM CUCTEMBI OT PA3PYIIAIOIINX TPOTPAMMHBIX BO3/ICHCTBUH, BKIItOUAs IPOTPAMMHEIE
3aKJIaJKd M KOMIIbIOTEpHBbIE BUpPYChl. Kpome TOro, mpu HCHONB30BaHUU JAHHOW MOJENTU

MOBBIINACTCA 3AIMUIICHHOCTh HEJIOCTHOCTU AJAaHHBIX, XPAHAIINXCSI B CHCTEMC. ITomromouHOE
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pasrpaHMYeHHE JAOCTyla € KOHTpPOJeM HH(MOPMAIMOHHBIX IOTOKOB IlosHOMOYHOE, win
MaHJAaTHOE, pasrpaHuueHue aoctyma (mandatory access control) OOBIYHO TpPHUMEHSIETCS B
COBOKYITHOCTHU C M30UpAaTEIbHBIM pa3rpaHU4YeHNEM JOCTyNa. PaccCMOTpUM MMEHHO TaKOW CITyJaid.
[TpaBuna pasrpaHuyeHus AOCTyIa B JaHHOM Mozienu (GOpMYIHPYIOTCS CIEAYIOLUIMM 00pa3oM.

1. Jns mo6oro oobexta OC cymiecTByeT Biaaeell.

2. Brnazgenen oO6beKTa MOXET MPOU3BOJIBHO OIPAaHHYUBATH JIOCTYIl IPYTUX CYOBEKTOB K
JTAHHOMY OOBEKTY.

3. JIns Kakaod 4yeTBepKU CyObeKT—OOBEKT—METOA—IIPOLEcC BO3MOXKHOCTh JOCTYIa
olpeieieHa OJTHO3HAYHO B KaXKblii MOMEHT BpeMeHU. IIpu n3MeHeHnH cocTosiHMsL IpoLecca co
BPEMEHEM BO3MO>KHOCTH IPEJIOCTABJICHUS JOCTYIIa TAKKE MOXKET U3MEHUThCs. BmecTe ¢ TeMm, B
KaKIbIi MOMEHT BPEMEHU BO3MOXKHOCTH JOCTYIa OIpeesneHa oAHo3HayHo. [lockonbky mpasa
npoliecca Ha JIOCTYIl K 0OBEKTY MEHSIOTCS C TeUEHHEM BPEMEHH, OHU JTOJDKHBI IPOBEPATHCS HE
TOJILKO IPU OTKPBITUM O0BEKTA, HO U MEpEe]] BBINOJIHEHUEM HaJl 00bEKTOM TaKHX Ollepaluii, Kak
YTEHHE U 3aIUCh.

4. CymecTtByeT XOTs Obl OJUH IPUBWIECTMPOBAHHBIN I0JIb30BATENb (3AMUHUCTPATOD),
UMEIOIUI BO3MOXKHOCTb YIAUTh 000N 0OBEKT.

5. B MHOxecTBE OOBEKTOB BBIICIAETCS MHOXECTBO OOBEKTOB ITOJIHOMOYHOIO
pasrpannyeHus gocryna. Kaxiapiii 00beKT MOJIHOMOYHOTO pa3srpaHUYEHUs AOCTYyIa UMEET rpud
CEKpEeTHOCTH. Yem BbIllIE YMCIOBOE 3HaueHUEe Tpuda CEKPETHOCTH, TEM CEKpETHEE OOBEKT.
HyneBoe 3HaueHue rpuda CEeKpeTHOCTH 03HAYaeT, YTo OOBEKT HecekpeTeH. Ecian oObekT He
ABJISIETCA OOBEKTOM IIOJIHOMOYHOTO pasrpaHMyYeHHs JOCTyIa WM €CId OOBEKT HECEKpETeH,
aJMMHHUCTPATOP MOXKET OOpaTUThCA K HEMY IO JIF0OOMY METONy, Kak U B MpeAbLAYyIIed Moaean
pasrpaHUyeHHs 10CTyIa.

6. Kaxnplil cyOBEeKT J0CTyna UMeeT YpoBeHb J0MycKa. UeM BblllIe YHCIOBOE 3HAUYEHUE
YPOBHSI JOMyCKa, TeM OOJbIIMKA J0MycK MMeeT cyObekT. HysneBoe 3HaueHHe ypoBHS JOIyCKa
03HAYAET, YTO CYOBEKT He uMmeeT aomnycka. OObIYHO HEHYJIEBOE 3HAUEHUE JOMYyCKa Ha3HAYAETCs
TOJIbKO CYOBEKTaM-TIOJIb30BATENsIM M HE Ha3Hayaercs CyObeKTaM, OT HMEHH KOTOPBIX
BBITOJIHAIOTCS. CUCTEMHBIE ITPOLIECCHI.

7. Hoctyn cyObekTa K OOBEKTY JIOJKEH OBbITh 3ampelieH HEe3aBUCHUMO OT COCTOSHUS
MaTpHUIIbI IOCTYIIA, €CIIU: * 00BEKT SBJIAETCA 00BEKTOM MOJHOMOYHOI'O Pa3rpaHUYEeHHUs 1OCTYIIa;
* rpud ceKpeTHOCTH 0OBEKTA CTPOTO BhIIIE YPOBHS JIOMYyCKa CyOBbEKTa, 0Opalaroerocs K Hemy,
* CcyOBEKT OTKpHIBAaeT OOBEKT B PEXMME, TOMYyCKAlOIeM YTeHHe HH(pOopManuu. ITO MPaBUIIO

Ha3biBatoT npaBwioM NRU (Not Read Up — He uurtath BbILIE).
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8. Kaxnpriit mporiecc OC nmeeT ypoBeHb KOHPHUACHITNATHHOCTH, PABHBIM MAaKCUMYMY H3
rpu(OB CEKPETHOCTH 0OBEKTOB, OTKPHITHIX MPOLECCOM Ha MPOTSKEHUU CBOETO CYIIECTBOBAHMUSL.
YpoBeHb KOHOQUACHIUAILHOCTH (PAKTHUYECKH MPEICTaBIseT Cco000M Tpud CEKPEeTHOCTH
uH(pOpMaLIiK, XpaHsIILIENHcs: B OlepaTUBHON MaMsTH Mpoliecca.

9. Hoctyn cyObekTa K OOBEKTY JOJKEH OBITh 3allpellleH HEe3aBUCUMO OT COCTOSHUS
MaTpHULIbI 10CTYIA, ECIU:

* 00BEKT SIBJIACTCS 0OBEKTOM MOJTHOMOYHOTO Pa3TPaHUYCHUS IOCTYIIA;

* Tpu¢ CEKpEeTHOCTU OOBEKTa CTPOro HIXKE YPOBHA KOH(HUACHLIMAIHLHOCTH Ipoliecca,
oOparnaroierocs K Hemy,

* CyOBEKT cOOMpaeTcs 3aNKChIBaTh B 00bEKT HH(OPMAIIHIO, ITO MPABUIIO MTPEIOTBPAIIACT
yTeUYKy CeKpeTHoW uHpopmaiuu, ero HaspBaroT nmpaBuwiaioM NWD (Not Write Down — He
3aMUChIBaTh HIKE).

10. [Toru3uTh rpud CEKPETHOCTU 0OBEKTA TOTHOMOYHOTO Pa3rPaHUYCHHUS TOCTYIIa MOKET
TOJIBKO CyOBEKT, KOTOPbIN:

* UMEET JI0CTYI K 00BEKTY COIJIaCHO MpaBuiy 7;

e o0majgaer cHenHaTbHOM NpPUBMUIIETHEW, TMO3BOJIAIONICH €My TOHWXKATh TPpUBI
CEKPETHOCTH OOBEKTOB.

Anmaparypa u Marepuanbl JlJis BBINOJIHEHHS] MPaKTUYECKOW padoThl HEOOXOAUM
NEPCOHAIBHBIN KOMITBIOTEP CO CIEAYIOIIMMHU XapaKTepucTukaMmu: rpoueccop Intel Pentium-cos—
MECCTHMBIH ¢ TakTOBOM yacToToit 800 MI'11 1 BhIlIe, OniepaTHBHAs MaMATh — He MeHee 512 Moaiir,
CBOOOJHOE JMCKOBOE MPOCTPAHCTBO — He MeHee 2 ['0alT, yCTpOICTBO Ui YTEHHs] KOMIIAKT-
TUCKOB, MOHUTOp Tuma Super VGA (uucio 1BeToB OT 256) ¢ AuaroHanbio He MeHee 15".
[TporpammHuoe obecriedenne — oneparmonnas cucrema Windows XP ¢ makerom ooHoBneHuit SP2
u BbIe, accemonep MASM Bepcuu 6.14 u Bbie, ausaccemOiep IDA Pro Free Bepcuu 4.9 u
BbIllIe. YKa3aHUS 1O TexHHKe Oe3zonmacHOcTM TexHHKa O€30MacHOCTH TPH  BBINOJHEHUU
MPAKTUYECKOH paloThl COBMAAAeT C OOIIENPUHATON MM TOJb30BaTeNel MepCOHATBHBIX
KOMITBIOTEPOB, CaMOCTOSITEIbHO HE MPOM3BOAUTH PEMOHT MEPCOHATBHOTO KOMIIBIOTEPA,
YCTaHOBKY M yJlaJ€HHE MPOrpaMMHOT0 0OecrieueHusl; B Cly4ae HEMCIPABHOCTH MEPCOHAIBHOIO
KOMIThIOTEPA COOOMIUTE 00 3TOM OOCTY)KMBAIOIIEMYy IepcoHaTy jabopaTopuu (omeparopy,
aIMUHHUCTPATOPY); COOMIOAAaTh TMpaBWiIa TEXHUKHM  OE30MacHOCTH Mmpu  pabore ¢
AIIEKTPOOOOPYIOBAaHMEM; HE KACaThCs DJICKTPUUECKUX PO3ETOK METATUYECKUMH TMpeIMETaMu;
pabouee MecTO MOJIb30BaATEINS IEPCOHATBLHOTO KOMITbIOTEPA JOHKHO COJIEPIKAThCS B YUCTOTE; HE

pa3p€macTCs BO3JIC NICPCOHATIBHOI'O KOMIIBKOTEPA IPUHUMATE ITHUITY, HAITUTKHA.

29



IIpakTnyeckas padora S: Uzyuenne 0a3oBbix komana OC Linux

Heasn: IlepBuyHOe 3HAKOMCTBO C KOMAaHIHBIM HHTEpHpeTaTopoM. M3ydyeHue 06a30BbIX
KOMaH/ ONEpallMOHHON crcTeMbl Linux.

TeopeTn'{eCRaﬂ 4acTb:

Cpenu Bcex 3JIEMEHTOB OIEPAIMOHHOW CHCTEMBI Linux camMbIM Ba)KHBIM, SIBIISIETCS
komaHgHas ctpoka (Tepmunam). O0os0uka BO MHOIOM OHIpefessieT Oorarble BO3MOXHOCTH U
rHOKOCTh onepannoHHoi cucteMsl Linux. C moMonipio0 KOMaHAHOM CTPOKH MOXKHO BBITIOJHATH
NeMcTBUS, KOTOpble ObUIM ObI HEMBICIMMBI IpU paboTe C rpadUyecKkuM MOJIb30BATEIbCKUM
unrepdericom. HezaBucumo ot toro, KDE unun GNOME, oka3piBaeTcsi, 4T0 MHOTHE JACHCTBUS
ropasno osicTpee 1 3(pPeKTHBHEE BBINOIHUTD, IOJIb3YSICh TOIBKO KOMaH/IHOM cTpokoil. OcBoeHME
Linux cTOMT HaYMHATH C U3YYEHHSI CPEJICTB KOMAHIHON 0O0JIOUKH.

daiinpl 1 HUYETO Kpome haiaoB

Bce, ¢ yem Bbl BcTpetuTech B onepaniMoHHOM cucreMe Linux, - 310 aiiiabl. AGCOI0THO
Bce! OUYeBUIHO, YTO TEKCTOBBIN JTOKYMEHT - 3TO ¢aiin. M300pakenus, aynnoaaHabie B hopmare
MP3 u BuneodparmeHTsl - 370 HecoOMHEHHO (aitnbl. KaTanoru - 3to Toxxe (aitnbl, coaeprxariye
uHpopmanuio o apyrux ¢ainax. JluckoBwle ycTpoiicTBa - 3TO Oombimue aiinel. CereBbie
coeauHeHuss Toxe aiuipl. Jlaxxe wucnonHsemblii mpouecc - 310 ¢aitn. C TOYKM 3peHus
OTIepalMOHHOM cucTeMbl Linux (haiin npeacrasiser coboit moTok OMTOB min O6aiitoB. Cucrema He
UHTEpecyeTcs TeM, YTO O3HauaeT Kaxablii OaiiT. DTo 3a00Ta KOHKPETHBIX MpPOTrpamM,
BBIMOJHAIONIMXCA B omepanroHHoM cucreMe Linux. J[ns omepanumonHoi cuctemsl Linux u
JIOKYMEHT, U CETEBOE COETMHEHUE BCEro JUIllb (ailnbl. Kak 06pabaTeiBaTh TEKCTOBBIN JTOKYMEHT,
3HAET PENAKTOP, a CETEBOE MPUIIOKEHUE YMEET padOTaTh ¢ CETEBBIM COCIUHEHHUEM.

B ortimmune or Windows m MacOS B omeparnmonHoit cucreme Linux mumeHna ¢aiiioB
YYBCTBUTEJIBHBI K PETUCTPY CUMBOJIOB. B uacTHOCTH, BBl MOXKETE BCTPETUTH B OJIHOM KaTajore
BCe Tpu (haiiia KOTOpbIe PUBEACHBI HIKE B KAUECTBE MPUMEPA:

Sit.txt

sit.txt

SIT.txt

C Ttouku 3peHust (ailoBOil omepalMOHHOM cucTeMbl Linux - 3TO pa3IUyYHbIE MMEHa
¢aiinos. Ecau BbI monbsiTaeTech co3aath ¢ailnibl ¢ 3TuMu ke nMeHaMu B Windows minn MacOS,
TO BEpOSITHEE BCETO MOIBITKA YBEHYAETCSI IPOBAJIOM, U CUCTEMa MpeIokUT Bam BeIOpaTh Apyroe
uMs 11 aina.

UyBCTBUTEIBHOCTh K PETUCTPY CHMBOJIOB TAK)KE€ O3HAYAET, YTO MPHU BBOJIE KOMAH]I OHU
JOJKHBl B TOYHOCTH COBIMAJaTh C UMEHaMHu (ailioB, MOJACpKUBAIOIINX UX. Tak, Hampumep,
yaaisst ¢paiia ¢ TOMOIIBI KOMaH Ikl rm, Helb3s BBoAuTh RM, Rm umu rM. Hano takxke cnenuts
3a HaMHMCaHWEM WMEH, 33J]aBaeMbIX B KadecTBe MapaMeTpoB. Eciu BBl 3aX0TUTE yIanuTh (aiin
«SIT.txty», a ykaxkere ums Sit.txt, Bbl JUIIUTECh COBCEM HE TOTO (hailina, ¢ KOTOPHIM Mpeoarain
paccTaThCsl.
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Cnucok cneyranbHbIX CMMBOI0BE KOTODbBIE HE PEKOMEHAOYETCA MCNOJIb30BaTE B HA3BAHWMAX

hainos..

£ - Heneza
\ - JonxeH
= - Henb3a
[1 - Kasgsm
{} - Kawgsi
* - Lonmxer
2 - DomseH
' - JonxeH
" - Lonmxer

MCMONL30BATH HU NPW Kakux obcToATenscTBax

GbTe NpefEapeH TaKWUM X&e CHMBONoM. MPUMEHATE HE PEKOMEHAYETCA

MCNONsS0EaTE B HAYaNe WMMEHM (ainz ik KaTanora

M3 3TMX CHMEONOE #omseH ObiTb NpejsapeH DéDET}-Cﬁ

M3 3THX CHMEONOS ACMKEH
GoTe npeneaped obpaTHOMW
GuTe npefsaped ofpaTHoM
GuTe npefsaped ofpaTHOM

GoTe npeneaped obpaTHOMW

I'pynnoBbie onepanuu:

BbITe MpefsapeH obpaTHOM
KOCOH YepTOo#.
KOCOH 4epToi.
KOCOH 4epToi.

KOCOH YepTOo#.

MpumeHaTe He
MpumeHAaTE He
MpUMEHATE HE

MpumeHaTe He

KoC

KoC

oH uepToW. MpUMEHATE HE DEKOMEHAYEeTCA
oH uepTol. MpUMEHATE HE DEKOMEHAYETCA
peKOMEHAVETCA
peKoMEHAYETCA
peKoMEHAYeTCA

pexoMmeHgyeTCA

[Ipenmonoxum, 9TO B OJHOM M3 KaTaJIOTOB HA BallleM KOMITBIOTEPE COICPKATCS CTO
GaitioB ¢ M300pakeHUSIMH U JBa TEKCTOBBIX (haiinma. Bamia 3amaua ynanuth Bce (aiiibl C
M300paXCHUSMH 32 HCKIIFOUCHUEM JIBYX TEKCTOBBIX (hailyioB. Y nansTh (ailyibl M0 OAHOMY - 3TO
YTOMHTEJIbHOE 3aHATHE. B onepanmnoHHBIX cucTeMax Linux Juis aBTOMaTU3aluk JIaHHOTO
mporecca MOKHO MIPUMEHSITh CUMBOJIBI TPYIIIIOBBIX OIeparyii. [ pyrnmoBsie onepanun 3a1arTcs
MOCPEJICTBOM 3Be3/I0UKH (*), 3HaKa Bompoca (?) 1 KBaApaTHBIX CKOOOK ([ ] ).

IIpumep ucnoJIb30BaAHUS IPYNIIOBBIX ONEePALMIi:

I'pynnoBas onepauusi ¢ MpUMEHEHHUE » * » - oTMedaeT J0oe (B TOM 4HCIEe HYJIEBOE)
KOJINYECTBO JIFOOBIX CUMBOJIOB.

rm sitl#*.* ¥nanAaTecA dadnel @ sitl.txt,
rm sit*.jpg ¥YoanaTecA ¢adnm : sitl.jpg,
rm *tut ¥nanAaTeCA dadnel @ sitl.txt,
rm sit*® YoanaTecA ¢adnm : sitl.txt,
rm * ¥nanaTcA BCe $EANLl B KaTanore

sitl.jpe, sitll.jpp, sitl123123.txt
sitll. jpe
£it123123.txt

sitl.jpg, sitll.jpg, sitl23123.txt

I'pynnoBas onepanusi ¢ npumeHeHue » ? «. CumMBOA » ? » - COOTBETCTBYET OJHOMY
MIPOU3BOJIHLHOMY CHMBOJTY.

rm sitl?.jpg ¥oanutcAa dadn :

rm sit?.jpg

rm sit?.*

¥YoanutcAa fain :

¥YoanATeCca $annsl :

s=itll.jpg, Ho He sitl.txkt, sitl.jpg, =itl23123.txt

5itl.jpg, Ho He sitl.txt, sitll.jpg, =itl123123.txt

sitl.txt, sitl.jpg, Ho He sitll.jpg, sitl23123.txt

I'pynmoBas omneparus ¢ npuMeHeHueM » [| «. KBagpaTHeie cKOOKHM MO3BONSIFOT 3a/1aBaTh
OJIMH CHMBOJI U3 HAOOpa WM CUMBOJI, TIPUHAIJICKAIINHA OTIPEACIICHHOMY JIHAa30Hy.
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rm sit[@8-17.txt ¥aanutcAa daitn @ sitl.txt, Ho He sitl.jpeg, sitll.jpg, sit123123.txt

rm sitl[@-2].Jjpg ¥panutcAa dawn :  sitll.jpg, Ho we sitl.txt, sitl.jpe, sit123123.txt

IIpakTuyeckasi padora 6 Hacrpoiika OC Linux

BBeaenue

OC Linux - »TO MHOrOIOJIb30BaTEIbCKAs, MHOI03aJa4yHasi, MHOTOTEPMHUHAIbHAS

onepanronHas cuctema (OC) u3 cemeiictBa UNIX, mox ympaBieHHEM KOTOPOW MOTYT
OJTHOBPEMEHHO BBITIOJHATHCA HECKOJBKO 331a4. OHa npeaHa3HayeHa i paboThl Ha cepBepax
pabouMx CTaHLUAX, 00ECTIeYMBACT MOAKIIOUEHHUE JOMOJHUTENBHBIX TEPMHUHAJIOB U JIOMYyCKaeT
ITOM PEKUME HCIIOIB30BaHKE IpaPrIEeCKUX 000JI0UEK.
UNIX-cepBepbl penHa3HadeHbI I XpaHCHHS ¥ 00paObO0TKH OOJBIIMX 00hEeMOB MH(MOpPMAIUH.
Ocobenno »¢dexTnBHO ucnoip3zoBanne UNIX-cepBepoB mpu pacmpeneneHHOH o00paboTke
naHHbIX. J[71s 3TOr0 pazpaboTaHbl CUCTEMBI PACIPEICICHHBIX BBIUMCICHUNW B COOTBETCTBHH CO
craggaproM CORBA. K takum cuctemam OTHOCSTCSI CUCTEMbI yIpaBiieHHs Oa3aMM JIaHHBIX
(CYB/ tuna Oracle, Informix), daiin-cepsepsi, FTP-cepepsl, WW W-cepBepsl U 1p., KOTOpbIE
noguepxkuatorcst OC Linux. B pacnipenenenHbix cuctemMax HH(GOpMaIus MOKET HaXOAUTHCS Ha
pa3iauyYHbIX pabouMx CTaHLIMSIX, PA3JIWYHBIX JHUCKAaX, NPOrpaMMHBIE MOIYIH MOTYT
(YHKIMOHUPOBATH HA PA3IMYHBIX KOMIIBIOTEpPaX, HO CHCTeMa paboTaeT TakuM 00pa3oM, 4TO ITO
cocrapnsier enuHoe 1enoe. Ilpu oOpaboTke OosblmuX 00BHEMOB MH(MOPMALIUU HCIIONb3YETCS
TEXHOJIOTHUS KIIMEHT - CEPBEP, IPU KOTOPOH MOIB30BATENb PA0OTAET TOIBKO C TOW HHPOpMaIneH,
KOTOopasi eMy HeoOxoauma. Pa3BUTHEM TEXHOJIOTHMU KIUEHT - CepBEp SBISETCS TEXHOIOTHUS
MHTEJUICKTYaJIbHBIX areHTOB.

OC Linux sBisieTcsl C€TEeBOM ONEpalMoHHON cucteMo s 32-x unu 64-x paspsaHbIX
wiatgopm. OHa obecrieyrBaeT MaITaOMPYEeMOCTh B JHAlla30HE OT MIPOBBIXIPUCTABOK (SONy
Play Station) no kiactepusix cepBepoB Internet. OC Linux He cBsi3aHa ¢ KOHKPETHON MOJEIBIO
KOMITbIOTEPOB. E€ siApo peann3oBaHO Ha s3bIKE BBHICOKOTO ypoBHS (si3bike CH), uTO mo3Bosiser
JIOCTAaTOYHO JIETKO IEPEHOCUTh OTy CHUCTEeMY ¢ OJHOH miuatgopMbl Ha  JAPYTyo.
Cuctemapacnpoctpansiercss mo JuneHsun GNU nu6o momaoO0HBIM CBOOOJHBIM JIMIICH3USIM,
oOecrieunBaeTcsi Kak KOMMEpUYecKoe, Tak U cBOOOAHOe conpoBoxkaeHue uepes Internet.ITocraka
MCXOJIHBIX MOAYJIEH CHCTEMBI 00EeCTIeYMBAET BO3MOKHOCTD aaNTaI[lH MPUKIATHBIX TPOrPaMM B
cilyyae mepexoja Ha JApYryro miaar(opMmy U AaeT BO3MOKHOCTb KOHTPOJIS KOJIOB, peaTu3yIOLIUX
HECAaHKIIMOHUPOBAHHBIN TOCTYTI. B pa3zpaboTke cHCTEMBI TPUHSIIO YYacTHE OOIBIIOE KOTUIECTBO
CHELMAINCTOB, 3apETUCTPUPOBABIINX CBOM AaBTOPCKME IpaBa, 4YTO JIaeT TapaHTHH ee
HEMOHOIIOJIN3AIUH.

[Monkmouenue nepcoHanbHbIX KomnbioTepoB (IIK) B Berumcaurensayto cets cUNIX -
cepBepaMu MOXKET OCYIIECTBIAThCA 10 mpoTokoiry TCP/IP, mpu 3ToM mosib30BaTENM MOTYYaroT
CJIEYIOIINE BO3MOXKHOCTH:

1) ucnonssosanne UNIX-cepsepa, kak (aiin - ceppepa;

2) smynsuus Ha [TK ynanennoro tepmunana (pexum TELNET);

3) opranm3zanus cuCTeMbI KIIMEHT - cepBep (pabouas cTanmus hopmupyer SQL -

3ampocCkl, cepBep UX 00padaThIBaeT);

4) menocpeacTBeHHbIi 06MeH daiinamu mexny ITK mo nmporokory FTP;

5) opranu3zanus pacnpeieleHHBIX BHIYHCIEHHI 110 cTanaapTy CORBA.,

Bce neticteus B OC UNIX odopmiiens kak mporecchl. [Iporecc npencrapiseTco0oit
COBOKYITHOCTH BBIMIOJHSIEMBIX MPOrPpaMM MJIM OJHY BBINOJIHAEMYIO IPOTpaMMy, KOTOpbIE
BBI3BIBAIOTCS TIPH MCIIOJHEHNH CUCTEMHOM KoMaH bl [Iporiecc MOXeT MopoauTh OJUH WIH
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HECKOJIBKO APYrHX IPOLIECCOB, KOTOPBIE MOTYT BBIMONHATHCS mapauienbHo. OC Linux
MOAJEPKUBACT MHOTIOIPOLIECCOPHYIO aAPXUTEKTYpy [ IapajuleIbHOIO BBIIOJHEHHUS
IIPOLIECCOB.

Teopernueckast 4acTb
Cucrema BKITIOYAET CIIEIYIONHE OCHOBHBIE KOMIIOHEHTHI.

Anpo. BommonusieT QyHKIMH yrIpaBiIeHUs AMSATBIO, IPOIIECCOPAMH.
OcymiecTBiIsIeT AMCIETYEPU3ALNIO BHIMOJIHEHUS BCEX IMPOrpaMM M OOCTYy)XKMBAaHWE BHEIIHUX
ycTpoiicTB. Bee aeiicTBus, CBS3aHHbBIE C BBOJOM/BBIBO/IOM U BBIITOJIHEHUEMCHCTEMHBIX OIEpalyii,
BBITIOJIHSFOTCS C TIOMOIIBIO CUCTEMHBIX BBI30BOB. CHCTEMHBIEBBI30BBI PEATU3YIOT TPOrPAMMHBIHA
uHTepdeiic Mex 1y mporpaMmMamMu U SIpoM.
Hmeercst BO3MOKHOCTh TMHAMHYECKOTO KOH(PUTYpUPOBAHUS SIpa.

Jucneryep mpoueccoB Init. AKTUBH3UPYET MPOIIECCH, HEOOXOAUMBIC IITHOPMAIBHOM
paboTHI CUCTEMBI U IPOU3BOANT X HAYAIbHYIO HHUIMATH3AIIHUIO.
ObecnieunBaeT 3aBepiIeHre padOThl CUCTEMBI, OPTaHU3YET CEaHChl pabOTHINOIb30BATENEH, B TOM
qucie, A1 yAaJeHHBIX TEPMUHAIIOB.

HNurtepnperarop komana Shell. Ananu3upyer KoMaHabl, BBOJUMbIE C T€pMUHANIA JTHOO
U3 KOMaHAHOTO (ailya, U mepesaeT ux Uil BBIOJHEHUS B AApO cUcTeMbl. KoMaHbl 0OBIYHO
UMEIOT apryMEHThl U MapaMmeTpbl, KOTOpble OOECHEeUMBAIOT MOAECPHU3ALMIO BBIIOIHIEMBIX
neiictBuii. Shell siBisieTcst Takke S3BIKOM MPOrPAMMHPOBAHUS, HA KOTOPOM MOXKHO CO3/1aBaTh
komanauble (aiinel  (shell-¢gaiinsl). [lpu Bxome B OC monbp3oBarenb MNOMy4YaeT KOMHUIO
uHTepnperaropa shell B kauectBe poamrenbckoro mpouecca. Jlamee, mocie BBOAa KOMAaH[bI
MOJIb30BaTEIEM CO3/1aeTCsl MOPOXKACHHBIN MpOLecC, Ha3bIBaeMbIi MPOLIECCOM-TIOTOMKOM. T.e.
nocJe 3amycka OC KaXIblii HOBBIN mpoliecc GyHKIUOHUPYET TOIBKO KaK MPOIECC - TOTOMOK YK€
cyuiectByroiero npouecca. B OC Linux uMeeTcst BO3MOXKHOCTb AMHAMHUYECKOTIO TIOPOXKIACHUS U
yIpaBieHUs MPOIECCAMH.
Shell - wunTepmperatop B cooTBeTcTBUU ¢ TpeboBaHusimu cranaapta POSIX mommepxuBaer
rpaduueckuil 3KpaHHbIM HMHTEp(deNc, pearTn30BaHHbIM CpelCTBAMU SI3bIKa IPOrpaMMUPOBAHUS
Tcl/Tk.
OO0s3aTenbHBIM B CUCTEME SIBIsieTcsl MHTepnperatop Bash, momHOCTBIO COOTBETCTBYHOIIMMI
craunapty POSIX. B kauectBe Shell moxxet ObITh HcHONb30BaHa000I0uKa MC ¢ HHTEpEiicom,
nono6usM Norton Commander.

CereBoii rpaduueckuii nnrepgeiic X-cepsep (X-Windows). ObecrieunBacTno IEPKKY
rpaduyeckux o00JI0UEK.
I'paduueckne 060s0uxku KDE, Gnome. OtnuuntensasiMu cBoiictBamu KDE sBrsitores:

MUHHMaJIbHBIE TpeOOBaHMSA K ammapaType, BBICOKAs HaJIeKHOCTb, WHTEPHAIIMOHATU3AIIHS.
bazosbie oubmnoteku KDE (qt, kde-libs) mpusHans! oqaumMu u3

JYYIIUX MPOAYKTOB IO CO3JaHMI0 Tpaduyeckoro uHTepdeiica, 00ecrnednBarOT MPOCTOE
HalMcaHWe IPOrpaMM C HUCIOJIb30BAaHUEM IEPENOBBIX TEXHOJOrMi. Gnome MMEeT pa3BUTHIE
rpadgudecKkre BO3MOKHOCTH, HO 0oJiee TpeOOBATENIeH K almapaTHBIM CPEICTBAM.

CeteBas mogaepxka NFS, SMB, TCP/IP. NFS - nporpammusiii kommieke PC-NFS
(Network File System) mnst BeimmonHeHust cereBblX ¢yHKumid. PC-NFS opuentnpoBan mis
koHkpeTHON OC nepconanbHoro kommneiotepa (PC) u Bkitouaer apaiiBepsl A paboOThI B CETH U
JIOTIOJTHUTENbHBIE YTUIUTBL. SMB - cereBas daiinosas cucrema, coBmectumasi ¢ Windows NT.
TCP/IP - mpotokon koHTposs nepenaun aanHHbix (Transfer Control Protocol/Internet Protocol).
Cerp mo mportokonam TCP/IP sBasercs Heorhemsiemoir wacteio OC cemeiictBa UNIX.
[TonnepxuBatotcs JH00OBIE CETH, OT JIOKaJbHBIX A0 Internet, ¢ WCHONB30BaHUEM TOJIBKO
BCTPOEHHBIX CETEBBIX CPEACTB.

HNHcTpyMeHTAIBbHBIE cpeacTBa MpPOrpaMMHPOBAHMS. OcHoBo# CpencTB
nporpamMmmupoBanus sBisercst komnuiasaTop GCC unu ero sxcnepuMeHTanbHble BepcuuEGCS n
PGCC nns si3pikoB C 1 C++; MOAYIIM OIEPIKKU APYTHUX S3BIKOB TTporpammupoBanus (Obective

33



C, ®oprpan, Ilackans, Modula-3, Ana, Java u np.); MHTErpUpOBAaHHBIE CPEObl M CPEACTBA
BU3yasibHOro npoektupoBanusi: Kdevelop, Xwpe;cpeacTsa anantanny NpUBSI3KH IPOrPaMM.
Peruncrpanus noab3oBaressi B cucreMe

Jia BXoza moJp30BaTeNs C TEPMUHANA B MHOIOIOJIB30BAaTENIbCKYIO OIEPALMOHHYIO CHUCTEMY
LINUX HeoOxonuMo 3aperucTpupoBaThCsi B KauecTBEIOJIb3oBaTes. [ljisg 3TOro Hy»KHO MOCie
coo01IeHus

Login:

BBECTH CHCTEMHOE UM I10JIb30BaTels1, HarpuMmep, "'student”. Eciu umst 3a1aH0 BEpHO,BBIBOIUTCS
3arpoc Ha BBOJ, MapoJIs:

Password:

Habepure nmaposs "student” u Hasxxmute knapumy Enter.

Ecnu ums wim mapoib yka3zaHbl HEBEpHO, cooOmieHue l0gin moBTopsiercs. 3Ha4eHHE MapoJis
HpoBepsieTcsl B CHCTEMHOM (ailie password, rme mnpuBOIATCS H JPYrHe CBEICHHS O
nonb3oBaTensax. [locne npaBunbHOro orBera nospisiercs npusercreue LINUX u npurnamenue:
student@linux:>

Be1 nonmyunnu nocryn k pecypcam OC LINUX.

Bbixoa u3 cucreMbl

exit - okoHYaHKe CeaHca MOJIb30BaTels.

BbinoJiHeHHE MPOCTHIX KOMAH/T

®opmat komang B OC LINUX crnegyromuii:

UM KOMaH/bI [aprymMeHTshl]| [mapamMerpsbl| [MeTacCHMBOJIbI]

WMs koMaHBI MOXKET COIEPKATh JTF000E A0mycTUMOe UM (haiiia; apryMeHTHI - O/IHA WK
HECKOJIbKO OYKB CO 3HAKOM MHHYC (-); apaMmeTphl - MepeaBaeMble 3HAYEHUs IS 00paboTKH;
METAaCHUMBOJIbl HMHTEPHPETUPYIOTCS Kak CleluaibHble omepanuu. B KkBaapaTHBIX CcKoOOKax
YKa3bIBAIOTCSl HEOOsI3aTeIbHBIE YaCTH KOMAH/I.

Beenute komanay €Ccho, koTopas BbIaeT Ha SKpaH CBOM apryMEHTHI:

echo good morning

U HakmuTe KiaaBuinry Enter. Ha skpane mossutcs mpuserctBue "good morning” — aprymeHT
xoman 16l echo. Komanaueiii uateprperarop shell Berzan komanay echo, peanzoBanHyo B BHIE
nporpaMMmel Ha s3eike CU, 1 iepenadn eit aprymenTsl. [lociie aToro nuHTEpnperaTop KOMaH BhIBEI
3HaK-npuranesie. CHHTaKcuc KoMau bl echo:

echo [-n] [argl] [arg2] [arg3]...

Komanga momemiaer B CTaHAAPTHBIN BBIBOJ CBOM apTyMEHTHI, pa3felieHHbIE MpOoOeraMH
3aBeplIaeMble CUMBOJIOM TepeBoja cTpoku. [Ipu Hanmuumu ¢uara -N CHMBOJ MEpPEBO/Ia CTPOKH
UCKJTFOUAETCH.

who [am i] - nony4enue nadopManmu 0 pabOTAFOIIKMX MOJIH30BATEIX.

B xBazmpaTHBIX CKOOKaX yKa3bIBaIOTCS apryMEHThl KOMaH/bI, KOTOPhIE MOKHO OMycTUTh. OTBET
NPEJICTABIISIETCS B BUJIE TAOIHUIIBI, KOTOPAs COJEPKHUT CIEAYIOIIYIONH(POPMAIIHIO:

- uAeHTU(UKATOP MOJIB30BATENS;
- UJIeHTU(UKATOp TEPMUHAIIA;

- JaTa NOAKJIIYEHHUS;

- BpeMs NOJKIIOYEHHUS.

cal [[mecsau]roa] - kaneHmapp; e€ciuM KajJleHAapb HE IMOMEIIAETCS Ha OJHOM DKpaHE, TO
UCTIONIBb3YyeTCs KoMaHaa cal ro | more u kiaBuiiel mpooesa mpoU3BOIUTCAIOCTPAHUYHBIN BBIBOJI
uH(pOpMaLIUH.

man <Ha3BaHHe KOMAH/JbI> - BBI30B JJIEKTPOHHOTO CIPaBOYHMKA 00 yKa3aHHOI KOMaHJE.
BbIxoj U3 cripaBoYHMKa - HakaThe KiaBuimm Q.

Komanma man man coo6raetr nHGOpMAaInio 0 TOM, KaK MOJIb30BaThCs CITPABOYHHKOM.

tty - cooOmieHne WMEHHU CIeNHalIbHOTO ¢aiiaa CTaHAAPTHOTO BBIBOJIA, COOTBETCTBYIOIIETO
TEpPMHHAIY MOJb30BATEIA.
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cat <ums (aiiiia> - BbIBOJ coqepkumoro (aitna Ha sxkpaH. Komanaa cat > text.1 co3gaet HOBBIN
daitn ¢ umeHem text.l, KOTOPBIi MOXHO 3allOJHUTH CHUMBOJBHBIMU CTPOKAMH, BBOJAS HX C
ki1aBuaTypel. Haxxatue kinaBuiu Enter coznaetHoByro cTpoky. 3aBepiieHue BBoja - Haxatue Ctrl
- d. Komanpa cat text.1 >

text.2 nmepeceuiaeT comepxumoe ¢aiina text.1 B daitn text.2. Cnusaue (HailtoBOCYIIECTBIISCTCS
xoMmaHzoi cat text.1 text.2 > text.3.

Is [-alrstu] [umsi] - BBIBOXI coepkUMOro Kataiora Ha kpaH. Eciii apryMeHT HeyKa3aH, BbIIaeTCs
COJIEP’)KUMOE TEKYIIETO KaTalora.

AprymMeHTbl KOMaH/IbI:

-a - BBIBOJIMT CITMCOK BceX (hailyIoB M KaTaJIOTOB, B TOM YHUCJIE U CKPBITHIX;

-| - BeIBOAMT crmcok (ailioB B pacuiMpeHHOM (opMate, MOKa3bIBas THUIT KaXKIOTO3JIEMEHTa,
MOJTHOMOYHS, BIIAJICIbIIA, pa3Mep U JaTy MocieaHel Moaudukanmm,

- I' - BBIBOJIUT CIIMCOK B TIOPSAKE, OOpaTHOM 3a/IaHHOMY;

- S - BBIBOJIUT Pa3MeEPbI KaXJ10T0 (aiina;

- t - mepeuncnsieT Qailyibl U KaTaJord B COOTBETCTBHUH C JATON UX MOCIEAHEHMOIUPUKALINN;
- U - mepeqrcisieT Gaiiibl 1 KaTajJord B OPsAKE, 0OpaTHOM UX MOCIIEIHEHMO MU (DUKAITIH.
rm <ums ¢aiina> - ynanenue daiina (daitnon). Komanaa rm text.1 text.2 text.3 ynanser Qaiins
text.1, text.2, text.3. Ipyrue BapuaHThI 3TOM KOMaHbI - FM text.

[123] woau rm text.[1-3].

WC [ums aiina] - BBIBOJ YUCIIa CTPOK, CIIOB M CHMBOJIOB B (aiiie

ITopsinok BbINOJIHEHHUS PadOThI

O3HaKOMMTBCS C TEOPETUUECKOM YacThIO K MPAKTUUECKOM padore.
3apeructpupoBathcs B cucteme LINUX.

Onpenenuts JeHb HEJENHN, B KOTOPbII Bbl poauauce.

[TonyunTts noapoOHyt0 HHGOpMaIHo 000 BCEX aKTUBHBIX Mpolleccax.

Hcnonwsys penakrop VI (cM. mpunoxkeHue), co3aaTh ABa TEKCTOBBIX (aiina (cpacumpenueM
TXT) u komangoit CAT npocMOTpeTh UX Ha IKpaHe.

[Tonyunts uHpOpMalM0 O pabOTAIOUIMX IMOJIB30BATENAX, MOJCUUTATh UX KOJIUYECTBO U
3alIOMHUTH B (aiiie.

OO0beMHUTH TEKCTOBbIE (DaiiiIbl B €IMHBIHN (ailsl U TOCMOTPETH €ro Ha HKpaHe.

8.  TMocMOTpeTh MPHOPUTET CBOETO MPOLIECCA U YMEHBIIUTL CKOPOCTH ErOBBINONTHEHHUE 32 CUET
MOBBILICHUS] HOMEPA IPUOPUTETA.

9.  Ucnons3sys penaxrop VI, HamicaTs nporpamMmy Ha si3bike CU 1 3aIlyCTHTh €eHa TPAHCIISIMIO
B (DOHOBOM pEXHME.

10. Tloxazars MPENO/IaBaTeINII0 MCXOIHBIN TEKCT mporpaMmbl Ha si3bike CU,TekcTOBBIN (aiin,
(aiin ¢ coxpaHeHHeM KOJIMYECTBA MOIh30BaTeNeH.

11. TIpomemoncrpuposars BemonHeHre CU - IpOrpaMMmEL.

kWb E

N o

12. VYnpamurte cBOM (halsIbl ¥ BEINTH U3 CUCTEMBI.
KonTpoJbHbIe BOPOCHI

1. Tepeuncnure ocHOBHBIE (PYHKIMM ¥ Ha3HAYEHHE MHOTOINOJIB30BATEIECKOH MHOI03a1auHOM
onepaunonHoil cucremsl LINUX u ee omnuuutenbHble 0COOEHHOCTHOT OHOMPOTPaAMMHOM
cucremsr DOS.

2. Kakoe Ha3HaueHne UMeeT AAPO CUCTCMBI U UHTCPHIPLCTATOP KOMaHII?

3. B uem 3akimrodaercss TOHSTHE "mpouecc" W Kakue OIepanry MOKHO BBINOJHUTH Haj
npoieccamu?
4. Kak 3a71a10Tcsl ¥ BBITIOJIHSIOTCS HPOCTHIE U CIOKHBIE KOMAHIbI?
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5. Kakue GyHKIMY BBIIOJIHIAET KOMaHHbIA nHTEpIpeTaTop Shell?
IIpakTnyeckas padora 7. Padora c ¢aitiamu B Linux

OC Linux - »TO MHOrOIOJIb30BaTEIbCKAsl, MHOI03aJa4yHasi, MHOTOTEPMHUHAIbHAS

onepanronHas cuctema (OC) u3 cemeiictBa UNIX, mox ympaBieHHEM KOTOPOH MOTYT
OJTHOBPEMEHHO BBITIOJHATHCA HECKOJBKO 331a4. OHa npeaHa3HayeHa i paboThl Ha cepBepax
pabouMx CTaHLUAX, 00ECTIeYMBACT MOAKIIOUEHHUE JOMOJHUTENBHBIX TEPMHUHAJIOB U JIOMYCKAeT
ATOM PEKUME HCIIOIb30BaHKE rpaPrIeCKUX 000I0UEK.
UNIX-cepBepbl npenHa3zHadeHbl I XpaHEHHs] U 00paboTKu O0IbIIMX 00beMOB MH(MOpPMAITUH.
Ocobenno »¢dexTnBHO ucnoibp3zoBanne UNIX-cepBepoB mpu pacmpeneneHHONH o00paboTke
naHHbIX. J[71s 3TOro pazpaboTaHbl CHCTEMBI pacIlpeleieHHbIX BBIUMCICHUNH B COOTBETCTBHH CO
crangaptoM CORBA. K TakuM cucTteMaM OTHOCSTCS CHUCTEMbI yIpaBlIeHUS 0a3aMy JTaHHBIX
(CYB/ tuna Oracle, Informix), daiin-cepsepsi, FTP-cepsepsl, WW W-cepBepsl U 1p., KOTOpbIE
noguepxkuatorcss OC Linux. B pacnipenenenHbIx cucteMax HHPOPMALUS MOKET HAXOAUTHCS Ha
pa3iauyYHbIX pabouMx CTAaHIMSIX, PA3JIWYHBIX JHUCKAaX, MPOrpaMMHBIE MOIYIH MOTYT
(GYHKIMOHUPOBATH HA PA3IMYHBIX KOMIIBIOTEpPaX, HO CHCcTeMa paboTaeT TakuM 00pa3oM, 4TO ITO
cocrapnsier enuHoe 1enoe. Ilpu oOpaboTke OosbmuX 00BEMOB MH(MOPMALMU HCIONb3YETCS
TEXHOJIOTHUS KIIMEHT - CEPBEP, IPU KOTOPOH MOIB30BATENb PA0OTAET TOIBKO C TOW HHPOpMaIneH,
KOTOpasi eMy HeoOxoauma. Pa3BUTHEM TEXHOJOTHMU KIUEHT - CepBEp SBISETCS TEXHOIOTHUS
MHTEJUICKTYaJIbHBIX areHTOB.

OC Linux siBisieTcsi C€TeBOM ONEparMOHHON CUCTeMO# st 32-X wim 64-X pa3psaHbIX
wiatpopm. OHa oOecrieunBaeT MamTaOUPYeMOCTh B JMANa30HE OT WUTPOBBIXIIPHUCTABOK (Sony
Play Station) 1o kmacrepubix cepsepos Internet. OC Linux He cBsi3aHa ¢ KOHKPETHOMW MOJIEIbBIO
KoMIbloTepoB. E€ spo peann3oBaHO Ha A3bIKE BBICOKOTO ypoBHs (s3bike CU), uto mo3Bossier
JIOCTAaTOYHO JIETKO IEPEHOCUTh OTy CHUCTEeMY ¢ OJHOH miuatgopMbl Ha  JApYTyo.
Cuctemapacnpoctpansiercss mo JumneHsun GNU nu6o momoOHBIM CBOOOJHBIM JIMIICH3USIM,
o0ecrieynBaeTcsi Kak KOMMEpUYEeCcKoe, Tak U cBOOOAHOE conpoBoxkaeHue uepes Internet.ITocraBka
MCXOJIHBIX MOAYJIEH CHCTEMBI 00eCTIeYBAET BO3MOKHOCTbD aaNTaIl[iH MPUKIATHBIX TPOTPaMM B
cilyyae mepexoja Ha Jpyrylo miatdopMy U AaeT BO3MOKHOCTb KOHTPOJIS KOJIOB, peaTu3yIOLIUX
HECaHKIIMOHUPOBAHHBIN TOCTYTL. B pa3zpaboTke cHCTEMBI IPHHSIIO y9acTHE OOJIBIIOE KOJINIECTBO
CIEIMANIMCTOB, 3apEeTUCTPUPOBABIIMX CBOM aBTOPCKHE TMpaBa, 4YTO JaeT TapaHTUU ee
HEMOHOIIOJIN3AIUH.

[Monxmrouenue nepcoHanbHbIXx KommbioTepoB (IIK) B Beruncoutensuyio cetb cUNIX -
cepBepaMu MOXKET OCYIIECTBIAThCA 1o mpoTokory TCP/IP, mpu sTOoM mosb30BaTe N MOIy4ar0T
CJIEAYIOIINE BO3MOXKHOCTH:

6) ucnonszosanne UNIX-cepsepa, kax daiin - cepsepa;

7) smynsuus Ha [TK ynanennoro tepmunana (pexum TELNET);

8) opranmszanus cucTeMb! KIMEHT - cepBep (pabouas cTanmus hopmupyer SQL -

3ampocCkl, cepBep UX 00padaThIBaeT);

9) nenocpencTennkIi 06MeH paitnamu mexay ITK mo npotoxony FTP;

10) OpraHu3aiys pacrpeesieHHbIX Bbiuucienuii no crannapry CORBA.

Bce neticteus B8 OC UNIX odopmitensl kak mporecchl. [Iporiecc npeacrasiseTco0oit
COBOKYITHOCTb BBITIOJHSIEMBIX MPOrpaMM MJIM OJHY BBINOJIHAEMYIO MPOTpaMMy, KOTOpbIE
BBI3BIBAIOTCS TIPU UCTIOJTHEHUH CHCTEMHON KOMaHbI. [Iporiecc MOXKET OPOIUTh OJWH WA
HECKOJIBKO JPYTMX IPOLECCOB, KOTOPhIE MOTYT BBINMONHATHCSA mapauienbHo. OC Linux
MOJIEP’)KUBAET MHOTOIIPOIECCOPHYIO apXUTEKTYpy U TapaIeIbHOTO BBITOTHEHHS
IPOLIECCOB.

Teopernyeckas yacTb
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Cucrema BKJIIOYAET CIIEIYIONUE OCHOBHBIE KOMIIOHEHTBHI.

SAnpo. Beinonuser GpyHKUMK yIpaBiIeHUs NaMAThIO, IPOLIECCOPAMHU.
OcymiecTBiIsieT AMCIETYECPU3ALNIO BBIMOJIHEHUS BCEX INMPOrpaMM M OOCTYy)XKMBAaHWE BHEIIHUX
yCTpOMCTB. Bee nelicTBUs, CBsI3aHHbIE C BBOJIOM/BBIBOJIOM U BBIIIOJTHEHUEMCHCTEMHBIX OIlEpaLni,
BBITIOJIHSIFOTCS C TIOMOIIBIO CUCTEMHBIX BBI30BOB. CHCTEMHBIEBBI30BBI PEATU3YIOT TPOrPAMMHBIHA
uHTepdeiic MexX 1y IporpaMMaMu U SAPOM.
Hmeercst BO3MOKHOCTh TMHAMHYECKOT'0 KOH(PUTYpUPOBAHUS SIpa.

Jucneryep nmpoueccoB Init. AKTUBH3UPYET MPOIIECCH, HEOOXOAUMBIC IITHOPMAIBHOM
paboThI CUCTEMBI U IPOU3BOANT X HAYAIBbHYIO HHUIIMATHU3ALIHUIO.
OObecneunBaeT 3aBepleHue paboThl CUCTEMBbI, OPIaHU3YET CEaHChl Pa0OTHINONIb30BaTENEH, B TOM
quciIe, A1 YAAJCHHBIX TEPMHHAJIOB.

HNurepnperarop komana Shell. Ananmu3upyer KoMaH/bl, BBOJUMBIE C TEPMUHAJIA JIMOO
U3 KOMaHAHOTO (hailyia, U mepesaeT ux Ui BBIIOJHEHUS B AP0 cUcTeMbl. KoMaHbl 00BIYHO
UMEIOT apryMEHTbl W IapaMeTpbl, KOTOpble OOECIEeYMBAIOT MOJEPHU3ALMIO BBIOJHIEMbIX
neiictBuii. Shell siBisieTcst Takke S3BIKOM MPOrPAMMHPOBAHUS, HA KOTOPOM MOYKHO CO3/aBaTh
komanaueie ¢aitnbl  (Shell-daiiner). [Ipu Bxome B OC monb30BaTeNnb MOJAYYaET KOIHIO
uHTepnperaropa shell B kauectBe poamrenbckoro mpouecca. Jlamee, mocie BBOAa KOMAaHIbI
IIOJIb30BATEIEM CO3/AETCsl MOPOKACHHBIN MPOLECC, Ha3bIBAEMbIH IPOIECCOM-TIOTOMKOM. T.e.
nocJe 3amycka OC KaXIblii HOBBIN Mpoliecc GyHKIHOHUPYET TOIBKO KaK MPOIECC - TOTOMOK YK€
cyuiectByrolero npouecca. B OC Linux uMeeTcst BO3MOXKHOCTb AMHAMUYECKOTO OPOXKIAECHUS U
yIpaBiIeHUs IPOLECCAMH.
Shell - wunTepmperatop B cooTBercTBUU ¢ TpeboBaHusimu craHaapta POSIX momnepxuBaer
rpaduvecKuil SKpaHHbBI HHTEpQENc, peaTn30BaHHBIA CPEICTBAMH SA3bIKAa POTPAMMHUPOBAHHUS
Tcl/Tk.
OO0s3aTeNbHBIM B CHCTEME sIBIsieTCS WHTepnperarop Bash, momHOCTBIO COOTBETCTBYIOMIMIA
craunapty POSIX. B kauectBe Shell moxxet ObITh HcHoNb30BaHa00010uKa MC ¢ HHTEpEiicom,
nono6usM Norton Commander.

CereBoii rpaduueckuii nnrepgeiic X-cepsep (X-Windows). ObecrieunBacTno IEPKKY
rpadu4ecKkux 000I0YeK.
I'papuueckne 0060s0uxkn KDE, Gnome. OtnnunrensHeiMu cBoiictBamu KDE sBistorcs:

MHUHHMMaJbHblE TpeOOBaHMSA K ammapaType, BBICOKas HAJIEKHOCTb, WHTEpHAIIMOHAIU3ALMSL.
ba3zoseie oubmmorekn KDE (qt, kde-libs) mpusHansr oMy u3

Jy4YIIUX HOPOAYKTOB IO CO3JaHUI0 Trpaduueckoro uHTepdeiica, obOecrneynBarOT MPOCTOE
HalMCcaHWe NpPOrpaMM C HUCIOJIb30BaHUEM IE€PENOBBIX TeXHOJOruid. Gnome HMMEeT pa3BUTHIE
rpaduyeckre BO3MOXKHOCTH, HO OoJiee TpeOOBaTENEeH K alnapaTHBIM CPEICTBAM.

CereBas nognep:xkka NFS, SMB, TCP/IP. NFS - nporpammusiii kommiaekc PC-NFS
(Network File System) ans BeimonHeHus cereBblx (yHkimil. PC-NFS opuentupoBan s
koHKkpeTHON OC nepconanbHoro kommnetotepa (PC) u Bkitouaet apaiiBepsl A paboOThI B CETH U
JIOTIOJTHUTENbHBIE YTUIUTHL. SMB - cereBas daiinosas cucrema, coBmectumasi ¢ Windows NT.
TCP/IP - mpotokon koHTposs nepenaun aaHHbix (Transfer Control Protocol/Internet Protocol).
Cerp mo mportokonam TCP/IP sBasercs Heorhemsiemoir wacteio OC cemeiictBa UNIX.
[TopnepxuBaroTcst JOOBIE CETH, OT JIOKaNbHBIX 10 Internet, ¢ HCHOIB30BAHMEM TOJBKO
BCTPOEHHBIX CETEBBIX CPEACTB.

HNHcTpyMeHTAIBHBIE cpeacTBa MpPOrpaMMHPOBAHMS. OcHoBo# CpencTB
nporpamMmmupoBanus sBisercst komnuisaTop GCC mnm ero skcnepuMeHTanbHble BepcuuEGCS n
PGCC nns s3p1k0B C u C++; MOAYIM MOJAEPKKHU APYTUX A3BIKOB MporpammupoBanus (Obective
C, ®oprpan, Ilackans, Modula-3, Ana, Java u 1p.); MHTErpUpOBaHHBIE CPEIbl M CPEACTBA
BU3yalIbHOTO MpoekTrpoBanus: Kdevelop, Xwpe;cpeacTsa agantaiuu NpUBS3KH TPOTPaMM.
Perncrpanust nojib3oBaresisi B cicTeMe
Jlis BXoJa MOJb30BaTeNsl ¢ TEPMUHAJIA B MHOIOINOJIb30BATENILCKYIO ONEPALMOHHYIO CHCTEMY
LINUX Heo0X0AMMO 3aperHCTPHpPOBATHCS B KAa4eCTBEIOJb30BaTeNs. s 3TOro Hy)KHO TOCIie
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COOOIIeHHUS

Login:

BBECTH CHCTEMHOE MMsI MTOJIb30BaTellsl, Hanpumep, "student”. Eciu uMs 3a1aHO BEPHO,BBIBOIUTCS
3ampoc Ha BBOJ MapOJIs:

Password:

HabGepure maposs "student™ u maxxmure kinaBuiny Enter.

Ecinu wiMs mau maponb ykasaHbl HeBepHO, coobOmienre 10gin moBropsercs. 3HaucHHMe Maposis
npoBepsieTcsl B CUCTeMHOM (aiie password, rae mnpuBOAATCS U JAPYrHE CBEACHHS O
nosibs3oBaTensx. [locne npaBunbHOro orBera nospisiercs npusercrsue LINUX u npurnamienue:
student@linux:>

Bo1 nonyuynu noctyn k pecypcam OC LINUX.
Bbixoa u3 cucreMsl
exit - okoHUaHKE ceaHca MoJIb30BaTEIS.
BbinoJiHeHHEe MPOCTHIX KOMAH/I
®opmat komang B OC LINUX crnenyromuii:
UM KOMaH/AbI [aprymeHnTsl| [mapamMerpsl| [MeTacuMBOJIbI|

WMst KoMaHIBI MOXKET COIePIKATh JTF000E TomycTUMOE nMs (haiiina; apryMeHTHI - OJTHA WIH
HECKOJIbKO OYKB CO 3HAKOM MUHYC (-); MapaMmeTpsl - IepeaaBacMble 3HAUCHUAIS 00paboOTKu;
METAaCHMBOJIBI HMHTEPIPETUPYIOTCS KaK CICNHaIbHBIC ONepanuu. B KBajpaTHBIX CKOOKax
YKa3bIBAIOTCS HE0OsA3aTeIbHbIC YaCTH KOMaHI.
Beaute xomanay eCho, KkoTopasi BeIIaeT Ha SKpaH CBOM apryMEHTHI:
echo good morning
u Haxmute kinaBuiny Enter. Ha skpane mosiButcs npuBerctBue "good morning™ — aprymeHt
xoman 161 eCho. Komanaubiit uateprperarop shell Bezean komanay echo, pean3oBaHHYIO B BHIE
nporpaMMmel Ha si3eike CU, 1 iepenain eit aprymenTsl. [lociie 3Toro nHTepperaTop KOMaH 1 BhIBEI
3HaKk-mpuraiedine. CHHTaKcuc KoManabl echo:
echo [-n] [argl] [arg2] [arg3]...
Komanaa momemiaer B CTaHOApTHBIN BBIBOJ CBOM apryMEHTHI, pa3felieHHbIe MpoOeraMu U
3aBeplIacMble CHMBOJIOM TepeBojia cTpokd. [Ipu Haymumu ¢uiara -N CHMBOJ MEPEBO/Ia CTPOKH
HCKITIOYAeTCA.
who [am i] - nony4enue nadopMalmu 0 pabOTAFOIIKMX MOIH30BATEISX.
B xBazmpaTHBIX CKOOKaX yKa3bIBaIOTCS apryMEHThl KOMaH/bI, KOTOPbIE MOKHO OMycTUTh. OTBET
MIPEJICTABIISIETCS B BUC TAOJUIIBI, KOTOPAsk COACPKUT CIICTYIONTYIOHH(POPMAITHIO:

- uAeHTU(UKATOP MOJIb30BATENS;
- uAeHTU(UKATOp TepMUHATIA,;

- JlaTa NOAKJIIOYECHMUS,;

- BpeMs NOJKIIIOUYEHHUS.

cal [[mecsau]roa] - kaneHgapp; €ciyM KajeHAapb HE MOMENIAETCd HAa OJHOM OHKpaHE, TO
UCTIONBb3YyeTCst KoMaH aa cal roj | more u kiaBuiieii mpodesa mpoU3BOIUTCATOCTPAHUYHBIN BBIBO/I
UHpOpMaLINH.

man <Ha3BaHHe KOMAH/bI> - BBI30B JJICKTPOHHOTO CIPAaBOYHHMKA 00 yKa3zaHHOM KOMaHJIE.
Brixon u3 cipaBovHMKa - HakaTue KiaBuiu Q.

Komanzma man man cooGmaeT nHGOpMAIIHIO O TOM, KaK MOJIb30BATHCS CITIPABOYHHKOM.

tty - cooOmeHne WMEHW CHelHaTbHOrO (¢ailia CTaHAAPTHOTO BBIBOJA, COOTBETCTBYIOIIETO
TEPMHUHAIY MOJIH30BATEIIS.

cat <ums (aiina> - BeIBOJ coqepkumoro (aitna Ha sxkpan. Komanaa cat > text.1 co3gaet HOBBIN
daitn ¢ umeHem text.l, KOTOPBIII MOXHO 3alOJTHUTH CHUMBOJBHBIMU CTPOKAMHU, BBOAS HX C
ki1aBuaTypel. Haxxatue knaumu Enter coznaetHoByro cTpoky. 3aBepiieHue BBoja - Haxatue Ctrl
- d. Komanpa cat text.1 >
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text.2 mepecbutaeT copepxxkumoe ¢aitna text.1 B ¢aiin text.2. Cnusaue ¢aitnoBocyecTBaseTCs
xoMaHJi01 cat text.1 text.2 > text.3.

Is [-alrstu] [ums] - BBIBOX coneprkuMoro karaiiora Ha 3kpaH. Eciiu apryMeHT HeyKas3aH, BbIIaeTCsl
COZIEP’KUMOE TEKYIIEro KaTajora.

AprymMeHTbl KOMaHIbl:

-8 - BBIBOJUT CIIMCOK BCEX (DaiiIOB 1 KaTajoros, B TOM YUCIIE U CKPBITHIX;

-| - BeBOAMT crmcok (aiioB B pacuMpeHHOM (opMate, MOKa3bIBas THUI Ka)KIOTOJIEMEHTa,
HOJTHOMOYHSI, BIIAJIeTIblIa, pa3Mep U JaTy NOCIeAHeH MoIupHKaLny;

- I' - BEIBOJIUT CIIMCOK B TIOPSIZIKE, OOPAaTHOM 33/IaHHOMY;
- S - BBIBOJIUT pPa3Mepbl KaXI0To (aiina;
- t - mepeuncnsieT Gailyibl 1 KaTaaord B COOTBETCTBHUH C JAaTON UX MOCIECAHSHMOIUPUKALINN;

- U - mepeunciusieT Gailyibl 1 KaTajaoru B MOpsAKe, 0OpaTHOM UX MOCeIHEeRMOAU(PUKAIIH.
rm <ums gaiisia> - ynanenue ¢aiina (paitnon). Komanga rm text.1 text.2 text.3 ynanser ¢aitis
text.1, text.2, text.3. JIpyrue BapuaHThl 3TON KOMaH/bI - FM text.

[123] o rm text.[1-3].

WC [ums ¢aiisa] - BBIBOJ YKciia CTPOK, CJIOB M CHMBOJIOB B (haiijie

IMopsinok BbINOJIHEHHUS PadOTHI

13. O3HaKOMHTBCS C TEOPETUUYECKOH YACTBIO K IIPAKTHYECKOi paboTe.
14. 3Baperucrpupoarbes B cucteme LINUX.

15. Onpepenuts neHb HeeM, B KOTOPHIA Bbl poauucs.

16. Tlomyuurs noapoGHYIO HHPOPMALMIO 060 BCEX AKTUBHBIX IIPOIECCaX.

17. Wcnonwsys penaxrop VI (cM. IpuiIo’keHHUE), CO31ATh Ba TEKCTOBHIX (aiiia (CpaciupeHueM
TXT) u komangoit CAT npocMOTPETh UX Ha IKpaHe.

18. Tlonyuurs uHdOpMaNMIO 0 PabOTAIOMIMX II0JIL30BATENAX, HOACUMTATh MX KOJIMYECTBO U
3aIIOMHUTH B (aiiie.

19. O6wbenuHuTH TeKCTOBBIE (BBl B €IUHbIH (aiil B HOCMOTPETH €r0 Ha SKpaHe.

20. TlocMOTpeTh HPUOPUTET CBOETO TIPOIIECCA U YMEHBIIMTH CKOPOCTh €rOBBINOIHEHHUE 32 CUET
MOBBIIIEHUS] HOMepa IPHOPUTETA.

21. Wcnons3sys penaxrop VI, HamicaTh nporpamMmy Ha ssbike CU 1 3aIlyCTHTh €eHa TPAHCIISILMIO
B (DOHOBOM pEKUME.

22. TlokasaTh IPENOIABATENI0 MCXOIHBIA TEKCT TporpamMmbl Ha s3bike CU,TeKCTOBBIH (aii,
(haiin ¢ coxpaHEeHHEM KOJIMYECTBA MOJIb30BaTEIICH.

23. [IponemoHncTpupoBarts BoinoaHeHue CHU - mporpaMmel.
24. VYnamuth cBOM (aiinbl ¥ BEIATH U3 CUCTEMBI.
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IIpakTuyeckasi padora 8 Pabora c ¢aiiniamu B Linux

Omnepamonnast cuctema UNIX mpencraBinsier co0oil  siipo  MHOTOIOJIB30BATEIbCKON
OINIEPALlMOHHOM CHUCTEMBI C paszzieineHueM BpeMeHH. OHa JaeT MOJb30BATENIM BO3MOXHOCTb
3aIlycKaTh CBOM MPOTPaMMBbl, YIPABISIET Nepu(EepUitHBIME yCTPOIiCTBaMuU U oOecrieunBaeT paboTy
(haiisIOBOM CHCTEMBI.

Paboty oneparmonnoii cuctemsl UNIX moxHO mpenctaButh B Buae (yHKIMOHUPOBAHUS
MHO>KECTBAa B3aMMOCBSI3aHHBIX TporeccoB. Ilpu 3arpy3ke cucTemblcHadajga 3amycKaercs Sapo
(mporutecc 0), KOTOpoe B CBOIO OYepe/ib 3amyckaeTkoMaHaHbli uHTeprperarop shell (mpormecc 1).
B3aumoneiicteue mnosb3zoBatens ¢ cucremodl UNIX mpoucXoIuT B MHTEPAKTUBHOM PEKHUME
MOCPENICTBOM KOMaHIHOTO s3blka. OOosiouka omepanmoHHON cuctembl shell mHTEpmpernpyer
BBOJMMbIE KOMAaHJbI, 3allyCKaeT COOTBETCTBYIOIIME MpPOrpaMMbl (Ipoiecchl), (GopMUpYET U
BBIBOJIMT OTBETHBIE COOOIICHUSI.

Baxxnoii coctaBHoii yacteio UNIX sBnsercs aiinoBasi cuctema, KOTopas sIBISIETCS CII0XKHON
MHOTI'OIIOJIb30BATEIbCKOM CHUCTEMOM, TaK KaK B OCHOBE 3TOM CHUCTEMBI JIeXkajla OllepaluOHHas
cucrema MULTICS. ®aiinoBas cuctema UMeeT HEPapXUIECKYIO CTPYKTYPY, 00pa3yIoIIyio 1epEBO
KatasioroB u ¢aioB. JlepeBo HaumHaeTcs B KOPHEBOM Karajiore, C J00aBJICHUEM CBSI3EH,
dbopMupyrOIUX HampaBiIeHHBINH anukiaudeckuii rpad. Mmena ¢aiinoB moryt conmepxkars mo 14
CHUMBOJIOB, BKITIOUAONTUXB ce0st 1r00bie cuMBOIIBI ASCII, KpoMe Kocoit 4epThI (MCIIOIh30BaBIICHCS
B KayecTBe pas3ienurens KoMIoHeHToB nytu) u cumBoina NUL (ucmonbp3oBaBiierocst st
nonoHeHus uMeH kopoue 14 cumBosos). CumBon NUL o6o3naugaercs Gaiitom 0.

ATpubyTsl Qaiina

Anpec 6moxka 0

Anpec Goka_l | 5
Anpec 6moka2—— | »
Anpec 6moka3——1—>
Anpec 6noxad——3
Anpec Grnokas—F—>

Anpec 6110ka 6 >

Anpec 610ka 7

= bnox nucka, conepxaniuit
[pec Ookaykaszareneit JOTOTHUTEbHbIE

JAUCKOBBIC aJipeCa

Puc. 5. MNpumep i-moeo y3na

KopHeBoit kaTamor 0003Ha4aeTcsi CHMBOJIOM «/», TIYTh 10 IEPEBY KaTaJOrOB COCTOUT U3 UMEH
KaTaJIOTOB, pa3/IeIeHHBIX CUMBOJIOM «/», Hanipumep: /usrlinclude/sys. B xaxxp1it MOMEHT BpeMeHH
C JIOOBIM TIOJIB30BATENIEM CBSI3aH TEKYIHIA KaTaJlor, TO €CTh MECTOIOJIOKEHHE MOJIh30BATEIS B
uepapxudeckoit (daitmosoii cucreme. Karagor UNIX comepxuT mo omHO# 3amuicu A KaXIOTO
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¢aitna storo karamora. Kaxknmas karamoromas 3amuch NpocTa, Tak Kak B cucremMe UNIX
UCHOJb3YyeTCs cxeMa i-y3710B (puc.5.). Karanorosas 3anuch COCTOUT BCETO U3 JIBYX IOJICH: UIMEHU
¢aiina (14 6aiiT) 1 HOMepa I-y371a 11 3Toro (aiiia (puc.o6.).

Kaxnprit  ¢aitn onepanmonnoir cuctemMbl UNIX MokeT OBITH  OJHO3HAYHO OIpeaeieH
HEKOTOPOH CTPYKTYpOH JaHHBIX, Ha3bIBAEMOM ommcatenieM Qaiina (geckpuntopom). OH cOAEpKUT
BCIO mHpoOpMaIuio o ¢aie: Tun (daiiaa, pexuM J0CTyNa, WICHTU(UKATOP BiIaJeiblia, pa3Mep,
azapec Qaiina, 1aThl MOCIEIHETO JOCTYIAN OCIETHEeH MOAU(UKAIIUH, ATy CO3AAHUS U TIp.

OOpamenne k dainy npoucxoauT no umenu. [lyte k aiiny oT KOpHEBOro karajora
Ha3bIBAETCS MOJHBIM UMeHeM daiina. Ecnu oOpamenue k Qaiiny HaYMHAeTCs ¢ CUMBOJIA

«/», TO CYUTACTCS, YTO YKA3aHO MOJIHOE UMsI (aiisia 1 ero NoMcK HAaYMHAETCs C KOPHEBOI'O KaTajiora,
B JIFOOOM JIPYTOM cilydae MOUCK (aiiyia HauMHAEeTCs C TEKYIEero Karaiora. Y mo0oro ¢aiiia MoxeT
ObITh HECKOJIbKO UMeH. PakTudecku uMs (aiina aBiseTcs cChbUIKOM Ha daiin, cnenuduuupoBaHHbIN
HOMEPOM OIUCATEIS.

Homep i- Nma danna
v3ana
Puc.6. Katanorosas 3anucbk dannoson cuctembl UNUX V7

I-y31b1 cuctembl UNIX (puc.7.) comepkar arpuOyThl: pa3mep (daiina, Tpu ykazaTelnsBpeMeH!
(coznmanusi, OCIEAHEr0 JOCTYMNA U MOCIEIHEr0 U3MEHEHUs), UASHTU(PUKATOP Blaaeblia, HOMep
TpYIIEL, HHOOPMAIMIO O 3alIUTE U CYCTUYMK KATaJIOTOBBIX 3alMCEH, yKa3bIBAIONINX HA TAaHHBIH i-
y3ein. [Ipu noGaBieHnn HOBOM CBSI3U K 1-y3I]ly CUETYHK B i- y3Jie yBelu4uBaeTcs Ha enuuuity. [Ipu
YIIaJICHUH CBSI3M CUETYHK B i-y3JI€ yMEHbIIaeTCsIHA eMHUILY. Korsia 3HaueHne cueTunka JOCTUTaeT
HYJIs1, I-y3el 0CBOOOKAaeTcsl, a OJIOKH TUCKa, KOTOpbIe 3aHMMal (haii, BO3BPAIIAIOTCS B CITUCOK
cBOOOAHBIX Onok/lysi ydera IMCKOBBIX OJOKOB (haiiina HCHOIb3yeTcss 000OIEHHE CXEMBI,
N03BOJIsIOIIEe paboTaTh ¢ 0OYeHb OobIIUMU (aiinamu. [lepBrie 10 TMCKOBBIX apecOB XpaHATCS B
camoM i-y3ne. Jlns HeOonpmux (aiaoB HeoOXoauMas HHPOPMAITUS CONEPIKUTCS MPSMO B i-y3IIe,
CUMTBIBAEMOM C JTUCKa IpU OTKpbITUH (haitna. s daitnoBOosbIIero pasmepa oJUH U3 aPECOB B
I-y3Jie mpezcTaBisieT coboi ampec OloKka TUCKa, HAa3bIBAGMOTO OJMHAPHBIM KOCBEHHBIM OJIOKOM.
OT1oT OJOK COAEPKUT JIOTOJHUTENbHbIE TUCKOBBIE ajapeca. EciM M 3TOro HEZ0CTaTO4HO
WCIIONB3YETCS APYTOl ajipec B 1-y37ie, Ha3bIBAEMbIN JTBOWHBIM KOCBEHHBIM OJIOKOM U COZEpKAITU
azpec 0JI0Ka, B KOTOPOM XPaHATCS apeca OJHOKPAaTHBIX KOCBEHHBIX 0710K0B. Eciu u sToro mao,
UCIOJIb3YETCs] TPOMHON KOCBEHHBIN OJIOK.

[Tpu oTkpeITHH (daiina daiinoBas cucteMa MO UMEHH (ailla HaXOAUT ero OJIOKM Ha JIUCKE.
Bhauane QaiinoBasi cuctema OTKpPBIBaeT KOPHEBOM KaTayor, I-y3el KOTOPOro pacrojiaraetcs B
¢ukcupoBaHHOM MecTe aucka. [lo 3ToMy i-y3i1y cucTeMa OmpeiesseT MOJOXKEHHE KOPHEBOTO
KaTajiora, KOTOPBI MOXKET HAaXOAWTHCS B JIIOOOM MecTe NMcKa, Hampumep, B Oioke 1. 3atem
¢aitnoBast cucremMa CUNTHIBA€T KOPHEBOM KaTalloT U MILETB HEM NEPBbIii KOMIOHEHT ITYTH, YTOObI
ompeneauTs HoMmep i-y3na ¢aiina. [lo stomy i- y3my ¢aiioBasi cucteMa HaXOAHUT CIETYFOITHI
KaTaJor M HaxXxOJUT B HEM CIEAYIOIIMNA KOMIOHEHT U T.A. OTHOCHTEeNbHblE MyTH (HailoB
00pabaThIBatOTCs TaK K€ Kak U aOCOIIOTHBIE, C TOM Pa3HUIIEH, YTO aIrOPUTM HauWHaeT paboTy He
C KOPHEBOT0, a ¢ paboyero Karajora.

PabGora monp30BaTenss B CHCTEME HA4YMHAETCA C TOTO, YTO aKTUBH3UPYETCS CepBep
TEpMUHAJIBHOTO JlocTyna getty (mporpamma, opraHu3yromasi AMajgor paboTsl C MOJIb30BaTEIEM B
MHOT'OTIOJIb30BATEILCKOW  OTIEPAllMOHHON CHCTEME), KOTOpbIi 3amyckaer mporpammy login,
3aMpalvBaoIlyl0 y [I0JIb30BATENS UMl U IApOJIb.
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Janee mpoUCXOAMT MPOBEpPKA AyTEHTUUHOCTH IMOJIb30BaTeNsl (MOMJIMHHOCTH PErHCTpaluu
M0JIb30BaTE/ sl B CHCTEME) B COOTBETCTBHU C TOW HMH(OpMAIMEH, KOTopas XpaHUTCS B (Qaiiie
/etc/passwd. B aTom daiine XpaHsaTcs 3amicH, coaepKaime:

- 3aru(pOBaHHBIN TAPOJIB;

- UICHTU(PHUKATOP TOTH30BATEIS;

- UJICHTU()UKATOP IPYIIIIB;

- uH(OPMAIHS 0 MUHUMAJILHOM CPOKE JIEHCTBHS apoJis;
- o01m1ast vHpOpMAIHUS O TOJIH30BATEIE;

- HAYaJIbHBIN KATAJIOT MOJIb30BATEIIS;

- perucrpanronusiii shell mons3oBarers.

Eciut osie30Batesnb 3aperuCTpUpoOBaH B CHCTEME U BBEIT MPABHIIbHBIN MapoIib, login3amyckaer
nporpammy, ykasannyo B /etc/passwd — peructpaunonnsiii Shell mons3zoBarerns.

[Tonp3oBarenb cHCTEMBl — 3TO OO0BEKT, O0OJAaJaAIOIIMKA  ONpPENEeNCHHBIMU  IpaBaMH,
OTIPEIENIAIONMMH BO3MOXKHOCTD 3aITyCKa IPOTpaMM Ha BBITIOJIHEHHE, a TaKXkKe BiafeHuedaiiamu.
EnvHCTBeHHBIM MOJIb30BaTeNb CHCTEMBI, OONAJarOIlMii HEOrpaHMYCHHBIMM IpaBaMH — 3TO
CYIIEpIOIb30BaTENb WIH aJMUHUCTPATOP CUCTEMBI.

Cucrema uaeHTHGUIIMPYET MOJIb30BaTENCH 10 HacHTUHKaTopy mosbk3oBares (UID — User
Identifier). Kaxaplii moap30BaTesb SBIACTCS WICHOM OJHOW WM HECKOJBKHX TPYIIT — CIHCKA
MOJIb30BATENICH, HMMEIONIMX CXOMHbIC 3amaud. Kamas rpynma WMMeeT CBOH  YHHKaJIbHBIA
unentudukarop rpymnel (GID — Group ldentifier) IlpuHaane:KHOCTH TpymIe OMpeAesseT
COBOKYITHOCTb TIPaB, KOTOPBIMH 00JIa[Jat0T YWICHBI JAHHOM IPYIIIIHL.

[TpaBa monp3oBarens UNIX — sto mpaBa Ha pabory c ¢aitmamu. Daiibl UMEIOT ABYX
BJIaJIeTIbIIEB: MOJb30Bates (USer owner) u rpymimy (group owner). COOTBETCTBEHHO, aTpUOYTHI
3aniThl (DAiIIOB ONpENeNsioT TpaBa MOJIb30BATENs- BIaAeblla Qaiiia, mpaBa WieHa TPYIIIHI-
BIIa/IeTIbIIA (g) ¥ ITpaBa BCEX OCTANBHBIX (0). B Ka)aplit MOMEHT BpeMEHHU C JIFOOBIM MOJIb30BaTENIEM
CBSI3aH TEKYIIUH KaTaJloT, TO €CTh MECTOIIOJIOKEHHUE TOJIh30BaTeNsl B HepapXuuecKkon (aitioBoi
cHucTeMe.

Besikuit daiin onepannonnoi cucreMbl UNIX B COOTBETCTBHU C €r0 THUIIOM MOXET OBITH
OTHECEH K OJIHOM W3 CIIEQYIOIIUX TPYII: OObIYHBIE (aillibl, KaTajaoru, crenuanbHbie (haiasl U
KaHaJbl.

OOb1uHBIN (haiin mpencTaBiasieT coboil mocneaoBaTeIbHOCTh 0aiiToB. Hukakux orpaHudeHui
Ha (ails1 cucTeMoil He HaKJIaIbIBaeTCs, U HUKAKOTO CMbICJIa HE IPUITUCHIBAETCS €r0 COAEPKUMOMY:
CMBICJT 6aTOB 3aBHCUT UCKIIIOUUTEIHHO OT IPOTrpaMM, 00padbaTeIBaromuX (ha.

Karanor —»3t10 (aiin ocodoro Tumna, OTINYaroMuicsa OT 00BIYHOTO (paiiyia HATUYUEM CTPYKTYPbI
U OrpaHMYCHHMEM I10 3alHCH: OCYIIECTBUTH 3aMUCh B KATAJOT MOXKET TOJIBKOSIPO OMepariMoHHON
cucrembl UNIX. Karanor ycranaBnuBaeT COOTBETCTBHE Mex Ay (aiiamu (HoMepaMu onucaresnei)
U UX JIOKaJIbHBIMU UMEHAMH.

CneunanbHbli (paiim — 370 ¢aiii, MOCTaBIEHHBI B COOTBETCTBHE HEKOTOPOMY BHEIIHEMY
YCTPOMCTBY M HMEIOIIMM CIELUAIbHYI0 CTPYKTYpy. Ero Henb3s ucnonbp30BaTh Mg XpaHEHUS
JAHHBIX KaK OOBIYHBIN (ailsl niK KaTajior, HO HaJl HUIM MOYXHO IPOU3BOJUTH TE )K€ ONEepallii, 4TO
U Haj T00bIM ApyruMm. [Ipu 5ToM BBO//BBIBOJ MHGOpMALMK B 3TOT (haiiin OyaeT cCOOTBETCTBOBAThH
BBO/Jly C BHEIIHETO YCTPOMCTBA UJIN BBIBOJY Ha HETO.

Kanan — 3T0 mporpamMMHOE CpelCTBO, CBS3bIBAIOIIEE MPOLIECCHl OMNEPALMOHHOW CHUCTEMBbI
UNIX Oydepom BBOma/BeiBOga. Hampumep, 3amyck mporieccoB B BHJC

$mporece 1|mporiece 2 o3Hauaer, 4yTO CTaHAAPTHBIA BBIBOJ Imporecca 1 OyaeT 3aMKHYT Ha
CTaHJIapTHBIA BBOJ mpouecca 2. [Ipu 3TomM cHauana co3gaercs KaHal, a MOTOM Ha BBINOJHEHHUE
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OJTHOBPEMEHHO 3aIrycKaroTcs 00a mporiecca, 1 o01iee BpeMsi UX BBIIIOJIHEHUS olpeesseTcs 0omnee
MEJICHHBIM [TPOIIECCOM.
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IIpakTnueckas padora 9

Paboma c peecmpom Windows

TeopeTuyeckue cBeIeHMS.

Peectp - 31O epapxuueckas LEHTpajdu3oBaHHAs 0a3a OaHHBIX, ucnoiszyemas B OC

Microsoft Windows s xpaHeHus] CBEACHHIA, HEOOXOMUMBIX IIJIsi HACTPONKU OINEpaMOHHON
CUCTEMBI JJIs1 pa0OTHI C MOJIb30BATENSMU, IPOrPAMMHBIMU MIPOAYKTAMU U YCTPOUCTBAMHU.
B peectpe xpaHsATCS AaHHBIE, KOTOPbIE HEOOXOAWMBI JUIsI MPABUIBHOTO (DYHKIIMOHUPOBAHUS
Windows. K HuM oTHOCsTCS mpoduiau Bcex MOJIb30BaTesiel, CBEACHHS 00 YCTaHOBICHHOM
IpOrpaMMHOM OOECTIEeUeHHH W TUIAX JAOKYMEHTOB, KOTOPBIE MOTYT OBITh CO3JaHbl KaXKIOH
porpaMMoii, HGopMaIus 0 CBONCTBaX MaroK U 3HaUKaX MPUIIOKEHHI, a TAK)KE YCTAHOBJICHHOM
000py/1I0BaHUU U UCIIOJIb3yEMbIX TOPTaX.

CucremHBIif peecTp 3aMeHseT coOoi OoNbIIMHCTBO TeKCTOBbIX INI-(aiinoB, koTopsie
ucnonp3oBauch B Windows 3.x, a Takxke aitnel koHdurypammu MS-DOS, Takme kak
Autoexec.bat u Config.sys. Bepcuu peectpa ansi pasHbIX BEpCHIl ONEPalMOHHBIX CHCTEM
cemerictBa Windows UMEIOT OnpeieTICHHBIE Pa3InYHsL.

Kyct peectpa - sT0 Tpymma pasfenoB, MOJApa3lesioB W IMapaMeTpoB peecTpa ¢ Habopom
BCIIOMOTATENbHBIX (HAMIIOB, COAEPIKALINX PE3EPBHBIC KOMHMH 3TUX JaHHBIX. BcromoraTtenbHbIE
daitnel 11 Becex kycroB 3a uckimodeHueM HKEY CURRENT USER xpansrcs B cucremax
Windows NT 4.0, Windows 2000, Windows XP, Windows Server 2003 u Windows Vista B manke
%SystemRo0t%\ System32\Config. BcnomorarenbHbie (haiiel TUTS KycTa
HKEY CURRENT USER xpaustcs B manke %SystemRoot%\Profiles\Ims_monb3oBarens.
Pacimpenus umeHn (aiijioB B 3THX MamKax yKa3bIBalOT Ha THI COACPKAIIUXCS B HUX JAHHBIX.
OTtcyTcTBUE pacIIMpeHMs] TakKe WHOTJa MOXKET yKa3bIBaTh Ha THUIl COjAep)Kaluxcs B (aiine
JAHHBIX.

HKEY_LOCAL_MACHINE\SAM Sam, Sam.log, Sam.sav
HKEY_LOCAL_MACHINE\Security Security, Security.log, Security.sav
HKEY_LOCAL_MACHINE\Software Software, Software.log, Software.sav
HKEY_LOCAL_MACHINE\SystemSystem, System.alt, System.log,

System.sav

HKEY_CURRENT_CONFIG System, System.alt, System.log,

System.sav, Ntuser.dat, Ntuser.dat.log

HKEY_USERS\DEFAULT Default, Default.log, Default.sav

B Windows 98 ¢aitnsr peectpa Ha3biBarotest User.dat u System.dat. B Windows Millennium
Edition — Classes.dat, User.dat u System.dat.

[Mpumeuanue. Cpencta 6e3omacuoctd B Windows NT, Windows 2000, Windows XP, Windows
Server 2003 1 Windows Vista mo3BOJSIOT aIMUHUCTPATOPY KOHTPOIUPOBATH AOCTYIH K
paszenam peectpa.

Crenyromas Tabmma coAepKUT MepeueHb U KPaTKoe OMUCAHNE CTaHAAPTHBIX Pa3JesioB.
MakcumanibHas JJIMHA UMEHU pa3jiesia COCTaBISIET 255 CUMBOJIOB.

[Tanka/cTangapTHBIN pa3aen

Onucanue

HKEY_CURRENT_USER JlanHslif pa3aen sBIsSe€TCS KOPHEBBIM IS TaHHBIX

KOH(UTYypal1y M0JIb30BaTeNs, BOLIEAIET0 B CUCTEMY B HACTOSIIIMI MOMEHT. 3/1€Ch XpaHATCS
MANKX MOJIb30BAaTEIsI, [[BETA YKpaHa U TapaMeTphl MTAHEIH YIIPAaBJICHUS. JTH CBEACHUS
COIIOCTaBJICHHI € MpoduieM Noab30BaTeNss. BMecTo nmoiHoro uMeHu pasena nHoraa
ucnonb3yetcs abopesuarypa HKCU.
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HKEY_USERS JlaHHBIH pa3zien conep>KUT Bce aKTUBHBIE 3arpyKEHHbIE TPOGUIN
H0JIb30BaTeIel KOMIIBIOTEPA.

KoHTposbHbIE BOPOCHI:

1)
2)
3)
4)
5)
6)
7)

[Tepeuncnuth cucremusbie npoueccsl Windows.

JlaTp ompezeneHus IpaiiBepa yCTpOWCTBA B pa3iIMYHbIX KOHTEKCTaX.

[TosicHuTh PUHLIKT (PYHKIMOHUPOBAHMS YPOBHSI a0CTparupoBaHus OT 000pyI0BaHHUS.
[Tepe4nciuTh OCHOBHBIC KOMIIOHEHTBI HCIIOJIHUTENbHOM cucTeMbl Windows.

Hatp onpenenenus noacuctemam Windows.

[TepeunciuTh BO3MOXKHBIC MECTa XPAaHCHHUSI HA3HAYCHHBIX MTOJUTHK OE30MaCHOCTH
Oto0pa3uts nepemMeHHbIe cpepl B Windows aByMs crioco0amMu: U3 KOMaHIHON

000JIOYKH ¥ OKHA CBOMCTB CUCTEMBI

8)

3anaTh NEPEeMEHHYIO Cpebl C Pa3INYHBIMHA BapHAHTAMH JUHAMUYECKH (DOPMUPYEMBIX

3HAYEHUH.
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IIpakTnyeckas padora 10

Paboma 6 komanonoi cmpoke

Omnepanuonnas cuctema Microsoft Windows XP B 6eta Bepcusix, u3BectHas kak Microsoft
Codename Whistler, sBisiercss mponomkennem nuHerku Windows NT. Oto momHOCTRIO 32
paspsiaHasi OnepaloHHas CHCTEMa C  MPHOPUTETHONH MHOT03aJadyHOCThIO. B ee ocHOBe sexar
0a30BbI€ IPUHLIMIIBL:

- COBMECTUMOCTh — Tmojjepxka ¢annoBeix cuctem FAT 16, FAT32 u NTFS,
nmojJepKKa mpuioxkeHnit HanucanHbix mog DOS, Windows 9x, Windows NT, a takxke
HEKOTOPBIX mpuiokenuit mox OS/2 u POSIX;

- MIEPEHOCUMOCTD — pean3alus MOAACPKKU MPOLIECCOPOB PA3HBIX APXUTEKTYD;

- peanu3alus CUCTeMbI 0€30IaCHOCTH Ha yPOBHE IMOJIb30BATENCH.

[TepronauansHo Microsoft mianupoBasa pa3paboTKy JABYX HE3aBUCHMBIX OMEPAIHOHHBIX CHCTEM
- Neptun (3Ta cucrema 1o/pkHA ObuTa cTaTh npoaonkeHreM Windows 9x) u Odyssey (momkHa
ObL1a ctaTh npoaospkenueM nuHeiku Windows NT). OHako BOOCIEACTBUHM IIJIaHBI KOPIIOPALIUN
WU3MEHUIINCH U 00€ pa3paboTku ObUTH 00BheTMHEHBI B 0IUH MPoeKT Windows XP — onepaninoHHyio
CUCTEMY C IMOJIHOCTBIO MepepadOTaHHBIM HMHTEpPQEiCOM, HOBBIMU BO3MOXHOCTAMHU H Ooiee
BBICOKHMM YPOBHEM oOecreueHus 0e30MacHOCTH.

Bce omepanuoHHble CUCTEMBI, KaK COBPEMEHHBIE, TAaK M JABHO YK€ HEHCIIOIb3yEeMbIE, UMEIOT
OJIHy OOmIyI0 YepTy — XpaHeHHe WH(GOPMAIMU B ONEPAI[MOHHBIX CHCTEMax OCYIICCTBIISCTCS
MOJICHCTEMOM, Ha3bIBaeMOU (haiiI0BOM CHCTEMOM.

daitioBast cucreMa — 3TO Habop crenudUKAWi W COOTBETCTBYIOIIEE WM IPOTPAMMHOE
o0ecrieueHre, KOTOpOE OTBEYaeT 3a CO3/aHue, yAajeHHe, OpraHu3alluio, YTeHHE, 3alHCh,
MoaudUKAIMI0 U TiepeMelieHue ¢aiiaoB uHGOpPMAIUU, a TaKKe 3a YIPaBICHHUE JOCTYIIOM K
daitnam u 3a ymnpaBJeHHE pecypcaMu, KOTOpbIe HCMONb3yroTcs daitnamu. daitnoBas cucrema
ompenensieT Ccrnocod OpraHu3aluy JAaHHBIX HAa JIUCKE W TPUHIMUIIBI XPAaHEHWsS JaHHBIX Ha
dusznueckom Hocutene. Hampumep, Kak JOMKHBI COXpaHAThCA JdaHHble (paiima, Kakas
uHbopmanus (HarmpuMep, UMs, JaTa CO3JaHUsA U T.M.) O dailie TODKHA XPAHUTHCS M KaKHM
oOpa3zom. dDopMar XpaHEHHUs [aHHBIX OINpPEAENsSeT OCHOBHBIE XapaKTepUCTUKU (paitmoBoit
CHUCTEMBI.

WNupopmaniysg Ha MarHUTHBIX IMCKAX pa3Meliaercs u nepenaercs 6moxkamu.Kaxapiit 610k
HAa3bIBACTCSI CEKTOPOM M PACIOIaraeTcs Ha KOHIICHTPUUYECKUX JOPOKKAXITOBEPXHOCTHU JIHUCKA.
I'pynna Agopokek OJHOrO pajuyca, PacHoJIOKEHHBIX HA IMOBEPXHOCTSIX MAarHUTHBIX JIMCKOB,
00pa3zytoT UUAUHAPHL. Kaknaplii CEKTOp COCTOMT W3 TMOJS JaHHBIX U TIOJA  CIIYKEOHOM
uH(pOopMaIlii, orpaHNYMBaoIel U uaeHTuuuupyromeit ero. Pasmep cextopa (oObeM moms
JAHHBIX) YCTAHABIIMBAETCS KOHTPOJUIEpOM WM ApaiBepoM. dusmueckuii ajpec cexTopa Ha
JIUCKE OMPENIESAETCs CIIOMOUIBIO0 TPEX «KOOPIUHATY:

- HOMEP NUJINHIPA;
- HoMep paboyeil MOBEPXHOCTHU NUCKA,
- HOMEp CEKTOpa Ha JI0POXKKE.
OO6mMen nHbOpMaImen MeX/Iy ONepaTHBHO 3aIIOMUHAIOIINM YCTPOUCTBOM U JUCKaMH (PH3UUYECKH
OCYIIECTBIISIETCS TOJIBKO CEKTOpaMu. JIUCK MOKET OBITh Pa30UT HAHECKOIIBKO pa3/ie]ioB, KOTOPHIE
MOTYT MCIOJIb30BaThCAd KaK OJHOM OMEPAlMOHHOW CHCTEMOM, TaK M HECKOJbKMMHU. Ha kaxaom
paszene MOXKeT ObITh OpraHu30BaHa CBOs (haiinoBas cucteMa. Jljis opraHu3anuu XoTs Obl OJJHOU
¢aitnoBoil cucTeMbl JOKEH ObITh ONpEJeNeH, 0 KpaiiHel Mepe, OAuH pasnaen. Paznenst moryT
OBIThH ABYX THIIOB:
- TEpPBUYHBIN pa3ien;
- pacuIMpEHHbIN pa3iell.
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MakcuMaabHOE YHCIIO0 TIEPBUYHBIX PA3JIEIOB — YEThIpE, HO 00SI3aTEIEHO TOMKEH OBITh XOTS OBI
onuH. Eciu mepBHYHBIX pa3zesioB OOJbIIE OJHOTO, TO OJHMH JIOJDKCH OBITh aKTUBHBIM, B HEM
HAXOJUTCS 3arpy34MK OIEPAIlMOHHON cucTeMbl. Ha OogHOM 1uCKe MOXKET OBITh TOJIBKO OJHH
paclIMpeHHbIN pa3fiell, KOTOPhI B CBOKO O4YEPEIh MOXKET COJEpkKaTh OOJIBIIOE KOJIUYECTBO
MOJIPa3/IeNIOB — JJOTHYECKHUX JMCKOB.

Omneparnonnass cucrema Windows XP momaepxuBaer paboTy €O CIEAYIOMMMH (haiIOBBIMU
CUCTEMaMH:

- FAT (File Allocation Table) — daiinoBas cucrema, pazpaborantas aast MS-DOS u
spistomascs ocHoBHOM g Windows 3.x u 9x. Windows XP u Windows Server 2003
nojaepkuBatoT Tpu pazHoBunHoctd FAT: FAT12, FAT16 u FAT32. IlepBsie 1Be0OeCICUHBAIOT
COBMECTHMOCTh CO CTapbIMH ONEpallMoOHHBIMU cucTtemMamu Microsoft. Kpome Ttoro, FATI2
HCITONIB3YETCS Kak opMaT XpaHEHUs JaHHBIX Ha THOKuX nuckax. FAT 32 — moaudunmpoBanHas
Bepcus FAT, ucnionbsyemast B Windows 95 OSR2, Windows 98 u Windows Millennium.

- NTFS (Windows NT file system) — ¢aiinoBas cucrema, pa3paboTaHHas CIIEHAIBHO
s Windows NT u ynacnenoannas Windows 2000, Windows XP, Windows 2003.

CDFS (Compact Disk File System) — ¢aitioBast cucteMa KOMITaKT-IHCKOB.

- UDF (Universal Disk Format) — yauBepcaibHblii opmar AMCKOB, UCIIOIB3yEMbII
COBPEMEHHBIMU MarHUTOONTHYECKUMH HAKOMUTEIAMH U TexHosoruet DVD.

DFS (Distributed File System) — pacupenencunas ¢aitnoBas cucrema.
B03MOXXHOCTh TOJJICPKKH  Pa3IMYHBIX  (PAMIOBBIX CHUCTEM B JIMHEWKE COBPEMEHHBIX
OIEpaIIMOHHBIX cHcTeM cemeiricTBa Windows 3aokeHa B apXUTEKType CHCTEMbI BBOJIa-BBIBOJIA,
KOTOpasi OTBEYAET 32 00pabOTKY 3alPOCOB BBOJIA-BBIBOJIA M BBITIOIHSET CIICAYIOIINAE 33/ 1a4H:
- obecnieueHne pabOThI CBEPXITPOU3BOAUTEIIBHBIX OllepaIluii BBOJAa-BhIBOJIA;
- BO3MOXXHOCTb HCIIOJIb30BaHHS aCHHXPOHHOTO BBOJIa-BBIBOJIA;
- MOJICP’KKa HECKOJIBKHX (aiJIOBBIX CHCTEM;
- MOJIyJIbHasi apXUTEKTypa, C BO3MOXXHOCTBIO I00aBJICHHS HOBBIX (DaiJIOBBIX CHCTEMHU
YCTPOMCTB;

- MPEJOCTABJICHUE PACIIMPEHHBIX BOZMOXKHOCTEH, HATPUMED, KIIIUPOBAHUS;
- 3al[UTa COBMECTHO UCIIOJIB3YEMBIX PECYPCOB.
CIUCOK 3aperuCTPUPOBAHHBIX (PANIOBBIX CHCTEM MOKHO IOCMOTPETh C MOMOIIBIO yTHUIIUTHI
WinODbj. V kax0# cHCTEMBI €CTh CBOH TIOJIE3HBIC CBOMCTBA, HO BO3MOXKHOCTH 3aIllUTHI U ayJUTa
paznuuHbl. Ha BEI0OOp (haitnoBoit cucTeMbl OKa3bIBAIOT BIUSHHE CIEIYIONIHE (PaKTOPBL: LElb, IS
KOTOPOW TpPEIoNaraeTcs HCIOJIb30BaTh KOMITBIOTEp, almapaTtHas IUIaTopMa, KOJIUYECTBO
KECTKUX JUCKOB M HMX 00beM, TpeOoBaHMS K OE€30MaCHOCTH, HUCIIOIB3yeMbIE B CHUCTEME
TPUIIOKEHUSI.
Bonpocwt no pazoeny™

1. aiite onpenenenne TepMuny «daiinopas cucteMa.

2. Onpenenute HazHaueHue PailIoBoi CHCTEMBL.

3. OObsACHHUTE, KaKUM 00pa3oM pa3MENaeTcs U NepeaeTcs MHPOpMalys HaMarHMTHBIX

JIMCKaX.

4. I[aﬁTe OMMPCACIICHUC TCPMHUHY «CCKTOP» W IMOACHHUTC U3 KAKUX J3JIECMCHTOB OH
COCTOHMT.

5. JlaiiTe onpeseneHne TEPMUHY «IHITHHAPY.

6. Kak onpenensiercsa pusngeckuii agpec cekropa?

7. Kax ocymiecTBisieTcss oomeH mexny O3V u guckamu?
8. Omnpenenure TUIBI pa3IEeaoB U UX MCIIOIb30BaHHE.

9. C xakumm (bailioBBIMI CUCTEMaMHU TOAJIEPKUBACT PadOTy OMNepalMoHHAas CHCTEMa
Windows XP?
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10. B kaxom »1eMeHTe apXUTEKTyphI onepanonHoii cucremsl Windows XPpeanusyercs
BO3MOKHOCTb MOAJICPHKKHU Pa3IMUHbIX (paiiIoBbIX cuctem?
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IpakTnyeckas padora 11

Ilakemnuie paitnv

Oprann3zanus nakeTHbIX (paiisios u cueHapueB B OC Windows
IMakerHsblii daiia — smo neghopmamuposannvii mexcmoswiti gaiin  ASCII, codepacawuti oony
unu Heckonvko komano OC. VimeHa nakeTHbIX (aityioB uMeroT paciupenus .cmd wm .bat. OC
pu paboTe ¢ makeTHHIM (hailjIoM MmocieoBaTesIbHO 00pabaThIBaeT €ro KOMaH bl IOCJe BBOAA €T0
UMEHU B CTPOKE KOMAHIHON 000JOYKM WM 3amycKa U3 Apyroi mporpamMmbl. CueHapuii — 3To
mporpaMma, cocrosiimias U3 HaOopa WHCTPYKUUN Ui pabOThl MPUIOKEHUS WM CIY>KeOHOU
yruuthl. CreHapuil — pa3HOBHIHOCTH MakeTHOro (aina. MHCTpyKIMU B ClEHApUSAX OOBIYHO
BBIPXAIOTCSI C MCIOJB30BaHUEM MPABUI U CHHTAKCUCA COOTBETCTBYIOIIETO MPHUIIOKEHUS HIIN
CIIy’)KeOHON yTWJIMTBI B COYETAaHWU C MPOCTHIMH YIPABISIOMIMMHU OIEPAaTOPaMHU, TAKUMH Kak
OTepaTOPhI IUKIIOB U YCIIOBHBIEONIEPATOPHI.
[TakeTHbIe (hailinbl ¥ ClIEHAPUM YaCTO HA3BIBAIOT KOMAaHAHBIMH (hailiaMu, COEpKAIUMHU JTI00bIe
koMaH 1bl. HekoTtopeie koman b, Takue kak FOr, Goto u If, mo3BostOT BHIMOIHATE 00pabOTKY
yCIIOBHH B MakeTHBIX (haitmax. J[pyrre KoMaH bl IO3BOJISIOT YIPABISATH BBOJOM M BBIBOJIOM, a
TaK)Ke 3aIyCKaTh JIpyrue MakeTHbIe (Paiibl.
[lpu opranuzanuu mMakeTHHIX (PaliIoOB M ClEHApUEB NPUMEHSIOT IMepeMeHHbIe, 33/Ia0lIHe
noBeneHne KoMmMaHAHOW oOonoukn wim OC u mnakeTHble NapaMeTpbl KOMaHIHOTO
MHTEPIPETaTopa, KOTOPHIC UCIONB3YIOTCS B MAKETHOM (aiiyie UIAnoiaydeHus WHPOpPMaluu O
HacTpoiikax cpenbl. [loBeaenue cpeapl komaHaHON 00004k in Beeit OC 3a1at0T ¢ MOMOIIBIO
JIBYXTHUIIOB MIEPEMEHHBIX CPE/Ibl: CHCTEMHBIX U JIOKAJbHBIX.
. CucreMHBbIe epeMeHHble onpeoensaom nogedenue 2nooanvhot cpedsvt OC.
. JlokanbHble MepeMeHHbIe onpedenaom noseoeHue cpedbl 8 KOHKPEMHOM IK3eMNJApe
KomManoHo2o unmepnpemamopa Cmd.exe.
CucremHble epeMeHHble cpenbl 3anaroTcs 3apanee B OC Windows XP u moctynHsl a1 Bcex
ee mporueccoB. TOIBKO MONIB30BATENN C MPUBWIECTHUSIMHU aJMHUHUCTPATOpPa MOTYT U3MEHATH 3TH
nepeMeHHble. JlokajdbHbIe epeMeHHble CPEeIbl JOCTYITHBI B CIydae, KOT/a IMOJIb30BaTelNb, IS
KOTOPOT'0 OHM OBUTH CO3/1aHBbl, BXOJUT B CUCTEMY. B 4acTHOCTH, JIOKaJIbHbIE IEPEMEHHBIE peecTpa
HKEY_CURRENT_USER mogxoasT TOJbKO IS TEKYIIETO IMOJIb30BATENS, HO ONPEACISIOT
nosefeHue rodansHoi cpeapl OC. B cnenyromeM crucke NpeiCcTaBiICHbI PAa3IUYHbIE THIIBI
MIEPEMEHHBIX B MOPSIKE yOBIBAHUS UX TPHOPHUTETA!

BCTPOEHHBIE CCTEMHBIE IEPEMEHHBIE,
cuctemuble mepemernsie peectpa HKEY _LOCAL_MACHINE,
nokanbHbIe iepemennbie peectpa HKEY _CURRENT_USER,

BCE IEPEMEHHbBIC CPEJIbl U MYTH, YKa3aHHbIe ¢aitne Autoexec.bat,

BCE NIEPEMEHHBIE CPE/bl U MYTH, YKa3aHHbIE B CIIEHAPUHU BXOJa B CUCTEMY, €CIIMOH
HMEeTCH,

6. nepeMeHHBIE, UCIOJb3yeMble UHTEPAKTUBHO B MAakeTHOM (aiine umu creHapu. UToObl
UMETh BO3MOKHOCTb MO/ICTABUTH 3HAYEHHE B MEPEMEHHYIO Cpellbl M3KOMaHAHOW CTPOKU WUIIH B
nakeTHoM (paitsie (crieHapuu), CIeAyeT 3aKIOYUTh WM COOTBETCTBYIOIIEH MEpEMEHHON B
CUMBOJIBI IPO1IEHTOB (%), HanpuMep Set MyPath=%CD%. CumBOIIBI MPOLIEHTOB
YKa3bIBAIOT HA TO, YTO KOMaH/IHBIH HHTEPIIPETATOP JOKEH 00PATUTHCS K 3HAUYSCHHIO TIEPEMEHHOM
0€3MOCUMBOJIBHOTO €€ pa3iiokeHusl U cpaBHeHMs. KomannHelii uwHTEprperatop Cmd.exe moxer
onepupoBath nepeMeHHbIMH ¢ %0 mno %9. [Ipu ucnonb30BaHUM MAKETHBIX MapaMeTPOB
nepemenHass %0 3aMeHseTCs UMEHEM NakeTHOro (Qaiina, a mepemenHsle ¢ %1 mo %9 — Ha
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COOTBETCTBYIOIIME apryMEHThl KOMaHIHOW CTpoku. [[ng mocrtyma x mepemeHHBIM Oombie %9
HEOOX0MMO BOCIOJIb30BaThCsl KoManpoi Shift. [lapamerp %* ccputaeTcs Ha Bce apryMEHTHI,
KOTOpBIC TIEpEeNaroTCs NakeTHOMY ¢aitny, 3a wuckimodeHuem %0. B kadectBe mnpumepa,
paccMOTpHM KOIHpoOBaHKE coaep:kumoro u3 kKaranora 1 (Folderl) B xartamor 2 (Folder2), rae
napameTp %1 3amensiercs 3HaueHuem Folderl, a mapamerp %2 COOTBETCTBEHHO 3HAUYCHHEM
Folder2. B makernom ¢aiine Mybatch.bat cienyer BBect  cieayromyro  crpoky: — Xcopy
%1\*.* %02

HWcnone3yiite maketHsiii ¢aitn Mybatch.bat cieayromnmm o6pazom:

Mybatch.bat C:\folderl D:\folder2

Pesynprar OynmeT TakuM ke, Kak M TIpH 3aIMCU B TIAKETHBIN (haiiin CTpoKu:

Xcopy C:\folder1\*.* D:\folder2\

C makeTHBIMHM TapamMeTpaMH MOXHO TaKK€ HCIOJIb30BaTh MOAU(HUKATOphl. MoaudukaTopbl
UCRONBL3YIOM UHGOpMayUio 0 meKywem OUcKe U Kamanoze Kak 4acme uiu noaHoe ums ¢haiiia
(kamanoea). Cuntakcuc moaudukaropa: %~Xy, rie X — CUMBOJIBHOE COKpallleHue IeHCTBUS,
ompeaensseMoe MOAU(PUKATOPOM, Y — HIACHTU(DHUKATOP TEePEeMEHHOH (B Tuana3zoHe ot 1110 9).

B Tabn. 1 u 2 onucanbl MOIU(GUKATOPHI, BBHITIOIHICMbIC UMH JICHCTBUS, M JaHbI BO3MOKHBIC
KOMOMHAIMH MOAU(DUKATOPOB U KBATU(PHUKATOPOB JIJIsI OJTYYEHHsI O0Jiee CIOKHBIX Pe3yIbTaTOB.
B atux tabmunax %1 u nepemennyro cpeasl PATH MoxHO 3aMEHUTHh OPYruMu 3HAYCHHSIMU
MaKEeTHBIX MTapaMETPOB.

Ta6auma 1. Moaudukatopsl U BBIITOIHSAEMbIE UMU JACHCTBUS

Moauguxarop Onucanue
Ne
L1
1 %~1 pacmpenue %1 u yaaneHue mo0bix kaBsraex ()
2 %~f1 3ameHa %1 MOJTHBIM ITyTeM
3 %~d1 3ameHa %1 nMeHem aucka
4 %~pl 3ameHa %1 myrem
5) %~nl 3ameHa %1 nmenem daitna
6 %~x1 3ameHa %1 pacmperneM nMeHu Qaitra
7 %-~s1 3aMeHa IyTeM, COJICPKAIUM TOJIBKO KOPOTKUE UMEHA
8 %-~al 3amena %1 arpubyramu daiina
9 %~11 3ameHa %1 naToit u BpemeneM MoauduKaiuu ¢aiina
10 %~z1 3ameHa %1 pasmepom daiina
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%~$PATH:1 ITOMCK B KaTaJIOrax, MEPEeYUCICHHbIX B IEPEMEHHON CpPE/Ibl

PATH, 3amena %1 nmoaHbIM UMEHEM NEPBOTO HANJAEHHOTO

daiina. Ecinu nepeMeHHast cpelibl He OnpeieieHa TN MTOUCK

11 He OOHapyxun ¢aiioB, MOTU(PUKATOP BBIAECT MYCTYIO
CTpOKY.

Tabauna 2. KomOuHamm MoauuKaTopoB U KBATU(GUKATOPOB

Ne n.i. Moaudgukarop Onucanue
1 %~dpl 3ameHa %1 uMeHeM aucka U myTeM
2 %-~nx1 3amena %1 numeHem daiina u pacIIMpeHHEM
%~dp$PATH:1 IIOMCK B KaTaJlorax, IIEpPEYUCIICHHBIX B IIEPEMEHHOU
3 cpensiPATH, u 3amena %1 umeHeM Qucka W MyTeM K
MIEPBOMY

HalZieHHOMY (haidiy.

4 %~ftzal 3amMeHa %1 CTpOKOW, aHAJOTHYHOW pe3yJbTaTy
paboTHI
KoMaueI Dir

Eme oqun Mmoaudukarop, SBISIIONUNACS YHUKATBLHBIM, UMeeT BU %*. OH mpeacTaBiseT Bce

apryMeHTBI, IlepeJaHHble TaKeTHOMY (hailiry. DTOT MOIM(UKATOP HE UCTIOIb3YeTCs B

KoMOMHauu ¢ Mmoaupukaropom %~. Konseilepbl KOMaH U «KaHAJIbD», pACCMOTPEHHBIE B

npeabLAyIuX npaktuueckux padorax (Yacts I, [Tpunoxenus 1 u 2) sABistoTCS HHCTPYMEHTAMHU

JUTs pacperns (yHKIIMOHAJA MaKeTHBIX (PaiijIoB M ClIeHApUEB MPHU UX MTOCTPOSHUH U

opranusanuu. Cepsep cuenapueB OC Windows XP nosgonsem 6vicmpo 3anycmumeo

naKemHulU@D At Ul CyeHapuil, UMs KOmopo2o 66€0eHO 8 KOMAHOHOU CMmpoKe 000]0YKIL.

Cepsep creHapuen

¢ CIIY)KHT KOHTPOJIEpOM cpeacTB 0opabotku crienapreB B OC Windows XP;

«  He TpeOyeT MHOT'O MaMsTH;

¢ SBISETCS UACATBHBIM CPEICTBOM, KaK JIJISl HHTEPAKTUBHBIX, TaK M JUIS TAKETHBIX CIICHAPHEB.

Cy1ecTBYIOT /IB€ BEpCUHU CepBepa CLIEHAPHEB, JOCTYIHBIX B OKHE KOMaHAHOHOOO0I0UKY:

« Wscript.exe — mo3BosisieT 3a/1aBaTh MapaMeTphl BHITIOIHEHHS CIICHAPUEB B OKHE CBOMCTB;

« Cscript.exe — mo3BoysieT 3a7aBaTh TNapaMeTpPhl BBINOJIHEHUS CIICHAPUEB C IOMOIIBIO

KJIFOYEH KOMaHIHON CTPOKH.

s paspaborku cuenapueB OC Windows XP cieayeT HCmoab30BaTh PeAaKTOPHI CIICHAPHEB

JScript wim VBScript (8 cocrase Visual Basic ScriptingEdition). Ilpusanycke cuieHapus u3

KOMaHTHOW CTPOKH, CEpBEp CIIEHApWs YHTAaeT W TEepelacT COIACPKHMOE YyKazaHHOTro (haiina

3aperucTpUpOBaHHOMY 00paboTuuKy cueHapueB. s ompeaeneHus — s3bIKa CIIeHapHs

UCTONB3yeTcst  paciupenne wumenu  (daiima(.vbs mist VBScript, .js ans JScript). baaromaps

3TOMY, pa3palOT4YMK clieHapuss He o00s3aH 3HaThb TOYHBIE NPOTPaMMHBIC HICHTU(UKATOPHI
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(ProgID) pa3muunbix 00paboT4nKoB cueHapueB. COMOCTaBICHUE PACIIUPEHHS UMEHHU (Qaiiia
CILEHapus CIIPOrPAMMHBIM UACHTU(PHUKATOPOM M 3aIyCK KOHKPETHOro 00paboTuMKa CIieHapueB
ocyuiecTBisieTcss HenocpencTBeHHo cepBepoM cueHapueB OC Windows XP. Ilpocreiinum
cueHapueM, He TpeOyroIuuM npuMeHeHus cpenasl Visual Basic, sBasercs cueHapuii Bxojaa B
CUCTEMY, MPEACTaBISIONUN cO00H (aiis, CBSI3bIBAEMBIN ¢ OJHOW WM HECKOJIBKIUMH YUETHBIMU
3amucsAMU Tojb3oBareneid. OOBIYHO CIICHapHWii BXO/a SBJSETCS MAKETHBIM (ailiioM, KOTOPBIHA
ABTOMATUYECKU BBINOJIHAETCS MPU KakJIOM BXOJI€ IoJsib3oBareis B cuctemy. ClieHapuu BXoja
UCIONIB3YIOTCSL Ui HAcTpOMKH pabodeil cpeabl MOJb30BaTeNsl MPU BXOJE U IO3BOJISAIOT
aJIMUHUCTPATOPY 3aJaBaTh OCHOBHBIE TapamMeTpsl paboueil cpeapl modb3oBarens 0e3
HEIMOCPEJICTBEHHOT'O €r0 Y4acTHsl.

[TockonbKy makeTHbIE (Gaiiibl MOTYT BKIIIOYATh B ce0s TH00bIe KOMaHbI, UX KOHBEHEPhIN
«KaHaJbl», IpU OOJBIIOM KOJIMYECTBE YCIOBHM M LIUKIOB MOCIEICTBUSIHEKOPPEKTHOW pabOThI
nakeTHoro (aina moryr ObITh HempeackasyemMbiMu it OC, M BO3MOXKHO Kak CIIEJCTBHE
pa3pymmtensHbiMi. [1oaTOMY [71s1 OpraHu3anuu nmakeTHoro Qaiina pa3paboTyuky HEOOXOAUMO
YETKO NPEJCTAaBIATh ce0e, YTO KMEHHO M KaKUM 00pa3oM JOJIKHO IPOUCXOAUTH B CUCTEME IIPU
pabote »sToro (paiiya, Kakas IOCIIEOBATEIbHOCTh JACWCTBUN peaau3yercs B pe3yibTare
BBITIOJIHEHUS 3alyMaHHOIO CLIEHApHUs u KaK Ha 3TH necTBUS pearupyer
OC. IToMuMO paccMOTPEHHBIX B MPEABIAYIIUX MPAKTUYECKUX PabOTax KOMaH, KOTOPbIE MOTYT
OBITH MCIIOJIB30BAHbI [IPH OPraHU3ALMM NMAKEeTHOro (aiia, CyImecTBYET psj AONOJHUTEIbHbIX,
(GyHKIIMOHAT KOTOPHIX HAIIOMHUHAET OINEPaToOpPhl SI3bIKOB MPOTPAMMHUPOBAHUS BBICOKOTO YPOBHSI.
K ux uncny otHocsres: At, Call, Doskey, Echo, Endlocal, For, Goto, If, Pause,
Rem, Set, Setlocal u Shift. B nacrosmieii mpaktuueckoii pabore mpeamnoaaracTcs
O3HAKOMJICHHE C OCHOBHBIMM KOMAaHJIaMH, MCIOJIb3YEMbIMU B KaueCTBE HHCTPYMEHTOB
OpraHu3aly TakKeTHBIX (aiyioB, co3maHue KomaHmHoro daitma B ¢dopmare ASCII,
peaIu3yIOLIEro ONpeesIEHHbIM ClieHapuil padOThl CHUCTEMBI, a TaKXKe OLEHKAa BO3MOXXHOCTH
UCIOJb30BaHUSI €ro B KauecTBe cClieHapus Bxoja B  cucreMy. [Ipakruueckas pabora
BBITNOJIHSAETCS Ha BUpTyaiabHOU MamnHe B cpere OC Windows XP.
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5. YueOHO-MeTOANYeCKOe U HH(POPMALIMOHHOE 00ecnieYeHne T CIUIIIHHbI

5.1. IlepeyeHb OCHOBHOI W [ONMOJHHUTEJbHOW JIMTEpPaTypbl, HEOOXOAUMOM JIsi
OCBOCHMS JMCIUILIHHBI

5.1.1. [lepeyeHb OCHOBHOM JTUTEPATYPHI:

4 Boponmoga, B. JI. JIekiiuu 1o CUCTEMHOMY U MPUKIIATHOMY IPOTPAMMHOMY
obecnieuennto: Yuebnoe nocoodue / B. JI. Boponmosa, 1. A. XXypasnesa; CtaBpor. roc.
yH-T. — CtaBponosib: CI'Y, 2004. — 208 c¢. — bubnuorp: ¢. 205-206

5 3ammra nHGOpPMALUK B ONEPALMOHHBIX CHCTEMaX: JIabopaTopHbIe paboThI: yueo.- METOI.
nocobue / M. B. Pomankosa / coct.: U. B. aiinesa / ®enepanbHOe areHTCTBO MO

obpazoBanutoCraspor. roc. yH-T. — CtaBponosis : MU3a-so CI'Y, 2008. — 99 c. — bubauorp.:
c. 96-97

6 IIporpamMHO-anmapaTHbIE CpeacTBa oOecnedeHust THGOPMAIHOHHON OE30ITaCHOCTH
yueb.nmocodue / coct. B. 1. Ilerpenko, H. B. Kykiesa ; @enep. areHTCTBO 1O
obpazoBanuto,CtaBpomn. roc. yH-T, U. 2, 3ammra B OnepaiuoHHBIX CHCTEMaX. —
Crasponons: M3n-Bo CI'Y,2007. — 154 c. — bubmwmorp: c. 154

5.1.2. IlepeyeHb 1ONOTHUTEIBHOM JIUTEPATYPbI:

3 bespyuko, B. T. Ilpaktukym mo kypcy "Hudopmaruka". PaGora B Windows, Word, Excel
[Yue6.mocobue amst By3o*]. — M.: @unaHcw u cratuctuka, 2004. — 272c.: wi. — bubnuorp.: 265. —
ISBN 5-279-02436-8

4 Tpunenxo, F0.b. Oneparmonnsie cucreMsr: B 2-X 4. / F0.B. I'purienko; deepanbHOe areHTCT 110
oOpa3zoBannto, ToMckuil MEKBY30BCKHN IIEHTp AucTaHIrmoHHOTO 0Opa3oBanms (TYCYPKadenpa
aBToMaru3anuu 00padotku uapopmanuu (AON). Tomck: ToMCKHITOCYJapCTBEHHBI YHHBEPCUTET
cucTeM yrpasieHus U paguodnektponnku, 2009. — Y. 2. — 2 c.— Pexxum nocryna: mo

TIOJIITUCKE. — URL: http://biblioclub.ru/index.ph
page=book&id=208655
5.2. IlepeyeHb Y4eOHO-METOAMYECKOr0 O0eCHmEeYeHUS CAMOCTOATEJIbHOH PadoThl
00y4yarIuXcs Mo JUCHUILIMHE (MOTYJII0)
1. MeTonudeckue peKOMEHIAINH 110 BHIMOTHEHUIO MPAKTUYECKUX padoT MO IUCIUTUIIMHE

«3alTUIIeHHBIC JTOKATbHBIC BEIYUCITUTEIIHHBIC CETH.

2. Meroanueckrue peKOMEH/IAlluH 10 OPTaHU3aIMH CAMOCTOATEIbHONU pabOThI CTYIEHTOB

M0 TUCIMIUINHE «3alIUIIEHHBIE JIOKAJTbHBIEC BEIYUCIUTEIBHBIE CETH.

53. [Ilepedyenr pecypcoB WH(}POPMALMOHHO-TEJEKOMMYHHKANMOHHONH  CeTH
«AHTEpHET», HEOOXOAMMBIX /151 OCBOCHHS THCIMILIHHBI (MOILYJIs)

1. http://el.ncfu.ru/ — cucrema ynpasnenust ooyueanem @IAOY BO CKDYVY.
JlucTaHIMOHHAS OAIepKKa AUCHUIUTHHBI «L{dpoBas rpaMoTHOCTE M 00pabOTKA JaHHBIX )

2. http://www.un.org - Caiitr OOH MubopMannoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH

3. http://www.intuit.ru — Uareprer-YHuBepcuteT KOMIBIOTEPHBIX TEXHOIOTHIA.
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